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stbiit J0CTyN K€ Aanibiy, VnopMaut A0:mkta GbiTh JOCTYIIHA TOABKO TeM, KOMY
Olta NpeUtAIIAeHa, H CKPbITa OT CTOPOIIEX HabmotaTeeii. Hecankiuonposariioe
HCTO0BAIIE HHDOPMALIIOHHORO PECYPCa, €0 BPENCHITAST HEAOCTYHOCTS 1UIH Paci-
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DY MOTYT HalICCTIH KOMIAIIH S Tebibiil NaTepiabibiit yueps. Hazeaias
ST HIGOPNALIIONIILIX PECyPCoB HoBbIICT XXpeKTIBIOCT) BCCro Hpotiecc -
i sies1oBoit

il B JIOKAIBHBIX 1t X CPeax.

enoasaosariie ViiTepieta i Kauectse KoGabiofi nyG:1minoii ceri ogiasact v
CPECTB GES0IACIOCTH TPETPIBITIL HE TOTBKO PESKOE VHCTINCHNE KOTINICCTSA Biic-
e eit 1 Tnon custaeii, 10 1 co-
CYUICCTROBaIIE € HOBbIMI CeTERbINH 1 HRpOpMAIIOHBIMI TextOOrsN. TloaTony
HiipOPMAIIONHTBIE PCCYPCbl 1 CPEACTEA OCYINCCTRACHHS AICKTPOHIbIX COTERbIX Tpal-

it (cepBepbi, MAPUIpYTIATOPbL, CCPECPBI YIATCHHOTO A0CTYIIA, KAHATHI CBsiaH,
OlICPALIIONITbIC CHCTCb, Gabi ZAHIHAIX 1 NPILTOACIIS) HYKHO FAUILATS 0CO0CIHHO
HAIEAIO I KaNCCTREITHO.

CICICT BaMeTITh, MTO CPECTA BXIONA KOMITbIOTEPHBIX cerefi it Xututernis iihop-
MAILNH PASBIBAIOTES! Talk e GWCTPO, KAK 1 BEC BHCOKOTEXIIOIONIILE KOMIIbIOTED-
ibic orpacai. B aminx yeonisx o6 ii KIC
swisetcs upnupnmmun sataseil, HOCKOABKY OT COXpaHCHits mm];um:u AIBHOCTH,

CCYPCOB BO MHOTOM

sasicut )n])(]x‘vmmuo(’l b padors KIC.

Batava ii Kinc peua-
erest noetp it G (CHUB),
“TPOGOBAIICA K€ KOTOPOi ABACTCA CONPAICIHE BAOKEHIbIX B ocTpoctiie KIC -
nectiutii. Hitaue rorops, CUB 10:5k11a hyHKLUIOHIPOBATH a0COTIOTHO IPO3pasiio
st yke cynectnyionuix 5 KHC npiioscritii it GbiTh NOAHOCTBIO conyecTiNfi ¢
uenomayebivit & KHC cerebivit Texionorsi.

g5 :

cuereva SONACHOCTI TPCNPIATHS 101K
VUITIBATE NOSIRICHII HOBBIX TEXHOOTILIT 1 CEPBIICOB, A TAIGKE YAORICTROPSITH 06-
JUU Cerojtns K i i

creteye:

O npiMeteltiie OTKPHITHIX CTARAPTO;
O HCN0BIOBANIC MITTErpHPOBaNILX petciiii
O oBecrtcuertiie MACUITABHPOBAIIL B UIPOKIL TIPEACIAX.

Ilepexod na ompvimele cmandapmyi COCTARISCT OUY U3 TTABHBIX TeHACHIU pa3-

BT pescts “Takiie Crai@pTH, Kak

IPSec n PKI, BHCIIHIIX KOMMY ii ii

" ¢ MPOAYKTaMIT ii-napriepos it

yaazermix enerrros. Lhposiie cepriucarot X.500 Tacie Amasiones a ceron
ii oconoii juis ateaeit 1 yerpoiicrs. Cope-

Meribie 1t cpeactsa s, Gesy . JOMmRHH

o1 CTamapTHL

¢ ocran cemt CHCTeMaNIH, MADIID)

CyKGaNI KaTa0roB, ceprepayt QOS-IOMITHKIL I . 1), TAK It MHTCTPAILS! Pas -
HBIX TexHOAO ] Be0acHoCTIH Mesty CoBoii s oBecieweltis koMAekcHoi aaugumb
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ccypeon Hanpinvep ax
patta ¢ VPN-uwiosos 1t Tpaniciisropon 1P-azipecos.

To vepe pocra i passirriis KHC cicresia |1H¢0|)wdum)m|ml GesonactocTi xomKia
et b 7erKo 6ca norepu W ynpanis-
extocrit. MacumaGupyexocmy cpedems saugumei TO3BOTSET NOIGHPATS OITIGTbIOE

Tt peietiie ¢

: 10 oy pesipi
STHS IPH HATHHI Y b ACCATKOB ii-apt-
HCPOR, COTeHt YTEHIIX COTPYIKOR 1 NILLIHOHO 0TI KINCHTOR.
Tl 010 4106 pecypeon
i cricress, B cuicrey SOMACHOCTH AOTKIH GbITH
ammonai cavtie u .
sauwrel. K nus otsocstest:

o sauguma dannsi: s obecnieeni

HEOCTHOCTH 1 HOALIHHOCTH HHCpOpMAI;
O noddepaexa undhpacmpyimypen ynpasieius omxpoimvn rouasu PKT;
o

st nposepin u
OBTBEKTOR CeTH ITyTeM < ntaposei, pr,
USB-1oKerion) it Apyris cpeacts ayremudukatunt;

O ynpasaenue docmynos ua ypoene W sanura or
BAHHOTO A0CTYIIA K 1ichOpMALIH;

c i it nodod cucmenen
noit it paion coverane Textozorii 1t

cpeCTR UnopNAILOHOf ST

IMEXHOTOA MEWCOmPHL FKPaHOG LISt SALITH KODIODATHBHOI CCTIH OT Biie-

LIHIEX YIPO3 1P IOAICTIONCHILI K OGUICAOCTYIIHbIA COTSIM CRA3I;

mexnon0A qupIY AT SaugaenIHY Kanaioo u cemeit VPN 11 sauumo

(POpMALLIL, TIePeABICNOIE 110 OTKPLITHIM KaHATAM CRSaI;
u

<

<

’ it 6 KHC:
MO0 3aumYL OM GPECOHOCIHYLY TPOZPANM U CHANA C HCTIOMOBAIEM
KOMILICKCOB aHTHBIHDYCHOI 3aIlUTThL;

o
o
G Ha

Gase cuTOit MOANTIIKIT Ge3OMACHOCTI MpEpHATILS

Tlpe/Uaraeyias KHira JaeT SIHTATEINO OCTATONHO MO/THOE MPEACTABIICHIE 0 COBpe-
MEHHBX 1 HEPCTICKTHBILX MCTOAX, CPCTRAX 1 TCXHOTONISX SaIUITh! HichopNaiin
18 KOPIIOPATHBIILIX CHCTeNaX 1 cemrx. KInra npeicTan et iepec 1 nomonaeicii
wan patop cerei i citcten, 3

i 5 T Cpoin unpopyia-

IHOHHBIX CHCTEM 1 ceTeii.

Jlauias KR MOKCT BHTh T0;CHTA B KNECTBE YHEGHOPO TI0COBIIA 11 CTY/ACHTOR
Byson, u Texta,
A TAKKe /Llﬂ " 12 creii




3-DES (Triple Data Encryption Standard) — aopirm poiiiioro unidposariis, pas-
HomoCTs aropirtyia DES.
ACK (Acknowledgement) — noraepaetie.

AES (Advanced Encryption Standard) — avepiiarciii cranapr nmposariis zaii-
b,

AH (. ication Header) — yiouuiit saroono » PSec.
AP (Access Point) — Touka A0CTyITa — KoMy ii yaea st
wit Ju10C YCTpOiiCTBO.

AS (Authentication Server) — cepep ayrenTiduKaiuni.

ASA (Adaptive Security Algorithm) — anropimi azamisHoii GesomaciocT.

B2B (Business-to- Business) — cxeva Gaiiec-Giaiiec: Moae:th peeiiis Guatieca
Hirreprere na yposiie osmari,

B2C (Business-to-Consumer) — cxeva GHatiec—noTpeGHTEb: posiinas 1pojaxa
TOBAPOB 1 YCAYI YACTHIN LA vepea Hirrepret.

CA (Certification Authority) — uenrp ceprudmicarut

CEK (Content Encryption Key) — 11iod mnpposaniist aiibix.

CHAP (Challenge-Handshake Authentication Protocol) — mpotokon ayrerrmduia-
LUtH 12 0CHOBE MPOLEAYPH SAPOC—OTKIMK

CRL (Certificate Revocation List) — cricok nlmy;lup(mauublx cepTH(UKATOB,

CSA (Cloud Security Alliance) — anpstiic 1 cpepe obaunoii GesonacHocTH.

DDoS (Distributed Denial of Service) — pacnipesiesientian araxa oTcasa B 00C1yKI-
Ba,

DES (Data Encryption Standard) — Gumuntii cranapr umiposans gaix CIIA.
DH (Diffie—Hellman) — Jndxpu—Xeanan.

DHCP (Dynamic Host Configuration Protocol) — nipotoKo: sutiasirieckoii korndi-
Typai XocTos.

DMZ (Denmilitarized Zone) — tesiunrrapusosattias 30ia, Gesoracias 301 ceti.
DNS (Domain Name Server) — c:1ysk5a 1ven overon.

DOI (Domain of Interpretation) — ofracts iHTepnpeTanym.
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DoS (Denial of Service) — araia oticaa b obcyKuBali.
DSSS (Dircet Sequence Spread Spectrum) — pacnipeaciieiibiii criekTp ¢ npavo noc-
JICAOBATETLHOCTBIO

EAP (Extensible ion Protocol) — ii nporokos }

Kaw.

ECC (}:lhpm Curve Cryptography) ~ ’ KpHBBIX.
nd Entity) - Koneuniii nozm3opares,

EPROM (Electrically Erasable Programmable Read-only Memory) ~ aacicrpirsceiat
HIDOTPANMHPYEMas! ITANSTh TOTBKO JUT1 HTCRISE JQUHBIX.

ESP (Encapsulated Sceurity Payload) - notcatast ar

uns IPSee

FHSS (Frequency Hopping Spread Spectrum) — pacnpexeseriibii criektp co cxaia-
Mit 10 HacTOTaM.

FTP (File Transfer Protocol) — npotoxox nepezait dhaiiion.

GPS (Global Positioning System) ~ ciicreya R0 bHOr0 nosimuOHpoBaiis.
GSP (Global Security Policy) ~ raoabias nomritka GeaonacocTi juis neeit
VPN.

HMAC (Hashing for Message Authentication)  ay cxor
UIHpOBAIIIEN 110 KA.
HTTP (HyperText Transfer Protocol) — mpotokort niepeaas rineprexctonsix gaii-

5.
ICMP (Internet Control Message Protocol) — nporokox ynpastionus cooGienii
5 cernn Mirteprier.

ICV (Integrity Check Value) — suavenie nposepki tesioctHocr.

DS (Intnlsmn Detection System) — ciicTesa Onpeieieniis BTopikeniii.

titute of Electrical and Electronics Engineers) — MHcTnTyT nikenepos no
aaexcy pm XHIKE 1 PAHOMICKTPONHKE.

IEEE802.11 — rpynna paspaborkn cramtapros s IEEE, e koropoii — shinyck crar-
AAPTOB BecTpOBOILIX JOKATbHBIX ceteii LAN.

IKE (Internet Key Exchange) — npotokos ofena kiiouawi s Mirrepriete.

1P (Internet Protocol) — HHTEPHET-POTOKON MEKCETEROr0 0MEHa AQHIbIMIL.

IPS (Intrusion Prevention System) — cHCTeMa IPCAOTBpALICIIA BTODIKEIHiL.

IPSec (Internet Security Protocol) — wrreprer-rip

obmena.

TPv4 (Internet Protocol, version 4) — HITepHET-TDOTOKO MEKCETEBOTO 06Melta, Bepeitst 4.
TPy6 (Internet Protocol, version 6) — 1ifTepHeT-npoToKo MexceTesoro obwea, seperist 6.
ISAKMP (Internet Security Association and Key Management Protocol) — npotoxos
Geaonacbix accoumanii i ynpasaenist kriosavu irephera.

ISDN (Integrated Services Digital Network) — widpponnie cetn ¢ mirerpamiuisi
yeryrasi.

1S0( ional Standards Organi; ) 1o cran-
AapTHsALIT
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er)
L2F (Layer-2 Forwarding) ~ poToko 1epeiasin AQHibiX BTOPOro (Kaiaibiioro) ypos-

.
L2TP (Layer-2 Tunneling Protocol) — NPOTOKO:1 TYHHEPOBAIIS AQHIBIX BTOPOTO
(KaHATBHOTO) YPOBHSL.

LAC (L2TP Access Concentrator) — Komtientparop zioctynia L2TP.

LAN (Local Access Network) — sioka/bhas cets.

LCP (Link Control Protocol) ~ npoToko ynpasiensis coeientiey

LDAP (Lightweight Directory Access Protocol) — ofieruenmsit nporokon gocrynia
K KaTaorayt

NS (L2TP Network Server) — cetesoii cepsep L2TP.

LSP (Local Security Policy) — sokasias nomimina Gesonacnoctst (v imena).
MAC (Media Access umuul) ~ YHPABIEHIIE JOCTYTIOM K Cperie.

MAC (Message Code) - ko

MAN (Metropolitan Area Network) — ropozckast cers,

MD (Message Digest) — maiizvkect coobmenis.

MIB (Management Information Base) — crazapt Gasei Aaiibix 11 ynipanienis
cetbio.

MIF (Management Information File/ Format) — dopsar uis daiiion ynpasstiotieii
npopyan,

MITM (Man In The Middle) — cerenia amaa <teaoncrci-cepeaics.

MTU (Maximum jssion Unit) — MakcHyaubHbiii passiep 6o~
Ka.

NAK (Negative Acknowledgement) — noxrseprienite oticasa.

NAS (Network Access Server) — cepsep 10cTyIia K cerit.

NAT (Network Address Translation) — Tpancastius cetebix anpeco.

NCP (Network Control Protocol) — nporokon ynpasseris cerbio.

NIDS (Network-based Intrusion Detection System) — cucrema oSHapyskerisi srop-
KEHMHIT B CeTh,

NNM (Network Node Manager) — cricrena cetesoro ynpasienis,

OCSP (Online Certificate Status Protocol) — npotokos cratyca Tekymero cepridu-
Kara.

OSI (Open Systems Interconnection) — BIANMOAEIHCTBHE OTKPHITHIX CHCTENM.

OTK (One-Time Key) ~ oopasossit o,

OTP (One-Time Password) — oopasoniii Hapois,
PAP (Password Authentication Protocol) — npoToko:t ayrenidsratuti 1o napomo.
PDA (Personal Digital Assistant) — kapwanmsii riepcoaiii kowiorep, KITK.
PGP (Pretty Good Privacy) — A0CTATONHO XOPOLIIast CCKPETHOCT,
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PKD (Public Key Directory) ~ Kataior oTkphirbix Kioseii.
PKI (Public Key pa
i,
PPP (Point-to-Point Protocol) — NpoTOKoII ABYXTOHENHORO COCAUHEHIs.
PPTP (Point-to-Point Tunneling Protocol) ~ npotoko TyHHesposaniis juist nyx-
TOUCAHON CocAtCHIIS.
QOS (Quality of Service) - KatecTno IpeOCTABISIENEIX YCIYT:
RADIUS (Remote Authentication Dial-In User Service) — cucrema yaasennoii ay-

i MY THPYCMBIM JIHHISIM,

RAS (Remote Access Service) — cy0a yAQIeHHOI0 J0CTyIia
RC4 (Rivest Cipher 4) — norokonsiit upp, paspaSotatsit Ponost Paiisectost i
ncnomayesbiit b Gasonoy craapre IEEE 802.11.
REC (Request For Comments) — 3anipoc KowseRTapiics.
RFID (Radio Frequency Identifier) ~ pamosacroriiii mentidukarop.
RPC (Remote Procedure Call) — yzauteriiii Buizon npotieaypo.
RSA (Rivest-Shamir—Adleman) ~ Painecr-lTamip-iizemyar.
SA (Seeurity Associations) ~ Gesonaciic accomau.
SAD (Security Associations Database) — Gasa ganibix Gesonacbix accoumarii.
SET (Sceure Electronic Transaction) — cranapt pat-
i
SHA-1 (Secure Hash Algorithm) — aropirrs sauutiieroro xaumposanitst epciti 1,
unipoko cnoayessii b CILL
SHA-2 (Secure Hash Algorithm Version 2) ~ aropimsi sauuiiienioro xamposa-
i nepeint 2, ofoaataionutii cesteiierno Goee croitian xaur-yiutii SHA-224,
SHA-256, SHA-384 1 SHA-512 ¢ aummiasin xoia cootsercraeriiio 224, 256, 384
512 6.
SKIP (Simple Key management for Internet Protocols) ~ npocroe ynpaneiiie kiio-
AN IS HITEPHET-TIPOTOKOI0D.
SMTP (Simple Mail Transfer Protocol) — npocroii nporokos aexrpontioii nowtsi.
SNMP (Simple Network Management Protocol) — poctoii npotoko cetesoro yir-
panieiit.
SOHO (Small Office / Home Office) — perentitst st Maibix 1t A0xaiisx odbiicon.
SPD (Security Policy Database) ~ Gaa aaribix npaiua Gesomaciocit.
SPI (Security Parameter Index) — Hisieie napaverpos sauuiroi.
SQL (Structured Query Language) — cTpyKrypHpOBaiihili SI3biK 3a1pOCoB.
SSH (Secure Shell) — Gesonactbit yporeits. Hpotokoz 1 nporpaviva SSH obecesin-
BAOT HAAEKIBIE 1 POBaIIHE 1 AYTCHTHIKALILIO.
SSL (Secure Sockets Layer) ~ ypoverns Gesonaciix coexymerii, . Dpooan s -
TatoBkit MCIKLY HHTEPHET-CCPBCPON if HHTCPHCT-Op

acpo
TACACS (Terminal Access Controller Access Control System) — npotokox nerrpa-
MBOBAIIOND KOHTPOIS YUICHHOTO AOCTYIIA.
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TCP (Transport Control Protocol) ~ nporoko ynpasiieris niepesase
TGS (Ticket Granting Server) — cepaep Bhizauit paspertici
TLS (Transport Layer Security) ~ 3aulita TpaicrioprHoro ypoiis.

UDP (User Data Protocol) ~ 1pOTOKO repeasin Zaimibix nozmsoBaresst.

URL (Uniform Resource Locator) ~ yimuiuposasiisiil yiasaress pecypea.
VPN (Virtual Private Network) — saiuiienas BUpTyaisHas cerb.

WAN (Wide Arca Network) — cers, pasnepityras a Gobiioii Teppirropiii.
WWW (World Wide Web) — cays6a rumeprexcrosoii idopwammn Hirreprcra.




HACTD

; [ 1POBNEMBI
DOPMALIMOHHOM

“BE3OMACHOCTM
\ =
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Hopnopamusiie spopnaionsse oot (KUC) cranomes ceromin ot 1
u akcriniccan pescTBOM
woroneTa conpenemoit Ko, OAKO NpNHIE WK pODAITIOIHX Tex-
HOOTHH| HEMBICIIEMO 6e3 TOBBILICHHONO BHITNAHIIS K BONOCAM HHOpMAIOHHOf Ge-

Py I I s0CTy
I HECAHKIUIOIPOBANHOC HCTIO30BAH MOTYT HAHCCTII KOMITAHIIH 3HAHTC Db
aTepHAIbHBI Yitieps. Bes 0uKIIO]i cTerert 3anurTsl HidopMALLTE BHeApene -
i MOJKET OKa3aThes B pesyJib-
TaTe SHAUIITEILHOTO YINEPGA 13-03 TIOTEPS KOMQITICHITATH JANHbIX, XpATAIXC
1 OGPAGATHIBACMBIX T KOMITBIOTEDHBIX CETAX.
cHetema €060t CA0KHBIT KOM-
ILICKC PASHOPOIUONO ANIIAPATHONO 1 TPOTPANMHOTO OGECTICHEHIISE: KOMITHIOTEpOB,
OnepamonHbIX ciicTen, cerensix cpeers, CYBJL, pastooGpasiibix npiioskeniii. Bee
913 KOMIIOHEHT 0GBI4HO OGTAAIOT COOCTBEIIbIIE CPEACTAMIE FAUITH, KOTOpbIC
HYAKIO COTIACOBaTS Mesky coboit. TToatosy osertn pavkia axpercTitpias nomTa
i ”

KoprIopaTIBitOfi CHETEMbL

B HOC/IEUTHE TO/IbI B CBS31 € PABHTIEM KOMIIIOTEPHBIX CCTEli 1 POCTOM CHIpoca Ha
antexTporIbIe yCayri cityawst B cepe iopyaIOIHOli Ge30MaACHOCTI Cepheatio
00CTPILIACh, & BOIIPOC CTAAPTHIALII TIOXOAOR K PENICHIIo Npodiesbl Hidopya-
101010 GE30MACHOCTH CTat 0COBCHHO AKTYATbHbIAL

ienii, Geaonactiocts, pecyp-
o, cylieeTreio moBbIACT HeKTHBHOCTS BCCro npotecca mHOPNATIZAI b
W Bak-

4011 2110801} HHGOPVRILI, IWIPKYTHPYIOMICii B AOKATLHIX 1 F10GAsHOT 1A popya-
LUHOHHBIX CPeaX.



TULARA OCHOBHBIE MOHITMS
\‘\ /M AHAIM3 YIPO3
I{CDOPMALLVIOHHOM
BE3OMACHOCTM

HenoerinRino nee, 1o 1 wipe ecrs,
K oMY K MSBSHOB B TOM, HTO CCT, He CHecT,

Owap Xaits <Py

Hossie AKTHBIO BHEAPSIOTCA BO BCe cdhepbi HeOBe-
HeCKOi sebOCTH. TIOTRACHIC TOKATHHII H ETOGATHII CCreft eperav s
npexoCTaBILK HOBbIE BOGMOAKHOCTI LISt

o6ucita iicpopyatuteii. Pasirrite VHTepHeTa MPIBEI0 K HCMOMBIORANIO EI00bHBX
CeTeli NCpEAaH QDI 1 HOBCENCRIION A3 IPAKTIMECKI! IGUAAOT tenoneic. o
MEpe PA3BITIS 11 YCAOKIICHIIS CPEICTS, MCTOAOD 1t (hOPM ABTOMATIEAILN IpOILECCOn
06PAGOTICI HHPOPNALLTI TTOBKINACTCA FABHCINOCTh OILECTRA O CTerlet Gedor
HOCTIE HCTIO/IB3YEMBIX 113 HHKPOPMALUOHIbIX TexHOTOrHiL.

1.1. OCHOBHbIE NOHATUSA
nH$OpMaLMOHHOI Ge3onacHoCcTn
¥ 3aWmTbl UHGOPMaLMKN

Compestertibie MeTost 00pAGOTIaL, EpEAaIL 1 HaKoMLIeHIS 1HOpNAIL Cr0Cofe-
OB TOABICHIIIO VTPO3, CBAZAILILIX ¢ BOMOXIOCTBIO HOTEpH, HCKKCHII 1 pac-
KT AT, APECOBHIIAK 1 AT KOHOTIAN TOTGSOMTCAT
stosy obeciieuciiiie cucrex u
CeTeli ABAETCH OUN 13 BV KANpATCIIi PASBITIL HIGOPNAIIIONIAX Tex-
nozori
PaccyoTpity oCHOBIbIC HONATIS 1HopMaIIONHOl GesoniactocTi 1t 3auTh
HHOPMALLII KOMIBIOTEPHLIX CIICTeM 1 ceTeii ¢ YHCTON onpeieienii craiapta
TOCT P 50922-96 [10, 45],
Tlon TOHHMAIOT b or
iy uuen-
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HOCTD i 1 Hapy Hx

Tpupona s i i
D10 1 nombITKI OO0 A YN oKl nepCorta, 1 BXO
3 c1post < X cpeicTs, it cTi Gexctnist (esneTps-
cetie, yparai, NOKap 11 T. 1L.).

Saugma a10 1o yreukn sanpma-
evoii " ficromii a
mmmae;yIo HpopMaIIO.

Otvexms - 1w HocHTe: i
b nponece, KoTOpOIO 3aunTy B CooTReTC-

TBINH C HOCTARICHHOM 1ebi0 SALUITH HHpOpMALIL

e sauum wnopaaigu 910 KeRNWL pesITIT s WGP,
Mosker G

TBCHIIKY, BAQICIbILY, HOMB30BATCI0 HHpOPMALLE B PE3YJISTATE BOSNOAHOI yTesin

/i " i Ha

nee.

saugum ercitn :
LT HpOPAALUN TIOCTARICHHO e,
Sauguma wnpopya oM YMEUK ~ ASHTETIOCTS O TPEIOTHPAENIIO HEKONT-
ot ec He-
CAIKIONHPOBAHHOrO AOCTYIIA K Hel 1t OT NO/yeRIs! 3auutaeNioii iopsautis
FoyvIes

Sauuma om iicmoust — et 10

i Ha yera-

HOBICHIbIX Mpan n/. it o e O

o, y Joctyna k aTaoke
K yTpare, y 1w e HocHTens

Bauuma i ACSTEABHOCTS 110 1pe-

1 3 oumiGoi

o u crcren,

44 TAIGKE TP AICHII] 1M MITIX 1 NATPAWICHIbIX Ha H3NeHEHHe Hihopyia-

win cosanix ¢ by cpescts, crerext

I C ACSTEBHOCTBIO ZOACH, KOTOPHIE IIDHBOSIT K HCKAKCHIIO, YHIHTORCHHIO, KO
POBaHITIO, GIOKIPOBANIN AOCTYIA K HICOPNALLII, 2 TAKKE K YTPATE, YHINTOACHIIO

it cBoio nocurrest
Bauuma om ~ esren 110 He-
ere 0
KommeeTsa oAy aTeeli npopa
Bauyuma om docmyna (HCIT) —
o nosyens i sani
cyBrerron ¢ 1wt coberner-

HIKOM, BICbICN HipOPALUIIE IPAB LT NPABILT OCTYIIA K SauuaeNiol 1iipop-
. #

M. cybwexrom,
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JOCTYII K SalInaenioii iOpALIIH, MOKCT BCTYIAT TOCYAQPCTHO, I0DHIUTECKoe
0, rpynma L, B TOM witce oembioe
uaimeckoe o,

Cucmena saupims oprato 1/ i
HCTIOTAYeMEA HAH TEXHHK SAIHTSE HEOPMELIH, & TAIKE OBbeKTS ALUCTS), OPra:
HiBOBAIbie 1t (hYHKIVOHPYIONUIC 110 NPABHIIAM, KOTOPBIC YCTAHOBICHb COOTAETC
ThylouunMI i Hopa
AOKYMEHTaMIT 110 3auuTe iniopyaiL

C

cucmena (HC)
et coboi o pasoi
CTelIeII ABTOHOMHOCTI, KOTOPBIC CHS3ANDL MCAKLY CoBO 11 OGMEHHBAIOTS! JAIHbIAIL
TIpaKTICCRi KaAIbI KOMIOHEHT MOAKCT NOMBEPIHYTECS BHCUIHENY BO3ACi
1wt wotiiTin 13 ctpos. Koxnonenmor HC sosiio pasGirt ta cieayiouuie rpyim

O annapamuvie cpedemea — KOMIBIOTEPEL 11X COCTABHbIC HaCTH (IIPOLECCOPEL,
NONITOPHY, TepMItHIb, Tiepidpepiiitibie YCTpOIiCTE — AUICKOBOMS, IDIHHTEDb,
KONTPOLICPb, KaGCIIt, NI CBA3IN 1 T 1);

O npocpasoe ofecneneivie ~ IPHOGPETCILILIE TPOIPAMMB HCXOMIbIE, OGHETIHC,

FAPYIOUIHIC NOZYIIE OTICALUIONHLIC CHCTENB 1 CHCTENHbIC TPOTPANMbi (KON~

sTOp! WAD.), YTIINTB, 0iar HPOrPAMMbI 1

Qanibie ~ ncOpVAILLA, XANIING BPENCHIO I HOCTOAIIO 1a MATHITILIX 10~

CHTCIIIX, TICUaTIA, AXIIBb, CHCTEMITBIC KYPI

O nepeonar - obcapRIRIOI nepCOta 1 HOTORTC

O

Ouioi i cnocrit b VIC smaer-
€51 TO, YTO TaKH? TIOHSTHSIM, Kak e} I
b, Crasres u cpese:
O dust npedemaanentus undpopyayuu ~ waunnisie nocumeau ungopay v vize
Biteunx yerpoiicts cucrey ver-

POTICTS, PA3AMIILIX HAKONIHTCH, tHI] 1 KAIEVIOB CB3M), ONEpATIHBHO I
wisitu, chaiiion, samiceit i 7. 1;

110/ 066 KMAN CUCTIEN bt TIOITNAIOT TACCHBHHE KOMTIONCITTH CHCTMB, Xpaitsi-
e, wt Jloeryn K ofbexry osiia-
AT JOCTYIN K COMepRAIIeiicst B Hew niopyaus;

1101 CYfoeKmMaNt CUCMEAb! TORIIAIOT AKTHBHbIE KOMIIOHCITTH CHETEMB, KOTO-
PHIC NOTYT CTaTh NPIRIIHOI OTOKa 1HIOPMAII OT OGLEKTA K CYOBOKTY 1t
IEBNCHCHII! COCTOSMIIA CHCTEMbi. B KateCTRe CyGHCKTOR MOTYT BHICTYITATS 10~
S0BATCII, AKTHBHbIC POPAMM! 1 TIPOLCCC b,

o

o

cHeTeM obecr
em ™, " eprocTit 2 @I,
a TagoKe W e 1 pecypeon
cueTeMbl.

ToJKOBAII.
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Konpudenuguaionocms danusix 570 Craryc, NpEAOCTAIICNb QA 1 Otpe
AeO TpeGyeNyIo CTererts nx Sat. K KoHIACH T bitM iy Moo
oriecti, Hanpiyiep, amnyio yueriie
armici (MeHa 1 TApOII); A O KPETHBIX KAPTaX; JaHIHIC O paspadoTiax
1 a3HBIC BHYTPEHIIC AOKYNCHTH; GyXrarTepexite caeaetis. Konduaenu-
aUIbHas 1HGOPNALIS AOKHA GHITh HIBECTHA TOBKO JONYICHHBIM it NPOMICIN
TPOBEPKY (ABTOPH30BANIBIM) CYGBEKTAM CHCTEMbI (IOIb30BATEISM, TPOIECCaM,
niporpasay). [List OCTATBHbIX CYGHOKTOR CHCTeMb 5Ta HipOpMALIIS AOTAHa GbiTh
neimectio

Veranowiciie rpaaltii BKHOCTH SaITH
smmn'u) HA3BIBAIOT

auuaenoii mgopyawn (oGbekra

croiicrio coxparsiTh
B A A o O T o 0 s
HihOpMAIIIIE OOCCTIEHMBACTCSE B TOM CAYIAE, CCIE JANHbIE B CHCTENE He OTHYAIT-
1B CCMAHTINCCKOM OTHOILICHINH OT JGHHBIX B HCXOIbIX AOKYMCHTAY, TO €CTb et
e ux i win HCKaKeHHst W Y
Ofecneseiie UEIOCTHOCTIH AIHbIX ABIACTCS OO 13 COAHBIX 3124 FAIUTH 111~
opvaiun,

~ cnoiicrso 5 crporoii
HPHIALICKHOCTIE CYGHKTY, KOTOpSi SBCTCA ee HETOMIIKOM, 1160 TOMY CYGBeKTY,
0T KOTOPOrO T M OpMALIS: IpHITATA.

(Opuduuteckas snausocmy unpopyayu ostAEt, 410 FOKyNErT, ABATOIICA
HOGTEICN 1 popNaILH, OGUAET 0pILHSCCKol] i

padora  AGHHBINIE BOSNOJKIA TOTBKO B TOM

A, CCITN O HMCET K HITM AOCTYTI.

Jlocmyn K unghopMaIL — TOTYHEHHE CYGLEKTOM HOSMOAIHOCTH OSHAKOMICHIS ¢
MHGOPALIICH], 1 TOM YHC/IC DI OO TEXHINECKILX CPEACTE.
Cybivexm docmyna ~ yacriik

HBIX HpOLLCCCaX.
O docmyna x ~ 10 wm
pecypea Gurrs Aocty U151 KOHCAHOTO 101630~

BaTeII1 B COOTRETCTBIN ¢ norpebriocTs.

Colicmaennur: ungopyanu — cyGHeKT, B IOAHOM 05BEME PEATIBYIONUL HOTHONMO-
UMA BIAICHNSA, i B € 3aK0-
HOAQTCLHBIMIL AKTaMIL

Baadeaey ~ eybuext, ocymecTnismonutii Brazcie i

u

) B npeienaX npa, ycta-
HOBJICHHBIX FAKOHOM 11/1L1H COGCTREHHIKOM ..uqmpmmuy.

cii, [ c yera-
HOBTCHHBII TIpABAMIN 1 NPABILIANE JOCTYIA K HHOPMAIAH TGO ¢ X HapyIlerieM,

Ipaso docmyna  wngbopyaac ~ cOROKYIHOCT MPABIL A0CTYIA K WnpOpMaIL,

¥ i stbiient michop-

M,
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Tpasuo docmyna K ungpopmayue ~ COBOKYIHOCTS IPABILT, PerTAMEHTHDYIONIX
HOPSLIOK It YCI0BItS A0CTYITA cv(’rbck'ra K uipopvar i e HoCHTE Y.

Pasmaior Joetynn K ndhopya-
i,

Ce cmyn K ~ 910 A0CTYN K He Hapy-
watouuii nipaBiLza pa soctyna, Tlpapivia pasrparrierist
JAOCTYI CIIYKAT /UISt PETIAMEHTAIUAH HPABA A0CTYIA K KOMIIOHCITAM CHCTEMEL

i docmyn (HCZD) Hapyte-
UM YCTAOBICHIIX IPABILL pASTPAIICrt 0CTya. JIO Wl Ipoece, ocyect-
wistONUIe 0Ty K¢ ssioTCs
npaBiLI pasp: Joctyia. fi tocTyn amasetcs nanGosee
BIOM , i

o eritbiv 3 dauuTy ii citctensi o
B R s i

Joeryniocrs ) TaioKe wm

pecypea kosmsioTepHOI ciict » CBOIICTRO KOMIONCITTa, 1111 pecypca GbiTh
AOCTYTIHbIN U1 3AKOHHbIX CyGHeKTOR CricTenst, BoT npitvepibili 1iepeseith pecypeos,

KOTODSC A0/ G ZOCTYIN IIHITCDA; CCDRCPH PAGOIIIE CTANIUI e
: 0Ghie Kp Janiic, st paGoThi.
pecypea wt cucmentt — 3 ICTBO Pecypea i Kov-
e npi

B R A A —
wosaeiicrii.

C 01YCKOM K 1HPOPMAILII 1 PecyPCas CHICTeMbI CBA3aNa rPYIIITA TAKIIX BUKHbX
nowstTi, Ka ¥

C KaKbIM CyGHCKTON CHETEMb (CeTir) CBASBIBAIOT HEKOTOPYIO HHipopMaIuto (sic-
10, eTpoKky J100), cyGuexr, It simsiercs
u&cmnmjmmmopau cyGueicracucresst (cerir). CyGbex, inveronutii sapereTpiposaii-
i ACHTIKTOP, T o (rezanni) cybvercmon.
YGbeKTa 10 €ro e
1M HONBITKE CYGHeKTa BOTH B CHCTeMY

(cemn),
CaeAYIONUIM UIArOM BIIMOACHCTRII CHCTEAb € CYGHEKTY
Kawis cyGbeT
Aymenmugpuausi cyGoexma — 570 MPOBCPKA NOVIHOCTH CYGHEKTA € AaHHbIN

M stmsieTcs ayrenTidi-

poriciypa i y ABICTCR A1 CYG-
KT HIMEHHO TeM, KeM OH cest 0BBABILL.
Toce way cybrexra nporeaypy an-

Topizaim.
Asmopusauus: cyGoexma — 570 IpOIEYpa NPEAOCTARICHIIS JAKOMHOMY CYGHEKTY,
yeneuiio , y )y no-
HOMOUHIE H JOCTYIIHbIX PeCypeoB ciicTenst (cer).
i nuc

01 yeposor

seiicrains,
HPAMO 1L KOCBEIINO HaNCTH YINeps ce GesonactocT. Yuept Geson

i nojt-
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pasysienacr napy cocrosts u
oBpatarbinacxioii b ciictenie (ceti).

C 10HATICA YTPO3bI GEIONACHOCTIE TECHO CRAZANO NONSTIE YAZBINOCTHH KOMITBIO-
reproif ciicTenst (ceri). Yasuocms Koxniomepnoil cucmexs ~ 310 npHeyice ciic-
TeMe HEYAUHOE CBOICTBO, KOTOPOE MOKET IIPHBECTH K PEATHIAILI YTPO3LL

AmaKa 12 KOMITBIOTEPHYIO CHCTEMY — 9T TIOHCK /AL HETIOMb30Rate
JICHHHKOM TOii HJIH HHOI YS3BIMOCTH cricTeMbt, VHbIMIt C/loBayiH, aTaka —
ST YTPO3H GCIOMACHOCTIL

TpoTiBozeiicTaite yrposas Ge0NACHOCTI! SIACTCS IEAHIO CPECTD FAMUITH KOM-
TBIOTEPHBIX cHiCTEN 1 CeTel.

3 cucmema — o cpenct SAUWITEL, KOTOPbIE YCTIENIHO It

yrposam G
Cnocos st wnpopAgL — MODSAOK 1t MpANLTA MpNCHCHS OTpeCaCH

oyMbiII-
0 peami-

ot S hosodis eSS porpaNOe CpeAeTR, g
/A Matepia, 6o i 3anr

Kownzexe cpedcms saugums (KC3) ||pmtm!.vmcr cobort coBorymoCTS MpOrpay-
Mibix 1t cpeacts, covaa s

i Ceem). KC: u

B COOTBETCTBINH C IPUHSTON B AAHHOI OPraII3AINT IOIHTHKOI Ge30macHoCT.

Texntuka sauqumot unghopaanu ~ CPEICTE SANUITH MHGOPNAILI, CPEICTE KOHT-
Po.tst XpeIcTIBIOCTI SAIUITs! HiiOPMALIIH, CPCCTB I CHCTMBI YIIpARICHIS, TPCL-

s s
KOpIOpATIBHtbie CCTit OTHOCATCS! K PACHCACIICHHLIM HHOPMALIIONHLIM CHCTe-

s (VIC), o6paGoriy [¢

ne ficTois modovy

Bropkeinio b nponece ynkuompoBais FC, a Taioke HOMbITIAM Mo GIKaL
I, BUBCACHIS 13 CTDOST 1L PRSPVICHIS CE KOMTIONCITOD, 0 CCTh ST
Beex. 1C ~ amnap: CpencTs, mpory , AQHHBIX
w nepcoraa. Komxperuii o101 K npoGireve obecnieser Gesonacioert ocnonar
A HOITIIKe GesoracHocTit, paapadoTaiiofi st

Homumusa Gesonachocu — 570 COBOKYHOCTS HOPN, TPABILY 1 MPRKTHSCCKIIX pe-
KOMeHAALil, PErIAMENTHPYIOUUIX PaGOTy CPEACTS SAILITHI KOMITBIOTEPHOI CHCTEMBI
oT Bazamoro MioskecTsa Yrpos. Boce 1oapoditbie cocsetny o iz o Ge-

1t npotiecce ec

1.2. AHanu3 yrpo3 nHhopMaLoHHOM
GesonacHocTn

— e
1ot SRR RS Aot i< " .
OGBIHO 101 Yzpo30it (B OBILEN CMIBICI) TORIINAIOT TOTEHINIATBIO BOSNOAIOC Co-
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Ghiie (BO3CHCTBIE, TIDONCCC ILTH SBICHIE), KOTOPOC MOKET IDHBCCTH K HaHeceHHio

yiepGa snit-1160 repeca. Jlasice 104 yzposoil Gesonacocmu wndopyaorioli

CHCTEMBI GY/IeM NORUMATH BOSMOKNOCTH BoszelicTBist Ha IC, KOTOpOe PsIMO
KOCHHHO MOAKCT HarecTit yieps ce GesonacrocTt.

B HacTosiitiee Bpesst H3BECTEH JOCTATOMNO oGHpHbil Tiepeseith yrpo3 Geaomac-

noeri VC, conepanutii ottt nosiuii. Tlepescits yrpos, otk BeposrrocTeit

X PEATIIAUIH, @ TAKKE MOACT HAPYILITCIL CAVIKAT OCHOROI A1t AIATINGA PIICKA
yrpo 1t chopyry ii K cucrese sanurms MC. Kpovie
BusBICHIA Vipos, 3TV YTPO3 Ha o
HOBE 1X KTACCHAHKANIN 10 DAY MPISHAKOB. Kaok il 13 IPI3HAKOR Kaccr iiaiuin
orpaact K Virposn, y-
OILIC KGRIOMY TDHHAKY HoaBOASTOT
9TinM MpisHaKOM TpeGoBaIIe.
wacepuKatI yIpos nc Tew, 4ro

Xpantiyas 1 nc e
TR peSsAAEAD G BLOTS MHETA dTopos, B Yy ero CTAMGTER HemGRs
MOKHbI POPMATIOBATH FATY OMICAIIIS NOHON MHO&eCTSa Yrpos. Toarony st
JAUUACMOI} CHCTEMbI OGbIHHO ONPEACISIOT He OB TIepeueHh YIpos, a nepeueih,
KIaCCoB Yrpos.
TIpHITATO CANTaTR, S0, BiC SABHCIINOCTII OT KONKDETIHIX BHLAO VTP 11k i
nuc

) e i, cem crua mop-
Mati 1 crierest ce oBpadots: docmy u
i coa, nuc ®

Catysac, eca s HHGOPNAIUIONHD PECYPCOB B CHETENE OAIEPAIBAIOTCS! Onpee-
Aetuibie ypopit:

O AOCTYIHOCTIT (BOSMOAKIOCTI 32 PasyMHOE BpeMS IOYITTh Tpebyestyio iiichop-

Maio);
o it 1w caysaiiiofi Mo
ukatutit moparu);
i noyseriis
sipopsiarunn).
s cieren yrpossi

ceayeT KIacCHpUIIPOBAT IPEAILE Beero 110 actiekTy MHopMaIIOIHOf Geaonac-
HOCTII (AOCTYITHOCT, HEI0CTHOCTD, KOH(IACHINEATHHOCTS), NPOTHE KOTOPOTO Oltil
HAIDARICHb B TIEPBYIO OYepes:

O yepoavt napy (omxaz 6 o6y ). Ha
CoaIIe TAKIIX CHTYaIutii, KOrta Openeenibie AelicTains 6o GAoKHpYIT
AOCTYI K HeKoTopiM pecypeay HC, o crskaior ee paGorocnocobiiocrs. Ha-
HPHMED, CCN OJUH NOL30BATEIb CHCTEMbI 3ANPANIMBACT JOCTYII K HEKOTOPOit
cayabe, a apyroit aelicroist o atoro aoctyma,
0 nepbii noyacT ot J0-
CTYIIA K pecypey MOAKET GbrT IOCTOSHHbIM 1L BPCCHIbIA

2
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o

yepoan napyuenus b
CIHCTENC 1L ICPCIABACNOI] 10 KAHATY CRST3H, KOTOPbIC HATPARICHB 1a CC 13Me-
Heite G0 HCKaKeIIe, NPHBOISILCE K HAPYIICHIIO ee KNCCTRR 1LTH HIOHOMY
yimsrokertio. Lea0cTHOCTD icopAaLUnI MOKCT GiTh Hapyiiera npetave-
DEHHO BOYMBIILICHIHKOM, 4 TAKKe B PeayJIsTare 0GbeKTHBIbIX BoyeHCTBIiT
€0 CTOpoII Cpei, OKpYUONG HETENY. DTa YIPR 0CO0eno aKTyaa 14
cuctest nepeain cereil i cierest

i Hapynerist He caeayer nyrarh
c KoTopoe

LN ¢ O00CHOBAMHOI eTbIO (HATIAC, TAKITN HMCHCHIICA SIBISCTCA Tie-
PHOITCCKAS! KOPPEKIUIS KAKOTi-11150 GAcibt AQHHBIX);

yepos napyuenten Ha pasraIeHHe KOH-

Wit cexpetiofi Tipn aTiX yrpos
HIHGOpNAIUB CTaliOBITCA HABECTHOIE THIaN, KOTOPHIC HE JOMKIE HNeTh K tcii
soctyn. B epyntiiax yrposa tapy Konpit-

ICHIGAABHIOCTH INEET MCCTO BOAKH as, KO/ HOAYeH HCCaNKIONpOBa-
i JOCTYT K HEKOTOpOIi FAKPHITOlE HiichOpaLIH, XpasIeicst B KOMTIbIOTCp-
O CHCTENC 1L TICPEAABACNOIT OT OO CHCTENH K APYTOT

Jlanie Babl yrpos P o, 1T Toc-
KOJIBKY HX BEAET K Her 1y i Ha 1y
oy,

K 11t VIC yoskeT GbiTh npoBesena Tak-

ke 10 pany ApyTIX npiaiaKon (54, 59].

~

w

-

Ilo npupode cosmuknosentus: pasisaioT:
~ ecmecmaenme yepoan, Boisansie BoseiicTa 1 C obbexrimibx (-
SMMECKITX MOICCCOR ILTH CTHXIIBIX NPHPOABIX SIBACHIIi;

- yepom ; weno-
Beka,

o cmenenu npednaxepeniocmu nposmaci pasiaior:
nerermioe e CTB BT RO b .1

~ yepoots npedanepennoeo delicmeus, wanpiuwep nelCTEiS SAOYMHILIEIH-

1Mo nenocpedcmaennony uemouuy yepos. Vierouniais Yrpos MoryT Gbirs:
npupoduas: cpeda, ranpivep CTiXsie GeACTIIS, MATIITHbIC GYH 1 1.;

~ uer0ver, ANpiTNEp BEPOOBKA 1YTCM HOAKYIA HIEPCONaLIA, PATIALICHIC KOI-
(DHCHIATBHBIX JAHHBIX 1 T. 11

- cpedemaa, wanpisicp yiane-
e JQUHBIX, 0TI B PAGOTE ONCPALIONHOI CHCTOM

= cpedemua, wanpusicp 3apa-
JKCHHE KOMITPIOTCPA BHPYCaMII ¢ CCTpYKTHBIBIMIT (yHKILIMIL

o noaoxentuo ucmownuka yepos. VETOummIK yrpos MOKET Gbih paciiooert:

~ 6nte koumpoaupyenoit sonsi HC, HanpuMEp 1epeXBAT AQHILIY, 1CPEIABACbIX
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10 KaliAaM CBsI3H, TICPEXBAT HICKTPON
wyseri yerpoficrs;
- ] Huc,
 yerpoiiers wmene pacteuro, saiceii, nocieieit iopauut 1 7.11;
@ HC, nanpisiep ne pecypeon

PHUTHBLY, AKYCTHUCCKIX 1 APYTHX

om HC. Yrposn
= HC, nanpisep sexp b
“Thi unpopyaAIE;
~ moawko & npoyecce o6pabomku daninuy, WANDUNED YTPO3H BITIOCIIS 1t
PACIIpOCTPANCITIS! IPOrPANMITBIX BIDYCOE.
o cmeneiu eosdeiicmeus: na HC pasminsaior:
~ naccusibie y2po3ni, KOTOPHIC NI PEATIZANIN HITCTO HE MCHSTIOT B CTPYKTYpe
1 conepsariit VIC, Hanpinyiep Yrposa KOIHpOBaNISt CCKDETHIX AaHbIX;
~ amuabe Y2po3bi, KOTOPbIE TIDIt BOSCHCTRINN BHOCST H3MCHCHIIS B CTPYKTYPY
1t cozteparattiie VIC, nanpisep BHEZpeniie TPOSCKIX KOHEit 1t BIpYCOB.
. Io smanax docmyna nomwsosameneii i npospas x pecypean HC pasmisaior:
= yrpoam, nposmstonccs i smane docmyna x pecypear HC, wanpiniep yr-
DOsi HecanKIwONIpORAHOND A0CTyMa B 1IC;
~ ¥rpos, nposBAsIONNICes nocie paspewenus docmyna x pecypca HC, va-
Tipityiep yrposst i
pecypeon HC.
. 1Mo crocofiy docmyna pespr G
~ yepoavi ¢ ucnoawosanuex cmandapmiozo nymu docmyna i pecypeant UC,
NS essxorioS SoRyCHIS Aol i YT DEROIbIATOR GRSEDa
HEMEIS A0CTYTA ¢ yiomeit it 101
nomsoBATeST,
~ yepoaic do pecyp-
cam VIC, Hanpitviep HecaHKIuIONpoBatihii 10CTy |)u\'|)mvx IC myren

B

o

»

necmy panuoic
¢ MC, psmmsaor:

~ yrpos focTyia Kk na onewnee
Hanpinyiep cexperioit c
AKCCTIOTO AUCK;

~ YTPO3BI A0CTYIIA K 1KpOPNALUII 6 ORepaMUEHO NS, HATPIME HTeHIC
OCTaTOMHOI HMHOPMAIH 13 OIEPATHBHOI TANSTI AOCTYII K CHTEAHOl 06~

IACTIE OIEPATHBHOI IEAMSITH CO CTOPOIb IDHKTAHIX HPOTDA;

— YTPO3HI AOCTYITA K 1D OPNALILH, YUPRUPYIOeil 6 TUNUSLY Cos3u, HATPIACP
H3AKOHIIOE TIOATIONEHHE K IS CBSI3H ¢ HOCICAVIOUUIN BOOM /0K~
HBIX i i i

K JIHITISM CBSI3H C 1ie) [PSIMOIT TIOZIMEHBI 3AKOHHOIO TIOB30-
Batens ¢ y BROOM u OIbIX
cooGuerii;
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~ YTPOBbI Sl0CTyTIa K HitchOpMALLIH, omoGpasKaeoi na mepyunare wu new
Ol 1A npuNmEpe, WaNpIMED FATIC OTOGPAKACMOIT HIOPMAIII Ha CKPHI-
TYIO BIICOKAMEPY.
Kax yae ory . omacsie
Asamis onbira fpoc
i o -ty jictoi-
AN 12 BCEX DTAaX 1K AqH3HH 1 pyomposari H
Hpuiayie cayuain aoxdeiicmouit up xcenunyaraiuti C yoryt G
O amapwisie CiTyaI 1652 CTHXHIGI GeXCTBITE 1 OTICTONCHI DCKTPOTITaI;
O oTasm 1 cBow anmapaTyph;
O ommiGiit B nporpavIOM oGecreserm;
O ommbin B pabore ol Tepconaa n
O TIOMEXIH B JIHISIX CBA3H 13-33 BOSACICTBI BriCimeii cpes.
OuniGirt b pory (I10) smiorest BIOM
Se— anHoe ceppepon, pabouix CTa-
1tii, MpIIPYTHSATODOB 1 T. 2. HATIHCAHO TIOJLMH, TIODTOMY Ol HPAKTHNCCKH BCer/a
conepT OmGKH. Yent Bbillle COKHOCT TIOAOGHOTO IPOTPAMMHOTO. (\F)Luxwulml,
et Gobiie B He oGOk 1y
TBO 153 HIIX HC HPEACTABIIOT HIKAKOI OIIACHOCTH, HEKOTOPbIE AK€ MOTYT HDHBCCTH K
CPLCSIIN TIOCTCTCTRILAN, TAKIM KK TIOAYCHIe SI0YNBILICHINKOM KOITPO 1t
ceppepon, ™ ceprepa
PECYPCOR (HCHOB30BAINIC KOMIIBIOTEPA B KICCTRC ILTAIUAPNA A1 ATAKIL 1 1. 1L.).
OB HO06Hbe OUNGKI YCTPRIIVTC C ONOIIO TAKCTOR oStowcii, pery
2pHo BBy 10.C YCTAHOBKA TAKIIX HAKeTOB
apeTes yeaoiex
Ipednaepenne yeposn cusans € weseranpaw e AT Py~
e, B KGICCTR HAPYIIITE51 MOTYT BICTYIATD CAYAKAUUI, TOCCTIITCMb, KOIKYpeT,
vaesnk 11 7. 1. 1CHCTBIS! HApYIITE, ST MOTYT GBiTh OGCIOMTCHb Pa3HBINIT MOTHE-
HCIOBOIBCTHON CIYHKAIETO CROC KPLCPO, CYTYGO MATCpIATHHbN HITEpecoN
(BasTia), ii GopGofi, Y TBCPAHTECA
m0Goi 1enoit 1 T. 1.
VICXO/U1 13 BOSMOKHOCTH BOSHIKHOBEIIA HAG0see ONACHOH CHTYaIIH, 06yCI0B-
entoii ¥ 2 :
wuansnozo napyumens:

ama-

1a IC 1 cayailibic

O Kt HKAIIS HADYIIITEIst MOKCT GbiTh 1 YDOBHE paspaboTiica JaiHOfi ciic-
Tesb;
O Hapy1Teses MosKeT GhiTh Kak HOCTOPOHHee JIHLO, TaK i SAKOHHbIii N0/b30Ba-

e cncres;
O HapyumTeno u3pecTHa WHQOPMALT O IPHHIIAX PAGOTE CHCTEMBE;
O napyunrre, nyideper wanboice ¢1adoe 3peio B sauurre.

K rascny rapyunresay oroctes, 5 sacriocth, icaiiaeps. Ucaiizep — aro te-
sonex, « padore ¢ KoTOpas npe s erporo
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orparnieiioro kpyra i, Henosayst cnoe nooskerie, Hcaiiepst kpaayT imiop-
aizi10. ORI MOTYT TICDCCHLTATD €€ 110 2/1CKTPONHON IONTE, KOHDOBATS 1a pa3IHIbic
USB-ycrpoiicraa it KITK, B HoyTGyKH, 1 BBLHOCHTS 11
GyMare, BLIKbIBATS Ha i pecypesL.

Hanbonce u BioM Hapy
wenvii ansieTCs necaniyuonuposanvii docmyn (HCJ). Cyri HCJL cocront b no-
JyeHIN MoMB3oBaTeACM (HAPYLITTCIICM) JOCTYIA K OGBCKTY B HAPYIICHIe IpABiLT
pasrpaiIteIia 0CTy N,  npuisToit

i HCIL yer mody 103~
MOJKeH TIpH HEpALUIONATBHOM BLIGOpE CPEACTR SALUTH, WX HEKOPPEKTHOT] YeTaOBKe
w nacrpoiie. HCJI sosker Gurrh Bl G v e UC, Tac

TTepesunt besiobitie Yars i mecarRTLOENpOREIHOR0 AT EDES THHODRIE
HAPYLIITE.I MOKCT OIYIITH A0CTYIT K KoMnoteTas HC it ocyIleeTeirTs xiiettie,
W/

O wraHbie KA A0CTYITA K oA (TEPMHITATH T 30BATECH, Oricpa-
“TOpa, AMIHHHCTPATOPA CHCTCMBE, CPEACTEA OTOBPAKEHII 1 AOKYNCITHPOBAIIIA
1PN, KA CESI3) NIDH 11X HCTIOIL30BAIIH HAPYIIITEIIMI, @ TaKGKC
SAOHNDIMH NOB3OBATEAMH B TPEEION 1X OMHONOIL;

O TEXHOJIOIHHECKIE MYJTSTHI YIIPABICHILE;

O i casain MeRAY anmapatibii cpeactrayi MC;

O 11060UHbIC HICKTPOMATHITHBIC HTY SIS OT aUAPATYPbl, ANHHil CBA3H, cereit
UICKTPONITAIIIS 1t 3A3CMICHISE 1 AD.

T3 Beero pasiiooGpasist ciocoGon i IPHENOB HCCAKIIONHPOBAIION AOCTYIIA
a I CcrasaIbIX My codoii napy-

memHx:

O niepexsat mapoiei

O Mackapai;

O HEAKOHIOE HCTOM3OBAIIC TPHBHTCTH;

O BPEXOHOCHBIE TPOTPAMMBL.

Iepexaam napoieit nporpasaiL.
TIpit NONBITKE 3AKOHOTO TOB30BATESH BOIITH B CHCTEAY MPOTPANMA-TICPEXBATHIIK
IMITIHPYCT 1 9KPAIC VICTACS BOOZ NCH 1 DO OIOBITC, KOTOPH CPR2y

BTy ! . H0C€ HETO Ha DKpal BHIBOLITCSH

2 iy ii cucresie. Tlosao-
b NPEATIOAACT, 70 AONYCTIL OIHOKY 1pH BBOJE 1apost, OR HOBTOpsieT o
noaysaeT x0cTyn B criereyty. Brazeser vt

1 PAoE oo A g MpSeY e 4TS o ke e
Cymecryior 1 ApYIIC ciocoG nepesmara taposei

ACHCTBIi UM TI0B30BATE ICN O M-
1 apyroro . easio

MACKIPATa ARIACTCH IPHTIHCHBATIC KAKIX-THG0 ACHCTRNIT ADYTONY TOTH0BATIO
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mi6o " ii Apyroro nomssoate:s. Tpnsiepa
eI MACKAPAA ABIAIOTCS:

O BXO B CHCTEMY HOX HMCHEM H HAPOTIEN JPYTOXO HOTb30BATEI1 (3TOMY MaCKa-
DAY NPEIUNCCTBYeT NiepeXpaT Mapo/is);

O nepeaya cOOOUICHHI B CETH OT MMEHH APYTOTO NOb3OBATEIS.

Mackapaz ocoferio onaces b GaIKOBCKILX CHCTCMAX /ICKTPONNBX MLTeske, Tie
HENPABILTBI IACHTHUKAIITT KANCHTA 113-32 MACKADIA 30YMBIILICHIIK MOKT
TpHBECTH 1¢ GOBIIM YOBITKAM SAKOHHOIO KIEHTa Gattia.

!

M ST YCTaltan-
by
Hbie Ho3oRaTe —
saxpar
PHBILTCTi, HATIDUNEP, TIOCPEICTBOM MACKAPa, TPHBOUIT K BO3NOKIOCTH BHTO-
e smpyumenes oopesensanye el o 06xo1 cieresbi sauurTi. Creayer
onveniTh, o axnar Ao pit
1 CHCTOMC AILUITHY, MG 113-33 XATATHOCTI! AIMHHICTDATOpA DI YIPARICHILI CHCTe-
MOIi 1 HaZHaveHIH npUBIIerIii,
'BpeOHOCHBIC MPOrpaMMBi. K TaKiiat IDOrANNAM OTHOCHTCH! KOMIILIOTEpIIC Bit-
CH, CeTeRbe HepBil, MPOTPAMMA <TPOSIHCKIHi] Koitb>. OCOBCHHO YAIBIMB K TIM
HDOrPAMMaM PAGOUIe CTANILIN KOHeNHbIX Homb3opaTeeii, /i Kparkyio xapakre-
PHCTIIKY aTH1X pacnpoCTparieiitbix yrpos Gesonactocrit HC.
i upye coboit cBocod sCHIe, BoBHKLCe B
HpOILCCCe Pa3BITTIS KOMITbIOTEpHOTi 1 HtichopMaONIIOfi Texitk. CyTh 9TOr0 AR~
15 COCTOIIT B TOM, HTO IPOFPAMMBI-BIPYCh OGIAIOT PAIOM CBOFCTS, THCYIUX
i opfaIDG R0 PIRIGI, LSS H YU g sy
pex Koo s IOskrtoii
D nieproe Bipyca Gbuo zano B, Kooros:
<KOMIbIOTEPHBIT| BUPYC — TO POTPAMMA, KOTOPAs! MOKET 3APAKATD JPYITIC POIPaN-
b1, NOUIIIUIPYE X TOCPEACTBON BICTIOUCHII B HIIX COCii, BOSNOKIO, Haveretioii
KO, IpITeN T0CACU1A COXparsiCT x
KOMITBIOTEIbIE BHPYCH HAHOCT YIIIepO CHETeNe 3 CHeT GhICTPOro pasMoKeIi: it
A3PYIICHIIS CPeitsl OOHTaIS
Cemesoit uepe SISETCS PASHOBIIOCTHIO NPOTPANMBI-BHPYCA, KOTOpasT Paciipo-
oGabitoli ceri.
Kon» ool mporpaniy, KoTopast HAPSLY C
ONIHCANHBINE B Ce JOKYMHTAILI, BBITIOHSICT HEKOTOpIC APYTHe ACiiCTRIs, Beayiuic
K Hapy 3 Awaioris Ta-
KO IIPOrPAMb C JPCBHETPEICCKIIN TPOSHCKIIM KOHEN BIIOJTHE ONABIAHITR, TAK KaK
1 OBOILX CAYUAAX 11C BBHBAIONGS TI0A03PCHNiE 0G00UKA TAIT CCPbEIHYIO VTPO3Y.
Pauticutbitiii 1006 3auuTD 0T 9T0it YIPO3s! AKTIOACTCA B COLANII FAMKHYTON
CPEABL HCTIOAHCHIIS TPOTPAMM, KOTOPHIE JOLAHb! SAUUIIATHCS OT HECAIKILIONHPO-
BAHHONO ZOCTYTA.

o HaBopt
Kokl noionate s oy cnoi iabop upmm serii; of
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CIIeAYeT OTNETITD, 7O TPOSIHCKIE KOWH, KOMIIDIOTEPITbIe BIPYCH I CCTeRBIC dep-
BII OTHOCATES! K BeChMa ONACHbiM yrpoay VIC. OcOBCHHOCTbIO COBPENEHITbIX BpEi0-
HOCHM PO BIICTCS 10X OPHEHTALIS: 1 KOWKPETHOE pHcraioe 10, crap-

se-dparcro st i, B 1epBYI0 OMICpeD 3T
Mmmmﬁ Internet Explorer i Microsoft Outlook. Macconoe coszanie mupycon o
1poay KTl Maiiicpocodir 0GBACHSCTCS! He TOTBKO HIT3KITN YPOBHM Ge3omackocTit it
HATCAKHOCTH NPOFPAM, BKIYIO PO HIPACT I100ATBHOC PACPOCTPANCHIE HTIIX PO~
AYKTOB. ABTOpb BPEAOHOCHOTO HPOTPAMMHOTO OGCCIICHEHI BeC AKTUBICE HadialoT

<wipbi> B CYBL o u

HCC-TPIIOKCHIIIX, IOCTOCHIBIX Ha Gase THX CHeT
octioniofi itix
PasBITIS SABASCTCSE Cerouis yixe. HpoBeCT Py
MLy BIPYCON, HCPECM it TPOSIHCKOI IPOTPaNOfi — Ol HCTIOLaYI0T 1paKTITCert
oIt 1 Te 3Ke Mexa HeGotbiast pasiita ML b creneiit d1oro
licrio crato ceroa-
1151 HACTOIBKO YHH(HIMPOBANIBINI, 4TO, HATDIMED, OTIHNHTD TIO4TOBB BIPYC OT
sepust npaKTIRiceiat ke B TpOSTCKII

D RS R GELTAUSRIEE (Sai ek I SPEARES T AT
TBIS! AHTHBHPYCHBIM CPEACTBAM), TAK 91O DI SKAHII IX BIOHE MOKHO HASBATH

mupycamit (¢ B B nox
nporpanb).
JUis sanurs o1 nporpay paza vep:
o nocTyma
o cpencts;

O KOHTDOb HETIOCTHOCTH HCTOMHSEMBIX (ATiIOn 1t CHCTEMIBIX 06AACTEl;
O costanne 3aMKIYTOi CPE/lbl HCTIOMHENIS HPOTPaMM,

BopBGa ¢ BHPYCAMH, HEPBAMIT 1 TPOSHICKIMI KOHSIMI BEACTCSE € TIOMOILbIO d(pex-

CKOM YPOBIIC I Ha yposiie ceTi. 110 Mepe HOsIBIICHIIS! HOBBIX BHPYCOB, epBeii 1 Tposti-
KX KOHeli HY110 OGHOBISIT Ga3bi AHHbIX AHTHEHPYCHBIX CPECTS it IpIIOKCHIL
TopoGitas u niporpayt
5 tape 13, noceAeHOl FANITe OT HIEX
K HenporpavMiBiy yrposan oTHocHTe:n criast. Cna (spam) — 70 Maccoast pac-
ChLTK KOMMEDACCKOTi, TOMTINECKOI] 1 1Ol PEITAMbI ILTH HHOTO BiLta coobutertii
LAY, He BHPAKABILI KCTaHIS HX H0ayaTh, Clia, 0Gbe KOTOporo ceifuac mpe-
swinaer 80% ot obiiiero ofbeva 104T0BOr0 TpadHKa, MOKCT COILABATH YTPO3Y 10~
CTymocTIn HithOpANUI, GIOKHPYS TIONTOBBIC CepBepbi, 60 HENOMBIORATECS
pa npory

Kax yxe . YTPO3H Hapy octyniocr, i Kot~

i
HOCKO/TY PEATIIBAILIA HTIX YTPOS BEACT K HEIOCPCACTEEIIONY BOSIeliCTBIIO 1 -
uwHReNYI0 Wi popNAILTO.
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I rexiozorii ST swasoTes
HeoTbesuexoii uactvio MC oGpaGotiat ipopyanit. A'mkymuwl cropora Aok
ICO0ICTD 3Ty NOACHCTEMY JAILUTHL, HTOGbI HapyunT pitsiCp, KoHGQLICHILI-
abtiocrs, VC. Oako HyANO CosMaBaTh, M0 He CyilecTByer abconiorio croiioii
CHCTNI! SAULITH, ~ BOIIPOC HMIb BO BPCMEHH 1 CPEICTRAX, TPCOYIONUIXCs! Ha ce 1pe-
onozertite. VX0t 13 JGIHbIX YCAOBIT, PACCMOTPINM CCIYIONYIO MOZCITb: SaIurTa
HHGOPMAIIIOHHOI CHCTEMbI CHIITACTCS NPEOJOICHIION, €CIH B XOJE HCCICAOBAIS
910 CHCTEMbI ONPECIICHB BCC CC YATBIMOCTH.

TIpeooer e JAIUITS TaIoKe IPEACTARIET cOGOi YIPO3Y, HI0JTOMY A Balluticli-
HBIX CHETEM MOKHO PACCMATPHBATS CTBepTi BILL YTPO3b — Y2poay packpoumus na-
paxempos HC, nxniosaonieii b cefs nozcncresy sauumsi. Ha npakritie iogoe nposo-
JUINO MEDONDHSITIHE NDEBADSIETCS: HTAIIOM PASBCIKH, B XOILE KOTOPOrO OpeAAI0TCs!
OCHOBITbie 1TAPAMCTPBI CHCTEMB, Ce XapAKTCPIICTITKIN 1 T. 1. Peay.5TaToM 9T0r0 orana
SIBIACTCS YTOSHEHC HOCTABICHNOM S, A TaKAe BBGOD HaIG01ee OTIATBHOND
TEXHINCCKOTO CPEICTRA,

Vrposy packphiTist HCH v i, T
ce e p Kakoro-160 yiiepGa oGp: exioli
0 aior : . i 1c, yrposi,
NepesHCICHITbIe Bhile,

Tipit pacesorpeninit Bopocon saiurtsi VIC 1eiecoBpasiio 1CM0b30RaTs eThi-
DEXYPOBIICBYIO TPAZAILIIO A0CTYIA K Xpainofi, obpadaTbisacsioi n sanmiaeyiofi HC
snichopsiartit. Takast IPAALUS OCTYIIR HOMOKET TS o poou

VTPOS3bI, TAK 1 MBI 10 1X Heif T €CTh,
it i A S MR DOBAPEOTHE o O3 B,
dpopyaoiioii GesomaciocTi.

Do eeayiolute ypopii A0CTyI:

ypoBeib HocHTenel nHpopMa;

YDOBelth CPEICTB BIAMMOACTHCTRIIS ¢ HOCHTECM;
Yponeith npercTanenist inpopyaiie;
Yposetth coepikattist iichopyauti.

Bresteriie faumbix yposieii

Bo-niepuoiy, st ynoberna saue neero Qukci-
PYCTC Ha MATCPHATHHOM HOCHTEIIC, KOTOPBI MOAKCT ObiTh JUICKCTa 1L1H HTO-HIGY
o060,

BO-BTOPIX, €CIlt C110COB NPEACTABICHIS! 1HOPMALULH TAKOB, HTO OHa HE MOSKET
GbITh HETIOCPECTREHHO BOCHHHSITA HETOBEKON, BOSHIKACT HCOGXOMOCTS B 1peol-
pasopaTeAsIX HHGOPMAILI B AOCTYIIHbII U1 HeT0BeKa c110cod mpeacTateiis. Ha-
1pIENICp, 115 MTeH1 HiIDOPAALILH € AUICKCTbI HCOBXOMIIN KOMITbIOTEp, 000pY AOBAHHbili
JUICKOBOON COOTBTCTRYIONLCIO THITA.

B-rpersirs, Kak yike GbL10 oTieiero, MoK Burrt
CI10C0GOM CBOCIO MPEACTARICHIS, ILIIE TCM, TO €lIIe HAIBIBACTCS SIHIKOM B O0HXOL-
HOM CMBICe. SE3BIK CHABOIOB, S3BIK KECTOR 11 T 1, — BCE 31O CTIOCOGH NPCICTARICHIIS
sicpopsarw

[e)e)o)e)
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B-ueTBepTBIX, 'e/I0BEKY 0/KeH GhiTh A0CTyTIEH C
ML, ee cevanTIG.

K ocronitnint

yepos ommocse:

bica npeacrancimoit mihop-

O HenocpexcTaeitioe ofparterie Kk ofbeKTay A0CTYIIA;

O cosnaitite W cpeers, Gp K
OGTCKTAN Z0CTYI B 00XOA CPEACTR FAUITH;

MO CPCICTD LTS, T03OIONAS PEATIGONTS VTDOab Hipopya-
wiotioii Geaona
> Biicaperiie B Texiieckie cpeactra VIC MPOrPAMMIIIX 1T TeXHITCCKIIX
crpykrypy 1 chymicnt MC.

B a6 1.1 nep ocioBIbIe MO yipos i
GeaomaciiocTit

Ta6nuua 1.1. OcrosHsie wetos! yrpos

Yponens noorenei| Onpeaenenwe mna. | Xuuiewne (xonmpo- | Yavnroxenme wa- | Bucgene 43 crpon
WHGOPMOWM | MNGPaMETPOB | baHHe) HOGHTENEH | WX HOGHTENeF | MaWMHHoLX HOGHTE-
HocHTeneH MHbop- | WHpoPMaUH ibopmam st wbopuain
o

mocuTenem

cpone. Monywese | Coepu

W s, Yeramos- | naparwbix kouno-
VC. Obxon

WC. | neiicrow Hecan-

“erunn. Sopaxerme

nexenws. Mepexsar | supycaws
o,

nenus wibopua- | coba npeactasne- | enwe. Packpuiwe | WA 8 npecrase- | sercras cuTaKH-
w e mommix. Yaws- | weckonx w comon-

oy [

B | 3anper a ucnons-

Ho KaecraaHom o
yooswe
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Il ypowiist i HC teo-
TieunTh i pass A YTPOSAM I MITHIMH-
SUPOBATS BOIMOXKHOE BIISTHIIE HeIOBEHECKoro (RaKTOp,
Tposbi 1 cereii noapodiio 110 po
e 1.3,

1.3. AHanu3s yrpos KoprnopaTuBHbIX
ceteit

Jus ceresoii cpere
Gop NpovoraAoD TCD/ID (cat Crasy B BOGEeHAARIN OBMSCTIACERS b
pattix Tinos. Ci ~ OJUHO I3 OCHOBITBIX MPEIMYIICCTD

TCP/IP nosromy GobmicTso i TH HPOTOKO
Kposte Toro, nporokoni TCP/IP peiocTansior 0cTy  pecypeast raoSabioit
cern Mirmeprier.
sarosaps cuoeit monyispriocrit TCP/IP Crut Craiiapros fe-(hairo uis yesce-
tenoro i Oiaro pocry
CP/IP po CUJJABJ}I e
TCP/IP e mutent npusiti &
it TTou ) i P e Mo (P e
" 0 npiBe0 K
a10r0 HpoTOKOA.

1 XapaxtepHbie 0COBEHHOCTH CETeBbIX aTak

i poct pocton
CePLESIBIX YTPOS PASTTAICHIA TEpCOTATHBIY AT, KPITITICCAN BGRITEX KopITo-
DATHBHLIX PeCyDCOB, TocyapeTBenbix Tain 1 7. 1. Kacuwii et xaxeput 1 zpyrite
10 MBIILICHITIKI TOABEPrloT YTPO3aN CeTeBbie HIOPMALIOHITbIC PECYDC, HbTa-
AICh TIOAYMITH K HHM JI0CTTI € TIOMOMIbIO CHICINATILIX ATaK. DTH aTaii CTaloBsTes
Bee Godiee 1o 1o i " B Dromy
cocoGeTByioT 1B oCHOBIBX aKTOpa.

Bo-tteppix, 970 noBeenecrioe npomktoserme Mitepiera. Cerons K 10ii cerit
IOZKTONCHB! MILLTHONb! KOMIBIOTepoB. MHOTTIE MILLIHOHH KOMIBIOTCpO GyyT
noicmouenst K Mnteprery B Gumkaiimes Gy/yiiem, H09ToMy BepOATHOCTb OCTYTIA
XaKepOB K YSI3BIMbIM KOMIIBIOTEPAM I KOMITBIOTEPITbIA CCTAM NOCTOAIHHO BO3PACTACT,
Kpoxe Toro, mmpokoe pacnipocrpariemie Hiteprieta nossorser xaepay obyersary-
cst nncpopyaIei B 0GR TBHON MacHITAGe.

Bo-B1opuix, 910 Beeobutee npocTiix B onepa-
LHOMIBE CHETEM 3 Cpeit paspaGoTKiL. DTOT aKTOp PEsKo CHiKaCT rpu’mudlmﬂ K
YPOBHIO 3iarIIii 370y MBILTCHIIIK. Paitbitie OT XaKepa TPEGOBATICH XOPOIIIE JHAMIST
31 HABBIHH TTPOTPAMMHPOBAITIS, TOGbI COSTABATD it PACTPOCTPAISITH BPEONOCHHE
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1porpavitbi Terieph AU TOTO, HTOGH HOAYSIIT AOCTYIN K XAKEPCKOMY CPELCTRY, HYAHO

1pocTO aitarty IP-aApec HyKHOrO CaiiTa, 2 U1 NPOBCACHINS ATAKIT AOCTATONHO LiCIK-
YT MBI

TpoGiensi i 8 xou-

’ cerax yrposasit U151 T0KATBIbIX PaBOMIIX

CTamIti, IOKATBIbIX CCTeli 1 ATaKaMIt 1a KOPIODATIBHBIC CCTH, HNEIOIIE BXOL B
OIEAOCTYNHBIC CeTH Nepeai AQHHX.

Cerenbie aTaKit CTOTb e Pa3HOOGPAb, KK 1 CHETEMbi, IPOTITE KOTOPbIX ORI Ha-
npanicib. phic aTaiit Gobiol pyrite cniocodert
OIS TS DS D JepaToD, SEE 7 PSP Fa IO ot
MOKCT HMCTD €r0 JCSTEIIbHOCTD.

Hapyiiirme:th, OcymecTasist ataky, 00bI1HO CTaBiT 1iepeit cooil Ceayionue nei:

O mapy T ii

o

u
O HapyIIIic PABOTOCTIOCOSHOCTI CIHCTENL B IE/OM 1L OTACILHbIX e HacTeli

C ok apeist cucressi npe-
K716 BCCIO HUTHINCM YO@ACHHbLY amaK, TOCKOTKY KOMITIONCHTb PACHPACIICHIBIX Clic-
TEM OBBINIO HCHOAOYIOT OTKPTHC Kb ICPEINIH AT 11 HADYUITTCID MOKCT
e TOIbKO NPOBOITD HaCCHBIOe Hou
Mo ipoBaTh Nepeamaesit Tpadi (nioe Bogciicrie). H ecn aktimioe
sosneiicTaie a Tpm‘]mK NOweT Gbrh 0 maccitioe
P Ho riockomiy
kel exay
TCb OCYIHICCTRIACTCS! TOKE 110 OTKPBITHIM KaHIa TIEPEARI JAIIbIX, TO YO ast
joBiTeA Takin M ATaKi, KAK 1f AQHHBIC NOTH0BATeIsL

“Tpy/octs BhistBCHIs (AKTA IPOBEACHI YAAEHION ATAKH BHBOIIT ATOT BILL

HeNPABOMEPHBIX ACHCTBIT 12 1CPBOC MECTO 10 CTETIeHII OITACHOCTIL, IOCKObKY 1e06-

YIPOsy. B peay
S atagi.

Be301aCHOCTh JOKUIHON CCTH OTIIMACTCS 0T GE3OMACHOCTIT MEKCETCROT0 BN~
JCHCTOISI TeM, HTO B STOM CIyHaC Ha 1ICPROE 110 BHAIMOCTII NECTO BHXOAST HApyiUe-
S 3APCAUCTIPUPOSANHBLY NOT06AMENER, TIOCKOBKY B OCHOBHOM KaIUTbI EpCEIn
JQHHBIX JOKATBHOI CTIH HAXOISITCA 1a KOHTPOIPYEMOii TCPPHTOPIL, JAIUITa OT

KKOTOpI

LTATC HCTO Y HAPYUIITCISE YBEIIHBIOTCA. IWAIICH! YCIICHIHOI peaii-

MeToza
Ha npakcriike [P-ceri ysapin

1t porcee e v, 10 Nepe R KONIOTEpIL 1 Cerepi Texio-

soruii (anpisicp, ¢ ActiveX)

CHHCOK BOBNOAGHEIX THTION cerentx arar 1a IP-cerst noctosmo pacmpaercs [4].
CyICCTRYCT HCTHIPe OCHOBHBIX KATCrOpHIl CETERbIX ATAK:

O araxn zoctyna;
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O arai voxipwKai;
O araxit ima <otKa3 b oGeAVARIBAIII;
O KoMOUHHPOBaHHIbIC ATAKH.

Araku goctyna

ATaka 0CTYNa — 510 NONBITK HOYNEHIS! 310YMBIILICHHKOM HHcpopMalih, Ha 03-
HAKOMIEHIIE ¢ KOTOPOii Y HEFO HeT paspeinieniis, ATaka A0CTYIa Hanpaeia Ha Hapy-
HIeHIE KOHICHIATBIOCTH HHpOpNALIH,

Tloacaymmsaime (Sniffing). Tlo GoAbIeii yacTH Taibie TEPEAAOTCS 110 KOM-
HBIOTEPHBIM CETAM B HEAAUBIIIEHHOM (POPMATE (OTKPLITHIM TEKCTOM), HTO HOIBOSCT
BHOYMBIILICHHIKY, TOAYUHBINEMY JOCTYT K AMHIAM TICPEIAUI TAHHBIX B CETH, TI01-
CAVIIBATY 11 CHTLIBETD, TP, L15 HOACAYIINBAIN 1 KOMIOTPIBX CCTIX -
noyior cindxpep. G i
KOTOPAST 1IePEXBATHIRACT BCC CCTERbIC AKCTH, MEPCAABACMbIC ePes ONpEACICHHblil
e,

Bractosice Epe\m cundx[prl PABOTAIOT B CCTAX Ha BIOHE 3AKOHIOM OCHOBaIIL.
Ot nenozay i 1 ananza tpadica. Oaako
BBILLY TOFO, 4TO uu(o'mpblc CeTeRHIE TPILTOEHII TIEPETAIOT AHITHIC B TEKCTOBOM
opvare (Telnet, FTP, SMTP, POP3 11 . 1), ¢ Hovoutsio ciidxpepa MOkio yanath
01631110, & HHOITA  KOHGICHITIABHYIO HHGOPMAIIIO (HADIMED, HyEHa 10130~
patesteii n napon). TIpeAoTBpaTHTS YIposy CidHiTa HAKETOB MOSKIIO ¢ TOMOIIO

Mep 1 cpec s X tapo-
eif; yeTaoBKa anmaparHbix nn cpescrs,
upnwcuumc KpHITOrpadhIeCKoli FAIUITH KAIAIOB CBAI,

Tepexsar (Hijacking). B otairsue or HOACIY USRI, HEPESBT — 570 A
araxa. 3 B IPOILECCE € NEPEANH K MECTY.
‘Hastaers, Tlepexpar uNeH 1 HApoJicii coytaeT GOBIIYI0 ONACHOCTD, TaK Kak O30~
BATENI HACTO TIPHMEHAIOT U 1 Te e 0TI 1APOID /UL MHOKCCTBA NI AOKCHHiT
1 cieter. MHOTHE HOL30BATENH BOOGIIE HMEIOT OUIH TTAPOSTh /U151 JI0CTYTIA KO BCeM
pecypean 1 npuiosKenusin, Ecm nputoskenie paGoract b peiive Kineit/cepsep, a
YTCHTHOUKAIIONHEIC JAIHIE TEPEAAGTCA 110 CETH B HHTACMOM TEKCTOBOM hopyaTe,
ary ¢ Goaboii (0KHO b UL IOCTYIIA K
ADYTIAM KODHODATIBHLAN 111 BB pecypeay.

B caMOM XyJUlieN! C1yHae XaKep 0Ty HACT A0CTYTT K TI0B3OBATEICKOMY PECypey Ha
CHCTENIION YPOBIE I € €0 HONOIILIO COTAACT ATPIIGYTH HOBOTO HOIOTC, KOTO-
PBIC MOYKHO B 11000 MOMEHT TIDUMEHIT JUIst JIOCTYTIA B CETh 1 K €& PECYPCaM.

epexnar cearica (Session Hijacking). Tlo oxonuarin nasaboii mporicaypt

A HOBBI XOCT, A HCXOUIONY
Cepepy BHIGETCA KoNAIa pASOpRATY CoTuene. T pesyISTaTE <CoGece >
SKOIHOTO 110.1B3OBATEII1 OKAIBIBACTCS! HESANETIIO HOJMCHEIIIbIY

TlociIe I0:AYCHIS AOCTYIIA K COTil Y ATAKYIOUICrO J10YMBILLICHHIKA 0SBII0TS
Goabiiie BoavoKHoCTI:
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O o1 MOKET HOChUIATD. @ g e 3
O IPHBOAUT K 11X y i dynto-
IpoBatio;

O OH MOKCT TAIGKE HABOUITh KOMITBIOTED 1LII BCIO CTh TPaghikOM, 110K He 1Tpo-
H30CT OCTANOB CHCTEBI B CBAH € TIePerpy3KOiL;

O HaKoHeIL, ATAKYION MOAKCT G10KIPOBATS TpApIIK, HTO MPIBECT K 110TCPE A0~
CTYIIA ARTOPIAOBAIBIX M0TB3OBATEIICH K COTCRBIM PCCYPCaN.

Ataku MmoguduKaumm
ATaka MOMIUKAIII — HTO TOMITIA HENPABOMONHOTO H3Merenis o, Ta-
{TaKa BOSMOKIA Be3Jte, T CYIECTBYET I epeAaetest MnopMAILISE; OHa Ha-
nIpaReHa Ha HapyIIeHIe LEI0CTHOCTIE HOpMALUIIL
AaHHbIX.

) npourrars
BILIE ZQILIC, CMOPKT CACIATS 1 C1eAYIOUUHi WAr — navienTh 1x. Jlarmsie b Hakere
MOTYT GBITD HIMCHHb, JAKC CCH AI0YMbIIILICHITIK HINCTO e SHACT it 00 OTHIpanii-
‘e, i1 nonysiarcie. ke CEi B HC 1Y AIACTECh B CTPOroii KondieHusbHoCT!
BECX TICPCAABACMBIX AAHIIbIX, HABCPIKA Bbl 1€ JAXOTHTC, WTOGH Ot GbLIH I3vCHCIb
10 nym.

JloBanenite tambix. Jlpyroii T aaid ~ A0GARIEHIIC HOBBIX AAHHBLX, HAIIPITMCP,
B HOPMAILNO 06 HCTOpIIIL IPOLLIBIX NIep1I0/0B. BIOMUIK BLO:ISICT ONepaiuio
1 GAIKOBCKOI CHCTEAC, B PEYIILFATE HCTO CPEACTEA €O CHETA KIICHTA TICPENCILAIOTS!
ta ero cobcraermii cier.

Viiaienne gaumbix. ATAKA YALICHIIS O3HATACT HICPEMCILICIIIC CYICCTBYIONUIX Aati-
HBIX, HATPIIICP AUty UHpOBALiIfe 3aicit 05 ollepati 13 GaaNcoBoro oTiera Garnka,
B PE3Y.IBTATE Hero CILITHIC CO CHCTa ACHEKIILIC CPEACTBA OCTAIOTCA 1A HeN.

Atakv Tuna «oTka3s B 06CAyXNBaHN»

s

Arara <otkas 3 [© orarak ipy!
ririop, OHa He HalleieHa 1a NOIYCNHe J0CTYIIa K Bauicii CeTit I 1a naaesere
3 aroif cetn KaKoi-nGo wipopyatuin. DoS-ataica aeaet cets opraau eo-
Crymioit st uﬁm-mom wenon a cuer JONYCTIMBIX IPEACION
i crcrenbl o cymecrny,
S A s v amaSRATEIER JI0CTYNa K pecypean i KOMIBIOTepaM
cemut opramzan.
Boawmmicrso DoS-arax ompactes 1a obuwie caaGocTi cetemuioii a apumekTypo.
B catysae HCTIOIB0BIIIS HEKOTODBIX CEPBEPHBIX MPHIOAKCHHIi (TAKITX, KaK B
FTP-ceppep) DoS-atakit MOTYT SaiHIONATLCA B TOM, 4TOBH SAIITH Bee CoCumHenIIs,
JOCTYMIbIC 1151 STIX HPIIOAKCHHIL, 1 ACPIKATD 1X B SAHATONM COCTOMMH, HE JOMYCKa
obcatyxipania oGbrbx oLs0ateseii. B Xone DoS-atak MoryT neno:sonarscs
bbb yTepreT-npotoko, Takke kak TCP i ICMP (Internet Control Message
Protocol).
DOS-Taiit Tpyiio NPCIOTBPATIITY, TAK KK /U1 HT0r0 Tpelyerca KoopuHaLuLn
aciicranii c Ecan tpacu, npe At Bameit
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COTH, HE OCTAHOBINTH Y NPOBAILIEDa, TO Ha BXOE B CCTh Bl 9TO CACTATD YAKe
HIOTOMY HT0 Best 110;10€a IpoMy it GyJier sasTa.
o0 TUTA TPODOUITS EIORPGUELD 12069 MIOKSCTRO CTROCTS 1t
(DDoS, Distributed DoS).
IIpoctota peanzatumi I)o§ -aTak 1 OrpOMIBIL BpCL, TIpINHISCMBil 1M Opraniza-
w1 K ATHM ATaKaM DHCTATBHOC BHINANTC AAMII-
HICTPATOPOR ceTenoii GeaoracHocTit.
O pocryne  micpopwauwn. B pesy e DoS-aras, matpa et mpotin
noccss st Hiichopyia-
wis Wit B HeAOCTY I
Omcazn )mcryne K npitoaermy. JIpyroii Tin DoS-arak Haupane 1a npiviose-
s, 06z i 60 1a
CiCTeNY, B KOTOpOt 9TH IpILIOAKeHIts BhIOMIOTCs, B cyae yeriexa nofobrofi aaiat
DeIICHIIC 31at1, BHIIOTHSEMBIX ¢ IOMONIbIO TAKOTO TDHIOAKCHIL, CTAHOBITS HEBO3-
NOKIBIM.
Orxaa » poctyne k crereme. Obuuii

cMosKeTe,

it DoS-arax crasut coeii e

0 BHIBOL

H3 CTPOSI KOMITLIOTEDHOIi CHETEMEL, B PE3ILTATE HEro cava CHETEMa, YCTAHOBICH-
HbiC Ha Heil IpIAoKeIIs 1t Best nesoery-
HbIMIL
Orxaa B 0eTynE K Cp . LLE:1b10 ATAKH SRIACTCH KOMMY

cpera. 1 i cHCTeMb 1t e apy omako
OTCYTCTBE CPE/ICTB CBSI3N JMIIALT HO/BSOBATE el 0CTYIA K STHA PECypea.
Kom6urmposatHbie ataku

araka s B Heckob-

KIX BIIMHO CBASANIBIX ACHCTBI /U1 J0CTIKEHIS! CBoeil e,

Tloavena A0Bepemioro cyGbexra. Bo:bilias HaCTb cTeil 1 ONCPALIIOIBIX CiiCTeN
HENO3YIOT 1P-apec KOMIBIOTEpa 13t TOFO, STOBkt ONPCCSTh, TOT JMH 3T0 Apecat,
KoTopili Hysker. B HCKOTObIX C/VHasX BOIMOAHO HEKOPPKTHOE Mpiicaoeite 1P
anpeca (1107 peca OTHIPABITEIS APYIHM AIPECOM) — TaKoii Criocol ataki
HasbiBaor (hatscuduraueii adpeca, wm IP-cnyguaeox (IP-spoofing).

IP-CIy(pIT HMECT MECTO, KOIA 210y MBIIICHIIK, HAXOSIIHTICS BHYTPH KOPHIOpa-
LI LTI Bie €, BRUACT celst 31 3AKOHONO TOMB30BAT . 3H0YMBIILICHHITK MOKCT

IP-azpecov, B NpE/CIAX JUMAITA30NA CAKIUIONIPO-

Baibix 1P-aApecon, I ABTOPI0BAHITBIM BHCIIHI APCCOM, KOTOOMY paspeliia-

€A FOCTYT X OIDEIEIEKELM GeTERM pecyDcii B0YMBIILLICHHIIK MOKET TakoKe

m TP-nakeThi Takit 0Gpason,

ol e T Ak TR STy e T Lo
patisioii ceri.

Araiat IP-cniyuiiira wacto snastiores otnpasiofi Touofi v Apyrinx atak. Krac-
CHUECKIM TIPHMEPOM SIRISETCS! aTaka THIA <0TKa B obcayskipaniis (DoS), kotopast

€ uysoro anpe HCTIHIYI0 JitHoCTs Xakepa. Obriio
e (npauu-mmmw ‘BCTaBKoIi J0KHOM HIKDOPMALI 1LTH BPEAOHOCHHX KO-

1P~
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MaILL B OGbrHI] TOTOK JAIITbX, ey u
NDILIOACHISIMIL I 10 KAy CBA3I MCACLY OAHOPAHIOBbINII YCTpOFiCTEaNIL.
Vrpoay ciyBuHIa MOKHO OCHAGHTH (1O He YCTPAHITH) ¢ OMONIBIO CACAYIONIX
Mep: IpABILIbHAS HACTpOfiKa YNIpARICIIIS I0CTYIION 13 Biielticii e npeceieiie
TONBITOK cITy(hHITa YYAIIX CeTeil 0b30BATE IS CRORI CeTit
Hysio ivierh, b piay eacayionee: [P-Cydr Moer Gurts ocymecrien inpi
yeaoBi, 1o a Gase [P-azpec on,
TooTOMY BRCICHIC MeTo08 2
OCHOBE OAHOPA3OBIX TADOEI 1L APYTIX METO0B KpHITTOrpacbitin) HosmoseT npm
sotsparih araki 1P-ciiyimra
Tlocpeauiriecto. ATaka Tiiia «lI0CPEAHIMCCTRO> IOAPAIYMEBACT AKTIIBHOC 1104~
Yanon

nepexsar I
3 . Korza ficoy HU3KIEX CCTEBLIX YPOBIL,
O He Beeria MoryT ¢ xen o
P B obverie Koy (ataka Man-in-th
Middl - ). JLis it < ato-
RO - A i ——

TKCTaM, 1ICPEAABICMBIM OT 11poBaiizicpa ISP B AI0GY10 APYTYIO CCTh, MOKCT, HATIACP,
HO/YAITE COTpYJUIK 3TOr0 MpoBaiiiepa. JList aTak 9TOM0 THIA YaCTO HCTOMYIOTCs
citichpepbl AKETOB, TPAHCTIOPTHIE TPOTOKOMBI I POTOKOJTbI MAPIIPY TH3ALUIL
B Goutee 00ie C1yHae ATaKi «e0BeK-B-CCPEAHIIEs TPOBOISITCA C LEbIO KpAKI1
11hOPMALLII, TIepEXBATA TEKYILE]i CCCCHI I TIOIYHEHIIS IOCTYTIA K YACTHBIM CCTCRbIM
Decypean, uist aaitsa Tpadpiica 1 Oy serist HGOPYAILAL O CeTH 1 €e HobIoRa-
e, U15 HpOBECHIA aTaK Titia DOS, HCKUKEHII TIepEARBACMBIX AQUIbX 1 BBOA
HECAIIKIUIONHOANHOF: IPOPGULII B CeTCBBie CecCi.
Cataavin i «se eI MOYKHO TOBKO € 10~
MOLIbIO KpitTorpacbiit. /Lt HpOTHBOACHCTBIIA STakaN STOrO Tha HCIOAYCTCH -
(f)pamtpl/ﬂm/pa i e i XL (Public Key Infrastructurc).
. AKen0iir (exploit — IKCILIYATIPORATS) — HTO KOMITHIOTCpIAs
npo..mma, ¢pa;.\. Koxa CTh KOMAILL HeTo-
ayionuie y # nporpa "
ATaKI 1A KOMITbIOTEPITYIO cieTesry. Lebio arakit MOKeT Guirb Kk :
It cHerenoit, Tak 1 Hapywiertiie ce dynkiuoniposarts (DoS-araia).
B 3BIHCHMOCTH OT MCTOA TIOYHCH IS AOCTYTTA K YSIBHMOMY IPOTPAMMHONY 06ec-
TICHEINIHI0, DKCTLIOTE TOAPAEISIONCS 1A YAICHIBIE 1 JOKAIbIbIC:

O ytIeHIbT HKCILIONT PaBOTaCT Yepes cerTh I HEHOAVCT YABINOCTD B 3allutTe

6¢a KaKOrO-21150 1PEABAPITEILIIOND A0CTYIIA K YASBINO CHCTeNC;

O JI0KAIBHBL DKCILIONT 3Ty CKACTES! HENOCPEACTREHHO B YSI3BIMOI CHCTEME, Tpe-
Gy IPCABAPHTEILIONO A0CTYIA K Heit, OGbINHO HCIO3YCTCs! A1t HOAYHCHA
BIOMULIKOM HPAE CYIIEpIOTIOBATE 1A

ATaka SKCILIONTA MOKeT GbITh HIIe/ICHa 12 DA KOMTIOCHTH KOMIIBIOTEp-
O CHCTEMEL ~ CCPBEPIbIC MPIIOACIHI, KHEIHTCKIC MPHAOACHIIS! 1L MOAYIIH Ofic-
patuonoli cHcTeAbi.
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Tlaposbtbie araxi. [1eibio ITIIX aTaK AIICTCA SABTATEHHE TADOIEN 1 JOTHHOM
HAKOHIHOTO NOL30ATE 51, 3OYMbIILICHHIKI MOTYT NPOBOAITH NAPOBHBIC ATaKi,
HCTIOBYS TAKIE MCTO, Kalk:

O nomvera IP-axpeca (IP-cniy i
O nozeaymmsanie (crudpdurr);
O npoctoii iepedop.

IP-curydputir it csdpiHr 1aKeToB GbLii PACCNOTDEHbI Biliie, DTH METOMbI 10350~
0T FARTAICTH TAPOICM 1 JOTHHOM IOL3OBATES, CCTI TC IEPEAAIOTCS! OTKPHITHIA
TCKCTON 110 HEBAUILICHIONY KARLY.

acTo xakepb! MITAI0TS TIOA0GPATS 1APO.Th H AOTH, HCTIOALYS! A1 ITOFO MHOTO-
HCIICHIbIE TIONBITKI J0eTy1A. TAKOT TIO/X0/L HOCHT HA3BAHNE <AMaKa NOTHOZ0 Nepe
Gopa» (Brute Force Attack). JLisi 910 aTaki HCTIOTb3yeTCs CHICLUAbIaS! IPOrpayya,
KOTOpAst BITACTCA TOAYHIFTH JOCTIT K PeCypCy OILCro HobaoBaiis (Hampisep,
i cepnepy). ECAit B peay/IbTaTe 310y MBIILICHIIKY YAGCTCS: OA0GPATH Hapozth, i
HOTYIACT TOCTYIL K PECYPAN Ha HDABAX OBHHOrO TOs0Raress. ECa o oboo-
waeay et Jteri q0cTyia, MOKCT COBaTh
15t e enpoxoit> utst Gyayero JoeTyia, Koropii Gysier AciicTnoats, ke ce
HOTB3OBATC b IEGMCHIIT CBOM TapO.tb 1 J0THH.

Cpesiersa nepexnara, nn’x(mpa 1 BI0MA MAPOICii B HACTOIICE BpeNS! CHTAIOTCS

} [
0w Ko, O yiorest Kak {w ayima
11 BOCCTAHOBICHIS 3AGITBIX APOICH], 1 11X MOYKIO 12 3AKOHIBIX OCHOBAHIISIX 1PIHOG-
pecriy paspadoTiion.

TIapobHBIX ATAK MOKIO HIGEKATS, CC:TH HE TIOB30BATECS HAPOAM
dpopate. Hlcnomsoparite ommopaonsix naposeii it Kpmmm\qnmm ayrenmichi-
KA MOTYT MPAKTHIECKIN CRCCTIL Ha 1eT YIPO3y TakiX atak. K cocuieiino, e nee

XOCTH 1t yerpoficTia yKd.;Aluu,lc NeTo ayreridit-

B TeKCTOBOIE

K
TIpit Henob3oBanini OGLIbIX Maposieii HEOGXOAINO NPIYMATS TaKOi 1aposth,
KoTopBili G110 Gbt TPYANO 10/06paT,. Ml Ibitast Ui 1apost A0/ KITA GbiTt
HE Metee BOChMI CHMBOI0B. TTapOJih AOKEH BICIONAT) CHBOID! BPXHETO DeriiCTpa,
il it crietmanbibie cuvBoib (%, $, & % 1 T. ).
Hova. it Ko i KOJL HJIH HHC-
10, st i Xors yatars ot
JIOCTYIT TPYHO 1 TaKIE THOMBITKH TPEGYIOT GOTbIINIX SATPAT PECYDCOB, Tex He Merice
10 BOGMOAHO. B HACTHOCTH, U151 ONPEACIICHILS BHMICHIIS IO MOKET GbiTh HETIOMTh-

30BANA CHCLUKUIBIAS IPOIPANMA, PEATIVIOUAs! METOX 00RO nepeGopa. Konow,
KOTOPOMY HIO/YHaCT AOCTYTI " Ara-
KYIOUU HCTIOTB3YCT CKOMTIPOMETHPORAHBITE KON U1 HOAYHCHIIA J0CTYIIA K 32l

meHB Jattitbiv Gea neaoa W noaysares, Koo et
BOSMORHOCTS PACHIH(DPOBBIBATS 1 HMCHSTH JIbiC.

‘rasct 2 ypoBite MpHIOKeHHii. DIt ATAKH MOTYT IPOBOMITHCS! HECKOTbKINA CIIO-
coBait, Castbiii paCUpOCTpAICHHbIT] 113 HITX COCTOIT B HCTIOALIOBANIIIT HIBCCTHEIX
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crabocre (FTR HTTP,
Tnapias npoeva ¢ ataxas Ha ypoBHe MPHIOXeHIE COCTONT B TON, 170 310-
VMBIILICHHHKIE HACTO TIOAB3YIOTCA NOPTANH, KOTOPbIM PA3PCLICH MPOXOJL Hepes MCK-
cerenoi axpat.

Chetciniia 06 aTakax Ha YpOBie NPILIOKCIIHii INMPOKO MYGIIKYIOTCs, TO0h T
BOSMOAHOCTD AMIHHHCTPATOPAM YCTPAHITT TPOGICMY € TOMOIIIIO KOPPCKIIONHBIX
Moztyteii (areit). K CORaICHIIO, MHOTIHE XaKephi TAIKE HMEIOT A0CTYII K STHM CBe-
JCHIIM, 97O T03BOIICT 1M YINTHCSL

HeBO3MOAHO 1OTHOCTLIO HEICTIONINTh ATaii Ha ypOBIIC Mpivtoskeitiii. Xakepbi roc-
TOSIHHO OTKPBIBAIOT I 1yGHKYIOT 12 CROMX caifrax b VIHTEpHETe nce HOBble YASBIMbIC
MECTa HPIKTUBIX IPOFPASML.

ech 1Th X0p Hro6si ¢
SHETT, YASBIAMOCTS OT ZTaK DTOFO THIA, MOKHO TDEATIDHISATS CIEAYIOI Meps

-

> amaUIPOBATH 0r-(pali bl ONepAIIONHbIX CHHCTEN I cerensie or-haiLib ¢ 1o~
MOILBIO CHICLURIBHBIX A TITICCKIL NPIIOKCHHTE;

O orcaesmars zaribie CERT 0 CaBbix MeCTaX MPHIIAUBIX TPOrPayy;

O 10IB30BATHCS CAMBIMH CBEAKHMH BEPCHSAMI ONCPAIIIOHHBIX CHETEM H NPIIOAKE-

o

i 1 CAMEBIMIE TIOCICAINH KOPPEKIIONHbIAH MOAY.1sI (ITaTaNI1);

HCHOB30BATH CHCTEMBI pactiosasaiis atak 1DS (Intrusion Detection

Anama cerenoro Tpacka. LLebi0 atak 10106HOIO THITA SABISIOTCH MPOCAVIIH-
BAC KAHATOR CHSI3H H AT TIEPEIABACMBIX AQHHBIX 1 CYKeOHOIl Hpopyailii ¢
LCIbIO I3YICHIS TONOOTIAI 1 APXITEKTYPbI TIOCTPOCHII! CHICTEN, TIOTYHCHII! Kpii-
TieCKOI TI0Mb30BATELCKOI HHOpMaILIT (HATPHAEP, Napozieii noaboRaTeeii 1N
HOMCPOB KPEAUTTHBIX KADT, CPEAABACMBIX B OTKPHITOM Bitie). ATAKAM AHHOTO Tia
HOABepIRCHb Takiie MpoToK0:mb, Kak FTP 1t Telnet, ocodentiocTsio Kotopsix anisercs
T0, TO I\ 11 NAPO MOML3OBATCIS TICPEAAIOTCS! B PANKAX JTIX TPOTOKO/IOB B OT-
KpbTON i

Cerenast

. Cerenast passeia — 910 cB0p HIGOPNAILII O CETIE ¢ HOVOUIO
ofimeoCTymILIX AanLX 1 HpHIOsKeHit, [[PH TOATOTOBKE ATAKH HPOTHS KaKofi- TG0
CeTH XaKep, KaK HpABILIo, MHTACTCS HOMYUHTD O et Kak MO0 Goutbie inichopyann,
‘erenas pasneica nposoxuTes B hopvte 3anpocos DNS, axo-rectuposann (Ping
Sweep) 1 cxanposaris 1ioprop. 3anpocs DNS noMOraior nomsits, KTo prateet ex
1L HIBIM JOMEHOM H KAKIe a/1peca STOMY JIOMelTy HHCBOCIHL. DX0-TecTHpoBaiie
PECOB, PACKPHITHIX ¢ HOMOIbIO DNS, 103B0/sI€T YBUACTD, KaKHe XOCTh Peaibio
paboraior B aoi cpeze. T0yID CIIICOK XOCTOB, XaKep HCMO3YET CPEICTBA CKa-
HHDOBAIIIE HOPTOB, YTOG COCTABITD MO CHICOK YCAYT; HOJVICPAHBACMBIX HTHMH
xocrai. B peayasrare pyi0 MO s
B30
TIoHOCTHIO HIGABHTLCA OT CeTeBoit PAsBEINH HEBOIMOKIO. ECm, K npiviepy, ot
x0T 50 ICMP 1 9X0-0TBeT 1 HepidiepHIiHLIX MAPUIPY TH3ATOPAX, Bbi H3GABITECt
OT 9XO-TCCTHPOBAIII, HO TOTEPSCTE JAIIHE, HCOBXOMMBIC U1 AWATTIOCTHKH CCTCRbIX
cGoen. Kpovie TOro, CKAHHPOBATS TIOPTH MOKIHO 1 Ge3 IPCBAPHTCLIONO HXO-TeC-
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tuposais. TTpocto 1o
necymecTyouye IP-axy
DS na )pnmm CeTI 1 X0CTOB OGO XOpOIIO CTpABTAOTCA ¢ Baavieit
yezone M\mlmc'lp'\mpa o |xL'Ly|uu|cﬂ ceresofi pagBeke, HT0 TO3BOACT Tyilie
HOATOTOBITHCsE (rake it e (ISP), B cen koto-
POIO HAXOITCS! CHCTEND, nposus,mlouwl “upe3NEpIOE OGOBITCTBO.

Bnoynotpedenie aonepiem. lantsii Tin Acicrauii e aieTes atakoii B 10~
HOM CaTbIC

1T GOblIie BPENICHI, TAK KAK CKAINPOBATS IPIACTCS! 1

Creren

¢ aroro cosa. Oi npeacTapsier coboii e
oTHOeHIi 0BCPIS, CyINCCTRYIONU B ceTit. THIIMILIM IPIMEPOM TAKOTO J10YIIOT-
peliieinis sinseres CirTyauist 5 nepiepiiinoit wactit Kopropatisroii ceti. B oty
cenvertte oGbrtio pactioaraiorcst cepuepit DNS, SMTP it HTTR Hockoky nee ot
NHHAICIKAT K OJUIOMY 1 TOMY K6 CTMEHTY, B10M OIUHONO 13 HITX IHBOIT KO 5310+
MY I BCCX OCTAIBHBIX, TAK KAK 9Ti CCPRCPiI AOBCPAIOT APYTITM CHCTEMaM CRoci ceT,

PHCKc 410y10TPCBICHIS J0BEPHCN MOAIO CHIESITD 31 CHET G0:1CE HCCTKONO KOIIT-
poutst ypoBiieii onepiist B npeicaiax cpocii ceri, CHCTeN, PACTIOAOAKCIIbIC C BHemIHcii
CTOPOH! MEACETEROT0 IKDaITa, HIKOLA He OMAHb TI0TH0BAThCS A0COMOTHBIN /10Be-
DICM €O CTOPOHBI CHCTEM, FALUMIICHIDIX MCAKCCTERbIM IKPAHOM.

OrHoMCIIIA ORCPITH A0TKIbI OIF u
110 BOSMOKIOCTIE AYTeHTIpHIIPOBATES He TOTbKO 110 [P-agpecay, HO 1t 110 Apyrin
HapaseTpay.

10 }
Xors VChI BBIBOAT 06
BPEAOHOCHBIX TIDOTPANM, HO 2 CANOM € ONH HITErO Hie HaXOAAT It fie evar. Vx
SEULIA COUTONT CONCEN b ADYTON: YGEITh H0008ATE5 B it VDot (1 ot
sene st ero yiTaTiT AeHbH
52 ATHBALIO <QITHBPYCHONO MPOAYKTa. T g uomeravscxs mpoipans
acho acres FraudTool n
omocurres k wacey RiskWare.
Il a

cst criocoB, mpi-
TBINIHCTA BPCIOHOCHBIX TOTPANM, HATPIICD
jan-Downloader, axeruiyarauus yssisocreii

Metwiextic 1 pacnpoctparei O
CcKpbiTas 3arpyaka npu nomonut Tr

caiiton. ayior Taicke petciay B Uit-
repriere. B acrostitee Bpests iron passieutaior Gartiepbi c i
0 HOBON <DOICGHONS IPOAVKTE, KOTOpHi IIGABCT 0T e IpOGIC

Tepubist orarion vea swasercs
cicren o o xo. BBBOIT cO-
OGN, HOCICIOBIICILIOCTE KOTOPIX XOPOLIO TIPOAYNGIL: HAIDHNCD. oMK
Windows, BPCOHOCHEIX POTPAsM, anrit-

pitpyc. bLIBb AHTHBHPYC NPEUIATACT HCTPABITD SIKOGbI BLSTRICHHbIe OlTIGKIL
I BBUICHINTH CHCTNY, 10 Yike 3a Aenbiit, Uew ocronepiiee mmatutst selictainii ce-
Phesiioro eraioro TO, Tes GObLIC y MOUICHHIKOR WAHCOB NOAVHHT ITATy 5
«paboTy> KCaNTHBIpYCA.

Meriobaosaniie roTOBbIX HapaGOTOK NOIBOACT CORTABAT MHOKCCTEO OLHOTIII-
HBIX TIPOTPANM, A TAIGKE OGXOILTH IIACCHHECKIE CHIHATYDBI anTusipyca. pit atom
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BLIBITS € IOMOLIbIO DB
CHIHATY, KOTOpHIE OCHOBAH 1 TOBEICHECKOM ATaTISe.

MOHICHHHKII CTaPAIOTCsL, STOG! COOBIICHIA TPOrPANMB 08 OGHAPYIKCHIIH BIPYCOR
Grumn YGUTELIIN, @ NG IPOTPANA PITISIACTA, KK HCTORIICE ATHBHPYCHOC
pernciine. Habop 10 HPHSLIBL KyIHITs
<HIPOAYKT> MOTYT JOBOBHO JErKO COITH HEI0BeKa C TOIKY 1 FACTABIT €10 OTATH
JeHbIM MOIICHHHKAM.

DaBIHBLC AHTHBIPYCH MPHHOCAT OYCBILLIYIO BHTOLY NOUICHHIKAM, KOTOpHC
HOUYAI0T NPUGBLIL OT MPOAKH i 1a (o, 3 POrpaMAbL
Kposie Toro, Hepeiko conepia Jcii niporpay-
M, KOTOPBIC MOFYT HCTIOB30BATHCs! LIS NOYHEHITSH AOCTYIIA K BULICY KOMIBIOTCpY,
KDAH B IEPCOATHIbIX JAHIIX € 1Cbi0 WX Aatbieiluneii 1epenpozan i
U151 HpEBPAIICHIS! KOMIIBIOTCPA B 30MOH-MAIHiY H PacChUIKIE OFOMHONO KOIeCTa

ava.

@umanr (Phishing). (DIuiiir SIsCTCS OTHOCHTELHO HOBKIM BIVION HHTEpHCT-
MOUICHHINCCTR, 1Tl KOTOPOFO — MOYITh HACHTHQIKALIONIbIC n0830-
paresteii. Cioia OTHOCSTCS! KPAKH TapOJici, HOMCPOB KPEAUTHbIX KapT, Gaoncin
cueton, PIN-KJ0B 1 Apyrofi Kordizieniuasb oii iidhopMaimii, Aaiomeii 10cTy K jie-
iray DIIIHT HCTO YT He TEXHITNECKIIC HEAOCTATI
1o , aert el Virrepiera, Cau repuna phishing,
Bkt IO (DA Wbt PoEAoRg PO Yok P BAr Nt
fishing — moiysnaniie napost. JleficTRIrTebio, (UM OUeih H0XO03K Ha PHGHYI0
JIOBI0, BIOYMBIILICHIIK FAKIABEACT B HHTCDHET IIMANKY 1l <BBLIABTIRACT> BCEX
«pbi6oK> — no:monateitcli HiTepiiera, — KOTOPBIC KAOHYT Ha TY NPIMAKY.

30y MBIILICHIIK COYACT NPAKTHHCCKH TOMHYIO KOMHIO caiita BhGpaiioro Gaica

i ILTATCANON CHCTEAb, AYKITOHA 1 . 1.). 3Test HPI HOMOUI Criay-Tex-
Honori 10ATC PACCHLIACTES! THICHNO, Takin 00pazoM,
0GB GBITh MAKCIHMATBHO TIOXOAII Ha HACTOSILICE THCBNO OT BhiGpartoro Gaia. TTpit
COCTARICHINH THChMa HCIIOAL3YIOTCs! IOTOTHITB GaIiKa, UCHA 1 (JaMILHII Peabitbix
pyKOBOUTeel Gata. B TaKOM HHCHMC, Kk HPABILIO, COOGUAETCs O TON, 40 15331
CMEIThI TPOrpAMMIOO B cicTence mirep
HCOBXOUIMO TIOXTBPIUITH 1L I3NCHITT CBOI YHCTHBIC JAHiTbic. B KaueCTse npiitihl
L MSMEHCHIL TQIHBIX NOTYT GbITh Hassaitst BXoz 1 c1pos 110 Garta s e a-

nravternie xaxepos. Hanrie Jerei,
« sciicramsis, — {ycrexa
P e ———————————
10 PHBCACHOf CCHLTKE, 2 ATEA BBECTIH CBOM KONGIACHIUTLIBHBIC Aatibie (1apoith,
Howep esera, PIN-Kox1) 1a 207tion caifTe Gariica (2/1eKTPOHHON IIATERHOM CHETCM b,
ayiuwiora). aiit a1 BrouT “rport
CBO KoCHIATbHbIE Zanibie, a fvice adeHCTB NOAYIAIOT JOCTYIN B yHiIies
CIYHAC K €O TIONTOBOMY SIVIKY, & B XYAILICM — K 2/ICKTPOHOMY CHeTY.

Textonori ¢uiepon METOJBI oIt
skeriepiit. KJTHENTA HbITAIOTCS HATY T, IDIAYMATS KpHTIHYIO DIty U1 TOTO,
4T0b1 OI BB CBOM KOH(UACHIUEbIbIC aribic. Kak IPABILIO, cooGuienist conel

ICCKIX

i
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KaT yrpos, HApINED, cuer b eyuae
‘TpeSonaniii, IIOsKeHIBIX B CoOBICHIIL

B HACTOSIIICE BPEMST MOUICHHIKIE YACTO HCTIOAB3YIOT TPOSHCKHE IPOrpavMbL. 3a-
Jpta faineg 5 aTou CRYis8 LD YIPOIGETER — JOCTSTT el Sl
somateist a cait nporpasyy, KoTopast
COMDTOR TSRO A Ko rmoat WCTE R SR ayEa0: Tapanih e
TPOSIHCKIMIT TIPOTPAMMANI CTAITH HCTIOB30BATECS! 1 Keiltorrepst. Ha nojcTanibix
caifrax KepTB FarpyAaIon T,
wakais rapin, Tpit allitl TAKOTO M0AX0A HaxouiT,
BLIXOUbI 2 KCTHCHTOR KOHKDETHOTO GAIKa LTI KOMIAHIN, & 1I0TOMY (HICpbi cTamit
HOBIBATS 1 CaifThi OBIICTO HASHANCHIIS, TAKILC Kk HOBOCTHbIC JICHTE 11 TIOHCKO-
BHC CHCTEMbL

Venexy ¢ ~adpep criocobernyer msiaii yp Ho30na-
Tedteit O NABILTAX PAGOTHI KOMITAIIT, OT IINCHI KOTOpHIX ACHCTBYIOT HpecTyIHIKIL B
SACTHOCTH, OKOJ10 5% OJIB30RATe el HE 3HAIOT NPOCTOO (pakra: GAHKIT e PACCHLIAIOT
icen ¢ MpockGoii IOATREPUT B OFIaiiHe HOMEp CROeli KpeAuTHOii Kaprbi 1 ¢ PIN-
xoa Ocroroii sanurroii ot nmitira noka octaiorest criav-(rastpot. K corerniio,
HPOIDANMA HICTpYNCHTApHIL 413 FAIUITH 0T (htITa OB orpamwcoli

TOCKOTbKY 3 IVATHDYIOT B TIEPBYIO 0HEpeD
ite Gpetnt 1 110, 2 HEI0BENECKYIO TCHXOAOMIO,

TTosABII0CH CONMpSGKERHOE C QUITIHTOM NOHSITIC — papMiE.

@apyuur (Pharming). D10 eitie 0;uti B MOWEHIINCCTE, CTABIUT LHEbi0 110~
JIYSITH TICPCOMLTDHbIC AHITbie IOAB30BATECH, HO HE SCpE TIONTY, 3 PN Hepes
ocputatbitbie ne-caiirii, Gapyepbi aerstior ia cepaepax DNS wipponbie azpeca
erITIMHbX BeG-caiiToB 1a B peayaBTaTe ero aren eperia-

ia caifrt B2 CIlle OIIACHEE, TaK Kak
NETIITH HOULCIIKY NPAKTICCKII HEBOIMOSKIO.
JList Gauurtst T (intira 1 apMHHTa paspaGATHIBIOTCA TEXHINCCKIIC CEACTRA
GegomacniocTit, pekze Beero U TNy IAHBIX Gpayaepon. CyTh dallurTs
HUCTONACTCA B GIOKHPOBAIIN CAIfTOR, TIONABILILX B CPHBIC CIHCKH MOUCHHIINCC-
1x pecypeos. CACAYIOLUIM LIArOM MOFYT CTATH CHCTENbI FeHEpAIL OAIOPA3OBbIX
Aol U1 HIHTEPHET-A0CTYNA Kk GAHKOBCKIIM CHCTAM It AKKAYHTAM B ILIATCAHBIX
cuctenas, ypowitcii sanuTsi 3a cuer
B0/ Hapo ¢ USB-ktiova.
rrier sapakent-
oo Bpedosi el PPl beAsid Pt Eios BACk o ABOTIGE MICADOD
CTYIHIKAM Y/UICHHO YIIPARIIATH 3apaKCHHbIMI MaAHaMH (KAAZLO/ B OTACTBHOCTIL,
$EACTBIO KOMITBIOTEDOB, BXOTIIUIX B CCTh, 1IN BCeli COTBIO HEIIKOM) 663 B0 110iTh-
somareas. TaKite IPOrPAMMEI HAZIBAIOTCS GOTaMIL.

BOTHETS OBIAAIOT MOLUIBIH BLIICITEbHBINIE PECYPCAMI, ABISIOTCS TPOSHEM
msupopvmm. 1 xOpoIIINM CriocoGoN aeer w1
TIpH HTOM 3aPakeHHBIMH MAIIHAMH, BXOMAUIMI B CCTh, XO3HH GOTHETA MOKET VI
R OTKYIa YTOIIO: 13 APYTONO TOpOA, CTPAIbI ILTH KE € APYTONO KOHTHHCITa,
a opramaiuts VHTEPHETa 03BOSICT JIaTh 9TO aHOHHMHO.
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. Gorow, voser wonoc-
pesoBamBIN,
B caysac npamoro y MOPKET YCTAHOBITS CBSI3b C Hit-

ULUIPOBAIILIN KOMITBIOTEPOM I YIPABIATD I, ICTIOTHYA BCTOCHITC B TE0 1po-
IPAMMBI-G0Ta KON

B cayuae Gor can ¢ nenTpon ynpas-
ICHISE LTI PYTIANII MAIIHHAMH B COTH, NOCLIACT AIIPOC It BBIOAHSCT HOAVHCHIYIO
KoNauzy.

B 11060M Ca1yiae X0astiH 3apakeitiioli MAUIHIb, KaK IPABILIO, AKe He H0703penacT
0 TOM, 1O O HCTIORYCTCA BIOYMMILICHIIIGL VIMCIIO HIO9TONY Sapavkeitisic
10t TaliHbIM KOHTPO-

e . HAIBIBAIOT Cille 30) i, @ CeTh, B KOTOPYIO
ot BXOBIT, — 3 cetbio. Hatiie Beero 3oMGH-AaumIta Hepeoray-
HbIC KOMITBIOTEDbI OMANIHIIX T Tb30BATE .

Bortierst voryr o pemernis
a4 PASHOTO MACHITAG: OT PACCHUIIH CIIAVA A0 ATAK 112 FOCYAAPCTRCHIIbIC CETHL

Pacchurka cnava. D10 HaiiGoiice pACPOCTPAHCHIbIIL 11 O 113 CAMBIX IPOCTHIX
BAPIRITOB oicCILYaTau Gorreros. 1o SKCIIEPTHEIM OlCHKAM, B HACTOSIIICE BPEMsT

e NiGit-stanit. Ciiant ¢ GOTHETOR HeoGA3ATbIHO pac-
CHLIGETCH BIGCILIAMIT CeTH. 3;. ONPEACICHIYIO ILIATY Clayepbi MOTYT B3SITh GOTHCT 1
apeinny. C act 50100 Thics A021pOB B 101
Muorotsicsuisie GoTHeTS! criavepa X MaLLIHH
MILLHONIE PACCHLIKIL B Teveilte K0poTOro spesieit. Eine o110 npeinyiyniecrio»
Gorneron — cBopa anpecon i nowTh -

X, YKPACHHbIC ApeCa MPOAIOTCS: CTIANCPAM G0 HCTOTB3YIOTES P PACCHLIKE
ctiavia castisi Xoasienayit Gorriera. Tlpi 9Tos pacTyuuii GoTHeT H03B0SeT onyaTH
HOBbIC I HOBBIC Apeca.

70

cryn MOTYT OBpAIATHCS! K ceprepa B
cm T3 SOMGII-MGIIID, 1 OT UNCHIE SAPIKEHIIX MaITII! COBEPUIATD Kit-

. HanpiNep B Be-caitrot 1w
PR —

Tipozaska u apeiizia GOTHTOR. O 13 BAPHANTOR HEFAKOIIHOTO 3apaboTica pit
10MOIUI GOTHETOR OCHOBMIBACTCS! Ha Cate GOTHETa B APEHAY LT MPOJKE TOTOROI
cemi. Cosaite GOTHCTOR AUist MPOJAKIT SRISCTCS! OTACHbIM HANIPABCHHEM KiiGep-
npecrymioro Gisteca.

Kpaka KoHQWICHINATBRbIX AQHHBIX. DTOT BILL KPUMHIELIBION ACATEbHOCTIH
HOCTOSIIO NpHBICKACT KIIGEPIPCCTYIILIKOB, & ¢ NOMOLbIO GOTHETOR €Y108> B BiLie
pasrIbX Hapozeii (L1 A0CTya K daeKTpontofi nowre, FTP-pecypeas, ned-ceppii-
can) H pouIX " i BTBICSI
paal BOT, KOTOPHIM 3APAKCIbI KOMIIDIOTEDB B 30NGI-CETH, MOKET CKANATH APYTYIO

IPANMY, HATPIACP TPOIILA, napoan. B akom cysiac
MHIHIUPOBAHHBINI TPOSCKOI u,mqmmmu OKIKYTCS BCE KOMITBIOTEDS, BOJSILIC B
o1y 30MOH-CCT, 1 xor
Maum.

P mapoan wint B HACTHOCTH, U151
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(Hanpinviep, niapo: Ui beex Haiizeitx FTP-
-60ra

MACCOBOTO BaprKent G-t

it pacimpernis 30vGi-cert.
Tepeunciiciibie arakii 1a IP-coTit BOMOAHS B CILTY PSAA IPIHI:
O Henom3oBarie OBIEAOCTY IHbIX KAHATOR Hepetai Aanibix. Bakieiinmie fani-
Hbie Tiepe; mlmw 10 CeTi B HE3AUH(POBAIOM BIL

s crexe TCP/IP
I/Il(cnm(pmmpvmuwi inpopyatst Ha yponiie IP niepeiactes B OTKPHITOM BILE;
crmite b GazoRoii epeint crexa oo TCP/IP wexarawos, obcctic-
e

oa 10 ero IP-azpecy. Hporeaypa
1yTe\|rm1>m<1mm BTIO/IHSAETCA TOBKO 1 CTAIMH YCTAHOBIEHIIS! COCTUHCIIS,
: TakeTon He
o KOHTPOJST 32

it HTepIeT, 110 CaeT VGUICHHbE COTeRbie ATaKit HpAKTINECKi Gearaka-
BN

1 Yrpo3bl v ya3BMMOCTY 6ECPOBOAHBIX CeTel

i HocTpoeHIiI cereli oo npoGiien sisiCTCH
obccnesettie itx Geaortachioctit. ECIt B 0GbMItbix cersix nopMamis nepeaetcs o
npoBozAM, T0 st pemeniii, focTatos-
10 Jterko, pit Ham cooTHeTCTRY Tpuium
aciicroist cemit npiBoIT K Goabioro KomtecTsa

eit st a1t

OGopyaosaiie Gecriporomix Jokabibix cereii WLAN (Wireless Local Area
Network) Bicniosac s ccGst oK1 GeCTPOBOIION JOCTYIIa 1t paboNHe CTaiutit Ut
Kak0r0 aboHenTa,

Touru docmyna AP (Access Point) BBIIOMISIOT poith KORIICHTPATOPOR, oecricili-
BAIOIUIX CB3H MCKAY ABOHCHTaMI 11 MEKILY Co00il, a Taloke yHIIIO MOCTOB, 0cy-
weCTBASIOMIS i € KAabIOf 0KABIOf ceThi0 1 € Hrtreprcron. Kt 10w
ocTya yosKer
ot Soek ey o6 ot Scey AoEryRaWETLS heneoi monofOiEbce abohests
A GOCpORDIIAM ATAITEPANH, YA A0CTYT K . TG 01 10~

B MecTax y

ropojax, GHOIOTEKAX, MAra3iaX, Gi3HeC-ICHTpaX 11 T

Toukit foctyita ecth wienTiuKatop Hadopa cepwicon SSID (Service Set
Identifier). SSID — a0 32-GirTitast CTpOKa, HCTIOHYCAS! B KANCCTR Myt Gecnpo-
Bo0ii ceTH, ¢ KoTopoii accommpyioTes nee yazst, Waermndpikarop SSID weoGo-
Ut st oo eRist paGosieli craruit K corit, UroGbi CBsaTH PaGONYIO CTaIUO0
 TONKOI A0CTYIIA, 00 CHCTeMbI AOKITb NCTD Ot 1 ToT ke SSID. Ecaut padosas
Cramwst e ieet ysxioro SSID, TO Ol He CMOKET CBATATHCS! ¢ TOUKOI A0CTYITA 1t
COCAUMITA € CCTbO.
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pas CeTSIVI CRAAINO C 1T
1M HOKOHTPOHPYENOIi OBTACTH MEKLY KOHCUHBIAH TOUKAMIT GecTpoBoofi cer.
3o noawoser B HenocpeCTReIOf GM30CTIE OT Bec-
HDOBOBIX CTPYKTYP, NPOI3BOITH el PAA HAIGAZCHINH, KOTOPbIC HEBO3NOAKITH 1
HDOBOUION Mipe.

TIpit HCHO 30BN GeCIPOBOION A0CTYITA K 0O ceTit yrposst Gesonac-
HoCTH eyliecTaenio pospactaior (pic. 1.1).

N—
-

- B a1
s ]
LY
Mobwnbteit .
nonesosatens Towapocyna  /1BC

Puc. 1.1. Yrpossi nipu 6ecnpososHom AOCTYMe K AOKANsHOM CeTH
TN OCHOBiHC 1 yrposbi cereii.
e pamomasika. Touka 0CTYIIA BIIONACT ¢ ONPEAC/EHHOM HacToTOil 1=
AUOMASIIC, TOGbI OTIOBEIIATH OKPECTHBIC GECTPOBOUTbE YauTbl
0 CROCM IPHCYTCTRIL, DTH UIPOKORCINATEbHbIe CHTHTL CONCPIKAT OCHOBITYIO Hil-
(OPAILIIO 0 TOUKE GeCTPOBOAHOTO A0CTYITA, B0, Kak 1paiti0, SSID, it npir.ta-
UIIOT 3aperHICTPHPOBATHCS BECTIPOBOAILIC Ya1bi B Aatioit obactit. JlioGast padoas
AN, HAXOANGICH B PEXINE ORI, MOXeT 1oy, SSID 1 AoGabirm cebn
b cerv. Bemarie smasiercs
Gecnpopozbix cereii. MHOTTE MOJCII NOSBOSIOT OTITONATH cofepantyio SSID
HACTH ITOFO BILAIIS, TOGbI HECKOILKO FATPYUHTS GecTIPOBOLHOE NOACILIMBaIIC,
10 SSID ext e veriee: i 10; . H09TOMY BCe
HEBOIBIIOE OKITO YAIBINOCTIL.
O«

Y Gect ax ceteii WLAN ncnons-
3yercs, HANpINC, YTIITA conyeeTHio co
F10GaTbHoIl crietenst Hoaonposara GPS. laias yriuma weirupyer
SSID cern WLAN, a 2B e crcrea

WEP, TIpityietieiiic Bieuiiieii airetiibi Ha 10PTaTHBHOM KOMIIbIOTCPE AT BOIMOSK-
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ki oBapyskeite cereit WLAN 5o pexst 00X HYSKIORO paiiona 1L H0C31Ki 110
ropoay. Haaeiist meroos odwapysenst WLAN sipsercs ocieaopanie odpic-
HOPO A1 C TICPHOCHbIA KOMITHIOTEPOM B PYKAX.
i BeayT s ('Gupa o ceru, koto-

pyio arakoparh Tlep MOKeT He
JIOBATHE FAHC T3 TOF0, 410G HOIYNTS FOCTYIL K COTERBI DECYPCAN Gt

pat s B CeTH, MOKET GniTh He CaoKiee
"TOrO, KOTOPO HPINEIACTCA A1 OGHMHOTO A0CTYNA K 3Tofi ceTit, BecpoBobic
cerit 1o cBoeit HpUpOAE 03B, AT C (IBIECKO CTLIO KOMIIBIOTEPB,
HAXOISULUICCS 1A HCKOTOPOM PACCTOAHII OT HCE, KK CC.1I Gbl ITIH KOMITbIOTCpbI Ha-
XOALIHCD HENOCPEACTBEIIO B ceTit, TO T03BOICT HOAKTIONIITA K GeCI1poBoMOli
CeTI, PACIOAATAIONEiCs B AN, YEIOBCIY, CIILCNY B MAIIINC 1 CTOHKE PO
¢ . ATay n10cpeacTso : nparctiicex

JloKubie TOUKH A0CTYTA B CeTb. ONBITIi ATAKYIOUUii MOKCT OPaIi3oBaTh 107K-
HYIO TOUKY 0CTYIIA € HMHTAIUICIH CCTEBLIX pecypeon. AGOHEITE, HIIero He 10105+
peBas, 06paMAIOTCs K FTO M0N0 TOUKE A0CTYNA 1 COOBMIAIOT ¢if CBOM BaKIILIC

KBHSHTB, HANPHACD Ay TEHTHPKAIONITYIO HBOMALLTO. DTOT TH ATaK MoK
NPHMEHSIOT B COMETAHIH C NIPSMBIM TLLICRHEM, HTOGb 3ATYIIHTH HCTHHHYIO TOMKY
octyna b cers.

Orias B o6caysxumanm. T10:11Y10 TaPATIBAINO CCTH MOKCT BHIBATH ATAKA THITA
<omias B obenysisari> (DoS). Le, oGoii DoS-araxi coctont 1 coszanmit ovexi
DI A0CTYTIC HOMBSOBATE ! K CeTeBbIM pecypeay. BecipoBouibie creTems: ocoerio
BOCHPIIMHBB K Takiny araxays, (DUSIRICCKIT YPOBEIb B GeCTpOBO IO ceTit — abe-
TPAKTHOE MPOCTPAICTBO BOKPYT TOUKH AOCTYNa. B0YMbINLICHHIK MOKCT BITIONIITH
yerpoiic Ha paGoteii YaCToTe noMeXayIL 1t
TPApIKON, — TaKai 31ava He BbLIBACT 0COGbX Tpy/ocTeit, Cayt hakT npobeers
DoS-arasi 1 mimeckos ypm-mc ' GecpOBOAHOli CeTi TPYIIO 10KA3ATH.

. Arau Tina Bbino-

E1807CH 4 GeCIDOBONFB G TOPAA0 RO st i TPOBCIHELY, Tl ¥ K npo-
BOINOIi CTH TPEGYeTCs eaH3oBaTh ONpEEHIbii BiLl A0CTy A, OGHYHO ATAK
cepetities HCNO3VIOTCA U T 1 1=

I0CTHOCTH Ceatica Chsal. ATAKII <4e/IOBEK-B-Cepetiies Gortee CIOMITb, e Goith-
MIHHCTBO APYTHX ATAK: U1 1X TpeGyer .umpnsm
61 n r 13 CETEBBIX PECYPCOB.

HCTIOB3YeT BOSMOAHOCT "
HI0TOK AGHHBIX ¢ LCTbIO IE3NHHIIS Cro COTCPAITNOID, HEOGXOAUIMOTO U5t YOBICT-
BODEHITS! HEKOTODBIX CROW 1ieseil, Hanpiep vt ciydpuira 1P-apecos, maseriernist
MAC-atpeca AUt IIITIPOBAIILA APYTOTO XOCTA 11 T. 1.

Asonmmbiii octyn 8 Himreprer. Hesanummeribie Gecnposozssie JIBC (iokaris-
Hbie aKepaM Haits i
115t atak uepes Mirepiier, Xakepbi MOTYT HCTIO:I30BATS HESAUMEHHYIO GeCTIpOBOt-
1y10 JIBC opranmsanuiit 2t puixoza pes ee s Hirrepier, re ormit GyayT ocymiect-
Th IPOTHBONPABILIC ACHCTRILA, HE OCTARIILA U STOM CROMX C:16A0B. Oprainizaint
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c i JIBC tpaiika,
HALICICHHOTO 12 APYIYIO KOMITBIOTEPHYIO CHCTEMY, HTO CARNO C NOTEHINIATBN
PHCKOM npaBosoit o i yitiep skeprne arait Xakepon.

ani Taosyia xovE R ok s GoCtyOmEAREcE PORSH T e
BAIOTCA ONCANHBIMIT BbIIC

1.4. TeHaEHUMN pa3BUTUSA VIT-yrpos

UT- N KH PacTeT Ko-

Tlo vepe passiTist 1
oristast monach T yapts i phsson Koome Tores SECRiY Crabamen sos

60J1Ce HIOUPEHIBIHA, TOCKOILY XAKCPb, CIIAMCPB 1 HIBIC &0y MBILLICIHHH AKTI-
10 BEpyT 1 BOOPYJKCHIC BORMOAHOCTIL, OTKPHIBAIOILICCS 110 MCPE PA3BITIS Hcpop-

MAIHORHBIX TeXHOOMI.
To sty orera «Trends in IT Security Threats», noaroromieimoro Computer
Economics, b siecsiriy anGosee oraciibix M T-yrpos xonsr:
O yrposst micaiizepos;
O YIPO3BI OT BPEIOHOCHBIX TPOrPAMM (TPOSHILED, KOMITBIOTEPHBIX BHPYCOB, YepBei,
oy e

Spyware- n adwar
HEABTOPHIOBAIIATE AOCTYI CO CTOpOIL BHICINIIX HapyIITeT
DoS- 1 DDoS-araxu;

O DiextpoIOE NOEHIIICCTBO;

‘OG

O uu ATaKH;

O dpapymmr-arais;

O cna;

O yrposa i noTepi HociTest
O bitextpommuii BRI 1 caboTak

T cunmamics b (B
BHpYCA), SAIIIT OT KOTOPbIX YIC10Ch 0c0G06 e, OJUHAKO HOCTETeHHo 5o
Goabiie BoapacTaet omactiocts piyTperitx UT-yrpoa. Uncaiizepexie yrpossi mavi-
HAIOT OEPEKATH YIPO3BI OT BPOHOCHHIX POTPAMM KAK 110 SIHCY HHLULICHTOR, TaK
11110 oGesty 1y yiepGa. Yrpoast ot nporpavit focTat
BCCOMbI, TIOCKOTDKY HNCCTCA MHOTO OPFAITZAINI, A€ JAITE OT NOAOBIHHIX YIpO3
VACISCTES M1 BiiaIs. BeChVa ONACHBIMII ABIAIOTCS HCABTOPHIOBAITHbIIL AOCTYTT
0 CTopoHBI BHeIIX HapyTesieil, a Taoke DoS- i DDoS-arait. Oy it yueps
HIDHHOCST ICKTPOHHOE MOUeHHIHCCTR, (htuitir- 1 hapyitr-arraict, Onpeeiiertbiii
BPC HAHOCAT YTO3BE CTIaMa.

Anauminkir kovmaini Gartner st MGILIbbie YCTpOIiCTHa 1t H0b30BaTe -
(Gecnatiias o, 1CQ,waris, Gor, Wi-Fi

yipo i e

1t paciipo-
b oy uetist

crate oo TexIIOIOr
1p.) ozt 1
ADYTHE O3B0
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MoGitibiibie yerpoiicTaa BiecTe ¢ Haxosielics 1a Hisx Koproparisioii iopya-
wieit epeako it HITCM HACTO Hax0-
. Kpox

Junuascst Ha Hux HUKaK

yerpoiicrsa i Textozor

crocobon M I TOB3YIOTS Hit-
iiziepol.

Cuenapuii pasnirrist UT-yrpos Bpest
~at «JTaGopatopmt Kacriepexoros [79].

Tlo MHeiio drkcriepron  Gyser nocre-
TICHIOC CNCILCHTIe BEKTODA CETCRIX ATAK B CTOPOHY ATAK Hepes LIPOKO BOCTpEGORal-
inbie GaikiooBNeribic ceri.

Ocnopisivit p omexti o-npeskienry GyayT o6apy-
entibie y b 10
Ocobii irtepec y xakepon puabiBact Hopast iatgopya Windows 7.

B 2010 ozy COMRII CCTI K CPEACTDO OGICH 0501tk 10 Hony 3ApHocTi

CKTpOHITYIO T enoci cyTi, comtuib SABISOTEA MECTOM MACCOBOTO
CKOILICHIS 1t OULCHIT! TI0TBOBATEIICH, UTO B HTOC NPHBOUIT K NOBBIILICHIO YPOBHsT
OBEpHSt MEKILY 110z ) orinM,
CBOe BHIAIHE 12 TeXHHO c ii B peayarare
CeTH NPEBPAINAIOTCS. B OCHOBHOI HCTONHIIK 3APAKCIHS BPCAOHOCHbINH TPOTPAMA-
i

Bpeitorociibie nporpayMBi eTaiyT eitie Goiice caoibit. Ve ceifuac noayuin

ipoKoe cantie npo-

T — 1 1 CORpbITIIS B

cicTeNte, oTmAIONIecs 0T 0AHOl ii crpyK-

rvp0|'1' 1 KpaiiHie 130UPEHHLIMII CXeMaMI B3aIMOCiiCTRIIS APYT ¢ Apyrov. Cirtyatuist
ISICTCA Tex, U0 Mlior BhLCT

AN TPILIOKCHIBA MAUIHHbL

Bee 970 CYUIECTREHHO NOBIMSCT Ha PA3BITHE CPEICTB JAIUITH, 1 PA3PACOTIIKI
AHTHBIPYCOR GYAYT CTPEMITbCS GIOKHPOBATS YTPO3H Ha CIMOM PAHHeN ATale 1
BICAPHIIL B CHCTEMY, TAK KaK B IPOTHBHOM CYac I30ABITHCS O HpOHIKILC
AOHOCHOIi PO PAMbI G 1CT IPAITINECI HEBOINOAIO.

OGbrHbIA CTalyT atakit Ha “tia. /L iPhone
B BPCAOHOCHBC HPLIORCHISE (4P 1LY, Aot e aooat ot -
oMcKst nporpasyia, a 11 S Guum

C OB BPCAONOCITBNI KoNTOerrTaN. Tlo M0 AITIHKOD, Berizeck
miepeca v K Aact o cebe aiatt b G-
xaiiiest GYAVILCN, 1 DO BIPYCHBIX HHIULICITOR MOKCT IAKPbITS HOM0BTCACH

YCTpOiiCTB 10 ynpaniiciiient onepaioiio cierests Android.

OcHoBHBIC YCHISH XakepOB GyyT HATIDARICIb 1 HCTIOTb30BANHE WFbSINOB 1 LI
cepaitca Google Wave. Criay, OIntHIoBbie aTaki, pacipocTpaiieiiiie BpeOHOCHOr
TIO — co ncext arivi yrposavi, o sneio cnewaicron «/labopatopi Kacrcpe-
KOTO», CTOKHYTCs Google Koyt~
KalwonHoii o
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Caeityer GhiTh rOTOBLIM K HOBTOPHOIi BOAHE PACIpOCTpaEIis GaibIIIBbIX a1i-
TUBIHPYCHLIX IPOAYKTOB. YK Cefitac MO0 Hal IO Th, KaK SI0YMbLACH i1
HOCPCACTBON etan-pacchuios 1 peiciaioii cemt Google Adscase penpy
nomimin con

SAILTATITY A€

| A ————————————————— obycronieno

1 11CBYIO 0uepeith IPOCTOTOE 11X pa3paBOTIH, OTIAKEHIBIM MEXa3

H0r0 PACHpOCTpAIICHII 1 GO:ILILIINIT (DHACOBHIH CYMAAMH, IIBICKACMBIMI 1PeL-
" 3 Koporktii poy Bpesiei,

1.5. KpumuHanuaauus atak
Ha KOMMNbIOTEPHbIE CETU U CUCTEMBI

B pacter araxna cre. Pac-
ryui Gt opatbionN LB THICPICTE 1t SAckTpomIbe 1aTc
Goace neero ¥ tmoct, e
ToK0 CTBCIIO, 1O 1t C {Geprpecry s cocto-
T3 n ficTBy JPYT € APYTOM
TIDCCTYIHILIX DY, IDHNCN CBT3H MELY K MO
A BOUNHOTE BATOAC
upectymienis B Bty i npe-

CTYINOCTI 1 NOYSAIOT Bce BOICE HTKYIO OPHHTALLIO 1 IOIYCIHIE 0X0108 B
peayarate ux Pacter wic:10 CBmBAIBIX ¢ Heera

M JIOCTYNA K ii o noa

YTPO30ii OprAMIFAIII ATAKI Ha KOMITHIOTEPHYIO CHICTeN
ATAKYEMOI OpraII3AILIL, SAKAIHHINIL ATAKANI 4OTKES 1 00CA
KIIX UIfTepHeT-TOpTaLA0B,

Cymecrayer vacea pHCT-pecypeon, o e wro yro-
10: OT SKCILIYATAILI YAGBINOCTElE A0 TPOSIICKIL IPOTPANM A1 HIOCTpOCHILA GoTe-
0B, & TAIGKE TOTOBBC GOTHCTL 4B AperLy>.

Obacti, Hanboee yaninbie A1 ata

HOJKYTIOM COTPYAIHIKOB
VIRUBAHII> KOMMepUeC-

O iTepHET-CHbI 1 HTCpHCT-GatKItHT;
O yranembie A 1 i n

BCC WalILe PAIMCIAIOT 1 YAACHHbIX BHCIIHITX CEPBOPAX, 4O 0IBOIACT 1pe-
CTYIHKAN BTAMBIBAT TPAGHIC H TIOYTH A0CTYT K htitaiiconoil, Koriditact-
wiabtoli 1 mrsnoff imdopyaint
otnaiin-trpot. Tpectyeius v aToii O&aCTIt — 970 Kpwka Hapodicit 1t BUPTY-
“UIbHOIl COGCTRCHHOCTH LT NOCAYIONIEHE X MPOUKH 1 Oy eIt Xoporicii
npiGLt;
oiaiilobie GHpKeRbie AreHTCTE. STRISCTCS! BeChMa IPHBICKATEBHON 1eTbI0
U151 IPECTYTHIKOB, H0TOMY 5T0 10Gas GHprKenast 1HPOPNAILIS! BCerta oMby~
CTCs TOBMIIICHIBIA CIPOCON;

°

o
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O Web 2.0, Conpranpie cer, Gort, popyws, wiki-pecypers, MySpace, YuuTulx
Twitter. 9ru yj106Hbit MEHA
SATpYATh 11 NYGIOBTS JGHIHC, ICIAIOT CTO YHACTKOB YASBHMHMIE o
SapaKeIii BPEAOHOCHBIMIT TPOTPANMA
CompeNeribic KitGepIpecTyNHIIKII BHGPAII CROIM OPYAIICM AUist ATaK TOSHCKIIe
HIPOTPAMMB, C TIOMOIILbIO KOTOPBIX O CTPOSIT GOTHCTbI U5t KPASKH apodieii 1t Koreit-
Jesmabioii miopyat, mposozsT DoS-aTait i WGpYIOT Aaltiic, KTOGH FaTes
WAITAIPOBATH CROILX KCPTE,
C

1BIOTEPOB, KOTOPA! OGACIACT KONTPO:I 3 GOTANI H VIIPOLIACT IPOILCCC HE3AKOMIIOTD
cBopa zanttuix. TIpHGbLIL BABIICHT KAK OT WICIA AKCPTB, TAK 1 OT YACTOTH, € KOTOPOi
pedyiores Hosbie Hen Ao0bitie porpasia
«KIIBCT> B KOMITBIOTEPC-KCPTBE, TeM GOIbIIC JCHCr 3pAGATHIBAIOT X03scBa 30N~
cen

[ DdoS-arax
(Distributed Denial of Service - pcrpseeaias Z ars eoma> obcayxima-
i) 1a cricr e Taroii ara Gotosia-
e o % Rt A0 o8 KT UM afbag B i B penyins
CepBep 3-3a 1EPETPYIKH CTAHOBIITCA HEIOCTVIIBIN A1 HO30BaTeACH.

30 OCTAHOBKY ATAKIH AIOYMBIILICHHIIKH, KAK IPABILIO, TPCGYIOT BHIKYIL.

Cerouis MHOTIIE KOMITaIHH PaBOTaIOT TO:1bio Hepea HITTepier, 1 s HitX HeAoe
HOCTS OB GHGACT HOIIO OCTANOBKY GISIEE, 110, CTECTINO, IPHBOTT K
(putiaricoBbiv noTepsiy. UT0BH 10CKOPCE BPHYTH CTAGILIBIOCTS CROIM CepBepaM, Ta
KIHE KOMITaHI1 OGBINIHO TOTOBb BBIIOHITTS TPeGOBaIIIA WaTaskiCTOR. MMeRHo 1 a1o
H paceumOT KisGepnpecry KL, noarovy DDoS At crarioniTes b Goine

DDoS-arart MoryT i cs 1 KaK CPEICTRO
B 511X c1yuasix aTAKYIOTCS, KAK IPABILIO, CePBCPbI TOCYAQPCTREHITbIX VupescieHitil
I IDABITEIBCTBCHITbIX Opraniaitii, ONACHOCTS TAKOTO Oa ATak COCTONT eIlie 1
TOM, 0 Ot MOFYT HOCHTb IIPOBOKALUOHHbi XapaKTep: KiiGepaTalka cepBepoR ouiofi
CIPAI MOKCT OCYILCCTRIATHCS! C CCPBEPOB APYTOI], & VIIPABIATECS € TEPPHTOPITI
TPeThero roCyapCTE.

COBpCMEHIBIC KIGCPPCCTYTIHIKIL LIS TOAVNCHHS KETACMOTO Pedy.HTaTa 0KHb
NPABILTBHO OPFaHHIORATD A BUKHBIX MOMCHTAL I0CTABKY 1 00CCTICHeitIe paGoToctio-
cooctt nporpav

Tlepani war 2105010 epIpeCTyIIACHI — AOCTABKA 1 YCTAHOBIA BpCAOHOCHO

yi-

nporpavsi. ITp YIOT HECKOIBIO TeXHOTOT AUt aroii
west. Ocropitbie cnocolbt a

(TAK HA3BIBACMBIC BEKTOPHI 3ADAKCHIIS) — ITO CHAM-PACCHUIKI 1 mp.mcum,le BeG-
CrparsL. WACambibig U MPECTYIHIKOB ABIsCTCS . KoTopbiit

MCET YASBIHMOCTD, YASBHMOCTS TIOABOAACT HDECTYTIHHKAM YCTHOBHTS BPEOHOCHYIO
MOTPANY, G TOTO 012 AOCTABIENA €0 CTAN-ACCHIKOfE L € TIONOIbO Tk

it sarpyaiat d) npit oce-
eI 107153 :
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KCT04CHbM S/1CMEHTOM B IIDOLCECE PACTIPOCTPAIICHIIS BPEAOHOCHIX HPOTPAM s~
s10TCs TexHoAOL i Basacryo rexHseCKye npex oxe
1pOCTBI, i e i bl MrHO-
S i bt (M) o ApyTa. it cebLt OpOpNLICHb Talk,
Kk BYITO 1O 1M NOJKHO HIEPEiiTit K KaKOMY-TO HiTepectioy pecypey B Hlirrepiere,
xorB crit o eyt neS-crpamiuyl, B Haunt i ek
TPOHIBIE COOBIICHII MOTYT COACPIKATS CILCHAPHIL, KOTOHIC OTKPHIBAIOT FapiKCHHbili
BeG-cait Ge3 BCAKOTO VHACTI 1O B3OBATCII,

Texnozormst drive-by-download o3BT sarpyskats BpeOHOCIYIO MPOTPANMY
12 KOMIIBIOTED TaKIiM OGPASOM, M0 AUk FPAMOTHbT! 1 BHIINATC bl 10 Tb30BaTC D,
KOTOPHIl HIKOTAG HE 1I0CCUIACT CATITHI 110 HE3APOIICHHbIN CCLIKAM, HIOABCPIacTest
PHCKY sapXeIItA. B TAKOTO PO SIEKTPONIHC COOGIIEN TaCTo BICTIORETCH Vo=
Miflatte aKTyablbix cosbrrii,

OCHOBIIIN CTIOCOGOM SAPKEIIA TPOOKACT OCTARATHE! BT, HECNOTPA 12
BCe MEPb, TPCATPHHINACMbie GaHIAMIL 11 JPYTIMII KOMIAHISINIL, SaHHMAIOUUIICs
JCHEKHBIMH 11epeBojayH, CMIIKOM MHOTO HIVIETO HE H003PEBAIONIIX TI0B30BaTe el
e MOTYT HOAEETbCs 1 OGN T 10 CCLUIKAM Ha WHTCpCCHC CfTh 1t it
HATH BuIrSIE da ;dJlL‘ H HMHbBIE.

Caeyiouuii war KHGCpUPECTYIIIIKOB NOCIE AOCTABKIL

— OB PAGOTOCIIOCOHOCTE 10 IpOrpaNI, T0 CeTh COpAICIIE cC ucoﬁu'r
PYAKCHION KK MOKHO A01blIC. V10T HECKO b
U151 TOFO, HTOBbI YBEAINITS <CPOK CYARObI> KKAOI HaCTIH BpEAIOHOCHON nporpaN L
BHpYCONHCATE CTApACTEA CACIATS BPCOHOCIYIO TPOFPANNY ICBILAINOI e TOKO
 HETo Yoo AGETERT 0 3203 T “TOGb OMa <BbILIA>. Cnm:mmlhle

cokphims nporp: o8,
GrokrpoRae crcTens apetemli o6 OUGK2X H OKOH TpeIyTpERCHIL, BHAB:
CAIIX AUTUBIYCON, CORPLITIIE YBETIICII PasMepoB Gaikion, Herooraiie Nio-
ectsa pamo()opd SHBIX YIIAKOBULIKOD.

Npyras o, 5o nporp
i, padorh nporpa uis obiapy-
swermst peonocnoro 110 1t xl|><)‘u|c)|l4>| ero cyinectaonaimis Ha Kovmiotepe. Takite
JciiCTBI HacTo Tiewerist GesonacoCTH, yAaere

Koza it Mondatuto xoconuix haiion Windows ;s npepanteiiis oBHoterts
ATHBpYCIHLX TOpaNY.
He3aMeTHO B i o\mllh SKuBYuHii
Gustiec e ii crpykTypoi. Tiepexon
i HeLe P AERTal i o PRy, P MORRIE OGO
HOCTIE aTai: Ha HiH(OPAALHOHIBIC CHETEMBi BISBIBACT CePbE3Hbili POCT ONACHOCTH 11X
HOCICICTBI U1 ATaKyeMbIX Opramisartii
Tlootowy dieniepTbi 110

1€ CHCTEMBI 3aUWTHE BBIABICHI
ICH3BECTHBIX BPEAOHOCHBLX IPOTPAMM, & TAKIKE
¥ arak.

VIpos, GrokHpOBaIA HBCCTINX 1
paGotsi o3 i
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1.6. MosiBneHune knGepopyxus ans
BeZleHUsl TEXHOJIOrMYECKUX KNbepBoiiH

B xonite centaGpst 2010 rofa CTao H3BECTHHO, HTO KOMI
Hatiec cep it parickoit siteproii nporpaxe. Menonays ysapisocTit
onepatutonoii ciietes Microsoft Windows i pec:iopyraiit wezoneseciknii daxtop,
Stuxnet yenemio nopazin 1368 113 5000 uerrrprcyr 1 sagoze 1o oSoranero ypara
B Haranse, a Taioke copsa cpokit anycka syiepiioii A9C B Byiepe. akazuik aroii
arain odnabo ewsnecten, noImITe, ~ HEpuubil COTpYNIK KoMiaih
Siemens, fresth B paOUYIo CTaiuto.
Virtept, Hanecernii Acpiy oGsekTan Hpatia, CoNOCTaBIn ¢ YEpGOM OT aTakii
uspaiheian BBC.

MipOBYI0 1pecey ST HILTH MPATHBIC TPOPOSECTER 0 HACTILICHITH 3Pl TEXHOTO-
rinseckirx kiGepoi, Kiepier MoryT cTars Py

{11 TAKIIX BT — Ol C 1 crocii paspy crin
KA TIpABILIO, AN,

orepiii vepss Stuxnet

urper K:
e ks S S AShi e e R R Mo
CHIaM i He BOPYET KOHHACHINAILRYIO HHOPMAIINIO. DTOT HIOBPEA COVLAN, |
KOHTDOIHPOBATS TPONIBOACTRCHITbIC MPOLCCCH, B GYKBABHOM CMbIC/IC YIIDABISITS
OIPOMIBIMIT IPOHIBOCTECHIBIMIT MOULHOCTINIL B HIATICKOM IPOLILION Mbit GOpoJtich
 KHGEPIPECTYHIKAMI 1 HITCPHCT-Xy ‘Terepb, Goioch, HACTyACT BpeNsT

ro», pacc

"
53 «

Biiore 2010 roz
cucrenias,
D10 HepBbIii HIBECTHbE KOMITBIOTEDHBII] YCBb, PYTKIT KOTOPOTO ACHCTRYCT 1 ypoB-
He AOTIINCCIITX KOTPO:LIcpOR. TIonToMy STUXNCE 3apajkact He CTObKO MporpaNHoe
ofecrieuertiie, CKOIKO ANTAPATHYI0 OCHOBY CHETEMb, HTO HATITEBHO JATYSCT
Gopuly ¢ it Vlnieiotest cuesertits, w0 60% BeeX KOMIBIOTEPOB, HOPKCHIbIX TirN
BIDYCON, PACHIOIOKCIHD 1A CTPATCTHHECKIX OGLCKTAX ATOMIOI NPOMBILLICHNOCTIE
Hpatia. Xorst xovariis Siemens, Gopy st
T Sooloe, OIS SepH
ano w0 Stuxnet npeactasasier coboii cner-
AMBMPOBAHIYIO BoeHIYI0 Pa3paGOTKY, BOIMOKHO, HIPAWTLCKYI0, TOCKOMBKY HCXOI-
b KO BipYCa CoepT BapyampoBatsie yrowa MYRTUS. S1ist caososs
Gyrabio C uBpirTa ity 616 Hepeoriaka i tapiist
HyAiicKoro porCxoKetiis DCPH, KOTOPAs TIONOIAA COPBAT ILTAN HATAZCHIIS
iepeon 1a yzelickoe 1aperno. Kpose TOro, B OON MECTE KOa BeTpesacTes i
e oGsicrentias a9 st 1979 roxa (19790309) — 10 eTpatHoMy CoBIACHIO, 1
9T0T et MPHILTACh KA3ih HIBCCTHONO HPAHCKOrO IpOMbILICHHIKA Xa0i0a Atbra-
HSIIA, CBPES 110 HALHOHTBHOCTIL,

Jlanmbiii BUPYC HCTIOAB3YET YETHIPE paliee HEM3BECTHBIX YASBHMOCTH CHCTEMbI
Microsoft Windows, oia 113 koophix — yaminiocrs <iiyienoro s (zero-day),

e
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B-Flash

st upit oot US i. Tanoiii
4CPB TPHACHATECH TCM, HITO, 110 CYTH, SIBIACTCA HHCTPYNCHTOM MPOMBILILICHHOTO
LILHOIEK?, — O pEAASIAE U1 1Oy IeNIt AOCTYIA K ¢ mens WinCC,
KOTOPAs OTBENACT 32 CGOP AGHHBIX 1 OIICPATIIBHO UICTICTHEPCKOC YIIPABICHIIC KpYII-
1M pOH3BOACTEON. /L0 T0pbI 210 BpeMelii Stuxnet Hitkak celst He MPOsBIACT, 10 B
S AOMHT BPCMCHH OIf MOKCT OTIATH KOMANAb, (DIIECKI BHBOASILILC 113
crpost Vexoamsarh ot TporpaN exty
HOMOTUIO HATIIe HACTOSIUTX 1chpOBbIX HoACeli (s AciicTITe blbIX ceprindpit-
Kata nanyieribx ommamui Realtek 1 JMicron).

7 e Kovtai Trend Micro o ®epriocon (Paul Ferguson) sastitz,
470 ¢ coparIen SHUXNEL B MIPe TOABILIOCH IOHOLCHHOE KIGCPOPYAIIE, KOTOPOC
BUIXOUNT 32 PAMKIE TP MILIONHBIX ICCTPYKTHBHBIX XMt (KPKa HOMCPOB KDCHTHBIX
KAPT 1. 1) 11 CTI0COBHO MPIBCCTIH K CCPLC3HBIM ABAPHSIN 12 ONCHTh OIIACHbIX IPOMBILIL-
eHbix OBbeKTaX.

Jlaritbiii BUPYC CTAT NEPBbIM HACTOAILU KIGEPOPYAKIICM, TaK Kak OH criocofert
< S LUIPORONO MIPA> 1t YHHTOKIFT MATCPIATBIbIC OGBEKTH — 2 e
OO HapaEOBaTh HITTCPICT- Kty OBbex Bipyca cocTansieT npinvep-
10 500 K6 oza a accesiicpe, C

Banrycre 2010 roxa y
HPCUIOOKEIIIE, HTO 32 COMAMIIC FTOFO BIPYC CTOST KPYITHbIE FOCYAAPCTREHITLIC
crpyKTypi. Pykosoaies otaea cieres Gesonachocr kot Symantec Jlopar
DCI0 HPCANOTATACT, HTO HaX coFaIEN Stuxnet PAGOTATI Kk MIHINYM OT HICCTiH
0 Z1CCSITH HeT0BEK 1 secsien. C cro-
1IMOCTD Conarist SEUXNCL COCTARIACT He Metiee 3 MILLTIONOR 0LIAOB.

Loraa teanio coaartioro kiGepuraGa CIIA npi Herrrarone, reriepan Kirr Aeic-
cartep (Keith Alexander), nhicryrias b korpecce, 6o sasisit, 10 5a noccue
HCCKOIDKO €T YTPO3a KHGCPBOTiH PACTET CTPCMIITEbIbINII TCMITANIL.

Tlo caomay savnmiictpa odopors CLIIA, wonas crpareri KiepSesonaciiocri
CIIA i Ha nATH

sl b LR AL anay -
6CPUPOCTPAICTRO Te, oM 0110 ke CTaI0, — HOBOil 30t0fi BoeHbIX AciicTauit, Touro
TAI 3Ke, KAK CYIIY, MOPE, BOFAYLIIHOC It KOCMINCCKOE IPOCTPRCTRO, Mbi JOMAHbI pac-
CaTPHBATS KIGCPNPOCTAIICTRO KaK Chepy HANNIX ACHCTBIL, KOTOPYIO Mbi GyieM
SuNIET 1 okrpiity. Bor uto nody:uiio
HAC COMLATH OBBEUMHCHHOE KHOCPKOMAIIOBAIIC B COCTARE CTPATETITNCCKOTO KoMali-
Jovatis

Bropo

HHILUIT, © KOTOPOM 51 VAKE YIIOMIA1, — 00OpOHA AOLKIIA GbITt AKTIHBIIOI,
Ot A0JTKIA BIIONATS B¢ OBUICTIPHILTHIC A1 TACCHBIOI 060pOIbI — CoGCTBCI-
110, 970 OGBINIAsL TITICIA: BOBPENL CTABHTS, AT, OBHOBISITS CBOI AUTIBHPYCHbIC
TDOTPAMMB, CORCPHICICTBORATH CPEACTAA FAIUITH, HyKIia TaIoKe BTopast s 060~
POV, KUy AT TR AT AT S,
MonTopiira Gesor € 9TH CPEICTBA, BEOATIO, NOMOTYT BaM OTPAITH
ot B0 nooriraas AR At Ot eutsarn 20 wporATns - At s yGan
oleika — araxi, Kotopbie wan ocr:
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nocpencTsom sarams wip. HeoGxommnt ropasio Gonee axrumiii apeena, Hyxarbi
HIHCTPYMEHTH, KOTOPbIC CTIOCOGHE ONPEACIATS 1 GIOKIHPOBATS BPEACHOCIbIiT KOL
HyKiibi 1pOrpaIMb, KOTOpbie GYAVT BHSIBISTS 1 NDECEAOBATS BYTPH Baitieii code-
THEHHOI CeTH BTOprIIECS B Hee 3T0BpeaHbIe devenThl. Kora But HaULTH 11X, Bbl
JLOIKIB 1HMETh BOSMOAHOCTS 3a0I0KHPOBATS 1X OGHIEHIIe ¢ Biielei ceTbio. ibivi
10BN, 9T0 GObIIC TOXOKE Ha MAHEBPEHIYIO BOiitty, HeM ia o Makiiio,
Tpernii npu crpateri ~ 910 auuITa i -
pacTpyKTypbL
ernepriii — CHA 1 1X COIOGHIKI AQANb IPHISTS Mepbi Koz

eKTIBHOI 060~

Haxorter, nsrrii npititunn — CLUIA 0K OCTABATHCS! 12 1ePEAOBBIX pyGeskax b
Da3pAGOTKE IPOrPANMHONO POYKTa>.
B nacrostitee bpestt px rocyaapers s

1 0 HeoGxoumoCTI GopyIpOTarILL

JoanTi 110 rposav. Tlo e
PAUIA KCIEPTOB, 31O TIPEICTABIAETCA BECHMA CONHHTEHbIM, HOCKOTSKY CIMIIKON
BeAHKII OGN, BuICOKINII Gesonac
Hocth (s 3 ; e /ocbi

Hoct,

1.7. O6ecneyeHne nHGOPMaLMOHHON
6e30MacHOCTU KOMMbIOTEPHbIX CUCTEM

1.7.1. Mepbi u cpegcTea obecneyeHmns
MHpOPMAaLMOHHO Ge3onacHocTn

CyliecTnyeT ABa NOAX0A K NPOGACNE OGECIICNCHI GCIOIACHOCTIE KOMIBIOTCPIbIX
citcrent it ceteit: parverrTapibiii 1t Kostckciiii [4].
Dpacyenmapunii nodxod 1anpasen 1a POTHBOACTCTBIE HCTKO OUPEACICHIIbIN
VIPO3AM B JUAHIBIX YCAOBIAX. B KauecTne IPHMEPOR PEATHBAINI TAKOTO T0/XOMA
MOKIO YIa3aTh OTAC/bIIBIC CPCACTBA VIPABICHILA AOCTYIION, ABTOHOMHLIC CPEACTEA
HPOIPANAb 1 T 11
JLOCTONMCTBON TaKOrO 110/IX0 AIAETCH BHCORE HAGHDATEIHOCTS K KOHKpeTTOii
yrpoge. EX0 CyIIICCTBEINbIM HEIOCTATKOM ABIACTCA OTCYTCTRHe €U0 Saulei-
Hoii cpeast oGpadorian Dparverapibie viep st
SecieumBaoT 3ty obterron cncrent (KC) omko
o KouKpeTofi yrpod. Jlke HCGOBIOE BILIOMINENCIie YTPO3bl BCICT K TIOTCpe
adxpercrupiocT auurrsi.

na cossare i cpeast oBpaGoTkin
iopartnt 5 KC, 0GbeAMIONLC B € KOMILICKC Pasiiopoibic Mepsi po-
iicTaits yrpo: pestst oGpaoTici itichopyatin

KC, uro smasercs

at0ro noaxoza

ossonsier yposenb GezonacHocT
nozxoza. K
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omHoestTes orpamiciista coGoay AelicTuti nomsonareieit KC, aypeTpiresiocts
K OIIGIA YCTAHOBKIH 1 HACTPOITKII CPEACTS SAUUTH, COSKHOCTD YIpARCHIIS.

Kowriekcibiii 110;x01 npisieiisiior 41 sauutsi KC Kpynibix opraiia sl
neGompumix KC, it 60
60 pakiiyio S KC fyonies
oprarnadi MOeT HareeTH Orpos NaTepWaTb D YUIEp I cay Oprarza-

LM, TaK i X teiray, TI09TOMY Takiie OpraHIBaLIIH BHYIKICIB VACISTH 0C000C
BHIGRIC FAPAHTHSIN " 1o sy, Kow-
ILICKCHOTO T0AXO0/ Goavcrio W KpyIIbIX

Mviep it 1 yupeRUCHITi. DTOT HOIXOX HAIIIET CBOC OTPRKEHHE B
PABMIBIX CTaIAAPTaX.

Konuiekchbiii 10x01 k poGenie ofecricuerist Ge30NiaciocTi ocHopar ia pas-

s ii KC nommie c Tomrmia

pernaverripyer addexminiyio paoty cperers sanurm KC. Ona oxsarbisact bee
ocoberiocTin npottecca 0padoTIn HOPNALIIIL, ONPEACIAS TOBCICHIIC CICTENI B
pairbx enryausix. Haiexiias cHeTena GesoliactocTi CerTi He MOAeT Gbith co3
tia Gea addeTitsiioii nomrmini cerenoit Gesonacrocn. Hocrpociiie 1 npivereric
HOHTHK GE0NACHOCTIN TI0APOGHO PACCMATPIIBACTCS! B TAABe 2

L5 3anuTh HiTepeco cyGhekTon
CONCTATH MEPBI CICAYIONIX YPOBHCi:

a-

cran KON, akTh T L
O ABHHCTPATIBIO-OprIIIOOT0 (aeiicrins oGiero xaparepa, npeanpi-
HIMACMBIC PYKOBOA " Meph
Kacaioniecs mozeit);
o exoro ( Mephi).

b1 3AKOHOAATEIbHOrO ypoBist. Ol OUCHh BKIb st ofecrieuciis 1ipop-

Moot GesonactoeTi. K 3T0MY YPOBITIO MOAKNO OTHCCTI Bech KOMILICKC Mep,

i coagatie 1t 8 oecrne (5 Tou ance

K it Geso-

tactocTi. BoIbUIIHCTRO 0/teif He cOBCpUIAIOT MpOTHRONpABIbIX AciiCTDitii 0TONY,

70 DTO OCYAUIACTES. /111 HAKABIBACTCS! OGILICCTEON, 1 TIOTOMY, HT0 TAK HOCTYNATH
e npitisTo.

o0 Bkt
H TOTBKO SAITPEILGTE f HAKASHIBATD, HO I HayITh, PASHACHIITD, TONOL. . Odscino
AOIKIO OCOBMIATH BUKIOCTD STOTi OGIACTH, NOSITH OCHOBHbC I i1t coor-

BeTCTByIONX 1poGien. ToCYIAPCIHO NOKET CIeIaTh 910 ONTHNATBIIM 0PN

4cCh He HYAHO GO MATEPIATBHbIX 3ATPAT, TpebyIoTcs it
BaoKeHIA
Mo

TesIeKTyabHbIe

yponist. i
Lt ORI COBHABATh pexana 1 i
it T T R COOmReTI ot pecypom, Dcpeoil wep sl amatac
TPATHBHO-OPIAHIZAINIONHOTO YPOBHS! SISCTCs! TOMITHKA GCIONACHOCTH If KOMILICKC
opramauonitbix Mep. T1oa HOAMTHKOI (e30NACHOCTI TIOHIMACTCS COBOKYIHOCTH
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) " peesii, 1 sauury inop-
N 1t ¢ neit pecypcon

K komiuiexey P 7 3 1y
o, Moio phue: rpymb  Mep:

O ynpaenite nepeonos;
O Qusieckast sauur
o nowepate m(nymcnoro()u(xm,

Pex
el b

JL1st kaK10ff FpYIIIB B KGUKAOT] OpraIBAILII 0K CYMECTOBATS HaGop peria-
MCITOB, OIPEACIIOUIX ACTICTRIIS HepCoNaa,

i peina i et ocoleino Bk
Mepbi HPOFPAMMIO-TEXIIIUECKOO YPOBILA, TIOCKOBKY OCHOBHAI YIPO3a KOMIILIOTCp-
HBIM CIHCTEMAM HCXOIT OT HILX CaMX: cB01 0BOpYAOBAIIIA, OUIIGKII IPOIPANMIOTD

. IpOMAXH it 1 uT. L

Mepbi i CPECTEA NPOTPAMMIO-TEXHINECKOrO YPOBIsL, 1B payikax COBpENICHibiX
HHGOPMAIUIOHHBIX CHETEM JIOJKHBE GbITh JOCTYIIHBI 110 Kpailtieii Mepe cieyione
s —

W npoBepia
5 YHpaBICIIe 0CTYTION;

O HPOTOKOMPOBANIE 1 AU
O pumrorpacpis;

O okpanmposarie;

O obecrenerte BHICOKOI J0CTYIHOCTIL.

Kovmri
HOUTH BCCTa TIOCTPOIIbI 12 OCHOBE IPOTPANMIILIX H ANNAPaTHX MPOTYKTOB PA3I-
HBIX TPOMSBOUITCIICH. JICII0 B TOM, HTO Ha AAHHBIT] MOMCHT HOT it 010 KoMt~
., KoTOpast [ 6 noHBIE epeyenn cpeAcTs
(o anmapariix 10 BpOrTEMLE) AR BoETpce compesionoh G, HroGm obec
e b i1
BHICOKOI KBTI, KOTOPbIC GYJLYT OTBCYATS 32 GE3OIACHOCTS KAKIOMO KOM:
nonerra VIC: mpasivibiio inx nocrostio
ene patory 1o ONeBILIIO, T e pasHopOIC
PO CHCREA, Tew Cataiee oBocnTT 6o Sesoracnoers. HaoGne 1
KOPIIOPATIIBIIbIX CCTAX 1 CHCTEMAX YCTPOIICTR 3aI1UITH, MEAKCCTERbIX DKPAIIOB, LLTIOI0R
3 VEN, T eyl oo i Aoy KDpISJATIIGAL LN £ CTOpRI
napTHCpOR H 3aKa: pIBOIT K¢ i cpes saiur-
b, TPYAHOI U1 YIIDARICHIIS, & HHOTA 1t MeIOIeii 1IPOGICNBI COBMECTIMOCTIH.
MiTeponepale I ocTh MPOAYKTOR 3AUITE SBIACTCA BaKHBM TPeGOBAHIEM JUIsl
6 cro cuere. JUist ctBa rete-
POTEHHBIX CPEA BakKHO 00K i ¢ Wy
apyrix it. Hpunsitoe ii penieriie om0
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auuTy i peex B pavikax a10it Tosrony

camoro agopa nocrapmut-

Kavit W
ot A ¥aUBeraS Sasa ket AT BestaCAORT RIS Pl MDD

TBI ceTeli i criCrey.

Crasapms opasyor ol G, K0T0poN CIposTo e pors 10
KpiTept ypanie-
s el e s e e
COBMECTITNOCTS, TIDOAYICTOR PASHEIX IPOHSBOUTEICIi, WTO PESBHINATIO IO N

CoaanIt CHETeN ceTenoii GesomacHocTi i cpes
cranaprst it B
rrage 3.
Kowtuiexcibii 0AX02 K peieriitio npofiiensi ofecriesertis GesonaciocTi, pe:
couerarimn
Mep it -
oMU 1 ABBOTEA TEM Ha KoTOpOM

CTOITCS! BCsE CHCTENA SAITS! KOPHOPATHBIBX CCTC,

1.7.2. IMytu peweHuns npobnem nHpHOPMaLMOHHOA

6e3onacHoOCTH

JLast nowcka pemeriii npoGiien iicopyaiOHoli GesonactiocT mpi paote b cetit
Hirepiier Gbu1 costan Hesapicisbiit korcopuys ISTE (Internet Sceurity Task
Force) ~ ofutcerserias coctosast 13 ii 1 oxcriepron
A cpeets i
Guatieca 1t D yicrypot. Leab a10r0
it

; P 110 6ea-
omacHocTi AesTebioCTIE B ViTepiere.

Koncopuutys ISTF mbieinn Apeniauats o6sacteit iidopsanuoriofi Gesorac-
HiET, VTP BEORYI el AQKI COMATEMORSTS Ence Sase
cosaremt Guatieca, To0nt Iror
CIINCOK, B HACTHOCTH, BITIONACT CICAYIONUIC MYHKTH:

(svexamin
it imichopyarutis);

o
TE
£2
is

onpeacreiiie codbrmii Gesonactocr (Security Events);
AT KOPIOPATITBIHONO epHMeTpa;
onpeerciiie atak;
KONTDOIb 3 TIOTeHIUEUTBHO onacHbiy coepnibi (Malicious Content);
O KoHTPOb AOCTYIIA;
anmICTpHpOBAIIIE;
peataust 1a codorrits (Incident Response).

[XeRole]

(e}
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ISTE pe U1 CYICCTRYIOUIX 11 BiOBH 00pa3
ommaii ii i Guaneca. It
Hovoraior . Gpennt B 1 . cersix, KoTophic,
ccn HIX AODKIOTO BHINAILL, MOTYT

Do MoeT npBeeT K

TR 1 CETY DT KOMMEPI, YT 115
x ISTF

ero cue 10 Havaua KoM, Haviepe-
BaIOIelics! FaNsIThEA AICKTPOTION KoMMEpITIeli 1 Gitatiecon.
Peamisatuia pexoverszaruii korcopiunysia ISTF osnataer, wto sanurra mipopya-

Wi crcreyie AomRa Gorro
L1 KOMILICKCIOI ST OT YTDOS 1 TAPAITIY DKOHONIIICCIGH BHITONOTO 1 Ge-
aoiactioro e pecypeon st

HeoBxoumyo peunrr ¢

eAyIonIe sazaI

o yrpoast U cictenst Giieea

o it HOCTH;

O BAUNITITD BHCLIIIE KA NICpeAa HHpOPAAILH, 00CCIedIn KondreHit-
AIBHOCTS, 1EA0CTHOCTD 1 10 i

O FaPAHTHPOBATH BOIMOKHOCTS GE30NACHOTO OCTYIIA K OTKPHITBIM PECYPCaM Biic-
X cereii it Miepiera, a Takoke o0HeIis ¢ NOTB30BATCINI STIX CeTeil;

O sanurmiy otes HanGoice P atainibic

CHCTEMb HESABIICIMO OT HCTIOB3YEMBX 1N KAIAIOB HepeAati JaIIbiX;
HPCAOCTABIITS JanumeHILi Y@ IeHLi A0CTYIN Hepcoata K HidOpMALIOH-
HBIM PECyPCAN KOPIIOpATHBHOI Ceri;

OBCCIICAIITY HAEAIOE LCHTPATIOBAIIOE Y
.

o

npaReHIe CpeACTRANI CeTeRo

Cornacho peroerzaas ISTE it maccuqummmn «pybescit ofoponsi> Hurwit

Group nepasny 1 araio cuctenst ii Gc
Guatieca swLIOTCH 3 P JOCTYIION K

cersiv oiero 13 HIIX, 2 TaoKe

i, Kpataymit it HACTHBIX

spryamsib ceteii (VPN).

COMpOBOK/as X CPEICTBAMI HHTETPAIUIN 11 YIABIeHIs Beeii KIiouenoi -
chopwtatuicii cucrestit sanurrit (PKI — mpacTpyKTYpa OTRPLITIIX K104eii), Moo
OIS He0CTHY IO, cucresy
Gesonaciioc

Caeayionutii pySesk BKTIoNaCT i cefst HTrPHpYCbie B OGILYIO CTPYKTYPY CPEACTE
KOHTPOJIS OCTYTIa IO/IBIOBATEINCI B CHETEMY BMECTE C CHCTEMOI O/UOKPATHONO BXOA.
1 astopizaini (Single Sign-On).

AUTHBHPYCHIas 3AIUITa, CPEACTEA AYUITA 1 IDEAOTBPALIHIA ATAK, 110 eyuerny
aaepuaor Cosar  perih
He et 0 paGoTe ¢ KonIeHIuAIbILIMIL AamibML B 9T0M Cyuae umjxﬁ\'lmm
TAIGKE CPEACTRA KPHITTOrpaiieCKofi SAIUITHI AAHHbIX 1 2/1CKTPOITHO-TIppOBO 101~
micit
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Jus octop dy 2
T U1 DICKTPOIHOTO GH3Heca NPINEHSIOTCS! PA3ITIIbIe MCTO! 1 CPEACTEA FAIlUITH
imnopyatn
o
O cpencrma Kpmm)rpmb.m,
wr

© enecria o oty palmiis wsras et eereR Bl s
aosaniu;
© CPUTER S0P OGN TPOPANGMN  Tcw
ana;
o cpuum LCHTPRINZOBARNONO IPARICHIIS! KOHTPOJICM J0CTYTIA IOK30BATeCH,
HaKeTaMI QILX 1 0GB HpILIO”
erti 10 oTpbITLM TP-cersiy.

TIpifMeHeRIIE KOMILTEKCA CPEACTS SANUITHE Ha BEeX YPOBHSX KOPIOpATHBHOfi citeTe-
MBI HO3BOASET TIOCTPOIIT yion “Temy ofeci wicop-
Mamontoii GesonactocT.

HCICHIBIC BHIILIC METOAB! 1 CPCICTBA JANUITE! 1OpMAI TOAPOGHO pac-
CAATPIBAIOTCS! B MOCCYIOIUIX AKX KITHTH.

BOHPOCMMHCSMOKOHTPOIIH

1. Cpopwympyitre normiie i HC.

2. Obuscnre nowrrist T 1 oeTyHOCTH k-
opratui.

2 ocTyna K
HIOBANIOTO.

! npi Akt . yrp

nocri HC

JlaiiTe KpaTKYI0 XapaKTEpICTHKY YIDOdhi ii Tepyt-

HoM «TpostHCiaii Kotby.

JlaiiTe KDATKYI0 XapaKTEpHCTITKY

Mit 4BHpyC> 1t <cpBL».

Hasosure 1

arak.

Omire araxy e Katate cpesct astor adxpecritn-

110 GopoTCs ¢ araKawi Taoro Tina?

OmmtinIre atay Tl <OTKa3 B OBCYKIBAHIIY 1 PACTIPEACICHAYIO ATAKY <OT-

Ka3 B oGCAVAIBAIIIH.

10.Ommrre ocoSeniocit i 1 dapytira. Viakirre Mepst npoTisoxciict-
Bitst T aTakay

11. Kakonbt HeTouninkin Hapy nIpoBoBIX ¢ ce-
eif?

12. HagoBifTe OCHOBHbIC YSI3BIMOCTII 1 YTPO3bi GecrpoBoAIX cereii.

@

=

TepMHa-

~

nanbosee BIJIBI CETEBBIX

© ®




TNABA MNonmtka
o | UHOOPMALIVOHHO
y 4 BE3OMACHOCTU

G HaSIHAIOT ¢ HOpABILIbOT,
K 1A TPABILTHHO SARCPUICITC

Kongpyuic
Ton nouumuroi G nomaoT
poBaRIBIX Y] pemerntii, aunrry
couposartix ¢ ieii pecypeos, [lo:mminka GesonachocTi AseTes Tex (‘))L"lcnmm.
€ HOMOIIBIO KOTOpOiE ¥ ctb B

KOMILIOTEpHOT T 1 PRI CeIICCue TOTpEGIcT oprat awi.

b0
KOMILIEKC MHOTa A it "

r : CIICTeN, CCTeBbIX CPEACTS,
CYBIL, ii. Bee o1t 0GbrH0 OG0T cbe-
TBCIHHbIAH CPEACTBAII JALUITH, KOTOpHIC 1y 2y codoi. oatonty
ot TOITIKA GE3ONACHOCTH B KavieeThe wiar-
dopui 110 Gesonacnoer i i cuctensi.

Tlo Mepe POCTa KOMITBIOTepHOI] CHETEMBI 1 HIFTEIPAILI €¢ B L0GATBIYIO CeTh He0D-
XOLUIMO OGCCICHINTh OTCYTCTBHE B CHCTEME CTaGbIX MECT, OCKOIbKY BCE YU 110

sanure MOryT Gbrrs, b ouioii
Moo HIOCTPOIITS Takyio HoiTiiy GeaoractioeT, Koropau Gyt
10 Iveer ety KriBast i Kaie pon
T GyayT s g 2, a TaioKe cayput Gegonacioeri,
KAK KIS
. paborsi Noryr Joctyna

K HROPMALLI, KOTOPas He AOKtA GbiTh J0CTYIIHa Apyriny paboTiinkay. Hanpirsiep,
MHEIGKED 110 TIECOMATY MOKCT HyeTh J0CTYN K SacTHoii Hicbopsatuit ioGoro co-
TPYJUIHIG, B TO BPeNSTKAK CIICLUGIICTY JoCTyb

: A JNETh AOCTYTI TOIBKO K CBocit

cobeTreroi nepcoRabROit HichopAaLIL.
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Tommika GesonactocTi nosHIo 1o
HCTO/B30BANIIO Kn\lnmm‘epmx 1 CeTH, a TAKKe NPOLCAYPHI 110 TIPCIOTHALICHITIO 11

na unx. BGosmoii
Mok SovbioA L Do AR, TeARi b O G Tl
CHCHUKIFYH PRI AOCTYTA K HAGODAN JAHH. i HOITHKI HOTHOCTHO Ofpe-
aeasmores

2.1. OCHOBHbI€ NMOHATUSA NOUTUKMN
6GesonacHocTu
Tomimia crpateriio y B oGt

OO GCIOACHOCTIL, A TAIGKE Ty NCpY BN 1 KOICCTRO PCCypCoB, KOTOpHIC
CHITIET HEACCOGPRIILIN BLICITS PYOOCTSO
L y

erpoes ia puicon, 5
et pea s crcresst Korna nposeren aa-

113 PHCKOB 1 crpateris sy, nporpan
KOTOpOi Z0MKIA ’ Tlox oy nporpasvy

pecype 1 OTBETCTR i IOPSIOK KORTPO-
2151 BBITIOTHEHIS npm pzu\u,u T
JLast oro wro6n coc oK G
B Kauectse PIMEpa THIOTETIYECKYIO 1

HeKoTOpoii W Yo ¢ Heli oKy
Geaomacnocrit 3, 541
TloiTitka Ge011ACHOCTH OIAIIISAILIN JOIIKIA INCTS CTDYKTYDY RO 280
AOKRYMenTa it oK,
Bt e BORyMSR TS o o TpOLeRy St
nacrocTn.

noTi oK TepHO
BATBCA, TOG FAPAIITHPOBATS, UTO O VAIITHIBACT TEKYILUe NOTPESHOCTIL Opraiit-
1L DTOT JOKYMCIT COCTABISIOT TAKIM OGPA3ON, HTO0HI HOAITIIKA GbLta OTHHOCH-
TEILHO HEBABICHAOI OT KOHKPCTILIX TEXHOOMIL. B TAKOM CAVHAC ITOT A0KYMCHT
HOTIKIL He OTPEBYCTes U3MEIITS CUILIKOM HACTO.

TloiTitka Ge30macHOCTH OGBINIHO OOPAUISIETCS B BILIC AOKYMEHTA, BICTIONAIONICTO
Tate PA3ACI, Kk ONICAITIE MPOGICMBL OBIACTS TIPHACHEHIL, TIOSILU OpraHIi3a-
L, pacrIpEACIIC poicii 1 O0AHOCTE, caHKLuLI 1t Ap.

Omicare npoGaembi. Hipopaiuis, LpKYIpYIONEst & PaMicaX J0Kabiofi ceri,
ABICTCH KPHTHECKIT BUAIOM. JTOKIbISI CTD NI0IBOICT COTPYANHKAM COBMECTHO

W Aatbie, 47O yie rpo . Tos
My KK (0TCPOB, BXOHIUI B CeTt, HyARIACTCs B Govtee ci
D111 NOBbILICHbIC MEPbi Be30MACHOCTIN 1t SBIIOTCs Tevfi Aattioro okyserTa. Jlo-
i iveer uet: mpos PitpoBaTH COTY
BAKHOCTD FAIUITH COTER0it CPCAbL, OMICATS X POJTh B 00CCTICHeHi Ge30NaACHOCTH,
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raicKe 10 sanure
pyiouteii B ceti.
O6racts npiversers. B cepy AeficTis anmioli HOTTI HOTAAIOT Bee a
PATHBC, TPOTPANNIIC 1 HIHGODNGIUIOIIBIC PECYPCH, BROTIINIC b JOKATHIYIO CCTh
Tomimika 12 mozeit, ¢ cemio, B
ToM wicae 1 y "
it e smsercs
JIOCTYIHOCTIH 1 KONIUICHIBATBHOCTH AQHHBIX, A TAKKC 1X OHOTS! 1 AKTYa b HOCTIL
BoJiee MaCTHHIA HEsINI ABISIOTCSE:

61 ypoBist y ATHBHBIM JIOKY~

o
Nerra;
o i B BBIGOpe FANUITHEX Mep (pac-

XOIbi 12 FAIUKTY He A0/GKIb IPCBOCKOMIITH MPEATIOTAraCAbii VIIeps OT Hapy-
et unopMAIONNOI GesonactocTit
HaCHOCTH B Kaiki0f

06AACTH JOKAIBHOI

cer;

ncex eficrainii
pecypeai;
o ananza per
o CTa st
HOUEpKAIIIS PeRINa GesonacocTi;
BbIPRGOTICA ILTAHOB BOCCTAHORICHIS! M0C/e ABAPILI 1 HHDIX KPITIECKIIX CHTYa-
il 201 ey oumacteii ¢ 2
it paorsi cerit;
ofccrieseitie COOTBOTCTRIIS ¢ IMCIONUIAHEA JAKONANII 1t OBt HOITIHKOl Ge-
FOMACHOCTH OpraH3aIII.
poneii 3a y
BBile il oTBesaloT syiol Jua cem.
g il OTBEYAIOT 32 i
HACHOCTH A0 1I0:1b30BTesIel 11 32 KOHTAKTL ¢ HITI.
tokamnoi cemu
e ceri i OTRERAIOT 31 Nep, X 1 nposese-
ISt B KI3HD TOHTHKI GE30TaCHOCTH.

[®]

1, B 4ACTHOCTH, 3270,

H0CTpoHa B CooTReTCTBINI € 0BIe
IMossosameiu o6si3aitbl PASOTATS € IOKAILHON COTLIO B COOTBETCTBILI ¢ HONTIKOTE
i, X320
‘Tt Geonactioct, crapiTs B 060 Beex
curtyatusx
Flimke npipeteitst 601e M0APOGHIE CHCCHIIT O POISIX 1 OBBAUNOCTSX AOKNOC-
THBIX JIMIL M TIOJIb30BaTeIeii CeTH,
Camaunt, Flapylieiiie I0AHTIKIT GE30MACHOCTIT MOACT HIOABCPIHYTh IOKAbIYIO
cets it wipKy:p) b it 2 y puiciy. Cysait Hapy-

HBIX
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LieHi5 GE30NACHOCTIE €O CTOPOIBI HEPCOIATA AOAIb ONICATIBHO PACCAATPHBATHCS!
st npisTs MEp BILIOTh 1
K rpynmam it MOTYT 10T-
peGosarscs vt Kakie-To sacrioc-
TH AOKYNCITI CHCHUATITIHPORAII TOITII 1t HPONCAYp GE0MACHOCTH, 3 TaKKC
apyrie . | B
noTiK 63 SHASITCBHOI CTNCHIT ABICHT OT PA3MCPOB 1 COKIOC-
Jas Goabioii Moryr i
Jononmenie K Gaonoii nomTie nom G
Opramisailiit MEHbICTO Pa3Mepa HYARAIOTCS TOTBKO B HEKOTOPOM HOAMHOKECTC
ok, Mroriie 13 51 Aok ORI MOTYT GbiTh
AOBOIBIO KPATKITMIT ~ OGBCNOM B OAIY-ABC CTPANIIILL.
C npAKTICCKOl| TOMKH 3perits TIOITHKI Ge30NACHOCTH MOKHO PACIITD Ha TPt
‘ypowiust: bepxitiii, cpeaunnii i mikai [3, 4].
Bepxuit yposens o pemmcints, 3
OPIAINIAINIO B UETOM. DI PEILCHIIA HOGIT BEChMA OBIIii XaPAITCP It HCXOT, Kak
HpALLD, O PYOROACTES praIEILIIL
FAKIIC PEICHIS MOTYT BICHONATS B COBst CACAYIONUIE DICMCITTH:

O dopuy:

IDOBIY H1e1ei, KOTOPbie NPCCICAYCT OpraimzaIlst & oftacTit Hipopya-
iiB ATHX

ueseii;

I nepecMoTp exc mmnop-
i,

pOrpaMMBI;
o

ii Gaant it aKoton it npasi;

O popMYIMPOBKY YNIPRIICHHCCKITX Permieiiii 110 BOPOCAM PeaTFaIIi POTPay

Mt GCONACHOCTIL, KOTOPBIC AOKHbI PACCMATPHBATLCA 1 YPOBHE OIAMHIALLL
neson.

TloamTiKa GeaoraciiocTss BepXIiero YpOmIBt GOPMY:IpYeT el Opransaiii b
obmacrit B TepMIIaX crynens
u e, Bt orbesact s
BAKIDIX (3 TQHHBIX, 1 TCBOM ILIAIe JOIKIA CTOAT, Yetocmiocms nawnbix, Ui
OPrAIGAILIN, FAHNMAIONCHiCS NPOTKANI, BKIA AKTYATHHOCTS HHpOPMALUIIE 0 Tipe-
HOCTAITACNIIX YCIYTaX 1 UEHaX, 2 TAKKC ec JOCmyAiocny MAKCHAINIONY \HC1y

P 1 1iepnyio oiepeits Gyer
Bomimecn o ordeamoL HHGOPMAILIL, TO €CTh 0 e© FAUNITE OT HECAHKINIO-
HHPOBAIIION 0CTYA.

Ha nepxitiii yponeith BHHOCITCS: yipasiieiiie pecypeai Ge30nachocTis it koop-
JUHALUIS HCTIOTB30BNIIS ITIX PECYPCOB, BBUICICHIC CICHIATHHOTO NIEpCoaTa AUt
SAGTH KPITHYCCKI BUKIBIX CHCTEN, TOJICPAKANIIE KORTAKTOR C APYTIHNII Opraiza-
N, 06 i PEKIM

TloiITiIKa BepXIero YPOBIts JOANA HETKO ONpEACATH Chepy CHOCTO BSIIIS,
D10 MOTYT GhiTh Bee KOMIbIOTEPHBIC CHETCMb OPRAIGANN 1L ke GOTbIIC, Ceit




72 NOMIVIKA MHOOPMALIMOHHOW BE3OMACHOCTU

HOMITIIKA PETIANEITHPYCT HEKOTOPHIE ACHCKTHI HCHIOIL30BAIIIS! COTPYIKANIT CBO-
X ZIOMAIIHITX KOMITbIOTCPOB. BOaMOHa H Takast CHIVaLUis, KOTAa b cbepy Bmstinist
BITIONAIOTCA I HAHG0ICC BAKIBIC CHCTENL
ITIKC Z0KIb GbITH OIPCACIICHE OGAZAIIOCTI AOIKIOCTIIbIX JIIIL 10 Bbi-
paBoTie NPOFPAMAbI GEIONACHOCTIE 1 110 NPOBCICHINIO €€ B KIT3Hh, TO €CTh NOMITHIA
MOAKCT CYIKITb OCHOBOIt HIOI0TICTHOCTIE TPCORLTa.

TlomiTita bepSIICFD YPODIL INCCT €710 C TPeNSE ACTICKTANH SKONONOCYIHOCTII

Bo-niepubix, JoKIa coonaTh cy-

UieCTRYIOUUE 3aK0HbL. BO-BTOPBIX, CIEAYT KONTPOPOBATS ACiiCTBIL M, OTBeTC-
THCHHBIX 32 BHPAGOTKY IPOTANMbI GE30MACHOCTIL. B-TPeTBIEX, 11e06X0MINO 00
HHTH HCTIOMMHTEIIBCKYIO AMCIUILIIHY TIEPCOHATA ¢ NOMOIIBIO CHETEMbI TOOMIPEHI 1t
waksaii.

Cpedhuii yposens HOMTIKI GE3OACHOCTIE OPEAC/ACT pellicHlte BONPOCOB, Ka-
CAOUUIXCS! OTACABIbIX ACICKTOB HIGOPMAILIOIIIO GEONACHOCTH, O BKIIbX 15
PATIBIX CHETEM, KOTOPbIC HKCILIYATHPYIOTCS Opramitsaicil.

TIpHMEpBI TAKIX BONPOCOB — OTHOMICHIE K JIOCTY eprier (poGiiema coueTa-
151 CBOGOAb! 0Ty iCHIts HHPOPMALUIIT C 3ALUTTO OT BHCLIHIEX YTPO3), HCTOM0BAIIC
JIOMALIHIEX KOMITHIOTEPOB 1 T. A

TomiTitia GE30ACHOCTII CPEAETO YPOBIIS! JOMKHA ONPEACATH AU KAAIOTO ac-
nekra it MOMEHTbI:

O onucanue acnexma ~ wommus MoReT Bt ¥ »
AOCTaTOMIO OG1IIeM BiLC, Kak 1AG0P eicl, KOTOPbIE IPEC/ICAYCT OprailzaLts
B JIaHHOM acTieKkTe;
O ofuacmn ~ caeayer e, Kor, Kak,
1O K KOMY 1t sty a0
PO U OBAZANINOCTIL ~ AOKYNCHT JOKe COACpRATS HiIIOPNAILIIO 0 AOTKIHOC
THBLX LAY, OTBENAIOLUEX 32 IPOBEACHIC HO:IITINKI Ge0ACHOCTH B A3
Canioy ~ NOITIIG JOUKITA CONCPAATS, OBIICE OITHCAINIC JAITpeLIeH X Aciic-
‘o 1 Hakazanii 3a rx;
MO KoMK ~ JOTRIO GhITH I3BECTHO, KYJA CICAYCT OBPAILATEES 3
ACHCHIILNL, HOMOLLLIO U AOTOITE: B0 iipopyaLUteii. OGbrIO TOKOlE Ko~
TaKTa CAVKIIT AOKIOCTIIOE AHILO.
Huoeit yposens omocirres K cepaitcav. Ita
ITHa BICHOUACT B ce(s ABA ACIICKTa — LN 11 HPABILIA X AOCTIDKEHIL, TIOJTOMY
e 10pOil TPYAIO OTACIIIT O BOTPOCOD PEATIIAILLL B OTINHE OT ABYX BEpXIIIX
VPOBIICi, PACCMATPHBACMI HOIITIIKA AOKNA BT G0ce ACTATBHO
TIpHBE/EM HECKOIBKO IPHMEPOB BONPOCOB, Ha KOTOPHIE CIIEAYET /2
ClCAOBAII NOUITHKC GESOIACHOCTI! HILKIETO YpoBIL
O KTO IMCT IPABO AOCTYIIA K OGBCKTAM, HOIICPAHBACNbIM CCPBIICON
O 1P KAKITX YCIOBIIIX MOAHO UIITATH 1 MOGUIIPOBATS Aaic;
O KK OpralBOBAN YiGIeHIT| AOCTYI K CepBiiC
TlonrTitka GE0IIACHOCTH IDKICIO YPOBITH MOKET HEXOUITS 113 COOBpavKerti ite-

o

pasn-

o

oTser npn
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OCTHOCTH, AOCTYIIIOCTII 1 KONGIICHIATSHOCTIL HO 1A 1ie JOIKIEA MMM OrpaiIli-
Barbest. B 0GICM CVHAC 11CIIT JOKHb CBA3HBATH MERAY COB0Ii OGHEKTH CepBIICa 1t
oCMbICICHILIC ACTiCTRIS ¢ M.

Vi teiteit BHBOITCS NpapiLa Ge30MaCHOCTH, ONHCHIBAIOIUIE, KTO, HTO I IPH KAKIIX
VCIOBIAX MOKCT Jeiam. UeM JieTaibhiee NPaBitia, den GoJice YeTko it opMabiio
NI HI0AKCIB, TN IpOITe i
Mepasii. O6bi41I0 HaG0/ICe (POPMATHHO 3AAAIOTCS IPaBa JOCTYIEA K OGBEKTAM

Tlpinetent Goiee AETab10 OMICaIIC OBARIOCTE KGO KaTeropiH iepeoriara.

Joneeie ii noritkn Geso-

HacHoCTH 210 noapsosaresieit. Oni o(m aHb:
O NOCTOSIHHO ACPAKATD B 110/1€ 3peHnst Bonpocsl Gesonachocti. Caeants 3a TeM,
WTODBI TO Ke TN WX TOIUHHCHHbIC;
O NPOBOAHTH AHAIHS PHCKOB, Bbis BbI, TPEGYIONIIE 3alThI, 1 YSI3BHMb
MECTa CHCTEN, ONICHHBas! PasMe BOSMOANON YIepGa. O HApyLIeHIA pexiny
GeaoniacHoeTi w BHOHpas HCKTHBIbIE CPe/CTBA FAUUITHE
06

o

Maliie Ha BONPOCH, CBAZAHHBIE ¢ AHTHBUPYCHBIM KONTOJICM;

TyCa KaJIONO 13 TIOJMHIEHIBIX (IePEXOJL Ha JPYTYIO PAGOTY, YBOTBHIe 1 T. 1),
O obecrieuns, 4To0b KaAwi KOMIBIOTED B 11X oApag I e Yoy
wm  0buaaio-
nero. it i st 10it po.
ka0 Cemu )y
e COTIN 1t OTBENAIOT 3 PETHIALUIIO TEXHHHECKIIX MCP, HCOBXOMIMBIX U1 HIpOBEC-
st B KB ORI GesoractioeTit. Onit 065
o sanurry o6opy o
 Apyrini cetai;
O oniepartitBiio 1 xdpeKTIIRIO pearipoBats Ha cobiris, Tastuuie yrposy. Hiidbop-
MUDOATY, ATNHIHCIDTOpO CCPIIICOD O HOMHTIG HAPYIICITIS LTS
o] T n

HOiE CeTH, B TOM uHCIE

cryauti. per
CSHLLYIOCS K COTIN B 1eI0M 1 K chaiL;10BbIA CepBEPaM B OCOGCHHOCTIL;

O ne cuonyt GobmNIt » unieior
1pao Ha raiiy;

o TpOIEAYH 1t JUISt 3aUUTH JOKATBHON
CCTH T BPEOHOCHON TPOTPANNIOTO oGecrietei. OKASHIBATS HONOILS b 06-
HAYKEHIE 1 THKBIAII BPCIOHOCHOTO KoM

O perymsipio peacpaiioe ia
(paiiionbix ceprepax;

O BHIOWITH BCe HBMEHEHIY CeTeRot AMTapaTHO-TpOTpaHOlE Kulnlmrypdulm,

o “Th pOIEAY b
LI U1 JOCTYTia K CCTeBBIM PeCypeay. BAAeANTS oSBT SR ble
a1 HatUIbibie apOJIit TOSKO HOCIC JATIOIEHIIS PErHCTPAIIONHBIX OpN;

otmo-
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SAUITHI JIOKATBHOI CeTH.

D i nponepy
He sonyckars noyseris erinii

AQNUUCTIpamOpb CEPAIICOS THEIAIOT 53 KOMKDETHE CEPBICHI 1, B YaCTIOCTH, 52
T0, 9TOGbI FAINUTA GbLTA TIOCTPOCHA B COOTECTCTBIN € 00ILCH
Ot ofsaasi:
VIpARISTH NpABAMI AOCTYIIA NOMR0BATEICH K O0CAVIKITBACMbIM OFbEKTAM;
onepatiBHo 1t oppeKTIBNO PearnpoBaTh Ha COOMTIS, Tastue Yrposy. Ol
BaTh NIOMOILD B Yrposbl, it 1t ane-
Hii muhﬂpl\mlml U1 X HaKasani;

rh peacpriioe

[o)e}

pery
cepamco;
BLUICTITE O16I0BATE/M BXOAIIBIC UNCHA 1t HASAUIBIbIC PO TOBKO 10CIC
o e opy;

exeCno K
cepicy. Peryspio KONTPOTIPORATH CCPBIC 1 MEINCT BPRIOHOCHOT 1po-
rpaNior oBeericuenis;

o

o

posepiy cepuitca. He tonye-
T e —————

n

oo oGt ABOTaTL  AOGAILNOCETi0 5 COTBETCTRIN G KON
i
Tt G3OMACIIOCTH, CTABIITY B HABECTHOCTD PYKOBOACTBO 060 HCEX. MOMO3PIHTETHIHIX
crryawsx. O oG
O SHBTD it COBTOATS SaKOH, MBS, TS b BN OpramTIAL, -
uTHKy G y nocTymibie
e b Lt enit i nesocToCTIt

O HCHOL3OBATH MEXAHH3N 3ANUITH PaiLiIoB 1 0KHbIN 0GPAION SaABATS 1IpaBa
noctyna;

O Buibipars Hapos, peryisy . He sanc: ap
12 GYNATe, He COOGILTD 1X ZPYTIIM AN

o W o Gesonac-

HOCTI i HITbIX TIOA03PIITEBHBIX CHTAIUAX;
He HCTIOAB30BATH ¢1a0OCTIH B SAIUITE CePRICOB 1 IOKABHOI ceTit B 1eiom. He
BLITIOSTD HEABTOPH30BAHHOT PAGOTH € AAHHBIN, HE CORTABATS TIOMCX APYTIIN
O0BATCIIIN;
Beerza coobiath
UHGOPMAIUTIO, He NITATHCs! PAGOTATD OT ICHH APYTIEX HOBI0BATEICH;
peacpaiioe € HECTKONO JUICKA CROET0

o

KoumbioTEpa;
SNATH TPUHIUITH PAGOTH BPCIONOCIIOND TPOTPANNIION OBeCTIewCHITA, MyTiI ero
NOHIKHOBEIIA 1 pACTTpOCTareHIv. HATH 1 COBIOATS IPOLCAYPHI A3 Tpe-

Ko1a, €ro 0By ity

o

ToKeHIST;
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O sHath 11 COBTOTATS NPABILTA HOBECHIA B IKCTPEHHbIX CITYAIUAX, TI0CIC10B

TCBHOCTD ACiiCTRILI IpI MBIV TOCHCACTBIi asapii
Meps sioii

I ———————— VHIDABICHICCKONM YPOBHe, AB1ACTCS (OpIIpOs:

e pOrpaMMBI padorT B 0GtACTIE u ce

nyTe Bbieers pe sip-
HOrO KorTpO Cocrosmtz e, OctioBoi 910l npory pmany SABISCTCS MIHOFOYPOBICBast
noTiKa Geaonachoc, loxo1 Kaanurre
CBOIIX PECYPCOB It HHPOPMAILIOIHbX AKTIHBO,

2.2. CTpykTypa nonuTuku 6e3onacHocTu

Jlast GoawummeTsa ii noamTHKa GesonacHocTi a 6:
Tomrika Gesonactoctit K o Ge-
nacocTi i Jciictis 1O FAIUITE CBOIIX Pecypeos i
axrison. Ha ocriose noamin 3 cpes
B 1 T Pt G I, a TaKe po 1 OTBET b
) B 06 s
O6bIHO TOHTHEKA BRIIOYACT
O Gasosasi NOMMTHKA Ge301ACHOCTH;
O nponeaypst Gesonacioers;
o nom (pric. 2.1).
MonuTika BesonacHocT opranvzaun
0630p l
oMM
6ezonacrocTh Bas0Ban NONMTKA Ge3oNacHoCTI
63080/t nOMMTHAM
Creuvanman
6eaonacHocTu 5 P Mpoueayps!
nonuTM 6e3onaciocT
Ge3onacHocTH
PykoBOACTBO N0
apxextype T T
GeaonackocTh
Pue. 2.1. CrpyxTypa nomTum Be3onacHocTH opranmaaun
[& BCJe-

YIOUIIX JIOKYMEHTaX:
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O oaop oK Gesonacioe;

O omncarnte Gasowoii nomrmn Gesonacnoe;

O PYKOBOJICTEO 110 APXHTEKTYpC Ge30IACHOCTIL

i otk smsercs Gasonas
nomika Geaonactocrit [4].

2. Ba3oBasi nonnTyka 6e3onacHocTh

Basosas nowumuxa
HIGOPMILIIO, KTO MOXET OYAHTS K€ Heil AOCTYT 1 KAt 970 MOXIO Cearh, B ot
cant Gaonoii
aelictains, a Takoke cpeicta B paviax pea-
itseisot et ot Betracabon G st s Bt s
BUBAIOTCH CIICIVATIBHPOBANHBIE TOATIIKI 1f IPOICAYPb GC3ONACHOCTIL

Hiexoxsmuii n0x01, peauiayestii Gao0n0i oo Gesonacrioern, zact boa-
NORHOCTS u BLIIOAATS padoTy
6e3011ACHOCTH HE IBITICH CPA3y BHIOIIITS Ce LUEMKOM. B3Ot NOMITHIG 110350~
JCT B 1050C BPENST OSHAKOMITTECT ¢ HOITIKOf e30NaCHOCTII B T0/HOM OGbENC 11
BLICHITD TCKYILCe COCTOSAIIIE GE30NACHOCTIE B OprazIIIL

Leis ok ones-

BACT Ce CTPYKTYDY, HIOPOGHO IATAFACT, KTO I 3 UTO OTBONACT, YCTAARIBACT IpOIie-
AYPbIH IPEATIOAATACMBIE BPeNCHIILIC PAMKH AU Bitecettt naveHeruii, B sasicnstocrit
OT MACHITaGa OPrAIIBALIIL TIOTIKA GC30NACHOCTIH MOACT COACPRATH GObILC 1
Mebille pazieon.

: michaceT
3 apTexTYpH, HCT0 Py

KaKk OTMCURI0CH BHIIC, CTPYTYPa 1 COCTaB TIOITIKIL GE30MACHOCTI SABICT 0T

pasvepa 1 teaeii Komari, OGHNHO Ga30B TOTITIKA Ge30NaCHOCTH OpraNIzaIII

naGopos HOANTIIK 1 TpOIICAYT
2. Crienann3upoBaHHble NonnTnky 6e30nacHoCTU
it 2 YICCTBYIOT JCCATIN X TOMITH, KOTOpbIE
MoryT (Tbest GOBIIHCTRON P passiepa. He-
pyr

U OMPEACICHHBLX KOMITBIOTEPHBIX OKPYSKEIHIiL
C yuerom i nomimi Gesorac-
HOCTII NOHO PASACAHTS Ha ABe TPYIITBL:

O nosauTHKH, 1 U0
O HOMITIGE, CI3IBE ¢ KONKpETIHI TEXIINECKITNI 0GAACTANIL

nomTIKaN, IO HIHCI0 HOTh-
somateieii, oTHocsTCA:
O HOMITI A0MYCTINOO HCTOABOBAHIISE
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O NOIMTIKA YAQIEHNONO 0CTYITa K Pecypeay cetit;
O nomminka sanurthi micpopyAI;
O 10HTHKA 3aUTHE HAPOJeit 1 Ap.

K TOMHTHKAM, CBS3 c
OBUIACTAMH, OTHOCATCS:

O oM KOH(HTYPALIH MCKCCTCBBIX IKPANOB;
O nosmTHKa 10
O ToaTHLE fesdmich et s RS s e R R
O nommika 10 oGopyjoBaitio Gecnponoioli cerit 1 p.

Paceyiorpist HOAPOGHICe HEKOTOPbE 13 ICTIOUEBLIX CIIEILAMIBPOBAIHLX TIOITIIK
TloTiKa A0MYCTHMOTO HenoIb30BaISL. Ba30Ras 1I0ITIIKA GC30NACHOCTIE 0Gbri-
10 CBAZAIIA ¢ PAAOM NOIITHK ACIYCTINOFO Heno:onais. Lenbio noTit 10-

nycmnioro i s sserca e
. I CepBIICOB B KoM, A TAIOKe

pecypeon it ii H
10F0 OGOPYOBAIIISE 11 CCPBIICOR NONBEPIACT KOMITAIHIO PHCIAM, BITIONAs! BIPYCHHIC
A, KOMIPONICTAILID CETEDbIX CHCTent 11 cepunicon, Kotkperi i 1t Komicerso

noTIK sanies ot
Snmmu oucmm PHCKOR I KOPHOPaTHBHOIi KybTYpbl B oprumom.

Tlos Koneyb-
o A iR ADYIIA PAGOTINKAN B KOMTAIIN, BT C
TPYAUIKOR CTOpONHIX Tomrmika npex-
HASHAYICTCS! B OCHOBHOM LISt KOHEHbIX TIOM30BaTe:1CH. DTa N0MITIKA yKa3biBacT

Kate jlicroits a e

Tomrmia gony c IS JIOKI

o saurry awoboii

MO 1/1L11 XParINOfi 11X KOMITbIOTEpasH;

o wHTaTh I ath (il KOTOPBIC e GCTREHHbI-
Mt ZIOKYMEHTaMI TIOb30BATCIICHE, HO JOCTYIIHB 11M;

O ypoBel J0NYCTHMOTO HC i Ui il ouTH 1t f0CTY A B
Cern.

CyIlCTRYET MHOTO BILIOB NOHTINKII AOMYCTINOTO HCo/b3oaris. B wacTioci,
MOy Gt noaurtian ony st nepetain
b, i o, KoMIIblo-
“Tepon, BeG-A0CTYIIA 1t A.

st i oM THKA.

HCTIO30BIEA, 10 CYIIECTRY, MPOCTO 06ATEMSHA. Bes sapHKCHPORHHO B COOT-
BETCTRYIOUIEM JOKYMEHTE HOMITHII JONYCTINOO HCTIOb30BANIS UITATHBIC COTPY-
HITKIE YIIDARICHIS! 1 TOEPAKIL CETH He 1NeioT OpMIBHBIX OCHOBaHIT A5t 1pi-
MEHEHIS! CAKIiL K CBOEMY HIIH CTOPOHHEMY COTPYUIKY, KOTOPBIii 10MyCTi rpyGoe

npamu G it paGor
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s o He cymmectyer
H0/D S A B rRe Seaans Bt VKA3HO A CEPBIIC, CIICTEMBI HJTH IOACHCTEN b
(HATPUMEP, TIOITHKA HCTIOMH30BANIES! KOMIIBIOTEPA, 31CKTPONHOI IONTH, TI0pTATHE-
HbIX KOMITHIOTEPOR 1f HAOIeit) I OIICAHO B CAMBIX HICTKITX TCPMIHAX PA3peeHHoe it
aanpenenioe nonezce. B 01l HOMITIKe 101 GBiTh TKKE 10APOGIHO onlicalb
IOCACACTBINS HAPYUICHE e NABILL I KLU, HAK I RICNC 1 HEpYILITEIS.

Pagpabotica nouTinn
BAHBIMI CIIELIGUHCTAMIT 110 COOTRETCTRYIONIEMY CCPBIICY, CHCTENe 1L TIOICHCTeNC
O KOHTPO/IEM KoMitceiit (KOMAItb), KOTOpoii TopyvieHa paspaGoTka mo kit Ge-
30MACHOCTH OprAHIT3AILIL.

Tomeminka yaeioro 0¢Tyna. LLebio NOMITIKIT YUIEHHON 0CTyIa SRIseTes

iop y 106oro
XOCTa ¢ CeTbio KOMIANIIL DTit CTANAGPTIbIC HOPMbI IPHSBAIEL MININI3IPOATS
Yieps Komani 133 HCTIO30RAIII PeCyPCOR

Kommartii. K TakoMy yiiepy OTHOCSITCS! YTPATa HITETCKTYa b0 coOCTRHIOCTIE
KOMIaII1H, NOTepst KONDIACHIIABHBIX AHIbIX, HCKAKCIIC IMILUKA KOMITAIIH, 10B-
PeARJICHIIS KPITITCCKILX BHYTPCHHITX CHCTEM KOMITAHIIH 11 T. 1.

A TOHTHIA KaCACTCs! BCEX. COTPYUIKOR, TOCTARIUKOR 1 ArCHTOR KONl P11

i st € COTBIO KOMITAIIH KOMITBIOTEpOD.

111t PAGOUILX CTaIUi, ABAAOUUIXCA COBCTREIIOCTLIO KOMIANIIE TG0 HAXOAALUIXCS
B oI CobCTBeroCTH.

Tommina yaaenioro Aoctyia:

O HAMCUACT I OIPEIESET JNYCTHMBIC MCTOA! YAGACHHOTO COCUTIIEIII ¢ BHYT-
penieii cerbio;

o » Gobitiofi e cerit pactpese-
e 1t pocripaos 70 Ao

O somkita oxi nee MeTob yaici-
1010 A0CTyTa K .xuy.puuum pecypean.

TlomITitKa YAUICHHON AOCTYIRA 0JIAHA ONPACIIT:

O Kakite MeTo! pasperaiorc AeRIONO f0CTyTa;

O KaKOBbI OrpaHITEHITS! 1 AHHBIC, K KOTOPbIM MOAKIIO OAYWHTb Yeritbii A0~
cryn;

O K0 MOKCT IMeTh yAATCHHb A0CTYT.

Ay,

Banunmernnii yaenibiii 10Ty A07Ren Gt CTPOro KomTpOAIpYeMs. Tpit-
MensieMast HPOIEYPA KONTPOII A0JGKHA FapaTHPOBATD, 4T0 JA0CTYT K HaieKaieit
WU CepBICaM Ty AT ponepiy moai. Cotpy itk
PN U JOTHCH TEDCTAT Coi 10T TADOTS ARG I, Eotan
wieon croeii cosbiL M AOCTYTION e 107 HACTOBIO
OBV, STOGH T0 NPUBOILIO K BOSHIKHOBNHIO OHGOK.
KONTPOIIb AOCTYIIA HEACCOOGPATIO BHIIOISTS ¢ HONOIDIO OIOp3050ii 13pois-
Hoi I OTKPHIT P Kniovedi (eM. tanbi 4 1 5).
COTpYAHHKI KOMIaHINH € NPABAMII YAQICHHONO JOCTYIIA A0/TIb O0CCICHIIT, 410~
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G IpHIALICHAIIIE 1M 1T KOMITAIHH TEPCONATHIb KoMTbIOTep 1150 paGoast
CTaNIII, KOTOPLIE VAICINO IOACOEMMICIb K KOPHOPATUBHOIi CCr KoM, Hie
GLLTH CHSIBALL B 9TO e BPENS € KAKOTI~1HG0 APYTOIi CETHIO, 3 HCKTIONCHIE TIepeo-
HAIBHbIX CoTeil, HAXOILIUINS! T IO:THBIM KONTPOIeM HOL0BATC.,

COTpYAHIKIE KONIANIIH € IPABANI YAQTEHHIOND JOCTYIIA K KOpIOpATHBHOii CeTit
KoM A0KIb . \TOBHI 11X coCMCIN socTyia inve-
10 TaKite e XapaKTEpHCTIH GES0MACIIOCTH, Kak OGHIoe J0KIbIIOE CoEetite ¢
Kownamieii

Bee X0CTH, KOTOPbIC HOAKIOUCHb K BHYTPCHIIM COTAM KOMIAIIII € IOMOUBIO

Hosorwii J0CTYIIA, ZOKHB ani-
Bupyciioe LaT0Tp carrest 1
KoM

0501 cOTpYAHIK KOMTAHHI, yaTIteHHbili B HADYIICHINI AQHHOI IOMIITIIKH, MOKCT
Gbrrh noztaep y BILIOTH 0 ¢ paborsi.

2.2.3. Mpouenypsi 6e3onacHoCcTH

Tporteaypis Gesonaciioctin ki e vence,wes o, Mpotieayput Gesoriactioc-
T swIOTCH W BaKIbM «
Torma TomKo o 1 KakoBt
ocHoBHbIe MpaBiLa 3T, TPOUCAYDHI GE30NACHOCTIN ONPEACISION, KaK JAUUITHTH,
PECYPCbI I KAKOBLL MEXAI3AbI HCHO/HCHILS. NOTIKIL, TO €CTh KK PELI3OBbIBATD
noTi GeonacHocT.

Tlo cymects, u coboii -
TpYKIUIIA U151 BHITIOTCHISE ONEATIBHbIX Baatt. UacTo HPOLCIYPA SIBIACTCA TeM HHC-
TPYMEITOM, C HIOMOILbIO KOTOPOFO NOHTIG PEOGPA3YETes B peatbioe Aciicaite.
Hanpinyep, 10ATIKA Hapo:icil OpMYHPYeT NABILIA CO3ARIIIA ApoCTi, IpaBILTa
0°TOM, KA SALIUTITS HAPO.ID I KAK UACTO JavensTh Hapo.it. TTpoticaypa yipasicits
HAPO:UAI OIIHCHBACT HPOLICCCE COSAAMILL HOBBIX 1apOIeii, PACTIPEACICIHIS 1X, & Tak-
K¢ FapAITIPOBANION ENIIL NAPOICHE 12 KPIFTIIIBIX YCTpOFiCTBaX.

TIpotieayphi GCIONACHOCTII ACTAIBHO ONPEACSIOT ARHCTBIL, KOTOPLE HYAKIIO P~
HpHISITE DI PCATHPOBAIILI 1A KOHKpeTiTbiC coBhiTis. TTponcaypsi GeaonachocTin

Guicrpoe B K it cirryaw. Tporteaypst mo-
ORAIOT YCTPIIITH IPOGICAY CAUHON TOUKII OTKAZ B PAGOTE, CCTl, HANIPINCP, BO
BpeNt KpH3IICA PAGOTHHIK HCOIVIAIIO TIOKILAACT PaBOICe MECTO LTI OKAZHIBACTCS
nezoctyret

Mitorie Wb, Coszatiie ¢ G J0KIb GbiTh
CpeACTBAMH B 11000 HOPA3ACIICHIIIL. B KaUCCTRC IPHMEPOR MOAHO YKA3ATS 1POLCILY-
poi st u paricist Komii,
TAIGKe TPOLEYPbI A1 BLBOTA /i apxumi-

[DOBAIIS €O IO I HApO.L, IPINICISICMBIC CPA3Y, KAK TOIBIO AN TIOIIOBATCIy
VBOBIICTCA 13 OpraizaLL

Pace0TpHM HECKOILKO BKIBIX IPOLCIYP GEI0MACHOCTI, KOTOPHC HCOGXOAIAb
HouTH Ka0f] OpraIzaLIIL
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TIpoucaypa pearnposaii va comun. /L 3 11c0Bx0x
MEBIM CPEACTRON c obeii-
Y BT TR S o oum o cranzactca
co crinaibiv Geactien. Herpyiio
MUHYTHI 1 HaChi, CCTH HITCICKTYATbIA COBCTRCHHOCTH KOMIANITI COCTABISCT I~
MO LT MILLTAPAB! AQ/LIAPOD.

TIpOLCAYPY peartipoBaryy Ha COGHTIAA IOTa HASMBOT npouedypoil ofpaomiu

i

npallenypa e

coGomuit 1wt na b
VKA3ATH OTKIKI Ha BCe COOBITIS ii 10y
OXBATHTD OCHOBITbIC THITSI HADYWICHIT], KOTODBIC MOTYT IPOH3OIITH.
BOT HEKOTOPHIE NINEPbI HApyIIeIii GESOIACHOCTI CKAMIPOBAIIE TIOPTOB cerit
ataka THia <oTKa b oGy xocra,
AoCTyI 1 AP,
Jlanias npOILEAYPA OnpeseIsICT:

Kakonm wieion KoM

Kaxyio caenyer "

KKk OBPAGATHIRATH H1CCICHORAINIC OTKAONCIN] OT HOPMS! 11 TOKITR BTOpKe-
o

KOTO YBEAOMAAT 1 KoL

10 MOKET YGAMKOBATH HGOPNAILIIO 1 KaKOB TPOTICAYPA ce BHIyCIc;

KK JOTKCH BHITIO T TIOCICAYIONGTE A1 1 KTO GY/IET 1 3TOM yHacTso-
wa,

[e)ele}

[o)ele}

B KOMaIlLy PeariipoBariist MOTYT GbiTh BICTIONCITb! AQTKIOCTHBIC il KOMIATIIH,
MEHEUKE OTACI MAPKETHNEA (A5 CBI3H € peccoil), CHeTemili 1 cerenoil aayitic-

Tpatopsi 1 mpesce )y opration. TTpore-
YDA JOIKIA YKA3AT, KOTA H B KAKOM NOPALKE Ol BHABIBIOTC

ypaseii. TTponeaypa y Kondurypari-
cii Ha YpoBIIC it I

oIy Z10AHA OIIPECHTS HPOLCCC ZI0KYMCHTHPORAIIS 11 AIpOCa INeHeHitit
KoHHrypaLUIIT Ha BeeX YpOBISIX MPIHATIS pellictii, B npiiuie, Ao/ita cyiice-
THOBATY UCHTPABHAS TPYIITA, KOTOpast PACCNATPHBACT BCe FANPOCHI HA HaMCHCHIIs
KOH(HTYaLUIIT 11 MPIIINAET HEOOXOUMMBIE peleHis.

Tpotieaypa ynpanzeniss kordnryparieli onpezesier:

O KT HMeeT HOJIHOMONHS! BbITIOHSITE H3MCHEHIS KOH(HIYPAItI ANTAPATHONO 1t
HPOTPAMMIIOTO OGeCTeveHIIs;

O xax n ) "
uenne;

O HMeHeHI B i

o

K10 AR GbITh HPOHIGOpMHpOTAL, KO BHOCATCA ISNCHIIL B aNapaTiioN.
It HporpavMIION occieverlL.

Tpottece ypanenits Kondirypatuieil BaeH 10 HCCKOBIIM PIIIHaM:
O OH IOKYMEHTHPYET BHECEHHBIC H3MCHEHIS! 1 00CCTICUNBACT BOSMOKHOCTS AY/UITA;
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O Ol AOKYMEITTHDYeT BOINOSKITE 1POCTO CHCTENB;
O O 2ACT CI10COS KOOPAMHIOBATS MBMeIeHIS TaK, TGk OO I3veHeIe He
HoNeITLI0 ApyTONY.

2.3. Pa3paboTka NofmMTuKu
6e30MnacHOCTY OpraHM3aummu

PaspaloTia NOMITIHKIH G30MACHOCTI SBASCTCS! KIIOHCBBIM HTAOM H0CTPOCHIs
SanuEIHOf HHGOPNAIIONHON CHCTeNb! 1t ceTi, CACIYET OTSCTITD, HTO COCTaRte-
I IOITIKH ILTH TIOITHK Ge30NACHOCTH SIBSCTS TObKO HAMATION OCY HICCTRICHS

obutefi nporpa actiocTi Jleranbitas nporpasa
seris GesonactocTin st conais cucrestbi Geso-
TACHOCTH Ha OcHOBE nomTiKH Gesona
Hite riep OCHOBHbIC TATbl NPOTPANAbI OGecIeNertIsT
o HCHHOCTH TeXHOIOTHYECKIIX 1 AKTHBOB Opra-

O OCIKa PHCKOB HTIIX AKTIBOB (CHANATA TYTeM HACHTUIIALILI Tex YTPO3, 411
KOTOPbIX KA AKTIB ABIACTCA 1CACBLIM OGEITON, 4 JATCA OLEIKOTE Bepo-
SITHOCTILTOTO, 10 1 YOO GYAYT PEATIEOBAII 1 IpATIKE):

o vpostus ak
"0 €CTh Mep GEIONACHOCTH, KOTOpHC MOXIO CHIITATS PeHTAGC LB LT3 DI
seners;

o 112 6a3¢ HPEABLAYLIUIX TATIOB HOITIIKI! GeaoracHoCTH opraiiit-
s,

conbix pecypeon s o

GesoracHocTi, HpHOGpeTeHIe 1 YCTANOBIA TpeGYeNbIX CpeCTs GesonacioeTi

O NPOBEACHHC PATbSCHIITEbIBIX MEPONPHATILIL 11 05y CHIIS! 1EpCOHATA LT 10
AepKit corpy 1 PYKOBOACTBOM TpeByeMBIX Mep

O peryspibiii KOHTPO:Ib NOUIATOBOI PeaiBaIii Uil Ge30MACHOCTI C HETBIO
BLIAVICHII TEKYILUIX 1POGICM, YHCTA II3NHCHIS BIICLIICTO OKPYKCHILL 1 Biie-
Cellite HEOBNOMMMBIX HBMCHEIi B COCTaB Nepeoniaia.

Onbit noxasa LC10M OpTAIBAIUIH O HAIOT CYUICCTICHITYIO BHTOAY OT D
TR XOPOUIO PAPAGOTAIIHOF NETOTOTOI PEACHIS YK DB 372
K nomrmikam o ocroBHie

O o GesonactocTit A0TKIE
~ VAILBATY UGS 1 DI, 10 KOTOPLI HYAKIA HOITINK;
~ ONNCHIBATH, O HNCHIIO OXBATHIBACTCA STINH HOTIKAN
~ ompeACiITh PO, OBAIOCTI 1 KONTAKT,
- ak Gyayr oGpaGarsisatic

& Tonvmas: Seaonacroon o B
~ PN 1 OCYILCCTINbINE
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VUL AU OIS,
10 sauurre 1 [41.
TlepBbiat ATy 110 paspaoTke NOATIIKH GE30NACHOCTII SBIAIOTCS CeAyIONUIC:

~ KPATKIMH 1 10T

cosatIe KoV 10 paspadoTie rorTIIE

HPUIATHC peeis 06 0GAACTI ACTICTBIL 1t 1EX HOTHRI

HpIIATIC peernis 06 ocoBeroCTIX paspaaTbIBACNOfi HOMITIKIE;

O onpesteeiie A WM opraa Ut paGoThi B KauecTse ODHIIITBIONO irrep-
nperatopa oL

«

[eXeje}

Ko ncest paspaBahiacstuiy IoTiay GeaonacHoctin npinversiTs

npouece

nommIKA.

Ot 113 TIEPBBIX WATOB sIBTSCTCA Cosdanue Koxandel no paspabome nouumuxu
Gesonacuocmu opeanusayuy. VIHOLAA 9Ty KOMAILY HA3bIBAIOT TPYTIION, KOMICCHETT 1111
xowrreron. Koyarua cosgactest py KoTopoe
HaBaTh BaKHOCTH i M HOJIHOCTBIO CBOIO
HO3HTHBIYIO PO B Yenentioii paspaGOTKe, IPHHSTIIN 1 BHCAPCHIII 9T/t MoK,

13 COCTAD KOMANAbI CIICAYET BITIONATS mmmpmu..muamu,.x crewrCTOR, X0~
pou G TEXHOOMIX 1t
A A pyKoBOACTE, s s A
oy Gesoractocrit. K paGoTe aroil KOMANAb 0K GHiTh TakGke NpHBICNeHb!

1 cneresiic or

T

Pasyiep KOMAILb! 110 aspaBoTIce OITHIN SABHCIT OT MaCHrTaGa 1 o6acTi Ackic-
rost nomrk. Kpy HOATIKH MOTYT Kova 13 5-10
UEIOBEK, B TO BPEMS KAK U1 IONTHKIH HeGODLIOTO MACIITAGA JOCTATOMIO TOTHKO
Q1070 11 ABYX HesTOBeK.

AK TODKO COYIANA TAKASA KOMAILIR, €C TIEPBBIM IArOM SBSICTCS ancitia mpeGosa-
i, TGS KOURIIRC ST IGSHLULNON H TOAKGA S T
u cerenix
cepuicon, KOtta MHCIIS! HEKOTOPBIX 'ICHOB STOli KOMAILU He COBIAAIOT, CTOIK-
HOBCHIL 11X HITTEPCCOD 1 IEpCCeeHI Pa3HLIX OTPACeil Siaiuis mp odCy ket
rpeGomaruii Git3iteca HOIBOIOT HOAYIITS GoJlee HOIYIO 1 OGLCKTIBIYIO KapriIIY,
1631 TpH OGBIMHOM ONPOCE tozell, PAGOTAIOILIX 1 OGAACTI MAPKCTHIEA, PO L1
paapatori ]

Haotom e W penaiorcs Bonpocst. Kakiie komitbio-
XS et o DU b e ot TpeGoar MOLYT Gorr
) upn yczoiit (? Crombicny cotpy
HeOGXO UMb A0CTYIT B VIHTCHCT, HCTIOMB30BaIIe HCKTPOHOI TONTH 11 IHTpaHCT-
CepBICOR? BABICAT T KOMIIBIOTEPIIBIC 1 CCTEBbIC CCPBICH OT VAAICHHON 0CTYIIA
« piyrpettieii cem? Meiores un tpeSosaut 10 ped-ocryiny? TpeGyiotes u -
enTa aisie Texieckoil outepsiin vepes Hirreper? Tlpn anuiae kaxsoro

Tisiceres au tpeSosaiie Gitaneca ita otor

cepac?> 10 cambiii BB BONPOC.
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Toc e anamiza i cicrevatsaint rpeSonamiii Gitsiicea kovara 10 paspadorice

HO:NITHKH GES0ACHOCTIE TEPCXOUIT K AIRIBY 1t OtLeNKe piteKos. Hcroimsonaiie

IHQOpNAIUIONINBIX CHCTES 1 CTelt CBAANO C OPEEIICHIO COBOKYIIHOCTIO PHCKOB.
Anaizs pucos ssercs aranoy o Ge:

i (putc. 2.2). Mioraa otor otan nashinaior 1 i

Y2pos. XoTst 9TH TEPMIIBI HMEIOT HECKOIHKO PA3THYAIONIHECs TOIKOBAHIIS, KOHeUHbie

Pe3Y.ISTATBI CXOAHBL

— Basonan noniuka GesonacocTn

Aane | apomeaype
TpeGosan GesonacrocTn
6ureca

Perynspras nepeouerka

Puc. 2.2. Cxema paspaboriu nonumky Geaonackocru

Ha STalie aikuiinza pHCKOB 0CYIECTRISIOTCs CCYIONuIe ACiicTRits:

O iweHTHAIKAILIS 1t OILEHKA CTOMMOCTIE TEXHOIOMINECKITX 11 HiJOPMALIOHIbIX
arimon;

O aHAIH3 TEX YIPO3, /U1 KOTOPHIX AAHHbII AKTHB SBISCTCS IEICBBIM OGHOKTOM;

O olleriia BEPOTHOCTII TOTO, S0 VP03 BYJIeT PEH3oRala Ha NPAKTIIKC;

O oneria pickos amitx aktinon [2

Olieika PIHCKA BHABISICT KK CAMDIE ICHHBIC, TAK I HalG01eC YST3BIMbIe AKTITB, O1fa
H03BOICT TOUHO YCTAHOBIITD, Ha KAKITE 1IPOGACMBI HYKHO OOPATIITD 0COB0 BiitMa-
stite. OTYeT 00 OLEHKE PHCKOB SIBIACTCS HHHBIM HHCTPYMEITOM pit (popMHpOBaFIIIS
TIOJHTHKH CeTeBoii Ge3onacHocTi.

Tlocie OleHKI PHCKOB AKTIBOB MOKHO TIEPEXOMUITH K yomanogientuo yposist Ge-
30nacHOCMY, ONPEICISIONICTO JAMUITY KUKIOM AKTIRA, TO €CTh ep Gesonacuocm,
KOTODBIC MOAKHO CHITATD PEHTAGCTbIbIMI /LIS IDHMHeHIsL.

B IpHHLUIIC, CPIOWNOCIIS S0t KOKpEIO2) AKmUs e d0na npesuuams

ii nepesicith Beex akTit-
5O, KOTOPBI| BICTIOWACT TAKIIE MATEPIATbITbIC OGBEKT, KaK CepBEpb 1 paGOvIIe CTali-
L, 1 TAKHE HCMATEILIBHbIC OGLEKTE, KAK JQHItbie 1 HPOTPAMMIOC O0cCrIeNeie.
Jlozmkiibi GuiTh WCHTIGIINPOBAITH KATAIOTH, KOTOPHIE COICAAT KOHIICHIIAT-
bie Qi it chaikibt teitenoro maskaserits, Tloce EHTIIIUUI THX AKTIROR
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JOIKHO O

Kak/0r0 AKTHEA C 1EbIO

b IPOBEJCHO OIPEACICHHE CTOHMOCTH
B epeutie a

s ” Sreriens THE s yera
navenenii puckos.

Tocite NPOBECIIS OMHCANIOI BBILIC PAGOTH MOAKHO ucpmnmb K enocperc-
TBeroMy nomma Gesonac nomme Gesonac opra-

MBI OB G OIPCCACHb HCTIOT3yeAble CTAILAPTH, IPABILIA 1 1PONCCCH
Gesonachocr.

Cimandapmo: yaswBAIOT, KAKIM KPUTEPISI AOIKHO CCAOBATS YIpaRieiie Ge-
naciocTsio. Jlpasitaa 10ApoGHO OICHBAIOT MPHHLUIB 1 CTIOCOH YIpaBieiist
GeaomaciocTbio. I[poeccet ORI OCYMECTBSTS TOMHYI0 Peatizailiio npan
COOTRTCTHIIH C IPHHSTIN CTAAAPTANH.

KPponie Toro, OIfTiiia Ge30MaCHOCTII AOKIA ONPEACHTS SHAMIAbIC 151 Geao-
HACHOCTH oL 1t YKA3Th Omaemcmaenocmu smux poied, PO yCTAIRBBAOTCS BO
Bpesist coopyposartist mpoticecon [4].

OBbtio npor 13 oaoro 1w Gonee
BRIIOSACT HeThIpe KoNTOneHTa (pic. 2.3)

fiCTBHi, Tie Kakioe dedicmoue

1. Bxod, Hanpityiep 3aripoc NOIb0BATEIICN HOBOTO [1apois
2. Mexanuan, peanusyiouuii zanoe Aciicroie 1 yxaswsaionuiii cpeacrna i
DO, € HOMOILIO KOTOPBIX 970 AciicTaite Boimomsercs. JApyritiin ciopasi,
Ol OIPEACACT, KAKIIE PO BORICCH! B 9TO KOHKpeTHOE Aciicraite. B Haies
HpItMepe TAKIIAH PO/ SBISIOTC MOTB3OBATEIMb, JANPALNIBAONULI HOBbTT
HaPOJth, 1 AAMHHHCTPATOP GE3ONACHOCTIL
Vapasieiue ~ OMICHBACT ATOPITM 1LTH YCIOBIS, KOTOPbC YIPARISIOT TIHN
aelicTaien. Hanpiep, CTaizapt MOKET 51aTh CeAVIOIee YCIOBIE: Ipi 5npoce
HOBOTO IADOJISH HHNIVEATO AIPOCa JTACH YCTICHINO HpOFiTH ayTer KA.
Botxod — SIISieTes esy ITATON 91070 AeiiCTBis. I3 HAlIe 1pHMCpe TAKITM Bbi-
XO210M GyJ1eT COOGILEHINe TIOTB3OBATEIO HOBORO 1apoJis.

w

~

Mexanusm GesonacHocT

flonssosamens, Adwunucmpamop
l l Gosonachocmu

Bxon eiicrane Buixon
— —_—
Banpoc Hogozo Bamewa napona Coobiyerue
napons H08020.

Venewnan
aymenmucpuraiun
unugdamopa
sanpoca

Ynpasnetue (ycrosue)

Puc. 2.3, Tpadmieckoe MpeACTaBneHHe AGHCTEHA 8 PAMKAX MPOLISCED
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CoabIBast BCCTE B ACHCTRIIA, BXOIIUIC B TDOICEC, Mbt IOIYHACN TOTHOE 1pC-
CraBeHie PESY:IBTHPYIONIEro TpoNeeca 1 poiieii, HCOGXOMIMMX A1 €r0 eI
B JtanHom npisepe 1poie I U3 OHOIO AeHCTBHA — APO.IS 0B
somaresst; pot e Tl atop Gesorac-
viocTh. CIaiLapTs, TPABILTA H 1DONECCH JOTKITH Ghtts eianEnilsti i
T AU edelt Ay,

2.3. 1. KomroHeHTbI apxuTeKTypbl Ge30MacHOCTH

! serasiio KOHTpNCp TpO-
D YIDOS, PACKPLTHEX TP - ———— ommChACT KoMTIONTH
cer, nponyKrst G

1 AGCT HICTPYIIL, IGUK 1X PA3BCPHYT 1 VIPARISITD 1. B UaCTHOCTIL, 910 pyKOBOJC-
00 MOHCT COLEPRAT, PEKONCILIAIIN, e CACAYCT NOCTADIT MEACCTERE DKl
xori e PBepb It Kak
¢ Gutaiec- u . Py

110 aps P Taicke rapairtinn ayunr i
cpexctsa KoiTpo.LL

PacesOTpIIN U1 TIDHACPA HEKOTOPHIC KOMIIOHEIITH AXITEKTYpbI G
cen.

onacocTi

ocobeio
KO, KO S e QM3HECKOTi OGACTS, T1e HaXOTHTC CHCTEMHbE KONTIOTer-
“Thl, MCIID HEOAHOPO/UHO, FEUIITIIIC B 37aHINI KOMIIAHIII HE TOHKO CROI COTPYUHKOR,
10 1 107l 13 APYTITX KOMIAH I, TAKITX KAK 3AKASIKH, TAPTHEDbI ILTH KTHCHTH,
ssieTes HanGodiee pactipocTpanenoii ciryaieii, kotopas Tpedyet (uaiieckoii
AT KOMITBIOTEPHOI Cpebl.

DitaiticeKast 3AILUITa PeCYPCOB It AKTHEOR OPFAIIZAI JOCTHIACTES ¢ HONOIIO

peacts 1t W KoMy
KAIDIOHIBI CPOICTI B (AIAECKIL SLVIICHIN HONCILCHIX 11 3012S.
Syt cepbestibizyrpo-
M TaKiie BaKIbC acneTy Kac
HOCTD, 0CTYTHOCTH 1t i D it saunTo!
npeske eero B Tex cpeas,

KOTODHIC JI0/KITbI GbiTh (HIICCKIT JAIUIICHbL.
Tlepenerts TAKIX KOMITIONEHTOR 10/KCH BITIONATh:
o )
O KoMIOREITH HHPACTPYKTYPH 0KabHOM ceit LAN, Takie Kak cHeTesst

N, MOCTH, MApuIp: Db, KOMMYTATOpbI, AKTHBHBIC TOPTH

"
O cierem, cosariie ¢ LAN;
O MCU-TaANSITS,
BaTen HEOOXOMINO YCTAHOBIITH ABA 1L TPI THITA 0GIACTEi ¢ PATITIHbINIL YPOB-
1AM GEIOMACHOCTH, TAKIMI KaK:
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(¢}

oMb Of1aCII, 1 KOTOPHE NOTYT JOTCKATICA B COTPYNMIH KOMbiO-
TepHoii cpes;

KOumpOIUpYeMbie 06Aacu, KOTOPbie MOTYT  J0/UKHbI GBITh 3aKPHIThI, KOTa
HaXOITCH Ge3 IpHCMOT]

O 0co60 Konmpopyexsie o8iacmu, Ky OFPaIICH OCTYII JKE JAPCTICTPHPO-
BAHbIM ABTOPH3OBANHBIN TI0.TH3OBATCIIM

o

Jlvice Kkt Taras 06ACTS IIANACTCA OLHONY KOMIIOHIITY CHCTENb L1 TO10-

JIOTHI CHETEMIbIX or Creneit ix

yposeiin

st poeypove warmpozw cem: Jlorimieqan BeionaocT BKTAeT: Cpéees
nay

i, octynoy, ayr i cemn,

VIPARICHIC YAQCHHbI AOCTYIION 1 T. 4.
a pecypeos. Pecypcst (dpailibl, Gasbi AIbix, NPOTPAMMSL, JAIIBIE) NOTYT
GbrT pasaciICit Ha e rpyIIID

1. Pecypent onepauonnoit cucmenvi npeacTansiior coGoii Te 05HeKTH AaNHBIX,
KOTOPBIC CBSZAIBI € CHCTEMHbIAH CCPBICAMIT ILTH (hYHKIUINIE ORIt BITIONAIOT
CHCTCMINHIC TDOTPANNI 1 (Db, HO/CHCTENb 11 IPOTPANNIIHIC IPOAYKTH.
Pecypest Oriepalion ol CIICTeNst OGO HAXOATCA 101 YIIpaBCHIeH 1 ot~
1o poiica. Vx HOKA TapaTIpORATY-
s, TIOCKOIBKCY 91 AQHHBIC KPHTITHBI A5 TOFO CePRIICA, KOTObIit Opraizailis
XOUET NOCTARISTh.
Pecypes ONEPRIIONIO CIICTENs He BCCrta ABAIOTCA OXpAHITCHIENI T
e, XOTs CITicoK if oKt ObiTh y "
e, THTISHBM MPIVEPOM TAKOTO HCITONCHIS! SARISCTCS! G3a AAMIHbIX, B
KOTOpOIi XPAIISITCs! AP0 1 WEHTH(KATOPBI 0Tb30BATe
CYpCDI NO.TX06aMEA TPEACTARISIOT COGOI Te 0GR TS TAHHBIX, KOTOpbie Cisi-
s ¢ W rpymmas i Pecypens
ii ORI
TRt fanHbiX. /LISt FApaIITI1H XOTs Gt MUHIMABHOTO YpoBilst GesonactocTit
1o

pecypeos.

TOpbIC 113 TIOB3OBATEICI,
XCA B CCTH, HMEIOT OCOOBIE TOHOMONMS. T\mlc TIOAHOMOMHS HYJKHBI /U151
y cHCTeMAMH TH QIMHHHCTDATHBHI
THOIHOMOUHS! MOKHO PAZCITITH Ha /IBE KATErOpHI:

HAXOZLANLH

O NOAHOMOUISI CHCTEMHOTO AINIHNCTDATOPa;

noamostor an o~
HHTD BCE JICHCTBIA, n 2 I
vory s ool KoTpTh Cenorac:

HOCTH, HO 3T0 0JIKHO Cst KaK 3710y
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sator

DY BbimOMIITH AciicTBiIs, sy D noa-

HOMOIA T103BOIIOT iBvencie Kow-

HIOHEITTOB 11 CHNTHBATD KORGITCHINATbC Tartte. OTHAKO, CCTN CHITHBAIC
JaHHBX 63

TOTPESHOCTIE GHBHECa, 3TO AOKHO PACCNATPHFATLCA Kak A1OYOTpBICHIE CRONNIT
e
Tl

" -
PR —— C yerow atoro Bt
nomnT CreayIOnICe:

O onpesemITh LISt KAAIOH CHCTeMHOI IIATOPNBI LT CHETENB! YpanTeriis
JIOCTYTION Te T0/IHOMONIS, KOTOPBIE MOTYT GbiTh PI3HAIS! B VIIAHbIX KaTe-

ropisx;

O masmaiTs, ¢
OTBeTCTRCHHOCTbIO!

O nep 1poBepATH 1123 ’

THOJB30BATE AN,

2.3.2. Posm 1 OTBETCTBEHHOCTH B 6E30MMaCHOCTH Ce!

Uiero y potcii sapicur ot nipotteecon
& 3 Bo iorix MOKIO HalTH 01 11 Te e
bt pozeit. it epeseitb oGbIO poucit
O mposaiidep cepaucon - ieneokep rpy /s oprammatn, korope e
crasier otneuaer
3a obecnevenie GesonaciiocTi Komu-luupuun e
O enedxep danie — venezvxep, ¥ 0
anbix. B Kpyr MeHCIUKEpA JAIIBIX BYO-
rr:
= ONCHKA YDOBITH KONGITCHIUATHHOCTII JAIHbIX C HETHO X Kraccr it
~ YCTAHOBICHIIE OPECACHIIONo YPOBIS 3AUTH (B COOTBETCTBIMI € 310t 1tac-
Cuukauteii);
~ pagpewICHIC 1L 3APET Ha AOCTYN K AAIHBIM 101 €F0 JINMHYIO OTBCTCTBIL-
0cTs;
O aydumop ~ 910 1o, orsercTsenoe 3a:
~ HcHoHelte HoITIK GegonacHocT;
~ nenomertie npoteecon Gesoracnoc;
~ nep c 7 i ouerkn 6
- e ii i i/uncrpysieiton/peuenii b e
obecneuernut pebyestoii Gesonacoe;
c - 910 0, nacrpoiiky ciic-

TCMIDIX CPEACTS YIIPAICIII BE3ONACHOCTHIO 1 yrpanieie it B kpyr otsere-
ermocTi o
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HACTDOIKH GESONACHOCTH CHETeMb B COOT 1t o cran-
JTaNIE 1t TABILTANI, TO CCT AAMMHICTPATO Ge30NaCHOCTH OTBeNACT 5
YCTAHOBKY CHCTCMHBIX HIOHTHK, BKIIOA NAPOBITYIO TIONHTHKY, HOHTIKY
ay AT, TIOANTIIKY BYOZA B CHCTEMY I CTAHAADTII] 10CTYIN K THITaM pec)
con;
~ yTpaBeiie aTpHOYTAMI A0CTYIIA NOB30BATECIH TYTeM 3aveltbl Mapoeit
ONpEEIIEIIIS HOBLIX 1 YAAICHILA CTAPBIX IEHTHUKATOPOB NoMs3oBaTesIcii;
~ BHIIOHICHIHE NIEPHOITHECKII TPOBEPOK C LEBIO KONTPOJIE COCTORNI Ge3o-
TACHOCTIN KOMIIBIOTEPHOI Cpetbl;
o dannvw — B JIAHHBIMH BXOIT:
= i ”allpu\mp. NAPOUTb 10JGKEH ObiTh He-
KIM TIpABILTAM.
1o upummm e S oL g
ViIpaBICHHs GE30NACHOCTbIO;

~ HCTIOML0BAIIC CHOIX NOTHOMOUITi AOCTYITA 1 CHTEMHBIX TIOAHOMOMIHHE TO/Th-
KO st i
K i cpestt anseres .

Ay n onopemeine. 1o Tepyio <ayum> B crocoBiocts
PETIICIPHPOBATS BCE BXITHC C TOUKH SPerItz GE3ONACHOCTH ACHCTBILA, BHTOMeHlbie
B KoMIbOTEpHO cpese. TIoA TEPMIHON <OMOGeueIIES IONIIMAIOT CTIOCOBHOCTS 0110~
Beiats 06 Frirx AelicTaIsX b uITaGeAbHON Gopye.

JLi1t Gea0naCHoCTH Oietth BasKifa Xopoliias CXeMa ay/UlTa; Ofia JOKIA BCCTA Ja-
BaTh SCHYI0 KApTItHy COCTOsIIS GesonackocTit. Bodice TOr0, CXeMa ayurTa ARIACTCs
NOUBIN IACCHBHbIN areiToM GesomachocTit. Heitbast 3aGhiBarth, 470 comuuias 1015t
KHBAIIIE AKTIBHOCTII YIPO3 3TOFO THITA ¢ NIOMONBIO aYAUTTa iB-
AT CHLIBHbI CACANBAIOLUIN CPEACTRON.

Tpi OPMHpPOBAIIH IOTHTIKI AYUITa HYKHO YIHTHIBEATE BA ACHEKTA:

HeoGXOMO peritTh, Kakie coGbiTis ocobertio i i Gesoraciocrit, Pe-
THCTpaIIA BeeX COBLITHT OAPS — He ywitii BLGOP, 2 NPOCTO Gecrioeatoe
PACXO/OBAIIIE JUICKOBOXO TIPOCTPANCTBA, TAKA PCTHCTPAILIT MOKET BLIIBATS
MIHOTO MpOGICM T rerepaII OTeTa,
BoT PCKOMCILIAIIIA MIIHNGILHORO Tiepeist coObiT
O Bee HapyllerHst Ge30NACHOCTH, TAKHE KAk

~ HCABTOPH3OBAINBIi JIOCTYTI K CHETEME;

~ HenpapIbIbi napo;

- awnymponaii napov;

~ HCABTOPHBOBAIBTi IOCTYTI K pecype)
O Bee TONBITKH JIOCTYTIA K YYBC rmnmmmm/nwm,m obnactsiv cueTem;
O nee KON@NIH

HBIC TIOHONONISE,
O BCe HONBITKI I0CTYA K PECYpCaM oriepaonii

J0CTYna 1O yMO:THaIIIIO.

UL perneTpat:

IX CHCTEM, 3 HCKI

ueHes



POV M OTBETCTBEHHOCTM B BESONACHOCTM CETM 89

2. HeoBXOUIMO PeIiiTh, Kak A0AIT0 A0.KIb XPAHIITLCA JAMICH PeriCTpaIL, 1t
COCTABITT COOTBETCTBY 0N TLTAI XpaHCHIs.

TH BAKHO
IArACTCA, UTO KOM-
AKI HA CHCTEMY B HOIBITKE TOAYUHTS

HIMCTD, BOBMOAKHOCTD HONCILICHIONO PearipoBaiIis, KOTa Ipea
HIbIOTEPITAsH CPEAa IOABEDIACTCS OITACHOCTI 2
HeanTopi3oBaIbili A0CTYIL. Ll COCTOIT B TOM, STOGb ONPEACIITTD B PEATHHOM Bpe-
N, KOLI BOSHIKHET OIIACHOCTD, 1 BUAAT CHFHA TPEBOriL.

Tpisesen npiniep Cri Hpotieecon Ut nipoGessi
1 BLLAG CHIETA TPeRONL:

O KaKa0e Hapy AOTKHO cHeTeanoe colbrTie;
O OO CHETENHOC COBMTHE HE ABICTCS! AOCTATOUHBIN AIS TOT, STOGb YTBCPK-
QTD, U1 970 OIIACHOCTS; b TAKOM C:1y4ae OAOGHHIC COBBITIS AKIbI HAKAILII-
st
O COBOKYHOCTS TAKIIX COGBITIi 0IKIA 3aTeM CPABIIBATBCA € 3Apalice YCTANOB-
ol noporosol el
O ecant peaysrar o
curian tpesort

v npenuaer . BhiaeTC
B peay.IBTATe BUTOICHIIE STIEX NIPOLCCCOR MOANO HIHOPHPOBATS HENPABILIbIbi
B0 KENI-TO 1ZpO.13 YTPOM BO BTOPHIIK, O C/ICAYET OGPATIITS BUIINHIIE, KOFAA KTO-TO
JOAUT MHOTO HCNIPABILBHBIX HApO-ICil, CBAZAIIBIX €O MHOIMII TI0AX0BATCILCKITMIE
MACHTHIKATOPANI, B BOCKPECCITbe BeiepoM.

151y cnr i BAKIO NPABIIBIOE ONpEiEsie-
Hite posieii 11 OTBeTCTRCHHOCTEI! 1 HA3HACHIe TIHX podicii 1t oTBeTCTRENHOCTe
cooT nerema it JI0JIKHA He
ToBKO @ TPeBOAKHYIO CHTYAITIO 1 BbLAATD CHrTAT
tpenortt b0 . i npoitec, 10 1t orokec-

TIFTH OTBETCTBEIINMI OTKHOCTHBIX T, CIOCOGHbX ONICPATIBHO HPHIATH HE0G-
Xoame Mep

Bonpocs! Ans caMoKoHTpoNs
1. OGuACHITE HOATHE <HOTIKA GeSONACHOCTH OpraNH3AI>.
2. KaKie pasiesibi A0:TKIfA CONEPAAT AOKYMEITATHIO opopyierasn o
GesonacocTi’
3. Kaxue npofiiewst pettiaer nepxintt yposeith nommiki Gesoniachoct?
4. Kakiie 3ataui peuiaet cpeunii yposeith o;THKH GesonachocTi?
5. KaKonbi 0cOGCHIOCTH HIKIIETO YPOBI TIONTHKH Ge3oractoeTi?
6. C i ii i,

y ¥ Tpato-
POB I 1101 it pit HOMHTHEIL

7. OnmumiTe CTpYKTYpY HOITHKI Ge30MACHOCTH OpranH3aII,
Uro npecranasiior cooi oI 2

9. TpiBeuITe HECKOLIO ] nommK Gesonactocrn

© onucanmem nx ocobeHHoCTeil.



90 MOMMIVKA MHOOPMALIMOHHON BE3OMACHOCTU

10.910 coboii nporteaypht
1. TIpHBEAUITE HECKOBKO NPHMEPOB TPONIEAYP Ge0MACHOCTH ¢ OITICAIIEN 1X 0CO-
Germocreii.

D rann HomTHIGH opramiza-
win



TNARA CTAHOAPTHI
MHOOPMALMOHHOM
BE3OMACHOCTU

sarie oGS FKOHOB CoCOGHO
MC KONKDETHX RO,

Hiorza s
SaMeHIITh Hesiia

Temoewuui
TpoGesoii i ii G Haua c
TOT CAMOTO MOMCHTA, KOT2 KOMITbIOTC CTauT 00paGaThlaTh Jaiiibie, ICHHOCTh KO-
TOpbIX BHICOKA LISt TIOBI0BATEIIS1. B NIOCICIIIE TOBI B CBSI € POCTOM CHPOCA 12
SICKTPONIIC YCAVIIL  PASBHTHEN KONIIBOTEPIX CHCTEN 3 COTCH] CHTyauust b chepe

Cepbeatio 0BOCTpILIACD, @ BOIIPOC

TI0/IX0108 K ¢ EIICHINO CTaUT 0CO0CHHO AKTYATHbIM KaK 115 PA3paGOTIIKOB, Tak it
s nomssosareicii UT-cpercs.

3.1. Ponb cTaHpapToB
nHdpopMaLMOoHHOI GesonacHoCTn

it 03 CTAADTOR HIGODNGIHONOI] Ge0MaHOCTIE — COOTs 0ckony 1

" 110 k-

itcatutin nPOYKTOB HopMALONHLIX TexHOONML. Kakit 13 STIX pyIII nyeeT
CBOIL HiTTepech! 1 CBOM BIAbL Ha 1poGieNy HiidopyaIOHIoli GesomachocTiL.

Hompecumeiu saimitepecosaiti b MCTOIIKE, KOTOpst NO3BOTACT OGOCHOBAITIO Bh-

i, O, OTBIONUL I K 1 PAIZOLI X 1POGEN, 41 o 1y

KA onerKi TalcKe 1y B HHCTDY-
NeHTe, € HOMOUTBI0 Motz Gm Bon npoits-
BouTetsiv. TTpH 3TOM HOTPEGITeICI HITEPECYIOT HCKOUITE IO XaPAKTEpHCTIHKIL 1

CBOIiCTBA KOHEUHOTO POAYKTA, & He METOAS I CPEACTEA 11X AocTinkera. K coxte-
1o, Mrore Hie nomiaIoT, 4T0

porimopear dy snoberny pabo, crponeicromo
HT L), HAKTALBAIOT Orp a INOCTD 1, KaK IpABILIO, BBy K0T
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omaganic of uposo it nostomy
o e
o e SPERIOTE B TR TN COETETDS SER T Pl
I e e P o e
THBIOR LI 85 CBOYICTD, A TACKC B CTAADTILAIIN OMPEICICHION 160pa Tpedo-
s KoTopuii Mor G orp
NOAYKT 11 GACTABIITH €10 BLGHPATL TpeGORaIIIA 113 ITOrO Habopa. C TOuKI aperiis
MDOIIBOITE, TPCGORAINISAOTIB G MAKCINGATIIO KONIKDCTIINIL I PeTaNCri-
rex u
1.1, Kposie Toro, TpeGomattis He J10&ib pOTIHROf
obpatoriat “cucren - textonory co-
T IGOPVEILIONIIX TIDOAYKTOB, DTOT OTXO TaIoKe HEISH HPHIAT b KatecTse
JOMIHIPYIOULCTO, Tak KK O He YHITHIBACT HYACU IOIBI0BATESIe 1 IbITAeTCs TOJ0rHATh
TpEGOBAIIIS HAUITHI T CYINCETBYIOIUIC CHCTEAbI 1 TEXHOIOMI,
Dcnepmvt no
CranapTy KaK 1

RN, KOTOp BT K LT YPOBE, Gsoracioc

oTpe-
et iomipra i i S S e L e
HAXOIATCA B ABONCTBCINOM IIOIOACHIIL € OO CTOPOH, O, KAK H NPOIBBOAIITEII,
SAIITCPECOTAI B HETIGIX 1 HPOCTBIX KPITCPIAY, I KOTOPINI 1e 1210 IONGT) 10-
208 G X IS K KOIPETHONY TJOIVRTS . YO CTOpls I K
Ja \ oYK X bt 1wt
S oo oo eper cront ne-
HPOCTAS ATA'a ~ MPHAIPHTS TP PAHIX TOUKI Sperti 1 cosaamh ey
Mexauay maNoAeHcThs Beex cTopon. TIpiies ylesiciiie noTpeSocTeii xotst Gbt

OOl 13 HIX NpUBEAET K u ficTaus 1,
He N03BOINT p Gty ~ cospane i cicre-

Mt oGpaorit nmpopmmm
aKiX CraapTax Ghuia ocoiaiia ; LB B 0K

aocuriyr 1porpe paz-
SaATAL 1030 v, TISGHEE X HALS108 s AR Boui Onita
Bast kinra (110 ety 0670KKH) <KPITEPIIn GC30MACHOCTH KOMIIBIOTEPHbIX CHCTEM>
Mutiicrepersa ooporint CLUIA. B 9Tos J0KyNeHTe OlIpeAeiiciio uerhipe yponis 6eao-
macwoerit — D, C, B it A. Tlo vepe nepexoa ot yposiisi D 0 A K HaieAHOCTI ciieTex
npeIbIIIOTCS Bee Gostee skecTiie Vposr C it B Ha
aceni (C1, C2, B, B, B3). UroGui cierema b peaysrare npoiieaypsi cepridinka-
L1 MOETa GITh OTHECeIA K HEKOTOPOMY KIACCY, €€ FAIUHTA 0/AHA YAOBICTROPSIT
oroBopertisiy TpeBoBaLM.

K 2y BRI CrasapTa I GOpyAIIONIOT Gegonacioet oTord moxoicyn
otiocsTest py o ccut, Eap KpTe-
pint " ii, D KpiTCpitit Geao-
L b et e
KoMIBIOTepHBIX CHeTes [4]




CTAHIAPTHI ISO/IEC 17799:2002 (BS 7799:2000)

B HOCIEAINEE Bpesst B PRI CTPAIEX HOTHILIOC HOBOE TOROICH CTNTADTON

obacTi sanuTht PAKTITICCKITM BONPOCAM Y
mipopawOHIo GesoracHoCTHO KoM * B0 mpexte scero uexayHApOAHHE
cramapr y 1SO 15408, 150 17799
HekoTopuie Apyrie. [ nanGosiee
BUKITBIC 113 THX AOKY conocr B W kpi-
TEpI, & TAKKe OLCHIITH ux np

3.2. MexayHapopaHbie CTaHAApPTbl
nHdopMaLMOHHO GesonacHoOCTU

i ¢ Teser
uipopMaIIonHoii Gesonacioc

"
1 B 110G0i] KOMIIAIIII MPCATOTATACT CCAYIONiee:

o nescii
HbIX crCTeN;
o ii cHeTeMbI i la
O pacier X 1 KOJIHHECTBEHIbI

DeraTen A S coOTaER T SR e ot
TaRTCHIRN e

u
OICHKIE €€ TEKYIIIETO COCTORHISE

O wenon MeTout obmexTiin-

AKTIBOB 1 yNpaBsTTH HHpOpMA-

LHOHHOIT Ge30NACHOCTHIO KOMITAHHH.

PaceMOTpiny HaB0/1ce HIBCCTHbIC MEAYHAPOAIIE CTAHAGPT B O0ACTIH ST
HHOPMALUIH, KOTOPbIC MOFYT GITh HCTIOLS0BAL B OTEHCCTRONHBIX YCIOBIIX |3, 4].

1. Cranpapsi ISO/IEC 17799:2002 (BS 7799:2000)

IQO/H C 17799:2000 (BS 7799-1:2000)
TEXHOOTHI>,
technology — ion security ) ABISCTCS OHMM H3
HanGo:1ee WBBECTHIX B 06AGCTI 3auurThi ndopsatum. Jlabiii cranzapt Ohit pagpa-
Gorait Ha octone lmpnoii sacru Gpiasicroro craiuapta BS 7799-1:1995 «parririec-
Kie 510> (
security nmmngcm.fl’u'li Code of practice for |1\fummnm\% umv nnn(\gcmcnt)
HOTHOCHTCS K HOBOMY Taiapr KoM=
HBIOTEPHBIX 1HBOP)
Texyutas vepers cranapra 1SO/TEC 17799:2000 (BS 7799-1:2000) pacewarpuna-
€T CeyIoIe aKTyaTbHbIC BOMpOCh obecrieueriit ii
opramsanii w npeanpusTIit:




94 CTAHIAPTH MHOOPMALWOHHOM BE3ONACHOCTA

OCHOBHbIE TORSITIS! 1
HO1THI 1iPOPMAIIOHOI GE30NACHOCTH KOMTANIIE,

[eXe}oje]

[o}

pecypeon i y
i

Kazponbiii 0

usincekas Ge3onackocTs;

cucrem;
VUPABIICHIe 0CTYTION;
no

creremaym

B X01€ 11X W
ynpanteitiie GItaHee-PONCCCaNII KOMITaHIIH € TONKH 3peiist IiopMaIoHoli
Geaonachocin;

7 aymrt 3 KoM

O 00000

B'mp.m sacth cranapra BS 779922000 «Criemndakauwn cietex: ynpanacins
ndopyatontoii Gesonactoctoio> (Information security management — Part 2
Specification for rma security systems)

y cHeten y
OHIHOfi GE3MACHOCTHIO ¢ TOMKI PEHHS! 11X MPOBEPKIT HA COOTRETCTBIIE TPEGOBAMIISIM
NEPBOi YACTIH JANHOTO CTAIAPTA. B COOTBETCTBIN € NOIOKCIIAMI DTOFO CTaNap-
Ta TAIGKE PETIAMEITTHPYETC TPOIEIYpa ayHTa HiOPMAIIONHELX KOPHOPATHBIIX
cueren

s
THIO COzlepKaT 5 Jrt— <s. itish Standards
Institution — BSI), nartste 5 nepio 1995-2003 rozos 5 e c: eyl cepi:
o B B npoGaemy y W
( security an di );
o “. 1a craapra BS 7799» (Preparing

for BS 7799 sertification);

O «Pyxosozcrio BS 7799 110 ortetike it ynpaserino piciasits (Guide to BS 7799
risk asscssment and risk management);

O «PyKoBocTsO Wist ayuma i crataprar (BS 7799
Guide to BS 7799 auditing);

o I 1oy

bix Texozortii> (Code of practice for IT management).

B 2002 roay sesaysapoussii craizapr 1SO 17799 (BS 7799) Guun nepeciorpert
i1 CylIeCTeIHO Z0N0tHeH. B HOBOM BapHAITC 3TOTO CTAIAAPTA GOIbIIIOE BHINAIIIC
VACICHO BONOCAM TIOBbIIICHIIS! KYJISTYDb! JAIIUITH! 1HGODVAILT B PASHIIBIX MesK-
AYHAPOUIBIX KOMIIAHISIX, B TOM HIHCIIC BOIPOCAM OBy IeHIISE IepCONALTA H 1A A bl
e ALt HpOLEAY 1t uy i Geao-
naciocTt B < crere. TTo Mmerino cie-




MEXIYHAPOfIHbI CTAHOAPT ISO 15408 95
LWAHCTOB, OGHOBEHIE MEKAYHAPOLIOTO CraiiiapTa IO 17799 (BS 7799) nosposier
HC TOBKO TIOBBICIITH KYJIBTYPY SAILUITS! 1HGOPNAIVIONHBIX AKTHBOB KOMIANIL, 1O 1t
CKOOP/UMIIIPOBATS ACHCTRILA PABIHBIX BIYIILLX FOCYAGPCTRCIIHBIX 1 KOMMCPUCCKIT
CTpYKTYP B OBIACTH AT HicpopMaINL.

2. lepmaHckuii ctaHgaprt BSI

B omrine o1 1SO 17799, repyiaricioe <PYK0DOACTSO 10 saure sipopaonthix
3080r0 YPOBITsH ¥ pacenior-
PEHIIO YACTHBIX BOPOCOB. i KoM,

B repyaricxon cramiapre BSI npeicraneiis:

O obmas MetomKa
NereivRveITa B 6GaacTi B, MeToro/oriis Herob30mainis pyKoBo/Crsa);
omcas Textozorii;
OmICaHIts OCHOBIbIX pokin

iin ity HAHHbIX, 113~
HipoBatiie AccTaii B MPE3BLIAIILIX CHTVALULIX, HOUICPIKKA HeNTPCPbIBHOCTII
Gusneca;
o)

[exe]

(aan, Kabenbiie

obverron
e, KomTpoTpyeuBe 1)

AKTIROB KoM (B TOM e~
71 ATAgATHORO M POTPAbMIORD oGeceeitan, TAMpHBIep P60 crarto 1
CCpBEpOB 10 YIPARICHIeM OICPAIONHLIX cHcTes cenelictsa DOS, Windows
1 UNIX);
XapAKTEPHCTIIKII KOMITIOTEIBIX CeTeii 1 OCHOBE PASTIIIX CCTERbIX TxHo-
o, manpiep cereit Novell NetWare, UNIX it Windows:
akTBHON 1t obopyzo-

BaImIs BEAYILULX NocTapiuticon, Hanpityiep Cisco Systems;
HOAPOBHIC KaTaTON YrpO3 GesoractiocTi 1 Mep KorTpo (Gostee 600 waimve-
HOBANII] B KAKION KaTasIore).

BONpoCat JAIUITH MpIDCTCHTIL HiGhOpAILIOI AKTIHB0N KOMTAI PACeyaT-
pusasores  cueiapino
KoMIali — yrpoabi n - e 1t
CPEACTRA KONTPOIA 1 AT

o

3.2.3. MexayHapoaHbii ctanaapr ISO 15408 «06wme

KPpUTEPUY 6E30M1aCHOCTH MH(POPMALIMOHHBIX TEXHOJIOT I
I I3 LIABHBIX Pe3yJISTaTOR CTalAGPTIGALIN b cpepe CHCTeNATIAILI Tpe6ORa-
i 1 crata cicresa
xoto-
past HACHIITBIBACT GorIce COTIII PRATIAIBIX AOKYMCITOR, Bajkiioe MCCTo b atoii cicte-
Me cramapton samivact cranzapr 150 15408, mpecribiit Kax <OGiute kpirtepi>
(Common Criteria).
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B 1990 roay o (ISO) npicrymi-
12 K PaspabOTIce MCAIYHAPOAHONO CTAHAAPTA 11O KPIFTEPHSIM OLCHKIH Al
HHGOPNRIIONHBIX TEXHOIONHiE A1 OGILErO HCOb30RaII MO HazBaitiey «OBuute
apuep ot rextozorii

Gorke «OGHIIX (OK) 3 Hi ii uneri-
yT 1 TEXHOOMINH 1 ATeHTETRO o ii Gesomacrocrt (CIUIA),
Vapesxernte Gesoriacioert kowvyiKaui (Kmm:m) Averrrerno mipopvaonori
Gesonacnoctit (Tepyans), Arcrrerso
(It Tporpasib
e Gyt (DTN, SoTRNE Do

<OGuie KpiTepiit> 0GOGIULII CORCpRANIIE 1 ONBIT HCTOM3OBAHIS Opartkenoii
KHINTT, PAFBILII CBPOICIICKIIC I KAHAACKIIC KPITEPHIL I BOILIOTILII B PeIBIBIC CTPYK-
TYpI KOHILCIILIO THITOBLIX HpodiLICil sauThi dheepabitx kpiepiten CIIA.

3a secsiuienite paspaboTii <OBUIE KPITCPIIT> HEOMHOKPATHO PEAAKTIPOBTIICh

SIYIIMH CIICUATHCTAMI Mipa. B peayiibtaTe GBI NOATOTORJIEH MEAIYHAPOAHbIIT

cranapr 1SO/1EC 15408.

Tepusie e pepeint «OBIuIX ot
sumape i 1998 roa. Bepeis 2.1 a10ro cranaprs

»

yrvepieita 8 miors 1999 roxa

10 8 Kacere

cranapta micpopuauoinoi Gesonacnocrit [SO/EC 15408 nox a

et e
B OK nposeicita wiaccidicatus mipoxoro naopa tpedosanii Gesonactioc

pariem «Obiue

T, onpexeiientt CTpyKTypi 11X py W npr Lan-
e aoctomicrsa OK — nomora i wx
ruKocs b u i pasmirmiu.

«Obute kpirepi> K Baimoro pe-

aymsraton oueni Geaonactoctin UT b Miponost MactuTaGe it npei:

HCTIOJIb30BANMS B KAUECTBE OCHOBBI JUISI TAKOI OlLEHKH

£ OIIEHOK it

MBIX PICKOB 112 OCHORE MHOKCCTB OBUUIX TpeGoBai

cpeactn it cnerest 1T, a Taioke rapaiTiti, IpHMCIICMbIX
povariis.

Ocnobiasicy ita usmm tiepeuie (1aGope) TpeBosanuii, B npoitcece pupadoTiit

urm

K HIM B IpoLiecce TecTi-

oterti yponiist 3 poncith jonepis. onertor sa-
T 103B01ST0T JUISL KOMITAHIIH OCTATOMHOCTS AINITE!
U pOpMAILOHHOI CHCTENbL

Bezynuie Miposbie ur

1Ch K€ STOMY MOMCHTY I Cpasy CTali 1I0CTARIITS 3AKAIIKAM CPEACTRA, TIOTHOCTbIO
ornesaouuie TpeBonatisy OK.

Tpusaii Gasosniii cranapt npopsatuioioit Geaonactocrit 150 15408, 6
IOBII0, OMCHh BAUKEH JUIA POCCHICKIIX PA3paBOTHIIKOR.
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<OBtiie KPITCPHIt> PA3PABATHIBATICH B PACHCTE Ha TO, STOBH! YORICTHOPITS 3a-

FOC TPEX FPYII CHGIUICTOR, b DA CTTGAI ABIAONUINCS OO i
31010 1 rezeit 1t poxyKron

TeXIIO0{], @ TAIGKE IKCIICPTOB 110 OlleHKe ypoBis 11x Geaonactocrit. «OBuie kpi-

Tty OGECHEAHIRIOT HOPNATIBIYIO HOLIEpKY npotecca siGopa MT-pozyira, i

KoToposy y B yeaopisx aciicroist

VIpo3, caykat s pasy ratarx

CIHCTEN, 4 TAIOKC PELAMCHTHPYIOT TCXHOIONHIO 1X COSAAMIIA 1t IPOLCAYPY OLCHKII

obceriemaenioro ypowius Geaorachoct.
<OGuuie KpITEpHI, BO-TIepBLY, Pa

arpisaior imipopyatonyio esoractiocts

K crit
ol HT-IDOYKTON, & ToRe AOCTYTIOCTI pecypeon BC i bo-bTopbis, Cras iepes
AU By a, I U1 CPeAbl K-
ILIYATAILI STORO NPOAYKTA, 1 PEATI3ALULH HOIITIKI Ge0IACHOCTIL, IPUILITO B 370l
iy Tostony o ok BXOISIT e acIeKTb
up«ll(ct('d T-np , Npe/iasta-
e m&m.l B YCIOBIISX JCHlCTRIST OIPEAC/ICHITbIX YTPO3 GeaonactoeTit.
I 1poYKT HATHHEM YIPO3 O npHBOas-
X K pHCKaM 7 i At

Toitst 9TiM yrposast M T-NPOAYKTH 0BKITbI BITIONATS B CBOIi COCTAR CPEACTBA SAIIUATHI,
i STHM YIpo3aM 1 Ha y it
excTBax sauwT, oryr
HOBbIX. YsizpinvocTeli. CepTiMKAII CPECTS FAlINITE NO3BOIACT NOXTREPITH 11X
ICKBATHOCT YTPOTAM I PHCKM.
<OGlute KPUTEPIHH> PErTaMEHTHPYIOT BCe CTazi paspaboTki, Keanuiaini-
ontoro awanza 1 okcruyarau NT-npoayicron. «OGuue KpITCpiity MpCLTAraIOT
nponiecca u ananza MT-

i u it Gobioii paGoTs 110 cocTaeio

1 ODOPMLICITIIO AOBOALHO OGTCMITBIX 1 TIOAPOGHBIX HOPMATHBHBIX AOKYNCHTOR.
TpeGosarmts «OBUUIX KPIITCPIICE> ARIAIOTC! MPAKTINCCKH BecOTbeNOICH I1t-
i HODTOMY HX MOKHO HCHONB3OBATD B

Kaectse ey
Cranzapt 150 15408 nowna ¢ cnozori 1
MCKIOCY TApCTBeHbT] YpOBerth. BOsHIiiIa peaibiiast NEpCICKTIEA CORTANIS CAUHOTD
paiCTa, B KOTOpo Seaonac-
o T OCYILCCTRITTHCS yponite
\IT0 NPEAOCTABIIT BOGMOSKHOCTIE JUIS HITCTPANIN HALOHAIBHBIX 1HOPMAIIIOHHBX
cucren, asto, peits, 0TkpoeT cdpep
rextononiL
Hexoropsie ocoentoctit cramapra 1O 15408 npusosrres b pasere 3.3, e

pacearpisactes cranzapr TOCT PFICO/M3K 15408, sistionutiics anauioron crar-
sapra 1SO 15408,
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3.2.4. Cranpaaptbl ans 6ecnpoBoAHbIX CETEN

Cranpapr IEEE 802.11

B 1990 roay xowurer [EEE 802 coopauponan paGouyio rpyniry 802,11 st pas-
paborku cranzapra v Gecnposoaix okabisix cereii WLAN (Wireless Local
Area Network). PaGorsi 110 costanuio cranzapra Ghuiit 3aBepiiens uepes 7 Jer.
B 1997 roy Grura Tiepsa

IEEE 802.11, oficcriesupaioniero nepeaaty aisix ¢ rapanipoBaiioii ckopocTsio
1 MGur/c (5 nexoropoix catysasmx 20 2 Mowt/c) B nosoce sacror 2,4 TTix, Da noso-
A ACTOT ZI0CTYINIA U151 HETHIEH3HOHIOTO HCTIOB30BAMIISE B GOMbUIIHCTR CTpAI

Cnlump'l TEEE 8021 smnsrcs Sesombl Crasapiont OUDCETHE IO,
oKL i. Ocropipic 153 11X

npoToKon ynpanderi A0cTynom K cpesie MAC (Medium ncesess Control - oxruh
HOAYPOBEID KAIILIONO Ypobiss) M 1poToKos PHY nepeatin ciria;on n driice-
oii cpere. B xauecrse ¢ cpet pamosom it
WHPAKPACHOTO W3y HesL

B octiony cramapra IEEE 80211 nonosena cotobast apXHTEKTypa, Hpities ceth
MOJKET COCTOATS KAK 113 OO, TaK 11 13 HecKobiity seek. Kaxas cora ynpanas-
etest Gasonoit craiue, 1ashmaesoit moukoi: docmyna AP (Access Point), xotopas
BMECTE € HAXO/ALMHCS B npc/lumx patityca ee AeiicTBis PaGouAMI CTARIMAMI
0610 301y obcnycusania BSS (Basic Service Set). Tou-
K A0CTYIIa MHOFOCOTOROI Cert BSINOGHCTBYIOR Ny Coboii sepes pacnpedeu-

meivnyo cucmexy DS (Distribution System), wio coboit
wabepitbix JIC. Best pa, TouKI
JocTyra it cuctenty, o6pazyer

ESS (Extended Service Set). Craniapton npeaycorpe Taioke ozocotonsit apiat
CCIIPOBOIOI CeTi, KOTOPLITi NOKET GbITh PEAIIORAIT 1 563 TOUKI AOCTYIIA, i1 3TOM
§ACTH € (YKL BBITIOAIACTCA HEOCPEICTBONIO PAOUIINIL CTailLMIL,

JLst oBecreserIis 1epexoia MOGLTbIbIX paGOIIX CTay o eiiernis ool
TOUKI AOCTYA K APYTOIi B cictenax npexy :
npoieyph " adupa) i pit-

(Association), oziako cTpority i poymmira

cranzapr 80211 e npeayevaTpigacr.
Jlast samurin WLAN cranzapron IEEE 802.11 npeaycvorpen anropirrsi WEP
(Wired Equivalent Privacy). On Biiiosact epeictsa nporinoaeiicraius ecaruio-

socTyny K ceti, a s niepexsata
unopatL.

Oaro st b epnyio criewiducanio cranzapra IEEE 80211 cropocrs
HepeAaI JarbIX B ceni yike e y T0h-
sovareacit. Anropist WEP Crpaat Do CyeCTeimihx HEI0CraTkos: OTeyCrinie

KHowoN, CKOrO K102,
TH KIHOYA 1 BEKTOpa. CAOKHOCTI an mpm aRCA.
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oG caenas texioronio Wirdless LAN Hc,lupowm umnumpnon It YA0BACTRO-
proiieii skecTian G By
enbi CoaTh cevelictso Hopuix cniewiuiaiuni cranzapra IEEE 802.11 a, b
Craraprs 91010 ceveiictsa, 10 cyri, BT Gecpoomibvs e
nporokoa Ethernet, uro Xopottice
ceravm Ethernet.

Crauaapr IEEE 802.11b. 910t craiapt npisensieres Hanbojiee mipoko
cramapron 802.11, TI03TOMY MBI C HEro i HauHeM. BHCOKOCKOPOCTIOI CTaiapr
802.11b Gour parndumuposan 1EEE b cenaope 1999 rona Kax passirrie 6azoporo
crawapra 802.11; B cranzapre 802.11b neniomwayerc nosoca vacror 24 T, cxo-
pocts nepesaun octiraer 11 M6ir/c (100610 Ethernet). Baarogaps opienmatsiit
1a ocoenbiii wranason 2,4 TTit cranapt 802.11h saBocat GobIIYIO NOMYAPHOCTS
¥ npomBoTTe:eii 06opyoBaIsL. B KavecTse 6a3oBoii PAAHOTEXHOIONIH B HEM 1e-
THOABSYETCS! METOL PACIPEACIEHHOO CHEKTPA ¢ NPAMOI HOCIEAOBATELHOCTHIO DSSS
(Direct Sequence Spread Spectrum), KOTOPBii OTIMACTCA BHCOKOI YCTOMNBOCTHO
K HCKAKENHIO JANIbIX OMEXAMI, B TOM WHCJIE NEAHAMEPEHIBIMIL DTOT Craiapt
Oy IHpOKOE LAN cramt
DCIICHHEM C TeXHIYECKOTH 1t q»umnmnm TOYKH 3peHIs.

JL TPOCTOTH SAIONIIAIIIA B KECTBe 0GIEro Ivertt A1 Crarzapros 802.11h
n 802.11a, a TaiKe Beex IOKAJIBHBIM
cera (WLAN), G mocten repwin Wi-Fi (Wm]m Flddlt)) 10T TepMIN BBEACH

Ethernet WECA (Wireless Ethernet
Compatibility Aliance). ECt yeTpoiicTso HOMEUEHO STHA SHAKOM, OHO IOTECTHPO-
BAHO Ha COBMECTIMOCTS ¢ DY yeTpoiicTsai 80211

Crannapt IEEE 802.11a. TTpe/uasiatiers 115 paGoTst B uactotHos uanasorie 3 [Tit
CKopoCTD THepesiatit AaIbix 710 54 MOWT/c, T0 CTh IPUMEPHO B 1T pas Ghictpee
cereit SUZ 11b. Acconauns WECA nagbisae r ator crangapt WiFis. 9to nanbonee

i 13 cemeiicTBa ¢ 2.11. O TP

cxopoctit — 6, 12 1 24 MGut/c — 1 nsims. uunfﬁ garebhbix — 9, 18, 36, 48 n 54 MG /c.
B KIECTBE MCTOA MOV CHITIATA TPHIBITO OPTOTOIAbIIOE aCTOTHOC MYAISTH-
twiexenposate OFDM (Orthogonal Frequency Division Multiplexing). Ero ovn-
uite ot veroa DSSS aaciouactes B Tow, uro OFDM Npeinofaract napaiesiyio
Tlepesaty NONIESHOTO CHIHAA OZHOBPEMENHO 110 HECKOAKIM YaCTOTAM /MANASONA, 1
TO BPENS! KAk TeXHOAOTH paciiipentis criekTpa DSSS HepetaioT CHriaibl 1oc1eo-
BaTeHo. B pesyIstate NOBHIACTC TIPOIYCKITas CrIocoBHOCTD KAIATA 1 KAeCTBO
curmara, K nesoctarkam cransapra 802.11a otHocsTes Gobiiast norpeGsiesast Molit-
HOCTH patoNepeAaT kOB A1 dactot 5 ITi, a Taioke Mewbitii pautyc Aeiicrais
(oKo10 100 a1).

Cranapr IEEE 802.11g. Tlpexcrapasier cooii passimie 802.11b 1 ofpario con-
st ¢ 802.11b. Tipenagasen A1 ofectiederiis cKOpocTeii 1epefatin Janbix
70 54 M6wr/c. B uncie goctomiers 802.11g Hato 0TVETHTS HH3KYI0 N0TPEGCMYIO
MOILIOCTS, Goble paccTostist (10 300 M) 1 BICOKYIO TIPOHHKAIOLLYIO CHIOCOBHOCTS
cnrmaa.

3 Beex




100 CTAHIAPTH MHOOPMALIMOHHO BE3ONACHOCTI

Cranpapr TEEE 802.11i. B 2004 rony IEEE pariduiuipoan craimapt obeciie-
sernis GesonackocTin & Gecnponoibix cetax 1EEE 802.11i. Dror cramapr pemnut

nposaesh B oGacTn u
obecrieunn anaureabio Gosce hicokii yponei. e Geaomaciocri. Cranapr 802.11i
MoRer rhest B cersix. Wi-Fi fo craiapra —

802.11a, b g
B HaCTosiiiee BpeNs CyILCCTRYCT /1a ONelh NOXOANX cranzapra — WPA 1 802.11i.

0III1UGA mpCrIOT ey 802 1x st
pHT) a 11pe; JUB 3avenbl
up(m)hu.ld WEP.
WPA G paspaorant » Wi-Fi Allince ax pennernic, kotopoe oo npinvernirs
prir—
80211i o IE!

Octiiioe SRRy BRYY CTaRIgDs BT N AN

B WP st npotokon TKIP (Temporal Key
Integrity Protocol), koropuiii, Tak e kak 1 WEP, ncnioasayer umdp RCA, 1o aaun-
Tesbio Goee Geaonaciibin ciocoGoy. OBecTieseriie KORpICHIILHOCTI! AIbX 1
cramapre 1EEE 802.11i ocoBaiio 1 icnioasonaiii airopitya umipposaiis AES.
Henomssyionutii ero sanurisii npotokox nonyuin sassaime CCMP (Counter-Mode
CBC MAC Protocol). Anropirs AES ofanaer bicokoii kpimrmoctoiiocrsio. JLit-
a nova AES paniia 128, 192 i 256 Gi, uro obecrenmpaet Hanbosce Hiestoe
uppOBAIIIC 113 A0CTYIIBIX ceifvac

Crarapt 802.11i HATIIC TPEX YIACTHIKO IpOTLecca
. 1o cepuep ayrermiducauni AS (Authentication Server), Touka socryria i3
(Access Point) w]m&)-mﬂtmmum STA (Station). B npotiecce miposaiist faiibix
yuactayior Tosio AP 1t STA (AS ne ). Crangapt
JycToportio ayresmikaiutio (5 orrie ot WER, pe ayrertidiimpyeres op-
0 paBOast CTaHII, HO He Toska A0CTyIia). TTpi JTOM MCCTANI IHHSTISE peliicHits o

JocTyria AS it paGosas cras STA,
4 MCCTaNI ICHOHCIIIA 100 petiens — Touka tocrynia AP 1t STA.

Jlast paGotsi 1o craszapry 802.11i cosaeTest HepapXist KIOUeii, BIIONAIONA MAC
ep-tenon MK (Master Key), mapisit vactep-icnios PMK (Pairwise Master Key), ap-
i Bpestertbiii iwion PTK (Pairwise Transient Key), a raicke rpyminonbie Bpevertibie
inounn GTK (Group Transient Key), c1yautie 115t SiuiTo! IipoKOBIATEIBHOT0
cerenoro Tpacpiica.

MK - oro cinvsierpitunsii 1101, peanayionui pemeie STA 1 AS 0 1o
ayresmuuatun. Uis kakaoii ceccii cosgactest toni M)

PMK — O5HOBTACM il CHNMETDIHbI] 1104, BIICHHE KOTODHIN O3HaCT PaTC-
LieHIe (ABTOPHIAIINIO) Ha I0CTYT K CPe/e Nepejatn HHBIX B TeUCHHE AAHHON coc-
. PMK cossaerest a octiose MK. [Lst kauicioii mapss STA 1t AP b koo ceceinin
cosgaercst tovii PMK.

PTK ~

HMHO

Koseii, KoToph pissia-
¢ PMK x st STA s A, s pacsposparenst GTK i miaposaivst SR
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Tpoitece ayrermidHKaII 1 AOCTABKH Kiioseil OnpenesseTes craniaprom 802.1x.
On cersx Takiie Tpa-
WHOHHBIE CepBEpBI AYTEHTHHKAII, Kak RADIUS Cranapr 802.11i e onpesensier
T ceprepa ayrenidica, 1O HCooRanie RADIUS 11 oroii nea smasieres
TRAIUIONHBIN pelieitie.

“Tpanienioprow uist cooGuterntit 802.1x eyt npotoion EAP (Extensible Authenti-
cation Protocol). EAP 1103B01eT J1erko A06an T HOBbie METOb! ayTenTH ka1,
Tostke A0CTY1A Hie TPeGYeTest aHATH 00 HCTOKYENON METOAC ayTerTHdIaII, 1100~
“TOMY H3MCIICHTIe METOZA IIKAK He 3ATPArBACT TOUKY JOCTYIIA.

Hanosee nomyspiisie veroast EAP — a10 LEAP, PEAP, TTLS 1 FAST. Kttt 113
METOAOB 1MCCT CROI CILIBHBIC 1t CZAGbIC CTOPONb, YC0BIIS! IPHMHCIHIIS, TI0-pa3HOMY
1 TIPOPANMHOTO oecrieseis.

Moskito BhuteatirTs o (s padorsi 802.1 i.

Tepeas dpasa — owapysernie. B aroii ase paboast cranitis STA HaxoauT 10Ky
0Ty AP, € KOTOPOIl MOKET YCTAHOBITD CBsI3b, 1 TOIYHACT OT Hee HCTIOTH3YeAbIe
B Aaioii cern napavierpt Seonactiocrt. Taxitst o6pazow, STA yanacr weiiika-
‘top cemt SSID it MeTozst ayrenTiKautin, A0CTy b B Ao cerit, 3atem STA
BuiGupaer MeTox ayTenTHIKant 1 Mexay STA 1t AP ycranasmmaeres coeutienie.
Tocae aroro STA 1t AP rotost K asazty sTopoii dpasbi.

Bmopas (aza ~ B oroit dase BIANMHAS ayTeH-
‘udocaunis STA 1 cepepa AS, coagaiorca MICiE RIS il e STA AP

A0KIpYIOT Bech Tpacptk, kposie Tpacpitka 80:
mpemvei dhase AS nepevieiger Kot PMK 1ta AP Tenieps STA 1t AP miaeior
selicrairreasianit icnovasi PMK.

Yemoepmas pasa — ynpaniesie kmovavin 802.1x. B 910t pase nporcxom ree-
patuis, mpumstaka it Bepudiais kioua PTK,

Ismas dhasa ~ mnbposarmie 1 nepeasa fansix. /st nmposasist HeomayeTe
coornercrayiomtast sacts PTK.

Crarzaprom 802111 HPEAYCMOTPEH PRI COBMCCTHO HETIOYEMOTO Ktioia PSK
(Pre-Shared Key), kotopsiit noasozsier oboiiriich Ges cepuepa ayrerrridiiaturis AS.
Tpi nernosaonaimin s1oro peskinna ia STA 1t tta AP spyuntyio sromires PSK, koto-
poii ncnomayercst b kaseerse PMK. Jluie reniepauis PTK nporcxomr 6 omi-
carniio Bine Hopsue. Peinyt PSK MOKCT HTOL0BaTHCs B HEGOBIII CETX, e
HeteIeco00pa3HO YeTaaRTBaTh ceprep AS.

3.2.5. CraHpapTsi nHopMaumoHHoI Ge3onacHocTn

Ans UHtepHeta

B roceuee Bpess B MIpe GypiO paImHRACTCA HJCKTDOIAs KOMNCPUI TIOCpec

‘riowt cerut Hirreprier. Pa: B octoBHOM

HporpeceoM B obacTit it arow Gasomsan sasaian
swsiores v 3 1 0pit-
aecKofi anauIIOCTIH HnpopaLIIL.
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Ty Kiyiers OOH 110 npeaynpeseiito npe 1 11 GopsGe ¢ i,

01 IPCCTTHOCTD BHILA a Y7 upoﬁ:lc\i

H().m)my PEaBLIMAIINO BAKIO e © petneiis 1poGIe ofec-

newernist Kowvepuecicoli B cen Uirreprier 1

CMEKHBIX HIHT] ., KOTOpH 110 CBOei Tex CYUUIOCTH He HveIoT TIpit-
X ornmt it i i B OCHOBHOM 1 OTKPHITOCTBIO.

P npor

! nepezai ganibix P/TCP 1t ¢
AKICHTOM Ha AT TeteKoMMyHITKatit [98].
0

: ocoernno axtya
U151 OTKPHITBIX CHCTEM KOMMCP Kotopuie

dopyauio orp aoctyna, e

OTKPITHINII CHCTCNAMH TONIINAIOT

"

Taiiny. Tox

y b
Kotoporo rheTCTBICNM MRy
IS —

“TepHi <OTKPITHIC CHCTENbI> TOPASYMCRACT TAIGKE, SO CCAI BONHCIITE b

cucreva pra, To oria 6y brta U ¢ ooii
APYTOi CIHCTENOIi, KOTOpAst COOTRETCTRYCT Te e CTAIIAPTAM, DTO, B HACTHOCTIL, OT-
wocires 1 s Wi K« sauurre
or JocTya i

Baskitast sacaiyra VIHTEPHETa COCTONT B TOM, HTO OI 3CTABILT 110-HOBOMY BALISIYTh
ia T Bo-ticparx, Vlireper noompsict cran-

JAPTOB, I0CTYIIHBIX LTsl BHEAPCIHSL BCEM, KTO IOSIBIT K HItM HATEpec. Bo-BTOPIX, o1t
HPEACTARIICT CoG0il KpYIHEIIIYIO B MIPC H, BEOSTHO, CUIICTRCHIYIO CCTh, K KOTO-
POt HOKIIOUAETCH TAKOC MHOKECTRO PasHiiX KoMitbioTepon. M akorien, Hirtepiier
cpecTBo GhicTpo HoBoit

HPOAYKIUII! 1 TeXHOIOTIH 12 MUDOBON PIITKC.
B VLfrepiere ke 1o CYUECTRYCT UEBi s KONIITETOR, b OCHORHON 113 Opra-

KOTOPHE OCTOpOATIO MPOBOIT
epes npotieec craapr D1 kownrrer, y » Crie
WHATBHOI KOMICCHIT HiTTEpHCT-a3 IETF (Internet Engincering Task Force),
nponeait < BB YCKopss 18X BHeApCIHC

S Wstrepmere. Flamoopeneraenemoe posysriraine ycnat 1ETF smmss ramus
npoTokom, Ka ceveiierso TCP/IP s nepeaun Aauisix, SMTP 1 POP s aex-
Tporiofi nouTbi, a Tax ke SNMP juist yripanieitist cerbio.
B Wimepnere nonymapiat npoTokdin Gesorcioinep

SET, IPSec. epeuricieribie MpoToKozbI mossiiich B ITepHete cpasiimesh-
HO HEAABHO B OTHCT 1Ha auIT eHo it cpasy cram
cranzaprayi se-(akro.

J@UU AHHBIX, A HMEHHO

Mporokon SSL
Tpotokon SSL (Secure Socket Layer) ssiercst ceifuac HOMySPHbIM CETEBbIM TIPO-
TOKOIOM € H(POBAHIIEN JAHITLIX /U1 Ge30NaACHOI Tiepeaun 110 cer. OH 110380131~
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er KOHTpOID
JaHHbIX 1t PeLIiaTh PAIsHbie ConyTeTBylonute saai, Hpotokon SSL obecreursacr
BalUITY JAHHBIX MEALY CePBHCHBIMI poTOKoaM (Takini, kak HTTP, FTP 1 ap.) i
rparcrioprisiyi nporokosanit (TCP/IP) ¢ novonsio cospeventoii kpirorpadut,

Mporokon IPSec

Crienurains PSec x0T 5 cransapt IPYG 1 sIBIIeTCs 0MOHMTEBHO 10 OTHO-
ieio K eymeii vepein npotokosion TCP/IP. Ora paspaGorania PaGoueii rpynioit
1P Security IETF. B nacrosttee penst IPSec BKIIONACT TPH 1TODHTMO-HESaBHCHMbIX

REC-cranzapr. Tpo-
oko1 IPSec obeer cnocol abiia 1 cerenon
(sporses) yponnie 1D n sanaiiaes nibopuL0 1 ochome cncimoro rkbponain,

DI TON MDY ETCst KRB HaKeT Aa-

HbIX, IPOXOASIULIE 10 K1y, TO NOIBOSCT Oprai:
BUDTYAIBIBIC HaCTIIbie CoTi

sy costanath b Hirepriere

Nporokon SET

Tporoxan SET (Security Electronics Transaction) - crarizapr Gesoacitsx oexcrport-
HBIX Tpansakii 5 cet Mireper, st
toproam uepes Wireprer. npmum SET ocHopait 1a HCHOAL3oBAIN 1HHPOBLIX
ceprinpikatos 1o cranzapry X.500.

Tlpotokon ii SET simastercs
paspaGoTanbi kosmaniavu MasterCard n Visa npn auaunteanion yuacrin
IBM, GlobeSet 1 apyrix mapriepos. OH HO3BOJAET HOKYNATEAM HPHOBPETaTh
ToBapBt tepes VHTepHeT, HCNoMbays SalUILCHHbHL MEXaH3M BLINONeHIS! 111a-
TeKel.

SET An1sercst oTiephrmin st 1po-
Beterst acHbIX naTeRei ¢ 1e Kapr B Mireprere.
SET oGecneunsaer kpoc: vTcmu(hukanum CueTa AepIKATe:15 KapTH, POMABILA 1t
Gaika NOaBIIA /LISt TIDOBEDKIt TOTOBHOCTH OILIATH, A TAIKE EOCTHOCTD H CCKpET-
HOCTH, cooBiieHII, HHpOBANIE LERHBIX 1t yA3BIMBIX Aanmbix. Tloaromy SET Gonee
HPABIIBHO GbiI0 OBl HA3BATH CTAIAPTHON (010 Hel] 1T CHCTEMOIT HPOTOKOIOB
BBITIOTHEIHS! GE3ONACHHIX TLTATCIRIH € HCTIOTB30BANHEM ILTACTIKOBBIX KapT 4epes
tepier. SET nossosmser W posaBiaN Beex
VUACTHIKOB CACTKH, TPONCKOuIICi B FIITEpIieTe, ¢ OMOIILIO KpHITTOrpadhi, B TOM
ncie npuMeIAs WIGpOBbIC cepriduITHL

e HpoaK B oGtacTIt i :
erest 6: 3

newna0T B ¥ npotaBi meniyT,

Bonpocayit » Hitrepriere. Ka paie, Gasonmi i
st ARIOTCA OGeCICHCHIIC €€ A0CTYIHOCTH,

Lea0CTHOCTIN 1 10piuiecKoit anatumyocri. SET, B OTmlie OT APYFITX MPOTOKO108,
HO3BOIIET PEIaTh YKASAHHbIC 31 AT HIPODMAILI B IETON.
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SET, B uactiocr,
onepaintii 21eKTpOIIION KoMMEpIUII:

o

CCKPETHOCTE AAIHBIX OTLIATS! 1 KOHGILICHIATBHOCTS HHOpMALIIN daKa3a, He-
pesaiofi Hapay ¢ xamLNI 06 onaATe;

COXpaNeIe IETOCTHOCTH Jaubix TaTexeii, LenoeTioets miopyaumt -
TesKeli OGCCHIeNBACTCs ¢ NONOMIBIO WHPPOBOi HozmICH;
CHICINIATBIYIO KPHITOTPAHIO ¢ OTKPLITLIM KIOHOM JUIA HPOBECIIA ayTEHTH-
urat;

ayTenTHUKAILIO fepKaTens 10 KpexTHOit Kapre. Ota obecrieunpactes mpi-
Mereres 11dpOBOii TIOMMICH 1 CePTIKATOB JepKaTest KapT;

o npoaita it ero @ ILIATERN 10 TUTaC-
THKOBHM KaDTaN C TDHNIHCHICN! LicppORO TOAIICI! 1 CCTIHKATOR pOa-
ua;

ayTeHTHANKALINO TOrO, 'O GANK NPOTABIa ABTCTCH AciicTRyIoNeii Opraiza
1, KOTOPASt MOKCT IDHIHMATS ILIATCAT 110 TLTACTHKOBIM KADTAM HCPE3 CBsi3h,
€ IIPOLIECCHHTOBOI KapTouHoii cicTeMoii, AyrenTudmKaimsi Garka npofasia
oGecrieuBACTCS HCTOT30BNICA 10KDPOBO TOMICH 1t CepTIpiKaTOB Gatica
npoasit

o ii B peaymrare ayres a c
OTKPLITLIM KCTIONOM LA BCEX CTOPOIE;

o

o

o

O 6e30MACHOCTS TIepeAII AHbIX NOCPEACTROM IPEHMYICCTECHION HETIOME30-
Bt KpuTorpaci.
Octioitoe npeinvy SET 1o cp cO MHOMIMIT CyIICCTRY cue-

wuposix cepriditiaton (cranapt X309, Bepeitst 3), KOTOpbIC ACCOIMPYIOT ACpiKa-
ezt KapTHi, NPOAABILA i GAIIK NPOAABLEA € PSUON GAIKOBCKIEX YPEAICHIH TLTATCRIBIX
cucrest Visa it MasterCard. Kposie Toro, SET nossomsict coxparitts eyiiecrnylonuie

THOMICHIIS MY GaIKOM, Kapt 1 u c
CylECTRYIOLTINIT CHCTCMAMH.

xmodamm PKI

Micppactpyicrypa ynpaniciist o7ipurmsisi ozt PKI (Public Key Infrastructure)

peiua: s \ N
) Ha :

wiiouayit. It yirypa ) 3 wipo-

BB y ) cramapra

X.509, 1t paseepiryroii cetit terTpon : Buiauy it co-

whposix s Beex y o 6w

JokyMerTait (e Erany 4).



OTEYECTBEHHBIE CTAHIAPTSI BE3OMACHOCTU MHOOPMALIMOHHBX TEXHONOTM 105

3.3. OTeyecTBEHHbIE CTaHAAPThI
6Ge3onacHOCTV MHPOPMALIMOHHbIX
TEXHONorni

VICTOpHNICCi CAOKILIONH, STO B Pu( 1 npoGiieyst ﬁu sonacioctin VT maysamich

penaics 5 oc depe oxpa i raiii, Ara
IOTHNHBIE 374 KOMMCPICCKOT0 ((‘KI(»|)A SKOHOMIKI I0TOC BPENSI HE HAXOLAI
coornercTRyIOmIX peuneniii.

Hiichopwaruis, Cofepriaitasics b cieTesax i npoaykrax T, smsieres kpimirsee-
KIIM PECYPCOM, IOSBOTIONUIN OPIAMIAILSIN YCTICIINO PeUaTh cpon Fazai. Kpoe
TOrO, “ACTHbIC I BIPABE OAILIATY, 'TO IX MEpCoMaThiAst HiiOpMALL, Gy
passteuetinoii B npoayKTax it cricreyiax W, 0CTaHeTcst npiBaTHOil, A0CTYIINOI 113
110 Mepe HEOGXOMIMOCTIN 11 HE COSKCT GBITh H10ABCPIHYTA HECAHKILIONHPOBAHHOTH MO~
uikauni.

Tlpit pbimoer npoayicrayit it cueretavit HT nx dyrktutii crenyer ocyieet-
BsTh i KoHTpOL w0 110 Gbi ce sanity or or
nocreii ro it Ivereis
notepu. Horsie <6 UT> oxparina wy

W AHATONTIbIX OnaCHoCTeli.

Tpoiexia saiw cuereve

i S BRI, KIGpba: WS4 aesnit i AGACNERY Ot OXtanas
b

10T cepbeatioe BAIC Ha ) : octoBitbie
ocoberiocr:
1. Hpuopumem sxonosuseckux paxmopos. JUist KoMMEpHeCKOil ABTOMATH3UPOBAH-
10l CHTEMbI B0 CHILSITS 11160 1CKTIONHTD (HHaCOBbIe TIOTEpIT 1 0fecrie-
Th 01y eHIE TIPHGLLTI IIAACTBLCM 1 10TBIOBATESIMI AAHHOTO HHCTPYMCH-
TADISH B YCOBHSIX PCTBHbIX PIHCKOB. BajkHbiM YCIOBICN DI 9TOM, B YaCTHOCTH,
SRIACTCS! MUIIMIGAILS THITINHO GAHKOBCKIEX piekon (HATIDINEP, N0Teph 32
caer ii mrareseit, 0Ky~
MEHTOB I T. IL).
2. 0 cosaie
AT 1HGOPMALUIIN 13 CPECTS, IHPOKO AOCTYITHbIX Ha PHIHKC 1 PAGOTAIONULX
B OTKHITHIX CrCTCMaX
3. IOpuduueckas nawaunocy Koxvepueckoil unghopyai, KOTOPYIO MO OMIpe-
JCTMTD KaK CBOi i 1opu-
Autieckyio ciny oies I8 10Ky i npoeccan
B i CTBOM il i
Bra6a. 3.1 yicaaist (OKYMEHTE 10 KpiTEf
TH CPECTB. i Texi K it CHCTEM I IOKYMEHTBI,
pery erporcit 1-10). 3aech ske yiazartbi

(OKYMeITHL 10 KpHTTOrpa) oBpatoriait iop-
g bR TR (e 11-13),
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Ta6nuua 3.1. Poccniickme cranaaprs), perymupyroue UB

T |FOCT PUCO/M3K 15408-1-2002 | Meroas:  cpecroa obecnesens Geaonacocm. Kpwrepmn
OUSHKH 6E30mOCHOCTH HIHPOPHOLHOHHSIX TeXHOTOT.
Hocrs 1. Beeaenwe 1 oBuas morens. foccranaapr Poconm

2 [1OCT PUCO/MIK ”
e Be30mocHOCTH HHbOPHALHOHHSIX TeXHONOT.
Hocrs 2. @ynwumonansse TpeSosams Gesonacoc.
Foccronaopr Pocomn

3 |TOCT PMCO/M3K 15408-3-2002 | Meros n cpeactea oBecnesenna GesonacHocrw. Kprep
LeHKH 6E30MOCHOCTH MHBOPHOHOHHX TEXHOTOTHE

Hocrs 3. Tpe6onanwn poseps K GesonacHoc. foccranaapT
Pocon

4 |focTP50739-95 ‘CPeACTE BHNHCIHTEnSHO TexHH. 3apTa oF
HECOHKLUOHIPOBGHHOTO AOETYN K HicbopMaLM. OBuise
TexuwseckHe TpeBosan. foccranagpr Pocc

5 |fOCTP 5092296 [ T ——
Toccranaapr Pocomm

& [rocTp51188.98

Foccronaopr Poccm
7 |fOCTP51275.99 Sauprra miopmam, OBvex mbopuaTHaoL. DaKTop,
soseficrayioue 1 Wibopmauo. OBuie nonoxen.

Foccranaapr Pocnn
8 |fOCTPYCO7498-199 VHBOPMaUHORHGS TEXHOTOTS. BIGHNOCBA3S OTRPRTX
‘ucrem. Basosas sranownas mogens. Yacrs 1. Basosan
monen. foccranagpr Pocom
9 |fOCTPMCO 7498299 ViHGOPMOLHORHR TOXHONOHA. B3CHNOCBR3S OTKPRTHX
ncrem. Basosas sranownas mogens. Hacts 2. ApxTexTypa
ousmy wbopmaum. FoccronaopT Poccm

10 |roCTP50739-95 Cpencrea ssmcnmenswon Texmmes. 3
ocommoponcwrs gy e, OB
Texsmsecnme TpeBosansn
1 |rocT 2814789 ‘Cucrens: 0Bpaorin wiopmam, Joura
KpHnTOrpagweckon. AnropuT KpATTOTPagHiecKoro.
npeoBpasosamn

12 |TOCTP 3410-2001

mebopuaum. Mpouieccsi GopuAposaHyA u npoBepK
anexTpOMHO Unposof noaen

13 [fOCTP3411-94

rpopmaLym. Dywxua xaumposaHys
CraiapTs! B CTpYKTYpe HIpOPMAILIOIHON GC30MACHOCTIE BHICTYIAIOT Kak CsTayio-
HCE ABCHO MEALY TEXITIECKOT 1 KOIICHTYATHIO CTOpONasIt BoNpoca,
Brezernie 5 1999 roxy exaysapoasioro craiapta 150 15408 1 obaaci ofec-
eIt 1 pOPMAILIONHOl GE30NACHOCTIH HVEI0 GOBIIOE SHAUCHIIC KaK AU1st paspa-
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GOTIKOB KOMIBIOTEPHLIX HHPOPNAILIOIBIX CHETEN, TAK 1 U1 IX ToboBaTeeli
Cranzapr 1SO 15408 cTaut choero poza rapaitTieil KateeTsa i HaCKHOCTIH cepTHepit-

LDOBAIE I Iy I OUMHBX TFGIVITOR DroT CTAIApT 03RO OTPCBIITE-
pit

s )y It i

noBbICILT IT-xosmanii, ¥ €800 pOAYK-

1o B coorererii ¢ 1SO 154

3.3.1. Cranpapr «Kpurepum oyeHku 6e30nacHocTv

MHpOPMAaLMOHHBIX TexHonorui» FOCT P UCO/MIK 15408
C smmapst 2004 roxa n Poccin aelictyer cramiapt «Kpirrepiit oterni GesonactocTin
uncopyaworsix Texozorit> TOCT P HCO/M3K 15408, kotopii swsieres
anarorow cranzapra IS0 15408, Cranapr TOCT P HCO/MOK 15408, wasmisac-

bl et «OGuutyn sseTes HA Y
y ot ccten 1t

HOPSLAOK I HCHO30RAIS,

<Obue kpirtepitit> ha gauurry or
HORO PACKPHTIA, NOUGHKAILI, HOHOI 1A SACTIION NOTEDH 1 PN €
SAUITHLM Mepas, W npo-
IPAMMIBINI CPEACTBAMH.

<Obuute Kpirrepi» 3 cioBoil Ipi oneriice
Gesonaciiocrin upmlvm‘nu weneren T, prc abopu i
I a T

o
T PO oSSt T RS P PSS b Rd Ao A G
iacit VT-NIDOYKTE L CHCTEMbI U1 1X TIDINCHEHISE C SAAHHBIM YDOBHCM i

Crantapr TOCT P FICO/M3K 15408 cocrou i3 Tpex wacteii.

B niepsoii sactit (TOCT P VICO/M3K 15408-1 «Baezettite 1t obiniast Mozeiib) y

i nozxon it M OLeHKe:

Ha WX ocHone octonisie KonCTpyKIi (it

SALTH 11 FaHe 10 GE30NACHOCTIN) NpeACTARIeIIs TpeGoBaruii GesoractocTi b

HTEpec noTDBITEACi, PapaGor Ko 1 oNeH 0D poyTOn i crictex T, The-
Govarns (00) o <O

Hexot 13 el KoTOphIe Ha anamse

et OO 1t yeaioniti CPetst €ro Heromb3oparist (YTpos, npeAoiokeiiti, 1o~

urmin Seaonactiocrn).
o0 e (IOCTUP HICO/MBI 154062 @y.mmam..m.w ‘rpeGonatiia
conept y
HaACHOCTI 1t i u 10
onpescIICHIb NMpaBILIAN.

Tperws wacts (FOCT P 1ICO/MK 15608-3 «TpeGomarist zonepist & Gesorac-
HOCTI>) BIIONACT 1 Ce0st CHCTEMATIHPOBAIIIbL KTauTOr TpeGoBatiii 10BepiL, o~
PEACISHIONUIX MEpb, KOTODBIC JOAIbI GbiTh IDHHSITE 1 BCEX STallaX AHICIHOTO
i npoAyKTa. i cieretot T At 0ecricuentius YBeperHocTi i To, 5T orit
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y K min itecn e
Cotepkates orerouie yposim sosepisi (OY]L), onpexeasioiuie mikany TpeGosa-
i, KOTOpBIC JIOT BOSNOAHOCT ¢ BOIPACTAIONICH] CTEHbIO MOHOTH! 1 CTPOFOCTIE
onennmy, TeCTOBYIO 1 JKCILIY y
ynkutii Geaona 00, npoayicra it cictenst MT,
CTOIKOCTE MEXANHINOB 3AUUTTHI, 1 TIOIROIIONUIE CACHATH FAKTIOUCIIE 06 YPOBHC
0B K GC30NACHOCTH 0GBOKTA Ol K.

OG0Bt BLILIECKAZAINOC, MOKIO OTNCTITh, HTO KAPKAC GC30NACHOCTIL, 310K~
bt nepiofi sactsio craiapra TOCT P UCO/MK 15408, sanomsiercs conepinit-

MBIM 13 KIACCOB, COMEHICTB 1 KOMIOHEHTOR BO BTOPOIi YaCTH, a TPEThs YacTh olpesie-
JIICT, KK ONCHITD IPONHOCTH BCCTO <CTOCIIISI>.

Crarapr «OGuute kpirrepiit & ii> orpa-
JKaCT JOCTHACHIIS TI0CCAMIIX T B 0acTit michopMatmontioii Gesonactiocti. Briep-
BBI€ JIOKY TAKOTO YPOBIS! CONEPARNT PAICIb, 6 po-
H3BOMITESIN 1 DICTIEPTaN 110 Oietike GeonactocTi M T-npoayiTos.

T tocromncroa crawiapra FOCT P HCO/MOK 15408:

O nosmora it K

O ruKOCTD B IPHMEHEHII;

O OTKPHITOCTH AT MOCICAYIONIETO PASBIITIIS ¢ YIETON HOBEIUITX AOCTIGKeHIt
HaYKI1 1 TeXITHKIL

Bonpocsi ans camokoHTpons
. Cpopsrympyitre raasityo Sty craapTOD ml(]xxp\munuunnll Gesonactioc-
T ¢ nosit
i, a Taioke NENTY HPOLYKTOB.

2 1

3. JlafiTe KpaTIyI0 XAPAKTEPUCTHKY MEXIYHAPORHOTO cTannapra 1SO/IEC

1779%:2000 (S 7799.1:2000).

4. Kakobt ocoBibic cranapra BSI o
SAILUITE HHOPMAIIONHbIX TeXHOOMI] /U1 GAI0BOTO YPOBIIA FAIIICHHOCTIE?

5. Otminie cotepaile I YIQIITE SHAYCHIIe MEXYHIPOIOTO CTaiapra 1O
15408 <«OBuute pirrepnnt Ge

6. TlepevuncATe cTaTapTi U1t GecpOROANAN cerolt e s KpaTRyI0 Xapar:

TepiCTHiy.
Hazonirre i ii i ot Vireprera

8. Kaxonsi ) nporokoa SET?

9. Kawons u SSL 1t IPSec? B sent
974 HPOTOKOTSE CYIICCTREHHO PAXTIIAIOTCSH?

10. Kaout u VITYPbI § or-

g PKI?
Textooni

12 Kakoso naanasennie eranapra TOCT P HCO/MK 154087 Hasonire w oxa-
DAKTEpIYIITe TP OCHOBHBIX HACTH DTOFO CTAIApT:




~ TexHONOrMM
Thl JAHHBIX



110_ TEXHOMOM 3ALLUMTH BAHHbIX

BesoIacHOCTS AIIBIX 3IANACT 1X KONILICHILATHIOCTS, 1EI0CTHOCTS 1 HOLIHI-
HoCTs. KpIITepiit Ge0riachoCTi AaIHbIX MOIYT GLiTb OIpEACIICHb CCAVIOUUIM 00pa-
aom

b 11X ZI0CTYIIHOCTh TOTBIO L1 TeX 1,

KOTOpHIC HMEIOT 112 970 i oy

Oenguazsnocmu wiOPMAIIIT TOHINACTCS! COMIANIE TAKIX Y

TIOHSIT COMCPRAIIC IEPEAABACMBIX JAIIBIX MOKET TOBKO JAKOHBI 1101y SaTeI,

KOMY 1 NpCHASHACH AaiHast HH(pOpMAIIS.
100 ce

B npoLecce nepezatn

or K mo. Tox o
Macres u b,

TeTBie a10ii co -

HOMY OMHCAIHIO 1 B HACTHOCTH i xapak-

YKA3HHBIX Bpeeit " Oecne-

syextoe 1a oct cocront

5 3 a naxere-

mvnlpu ce nepezaie or K 0. C

HO3BOISET HpE;
mpmm 1 cBsIBaHIbe ©
\KOI‘O HCKAKEHHOTO cmﬁmmum

Gasmpycrc ia i Kpit-
mrparbuqecxux unichpon 1 nporieyp 1dppobans/pactpposanis.



TNRABA KPunTOrPADUYECKAS
3ALLIMTA
MHOOPMALMN

Her miaero Taiitioro,
410 1e cenaoc, Gbt b

Esanzenue om Tyxu 8:47

ABIsIETCS MeCKoii OCHOBOIT cnerem obecrie-
s GesomactocTi B FepHbIX cHeTeNaX 1 cetsix. VeTopirsecian
KpinTorpacpitst (B MEPEBOZE ¢ TPEUECKONO HTOT TEPMII 03HAYACT «TAIHOIMHCH>) Fa-
pOILIACH Kak C110C00 CKPITOl Nepeatin coobentii. Kpnmrorpaitst npeactanisier

R —————— Aarix, 1A 10, 410G
SUTITH ST aHIe, CeAaR 11X 6cc s sopareacii
“TaKiie 1peoGpA3OBAMII HATPABACHE! Ha PeIlieiTie TPEX FABIHX OGN AT
AQUIBIX: 06 cTH, " 1epe

BACMBIX I COXAHSCMBIX JAHHBIX.

4.1. OCHOBHbIE NOHATUS
KpunTorpapuy4eckoii 3amTbl
uHdopmauun

feHi1st Ge30NaCHOCTH AAHIBIX HEOG: TPH OCHOBHbIC

Gy

O sanprry KoHpUACHIHAIBLHOCTI HIePEAABACMBIX I XPAHHMbIX B HAMSITH 1aH-
e

O noxTBepARICIIE EOCTHOCTIH 1 Jaini;

O ayresTiQHKaLIIO AGOREHTOR it BXOAC B CHETCMY H TPIH YCTAHORICHIN COCIT-
Hers,

Lt pea A YKa3aHBIX YHKIUITE 1CO3YIOTes KpHITTOrpadIceiite Textio-
Joru nnipposatist, wippoBoii HomCH 1t ayrenT AL
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crh ¢ nooIIBI0 1 METO0B Cv-
2 TaioKe NyTeM Bl ayTenTI-
IX 1 OHODASOBBIX TiapoJicil, 1HppOBbIX

ety w
(pHKAILI ABONCHTOB 1 OCHOBE MHOFOpA3ON
CepTIURTOB, CHRPTKGPT 1 .

u JanIBIX OGBINHO JOCTHIACTCS € 110~

MOIIBIO PA3IIMHBIX BAPHAHTOB r it nommicn, 0 Ha
P MeTotax

TOBKO MCKILY JICTATbb-

it AOCTYIL K CpescTBaN C e

Aborenay, 8010 erHTIHOCTH (a) Th), npesOCTABISIOTCS

B ceteroro ofcay
OcHoBoii GoBIIIHCTEA KPHITTOrPacHIECKIL CDEACTS FAIUITH HHpOpMAII Bs1-
etest wugposaue dannvix.
TI0A Uaughpox MOMIMAIOT COBOKYIHOCTH HPONCYD 1t HPABHT KpHHTorpacy
s i

eckix
-

opvamtit 110 KONy Tox
npoiLece 1MpeoBpasoRaliist OTKPLITON HHGOPMALH (HCXOLHOTO TekeTa) B samippo-
wanmbiii rexer (umprexcr). TIpoNece BOCCTAHORIEHII HCXOHOTO TEKCTA 110 KpHIT-
Torpaie ¢ Ko e

(renposauex).

o nokasaita ta pic. 4.1, Viexomnbit
KT HepeAOr CoBeIA (11 Kpattof MbopyaLy) A samponmsacr-
51 noNOILbIO KpHTTOTpaC) E, ¢ noayueitiex b pesyTate
wugppmexcma

e k1 — napaserp kit E, nasbisaesbiii K1040M m(ppobaiiisL

Ompasirens Nonyarens
Ko Knou
wwmdposanus k1 pacmdpoBarms k2
‘Coobiuenme M Windprexet C Coobuieue M
E J B L D
caan
Puc. 4.1. Ot cxema
i e i, CONCPAIIT HEXO; cbopn

S5 0 o4 S, AN WS SRS Shmi's St At -

Craasiercs cayuaiinoil 1 HC HO3BOICT BOCCTAHOBIIT, HEXOMIYIO idopMAILIO 6e3

auamt 0 unidpposanis kL.
K

MOKeT TIpHHA-
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I TPYTITE TOB30Ba i 1 SIBISITHCS U X
v ¢ whoa
Moser G TOJILKO €10 Bita (i B )
Obparitoe BLCBLT cleny oGpasont:

M =D, (0).

Oy D smasiercs oOpatmoii k ymkwm E 1 nponssoau pacunidposariie
umipprexcra. Ota TaKKe IeeT JONOMHITC b NapaveTp B Bive Kot 2. Ko
2 gomxen Koay k1, B oToM cayuac
B pesyasrare M Gyser M.
Tpi oTeyTeTBIN BEpHOTO Kattoa 2 TOAy TS HCXOAHOE coobuerme M’ = M ¢ ovo-
110 it D HEBOZMOKIIO.

Il

woker Gurrs prrist 1 2

pasnuaor B

OCHOBHBIX KTACCA KPHITTOCHCT

O CInveTpIIbIe KpHITTOCHCTEMH;
O ACHMMTDHIIbIC KPHITOCHCTCMS,

I3BecTiio Heekobko i [45]. O
3 i KA® ot unca Knoveii, B Kolk-
peTHoM atropie:
o KA - ne ioT B kAKX CToNeli;
O omoriosenbie KA — paGoTalor ¢ O KII0UeBbI HADayeTpOM (CeKpeTHbi
K0t0N);

O amyxicnos a PASINHBIX CTaSX PABOTHI B HIX IPIHMENACTCs! B
KIOSCBBIX 1TAPAMCTPA: CCKPCTHBIE 1 OTKPBITBITE KON,

Cy yioT Goiee JieTabibie Hanpumep Ha puc. 4.2,

KpunTorpadueckve anropuTms!

‘ ‘ w noanvce

Puc. 4.2, 3aupmTsl
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Ox

aparTeprsyeN Kparko octone i KA.
n coboi

113 arbix Heorp pasuepa o st

Heist KpimTorpag prikcitpo-

BaHHOI LTHH, OIHO3HANIIO COOTBETCTBYIONIEE HCXOIUBIM AAHNHIM, XoUNpOBaHie

MOKCT BHIIOTHSITECA KK € HCTIOML30BNICN HEKOTOPOO CCKPETHOND KTI0Na, Tk 1t

6ca nero. Taxoe kpuiTorpadb KONTpObHOC UIHPOKO HeT0h-
3YCTCS! B PRAINHLIX MCTOZAX FALUITH 43 sneriocri,
st e @Y, et ounicit

Cranpiep, s 3 Goawoit pecypeoeskocTi) i oo, Kove roro, garti
teTo B Cxema: HoamicH (<110 e
HKON), @ TAIKE B CXeMaX ayTenTiiKaI
Anasiercs Tes, 3

aACHIE AT, & e ee e e
i (11pn npoBepKe,
ity

Cuwnempueanoe unighposaiue HEIOMHYCT O 1 TOT Ke IO KaK 415 Sauipo-
Banist, Tak 1 At pacumndposanist micpopmaiuns, DakcTiecki 06a Koua (3aumdpo-
BIIS 1 PACHIPOBANIST) MOTYT I PA3IATECS, HO eCaut B Kakov-i00 KA X erto
BLSICIITH OUH 113 PYTOO B 06¢ CTOPOITb, Takoft AAATOPITM OAHOMNAINO OTHOCITCS.
K CHNMETPINHOMY H(ppOBaHiTio,

CHMMCTpINIOC L pOBaIIe NOAPATICAACTCS Ha /A BILA: GAOMHIOC 1 NOTOUHO,
XOTSI CTOMT CPA3y OTMETIIT, SO B HEKOTOPHIX KAACCH(DHIGUUISIX Ot He PAyICISTOT-
G5t 1 CUITaeTeS, T NOTONHOE HHdpOBaILE — 3TO HHPOBaNIIE GA0KOR eIl
.

Tew, uto
{vmd( st 1 G:0KIE UKCHpOBAIIO LT (apinyep, 64 i 128 Gir). Tpi aron
1 pazmrnbix KA 1Lt ke B Pasibix PeIinaX padoThi OUI0T0 i TOM e AITOPITN
61011 MOTYT 1HPOBATECS! KaK HEABICIMO APYT OT APYTA, TaK M <CO CILEILICHH-
€M — KO Pesy/IbTaT W POBAIIS TEKYINErO 610Ka ZAIbIX FABICHT OT Biaserst
MPCABLIYIIIETO 610K 1L1H OT Peay-ABTaTa dpOBAIII MPEABYIIEro 610K,
ounoe HPERAC BCETO TOrAR, KOra

BOSMOJKHO PA3GITD Ha GIOKIL, — CKAKEM, €CTh HEKHii NOTOK ANHBIX, KaKAbI CHMBOT
KOTOPBIX TPCOYTCs! SAIIN(POBATY 1 OTHPABIITH, He AOKILTAICH OCTAIBHBIX JAHIIbIY,
JOCTATOMHBIX 0151 POPMUPOBAHISE 610KA. AATOPHTMBI IOTOUHOTO HgpoBaris mid-
DYIOT ZbiC HOGITHO IWTH HOCHMBOTbHO.

)y < THIIOB KITIONEi:
OTKpBITOrO 51 -u ~ st e i

e, CexpeTiii n OTKpHTI KT CHGAIS MEALY COBOIl JOCTATONIO CIOKHBM
coomHouentie. TIABHOC B TOM COOTHOIICHHI — ACTKOCTH BHIICICHIIS OTKPHITOTO
KIIOMA 13 COKp " (3a orp BPEMSE TIPH PEATBHbIX Pe-
CYDCAX) BIMHCICHIS CKPETHONO KII0NA 13 OTKPHITOTO MPi AOCTATONHO GObiiofi
PAINCPIOCTII OTepaIion.

DU s esoc-
THOCTH 1 aTOpeTEA AaHbIX. KAk 1t B CyWae acyeTpitioro nposans, o
¢ Tarin e p
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OTRPHITOrO KCOA 113 W npakrirsecioii obpariioro -
e, Oako naswaserie knoteii DI cosepueno moe. Cexperii crion
npitvensierest st phvcaents DL OTKPLIT KTI0M HCOBXOUM AU ¢e MPOBCPKIL
pu npaniun Ges Xpanerist KIIO%A HIKTO, KPOMC
€10 RIEABIA, HE B COCTOSHMIIH BIICAHTD Bepityio DI Kakoro-1160 2eKTpoiioro
AOKYMHTa,

4.2. CuMMeTpU4HbIE KPUNTOCUCTEMbI
wmndposBaHnsa

VICTOpiecKin TIepBBH HOABILTICH ChvMeTpIIBe KpTorpadheckiie cieren. B

P KPHITOCHCTEM CIO/B3Y TS OAIMH 1 TOT KE KIIOY U151
& , 4T0 M0G0, KTO HMeeT
AOCTYT K KO MoweT 0OTBeTCTB
10, ¢ HeAbIo packpbITHst
Bee KouH B X KPHIITOCHCTEMAX J0DKHB

tepKaThH 1 coxpere. HINEHHO TODTOMY CHMMCTpIIIBE KPUITTOCHCTEMb 13HBIOT
KPHITOCHCTOMAMI € CCRPETHbIN KIIONOM — K1i0N luml)p()uamm zoKen Gbith A0cTy-
CH TObKO TeM, KoMy

HA3IBAIOT CIHle OUHOKTIONERHINIT KPHITTOT] pmpummmn S ——
TCMAMII € 3AKPITIA ICTIO0M. CXCMa CHMMCTPIHOI KpIITTOCHCTeNb! 1cppoBaist
noKazaa Ha piic. 4.3.

Ompasurens Tonyuarens
Cexpersii =Kizke Cexpernaii
Knion

wgprercrC | (|

} )

wavan

Cootuere M( Winpposare
E(M)

Pic. 4.3. CxeMa CHMMETPHIHOT KPUITTOCHCTEMs! LHBPOBaHHA

Jlawbic iorest irGoiice ii bp
BAHMSA, 1 ¢ MX TOMONLBIO 00 CTh M TOVTHHHOCTb,
Sokt votraon HepammEE DO

Crh iepezatit € TONMOIITSI0 CHVNCTPITHOT KpitTT-
TOCIHCTeAbI FABHCHT OT ungpa it "
wiosa Obbro Ko npexctapsier coboii paikn win
e e g
Kere wm exap yep, HeaocTymoeTs

!
HEPCONATIONO KTINGBOTO HOGHTEA KONY-THG0, KPONE €10 HIae.
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TTOAIMIIOCTS OBCCIIENHBACTES! 32 CHCT TOTO, STO 663 NPCABPHTEILHOTD paciiidy-
u

DOBLIBAIII MPAKTHYCCKIT YHICCTBITD CMHIC

noutor kpumrorpac Da Noxer
6bITh MPABILIBHO 3ANHPOBAHO 63 IHAHIS CEKPETHOTO KIIOHA,

I Aaumbix obect K e

Koz (i rabian), 110 CORPETHOMY KTI0UY.

smasieres (TPOIBHOI CYMMB, TO CCTE HeKOTO-

ii TKoii 10 KOTOpOii OCY nponepka

Asropury nosKen obec-

10 Y CHOAHONY KpHTTTOrPAC) iy saKoity o1

6 Tposepka nonyva-

retent COGUICHIIA YTeM BPAGOTKIL 110 CCRPCTHONY ICTIONY INITOIPIICTABKH, COOT-

I ce cpaniienisi ¢ auaCiieN

sNHTONHCTaBIH. TIDIf COBIAZCHIIH JAACTCA BHBOL0 TOM, 410 HipopMaILst e Ghiia
ia myTit o1 Koy .

CinveTpiiioe 1dpoBaIIe ICATBHO TOAXOT /Ui IO HHOPMAITIT

Ut cclsts, HATPICP C IETbi0 NPEOTBPATIITH HECAHKIHOMIPOBANHBli J0CTYTI K Heil

B OTCYTCTRIC BAACbIA. ITO MOKCT OhiTh Kk apXHBHOE MIBPOBAIIIC BHOpAHIbX

dpaiizon, Tax 1t (awTovamirect LCTbIX IOIECKIEX 11
(HBIIECKILX JUICKOB.
Obmanas BLICOKOli CKOPOCTEIO nos-

BOSIOT PEILATS MHOTMIE BKIBIE 3141 3AUUTH 1hpopat. OUHAKO ABTOHONIIOE
NTPIRHbIX KPHIITOCHCTEM B KOMITBIOTCPHbIX CCTAX NOPOKIACT

npoiesy woue My

Tlepeit Haua10M O0Mela 3ALIPPOBUHBINII AN HCOGXOINO OMCHATHCS
ceRpeTINI GO €0 Besit axpecatayi. TIEpeiata CERPETIIon Gt CNeT-
pHuHOit He MosKeT GbiTy Y
€M, CORPETHBIL ICTION HALO TIepEARBATD GTIPABIITETIO 1 HOYUATEIIO 110 Jauuier-
HoMy Kaia

[#]

st aGoreirr-
KOO 1IH(POBANIIS JAHHBIX — TO CCTh JUISH OTHPABKH HpOBAIIHON HHpopMaItH aGo-
HeirTy, Hanpisiep, wepea Hirepiier. Heno/aoBaiiic o10ro iunioa Ut Beex aboneTon
10106101 ii corn
JlefiCTBITE IbHO, B CITysaC KOMIPOMETAIUIH (YTepi, XHILCHIis) K0%a 104 Yrposoii
GYJCT HAXOUITLC AOKYNIITO000POT BCEX AGOHHITOD. B 9TOM C1ytae MOET GbiTh
HCIOb30BNA MATPHIEA Kot (pic. 4.4).

Marpimia ictioveit o naf
aortesrtos. Kaxuii ortesent raGitst K, npeuiasiaseis U1 cosion aGoneiton i i j
i1 ZOCTYTIeH TOJIbKO ZBYM AQHsiM aGorteiTay. COOTRETCTRCHINO, 15t BCEX 2CMCHTOR
MATDHILB! KTi0Neil COBTI0RACTES paBeHCTBO

K=K,

Kaicaasn i cTpoia MaTpiithi npeicTanisier coboit naop kaioseii Konperioro

aBoreirra i vt casiai ¢ octamsisiit N — 1 aborentavit, HaGopoi nioscii (cctensic
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1.2 3

12|K1a

1n| HaGop knioueii ana aGorenta 1

Kyt Kpa [ Kag| [ Kon| Habop knoseit am asonerra 2

3 HaGop knioseii ans aGorenTa 3
0 (KK o [Kg| [ K| Habop knioseit ans adonerran
Puc. 4.4. Marpuua kioveit
1iaGopu) ey e ii ceri. Ana-

IOTIHO CRAZANONY BbiLI, CeTeBble Ha00bI AOKIb PACHIPEICISTLC 1O AU~
oM KaH@AGN CBA3H AN W3 PYK B pyKi. MCTOUb, OGCCIIeMHBAIOIIC FaHeIioe

ot My cern, B paseie 46,
i MMeT] X SABISCTCA TO, 4TO
5 x01¢ cgoeii paboThi orit oot

WaSTIDY 10K TOTO e 0GbeMa, 1O He0-
CTYIMbIfE LISt MPOSITEHIS! CTOPOHIIM HITAN, He BIJCIONUN K1i050M. Cxedy paboThi
CHMMETPITHHOTO G108 HONO Uichpa MOAKIO OIICATH (hyHKISINII
C=E(M) u M=DYC),
1e M ~ siexopubiii (OTKPBITHIIT) GAOK aHHBIX;
€~ saunipporarniii G10K fabix.

Kniow K simasicres : Gaourioro u
npexcTaseT codoit 610k ApoiHOI . Mexon-
it M u sauncbposarfi C GIOKH JaNHLIX TaloKe 1NeOT (DHKCHPORAIIYIO paspst-
HOCTD, PABIYIO MEALY €000, 10 HEOOSBATEIBHO PABHYIO AUIIC KTI0NA
Bui0vtibie nidhpsi ARIIOTCA T0ii OCHORO, 12 KOTOPOIl peaH3OBaIbi TpaKTIrCKi

C

ne : sierp KPHIITOCHCTEN I 1103BO110T
u it o A, 1Ty Bee airo-
P st npeod i if 1a60p OOPATINLIX MaTENA-

Tiecxrx npeoSpazoparii

MeTouica COsTalII HerToNeK 13 SappOBIIX GrourmiNm arropiTyaN Gaii-
TOB HO3BO-IIET LIIGPOBAT I AKCTb Heorpay b, Or-
CyTCTBIE CTATHCTIMCCKOI KOPPESIUIN MCAJLY GITaMIt BHXOANOTO IOTOKA G104110r0
unicppa Py 1 et B CYAK RSO FATIRE N b

naposeii. H e JOCTATOUHO i

Giancs von:

KpHITORITOPIITM CHIFTaeTes! ILACAIBHO CTOKIIM, et LTS TPOSTeIIst anmihpo-
B0 (710K AAHHBIX HEOGXOUINM T1EPeGOp BCEX BOIMOAKIBIX KOEl] 10 TeX 10p,
Hoka e okaxerca i B obies cayiac




118 KPUMTOTPADUYECKAR 3ALLIMTA MHOOPMALIMMA
CToiiKocTh 104HOTO 1P FABHCHT TOIBKO OT JUTHHBI KTI0%a 1 BOSPACTACT KCTIO-
HCHINEATBIO € Ce POCTOM.

K. TLIerHon npeiuiosiun JUist Noyseris eTOiiX G0MIBIX undpoB Heno30BaT
1B O MpHHIITA: pecchumaie s Rpaieaae [

CTaBseT 000l faKa OTKpbI-

TORO TEKCTA Ha MHOTO JHaKOB Lumbmm«'rd, TO TI03BOICT CKPBITH CTATICTITCCKIIC
caoifcTBa OTKPHITOT0 TekcTa.

e e Takitx unidpy
i, KoTopsic croiicrn
ERpeOrd 1 mApEAT) TeSCTUn, Ojpits KDy ISR e oKD STy
packpaiTiie, 1o 1t Jerocts pit 13-
BECTHOM OIBIOBATNIO CCKPETHON KITIONC.

criocoBon appeKTOR pacceBaIIS It Nepesterit-

BAHIIST SBISETCSE HCTOIB3OBANIE COCTABHONO LA, TO €CTh TAKOKO, KOTOPB MOKET
GbITh peaIT30BaN B BILAC HOKOTOPOI IOCICIOBATCILHOCTIE POCTBIX H(POB, KA bl
113 KOTOBIX BHOCHT CBOIl BIIAJL B 3HAUNTENBHOE CYMMAPHOE PACCEHBAHIE 1 TIEpeMe-
mmarie,

B cocrambix mipax B KauecTse IpOCTBIX MHPOB Hale BEero HCNOMBIYIOTCs
npoctic u Tlpit nepecraroske mpocto
CHMBOIL OTKPHITONO TCKCTA, IPHCH Bt
coxperitbint iiooM. TIpit NOACTAHOBKE KUAIbI] CIMBOT OTKPBITONO TEKCTA SaveHsi-
0T APYTIIA CIHMBOTION 183 TOFO ke a.I(ABITa, & KOHKpETHbi BIA NOACTAHORKIL TaIKE
ONIPCACIISIETCS! CORPCTHBIM KT1040M. CACAYET JAMCTIITh, 9TO 1 COBPEMCHHOM GI04HOM
wtchpe 10K OTKPLITOND TeKCTa I IH(PTCKCTA PEACTARISIOT COB0Ii ABOIMItble oc-
seaoBaTebHOCTH 0GbHO LtHiOf 64 1wt 128 Gur. Tpin sumitic 64 G Kkl G0k
MOKeT AT 29 aiacrtii, TI09TOMY I0ACTAHOBKIT BIIOHSIOTCS! B O Goith-
o azidpaiTe, conepaen 10 29 = 10 «cinmpo08>.

Tpu nIpoCTBIX Nepec yipas-
JIACMBIX JIOCTATOMHO JUIHHHBIM CKPETHbIM KTIONOM, MOSKHO TIOIYMHTS CTOFKH mindp
 XOPOIIIA PACCCIBAIIEN If IepeNeIIBaRTeM.

Bee ACHCTRILS, 1IDOHIBOIUIMBIC G1ONHBIN KDHITTORITOPIFTYOM HAZ AAHHBIMI, Oc-
HOBaIbI 112 TOM (AT, *1T0 MpeoGpazyeMbil (10K MOKET GbiTh pEACTARICH B BILC

100 HCOTPHIATEIBHOO HHCIIA 13 UAIAZONA, COOTROTCTRYIOICTO €r0 PA3PAAOCTIL,
Hanpirsicp, 32-Grtibii (10K JQHHBIX MOAHO HHTEPIPETHPOBATS KAK HHC.I0 13 Ufaria-
ot (...4294 967 205 Kposte Tro, 610K, pA3psiiocTs KOTOPOo MpeCTansict codoii
<crereith ABONKIT>, MOKIHO TPAKTORATD KAK CLICTLICHIE HECKOTBKITX HESABHCIMBIX fie-
OTPHIATEIIBHBIX HIHCE 113 Melbillero utanasora (yikasanibil poiie 32-Girribii G0k
NOKHO TAIGKE IDEACTABINTS B BILIC CLICTLICHIS ZYX HESABHCHMbIX 16-GHTHibix sicer 163
utanasoria 0..63 533 11 B Bie CLEILICHIIS CTHIPEX HCIABICHAbIX 8-GITHbIX wuicet
03 utan

Hax
exexte aciicrain, niepeucc

ona 0...255).
THMI dHCTaMI G10uHbL o
bie B a6, 4.1.
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Ta6rnmua 4. 1. [lecrais, BHRONHAEMsIE KPHTOGNTOPHTMOM HOR “HCNGHA

Maremarnueckve dyrn
Crowenve X =X+V
Viexniosarousee M
Yroxenne o moaymio (2N+ 1)

Yoxenne o moaymo 2N

AprbmeTwiecii capr aneso
ApHbumeTHIecKHi caur 81paso
Linknnueckwii casur eneso
Upcnmeckui caanr snpaso

Tabrnsie
S-box (subsfitute) [ X' =Table [X, V]
OTIX 1PEOGpAIOBAINLIE MOKET HCTIOMEI0-

B aecte napaverpa V s i06oro i
Barbes:

O dukciposarioe wncio (anpiviep, X' = X + 125);

O uieso, noaysaesioe uz knosa (wanpisiep, X = X + KK);

© i1, monyaesoe 13 SO T Gaora (rnprniep X2 = X2 + FXD).

it papuait iyercst B exee, i cervio Medicrens (1o

I ee cosates).

TI0CICAOBATELHOCTD BEIIOMISCMbIX Hax (10KOM onepanii, KONGHHAIIH Tepe-
SHCICHILIX Bbilie BapiaitTon Vit camit ittt F It coCTamIsior OTIIITebIbC

Gr0u10r0 Kpi

Xaparcrepitin HBHAKON GAOUHLX AITOPHTNON AIIHCTCS AHOTOKPATIIOE i KOCHeH-
Hok BTSS0I M KTEnis. Do CeAeHIEISR 1 fefey Oueres peso-
Baimiex obpariioro KI0Na T 13BECT-
o FXoTioM S pOaTaON Yokt T Dot Ol aasantt n NBETIEDY
BilIle NPCOBPAIOBAIISX HAINC BECTO HCTIOM3YETCA He CaMO 3Haseiiiie
HACTI, A HEKOTOPast, HHOTA HeoBpaTiyist, KIS OT MarTep
B H0A0GHBIX u.msmmmmm O TOF A GO K NI 1013 MO eTEA

it BT yetonist

censio nem X cresams o neoGparoii omocie o ot K 70

1. Anroputmsi wngpoBanus DES n 3-DES

Asropurs npposarist ganisix DES (Data Encryption Standard) Guut onyGm-
xovait B 1977 roxy. Baownbiii cusivierpiarbiit axropimsi DES 0 cix 10p octaercs
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B C

eMax 3

T KOMMEprICCROfi

ichopvau

 nocrpoert s cooTserTsN C Metoooreit cerit el
o u

DES ocyuiectasier mcposattie 64-6iritbix 6:10K0B AAHHbIX ¢ HOMOLLHIO 64-Girritoro

K104, B KOTOPOM SHAYAILUNI ARAAIOTCs: 56 GirT (OCTaTbitbie 8 GIT — npoBCpOIbIe

GirThi 15t KOHTpOI 1 HeTHHOCTD). OBOBieHHas cXeva pottceca uidpoBarits b G101~

ow aropirryic DES nokasauia ia pic. 4.5.

VexopHbii Texer ‘
| Havanstas nepecraroska

16 pas | Wichposarme M“
KoweHas nepecTatosia
— L
Wngpreccr |

Puc. 4.5. OBoBiennan cxema wiposana b anropyrme DES

Tpotieee B HasaUbHOl -G
610ka, eCTHAATI KX (payiAax) HQpOBAIIIS 1 HAKONCIL B KON HOll niepe-
cranonie Girro.

Pacumpoauiie s DES sivzetes oneparueii, o5parioit A
etest nyres onepatii B oOpars

OcHosibie focTomictsa anropita DES:

HETIOA3YCTCA TOMHKO O KO AUTINOT 56 61rr;

i

O saunihposan cooiEHIte C TONOLISIO OIHOMO MAKETa TPOPAMM, U1sl paciich-
POBKH MOAHO HCTIOIB30BATH 0G0 APYTOIi IIAKCT NIPOTPANM, COOTRETCTRYIOMUtiE
amopimyy DES;

O KpUITIOCTOIKOCTS AIFOPITA BIOAIIE AOCTATOHa 13 OGecriederiz ipopa-
wonHoit P

C TexHIKa 1103BOIET s 20CTaTONHO

Bpesst s ¢ amofi kniosa 40

6. JList TAKOTO BIaMbIBANIS HCTIOIB3YCTC METOJL IOIHOTO 11epeGopa — TOTATBHOTO
OIPOGOBAINIA BCEX BOSNOIILIX BHATEHI K110ta (NETO <TpYGOii Ciltbi»).

o nezasicro spese Gaouitaropt DES, iveiomuiit 1o ¢ sdperrbioii
ot 56 Girr, caimauics i
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¥ y B Tesernie 20 e, i cambiv
I ero SIBTSICTCA MCTOJL11EPEGOPa ACCX BOIMOSKIBIX
aaermit kioua, Ko unidpa DES imveet 2% poavosirbix aiasertii
B HCTOIICS Dpenst 1 pUITKE eioTes FPGA-t, 08 TGiomuic posNoiocrino
03 i imoua B eekyy. E
1viei0T ASIC-HItIIbt — OFit PEATIEYIOT CKOpOCT TiepeBopa 10 200 MILLIHONOB Kioveil 1

cexytiy. COMOCTD STIEX HHIIOB COCTARISICT BECTO AWl JECATKI A0:L13po. TToaTovy
onerian fikocti unichpa DES, pic presTip
BOUHbIC PACHCTH BPENCHIL 1 cpeseTs, KoTophic
a e bpaverozon Gopa ncex 503 asteriii
K104 € HETIOMLIORAIICN K CTAIAADT a1t
HBEX KDHITTOQIATITICCKIIX ANTADATHbIX CDEACT. B a1, 4.2 npiBeaeibl pesysTaT
ananma pur DES [50].
Ta6nuua 4.2. C; it o sanoma DES
Xakep Jlo 500 gonnapos | MK Hecxonsko
necsTos et
HeBonsuwwe dupmsi | flo 10 Thic. FPGA 18 mecsuen
Kopnopamats FPGA 19 preit
pri— ASIC Ims
Bonsume Do 10w FPGA, ASIC 134
Kopriopaum nonnapos Cynop-3BM e
Creupansie 2 ? 2
arerrcraa
Boamiikacr it Bompoc: nebas it Heroasaonats DES b kasectne crpo-

AFTEBHOO 610K U1 COBTANIA ZPYTOO ATFOPITA C G07ICe AT KTOTONM?

104HBIX AATOP!
B npiIne, CyNECTRYCT MHOTO CH0C060B KOMGHHHPOBAIIIA GAOMHBIX ATOPITNOR
U151 1OV HeHII HOBBIX A7TOPITMIOR. OAHIM 13 TAKILX C1IOCOG0R KONGHHIpOBaISI
smasiercs 0 ecTh He astiie G7104HOTO AITOpHTMA
HECKOTBO Pas ¢ PAHbINII ICTIONAMIT /LTS IH(POBANITSE OUION 11 TOFO ke 10Ka OT-
KDHITONO TeKCTa.

V. TasiMeH MPCAUIOAIL WGPOBATH 610K OTKPHITOrO TekCTa P Tpi Pacsa € NOMOIbIO
anyx icnoscit K, 1 K, (puc. 4.6) [50]. Tpoueaypa midpposarnus:
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C = Ey(D (Eq(P),
0 ecTh 610K OTKpBITONO TexcTa P ciiasaia unpyeres oo K, 3atent pacimiippo-
BbiacTest 100N K., 1t OKORNaTeaIbi0 saunipoBbisaetes kioon K,

oo
S b FBL B A D -Ps
Pacu‘mqapdsame

PHC. 4.6. Cxemsi TPEXKPATHOTO NPHMEHEHIA BNONHOTO QATOPHTMG CMMETPHIHOTO
WMGPOBAHHS C ABYMS POITHHHbIMA KITIOYOMH

Bror pexin iora im0t pescision EDE (Encrypt-Decrypt-Encrypt). Buese-
Hife B JAIIYIO CXeMy oriepaiut paciippoari Dy, 10RO oGecriedn, coniec-
TINOCTD SO CXCMbI CO CXeMOi] OIIHOKPATHOTO HCTIOH0BAIIIS GIONHONO ATODITAA
DES. EcJti 1 cxevie TpeKpaToro Hernoaonaist DES BuiGpars bee iios outiiako-
BHIMIL TO O Bexesy c s DES. Tlporiezypa
PACIIIPOBAII BLITIOISCTCs! B OGPATHOM MOpsLKe:

P= Dy (Ec(Dy(OD),
0 ccrh Gaok mnprexcra C enavania pacucposbisacrcs inoson K, aates samid-
wniodom K, it K.ll(mm K.

ECT1 HEXOUiT 610V ATTOPITTSI IMCET 71-OUITHBT KT, TO CXeNa TPeXKpariio-

o umdppoani 1icer 2n-Grtiiii Ko qolw;mmuue wiioseit K, 1t K, noasonser

s cxeva
e B s KOT 5 IS0 5732 & xistos Cpasposm JosHIHesior apak-
Tepicitk amopimya DES.

Tpn Moo Tpit pasraisix niosa. Tlpit
910N BO3pACTACT OGS LTI ) Ko
) ‘

C= Ex(De(Ex(P)).
P = D (E(D(O))-

Tpexictiouenoli apiant invieer eitie Goilryio crofixocrs. Aaropimy 3-DES (Triple
DES — tpofinioii DES) Heloayeres 1 CHTYaLisiy, KOIIa HAIGKHOCT A1TOPITYA
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DES cuirraercs ii. Hatiie ncero e cs apiairT na
TPEX KITIONAX: OTKPHITHIL TeKCT lumi)pyc’rcﬂ i 1IEPBOM KTi0Ne, HoTyetibiit uidpp-
12 BTOPOM I HKOHCLL TOpOro iara,
2 Tperbent Ko, Bee Tpi kaioua s...sup(.mm HESBIHCINNO APYT OT ApYTa. ITOT
I TaKKe KacKa/lblit
wapiair 3-DES. "m0 cranaprat pofinoll DES, kotapowy Aofanten ol exa-
1y oSparioi custan, kax CBC, OFB i CEB.

Ceroust nee mipe syioTes s amopimya
ii TOCT 28147-89 i Howsiit cpin-

rocranzapr CIIA — AES (Advanced Encryption Standard).

4. Cranpgapr wingposanus FOCT 28147-89
9rot arropm JanIBIX 11pe; s
n it wirrorpac ‘Tpe-
GoartsaN 1 e HAKTABIBAET OPANINCHII] Ha CTEIeHt, CCRPeTHOCTII JaVIACNOii
Adropirry . TOCT 28147-89,
npexCTaTseT coBoii 64-Giibtii Gioutbi aropiT C 256-GiTHBIM ICTIONOM.
Jlantie, pasGitsaion ruGio-
ot pasbumarocs 1a wa cyGG10a N1 it N2 10 32 Gurr (puc. 4.7).
[ Nt I
l
| Tabnvue!
e [P E

{ Toatop A0 16 unw 32 pa

[ N1 [ N2 ]

Puc. 4.7. Cxema anroputma FOCT 28147-89

Cy66.10K N1 0BpaGaruimactest onpeieseriibix 05pasos, NOCIE Hero ero aiasciiiie
CKIBIBRETe! o SHateien cy610Kka N2 (CIOKEHIIE BHIOISIETER 10 NOAY:IO 2,
T0 €CTH IpIMeHsETCS AOTINCCias! ONCpaII XOR ~ hektoaiontce T, a arex
cyBoiun Mensorest secrav. laitiioe
ancii0 pa3 (paynzon): 16 1wt 32 b SABHCHAOCTI OT PCAIMA PAOTH AATOPITN.




124 KPUMTOTPADUYECKAS 3ALLIMTA MHOOPMALMMA

B K@M DayIiie BHIIOSIOTCA JBC OnepaLii.

Teprast oreparist — wioa. Ca cy66roa N1
10 Moty 110 2% ¢ 32-Girroii wactbio kamiowa K. Toanbii koniow mudposanis npes
sierest B pivte Konkateraw 32-Girrinix noaioscii: KO, K1, K2, K3, K4, K5,
B nportecce umpoBaniist HCNOAB3YETCs O H3 HTHX HOKTIONE]i — B 3ABUCHMOCTH
OT HOMepa PayiLZa 1 PEKIA PAGOTH! AITOpIIT

Bropa onepaiuns — tabmarias savena. Tocae naowenist kiiova cy66iok N1
pasGumaetes 1 § wacteii 10 4 G, aiaseiiie KON 3 KOTOPHIX 3AMEHACTCA B CO-
oTBeTCTRINN ¢ TaGmiieil Javeib Uis Aaioli uacTi cyG610Ka. 3ates BHOHCTC
noGiTb Wk ekl e cy6610ka Bicno Ha 11 G

FaGmrbie aavent. Biok nozcranonii S-box (Substitution box) acro ucro-
3YI0T B COBDMCHITBIX AITODITAX HIH(POBAHISL, TIOOTOMY CTOHT IOCHITD, KAk 0pra-
HiByeTest no0GHast onepais.

10K nojcTaionKit S-bOX COCTONT 113 BOCEMI Y3108 3avieiibt (S-G10K0B 3aveitbi)
S, Sy wor S, ¢ nanTbIO 64 Gurr Kb, TlocTymaiouuiii a Gox nozcTanosiar S 32-
Girmitbii Bekrop pasbiBaIor Ha Bocesb ocIeAoBaTe: it 4-GIFTHbIX BeKTOPOB,
KRB 163 KOTOPBIX MPeOGPA3YCTCs! B 4-GITTHbii BEKTO COOTBETCTRYIONUIN Y3T0M
savicitbt, Kaokiusii yaei 3avertst MOKHO NPEACTABIITD B BIAC Ta0AHLbI-ICPCCTANOBKIE
wecTHAEATH 4-GITHEIX JBOMUHEIX wnces B utarasote 00001111, Bxoanoii sekrop
VKAIHIBACT A1pec CTPOKH B TalUIiILe, @ MHCAIO B ITOfi CTPOKC ABASCTCS BHIXOIBIM BCK-
‘Topow. 3atext 4-Girritbie pbixo " 132-6ur-
Hii BexcTop. Yautut saversi (a6 ) oGoil KcTioeRbIe
SUICMEHTH, KOTOpBIC sastioTcst oGt st cerin IBM 1t peko imverstiorncst, it
VI SAMCHLOKIN COXPAIATIC b CeRpere.

Anropity, onpesieaiexiii TOCT 28147-89, npeaycvarpimact weripe pexinya
PaBOTB: MPOCTOI 3aMCHbl, FANMIOBAITIS, FAMMIHPOBAHIISE ¢ OOPATHON CBSI3DIO 1 retic-
PALUIH IMITONPYCTaROK. B HITS HETO3YCTCA 010 1 10 5KC OIICAIHOE BHIIC i)~
PylOllice 1PeoGPaAIOBAIIC, HO, TOCKOTLKY HATHANCHIIC PEAIMOB PANIIIIO, 0CYILECT-
wisieTcs 910 B KKAOM 13 X

B uipop-
Girmibie oo

N panoan0TCs 32 OtAcar s payiva. [pi 910w 3

& K0, K. Ko, K3, Kt K5, Kb, K7, KO, Ki .. n paynax ¢ -1 1o 24
O K7, K6, K5, K4, K3, K2, K1, KO ~ 5 paynaax ¢ 2510 110 32
PACHIpOBAIIIC 1 AION PCKINC TPOBOIT TOUHIO TAK 3¢, 1O ¢ HECKOLKO

Apyroii
O K0, K1, K2, K3, Kd, K3 ~ 5 paymax ¢ 1-ro 1o 8-
O K7, K6, K5, Ki, K3, K2, K1, 1<o K7, K61 m. 1~ b payiwiax ¢ 9-10 110 32-ii.

Bee 610Kt npyIOTes HEGABICINO APYT OT APYTA, TO €CTh PE3yBTAT aiiiidh-
DOBaIISE KAKIOMO (:10KA ABHCHT TOIBKO OT €10 CONEPAMMOTO (COOTBETCTRYIONIETO
6.10ia HExOAHONO Tekcra). TIpit HAIMINI HECKOIDKIL OUHAKOBHIX (I0KOB HCXOMHOTO
(OTKPBITOr0) TEKCTa COOTRETCTBYIONIE 1M GOKH HINDPTEKCTa TOKE GYAYT O/IHAKO-
BbI, WTO ZaeT Tozeaiyio s BCKBITH
umchp KpHITOANATHTIKA. T109TOMY AAHHBITT PEAIM NPHMEHSIETCS B OCHOBHOM AU
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cain cnosci (ovens vacto Miorokio-
EBbIC CXCMI, B KOTOPLIX 110 LY COOOPAKCIIii ISTIOWT LIIpPYIOTCH APYT Ha APYTC).
s cobernetiio B APYTIX pERING

PAGOTH ~ FAMMIDOBAIIA 1 raMMPOBaUIA ¢ [ r—

B pesciume 2awmuposanus kaxswbiii 610K OTKPHITOTO TKCTa M0GHTHO CKAABIBACTCS
10 MO0 2 ¢ Gi0KoM ravvst tidhpa passiepost 64 G, Fwa uaippa — aro crie-
bt b, KOTOpat s b peayTaTe
onepatii ¢ pernerpavi N1 i N2 (pic. 4.8

1. B perricrpr N1 it N2 sanicuimactcs ix nasaisioe sanozieiie — 64-Grtiz
BE/TIHIIA, HAZBIBACMAS CHIXPOTIOCHLIKOI.

perierpon N1 1t N2 (5 zarion

VHae CHIXPONOCKLIKI) B PEsIME TPOCTOI 3aMeHbl.

3 Conepmunine perucrpa V1 exmypinaeren oo wopyn (1) ¢ xonerasen
242 4 29+ 21, 2 peQyABTT CAOXCHIIA SaichsaeTe b peruietp NI,

o

D
4 Lu,.qmnmc ety NT exiuiiinaenen o sy 22 e C2
16+ 25+ 1, 4 peayJIBTAT COKEHNS 3AIHCHIBAETCA B pertctp N2
5. umcpm;mmmupoam N2 ozeres 1 X0 s Kaseetse G4-Girtoro Gao-
Ka ravyist nichpa (8 Zaurion caysiae N1 i N2 06pasyior nepsiiii 610k rasb).
BOK OTKPBITOrO TeKcTa

NTuN2 -

Puc. 4.8. BipaBoTka rammss LiGPQ B PEXHME FOMWIPOBAHHA ¢ OBPATHOM CBA3bI0

Ectit HeoBxoMuiM Ciieayionuii 610K rayi (10 ceTh TpedyeTes MpOOIITS 3aiidy-
PoBBIE I BACILIPORAILE, BITONIACTEA BOSBEAT K aMepi 2.

piery N OGPAZOM, 2 3aTeM K Git-
TaA SAHBPOBANIOND TEKCTA H FAMMbI CHOBA IPINCIeTEs OriepaLuist XOR. Tockoi-
Ky aTa OlCpaIIs OGPATIIN, B C1y9ae NPABILILHO BHPAGOTAIION FANMbI 0MYACTCs
Hexoii Teker (rag. 4.3),

T 4.3. Npmep " & pexume
Mexoppsiit Texcr 100100
Tamma XOR. 111000
Windprexct 011100
Tamma XOR 111000
Mexoppuit Texct = 100100
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JList BpAGOTRH Hys&HOI /U151 pacpPOBKIH TaMst 1A Y 1Ob30BATES, pac-
umc}lposhl&uomcm KPHITTOrANAY, AOKCH GbITh TOT AKC KIOM 1 TO AKC SHaveItie Citi-
Tophic B npoTisHoM
caysae mmym. T HCXOAbT] TEKCT 113 3AUMH(DPOBANHONO He YACTCs
B Gonbiiicrae pearnsanii arropurya TOCT 28147-89 cunxporiocsuika e cex-
PeTHa, OJUAKO €CTh CHCTeNB, TC CHITXPONIOCHLIKA — TAKOlt ke CeKpeTHbi aeNeHT,
KAk 1 KON JUist Takix crcren JUIMHA K042 AITOPHTMA
(256 Girr) ysearpacres e 1 64 Gurt ces e 10if CHIXPOTIOCHLTKIL, KOTOPYIO Tale
MOKIO PACCMATPHRATS KK KIIOHCH0
B pexcuie caxsuposarnus. ¢ ofpamnoil cesvio 1 sanonertis pernerpon N1 i N2
Hasas 0 2-T0 (10Ka HCTOM3YeTCs e MPEANAYILULIE G10K FayMbi, a PEayIIBTaT a-
) pOBAIIIS IPEBLLYIETO 610Ka OTKPHITOTO TekcTa (. pic. 4.8). Tepubit ke 610k
B AaHHOM peKIIC ey
Paccvarpiast pexin eerepa i, L RIS YR
rpespora erepau. s cyn-
1oa s
HpOnepK nesocTHOcTH cooluei. Ipit resepaunt i LAk BN
iepbili A KOTOpOrO
BLIMHCIACTCS MMITONPICTABKA, 3anlchibacTest & pernetpsi N1 it N2 it saudponsisa-
€1Cs1 B COKPAILIEHHOM PEKINE IPOCTOl 3aelibi (BIIOMNAIOTCS! Tiepabie 16 payizon
113 32). TloJyseHibiit Peay. sTaT cyMMHPYETCs! 110 MOZYITIO 2 €O CACAIOIUN G0KOM
HiOPMALULI € COXPAICIIIEM Peay.IBTaTa b m w2

10 G101 1 B peayiib-
rate gmnx npeoGpasosaii 64-Gmoe o eranoe peeToR N 1N s S e
" i. Pasnicp actes, Hexoms 13
TpeGyeMOil J0CTOREPHOCTIH CooBIIeHIiE: TpIH Uliilie HAHTONPHCTABKI 7 GItT BepOsIT-
HOCTE, 4TO H3NCHCHIE COOGILCHIS OCTANCTCS! HEAAMCHIbIN, papiia 2.

Hatiie eero HCnObayeTes 32-GIUTHAT INITONPICTABKR, TO €CTh NO0BHIA COACP-
AIMOTO PerHCTpOB. DTO0 AOCTATOMHO, HIOCKOBKY,
MMHTONPHCTABKA NPEAHABHANCHa PEAAC BCETO ISt GAlIUITH O CAVHAIIbIX HCKa-
sKennii nchopawni. /L AU ke ot an,lna\lecmmu MODUKALIM QB

apyrite kpunTorpad) ero
wibposast moIHC.

Tpit o6vierie HipopyaICii HMITONIICTABKA CAVAIIT CBOCTO POZA JONOMHHTE b~
HBIM CPECTBON KOHTPO:. ONa BLMHCIACTCH A1 OTKPHITOTO TEKCTA IIpH Saipo-
watin Byicere ¢ Tocze pac

B
 npHcaIOiR, ECI S1aeiii e coBnaaor, i, midprert n yekakeit npi
epeatie W Mpi packmPOBANIII HENO30BICH Henepibic Ko, Ocoderio
nozear st npoBepis woscnoii

npi A 3
Ausropirs TOCT 28147-89 cunraetest ovenn CTofiking — B Hactosiiee Bpemst st
€ro packpuITI He ii

B, HEM YIION Beime
MeTO <rpyGoii CiuTbiy. Ero BICOKAs! CTONKOCTS AOCTITACTCS B 1IEPAYIO 04EPEAD 32 CHeT
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Goum

HOif U

it
u, a gacerp rabn

bt K10k — 256 G TIpi HCTIOMSOBAIIIN CEXPETHOI CHIXpOTIOC
10 32

A Ko y

o TpGantaer oMoBeTAE Gitt, Kposie Toro, spitroctofioers st
KOIrCCTSA payiAon Mpeodpasoraiii, koropeix 110 TOCT 28147-89 oo Gnirb 32
(o xpexT pacceitbaliis BYOXLIX JQHHBIX I0CTHIACTCA YKe 110ce § PayIvion).

3 CTannapr Luud:poaaimu AES

B 1997 ro; sorwii CIIA (National
Institute nf S\an(lar(k & 'lcchm)logv ~ NIST) 06bsBII KOHKYPC Ha HOBBIT cTan-
JGPT CHMMCTDIHOTO KpiiToaropirtya, Hassamoro AES (Advanced Encryption
Standard). K ero paspaGoTke Gblii IOJK/ONeHEI CAMBIE KpYIHbIE IEHTPb KpHITTO0-
TH O Beero Mipa.

K Kpiirmoaropusas-Kanisatas Ha novsiit craiapr AES Gui npepsinenst
caeaytoe TpeGoBans:

o

AUITOPITY A0TKeH GbITh CHMMCTDINIDING
O aropiT A0Ken GbrTh G0N HIIpPOM;

AUITOPITM 0/KeH WMeT Uiy G710Kka. 128 GIT 1 NOJVIepAIBATS Tpit ATHIb
wiioa: 128, 192 1 256 Girr.

o

pasp

O HTIO:ILI0BATS ONIEPALI, JIETKO PEATII3YEMBIC KK ANNAATHO (B MIKpONHITA),
TaK u (na 1 cepuepax);

o Ha 32-

O e ycaosITh Gea HCOBXOUMOCTI CTPYKTYpY 1IH(ppa, U151 TOTO WTOGH B
HITEpECORAIIILIC CTOPOIIN GHLIIE 1 COCTORNII CAMOCTOATEAMIIO IPOBECTIL te-
SaBICHMM KPUIITOANATIA3 ATOPITNA 1 YGEITLCA, WTO B HEM 1 SAIOKEN0

Ha o101 xorkype 6u0 15 e 3pado-

TArbX K B oburacr RSA Secu

(C ity,
Counterpane it 1. 1), TaK i HaCTHbIMII 1AM VTOTH KOHKYPCa GbLIH HOABEACHb B
oxraGpe 2000 roza: noGezuresex Obit ofsen arropimy Rijndael, paspaGoranbiii
wyws kpumrorpadayi 13 Beabru, Buncenron Pivukyenom (Vincent Rijmen) 1
Jlxoan Jlaiivien (Joan Daemen). Aropirrt Rijndal cra nosui cranapron umd-
posarinst anbix AES [106].
Aropirs AES e 10xox Ha H3BCCTITb
pOBAIIL, CTPYKTYpA KOTOPHIX HOCHT Hassane «ceth Deficrersts 1 anaioriia
pocentiickomy TOCT 28147-89. B oruiie 0T 0TeueCTBeNHORO cTanapra minidposa-
s, aropirryt AES npeiCTansier kit 610k 06paGaTHBACMBIX AaHHbIX B Bilie
ABYXMEpHOTO GaiiTiiOrO MacciBa passiepon 4xA, 46 it 4x8 v sawiciiocTit or yra-
HOBeHOi AT 610K (011
paswmepon 6.10Ka ). Jlasee Ha cootnetcray, oranax
mbo Haz cronbuamm, ambo na He-
3aBHCHMBIMH CTPOKaMH, G0 BoOGIIIE Ha/l OTAC/bHBIMI Gaiirami.
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Anropirrst AES cOCroiT i3 onpesiesetinioro koaicersa payiaon (or 10 10 14 - 1o
SABHCHT OT pasiepa (10 It AUHIbI K10a) I BBTOIHSICT SCTHIpE NPCOpA3OBaIIS:

O BS (8ytesub) - rabmmias savena Kaxioro Gaitra accisa (pic. 4.9);
O SR (Shi ftRow) ~ casnr erpok Macesa (puc. 4.10). Tpu stoii onepatui nepsast
CTPOKA OCTACTCS Ge3 H3MCHEHIT, @ OCTAIBHbIC IKTIMHECKH N0GAITHO CBHTa-
10TC31 BACBO Ha (MHKCHPOBAINOE 4HC10 GAifTOB, 3aBICAIILCE OT PA3MEpa MaCCHER.
Hanpimep, 1151 Maccipa pasyepost 4x4 cTpokit 2, 3 1 4 CABHIAIOTCA CoOTBeTC-
Theo na 1,2 n 3 Gaii
O MC (MixColumn) — onepaims Haa HE3ABHCHMBIMH CTOJIOUAMI MACCHBA

(prc. 4.11), Kora KasKwiit CTOAGEIL HO ONPEACICHIOMY NPABHLY YMHOKACTCS

Ha (HKCHpOBAITHYIO MaTpIILY C(X);

O AK (addRoundKey) — soGanienue iiiova. Kaxsiit Gir sacemsa cxmazii-
BACTCH 10 MO0 2 € COOTBETCTBYIONIM GHTOM KIIOUa PayHa, KOTOpbIii, B
€BOI0 0vepes obpazom Kamoua
(pric. 4.12).

D upeoGpasosaits m)d,unulkarr Ha MaccHB State, KoTophiit a1pecyeTes ¢ Ho-
MO0 yKazaTe: . TpeoGpasonanme AddRoundKey HCMOL3YeT AONOH-
Teab b yKazaTe:th U <|,||)L‘Ldulm KIl0Ya payizia RoundKey.

TpeoGpasonarie BS (Byte:

KOTOPasi BOS/IEIICTBYCT HE3ABHCHMO Ha KA Ibiii GaifT Mac
ity savent (1oacTanonok) S-box

VICTAHOBKOI
013y TaG-

L
State,

a aml ay| a, b, bm| by, b
2 o= 2y Lo bl e by
a, a ay b, b,
a, a,| a, a, b, bu| by, b,

Puc. 4.9. MpeoBpasosanue BS (BytesSub) ucnomssyer Tabmiy 3amen [noactanosox)
A 06paBoTkM Kaxaoro BaiiTa MaccHsa State

by by by b, Her casura jbw‘ ..1| b,
by byl by by Caiovr aneso wa 1‘ it

by b,| b, b, Caswenesora Baﬁ‘ra_‘ by b,
b,J b,] b] b Casursnesorascaira) b, by b;

Puc. 4.10. Mpeobpasosanme SR (Shi £tRow) uAkmmsecku casnraer
TPM NOCEAHMX CTPOKH B Maccse State
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b
[ by
by
B2
Puc.4.11. MC
cron6usi Maccusa State
3y Ay Ay ko Koy Kog Ko by by byl by
Ay Ay ki Ky kig ki by by byl by
2 ke Ko K Ko by by byl by
e e s B Ka Ky Kig Ko by by by by
Puc. 4.12. AK cnoxenme XOR
Kaxgoro cronbua Maccvea State co CloBoM M3 Knoyesoro Habopa
B kaiiom payie (¢ ) naz y bz
nepeuncaeHibe (puc. 4.13). Mekmose-

T

HIE KACAIOTCS IEPBOTO 1 HOGICAETO PAYHOK: 11EPeA 1EPBHIN PAYHIOM A0TIOHATE b
=0 oA ot AK, ap nioceaen payie oteyrersyer M

yawtare ctb ortepaiii pit BT Tak:

AK {BS, SR, MC, AK} (nostopsiercs R — 1 pas), BS, SR, AK.

BS | SR MC | AK

Puc. 4.13. Paynn anropumma AES

Kotaectno payion nnipposarinst R 1 anropirsie AES niepestettiioe (10, 12 1w
14 pAILIOB) 1 BABHCIIT OT PA3MEPOB G0Ka I KJTiOta OB (LISt K0 TAIOKe
IPEAYENOTPCII0 HECKOED (IO pasNICPOD).

3 C NOMOIIBIO CACAYIONUTX 00paTii

X oneparuiic

1. TaGamunas savena BS oSpauaetes npivenieiiest 1py G, kotopas
SABIACTCH HHBEPCHOI OTHOCHTCILHO TGS, HCTOAL3YENOii 1pi satidhpoBa-
s
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~

Obparsoii oneparuieii k SR SBIICTC WHKTICCKI CABHT CTDOK BIPABO, 4 He

&

Obpariias orepais st MC — yHORerHe 10 Tex e R R AT
satprtty d(x), yaopaersopsioryio yeomio ¢(x) * d(x) =

Jlobanenite iiiota AK stBsiercst OGpaTHbi CaMOMy tcﬁo. HOCKOABKY B et
Henomayerest oo oneparis XOR.

-~

npn
T, o6paTHOli TOi, TO HCTIOBIOBATACE IpH 3auTdPOBANIIIL

Bee npeoGpasorarnis 5 unichpe AES 1veiot cTporoe aevaririeckoe ofoctonatic.
Cama CTPYKTYpa H NOCACAOBATELHOCTS ONEPAIAT T0SBOAIOT BHIIOAHATS AAHHBIE
aropimyt adxpexTiBiO Kak a 8-, Tak it 1 32-GHTHbix npoiieccopax. B crpykType
AOPITIA FUIOAKCIA BOIMOAIOCTS HAPALICIIBHONO HCONEHHS HCKOTOPLIX ONepa-
L0t ¥ITO MOKCT HIOTHATS CKOPOCTS MIHBPOBAIIS 1 MHOTOIPOLIECCOPHBIX PaGOIX
CTamIIX B YeTHpe paa.

Anropirny Rijndael cran aniiix AES 6.
LI0MY Py NPEHMYIICCTS 1epe Apyrinvit atropirsiasiit. Tlpesiie neero, ort oecric-
“BACT BHICOKY a beex KA DI IPOTPANMHO,
Taic 1 it ii Kposie oro, K pecypeay AU ero pa-

UIBIIBY, YTO BAKIO HPH €10 B yCTpoii
1 5ke anropiTya AES MOKHO CuTarh Jnilh CBOMCTBEHIYIO eMy He-

Tpammnonnyln cxeu. 10 B 10, 10 CHOCTIA ATHOPITAOD, OCHOUI 1 CCri
ciicrens, xopoio 4 AES, Bor { HIBX, MOeT Cozep
Th VASBINOCTH, KOTOPHIE NOTYT OGHAPYAHTB TOTHKO 110 HPOUICCTBII KAKOTO-TO
BPCNCILIT C MONITA H2'A1a €r0 IIPOKOTO PACHpOCTpAHEIILL

4.2.4. fpyrne cuMMETPUYHbIE KDUMTOASITOPUTMbI

s I —

x
TOAITOpIITNL

Aeopumy IDEA (International Data Encryption Algorithm) — eme oz 64-Gir-
bt Gaourbii unip ¢ ot ioua 128 Girt. Ator caporeiickiti cranapt Kpi-
ToRITOpITA IpCIONCH B 1990 rony. Anropirn IDEA 110 cxopocrit e yeryraer
amopiyy DES, a DES.

Ateopumai RC2 npescraier coboii G4-Gurriii Growmmuii i ¢ caiono nepe-
MHHOI LTI DTOT AITOpITN MpHGIBITCIbiHO B 2 paza Gicrpee, tex DES. Mosker
HCNOABIOBATLCS B TEX Ke pesnMax, 4o i DES, sictiouas Tpoiinoe umidposane.
Biraiesbiies aropirmyia snisercs kosmaiis RSA Data Security.

Azopumn RC3 nipesictansiet co6oii Ghictpuiii Grounsiii mmdp, Kotopsiii 1veet pas-
siep 610ka 32, 64 1111 128 Gurr, ios ot ot 0 10 2048 Girr. Aaropirmst Bomoisier
010 10 255 npoxojion. AaropiToN Bazeet Ko RSA Data Security.

Aeopumn Blowfish — 510 64-Gimibiii G10umbiii unichp, myieet K104 nepeyiertioro
paasicpa 10 448 Gurr, BhinoseT 16 IPOXOIOB, Ha KAAIOM IPOXOAC OCYIICCTRISIOTCS
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Kiosa, 1 KO 1 NI,
Dror aropimy Gbictpee arropirryia DES.

OCHOBHbIE pexuMbl paboTsl 6/104HOro
CHMMETPUYHOrO anropuTmMa

PacCHOTITM OCHOBITbIE PEAIIAbI PAGOTH (I0HONO CHMMETPIHOTO anropiTya. Boith-
UIHCTRO G0N HBIX. CHAMETHAIBIX KPHIITOATTOPIITNOR HEMOCPEACTREHINO Tpeodpa-
ayior 64-Girmibiii Bxou10ii oTkpbTH TekCT B 64-GirTiili BoxOAHOI InKppOa T
TOKCT, OIUIKD JANIE PEKO OMpANINIHAIOTCs 64 pasptzavi

Hrotn

P JU petiens pas-
sanay, ueThipe padounX pesnMa:

O aextportiast Kozonas kira ECB (Electronic Code Book);
O cuennerie Goxos mipa CBC (Cipher Block Chmnmg)
O obpatiias casn 1o udppreery CFB (Cipher Feed Back);
O obpamian cunan o msxony OFB (Output Feed B

D pabornie peinb Tiep 1 6
Ma DES, 10 B 711050M 13 3THX PEAIMOR MOFYT PaGOTaTS 1t ApYTiie G:I0MHbIC KpHITTOM-
ropiTaibi. B Kkavieerne npinvepa Gysies Henomonah Gaosbii anropim DES.

Pexum «3nekTpoHHas KOA0Bas KHUra»

Jlnmnsiii paiin pasGimaior 1a 64-Girribie orpeskit (Groki) 1o 8 Gaiir. Kaawiii w3
X GioKoB mchpyior 17070 e Ko -
posatst (puc. 4.14).

[, | M, [T |
. '
3 [ e Wnpposarire
1 1
]
i v
| - [en |

Pacumdpposaue

O
o

R —

Puc. 4.14. Cxema paBoTsi Bn0SHOTD GATOPATMA B PEXUME INEKTPOHHON
KOA0BOM KHMIU
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Octontioe. -~ npoctora 1 ~or
' i nporiin arai. Masa xa-
parepa npitory 54.,....““\«,%..0

co c:toapet. B0K TaKoro pasiepa voskeT
S bittofi BTEKCTE Ha SEbIKe. )m npHBOAIT
K TOMY, HTO HACHTIIMHie (I0KIH OTKPBITOTO TEKCTa B COOGILCHIIN GY T IPEACTARICHb
Gaokavn o et  texotopyio irihop-

Maio o coxepunI coodens,

Pexum «Cuennenve 6/10k0B wudpa»
Barox dpaiin M -MM,..M,
Uepauii 610k M, COTLEACTCA 110 MOAY.1T0 2 ¢ G4-GHTITbIy Hata BTN Beicropo IV,
KOTOPBI MEHSETCA CAENEBHO 1 JCPARITCS 1 Cekpere (pm 15).

G

v
wae | | wissone | | [ uwassve
T T T
3 ¥ ¥
i | [e | [e. | [e |

ok
ok
o

==

™ | M. | v, |

Puc. 4.15. Cxema paBoTsi 6n0MHOT GNFOPHTMA B PEXUME CLENneHNS 610KOB WMGPa

icaiona wnibpa, navec-
i 64-Gurrinbiit (.lm(

110 2 o BTOpHIM G10KOM TeKcta, pes

% 2 Tooname

7+ oaCeitss s G e

“Taxiin 06pasow, 2u1st Beex i = 1..n (n ~ wie;0 G:10k0B) pesysrar mnpposainist

€ onpeeaseres cacayiomum o6paaos: C, = EM, @ C,_),re €, = IV ~ wavamioe

crie wnppa, paioe i ¥ BekTopy (BexTopy )

Tony cyMva 3ates ¢
THoro 1t 0
undprecra C, CKINBRICTCS 10 MOX

HT0IYACTCs BTOpOit 6
HOBTOPSICTCs! A0 TeX 110p, 110K e O
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- "

Ouesinio, spasiercs dynKimedi cex-
PCTHOTO ICTI0NA, HAYATHHONO BEKTOPA I KAKIOrO GHTa OTKPHITOTO TEKCTA HESABHCHNO
or ero i, ot 10K [ ——

MAC (Message Authentication Code).

Kot MAC MOKeT GbIT J1CTKO 11POBCPHt IOy HATEIICN, BIAACIONIIN CEPETHbIM KTI0-
HOM 11 HNATBHbIN BEKTOPOM, ITYTEM TIOBTOPCIIIS! MPOLLCAY P, BbITIOMHCIHON OTIpa-
BHTCICM, ii, OjutaKo, He MoKeT oc: b renepaitio MAC, Koropiii
611 G BOCTPHILIT 1OYHATEACM KAK ONb, STOGbI J0GABITS €O K HOAHONY
comumlmm, 11160 ot et MAC OT HCTHIHOTO COOBICHHS A HCTIO0BAIIS CrO

W AOKIb TOMHCTEO JAHHONO PEAING B TON, HTO
5 i i o AR i S e

Buiok M, simasierca dymiauieii tonbko C,_, 1t C, Hosrosy omnika npi nieperasic

NDHBEACT K TIOTCPE I ABYX 10KOR HCXOAHOTO TEKCTa.

Pexum «OBpaTHas cBsi3b N0 WNPPTEKCTY»
B a10M pesine pasyiep ﬁnom Noer OTaTbC O 64 Gt (pic. 4.16). aii, o
e Gao-
KM LTHOi k (mml (k = 1.64).

Bxoauoii 6. perictp DIKIT BEKTOP HIHINAII-
sawm, amwmmuu.m 110 NpaBOMY Kpao.
Lincpposatine Pacuudposative
. ,M77§7 o
o | 84K
B e B
o o

el i
o
' « b «
Puc. 4.16. Cxema paBost 6r04HOTO GNFOPHTMG & Pexie OBPATHO CaaH 1o LIMPTEKCTY

TIpe/utonosRinN, W0 B pesy.israte pasGHEiIi Ha GAOKIE Mt HOAYSILTIH 7 GOKOB
wntiofi f Gurron vkt (cTaToK AomCBACTEst 1y NI 1t npoSeitan). Torza

151 106010 i = 1.1 60K HppreicT: e P,_, oboanaact k crapuiinx
Eison mpaR e s b Bire
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OGHOWICHIe CABITOBOTO PErHCTPA OCYINCCTIVBICICS TYTeM YALICHIS €0 crapu
Girro 1 amienn C, b pernc
ociTe o npocto: P, it C, B

arb
s obpason u M, = C®P, .

OTCS AHATOTIN

Pexwm «O6paTHasi CBS3b 110 BbIXOAY»
FOT PEKIM TOKC HCHOMB3YET Hepeveribiii passep G/I0Ka 1t CABITOBIT pervicTp,
HIIATEHpYeMbii Tak e, Kak B peskiye CFB, a imventio Bozmoii 610k bHavase co-
JPAIT BeKTOp M wainn 1V, BUpoBHerLIii 110 npapoMy kpaio (pic. 4.17).

Lincpposarive Pacuincpposarive
. Lo |
.
Goc B4k K
1k Obpatian  OBparwas
vy | e cos
LWuchposarme E k 6ur k Gur
v
Beix T
el 64-k :
1]k | 1 ‘k
Y. Winpprecr H Wprecr | Y.
5 | o > kor [
1 [ k
1 JE—
Onepaitoia Tekcr i Orpuim Tercr
K 6ur ' K 6ut
1 3 1 3

Puc. 4.17. Cxema paBotsi 610MHOR GTOPHTMA B pexie OBPATHO CBA3M 1O BIXOAY

Tpi 1M s Kaoro cearica saror
HOBOE HAUELILIOE COCTOAINIE PCICTPA, KOTOPOC MOKET TIepechL

IATHCS 110 Kataty oT-

c-MoP,
tae P, crapunie k Girron onepatui E(C,

Otaitic or pekiva OBPATHOI CBA3I 10 LIIGPTERCTY COCTONT B MeTOE 0GHOB-
senst perierpa. o ocy nyrest crapunix k
Girros i onmcumans cipasa P

Kaxaowy 13 pacenorperninix pesanion (ECB, CBC, CFB, OFB) cofictaenibi
crou 1 an o oGaactit ix
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Pesxat ECB X0poLio noAXourr st unicpposaunis iovie; peskinss CFB, K npait-

0, TS 1R IO TR ISR peson OFB peako
HeTenax cust

P CBC 1 CF apironta 1o Yt it 9 peb 03~

BOISTOT TakKe b G0 bIC

o

JirTepaKTIBIONO ORI TP oGMCIe Aar
ot DBM;
o KI0UA B TIpAKTHKE
actpoCTpaNCHIs! KTioei;
O michposaritst paiizios, MOYTOBLIX OTIPARTENI, ANHBIX CHYTHIKOB 1t APYIIX
NPAKTINCCKIIX 3a1a.

AL MESKILY TEPMUHATION

4.2.6. OcobeHHOCTH NPUMEHEHNs aNrOPUTMOB
CHMMETPHYHOTO LUNPPOBaHNS

3YIOT KOS OTHOCHTEIBHO He-
oot e s saoeyT Cacips maspoRars G ofsees e, Tt i
Nerpirsioli u s
y npoieccon W ottt o
K6 CeRpeTHBii KTI0M. AJTOPHTMbI CHNMETPIHOIO HiiOBAIIIS CTPOATCSE HEXOAS 163
HIDCATIOAOAKEEHIIS, HTO GAIIMPPOBANHBIC AIHBIC HE CMOKCT POSIITATS HIKTO 113 TEX,
KTO He OB1AaCT KIioNoM A5t X pacutidhpoBars. Eci 16104 1e Ghia ekoMpove-
“THpOBAH, TO NIt PaCIPOBANIIN ABTONATICCKIT BITOMIACTCS AYTCHTH IS
OTNIDARIITCIIS, TaK KK TOBKO OTHPABIITEITh HNCCT K10, € TIOMOLISIO KOTOPOFO MOKIO

1 TOBKO 101 HNiCeT Ko, pac-
wponars mlrt)opummm
st -
POBaHIA JAIBIX — TO  ecth s
ommpasicit Kowy-1i16o, anpmep, sepes Himeprer S ——————
Ko Ut e . KoHeNHo,

v GesoriacHoetit: b cayae Kowmpover it (yrepi, Xuena) K10 101 yrposoli
GyAeT HaxOTLCS H0KYNeITOOBOpOT Beex aBotieHToB cer.
TIOPSLIOK HCTIO:IKA0BAIS CIHCTE C CHNMETPHHBINL ICTIOANIE:

Cunverpiisii cexpeTHbii K0 A0KeH CO3TABATHCS, PACTPOCTPAIATECS 11
COXPAISITL GeaOMACIbIM OBpaZON.

Jlast nonysetis :ﬂunm])]xmamwm TEKCTa OTHPABITEITh IPHMEISICT K HCXOHO-
My aropim BMECTE € CORPeTHbIA
TP KTi0t0N, TAKITN OGPR3OM HCABHO TOTTOTaBAMBIETCA ayTert-
THQHKAI OTIPABIIENS 1 TOIVYATEIA, TAK KAK TOTDKO OTHPABITED SHacT
cnaveTpiI CeRperibii K101 1 MOXeT satpposath 9101 TeKcr. Tobio
TOIYATCITb 3HACT CHMMCTPHIbIL CORPeTHbI 110 11 MOAKCT acimppoBars

Tekct

~
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3. C nepesact i ecr. C cexpernbiii
P —— S ———————
cwsat

4 b TpINCHACT K antbi civveTpi-

bt UINOIT 1HpOBAITIS/PACHTIBPOBAIIIS BMCCTE C TeM e CaMBIM CHM
MCTDHIIIN KON (KOTOPH YAKE €CTD ¥ IOYUTE) 1 BOCCTalioBerint
HCXOOTO Texera. X0 YCIICHIHOE BOCCTaIORICHIIC ayTerTidHINpYCT TOr0, K10
araer cekpertbili k1104,

JL1 CHAMCTDIIBIX KHITTOCHCTEN aKTYaIbHa poGIeMa Ge30Nachono pacnpesie-
(CHITSE CHVMCTPIMHBIX COKPETHBIX CTi0Mei, BCeM CHETEMAM CHMMCTPINHOTO Hiidhpo-
BaIST MDHCYII CIICAYIOUUIC HEAOCTATI:

smasercs 1 HACAHOCTH KAt
TICPEAaI CORPETHOTO KTIONA 15t KAKAOI Haphi YHACTHIKOR HHpOPMAILIONIOTO
obvera;
HLARIIOTES NOBbIINCHIBIC TPEGORAINIIS K CIYAKOe TeHepallt 1t pactipe-
JIeHst KT0e, 06YC/IOBACHHBIC TeM, 'ITO AUist 7 AGOICHTOR NI CXeME B3a-
MozeiicTRIA <KaAbil ¢ KM Tpebyetes n(n — 1) /2 kmoveii, T ecth
SABHCHNOCTS SHCA K0T OT Hiea aGOHCITOR ARICTCS KBUPATINHON, Ha-
upiiep auist n = 1000 aGorteion Tpelyeyoe KoCCTRO KioNeii GyACT panio
nn 1) /2 =499 500 koveii.

Toaromy Gea wiouei
unpooe i cicten P ' Gombiin
COTIX, 1t B MACTHOCTH B IOGBIIbIX CETIX, IPAKTICCKIL HEBOIMOKIIO.

o]

4.3. AcMuMMeTpUYHbIE KPUNTOCUCTEMbI
wmndpoBaHus

rorpaditseciae chcres G 1 1970-x rozax.

KPHITTOCHCTEMb! OT KpHITT MbI M-
MErpHiORd Tubpioaria Cochuisin Tou, 0 L0 W Bl oA o
3D KON

O omupoimuiii k0w K: s y
et ceperioro noia k,

O cexpemmuiit ko
POBIINOIE C TIOMOTISIO TADHOTO €My OTIHITOO K102 K.

saunidy-

DTH K0 PAATINAIOTCS TAKI OGPA3OM, UTO ¢ IOMOILbIO BEIMHCIICHNIT HeTbast
BRIBECTIH CeKpeTHbiL KMo & 13 oTkpiToro kowa K. Toatomy otkpurrsii kiiow K
MOKeT CBOGOIIO TIEPeABATECA 110 KaliaiaM CBA3.

ACHMMETDIIIbE CHCTEMb! HASBIBAIOT CIIe ABYXKTIOICRBINI KDHITOTPAIHecKinit
CHCTCMAMH LTI KDHITTOCHCTEMANHE C OTKBITBIM KTIONON.
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C cxena i € orpbiTHM
KI0M0M noKazaa a piic. 4.18.
[Grvpu
- omaram iy
Ompasurens A T Monysarens B
[e——
3
[e—
MA@ s
& L
3
[—
Puc. 4.18. O cxema puioi
Tl s ) Hepena-
BaCyOfi HHOPNALII HCNOB3VIOTEs! OTKPBITHI] 1 CexpeTiii KtioNH Honysares B
B kasecte kaioa woer oTphiTi

KON NOJYHATEIIs, a B KAHECTRe KJTIOa PACHINGPOBBIBANIA — €10 CeKPeTHbIil KIIod,
Cexpertiii 1 OTKpBITHlh IO rerepipyIOTCs onapio. CexpeTHbili k1104 A0/ker

OCTABATBCS! Y €10 BAQEITbILA, Off 0KeH GbiTh K10 SBLEH o7 HOCHTXIHOUDO-

BaHHOro A0CTYNA Koy ).

i s e A S Ko T ot pa s

Koil ceT, ¢ Kotopist oGveraercs migopyaiuieii 51 s e K.
Tpotieec nepezavi : p

TEME OCYINICCTRISCTCA CICAYIOLITM 00paION:

Toxrorosirreisiii srar:

— aoreirt B rencpipyer napy kiioscik cexperibii 1104 k, 1t otipbrroiii kion K,:

~ oripurit k04 K, nockimaercs aborerty A 1w octatbiin aGonerray (it
ACIACTCs AOCTYTIBIN, HaIPHNICD, Ha PAIEACON pecy pcc)

2. M oGyt it Meswy AuB:

 ABott A saunippoRMmMET CoOGMCHIE ¢ NOMOIL0 GTHTORD K04 K,
aGoreirra B 1t omnpanser mmprexct aboreirry B;

— abonent B Ko~
sa k, Hukto apyroii (5 Tom wiczie abonent A) ne Moxer pacumposars
TaK KaK He Hveer Kriowa aborierta B. Bm.mm

B aciver ocnosara 1 cexper
Ko k, noysaTeA CoodmerIA,

Onveriny xapa ACHVMCTPINHBIX KPHITOCTCTEN:

1. Oripoimaiit K04 K, 11 kpirrorpaviia € MOryT GbiTh OTHpRIeibl 10 Heaiui-
SIS, T coTh DO e K K,uC.
u E,: M C.D,: C— Msmasorca

OTKPBITBIMIL.
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V. Jlupdpit 1 M. X

vt Ko1OpBIX
a ii [50]:

1. Bummciterie napst inioseii <1<,‘,

JIOBIISH JOIRHO GbITh HPOCTHIN.

Ornpairrean A, 3ias otiepiriiit 104 K, 1 cooBuertie M, MoKeT erko puriiic-

JETD KpITITOrpaNAY

k,) nonysatesien B 1 0CHOBE HasaTbIONO ye-

o

C=E, (M)
Toayuares B, ncnonsays cexpertiii o k, 1 kpurorpasty C, Moker ero
BOCCTAOBIITH HCXOALIOC cooBertie

M=D,(C)

w

-

Tporubiik, stast ()TKpMTMﬁ w0 K, 1pH NOMBITCE BHAHCIITS cexpeTHiii
o &, nipoGieny.
Tporisiik, aiiast mapy (Kn, C), DI NOIBITCE BLICINTH HEXOAOE Coobiciiie
M 1po6i
CHCTEN ¢ OTKPHITHIA KCIOHOM
octovaia wa npinercrn ouoRNpARTCILX Gy

H g0 MO0 06~
pasost cth X 11 Y = HCKOTOPbIE TpOISBOAbIBIC MIOAKCCT. Dy [ X ¥
SIBIACTCS! OAHOANPABICHIOI, CC.1H AUTA BEeX X € X MOSKIO JIeTKO BLHCIITD dhyHic-
wiio y = f(0), ey € V.

1 70 3Ke Bpesst 2Uist GobIICTBA Y € ¥ JOCTATOUNO CII0AIO TIOYSHTD SHateHiie
x€ X, Takoe, uto f(x) = (DK HTOM NOIALAOT, 4TO CYINECTRYET 110 Kpaiiicii Mepe
oo TaKoe aiaenie ).

Octionitbin ) K wacey b
smsercs 0 Y-X.

B KriccTie npiepa oxnOapanaciiofi U A

psiiast dataia — X 0ueih GobIIIX Tie-
S sicen P )0 scim eabukageie St N o Pot ) Sonrerca b
HeCOAIOI Fataviel] U1 KOMITBIOTEpA.

Obpariias it neno-
S 1% £ S AENTenel £ QGomiono tesoro wicia N = Px Q,
smseres punnx aiascinsx . To
Fore e s Bt e miker i KO N S PO e rAesite
snca N norpeSyercst o010 10 oneparuti, T0 eTh aiasa IPAKTITCCKI! Hepaapeiia
U151 COBDEMCHILIX KOMIBIOTCDOR.

Jlpyroii xapaxtepiiii npinep oumoHATpARIeHIOf (pyHKUIE — 310 MOdyTbHAA
cnonenma ¢ uxcuposannvi ocnosanuen u sodyaex. Tycrs A u N - uerie u
Taiaie, 410 1 < A < N. Onpezeaisi Miokectso Zy:

Z,=(0,1,2,,N-1).
Tora MOAYIbHas KcTIONeITTa ¢ ocHoarier A 110 Moayio N npeactaniset codoi
Qynrauno
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w2y 2,
S0 = A(mod N),
e x ~ enoe wicno, 1 Sx< N 1.
7,

s arasens gkt £, ().
E g ~ A% 70 ecrecaetio samicars x = log
1oy sattasy obpaierist ymki /, \m A el HaxoACHIs
UICKDETHOTO AOFapIKpva 1.1 el AHCKDETHOTO AOTapICpHpORAIS.

oBpazon.
Jlast waneetinix nesbix A, N, y HailTit 110¢ 110 %, Takoe, 410
A mod N=y.
AJITOPITM BLIMICCHIST WCKPETHOR J0rapihva 3a IHEMIENOE BPeNST T0Ka fie
AL, IOOTOMY NORYAbIAS INETONCITA CHITACTES OAOHAIpANCHINOf YK
Tl om0 el T o s A 284 25

creneii ¥
s yieer s 10° pas
v Tipn

U151 HABECTHORO ) HOTpEGyeT 000 lO“‘uandlum, T0 ecTh o7 32
Goabiyio b, e Bajata
O i . NI Ml
CAGAYET OTNCTIT, T O HE YAA10Ch TOKAATH HEDOINOAHOCTS CYICCTDORAIT
Bpe-
i, VIEXO1 13 3TOT0 MOAY.Tbitast HKCTIOHCITA OTHECCIA K OAHONANPABICHITbIM pyHic-
LUIM YCIOBIIO, UTO, OUTAKO, HE MCIACT € YCTICXOM NPHAICHST €@ 1fa IpAKTIIK.
Broput i iaocet (YRSl T2yt T ETpOO] AT
TEM ¢ OTKPBITBIM KTIONOM, SBISIOTCS TAK HA3BIBACMBIC 00HOANPAGIENHbIE (Kt C
cexpemont. Jlanins nedpopyutbioe onperesenie Taxoii gysaunt, Mymaus /2 X —
OTHOCIHTCS! K KIaCCY OUONAIPARICHHBIX (AVHKIULIE C CCKPETOM B TOM C:IyHiac, ¢Cl Ofta
SBISICTCST OHORAPARICHHOI] H, KPOME TO0, BOSMOAHO HXpeTIBHOC BHAICICHIC
obpartioii (hyHKIuI, ecu WIBECTeH cexpem (CEKPETHOE HHCIO, CTPOKA I APYTast

wopaL, accommpYOzACA ¢ gl Dy
i by PETOM MOJKHO YKa3
.svuwwuu mocicresie RSA Noyzes it
noKazateitext Creretn. Tlepevieriioe OCHOBAHIE MOY.TbHOI KCTIONCITS! HCTOTYeTCs:
s coobiutersi M o G
Kaxip cay —
P e oo Fh, 110 TaIGKC
u ii i cri 1t e0cT-
H0CTH 1 o widposoii
o W oTnpaskoii B Byiecte ¢ wiposoii
iesio. Tposepica iy jociie ero
coboii mpoBepiy teoc u
6 Tpoueypst I HpoBepit ek

TDONNOTi IUIPOBOI T PACCNOTPEII B pasiete 4.5,
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b1 00 1aJ1aI0T BOKHBIMH
nepez 7 MM

O BACHMMETPHHIEIX KPHITTOCHETEMAX pellictia COAITs HPOGIeNa pactipeAciciiis
CT0NCH MEKILY TIOTB3OBATESINH, TAK KAK Kbl 110/1b30BTCIh MOKCT Cretie-
DHPOBATD CBOIO APy KTIONCi CaM, 2 OTKPHITHIC KIOUI MOb30BATCICH MOTYT
caobomio 110 cerenbi

O HCUEICT KIAATITICCICa! SABHCIMOCT) MHCIA KO'C O Wiicta nossoBateneis;

[Ep—

aBoneirron awmciinoit 5 cuctesie 13 N nomiaosa-

rezeit nenoasayiorcs 2 N itioeit), a He KBVIDATINHO, Kk B CHMMCTPHIHbX
ccrevia;

o HosBoLIOT HPOTOROIb B3O~

AiCTBIL CTOpON, KOTOPH f TOBCPAIOT APYT APYTY, HOCKOTLKY TH HCTOMIS0-
BaIH ACHNIMCTPIHBIX KPHITTOCHCTN SAKPITbI] 1108 AO/ACH GbITh HIBeCTeH
TOILKO €0 BACTbILY.

Omraxo y aciviery mectnyior i

O H MOMEHT HeT '\
HCHOMB3YCMBIX B ACHMMTPIIBEX AITOPHTMAX d)vnKulm
o o
St me—— 1 pa Bech-
Ma pecypeoeyikiie oneparuni. 110 1ofi e IpHIIe peATIEORaTS AnmapATHil

LIHPATOP € ACHMMETPITIBIAL ITOPHTAON CYUICCTECIIIO CIOARNCE, M peait-
30BATH ANMIAPATHO CHMMETPHYHbIT] AITOPHTM;

O HCOBXOMINO SALIIATS OTKPBITHC KON OT 1102

Tocacaiee Goutce noxpogio. na aboreit-

Ta A xpanTes OTiprrsiih i1io K, aboneita B. 310yMMIILICHHIIK 7 1MECT J0CTYII K
OTKPLITIIN KI0%aN, Xparatuca Y aborienta A, ON reriepupyer cuoio mapy kioscii
K, 1k, 1 noasiersier y aotterra A otipurrsiii iction K, aboreirra B 1ta caoii oTkphirbiii
ciion K., JL1s Toro Tod oTIpai Hekyio 1dopyaiino aborerrry B, aborent A
samnpossisact ce 1a wiose K,, aysas, 410 910 o K, CooTBeTCTREIIHO, 70 €O~
OGIIICHIIE HE CMOKET IDONHTATH AGONCIIT B, HO 3aT0 1erko pactndpyet i npoirract
aBoreirT . O NOANEHE OTKPBITBIX KTIONCH] MOKET CTIACTIE IPOLCAYPA cepriiKaLutit
OTIPHITHIX KO, KOTOps paceyoTpetia b pasieic 4.7.

4.3.1. Anroputm wugposarmns RSA

Kpumroaropirrst RSA npeziosuan v 1978 roay tpi asropa: P Paiineet (Rivest), A.
layup (Shamir) i1 L. Diizeanvian (Adleman). Aropirrss oy cnoe nassaie 1o
niepubiy Gykean Gavivii ero astopon. Anropirryt RSA ¢a nepabiv a/ropimio ¢
OTKPLITBIM KTI040M, KOTOPI MOYKCT PABOTATS KAK B PEKIIMC LIIBPOBAIIIS ArIbiY,
A1t B pesKInNC 2eKTpOmHOI 1ihpoRoii oA,
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Aoc na TpyIuioc
“HCET 1 BBIMICICHHST VICKPETHbX mmpmbuon B KOHCuHOM Hote.
Basropiryie RSA orkpbrriiii k1o K,, cexperiibii ion ,, coolertiie Myt kpirro-
rpaviya C IPHIICKAT MHOHCCTEY HeAbX wice:t

Lm0 1. 2. N- 1),

e N - Moy
N=PxQ
Biecs Pt Q - eysaiinsie Gomsuie npoctbie wieta. /List ofecrieernis Makeiyab-
Hoii Geaoacnoctin lxmf)npalm P it Q panoil AT 1t XPASIT 1 B CexRpere.
caoemut 1 y 10 soay:tio N opazyer

apideTHKY 10 Mo |y o N.
Orpuimyiit 1o K, BHGHPAIOT cywaiiitbiz 0Gpasont Tak, 4To0bi BHIOILLIICH
yerosi

1< K, <@(N), HOJL (K,, o(N)) = 1,
o) = (P-1)(Q-1),

€ @(N) — ymiciuns iisiepa.
Dyt Diirepa G(N) YKaILBACT KOTCCTEO TOAOKITEBHBIX ICTBIX WHCET B
wnireprate ot 1 710 N, Kotophie B3anAmo npocri ¢ N,

BTOpOC 113 YICABAHHBIX BHIIIC YCAOBI O3MAUACT, 41O OTRPBITHI 1104 K, 1 hynicuist
Ditziepa (N) AOIKHBI GbITh B3AIMMHO NPOCTBIMIL.
e, HCTIO:3Ys1 PACIHPENITbIT| aArOPITS EBICTILTA, BEHCITIOT CekpeTiibii k1104
iy Taroii, uto

kyx K, = 1(mod o(N))
ky= Kyt (mod (P~ 1)(Q - 1)).

D10 MOKHO OCYIIECTBHTS, TaK Kak noiysate:ts B siaer napy npocrsix wnces (P, Q)
11 OKeT J1erko taiimit @(N). 3ameTi, 1o k, 1w N A0MKitbi GbiTh BSIMIHO TPOCTBIMH,

OrxpiThiii 1104 K, HCTIOMB3YIOT 20151 IIPOBAHIS AHHbIX, 3 CCKPETHbIIT KTi04
ke, — st pacumdpposanis.

" Mporeaypa mmbpondnml onpexensier kpinTorpayiy C epes napy (OTKpbITHii
wion K, Myn o popyy.toii:

C=Ey (M)=M" (modN).

B Kavectse airopuTM;a GHCTPOTo BhIHCICHIS 3aveniist C HCHOMKSYIOT P 10c-
JteoBaTEIbHBIX BOSBEACHHi B KBaApar neoro M i ysmoxeniit a M ¢ nipuneseniies
110 Moo N.

Hcnoays napy (cexperiiii ko

rexyioneii popyrye:
M =D, (C)=C"(modN).

ky kpriorpaxva C) 110
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" B P RSA

TIPEATIOA0KIM, UTO OAB3OBATE:L A XOUET HepeaTh N0AB3oBaTe0 B coobuenme B
Ut pOBAIIOM BiLe, HCTOMb3YS e RSA. B raxos cnyme nomapmare. A
BHCTYNACT B poAIL 1 B B poaut notyiates
Kax B, RSA oo ¥
6 10 cerh B. Pa erb aciicraii

nob3osateseii B i A:

1. Tomaonaresn B BhiGipact i 1poHaBobHbix GOTbii npoctx wica Pt Q
2. Tlomsonareas B poraicaser anaserie Moy N = Px Q.
3. Tomssosateas B ppramcaser dymnkiuno ditiepa

oN) = (P-1)Q-1)

it BBiGHpacT cayaiiitbi 06pa3oN aHaseHie OTKPHITOO Kot K, ¢
nomest yeonitii
1<K, <(V), HOJL(K,, o(N)) = 1.
4 Brbrucaser: iosa k,, wenobayst paciiii-
pertibiii arropiTy EBKIIta NP petieni cpaienis

Kt (mod @(N)).

ECTOM Bbi-

B

5. Homsonarens B nepecpuaer nomssosatemo A napy wices (N, K,) no nesani-
ULEHHOMY Kaany.
ECi1m no:b3oBate:th A Xouer Hepetath 13 B M, on sbr-
TOSCT CeAYIONUE Iart;
6. Homssosaren A pasbusact nexomii oTkpuiTsii Teker M 1a 6ok, kaxwiii
13 KOTOPBIX MOKET GBITh NPECTARIEH B BIVIE YHCTA
M=0,1,2,.,N-1
7. mdpyer Texcr, it B Bite
wicen M, 1o qx)p»x\' e
=MF*(modN)

W OTHpABASET KPIITOrpa

nomssonaresio B,

Tomssosate:in B pacumpposbisact pHHSTYIO KDHITOrpayy
CGG,

byst coxpeTHii k1104 by, 10 Popayne
M, =C}*(mod N).

8.

P nosysena witeen M, kotopiie
1ot cooit Hexomoe cooGmetnne M. Tlpn mpakTiecxoil peamauuin arropumsa RSA
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et 6ea cyecTaenibIX saTpar Goinme
TIDOCTHIE HHC.Ta, YMETh OEPATIBHO BbIICATh SHasers Kmosedi K, it
Tipumep: Iliposansie cooSmennsi C A B. [List npoctor crntii Gy
HCHO0BATLC HeGobiIe site:ta. Ha IPaKTIIKe NPIMeNsIoTes: oseiih Gobiimie ica
(ot 250300 fecsTIHbIX pa3pon).
leiicmeus noassosamens B:
1. BuGupacr P=3u Q=11
2. Borarcasier yorys N = Px Q= 3x 11 = 33,
3. Bowcasier snasene dynin iviepa v N = 33:
ON) = 0(33) = (P~ 1)(Q ~ 1) = 2x 10 = 20.
BHGHPACT B KaueCTRe OTKPBITOO K101a K, IPO3BOIBHOE HIICO € YHCTON Bi-
nomeris ycopiii

1.

1<K, <20, HOJL (K, 20)
Tyers K, =
. Bbluicasier satenie CekpeTHOO Ko k,, HCTOYS pactmperiitsii aropims:
EBKTitAa DI petmieiini cpaiieiiisi
k,=T7" (mod 20).

=

Pemeiie et k, =
5. Tepecsuraer nomaosareiio A apy wicen (N = 33, K, = 7).

Jeiicmeus nonwsosames A:

61 Kar b HCIBIX iCe

B autanasonie 0...32. Tlycrs Gyisa A npeacranasiercs ik wico 1, Gyiwa B — kax
ancio 2, Gykea C — K aucao 3. Torza cooGuene C A B MO0 IpeacTaniTh
e mocreppnare e e 1% mcﬂbM 3, M, =1, M, =2
Ulippyer Texcr, witcen M, M, u
M, ucnonsayst ko K, =71 N 3510 dopyne

C,=M[*(modN)=M/(mod 3 ).

=~

Toayuaer
€, = 3 (mod 33) = 2187 (mod 33) = 9,
=17(mod 33) = 1 (mod 33) = 1,
7 (mod 33) = 128 (mod 33) = 29.
Orpassier nowaopateno B kpuiorpasy
€, €, C,=9,1,29.

leiicmeusn noavsosamens B:

8. Pacumpossisact npisityio kpimrorpaiy C, C, €, HCTOM3Ys cexpertili
o k, = 3, 110 hopary.ic
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M, =Cf*(mod N )=C](mod 3 ).

Toayuacr

M, = 9 (mod 33) = 729 (mod 33) = 3,

M, =1* (mod 33) = 1 (mod 33) = 1,
M, = 29° (mod 33) = 24 389 (mod 33) = 2.
Tty 06pazo, BOCCTANORIEHO HEXO0e CooBILerite: c A B

Toporti pmuaﬂ croiiin npit 1o~
cratounoii uhe Kaoueii, B Hactosiee spesst /U'H‘Id Kiova 1024 Gur curraercs
THENICM BN BapitaiToM. HeKoTopble aBTOpb! yTBEPAJIAIOT, HTO ¢ POCTOM MOUTHOCTIL
1poeCcopo KpHITOATOpIT RSA HOTEpsicT CTOiKoCTs K aTake OO0 nepedopa.
OJHAKO YBCICHIe NOUUOCTII HPOLCCCOPOR TIOSBOIIT NPIMHITTS Goree AUTHHibIC
KON, 0 TOBbIACT CTOiiK0CTs RSA. CICIYCT OTNeTHTh, 110 anropirtyt RSA Moo
NpIMeRSITH Kk Ut i, Tak 1 s ii wiporoit
nocn.

Herpyauo Biers, 410 B acierpiaioii kpimrmocicreve RSA komriectso ne-
O3y CAbIX KTI0Nei CBZAII0 ¢ KOMECTROM AONCIHTOR Atel ot 3aniciyOCTbIO (1
cuctene w3 N niozmssosateteli enomayiores 2 x N ioseit), a He Kaipariiiol, kax
B CHMMCTPIHbIX CIHCTENAY.

C[)aummax nanGosce e ncit W cnvier
pis (YeT OTCTITD, 41O, i RSAcy
veymeiDES RSAr0-
Tesho isae, went DES: Tty puTocicTea RSA, Kak npasivio, Henoimyercs
1Pt Nepetate HEBOIBIIONo obeNa coodenii.

4.3.2. AcuMMeETPUYHBIE KDUITTOCUCTEMBI Ha 6a3e
ANNNNTUHECKNX KPUBbIX

Tpetbero . ceayer otieern acier-
pinusie a Gae o KIUX KpIBBIX. a Gase
LNIITINECKIIX KPUBLIX N03BOOT cusiviery
mgosain, ook BhipaboTKn p Ut CiieT
Horo ii wichponoii nozumicin [4, 33].
63 AINITICCKILX KPHBbIX HMCIOT G0/ICE BHICOKYIO 1POIL3-

Kpumrocierexsi a
1 nossosIor Ko cy1 Metiero passepa

pu )
JL1st PASTINHBIX PEATIEAT HCTIO/TBYIOTCS! S/UIHITICCKINE KDHBLIC ABYX BIVIOB:

O anmmIReCKas KpIBAL B KoEsHON 07e F, T p — IpocToe wieo, p > 3;

O pamITINeCKAs KB B KOHCUHOM T07e

Dumrmicoxas Kpunas B KoneHON e F,. [yCTh 3a7aio npoctoe wieiop >3,
Torma i wpusoi E, Tt concunbiy npoctiny oy , 1a-
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SBIBACTCA MHOKECTBO Hap 4

cet (%, §), X € F,, y € F, yIOBICTBOPAIONIX TORICCTBY

e+ b(madn) )
1 @, b € F, n 4’ + 27 e CPABINING ¢ YN 110 NOYAI0 p.
Kpusoit wemratiia J(E),

J(E)= I728m(modf’)

ab i pinoii £ 1o  nsapiarrry J(E)
OPECISIOTCS CACAVIOUUI OBPAION:

3k(modp) J(E)
{b u(mod,,)""”‘ Ty (o4 P I(E)% 0w 1728

oBeTBopstionte Toeetsy (*),

~ COOTBOTCTRCIO - 11 J-KOOPUIHATANH TOUKIL

“Toukt onmmiieckoii kpiboii Gyen o6ostasath Q(x, ) 1wt npocto Q, /lne Towkit
ULIMITICCKOI] KPHBOTE PABI, CCIt PABHbI IX COOTRETCTRYIOILUIE X~ 1t Y-KOOPUMHATS.

Ha MIHOAeCTBE BCEX TOUEK 2/LTHTIeCKol Kpiboii E BReiex oneparuio ciovens,
KOTOPYIO GyJeM 0GosHaSaTH SHAKOM +. JList JBYX NPOMSBOBILIX Touek Q,(x,, 4,) 1
) PLAIITICCKOI] KPIBOTi E PACCOTPITM HECKOABKO BAPHAITOD.
“Ilyers koopunatst Touex Q, i Q, YIOBICTBOPAIOT YCIOBIIO X, #.3, Batow cayuae
HX CyMMOfi GyJiem HasbiBaTh T04KY Q,(X,, 4,), KOOPUHATH KOTOOIl ONEeTOTCs:
cpantert

H

i BHIOICHE PABCHCTBA X, = X, 11 , = 9,0, 0 OIIPCACIIIN KOOPUIATH TONKH
Q, caeayiouuny oBpazo

—x,(mod p)

(mod p).

5

e =N
)-.V.lmodp)'””” xn-x

~2x,(mod p)
(% =)=, (mod p)

a
e A (mod p).

B cayuae KOrIa BHITOIEH0 YCIOBIe ¥, = X, 1t Y, = ~, (mod p), cysmry Tosex Q, 1
Q, Gyest HaamsaTs nyesoit moukoi O, He OPEACTAA ce - 1t y-KO0pAIATH. B oTOM
cayuae Touka Q, wasisactes ompuyanes 104 Q,. /s yesoii Tk O paino-
Hetbi panencTia

Q+0=0+Q=Q
1€ Q ~ NPOHIBObIAS TOUKA HLTMIITIICCKON KpiBOi E.

OTHOCHTEbHO BRCICHIOI OIICPAINI COAKCHIS MHOKCCTRO BCEX TOCK S/LTHIITII-
secioii kpiBoii E necte ¢ yienoii Toukoii 06pasyior xonewnyio abeiesy (xoxnyma-
mugHy10) 2pynmy MOPAOKG M, AT KOTOPOTO BHIIOMNICHO HEPABEHCTEO
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pH1=2fpsm<p+1+2yp.

Touta Q HAIHIBACTCS TOUKOI KPATHOCTIE k, 111 NPOCTO KparHofi ToMKof o/uITII-
secKoit KpIBOii E, et A1t HEKOTOpOit TOUKII P BHIIOHEHO PABCICTRO

Q=P+..+P=kP.

DummICeK KPR B KoneUHOM Hoe F,” ONpeeseres cooToierient
prwy=dtad b

npit enysenost b.

SO S SO (7, ) e i gl €8
npit auasensix a b, a Taie

S Ton O]
Anaionuro rpyme smTIeckoii kpisofi E(F,), MHOKeCTHO BeeX ToueK -

Titieckoit Kkpioii E(F,.) mecte ¢ nyzesoii Toukoii oGpasyior korestiyio abesieny
rpymy.

C HOMOIIO ONHCANHBIX BHIIIC IDABIL CAOAKCHIS MOKHO BHHCIITS TOKY kP U151
m060ro neoro wiea k 1 iooii Tosn Posuirriseckofi Kpisoii

Outrao peinierie OGPATHON FAATH — HAXOATEHHE YHCTa k 110 HIBECTHBIM TOMKAM
Pt kP — swasieres tpyanopaspeinsioii npofiicoit. Jariiyio saaty Hasbiaior npo-
Grexoii duckpemozo toeapudima smmmuneckoit kpusoll ECDLP (Elliptic Curve Dis-
crete Logarithm Problem). Pemernie npotiiesi ECDLP sinsieres aauieaio Gonee
CHORHBIN, HCM pOGACN It a0
SARAHHOMY SHCTY /= * Mod p Pt IBCCTHBIX OCHOBAIINI & H NOZY/IC p), Ha KOTOpOii

R

) cieTy

Crosiiocts ettt npoGuiesint ECDLP 06yc0m1eia pecypeoemsocTsio onepa-
it CA0KCIIA 11 UPOBAIIS TOUCK, C HOMONBIO KOTOPbIX Bbrsiicasercst kP, Kaic
BILLO 13 IPHBEACHHBIX Bbiic Gopyyt. OTCIORA CIEAYT BOSMOANOCTS IHMEHCHIIs:
Goce koporiarx inioweii, Hanpinviep, iioy pasviepost 1024 Girr aaropirra DSA co-
oTBETCTRYET 10 KpHITTOCTOliKOCTH K110t passiepost 160 Girt anropirmyia ECDSA (DSA
Ha QITHITHICCKIX KPHBBIX).

Cyntecrnyer 3BeCTIX a Gase 1
TUNCCKITX KPIBBIX (m.mwmmm,. W IEEE D1365).

Anroputm acummeTpuyHoro wngpposaxns ECES

B aropumye ECES (Ellptic Curve Encryption Scheme) caaa aoiinn G or-
TapaveTp, i, omteii st
Beex nomaonareieit cucresbt [4, 33]:
O konearoe nose Fy;
omnmsecic Kpisas E(F);
O GoABINOI NPOCTOI} ACITEI KOTITICCTR TONeK KpIBO 7;
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O 104K P, KOOPIATH KOTOPOIt 0K

1 HINETH TOT K€ HOPSLOK, UTO 1t

1c10 .
Kasktbiii 110:1530BaT€:1b CHCTEMB! TeHEpUPYET Hapy KA0ueHt ¢Aeayionuiz 00pasoms:
O mbibupaercst cayyaiinoe ueoe wncio d, 1 <d <n - 1;
O wurmesere touka Q = dP.

(CeIgperTM TIOM0N NOTRKOBTE1 ATACTCA MICTO d, OTKPHITH KTO0N — T0Ma Q.
wenus. Aumndppyer M s nom30-

Batens B):
O coobertic pa 1 Gokin M, oGpazon ooz~

AoTCs e (LI KaKIoro GioK paiia 2L — 16,6
eny Gombiesry nestomy or log,q);

O] GIOK PASGHIRCTC 16 A SaCTI pAbIOf s 1, 1.1
O mribupactes caysaiinoe nesoe o k, 1< k<

O mCIsICTCS TONKA (X, ,,,) P,

m, e L pasiio Gmnkaii-

oye}

O mhrmcsercs Touka (¥,
O C TIONOIBIO OIPCICACHIIOND HPCOGPAOBAIIL 15 71, 71, 1 X, HOAVAIOT ¢, 1 ¢
O sammpposantbie fansic: (¥,, ¥, ¢ ).

coobujenus (nomaosatess B : or

O Bucaseres Toua (x
O BoccTan: BACTCS! HCXOJUHOE u)uﬁlmlmc m,

m,m3c,

i

4.4. DyHKUUMN X3LLMPOBAHUS

Dy (- ) npeacTanasier coGoit

FROA KOTOpOTO TOIAETCS Co0biterHe TepemeROR TN M, 2 BAXOMoN SBIAETCA
cTpoka dukciposarioit i A(M). Hiase roops, xau-ytiust h(-) npiiinsaer
B KACCTBE APTYMENTa COO sokysier) M iy
xom-siaserie (xoi) H = h(M) dukcnporartioii s (pic. 4.19).

Coobietive M Xow H

Puc. 4.19. Cxema popposanss xawa H = h{M)

X3 h(M) ~ 10 daiidec M, CIKATO JBOINHOE TIpe-
ii o (M) bop-

e
Mupyetes yniuteii xormposanis.

Oyuaunst HoGBOSIeT CRaTh i sowyvent Mo 128 1
Gosee Girro (v wactriocn, 128 1w 256 Gir), Tora Kak M MOKCT GbiTh pasyicpos B
Meraaitr 1w Goiice. Cieayer oTeTHTh, \T0 swaterie Xom-pyrkiunit h(M) sasicit
OB OGPAIOM OT A0KYMeHTa M I He H03BOSICT BOCCTAHOBIITE Can A0KyMeiT M.
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Oyniaus oK o6 ataTs
Xonr-(hy IS MOKET GbiTh IPUMEICITA K apryMEHTy 1060ro passepa.
BLIXOH0C BHaviciite Xoi-py KL nyeeT (iKCHpOBaritbiii pasyiep.
Xour-yHKiio 5(x) A0CTATONNO NPOCTO BIMHCINTH 115t 10600 x. CKOPOCTS
BBICICHIS UYL AR T Takor, qm,.momm BupaboTit 1t
nposepiit AT npit e
M TIDIF HCTOTB30BAIIN CAMOTO cuoéuleuun
0K Bt B
O M bl Sy Tt ook e [
Xour-dhynicus 101 Gbrri 10 ecth 0612
HEOGpATINOCTIT, WbV CT0BaMM, Ba1tta 10AG0pa OKYMTa M, KOrTOpbii 06-
T Gbl TPEGYCMBIM HAUCHIICN XOUI-(BYHKILI, AOIKHA GBIT BLICIITCIbHO
Hepaspela.
BepOSITHOCTS TOro, HTO 3HAsCHIts Xour-(hy NI ABYX PA3INIbX AOKYMCHTOR
(et o) omiaay e Gumy oo
s i ot apernis
a2 2, Tak00 a0 ) =

TEOPCTIECKIN BOSMOAKHO, 10 B PAZTIAHBIX COOGMICHIIA MOTYT GbiTh CHATH
oy 1Ty ke coepriy (rag koS, 1w Toatowy s
obecneseris croitkocTi pyrum % criocol
waberath eToHoneniii. T10HOCTbIO CTOKHOBCHIL 130eAGTH HEBs, TOCKOTBKY
0B111eM CAYAC KOAIECTRO BORNOIKIBIX COOGILCHITIT NPCBBIIACT KOAICCTRO BOGMOK-
HbIX BLIXOAHbI attaveriii it Ouaro
5 A0;K1A GbITh HIBKOL

CrolicTBo 5 SKBHBICHTIO TOMY, 5T0 h(-) snasieres omiocToporeit dynicuteit
Croiicrro 6 rapsmIpe, 1o e ok GbiTh Haiizcio ApyroE coodiere, Aaloce
Ty ke crel

Taian n(p:n_mu P, ovaThes 1
ierertii ux)()muum, O CCTI 01 MOXKET CAYAITI 113 GOPMIPOBaNIS KpunmOZpa-

W

o

B

unecoi et (raicke as Koz iveneitiii
e e e e et
cTest st KomTpos pit 1 npocy
poroi wbponio oz

HINOKO HCTIOTAYIOTCH TaroKe 11 2y @ omare-
i, B paze i i T i
npiext  novougeio 00 i oty Croc-
obpasie STOD IIpOREHL! STIBETEA B ToM, 470 OHO, 1O cymectny, smsercs on-

0 obparioii

a np ii croporie. O6e ctor yuaen oy
v 1 ocrione xati-(by [4, 50 Tipit-
Menese ayrern Qyiktutii Ha

OcHOBe KT0NEBBIX Xot- YKL paceNATPHBACTCst b 1ane 5. CyleCTRYCT MHOKCCTBO
1 -Gyt
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Tlnpoko Qykiu
O oresectnenmii craapr FOCT P34.11-94 [8]. Botneasier xomm pasepoy 256

it
O MD (Message Digest) — psit
Heix B Mipe. Kt 163 1 poipaGabisact 128-Grriii xour-kox, Aaro-
pirryt MD2 — cavbii Mesuternbiii 13 s, MDA — caviii Ghictpoiii. Aaropirrt
MD5 simsieres: soaikaueii MDA, 1pit KOTOpOii 10/KepTBOBAI CKOPOCTEIO
paut . Aaropury MD5 B oY
epinx Microsoft Windows L1t ipoGpasoaini 1apo;t rosonates b 16-
0L

h Algorithm Version 1
160-

aropum suricae afxecTa
i OJHBIX JIAHHBIX; LIHPOKO
DACHPOCTDANEH B MHE, HCTIOTKYETCs! B0 MHOTHX CETCBbIX IOTOKOTAX alur
snicpopyan;

SHA-2 (Secure Hash Algorithm Version 2) — Gesonacibii asropity xotipo-
Baris epei 2, ii coboi cevielicTno xeur-cpyi-
i SHA-224, SHA-256, SHA-384 1t SHA-512 ¢ jumiasn xomia cootserc-
‘Thetio 224, 256, 384 11 512 Gurr. Cieyer OT;CTIIT, 410 AITOpITAb coNeiiCTna
SHA-2 pnémmor 1 2-3 pasa MCUICHHCC MOMYAAPIHbIX Xout-aropion MD3
wSHA-L (73

4.4.1. OTe4eCcTBEHHbII CTaHAAPT X3LUNPOBaHUs
rOCT P 34.11-94

¢ ABJICTCS AATOPUTM
TOCT P 34.11-94. dror TR mie ObASTENbI TS TpHMEHEHIA B 10+
secthe aTOPITIA PO prie Koy
R AR, opries HACA oA S pA DB AR DS ST
creayo oBpaso (pic. 4.20).
21,

<

cricrpa e, Ecan i e npe-
Bhilac L)S T — epCO7 K IARY 3, cC1 IDERINACT — NEpeO K ary 2.
6.’!0K JanHbx 0

a
256 g Te b pericrpe
Gomsa Bovuoceme spoer el crny ST
O rexepamon xpmuel miporsoss un ccone G101 XDIIPYCAbIX JAITHBIX;
cricpe B BIC HeThIpeX G10K0B
110 64 G1rr 10 aropirrsty FOCT 28147-89 1 pescinvie npocrofi savierss;
O nepemenmBaNIe pesyIsTaTa.

ButuitcIieniie npoHaBo;IITes A0 Tex 110p, H0Ka [UTINa HeoSpaBoTaNILIX BROABIX
J@HHBIX HE CTAHCT Meibilie 11 pashoit 256 Gi. B ooy cytiac K mary 3.
Illaz 3. Jlonommerniie Girribis iyt HeoSpadoratiofi wactit coobieriis 10 256
Git. BhrnicIierie Xoni-3Hateniis aaTono wary 2. B peaystate b pericrpe oka-
BIBICTCS HCKOMOC XOLII-BHasCHe.

ey
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VHnumanusaums CuuTbiBatve

peaynbTara

[PermcTp xalu-HaqeHns
(256 6ur)

Sawmdpposakme
o FOCT 28147-89
B peXvMe NPOCTOM MosTop Ans Kaxaoro
2aversl 256-6uTHoro Grioka

'BXOBHLIX AaHHbIX

Vcronsaosasve Broka
BXODHbIX AHHEIX
& KavecToe Kriowelh
wiposars

Puc. 4.20. Xawmposarue no anroputmy FOCT P 34.11-94
4.5. dnekTpoHHas umdposas Noanuch

excrpontiast wwidpposast nomics (LI nenombayercs st ayrenTidincuunt Texe-
TOB, 11EPE/ABACMBIX 110 TE/IKOMMYHHKALIOHHBIM Kattaiam. TIpit Takos oGMere ek
POHHBIMH 10K vl satparhi paGoTKY 1 Xpatetie
JOKYMEITOB, YCKOPSICTS! X HONCK. r npoicsa ay T0pa
SUICKTPOHHON 10KYMEHTA If CANOTO JOKYMEHTA, TO €CTh YCTAHORICH IS IOLTHHIOCTIE
ABTOPA 1 OTCYTCTRIIS I3MCHCHIL B TIOYHCHHOM ICKTPOIHON JOKYMEITe.

Tebio ayTerTdHKaII HEKTPOHITBIX JIOKYMEHTOR SBISCTCS! 1X FAILUITA OT B3~
MOAKIHBIX BILIOB AI0YMBIILICHHBIX ACHCTBILIL, K KOTOPbI OTHOCSTC

axmusnii nepexsam —
JoKyMer

P)
S P ——
ackapad — abonerrr C nocwraet okyvier aborerty B ot et abonerrra A;
penezamemao — aGorient A sasasier, uto tie nocbUU cooBenist adorienty B,
XOTSI Ha CAMOM e 0CTasT;

nodyena — abonerrt B asersier 1t oopMIpYeT HoBbii AOKyNeHT 1 astnasier,
70 1101y €r0 OT aGoteiTa A;

noemop — aGorieitT C NIOBTOPSCT patice 1epealiiiii A0KYMeITT, KoTopbili aborert
A nocbuiast abouenty B.

1K ceT,

(o))

DTH BIIB! BIOYMBIILICHHBIX JeficTBIiT MOTYT HaHeCTH cyniecTBennblit yiepG Gan-
KOBCKIM 1t KOMMEPHCCKIIM CTPYKTYPAM, TOCYAAPCTBCHIbIM NPEIPHSITIAM 1t Opra-
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HISLUSIM, SACTHBIM 1N, IPHNCHSIONUN B cRocii 4
HHGOPNAIIONHBIC TEXHOTOHI.

TIpoGuiemy nposepkit n anTopa
noagomsieT peuniTh yierogonoris ii widpponoit nozmtcit.

4.5. 1. OcHOBHbIE MPOLIEAYPbI LMGPOBOIA NOANUCH

DyHKUIONALIO WHHPOBAS TOMTHCH AIONITHA 0GB PYKOMICHOI HOAICH 1t
OGAACT e OCHOBHBIMII AOCTOMHCTRAMY

CATEIBHOCTI KOMIBIOTEpHBIC

O yAoCTOBEpSET, HTO HOUCANHBI] TEKCT HCXOUIT OT M, NOCTABIBIICO TOA-
es;

O He JACT CAMOMY JTOMY JIHILY BORMOAHOCTIN OTKAZTHS OT OGGATCLCTD, Chsi3al-
HAIX C HOATHCAHIbI TeKCTON;

O rapanTHpYeT UEOCTHOCTH NOAITHC:

1HOTO TeKCT,

Duextponmast wpposas nomcs npecTBneT coboii omHociTebIO HeBo:biioe
KoeCTBO wichponoi i Bavecte ¢ nox-
HHCHIBACMBIN TEKCTOM.

DI ocroBara Ha OGPATIOCTH ACHMMETPHMHBIX IHDPOB, A TAKGKE Ha BAIMOCHSI-
SO COTEPAINGTO COOBMrI, CANOIT HOICH 3 i K1l Hverere ot
Gbil OJUIOTO 113 TIEX HICMENTOB CAeTaCT
wichponoii mozumici. DLUT peamayeTes npH NOMOIUT ACHMMCTPINHBIX ATOPHTMOB
npovanis n xourpyii

enerent DILT Hae et aGoreton,
ApYT IpYTY sokyserrhL, Lt
HeNTA TCHEPUDYCTCs! apa Kalouel

expertli 1t oTkpbiTHiL. CeRperibii 10t Xpa-
HirTest aGorenTon b Taiie it Henommayetes 1 2ust opymposartist DI OTkpbiThiii
IO 13BECTEH BCeM APYTIIM OB30BATEAN 11 NP3 Iavier AUt nponepiit DL
TV HATEZIeM TIOUTICAHHOND A/ICKTPOHHON 0Ky MeHTa

Cuicrena LT BICHOUACT ABE OCHOBIBIC IPONCAYPE:

O npotteaypy opsposaist wipponoii momci;
O npoteypy nponepiit 1w hposoit o,

B noxmicit cexpertibii ko T
15 co0BIENS, B MPOEAYe MpABCPIC — OTKDHTHIA KO OTIpaBHTEN,

noanucy
Ha amane otoii ypoi aoriert A — coobinie-
Hitsl — TEHEPUPYET Hapy Katioveii: cekpeTHil k1104 &, 1t oTkpbiTbii Ko K. OTkpbi-
Thii 10104 K, BBIMHCIACTCA 113 MaPHOTO €y CeKpeTHoro iciovia k. OTKpbIThit oo
K, PACCHUIACTCA OCTATIHbIN AGOHCITa CeTit (ILTH JIACTCS AOCTYITHbIN, HAIIPIINCP,
1 PAICASENON Pecypee) st HCTOMB30RatIs Ipi nponepie moanic. [List op-
MIUpOBaIIs 1HPOBOIE IOHCH OTIPABITTE A IPERAC BCCro BHMICISCT St
xour-hynium A(M) noamesmaeyoro texcra M (pic. 4.21).
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Coobuere M

K
onyatenc

Rainxecrm| [ Acumerpmoe] | Widposan
cooGuenn| | wipposanne. nonce

Ompasnsenoe
e

Cexpemnui ko
‘coobuienm

ompanimennk,
Puc. 4.21. Cxema GOPMAPOSGHHS 31EKTPOHKOH LPPOBOH NOAMACH

- pYHKIUS CITYAIT LTS CAGITIIS: HCXOAHOTO TIOAIICHBACMOTO TekeTa M b faii-
eerm — ! 10, cocTosiee
e Girron 1t xapakrepiayiouee nech Teker M b ienom (e, pasien 4.4). lance or-
npasiresh A unipyer faiivkect m crois cekpeTibiM Knioso k. Hoaysaenast npi
aTON 1apa wiCe MpEACTARTSICT CO00it WIPOBYIO MOANICD 1S JAIHOTO TekcTa M.
Coolteitiie M pcete ¢ 1uipoRoii MOICHIO OTIPARISICTC B ApCC NOAYHATEIS

TMpouenypa nposepky uuposoii noanucu
AGOHEIITH CErIt NOTY'T 1POBEpIITS WIPPOBYI0 TOAMICH oyserioro coobmetta M ¢
K (prc.

P Koa 2

Monyseroe
cootuenve

(Cresepuposarsi
xeor m

—o_,
Ompasiens

Pacuiposanii
pangect

Puc. 4.22. Cxema MPOBepKH SMEXTPOHHO LGPOBOH NOATHCH

Tipu npoepke LT aborenr B — a M-
npTBI KT m OTpBTAM ioson K, otnpasireas A. Kpove 1oro, nozyia-
e, can mhscseT C novosi0 Xot-yaun A(M) Aaiiivkect m’ npuTOro €006~
wetis M it cpapmiact ero ¢ pacumposanibiy. ECn otit wa saiiokeera, m i,
CoBMAAIOT, TO WIPPOB NOAICH ABASCTES MO, B NpoTiiioN c1yiac b0
HOAICh NOIEIAIA, 2100 1ENEHENO CoNepatie cooueris.

Tpmummas sioveimo p cneresie DL AIETes HeBONOAOCTS T

i

6ea anannns i s, TooTony ne-
OGOUING SAUITITY CeKpeTHb] KT TOICHIBANII OT HECANAHONHOBAIOTO 10-
cryna. Coxperiiii 10 DLUT AUIOTIIIO 104 CHMMCTPIIHONO WlppoBaIII pe-
KOMCHYCTCS! XPAHITS 152 TIEPCOMATHHOM KIOCBOM HOCHTEIIC B JalINLICHHON Bie.
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DrteKTpoNHas WHPPOBAS MOATICH NPEACTABTSICT COGO YHIKATBHOE WHCIO, Sabit-
Gslliee OT NOAMICHIBACNOTO IOKYMCHTa i CCKPETHONO KIOHa aborerTa. B kaectse
HOATHCHIBACNOTO AOKYNCITTA MOAKeT GbiTh HCTozMB30an 11060 (aii. Toamicansii
(a1 COMACTCS! 13 HETOANHCANHONO MyTeN J0BaBTCHIIS B Hero ool 1t Gonce
eKTpOIIIbX nn,-..u.ccﬁ

1

paiin (it 5 oTe b paiin ji nox-
i) oo SIITT mokpoon cORepRIF ACHOAGASERYIS OBME A SHbin
s VIOLYIO aBTopa JokyNeiTa. Ata

6 K 0Ky NeITY 710 i c nee

Kavkitast 1OAHCE COACPAIT CICAYIONIYIO HipopaILIIO:

say noumie
CPOK OKOHAHISH ACHCTBIS KII0Ma J@HHOI MOAHCIE

siicpopyaio o e, nommcasiie aiin (DO, g0KHOCTS, KpaTKOE Ha-
inveroBarie ipsh);

WACHTHQHKATOD NOATHCABIEro (115t OTKDHITONO KAI0a);

cobeTBertio wipoBYI0 MOAIICH.

[eXeqe]

°

<

BIkiO OTMCTIITD, 'O, € TOHKII PRI KOEHHON NOTb0BATEIs, 1poIece (hopati-
pOBAIIISt 1 MPOBEPKIN 1BPOBOT] TIOAMICH OTIYACTEA OT MpOILEcea KpHITOrpacbiriec-
KOIO GaKpbITIIS < Aaribix

PHOBAIII 1UIGPORO TOAIICIE HCIIOT3YETCA FAKPHITE K0 OTTpit-
e, TOrAR Kak it oripbITHt K10
Tipie mposepice wichpoBofi HOIHCH HCTOMYETs OTRpHTHI K104 OTIpa
it it — GakpeITbii KTiow oaysaTesL.

TIpoBepirrh copMHPOBAITIYIO NOUIHCH MOKCT 1000€ IO, TAK KK K0 HPOBep-
O TIOTHCH STRACTCS OTPIATON. Tpi HOTORIITEBION DE3Y THATE IpORCPYG HOA-
cn stenaeres n Wy 6 T
ecTh 0 ToM, i TEM HJIH HHBIM OTHPaBITe-
€M He G0 MOAUIIIPOBANO i Tiepeae 10 cerh. OMIAKD, eCiut HomsoBaTes

yer, e sinsieres it
HOPO I e GbLIO 1 OHO 3CPAKAIO Ha 1Tit ¢ICAOBaIIS, TO O JOILKCH TIPOBCPIITH
TY 11 BPEMSI €TO OTIPABKIH, A TAKIKE IOPSIKOBBI] HOMCP — DI €O HAIHHI.

s : (T HEBOIMOK-
HOCTS HOZMEHb OTKPLITORO K103, HCTHOmb3yeNioro uist nposepicn DU, Ecat npeaiio-
IO3KIITh, TO 10y MBILILICHHIL 7 IMECT JOCTYII K OTKPBITBIN KTIOMaA, KOTOPIC XPartiT
i cBoew Kowibiorepe aborient B, B Tow 'iciC Kk oTkpuiToMy Koty K, aGoreirra A,
TO O MOKET BRITOHITS CieAYIOUUC AciiCTsE:

e, a

O nponrrary 13 daiina, B KOTOpOM conepITest OTKpBITH Ko K, wieriit-
Kawontyio dopyatio 00 adorieirre A;

crenepiposaTh cobersetinyio mapy inoseii k, it K., sancan b ix iwtermidica-

wioriyio michopsaLo adonena A;

noeHHTh Xpatsutiicst y aborieiTa B OTKphITii K104 K, CBOIM OTKDHITBIM

wiioon K, 10 aborcirra A.

°

o
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TTocz1E 9TON0 BI0YMBILIEHHIIK 71 MOKCT HOCHLTATS A0KyNeiTs aborierTy B, oi-
IiCable CBOIM CCKPeTHbIM 11010 k. TTpit IPOBEPKE NOATHCH STITX AOKYMCHTOB
aGonenT B GyAeT CuilTarh, 4To 0KYMEHTH noumcaist abonentom A wx LT
Bepita, TO CCTh OHIt e Ghuin Kext-i6o. Jlo orio-
HICHHIT HETOCPEACTREHIO ¢ abomenToM A y aGonenTa B MOACT He IOSBITLCS COM-
el B OTHHHOCTH HOMyeRibiX A0KkyMerToB, OTipbrThie Ko DI oo
SAUUITIITH OT NOJMEHbI € MONOIIBIO COOTRETCTRYIONUIX IIPOBBIX CCPTHQIITOR
. pasen 4.7).
Cerouus cymectnyer Goabiioe DL

Anroputm yngpposoii nognucn DSA

Asropimst wiposoit roamici DA (Digital Signature Algorithm) S npeiomen
51991 rony H weniTyToN i CIIIA (National
Institute of Standards and Technology ~ NIST) i crat cramaptos CIIA 5 1993 roxy.
Asropirm DSA sinsiercs pasmiTiies aropimon wibponoii noamicit Db Tayians
K. Tlioppa [4, 50]. Hike npiBoisiTes npoiieayphi reepaiunt iioseil, rerepainiit
HOANICIH 1 HpOBEpKI MOAMICH B aropirTyie DSA.

Tenepaiuist rniovieit DSA. OTUPABITCI 1 HO1YSATEI, HICKTPONNOND JOKYMEIITA
HCTIOLYIOT I BbMHCICHIX GOTBILINE LETbIC MHCRL g 1 P — NPOCTHIC MHCa, Ui~
woii L Girro kakoe (512 < L < 1024); ¢ — npocroe e suutioit 160 6irr (rearrean
s (p — 1)). YHea g, p, g SBISIOTCH OTKPHITHIAH 1 MOTYT GbiTh OGUUINII 2151 Beex
noJb3oBaTeIel ceTH.

Ommpamen, |!|>|6|1de’1 caysaiinoe neoe wncio 3, 1 <4 < . Uneno x smrsercs
s wiporoii 1oz

e
e,

BaTen OTIpABIITEL BbNHCISCT SHACHIe

y=grmodp.

YUCH0 f SIBISCTCA OMKPBIMBL KHOWOM LTS TPOBEPKII TOAITICIH OTHPABHTCS
U0 Y TIEPERAETCS BCCM Oy SaTe M JOKYMEHTOR.

Tenepawns noamicin DSA. D10 ATOPIT NPEAYCMATPHBACT HCTOKIOBAIC O/
woctopotieii ki xommposaiist A(). B Craiapte onpeieien airoput 6eao-
nactioro xonmposaris SHA-1.

JLast Toro ToGH moucaTh coofinenite M, yHACTHIK A BOANSCT creayiouuie
wari:

BuiGipacr caysaiiioe weoe & b wmepsane [1, g — 1.
Brczsier 7 = (g*mod p) mod g.

Burancaser k' mod g.
Boncaser s =k {h(M) +7} mod g, e h et aropim xommposani SHA-1.
Eents =0, Torza nepefirin i |uary1 (Ec as ' mod g e cymectayer;
S Dyt e Ao 2 meA et THOBBEA ORISR

Toamics st cooGuternist M ecth mapa nebix sicen (7, ).

G e =

e
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wepica nozumicn DSA. JList 1010 STo0t 1poBepiT HoAmiCh (7, ) 1a M ysact-
e A HaCTHiIK B BHINOASICT Cleayiouue uari:
Tlotysaet MU0 KOMIO OTKPBITOO K10ta / yiacTiinia A.
Beraieasier w = s mod g i xour-awasciie ACM)
Burncsier sttt u, = h(Myo mod q 1,
Venoz1b3yst OTKPLITHL KAI0N , BHMHSCT SHfascin ¢ mod p) mod g.
Tpiatiaet noamics (7, s) 101 Aokyeirros M nogniiofi, cci @ = 7.

G oo

TIOCKObKY 711 S SIBSIOTCS! HEbIMIT HHCAMH, IPITEM KAKAOR MeHblie ¢, IO
DSA ivieior iy 320 Girr. Besonaciocts aaropitsia wippoboii nomici DSA Ga-
aupyeres i aatas

4. Anroputm ungpoBoii nognucy ECDSA

Baropure DL ECDSA (Elliptic Curve Digital Signature Algorithm) onpexcaerie
HADANETDOB CHCTEMb 11 FCHEPAIIS! KITIOUET] QIO Hb ATTOPHTAY ACHMMCTDIHOTO
unidpponarnis ECES.

Tenepauust LT (nomssosareny A noamichimact coobeniie M):

Bhncseres xom coSuens H(M);

BuBpactes ciyuaiitioe 1eA0e IO k, BIAINIO MPOCTOe ¢ 1 (0 €CTb He Iveio-

iee ApYTIX 0BT ¢ 1 ACITEACT, KPOMC 1; TIOCKOILKY 7 ARIACTCH HPOCTHM

UHCAOM 110 ONPEACICHINO, AAHOE YCIOBIC BLIOIACTC ABTOMATINCCKIL),
<

[SXe]

o

BhCIACTeA TONKA (1, ,) = kPt 7=, mod . B cysac ecaut r = 0, noTopsictcst
Buibop ks

surmcrseres s = k'(H(M) + rd) mod r;

1wibpoBoii nozumesio coobiens M smisiercs napa ncen (7, s).

[oe]

Tlposepia LT (nomssosarers B nposepsier LT nomssosatesst A o coobiite-
e My
ccmi 7= 0, 70 nonysentias DI Henepita;
Buncseres o coodiens H(M);
surmcrsiores i = s 'H(M) mod n o = s 'rmod m;
BUICICTCA TOWA (¥, ) = P+ 00
BuCIACTES 7= X, N
DT cwmacres neprof, ecant

OOOOOO

4.5.4. Anroputm uncpposoii nogrmcu F'OCT P 34.10-94

Tlepsuiii oTevecTBenHbl CTaHAAPT 1HDPOBOI MOMIHCH 0603HAYACTCA Kak
TOCT P 34.10-94 [7]. Anropumsi tuihposoii oamicrs, onpesiezsiebit a1iny crauay
TOM, KOHLEITYa1b110 6130K K atropiTy DSA. B Hies HENoasayiores cieayionuie
Tapaverph:
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O p ~ Gombiioe npoctoe e ol 0T 509 20 512 Gt ;mGo ot 1020 50 1024
Gi;

O g~ npoctoii coxmoiTes wiCa (p — 1), Mvelouii Uy 254256 Gurr;

O @~ moboe w0, Metbiee (p — 1), npiriey Takoe, 4o & mod p = 1;

O X~ HEKOTOPOE WHCIIO, MEHbIICe g

O y=amodp.

T ——
Cranapr TOCT P 34.11-94 onpum;mm
BAHI CTAIAGPTHOTO CHMNCTPITIOTO aropiTya TOCT 28147-89.

TlepBbic TP APAMCTPa, p, ¢ 1, ARISIOTCS OTKPBITLIMIL H MOFYT GbITh OGHUIMH U1
eex nomssoateneii cernt, HHe0 X ABASETCs cekpertn iniosoM. Hncio y sipseres
OTKPBITBIM ICTIOHOM.

0651 HOAIICATS HEKOTOPOE COOGIICHIIe 7, & FATCM IPOBCPITh NOAIICH, BHIION-
HSIOTCS CACTYIOIIE HiaTi:

H()
-, OCIOBAIIO Ha HCTIOb30-

1. Tomonareas A renepipyer cysaiiiioe wncio k, piiey k < g,

2. Tlombsonaresh A phsHcasier saseis

= (@ mod p) mod g,

(xr+ k(H(m))) mod .

Eeain H(m) mod g = 0, 10 swasettite H(m) mod q npiumyaior pasiisisg euiiie,

Ecat 7= 0, 70 BLGHpAIOT pyroe 3iasicitiie k 1t HaUiiaioT crosa.

Iuchposast noch npescTansier codoit apa e rmod 22 11 s mod 2
B.

. Homssosate;n B npOBEpACT HOTYHeHHYIO NOMIC, BHICISS

(my* mod g,
(sxv) mod g,
(q-nxv)mod g,

@

u=((a” xy*)mod p)modg.

ECiit 1 = 7, T0 MOAMICh caTacTes BepHoii.
Pasinitaiie MEKLY 91N W arop DSA B oM,
o

= (k" (exr+ (Hmy))) mod g,
0 HPHBOAIT K APyroMy ypasieriiio sepidpikauii.

Crenyer e, uto c crangapre DL napavierp g ivieer
Juniy 256 Girr. 3amauibix KpHITTOrpacpoB: BIIOTHE YCTPAIBACT ¢ JUTHHOI NDINCPHO
160 GuT. Pas:mriiie b anaueRIsix MapaveTpa g ARISCTCS OTPUKCHIEN CTpEMICHIIS
i oA,

pasp K 1y
Bror cranaapr ety b Aclicroie ¢ navaa 1995 roza.
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4.5.5. OTeyecTBeHHbIN CTaHAapPT LMGPOBOI NOAMMCH
rOCT P 34.10-2001

Oreccrnenmiii cranzapr wipposoii noamici TOCT P 34.10-2001 G npiussr

2001 rozy [6]. Sror crarapt paspaGoTai BIAMCH 1IEPBOTO CTAIEAPTA WHPPOBOI 1101~

mien TOCT P 34.10-94. Heobxomocrs paspaoriar crarszapra FOCT P 34.10-2001

BhBANA i i b posoii H(uumux K
Crofixocrs LT

BBYHCCHS AUCKDETHORO T0TApHpNG 1 YT TONEK IITIICCKOH KpHBO, @ T2

ke 1 croiikocTit Henobayenofi xom-yrkwmt o TOCT P 3411,

TIpuHIuIEL b IO OTAIMIE HOBOTO CTaiapra or npeastyiiero TOCT P 34.10-94
€OCTONT B TOM, W10 Bce BICACHI N Terepat 1t nponepke DL b ovow a1-
ropime B rpymIe TouCK 51 Kpitnoil, Hat
Koreuv nosen F,

TIpHHAICAHOCTE TovKII (HAph HHHCe X 11 ) K Aol IpyIie onpeAerseres ciie-
VIO COOTHOMICHTEM:

y=a+ v+ b(mod p),

A€ MOAY.Tb CHCTEMb P ARTCTCS TPOCTHIN H1HCI0M, Gotbitni 3, a a 1t b apasmorc
be Fudat+ 276

HE CPABIITO € HYICM 110 MOAY-IIO p.
TIpi 3TOM CICAYET OTNETITD, STO IPHHLUHIL BLICICHHIL 10 ZATHONY AITOpITMY
cxomu ¢ SIIL cay-
saifioe 4IC:10 3, € €10 HONOIBIO BuHCasCTes r-acrh DL, 3aten pbcasIOTE
seuacti DL 13 r-vacru, 3, anaverius wiowan
o . T TJOBEPSC e TOLTICH BRI BATICOTICAIONY 0G7aSoN
LITOrO K104 1t
S5 SHis MAGODMALEU AT KOvOROl Fpesepaeren. Toamicy cunractea
Henepioii, ccait e pea-
ML TOFO ATOPITA HPHBOITCS HIDKC.

OGoaHaveHns:

B JAHHOM CTaIapTe HCTIOAK0BabI CAYIoIe 0603 eI
V5, — MHOMKCCTEO BCCX ABOHMIBEX BOKTOPOB UHofi 256 Girr;

MHOKCCTBO BCEX ABOMHBIX BEKTOPOB HPOHIBOLHON KOHEAHO AT

7' MHOKCCTBO BCEX HeBIX HHcer;

P - pocToe wcio, p > 3;

F, — KOHEuHOE HPOCTOE T0€, NPE/ICTABIAENOE KK MHOKECTHO 183 P IEIHIX iicen
(0.1,

b (mod p) - MtnvanBHOE conprmaTeBAIOC MO, CpABINOe ¢ b 0 NoAYO P

M ~ coobuerme nomssonareas, M e V.,

CF] — KoHKaTeHaIS (OBLEIMHEHIE) BYX ABOHUHBIX BEKTOPOB;
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a, b~ KoodpdpHeITH AATIECKOT KpHBO;
M~ HOPSLIOK IPYIIIBI TOHCK DLIITINCCKON] KPIBOIl;
G~ NOPAIOK MOATPYINIBI TPYIITS TONCK DATHIITIRCCKOT] KpITBOi
~ HJICBas1 TONKA LTIITITICCKOT] KpHBOIT;
P~ ToNKa DAMITIYECKOI KPHBOI TIOPSIKA G5
d ~ ezoe wic0 ~ Kot noACH;
Q  TouKa QLTTTINCCKOl KPIBOIi — KO HPOBEPKIE
@ — wichporast nozumich ox coobueiey M.

0O6uwme nonoxenns

Mexartast 1ihpoBOi IOAIICH PEATIYETCS TI0CPEACTBOM ABYX OCHOBHBIX TIPOILCCCOR:

O Qopwiposarie wipposoit noxcit;

O nponepia wiyposoit nomcrt.

B npoecce dpopuupoaantus ugbposoii nodnucu 1 KasecTR HCXOUbIX JAHHBIX 1~
nowayioTest coobertite M, ko o it mapaerpi cxexsi AL, a b peayrare
cpopapyercs wichpoBast mouch @

Kwou nodnucu d ABIACTCH HACMCHTON CEXPETIbIX AQHIBLX, CHCIIIHHNIM 1151
CyGHEKTa. H ICTIOB3YCMbI TOTDKO AGHHBIM CYGLEKTON B npoiiecce GopMipoBatist
wipponoii nozumict

Iapaxempui cxean DT ~ s7exienTst Ranssix, ofiiue 1s Beex CyGHEKTOR Cxesb
AUKPOBOT HOINICI, HSBECTIC L1 AOCTYTIIC BN TN YK,

b peayatare nporceca q'mp\m[mn,mnﬂ o, Jlartast CTOKA HCET BiTYTpeHion
cipykTypy. MexaniIa noxmici.

B Apomiece Hpodepih g poset BOOMI  SROTRS HeSRaCk A Wi
¥I0TCS HoAMICAHOC COOBUCHIC, KON MpOBCKI Q 1 Hapaerpit cxesi DILIL,

3y IBTATOM NIPOBEPKH ABIACTCA 3 o it
wiposoii oamcr.
Kuou npocepru Q sinsercs Jaubx,

SlcH VTt SR St S SO ERER LA OI POl bt
weponcts o

oKz 1 pic. 4.23

nmc <Texcrs, pic. 4231 nommc>,
MOWKeT, 1ANPUMCP, CONCPAATD
wienTHuKATOpH CyGbeKTa, Hononvene
& W
W METKY BEMCHH. Coobiueme M H Uncbposasi noanwcs w | Texcr
B oM
cranapre cxema miposoit Puc. 4.23. Cxema noanucanHoro coobuienms

HoueH A0KiA GLrTh peait-
30BA ¢ HCTIOTBI0BAIIEM ONICpaLIT| TPYIITIB TOYCK D/LHIITIeCKOl KpHBOT, Onpesie-
ICHHON HA KOHEAHBIM IPOCTBIM TI07ICM, A TAIGKE XaIlI-pyHKIuIL
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Kpurorpacbirsiecicas CTofikocTs Aaioff exesbl 11 hpoBoii Mo ocombiacres
R A AR S DTGNS RSPl LA OISt 1 Y T A
KpHBOIf, a TakKe . Adropirs
BernCers Xour-yiaunt yeranopien  TOCT P 3411
LLiichpoBast HOTHCH, NPEACTARTICHIAS B BILIC BOIHOTO BCKTOPA ALTHIOf 512 Girr,
JOIIKIa BLIMHCISTECS 1 MPOBEPSTHCSI C MOMONIbIO ONPEACTICHHbIX HGOpOB MpamiL,
MERIORCHHBIX HITKC.
Tapaxempot cxexv: guhposoil nodnucu, weoSxommsie s ee opMHpOBaIIS 1
niposepit:

O Hpocroe wHCI0 p — MOAY: i kpitnoil, - v Hiepa-
berCTRY p > 2%, BepXitsst rpaniia AHHONO WiCa 10 AIA ONPEACATECS DIt
KONKPETIHOI peazaiuti cxexbt 1uipoRoii noHct;

uTIeckas kpigas E, cBonv J(E) i koodppit-
wnenrrasi a, b F;
Le10€ HC:10 7 — HOPSUIOK TPYMITE TONEK S/LIITICCKol] Kpiboil E;
HIPOCTOE HIIC/10 ¢ — MOPSAOK LUICICCKO IOATPYIIITSI FPYIIIIS TOCK LTI
secKoit KpHBOii E, 1151 KOTOPOTO BBITIOHCHB! CCAYIONUIE YCIOBHST:

[oXe]

m=ng,neZ,n21
2 <g< '
O rouKa P#0 s ii kpusoii E ¢ 0
s pancricray gP = 0;
O xourpynaws () V, = Vs, < 5

BILC AOIIIEX BEKTOpOR 1pO1G
pot sumttiofi 236 Gurr. Xom-pyriutst onpezes

O KONCHHOI| AIITb, B JBOITbIC BOKTO-
1ta  TOCT P 34.11.

Kakabtit 110:15308a7e:1 cXeMbi 1cpoBofi IOATIICIH JOMKCH 061A1ATh Atiibis
oty

O KCIIOHOM TIOITHCH — HETHIM HCIOM d, yi TORICTROPSIOIIIM HEPABCHCTRY 0<d<gq
O KH0HOM poBepKH — TOU i kpimoii Qc [CRY
yoBICTBOpAIONICT pdwm ety dP = Q.

Ha npiHBCCHibie BIIC HAPANETPb CXCMBI 1IGPOBOIi MHOAICH HAKTAABIBAIOTCs
creayionuie TpeGosarits:

O g0110 Gt BomOMHEHO yenopite p'# 1 (mod p) st peex e £ = 1,2,
e B ynoaersopsier nepasenctsy B = 31;

O A01K110 GBITh BLITIOIHEHO HEPABCHCTRO 1% ;

O MHBAPIAIT KPIBOIi J0KeH YOBACTBOPSTS ye0Bio J(E) # 0 1t

B,

AsonyHbie BEKTOPbI

JLnst onpeseseis mpoiteccon OpMHPOBANILL 1 MPOBEpKH WIhPOBOTi MOAMICH Heob-
XOJUIMO YCTAHOBITH COOTBETCTRHE MCAILY 1EbIIE HHCIAMIE H JBOMIBIMII BEKTOpaMit
mnoii 256 6.
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PaceoTpiny ceayiouutii Awormibii pexrop Lol 256 Girr, B KoTopoy M
Gt pacrooeiy Cpana, a Crapuie — cesa:
R=(Ogsrens Og), HE Vi,
0-256, pasno o 1, 1m60 0. By
i TR . S B PSS

JL1s1 AByX JBOHAILIX BEKTOpOB T 1t iz, COOTBCTCTRYIONUI IETbIM HiCARM 0 1t B,
onpeie ortepanio Konarenatunit (oGbeuteni) creayouu obpaso. Ilyers

50,

tea,

Or7ia MX 0GB HEHHE HMee

[z = @z 0t0sBrsss

W npeetanaser coGoii oML BexTOp VIO 512 i, cocrapen i 113 K03~

uiteiTos BekTopon i i i
C Apyroii cTopoms, mpiBeAEHITBIC GopAY.IH OTpe

AT Ci0C00 pasbienia o~

H4HOTO BeKTOpa I Uit 512 GIT 1ia ABa ABOHUHBIX BeKTOpa U0l 256 Gut, ko=
KaTeHatieii KOTOpbIX Ot SIBIICTCH,

(OcHoBHble npoLeccs!
B jannon pagene npottecent W npoepiit
1 (DPOBOT HOIICH 110 COOBILIEHHEN NOTBIOBATEII.

JL17 peaTHgaLII AQHIBIX TDOIECCOB HEOGXOIIM, HTOGH BCeM HOTKIOBaTEAnN
LTI IBBECTHB TAPAMETPH CXEMBI 1IPOBOII TIOATHCH, YOBACTROPAIONLIC HpHBE-
JCHILIM BbiIIC TpeBoBAIIIAM.

Kpove T0r0, Kayk10My MOT305aTe 10 11COBXOINO HNETD K10t Tz d 1 1o
nposepici noarcit Q(x,, 4,), KOTOpHIE TAIGKE AOIKHbI YOBACTBOPSITH ITPUBE/ICHIbIM
BhIILC TPEGOBANIIA.

DopmupoBaHme LUUPPOBOIT OATNCH
JLast noyenist widhposoii nomci 104 cooSieitiest M € V), 1e06X01MO b
1T CenyIoue AeiicTsis (wari).

most-

Ilaz 1. Buraneamy xom-xoxt cooGutenist M: = h(M).

11z 2. BbruncimTs 106 HEI0 o, BONNHBIM NPCACTARICHHEA KOTOPOTO SIBIICTCS!
Bektop i, 1 onpeaens sascrie ¢ = ot (mod ). Ecant e = 0, To onpezennts
e=1
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Iliaz 3. C: caysaiitioe ( 2 i 3 k
e Hepaericray 0<k<
Ilaz 4. B ii kpinoii C = kP! x(mod g),
p;uulam rowkit C. Ecat 7 = 0, T0 epiyThest K mary 3.
a5 Broanesates ountete om (i + boyonod ). Ee s = 0,70 nepiyTuest K wary 3.
I1laz 6. BorcIiT, ABOMIbe BEKTOps! 7 1§, COOTBCTCTBYIONUIC /1 5, W ONIDCACTNTD

wihpoBYI0 HOAIICH = (FF) KAK KONKITEHAIIIO ABYX ABOIIL BEITOPOD,
VICXOMbINII AQUHIBINT 9TOTO HpOIIeCca IBTAIOTC K10 HoAHCH d 1 HOAHCHBAC
Moe coobierie M, a BHIXObIM PE3yISTATOM — 1pOBast IOAHCH .

Mposepka ungposoii nognucu
L1 ipomepKit 1POBOTE TIOAIICH 1 O HoySenIbIM cooBirteten M HeoXoMyO
BHITOAITY, CeAyIoNyIe AeHicTBis (wari).

IHlaz 1. Tlo noysetHofi MOANHCH @ BHEICINTS Hetble wicaa 71t . Eeam pbimozeis
HepanciicTia 0 <7<, 0 <5 < g, 70 nepeiiTi k caeAyomeMy miary. B npotimn-
HOM C/TyaC NOAITHC HEBepia.

IHaz 2. Boramcurs Xau-Koj noay 6 M: Ti=h(M).

Illaz 3. Bbrncimh 1e;0¢ HHCIO o, JBONNHBM NPCCTABICIHIEN KOTOPOTO SIBISICTCs:

nexcrop i, u onpexeairty ¢ = o (mod ). Ecaut e = 0, 10 onpesets ¢ = 1
laz 4. Bemyesnts snauenne v = e-'(mod ¢,
Iaz 5. By, swasernis 2, = sv (mod ), 2, = —ro (mod g).
1llaz 6. Bu,mncum b TOUKY aaHITIYECKOI KpiBoii C = 2,P + 2,Q 1t onpexeanTH
nod ), rie x,  x-KoopauaTa TONKI
Llae 7. Econt oo paBencrso R = 7, T NOUICH NPIIINGCTC, B IPOTHBION
CIyHae NOAIICH HeBepia.

FeXOAHbIAH ZHIBIMII DTONO MPOILCCCa SRISTIOTEs HoACatiioe coobieriie M, widy-
POBsL IOUTHC 70 1 KAIOM MPOBEPKHH Q. A BIXOAUBIM PEIYIBTATON — CRILICTEILCTRO O
AOCTOBEPHOCTIN 1111 OIIGOHOCTH AaltHoli TOAHCH.

Biicapernte wichporoii nounieit na Gase cranapra TOCT P 34.10-2001 nosiacr,
10 Cparieriio ¢ npeauecTRyiouIei cxexofi wipposoil NoAICH, ypoBeith sanuilien-
HOCTH TIEPE/aBACMBIX COOGLCHIT OT TIOVICIOK 1 HeKaketiil. DTOT CTAIAAPT PeKo-
MEIIYCTC HCTOB3OBATY B HOBbIX CHCTCNGX 06paGoTIIn oy fesieciory

, A TatcKe it cue

4.5.6. Hosbiii PeaepanbHbiii 3akoH PO

«O6 371eKTPOHHOM NOAMUCH»

Baron «O6 asexcrporiofi widponoit nomicity ot 10 susaps 2002 roga et psx

HEOCTATKOB, KOTOPHIE HE 1103B0IS10T HHpoKo npivensth LT b waeii crparie.
B HACTHOCTH, OH PA3PEIIACT HETIOB3ORANHE TOBKO OAHO TEXHOTONI AICKTPON-
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Ot TIOAIICH, & TaIGKe He JONYCKACT HCTOAB30BAIIE HICKTPOION NOAICH Uist
opetecxi sk Bo sioroe oscatertia saoi v 10 sisape 2002 roza i
It ocHOBHLN

3AKOHO-
narexbeThe.

Honwii gakon <06 ii noauic>, i 1 Poceinin
JL A. Measeensiv 6 anperst 2011 roza, npiasai ycrpaiiets oni neaoerariit [58].
B HOBOM 3AKOIIC H3MEHEHO OMPEACICHIe HICKTPOIHOI TIOUIICH, B KOTOPOM akperiei
OCHOBIOI MPI3HTAK, IPHCYIIULIE BCCM BILAM TAKIIX TIOMITHCC, — BO3MOKHOCTS ce 1iC-

st icp-

B P

onoii ¢ Wit iopi i, Howsii 3aron «C i
HoanCi peryanpyer BoBaactit ; aMeKTpOHILIX TOHCei
pit TpaAANCKO-Tp CHCIIOK, OKAZANHI TOCYAPCTHCHHBIX 11 My~
cayr, <u Xy, a

TAIGKE DI COBCPUICHII 1HBIX IODIUICCKIN HATHMBIX ACHCTRI.
B 1080M 3aKore B nomicedi: npocrast
CKTPOHHAS TIOAITHCE 11 YCHACHHAS! DACKTPONIAs HOAICH, TIpit 3TOM aiores
yeuienias ek HIpOBANHAS HeKTPORHAs TOAMICH (Tice — HekpaT i~
POBaIIAsT HICKTPOMIAs MOAIICH) 1 YCILICHHAs KBaHpHIupOBaIHas 3
TOAIICH (AaU1ee — KB pHIpOBANHAS AICKTPOHITAST TOAHC).
Tpocmoi it nodnuceio swscTes o1 HOutICD, KoTOpA MHoC-
POCTBON HCIOAIOBANIIA KO0B, HapO-eii 1AM WX CPCICTS NOATREpVIACT (Kt

noamcn o, Sra s e
BHAUCHA LIS 3 T] i

b Oprast, oprait vecr i o
eurennas aexmponnas noOmCy HO3BOISICT He TOMHKO WACHTHQILIIPOBATS OTHpa-
BTG, HO 1 HOATBED/IITS, HTO C NOMHTa HOMIHCAINIA JOKYNCHT He NCIHCS.
it nodnucvio siseTCS DK noich,

(eKTpOIHas

KoTopast:
O nonysena b pesysrare
HCTOL30BAIICH K104 ICKTPOMHOI noHCH;
MO3BOASIET J1 JINIo, it
1103B0ACT OGHAPYIKIITD (KT BHCCCIIA HAMEHCIIL] |
T10C/1C MOMCHTA €10 IOMTHCaNIISE;
COMACTCS € HCTOIBIOBAINENM CPEICTS MIEKTPOIIHON NOMHCH.

o

JOKYMeHT;
ICKTPOMID

[°]

0KYMenT

<

Ksauqpuauuposannoit 53exmpontoit noORucHO SBISETCS HIEKTPOIIaSH TOUTHC, KO-
TOPAs HMeeT BCe MPI3HAKIT HEKBATIHIIPOBAHOT AICKTPOHHOI TOAICI 1 Cey-
0LUIC AOMOAITEbIbIC NpHBITAKIE
O K04 NPOBEPKII ICKTPOIHOI HOAICIH Va3 B KB HGIIUPOBAITHON Ceprit-
uare;
O JUI51 COBTAHMSE 1 POBEPKI DIICKTPORTION MIOMIHCH HCTIOM3YIOTCS CPEACTRA DIk~
TporHoii nomCH, 110;
CTAHORICHHBIN 1} COOTBOTCTRIII C HOBBIM 3AKOHOM.
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TIOAMHINOCTS DACKTPOIIIO 1WIPOBOI MOTICH OBCCIIENHBACTES HAACKNOCTHIO

CPEICTS, WpIF HONOI KOTOPHIX OCYUICCTRISIONCs Ce Coszane it nposcpi. Jlarvic

cpecTsa oI 1 cotepiah ae-
serToi kpirorpacin.

¢ npocroii i DLUT voker
6o X Jokymenty, 2 (o
HIDCBAPITEBHOI AOTOROPEHHOCTH CTOPOH, & TAICKC B CTICLUKIBHO HPEYCMOTPEHHBIX
FAKOHOM CAYHasIX).

HOAMICH 1 st i

el Vi nerey. dra nox-

e, " or yaoc-

TOBCPSIOLILCTO LEHTa, & COOGIICHIIC BO BCEX CYHASX IPHPABIIBACTCS K GyMAKHONMY

HOKYNeETY ¢ COGCTBeIOpYHOfi HOCBi0. K101 HpOBEpKIt TaKoi HOMICH yiasai

: W posepit noun-

n cperersa nomc, oy co-

Ve y COTIACHO HOBOMY (x 1y 3aKOHy.

B H0BOM 3aK0HE NPEAYCMOTpEta ) weirrpo,

TaloKe TeX, KT0 et y 10 10 au1ekT 10
" i BpeAL B pesyIikTaTe npaBILT MX

s, O yuacr pit -

OO YCHICHHOI] SCKTDOAOT IOANICH, YEA0BHS PHHENIS ICKTPORBI

noamichio,

DI HHOCTPAHHBIX 21CKTPORHBIX MOATIHCE,

BK01 CONPRIIET HOAOCIIE 0 TON, 0 NPABILIA HCHOLIOBAII IEKTPOIHO
nomcn B it cucrene y pettierien
BIAEBLA TAKOI CHCTEMBI U1 CORTAIICHIEM YUACTHIKOB OTHOUICHHil.

HoBbiii sarcor «OG 1eKTpORHOIi HOANHCH> BCTYMLL B 1LY €O st €10 odpiutah-
11070 omyGmtkoaist 8 anpers 2011 roxa. Tpi aron Deepaniiii saxon or 10 -
Bapst 2002 1. «OG 1ekTpOHIHOI 11DPOROI NOAICIEy IPI3HACTCS. YTPATHBUIITY ity
¢ o 2012 .

4.6. YnpaBneHue KpUNToKio4amMm

JlioGast KpHITTOrpacpiIeCKast CHCTEMA OCHOBAIA 1A HCTIOMH30BAIII KpHITOrpachitic
X itioveit. 110 Kroueaoil wigopyanueii TOINAIOT COBOKYHOCTS BeeX AciicTRyIo-
1IX B HHOPMAIIHONTION ceTit 1T cHeTeme KaTioveii. Ecit 1ie ofecrienero 0cTatouno
IIa.'l(‘MH(!l‘ mchmm i, TO, 3aBJA/ICR €10,
nozyuact ii ocTyn Ko Beeii B cemit wn cictese. Y-
p(w/u‘uue AT R ——
Knovei. Kenoueit — cawbiii nporecc

B YIpABICHIN KON
Ipn ; i e neryna B uop-
P S ——-———————
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K104, 7O €eTh K04 U nce B nportec
OBMeta. DTOT KCHIOU AOIKEH GbIT> HEHIBCCTEH BCeM OCTABIbIAL 1t AOIUKEI 1IEpHIO-
JUrIeCKH 0GHOBAATCS y i . Tlportece co-
st SRR KX g MRS taicks DEMEAAT s SAT SRS EAAE
iouei

rocicTen: anyx icnovieli — or-
KPBITOTO 1 3AKPLITOO (CeKpETHOrD). OTKPBITHI] KI0N MOKHO PATIALIATS, 3 SakpbITh
110 Xpanri b Taiitc. TIpit 0GNeIE CoOGHEHIANII 1HEOTXOING TEpECHLTTS TOKO
OTpOITH 0%, OGECTEHIT O/LTINIIOCT: IEPCCHLTAENO OTKPHITOrO Ko,

K noucii

O onepamBIOCTS N TOMHOCTS PICHpeCICII;
th 1t wiioveil.

el ALY i HCNOJIb-
R

OO0 1 e nenrpos woveit.
2. TTpsvioit OBV KCTIONaMIT MEAY HOTHOBTEIAH CeTi.

TTpoGienofi HEPBOTO /X0 ABIACTCA T0, HTO EIITPY PACpeACCHI KT 13-
BECTHO, KOMY 11 KAKHC ICTIONH PACHPCEICHb, 11 9T0 H03BOSICT MHTaTh BCe CoosIers,
o cern. oryr napyuurry
Gesonactioers cert. TIpit BTOpON! HOXOC HPoGIeNia COCTOIT 1 ToM, TTO0b HICAI0
VAOCTOBEPITBCA B HOAIIHOCTH CyGbeKTOB Ceri,
Bajtaua PACHPEACICII KIIOCI] CBOLITC! K HOCTPOCHHIO TAKOFO IPOTOKOIA Pac-
noveil, Koropuii

O B3AIMHOE MOATREPAJICIIIE NOUTIHHOCTH Y4aCTHIKOB CCanca;
O HOATBEPHKACHIE JOCTOBEPHOCTH Cear
O wenoms anera ii mpit oBviere KiouaNL

XapaKTepHbiM HPIMCPOM PEATIEALII TEPROTO TOIXOIA ABISCTCS CHCTEMA AVTeli-
ka1 pacnpeenenist kioueii Kerberos. Cricreva Kerberos pacesorperia
rrase

Ocrarosises H0POGHE Ha BTOPOM HOIXOE — HPAMOM OOMEHe KII0SaMH Mes;
HOMSOBATEASII CeTi.

Tipn st obmena
LG CNMCTDIISN CERDETIBN KTIOYON /1 H0IIOMATE:, KEAONUIE OONEHTH
J0IKHBI 061aaTh OONBIM CeKpeT-

HBIM CI0HOM. D11 HI0;IB30BATCAH AOKIb OGNCHATLCA OGILUIM KTIONOM 10 KaaTy
o3 Geaonacipin 0Gpazo. ECAi N0.1630BAT I MEIIOT K104 A0CTATONINO HACTO, T0
OCTABKA KTIOMA NPCBPAINACTCSE B CEPHCIIYIO MPOGICNY.
JLst petniciiist SOl HPOGICAbI MOKHO NIDIHMCHITT /18 OCHOBHHIX CTI0COGA:
He € OTKPHITHIM KIOOM 151
ST CORPETHOTO G110 CIMETPIIO KPHITOCHCTN .
2 CTeNb OTIGPbITOr noveli i Xeania
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1 pasikax i kpiin-

TOCHCTENbI C CHNMCTPITHBINIL 1 ACHMMCTPIFHBIMIT Ktiouasi. TIpi TaKOM 10AX0Ae

s I epesait HeXOAIO-

0 OTKPHITOrO TEKCTa, @ ACHVMETPHNITS KPHITTOCHCTENA ¢ OTIDHITHIM ITIONON — 15

nepeai 1 wilowa
CHMMCTpIIOI KpHITTOCHCTCAb.

Bropoii c110co6 Geaoniachioro pacipocTpatieins Cekperibix Kaiovcii ocopait a

anropimya ot lncpepri-Xesunsara, ot
aropirm; noaposier KHodaNI 110
.
4.6. 1. Ucrionb3oBaHne KOMOUHNPOBAHHOM KDUITTOCUCTEMBI
Anains BbiLE 0COG MMeT "
cicrest act, O TIpH COBMCCTHOM o
1 MoryT JADYT APYTA IOHOHIT, BAMHO ¥

CBOI HEAOCTATKIL

FABHbIM ZOCTOMHCTH
A g AR A TS DR et Ber AR
1 iepesanay, 1t ‘ o, it

B On i coTphi-
“THIM KTI0HOM OBBIIIO B COTIII 1f 601CC Paa MCHbIIIE GICTPOTCHCTRILA CINMETPHAIBIX
KHITTOCICTEN  CeRPETHbIM CTIONOM.

B c30i0 0tepests, G 'y e crpazaior
y HeOCTaTKOM: ii cexperiii ko4 Dol kpiii-
TOCHCTEMbI ZOIRCH Pery.Ispiio Nepes niapricpay 1o o6
Y 1 B0 BPCASL STIX IEPCa' BOHIKACT OIIACHOCT PACKPHETIS CCDETIOO K101

Conyceriioe noaBosIeT appeTIRIO peatiiao-

b Taky1o GasoByio {pwmmuu s, KX Ky Torpadisieckoe Sxpec T
exoit Cenio

TOSBOISICT YCTPANITH OCHOBIbIE HEAOCTATI, upnc_vuule oGoun serozan. KovGi-
HHpOBANITBIT (TMOPIIBIIT) METOX UII(POBAIS NOIBOSCT CONCTATH NPEHMYILCCT-
12 BBICOKOIT

 OTKPHITHIM ICTIOUON, © TDEHMYIIECTBAN BHCOKOIi CKOpOCTH pAGOTH, MpHCy I

CHNMCTPIIIN KPHIITOCHCTENAM C CCRPETIHbIM KIIOHOM.
Merox P "
piriy iy npinei-
ot e : y y
 OTKPHITHIM KOO — TOAbKO 15t Ko cin

KDHITTOCHCTOAbL. B PEsy.BTaTe ACHMMETPIFIHast KPIHIITOCICTEMA C OTKPBITBIN KTIOOM
He SAMCHACT, A I ONOIITACT CHMMETPIYHYIO KPUITIOCHCTEMY C CEpETH K10~
HOM, O3B0 HOBHICHTD B 11 kot
HOXOA HHOTA HASBIBAIOT CXCMOIt 31eKmpOIO020 uhposoeo Konepma.
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Tyers aTeh A XOU€T HCTIO B30T ii neto michpos
it st ii nepeaun B.
Tora c An Boyer

Jleiicmeust nowsosamens A:

1. Cosaac (anpinvep, rerepipyer caysaiiii o6pazos) cearconsiii cexperibii

i YT HCHOSORI B TOPHTN CHNNCTPIIOTD 1 pora-
i I enoki

2. 3 ety M ceariconowt cck-
pertion icosie K,
S

CHAMeT] i ceaniconnili nou K,
1ia orepbiTowt ot K, nomonarea B (noayuare:t cooduerns).

4. Tlepeact
coobetiie M nytecte ¢ ddlllnd!pﬂmlulbi\l ceanconbin Koo K,
Heiicrsis exemoit

KOMGHHIPOBAIIN METOOM (|mc 4.24).

VcxonHoe B
coobuerme M (g, ) [

wwdpposake coobuierme | ‘;m

Crysaitmsii Acummerpuanoe || LWincposanmbii
Ko cecon K wiposawe | 7| Kiod cecon
Omnpasnrenoe
AThil K04 oberve
nonyarens: Kg

Puc. 4.24. Cxema WwipOBQHHA COOBLISHHA KOMBHHHPORGHHSIM METOROM

Jleiicmeus. notwsosame.st B (Wpit mO;yseiiin 9CKTPORHONO WiPOBOro KorBep-
- Mu

1 i ceanicoppiii ko4 K ¢ momo-
10 CBOCTO CCRpeTHOro Kot

et upiisiToe Meno-
MOIIO HOTYIHIOND CCatcoBoro Kniota Ko

Tleiicroms B cxexoii pa
KONGHIIpOBaIIBN METOTOM (pic. 4.25)..

Tloysentii 21eKTpORHBili 101POBOI KOHBEDT MOAKCT PACKDHITH TOTBO FaKON-
ot . Torbko . i
CEKDETHEM KTIHOM iy, CHOXET TIDABHBHO PACLIHPOBATS Cexperrei ceatcoBlt
104 K, 11 3TeM € OMOILIbIO 9TOTO KII0Ya PACHIH(pPOBAT H IPOUIITATD N0y eiHOe
coobeiie M.
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Monyvenoe
coobuierite Vicsaiia
Winpposaroe Cunverpuasioe | coobuietie M
coobuwerwe |’ pacwapposawde|
Wincpposaii Acnumerpuoe | Koo
1= f cecomn Ks
Cexpernei kiow
nonyatens kg
Puc. 4.25. Cxema coobueHms METOROM
Tpu veToze wdhpoBoro konsepra verp acveTp
¥ oGpasom:

O npodiesa .
o Rt S0 e i K. S Rope: AR AIER oA
I, TEDEIAETCS 10 OTKPAITIIN KAIILIAN CH3t 1 Sl PpONION BIAC; 1
o K, i 5

1IDOGICAbI MEILICHHOIE CKOPOCTIT ACHMMCTPIHONO Ui pOBAIIS B AGHHOM C:1y-
e PAKTHECK HE BOSHIKACT, NIOCKOTDKY ACHMMTPHAHBIN KpHITTORTOPIT-
MOM chpyeTEst TO:MbKO KOpOTHi ot K, @ Bee Aaititsic umpyioTes Guictpbist
CHAMCTDHIbIA KDHITTOATODITNOM.

o

B peayisrate momysaior GCTpoe 1nidposartiie i coueTartit ¢ yAoGHbi pactipeie-
JieHHeM KJHoueil.

C HCABIO AUITH OT Pa3TANICHIIS CCKPETHBIX K0l CItyeTpitioro uidpo-
BaHIIA 10GA 13 CTOPOI OGNCHA, KOTAR TREGYETCH PEATIIBORaTS HPOTOKOI B3alt-
NOACHCIIIS e AOBCPIONUIS ADYT ADYTY CTOPO, HEHOIB3YCT CACIVIONi iiocol

Jlst kaskoro Ha OCHOBE ¢ re-
FETVERE OB et S T SR RO, B
SAHPOBBIEACTCS! ACHMMCTPHIHOI CHCTEMOIt U151 TIEPEaNiH BMCCTE € COODILCHIeN,

SN POBAIIIM STHM 100N, B HTON C:1YHAC PA3TIANICHIE KTIOA CHMMETPHHIOND
UNIGPOBAIL e GYICT INCTD CMMICTA, TAK KK 111 SAIIBPOBHBAIIL CIEAYIONLero
yier Ab30BaI APYroii i cexpertbiii K104,
Tipu Meroe
o Kk . L TAK 1 ACHMMCTPIHbIX Ouenizuio, nmﬁop

AU 104G U1 KPHITTOCIHCTEM B KEKIOTO
30N, ¥TOGH BTOYMBIILAEHIIIKY G0 OUINAKOBO TPYANO ATaKoBaTh
AT KOMBIIPOBAHO KPIIITOCICTEbL

B 161 4.4 npuesienst e ovcii cin waciy
METPIMIbIX KPIITOCHCTEN, AU KOTOPbIX TPYHOCTb ATAKIL 1IOAION0 Iltpkﬁupﬂ upi-
MepHo paBiia TpyaoCTIL ¥ 10
xpurrocierest [50].

000§ Mex
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Ta6nuua 4.4. s kovei ams PusHbix 1 P
IPH OBMHAKOBO UX KPHITOCTORKOCTH

56 384
64 512
80 768
112 1792
128 2304

B Henomayerest Kkoporkai ccanconiii icniou (anpisiep, 56-Girribi o ai-
ropimya DES), T0 He 1MCET 3Hasienisi, HACKOTBKO B ACHMMCTPIMHbBIC KIIL
BHOyMBIILIEIIIK GY/ICT ATAKOBATS He 11X, A CCANCOBbI KO,

4.6.2. Metog pacnpezneneHus Knio4ei

Andpdu-Xennmana

V. Jlundpepin 1 M. Xesunan 106petis MeToR ompeimozo pacnpedeienus kuoue: » 1976
O DTOT NCTOR HG3BOJICT NOAORATEAN OONCHIBATICS IO 1O HE3a-

Wb KataTay cosia. Ero ’

JUICKDETHbI ZI0rADHMOB B KORCHHOM 10JIC, B OTAHIIE OT JIETKOCTIE PeieHiist psivofi

3041 WICKPETHOTO BO3BE/CHH! B CTENIEHD B TOM Ke KOHEYHOM 1ojte.

Cyrp verona licpepri—Xeamvana saicmouaercs 5 cieayiouies (pic. 4.26).

Omnpasutens A | Hesawnuentuii | nonyuarens B
Kawan
Cexperhuiin CexpetHsiii
K4 Ky ko4 kg
Boiuucneue Bolucrenue
onpanzp e rrs |
3% ) Ke
) i Kg Ka .
Bowcrene Borwcnerie
paszensiemoro OTKpLITIMM 1 paaziensiemoro
Ka cexpera Kniosami cexpera ) kg
Pasnensiemii Paspensiemsii
cexpet K KpeT

Puc. 4.26. Cxema okpuiToro pacnpeaenens kniosei [iddm-Xennmara
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I aten A B, 1 oGxierie i IO He-
SABICHN JPYT OT APYTa CBOI CAYUATiHbIe ceKpeTibie Ko &, 1t k, (ko k, 1
, — cayuaiiiibie GOTbIINe ILeJbie YIiCITa, KOTOpbie XpAsITCst noib3oBates A it B b
cexpere).
Batent HOM30BATEN A BHMICISCT 1A OCHOBAIHIE CROCIO CCRPETHOND Kiowa &, 0-
KpbITt RTIO

K, =g"(modN).

Omonpeseo noaomatean B e
a k, OTRpLITH K110

fICT 12 OCHOBAHHI CBOETO CEKPETHONO KJ1I0-

=g"(mod ),

rae N 1 g — Goitbitie uebie npoCTbie sieta. Apidpyeritieckiie AclicTais uos-
107Cst € npiBezeriey 10 Mozystio N [50]. iesa N it € MOTYT e XpaiTacs b cexpere.
KaK NpABILIO, 9TH 3HavCHIS SIRIOTCS OGIULNI A1 BeeX TOMB30BaTesteli ceni 1wt
cucresib,

e

oot wniosavt K, 1 K,
X

scniova K (pagaeasiemoro cexpera):

O nomsonarean A: K =(K)" (mod V') =(g" )" (mod N):

O nomssosarens B: K'=(K )" (mod N)=(g*)" (mod N);

O npuaton K = K, rac kax (g)* =(g*)'* (mod N).

Taxin 0GpasoM, peayJIsTaTos oTix eiicTaiii okasbiactcst o6uutii cecenonbiit
K04, KTt stmsierest ymKieii 0GOHX cekpeTtbix kmoveii — &, 1

‘BIOYMBIIICHHIK, TEPCXBATHBIITT 3HAUCHIT OTKPBITHIX Kioseit K, 1t K, tie Mo~
KET BBIMHCNTD CECCHOHHBI K MY UTO OH HE HMECT COOTBETCTBYIONINX
SHaveHItii cexpeTHBIX Kot &, 1 k. rmmmpx HETOB30BAIIO o,momupdmm.ou
ymxium oneparust 5 10 ety
0 a0 OTKPLITOND A Ao AT 10 cexperb o,

BTOM, UTO 11apa aGoHeNTOoR
FNECT BOSMOATIOCTS TIOAVSITD HBBECTIOP TO.TBKO 1M CCKPETHOE GO, NEpeanast
110 OTKPBITOIi ceTit OTKphITBIE Kou. Tocie HTOro aGONEHTH MOTYT NPHCTYIIHTS K
samre i e masecti crtocoGow — mpir-
s cinery ¢

cergpera.

Cxenta [lnchit—Xesunania aet BOSMOKHOCTS UipoBaTh JAHIbIC TPH KAALOM
ice CBA3H H HOBBIX K/I0MaX. IO 1103BOIACT HE XPAHITH CeKPETHI Ha ICKETaX Il
Apyr HocuTesx. He ceyer 5aGbimaTh, M0 10606 XPAHeHHe Cepeton nopuact
BCDOSTHOCTD HONEARAINIS 14X B YKIH KOMKYDEITOR LIH HPOTHBIIKG.

Cxewma Jlndxpu—XesL1Mana 103BOSET PeATI30BAT: Memod KOMRACKCHOI augumbt

u ¢ dane. Dra exeva peo-
craner o0 " s, o 1 e

2
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e KTIOMI AU BBnOAeI 1iPOBOTE TOATICIH 1 CHNMETPINIOTO UipoBaIIIs
NCPCABACMBIX JaHHIX.

Mertog Vi 3aLMTBI
nay AaHHBIX
Jas SAUNTHE " QHIBIX 1eseco-

oﬁpu 10 IDINCHSTE 1HDPOBAIIE 1 DCKTPONIYIO HPPOBYIO HOAICH B KOMILICKCE,
Tpoueaymontate pecynzams paborst exenst it~ Xeauvaiia MOTYT GhiTb o
J0BaNIL B KaviceTBe PR U7 PETIERILI METOA KOTACKCHOf FuTst
" nibix [39].
JLeHCTRITEIBHO, COLIACHO JAIHOMY AFOpITMIY Ho3oRaTei A 1t B criavata retie-
DHPYIOT CBOI ceKperHbie Ko k, uk W BBEHCISTIOT cBOM OTKphTe K0t K, 1t K,

Barew abonieirroi A n B poNieiKy raThi 113 OOBpe-

MHIHOTO BHUHICIICHIIS 00Ier0 Kiowa K, KoTopwi MoskeT
IIL30BATHES L1 CHMMCTE JAHIBIX.

Merox o T ocTit nay Hepezasac-

MBIX JHibiX padoTact 1o ceayionteii cxese:
O aboneit A nomeHBACT cooBiiierie M ¢ HOMOIIIO CROETO CCRPCTHOND Kiiota
iy HCTOMS CrANaApIB ATOpITN 1KPpOROTi o

O aboneit A pbriicasier copvectiio peribiii ktiou K
y T Xervaia 16 croero cexpeTioro ciiosa &, 1 oTkpTor0 Knova K,
aboreirra B;

O abonent A Mia M cOBMCTHO paziei-

MO coperHon Kiove K, Herloays Cortaconaniili ¢ HapTHepoN 110 o0ty
AIOPIT CItvNETpIHONO b poBaITIS;

aBoreirr B npi noyseinii santiposaitioro coodierist M psricisier 1o ai-
ropuryy [lidxpr—Xeunvana copvectio pasiensesiii cexperiiii ko K 13
cBoero cekperHoro nota k, 1t oTipsIToro Kot K, aborierta A;

aBoneirr B paciuipposuizact noayserioe cooderiie M iia kiiose K;

aboreirt B nposepsicr noaich pacimposaiiioro coodueris M ¢ nosoibio
OTKPHITOO Kill0ta aboteHTa

o

[eXe]

Ha octone exexst Jdy npoToKob )

kpunrokmodami SKIP (Simple KLV management for Internet Protocols) 1 IKE
(Internet Key Exchange), npn BUPTYAIb-
1ix cereii VPN 1a ceteson yposie.

IMpotokon BbMUCHEHNS Kil0Ya NapHOW cBsi3u ECKEI

B 1potokosie Bbcaeiiis knosa dnmmivieckoit kpunoii ECKEP (Elliptic Curve
Key E Protocol Wt rerepatuis Kioseit
ANAIONINIG ATOPIUTNY ACHMNCTPIAIOFO nippoariia ECES.

TIpenooity, 40 OGHULE KTI0Y BhIHCASCTCS NOABIOBATCINH A 1 B,
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Toutonarean A uieer ceperivii K101 @ 1 orkputsii 101 Q= aP = (x,1,).
Aua'mnllmo, noAB3OBATEA B MMCCT CeRpCTHBIl KO b 1t OTKpBITHI K110
b

(\ Yy
g Y T, HapHOIt CBST3IT MPOISBOMUITCA B HeThipe HTata:
Sman 1. Jeiicmeus nomsosameas A:
O wGupaercs caysaitiioe neioe wico ky, 1 <k, <n -
O phcasercs: o R
O BBMICISICTCS TONKa (Y,
O mwancaserca s, = k, + ax,x, mod
O R, ompanserc nomsosateio B.

Sman 2. leiicmaus nomosameas B:
O mbipacres cayuaiitioe netoe wco ky, 1<
O phcasiercs Touia R, = k,P;
O BbmHCIsETCA TOUK (X 1)
O ucaserc s, = b, + by, mod 7
O R, omnpaniserca nosomrenio 4

man 3. Jeicmaus nowsosamens A
O phncasencs (x,
S S o L R
Iman 4. Jeiicmeus nomsosameast
O serntcasiercst (x,, y,) = b
O mncpers cion apioft e K = s,(R, + x,%,Q), 410 ok
3HAYEHHIO S, (R * ).

BakibiM JOCTOMHCTRAMI CXeMbi pacripenciciits wiiosieit Jlidppii—Xeanaria 11
HPOTOKOIA BLMHCICHIIS! KON apHofi chsizit ECKEP sinisercst To, 410 Ot n03Bost-
107 0B0ifTHCh 663 FANLEHHOTO KaltaLTa U151 Tiepeast iciovieli, UK Heo0X0AINO
IIMETh FAPAHTINo TOO, UTO TIOMBIOBATE M A TOIYMILT OTKPHITBIT KON HMEHHO OT
nomsosate;s B, 1 1a060pot. Ia nposeMa PEUACTEA ¢ MONOIbI0 cepTHiKaTOn
OTRpBITHIX K0, i Lerrtpasit
CA (Certification Authority) b payKax HQPACTPYKTYDH YIPARICHIiS OTKDHITHIAI
wiiosas PKI (Public Key Infrastructure).

Ry 52,Qy).

4.7. UndpacTpykTypa ynpasieHus
OTKPbITbIMU KIO4aMu PKI
VlcTopisieckin B 063HOCTH 000T0 LHTPA yNpasieniist HdOpMAIIONIoii Geao-

HACHOCTLIO BCETA BXOULI HAGOp a1 110 YIPARIEHIO KIOHAMH, HCIOSYeMbINIL
C3I). B aror wabop sxousT pbava,

B c1ysac HCHO 305 ISt CHMMETPITIOI KpHITOrpaiii 3aaa pacripocTparieriiis
CeRpeTIbIX Kol IPEACTARIATA HAIGOICe COKIYIO NPOBICAY, HI0CKOIbKY:
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paisth b pexine

NQV=1) / 2 crioseii, o npu o S il s e
oGpexterresioli satatei;

O cHCTeMa pacTpocTpaHe s Kioveii TOMyyaeTes CI0KHOI (MHOTO KTioueii 1 3a-

KpbITBI Kanat 1O IPHBOIT K VSI3BIMBIX MECT.

Acinsierpiraiast Kpirorpadist nossosier oGoiimit ¥, IDLIOKIIB K

HenomsoBaI0 Tombio N cekpeTibix Kioci. TTpi 9TON y Kakzoro moMb3oBaTest
TOJIBKO OUH CEKPETHBITT KO 1 OUH OTKPHITBIT, NOJYNCHIBIIT 10 CTICUHATBHOMY
AIOPITIY 13 CeRpeTHONO.

113 OTKPBITOO K042 NPAKTHHECKI HEBOZMOKIO TIOJYSHTH CCKPETHbII, 105TOMY
OTKPHITHI K108 MOKHO PACTIPOCTPAISIT OTKPBITHIA CTIOCOGOM MEALY BeeMII Y2
TiKavit BaanyozeiicTaist. Ha OCHOBaHINIT CROEIO 3AKPHITOTO K104 1t OTKPLITOr0
K104 CHOCTO APTHEPA 110 B3AMOACHCTBINIO KK YHACTHIK MOKCT BHIIOHSIT
moGbie Kpumorparblweckuc onEgBILE TeRepEII0 BIECTONIY wichposast ot~
cn, pactier KpeTa, anuITy CTH 1 TeTOCTHOCTHE
cooBenits.

B pesy/ibrate enalorcs Ase rasibie Hpoliesbl cHveTpiratoii kpinrorpaditi:

O HeperpYKCIIOCTS KOMECTBOM Kiovei — 11X Teriepb neero N;

O cokHOCTH — X MOKIHO. OTKPBITO.
Ouraxo y oroii €CTh OV HEAOCTATOK — araie eie-
P . KOI/IA aTaKy i 310y MEKIY yuact-
Nt i B arom cayuac picic noaserbt
OTKPHITBIX KITI04CI,
Micppactpyirypay senosavit PKI noaosier oror

HEJ0CTATOK 1

4.7.1. Mpurymnel pyHkumoHupoBaHus PKI

Wicppactpyierypa orisphrrix inioseit PKI (Public Key Infrastructure) npesastasieria
U1 HCRHOTO by cucre it
HO3BOSICT Kak BHYT]  TaK 1 BreIIn

iiichopMaLIeii € NOMOIBIO TenouK ypa
OTUTHX Ktoseit PKI 0CHOBMBRCTES 1 WiDpoBHX Ceprinpisaray, xmupblt sciic-
TBYIOT 1010610 naciopray, c , exper-
bt KO TIOBIOBATES € €10 OTKPBITBIM KIONON.

Ty OT aTaki 7

Bawyura or ataku «4enoBex-| n-oepennue»

Tpit o e atakat MOAET HeaMeTHO
HOIMCHITD, TCDEBENDIC 10 OTKDHTONY A A ——
THIKOD MAINOACTCTII 1A CBofi OTKPHTHE K110, COTTTD PIIIETICNH CCeTH €
KUAIBIM 163 FAKOHHbIX w atext u nce
X coolinerns.
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TIoACII 12 HpHACDE JeiiCTBIS aTa-  nimoossrem | [—
KyIoIero aroyMbiLientma (puc. 4.27).
TIpe/monos K, ecTb Ba no/moBates i - =]
1, KaKbIiT 13 KOTOPIX Meet 110 Hape

Ko, pH 9TOM Y H0Ab30RaTES ]
cctb orkphrTii om0t Kpi 11 nposep-
xan AL nomssonareas i. Jlatee npei-
HO03KITM, SITO 310YMbIILLTCHAIK MOKCT
liepexaartirry 1ot inion Kpi b nponieccy
€10 THEpAIT OT OHOBATEIS 1030~
BATEIIOj ILIH NOYINTS AOCTYIT K 3TOMY
K0y, XPAHSIICMYCSt Y TI0Tb0BATEs ).
B 211060M CIytaC SI0YMBILLICHHIK Ciil-
TaCT 13 KT0a €10 peKBaITH (RaTpINED, )
B oo 1y wnioseit, Ksi’ n Kpi',

arest o oA e
B ot Ko Eoart DAt ont it oA K TG s
T0b30BATENs .

oo

Puc. 4.27. Nopmena oTepsiToro kniosa

i@, ecto paboTs 1

Todoe Gyner CHIBTI, CHOIN CERpeTII K0~
won Ksi’ (HPIEN /U1 NO/IB3OBATEII ] 9Ta TIOATHC BHEIAUIT Tak, Kak ecat Obl ona
Gouta i). Hoacn

-
Somanent], Gyer nepia ockoAy sy Gt ottt oion Kpt' napr
crom, ske dabumpomy Koy Ksi'

TloAMeHa OTKPHITON K1i0Ma PACKPOCTEst TOIBKO OCe TOTO, KAk HACTOSILULI 10i1h-
S0BATEb 1 NOULIET NOMB3OBATEINO ] COOBUICHIE, TONHCAHOE HCTHHHBIM KTIOH0M
Ksi. HO CHTyaltst MOSKT HAXOAITHCS! 110/ KOHTPO/IeM 30y MBILILICHHIHi 0CTATONHO

0170, Tex BriOIC MosKeT Bpes cearicon
costa, ey
111, 2 T PACCITATY BpEAtA, B TEHCHIIC KOTOPOTO HOJMEHa KAIOa He Gyt obia-

pyacerta. Tpofeva ratoe cy yeyrybaseres, cen oy invcer

i nogoBareso .
Otticariast yIPosa MOAMeHb! OTKPHITHIX ITIOCi VCIICIIIO YCTPaHACTEs MYTeM He-
HO30BAHIST CCPTIHKATOR OTKPHITIX KTIOveil.

CepTumKaTsl OTKPBITBIX KIIOYEH
Ceprig KT OTKPHITHIX KTONCI HIPAIOT BKITYIO POJTb B KPHIITOrPadi OTKHITHIX
Knouei, OCHOBHOE Ha3HAteHiie CepTHHIKATA OTKPHITOTO KTI0Ya — CIEHATH AOCTYIIHBN
u OTRpBITBi K0

B ocriony (hopMipoBaIist CepTH(HKATOB OTKPHITBIX KJII0Ueli TI0IOKeHb DU
ctporoiiay X509 ¥ na
CBOVICTRAX KPHIITOCHCTEM C OTKDBITBIM KTIOHOM.

KPHITOCHCTEMBI ¢ OTKPBITHIAL KAI0MOM HPEANOAATAIOT HATHYNE Y HO1b30BaTE 1
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HADHBIX KI0el — CexpeTHOro 1t 0TKphiToro (oGuietocTyimioro). Kaskwii noaor
p

OTKpHITOrO Kii0a M0G0t APYTO
SIRIACTCS 11 €FO NAPTHEP 110 CBSI3H MOJUTIHHBIN BTN CCKPETHOTO KO,

Tporeaypa,
JIOCTOBEPHOE COOTBOTCTRIE MY OTKPHITHIM KTIONOM i €10 BICIBILCN, ofecriciit-
BACTCS1 C NIOMOIBIO MEXAHI3MA CePTHAHKAIII OTKPITBIX KA0NCi

Creneit dpaxra noaHoCTH )
HOIB30BATE.A SABHCHT OT HAEKHOCTH XPAHCHIA CERPETHOTO KIONA 1f RAICAIIOCTIE
HCTOMHIIKA TIOCTABKI OTKPHITBIX Ki0veli noM0BaTeteii. UroGbi noss0Bateih Mor
A0BPSITH PO on omkeit (Tb OTKPITH] K110 APYTOD
HOIB30BATE51 153 HAZEAIHOTO HCTONIHKA, KOTOPOMY Olf JOBEPSCT.

TaKiny HCTOMHIIKON cOracko crarapty X.509 snasicrcs: uenmp cepmudniauae CA
(Certification Authority). lerp cepridpiamnn nassisaior Takcie Y11~ ydo:maue-

O YeHmpOXE, TIOCICAIA TEPMITT HCTIOB3YTCS, B SACTHOCTIL B O
<Baxone 6 AMT> [39

Henrp ceprindpuican CA siwsieres dosepernnor mpemveii cmoponoi, kotopast obec-
ICHIBACT AYTCITHHKALII OTKDAITHIX KC1I0NCH, cOepRaurXes b cepridinkaras. CA
inveer i0 Tiapy iovieii i ii), £ cexperiiii ot CA

s 107 2 orkpbihii K1t CA nyGinmkyer-

5111 IPHMERSICTCS TOB3OBATE NI LUt IPOBEPKII IOAHHHOCTIN OTKPBITONO KO,
cozepaKaiterocst & cepridiiate.

2

Kioua ~ 510 oTKpBI-

TOFO K104 1 XPAHHNOIi COBMECTHO € HItM CAYACOHO 1HOPAAIUIIL, B HACTHOCTH O
Kmota. wioa cst nyTes

il ) K0%a 1 CayAeOHOi € TIOMOIBIO CrieIuTATh-

011bKO, CA.

VBN CAOBAMH, COPTHQIIKALLI OTRPLITOTO K10 — 910 TOmHCHBHE OTKPBITOTD
K102 ICKTPOION TIOIHCHIO, BMHCICHHON 1A CEKPETHOM KTIONE LEHTpa Ceprii-
ukaru

OrpurTaii k21104 comvieeTno ¢ cepriduupyionieii ero LU wacto wasbisaior cep-

Kaioua Wt pocTo

Orkphraii 1104 nenTpa (apHBii CCRPETHOMY, Ha KOTOPOM
TIDOBOMIITCS: CPTIPHKAIIIST APYTIIX OTKPBITBIX KTIONCHT) HCIOM3YCTCs! JUTS IPOBCPKIL
UEI0CTHOCTH CepTHHIHPOBANHBIX OTKPHITHIX Ktiovei. Ero ofBMI0 Ha3biBaIoT K10~
won-cepmudpuxamon.

Ji?

TRPHITOTO KTIONa
131 YT ganepen 1WIGPOBOI HOAMICHO CA ONPEACACHIION 1AGOpa Aalbix.
B coornerctainit ¢ popyaron X.509 b 9707 HaGop AaHibIX BICTONaIOTCS:

O nepHoL AeiiCTBIS OTKPHITOTO K04, CocTostuii
nepioza;

O HoMep 1 cepis KU

O yHHKATIbIOE A HOMB3OBATEIIT;

3 /WYX JIAT: HAYANA 1 KOHILA.
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O HIGOpNALI 0 OTKPHTOM IO HOABIOBATEI: IWICHTIHKATOp AIFOpITNG,
U151 KOTOPOTO NPCUR3HACH AQHHT] KTI0M, 1 COBCTREIHO OTKpbITi KTI0;
O DM n niponepiit
DLUT (anpisicp, iteripinkatop anropima retiepanm ALY,
O VHIKATHHOC 1y CCPTHIKAIIONHOTD HeHTPa.

Tacist 06pazon, uuqypnmn CepTIQIIKAT COACPKIIT TPH EIaBIBIC COCTal

9 OTKPBITHIIT KII0Y TIO/B30BATEISE
I Lmyx 2 1
cexperiion kioe CA.

Cepriiiar OTKPBITOTO K10 00IAAACT CCAYIONINIT CROfiCTAMIT:
O KK NOI3OBATEI, INCIONUT AOCTYTI K€ OTKPBITOMY KIONY LCHTPA CopTiI-

ukautin CA, voser 13 porhii inion,
O m He MOsKeT cepridu-
KaT Ta, wT0Gbi 370 He Ghu0 00HApY nebas
T e e MOTYT GbiTh MO 11X MOXKIIO no-
Neerin ii e W e CrICINATbIbI Y

10 1X BanuTe.
Coatariiie cepTHQIKATA OTKDHITONO KI0A HATHHACTCS! € CORTANIIS AP KTi0NCii
(orpbriii /cexperiit).
TIpOILCAYPA reHepaILtif KTIOeli MOKET OCYIECTRISTECS By NSt Criocobavi:

CA coanact napy ronoeii. OTKpHITHT K104 5AHOCHTCS B cepTidiKaT, a apHsiii
MY CEKPETIBIIT ITI0U NIEPEACTCS TOMIOBATENO ¢ OGecreuenien ayTenidi-
Kalun ToJb30BaTe1ss 1 KOHICHIMATLHOCTH NIePeatn Kiioka.

2. Tlom3osate:h cam cosaet napy kanoueii. Cexperiutii K104 coxpansetes y
TOI30BATEII5, @ OTKPLITHI KON TEpe/ACTeA 10 JaunueHHony Kanaty 5 CA.

Kkt H0130BATC MOKCT GbiTh BICTBLEN OAHONO I HECKOTKILX CEpT-
uikaton, neirrpom CA To-
aomareith MoKCT } ™ pasiibix cep-

T ——

4.7.2. Jlornyeckasi CTPyKTypa 1 KomrioHeHTbl PKI

Uchpacrpyicrypa omipurt morcit PKI (Public Key Infrastructure) — 1o waop

nipor areiron it npasi, uin KOS, 01

Tikoii u obveion 4.39].
Ocropibit satasavin PKI sistiorcs:

O nouepKA KIGHEHHON WA Wi pOBLIX KioNei] 1t cepricitiaTon (1o ecr rerie-
PN K, GO NI G Hprkaron, 10 ey i

i cepricpuaron;



176 KPUMTOTPADUYECKAR 3ALLIMTA MHOOPMALMMA
O nouepKKa HPOLCCCOB IACHTIHKALII 1t ayTenTH I noMksoBaTeeii
“Taiity 00PAION, UTOGbI COKPATITb 110 BOSMOAKIOCTIH BPENS JOIYCKA KKAOr
HoOBATE: B CHeTe

o Mexanaa 1a PKI)
ii 1 Beex JICH
(o] 3 -
wocn, U1 BeeX 1107153 W ii
nee Koebie e

Towen ~ a0 cpenctso 6 onpeeasi-
Joiee e s 1 oXpyIC HoAMOBTEI b CheTon, PN US04 s
ovapr-Kapra.

Tprwioxeitie, KOTOpOMY TPEGYeTes CHCTENA VIpAIHIIA KTIOTaIH, JOKIO Biatt-
wozeiieronath ¢ crieteofi PKI b neitost pre Tover (tepeasa ceprindikaa 1a o
e, u 1pity
. 11.). OHCBILINO, HIT0 9TO B3AMMOACTCTBITE € YKOit 10 OTHOUICHHIO K AAIHOMY TP~
JIOKEHIIO CHETEMOIt MOKCT OCYILICCTRIISITHA TOBKO TPH YC/ORIMH NOHOI MOepicicn
MEHKAYHADOIUBIX CTAIAPTOB, KOTOPBIM YIORICTRODACT GOMBIIIICTRO COBPENEHHBIX
PKI-cicres (nanpiniep, Baltimore, Entrust, Verisign).

Il Joctya werrp yit
paBJICHis A0KeH J0MyCKATS MOAKIOUeHIte KOMIIBIOTepoB, IP-aipec KOTOphIX exty
apatiee Hen3BecTe, YHacTHIKH HIIPOPMAIIONIION 0OMEIa OTOSHAIOTCS 110 HX KpHIl-
Torpacpiriccian Tax Kkax i noba0Ra-
et ARIACTCA DACKTPONHDI TACTIOPTON, Ot KK 1 10G0ii IACTIOPT, A0KCH COOTRETC
THOBATH ONpetCzeHIBIN CTapTay. B KptrTorpaii 510 cranapr X.509.

Konmernut ipacrpyxrypsi orpuirsix kioeii PKI moxpasyseacr, o see
cepriukart Konkpernioit PKI (coost PKI siosker Gy 10Goii opramsatunt

i) B Hepapxiricckyio CTpyKTypy. Ilpinyicp
wepapxini cepriikaron wyx PKI nokasan 1a pic. 4.28

Cepruduasi

nons3osatene

Ceprvchmkarsi
CcA

Kopheaie

Puc. 4.28. Viepapwieckan crpyxrypa cepraduaton
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pap exeva PKI “eTHIPEX THITO cep-
Tudmk;\'ron:
Konewnozo ii phiic).

2 cepmudmmm CA. Jlomen Gurrs socrynen s nposepkit DL cepridukara
KOHCHOTO TI0/IB30BATC5 1 HOAITICAI CORPETHbIM KTi0r0M CA BEpXHEro Yponiis,
nipitient ora DL Tacke A0TKIA TIPOBCPSITLS, LIS HeT0 JOKEH GITh X
cepricpiiar CA nepxiiero ypowiis, 1 T. 1.

Canonodnucanniii cepmudsuram. Spsietcs kopuesvn s veeii PKI i oseperi-
HbIM 110 Onpeztezeniio. ECi b peay Ibrare nposepiit enouis cepridikaton CA
BUICHINTCS, \TO QU1 H3 HITX TOAIICAH KODHCEBIM CCKPETHBI CIONON, TOF
npoitecc nposepiit AT ceprindpukaron saxammacTes.
4. Kpoce-cepmucpuxam. Kpoce-cepriiicatsi 103nofsior pacinipits fciicraie
ii PKI nyrex KODHEBBIX CepTHAIIKATOR BYX
paitix PKL

umuc,w,n nponepici AL a1exTpoRHOro 0kyNeirTa nponexourt i crictesie PKI
o6pasom. Crasara Bl ZoKyMenTa, 2 3

rext — AL ceprupikata, ¢ HOMOULSIO KOTOPOTo MpoBepsLiach npeabiayias AL
Toce s NPOBCpKA MOBTOPSIETCS B INIKAC 40 TEX 110D, T0KA LEN04Ka CepTHGIKATOR
He HPIBECT K KOpHERONY

DL A0KyNeNTa NPIBHACTE BEpHOTE I B TOM CIYSaC, CCIlit BEpIA He TONbKO
O, 110 1 Bee mpoBepsiebie B arow nportecce AILTT cepriuiaton. Ipis ofiiapy-
ettt nesepiofi DLUT 1060ro 13 ceprindiikaron Henepibiyt cantaiores nee LI,
HIPOBEPCHITbIC A MPEAPLAYIIUIX Arax.

3aMETHM, 4TO KOPHEBBIX CePTHAIKATOB MOXKET GhiTh HECKOBKO: Kajkias Opraniiza-
st (it cumia) ppane CRoM KopHeBIC Cepr-
pukah (o 1w |1Lcm.‘|hlm) CTalapTOM IPEAYCNOTPEIHO It HATHIHe KOPHeROrD

st Beero coodeersa ii Hirepriera.

i tan CepvsTybe I Sembteine Savia s ADSTOA Y SRS

orporrbisn Kiosavi PKI npirseser ta pite. 4.2

Karanor

Ueip coprabmaunmt  po o s

Puc. 4.29. Crpyxrypa PKI
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KoNTONCHTH 910 CTDYKTYPH INNCOT CAEVONEe iaser

Kamazoe obieocTymi nosa0-

saresieii. Jloctyn K

nporoKoay AoCryma K Karaoray LDAP (nght\vmghl Dlrermry Access Protocol).
RA(

Lenmp i,
KOTOpOii — it cnac.\m.

— maieren 0-1 (raxoii o

e ) i .v.mo.'a an ii xpa-

lstutiics B KaTazore ceprdiKaTon.

Ilumlpr.(pmuqbummuu GA (Certification Authority) ~oprasmesaunosas exns,

OTKPLITBIX KT0NCil 107153 i (atech 13

oYM KOS MOTyASTER CoprivpiRa Gopecera JLS00) P ogyCRSpaIS .
Karatore cepridpitiaTon.

OBt exeva paGoThi HenrTpa cepridukani CA BHIIT CIEAYIOIM 06pazoy

O CA rerepipyer Kioui 15 hopnpy CA, npeaiia-
SHAseHITbIC U151 NPOBEPKIT CepTIAIIKATOR HOb30RaTECI;
Banpocst 1 u ix CA

TeN ILIH HHbIM CTIOCO0O0M;
O CA na ociose sanpocon

ey

o C VeT 1 1IepHO; AsIeT CICKH
CRL (Certificate Revocation List);

o rhi i CAwcrexit orenst CRL nyGau-
iyiorcs CA ( 6o 5 obenocTy-

HEL] CHPABOIIK).

@y, pumosmsiestsie PKI B 10N, MOKIHO YCI0BHO PA3CITD Ha HECKOBKO

rpym

O ki ynpasiieris cepripuKkaTasit;

O hYHKIII YNIPABICHIS! KII0YAMIL;

O nonomTebibe ByHKII (CYKOb).

Kpatico paccyoTpis 3 ocHoBbie rpymiisi by,

B coctan dhypaguit ynpasienusi cepmuduxama bXOIT:

o i TI Moker Guih chia ii 101~
S0BATEIb, IPHKTAANAS IPOTANMA, CCTER0C YCTPONCTEO H 11D,

O cepmudpuranus omxpbimuex kouets Tlo cyiieetny, npotiece cepriiikaiutis co-
CTONT b COSIBIBANIIN WACHH TOTB30BATEI3 H OTKPHITOTO ok, CA HoMmIiC
Baet cepridpikarst nobsonarezeit i CA Goee HIGKONO yposist;

O covpanenue saxpumozo kiiowa CA. Iro rrasias Gosesast Touka cHeremt. Ko
HOMCTAIUIS! 3AKPBITOrO o CA PaspyLIACT BCIO CIICTeNY;

uux B 10J1b-
sonareaeii 1 3 CA (ipovie C. ypowits!) oBbriio

na cepBep — cepep
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o Tpor yeres b eay cp

JeliCTRIS! CepTIHKATa 1 COCTONT B TiepeJLatie HOBOTO cepTHHKaTa 1151 OTKpbI-
0Na H0130BATES;
O obostente koued. Tlpit renepauni Hosoii mapst inoveii nobsoBaTeCM W60
petseii cropotioii nmﬁm Ut renepaLuis H0BOrO cepTdiKaTa;

o HanpiMep, pH
Ko, H3MCHCHINIL 1NeHI, IpKpaLIeHHIt JOCTYIIA 1 1D

O onpedenerue cmamyca omsvisa cepmudurama. Tomssosares nposepsiet -
ante cepridikara b karatore orpurrix kiioeii PKD (Public Key Directory)
1B enicie otabia cepriidmkatos CRL.

Dynkaguu ynpagienus KnotaN AEIATC 1A CICAYIONULE OCHOBHBIC IOATPYIIT

O renepatuns ol

O pacipesesientie Kioueii

B coctan rpynist donoaumensioix ypiaguii (cyas) BXOIT:

O nsammas cepriduicaus (kpocc-cepriikatus b paxiambix CA);

O npoBEpKA OTKPBITONO K10 € Ebi0 YOCATECS B COOTBCTCTRITI OTKDBITON.
KTi0a apHAMCTITCCKITM TPCGOBAISN 1S TAKILX KTI0Neil;

O nponepia cepribiKaTa 10 MOCKOE HOBIORATES;

O cayxGa apxiBIpOBaIS 1t Ap.

yp! Kmioveri

B COCTa CHCTEMbI YIpaReHIis HHPACTPYKTYPOTi OTKPHTIX KI0Mel MOTYT BXOMITTH
JONOIHITCIbIbIC KOMIIOHCHTb:

O MOY/IH HHTETPAILI — NPOTPAMMIBIE ATEITH /LISt TIDHKAA/MLIX I KIHEHTCKIX
cnerey, icu Kk cereniiv u poicay;

O cpejietBa Xpanenus KI04eBoit
SAIIC BCETO B KAYCCT TAKIX CPEICTB BHCTYIAIOT ANTAATHBIC TOKCHTb, CNapT-
xaprei, USB-nioui.
VDBl OTKPBITBIX i 1ykGoii Karasio-
ra nogposieT UL, COAAIBIX C PKI:
o A aTasiora, y
nomTIKaMIT;
O aToMariecKas iy CIHCKOB 01 w cepridn-
Katon CA

KpoMie TOro, c1y3k5a KaTAI0ra MOAKCT CIYIKIITh J0BEPHHBIM HCTOHIKOM iHipop-
a0 Iy obver

Dusiecki cierema 'VPOil OTKPBITBIX KiTIOUeit MOKET
COCTOSITH 13 HECKOIBKIX YPOBHCii:

O KopHeBoii y3e1 B cocTane ueHTpa cepTHHKALIH, XA cepTidiKaTon
(c1yKGa KATAIONOB) 1t CPEACTS AIMIHHHCTPHPOBAHIIE,
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o i newtp yeres npi
P ii 1t Goumbiost
Koy
o i ¢ b

Cieresa ynpanieriis HGPACTPYKTYPOIi OTKPBITHIX IO 1f €€ KOMTIOHHTb 55~

AS0TCs OCHOBOI 11 CO3tan KCHOI CHHCTCMB OBecreserst
GeaoniachocTit opraraun:
) yurcaon ¢ KIHOuesH HOCU-
pestias s 1t yera
ii (USB i 11 Cyiapr-Kapr) B
Ima sasiercs cosa) aneHOM MesRY
cpescTaait
ontofi u it nomrritkoit

O nodcucmexa eenepau xnoneis wudposanus u AL, enonmsyeas s
~ COMaNIIS CIHCTeN 10pIATICCKIH SHAMINOI 3,1ukr|x)mm|‘"l wiporoii noamicit
b cuctevax ¢ Dexepas-
it gaconon PO <06 azextportoii oz ot 06 04 2011);
- cucrem i1t e awtit npn
P st tiabiia b il
o xpanenus u Kitioueeor i, pea-

naytouast caeaytouue pynn:
= KOITPO:I LECIOCTHOCTH 1CKTOHIbIX JOKYMCITOB
~ KONTPOIIb NCIOCTHOCTH IYGTMHLIX HIIGOPMALUIOHIIBIX PCYPCO;

~ nposepry ) "
- X i -
Mozciictaint
E 1 pasip aocTyia npu i
yOBEKTOB X cHcTeM;

-
i spesennt B oacxTporoN Aok cesbiprs; oo TR cosmaan 10~
pakra cy oKy it MoverT bpe-

e,
Ha prc. 430 npusesiena cxeva HidpacTpyKTyph OTKDHITLIX K1I0Uei 1ia Gase 1po-
aykros Microsoft Active Directory u Microsoft Certification Authority. ¥1octosepsi-
OUIC EHTP OGA3YIOT 1 TpILCACHINON ELICHIT AEYSYPOIICHYIO HepapXITo.
KopHeoil v oTKIOeH OT CeTit.
ot ya LeHTp aeT TOABKO 1151
viL y KoMIIpOe-
Tt i 1GPACTYITYPH OTKPUITIX KToveii B C1yac yerenmoit arait a V1L
VIai01utii YA0CTOBCPAIONUIiE 1ICHTp B AQHHOM PEIIICHIII UHTCTPHPOBAN B CPeAy
MS Active Directory, 4To NO3BOSET €My ABTOMATHYECKH 1YGIHKOBATH CIIHCKH OT03-
BaNHbIX CepTHAMKATOB B CIYKGe KATATOra, A TAKKe aBTOMATHYECKH 00CIYKHBaTH
Kmenron Active Directory.
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Fanpoc ceprg

Bypossst A

Puc. 4.30. Cxema MHGPACTPYKTYPHI OTKPHTbIX KnloNei Ha 6a3e NPORYKTOR
Microsoft Active Directory u Microsoft Certification Authority

crexon KaK B CyKOy

KTAIOra, Tak I 1 KOPHOPATHBID BC-CCPBEP (AUt BHCHLIIE KHCITTOR, He ICIONuI

1K CyxGe Kataora opramisa).
Hiicppactpyicrypy oriphimbix Kioseii PKI i crai-

J@PTOB, K HIM MOKHO OTHECTH C/IEAYIONIe:

> onepaitonbie cicrenms Linux, FreeBSD, HP-UX, Microsoft Windows, Novell
Netware, Sun Solaris, b KOTOPIC BCTPOCIH CPEACTEA, NOVIEPKHBAIONTIE CCPTII-
HKATDE OTKPLITBIX KTI04e]
cncres ynpanenist Gasani sanix, 5 sactiocrn Oracle, DB, Informix,
Sybase, Koopbic ayr
HA OCHOBE CepTHGHKATOB OTKPLITHIX KIIOUe;
cpescrsa BUPTYAILHbIX cereit VPN,

ocHone npotokosa 1PSec, FHOCTH TEICKOMMY HHKAIIOHHOE. uGup)mma-
e kommanmii Cisco Systems, Nortel Network, a Taioke crietmansuposansioe
nporpavioe obecrieserie;
CHETEMBI IEKTPONHOTO A0KYMerTO0G0pora, Hanpinviep Lotus Notes, Microsoft
Exchange, a Taicke NOTTOBLIC CHCTEAM, TOIIEpANBAIONTIC CTAILAPT SalIyien-
HOro 1104T0BOr0 0Mena S/MIME;
cayskOnt karazoros Microsoft Active Directory, Novell NDS, Netscape iPlanet;
O CHCTeMbI 0CTYNA K BEG-pecypeaM, peaisyembie Ha ocHoBe cTaniapta SSL;
O cueren ayrenTidKaIII HOAL30BaTe e, B acTHOCTH CHereva Securld Kov-
namnn RSA u ap.

B cB010 0%epests, HppacTpyKTypa OTKpbiThIX Knioseii PKI wosker umrerpiposarh

o

°

o

ieKc-
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nyio crereny i nyrex ierpa VKTYpbl
OTKpHITHIX KTiOMC KONTAHII 1 1

CTAIAAPTOB 1t CePTHNIATOB OTKPHITHIX KTI0keit

Bonpocs! Ansi CaMOKOHTPOIS

Hro Taxoe kpuTorpaa?
Jtaiire y

o=

TIOHSITHIL:

KpHIFTOCHCTEN A

B HeM COCTONT KOPEHHOC PRI CHMMCTPIRHBIX I ACHNMCTPINHBIX KpHITTO-

cucre?

4. OxaparepuayiiTe HeTHIE OCHOBHbIX PEAINA PGOTH GIONHOTO AATOpITNA.

5 A noayens
AIOPITNOB € Go1ee UTHHHBIM KIONOM, CPABHITE X MEAY C000.

6. Kaxonsi ocionitsic W pekinbI padorhi cran-
JapTA NGPOBAIIS AIBIX?
2 "

©

, ) C OTKPBITHIA KIIOHON.
8. Jlaiire onpexesentic omonanpanientofi gyt TTpHBeaITe MpIvepb 010~

HanpATCIHBIX (y KLU,

Kakonia ocoleriocri omonanpanaeii dywkiuti ¢ cexperon?
10 Ha vew RSA?
1. OnuIITe JIBe OCHOBHBIC NPOILE y cHeTeno

LPPOROIi TIOITICHE 15 TOTBEPAICHISE TOLHHHOCTIN 2/ICKTPOHOO AOKYNCIITA.
12, OnniiTe oTeuecTReNbiii CTa@pT 1WIdPOBOI NOUTHCH, YKAKITE €r0 MpeiMy-

TR 10 CpapeHInO € ArOpHTNON Wipopoii nocit DSA.

13. Kaono 1 Kakits ORI YIO0BAETHO-

[ ———
14.Kaxatz 06paso KoMGHHIpoBaiibiii MCTOA I pOBAIIA 103BOACT ConeTaTh

I CIMETIHbBIX Onmunrre
npotokon

15.Ommirre paboty aropimva Jdxpi—Xoimaria, VKIITe 0CTONNCTS 3100
amropima.

woueii PKI? Onnmnre

16.Kaxowo Hasiasieniiie npacTpyKTYphi OTKDHITHIX K7
dpymkwomposarie impactpyicrypu PKI



rRAERE MOEHTMOMKALAY,
- [/ AYTEHTUDUKALIAA
= L
= NN 1 YMPABIEHME
; OOCTYNOM

JLomepie, OKaHBACNOC BEPOTONIIONY,
JACT Y BOSMOAIOCTS BPEUTS.

Cenexa «Ioun>

TIpiyieHeiiie OTKDHITHIX KAHA/0B NEPEAAI HANHBIX COMACT NOTCHINATBHbC H03-
MoKHOCTI U1 AclicTRitil anoyMbTeHiiKOB (apymnredcii). Toatowy ool 13
BKHBIX 324 ii 6

i smsercst e alIIC METOAOB 1 CPeAC omoit
(1poBepsIouIeii) CTOpOHE YGEANTHCS B NOLTHHIOCTH APYIoii (1IDOBEPACNOI) CTOpO-
151, OGBINHO U PeLICHIISE JAHIHOfi IPOGICN! IIPHVCHSIIOTCS! CTICLUTATBHbIC IPHEMB,
JIONUIC BOSMOAIOCTS TPORCPIITH TIOAIIHOCTE NPOBEPAENO]i CTOPOITDL

5.1. AyteHTndukauus, asTopusaums
U aAMUHUCTPUPOBaHUE AENUCTBUIA
nonb3oBartenen

HPOBAIHBIM B KOMIBIOTEPHOI CHCTeME CyGHeKToM (110/1530Ba-
O, ACHCTBYIOIUIM OT NI TI0AH30BATE1S) CHZANA HEKOTOpasT
)y ro. DT MOSKeT GbITh HHCIO Wit
¢ , anibi cyBbex. Iy s30T Uden-
cybuexra. Ecant reith 1Meet aaperucTpi-
DOBAIHBT] 1 COTIE, OH CHITACTCS JICTAbHbIM (SAKOHHbIM) 0TBOBATEIICN; OCTATBHBIC
101b30BATe.1H OTHOCATCS K HeeTatbitbiy. TPEAAC HeM N0y IITh AOCTYIT K pecypeay
KOMIIBIOTEDHOIE CHCTEMb, T101b30BATE. b JIO/KCH 1DOFITHH HIDOILECC TIEBINHOND Bia-
HMOACIHCTRIISE € KOMITbIOTCPHOIl CHCTEMO, KOTOPBi] BITIONACT HACHTHIKAITO 11
ayrenTnduKAIIO.
Hoenmuguxaus (Wdentification) — 570 nponeaypa pacniosiasaris i
110 €10 ICHTHDHKATOPY, NPHCBOCHHOMY JRIHOMY OABIOBATEINIO atice it

€ rakauy saper
‘rezest 1wt npoecy

b3oBaTe !
aecer

0-
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My B Gasy JQUHIBIX B MOMET €r0 PErCTPAIbIi B KAYECTBE IETab o0 H0Tb30BATEIsT

CiCTeNbl, DTa hyHKII! BHITOISCTCS B TEPBYIO OHCPEILb, KO TIOMKIOBITCIIb ACIaCT

HomLITKY BoifTi B ceth. [loab3oBatesn coobiac 1pocy cBoi

TUDHIATOP, 1 CHCTeNA MPOBEPACT B CBocil Gaze JAHIBIX ero HaMIIC.
Aymenmugpucaypun (Authentication) ~ nporiCypa TPOBEPKIT MOATIHOCTH BXOU1-

inero B citctemy onexTa ( npotiecca 1w y

cBoil 1wteHTHHIATOp. DTa IPOBEDIa NOBEOTCT A0CTOREPHO YOCUITECS, 410 O30~

BatTedty (ONECC W YCTPOICTRO) SBISCTCS HVCHIHO Tew, Kew ceGst obbnsier. IIpit

ctopora y B
HPOBCDACNOIi CTOPOIM, DI HTON 1PORCPAENAH CTOPOIA TOAE AKTHBIO YCTHYCT 1
npotiecee oGyt Obwrao om0 iert-

BBOLA B ClCTeMY e HBBECTIYIO APYIHIN TIOIOBATE AN

ep, Taposth L1H cepricpiKar).
) SABISOTCA BN

Wt npoBepiit cyGreiron (nomsosarescii). Hento ot
HIIX FABICHT T0C/CIYIONC PeILICHINE CHCTeMbI, MOSKHO it PASPELINTh JOCTYII K pe-
CypeaNt CHTeAb KOHKDETHOMY TOJI30BaTe: 10 11t npottecey. Tlocaie et

uicpopMaLLino o cebe (Hanp
Wsesridukatusi 1

1 a) ‘yGbexTa ero
Asmopusaus (Authorization) — npotienypa npeiocTae s no30aTEMO (11po-
eccy W YCTPOIICTRY) ONPE/C/CHIbIX NP 0CTYIIA K PCCYPCaM CHCTCMbI 110
st porie WHBIMI CIOBAMH, ABTODIT-
cchepy neiicTis ety pecype. Ecam
cHeTeNa e MokeT Feneio ot o or

1 9T0ii CHETEME MOTYT GbiTh Hapy-

b Cl 0 K

wwiesbl. C yer!
it TOGH1 permernis o v rpanax

c y u TecHo CRBAIA PONCAYPA Al
M sciicronit aress. Jatin ay

1 AANIIHHCTPHPOBAIII TECHO CBATAIL MCAKLY COBOL. L1 KPATKOCTII 1X B3aINOCHs-
JAH0C pellicHIe HASIBAIOT pelleHiey gt A
( 0 npoitece JIOCTYIOM 1H0I1b30~

BaTesteii K pecypeam cHeTeMb
B HacTOsIIIICe BpeNst JUIst pellieiis 3atas WieH KA, a> TermidiKa, aBTo-
praitnt
wneii 1 soctyrion TAM (Identity and Access Management).
TIporicee YHPARICHIE AOCTYION HOTKOBITEICH K PecyPCaM CHETENS paceaTpit
et b paicae 5.6.

ii yposcib ay Geaonac-
HocTH, KoTopIC § yoryT
pCIIITD anorMIb 1K roCTeBoii 0Ty K HikpopvaI. DiiaticoBte Tpal
K MOTyT notpeGosah crporoit ayresidikamwin. Hpisiepos ciaGoii opybt
ayTeHTHUKALII MOKeT CIyRHTh HCTo3oBarie P-azpeca Uist onpeCaeHIst oih-
) (spﬂnf\nb) IP-apeca MOACT Jerko PA3pyIINTh HTOT MCXAHIM

Haesitast ay SBISCTEA TeM KAI04ERbIM (RKTOPOM,
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KoTophi uto HoIysaT 20Ty K
e ety MO

TIpi AIIUITE KAHAI0B TIePeARI AAIHBIX AO/TKITA BBITIO IS THCS! G3uMHas aymenmit-
(pukauusL CyGoermOs, TO €CTh BIANNIHOC TOATEEPIKICHIIE IOMTIHHOCTI! CyYGHKTOB, CBsi-
SBAOLTXCS MEAAY COB0I] 110 sty castai. TTpOLLCIYpa MOATBeACHIS O
HOCTIE BLTIO/IHACTCS! OGBINHO B HASRVIC CCANCA B DOICCCe YCTAHORICIHS: COCANCIsE
aBorcirTon. TepMitll <COCUINCINES VIQIHBACT 1 JOTICCKYI0 Casiab (HOTEHIVABHO
ABYCTOPONHION0) MeAILy AmyMst cyGuexravit cerit. Tleb aioii nporieaypoi — ofec-

newms y o yerai € 3aKoNHBIM CyGTeKTON 1t Bt
MOpMALI JOIACT 40 MeCTa HasasCHs,
(1 cooeii cyBbext woxer npe b cucreste

pasitbie CymocTi. B 3ABICHMOCTI OT TPEBABISCMBIX CyGHOKTONM CyIUOCTEii 1po-
1ieCCH! AYTEHTH(KALIIH MOTYT GBITH PAICIICIb Ha CIICAYIOIUE KATETOPHIL

O na ocuose suanus wezo-uio. TIPUNEPAIH MOTYT CAYIKIFTH HPO-Th, epeonabitii
PN e PCTHDIC  OTKPBITHC KON Salie

KOTOpIX ey T ;

1 o006 ofiadanat vese-1uor OBHITHO STO MATHITEENE KAPTSt, CHAPT-KADTH,

cepruharst, USB-mont i USB-rokeimst (token — onoataparesiiniii npi-

Ak, Mapiep);

o Dra Kareropis BiONACT
NeTozb, 1 poncpKe Gio) o~
Soaamenn (1o1oc, pALKIA 0GOI0UKA I CCTIATIA 113, OTICHATKI NATbIL,
FeOMETpHS JA/I0HH 1t AP.). B AHHOI KATEropii He HCIOB3YIOTCs KpHITTOrpa-
(pirieeKIIe METOZbI 1t CPeACTE 1 octose 6
elemdinn vt el s elomsntan
6o Textntice [4, 41].

o

1 K KaKoii-

Hapoit> — 570 10, HTO BHACT HOARIOBATEI I H4TO TACKE 3H1ACT APYTOI YHaCTHINK B2
Jlast ssamsoit ay Moer
6biTb OpraHI30BAI OGMCIH NAPOAMI MCKAY HITMIL.

Tepconaonvii m)mmudmmuw)mtom noxep PIN (Personal Identification Number)
SISACTCS! HCTIBITAHIBIN CIOCOGOM ayTEHTIIKALUN JCPIKATEI ILIACTIKOROIH KapThI
1t exapr-iaprhi. Cexperiioe aiaseniie PIN-Koza A0/3KHO GbITh I3BECTHO TOMBKO e~
PRATEIIO KapTL

lunaananecsai (o01opasonui) napais ~omo 1apoh, KOTOpui ocie o s

Ha

nIpIMeReHIS HIKOT GoTbie e 1 I o
peryspiio aiaseHIle, KOTopoe Gaspyercst i mapone e
Kniouenoii dpase.

Cucmenasanpoc—omsen o 3 opon ¥ noso-
o oL u <anpocs,
YT CTOPOIA HOCHLIZCT OTET, BHMCICHI ¢ nmmmhm <aanpoca» 1 cexpera,
T pOihI BAACIOT peto, To fep POIa MOAKCT IPOBCPITH

NPABILTBHOCTH OTBETA BIOPOii CTOPOHBL.
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Cepmudukamst u uupoowie nodnuci ~ eciut 1 ayrerTIpiKALI HCTOMYIOTCA

cuprmhmczm-l, 70 Tpelyetes npinvierertie wippoBbix noxmice ia o cepridika-

BbaOTeH o B

e 1w picunteli ii. B pastiax Hirrep-

HCTa IOABILACS DAL KOMNC OTKPUITHIIL K0~

aat PKT s paetpocrpestenns ceprosbemaron aripimess somorel, Tiomsnmamens

MOFYT HOHITH COPTUAHKATH PA3ITIbIX YPOBHtCii.

Tipoueccst ay MOKHO Taoke 10 ypoio o6ce-
14, 41). B C ZQHHbIN TIOZXOA0M TpOLiCCch
na T

O HpocTast ayTerTIHKALISL, HCTOMHSYIOAS TapoIT;
O crporas Ha octiose npose-
DOK I KpHITTOrpathIICCKIIX METOOB;
AyTein
P ¥

C ot 3pertist Ge30NaCHOCTIH KRB 113 TEPeNIICICHIBIX THIIOB Crioco0CTRYeT
DEIICHINO CBONX CHICLINCCKIIX 3a%at, TO3TOMY MPOILCCCH I TPOTOKOJIbI aYTeHTI-
(HKALIH AKTIBHO HCTIOB3YIOTEA Ha IPAKTIKE.

OCHOBHBINII ATAKAMH 152 IDOTOKOTbI 2y TEHTHQIKALUII SBITOTCS:

O wackapad (Impersonation). Tlob30BaTE: b HHITACTCS! BHAATH CeGst 32 APYTOTO

LIbIO TIOMYICHIES TOAHONOIL 1 BOMOAKIOCTH AciicTRitii OT Tiniia APyroro
noaoBaTes
nodxena cmopor obvena (Interleaving attack). 310~
VMBIIILICHIHK 1 XOAC J@IHOI ATaKI YUACTBYCT B NpOILECCe ayTerTdiaIiON-
HOTO 0BMeHa MEALY ABYMS CTOPOHAMII € IETbIO MOLHHKAIIN MPOXOISIIIETO
epes tero Tpacpika;
nosmopna nepedaua (Replyattack). Sacnotsenca  onopof nepenave ay-
as

*]

[*]

o

oM R ety (ot Jel SEN e e
Kaiy10-21150 HiLpOPMALLIIO I ICPEAGET e CIYCT HEKOTOpOE Bpest
amaxa ¢ owdoproii mexcma (Chosen-text attack). 3royMbILICHIIIK TIcpexs
TBBICT ayTeHTHHKAIOMIB] TPAGIK 1 IBITACTC TOAVAITH UNOPMALIO O
JIOTOBPEMEHHBIX KPHITTOrpacIHecKiT KIIouax.

BacT

e}

Il TAKIX aTaK 1pit a a
PIMCHAIOTES! CICAVION TIDHEAb:
o

. MCTOK BpeNieitt, cyalifbix

e, weHTHIKATOpOB, Wi PO

O upnsiaka pesysrata eiicTaisy nomoBATe-
et B pasKax crCTebi. TIPIMEPOM HOA0GHOTO OO MOFKET CIIYKITH OCYILeCT-
wierme b ouay1,
mn)pmu npu i i

o nponeyp ay b pasiKax yie yera-

fan————y
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Mexannsm 3:

npoca-orhera cocrout p caeayionen. Eca ronssonareas A xoter

Gbrb yeper ot B, e smasmores
JIOKHBIMH, OH BKJIIOYAET B 10OChLIaeMoe JUist B ajie-
sierrr — sanpoc X (ianpisiep, 10). Tlpit

Pl
B OIKEH BBITOMIITY HA STHM IEMEITOM HEKOTOPYIo ol]q)..unm(lmupn\lcp BhIC-
T HexoTopyio dhyniitio f(X)). DTO HEBOIMOAIIO OCYUIECTBITE Faparice, TaK Kak
noaB3oBaTEINIO B HEU3BECTHO, Kakoe ciysaiinoe wieio X npiaer B sanpoce. Tlonyms
orBer ¢ peaysratoy acitcraitit B, nomsonareis A Moer Gurr yiepe, uto B~ noi-
HezocTatok aroro Metota —

Mexaruisyi orversa speyiert HOXPAYNCBACT PETICTAILIO BPENCHT U1 KEAIOTo
B: Iyuae Kbl conit osker HacKob-

KO yerapeno 6  peumTs He €r0, TOCKOIBKY OHO
MOKeT Gbit 20

B 06O0IIX C1yasix AUIst SAILUITH! MEXANHINA KOHTPOS! CICAYET MPINCHSTT Hnihpo-
BaIIC, SO0 GbITH YBCpCIIbIA, CT TIOCIIAI e FIOYMBIILICHHIKON

TIpH HCTOb30BAIII OTMCTOK BpEeHH BOSHIIKACT OGN donycmunoo pexer-
O UNMEPAQIA JaepHKU AT\ TOXTHEPAACIIS TOAHIIOCTH cearica. Beits coolinte-
HHC C <BPEMCHHDIM IITCMTIE/ICN> 1 IPHHIIIE 1o MOACT GbITh TIEEIANO MHOBCHHO
Kpowie Toro, aach! noaysaTest 1 e MoryT Gurrs abco-
JOTHO CHIXPONHHPOBaID.

TIpit cpamicitint 1t BBIGOPE MPOTOKOI0 AYTEITHIKALILI HEOGXOMINO YITHEATH
YOI XapaKTEpICTHKI:

O e asawmor aymenmuguraL. Iro CROCTEO OTRVKACT HEOGXOMNOCTS
OGOIOUIOf] AYTeHTIUIGIINT NEXAY CTOPONI ayTeHTIPHKALIOHIOR0 OONer;

o onepaiii, < st
BLITIOACHIIA NPOTOKOTA;

A ST [ldmluu caoifcTao orpaact KoeCTIO

X iy,

nanvae mpemtxm v Tinieset siercol CTOpoI NoKeT CaAYRIITD 10-

Beperitbii Ceprep PACTPCCICIIIS CHyMETPINHBIX KI0UCH] 1111 ceprep, peait-

ayloNuIii ACeBo CCPTHAHKATOR 15t PACTPECICHII OTKPHITHX KAI0vci

eapamuu Gesonaciocmu, TTpisIcpON MOKCT CAYAITS IpiNerieriie undposariis

1t widpponoii nozuvcit [4, 41

°

o

O

5.2. Metopgb! ayTeHTUdGUKaUuu,
ucnonb3yioLwme naponu

OuuH0ff 113 PACTIPOCTPANEHHBIX CXeM ayTeHTHDUKALI ABISCTCS Npocmas aymenmu-
:/mkauwi, KOTOPast OCHOBaIA Ha NPHMEHEHHH TPAANLHONHBIX MHOTOPA3OBbIX Hapoieii

cpexcts i 1 obpaborian. Toka B
iwix cersix VPN Z0CTYI KIHCHTa K CepBEpY pas-

ucmnupux FAUMICHHBIX BUDTYAT
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et 1 Tapon ORIKO B L IpINEATER Gk opeTae et
B-

ToKeroB, 1ibpOBbIX CepTIHKATO, Npor pavsatic s S i
(HKAILIN 1 OCHOBE OUOPAIOBDIX MApOtCiL.

5.2.1. AyreHTucpnKaLmsi Ha OCHOBE MHOrOPa30BbIX naponei

B cueremax

cayba KoTopast 1 o 13 Cepiel e
aver v cuoeit paGors Gasy . BoTofi Gase faiiix XpaiuTos yieTiiiie faibie
0 nokaoRaTe S ceTit, B OTH yueTHbIe Aaiibie HAPSLLY € APYTOit HHpopyate pitio-
werbl ieHTHAKATOp (Ingm) i rapon, (p’mword) noAB3oBATES.

Tpoteaypy npoctoii ayre XTCIIt B CeTin NOKIHO
citeayion 06pazoyt. TIpi NOMBITICE OTIINCCKOTO BXOTA B CeTh MOINIORATEIh Habi-
DACT Ha KIABIHATYPe CROCTO KOMITBIOTEpA COM IICHTIKDIITOD I 1poth, T ZaHibie
eyt OGpaomn i cepoepayien i, B Gase Ky yoerisx -

Bepe

Ha cep:

naxomes sanich, 13 Hee oranomoe
SuaNCIIe AP  CPABIHBACTCS ¢ TEN NAPOIeN, KOTOpBii BBet nomaosater, Eci
BBCICHHAS 103 napa login/password cosnana ¢ araronnoii, o ayrentii-
(pHKaII TPOILLTA YCTICIIO, TIOMBIOBATEITh 1101y HACT Jera bl CTaTyC 1 1 e

DeCYPCHI CETi, KOTOpHIC OIIPCAC/CHbI LTS CT0 CTATYCA CHETEMOI aTopITaIu
B cxexte npocroi ayTenmid KA Nepeiata maposs 1 u,.emmpum,m nosa0-
BATEAS1 MOKET NPOISBOMIITEA CACAYIOUTNIT criocoGayt [4]:

O B HESAIPPOBANHOM BIVIE: HANPIMEP, COTACHO IPOTOKOTY TAPOBHOIi ayTeit-
tuchmicant PAP (Password Authentication Protocol) napon nepezaorcs no
U CBSI31 B OTKPBITOR, HesauuerHofi dope;

Bije: e aumbie (e Top 1 mapos
TI0IB30BATEIS1, CYHAITHOC YHCIO i MCTKI BPEMCHIT) AIGIICHE IOCPCACTROM
unIppOBAIIS 1T OAHORApABCIHOT KLU

Cxena 1POCTOli ayTeHTHIKAINL ¢ HCNOIBIOBAINICN NAPOI NIOKAIANA 1A
pic. 5.1.
Monsaosarens A Cepaep ayTeHTuchvkaLm

[ Per

D Fa B 2p e P

E ol {na
(Mapon NoAMHHIii)

Puc. 5.1. Tpocran ayTenTHmaLA € HCONb30BGHHEM NPOTA
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L30BATES B He-

OHEBIINO, HTO BADIAIT AYTEHTHHKALULI C Tepeatei Hapoist 1m0

¥ Tac
KaK 1apo.tb nojBepiken arakay i ter trotm
SAWTHTS MAPOITD, €O HYAHO e

iy, I oites & Sk SkREREA oGt A i E, u pacutipposanist

i ooy K. Hposepica no-
30BATEI151 OCHOBAIA Ha CPABHEHHI IPHCTAHHON TO/I30BATEICM IAPOst P i HEXOHO-
1o st P, Xpansiterocst ta cepuepe ayreniuiaun, Ecai aiasciis P P!
COBITAZAIOT, TO Mapo:th P, CHIMTACTCS! NOAIMIBIM, 2 TIOTBIOBATEIIh A — JAKOHHBIM.

Cxent poctoii ay HE TOPKO MeTOMIE
Hepeau MaApOeii, 1o 1 BHARN 11X Xpariemia it posepii. Hanosee pacipocrpa-
HCHHbIM CTIOCOGOM SIBISETCS! Xpaertite Hapoeil 10s30BaTeACil B OTKPHITOM BILAE B
CHCTeNHbIX (pailax, pIteN Ha 5T (GaiLibl yCTAlARIBAIGTCS! ATPHOYTH! FAUITH O
TCHIS 1 BAICH (HANDIMCD, TPI TOMONUI OMICAINIS COOTRETCTRYIOUTX IpHBILICi
18 CHICKAX KOITPO.15 A0CTY1ia Orlepationiiof cicrexi). CHCTeNa colocTansier pue-
JICHIBI TIOIB3OBATEIICM TTAPOITD ¢ xpammlulm B dpaibe napozieii samicsio. Hpi atom
criocobe e Taie KK
S oA S e, Do AR ASBED cnocoa -
sercs noysens B cicreve eruii anyi-
HIICTpATOPA, BITIONA TpABA A0CTYIIA K CHCTeNtN dpaitiant i, B sactHoct, K daiiy
naposieii.

JLas oScrieiertis HACHKOI SAIITH OTCPAIIONION CICTEN IPOTh KIKAOTD

HIKOMY APYTOMY,
B TON WHEC 1 ANIHIHCTATOPAN ciCTeN. Ha riepmui B15T0, 70 1RO
aHact mapoh He OTAKACTCST HOTATHBHO 12
CHCTEMbI, TOCKOIBKY A/MIHHCTATOP, BOIi[U1 B CHCTEMY OT HVeiit OBHIAHON 1101530~
BATEII1, NOYACT 1IDARA, MCHBILINE, e T, KOTObIE Off HOTYHIIT, 3aii/s B CHCTENY OT
CBoCro v, OUAKO, BXOS B CHCTEMY OT HMEHH APYTONO M0b30BATCIS, AAMHHHC-
DATO NOIYIACT BOINOHOCTS OO, CCTENY AYIUITA, A TAIGKE CORCPIT) i
o, atoro B
cucreste. Takii 05pa3oN, HApOI HOIOBATECIH He KIS XPAIITLCA B OlCpAILL-
OOl CIHCTENe b OTKPHITOM BiLe.

C TONKIH 3peIIt GE30MACHOCTIN HPEATIONTITEBHBIN ABISCTCA MTO TICEati 1
Xpariciis napoieii ¢ HCTO30BAHIIEN OAHOCTOpOrHITX hyHktutii, OG0 15t nid-
|mmmm|u|n1u1 B A THOTM0RTEACIT HCTOTH3YIOT O 15 IEACETH KDHITTOr-

b i pans e av apos,
5 wpm napoxs, i ) K naposmo xaut-chy

C b i He 103BosICT HapoJIb 10 €10
0GPy, HO MOIBOACT, BHIICIID XotlI-(hYHKILO, IOYSIITH 00PA3 BRCACHIOTO 10Th-
SOBATEIIEN 11aDOJI1 1§ TAKIEN OGA30M HIDOBEPITH NPABILIBHOCTS BRECHION aposis. B

fittem caiyuace B KauecTse HCTIOMB3YeTCs! pes,
HEKOTOPOIT KOHCTANTBI Ha 1o

Hanpisiep, oariocroportisist (yiiaust A(-) MOeT GbiTh onpeieriera caeayiouunt

06pao
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7(P) = E(ID),
e P~ maposth nosoares
1D ~ waermidpiicatop nooBaATEsE;
- npoucaypa c napos P ka-
weeTse itioa,
“Taxte pyHKTH YA0GHb, ecinm U

B arom e

e

4 HAPO I KO U EaKOB!
nponepKa tc P, coctoit
cepuepy ayrenTiukaiun otobpasKeris h(P,) 1 CPABHEHIIS €10 ¢ NPEABAPITELHO
S s i W it ik Tt o St S e
J(P,) - pitc. 5.2. Ecau orobpasernus A(P,) n i (P,) pasiisi, o canraetes, \rro noisao-
BATEIL YCTNIHO 1poties ayTenTHHKaIIIO.

Monb3aosarens A~
Tionesosarencifly (eHTUUKALIMOHHaS
[ h@®)D, | VA ,Z%m:a

Dy | h'(F)

Z |
Her ~
ilila
Puc. 5.2. VIcnons308aH#e ORHOCTOPOHHEH GYHKUMH A1 MPOBEPKM NIOPOTA
Cuicresiit npocroi ia ocrone naposcii mveior
10CKOBKY 1

HPOHEXOIT 13 OTHOCHTE b0 htﬁmhluom MosKecTsa c:10w. CpOK AciicT Mor-
PA0BOFO MapoytA oK I ®
TaKIe APOATT AOTHb! PEry-TAPHO ENCHATHCA. BLBIPAT, MapO:TH HYKHO T, wroBh
Ot GLIH TPYAHBI /LIS YTAABIBAIILL 1 HE IpucyIeTIoR B loeape.

Cxew ayrenm naposx, e obazaior
il BebtarmsaLe: Tk Aapoite Sowes ReporsaTtss; GhsraiATh s
CNOTPETS I HPOCTO YKpAcCTs,

5. AyTeHTudukalms Ha OCHOBE OAHOPAa30BbIX N3

Kak yake OTMesa10ch, exembi 1 wito-
FOPA3ORHIX HAPO-IIX, He OGIAAIOT Boce 2
SIBIAIOTCS MPOLCIY P ayTenTiIKAILIN Ha 0CHOBE OiopazoBix naposeii OTP (One
Time Password).
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OHOPAIOBBIX MAPOJICH] — HCTIOM3ORANIC PASIHIHbIX HAOCii 1pit
KAKION HOBOM ZATIPOCe Ha NPEAOCTARICIIe A0CTYITa. OMHOpa3oBbiii utHAMITICCKIti
1HAPOJIh ACHCTBITEIICH TOABKO /U151 OAHONO BXOA B CHCTEMY, H 3aTeM ero AeiicThie
ncTexaet, Jlavke eci KTO-TO EpeXBATILI ero, 1apoith oxaketes Gecnionesibiy, itia-
Mimseckiit (3 3 napost JUTIM 13 JHIIIX:

HpOIleCC ayTeHTIHKALUIT OT YIPO3 H3Biie.

Oju0pazoBbie apot reriepIpYIOTCst ¢ noontsio OTP-rokerta. /List 51010 Hctob-
ayercst cexpertili 1104 noM0BATE 1, passeeniili Kkak pityTpi OTP-rokeia, Tak
1t Ha ceprepe ayTerTiKaL1.

L1 TOTO {TOGH HOYITS A0CTYIL K HEOGXOUINIM PCCypea, OII0BaTe:h 201
ke pnectit n.\.m.,,mmmu,mumumum OTP-Toxeita. 10T napo:th cpaiiBactcs
H0CIC HeTO BHIHOCHTCS
peiteite o npeocTanerin Aocyna. [IpeHNYHIECTEOM TAKOFO 10;X0/a AVACTCA 1O,
410 n0K0BATE IO He Tpebyercst CORIITY TOREE € KOMIOTEpoS (3 oTe o7

Tunon

Ouaxo i UT. KoTOpBIe
BOMOKHOCTH PaGoTsi ¢ OTP-ToKCHAMI, HAMHOTO MEHBIIIE, 4eM 415t CNAPT-KapT 1t
USB-rokeiton. Heaocrarkos OTP-TOKCIOR ABISCTCs OTPAIIHCHIOE BpeNt Kit3iti
omiix yerpoiters (1pi pe rona), Tak Kkak paboria
HenooBaie Gaapeiiit.

napozsm s
JICHIBIX HOTb3OBATEIICH (CM.

poBepK y

rany 11).

5.3. Crporas ayreHTuduKaums

Mzes crporoi FACTONACTCS B CeAy Iy (o~
BAIONLEs) CTOPOHA JOKAZHIBAET CBOIO croporie, fievoriC-
TpHpyS aiaiie [41,50]. Bror cexper yoser Gorrh

HO pacrpen
obmetia.

5.3.1. OcHoBHblE NOHATUS

B coorserernint ¢ pexovenatuayit cramapta X.509 paisaior npoieiypi Crporoii
ayTeHTHOKAI CACAYIOUTX THIOB:

1CH GESOACHBIM CTIOCOGOM MEAAY CTOOHANII ayTeHTHAHKALIONHOTo

O oasocroponnsi ayrerimKaisE;
O asyctoporis ayrenidukatus:
O ‘Tpexcropontsis ayrerTiHKALSL

O 1 e i Tos1bKO.
B OHOM Jlanmwii T QUL TI03B0TISCT:

O NOATHCPAITH NOATHHOCTS TOBKO OOl CTOPOIBI HHOPMALIONIOTO 0fye-
a;
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o i
O oGHapYAIITI NPOBCACHIe ATAKII TIa <10BTOp Hepea
uto N oske

BOCHIOILIOATHCS TOBKO NPOBCPSTIOILAST CTOPOITA.
7 10 CpaBHEHIO ¢ iit conepikiT 210~
ii orser ii ctopoitst aloieii croporie, kotopuili ot
el yGCITH Ce, HTO CBh YCTAHABHBACTCS IMEHHO C TOl CTOpoHOii, KOTOpoii Gbiit
npeHA3IANeHbl AYTEHTHHKALIONHBIE A,
coxepart Hepeaty Aanibx
O JOKAIIBAIOLILCHE CTOPOHBI TPOBEPAIONLEiL
CIICIYeT OTCTIFTS, 4TO Jariast KAace (KA A0CTATONHO yenopia. OTyeseri-
Hbic 0COGEHHOCTIN HOCAT B Goutbuteii CTenciti Teoperitieckiii xapaktep. Ha nparitke
HaBOD HCTIOB3YCNBIX TIPHENIOR 11 CPEICTR FABNCIHIT HENOCEACTRCHHO OT KORKDETHbX
VeoBHii peamiaIni npottecca ayrenTHpuKaII.

Kai yike OTMHI0C, TIDOICCCh ¢TPOrOfl ayTenTH KA MOryT Gbirh peaiio-
Baitbi 1 ocione npoepork it adurician
METO10B.

Crporast ayTeHTH(HKALIIS MOAKET GBITh PEATIOBANA 1a OCHOBE JBYX- 1M TpexdpaK-
TOPIOIO IPOICCA HIPOREP, 10 PYITATAN KITOpOTD HOTIORIEO MO [
IPEOCTARICH A0CTYII K SANPALIIEACMBIM Pecype:

B 11cpBoN CYHaE HOTSORITE 10ACH L s PIN-

Ko ntceT apry e USB-
cion). Bo Bropos ciysiac f TOSBIAET elte O THI Wie
LWHORHBIX JaHBIX, HaTiep GroveTpiteciite gartbic. Ha nps pokoe
HaXOUIT ny y
il cpexctn ii cinpkaet pob naposeii,
it B oM cue o0 ctporoii ii ay }
Wi, TaK Kak, 1o onerka, : noMIHTH J10 15

a3 THbIX HapOieit U1 AOCTYITA K yseTHbiy aresiy. M-3a mipopyatuorioi nepe-
IPYARCHIOCTI COTpY.ANHIGH, MTOB 1ie 3ABHITD PO, SATNICHBAIOT 11X 1 GYMATE, HTO
CHIDKaeT yp 113-32 pHCKA napoast. U 3
VeI, 111 BYX(AKTOPHOH, ayTeHTIIKAIII T03BOIICT He TO; ¢
Pt MT-Ge30nackoCTIn, HO 1t OIITHMISIHPOBAT BiyTPHHHe TPONECCH KOMIarIHIT
BCIICCTBIE YMEHBIIEHIS PAMBIX (HHATICORBIX TOTEPD.

5.3.2. Mpumenenne cmapr @apt n USB-ToKeHOB

st atesieii BHEIHIX HO-

cueteii imdopyaiin (evapt-Kapt 1t USB-TOKCHOR) N03BOISCT 3aMETHO IOBHICHTS

FAENNOCTS CHCTeMbL. B OTTIIIC OT naporei, Biaeent GHCTPO y3HacT 0 Kpake

BIHCLNICTO HOCIHTEsH 1HGHOPMAININ 11 MOKCT CPAsy IPHHST HEOOXOMIMIE Mepb 151
e

Y

bKO C

Napt-Kapr 1t USB Goitrit, Taic Kaic
i ii KOTODBIM 0IEKCH O0IAATS He0neK,
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utoGh1 noiirit b cncresty. Jlnyxdaropiiast AyTeTIDIIALLI 14 CeoBe AT AT
USB-ToKeHoR Havioro faeiiee
naposicii.

B oTniie 0T npoCToii ayTeRTHGIIAIIAL, KOTTA TIOKOBTENO0 NPEAOCTARIACTCS
JIOCTYIT K CHETeNE H0CIE BRECHIIS CBOMX WMEHTH 1 1apoJis, ABYX(RAKTOpHAst ayTerTi-
qmmm INCET VIO HOPAAOK: BaMeHt PO HOTH3OBATE T TOTKCI IpETAITY

HOCHTE I — CMAPT-KApTy WK TOKeH, i 1 cex-
pemnbii 104 nossomares. Hpi sros 103 JoKerH Tpes He TObKO
B HOCHTE:Ih CeRPeTHOrO Ktioda, 10 1t Breerit PIN-Koi A0CTyIma K nociretio,
Tpitiest 1t cexpernbiii K1i0s, 11 PIN-KOJL Hif B KaKOM BILZE 10 KOpTIOATIBHOil ceTit
e nepezaores. OTeyTETDIe HepCzn ceRpertiono k0w i PIN-Koxa uepes cers

nosbiaeT nponecca
TMpumerenne cmapr-kapt
Kapra co ket B0z

- qwummu KOHTDOI51 0CTYHa K HAMSTH CMAPT-KAPTHI i HPOM3BOJBHIUIM TAKGKe
paint ix ynkimit. B PTHI COCTONT B TOM, 4TO
oA ocylCTATACT He TOTbKO xpanume. paGoriy
C POHH
A - ——

CMapT-KapTBi MOKIIO 1o aa:

O THm MiTKpOCKeMH;

O ClI0CoB CuTHBAIS HHGOPMAII ¢ KapThL;

O coomsercTaie CTaapTa

O obmacs mpuerers.

B or i MHKDOCXEMbI BCE CMADT-KADTHI JIC/SITCA Ha 162 O

HOBHBIX T KAPTS € AMSTHIO 1 MIKPOIPOLCCCOPHBIC KapTbi.
Kapmoi ¢ naxsmero npeasasiiasersi uist xparerist ungopyain. Ty ia Takiix
THITAX KapT MOAKCT GBIT CBOGONO U1 JOCTYIIA 1L CONCPIKATH AOTIIKY KOHTPOIS 10~
Ty K HAVSTH KapTBi 15 OFpAIIFICII OrlepaLuti srremis 1 3anic Aaunibix. Kapros
taysTin MoryT saiunathest PIN-kozoy
Kapmt e frest B gy, caooii 06-
pabotian indopsarutis. MHKpONPOLCCCOpHast KapTa COCPAIIT MIKPOKOHTPOIL
gt TEEEoD KOTOROTD CORMIE ¢ COMPOLECOOPt, TR
criom O3Y,

crupacbi T3+ SCHIEY (pic. 5.3).

"B cooTan MHKpOKOHTPO:LIER /L1 CADT-KAPTH BXOMAT

O nenTpaTbib MKpONpOIIECCOp C TaKTOROI MacToToil 20 10 MTi;

O oneparisioe 3Y (RAM ~ Random Access Memory). 910 mavsith ;uist pesieii-
HOTO XPAHCHIT! JQAHHbLY, HATPHACP PE3yIBTATOR BHHCICHItH, NPOIBCCHIEIX
MIKpONPOIECCOpOM. ENKOCTS 3T0if Nyt COCTARIICT HCCKOABKO KILIOGAIITOR,
latsic, xparisibie 5 O3Y, 1Pl OTITONCHIN HATSTCHIIS THTAIIS TEpAIOTCS;
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Wirepdpeiic co
cumeisarenem

Puc. 5.3.5
5 MHKPONPOLECCOPHYIO CMOPT-KAPTY

O noctommoe 3Y (ROM — Read Only Memory). B 113Y sanncusactes 1aop
HpOrpas, creTenoii exapT-kapThi. Enkoers [13Y
MOKCT COCTARIISIT ACCATII Kummmm,

cripaesioe 1po

poficrio DCIIIY (EEPROM - Elecirically Erasable PROM) I4ndxlpn|duuﬁ

0 3Y MoskeT GbITh MHOMOKPATHO Hlepesalicaiia 1 cuiTaa. EvkocTs nasrin
DG NGR HEorT Al A OG0 SYACOAIMORE D Sroft Ebotot D ATt HOALED:
BATCABCKIIC AGHBIC, KOTOPBIC MOFYT CHITBIBATHCS, JAIICHIBATECA 1t MO~
WHPOBATECS, 1t KOH(HACHIABHBIC Aaitiibie (HATPIED, KpHITOrpagiiceiie
KON, HEAOCTYIHbIe A1t piictaAsX nporpasisy. Mariie B ACIITI3Y mpis
OTITIONCHHI TFTalIS e TepAIOTest;

O exema proga/sesoza (1/0). Hpeamasiauena /uist 0GMeHa AHHBIMII C BHCLIHINIT

“rpoiicTaavit;

O ceres rmnnammu (Security fm[ums) Berpoenia ccten GeaomaciocTi
U 3aNATHI Ja pre; MosKeT
el e b e

Ha 9T0T CONPOIECCOp BOAIATACTCH PeaTHaaIts PAVTIIbIX NPOLEAYP, HEOBXOMI-
MBIX U151 TIoBBIIenHs sanpimentocti CHA, B Tom uncie:

O renepatitsi KpunTorpadiuecKix Kiodeit;

o I (FOCT 28147-89, DES, 3-DES,

RSA, SHA-1);

O BBINOJHENHE OTIe]
nepica);

O maimoere oniepait ¢ PIN-KO10M 11 Ap.

il ¢ 2€KTpOIHO 11 POROIi HOHCHIO (renepartis 1 po-

B TI3Y sancan enetutabiii 1260p 1porpasiy, nasbisaessii oriepaioniofi cic-
Tesioit i s €OS (Card Operation System). Higopsaua 13 sacusacrea
acresa 0

v
b ) Y o }
Ha. K JGHHBINL TIDI DTOM HACT JHIBIX MOKCT GBITh AOCTYIIHA TOBKO BIYTPCHIIM
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nporpaant Kaprsi Urerie i samich b ceren mavsirin SCTITI3Y Korrpompyercs
onepautoIIoil cHCTeNOiL.

MIKpOPOICCCOPIbIC CNGT-KAPTH AISIOTCH Oert THOKIN CPEACTHON. B conpe-
N DU AP CHETEA BT TSR Gl apTE P
i Tporpavibi ne

5 ACIN3Y : KAPTB  MOTYT GiTh M-
IDOBAIIBL HEPCS ONEPAITIONILYIO crcreny. OHIUA TpOTPAMMIPOBAIII MIIKPOTIpOIee-
COPHbIX KAPT CHIOCOGCTRYCT GHICTPOI] ATAITALUIIE K HOBHIM IDILIOKEHHSM,

CMAPT-KAPTH Oy anurt a kapre

HOPNAIIH NI €€ Iepease, STEHIHi i FAMHCH.
Cymecrnyer X CMApT-KAPT — Kapmb ¢ Kpun-
peuKoit. it Kapi e c51 1 CHCTCMAX 3an T HibopMALIIE

U151 DHISITIIS. HETIOCPEACTRCHHOTO YHACTILA 1 IONCCe NNPOBAHIT AQHHBIX 1L1H
BBIPAGOTIGH KPHITOTPAHSCCKITX K0l ATeKTPOHBIX 1HHPPOBLIX HOMHICE 1t ADY-
10t HiichOPMALUII, HEOBXOUNOI LTSt PaBOTD CHCTEMbL

Tlo cnocoby cui 151 MHOPMALLTI ¢ KapThi P
capr-iapr:

1AIOT CICYIONIE THII

O KoHTaKTHBIE;

O Gecronrarriiic;

O co cmoenbIM HHTEPGDEIICOM,

Konasmuas cvapn-ama coc- | | FT
[

‘mcmlmm)h OCHOBBI M
A SEntor B o o

61w 8 xon-
raicton (piic. 5.4). Pasvepni wactit-
KOBOIi OCHOBEI KapThi 1t TOBHILI
Konaicron onpexeicni Mexiyia-

Puc. 5.4, Tpumep koxTaKkTHOM
MAKPONPOLIECCOPHO CMAPT-KAPTS

pooit i 10 i wior craizapry ISO-7816.
NapT-Kay i o cunbina nocpeacson -
ausecoro cnox KONTAKTOB € KOIT -

‘rispate:ts. TIDH STOM CMPT-KADTA IOAYSACT OT CHITBIBATE,I5 epe3 KORTAKTHbIC 10~
BEPXHOCTH DHCPIIO MITAHII 1 TAKTOBBIC HMIYJIhChI 1 TIEPEAACT CHITHBATEIIO N0
W TepMHIATa wicpop-
Marw10, Tlepeiasia JaibiX MCKLY CHIITBATE/ICM 1 KapTOfi IPOHCXOIIIT Hepes AByHal-
pawieibii noccoateabibiit mrepdeic (1/0-nopr). Lt Merox cuirmisans
PeAIZYeTC AOCTATOUIO POCTO, HO upn SEACTOM HCTIOMB3ORAIII TOBBIIACTCA 13HOC
KONTAKTOR KapT. swasete
KOITAKTOD K H3HOCY, KOPPOI H SATDAHENHO. num.WL.\mmmmmn cpaii-
TEIIBHO JOPOH 1 IINEIOT TEICHIUO K HCIpaBILTbHOMY CpadaThiaritio. Kpoe Toro,
CHNTHIBATE. I JOCTYIIHbIC AU BCeX (HATPHME, B Te/edhOHHBIX AIITAPATAX), He MOTyT
GbITh SAULICIb OT BANALIIMA,
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Gostee nepenexBLN THIoN ©

Becxonmarmuste cxapm-xapmst o
@

pr.
Bormmiie or pr-Kap MAPT-KAPTHI

HO IVEIOT patHOuACTOTH MO ii anerioit, ii s cos-
3i1 CO CHIITHIBATEIIEN I INFTAIIIS MUKPOCXCMbi. TAKIC KAPTH PEATHAYIOT TeXHOAOMIO
paosctomol e RFID (Radio Frequency IDmuf\leun)

B cocras

Typa ee iiTer

weccopHoii cyapr- a

femaoft cxas (ena). Berposmia muuwwm CXEMA COCTONT 113 ABYX HacTeii
(PY) u ‘xena
PU iiepieiica COCMNACTCH C BHBOIAMH AITIIb CYAPT-KAPTH M HCTIQTH3YET f1epe-

UL TIOTYHeHIS SHEPrIH
(@ ZGHIBINII MCAAY KATOI 1 CiTHBaT

TANIS 15 CAPT-KAPTH 1 OB

Moayns  Awrewa  Kopnyc
Vionaus ;. uynom KapTel

BbiBORL! aHTeHHb

(a)

KanTente
2.2

NinpokoRTpOnNep

Onepauytonnas
cucrema

l scnnay

anemenTsi
6) it cxemst (wuna) pr-Kap
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CuHTIBATE b FEHEPHPYET DEKTpOMAT oy
i BiCcetHI KApTH B 3011y ACliCTBi a1 3y :
B kapry anrennty n P mrrepdeiic
KapToi. TTOHHB HEOBXOUIMYIO DHEPTINIO U1 PAGOTH, KAPTA TICPECHLIACT HA CHIITHIBA-
Tt CBOIl IACHTHGHKAIMORIBIIT HOMEP ¢ HOMOIBIO H/1eKTPOMAIHITHBIX HMIIY.IBCOB.
ompexeteiioit Gopyb 1t HaCTOTH.

BeckorTaiTitbie eMapT-KapThi cpadaThiBoT Ha pacerosti ot 10 e 40 1 u ot
CHITHIBATE 15 B FABHCHNOCTH OT €10, |)<160-lun “ACTOTS I e TPeGYIOT HETKOTO oS-

w0 0 pabory 1 YA06eTSO HCIO OB,

BLICOKYIO TpOIIYCKITY i woii KapTDi e
1pOCTO TozueTIt K

Wiorza st a10r0 THNA KApT repwin Hands Free (pyxin

CBOBOUTb), TIOCKOTbKY TAKYI0 KAPTY TI0Tb30BATCII MOSKET HOCHTD B KADMANE 1L B

C wereny i cobpar-

Hoit cmpmn,x JIBEPH, YTO NOBBINIACT CTENeHb €0 3AIITH OT BAIVEATHZMA.

ypos
Bobostil ity (Pusmnl Idonuﬁmtlun Nbar), wapbri st
KON BAaEbILY KapTHi, /L
10 xota (PIN-Koza) Byecte co PIN-xon0nyio nmarezh
(icaaniarypy). CACAYCT OTMETIITS, 110 pinvienienite PIN-KOTa B Ka4CCTRE OCHOBIOTO
MACHTHHIATOPA B CHCTEMAX KOHTPOIS! J0CTYITA He PEKOMEHAYTCS, TaK Kak 90T
MU ATy WA OB CeRgeTHocTL
a wactore 13,56 MIi i pasyiessi-

0TCH Ha 1BA KIACCR, KOTOHIe GASHPYIOTCS Ha NEAYHADOMbX Crarsiaptax IS0 TE
14443 1 1SO/IEC 15693.

B rafin. 5.1 NPEACTABIICHbI OCHOBIBIC XaPAKTEPICTITKIH GECKORTAKTHBIX CMapT-
Kapr.

TaBnmua 5. 1. XapaKTepuCTiv BeckoHTaKTHSIX CMAPT-KapT

Yacrora My 13,56 13,56
Ducranun srenn Do 10cm Lo 1m
bl wunon nawem, nawam,
€KECTKOM» € €KeCTKOM»

noruKko, npoueccop norxoi

Oynkm nawsi Yrenme/aanncs Yrenmte/3anmcs

Ewocrs navamu 64 6aiir - 64 K6 256 6aiir - 2 K6

Anropmusi umbposanus | Texwonorss MIFARE, DES, | DES, 3-DES
3-DES, AES, RSA, ECC

Mexarumam Ecr Ecrs
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Tl vapr-Kapt cucresax cun
st yerpoiicrio (nm i i apt. Yerpoiicrsa sreitst cvapT-apr
NOIYT 10; ¥ HOCPECTBON nopra, cota

PCMCIA i USB,
CMApT-KAPTH OCYICCTRIAIOT Xpalieilite cepTHIKTOR 10153051
BOTO MaTEpIATA B )
HONAACT B0 BPARACBHYIO BHCwION0 cpeay. JList NPOBCACHIA yerentHoli ayreiTii-
(piKaLII TPEOYCTCSH BCTABIFT CMADT-KAPTY B CHITHIBAIONICE YCTPOIICTHO 1t BRCCTIE
naposth (PIN-kox). O Cursmae
i cooTBeTCTRYIONIT] €AY KTI0S
wm Xpaeit 1t npinvereii SAPHTON 1108 HTIOIISYI0TCH PASHBE HOOS:
pocToit 13 Hirx ) 1w G

et 1t Knoue-

Hocurreas a it

KapTa DICTIOPTHPYCT SAKPBITHIE KON 1 KPMITTOrPAGICEKI OIIEPALUII OCYIICCTRII

0T 1 padovicil CTarutis., HTOT MOIXOR ABISETCS He CAMBI COBCPIICHIEIA € TOUKIL

apeitist GE30NACHOCTIL HO 34TO O OTHOCHTEBHO ACTKO PEATI3YCN 1 MPELABIACT

HeBbiCOKIte TpeGoBatIIA K yeTpoiicTay ayrerTidikanL.

o Apyri 03501 Gosiee Geaomaci, HocKo Ky

Tpoiicraom ayre: oneparuni.

TIpit NepBOM MO/XOAC MOBIORATEIIb ICHEPHPYCT KI0MI 1a padoseil CTaitui 1

coxparsier x b mavsiTit yerpoiicra. TIpit BTOPOM HOAXOAe HOMB3OBATE D TeHepHpYCT

KON IPII TIOMOLE YCTpOficTBa. B 0BOIIX CVHsX N10CAC TOTO, KaK SaKPBITHl] K101

COXPaHeH, €70 Heb3st HARICHD 113 YCTPOICTEA I HOTYSITh AI0GBIN APYTIN CTIOCO00N
 Tenepaiuis sai04€n0i maput i YCTpoficTsa. B 9T0M CIY S HOTSIONIICAL MOKCT

o rroro inioua. Ecut yerpoiictso puiiaer i3 erpos, Gy-
Jer norepsto, : coxpaIT TOT e
SANPUITIAI I110% b NI HOBOT0 YCTPOICTER. 10 1HCOXOUNG, ¢TI HOTOMITETIO
pedyerc arte-i6o atsie

¥ gl o S T N =

pricky Gums ero KoNmposie-

ratuo.
Tenepaitist Kmoviesolf mapbi ¢ HOMONIO yerpoiierna, TTpit aTom sakpuiTsill Kot
e HOSBIICTCA B OTKPBITOM BILLE H HET iCKa ero noxeris. Eumernentit crio-
€O HCTIOB30BAITIS FAKPHITONO KTI0%a — ITO O0TALaIHE YCTPOJiCTBOM ayTeNTIHitka-
wii. SIBssCh HAGOCE Ge3ONACHbIA, ITO PelICHIIC BHBHIACT BICOKIIC TpedoBarIis
K BONOAOCTAN CANOTO YCTPOFCTEA: 010 OO O0TAATH VISWIONATHIOCTHO
renepatut o 1t KpimTorpa N
DellieHiie TAIGKE IPEATIONATACT, SO 3AKPbITbi KIO HE MOKCT GbiTh BOCCTAHORICH 1
rae BHIXOAA YCTpOIiCTRA 113 CTpost. Hoz0BHbiM 0Bpasost criocobist pagoTaT k-
ponporeccopibie evapr-kaprsi, nanpinyicp Athena ASECard Crypto, Sehlumberger
Cryptoflex 1 ap.

Caenyer orverinTs, 4o T criocoBist
H0 HOBCSIT NABILIBHOCTS A0S Ha AOCTYI K KTIONCEO HiXpOPNAILIH i 1Dt 2~
KapTHI 1POBEPIY
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1APOI 1A JOCTYII K KApTe NOAKET IPOMIBOUITS 1ie ONCPALIONILA CHCTEN, A Cava
apra 18], Hiresuieiryaast Kapra NOACT Goith SaIpOTpRNIDOR 1 CTIpArG
Xparioii Tocie Ko
B HOMPABILTBHBIX NOMBITOK BROAA TEAPOJISL, MO HE TO3BOISET NOACHPATH Mapoith Ge
HACTOFO KOMPOBAHIIS KAPTbi, & 3TO BEChMa JIOPOFO,
apT-ka @bitbl 1St » YPe OTKPHITHX
noweii PKI, Tax kak ocyimecrnasior Geaonachoe Xpareiie i 104eB0r0 .\m’r(‘pua,n
i ceprindpicaron 5 camon yerpoiicTse. JIOCTORHCTROM Cyiap
IETCA YIOBCTBO €6 XpareHS: (HATPUNED, € MOXHO ACpATS B GyMAKHIKE BMCCTe
C ApYrII KapTOUKAMIT).
HeAOCTaTKOM CMAPT-KapT SIBISCTCA HIt3Kast MOGILTBHOCTD, T10CKO!
 HINH TpEGyeTCs CaNTbIBAOIICe YCTpoiic

y i paorsa

TNMpumerenne USB-TokeHos
USB ABsOTCSH ~apr-Kapr. ToaTony crpykrypbt
u U 1t CvapT-KapT 1p WeHTIN b

B coctan USB-TOKeHOB MOTYT BXOT:
O MHKPONOLCCCop — VIIpaBeHite 1 06paBOTKA AaIHbIX;
O kpirrorpadiicciaii nponeceop — peamimauis atropirsion TOCT 28147-89,

11_ DES, RSA, DSA, MD3, SHA-1 1t apyritx kpitrrorpacpiticckirx. npeod-

o Ush fica ¢ USB-ioptos

O onepatyuras Tty (RAM) — XpaHEHHE HIMEHeMLIX. JAFEG

O samumerias navsms (EEPROM) — xpanentite ioseit nndpposanis, maposici,

CepTHOMKATOR 1t APYTHX BUKHbIX AIHbI,

O nocrostias naysit, (ROM) — Xpaieiiie KOMAHA 1t KOHCTAHT.

Koncrpykritpiio USB-icnioun nhinyckaiorest B pitie Gpeokos (piic. 5.6), kotopbie
JIOTKO PASMEIIAIOTCS A CRAIKC ¢ 00bIt-
it oA, Bpesiorit phiycicaioTcst
B LBCTHbIX KOPIYCAX 1 CHAGAAIOTCS! Ciie-
TobI HHKATOpaNH paGoThL. Kajkc
i wACHTHGMKATOp HMeeT PO
exilf npit aroTonenn cobeTnentli
yincasoii 32/64-paspaunuii cepui

bt HOMep. Puc. 5.6 iaemudmkarop eToken R2
USB-TOKeHbI CO BCTPOCHHBIM HHIOM
TAIAIOT BCCI NPEHMYILICCTBAMH CNAPT-KADT, Cisi3a ¢ Geaomacimay xpaern-
e X cueenii 1t ocy
HDANG BHYTPI TOKEINA, 1O WICHb 11X OCHOBHIONO CIOCTATK, TO €CTD e TpeGyIoT
USB-roxent K USB-iopry

HCIOCPEICTBCHHO I € HONOISO COITITEb N K, mockosey USB -
cres HOpTOM s 1107 yerpoiicrs.
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Tporie
T B B oA
wepea USB-niopr i mroaurt PIN-koit

Tomtepssra cnenndanuii PC/SC nogmoser Ga rpyaa nepesomims or evapr-

i ayrenmiduratui ¢ USB-n npoxo-
yerpoiicrso

Kapr K Ut W BCTPAIBATD HX KK B v TaK B
Honbie.
Brraba. 5.2 HeKoTopic USB-1

Ta6nuua 5.2. Xapakrepucrk USB-rokenos

iKey 20xx | 8/32 64 | DES (pemumss ECB  CBC), 3-DES, RC2,
RC4, RC5, MD5, RSA-1024/2048

eTokenR2 | 16/32/64 32 | DESX (kv 120 64r), MD5

eToken PRO | 16/32 32| RSA/1024, DES, 3-DES, SHA-1

ePass1000 | 8/32 84| MD5, MD5-HMAC

ePoss2000 | 16/32 64| RSA, DES, 3-DES, DSA, MD5, SHA-1

riloken | 8/16/32/64/128 | 32 | TOCT 28147-89, RSA, DES, 3-DES, RC2,
RC4, MD4, MDS, SHA-1

¥ b mmpokte nxnpu-
MeHennst — ot CTporoii ay " a

i y BYOMA B 1yio cerh 10 Ha OCHOBE TOKCHOB
crerem y 2
JI0B, OPraHMZALII FAUIICHHbIX KAHATOB NICPEAUI JIHBLX, YIPABICHIS TIPaBay

i

ﬂ()cmmlnumm USB-TOKCHOR SIBISIOTCS MaIbie payepbi 1 Y00CTB Xparieitis,
npoctota « USB-niopry, nhi-
cobA ORI HOCTs Taxokan VISE - Toui e i Lo pabonek crasbum
Ha 110GoM HOyTGyKe. C:1aGhin Mectoy USB-TOKCHOB BeTCst Orpaimimicribiii pecype
ix USB-pasenion. Hanpinviep, vt wiermiidpmkaropos ceveiicrsa cToken raparrii-
poBattiioe 110 oK otertii cocrapsier 5000 pas. K HeAOCTATKaM MOKHO Taioke
OTHECTH OTHOCHTEIBIO BHCOKYIO CTOMMOCT 1 CaGYI0 MEXaHHHECKYI0 SaIICHHOCT)
Gpestoa.

OcoGenHocTu ucrions3osanms PIN-koga

Hanbosee Metozo ay JepKaTE CMAPT-KAPTHI
it USB-TOKera SULTSICTCS BRO CCRDETHOD WCa, KOTODOE 00bIHO Hasbaor PIN-
Kodax (Personal Number — ii ko)
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st ora CHV (CardHolder Verification). Saurra PIN-oa siasiercst kpimirstioii
Juist GesonactocTin i cHeTest, KapToi MOTYT GbiTh H0Tepsiibl, YKpAIeH 111 I0AAC-
Jranbi, B Takux ciyuasx e i il npoTis
J0cTya ocTaetes cexpertioe siaseriie PIN-koza. Bot mosesry otipiras hopsia PIN
TOMRIA GLIT, HSBECTIIA TOTHKO SAKOIIOY CPXATENO KapTH. ONEBITIO, Siateriie
PIN 1yK110 KTl 1 CEIPETE B TeHetiie BCCro CpoKa ACHCTBIIA Kapri i TOKera.

Jlntiia PIN-Koja j0:mKiia Gt . 00 ne-
posTHOCTS, ORpeteeHn MpaniLbioro PIN-Ko1a MeTo1ou 11pod i orniGor. C apyroi
cTopots, unnia PIN-K0a 1O Gu AOCTATONI0 KOPOTKOf, 1000 Ty AN

Kapr: . Cor pra
150 D541 PNkt sames SASoA ot HETAPOR 2 e Eymombetoel
POBLIX Cit\BO10, OZUAKO B GOIBUIIHCTC CAYSACE BBOL HEINIPPOBDIX CINBOTIOB Tex-
HITCCKI HEROBMOKEH, TIOCKOIbKY JOCTYIIHA TOMbio 1ichpoBast iciaiarypa. Tlooromy
oGbratio PIN-KOI IpeCTaBsieT CoG0ii HeThipex paapstioe Mieiio, Kakiast iwidhpa Ko~
TOPOTO MOKCT IpHIITVATS SHaserite or 010 9.
PIN-K0 BROZUITCS! ¢ HIOMONILIO KTABHATYPb TCPMIIELTA ILTH KOMITBIOTEpa I
1 CapT-tcapry. CApT-KAPTA CPABHIBACT a
KOIA C STATOHHBIM SHAHEHHE, XDAHUMbM B KATE, 1 OTTIDABIIACT PEAYIST
e, e ez B PIN:xogs ornoumex  epi Geaonacrocr, ocobertio
s i G K ype HacTo
OnpeeIOTe b 9Toit MUK 06T, PIN-KCIABHATYPbI INEIOT B MpHIAKH
Moyt Gesontactoct, 1 onit unichpyior PIN-ko cpazy npit ero rozie. 91o odeciie-
SHBACT HACAIYIO FAULTY TPOTHB MPOHMKHOBEHIIS B KIABIATYDY AU TOFO, ST00M
niepexartirh PIN-KOA B T0 BpeNst, KT OH BROMUITCS,
s i

araxoit 1 PIN-Kox, nowinyio
HOATTSABIBAIIIS HEPE3 ILICHO 3 BROIOM €r0 C KTABIATY b, SIBIACTCA YIAAbIBAIIE eT0
atasieriis. BepOSTHOCTS YratblBaiiiist SABICIT OT JUTHHb! yratbisaenioro PIN-Kkora, o
COCTARIIOIULX €rO CHMBOIOB 1 OT KOMIHECTEA PASPEILICHHbX TIOMBITOK BROA.
LUt OILCHKI PHCK, CBA3ANHOTO ¢ HCTOAB30BAHIEM KotKpeTHoro PIN-Koza, MoryT
[ opaybi Bbric:
Baejiem oboanadenmst:
X~ itcao poavob KoMGiaw PIN-koa;
M~ HICI0 BOIMOAKIDIX CHMBOJIOR 112 ORI
1~ wnczo noawit b PIN-kox
P~ nepositiocts yragbimanist PIN-koza;
i ~ MHCIO0 TONBITOR yraTbiBars.
Torza sncio ii PIN-xozia popryoii x = nr.
p Bepommocn, yrazsaninn PIN-xoza 2a § nonmarox onpeaenetca dopuyoli
<i/m,
1 PIN-KOL COCTONT 1 eTHPEX JCCHTHAHbIX 1D, T0 ectb 1 = 4 1 m = 10,
T0ma w0 pomosX koA PIN-om panio = m' = 10' = 10 000, 0
PIN-korta, nepent
1poGexiofi BLGOpa OOl 13 ACCATH ThiCA KoMGHITaLIi.
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i IO pA3pCLICHIbIX NOMBITOK BB0AA § = 3, TOLIA BCPOATHOCTD YIAABIBANIS
npaBILIbROTO Biaernist PIN-K0Za 113 \CTHPEX ACCATIMILIX 1IDp 32 TIE HONBITKIL
amom coctanaer B z/m" 3/10° = 000003, nw 0,03%

C uTo6b B € X Gbuit ycTanomieist
orpaicis unmu ncucpumx onsttox Bsota PIN-Koza. Koraa wicio oGiiapy-
KCHIB HCDEPHBI HOIBTOK AOCTHTACT QO IPEICIR, HPOIEEE B0 A0TACH
[ HonbITKaN Ay Pexo-
NEHAYCTC! YA HBATS JOHYCRACOC IO HEBCPHLIX NOMBITOK B UATA30HC T |
10 255. Meron, Heroayestsii i1 passAOKHPOBAIIIS TPOLECCA BBOA, AOLKeI GbiTts

Tenteparua PIN-cora. /L retiepatuit PIN-o/a Chapt-Kaprot HCroayiores resie-
PATOD YA HCE 1 AUTOPHTS KOTOPbf1pCoSpasyer caysaiiioe cio s PIN-
Ko e Bare TABIILY HBECTHBIX TPIBIT-
HbIX KOMOHtHaLUti, HTOGb! pactiostiath 1 OTGpociT siavtertie PIN-Koza, copiaaioinice
oo 3 o osGuranui, Havoenror PIN-woz sanicosaee paapr-apry
B it y PIN-kozta niepesia-
erest Tawe 5 i Kaat,

Tokitios foonsoate SesomeuIEH yenonssomaron PIN:seve oot oag i
aiaserniie PIN-KOLa A0.IKHO SaMOMHHATHCS! ACPAATEIICN KapThi 1 He AOMKHO Xpa-
HirThest B m0Goil unTaevoit opyie. Ho mamsiTs nojieit necobepiiertia, 1t 4acTo o
aabiaior awaeriis cpoirx PIN-ko10p. TI00TOMY 9MITCHTb KAPT 0 AHBL VTS Clie-
LEUIBIBIC POICAYPBI 151 TAKIIX CAVHACE. DMITEHT MOKCT PEaitaonaTh Ol 113
creayionurx 10ax0108. Tleppbili 0CHOBAI 1a BOCCTAHOBICHIIH 30HTOTO KANCHTONM
anascinis PIN-Kota it oTnpaske ero oBpario Bazebity kaptsi. Tpit BTopon noixoe
1OCTO renepipyeTcs Hopoe anaseriie PIN-kora

Tpu wrenidhiicunin iteita no anaserntio PIN-oxa 1t npebsnerioil kapre
HCTIOYETEs! B OCHOBHBIX CrI0coGa niponepkit PIN-Kota: earopursitieckitii it
amopimiccxanii [39].

Heazropirsimieckanii crioco6 nponepiin PIN-koza rie Tpelyer npimenierits crier-
anbitbix aaropiryios. Tponepia PIN-KO 0CylIECTRISCTCS! yTeM HETOCPeACTReIHO-
O CpaBICHII BRCACIIONO KierToM PIN-KOa €0 SiaueHIsiyit, Xpanisbisit i 6ae

sattx. OBorno G g co ascusiin PIN-K010 1HCHToB miippyercs ve-

To10M po3p OB He yeroKisin
nporiecca cpapneis.

A cxa criocol mposepes PIN 70, 10 Bnccii
senerron PIN-kox y anropimy ¢ e

CeKpeTHOno KCitoua 1 e G o sim e DTN e SsHAR MR
pestezentioii hopwie ia Kapre. JI0CTOMHCTEA 9TOO MCTOA IPOBEPKIL:
O oreyreraite komin PIN-KOa Ha IABHOM KOMTIBIOTEpE HCKTIONACT €10 PACKDH-
THC OOCYIKIBAOULIN HEPCONAION;
O orcyreraite nepexan PIN-Koa MEAY GalikOMATON 1LIH KACCHDOM-ABTONATON
1 CIQBHbIM KOMIIBIOTEPOM Gaiika HCICTIONACT CrO TICPEXBAT 30YMBIILLICHHIKONM
W HABSSLIBAIIC DESY/TBTATOR CpABHEHIIs.
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5.3.3. Kpuntorpaguyeckme npoToKosibi CTPOro

ayTeHTUduKaLm

Tpit crporoii ay 3

cTopotta CBOIO. it cropone, sie-
ya st cexpera ¢
METO0B 1t CPEACTB.

CyimecTsertibi ABIACTES TOT (PaKT, T AOKAIIBAIOIAS! CTOPOHA ACNOHCTPHPYCT
TOKO SHaIIIe CCKPCTA, HO CaM CEKPeT B X0/ aY el TIpHKAIUIOHIOTo 00Vera He pac-
KpbiBacTes, 1o orpeton cropors 1
peammnie anpoci popepmouel cupotL. IIpu 910N pesysTpytouuii ganpoc 3a-
BIHCHT TO/Tbi0 OT KoTophili 0brr0
HPCICTARISCT POI3BOBHO BHOPAIHOE B HAAIE IPOTOKOMA OBIIOE HIICO.

B GombinicTse c:1ysacs CTporast ayTenTHKAIS! SAKTIONACTCS B TOM, HTO K-
bl HOAL0BATE. D Y TEHTHHIYETCA 110 NPI3HAKY BAACHILS CBOM CCKPeTHbIM

Koo, Hiasie roBops, HOmb30BaTe b Iieet Braeer

10 HAPTHEP 10 COSI3I HAUICAKAIUIM CCKPCTHBIM KTIONOM 11 MOAKCT 11 Off HCTIOAB30BATH
DTOT KIHOY JUIst TOIO, YTO OH JiCii SABJISACTCS

st o0 gopuIMAIY obveny.
HeoGsouno aTh, 4TO NORCCHIIC CTPOTOfi AyTeITHAHKAIII Tpe-
croporai e Kpurrorpac)
W pita [4, 41]. Tpesae wen nepeiiti
BapiaiTon crporoi a ce-

ayer na " Tax

5 It
PaveTphi HH0TAa Hasbiaor ronces. T1o OMpEAEIEIIO, nonce —9TO BeMuHIA, HETOh-
ayessast 2t ool 1 Toif e 1iet e GoJiee oHoro pasa.
Cpeut Ha Jetn, ; crenyer
BUULCIIT CyaliHbic YHCTa, METKH BPEMCHIE i HOMDA 1I0CICAORATCBHOCT.
OJ1HOpa30BbIC NAPANETPI 03BOIIOT I30CKAT IOBTOPA NEPEIAIL TIOAMEIbI CTO-
DOHDI AYTERTHDHKAILIOHONO 00MeHa 1t aTakit ¢ BBGOPON OTKPHITOrO TekcTa. Tlpit
wosKi0 oBecnieunrT
I BPEMeHHBIC TapaHTHIt TIEPEABACMBIX COOGHICHHL, PA3THYHBIC THIbL OHOPA3OBBIX
HAPANETPOB MOTYT KAK YTIOTPEGIATHCS! OTACTbHO, TAK 1 AOMOIISITH APYT APYTA.
Moskio npuecrit npitvepb

B
omser. Tlpi Taxoit HPOBCPKE NOTYT HCTIOK3ORATHCA CAYHAIiBe HHCTA, MTIH

BPENCIIH C CHIXpOHIBAIIC HACOB LTI HOMCPa HOGICHORTCINIOCTelt L Kot
KperTHoli mapbt (MpoBepsoIii, AOKAIBAOLIT);

o i rapartii p O
st nyre e KoHTpOIS nporoKoa

(H0cpesCTROM BHIGOpA CYHAIiNOTO HiCTa) 160 KoCkeiHo (IyTeM alianiza it~
bopMaLII, COTCPAAIICIC B PASACIACMON CeKpeTe);
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O omos w et cooBtite-
i, Ocy w3 v0-
HOTOHHO i i (Hanpiep,

cepuiiitbix HOMCPOB
foueii UTHHbL

A1 MCTOK BpeNietin) 1Go.c.

yaiitbix wiice:t cooTBeTcTy-

Caeayer omverirTs, uto HAPANCTPBI HHPOKO HCrios 1B py-
X BaHAHTAX. KHITTOrAIHCCKITX IPOTOKO/IOR (HATPHACP, B NPOTOKOAX paciipe
Jeseris k0uesoft ipopaLin).

B SaBHCINVOCTIE OT HCTIOTB3YEMbIX KPHITTOrPatIECKIL ATOPHTMOB HPOTOKOTE!
CTPOTOii ayTeITIIKALULI MOKHO PAVICAITTS Ha CCAVIONUe TPy

O npotokost cTporoii ay 1 octione T
unichpoBars;

< “rporoii ay Haoc < KctoueBbIX
our-ymnii

O npotoxozst crporoit 1 ocione D
uichposaris;

ctporoii 1 octiose

wichponoii moamicit,

Crporas Ha

Jlts paGoTit npoTOKOIOB ayTenTHAKAI, oAt % om RIS
6ot a ¢ caworo nasara

ez o 1 707 e cxperi o, Lt AAIKprTI.Lx CHCTEM € HOBO BTN KoTiee-

TBOM HIO/IK3OBATIEl] KAk as1 1apa MO3KeT 3ap ro MesKLy

coGoii. B Gobin — MeTpI-

Horo 4aCTO HCIOS) potoKai ay ¢ yuactient 1o-

OpHIM KA A eIACT 3
PACHPE/IEIACT CCANCOBBIC KIIOMN /15 KasKIOii HAphl MOAB3OBaTe e BeAKHii pas, Kotta

O 153 HIX FANpANTBACT ay TeTH KA APYTOr0. Kaskylasics NpoCToTa aioro

HO/XO1A ARAHCTCS 06 , 2 CaMOM 1€ a3

Lt STOFO THIA ABASCTES CAOANOI 1 ¢ TONKH 3pertis Ge
¢

OIACHOCTH HEOUEBIIHOIL

P
Hitke NDHBOUITCS TpI NIPHMEPA OTACIBHBIX NPOTOKOIOR ayTeITHdiKaIIH, Cricii-
primponaititsix 5 1SO/TEC 9798-2. 11t 1POTOKOIb NPCATIOAATAIOT MpEABAPHTEIIbIHOC

pacrpeseee pa3ICIICMBIX cekperibix oci [41, 50].
aceMOTpIN Cieay BapiaITH ay a
O oocToporsis a c METOK BpeNeII;
o ayrei c caysaiiibix sicer;

O anycroporms ayTerTrKaLs,
B KKI0M 13 970X €.

Tpupys anare

HOMOILIIO 9TOTO CERPeTHORD

TYHACB TI0/IB30BATE.TD IOKASBIBACT CBOIO TIOJLIHHHOCTD, ZIMOF
3a1POCOB ¢
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Tipi B npottecce ay

P
Gecrieuenst nepezanac-
€110co6oB.

Tatcke

MEIX JGUHHBIX 12 OCHORE OOILCTPHHAT
Boezen ceayionute ofoaiaicris:
7, — caysaiiHioe IO, CreHepHPOBaIIIOe YHACTHHKOM A;
7, ~ caysaiiiioe HHCTO, CrerepHpo aciikom B;
|~ Merxa pexient, creriepupoBa yaACTIIKOM A;

~ cnmverpimoe miposare ma koue K (imiow K i

Teabio pacnpexciici Mexay yacTiiavi A i B).

ceit Gt peaBapi-

1.0 2 MeTKAX BpeNeHit:

A BE(t, B) )
Tlocte noysenitst i pacimpoBariis Aanioro cooduerits yuactintic B y6ena-
TC3 B TOM, 470 MeTKa BpeNeit £, JeficTiTebia i wieHTHiKatop B, ykasati-
i conmazaet 1 nosTopHoit
HICEATIT AAHHOTO COOBIICHIIS OCHOBMIRICTCA Ha TON, 4TO 563 3HaIIIA KI0Na
HCBOIMOPKHO H3MCHITh MCTKY BpeNCHlt {, 1t ieiTicpitkarop B.
0O

2 iyuaiiibix
ancer:
AeBr, [
A= B Er, B) (&)
Vuacriuk B otnpanasier yuactinicy A caysaiiioe uncio r,, Yeactini A unid-
pyer cocrositee 113 ancrar, i
ompanzer saumposanioe coodeine yuactnxy B, Yaactiuik B pacuichpo-

BLBaCT 110; i cpapmBacr
15 COOBILCIH, € Tew, KOTOpOe Ol Hoc1a1 yUacTiiKY A. JIOnOMITENI0 o1t po-

BepsICT N, YKagaliHoe B cooBeHiL
Y ayrel < 3V @st CITydAiTHbIC 3HAYCHNS

AcBr, o

ASBE(r, 1, B) @

A BE(r, 1) @

TIpit noAYCIIN BTOPOTO CO0GIEIIs! yaCTHIK B BHIOINSCT Te K MPOBCpKIl,
wronn npoToKore, 1t cayuaii-
HOE HICAO 7, /LISt BIIIOUCHIS €10 B TpeThe coobuetie iUt yuactiia A, Tperse
COOGIeHHeE, TOTYYENHOE YACTHIIKOM A, TI0SBOET €My YORUITHCS! Ha OCHOBE
TIPOBEPKI SHANCHILIE 7, 1 7,, 41O OH HMCET /10 HMCHHO € YHACTIIKONM B.

lpoko 1 o6e ayren-
¢ B npoice rperseil
JEn S ————————— T

Acpa it npotoroa Kerberos.
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Ha
KMOYEBbIX XILL-PYHKUMIA
nmm.m,u,. npescTap)

e B, 4Oy G o puupoBas MyTeNt A
i noucnoii
oyt (41 611, D10 Gyt HCO5NOND, Calt aa1opIT GO M-
DOBAIS! HEAOCTIIbI ILTH He OTBOUAIOT MPCABABISCMbIN TPECOBaNIIIM (HATPICP, 1
cnpiae skEmOpri o parnitseriii).
¢ oo aicmova-
CTCS1 B TOM, 'O 01O, 110 CYIICCTRY, SBIACTCSH OOCTOPOHHIIN, TO CCT HE CONPOBOK-
(acTest 0GpaTHbiM MpeoGpasoBaIIiey — pactiporareN a npiesmoii cropoiie. O
CTOpOIEI (OTHPABITEIb 1 TIONYYATeIb) HCHOALYIOT OHY H Ty 3Ke NPOUEAYPY OAHO-
cropormiero wipposai |61 I

)e coon K, ®
enite m (aailzkec), cocrosice
7).

uocTof X
WPy T M, TaeT B pesysTaTe xont-sia
113 (HKCHPOBAIHOTO HEGOBIIONO wiCta GaifToB (pitc.

Ormpasurens Monysatens
Coobuietme M HRangxect m' 1
R = -
. = a
LA K by | [ omEm
L Her &
r X X r
| [ Coobuenme M | faimrect m | [ Coobuserme M | faimwect m
- *
Puc.5.7. - i xousdy
[t mn——
(M) 1IepEAAETEA TI0YHATENIO BMECTE C HEXOS M.
s, Kacan -y b npivenera

U NV Aali/URCCTa, Ga110BO BUUHGIAET ce, HCIO YA PACHTIppoBaiiioe co-
oBtiterite M. ECT 3Haseniist 0/yHeHHONO failiukeCTa m 1t BHIMHCACHHONO AaiiukeeTa
I COBNATAIOT, BHANIT, COACPAIIMOE COOBIeHIIA M HiE BLiI0 NOBCPIHYTO HHKAKITN
vt
Suanrie aiivKeera e gact Hexooe o
T03BOISICT MPOBCPITH UEIOCTHOCT) AaitbiX. JlAHUKECT MOAKHO paceMaTpHBaTh Kaic
CBOCTO POta KONTPOBILYIO CYMMY AU HEXOAHOTO coodiiterttst. OMAKO MEAy Jaiii-
JKCCTON 1 OBBIMHOI KOHTPOIBIOI CyMOfi iniceTest 1t cyliecTrentioe paziite. Kori-
TPOIBIYIO CYMMY HCTIOTL3YIOT Kak CPECTRO POBCPKIL ILEIOCTHOCTIE NIEpCABACMBIX
CooBHHIIi 110 HEHAICAKIbI HHIBIM CBs. DTO CPEACTED TPOBCPIE He PACCHITAIO
(OYMBIIILICHHITKAMIL, KOTOPBIM B TAKOl CHTYAIUII HINTO He MelaeT
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noxver eiie, 0GABIIB K HeMY HOBOE SHaterie KOHTPObioli cysbi. Tlo-
JIYHATeIIh B TAKOM C/Y4AC HE 3aMETHT HIIKAKO/i TIOANCHbL.
B OTAIIe OT OGIHO KOHTPOBHOI CYMAbl, IPH BBIMHCICHIN AQILUKCCTa TpiyC-
HSOTCSE cekpeTHbe KON, B C1yuae ecit AU IOy Herist JATUUKCCTa HCTOSYeT:
S h

cs
K, Kotopii nanectet 1o1bko
Hexooro Gyzer ne-

1o
MeLIenHo ofnapyKeta,

Ha pitc. 5.8 nokasai Apyroii BapialT HCTIOM30BAMIIS OHOCTOpOHHeil Xou-hyiik-
LU U151 1OBEPKIL IEIOCTHOCTIE JAIIBIX.

OmnpasuTens Monyvarent
Coobuienne M | Kniow K Daiprect m' 1

¥ v

f ;

+ h(MK) et m e
[ h) | x 7H T
Kniou K
v v

Coobuerme M | Jaiiprect m Coobuerwe M || fanpkect m |

Puc. 5.8. 11 it xourby x
~BONONHEHHOMY cekpeTHbiM Ktiowom K

B a1oM eayae oanocToponts xoui-pyikiust A(-) e et mapaseTpa-iioa,
10 3ato0 He IpocTo K ¢000 Ma'k

cexperibiv iosom K, T0 ecti otnpasireih pbricsier zaivvkeer m = h(M, K). Tlo-
P T M, raice eroTe ke UaBeCTHBN
€AY CCRPETILIN K100 K, TIOCAC Yero TPIMEILICT K IOV ICHIBIN AN OAH0CTo-
ponIoN0 Xom-(hy (). Peayasrar
C N0y HEHIbIN 110 COTH JATVKCCTON 7

Tip x
B PACCMOTDEIHbIE BHIIIE NPOTOKO1b! HEOBXONO.

HCCTH CCAYIOUNIE HAMEHCHILL:

&) bymiauist cinverpiraioro udposarist E saviewsete yniuncii
ii ByecTo y e nozeii B pacumpo-
Banbx NI BEMHCISCT SHAteIHe
omtonanpanieioi (b\'ﬂkuuu HCPABHIBACT €TO C HOTYCHHEIM OT APYTOTO yac-
THiKa obvena inpopyaute;
O ama anauens oo
i pynan B 1poTOKOIE 1 MeTKA BN
1, IOMKHA TIepeiaBaTbes JIONOHITEBHO B OTKPLITOM BILIE, B cOOBICHHH 2
1POTOKOta 3 Ca1YHAiIIoE HHEIIO 7 JOIKIO NEPCAABATLCS JOTOAMIITEIIbIO B OT-
KpLITOM B,
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Mozuicpminiposatiibiii BapiaiT 1poToKoa 3 ¢ yieron chopyy,
HeHt e CICAYIONLYIO CTpYKTYP)

1POBAHHBLX 1

AcBr, o)
A= Bir hr, 1, B) @
A B, 1, A) 3

BaMCTitM, HT0 B TPeThe cooILeHiie NPOTOKOTA BICIIONCHO o A. Pesystipyio-
101t HPOTOKO1 OGCCTICHITACT B3AINMHYIO AYTCHTHDHIAIIO 1 H3BECTH Kak 1pOTOKOI
SKIDS (41, 61)

Crporas Ha
anropurmax
B crporoi ay MoryT Gbih

ATOPHTNDY C OTKPBTHINH KT0%aMH, T3 STOM Cy4ac H0Ka3HRAIONI MOXET TpOTe-
MOHCTPHPOBATD 3HANE CEKPETHOTO KAI0YA OHIM H3 CIC/YIOUIX CTIOCO00B:

O pacrchposars 3anpoc, satndppovaIbi 12 OTKPHTONM K0E;

O mocTasiT cBoio wippoByio oy ia sanpoce [41, 611,

Hapa knoseii, s He JomKia 5
Ut APYTIX el (Hanpiyiep, uist ) 1o
Tyer i it 0 Tov, uTo BhiGpa

CHCTEN? ¢ OTKPBITHIM KTIOHOM 03I ObITH YCTOfiMIBOI K aTalkay ¢ BhidopKoii (-
POBAIHONO TEKCTA A B TOM CAYa¢, CCH HAPYITITC.Tb IIITACTCS M0V INTh KDHTI-

iyio BhiaB cef 3 W aciicTays ot ero ivert.
B iaiectne npiMepa MpOTOKOITa, eHiioro tia
10 aJTopHTMA MOJKHO HpHBECTIT 0y it poTokost ay )
wi:
A« B (), B, P(r, B) [0}
A>Br )

Vaactiik B ByGupact cyuaiiisiz 06pason r 1 Bhmcaser suasertie x = h(r) (aia-
CHIIC X JCMORCTPHPYET BHANIC 7 (3 PACKDBITIIS CAMOTO 3HANCHIS 7). JAUICe Off Bhi-
sncaser aaserie ¢ = P(r, B). Tox P, aropim
iniporaraz (ranpiviep, RSA), a o () — xomr-pymmaus, Yaacrimnc B orpanser
coobnenie (1) yuactinticy A. Yaactiuk A pacunidponsiact e = P(r, B) i noayuact
arasenis 771t B, a Taioke Bhiinc; (7). TI0C.1€ 3TOT0 TOIBOMUITCS DS CPaBiie-
Hi, X, 4TO X = X' il B i
yKasimact Ha yiactiika B. B ciysac YCICUIHONO MPOBECHHS CpaHenis
Anocsuract 7. Tloyib ero, yuacTinic B poBepsier, To i 970 SHavieriie, KOTOpoe ort
OTnpaBIL B 1IepBO coodiCHIIIL

B Upityiepa npiBees it npotoron Hia-
xoa it LlIpesiepa, i na 7 Ba-
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pras nporokosia Hixona n TIpesiepa, Heriobayensii To1bK0 A1st ayTerdpukain,
Gy oM HOApasNCBTH 110 P, A7TOPITM IH(IpOBaIIS OTKPHITEIM CTIONOM YHACTHIIKA

B. TIpOTOKO1 iIMeCT CICAYIONTYIO CTPYKTYDY:
A= B Py(r, A) )
AeB: (&)
A-Br, 3)
Ha widpposoit nomen. B pexo-
MenausX cranzapra X. cxema
i HCIIO:30BaII 1IGDPOROIH TIOAIICH, MCTOK BPCMCHIL 1 CIY aifibiX e
JUnst ommcantss nanHoii cxenbi ay BBeseM
£, 7, 17, — BPEMeHHast METKa 1 Cysaiiiible HHCIIa COOTBETCTReHIIO;
.~ notmcy, crenepupoartias ysactiion A;
S, TIOAINICE, CTEHEPHPOBAIINAS YIACTIHHKOM B
Cert, — cepTIUKAT OTKPHITORO K102 yMaCTHIKa A;
cert,, — CepTIUKAT OTKPLITOTO Ki0Ya yacTitka B,
M YHACTHIKH HMEIOT 2y BIC KI04H, ADYT OT APy~

T4, TOTA MOCHO He O;30BTHCH CepTIGIIGTAN, B IPOTHBION C1y'ae Ol CayKaT
U151 TOATBPAICHIS TOHHOCTH OTKPHITBIX KTONCHE.

B KateCTBe MPIHMCPOR MPHBCEM CICAVIOLLIe IPOTOKOb ayTesTipikami:

Lo

¢ MeTOK BpeNerti:
A= Bieen, 1, B, S, B)
Tlocie IPHIATILA JAIHOTO COOBIEHIST YNACTHINK B IPOREPACT HPABILIBIOCTH
Nkt Bpexierit £, noayserbiii wientidikatop B i, ucronsys uvkpbrrmﬁ
cepridticara cert,, roppeTmocrs icpposofi nouicn 8¢, B
2. Omocroporsst caysaiiibix siicer:
AcBor, [
A= Bicert, 1, B.S(r, 1, B) [©)
Vuactini B, noaysie coobieiiie of yuactiika A, y6exeTes, ¥t meiio
O ABISICTCS! APCCATON COOBUICHIIT, HCTIOMLYS! OTKPBITHIE IO YsacTIa A,
BasTHI 103 COpTIHKATa Cert,, yuaCTII B 1pOBEpACT KOPPEKTHOCTS NOAICH
(7 Ty B) TOR HHICAON 7, NOAYHCHIN B OTKDHITOM BILAE, HHCION 7,y KOTODOE
G110 OTOCHAIO B NIeRON cooierIti, 1 ero werrTdikatopos B. Hommcar-
H0¢ CyaiHOE WICIO 7, HCTIOMB3YETC! U NPCOTBPANCHIIS ATk C BHIGOPKOl
OTKPHITONO TeKCTa.
3. JlnycToporisst ayTenTHGHKAIUS ¢ HCTOTB0BANIICN CIySalitbiX sicer:

AcBr, [
A= Bicert, 1, B,S (1,1, B) (]
A Bicerty, A, Sy(r,, 1, A) [©)]

B zariion nporokosic ofpadorka coobimerniii 1 11 2 BbiomisIeTes Tak e, Kak 1t B
HPCALLIYIIEN TPOTOKOIC, & COOGILCHIIE 3 00PAGATHIBACTCS! AHAIOMTAIO CooBeIIIO 2.
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5.4. Buometpuyeckasn ayreHTudMKaLma
nonb3oBarens

1 ay Noryr arhcs
He TOIBKO Ha cekpeTiioli KOTOpOt O TatACT (napors, niep-
coMIbHBITT IEHTH(IKATOP, CeKpeTHbl 1.). TIpHBBIHbIC CHCTEMbI Ay TeNTH-
(HKAILN HC BCeTa YAORICTBOPSIOT COBPENICHITbM TpeGoBaIsIM B OGIACTIE HHpOpMa-
WO GE3OACHOCTH, 0COGEHI0 CE1t et IACT O OTOCTETICHIL HPILIOACIIS

JOCTYII K YATCHHbIM GA3aN JAHBIX 1 T 1L.).

B riocacaice npexi nee Gorbice noyuaer :
yBepeiio a 10~
TCHIIBHONO MOTROBATETA YTeM 13NpeiIa IISHOTOTINECITY TapaMCTPOB 1

\AVA!CIlmenK uesosexa, ero nosezenis. Menoassosarie pemenii,
i TM03BOJIET B PAIE CYHACB YAYUIITH

[T ————
L NCTO0D aYTCHTINDHIIUIN, OCHOVRIHIEX 12 HCTOTH0MIIN MHOTOPI03Y

napoxeii, HEI0CTATOR Hapoth MOKCT GbiTh

Mo criocobon. 2 Mibx ¢
HCTOISOBAICN TOKEHOD, ABTACTCA BO3MOAHOCTS HOTCDH, KpKH, AyGMpoBalts
ToKeHo — HociTeei Kp PICCKIIE METOb, HCTOb-
sviouue st Gorwist

OT IEPCHIICICHHbIX HEAOCTATKOB,
OTVErIIN OCHOBIC AOCTOMTICTIA GHOVETPICCKITS NETo;

on ayrerTiiKatm

10
BBICOKAS CTENICHb J0CTOBEPHOCTIH ay o PHNCCKIM TPH-
BHAKAM 13-32 X YHHKATBHOCTH;

KIX NIPHSHAKOB OT i ranocTi;

O TpyIHOCTS dRTbCHOHKILUIH GHOMTPHYECKIT TpIGHAKDS.
B KCCTIE GHOVETPICCI NIGHAKOD, KOTOPHC AKTHBHO HCrI0H3YI0Tes 1pi
NOKHO BBIICIINTS CCAYIONUIC:

O oTHeYaTKH NaIbIeB;

O reomerpiteckas Gopya KHCTH PyKIL;
> chopaia i pasviepbi ia;
O 0cobeHHOCTH rosoca;
Ya0p paayatoii 06010kt i ceTsaTic

3 Tlpit perncrpaiunt b cirey -~

POBATI O I HCCKOBICO pa3 CBOM XAPAKTEpHHC GHOMCTPIIECKI NpH3HaK, Dt
HPHSHAI (H3BECTI KK TOTMIISC) PTHICTPIIPYIOT CHCTENOI Kk KOHTpOD-
i oGpasert sarororo : Spaseit (rbiBaeTCs
cuctenioii v nonyseitis 5 e DU
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Hob0BaTe 5, 1 TaOA U1 Hposepiin). DVTT npercranisier coboi wmciony0
HOCICIOBATEIBHOCTS, TIPH STOM Ca O6pa3CIL HEBOIMOAKHO BOCCTANOBHTH 113 ITLIONa,
el IWACHTHKATOP THO/IB30BATEIS XPANITEA CHCTEMOI B 21eKTPOIHOI
DOPA 14 HCIO13YCTCs A5t HPOBCPISH IACHTIFHOCTI KIAIOFO, K10 BhtaCr cefs 5a
3aK0HHOTO N0 Cisrast b npotiecce wiewmIII

¢ DUIL. Tlockombiy o1 Apa siaieris
(noaysieinioe npit nonsrrice octyria 1t VL) MOAHOCTHIO HIKOLAA He COBIAAIOT, TO
LISt DHHSITIES TOTOAITEBHON PENICHIIS: 0 JOCTYIE CTCrICHh COBIATCRIST A0l
HIDCBLILIEATH ONPEACIICHIYIO HACTPAIBACNYIO I0POTOBYIO BesTiy. B 3aBiCIMOCTH OT
CTCIICHI COBITATCHIS ILTH HECOBIIAICHIST COBOKYTIHOCTI NIDBSIBACHHbBIX NH3HAKOR

¢ DV, 1x kOB (np copria-
I 81 T (TP HeCORACHI.
C Touian apertis nope piriecioii ay

OO CHCTEMbI XaDAKTEDIAYETCA /IBYMS TAPAMCTpAMI
O xoodxputerron ommGouibix orkason FRR (False-Reject Rate);
=4 : ii FAR (False-Alari

te).
Ouownvtis omicas BOIMKACT TOTA, KOTIA CHCTENA He TIOITBEPAACT MINHOCTD
saromioro nomsosarea (e suaernnt FRR coctananior nopiia ool
oGt na 100). 0 B
H1 JIHOCTH HE3AKOHIOTO n0Tb30BaTes (Tinmumbie anasciins FAR coctapisior
nopsua oot ommiGi ta 10 000). Koodpinusert ommGosssix orkason 1t koo
I OIGOUNbIX TOXTICpAICNII CIAIN JPYT ¢ APYTON KKAONY Kosdptr-
ey oTiason.
noATBepRCHIt.
B conepueitiiofi GoseTpitsceroii cricTeve 06a napaveTpa oo JOmKb Gt
paitbt 10, K CoRaIeHIno, GHOMCTPIMCCKIE CHETCAbI HE IACIBH, T0JTOMY NIDHXO-
TGS HON-TO SKepTRORATD. OBBINHO CICTENHbIC TAPAMCTPB HHac TP K 00u

obiTica w0
cootnercTay X OTKaI0n.

K nactosieny npexvernt u Textono-
i nansien, i 10 popyie -

T PYKIT 1t A0, 10 YO 1 PARNCPY HIEA, 0 TOJIOCY 1 <KCTABHATYDHOMY THOCPKY>.

HanGotbiiice |10 GHONCTPINCCKIIX CIICTeM B KA'CCTRe NapayeTpa. wierTidi-
KALIIH HCTIOMIb3YCT OTHEHATKH HATbILC (JAKTILIOCKOMIMECKIe CHCTeMb). OTiieaTok
HEUTbLLA CHITACTCS! OZHHM I3 HalGOICe YCTOIMMBBIX ACHTIDHKALUIOHHTBIX IPIT3HAKOD
(1 HHACTCs Co BpCNeIe, HpI TOBPCALCHII KOIOTO TIOKpORA IACHTII -

Y30p HOHOCTBIO BOC pit He BLHBICT
JuickoMGopTa ¥ HomoRaTeA).
cucmenvn Ot 113 ocHOBIbIX MpIHT

LIIPOKOTO PACIPOCTPANICINIS TAKILX CHCTM ABISCTCA UTIIIIC GOABIIIX GaIKOR fai-
HBIX 110 OTIICNATIGAN M biteR. OCHOBHBIMH TIOTB0BATE NI OAOGHBIX CHETCM B0 Beey
MIIpe SBISIOTES TOMIIS, PA3IIHBE FoCy W HexoTopsic
oprarmzaIL.
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Bobuex ey
SaMCIICT SAITY 0CTYIIA C HCOs30BaIHEN PO, BOTHITNCTBO CHCTeM HCTIOTs-
3Y10T OTICUATOK OO0 HAbILG, KOTOPBL NOBIOBATE b NPCAOCTABIACT CHCTENC,

Ocosbisn xoii ciicrens a
ot

O cranep;
O no

o 1o f
Tabia ¢ B Gase anHbIX i
K cheTea ay paGoraer caeayiomms oGpasom,
Cravana AUTCA perHCTpaILI 0TS Kax npasitio,
HECKOLIO Bap) B pasiix namia Ha ciarepe. o-

HATHO, TO O6paItbl GYJLYT HEMHOTO OT:INATHE 1 TPEBYCTCs CHOPMIPOBATD HEKOTO-
pii 000G OBpaseiL, <1actiopT». Peay.bTaTh! 3a1oMIHAIOTCs B Gase i ay-

Tpu ayrertr cpasientie
OTHICUATICA TATHIIA C <TTACTIOPTaNI1>, XPAHAUIMICH B GR3C AIX.

, Tl Ke Kak 1 ro 06-
PagILa, — 370 BTN PACTIO3aBANIIA 06paR0. JLI HTOTO HENOTRYIOTCH PasIbie
arropiy, Hoy-xay Gipy 1010B1bIX yeTpoficrs.

Cianepot navues. Miorie BCC HAILE IEPEXOT OT
AGKTILIOCKOIIIECKOrD 00OpYAOBAIIIL 12 6a3¢ OIITHKH K HIPOAYKTAM, OCHOBANIbIM Ha
HITCTPAIBIBIX CXCMAX.
TIpOAYKT 1a Gase HHTCIPAIBIBIX CXCSH HMEIOT SHAUIITEALHO MCHBILIC PA3MEpbl,

W oaToy I g BUNPOKON CTEKTpE

nepichepuiibix ycTpoiicrs.

P ,,.u

Kapraut-tcuosay, Hanpinsiep,
Authentic peanionatt cenyiouui 01X, OBpaKILOTTICHATKA TATHIA HOTKORATC
HOMHIACTCSE B IAMSITI KapThi B TPONECCE BHECCHIIS B CINCKI IACHTHAIKATOpOR:
1 sieil IBETCTBHE MEKIY ()ﬁpmnlmx MHHBIM KITOMOM
AT, KOILA TIOTb0BATES b BBOJUIT CNap areith i pi-
s e % mSeD PRt yADProRStes G s Koo G-
MCTDICCKII YCTPOFICTE 1t CMADT-KADT SIICTCS! YAGHHbIM PEICHHEN, TIOBbIIAIOUIN
iporicccon

HeGorbiioii pasyiep i HeBbICOKast 1ieHa JATHIKOB OTICHATKOR IATbICH Ha Gase
HHTErPATBHBIX CXEM nx B it U1 wenoBexa iic g
cieres 3auurTsi, X MOKIIO BCTPaIBATh B GPCIOK AT KAIOUCH — 1 10T30BATCAI
nomysaior y if Knos, kotopi oGecricunpact octyn
KO BCeMY, HauIIiast OT KOMITBIOTEpOR 710 BXOUBIX /BCpeii, BCpeLt asToNosiLeii it
Gankosaton.

Cucmenvi aymenmugniagu no gpopye 1adonu UCTOAB3YIOT cicariepbi MBI a-
01, BB YCTAMARTIBACMBIC 1A cTetiax. CACAYET OTTHTH, ¥TO NOJABISIOce

p CICTeMbI 3TOrO Tia.
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Verpoiicrna currumanist GOpMb SO COAIOT OGBEMIOC 10GPREITIC 10~
0, NP IIRY TR, TOTINY B TAOMAAS MomepXiocT o, Hanpmscp,

HpOAYKTH! KoM ) Goiee 90 nawepeni, Kotoprie
yiorcst B if obpasent s i cpanticiii, ot 06-
PACIL MOKCT GhTh COXPAEN JIOKAIbHO, Ha ) cxariepe 1ol 6o B

ueHTpAmEOBAIIOl Ga3e TaIbIX.

Tlo yPORIIIO 10X0/0B YCTPOIiCTEA CKAHIPOBANIISE (OPMBI JAAOHIE SAHIMAIOT BTOpOC

MECTO CPe/tit GHOMETPIHECKIX YCTPONCTE, OIAKO PEAKO NPUMEIISIOTCS B CeTeRoil
cpeste i35 BHCOKOI CTOMMOCTI 1 paavepa. OMHAKO CKaHepbi (OPMBI TAL0IT X0~
POLIIO TIOAXOST /U151 BEMICAHTEABHBIX CPEA CO CTPOFHM PEAINOM GE3ONACHOCTIH 1t
HATAIKCHIbIM TPAdHKOM, BKII0UAs! CepBEpHbIE KoMHATHL. OHIl IOCTATONHO TOuHEI
1 00aATAIOT A0BOBHO HIKINY Koap(piuCHTOM ommGoutOro omkaza FRR, 10 ceri
HIDOIICITON OTICIOHEHIHbIX SAKOHHBIX HOb3OBATCCI.
Cucmenvn 7o gy u nauGosee AocTybA
321X JCHICBH3Ib, 10CKObKY GOIINIICTLO COBPCMCHIbIX KOMIIbIOTEpOB INCIOT
BIACO- 1 AyAUIOCPeCTRa. CICTeMbI ANHONO KUIACCA NIPIMERSIOTCS! TpHt YAATeHIIof
WACHTHHKALIH CYGHEKTa 0CTYIIA B TEICKOMMYHIKAIUIOITbIX COTSIX.

TexHOM02US. CRANUPOBaHUS. HEPN J1aga TOTXOTUIT U1 TeX TIIORCIt, 1€ 1poie

GioNCIpIFICeIIIe TeSHOAOI HepHTO. B 910N Cayiae s i il
P Fit 1123, Hoca 1 Ty
it yerpolicrs “epT HIGa HeTIo) )
s

Biometric Group, rosopsr o

ToM, MHOTHX ii 1e joBepsioT y
110 MCPTAN 1A OTYACTII H3-33 TOFO, ST KAMCPA 1X (POTOrPAGIPYCT, A JATC BHBOIT
CHIIMKIN 12 9K MOHITOP; TIPH 9TOM MHOTHIE ONACAIOCA, Y10 HCIIOLIYCAAs! Kadic-
P KOO ateCrea. Kpovi TOM, 1o AN OTOI] KOMIANN, CRAMpORAH 1CpT
i weron KoTopuit e pedyer
comci 1 suToCIC OB (1 NOKeT OCYIECTRIATLC CPHITOI KaNepoit), &
HOTOMY HMeeT HeraTHBHi A1 NOK30BATCACH HOXTCKCT.

CACAYCT OTNTIITh, 7O TEXHOIONIH PACTOSHRBANIS. HCDT A TPEEYIOT bl
ero ¢ OB, Boibias wacts wept

COmeAOrO Ciera b Teserie s, M3MEHCHIe IOTOKCIHIS LA TAKGKE MOKCT I0BI-
sb iy Pagiiie 5 15% wieskay 100pa-
KCHHeM 11 OOPA3LOM, KOTOPBli HAXOIITCS B GA3e JAIIBIX, HANIPAMYIO CKA3BIBACTCS A
adxpexripnoctn. Mpi pasmami p 45°
Cuucmestvt aymenmuuxanuu 1o 20.10¢y SKONOMICCKII BITOMS 110 TEN e TPITH-
HaM, YO 1 CHCTNbI PACIIOSHABAII 10 UepTayt . B HaCTHOCTI, X MOKIO YCTata-
amBath ¢ (ianpiniep,
KovUieKTawi o sorist TTK.
“IHCTeMb1 ayTeTHQUKAIUNL 10 FO10CY TpH Baiici oBpasia It B HPOLCECe M0CIe-
Jytonteii WweHTHAHKAIN ONHPAIOTCS. Ha TAKIIC YHIKATbHbIE U1l KGO0 HeI0BeKa
OCOBCHIOCTIE 1010, KAK BHICOTA, MOJY.ISIUS 11 SACTOTa 3ByiGa. DTi IOKAJATEI Or1-
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TPAKTA I YHIGUIbIb U1
KACIOT0 Yetonera. PaCOSHaBaMIE TOT0CA y3Ke TPINGHETCA BACCTO HaGopa HONEpa B
onpeeertbix crcresax Sprint. Takofi Bz PACTIOSABAIIA F010CA OTHACTCS OT pac-
nosiaBats pesi, B T0 BpeNt Kak TeXHOOMIS1 PACTIOSHABAHII PESH HHTCPIPCTIpYCT
0, 4T0 FOBOPIIT aBOHCIT, Tostoca aGorerta

WMHOCTS roBopserO.

TIoCKObKY TOI0C MOKHO TIPOCTO GAIHCATS Ha ILICHKY 1L1IT APYFIIe HOCHTCAH, Hie-
KOTOPbiC NPOH3BOAITEITH BCTPAMTAIOT B CROM NPOAYKTH ONICPALLIIO JAIPOCA 0TI
1a (YKL MPEAIATACT OTHIOBATETIO DI BXOAE OTBETIITD Ha IPEBPUTELHO

ii 1 peryzspio anpoc, wanpinviep Taxoii: <IlogTopirre

ancaa 0, 1, 3.

OGopyaopatiite ayTeNTHHKALIN 110 T00CY Goee NPHIONO VTS MITErpAIUIIE B
NPILIOAKCHII TeepOHIL, HOM LTS BXOIA B Cerh. OBBIIO 01O NOSBOTSICT aBOreHTaM
HOAYITH JOCTYN B (HIAICOBBIE LTI NPOUIE CHCTEMbI T10CPEACTEOM TeaedpoOl
cosan.

Texnosnorii . Paayt
e T MOTYT TOBODHTS TIOXOXIIMIE TOIOCANH, & TO0C I0GOTO HETOBeKA MOXET
MEHTHC CO B
 odpacra. oo Tord,pIIL B DU DO ATIApATON 1 ecTHO
TeeqOIIIX COCAMICHILE MOTYT CephCHO YCOAIIIT PaCTIO3aBaItie,

ToCKOIbKY F010€ Cad 110 Cebe e OGCCTICHHBACT AOCTATONIIOM TOIHOCTH, PacTiosiia-
BAIILC 110 TO10CY CICAYCT CONCTATD ¢ JYTHMIE GHOMCTPHIGAMI, TAKIENIN KAK paciioiia-
BAIIC HCPT LA 1T OTICHATKOR IATHIICE.

Cucmetoi aymenmugbuxayu 1o ysopy padyycnoii 610K  cemuami a3 MOTY'T
GbiTh pasierciibl Ha 18 Kacea:

e

O Hemom3yIOUIe PHEyHOK paykHoli oBomouK L
O HCHOE3YIOUIIE PHCYHOK KPOBCHOCHBIX COCY/0B COTHATKH Fasa.

Ceruarica es aa coboit ii o6mext s
ayTerTIIKALII. PHICYTIOK KPOBCHOCHHIX COCYAOR TIABHO0 Alfa OTINACTCA TARe ¥
Gauenon. TToCKOIbKY BEPOSTHOCTH NOBTOPCITIS APAMETPOB PY:KHO! 0000MKIL
cersark T opsitok 107, s sI0TCSH

cpeau neex GioeTpiricexin ciictes, TaKite CpeACTRa IACHTIIKALUII IPINCHSIOTCs
Ta, 1 TpeGyercs BhiCOKii ypoBeits Ge30nacHocTH (HAIPINCP, B PEAIIMIBIX 301X
BOCHHBIX 11 0GOPOHIHbIX OGTCITOR).

BHOMETpIICCKHii TI0/XO NO3BOIET YIPOCTIITH NPOILECE BHSICHEII, <KTO €CTh
0. T OO TTILIOCKOIINECKI CEepos 1 YCTpolics pcoctni
WIS FOJI0CA U1 BXOA B CCTH aanowit-
HaTh C0AHbC TapOT. P KoMmartii
B cucremss omtoxpaTHoit ayTexTidikau SSO (Single Sign-On) wacurraba pex-
piti, TIOAOGHa KOHCOIIQLUIA TIOGBOACT CETCBHN AAMIHIICTpATOPAM SaMCHITh
cayxbt

SR T R ——
KA IHOCTH CTalyT MoGiwsnbie cucme. TIpoGeM He CROTCS TOHKO K 110Te-




YIPABIIEHVE AOCTYTIOM OIHOKPATHOTO BXOfIA C ABTOPVBALIAEV SINGLE SIGN-ON_ 215

PAM KOMITBIOTEDOB 13- Kp? HADYIIIC SATS HHGDOPNALINL MOCT NHBCCTH K
siasTeabino Gonbiesty yieply. Kpowe T0ro, Hoyroyiat wacto npeaocrasiaior ocryn
@

K T iepca ¢ noouthio
napouei, koropise Y gl KowIOTEpRY).

artn natbiien — HeAoporie i misio-
SHEPIOCMKITE — TIOSHOIOT PEIHTh TH 1pOGTeNH. C HONOIIIO COOTBETCTRYIOIETo
HPOIPANIOTO ofccrietelnis Ti yerpoiicTsa Aaior o, ayTer-

THHKALINO 151 HCTHPX YPOBiiCii AOCTYITa K IHpOpNAIIIH, Xpanseiics: Ha MoGILTb-
HOM KOMIIBIOTEpe: PerHCTPaIUIS, BHIXO I3 PEAITNA COXPANCHIS HKPAIT, FArpY3Ia 1t
aeunfponka faiion.

MOKET HIPATH CEPOESIYO POt
B B BIC MOy JocTyna K cei Y K04, KoTOpbii
H03BOICT BOCTO30BATHC FTOI 1HOPMALIIEi TOKO HCTIIHONMY RIAEbiLY Hac-

1070 K110, BAQICICIL MOPKET 3aTCM IIDHNHATD COI CexpeTHb 1Tion U1t Hitchpo-
Barnis nOpNALIL, MepeAaBACNOli 110 HacTHbN ceTsiv it 10 Hirrepiiery.

TATOIT MHOTHX CHCTEM SABASICTCH

XPACHIS CANOTO KPHIITOrPACDITIECKOrO CCIEPETHONO KTI0Na, 3AUACTYI0 AOCTYII K KTy
O 128 111 AawKe GOBILIC PAPAIOR FAIUIIICH I, TAPOCN 113 6 CIMBOOB, TO
ccth 48 paspsaop. OTICHATKIN TUTbIIER OBCCTICHIBAIOT HaMiHOro Goee BhicoKitii ypo-
Bt BALUITH, 1, B OTAINHE OT IAPOIS, HX HEBOIMOKIO Fa0bIT.

5.5. YnpaBneHue gocTynom rno cxeme
OHOKPAaTHOro BX0Aa C aBTopu3auuen
Single Sign-On

X CPEIICTE H CIICTEN HCTIOH3YIOT KON
1IbIOTCPEL U5t AOCTYIIA K PALY CEPIICOR, GYAUb TO HECKOILKO 0K TbHbIX NILIOKCHItiE
1 G0jIee CAOAKIBIC NIPIAOKEH IS, BRIOUAIONUIE OY 1L HCCKOABKO YAICHIIbIX
CIHCTEM, K KOTOPBIM MAIIIHHA 1I0Tb30BATEIS TOACOEAMIACTEA epea ceTh. B iiesix ofec-
Hesernia GesonacHocT Moriie Tpedyior

151 IPEe, MM €My JAAYT JOCTYII K Cepii
orertiiey

e

M 11 JAHHBIM, TPeOCTaBIIsIe-

MBIM TP

Koneunsie obbruo B Tate cuctenst
6C30MACHOCTIN KAK AOMOIIITCIIBIYIO HATPY3KY, KOTOPA SaCTARIACT 11X GANOMIIATS
BxOHE W apon 1 e ah i Karaii

€l 110 HECKOBKO a, ST00bI IMCTh BOIMOKIOCTS BBITIOAIST CROIO O0bIMIIYIO pa-
Goty. Jlopozbi0 OGbIMHA CHTYaIS, KOTA OIUMH HIOMH30BATE b MeCT TSITh 1t Gorice
TAKIX HO/IBIOBATE/BCKIX YUCTHbIX 3aIHCed], Be Ha PAXIMMHBIX AThOPMAX ¢ pas-
St gamanaol s DO 1apOJE, ek iRl ageotol ey
Toaonareas jomic 3yIBATD 11X BCE HAIBYCTD, 1150 JAIHCBIBAT 11X TYAQ,
T30 15 MORYY HATFTH HEATODISOBAIIAE NOTLSORTEN, HOABEDIaA To st G
HACHOCTb CCPhEHOMY PHCKY.
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Cy Haposieil BOIPACTACT BOPOTIOCT
i vt i Ex a a0 norpebyer ot J0-
HOHTEABHbIX YCILTIE 10 BOCCTANOBIHINO Haporieit, DTy MPOBICMY HaCTO HaabiBaio
«npoBuiexofi MorX BX010B». Jlaiiyio HpoGieMy T03BOIBICT PEIIIT CXeMa OHOKpAT-
oro rxona ¢ awropuzaicii SSO (Single Sign-On),
Vispaeriie AOCTYIION 110 CXENE OIORPATHOTO B0 ¢ asropiauicii SSO zact
CeTI IH 1X BXOAC B CCTh PO Oty
YTCHTHGHKAILIO, IPCITABIER TO:6KO Ot PA3 APt (1t Hiofd Tpedyenii ayren-
trew Gca HOAYAINTH 0CTYTT KO
M ABTODIBOBAIIIN CETCBIN PeCypea, KOTOPHIC I HYSKIB A3 BbITOHCHI 10X
pEGoTb. TGN CCTOBbINM DECYDCAN NOTYT GHTh IpITEpb, pHIOKCHs, i i
10 Bcesry 12 CEPBEDAX PALTITHBX THIIOB,
gt A B R ESAAR CHCTee Ve A TR 0Y
CXCME ONOKPATHORO BXO/a SSO N0IBOTICT TIOBBICIITH NPOHIBOTEABHOCTS TPy
HOK30BaTE el COTH, YMCHBIIHTH CTONNOCTD COTERBIX OTICPAILII} 1 YIYIHTh cTeRyI0
Geaontactioct,
c

exexbl SSO HEOCPEACTREHHO CRIAIL PONeCCH ayTer-
u C nosouwio ay cucTeNa nposepset o
JUHHOCTS MOTL30BATEIS, B TO BPENST KA 7O HMeHIHO pas-
pemaerca et ci Ha ero poiii B )
noxo08 SSO ocymecraIOT ay
oGbriio i PeCypCaX 1e/CBbIX 05HeKTOR,
XOTS1 HEKOTOpbIC ORIy Thie SSO-PEIICHISt LCHTPRHIOBANHO OCYUICCTRISIION It
~ pi oToM npoAyKThI annmer-
prposaitist G P y
nomaoRaTeCl.
CxeMy OUHOKPATHOTO X0 SSO NOMIEPAIBAIOT TaKIIe CPECTEA, KAK IPOTOKON

LDAP (Lightweight Directory Access Protocol). npatoicon SSL (Secure Sockets Lay-
en), crierewia Kerberos 1t |11|(])|)am|)vw pa ynpaserist oTkpuiTIMI Ktiovasi PKI, a
TarcK D cpencrra Tex-
Hovtort oBpasyior st cxesb B0
SSO it 06paBOTICE AAIHBIX CHTEMANI, HCTIOMB3YIONUINIT PASTIIBIC KOMOHITALILIT
KINEHTOR, CePBEPOB, CCPBIICOR I IPIIOACHHIL

CyICCTRYIONUIC PeIICHHS CXCMBI OAHOKPATHOTO BX0%a SSO MPOCTHPAIOTCs! 0T
HPOCTIX CpeAcTn A0 SSO-cepRIICoR Ha Gase ceTenbix oncpauomiibix ciictest NOS
(Network Operaiig Sjte), soralyipgamess motcaene & S50 ypose
npenpisimis [4

SSO-cepicn, 11a NOS, z@ior osa o
B TAKHE CeTeBLC ONCPAILIOITHC CHCTEN, Ka Windows 2000/ XB/Vista/ 7 Net Ware
it Solaris, 1 Taki OGpa30M NOTYTh JOCTYN KO MIHOTIM ILTH KO BCEM HPILIOAKe
iy, paGoaionuist a Gae oroii NOS. Kowrtaia Maixpocode e
oHOCTIE i Wt HpocToi B e SSO na
R Ceoh o Gttt Mook WIHws 7000, Con Snestaarabrs st
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SSO npeocransiercs 1 pavikax Windows 2000 1pH HONOLI BCTDOCHHbX IPOTOKOTOR
Kerberos n SSL. Eomope oy obecrieaiTs CrangapTibie BoaoAHocTI SSO Taicke
B cxenan

e
tor/SuiteSpot, 101y CKAIOT O BXOJLLIA AOCTYIIA KO BCEM X NPHIIAHBM (hYHKII-
i CoTe, G e, ey opysiay, cp ; na
iy 1 Ap. ¥ e BeeTta MOryT
uTerpIpORaTS cnonx S50 ¢ Tex NOS, i KoTophix
Ot PaBOTAIOT. T PeieHIIs NOIBOIIOT YNEHBIIITD HIC0 peABARICHI] apos,
10 petaior SSO-POGICNY TOABKO B TeX CAYHASX, KOLAA MOME30BATEI PACKOAYIOT
HAKTIRCCIIN BCE CBOC BENS! Ha MHOTOGYHKIONATbHOE IPILIOAKEILIe, TpITies 90
HDILIOAEIHE CMBIKACTCS € CCPBHCAMII 111 Gagai Aanibix i mrrerpipyeres ¢ NOS.

SSO-npoaykrsi yponiist mpeanpitstmis, Taiaie kak Global Sign-On ot IBM, Trust-
Broker Security Suite or CyberSafe 1 ip., 00110 npiNersiior KOMGHIHpOBAHIHIC
HOXOAb1, OCHOBAHHBIC 2 HCTIOB3OBAIAN KIICHTOR 11 NPOKCIL, TEXHOIOTIHI 11 CTal-
PTb KpaTHOl B0 BBOX D
TpOJIA € NOMONTS0 HiTepdpeiica KOMANAOI CTPOKI 111 CLieHAPIIS, BXOA ¢ IONOIIBIO
API, BX0A ¢ Henons3oBaiien enTinKaonbix anisix or PKI i or Kerberos.
Ot noryT Tarcke iTerpupoBaThest ¢ NOS 11/1U1i Cpeiasi MHOTOGYRKIIOR b
NILIOKCHIE B TAKHX CIYH5X OHM NPEIOCTARIAION NO30BATEII0 CAMYIO IIPOKYIO
oacts elicToiii. Ouako KopriopaTiBitsic SSO-peietist MOryT GhiTh Z0porinyi it
caoRmIMI U yipABCH,

Ceroust pa rexozorii - Bipryanh-
i cern VPN, (paitos, ore-
DALUIOHIbIX CHCTEN 1 AD. — MOTYT AcicTBoBaTh Hesapicino ot pementitsi SSO. Co
BPEMEHEM MHOTHE 113 ITHX TEXHOJIOmHI] GYAYT CTAHOBHTHCS KaUytaTayit 1a Gortee
eciyio Hierpaiiio ¢ SSO-peterisyiL.

5.5. 1. MpocTas cuctema 0gHOKPaTHOro BXoAa
Single Sign-On

Cavtoe 1poctoe SSO-PEILICHIte COCTOIT B TOM, STOB HPOCTO ABTONATIHPORATS 1Po-

Lece npetmsineris maposist. Lt Miorinx npoayicron SSO iopyanst 5X01a (10 cers

S OTSIORITET 1 EIDOE) 1 AVOGME HEOXONE STICH AT 1 e
10w ceprepe Henomsays

r cepepy PO, 1 TOT CepBEp €00~

GET KINCHTCKONY HOTPAMHONY OCCIEHCHIN, K KAKIIN PCCYpEaN HOIb0RITe:Ts

Moker oyt Aoeryn (pitc. 5.9). Kiterrekoe nporpasiioe ofeenieserie mpei-

CrapIsieT nonbsoBATeN0 AoMyCTIbe o, Kot momssosatess shGeper pecype,

HCHOB3YT MAIAT BXOAA I CILCHAHIL, TPEO-

cepepost ay oG yer: ot iy
pecypeos (cepBepa, XocTa, Jiomera

I
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Puc. 5.9. Tpocroe SSO-peluieHie — GETOMATH3ALYA BXOA

Tpn nponeyph X0 y i

1 cepuepy ay napot, Kenoys cie-
WEUTbHOC KIHEHTCK cnoext KoM~
nbiorepe;

2. Cepuep avlurmd)ummm e K XA PG MRET TV
cryn oto o6paTHio Ha KerrT-
ot SSDipEucietond oA RHOO O ok A LRt b
DHANIL 1A COBTIEII AN DPCIEATIBN PECYXO

3 K e SSO octyie pe
COl I BXOAUIT OT HMeHit 1I0/IB30BATE5! B BLIOpAIbIC IILIKCIIIA.

-

ABTOVATIALI HPOLCAYD DO HOGBOISCT HOTYIT HPOCTYIO ¢y SSO, 1o
1pi ToN etiie Gopiie: Pax
cpercrna c-
TPHpOBIA GE3ONACHOCTHIO. DT CPEICTER HCIOTEYION ACHTOR B ICICBHIX CHCTEMX
i oGecrieunsaior octosaitoe a poaax (role- tmul) LCHTpATI0BAIHOE AMIHICT-
pipoBatIie yueTHbX Famiceii 06 inx :
st e S
exexit SSO; B APYIIX c1ywaAX Ot witerpipoBaiti ¢ SSO.
i i 1icabio SSO Gt [T Moropa-
< HapaCli U TIOAVCHI TO0BATE A AOCTYTA K CeTentim pecypeav. TIpit
perneris SSO TaiGKe TaKile CPEACTEA
ayTeITHQUKALII N0B30BATE51, KAK TOKCHbI, WIpOBbIC ccp‘mxhnkan.l PKI, cyap
KapTH 1t pirseciiie yerpoficrsa. Bosee 101%01 K
S s B Chats o AT RSSOl s Haiibons iHGEmoH eocreuat o
renTmvcp sserea Kerberas (o et e mexruia ayremmisbioraynn Kerberos
noiepaior IBM, Maiixpocog, CyberSafe i paz apyriix kosmariii)
TpopitiyTbie SSO-PeIliciis TAIGKe NPEAOCTARISIOT GOTblIIe KOHTPOIS HaZ 0O~
oML oGbrno 1a ‘yponiie. Minnit-
MAUIBHO TAKIE DEIICHIIE BICTIOAIOT ATEITOR U1 0BIIIero CepBepa 1t Cpei IpILIoKeHIl,
a possix
e S A ———
SSO-cuereye ii 1 1x poit; SSO ad-
dpeKTIBHO A0CTAB ST e AT K cxphipas o7

3081
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npotteee ayrermdukan, TTostoyy MpoayiTs SSO MOFYT TAKGKE HOLCpRIBATS

PKI (8 acroctn, RSA ClearTrust nouiepsusaer PKI).

5.5.2. Cuctemsl ogHokpartHoro Bxoga Web SSO

PaspaBoTiIIKIn MEpBbIX BEG-CaiiToB G BHIYRICHb CORTABATH CRO COGCTREHITHE

SSO-peicis 1t ¢ pso Tpy Ouiaro nexope pasp
Web SSO noys nowors b kie co croports pay
Kownanii 1 Novell - wa st poB ~ ovetts
PO BRCIIN B CROI. MPOTYITaX MOALEpRKY cookie, B raviccrne conkie voryr yrGurts
arbie 10:153 Marar

B 26030242) {COULIS v oS oA e KFOPYHL S Coioep Al i
TTK 10;1b30BaTE151 ¢ HOMONBIO Gpay3epa it KOTOPYIO MOHO HEIOE30BATS NIt 1=
B et WDAOCTARTESo ocearen STV, BTN cookie cr
umpoko st cosnarnn Web SSO.
et A OTSAOBATOA XPAHTCS 5 600Kl 1 KeMTHOTEDE NOTISORGTO, CEPREDIOS
FIDIAOKCINE NOCT IIPOBCPIITS, KEN SRTSCTES ITOT HOTHOMATET, HE IPELIATAS Y
Toro, I Kakyio crf aifranepexour

atot nomonre,.
Tlposieta omoKpaTioro B0 ¢ apopizaicii SSO Ghita yerietio petieita 5o
Beemupoii mayTue, 10CKOLKY He G510 110r0 BHGOpa — TpeBoartie BeG-caiiTom
MHOFOKPATHORO NPETHABICHII A0S ARTCTCS IPOCTO HEAOMYCTIMBI BADHAITTON.
JlelicTirteio, ossepicciii BeS-caiir, Kotopiii noTpeSyer ot nocerites caitra
NDCITBSBITTE NAPOITh HECKOIBKO PA3 3 CCCHIO, NOBEPIICT CYDOBOMY HCTIBTANII0 Tep-
eHite noceTiTeIIeit 1t GBICTPO PACTCPACT BCEX CBOIX NOTCHIABHbX KieirTop. B iia-
Crosiliee Bpevs exeMa OOKpaTHONo BX0a SSO Ha Bel-Caift AB1ACTCA IpaKTIECKit
epaitcont (pitc. 5.10). CICAYCT OTNETIITD, 410 GObULIICTEO OBy~
“THIX KOPHOPATIBIbIX BEG-CATITOR IBICKAIOT CROM JAHHBIC 13 CCPBEPHbIX 623 JAIHBIX.
—a

Cepaep Web Web
wargaros cepacp cepaep
Puc. 5.10. Cxema Web SSO, ocHosanHan Ha uenons3osans cooki
B cxenie Web SSO, ii 1a eron cookie, npit 1po-
LY Db BXOZA BHITIOTSIOTCS: CCAYIONUIe IaTH:
1. Tlom30Batets, HpHMensis cliels

12 CBOCNI T1CPCONIDION KOMIIBIOTCPC, TepEACT Ha BEG-Cepic 1A 10110
ravp——
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2. Ararr wekact ¢ cepuepa vanzaron (Cre-
dentials Server). Be-ceprep HPEOCTARIAET HOMSOBATEIO PECY el B COOTBETC-
TBIN C €rO MAIATON,

3. Areirr neG-cepuepa coxparsier sauniposanisii Manat n Kasectse cookie
KOMITBIOTEpE T0IbI0BATC:,
Kozt TIEPEXO/UIT Ha ZPyTY Ha neG-caiite, KoTopast MoKeT

bITD 112 ZPYTOM BEG-CCPBCPE, NOCICAIITL HPOCTO UITACT MAIAAT HIOIB30BATEIISE 13 CrO
cookie.

Bexope noswens cook AT ATAKAM, HO, HOCKOBKY
Tenep cookie MOTYT HepeAaBATLCS ¢ HOMONLIO WdppoBaIOIi SSL-ceceitt, ara 1po-
G1cxia npacrirecin Hewouena. Toauiee Java oBectieuit MGKOCTL IPOIPANMITpOBa-
Hits 12 cTopore Gpayaepa, 1o ofpasyer Gazy ;uts Apyrirx SSO-noaxoaon 1 Cerit,

Ha pic. 5.1 nokas a Web SSO, 11e oy cookie.

Morssosarens
Cepsep Web Web
mangaTos cepaep cepaep

Puc. 5.11. Cxema Web SSO, He ucnionssyiowas cookie

B cxeme Web SSO, ne ncnoa
BBIIOJHSAIOTCS CACAYIONIE Wiarit:

syionteii cookie, Ipi peamisain NPoLEAYPHI BXOA

1. Tlo0Batesth HEpeACT H1a Bed-Cepiiep 1Nt HIOIXIOBATEIS 1 1APOh.

2. ATeHT a 5eG-CepBEpe IMICKACT MAITAT HO/IbIOBATCISE C CePBCpa MAILATOR,
Bet-cepuep pecypeni b cero -
JaoN.

i 10,130BTedth TBTaeTCs! MOYSITh A0CTYI K SAUIICHITbIM PECYpCay 1
ApYTOM BeG-cepiepe.

LACHT Ha JTOM Jomke ciona Marar

12 CepBepe MIATOR.

Kowiepcciane pemennis Web SSO eromoyior ps noxsoxon. T o nees o
Xozax Tpebyctes arie arciTon, yera < 1ia . KoTOpbIC
CBASHIBAIOICA C OTICBILIM MAITATHBIN CCPBEPON, TOGH HpoBepHTS Mo HOCTS

Hexoropbie sap raicke TpeGyior or 1po-
rpaxyiioro oecrieseniist. Taxoii M0AX0A MoskeT Zath Goee Bhicoiii yponeiin Geao-
TACHOCTIH 1D 1 Hos0rwii ay Ha
TomoR I possomocTah PKL

Cerouist MHOTIC OPFAI3AILIN TIOICOCMICHb K VIHTEPHETy, Tak HTo, 110 CymmiecTny,

6 PasHbIMIL

4.
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MBIMIH B PasJ U HBIX el it ceri it ceti npesiie
BCETO PEATH3YETCS! 10 TIEHMCTPY MALY KOPHOPATHBHIOI CETHIO 1 OTKPHITHIM Mm’cv
nerow, Tloatomy npn nipoGiiexs cei

HO0BATEI el PA3ACISION 1 BHYTPEHHITX 1t ey, OAHAKO PEATbHOC P TIe
MEICIY TO30BATE M COCTONT HE B TOM, BICHINIE O W BIYTPCIIE, @  TOM,
ABTOPIT3OBAH OHH ILIIE 1T B AHHOf Bp

KoMiarit saazunkn, u PTIICPBI IIMCIOT JOCTYTI
TOIBKO K Toif HICPOPAALUIIL, KOTODAst 1M HY3&a AUt X JICSITEbHOCTH COLTACHO IIpet-
HHCAIBI PO B ITOlf KOMITarItH.

5.5.3. SSO-npoRyKTLI ypOBHS MPEANPUSITUS

SSO-1ip yposist 1 2015 GomblnX KoMmaii ¢ re-
Teporciioit pacllpcneneunm KOMITIOTEpROTE Cpetoif, CocTosueli 13 Mor chctest
u mom ¢ ii SSO et poavo
nomoBTCN Kaplmmnlmmn CeTi npit X BXOe B Cets npoifrit oy ayrenidiia-
10110, A 3TeM HOTYSITh AOCTYIT K CCTERbIA PECYDCAM, KOTOPBIC M HYKHBI LISl BHITIO
iciist 11x paGoT TAKIIAI CCTCBBIMII pecypeaMit MOTYT GbiTh mpitioskeiist, paiini 1t

ApyrHe Aartbic, o Beeny PBEPAX PALIIbIX THIIO,
i Gase pasibix ccres

yposii swaseres

npoayir IBM Global Sigr0n I'ur Muluplalfnnﬂs (aauree masbisacybiii GSO). TTpo-

ayxr GSO npocroc pernerite,

To3BOSTONLCe HOb30BaTE 0 umqu JIOCTYTI K CCTEBBIM KOMIIBIOTCPHbIM Pecypeay,
HCH013yst OAHOKpaTHB] BXOL B cricTeMy. GSO 0CROBORAALT NOIOBATES OT HEob-
XOUIMOCTIN BROUITD PATHHHbIC IWACHTHAMKATOPbI H A0 LISt BCEX €T0 IeCBbIX
OGBOICTOB, KOTOPBIE BICTIONAIOT ONCPAIIONIILIE CIICTCMB, COBMCCTHO HCIOb3YEMbIC
HIDOFPAMMHbIE CPEACTEA, Ga3bl AAHHIX W IPIIOACIIIS APYTOrO Biva [4].

Bui10 Gbi ieautbito, eean 61 GSO wor Aelicrnonars ka yiepeatbiiil, Gesorac-

b, e MexaHIN 2y s moboro . K cona-
JIHIIO, TAKOE pelenie ii cospath
10TOMY 10 GOABINCTHO IPOAYKTOD, mu)])hl\! pelyerca cepunc ayreimiukann,

nponeypy ay o6pazon. Hrobbi caenarh pe-

ATBHOCTHIO TaKOf| WICATHHbI TIOIXO, NOCTABIUIKH ZOTKH! MOTH(HLKOBATS CBOM

HIDOAYKTH € LETbIO oBecniewnrTh Bhimoterie Tpeorarit obiiero craiapta X/Open
Sm[,lc Sign-On (XSSO

ey GSO HpiaEERITETER PEATLATED TS OCHORATIT 1 To (]mﬂc

55 oA Bicio0
St Ay AL o OB St cero TpeGytor wierwiaop ID
1 apOsTh KGO0 S XpaKeHe 10130~

ATeIRCKIX 1D 1 napoeii 1 HMH LCTCBHIX 05TKTOR,

KOTAR TIO/IB3OBATEIIO HY3KHO NPCTBABITD 1APO.Th P BXOJLE. DTO OCBOGOAIACT 10T~
S0BATEII51 O HEOGXOZMMOCTH HOMHIITH 1 BBOITH 9111 11D 1t NAPOH KK AbIE AeiHD U151
KAKIOTO Ne/CROr0 0GbeKTa.
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Ha pite. 5.12 noasaa Gasonast cxe-
sa suciitar GSO. Stueiita GSO conep-
it 10 wpaiiieli epe cepuep GSO i
oty paGouyio Cranuio noosareis,
Ha3bBaCMyIo Taicke KAmenTos GSO.
B snuciitce GSO mosker Guirs Gostee o1-
Horo cepuepa GSO 1 MoKeeTso Kt~
cirron.

Toamosates manvozeiicrsyer co
cocii paboeit craiuicii 1 nekoTopsi-
NIt e OB beKTaNI (IpILIOCIH- Kovinr GSO
SINI), KOTOPBIC MOIYT BHIOATHCS 1A
anoii pabovei craniunt 1wt Ha Kakoy-

2160 APYTOM KOMIbIOTEpE, HATpInNCp
a cepuepe Acrapravenrta it cepuepax  Pu. 5.12. Basosie xomnonentsi GSO
HpHIOKENHit.

Cepeep
nenapravenra
—

Tepet e ik Hasats padory et noifrit Ha croo

o, Tlom0BaTeItb NPERBARIACT MapO:th tvienito GSO, a He MPILIOKCIIHIO 1LAH APy~
it ceprepay. GSO pbinomisier ay Ha

1D u napos (morzia \proii it

et ommesaricon ransien). Cepep GSO BToweTes B Hpottece ayrerTicb Kty 11
“TOrO, HTOGbI NPOBCPIITH AP0 HOMLIOBATEII! 1t 13RCHD ero Manat (credential).
arext GSO GyAeT BROINTH NOTBIOBATEIS B 1IeeBbie 0GbEKTH (NPIIOKCIIIS LT
CepBepb), € KOTOPbIII STOT HOAE3OBATEIH AoKen pabotat. GSO ucnomsyer s
BXOAA I01B3OBAT 1 MCTOb, IPEIOCTABIAICMbIC 1IC/CBHH OGbeirai. B Gobintiic-
e caysaen GSO HIITHPYCT BXO HO/TB3OBATES, TICpetanast Leiienoy oexry 1D
W apOJTh HOTB30BATE:Is, Kalk GYJTO BBOAIIT X CaN! 10 Ib30BaTe:b. Bakiioe pasite,
OUCBILINO, COCTOINT B TOM, HTO Tellepb MOM30BATEIO He HyJKIHO JIIOMIHATH ITit Iei-
Tiukatopst [D 1 oI, MOCKObKY 3a60TY O HIX NpHIIACT Ha cedst GSO.
SABISCTCS KACHT/CCpBEpHBIM NpILIGAeHIies. B fonomenite K ceprcpy GSO
CYIIECTBYeT NPOrpAMMA KJIHEHTa (CCIMEIT NPOTPAMMHOTO KOJLa), BHiIOMNsIeMast a
pabosieit cranumnt nobsopate:s, Kotopast panozelicTayer ¢ ceprepon GSO [4].
SSO-npoayKTst yposiss oazaior

O J01CKAIOT HCHONB3OBANHE MHOTHX 1

HBINIH MCXAHIIMAMII AYTeHTH kA,

6caoNACHO XPaSIT B G AAHIBIX YHCTHYIO HHBOPMALIIO KOO 016308~

Test (rakyio, Kkak naekTHiKatop D, 1poith 1 HEKOTOpast AOOMITE bitast

HGOPMAILIST) Ha KKIYIO LEICRYIO LIaThOpMY;

DIKTHO YMEHbURCTCS! 40151 5a0HIBACMbIX AP, IOCKObKY NAPOTH 110~

0BaTesCii XPANSTCs! GE30MACHO H HAACKIO;
AYIOTCH METOb 1 € y ¥

i, Kot XPANITCS 1t HepeacTest

110 CCTH TOBKO B FAUTHDPOBAION BILLC.

AR LIAT(OpM €O CROINI CobeTRC-

o
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Hezoerarkastit SSO-POAYKTOB YpoBiist HPEANPHSITIS SBISIOTES 1X OTHOCIHT
10 BOIBILA CTOMMOCTS 1t BBICOKIE x Gy
Hiepeortaia.

5.6. YnpaBneHue naeHtudukaumen
U AOCTYNOM
terrrndkateii 1 goctynos IAM (Identity and Access

Toxcicresa ynpancriist
Management) cTpoiTes i ocioe:

O cpeers ayrermdica;
O CHCTeMbI LCHTPAII3OBAMIONO YIPARICHITS! YHCTHEIMI

AITHCSIMM 1 IPABANI1 J10-

ey
O cayxd Karatoro.
OcnoBiie MeToTs! 1 cpecTRa Grent nonposio ®
HPEABAYIILIX PASACIAX AHHOT Tabh,
coaH ¢ cHeTeNoil
fp——

Tportecc
g e smoMem pecypea R oo o e e

TO4HO IWAEHTHHIIPOBATH TOFO, KT PAGOTACT € CHCTENOI], TO HEBOIMOAHO TPANOTHO
C Apyroii CTOpOIIb, CCaIt HeT ClCTeNI
111 CaMa cHCTeMa ayTeTH KA. DT ciic-

YPOBHI f0CTYIA K

VIDABIICHISE JOCTYTION, TO TEPSICT M
et nBHeApATH B CUHOM KIIOUe, HOCKOTBKY
I8 01U 13 HIEX HE ARTACTCA HOHOYHKIUIONa b0 G ApyToi:
TIpotiece ypaBieris Z0CTYIOM NOb30BATe el BTIONACT 1 Cofs:
c a (coszarie yuerioii omatens)

O cosnarie y
B cuctenie;
O yupaBICHlte ZANILIMI cyGHCKTa, HCTIOB3YEMBINIL 13 €10 ayTerTidiicut
(cvena napons, narte ceprudpiata .
O ynpaseiie npaBavit 0CTyIa cyGBEKTa K PeCypeay CHCTEMH.
aaa Moxer aoctyi Ky

B samicinyoci ot
pecypca
O K ONepaLHONHBIM CHCTEMAM;
O K Gazam KanHbIX;
O K cerensin pecypea
O K Beb-pecype:
Cucreva ierr \pa,‘m S i

IMIH 3AITHCANI 1 IPABANH 10CTY-

ma
HpILIOKCHITE 1 CePBICO  CHIKeHI! 5ATPAT 1d AANIITICTPHPOANHC B PASHOPONIHX
AUHONHBIX CHCTEMAX.
n

PIIOKEHILIX 1 Orie]

a citctena ocy
10C yIIpAVTHHe NDABANIL 1 YHCTHBIH SAIHCINII B TCTEpOTCIIbX HiIdPOPNAILIOHITbX
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CHCTeMAX 1 IDILIOKEHIISX Ha 0CHOBe
yueTibIX satce.

B ofiiest C1yaC MOACHCTeNa YIIPAIICHIIL VHCTHBI SMICANI COCTONT 13 et
P Soaip VHCTHbIX Sammiceit (CyGa KATAIOTOR), MOMITILK yIpanieHiis
FACAMH, IPABILT PACTIPOCTDANICHIS YHCTHEIX SAIICE]] B Le/ICBbIC CHCTEMbI 11 MEXa-
HI3Ma COTIACORAINIS YHCTHBIX FaIT

TIpit noyueHIn HIOPMALIN OT HEAEBHX CHETEN 0 CORANII/MVENeN L/
VAGICHIN yHeTbIX Baniceit AMHHCTHpOBAIIS 1101~
Cucreya umomser JeiicTaist B cooTBeTCTBII C 1o~
rmca

HHOTO, IEHTPAIMOBAHNOIO TIPE/CTABACH S

Tpi COMaIII YHCTHO SAIHCH N0 IS0BATES B LEHTPATHION CHCTeMe (KatpoBas
crcTeN, c1yxGa KaTatora . 1) B SATAGHME 0=
HSBOIT aBTO) Ky b

s e o s e
“Taxoii 101X04 H03BOISICT PEATIBOBATE MOCIb POICBOTO YIIPABICIIA I0AKI0R-
e, KOTopLe ST Ty HEOBXOAIMbC 1M TIpaBA 112 pecypest B
uepes Biovciie

s St poAcass oy

OOl 13 KIIOHEBbIX FATa NOACHCTEN b VIPARICHIST YHCTHBIMII FAITICAMI SRS~
©TCs1 ABTOMATIECKOE HAMHEHIIC IAPAMCTPOR 1L VALICHIE YNCTHBIX Famicei o/ib-
JoBaTesCH, KOTODBIE e He PAGOTAIOT B KOMIAHII IWIH VLTI B ILTAHOBBI] OTIYCK 1t
e BRI ke SOCTY € pecypey

C pocrom unea it ceTemst 1t Koz pi-
KTABIX CHETEM 1 CEDBICOB, K KOTODBIM O JOAHb TIOMYSATh JOCTYTI, YBeIiBa-
10TCs BATpaTH 1 yueTHBIX sanuiceii o3 ii 1t ynpanic-

HIE NPABAMH JOCTYTIA K CHCTEMAM 11 CEPBHCAM.

¥ VHCTHBIMI SATHCNI 1
HPABAMI IOCTYIa HO3BOIACT ABTOMATHSHPOBATY, HPOIICCCH, CHARIIL C COTTAINCN,
IICTPIPORIICY, YICHICA, VICTAX SAIICC, TPGIOCTABICHIN 0CTYTa
pecypeaniny npanasit o

KATATI07OB 1 NDILIOAKEHHSTS. BIArO1apst 9TOMy CHipKacTCst Harpyaia 1ta W T-riepeonia
npeanpisTIS.

pementii SCTHBIMIH BAITHCAMI
1 NPABANT ZI0CTYIIA TI0GBOISET COKPATIT PACXObI 1 BECHIC YNCTHBIX Jaticeii i

IX CHCTENA, Tak yueTHbix samiceit
HPOROUITCS! O Pas B ICHTPRUIBIOI CHCTENC 1t fauice 9Ta HHOPMAILI HEpes 1ieHT-
PAUIBHOE XPAHHIIIIE TIEPCAACTES B NIEICRHIE CHCTEMbI ABTOMATINCCKH (IHOIA TAKOH
HOIXO HA3HIBACTCS! KOHLCHIUC]i eMHOTi CYIIUOCTII YieTHOl Famicit).

ApXHTCKTYpa petmieniii 15 YPARICHISH YHCTHbIMII SAIICAN TI0BBOTSICT 1NCTh
0110 IPCACTARICIIHE NOTBIORATET B PASIHBIX CHETCMAX I AACT BOSMOAIIOCTD 13-
Gexarn BBoza AHIbIY, CESANHBIX C ITIAM OOk
1 PACCOTIACORAIIIS YHCTHBIX FaTicei B KOPIOPATHBHBIX CHETCMAX.

JOmOHITEABHO PELICHHs TI03BO;AIOT YCTAHOBIITS CUHBIC 15 OPraHIEaLII Hpa-
BILIA B OTHOIICHIH MAPOC 1a A0CTYII K CHCTENM H YMCHBIIITh BPONCHIblC JATpaTs!
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wicrpatopos -
maponel iosisomarenet.

(FOAAPS PEUICHIIN 1CHTPATIA0BANHOTO YIPABCHIIA YHCTHBINIT JAMCANIH 11
lldea\ln JOCTYI AAMIHHCTPATOPb G fmolncuocru MOrYT GHTD, YBCPertht B T, 10
y oK napoutcii e-

i saburmbie 1w ey yueTibIC Fanicit B inpopya-
ool crictene oprarary
Crierexr 550 s
Kol ayTenTH(IKALUII NOTBIOBATE I B NE/CBBIX CHETEMAX 1t NpiLIOkerHs. Jloriika
PaGoThI citcTenbi SSO OCHOBMEACTCS! 1 IDHHLINIIC XPAHEHHS CCKPETHBIX AQHHBIX
ALSoRTEIE B AepaTSiioN SpamITAe (Gaze panmix, mv;xﬁe Karummu)
Vaeriie, , (©
KATAI0a) TP MEPBOM BXOJC MOJ B 6o
MOFYT GbiTh BHECEIb B HETO AIMHIICTDATOPOM CHCTEAb BPYAIYIO ITH B DE3YIIBTa-
TC HHTErpati ¢ CHCTeNOI] TIeHTPAIZ0BAIHONO YIPARICHII! YHCTHBINIT FAIIHCMI 18

O/IPA3/ICTICHHS, CBA3ANHBIE CO CMEHOIl H BOCCTAHOBJICHHEM

v»aﬁv

CHCTEM TICHTPAIEORAIHONO YIPARICHIIST YICTHHINII SAIHCANI 1f TPABANH AOCTYT
10 A0NOTTH 3TY CHCTENMY.

Bonpocu ANs CAaMOKOHTpONS
1. Jlaiire nonsiTit > <anto-
PHIEIUISL», <AHIHCTDHDOBANIICS.

2. Uro nomiyaioT nox pemmeniest satas AAA?

3. Kakiie 3aanii PeIaeT NOICHCTeNA YIpaRcHiist ieHTiiatuieit 1t ocTymon
IAM?

4. Ha Kakie KaTeropiit MOKIO PACIITh NPOILCCCH ayTeNTH KA B 3a5i-
cuoCTIE OT cyuutocTeil, s
cpocif nomHoCTIH?

5. Tlepestic Te OCHOBHBIC ATAKiE Ha IPOTOKOb ayTerTiIKaLUIL.

6. Onmumire MeTo ayrerTHHKAIINT 1a 0CHOBE MHOTOPa30BbIX apoieii. Kakonbi
ero nexoctatiar?

7. Onmuire yietoa ayrerTiKAIUN 1 OCHOBE OUOPasoBbIX Maposicii. Kakomsi
€10 0CTOMHCTBA 1 HEAOCTaTHI?

8. Cdpopsyampyiite npuriuin crporoii ayreniduiani. OMUIITE THIB TPOLe-
AYP CTpOroii ayreniuKa.

9. Otwscime PIN-xoza 1t ero

10.0Gwsicinre npuntu paorss asyx(paropioi ay1 leulbﬂKduml K piie-
e nociret s 1 ayrentidi-
Katuit 110z ii? Kakombi A0CTOMHCTER 9TOTO MCTOZA
wii?

1.0mmrre by cth 1t skt vapr-iapt 1 USB-Toke-
s

12. Ommmrre etow :
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13,410 osmasaior ey o omicons 1
CHT OUMGOHBIX MOATBOpACICHITi>?
14.06wsciirre npimim 0CTYTIOM 110 exexe B0z ¢

anTopizaicii SSO.



GACTD

|

\\QDOPMAHMOHHbIX

~_  CHUCTEM
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Koptiop S ORI e (KHC) craropstes: cerojusi ouiny 113

Erapiy ¥ istcco womtarnt Tlpit to
CKTI a it C: Ges nosb
IICHHOTO BHIMAHINS K BONPOCAM i -

(pOPMAILIONIIOTO pecypea, ero BpeCHHAs HEIOCTYIINOCTS 1Lt Hec: anlclmmmpouau-
HOC HCTIOAORAUIC MOTY'T TS KON T NATCDIELTHI TS,
Bes it sauuirs Bicapere

NOKeT oKL 1 PE3YIBTATE SHATTCIBIOND yuiepsa
n3-3a noTEPH JaHHbIX, 1 0y B KOM-
HLIOTPIbIX cCTAX.




FABS CTPUHLMMBI
MHOTOYPOBHEBOW
3ALLMATHI
KOPIMOPATMBHOM
UHDOPMALM

Mt 2 o,
o xpe i yera,
e cpay GeaBiI MK mer,

Jlanme <Bowecmuennas kovedus>

TIpit COVIUMIII CIHCTeMbI SAUTH KOPIOPATIBHON HHOPMALLT HEOGXOMINO HeTIOh-

0BT NPHNILI [AYG0KO HHICORHPORAIHOf OGOOILI OT BICIHHIIX H BIYTpCITHI
yIpos. Ira crpateris G coaganist i e
TCNI LU, pH KOTODOF POPIS OUIOFO YPOBIS ST 1 GOIASACT Kaxa e

cucresbi Gesoa JieKcHbili MOIXOA K cicTent saunr
(OPMAIL TIO3BOET ODTANH3OBATS 1IEOCTHYIO CHETEMY SAIUTH OT YTPO3:

bl k-

6.1. KopnopatueHas nHdopmaumoHHas
cucTema ¢ TpaavLMOHHOW CTPYKTYPOM

MipopMAILIONIBIC CHCTeMb TOBHILICHION CAOKHOCTI, TAKIE KaK KOPIOPATHBHBIC
smnopyatonbie cricrenst (KUC), kak npasis
PN Keris K Tpit noctpoernni KHC eaeayer ypsiwisarh nozcic-
B AUt KOMILICKC, paza
e o
Dipyay nporpasy criesers;
O npuvereHIs 1porp: TEUCHIS! 10CTATOMHOI
T0Bb1 ero He \ outHoCTI 1t
HCTIOTH3YeAOT0 0BOpYI0BaIIIS. TO KACCTEO HATDIBACTES! MACIITAGHPYCMOCTBIO
nIporpavMHOro ofecricueriis;
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npiHImna ) UTO KaAUbIiT YpoBeHn
citetenst (iment, beb-cepuep, cepuep npiLoxeii, cepaep a3 aibix) pea-
mayet dynKim, HanGosIee exy npHCyIIe;

o npia 2 i u cneren-
HOPO UpOrpaNMHOro obecrieser s
O ocymectaaeris npuua KO PASIIIbIC YPOBHI

CHCTEMBI MOTYT B3AHMOACICTROBATD MEKAY COBOIi KaK 110 AANHBIM, TAK 1 110
npioer [4]
B iacrosiice npeyst s Kic
wTparier, cnetuid) P st
ncero
ii corut Hirrepiter.

it apxITeRTYpBI KIIHCY
1 i
Finicerest b By, B SaCTHOCTH, IpIMHCHIC:

O b Kasectne TparcriopTHoro npotokona — TCP/IP;

O erpoci cpesetn s ayrerika;

o BapXHTEKTY] cepep-cepaep cep
Bep Ga3 AQHHBIX PH PA3PaGOTIKE MpILIOARCHi.

Butecre e Tem ned-r
Tt HoBbie P0G

cem, e sanurroii 1t

Borbiiie arpysi or ii tpeyior
anTapATHO  MpOTpANINOTi TIATGhOM, KOTOPAS TOKIA JOTYCKATS MACHITAGHPY-
€xoCTH pecypeos.

‘ViIparciiite pecypeavi it PaITPaINeIIie JOCTYIIA, Kak PaBILIo, OpICHTIpOBAITE!
1A OTACbHbL BEG-cepep 1t e Ce MHOKCCTHO
cypeon kopriopaiuit.

CraiiOBSITCS! 1ePROCTEIICHIBIMII TPOGACMB FAILUITH, KOFA KOMIAIIIE ACTAIOT BIyT-
pel JHHBIX OCTYITHBIMH U151 BHEUIHIX it noa-
amocrn il 1t b ICpCAI A B Gostb-
11y10 1poGieny B cpeae BeeMipoil cerit 13- GOIbIION0 KOZIMECTEA NOTCHIUTAbHO
AHOHHMHBIX TOJIb30BaTE eI

70 KACACTCS CTAIAAPTOR, TO BeG-TEXHOOM BCC Ie IBMCHSIONCs! 1f CTANAApTH
10 cinx 0p tie cpopwposatich. Hanpinyiep, ceiitiac npoicxoaurt pacnperiiie HTML
SEabIKOM ommicaiist ne-iokyertos XML,

Baskiteiimisin ponpocaynt pi peaaun KNC ta Gase rexionoriii Wirreprier/
HHTpaeT SISIOTCs s et yipan-
st it OPMALUOHIBIMI pecypeayi, PasTPANITCHIIe AOCTYIa K pecypeay. Ocobei-
110 970 BRUANO A1 A0CTY A HO:0BATECH] 13 BriemeX cereii  pecypeam KFIC - a1
A Ha3LIBACMAS! IKCTPAHCT-TEXHOONIS.

OBICTPHISITHM TOXO0M K PELICHITO BOTPOCOR 3AIUITH ARIACTCA HCTOI0Ra-
Hite B KOPIIOpATIBHOfi CeTi, IveioNteii BhIXo B Gty cerh Himeprer, ceayio-
1€l CTPATEHHH YIIPARJICHIS AOCTYTION MCSKILY ABYMSI CETAMIL

010N TpIt BEEX CBOMX SHAUITETBIIX TPCIMYILCCTBAX Bil0-
cearcavi it

THIO,
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K HaoBopor, toiert

o

Bech TAQITK, Kaik 13 BiyTpeiell ceTit 5o BreIt Mitp,
KONTPOIPOBATHCs! KOPIIOpATHBHOfi CrHCTENO

4P CHETEMY MOKET IPOIITH TOIbKO ABTOPHIOBANHbIH TpadyiK, KoTopbili ortpe-
JeseTes Crpaterieli AT,

<

MeskceTenoii IKpar — T0 MEXAHII3, HCTIO3yeMbii JUIS SIUITE! A0BEpeRHoii ceTit
(BHYTDEHISS CeTh Oprai3aIIIn) OT CeTH, He veroneit 1oBepis, Hanpiniep Mirrepiicra.

Hecxorpst 1 10 ut0 Gombunmicrso M B HACTOSILCE BPeMST PASBEPHYTO MCAKLY
Hirreprieton i iyt roeaind cenor (UTPRICT), INCET CNC HTOMSORITD 15
moGoii ceni, P IO, CKAKCM B
cent npeApusITIA,

Tlepeducicibie NPIHINIITE TOCTPOCHIIS YITCHS B CTPYKTYPHOIT CXCME KOpIiopa-
“THBHOii 1pOpMAIOIIOfi CHETeMB, NpeACTaRet o 1 pic. 6.1. B atoii crpykryphoii
CXEME MOYKIIO BBUAC/HTS TAKHC B! YIDABIICHI, Kak:

o nceii cuictenioii
Oy 1t cepaepast;
O ynpasienie Beei
O yupasertiie konesHui nonsopaTeAs [4].

D seripe ypoist ynpaneris KVC MOTYT Gyt 05beKTasH YIpos s -

g8 88

‘Copaepe noapaenent 1 npuIGHENHH

Puc. 6.1. G i cuCTeMB
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o
wars b coba ganuy:

KHC nomxkna Bimo-

O ueHTpAIIORANIIONO yipaeHIsT;
O HpIIOKeHIi 1 COOTRETCTBYIONULX CepBEpO:
O cerm;

O Koredin

noms3oBarencii.

Haaane Gombimoro wicia OB B
JaHBX 18 ), e ¥
 Ariinic ALt aas v O ALSOAE RO Aessen Sriedehon sty
ofccrieueHIis CAHKIIONHPOBAMHON0 AOCTYTA K CAUHOMY HiOPMALLIONHONY 11po-
CTpANCTRY MpeATpIATIS.

p %

rreab pecypeon (Gas
W a

JIOCTYTIA BOGMOYKHO TIPH YCIOBHIE:

neserits cooTeTe

O commamin oamoh o Gesonaciocn n samra unpopyatne;

o W KOHTPOIS 32 pecypeos
1 yIpaBIICHeN iy,

TIpit 5TOM OGAATEIIbHO JOIKHO GbITh YATEHO HaMIIe GOBIOTO WiCa HACTeAye-
MBIX TDIIOKCHI, HCTODICCKH HCTIOTH3YCMBIX Ha TOM ILII HHOM HDCATHSTHIL.

Ouoii 3y oc ii KHC smasiercst B el mpiiiut-
112 HCITPAII3OBAINIOND YIIpAIIEHIS, (IATOIAPs! ey BOINOKHO BHIIOICIIE TAKIT
Bakibix KL, Kak:

i B MaciITabax Beero

npenpuss;
i J0CTYTIOM
KO been ne-ccppepas e FABICHMOCTII OT IX LT ];np\x (uenpamonantioe
CTPAHCTBOM 32 CUCT CBA3I BEO-CEPBEPOB B OHO JIOTINECKoe
BE6-IpOCTDAHCTBO);
Oy HOCTYIION K i i
o yip VHETHBIMH SAHCAMH
nomonaTeCi;
i s 13 3
o Kpocc: ) JocTymoy

Jieii K HHOPMAIHOHIEM pecypeay;
3 pickayit i
ropay ce BTopKeiIts Ha
[4,48].
I HOCTOSHO © yBes pHCKaMu oT
BHDYCIHbIX ATAK, HECAHKIUIONHPOBANHON JOCTYIA, A TAKGKE ATAK 110 GIOKHPOBANITIO
1 BCEM BHYT-
e e (1 thpm Ta) YTPO3AM MOKHO Il € TIOMONIbIO COOTRCTCTRY-
o Jlyameii ce snsercs
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prciayit -

OBXOIMBIX OGeMAX TIOCTYITACT 113 PagIIBIX KOTPOTBHHIX TOUCK CIICTeNH Desonac-

oot npeap mu]xop\lau 1, 1COGXOIN 13 IDHIATI YIIDAIIAIOLLX MEp.
crcav c

nerrrpan-
it i (ot 6 Cero O

ot uy filtbie COGMITISE BO BCCM MIPCATIPHSITIL
DroT ny.AKT o3BT Oyl Vrposait it FbIO 110 Beeyy

NPCANPHSITHIO, A TAKGKE [APAITHPOBATS AOCTYIT K COTSIM, CHCTEMAM, NPHIOKCHISIM 1t
PABOAIIM CTOTaN, CORMCCTINMbI € OOl SauuTH HpeAnpisiTitt 2]
‘ViIpasisst PHCKANI IDEZUHSITIS, CHCTEMIbIE AMHHICTPATODE MOTYT

O TOUHO WACHTHIINPOATS PASHIHbIC THITS YTPO3 1 HaaAeHIl, HCTOMs3ys

COBPEMEIITYIO TeXIIIY KOPPeASIUL, HTO Ottt BUKIIO 115t GHICTPORO OTHETa 110

e npeanpRsTIS,

OGCCIICHIBATS CPEACTRAMI MOIEpAIIT e pcmem i, nosBosONULX Op-
CA0BbIX

o

pitcion. Pacio;aras
“TH MOLYT TOUIHO OUpCACASTH ystamitble <ropstaite Toukits (hotspots) i ocyuect-
wasims sciicrams, X NOITIKY Sl
Ghicrpo araic nporpaiio-
TEIIIECKOr0 ODCCIICHCHIISL, OT BHPYCOR 1t IKILHOHIPOBAITHON AOCTYITA
Mephi, HP/LIARACMBIC 1 TAKIEX CAYHLX, BITOUAIOT B Ce03 HEPKO peKodpry-

o

Ha cepepax 1y BUpYCBI ¢

IACYETCS € WICOTOTTHe| HEOAHOpOL-
nporpasi. B irore
" npex-

ViIpanieiiie pHCKaMit IpEANPHSITIS! Brloie Co
i0if Textoz ‘

upisILL
TonoGusii npimum y actocTsio
Wt mpetCraeT coBoit OTKPBITY, GasHpYIONIyIOc 1a ¢ e

cyimecrny
pocctutargop-
uGesonaciio
crerevax, na

yipansit . xocTa,
e M HACTOMAX KTAOTS:
0N CaIyaC CTPYKTYPHZU €XCMa CHCTeMb 3auurtut miopyatutin KVC voer
Pl D annsin A, T Roun S T G2 A e SNyt S
uwrret sndopyauni KVC [48].
yuaunt yposticii alurTs MOTYT GbrTh cPOPMY.HPOBATS CCYIOIUI 06aZOM.

3 puckasuu cucmexvi Gesonac-
nocm
O expamionsioe AT PRI
KOHTpOID BB
5 sacti ii s oebbx

pecypeos;
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Sauauma
mams s s
e s )
S pe 3 Ead
Pomscaamened
3 =3 3 Pc

PHC. 6.2, CIpyKTypHOR CXEMA CHCTEMBI 30ILTS MHGOPMOLAH
JPMOPATHBHOH WHGOPMALMOHHOM CHCTEMs!

O ynpanzenite cobsrrimsvit;

O npunsTHe pemenii 10 vu|museumo pHCKa;

O cBsi3b C

o

Xpareitiie rpeor it
O ynpanestie arpuGy ravi momb30BaTeCIH (YICTHHMI SATICANIT) 1 00Ty AIBa-
Hie HOL3OBATEIIH] B PACTIPEACICHALIX CeTX;

Koimpozex
IOCTYI KO BCCN BEG-CPICPAN, BC ABICHNOCTH OF 1 5 manopsr:
Korcobio cayaoii
VHIPABICHIIE HOIL30BATCANIL TPYIIAMIL 1 PO B IOAHOI CeTit IpeATIpi-
SATHS
~ yupanens karatorav;
~ VUPARICH HOORTCILCIN HpILICTAN:
- wactit Mt @

‘rpatopayi;
VIIpARCIHITSE HAGOPO PECYPCOR I PACTIPCACIICHIIS AAMHHICTPHDOBAITIS NEsK-
Y MM MHHICTPATOpANI.

TIpit aToM cava KOHCOIb AOKHA TO3BOISITS OTACATH yNIpARIeitiie paspadoTicoli
HOITIKI Ges0ACHOCTH OT € peaiaL.

Bawyuma ynpasaenus npuroxenusnc

Q sauuira ocryna K pecypea i ol

“unavi pecypeon (Qalaas, KaTaOTaNI, HPHITTCpAN, HDILIOHCHAAN 1 1,
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O BO3MOIKHOCTD JC/ICTHPOBAHIIH YIIPABICHIS! 10CTYIION K Pecypeay
MHHHCTPATOpaM IPH BICOKOIT CTENEHN KOHTPOZST;
O yCTAHOBIIEIHE H KOHTPOITh FPYIITOBLIX HI0ICOEI
pati

iz

ar

tii 1013084

el i pecyp-

B fica foCTy1a 10163
1 K pecypean creTen
O BOZMOKHOCTD AMHHHCTPHPOBAIIS J10C
BACMBIX oA,
P
CCKIM CepBICa:
O yupamsenie ayuToy.

YIIa K PecypeaM Ha NpaBiiax, yeranas-

tocTyNa K pecypeas i KpuTi-

Saupuma cucmexsi cemet

O 3aUUITA BHYTPIICCTEROrO OBMeHa (IOKAIBIBIC BEMICIITEbIBIC CoTil, HHTPa-
It

O sanurma Geita (0GabIbC : rh, SKCTpAIeT);
O Saiysa overa epes Hiepiier;
x yaion, JIOCTYIA K pecypean;
) 106bix i (back-end), nc6-cepnepon 1
NOVIEPIAKI CORUIEIII] ¢ pecypeavit;
O OCyMICCTRICHIE PACTDECICHIS HATDY3KH /LIS Y7
1t BOCCTatORICHIIS TI0CC C00CE.

UIICHIS IPOH3BOMTEBHOCTI

Baugima xonewnux nomsosamenci:

O yCTAHOBIEHHE COOTBETCTBHS HMEHI 1 1apOsT;
o ympasirtie ROCTYTok € QWO CIIHCKOD KOITPOI 38 TOTLSOMTCIAN, 4

oo

O coprmbtimatin orapsneet Rzt PR

O NOIEpAIA CTATHICCKIIX H AUHAMINECKITX posicii (HATpHME, 0CTYT AUt sTe-
1 /Faltlcit, JOCTYII TOMBKO 1S HTeHins);

O KOHTPOIh NOMBITOK AOCTYITA K PeCypCayt it periicTpaitsi (OGHapysKeHie yrpossi
Geaomacioctin);

O KoHTPOITH i HOTHKI CEKPETHOCTI.

6.2. CucTembl «06GnadHbIX» BbIMUCIEHUI

pavbc cremis (cloud ing) -~ o0

Cesaboi asict e A iy pecypes,

ewerne (T10) 1 1 10

aanpocy Kkak yeayr wcpes Hirrepier. Tepyiii «obako> (thud) HENOAB3YeTCs! Kak

Meraopa, B ocHoe KoTopoii AesiT

cern Uireprier L ILTH Kak 06p:
CKPHIBAIOTCS! BCC TEXHINECKIIC ACTATH,

VDb, 32 KOTOPOE
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[19]. Exite 1 1960-x roax
CYPCOB KaK ITATHbIX YCIYT,
TS eSO, OO S ETOO0T YRR AP

Vijest micacHt B 06.1ake IMCET CROIO TpeABiCTopi
e <

uYTh 0K NOABI

ot zpyra DECypeh, Hepeax pasn
M, LT COBMCCTIIONO peIcHiis CIORIbIX e Tpebyrouuix ul,mmmummm) wrrea-
X pacyero. TTofo0Hbe TeXHOAOMH faBHO b
opransattas. TlosKe HOABIIACY KoWICTUS XocTHira (Hanpitye, paseecia
ceprpOB KINCHTOR B ax i Ha

- coboii P

11 OBOBIICHI YHONGIHYTHX W1cit,

6. Mogenu «06na4HbIX» BbIMUCTEHNIA

Cor it o Gartner, B oBrare ~
p exionori ciocob
e e e O
T2 HOJACPAKH DTIEX YCVT CKPITHI OT HETO, A CAMII PECYPCHl OILIAMHBAIOTC! KAHEITON
10 NCPC X HCHO:T3OBaI. To CCTt a3 KOLETII HPEACTAITSCT COGO, 10 <y,
xoerur, HIpOKI KpYT 827, HeKe:T XocTT
B Crowat apertst yeayr 05-
B T T —
CHCTEN XPACHTIST 13 MPCATPITI b OTICIHIYIO OGILYIO TPYIITY, 1 0G0,
Koneunuii 110 K pecypeay, a
OB1AKO COBHPACT 113 CBOIIX BIYTPCIIITX KOMIIOHCITOB HYIKIIbIC MOILHOCTIL if 1PCA0-
craaier x nomsopareao (pic. 6.3).

Puc. 6.3. Mopens suiuucnenmis 8 obnake
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ey Tpedy ii oaavact, \ro o6ako
P 3 o710 32 cuer

00 BUpTYA A, . amh c
HBIE PECYPCHE TTYTEM MHOKECTB cuerem it i

12 CAUMHCTRCHHOM OBIIIEM KOMIIBIOTEpE ILIII 1EPCHOCHT BITYATHIbIC MAUIHIIb i
cepaepbi noaxoseli MoOCTI.
Gaiix avernin i non-
s R ACCTARRS, Y 1 MrTerpaiio g, Ottese O kst
secKinX MoAes
sttt e e b
VIIPARISICMOTO EHTPAIE0BAIHO KOHTEITa 1t BHpTYabitbiX Mannth. [lo cpastieiitio ¢
rpattutonbi A T-iiihpactpyKrypavis OB auHBIe BLMICICHIIS NO3BOTSIOT YIpan-
8T GoJiee KpyIbINII 1HAPACTPYKTYPaNH1, O0CYAIBATH PasITiHble TYIIIS 10Th-
aomareaeit. OBIAILIC BHMICICHIS YMEHMIAOT cA0sHOCTs T T-1nppacTpyicryphi
3 cuer pecypeon BUpTYAIbIYIO
B KasceTRe yeayr

Tl o IyCKaTD Cambl
e ciahiot Sophix X, HOCKOIBKY BHIIC: JBIT cCpepb
TloJtb30BaTe. i YIARISIOT CepBepaytt Hepes HHTepriet. TTpi TOM KOHEHHOMY HoioBa-
reamo Tpebyerc W HazeKiioe

OGTaIE BBMEIEHIA TGO KOMIRII CPABIITCTHNO TDOCTD i HEAGPOTO

Auicionoe

eii

fomute Bie crei Ceittac concext couanath
coberserttyio UT-cpyKrypy. OGIHHE BLMIICIHIIA ORAMBAOTCH 1§ 2 3 paza fie-
iesic, ses paspaGotica it Kb

Bee cyIleeTByiolluie MO OGANHBIX BbMHCCHIT MOKIO pm,.e.um 1 Tpit oc-
HOBIBIX THIA: \ACTHbie, OGILETO M0Mb30BaNIs 1 rHGpHubic (piic. 6.4) [99].

Yacrioe ofnaxo (Private Cloud). it obzaxoM HasmaoT 06y cic-
ey, cossantyio 1 Hacriioe oftako
HAXOIUITCS! 1O KOHTpOICN

Puc. 6.4, Ton Tana obnaxos (4acTHbie, oBiiero Nos308aHMs, rHBpPHaHsie)
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Ofaxo obimero nomaosarms (Public Cloud). B zarioii Mozei o6
- anst G

paCTpyKTYpa

st iy

12 OAIMIN 113 0GATHHbIX NPOBAIACPOR I YEAYTH NpoiaioTes viepea Mirreper. JlioGoii
YIS HYSKHYIO €My YCAYIY, OLIaTIIS ec 0

ESI0BEK HMEeT BO3MOKHOCT 1

em

g
B
8
B
g
g

KAPTOI 1LH MBI JOCTY BN METO/0M. OB1K0 0HLET0 TI0K30BNIIS HAXOTCS 1101

KoHTPOIeN MpoRaiiAepa e

)

!
Tu6pumoe ofnaxo (Hybrid Cloud). TiGpiuioe ofako npecranasier coboii co-

seTalHe ICPBbIX ZBYX Mozedcil.

I

ApXuTeKTypa «06/1a4HbIX» CEPBUCOB

Ofiraxo npescTansiet codoii abop cepmitco paztioro yposist [ 19], Kaiii 13 koto-
DbIX BHOCIHT cOBCTBC I} BITAT B NPEIOCTABIACMBIC VYT (PiC. 6.5).

Cantwii ki yposerts orbeuaet a
ungppacmpyxmypy (1aS, Infr
as-a-Servic

Tpanoxenvs

ra). laa$ npeactansier coboii ycayr o
APEILIC BHIICIITETBHbIX PECypeon i citc-
e XPANCIIIA, TAKIEX KK BHPTYAUIbHbC
cepuepst ¢ sazartofi

|

MOULIOCTHIO 1 Kaitathi cBgi TpedyeNioii
HponyCKIIOl CHI0COBHOCTIN U151 AOCTY A K¢
XPAHILIIIN JQHHbIX 1 BHCIHITN pecyp-

i, DI STOM KHEHT MOACT HCTIOT30-
Bah A106bie cueres 1

“Bupryanusaumn
- Cepaeps! U XpaHTMILA AaHHX

npiOKeHIIs,
Caeayiouutii yposeith cepaitcon — ypo-
aenn naampopyivr (PaaS, Platform-as-a

Puc. 6.5. Aprmexrypa oBnasmsix
cepancon

Service — nat(opya Kak yeayra). DTOT YpoBeH BIONACT He TObKO HippACTpYK-
[

TYDY, HO 1t
TIHMEpY, KHEHTY MOKET

1aBp

1y W HeKOTOphIE.
Bip

OC i 1raBopost npiioserIi 1 0CTY K orfpeiec

enih).

bt Mau
moii CYB/L i ceppepy npiio-

Ha ypobiie pa

Jposens

y ’ I aaS, Software-as
a-Service - HpoIpaNMIIOC OBCCIICHeHIIE KAk YCIYTR), KOTOPbifi NPEANIOAraCT Henloi-

B0BaiIe MPILIOAKCHIS 163 OBtaKa /U151 PABOTH Ha /IOKAIBHOM KOMIIbioTepe. Yer
T, omne:

020611010 poza, b ot 0T

HHBIX BBIIIIC, JIOCTYIIHBI JOCTATONHO JtaB-

110 — tanpityiep, B Pocciti celiac Taiiy 0pasos (pyHKIIOMIPYIOT MIOe HTepHeT

NATASHHbL.

Kpoe omuicarnibix suiue Gasonbix o6aursix cepaitcon faaS, PaaS 1 Saas, voryr
GbiT BOCTpEGORAITBY 1 IOCTYITbI HEKOTOPHIC CICIATHSHPORANHBIC CCPBICD.

Mannvie kax ycayea (DaaS, Data as a Service) — npegoctas

e garix 110 Tpedo-

r ero wim

KCHIS ILIH OpIAIBALIONHOT IPHHALIEAHOCTI
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Patiouee iecmo xar yciyaa (WaaS, Workplace as a Service) ~ npeoctaneinie sitp-
‘ryamsIpoRaIIOro paotero vecta, sactiii cayaii 1aaS
Kowwyusagau war ycuyea (Caas, C fon as a Service) -
BHCoB NpeoCTABIAIOTCA YeayTH caa — [P-Tenedbors, TOSTOE yeayTH, obimie
CpeCTBA CRAI 11 T. 1.

6.2.3. OCHOBHbIE XapaKTepUCTUKN «0BNa4HbIX»

BblYUC/IeHUA

K ocrosmbiM obuaumbix 3 il oTHOCATCA:
MocT, s nata 3 dons
Bae

uTaGupyewocTy. MACUTAGUpYIOCT — Bokioe anecru oB i i
e, i0coGi0 Gomsmyio Harpyaiy
acuery y
cueren. Kak npasiio, s K2 MHOJKECTE:

HBIX CHETE HCTIOBIYCTCS! THIIOR0E 0GOpYIOBAINIE, HTO CHIDKACT OBILIO CTOMMOCTD
BIICHIIS 1 YIPOLIACT CONPOBOAACHIIC HIPACTPYKTYPbL

. D saiia ¢ 3 i, Tak

KAK peaeT sty iveertis ceyp-

con, s padorst ii crerestbi. cri noaBoICT

GucTpo sapactiTs vomoCT! oo Gea -
SATBHLX

Mymmmenamioers. Mystroraimiocrs (mult lkndnty) = apxiretypiioe pe-

uete, oBuutx pecypeon (porpasi-

SRS SGecTeEith, S TiSSSoae MATA S CHE xpRBeRE) o,
110 OILIATY 3TIX pecypeon GOblITyIE FPyMaN Ho:tssoRaTesteii. B octiope Tepaitia
“MYABTHTEHANTHOCTY> JICKIT CII0B0 fenant, KOTOpoe GYKBATbHO 03HANACT «KILICID;
Tep NOIO Kak xnapripar. B
ORI OT DHAINCCKOlE KOMMYHATLHOI KBATIIDb, BUPTYabIast 01a1ast KBapTIIpa
HMCCT PATIBIGITHIC T1QPErOPOAKI, i CC KOHGHTYPALIIIO MOAHO MEHSIT 110 Mepe 1eo6-
XOANMOCTH. VIHBIMH COBAMH, MYIBTHTCHANTHOCTh XapAKTEPHAYET TEXHOIOMUECKOe
pemneiiie, HeCKOMBKIN apyr ot Apyra paz-
JCIIATH OJUH 1 TOT 3Ke PECYPC, He HAPYHIast DM HTOM KOH(DHCHIIABHOCTI 1 3l TS5
HDHHALICAALUL 1M JAHITBIX.

lata 3a Omnara pecypeos arpu-
6yr obaubx i i nepeecrit wacTs ek B
i om0 it oGt pecypeon,

POBATH PACXOAH, CRAGAIIC ¢ PaBOTO 1IAYOPNALIIONHLIX CHCTEN OpraiizaIuIL,

CasooSnyuaie. CovoobcpIING FIACTCH o013 KT Xaparc
TepHCTIIK 0B aIbX
ocryma tepes Hrrreprier c MoUHOCTHIO,
C Wy Ho3Bosser SANPOCHTD 1 TIOYHHTE
TpeGyeNIe pecypest OBAAHOIT CrCTNH
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Coueratiite HECKOIBKIIX ATPUGYTOB OGTAMHBIX BbIMHCIEHHNii TI03BOAET PELIT 3a-
aty CHIDKeHIS! PACXO10B H TIOBBIINCHITA 10X0A0B Oprammizaitii. TaK, OMaTa T1K0
o PECYPCOB MAKCIMa
HHPACTPYKTYPEL DIACTIHOCTD, 1 CBOIO ONCPEtD, TIPEUIOTATACT, HTO IPILIOKEIIS
MacurraGHpyIoTCs, B NPOTHBHOM Cyyae GhiCTPOE BhUIEICHIE PECYPCOB He NPHBECT K
TOBLIIEHIIO MOMIBOTTELHOCTIL

VUHTHBAS IEIOAKCHHOE BbiILE, CHCTENE 06auibix Bbrmcerntii (cloud computing)
MOKIO AaTh TaKoe ar0 cepainc,
CAMOYTIDARISICAS KOMIIBIOTEPITas! CPEa.

Cerojta B Mpe cymectsyer Goabiioe HOCTABINIKOB YCIYT BLUHCIC-

st 06t K K0YEBbIA HTPOKAN JQITHOTO PIIKA MOAKHO OTHECTI TAKHE KOMTIAHIN,
aie Google, Amazon, Salesforce.com, IBM, Microsoft, SAP 1 Oracle.

Hanpityiep, kostarii Google 1t Amazon, NpeiIaraioT psii cepBIcoB 00 HbiX Bii-
sncenntii (ceppic Google App Engine i cepicsi Amazon Elastic Compute Cloud 2
(EC2) u Elastic Block Store (EBS)).

6. KoHuenuus apXMTeKTypbI «0GNa4HON» CUCTEMbI

Kornienuist apxirreicrypoi ofiasoli citent npesctanieisa ia pic. 6.6, Jlanias cxenia
JIOCTATONHO 10O OTpRGKACT apxiTeRTypY 06aaviHofi ciicrexs [ 102]. TTpeayesorpebt
PASIIBC MCTOIN AOCTARIGH YCIVT TOTPCBITEIA, & Tak K HiTCrpaitis ¢ ofzasn
M CHCTCNANH PASIIbIX OG- TPOBaTiACpOD.

qu Takix ur. VP, KaK CeTh It KOM

obtaioi cicTeNb b
pantioe npovexyTotoe TTO, BHPTYATLIIE CepBep 1 0GaIbE HpiIORCS.

Ci MOJKET HasbiBa PasHOMY: THl-
HepBIL3Op, NOWITOP BHPTYATBIILIX MAIII) OCYHIECTIACT MOHHTODIIE COCTOAMIIS
0GopyJoBaIIs, GaTACHPOBKY HATpY3KI  BLAC/CHHC HEOBXOMNMBIX Di3iriceKin
DECYDCOB /U151 perieHis TeX 1T HILIX 32, 0GCCTIeHNBaCT COTIACOaIYIo asoty

zon,

BUPTYAIBHBIX CepBepoB. 10 T1O JOKIO NOSBOIITS HOM30BATEAM PASMEIIATS 3
TpoCE Ha loud instances), noayuars ocryn
K DECYPCAN I YDA X AIISCHIIM IWKION.
g 10 cuerenbi BICIHTC biTb
in (TETI0 TONbKO cepsncnt. Ltz 06
b BrCTCHIT xapaeproii qumn SBISICTCS! HEPABHOMEPHOCTS 3AIOCOB pe-
a s
LLpbsnc.A Mescy cepuepavi 1 1o upommkwcmmm YPOBILH TIONEIACTCH elite O
10t — BpTyATBILIE Ceprepb. Bup Nauna
Jrs— nosBoIT YHpsTTS 10TpeS-
CHICN BOHCIITE I PECypCon. Ha HpTYATHION Cepiepe NOKCT OHonpeyieiiio
1 MHOKCCTBO pasibx i, npiracyt

oL Y oc.
naer

0CTYI K ceTenpiM pecypeas
KK € BHDTYAL CerviTay. T SHAHIT, 4TO YCTpOTICTSa I 1K KOMTONHTS
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( Mons3osatens * )
( BHELWHWi1 UHTEpdeNc E

( @ CeTb VHTepHeT )

ObnauHble
MpUNoXeHnst

Cepavice!  API

BesonacHocTs
Pesepaposaniie
Merement

MpomexyTouHoe
no

Ynpaanenve AocTynom

Putc. 6.6. Koruienuuis apxirexypsi 06nHHOM cACTeMbI

(HATIPHMEP, CHCTEMbI XPAHEHIS) IPEAOCTABISIOTCS 110 FATPOCY, HEFABHCHMO OT CBOCTO
i ) 1w crtocoa dhra K cer

Bupryanibiioe pasieIieiiiie pecypeon N03E0eT MpeATpHsTIsM (opMIpoBaT Ge-
301ACHEIC HACTHBIC COTERbIE AOMCITb, IPEIOCTARIAIONUIC JAKPHITYIO HHBOPMAILTIO 1t
oM, paGoTas B 061
‘Otake, KGDRABIL BAKAMIIK MOKCT OGCCIICHITTS NOIHYI0 JAULTY cBOCi KoNILCHIu-
abioii micpopyant 1t yeayr

Jlatias apXIrTeKTypa 04HOI CHCTeMb PEIH3YCT CICAYIONuIe TpefoBarIts:

2
g
=
H
z
&
g

) A ol o s i
amcTiroro crin Girstie
e JIOCTABKI CEPBICOB 110 3A11pOCy (0N du\\,\n(l)
O awrovamizas npocecon ypanciis 1T
O TecHast MHTErPALUSH IPOAYKTOB 1 OGCCIICUEHIIE HITEPONICPAGETbHOCTH MYZISTII-
BEILIOpHbIX petnertiii.
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o6 i

B GOt € T 410 OGAHIC TEXHOTONIH HAXO/BITCS 1 HASALTDHONL STAIC CHOCTO pas-

Birris, W i omin IO Oacenis 1331
W MeTOz08

KaviceTBa GCTyKHBAIS, nqm TOM KAk JAKGHIIK CNOAKCT G oracerii nepeirit i

obnaubx AT CTati-
naprhi nepetoca i uomv 65 co-
Fraenii 06 yposite obeayimari (SLA) 1 petmith Hexotophie ApyrIIC BonpoCH.
Tospaenite Takix nosBomIT Jm06bie Heobx0-
e vt RO, |(.‘|zmhn|m 1 pecypeos.

Orverint . KoTophic iy B crai-
JapTiGAwI

o yposna (cloud mi i

Cloud OS) - Gasonast cictesa At ynpaaenst cepaucamit. 1o 10 A0k~
HO OBBOSIT TIO/TB3OBATEIISTM PASMCIAT FATPOCH Ha COLANIIC IKICMILIPOD
OGIAMHbIX CHCTEM, TIOMYSATh AOCTYII K PECYPCaM 1t YIPABISTD IX SKILBHCHITbIN
wiicion;

APLu i AOCTYI K Takiny pecyp-

CaN, KAK BHHCTHTEIIbITbIE NOULIOCTH, CPEICTEA XDAHCHII I CHCTCMBI YIIpaB-

CHISE BIHPTYAIBHBIMIT Copepayi, DTt HiTepdeiichi HeOGXOMUNMb A1st PadoThI

HpILIOAKeIH B cTenbIX ObaKa;

pecypeana fitnas 06acTs, TpeGyioNtas pasBITIIT ApXiTTeK-

Typ 06 i, 06y e pe

SOBATEINO0 CTATICCKIM OOPAZON, TOTAR KAk 1 OGO CPEAC BbIMIC T bibIC

MOULIOCTH, CPEACTEA XPaeHIIs H NDILIOACHIS O LKHb NPCIOCTARIATHCS AUt~

MIsCCIa, 110 3anpocy. Kpose TOro, ceTembie pecypehi A0Hbl PEAOCTARISTHCS

OTACIBHO H HE3ABICINO OT PHICIAITLIX PECYPCOB;

CXHOI0AUS GUPIY QAU HCTIOT3YETCS 1A PHIHKE YIKC HECKOTBIO TCT 1t Ghic-

TP PACTDOCTRAMACTCSL b NEHTPAX OGPAOTEIL AAHHEX N ¥ ONEDITOpOD COs.

Oreyrersite obiurx eT cosgattie OGIEAOCTY O cpeast

OBIAUHBIX BbIHCIICHHT, COBMECTIIMOIT ¢ APYTIMH CTEBbIMI O0JaKANL 1 1Tt~

DOKIIM CIIEKTPOM BbIMHCITEbHb 1 MiOPMALIHONHBIX PecypCos;

O aaaunodedcmeue exdy cemesvnu o61aKaNY TPEGYET CTAIAPTIONO YpOBIis
3 i CeTeii 1t CoBMECTHOE HCTOTb-
Sosaiie it x pecypeon,
pasibi BAAACIBL

o Ha pasvix yposnsx npiio-
SKeHIAM, PAGOTAIONLIN B CCTCROM 00AAKE, Talk AKC Kak IDIIOACHIIAM, PADOTAIO-
i B kopropariBiofi cpeze. Kora nobaoBareith ¢ MONOIsI0 yeyri ofmai-
HBIX BHIUHCICHHIE CO3CT IKICMILIAD OBAKA, OH I0JIKEH ONPEACITS NpaBILia
BHICOKOrO YPOBIsH (MIOITHKI) AU BCCX PECYPCOR, BXOMSIINIX B COCTAB JTOT0

orsemiLzapa. TIpBiLIa YPARICHIA CCTEBbINIE PecypCasi A0 A1 Guith o

COBBI ¢ NPABILTANI, PA3PACOTAHHbINI LISt IDILTOSKeH L.

pest Tozib-

[*]
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" 6

ncstenmii:

Ipewnyuecmaa o6
O crkaiores TpeSonais K phrmcTebioi Moutocti TTK (ienpesertbis ye-

(OBIeM SIBIACTCS TOTBKO HEUTIIe AocTyna B Mirreprier). JlioGofi koymbiorep,

IUtaIeT, CMApTO, CTI0coGHBli OTKPLIT OKHHO Gpayacpa, OyHaCT orpoMbili

noTer Hactosticii paGoci craun;

10CTYII K AiHBIM B OBTaKe — PAGOTATS MOAKIHO 1t3 0G0 TOuKII 1

Iwanere, tie ecth A0cTyn B Mieprer;

obuasie TextoTON BHICOKYIO CKOPOCT R DI,

cE T se ORI b e

sozeprzawtn 110 1t o6opyosaitis;

ciores Tipocroro ot Goaiiero

KoJmIeCTBa i Wi BHCApeIS CepBICOB — il

CHEPTIBANII, HANDHVCP, B CC3OI OTIIYCKOB;

TOIS0BATEITh OILTATMEACT YEAYTY TOABKO TOFA, KOTA Olfa eMy HeBXOMuIM, 1

(TIIT TOBKO 32 TO, 'O HCOIYeT;

Hitsiast iKcHpoBaras

BEIMHCICHIS N03BOJISIOT OGECTICUHBATE KOHOMUIO I pocTo Macirra6a (10

ii) 11 netoporyio (
LCHTPbI 63 MPIBACHCIIS HTIOBEICCKILX PeCypeoR).

[ee]

O u

o

o

Hedocmamyu o6 asibix pucieniit

O HOL3OBAT, He ABISETCS BIAIETLIEM i He HMeeT I0CTYIIA K BRyTpetieii 06-
aunoii ype. Coxpartoc JAHHBIX CylIteCTBeH-
HO SABHCHT OT KOMHAIIHN HpoBaiiiepa

B OTINNIIC OT IOKUIBIBIX CHCTCM, VRICHIbIC OI1HIE CCPBICH HE HaXOLTE
| KpYTE B HOBIOBATEI: TIOIIOBATEIN, IOy IaCT TOT YpoBeils Gesortac-
HOCTH B 061K, KOTOPEi MOJKCT IPEAOCTABITS IOBALICH:

o

O s nonysens yeayr HMETh HAeHK-
bt 11 GhicTphii 0Ty B Mirepiier.
Bonpoci T —— » pasiere 6.5.
TIyTH 10CTpOCHIIs OGANHBIX AHTHBIPYCHbX TPOTPANM PACCMOTPEHb B pasie/ic
1322,

6.3. MHoroypoBHeBbliii noaxop,
K 06GecrneyeHnio MHHOPMAaLMOHHOMN
GesonacHocTn KUC

Tpi pacy PXITCKTY b KOMIL i Sl (KC31)
yunrma, ey obume
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o (MB) somkia 1a Beex ypon-
HAX it cHeTeMb: Ha yipass , TeXHO-
JIOTINCCKOM H TEXHINCCKON;

O MB aomia Gurri oecriciena fa neex ¢
LHOMHBIX cliCTeN;

0 a a KC3H romiaia

WX AIHEHHOTO WA MHpOpNa-

TYPY. ) PYKTYP it cHCTEMbI;

O pemcin, KC3H, zomsint ATHCs! C YICTOM
e it ro iy
1 MOZCPHIAIBIIO TOICHCTEN 110 Mepe HavereHist Tpebopatntii K odecrieweriio
B, BOSHITKIHOBCIIS HOBBIX YTPO3, COMAIIA HOBIX CPCCTS FALUITH 11 1X NO-
Zepisatun;

O BieApeHe Mep GCOMACHOCTIH JOIAHO OCYUIECTRIATHCS B PAMKAX Bec Hiippa-
CTPYKTYDI (a He TOIBKO 1 KDHTIIILIX Pecypeax):
KC3l 2 OXBaTbIBa

(cosanie, cGop,
. PACTIDOCTPAIICHIE 1 HCTIOTIIORANIIC)
i 1 nocr-

0GpadOTicy, HaKoILACH e, Xparerite, 1o
e i
poettitst 1H(OPMAIOHIBIX CHETeN;
O KCBU aoutia G HHTCIPHPOBAIa €O BCTOCHHbINI CPEACTRANI STt
acre, cccrest it

cepBHCOB.

MHOrOYpOBHERas! CHCTEMA SAIIUITHI HHPOPMAIITI OCHOBANA A COBMCCTHOM NItye-
HCHIIH CCAYIONULX Mep 1 CPEACTR BaIUITH

KC3U n cereBoii

axTisocTI;

O HCNoAB3OBANNE HAKETHBIX (DIIETPOB H MEKCETEBOr0 SKPaHHPOBALIS YPOBHst
NpILIOKHIt A5 PASTPAIICIIIS A0CTYITA MOMb3oaTeseit Kk pecypea Uirep-
HeTa it sauurt pityrpentinx peeypeon KNC or HC/Lis Vlirepera;

o TopsKa npit-
muteruii ocTyia k pecypean Hirrepiera;

O OHapyACHIIC BTOKCHI 1a CCTEROM 1 IDHITAION YDOBISIX € COOTBCTCTRYIONCH
JUANICCKOil PeaKIIve 1A 9Ti1 ATAKH, HANDIMEP 1YTeM ABTOMATIIECKOTO fiepe-

i Kparon 1 00pbiBa

O ofecrieienite aHTHBHPYCHOli POBCPIC! 1t YICHIS! BIPYCOR B IPOXOIIIEM te-
pea Mirrepiier tpacpitke asiexrporoii mostsi, FTP- 1t HTTP-rpacpitice;

O rubias x3oi 1t
HOI| 3ALUITHI KPHTHYECKIIX JCMILTHTAPHZ0BANIBIX 301;

i cern Grrarozaps

~ ayGamposano Kkaraio aoctyna B Wirreper i iananon KIC;

~ DAHCCCNINO O X0 153 VHTCPICTa 10 PaSIIN TPACTOpHN;
HIMEHCHIIS TONOONHII CeTil,

WpospasIoNy A1 nooBaTe el
~ aySanponarniio cpesiets ynpanernsn KC3M;
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O uIeOMIpOBANIE FAUITH
~ HOCICAOBTEBHOC PRSNCHIEHE IAKE B (IO I NCACETERH KDAIOD
ypowiis SKpation
U151 SAUUITH KITITABIX PecypCo;
- V "BTOpIKEHHI| VISt KOHTPOIS
it KaK Tepei IKpaHaMIL, Tak 1t
s, a 1 wannypu KIC;
O nenTpaIOBAbITE AYAUT 11 POPMHPOBANIIC OTICTOR O CCTEROI AKTUBHOCTIE 1t
HeCAHKUOIPOBAHLIX ACHCTRISIX;
O obecnesenie neroctiocti pecypeon KC3U i ynpanstioniero tpacpiia KC311
¢ novoubio nrTaTIbX Cpeactn Komorerton KC3H;

KoHTpOIS 32 3
cHeTeN ST,

MHOroypOBIIeBut KOMILIEICHt CHCTeNa ST HipOpNALII TPCICTABIACT Co-
Goii ueocTHbii 11 10CTATOMBI HAGOD CPEACT FATH O aKTyATbIBX Yrpos B,
KoTopiii cuctevty [4, 90].

Obast cTpyKTypa KoMiiekcroii cieresst sanurmoi inopyainn KHC nokasaiia
Tia pitc.

Togoncrona

Becnoneru vanpepuamocT

pewonposam cpescrs
o

Puc. 6.7. OBlian CTpYKTYPO MHOTOYPOBHESOH KOMINEKCHOM CHCTeMSI
30Tt MpopmaLH
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B coctan KC3U 05b11110 BROMIT CICAYIOLUIE HOACHCTEN b HidhopMALLIOHIIofi 6c3-

omacocTi:

O purrorpadecxas sanurma u PKI;
9y i, a) it 11 10cTyTIOM;

1HePACTPYKTYPEL 1

cereii;

cpescTBaNH sanuITH
KOMTpOIID HCHOTbS0RII HikpOPNAILIOIIS PEcypeos;
HERCETERR S
8

anurma or Koma it
O KOHTPOIb TH 3aULHTHI
O NomTopir 1 ynpanacie e WE;
O obecnevene

cpeeTn BauuThL

Hinke Kparias ToAcHCTeM i Geao-
nactocrit KVC. HarGosiee pukibie TexHOOMII AILUITS KOPIOPATHBHOI 1popyia-
011 HOAPOBHO PACCMOTPEHb B NIOCICAYIOUUIX TIaBaX.

6.4. NMopcucrembl UHPOPMALIMOHHOK
Ge3onacHOCTH TpaauLMoHHbIX KUC

ToAcHcTestb! HpopMaIIONHOfi GesonacHoeTH SBAAIOTCs! OcHOBOI, 1a KOTOpOi CTpo-

rres nes aanurma iicpopyarn KIC oprarssanit [4, 90). Tozcrerestsi Seonactiocrt

H03B0STOT obecneunrTh sy Ha Beex

H0ii cictesbi

Coaoaciocis nsgauioRAbcX cime, CYBI M o
aurm

IHBIX CHCTEM, A TAIGKE

criei-

3aumtel or Aoctyna
ITa TOACHCTENA COCTONT 113 CCAVIOUIX TPEX MOACHCTEN:

O NOACHCTENbI YIpaBIeHIS JOCTYTION;
O HOACHCTEMb! PEFVICTPALIIM 1 YHeTa;
O noCHETeMbI 00ECTIeYeHIS LIEITOCTHOCTH.

ClCTeN ALIUITH OT HECANKINIONHPOBAHOND AOCTYIA J0:UKHA O0CCTICUIBaTD UeT-
Kyio ICHTI KA Cyfserma docmyna, oboexma docmyna, muna docmyna.
i s TpeeT SROC: AT MO IR €3
eraiocr posepKa i c .
Kk 112 OcHoBe Mampuypt docmyna ((nLT(.\m i e o)
TAK 1 12 OCHOBC METOK Ge30IIACHOCTH OBHEKTA It YPOBIE AONYCKA CYGLCKTa (CHCTeMb
Mandamnozo ynpasienus. docmynon)
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otie-
i iompamamset ioctynit (FIGT) s  plsamin, oo i 28 hy it
cucresst gauurst indopyatt [90].

JLast oro utoG creresa sanurrbt miopyawtt or HCJU pbimoisuia coou by
e B 10O 0Bbee, ¥
BOSMOAKHOCTEH] — periiCTpaIit 1 yueTa (ayuma) coBbiTiii B cieTeye 1 oGecriewerist

LETOCTHOCTH 3alMIIAMOIi CHCTEMbI.

CDYIKILIE EIICTPALIN 1 Y4CTa MpE3HaCra 15 pHKCHpORNIS O5paneii

pecypea, noske

VIR 111 YTpaToiinchopyiau ¢ orpartieriiy Aocrynov. [pit ow eoSxozur-
Mo yeieers, VIO CILTY GYACT IINCTD TOIbKO
cucresb.

Tlociexus mtas sasaa sanurts copsarwns ot FCJL —o10 worrpoms i oiec-
TeseHIe LEI0CTHOCTH CHCTeNb, B e wan Kowio-

HeiTb cucTenst
KLU CHCTENN NOXCT OBTh TIOCTABICa 10 COMIIHI, HO3TONY HCOGXOINO,
TOGH TEPex CTapTON, KOMTIOHCHTbI CHCTEMH CPRBHHFLIACD ¢ STATONON 1 B CTyae

Mour-

UKALIN CHCTEND 1 A bt PAGOTa CHCTENb GIORIPOATACD.

TMoacucrema kpunTorpagmyecKoin 3awmTsl

Kpitrrorpadpitseckas salpita AanHsix oGecTiesmBaeT Ge3onacHyIo Tiepesady Janx,

a Tatcke 11X Xpancinte. Kpiimorpadiieciie Meroi 3aiuimst nopyiatuni Moyt

HPHMEHATLCA Ha MI060M YPOBHE BIAMMOEHCTI HHOPMAIONIbIX cHeTey, He-
KpinTorpa HO3BOIACT NPHIATD OPHIINECKYIO

HOAH ot EpiErrorpebibaeoR Totvad HEMErH SRSy ey AR
OTKpbITHINIL KTH0aNIH P
VI QaCTpYKTYpa yIpaennis OTKPHTHN K0Sz t PKI mpeuaaniaera s
CHIST AT 1t B nyGuns-
1ix (MIRTepHeT, SKCTpNeT) 1 MaCTHBIX (HMHTPANCT) COTAX 32 CYET HCTOMORaNIS
CPECTB IHBPOBAIIS C OTKPBITBIMIE KTIONAMIT 1 MCXAHINA TEKTPOHHOT LppoBoli
O, BHCADEHII 1] pACTPYISTYDb OF LTI KIW'Ci 1 IpCATpHSITI 1030015
erye Meiy . A TaIoKe BHCIIITNIE
HOATKOBTCINM, OGeCTeuITh Sanuity npikoKernii. Winbpactpykrypa yipasienis
OTKPUITHINII KAIOUAMIH 1 €€ KOMIIOHEHTb SIRAIOTCS! OCHOBOYE AUt COMLANIIN KOMILACK-
IO CHCTeMbI OBecTeweris G30MACHOCTI OpraHauti.

LIupoKoe HpHAEHIEHIe KPHITTOrPA(DIMECKILX MCTOIOR SaLluTh! mmp\muuu e
e noacHcTe, st HanGonee a phitike
Vo St LD st ROAEGREA 18 BT B ooy SEBT

AeKCHyio anurTy
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¥ Aocty
i i CHeTeMb I WieA IpHKCTAT-

pocront
HBIX CHCTEM 1 CCPBICOR, K KOTOPDIM Ot JOAHb TIOMYHATh JOCTYII, VRO THAIBAIOTCS
SATPATHL Ha AMHINCTDUPOBAITHE VUCTHLIX JamiCeii NOB30BATEICH 1t yHpapieiie
HpaBaI ocTyIa K chcrestast 1t cepaiicavt. TlozcrCreNa yripasei ixewTia-
el 1 A0CTYTIOM HpeAa3 st

pILIOACH I CCPBIICOB I CHIGKCINIS STPAT 1 AANAHICTPHPOBAIIC HOTbS0BaTC i
B u cuctesax.

ToncHeresa ynpasieiiss WACHTHIIALIICI] 1t 0CTYIIOM CTPOITES 1a ocHoBe:

cayx6 kataioro;

CIHCTeM LCHTPATI0BAHONO YIIDARICHTIS: YICTHbIMI FAITICSMIT 1 IPABANH A0C-

Tya;

cpeets omokpartoli ayTerrTdikai;

cpeseTs Anyxcarroproii ayrermidikait.

TIpit Cosaitnit yieToli aIICIH NOTH30BATENS B HCHTPATBION creTene (¢

aJI0ra, KaApOBast CHCTEMA 1 T. I1.) 1I0ACHCTEMA YIIPARICHIs IenTHIKaLeii 1t
samici

[eXe]

[e}e]

ocTymon
OHIBIC FAIHCHE B LEACBbIX CHCTEAAX COTAACHO TIOITIHKAN yipazeiiis. Takofi noaxox
noasozsier MOZEb POTICEOTO I KoTOpHIC

VHIOT HECOBXOAIMBIC 1M TIPABa HHa PCCYPCHL B COOTRETCTRINN ¢
N, epes BRIIOUCHIE X B CooTReTE
1y P pyIIIBL i
YHCTHBINIT SAIHCAMIT 1t NDABANIT JIOCTYITA BICTYTAIOT CIHCTENbi OZUIOKATHOI
Tuuncarnit (Single Sign-On).
e .

ABTOMATHYECKH 1107

ayTen-

il 1 10CTYHOM 1HO3BONISICT

TPOLIECCH, CHA3AMIHE € COBTaHeN, e
HIHCM YHCTHBIX 3AICeil, IPCAOCTARICHIICA AOCTYIIA K PECYPCAN H YIPABICHICH HPABa-
MIL B A3IIOOIBIX OICPAILIOHHBIX CHCTEMAX, CAIYAGAX KATAIOTOB It IPILIOKCHILY.

MHPPACTPYKTYPLI ¥ GECNIPOBOAHBIX CETEl
JCHETeNA OCCTIeUEH I GR30NACHOCTIN KOMMYTHDYEM Vpbi 11 Gec-
HIPOBOJUTBIX CeTel] OCHOBBIBACTCS! 1A NPHMCHEHIIH TEXHOAOMI| KOUTPOS 1 SAULITE
cereoro octyna NAC, 802.1x, VLAN.
Textosors tpancasunt cerenuix anpecos NAC (Network Address Translation)
nospoIeT b 11 IOBEPSITD Ha noanTIKe
omoii moGoii fics

it ceTi,

’ Jres 3 JOKAIBHYIO

L1 I0BBHYIO CTb, 4epes NPOBOAHOE 111 GCTPOBOIOE NOAKTIONCIHIIC, BhACCI-
H0C I KOMMYTHPYEMOE COCIUIHCHC.

Tporepia oot IEEE 802.1x npeacranasict co6oil Mexaiias koirpost

JIOCTYIIA Ha OCHOBE TIOPTOB, KOTOPBIil MOKHO HACTPOMTH 1ia BHIIOAHEHHE B3AHMHOI
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HPOBEPIIH HOATIIHOCTII MeALy KtenTayt i cerpio. Tlocie peasatu Takofi na-
cTpoiiiit 11060¢ YCTPOICTRO, KOTOPOMY He YAUI0Ch IPOIKTIH MPOBEPKY TOTHHHOCTH,
He CMOKeT Y i artias
TCXHOJIOMS1 NI0GBOSICT OTKAFATHCS OT NPHACHCHIS CTATHECKILX KC0vei] michpora-
st WEP (Wircless Equivalent Privacy).

Towyio renepaun it reciinX ol cran-
sapront TEEE 8021 NpeAYCMOTpeHbI PEryIsipHoe I3MEHCHiie CealcoRbiX Ktioveii 1t
MOIITOPHI CCTEROT0 AOCTYIIA (C IO YIOTA HCTOMIS30BaINIS COTERbIX PECYPCOR).
Tlo oMY CTaIiapTy YIpaRieitiic J0CTYTIOM OCYIICCTRISCTC! 1fa OCHOBE IACHTII-
prtkaropos (user name) i raposieif nossoRaTeCH 11 1 WHpPOBLIX CepiiKaTOR,

Cpexcrna IEEE 802.1x 1 ¢ cytectny cicreavin b
i,

3awmsl
[ " CHCTEMB, KK TPABILIO, HNEIOT
b S e R Sy
e IR 1t . Kpowe Toro, Giatieca Kk HacK-
Hoci it CHCTeM IPHBOIT K pocTy.

(CTTICHI HITErpALItH TIOACHCTEN YT € APYTOM it YCI0AHeHIO Kondirypatuii ora¢-
JIBHBIX CHCTeM.

troGe rpynma Gbuta ciiocoGa enpaBiThes ¢ 3ataveit adperc-
Timior0 Y ccrenioi
KOTOpHIC o3ROIIOT:

o ¥ BCCNIH TPOTPAMMIbIAH 1 TEXIH-

HECKHMH CPECTBAMI;

TalsKe IONOHITEbIbIE IPOrPAMMIbIE CPEACTRA 1a PAGONHE CTaHILMI 1 ¢

Bepa;

O coananarh THIOBbIC KOH(HIYPAIUI 151 GHICTPOro pas
X TextKI;

5 o i e

yeTpoiicTs, pabosin craruti it cepuepon.

BePTHIBANIS Ha HOBbIX

e /U BCEX AKTHBHBIX CETeBbIX

CHCTeNbI NIO3ROIACT HEAOCATH VIO HKCILIYATALIH BI0YMBIILICHIIKAMH 13BECTHBX
yssivoCTell porpaNMHOro ofecnewerits.

Ientpamiaopariioe yipasenite Kordurypaiuicii pagouix craiutii, ceppepos,
AKTHBHOTO CeTeBor0 0GOPYAOBANISH TIOSBOTSICT CYNIECTRCHHO CORPATHT) JATPAT 1
obccriedeitiie akTyabiofi KordTypatutis 060pytoBanis iidopMALIONIIOIi CHCTeN I

Chierenst g Kondurypaeit teroc-

BBICAT OT creTey VHCTHbINIH 3amICs-

NIt I TIDABAMIT JI0CTYITA, A TAKGKE CHCTEM AAMHHHCTPHDOBAHISH J0CTYIIA K CCTEROMY
oGopyaonaitiio.
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KOITPOJIS HCNO:R08: pecypeon 1
w KOHTpOIA 110TOKOB B Opra
win. Toreneresa Ha My KOITpOIST

161101 1HOPMALILH 1 HOACHCTEMBI KOHTPOIST HCTIOTB3OBANHSE COTPYAHIKAMI OPra-
HIGBII CEPBIICOR ICKTPOHHOI TONTbI 1 IHTCPHET-PEcypCOB.
Cpexctsa korrposs DHET-pecypeon 1 i nouTs
U1t ponepit cn X JQHHbIX 1 cooTBeTC-
1 HHBIM YCOBHSM HHODMAIHONHOTO OGMEIa It BHIIOHeHII COoTReTC-
TBYIONTX AciiCTBIT 110 HTORaM POBCPIII A5 IPEAOTBPAINCHIS yTeHki KORILCHI1-
anbioii indoppai opramza
Hernozbaopaiie CHCTeN KOHTP
HEOBXOINO 15 CHITKEIILS C.

a3
TBHE TeM 1)

151 HCTIOT30RAIIST 1HOPMAIVIONIBIX pecypeon
wioNuIX pickos:

weforia spexcsoctoro 110 (supyoon,sepee, o
FCPHbIX ATAK It CKPHITOTO

nporpasiy);

O caysaitroli e -
Qopuaruis
GeCKOHTPOIbIONO A0CTyMA B VIHTCPHET, NPHBOISINETO K CHIGKCHItIO PONEO-
Tpyaa B "y i
KOPHOPATHBHOI CCTH If Kalia, 0B CBsait,
O naysci HeAcTCANOR KoppecONAEI (CraN).
Cerestsi KorTpos it 0w s pea-
msam HoTIKI ¥ nowTH
TPOJISL 1 ApXHBALLI ii. B 61

HeTemoii ia cooTe oI
1EKTPOHNOI] T10UTEI, CHCTEMA PEATMDYET Ha HADYIICHIISH STOil HOANTHKH COL
SaHITbIM HpaBILIa)

Chicrentst KoiTpois i smasores
MOIILIM KIACCOM CHCTEN, KOTOPSI HPCUIAHAe LA KOITPOTA 1 YIDABIHILA Kot~
Ha Bees e wiice, 1 BONAIOT B celst

(Y HKUIONATHHOCTD CHCTEA KOHTPOSH A0CTYIIA HCTIOAR0BAIIIS HITCPHET-PECYPCOR
i BreKTpONHOf 10T

et HEPCANIL TUHbIX AICTC HEOTHENLICNOii HaCTio 050l opratzatu, e
crams codoit nratopyy s cepaitcon 1 Kop-
HOATHBIOt 1GPOPMAILIONIOI CHCTeN. B TO Ke BES 011 MOKCT ARTATHCA 1CTOL
KoM psizi comabI C

? W ocry u
a cerenbix X pecypeax. Jlaitibic HHINLICHTS -
r[np\laml()lu(ml 6C30NACHOCTIE MOFYT GBITh CRA3AIB ¢ ACHCTRIIMI KK BIYTPCHIIX
LI B I0YMBIILICHHIKOR, Ta 1t BPEOHOCHOTO IPOrPAMMHONO KOG
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saumry
CCTH TIeEAH TANHBIX OT BHCUIIX CCTEBBIX ATAK, & TAICKE 3AIINTY KPHTHUHBIX BHYT-
DEHHIIX CEPMEHTOB CETH, HATDHMED CCrMENTa a/IMIICTPHPOBANNS I CePBEPHOTO
CerMenTa, OT ACHCTOII BIYTPCHHETO JMOyMMILICHIING.

aKpatibl MoryT i KoM=
wiexch, 1o y criewtaubio ii onepa-
HONIOTE CHCTEN, & TAIGKE NOTYT SIMITLC TPOIPANMHINI P, Tpea-

st pagors noa Takix
onepattomnix cierev, o Windows s Solars, Crctesnse seAcoTomie cpat,

HPCUAMEIIbIC U1 ST OTACIBIbIX PAGOITX MECT 1L CCPBEpOB, IPCIOCTAD-

ASOT 110 sanmre i ceremb,
HO3BOIAA TIGKO PeaTITROBIBA Yio oy
Il saurrit i ceTit o7 BiCIIIIX yrpos esceTe art yeraras-

RAIOTCH Ha TpaIte CoTh, NpeACTaB A coBoil Tepi

i pyGe saurmt ncpiverpa
KOPHOPATIIBIHO Hi1POPAALUIOHHOI CHCTCMbL.

Cpercria B coctase i
o nerest voryr pmﬁo'rnb conytecTio ¢ prtow HocHcTen obecrieserniia 1B,
Masin W nossomser
oTpaTs HCCTeRN RPN 1 -
var, Nepi 110 u o -

wwienrton 1B,

HiTerpaiis MCKCCTeRbIX IKPAHOR ¢ NOACHCTEAMI OGHAPYAKCIIIS 1t PEAOTEPA-
LCHIST BTODACHILL AGCT BOIMOKHOCTS COBMCCTITS (DYHKIUNH GE30MACHOCTI B OXHOM
yeTpoiicTae it oprarisonats eabii miTepdeiic ynpasciis.

n
o it — 910 nIpoLecC cobbrruit, B
HOPNAIBIONTION CHCTENe, I 1X AHAIIZ 1a HATINHE IDH3HAKOD, YKASHBAONUTX 1a
nonbimian e, ., AocTymHoc-
™ Han Iv().llll'Hl(n i
i~ ot wTopKcIti.
Dra nozererena obecneumpact:

O npeAOTEpAICITIC BrOPIKeHIi CHETCMIORO YpOBILs;

O npeAoTBpaIIeHIiC BTOpKCHItE CCTCROr YpOBIS;

O sanuty or DdoS-arar.

Arait DDoS (Pacnpeieieriniii oticas 1 o6eyimanini — Distributed Denial of
ervice) BXOMST B HICO HaHG01ee OACHBIX 110 OCECTRIAN KIACCOB KOMITbIO-

TEpHbIX aTaK, na tocty pecyp-
cos.
Cpeznctsa n it aBTOMATH-

SMPYIOT AQIHbIE MPONCCCH 1t HCOBXOAIbI B OpraHIZAIIN 00T YPOBITA, “rToGH
TDEAOTBPATIT YIIIEp® 1 TIOTEH, K KOTOPEIM MOTYT IPHBCCTH BTOpKCHIT
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3awmTel oT. M cnama
or pOrpaM it i

(cniavia) BioNaCT B Celst:

O arnsUpyC 1Ty CepBepoB 1 paGounx cral
O aNTHBHPYCHYIO 3AUITY COOGIICHITi HIEKTPORHOI HOUTH;

O HOTOKOBYIO AHTHBHPYCIYIO DHILTPILIO;

O BauBITY OT HEACTATEBHOI KOPPECTIONACHITIL

Cpexcrsa AUIUITH 0JKITb OeCTICHIBATS FAULTY OT
HIPOIPAMM B0 BCEX BOIMOAKIBIX TOMIGIX 11X IPOHHKHOBCHIIS:

O sauuTY CepBEpOB It PAGOITX CTAHITIE HO3OBATECH 1 ATMIICTATOPOT;
O BaniTy HoUTOBbIX CHeTEN;
O JaNuITY NTI030B BXOA/BHXOZA BO BHEIINION CCTh.

perct Sanums noanosier yieps
-3 aenIs nenioit W Hapy GOt
CPeACTR BbMHCITE Bl TeXIIKIL
TocHeTeya sanuimi ot nporpas yeres co
nocHCTe AN
O cm o pyemoii HHpPacTpyKTypbI
u cereii s yaion;
O ¢ it C Le/BI0 ToTen-
IWEIbHO OACHOTO TPaIKa AUt AITHBIIPYCHOlE NpOBCpKIE
Oc T cpeacts 3a-

Konryy
e aim pyCrbx Gas;
u s
YCHOTO BapRUKCHIIA, OOPAGOTIIE 3APCKCHIBIX OFHCITOR 1
.

anaIiza CIyuacs Bip
OTOBEILCHIS 00 HTOM OTBETCTBCHHBIX i

3aumTe!

A TIO3BOISICT ABTOMATHSHPOBATH IOILE
‘T BauUITH! HHopMAITI:

O A YAIBINOCTETT CCTEBOli 1 CHCTEMTOT HHPACTPYITYPH — ACHTEABIOCTD 110

c KorrTpos apexriioc-

B e 1 octose
i s Dbl kog oucpdum)lumx cic
e,

OKPANOD 1 . 1

O anamz y ii CYB/Lm - eres s puun-
e apa LIbIHO U1 623 ZAHBIX 111 DG
HpILIOKel 1t BeG-Cepiicon;

O KOHTPOTb HOANTHK G 110 KOHTPOITIO

HpABILI TOITIIKH GE30MACHOCTI, DT MOIBOISCT B OGO MOMEHT BpeMeItIT
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MMETh aKTYa ii cHeTeMms
e KOTOPBIX HAPYHIACT HOTHTIIKY GeSONACHOCTI,  OTEpATIBIO YCTPAIITD He-
coornerctmin

KoiTpos
(VIO TIOACHCTCA NI
o 1yTHpyeNoii VKTYPI

ereit U1 oGeCreHILA GIOKIPOBIT VA3BIIMAIX Y108 1 Y3108, HE COOTTCTBY10-

BaumTH! i

rpupyercs co

uye e iopELOITON Geaonachocti

I ¥ BTop)Kemm st suiGopa cito-
coba fictais b 1 arax;

o " i

¥ s y
AKTYATHITBIX PHCKAY, ONICPATIBHONO anaE3A 1t 06pABOTIIN HanGoCe KpiTITiCe-
KX HHIULACHTOR;

oy yery i
hix ¢ ¥
u us
Ton cofbmuen i coctosme cieTenb,

SRR M1 CAT, KOTOpGe CRUTETETCTIVET O BRCHCIGM 1apyTIun oI
GesonaciiocTH 160 0 MPEKAE HEHIBECTHOI CHTYAIUI, KOTOpEH NOKCT 1y

uerie i Hingudenm ~ 910 o0 1wt
cepit cBbITHT Be30NaACHOCTH, KOTOPbIC MOTYT MPHRCCTI K YHICPOY 11 TIOTCPSM AUt

oprammaL.
Tporece nrpact pavk-
1y10 pozth b i Gesonactoctin Ocrosioii
HEBI0 JGHHOTO MpoNecca ABETCH obecrieeric SOORHEORD pespe e i
Jerton acioct noTeph st
: ny ¢ pricka HOBTOpHbIX M-
Jeirron.

“Tinobie ACiicTBIIS, BHIOTIACMBIC B PAMKAX IPOILECCA YIPABACHIS HHIULICHTANI!
HOPMALIONHOI Ge3ONACIOCTH, BT

o nHeHTa i
o Ha nenT i
O BoccTanomse e Hoce LT nHpOpMAIIONHOi Gesonactocri;

O H0CICAYIOIUIC ACHCTBILN 10 HNILIEHTY (AL TCPBONPHAINI BOSHIKUICO -
LWACHTa, NPOBECitIie CYIKEGHOTO PACCICAOBAILS 1 AP.).

Ha coGbrrinn B coa-

anbism npdmmdml \)Gpdﬁmkn I KODPCISIUIN HO30OACT YCKODITS PEAKIITO 112

UBu ceriin

crierest B Ky pec.
Cpeactsa u it Gesorac-
HOCTII HITErpUPYIOT B CC0s BC CHCTENB 1 CPCACTA BAIUITH OpraimiaIt
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CPEACTB 3aLmTbl
cHeTeMa cti CpeACTB SanITH
BRIOUACT B celst:

O peaepBioe KOMIPOBAIIIC i BOCCTAHOACHIIC;
o e 2

Ctereva peaep smasiercs cay ii nozciereoii ciictenbi
XpatiCHlist ZaHHbIX 1 NPeIA3HACIHa V15 COVIAIIS PESCPBIbIX KON 1 BOCCTaHORIC-
sist AaHsix. OHa T03BOISCT SAUUITIFT AAHHKIC OT PASPYMICHI He TOMBO B CIyac
€B0cB 1L BLIXOAA 113 CTPOST ANNAPATYPB, 1O 1 B PEYJISTaTe OUIGOK IPOrPAMMHBIX

CPECTB 1 Ho:Ib3oBaTE NC!
Or nax ; =

n T cHetenbl TS HATPAMYIO

SaBHCHT (YHKIBIONIPOBANIE CPEACTS 1 CHETEM 3AILUITHI OPraHH3aIuI,
Cpexcrra iitioro mirraist p p
O T, HOMEX 1 CKAUKOB Halpsi-
ertis;
fo) 1IPH BCEX BIIAX it
BHCIIHETO HTAHIISL, B TOM SACIIC 1 DI TOHOM €10 OTKIONCHIL.
ii crictembt pesep nosBoser
COKPATHTS COBOKYIIHYIO CTONMOCTS BIQCHHSH CHCTENAMIT I CDACTRAMI FAIUTH 52
cier anbHor yerpoiicrn -
HHITSH PACXOTOB 11 1o ¢

cucrenioii).

6.5. Be3onacHOCTb «06a4HbIX»
BbI4MCIIEHUIA

Toseniie OGTaHbIX Cpest, COCTOSIUIN 13 COTeH 1 60.1€e BHTYATbIbIX MaLIIH, 03112~
saet phixon MT-Texnoz0riil Ha KatecTneiio Howbii crictemttbii yponeith. Ha nepobiii
Bt K GE30MACHOCTIT OGANHBIX BHIMHCCHHI] HITCM HE OTANNAIOTCS OT
rpeGoanii K oGbrbiA nerrTpay oGpadorit Aanisix (LIOJ). Ha aese costanaenast
OB MHGPACTPYKTYPA OKAIBIBACTCS. HACTOALKO CAOAKIION, STO HAMMIACT 1IpIOG-
peta nonbie, croiicTa 1, CoOTRETCTRCIHO, HOBbIE, o i
10D YAIBINOCTIL
BiUpTyATIGALIS1 ABICTCA HEPBDIA IATOM B IPOILCCCE MEPEXOA K OB Bhric-
(CHILAM, TO €CTE OCYILECTRISIETCA TIEPEXOL OT (HAHYECKIIX CEPBEPOB K BHPTYAILHBIA
sianmiza. Bupryatnatus LOJL i 1epexot k oBia ibin Ceia PAUIUIBHO CyRaI0T
A cpesets W npiBOT K upit-
HIUITIRTHO HOBbIX YIPO3.
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6.5. 1. OCcHOBHbIe npo6iembl 6e30MacCHOCTH «06Na4HON»

MHPPaCTPYKTYpbI

PaccyoTpiny ocHoBitbie npoienst GesoractocTi o&anoit iippactpykrypbi [78]:

AT TIEPINTPA 1 PAsTpaIEIIIC Cerit;
AMIHAINHOCTS BUPTYRUIbHBIX MALIIIE,

VABBIMOCTIL I ATAKH BHYTPIL BHPTYATbHOl CPEb;
SALICHHOCTS AABIX 1 IpILIOKCIIi;

JocTyn crcresix K cepepay 1

ST GeyICTCTRYIONUIX BUPTYATHIDX MaIIIH;

e caon Ha eiocTs;
ViIpaBettic oSHoRICHINIL

000000

Bauna nepuverpa u pasrpammiene cert. TIpit HCTOL0BAI OGTAUIBX Bbi-
SHCIeHIi TIEPIMETD KOPIHOPATHBHOI] CETH PA3MBIBACTCSE, 4 TO I BOBCE HCUC3ACT. DO
PHBOUIT K TOMY, {170 SAIUITA HANMCHEC SO COCTaBIAIONCHE CeTit Onpeste-
st obutii i icpant, ocnonitofi
KOMIIOHEHT JUIsl BHEPCHItS TIOMHTITKI GE3ONACHOCTIN 11 PA3IPANINCHIS COrNCHTOR
CeTH, He 1 COCTOAHIN TIOBHSITS 1a CepBepb, pasvenieriibie b ofiasiibix cpesax. Kpo-
Nie Toro, TepsieTcs cem IKPAHOM 1t Jake
HCHO1K30BATH ANTAPATHIBIC CEACTRA BAITTH, TOCKObKY GOMbIast HACT TPRCpI r1e-
PeNeILACTCS: Nesty BHPTY b Maiiiayi BM (BHyTpit (iaitieckiix ceprepo).
L PSPAIISENISE CTNEATON C PRSI YPOBIEN JONEDI b OGN BHPTYATHIC
MG ZOTAHB Cayt OGeCTIeuBaTH Cest FIToli, (akTieckIt nepeyeitas ce
BOii 1IEPINCTP K CaNOii BHPTYaIbHOI MaIHHC. EAHCTRCIIOE PEIliCiiiie — PagMecTirTh
BCe CPeACTBA GE30NACHOCTH BHYTDH u0it BM ¢ LeHTpATIE0BAIbIM YIpaRCHIey
sanurroit.

TIpit M0706HOM HOZXOAE TOMBKO BHEAPCHIE CHICLIAMIPOBANHOI SAUITH U5t
BUPTYAUIIBIX CPE, Hanpityep Takoil, kax Deep Security rovmarimi Trend Micro,
noaoscr Geat supryanizawio OJL i nepexoz K obambing
BLHCTCHIAM.

ANBHBIX MAUNH. BHpTYaIbiibie MANIib! 10 CBOHi IPIpoJe
JuttaMibL. B CHIITAIbI COXYITbI MOAKHO BECCTH B IKCILIYATAINIO HOBYIO Mallii-
1y, 1IDHOCTAIOBIIT ce PAGOTY, BAIYCTIFTH 3a110R0. BUPTYAIbIble MAILIMHL IPCACIBHO
HIDOCTO KIOHHPYIOTES! 1 He Meiee HPOCTO MOTYT GbiTh Tiepeselieiibl Meay (itairiec-
st cepuepayit. TI010GH1 1BMEHIIBOCTD CILIBIHO YCIORHSCT COIAIC 1EIOCTHON

cueresbt nocKozbicy ~ozern onpere-
Jeniyio crabi ur- Pot. OC wm ®
cpeax MoryT pa nocze

HPOH3BOILHOTO MPOMEKYTICA BpeNierit (Hanpivep, DI BOCCTaHORICHII 13 PE3CpHOil
wonn). TToatowy B cpetax obasbix et

HAZCAKHO 3atpHKCHPOBATH COCTOAHIIE FAUTH CICTEMB! HEFABICITNO OT €€ MECTONo0-
SKeHISH 11 COCTOSHIS.
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‘VH3BHMOCTH  ATAIG BHYTPH BHPTYATbHOI epeabl. Cepnepsi OGIbX BLICIC-
it Henomsayior e ske OC it Te ke NPIIOKCHIS, HTO 1 JOKVILHBIC BHPTYAUIbHb 1t
uimiccirie ceprepst, COOTROTCTRENHO, 151 OBIAUIIBIX CHCTEN YIPOZa YATCHHON0
BIMA LI FAPKCHIIS BPIOHOCHDIM KOJOM TaK 7ke BbiCOKa. Ha caMON zeiie piicic
UL BHPTYABIbIX CHCTEM ke BObIIC — NAPALICIBIOE CYIIECTROBIIC MIOKECTR
BUDTYATHHBIX MaLI cy 5. Tloo-
TOMY CHCTeMA O0HAPYIKCHItS 1 NPCACTBPAILCHIS BTOPAeHHii 0Tk GbrTh CrocoBa
ONPCACISITH BPEJOOCHYI0 AKTIBHOCTS 1 YPOBHC BIPTY:TBHBIX MAIIIH, BHC FABICH-
socri ot pactiooskenist BM b obaauroli cpe
B

A b
CTPOINTCS 12 CHHOBE (IIIHICCIOl| FAUITHLAOCTYIIA K AIIAPATHBIN 111 TPOrPANAHbIA
pecypeay, 1O B OGIAKE MPOIICXOIIT T, 'O 1
PACCTABICHIBIC 1O TEpINETPY Gapepbl TepAIoT
HOCTb, COOTRETCTRYIOILUE METOAbI AOKHEL CTATh HH(OPMALIIOHIO-LCHTPIHbINIL

i ic). Taxoro poia liepetioe MeTozon
SAUTHI HENOCPEACTRCHHO K AGHHBIM — 0CTYII MOPKET IOV T TOIbKO TOT, KTO 001ta-
AGCT HyJKHBIMIL HDABANH, B HYAKHOC BPENSLH B HY3KIHOM MecTe. TIpCAIpISITII A0 RN
OBIAIAT BOIMOIKIOCTLIO TIPOBEPITD, \ITO PECYPCAN HE HAICCEI BPCL i CHCTEMb He
CKOMIPOMETHPOBAHBL, 0COGEHHO I} CHTYAILI, KOTAR Ot PASMELIGIOTC B PASCISIENOft

: cpese OC t dpaiion ii fomKitb KoOHTPOMI-
povarhes.

Tocryn K cepaepay i Ouma 13
KII0MCBHIX XaPAKTCPHCTILK O BhCACHI — ca.\ux)ﬁmy)xunmlue, 0 et
Jtoctyn uepes Mnrepher k y i crbio. B

ix 1O/ 0CTYT HITKEHEPO' K ceprepast wypouEE, 1
OfauIBIX epeax o paGoTaIoT uepes Mirepiier. Kpmm!u At BOKIBINH CTANOBATCS
CTPOTHii KORTPOTH Z0CTYIA LISt AMMHHCTPATOPOB, A TaKGKe 0eCTIeeHIIe KOHTPOS 1
TPOSPANHOCTI H3MCHCTIT 152 CHCTEMION YPOBHE,

(T GeajielicTByIonUIX BUPTYATbIX Mam. B otmmne ot duaimiccroli
B, KO BUPTYATbHAST MAUINHA BBIKTIONCHA, OCTACTCS! BOSMOKHOCTS CC KOMII-
poveTaI w1 sapakeis. L HTOT0 JOCTATONHO JOCTYII K XAy 00pasos

Ipi
BIPTYAIBHBIX ML epes cers, Boiiee TOro, 1A BBIICTIONCHIIOT BHPTYATLHOf Maumie

abcomorio yerm sanuoe . Hpeanpi-
STHSIM, KOTOpbIE " BHEAPeHe TAKIX
cpestern, kax Deep Security, e peATI3ORalia SAIUITA He TOABKO BHYTPH Kakzoii BM,
HO 1t Ha YpoBHHE Ju! cepucit o0

BHNHCICHI, CICAYET YOCUITECA B TOM, STO IPOBAILICD HNCCT TIOROBHbIE CPEACTRA
GesoriacrocTit b croeii cpee BHPTYATIALIL.
Bimsme It B

pemenii 6 0 1IpoKoro
I CHCTEM BUPTYATIIII 1 HPOCKTHPOBAIOCS G YACTa paGoTH B BUpTYQ IOl
cpeac. B ofrauiiofi CiCTeMe, e BUPTYAIBIbIC MALIHHb HOIL30BATCIe paiesior
CIUIBIC ANTAPATHBIC PCYPCbl, CAMHOBPENCHIB] JAIYCI, JOIYCTITM, HPOLEAYPH Cia-
HHPOBAIIE IPHBCLCT K KATACTPOIICCKOMY CHIBKCHITIO GGICii 1POH3BOMITELHOCTIL
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jome i BBIXOM U1 Baten o1y 1O/ 1t niposai
obautibix i — cpeacts T,

(THIBAIONUIX BIPTYATIBULIO.

Vipansere oGHORTeHHSTMM. YeyIit OB BHICICHIN NPEAOATAIT Ca-
MOOBCAYIKIBaIIE, HTO MOKCT CO3ATH MYTAHHLY B yNpaRiciini odomer1. Kax
TOIbKO KoM OOPAILTA Faka3 Ha G| CCPBIIC, HATPIMED CoBarIe Bel-
cepuepa 13 WAGI0HOB, YCTanoBKa o0HORICHI Ha LIATGOpMY 1 BEG-CepBep Yke He
HAXOISITCS B Bezeiitin nposaiizepa. C STOTO MOMCIHTA 32 OGHOBICHIE OTBOACT KTH-
ent. Ecam yeratosKka i i wenp , TO

i oo — ipTya

saraTs. st <BHPTY
Ha YA3BHMOCTIH ATAK HENOCPEACTBEHIIO Ha CETCBOM YPOBHC,

6.5.2. Cpeactsa 3alunTsl B BUPTYanbHbIX CPERAX

B HACTOSIlIICC BPEAS CPOCTRA SALIUTTh 1 BHPTYAIBHBIX CPEAAX MOKIO YCIOBHO TI0A-
PABEIINTE Ha JBa KIACCa.
Tepaii KOTOPHIE paiee NOCTABIALINCH TOTHKO B BIViC
TOTOBBIX peternit i a teneph B TOM uncIe 1
B Bitze BUpTyanBIBX YCTpoiicrs (virtual appliance). TonoGibie peuenist e mpipsi-
bl K PEATIBALIIN FALITH CANOIl CPEs! BUPTYATIBAIL I HAIPAICIHb B 1EPBYIO
0NCPEI 1 CHIBKEHIE PACXOA0B 110 HKCILIYATALIIH CPECTB 3T, Tpityiepbi Takiix
pemerii ~ SSLVPN, pemernisi 1o URL-
Setpons: cpenemmans oyt e nevmecrua oo Rl = CacTou ceopiors
1 BROMA B IKCILY anmapar-
HbIX MOHOCTel] 3KA3I, TKOHOMIISE PeCyPCon (MECTO b CTOIIKAX, DeKTpoNHTaltie,
T ——,
Bropoii cpesesa, iy st anTH
1O BHPTYAUTBHbIX MALIII! 1 KOHTPOJI! KOMMYHIKAIUi B BPTYaIbiof Cpese (112 ypopiic
ruepuitopa). K st otrocsres:

NeKceTenbie dRpanb (Gpanvayops);
cperctsa

QO

O cpercrsa Ko rpo.m ner0CTHOCTH;
O cpeactna sauum nporpaw, y p

O cpercrsa it HCCAIKIONHPOBANHON 10CTYTa;

O CpEICTBA KONTPOIT HONITIIK GE3ONACHOCTIE B BHPTYATHHX HHOPACTPYKTYpaX.

OCHOBHbIM TPEIHMYIICCTROM ITIX CEACTE ABISCTCS CHICIAITRAINGSL 1 SAUUITe
BHPTVADHE CPL I KONMYHIKAIUIH B 11X,
et cpen
cnsgnane st Traad Micrs, Symanten, ChokPoint StoneSeft, e Beso:
nactoctits, Reflex Systems.
Hin ii b na-
TS Y Mot Doap Seciblty B RSA e WO phcs A ErER REoGAS
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11 JIOCTATONHBIM YE/IOBIHEM YENUIIOND HIEPEXO4a OT (GUIIIECKIIX K BHPTYATBIBIM It

oBraibing cpean [78].

3 aoii noacHcTeNb <«ara-
KyeMOii MIOBCPXHOCTI> BHPTYAIbIbIX CepBepOR.
MeskceTenoii SKpal COTCPKIIT UAGAOH I U151 THIIOBbIX KOPHOPATHBIILIX CCPBCPOB,
KOTOPBIC O0CCTICUIBAIOT CIICAYIONTIC BOINOKHOCTIE
(UIIITBI BHYTPI ONPEACIICHIONO CCTERONO CerMenTa;

O H30ISIIIO BHPTYATBIIO §
(utstpauio Tpacpiic
anais npotokoos cevieficrsa IP (TCP, UDP ICMP 1 1p.);
HOUCpIRKY Beex TiIon cetensix dhpeiivion (IR ARP 1t 1p.);
HPCAOTBPAILCINIC ATAK THIA <OTIA3 B OGCY MBI,
BHCAPCHITC NOMITIHKH Ge30MACHOCTIE;

rHocip cerenoro 1 cepuepax 062
[
yuer npi oK KoTOpBIii
OfecrieNHBACT <rieperoc ceprepa 13 BHYTperieii CeTi Ha 0faHBIC PecypCh,
1103R0,115 ABTOMATINECKII IEPEICTIONATECS 1 OIITHMATbITbIC NAPAMCTPbI A5t
Kol cpeast.
[ " (IDS/IPS). Jlanmias nozcictesia
i OC 1t i 10 MoNenTa, KO

O CO0C0CCO
B

6YAYT YCTAHOBIeHb <GAILIATHIS.

Brieapene cnetest n i b Bite npo-
TPAMMHOIO ArCHTA HA BHPTYATbHbIX MAIIHAX HO3BOISCT IKPAHHPOBAT YASBIMOCTH,
obmapyskenisie 1 OC it IPIIOKCIISX:

O Banuira oT OOBIX ATAK HA HIBECTHBIE YAIBIMOCTH 063 YCTAHOBKH «3aIliars;

O Grokiposka ataxc Tia XSS i SQL Injection.

Kontpo Konrporn ocn ii nossoser
BEISTBHTD ONIACHBIC 3MCHCITIS, KOTOPbIE SIBISTIOTCS C/CACTBHCM KOMIIPOMCTAIUH CliC-
TEMBI XAKEPOM I BPEIOHOCHEIM KOZOM.

Dra nozcHCTeNa BHITOMICT:

O npoBepKY 110 3aNPOCY ILTH PACTHCAHIIO;

O xomTpo:t, cpoiiers dhaiiton, BI0UAT aTPHOYTL

O Kontpoz, Ha ypor

O rparymMpoBANIYIO HACTOIiY OGBEKTOB KOHTpOMSE;
O cocTamieHe OTCTOR AT AyUITA.

Banura or nporpasy, Bauurra

: <o BHpTYATGAIAK, HETIQILSYeT ClletaTe-

nbie beiicl, Kotopbie r 150D, B 4ACTHOCTI

VMsafe aeneniimier VMware, Batiess WeA-ier CrdapOsariae el Tyt WAt
KK HCAKOM Ha YPOBHC FHIICPBI3OPA, TAK 11 B PEaIbHOM BPONCHIL, 1T odecriewiBa-
CTCst aNTHEMPYCHBIM arerToM BYTH K0l BM. Takoii 104X04 rapasTipyer, srro
BIUPTYIbHS MAUIIA ONHIICIa, JEUKE et GLLTa HCAKTIIBIA
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Fle Melice BakHOC CBOJICTBO 3AILUITS OT BCAOHOCHbIX HPOrPANM Uist BIpTYIbiIOii
MAIHHB — GePEKIOC OTHOLICHIE K BbIMICTHTEbHbIM PECYPCAM NI IOBEPKe BCeit
cuctes

O NPEAOTBpAICHIIC YTO3 CO CTOPOIID BPEOHOCHOND KOJia 115 AKTHBHBIX 1 Ge
JCHCTBYIONUIX M

O SAUITA 0T BEIOHOCHDX HPOTPANN, KOTOpSC ACHIHCTay
GaokmpyioT €ro pa

O TerpaIl € HACHO \'n;mmlunm cnctesst mpryamiatnt (VMware vCenter

O ABTONATINCCKASH HACTPOIiKa SAIUITHY HOBBIX BUPTYALHBIX MAIIHHL

AMaIS SYPHATOB. AHait3 KYPHATIOB SAITIONICTCH B CGOPE I IPOCNOTPE AP~
!

1PYIOT ANTHBHPYC 11

wasion padotit OC 1 Ha npever cobi
i,

Tpaniuia alaI3a KyPHATOR M03BOIAIOT BHABITH SHAMIMBIC COGBITIES B OPPOMHOM
Maccige samicei

O OHapyAeiie I0I03PHTEHOT HOBCHIIS;

O cBop AciicTBitit AMIHICTPATOPA, HYCIONUTX OTHOMICHIIC K GC3ONACHOCTIE;

O cxposHoii c60p colbrii co neex wacreii LLOJL (PUAMMECKIIX, BHPTYAIBHBX 1

obasIX cepnepon).

BHCApeItie HENOCPEACTECHIO 1A BITYATbHOI MAiiie pyGeika JLUITH, BiTio-

jouiero B cebst owpata, 1

ci eHHil, KOHTpOISL SauTH OT Ko

1 AHAIEA KYPHAOB, ABIACTCA HANG0ACE HXPOKTHBHBIM MOIXOOM K obecneseritio

Bercrmis nomimita Ge-

3OITACHOCTIH DI TIEPEMEIIEHITH BHPTYAIBIBIX PECYPCOB 113 BIyTpetei cerit B o6au-
Hbie cpetb.

cpen Ha 6a3e nakera Trend

Mlcm Deep Security
aunas crpaterns Trend Micro [101] noApasyMesac passiTie AByX HesabcHbix
cHeTest: Hepast cosanie 1 y SAITH XOCTOB 1
BUDTYA/BHBIX MANHH, BTOPAST — SIUITY JQIHBIX, BLIHECCHHbX B 061aKa (pc. 6.8).
Tepsas cneresa obect coaarme 1t AT XOCTOB 1

BUTYATbHbIX MaIIIH, pACTO0eRibIX b o6aaarsix 11OJL 1y pyHKwio phmomisier
rpynita npoaykron Trend Micro, ofbeuentiias apxirrextypoii Deep Security.
B oty rpymny sxouT:

O anamsatop naxeron Decp Packet Inspection, mponepstiontiii motoit pxomsmuix
1 HCXOJIIIUEX TIAKETOR Ha NPE/NET HapYUIeHHii POTOKO/I0B, IPH3NAKOR ATaK,
Hapywiciis npasiLn 6('3m|drnocm;

O cpenctso st i

O S aRo st P

O TeXHOIOrHS COMANIS SAUTHBIX SKPAHOB BOKPYT BUPTYAIBIBIX CCPBEPOB.
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andeckuin  BupTyansHbiit Obna

Aronr
Deep Securi
o ©
% s

« »
Omierst OBroeners

anA cucrems:
Aauunuctpatop GesonacHooTn
Deep Security

Puc. 6.8. Apxurextypa BesonacHocTi obnasHbix cpea
o 6aze nakera Trend Micro Deep Security

Lewtp oBpaorin
BanHLX

D1 npoayKri ofbeumsIOTes B eyio ciicteny Deep Security ¢ NOMOIBIO Tpex
VDARIAIONUTX KOMTIOHCHTOR:
O Deep Seeurity Agent — areir, prcapsiesbiii b uitieckitit 11 piupryabibii
cepaep;
O Deep Security Manager — vereiukep, yipanistonuiii arerrrawis;
O Security Center — H0pTaLt, OTOGPAAKAIONUL IPONCXOILIE MPOILCCCH it 110330~
JSTIOLUH] AAMIHICTPHDOBATS CHCTEN

Buporecce paGorstaretris Deep Security Agent monysaior 13 soayis Deep Security
: P ,

Manager phepa, e ¥
cpeacTBa g, 1t ¥ NOIYb 0 npoitec-
cax. I Decp Sccurity ofee py cepepart

B8 BUKIBIX KACCTRA.
Bo-TlepBbIX, KaAbiii COyaBaCMbiii BUPTYIbHBIT CePBEp KOMILIEKTYETCS HE0GX0-
JUIMBINIE CPACTRANI SALIUIT, T0 MOAKHO Ha3BaTh CAMO0000pOHOIi ceprepa.
0-BTOPBIX, o nepuvierpe oGoporst. Ecat paibiiie rpa-
HIMIEA COABAIACH BOKDYT Beeii KODIODATIHBHOI CHHCTCMB, TO TETIEDb O1fa OKpYAACT
KRBt OTCAbHO B3ATot copncp. TI0aTOMY, eCi1l GiTh TOUHbI, CIICAYeT TOBOPITTS He
06 OTase OT FAVIACNOO TIEPHMETPA, 2 0 €10 iavererii, Takoe oGopoHTebiioe
COOpY3RCHIe HAZBIBAIOT perepieTpIGAIeii.
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Omions i ern Decp Sceurity s

Th1 HE TOBKO OT BHCLIHIIX YIPO3, HO 1 OT YTPO, KOTOPbIC MOTYT HCXOAUTh OT APYTIIX
BUDTYATbHBIX MaIlItH, Haxojsuixes b o e 1101

Tocaeausis nepeits Deep Security picniosacr b ce6s Geareriiii BT

U 3AUTH OT nporpasm 1 petenyie st
BANHBIX CPEL, MACET MOBBIICHIYIO CTOMCHb SAUUITHI CCPBCPA OT HAPYWICHII 1CA0CT-
HoCTH ABHHBX 1 o6ec IpABOBLIM

Ty A B oGrae.
s e warchopwnt Trend Micro SecureCloud
CyTh 9TORO PELIEHISH B TON, 'TO CAMIM 110 TB30BATEITM TIPEAOCTARISICTCS IKCTIO-
SUBHOC MPABO KOTPOISH HAA KTIONaMI PRI, B TO BPEMSL KK TeXHOOIIIE
it yeayr VIOT I it

.

i Trend Mi A pa-
Jencie ovSnammocm >, 1A€A TOSORATEICH OGIANIIBIX CPEA BOSNOTOCTANH
10 ; on KoITpO 1Al
P IKCITIOSIBIYIO BOIMOKIOCTD,
JUIKTOBATE BPCNSE 1 MECTO wioveit wero
i1 MOTYT COXpAISITS OB KOHTPOIS Haz ipopyaiteii 1 Gesonaciio padorath b
0Boii obraumoii cpete:
Bera-nepenst Trend Micro SecureCloud noaepasaet iiarqopsit Amazon EC2,
Eucalyptus it VMware.

6.5.3. Bbibop npoBavigepa 06na4HbIX ycayr

TIpi 11epCXOC K OGAAHBIN BIMHCCHILIN KOMTAIII GOblIIE BECTO BOTIYCT BOIPOC
Ha_ PIKe OGARUIBIX CepBICOB 3

T HCKOTOPbIX NPOBAILACPOB IpELIAraTS Goiice BbiCOKii yponeith G
e TOT, KOTOPbT KOMITAIIIIL MOTYT O0CCIIeAHTS BIYTPIL COBCTBEINO
YYD, SBCTO UM 1 TSI GeSOTaCHOCT CTPOWTEA B MApUETiTonan
axtipiiocrs npoaiizcpa. Text e eyt s

HOTeIAIbX n0m30BaTCCE, TTO3TOMY HCOBXOAIM upoqmnm Tbb TOIX0A K
BLIGOPY MPOBAIiepa OGARUIIBLX YCIYT, HTOG OGCCIICHIITI A0CTOliHbi YPOBEH JauuITht

cnomx sgannix [11].

TIpesicie HeM JOBCPIITLS ONPECICHIOMY NPOBAILICPY, KOMIAII CICAYeT YAOC-
TORCPIITHCA B TOM, HTO 011 obmanact st
YPOBISI HACKIHOCTH, s ii paothi ¢ u
XpaeIis AAHIbIX B OGtaKe.

H; i€l Ay SKCTIEPTON B Chepy i -

eres oprammaws Cloud Seeurity Alliance (CSA) Sraopramsaiu nmycriua pyro-
BoiCTRO,

1pH OtHKe pHCKOB b oGz BhHenewsx [110). Ha Gase s0ro pykosoncToa
COPMYNPOBAIIL HANGO:IEE BKIIC PEKONCHIUUI H COCTAIICH BONPOCH K 1o~
naiiepy. oueirTh yponeit “TH €10 OBIAHBIX YCIT.
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s e HEpeis K KONKPCTIN BOTpo X IpORAACPY ACAYeT OO
Bmanie 1 prax

penn
o rany

Mt HecyT Merbiii
108, VINCHHO TI09TOMY IOBCCMECTHOE PACTIPOCTPAHEHIIE T10YILTH TAKIIC CTAHADTL,
xax Advanced Encryption Standard (AES) i Transport Layer Security (TLS). Bozee
TOTO, HETIOM3Y OCHOBAIIIBIC Ha OUICTIPHUIISTEX. T T Gesomacnoeri,
KHeHT HoyacT ~ b cayuae

O HOMELHTY NPORAASPA YRy, A K€ GO e, pORATIAGPOD TOIE:
PAHBAIOT CTANAAPTH3OBANIbIC PEIICHIS.

Eilie O MOMCITT, KOTOPBili C/ICCT YTOMHIITE: Kak YAOCTOBEPITHCA B TOM, O
nporaiiziep BLmOASICT Aatibie 1 OGeutaNI? B 9TOM HOMOACT SaKIOteHIe COr:
iewiis ¢ npoBailzepost 06 ypoite ycyr (Service Level Agreement, SLA) wit apyroro
THCHVEHHOr 0KYMeITTa, 1e GYYT HeTKO HpOHcalibi o0si3aTebeTsa npoaiiiepa.

“Tereph nepeiieM K KTI0HCBbIN BOPOCAM, KOTOPbIe CCAYCT FUATh [I0TCHLUATbHO-
My npoBaiizcpy oGauILIX YCIYT:

i Bonpoc i 3 mecrit obacreii,
a puic. 69.

Puc. 6.9. OBnacru GeaonacHocs, Tpebyiolupte HayseHss pH auBope NPoBaiiaepa
. Yo | S i ke 2 - 30upTa AGKHSIX NPH Nepeaae;
~ waonun
5- mp»mum—npu.on.-e ‘Bonpocs; 6 — peaKiya Ha MHuMAEHTS
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Baupuma xpanmuo dannvix (nouagust 1 na puc. 6.9). Kax cepeuc-nposaiidep obecne-
waaem saugmy xpanusior dannoe?

Jlysuras vepa o saiurre o
‘refiacnoric toadpoodiit. TIpOpaRAED bectas AOTAEH LIADpORTS XpRmyRCH 1
cBOIIX ceprepax wanenTa Ui caysaen

10ro octyma. Tlposalizep Taike 10Mmker Ge3BOIBPATHO YALISTH AQHHBIE TOLA, KoL
Ol GOIBIIC He HYKITbI 11 He TOTpEGYIOTCst B Gy AyILes.

Bauguma danuew npu nepedaue (nosugus 2 na puc. 6.9). Kax nposaiidep obecnevusa-
em coxpannocmy danivix npu wx nepedane (enympu o61axa u na nymu om/x o6iaxy)?
bic ZalHBIC BCCTTA AOTAIb GbITh 3aui()pOBaIbl I AOCTYIIHbI 0530~
BATEINIO TOABKO HOCIE ay Takoii nozxo VT, 410 9T JaHHble
He CMOAKCT HIMCHHTD LI IDONHTATS Hif OZUHO L0, AKC CCH OHO TIOYHHT K Hifyt
IOCTYIN NOCPCACTION HOHAACATIX Y2100 b ceTi. VIONAHYTHC TCSHOIOTIN PAgpa-

B TevciIe <rBics e 16T 18 IPUBEITH K COMAHIIO HAICKHbIX
mporoaon n Aropiio (tapiiep, TLS, TP 1 AES). npomimpu JomKin
(016308 111 TIPOTOKO/Ib, @ He HB0GPCTATS CBOI cobCTRe!
At/meumw])ukauux plaisin gt iy i N
Kuenma?

Hantonce criocoBon ay smseTES SAUUTA -
poient. OHAKO NPOBAILICP, CTPENSIIUICEA IPCUIOAIITH CROIM KIHEITAN BHCOKYIO
HRACIHOCTS, IPHOCIRIOT K oMo Gotee Moubes SpenTs, i e umuq;mn,.
wrorern. Hapazy ¢
B TR BT DT Kossp gL PADATI wmm craapravn, ax
LDAP 1t SAML. 310 s
cucresoit ii kvenTa npi
BOABACNHIX HOI0BTEN0 TOMOHi. Baro/ps a1ovy upnmmu:p Beera Gyzer
paciomaraTh akTyabHOi ii 06

st nozvosameneii (nosugus 4 na puc. 6.9). Kaxun o6pasom danivte u npuio-
s g sy opdésee S o e oy crgeodt

Jlystntit BApIAKT — KOTA KaAZbIi] M3 ITHCHTOR HCTOMB3YCT HIUBHAYATBHBIC

nnpnu,uym sauntiy (Virtual Machine — VM) 1 siptyassityio cets. Pasenenie

Tn,
Bupr y'uu;nmc CeTH, B CBOIO OYEpelh,
rexiononii, Tararx kak VPN (Virtual Pri e \lu\wlk) VLAN (Virtual Local Arca
Network) i VPLS (Virtual Private LAN Serv
Hexoropsie npoBaiiZephi ONCIAIOT Jiibie BCCX KIHCHTOR B CUHYI0 Nporpay-
MHYIO CPAY 1132 CHET H3MEHEHINIL B ee KOAC IBITAIOTCs! H3OTHPOBATH AalHbie JaKA I~
K0B APy OT Apyra. Takoit MOAXO/L He Hazese. BO-TIepBbIX, HI0YMBIILICHHIK MOKCT
a1 Gpeitih b HECTAAAPTHOM KOJe, TIO3BOIIONLYIO €My TIOIYITT AOCTYII K AAHIbIN,
KOTOPHIC Ol He A0:3Ke BIACTS. BO-BTOPbIX, OUINGIA B KOAC MOAKET IPHBCCTIL K TOMY,
§TO O KNEHT ca1yaliio YBIIT armibie Apyroro. TlooToMy A pasrparriciis
o I BUDTYIBHBIX MAIIH 1 BHPTYAAbHbI
cereii smsieTes Goitee pasyMIbiM IATOM.
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Hopausno-npasomse vonpoc (nosugia 3 i puc, 69). Hacroao nponaidep
Credyem aaxonan 1 npasuaas, npuMELIN K Chepe oBTaIDLY GoruCeni?

B 3aBHCHMOCTH OT IOPHC/UIKIUIH, 3AKOHbI, IPABILTA 1f KAKHE-TO 0COGHIE HOMOKEHIS
MOTYT paairsaThest. HATIDIINCP, OHIf MOFYT GAIIpEILATS DKCIIOPT JAHb, TPeGoRaTh
HCIO3OBAINIS CTPOTO ONPCCIICHIBIX MEP FALUITH, WIS COBMCCTIIOCTIL € Ofl-

s ayaura. B Koreuion cuere, ort
TP Apeams oSt o o MBS nOLL i € Mo AR
HMCTh TOCYZAPCTRHITbIE BeIONCTRA 1t cyebibie icTarun. HeGpesiaioe otroiertie
OGP €T NONCIITI MGACT HIICCTI 10 ICHICHTOD K CYCCTACHIIN pc-
Xonav,

Tpopaiiiep 063 NPIHACAHBATLS CAUHOI CTPATEI NI B paBoBol 1t pery.irTits-

10l ccpepax. DTO KACACTCsH GE3ONACHOCTIE NOABIOBATEABCKIX JANHBIX, 11X IKCTIOPTA,

ayurra, W YAGUICHISH JAHIbIX, 3 TaKGKe pac-
KpTIS 1OPMALIH (HOCICAIICE OCOGCINO AKTYAILHO, KOTA 1 OHON (M3IHCCKON
CepBEPe MOPKET XPAHIITLC! HHIOPMAILI! HECKOIBIIX KLHCHTOB).

Pears i unidenns (s 6 i . 6.9). Kas nposaidep peccupyen -
wudenmvi u nackonvko Mozym Gomv Goseuervl ¢z Kenmbt ¢ wnudenm:

Mitorta ve e e 10 tuiany. Tlostomy npoBaiiep yeiyr oGsai npiepkHBaTHst
KOKPETHSI HPADIL HOBCCHIGE B CAYIAC BOGHKHOBCILE HEHPEGIIACIIB 05CTOs-
TeLCTR, T MPABILTA JOMKIB OHITH 1i
JOITKIb AHIAThCS
cpoppys nomoRaTeACii 0 TERYICH cmynmm B wicaste my creayer peryapio

cHaGams, ceirton i 1o npodacaie. Kpo-
Me TOr, KIICIITEL CaNIt 0IUKIIbI OLICHIBATS BEPOATHOCTS BOSHIIKHOBCHIS. 1pOGiIeN,
e u yepi.

Byaywee «06nayHoii» 6e30nacHocT
HecyOTpS Ha TO STO CCrOst CYIeCTBYeT SHATHTCBHO Gojice umpokitii Habop e
TpYMeNTOB U1s OGecrievenItst GE3OACHOCTH, He 1peAe, PAGOTA AIEKO e OKOHHeHa.
B HEKOTOPBIX C/IYHasIX U131 BIBOJLA 1A PHIHOK TOii I HHOIi TEXHOIONIH, HOMOTaIomieit
eIITY HOBYIO 5a/1atty, POXOJUIT KAKOE-TO BPeAs, Juke HECMOTPA HA TO, W10 OHa Yke
paspaGoratia. BoT HCKOTOPHIC 163 TAKITX HOBCHHII TEXHOOE AIHbIC CO BCTpOCIHOfi
IOt (cavosaLBIEHTbIE J,muuc) i TOBeperITC NOMTOpH.

C dannmee (sel 1 data) - at0 Janmbie,
B KOTOpBIE Mexamo Taoii Mexais
BRJIONACT B CeGst HAGO] 1PABIL, KOTOPBIM MOKET ILIH HE MOKCT YIOBICTROPSTH Cpe-
18, e HaXO/BITCS CaMOSaUILIeHHbIC Jarbie. TIH HOMBITKe J0CTYI K 9THM ZaHHBIM
MeXaHIEM NPOBEPSIET CPEY Ha GESOIACHOCTE 1 PACKPHIBACT 11X, TOBKO €CIiit Cpeta
sIeTCs Besonachoii.

Hosepernvii wonumop (trusted monitor) — ato n]x)rpan.\mne obecrieverite, yetatas-

Bae ‘pBep

woskeT yoe-
TAMEHTOM.

"
JUITBCH B TOM, UTO KOMITAHII 1

FiCTBYET B COOTBETCTBIN C IPHHATLIM Pe
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Bonpocs! Ans caMOKOHTpONS!
1. C i npua
KHC.
2. Oxapaxtepuayiite Yerbipe ypobi y KHC.
yeaosus nocTyna K

i opAiarmachnd Py Tt

4. Kaxie gaabie cueresitie dysiim voer spmozmsts KMC npi peamisamng
b el i eaicomitior ypancis?

5. 06 picKayt mpe; vt cosans cicte-

it ddllllfﬂ:l Ha aTOM

6. Omunrre PG PAGOTH 1 HIGPACTPYKTYPY OGTAUILIX BhICACHITi

7. Kaa VUTHIBATS Wit YPbi KOM-
1UIeKCHOI CHCTeMbl BanurTH HHopaILnT?

8. TlepesicanrTe Mepbi 1 CPEACTSA ST, IPHMEHSIENIC TIDH TIOCTPOCHITH KOMIT-
ekcno et sauurmst wicpopatu KIAC.

9. Viwkirre ochopibic i GeaoracHocTn, BYOIITIE B
coctan KC3IL

10.0 auurms or
BAIHOTO ACCTYIIA.

11.Omure u AcHeTeNb KonTpors e

sanumet nchopyaut.
Oniire MPOGICMBI GE3ONACHOCTIN 1t CPEACTHA FAULITH OBARNBIX BHIC

-




FABR OBECMEYEHME
BE3OMACHOCTM
OMEPALIMOHHbIX
g CUCTEM

Ot ToK0 pasy wower
obecnieuiimn, Gessrreibili 0KoiL.

Cenexa ellucnyas

Tpofiiesa sanurrst or < seiicrauii npi C e
WIHIAH CETAANI MOKET GbITh YCIICIIHO Peliea TOIbKO 1a 0CHOBE KOMILIEKCHO 3ait-
i cueren. cuere-

MBI OTHOCSTCS! Kk Ga30BbIN CPEACTEAM MHOTOYPOBHERO KoMTLeKcHOf sanurhi KVIC.

7.1. MpoGnembl oGecneyeHus
6e3onacHocTn OC

i ABAIOTCS

HpOMpAMMIBIX CpeCTH
mporpaAa. /Lt N BTOICIN TDEGYETCS MOMIEpARKa OTCPAIONIO CHETeN
(OC). Opysiettie, B KOTOpO: oc, v
Sinaiion Gl (TEDY, 1B bhsmoder oo Nl M50 Sitamtron, S6oene-
o cucreny,

cetenoe oopyzoBatIte, CPEACTEA (DIICCKOI FAUITH 1 ke OPralH3AINIOHbIC
1pOnCty b Kpaeyro/ibHbint kattiest 9Toif MHPaILs! SIR1SCTCA SAILUMILCHIast Oneparti-
onast cieresia. e e, c s Gasa i
Ha necke.

Yrpo3bi 6e30MacHOCTy OnepaLMOHHON CUCTEMbI

C i 1 i i HEBO3MOK-
a Gea anaza rpos e Sesommerocy. Vg Geo-
HACHOCTH ONCpAILIONHOIY CliC 0 QABICAT OT YCIOBH DKCILYaTA
o O R, KoK HOMATAR KRt 0T TeA B TR T %
Hanpiviep, ecn cnereva AbayeTCs st SeKTpOI
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1010 yrpoas,

st goerynon (HCJL) k aiirass. Ecantske oricpainioninas cricTema 1enoayercs Kai
IuraTopya MpoBAIEpa HTEPHET-YCIYT, O4CHH ONACHb! ATAKH 1 CCTEROE POTpay-
stoe oecrieserie.

Vipoant ii ciicresst Moo 10 pas-
BN acTieKTaM i peamtzain [43, 59].
Knacenukatuis yrpos no yeau amaxi:

o urenne
o naMenene
(]

O NOIHOE W HACTIRIHOE PASPYIICHIIE ONEPAILIONHOI CHETCAb.

Kracenukatuist yrpos no nputyuny sosdeiicmous. na onepauuoniyio cucmeny:

O HEHOB30BAINE HIBCCTHHX (ICTATBHBIX) KANAIOR HOAYeHIIs HHOpMALHII,
HANIPINCP YIPO3A HeCAHKINIORHPOBANHOTO “rettst dhaiia, A0CTYI Nos30Ra-
“Tesiell K KOTODOMY OIDEICIH HEKOPPEKTHO — PA3peilicti 0CTyIl 10b3oBaTe-
110, KOTOPOMY CORIACHO MOITHKE GE30MACHOCTH AOCTY T A0Ke GbiTh 3anipe-
ue;

O HeMOL3ORaIIe CKPHITHIX KAIAIOR MOYHCHIs HHGOPNAIL, HATIPINEp Yrpo-
% ;

onepaILIONIOf CHETeAb;
cos

IIIC HOBBIX KANAI0R TOYCHII! 1HAOPMALII € NONOILBIO HPOPANAIb
AKT0K.

o

Kracenduiatust yrpos no muuny i
wum:
o

BTOM WHCsE H OlHOKI
cnereMsr;
O omnbri n

OIEPAILIONHO CHCTEMb, B TOM HIICIIC I TAK HA3bIBACAbIC K — Ca1y o it
B CHCTEMY <CaysKeBHbie BXObI»,

OGXOMITD CHCTeMY AT
O paiice BieAPCIIA NPOFPANNHA FAUCTAGE.

Koracenukatutst Yrpos no xapaxmepy Goadedicmeust 1a onepauontyio cucmeny:
O aKTHBHOE i
B crereye;
O naccusHOe el
A 3 TIpOIECCaNI, TPOHCXOuIn
Viposst Gesonactioctin OC MOAHO TaiGKe ITaCCHPHIIPOBATS 110 TaKif TpHHa-
KAV, KK CTI0COB ACHCTRIL AOYMBIILICHHIIK, HETOMB3YeNBIC CPEICTRA ATaKIL, OGHCKT
aTaKa, Ci10co BOSACICTBII 1A OGDEKT ATaKIL, COCTOAHIE aTakyeoro obbexra OC Ha
MOMeRT arait.
ONePAIONIIs CHETEMA MOPKET HOBEPIHYTHCS CCAYIONUIM THTIINHBIM ATaKaM:

elicTais

1 B CHCT

ee.
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i cucmeii. 3 daironyio
CIICTeMY KOMITDIOTEPA 1 IHITACTCS! TPONIECTS (1L CKOMHPOBATH) nce chaiiibl M0z~
Pt Panio 11 HO310 OGHAPYAMBACTCs: XOTS! Gbl 0112 OLIGIG AAMMHICTPATO-
pa. B peayawtare < NOAyACT A0CTYIT K KoTopuiii
J0KeH GhiTh ey Banpeinert;
700G0p napo.s, CymecTayeT HeCKOMKO METoR0B oxGopa maposicii no:msosare-
Jei:
~ roramiiii niepeGop;
— TOTANBHbIL Nepebop,
BOJIOB I € HOMOIbIO CI0BAPEil;
~ n01B0p mapost ¢ HenoBoBAICN ANl 0 noM3oRaTese (ero e, da-
MILTHI, AT POATICHIS, HOMEDA Tesedpora 1 T. 1.);
O KpaIRa KHoUEOD PO SOYNIICIII NOKET TOCNOTPT) Tapost,
i
HAPOTb 10 ABIGKEHISIN €10 pyK Ha kiapatype. Hocirred ¢ kiiosesoi iiop-
Marwteii (exapr-kapra, Touch Memory 11 . 1) MosKeT Gt 1pocTo yKpaiers;

o

110 CTATHCTIKE BCT

O cliopra wycopa. Bo sori onepaiorix ciictexa widpopyaiuis, yiiito-

ne Quaitiecki, a Ky~

ToketHas (TaK a3 Mycop). on

e it Kompyer ero parvcirr;

o i. 310y HCTOL3YS OHGKI B TPOTpaM-
Mo ofces OC it nommike nonyacT

e, KoTophie exy B ¢ noamikoit

[ nyres aanycia ot isieit

JPYIOTO HOB30BATEIIS;
o

CHCTEMb, He HMEIOT CYUICCTREIIbIX OTTIHiE OT APYTILX ICIACCOB IPOrPANMIbX

o
H
g
g

f0 IpOrpANH,
HTEILIYIO HACTS PeCyPCOB KOMILIOTEpa, 1 PESY.IETaTe Hero ApYIIIE IpOrpavibi
HC MOTYT BITIONATECA LTI BHITOANSIOTCs! KPiiiie MCLICHHO. SAIYCK Aauiofi
NPOTPANMB MOKCT NDIHECCTII K KPAXY Onlepauiontioii ciicrensi [43, 59].

7.1.2. [MoHsiTNe 3alMLLeHHON OnepaLyoHHON CUCTEMBI

ONCPAILIONIIYIO CIICTeMY HABBBAIOT 3AUuI{eNNOi, CC:TI Ofa TPEAYCMATPIBACT CPeAC-
T AT OT OCHOBHBIX KACCOR YTPO3. SAIUIILCHITAS! OTICPALIONIT CHCTENa 00si3a-
TebHo JICTBa PAsIp AocTyNa 107 it K cBOMM
Pecypean, a TAIGKE CPCICTSA POBCPII TIOLIMINOCTIL TOAIOBATEA, HATHHAOILETO
abory i cucrenoi. Kposie ror cucresa
JIOITKHA CONCPIRATD CPECTH oy

BLIBOILY OMCPALLIOHIO CHCTEMbI 163 CTPOSL.

Ee

JAIIUITY He OT BCEX OCHOBHBIX KIACCOB
VIPO3, & TOIBKO OT HekoTOpbIX, Tayio OC HassiBaor wacuaano aauguueinoii [43, 59].
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Noaxope! k cucrem

CyHeCTBYeT /15 OCHOBHbIX HOIX01A K CoBTaIo 3ai
TeM — it it

b1, 3are o1 Apyroii 1. 1. TIpisicpost dpparvienra

iy ool yr
noxxona ryais, KOrA 3 oCHOBY Gep oneparut-
omtast cueresia (anpinviep, Wind nacey naer,
ancrexy unichpOBANIEL, CHCTEAY PerTICTpAIIN ACHCTBIIT HOb30BATEIICH 1 T, 1

Tpn oo FanurTs

CHGTeMD TpesTaAET COGof 16op PESPUIHIK ORI TOSYITOR,
HPABILIO, T PASHEIX NPO3BOANTE:ICIE. DTiH IPOrPANAHbIE CPEACTBA PAGOTAION Heda-
BICIINO ZPYT OT APYTa, HpI STOM HPAKTIRCCKI HCBOANOKIO OIANIIOBATh X Tec-
10e BaanMOAeiicTBite. KPOME TOr0, OTACIBILIC XIeNHTb TAKOIi HOACHCTeMbl SIS
MOTYT HEKOPPCKTHO PAGOTATH B NPHCYTCTRIII APYT APYTa, STO NPHBOLIT K PE3KOMY
CHIBKCIHNIO HALCAKHOCTI! CIHCTENbL

TIpi KoNLICKCHOM NOOXO0e FAUUTHbE (VI BHOCATCS B ONICPALIONIYIO CHcTe-
My Ha dTane aPXHTEKTYpbI iil CHCTeMbL I SIBSTIOTCS €
HEOTbEALIENOIT HaCT0. OTAELIbE DACNCIITH HOICHCTENb SAUUITH, COANION 12

octione noaxoza, Tecto YT ¢ ApYTOM Tpit petie-
I PASITIbIX 3724, CHATAMIBIX ¢ OPAIZAINICIE FANUITh! HHOPMALIH, TI0ITOMY
Ny cc T npaiieeit Tox-

coaantas Ha ocnon OO, MOAKeT BbiTh yeTpociia
“Tai, 570 1P pRTATBHBIX CGOX B (AYHKIHOMHDOBANIIE Ce KTIOUERbIX 2/IEMEHTOR Ol
BLI3BIBACT KPAX ONICPALUIONHON CHCTEAbI, 'TO HE TI03BOIACT JOYMBIILICHHITKY OTITIO-
crcrensi. TTpit (pparvesTapHos oaxoi

[ —

Kak NPasiLIo, HOCHETEMY SaIIUITS! OTIEPAIONHON CHCTEM, CORANIYI0 Ha 0CHOBe
KOMILICKCHOrO 0X0/a, NPOCKTHPYIOT Ta, “T00b! OTACIBHBIC CC HICMeNTh Gbiti 3a-
1. COOTBOTCTRYIOILUIC TPOTDAMMITBIC MO MOTYT GbITh JaMCHCIbI DYTITMIE

ABMUHACTPATUBHBIE MEPbI 3ALLUTBI

Tpor e cpeicTsa BT ii cicress
o IONOMTATLCA AAMIHIICTpATIBHbIN! Mepavin sanus. Bes nocroatoit kia-
i noepiKKi co ¢ AR HAICKIAS TPOTPA)

MHO-AIITAATIAA LT MoSKCT s cBont. Tlepeicain ocHoBILIe aAMICTpa-
TBIbIC Mep ST

1. Ik it Konmporn i cuc-
‘metbr, ocobenino ee mozceTebt sauuThl. Takoii KOHTPOL Y06HO Opramiiso-
Bath, ecan ccreva pernctpa-
1m0 HanGotee mxIX coGuii (event logaing) b criemasoN xypiae.

0 noxumuiu Tommika
ot O Tt KOPPEKTHPOBATLCS, OTIEPATHBHO Pearnpyst
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Ha TOMBITKI sauuiry i cieTembl,
2 TAIOKe 1 IBMCHEHISE B KONUTYPAILIL ONICPALUIONHOT CIHCTMB, YCTAHOBKY 1
YIRTCUIG TPIKTAILX TN,

3. 0 i i cobiun
denuun wep Gesonacuocmu 1ipi padote ¢ OC it KOITPOIH 3a COBAOCIIICM ITIIX
Niep.

Peayspnoe cosdante u ofuoaiene peaepensex konui nporpasiv 1t zaiibix OC.
Dl N, AN E i Oannve u nomumuke
oc. Xpainirs

G

HoCHTEIX AsT0T0 4
it creTemb, Ghiio

CBOI HCCIKIIONHpOBANIbC ACiCTHILA,

B C voryr W apyrie Nepsi 3a-
ot mchopsarati [43, 59].

AnexearHasi nonuTiKa 6e30MacHOCTH
BriGop n ii ok Geson: ABISOTC 00N 13
HanGoJIee BAKHBIX 34 AIMHHICTPATOPA OIEPAIIONION creTebl. Ecmt npitisirast
5 OC nomrminka Gesonacoctin wegieEnan s o) e upuHch K HecaHKILOHIPO-
BAHHOMY JOCTYIIY 3
4mmnxmmpummm oc.

Hssectio yraepaviere: sem ayaue sanutuena OC, Tem Tpy/utee c weii paGorath
HOIB30BATE M 1 A/INHHHCTPATOPAN. DT0 06YCIOBICHO VIO aKTopavi:

O cieremasa

b e eera SIBIACTES A HOROTOpOE AciiC
TBIC NOAB0BATCIS BT0NaMEPeHibiy, [109TOMY CHCTeMA 3aIUTTH! 110 1 1pece-
KACT HOKOTOPBIE BIJIbl HECAHKLUOHOBANTHONO A0CTYIIA, 11160 FATPEIACT HEKo-
TOpBIC BIOIIC JICTUTbbie ACHCTBIIA 10 Tb30BTCICi. e Bhilie sauuiertocTs
CHCTeMb, TeM P KIACC TeX Jerauibitbix JcficTaitii nomsosaesiedi, kotopbie
STl Kkak
O 06t cHCresa, 1 KOTOpOi HPEAYCNOTPetb YIKIUNI SAUITH HGOpNaIH,
PEGYET OT AIMIIIICTPATOPOR OMPEACAEHIbIX VCILIIi, HATPABICHHDIX Ha 101~
JepRatie HOAMTHKH a . Yem Goabie B
CHCTOME AT chyMICUIT, Test GOTLIIC BPENHI 1 CPEICTS YO TRATITS
Ha HOJIepAKAIIC FALUITH
HOACHCTeMA 3alIUITH! ONCAIIONTON CHETEAM, KAk 1t i0Goii Apyrofi Mporpayi-
Mt 1aKeT, 10TpeGseT annapaTibie pecypesl Komiiotepa. Yem ciosiee ye-
TpOCIbI FANUTHBIC YKL ONICPAILHONINON CHICTEMbI, TeM GObilIe pecypeon
Bpeven, i naMsTTH 1 Ip.) aTpaunBa-
eTest a noepaiie by HKIUIORHPOBAIIIS TIOICHCTCMbI SAULTH 1 TeM Metbie
PCCYDEOB 0CTACTES 1 010 TPHICTA/USX HPOTPANS
HOLEPAANIIE CIULIKOM KCCTKOI HOAITIKIE GESONACHOCTI MOKCT HErarBiio
cKazaThCst ) i cucres, Ypea-

[*]

o




TOHSTUE 3ALLMILIEHHOM ONEPALMOHHOM CUCTEMb 271
MEPHO KECTIA TONTIIKA GCIONACHOCTI NOHCT NPHBCCTII K TPY.AO BhARC-
MbIA OGN 1 COOM B i ccre-
i ke K Kpaxy OC [43, 59)

G noaumura ~ 970 TaKasi noANTIKa Ge-
301ACHOCTH, KOTOAst HE TOLKO HE MO3BOSICT 30YMBIILICHHIKAM BHIOIHATE He-
CAHKIMOMIPOBAIIIBIC JCHCTBHS, HO 1 1E NPHBOAVT K O] HeraTuBi

oierran.

oK G He TOMBKO apy

10,11 € KORGHTYPAILICH], YCTAHORICHHBIMIT IPHKTAAHBIMIT IPOrPANYAMI 1
Mipogatiie 1t nom OC wostio passe-
T Ha psiA FTaOB:

it OC,

1. A 3 i cucTeMbl BOBMOK-
bie yrpo: aioro OC. Cpeut
OIS 0O, ST F KTOPU Y0 YAGATS IO
cpeziers

it & noaumuxe onpe-
ACIACT, KaKile CPEACTBA 1 NCTOb! GYAYT IPHCHSITHCA A1 SALLUITH OT TeX 1L
X yrpos, Halpisiep, STy 07 HECUIKIIONIPOIITIOND 10CTYIa K HeKoro-
povy oGbecry OC MO petiars 1160 cpICTRNI PasTpaiIeHi A0CTyIa,
60 KPHITOrPAIIECKIINI CPEACTBAMH, MO HCHIO3YS HEKOTOPYIO KOMGII-
HALUNIO GTIIX CPEACTE.
b

noaumux onpere-
HCT, KK KOKPCTHO AOAIS y

Ha npesth orane. K Kondit-
rypani OC, a Taicke TpeGoBaiist K KOHGITYPALIIH AONOMHITEIBHbIX TAKCTOR
AT, CCITI YCTAHORKA TAKIIX MAKCTOR HCOGXOAUMA. PeayIbTaToM AGHIOND
oTana swAseTCH pasnepiyThii nepesers Hactpock Konurypaui OC it zi0-
HOMITEBHBIX AKCTOR FAUITH C YKAZAIICN TOTO, B KAKIIX CITYAIULX Kakiie
HACTPOITKI 10K GbITh YCTAHOBICHbL

Ipemaopenue & weuss nomumuku Gesonacuocmu. Jaavieii AanHoro Tara sns-
erest npueserie kordpurypatuni OC i A0NOAHITEbbIX TAKCTOB FALUTH B
COOTRETCTBIE ¢ NOAHTIKO]] Ge30aCHOCTIL, (OpMALHO ONpeCeHHOf 1 npe-
Jbiyiens oTae.

Tloddepyeantie u koppeiagus: nomumuku Gesonacuocmu. B sazasy ansiiiierparo-
P Ha AQUHOM STalle BXOUIT KOHTPOIIb COGAIOCNIS IOMTHKI Gea0nacHocTit
1 BieCeIie B Hee HCOOXOMIMBIX IGMEHeIIi] 10 Mepe NoARIeHIs! 1veneiii B
yswonipoann OC.

-

@

Ci cHCTeM He
Il overnian cricrem apTH, pas-
pAbovaiinae A1 KoMAOTCpILX cHCTen Bo0Ge Ko TpABILA CopraLL ore-
pauonHofi crCTeNB 110 Kracey ST
ik i : Fit, T1PIt GE3YCAOBHOM BhIOHeIII
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Kotopoii i crictem Gyser
Onpesesis 0 noHTHKY i
crerens 1o st ganurry OC ot

e
yrpos ee Gesonactoci [43, 59].

7.2. ApxvTeKTypa noACUCTEMbI 3aLUUTbI
onepauuoHHON CUCTEMbI

7.2.1. OcHOBHbIe PYHKLNM MOACHCTEMBI 3aLUNTBI

onepaunoHHOI CUCTEMBI

Tozcncresta sauurmsi OC BHINOASCT CACAVIONIE OCHOBIbC hyHKIUIL:

1. uay Hitoum He vosKer navars
padory ¢ ii cucteniol, e cebs e npexo-
cranuy ciereste uto
HO30BATE: ACHCTBHTCABHO SIBIACTCA TeM, KM O CCOf BasRACT.

2 . Kaorasii HCTEMbI HMCCT JOCTYII OB

& Tex oGekras OC, K KOTOPbI MY IPEAOCTARICH JOCTYII B COOTBOTCTRII ©
Tekyuel nommiKoi GeaomackocTi.

AyOum. OnepaiuoNIast CHCTeMa PeriCTPHpYET B CIICIUATHON KypHLIC CO5bi-
Tits, onacibie st

Vupaazenue no: i Tomiia JomKita H0cTO-
SHHO TIOVIEAIBATHCS! B AEKTATHON COCTOHNH, TO CCTh J0TATTA THOKO peariipo-
a, a waveneriu yeaopuii ynimornposain OC. Yipaniertte nommiKoit

cresbi ¢

ciicrey

@

-~

) cpeacts, "
5 Gy, Janwrra 6ea ncnions-
sosaris KpiTTorpadteckitx cpeactn sanurrst, Ilidporaie Hcnobayeres
B OC npH Xpaenin i niepesiase 1o Kanaas cBaan maposieii nosmaosareeii 1
HEKOTOPHIX APYTIEX JGHbIX, KpHTHAIbIX U1 GE30NACHOCTIH CIHCTOMbL.

Cemesvie . Conpesiertitsic OC, Kak MPABILIO, PaBOTAIOT HE 130IPO-
BAIHO, 2 B COCTABe JIOKAIBHbIX 11/JUTH IOGATBIBIX KOMIbiOTepibiX ceteit, OC
KOMITBIOTEPOB, BXOIULX B OLY CCTh, BIRIMOACHCTRYIOT MeKy co00il 111 pe-
UICHIST DACTINHBIX 32, B TOM SHCIC HCIOIUIX PANOE OTHOIICHIHe K 3AUTe
undpopyarnt.

TozcHCTeMa 3auuITs! OGBIMHO He TpeCTaBseT coboii b mporpavybiii Mo-
Jyatb. Kak NDaBILIo, KIS 13 TICpesHCICHIbIX YHKUIM TIOICHCTENb FAIUITH pe-
wacTes o it oy, Hekotopie dyiktunt

supo OC. Mesay p MO HOACHC-

&
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TeNibl JAULITH A0/TAeH eto i mrepdpeiic, cnommaye-
Mbif i BsAUMOCHiCTRILI MOAY.ICI LIS petteist o0 atav.

B Takitx onepamtoniuix ciicresax, kax Windows XP, nogcnereya sauui ver-

K0 BbUeIsCTCSt B OBt apxirrextype OC; B Apyri, nanpinsiep UNIX, sanuirisic

(pYHKIULIL ACTIDEACICHbY IPAKTIRCCIIH 110 BCEM ICMCIITaM OMICPAILIOHOI ClCTEAb

Omtaro moGas OC, Tazapry
s, nee pestics Gy, OGbrio
sanrri OC fonyckaer

Moyt [43, 591

7.2.2. UneHtndmkaums, ayTeHTUUKauus 1 asTopusaums|
CyOBLEKTOB AoCTyna

B sanunentioit OC moGoii nozmssopatests (CyGHeKT 0CTyITa) Iepe Tew, KaK HavaTh
paﬁolv  CHeTENOfi, 07KeH NPOFITIH IICHTHOKAITO, ayTeHTHHKAIITIO 1t aBTOpH-

s

I'I(lenmur[)umuux culeka docmyna saOTEA B TON, 0 CYGREKT cooGct
o cebe (v, yueTiiii

HOMEP 1 T. L) H TAKIM oﬁpa.s(m neHTHGHIIpYeT cofsl
JL151 TOTO MTOGb! YCTAOBITD, HITO MOK30BATEh MMCHHO TOT, 33 KOTO CC0st BHUACT,
® cucresax nponeaypa aa
KOTOPOIf — NPCAOTBPAINEHIe JOCTYIIA K CHETEMe HEACIATEIIbHbIX L.
Aymenmuduxaun cyGoema docmyna SaKIOHETCA B TOM, 0 CYGCKT mpero
cranasier cicTese oMo ©

w0 on 110
SIBISICTCS Tew cyGLEKTOM AOCTYITA, K KOTOPOMY OTHOCHTCS! HACHTHAHUMPYIONast it~
opaiust (e Tany 5).

Asmopusagun cyGLCKTa 10CTYIA TPOHCXOUIT HOC:1e YCrenoii Iwienmidikatuni 1
ayresmpuiatun. Tpi asropusarumi cyGuecta OC puioazer aeficroins, HeoSxom-
MBIC JUI1 TOTO, “TOGb CyGHEKT MOT Ha%aTh paGoTy B cHcTene. Hanipinvep, antopisatutss
nomsoBaTenst & onepatontioii cictere UNIX picniosaet i cefs cosariie npoiieeca,
SABISIOLIETOCA OMCPAIIONHOI 0B00UKOl, ¢ KOTOpOii B abHeilier Gyt paGoTars
nomsosaredy. B onepattorofi cicresie Windows NT astopisauis noassonaress
BICTIONACT B Cesl CORTAIIC MAPKCPA A0CTYTIA OK0BATEIS, COTLANC PAGOUCIO CTo
1 SAIYCK 1 HEM OT HMCHIT ABTOPIBYENOTO HobsoaTe:st npoiteeca Userinit, -

’ ;

) cpeny
CyGTCKTa HE OTHOCHTCS HANPAMYIO K HIOCIHCTENC IIUITs! OTIepaIHONHOf cHcTeMb. B
HDOILCCCe ABTOPIT3AILIN PCUIAIOTCs! TEXHINCCKIE FATatH, CRAZNHLC ¢ OpraisaIuicit
s paGoTs B CHCTEMC YAKe way
cyGhexra goctyna.

Crouxi apernist OC npotieaypst
TEHTHQHKALI ARIAIOTC! BeChMa OTBETCTBEHIbINML JLefiCTBIITEABHO, €11 310YMbIll-
JICHHK CYMCIT BOFITIH B CHCTEMY OT HMeHiE ADYTOTO H0.Tb30BATEI5E, 01 JICTKO HOMyacT
20Ty KO Beest ofbexcray OC, K KOTOPbIM ICeT A0CTYII JTOT No0b30BaTedtb. Ecit npit
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e coGbrmimx, ac

s Besonacnoerit OC, 10 B kypiat AICLIBACTCL e 1y 310y

ams or maseit KoTop ¥ paboract b cicreve.
Hanoaee pacnp: Merozavit way

eHH 1 Haposst;

(UKL € TONOILIO ¥
¢ HociTeaeii kouesoii

unopyaint;
o

THK nosB30BaTe el

Tlep BBIIE METO/Ib W ay noapoGHo
paceyoTpeHs B rase 5.

7.2.3. PasrpaHuyeHue foCTyna K 06bekTam
onepauyoHHO CUCTEMbI

OCHOBHBINIH TIOHSITISINII IPOILCCCA PASIPANIER IS OCTYIIA K OGHKTAM ONICpaion-

O] CHTEAbI ARTIOTCS OGLCKT J0CTYI, MCTO/LAOCTYIIA K OGBCKTY 1 CyGHKT A0CTYTIa
43, 59).

Obvermon docmyna (s r—

Ol CHCTEM, IOCTYI K KOTOPOMY HOS3OBATE el 1 ApYTHX CyGEKTOB A0CTYIIA MOeT
o oz orpases. Boo0CTs 20TV onextaw OC onpeeaserc
e o eyt nonmKoii Gesort
sy, TTos alssaeaae oo oy v oy Govyoseiin (Hpertecapy
COTMEITTH IANSITH, IPHIITED, JUICKIH 1 JCITh), TAIC 1 HPOFPAMNIIBIC pecypes (i,
IpOrpaMMB, ceMaghOPL), TO €CTH BCE TO, AOCTYIL K teMy KotTpopyercs. Kaiii
OBTCKT HNCET YHHKAIBIOE 1\, OTINAIONICE €r0 OT APYIIIX OGHCKTOR B CHCTENC, 1t
MOKeT GbITh AGCTYIICH HEpe3 XOPOLIO OIIPEAC/ICHIBIC 1 JAMIABIC OlICpALULL

Memodax docmyna K OBEKTY HAIBACTCS OIICPAILIS, ONPEACICHIAs U151 OFHCKTa.
‘Tt OrICpawit 3aBiCIT 0T 0 eKcTOB. HAIPHMCP, TPOLLCCCOP MOKCT TOIDKO BLIOAIITS
KOMAIb, CCTEHT HANITIL MOFYT GbIT SAIICAIb 1t NPOUITAI, CHITHIBATCI Mar-
HIFTHBIX KQPT MOACT TOIBKO MITATS, 2 U151 (JAILIOB MOFYT GbITb ONPCACINb METOB
JOCTYIIa <Teniies, <atiichy 1t <lofanieties (LoMiebipaiie HihOPMALLII B KOHCL
daiia).

Cybvexmost docmyna ywasIBaIOT 110GYIO CYIOCTS, CHOCOGHYIO HIILUHPOBATS Bhi-
Ho:meIIIC orepawuti Ht OGbercTaMI (OBPAILATHEA K OGLCKTAM 110 HEKOTOPbIA METO-
v A0CTy12). OGBINHO NOTALAIOT, Y10 MIOKCCTBO CYGLOKTOR AOCTYIIA 1 MHOKECTEO
OBHCKTOB A0CTYIIA HC Tiepeceiaores.

TIHOrAa K CYBHEKTAM J0CTYIa OTHOCSIT HPOLICCC, BHIOIAIOLUICCs! B CICTENe,
OO J0THAIIEe CHMTATH CyGHEKTON AOCTYIA MNCHHO HOMBOBATCIS, OT HNeH Ko~
OPOTO BHINGAIAETCS IPOIEEC. ECTECTOCHNO, 104 €YGHCKTON AOCTYIR IOADEyNCroT
e g 4 <l0rIeCKOr0, OT
in X000 BETOROTES TR0 OnEpaHOEDH TS
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“Taxity 0Bpasow, oGoexm docmyna — 370 T, K HeNY OCYILECTRIACTCA A0CTYI, ¢y~
exm docmyna — 310 TOT, KTO OCYINECTBACT A0CTYI, 1t Memod docmyna — 10 T, Kk
ocymecrerea ey
7Lt 06beKTa A0CTY A MOKCT GLiTh OrIpeAciten aiadeiet — cyGbexT, KOTOpoMy Ipit-
HUIGAIT SNl 0GbeKT 1t KOTOPBIFi HeceT OTRETCTRENHOCTh 3 KoHGILIeHIIAT-
BoGrerTe atacke u

ot

Obburio na: obtexra asros cyBvexr,
AaUIb OBBEKT; B AR BHCHLEN BICIEI OGLKTA MOKCT GBITh I3MEHEH € HCHOI0-
BallieM COOTBETCTBYIOLIETO METOA AOCTYIIA & 00LCKTY. Hal BIAEIbILA, KK 1IpABILIO,

TerCTBeIOCTS 3 . 1pas AocTyna K AaoNy
omeKTy ApyrInX cyGreKTon.

IIpasox docmyna K oGvexmy HA3HIBAIOT MPABO 1A HOIYHCIIIE AOCTYIIA K OGLOKTY
110 HCKOTOOMY METOAY I TPYIIIIC MCTOAOR. HATDIINCP, €Cilit HIOIB30BATCI HyeeT
BOSNOXIIOCTS, TaT i, RO, 10 01 NECT MpaBo 1a srciie 910r0 aiiza. To-
BOPSIT, {0 CYGHEKT INCCT HEKOTOPYIO RPUGILTEzAI0, CCI O INECT TIPABO 1 AOCTTL 10
HEKOTOpOMY METOLY LTI TPYIITe MCTOAOB K0 Beent o5betant OC, HOUiepIBaIOIN
b METOL A0CTy A,

Pasepanuuentien docmyna cyGuexTOB Kk 0GLCKTaM SBIACTCA COBOKYIHOCTD IABILI,
ONpCACIIOL U1 KAKOT TPOTIKIL CYGHEIT-OBHEKT-METOA, Paspelieis 1t AocTy
AQIHOTO CYGLKTA K€ AAIIONY OGBEKTY 110 JAHIOMY MCTORY. Hpn MaBHparciHoN pa:

rparsenn focryia ocryna it Kol
rpoitin . 1pit M pasary Jocryna cirrya-
W HECKOLKO CiovKtICe.

Cybuexta aocryna nasminaior ccnt o iveer

HFHOpHpOBATS TIPAILIA PASIPANINCHI J0CTYIIA K OGBeKTaN

Npasuna pasrpannyenmns goctyna
TpasiLia pasrpaniteiist A0CTyNa, ACliCTBYIONULE B ONePALIONIIO] CHCTeMe, YeTa-

cretex npn eyt oIk
3a 1 npapit CyG A0CTYA CICAUIT MorumOp

CCPLIOK ~ HACTH TIOACHCTENb SALIVITE OTIEPAIIONHOI CHETEbL.
Tpagitza pasry J0CTyTA KO y TpeGona-

Iz

1. TIpanitia pasrpaiieis AOCTYIIa, IPIHSTAIC B ONICPALLIONHON CHCTeNe, JO/DRHb
COOTHETCTROBATh AHATONIHBIN NDABILTAN, NDIHATEIN B OIAHHALUIH, B KOTOpOIi
yeraroneia ota OC. VHbiMIT ¢/0BaMI, eCAi COTTACHO paBILTay OpramzaIuI
ocryn aTeast K HeKoTopoii carmaercs
BAIbIM, STOT JOCTYN 0/KeH GbiTh €My Fanpeiiet.

2. Tlpasiuia pasrpaniiieiiis 0CTYIIa He JOJKHbI ONYCKATH PASPYNIAIONUIE Bo3-
Jelicraist cyGbexron AocTyna a OC, BPRAIIOILIICCs B HECAKLHOMHPOBAIHON
JOMCHCHI, YAGUICHIH 111 APYTOM BOSACICTBIN 12 OGBCKTH, ANSHICHIO BUAHbIC
st Hopyautbiiofi padorsi OC.
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3. JTioboil 06TeKT 0CTylIa A0/KeH 1yieTh Biaeabia, HE1onyerio npicyterie
el 06oeKmOG — OGHEKTOD, HE HMEIONUIX BIVCIbI.

4. Hezonyerimio npicyrersiie ummmym,m 06veKmOg — OGTCKTOR, K KOTOPHIM HE
MOKCT OGPATITEC 1 O CYGCICT AOCTYIa I IO OUONY NETOAY A0CTYIa,

5. 3 yreda

(OCHOBHbIE MOZENM pa3rpaHnyeHns 4oCTyna
(e

UECTBYIOT /1Be OCHOBIbIE MOJIEIIH PasTpai

et

O BHPATEIBHOC (VICKPEIUONHOR) Pa3TpaRIerie A0CTyIa;
O HOHOMOUIOE (MAITATHOE) DASrPaNICHIE A0CTYIIa.

1pit uabupamevnon pasepanuenuu docmyna (Discretionary Access Control) ori-
onepaun Hax pecypeost 1w

CyBHEICTaN 1L TPYITaN CYGBOKTOR. BOBILIIICTRO ONICPALUIONIIBIX CHICTEN pea
HACHHO HSOHPATEIbHOC PA3TPAHIINCHIE OCTYIIA

docmyna : c51 B TOM, 'TO BCE OGHEKTH Mo~

IYT HACTD YPOBITH CCKCTHOCTH, 2 BCe CyGHOKTS CTSITCS Ha IpyIITh, ofpasyiouuic

HCPAPXITIO B COOTRETCTRINIT ¢ YPOBIHEM AOHyCKa K inichopsauit. Hiora ary Mozei

HA3BIBAIOT MOJIC i i

By101

cexpetos.
M36uparensHoe pasrpaxnyesve AocTyna
Cicresa npait nsbupar p nocryna 1 caenyio-

T ——

JL131 1106010 OGHEKT OHEPAILIONHOT CHCTENb CYIECTRYET BICEIL
2. Baatescr 05beKTa MOKCT IPOIIBOIBIO OFPAHIHEATS AOCTYII APYTIIX CyGbex-
ToB K oMy 0GbeKty.

3. JLst kauzofi TPOiiiin Cy KT -00BEKT-MOTO BOSMOAKHOCTS 0CTYIIa Onpesierie-
Ha OO0,

4. Cyutecrpyer xotst Gbi oM npHBIL i
paropy tteio noxsiosoCrS OGpaTiTREA K oGty oGmorTy Ho oGOy
MeToRy zocTyia.

Jror i e MoeT i ath pasrparciiiie

ety K obvercrav. Hanpisiep, s Windows NT ainierpatop i oSpatieniu
YO OGLCITY (IPHILICKAIENY APYTONY CYGLERTY) O MENAIC 05T
G , Herosays

et eyt Tk cobe 1P 1 TOKO H0C-
P> animbes cobwexry. [ocaeuice BB

110 U151 PCUIIBAILIN MEXAIIGA YAICHII! IOTCHIUITBHO HEAOCTYIIBIX OGHEKTOR.
Tpit cospamn oGweta ero pz cyGvexr, it it
Hbiii 00 B i NpaBaMH, MOKET

HASHaNITH OGHCKTY HOBOMO BIazebita. T1pit 9TOM CyGHeKT, IBMeNsIOUIii BIazebI



PAJPAHIYEHWE JIOCTYIA K OBEKTAM OMEPALVIOHHON CUCTEMB 277

OGBEKTa, MOJKCT Ha3Ha'iTh HOBBIM BIA/ICbLeM 0GbeKTa T01bK0 cedst. Takoe orpatiiie-
HHe BBONTCA /151 TOTO, 4TO0bI Baziestelt 0FheKTa He MO OTAATh BIaeHHE 00BEKTOM
JAPYTOMY CYGBEKTY 1 TeM CAMBIM CHATD ¢ Ce(s1 OTBCTCTBEHHOCTS 33 HCKOPPEKTHbIC
NCHCTBIA € OGHEKTOM.

JL1st ONpECIICHIE IPAB 10CTYIA CYGBKTOR K OGBEKTAM HpI IBGHPATCBHONM Pas-
ANINCHIN OCTYIE HCTOMAYIOTeA Takie HOruTiA, K ampraa docmyma 1 1oven
Gesonactoctit.

€ KOmIITTYATBHOI TOUIGH 3peris TEKYIIeE COCTORNHE TPaB A0CTYIIa TP HAGHpa-
TEIBHON PASIPANIICII OCTYa OMICHIRACTCS NATPILEH, B CTPOKAX KOTOpOi fiepe-
gHCIeHb CYGBEKTH OCTYIIA, B CTONGHAX — or»mm JOCTYTa, B SCHTKAX — OniepaI,
KOTOpbIE CYGTKT MOKET BHIIOAHITS HaZl OGHEKT

Jloven Gesonacnocmu (Protection Domain) ()upuw 1T HaBOp OGHKTOB 1 THIIOB Oe-
paltii, KOTOPbIC MOTYT NPOUBBOTIITECS HAt K& OGHEKTOM OMEPAITIOHHIO CHCTEMb,

Bo3MOAKHOCTS BLIOHATH ONEPALH Hal 0GBEKTOM €CTh npaso docmyna, pejicTas-
ssmoiee coboii ynopsagoueniyio napy <object-name, rights-set>. Takum oGpasom,
Joxen ecmv nadop npas docmyna. Hanpusep, ecam joven D usiet npaso octyra
<file F, {read, write}>, 310 03HAUACT, 4TO NPOLECC, BHINOAHACMbIIi B OMCHE
D, Moer wirats wan micath 5 Gaiin F, 10 He MOKET BLIIOASITS APYTIX onepatii
Hat oI 0BBeKTo. TIpHMEP AOMEHOB HoKaan B Ta61. 7.1

Ta6nuua 7.1. CrewyuuMposakie pas AOCTYNa K pecypcam

DI read execute
D2 read
D3 print
read read
D4 e g
write write
Cosiab cyGexron, dy ¥ B < cuerenax,
MOACT GLITh OPrallH3OBaIA CICAYIOUIM OpaION:

© Kkl nomORIT, MORET O HouEHO, BoTou Ay e 1op oo,
roropus okt [ Aoctyn, saieirr or
aosamens;

O X nporcce sorker G Aovenow, B arow cyuae aop A0CTYIIIAX o
eKTOB onpeseIIsieTest udenmuduxauei: npoecca;

O K MPOUCYPa MOSKCT BBTb 0MeION. B ITOM e1yviac Haop A0CTyribix o6t

" By Tpi pottey-

DBl 3aMETIIM, STO, KOIA POLICYPA BBITIOHEHa, IPOHCXOMUIT CMeHA 0MEHa.

Paccxorpint Nozesh Bbion OC. Korza npo-
licce maimoztieTes 1 pexcove cuemenst (Kernel Mode), off MOKCT BL3bBATS 1pHBILTC-
IHPOBAHITbIC HHCTPYKLUIH 1t 1NCTh 10} KONTPOb HAUL KOMITbIOTEHOTi CHCTeNO
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C apyroii cTopors, ect npotece BhmoMIICTCS B HOMIOsamETKox pexcune (User
Domain), Ot MOACT BHEHIBATS TOTBKO HeNPUBIICTHpOBAHHIE 1HeTpyKim. Cleo-
BATELHO, O1f MOKET BLITIOIATHCS TOTBKO BIYTPH HPEONPECIEHIONO NPOCTpalicTsa
naumi. Hamwaiie a1irx zmyX pesinion noaoaser sanurrims OC (Kernel Domain) ot
npotteccon ( 5 pesxinnte User Domain). B wy:i-
THITPOTPMMIBIX CHICTEMAX ZBYX JOMEHOB HEAOCTATONHO, TAK KAk HOABIICTCS! 106~
XOAUINOCTD FAILUITH HOTKA0BATCI APYT OT APYIa.

B OC UNIX zoven cpasan ¢ niomsosatesen. Kawiii nossosareas o6umo pa-
Goracr co choin 1aG0poM OGHEKTOR.

Moz GesonaciocTs, criemdruposaniias uime (cy. Taa. 7.1), nveer Bz
NATPHIL 1 Ha3LBACTCR Mamputeit docmyna. CTOAGIL STOii MATPHI HPEACTABISIOT
€000 OGHCITH CTPOKI — CYGBEKT. B KKt sTiciiKe MATPHILS XPAITITCs COBOKYTI-
HOCTD A AOCTYI, HPEAOCTABICILIL ZANOMY CYGUKTY 1 gt oGrercr. Hoc-
KODKY P MATPHIa

“TeMBI CoCTan K0 JeCATROB ce mKorza e
XpalAT B CHCTENe B ABHOM Bivie. B oGient cyuae 9Ta MaTpiita GyieT paspeKenoii,
TO eCTh GOIBIIICTBO ce KIETOK GyayT mycTi. MATpHiLy 0CTYA MOKIIO pasto-
KIITH 10 CTOAGHAM, B PC3YAIBTATE Hero Hoityaiores cnucku npas docmyna ACL (Access
Control List; ATPHILBI 110 CTPOKAM TOJTYHAIOTCS Mandambt
coaoacnocmeit (Capabilty List v Capability Tickets)

Crmcox npas ocryna ACL. Kavkiast KoTIOHKa B MATPHIIe MOACT GBITh peamizoparia
KAK CIIHCOK JI0CTYTIa /L131 OZUOTO 0GbeKTa. OHEBIIIO, UTO MYCTHE ICICTKH MOTYT He
YUITHBATEC. B pesybTaTe JUTS KON 0GBEKTA HNCEM CIIICOK YODSOUCHHBIX
iap <domain, rights-set>, KOTOpHIiT ONPEACIACT BCE OMEIIHI ¢ HENYCTHAH HaGOpaNL
1paB U1 AHHON OGBeKTa

Daevenmay crexa npan zoctyna ACL MOryT GLrTs Hpoteces, 1ob30BaTe It It
rpymbt i Tpn umpoko 10~
CTYIIa 110 YMOTUAHIIO ZUT5 TI0:IB30BATE el TPaBa KOTOPLIX He yiasans. Hanpivep, B
OC UNIX Bce cyGheKTHI-HOMIb30BaTE. 1 pas/ierieitbi 1a TpH TpyINbI (iazieett, rpyiia
HOCTAJIBIbIE) H /U5 WICHOB IAUKAO FPYTITBI KONTDO-IHPYIOTCS OIICPAILiIE UTCHIL, 32
e 1 enomermst (rwx). B wrore ivees ACL — 9-Girrii Koz, Kotopuiii simsercst
arpuGyTos pasitooGpastbix oGbexron UNIX.

Manarst BoamosHOCTeil. Kax 0Tyiedasiocs uilite, e MATPIILy /I0CTYTa XpaItiTh
110 CTPOKAM, TO CCTD CCIIT KAIbTi CYGBEKT XPAHIIT CITICOK OGBEKTOR 1 AU KAKIOTO
ObeicTa — cuuicox fonyCTINX onepatuil, T0 Taioil c1ocol i Hasacrca
ManaTavn Wi nepessI Kaoxwi
e s e s L e L
MAHZATH MOTYT GbITh PACCESTHB 110 CHCTeMe 1 BCIICTBIE 9TOr0 NPEICTABISTH Golib-
1y10 YTPO3Y 2717 6C30MACHOCTH, He CITHCKH KOHTPO:ts focTyna. VIX xparieryte 107x10
GbrTh THATE: b0 1IpOyMa0. TIDHMEpAMII CHCTEM, HCTIOLSYIOUUIX TICEITH BOSMOAK-
nocteii, smasmorcst Hydra, Cambridge CAP System.

HISGHpATEALIOE PasTPAIeNIie JOCTYIA AIICTCH HAGOTCE PACTpOCTPaCII
cocoGo pasrp JocTyna. 310 npocToToii

u HpaBILI TAKOrO pasry JocTyna st
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Txanioe xoctontet [0 pasrpaitiieiiis A0CTyT
s otaoms - y W ClonocTs
LEIPAIZ0BANIONO KONTPOLA.

Buecte ¢ Tex i CHCTeAb, THOZCHCTeNA JAULTH Ko-

TOpOi PeATIAYeT TObKO HIGHPATCIIBIIOE PASIPANITICHITE OCTYIIA, B HEKOTOHIX Ci1y-
SASX MOAKET OKATATHCA HeAocTaTomoii. B wactoers, B CIIIA anpeimeno xparirri
yio Taiiiy, cucrestax,
HOUCPAHBAIOIX TOIbKO 13GHPATE b0 PATPAHIICHIE JOCTYIIA
Pactiliperiient MO H3GHPATCIBIONO Pasrpaniteniis 0CTYI ABIACTCS U0~
ot (e mnemas) oy peda.
pena. [Tpit iciio:30ma ii npo-
AN GHO eI Thasa cYCRea: o BTy RN, SrpéEH TR HETOTND:
npasai it . CyBTCKTa, 10 1 IPOILECCON, € HOMOMIHIO
oBpattiactos K oGneiry. Moo, Hapisicp, paspeitiith oGpaiarhes K dhaiias ¢ pac-
umpernient doc TobKo nporpasiiay Word, Word Viewer 1 WPview.
@ NpABILI PASIPAIINCITIS A0CTYI I MOACIH HIOTHPOBAIOI IpOrpas-
MOl Cpeibt (popMyTIpYeTes CIeAYIONUT 00paION:

1. JL1s 210600 06eKTa OlIEPALIONIION CHCTeMS CyLICCTBYET eIl

2. BaaieAeit oGbeKTa MOKET IOHSBOTBIO OF aINIBATS A0CTYII APYTIN CYGheK-
TOB K AQIOMY OGTKTY.

3. [t kKol HeTnepic cyGiek ) porte pocryia
onpexeiea oot aHO.

4. Cyutecrnyer Xt Gbi OAII HPHBILIETHpOBANNBT NOAL0BATEH (AMIHCT-

PATOP), INCIONUii BOSNOKIIOCT OGPATITHCA K G0N OBBEKTY 110 TI0B0MY
Meroy.
JLis KKI0TO CyGHeKTa ONpEIeAeH CIICOR Tporp

’ MM, KOTOpbIE OTOT CyGieKT
Mosker ganyexats [43].

cpezacy nobiact
PALIHOHHOI CIHCTEMBI OT PASPYIAIONUIX TPOrPaNMITbiX BOCICTBIL, BICTIONasT PO~
FPANNIC KT 1t KoMTOTepibic mHpycht. Kpose Toro, npit netoonartn
sl vozemn : HEIOCTHOCTIE b, »
cucreste. Bm)xe Bpests cpesa coaaet
i crictenst. Hanpirsiep, npit ycra-
HOBKE HOBOFO HPOTPANAIHORO TIPOAYKTA AANIINCTPATOp JOIKCIL HINCHIITS, CIlicKit
X 1IpOrpaNM U ORI IIMETS BOSMOAHOCTS
PAGOTATE C ATIHM POTPAMMIHBIN T ; st cpeta tie
JAUI@CT OT YTeNKI KoNIACHIUAIbIC

Aoctyna ¢

MH(OPMALMOHHBIX NTOTOKOB

Tos , WIH MAIGTHOE, PA3Ip noeryra (Mandatory Access Control)
Ty » 3 pasip Jocryna.
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PacesioTpiny ivieitio Taxoi caysait [43]. Tpasiva pe

T1a B LanHoii

rpaieni A0c

MoLeH hopNYPYIOTCH CreyiomuIN 0Gpaso:

1

B

-

e

~

©

T3 1106010 OGHeKTa ONIEPAIIONHOIi CHETEMb CYIIECTBYET BaeTelL
Bliazestet 0GbeKTa MOKeT NPOH3BOIBHO OTPAHIMIBATS AOCTYI JPYTHX CYGbeK-
TOB K IAHHOMY O0BEKTY.

JLnsi KasKJI0ii YeTBEPKH C) 61 1ocTyna
onpezenena omoaiavio B Kakwsit NoNenr npeste, TIpw Mawerieri cocro-
NS MPOLCCCA CO BPEMEIEN BOIMOKIOCTS IPEIOCTABICHI 0CTYIIA TAKKE
MOKET H3VeIITHC. BMecTe ¢ Tew B KaHbii MOMEHT BPMEIH BOIMOKHOCTS
tocTyna onpeziesiena ouoanauHo. [IockobKYy 1pava npotiecca a 10CTYI K 061
CKTY MCHSIOTCS! C TCUCHHEN BPENCHIL, Ol I0KHb IPOBEPATLCA HE TOLKO TPI
OTKDBITIN OGLEKTa, HO 1 TePe BHTIOTHEIICM 1Al OGLEKTOM TAKH Oriepartii,
KAK STCHIC 1 3a1HCh.

Cyutectnyer xots Gt it npibier (

9p), iciOnU BONOIOCTS YT 0501 iy

pas-
panunenuz docmyna. Kaxuit 0GLCKT OHONOUHONO Pasrpartitierits 10ctyia
nsteet rpidy cexpertocTit. Uen BbILE HIIC:I0B0C ateHIe PR CeRpeTHOC
T, Text cexperiice obwext. Hy:ienoe anauentie rpida cekperiocn osiavact,
w0 oBbext necexperen. Ecit 0GbeT e ABsieTen oﬁl.cx'rrm nomOMOOrD
pastpaNIiCHII J0CTYIIA Al

oy Aol Ui b T Ry o P A SRR
Tyna

Kauctiii cyGveicr 0¢Tyina 1iicer ypovens donyca. Hem puiiie wiicaooe aiasc-
Hlte YpOBILA J011YCIa, Text Gobiuii zonyck msteet cyGbext. Hyzenoe siavciiie
VPOBIISI J0IIYCKA O3HAUACT, HTO CYGLOKT He nyieeT A011ycica, OB nerry.icnoe
sitavertie AonycKa ToK0 e nasia-
HETC CYGLCKTAN, OT I KOTOPLIX BHTIOTIVIOTCH CICTENITNC IPOLLCCCH,

. JloCTYT CyGDeKTa K OBLKTY AOIeH GhITh SApEIeH HESABIICHAD OT COCTOAMII

NPl 20CTYIIA, eca:

— OGBeKCT ABICTCA OBDEKTON HOHONONIONO PA3TPANITIeNI AOCTYIIA:

~ TP CCRPCTHOCTH OGTCKTA CTPOTO BHIIC YPORIIA A0TYCKa CYGTCKT, 05paliia-
o11ierocst Kk Hexy;

~ CYGLOKT OTKPHIBACT OGHEKT B PEKIINC, AOMYCKAIOICM \Teitite HopsaLL

910 npaniio wazsmaor npasiuiox NRU (Not Read Up ~ ne sirrats, nbiic).
Kauxuwiii mporece cuereyb et

PaBIIBIii MAKCHMYMY 183 TPH(OB CERPETHOCTIE OGBEKTOB, OTKPHITHX poeccon
Ha cpoero K-
Tiseckit cooit rpicp »

onepariBHOii HaMSITI potecca.
JL0CTyIT CYGTKTa K OGDEKTY 10Ke GhiT SATpEINieH HESaBIICIG OT COCTORIA
atp zocryii, e

KT ABTACTCA OGTEICTOM NOTHONONHOF PASPAIITIEHIIs A0CTYIIE;
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~ rpiich CeRPETHOCTH OGHEKTa CTOTO HIKE YPOBIS! KOHAICHIUATHHOCTIE DO
liecea, opalIOerocst K e
~ cybvexr B oBbexr
D0 UPABILIO PAIPAIICHIS JOCTYIA IPEAOTBPAIIGCT YTENKY CCKPCTHO Hil-
opyannt. o ~ Tak Hazbisacioe npasuio NWD (Not Write Down — e sani-
CHIBATH HIKE).
10, Homams pi ceperocrn OGTeKTa MOTHOMOMHOTO PaASpaIeHIIs 10CTyII
cyGmeKT, Kotopbii
e o s o W BT
~ obaaaeT cniew Lol NpHBILtCTIeil, N03BOsTONLCE eMY HOHIGKATH TPt
CekpeTHOCTIT 0fbeKTOR.

It IO AAHHOI O R DAHIFCHIS LOCTYIA CYLCCTENO TP
T . HOCKOTbKY PaBa AOCTYTia K OGbeTy
AOitbl TIDOBEPSITHCSE He TOIBKO TIDH OTKPBITIN OGHEKTa, HO I DIt KA Of Onleparutia
TenIs/3anmcn,

KPpove Toro, Jauiiias MOJ1h asrpaieiiis A0CTYIIA COMACT I0EIOBATEIAM Ol-
PCACICHIBIC HEYA00CTEA, CHSIRAHBIC € TeM, HTO CCAit YPOBCh KOHGIACHINATBIOCTIE
HIpOILECCa CTPOrD BHIILIC 11y.is, TO Best 1OPNAIIA B HAMATIH poticeca akTiricekin
SIVISICTCS CCRPETHOIN I He MOKCT GbiTh 3aTICaia B HeceKpeTHili OGbeKT,

EC.1i 1DOLCCC OOBPENCHNO PAGOTACT € AByN3! OGbCKTaMH, TOIBKO O 13 KOTO-
PHIX STBISICTCS CORPETHBIM, IPOLLCCC He MOAKCT SATIHCHIBAT HHGOPVAILIO 13 TANSTH 5O
BTOPOif 06BeKT. DTa MOBICMa PEHIACTCs! NOCPECTRON HETIOEIOBAIIS CIICLUETBIOO
nporpavimoro irepdeiica APY uist paGothi ¢ mastrhio. OaCTit s, phizessi-
CMBIC IPOILCCCaM, MOTYT GbITh OITICaIbI KaK OGbEKTb TIOHONOUIONO PaarpaIeiitst
JIOCTYITA, TI0CIIC HCTO 1M MOTYT HAGHAUATECS! TPH(DbI CCRPTHOCTH.

TIpit WTeiinit cekpeTHoro (ailia MPOLCCE A0KeH CHITATH COLEPAIMOE TAKOTO
(paiia B CCRPETHYIO OGTACTS TANSITH, HCTIOMb3YSE /U ITOrO (YHKINIH ONCpaLION-
0t creTeMb, yreuan Jlast padotst
€ CeRpeTHOli O0ACTBIO MAVSITH TIPONCCC TaKGKE JOIKEI HCTIONH0BATD CIICLUATbIbIC
pyrktutin, TIOCKObKY YTera HHOPNAIL 13 CORPETHBIX 0G1aCTel| IANSITIE B HavSTh
npolecca i

obacrit nassrrin 1a yposie et npotiecea. Ecaun ke
HPOLCCC CHITBIBACT CEKPTHYIO 1NPOPMAILIO B OGAACTS HANTI HE OINICAIIYIO Kak
oGbeKT 1010y paarp aoctyna, aetes yposerns
aibtoci npotecca

i caeayer, uto cucren, peani-
aylouUIX ZaniyIo Moieb pad soctyna, s 1po-

rpavsioc ofccnieserie, paspaboTatiioe ¢ yieTow 91oft vorer B mpoTiion cayae

HOHORATEN GY,AYT HCTIMTHIBATS CepEsHbic HPOGICNIN B IOIICCce adoTh ¢ 061K
TaMit cueTembl, Henyiesoii rpud;

OUpECACHIB HPOGICNN BHIEACE TAKE BOIPOC O szl 1o cexper-

rast. Ecant rC novoIsI0

Bl e nrenis i seatalap v s g e
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11 TIDHCBOITD HOBOMY 0GBeKTY Tiich CeKETHOCTH 1e Hitke Ypowilst Kordicii-
LWEUIBHOCTIH poitecca. Bo MHOTIAX CHTVAIUX 9TO HeyA00Ho.

MoJieith 10THONOUHOTO pagrpanitieiist soctyma (m KOITPOJIs HHGOPMAIIONHEX
TI0TOKOB YCTYIACT 110 BCeM Moz pasry J0-
€Ty, HOITOMY €C PACCMOTPCIIE HiE NPORo; s 14 3].

i aHann3 mogenei Aoctyna
Kairist 113 paccyoTpeInibiX Mozeieii pasrpaiiierist 0CTyIa Ieet Cooi 0cTomtic-
T 1 HELOCT Fai1. 7.2 1103BOACT HOBCCTHH X CPABHNTC Db ANATIS.

TaGnuua 7.2. Moren pasrparmiena gocryna

Sausma or yrewm Orcyrereyer Orcyrereyer Mmeerca
WipopmaLH
Soupuenocs Foraxan Buicoxan Huraxan
ot paspywarousx
Bo3neHCTBMIH
Croxnocrs peannsausn_| Hnaxan Cpeann Bucoxan
Haxan Cpeanmn Bucoxan

ammHCTpApORaHHA
Sanpars pecypeos Hare Hrare Buconme

repa
Venonsaosanwe 110, | Boamoxwo Bosoxro TipoBremamiro
paspaboranoro ana
pymx oncrem

Ka piuio 3 1abn. 7.2, rhe cirryauwtii
aoctyna

1Y 1e€co0Gpasto HCTOM3OBTH B CAVUIX, KOTA BAKINO 0GECHeUHTS CH0CTHOCTS
TDOTPANM H GBI OCAIIONHOf cHeTeabi, TTOMHOMONHO pasr paiTieHiie A0CTYTTA
€ KONTpOICM HHDOPMAIIONHBIX TOTOKOB CICAYCT NPIINCHSITH B TeX CAVUASY, Kor-

iiHO BaKHO CHCTEMBI OT
yreuan B OCTATBHBIX CHTYAIUIIX IpIVeIeiliie
9TO MOZEH HeEI1eC000a3HO 13-32 PEIKOTO Y XY AUICHIS IKCTLTYATALUIOHHBIX KaeeTs
OnlepatonHOIi ClHICTeNbL.

Tpoeaypa ayduma K OC B periierpant B criew-
ATLHON KYDHATE, HASHIBACNON JCUPIHATON ayduma, 11 HypiaIoN Gesonacnocm,
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coBurrui, KOTOpIC NOIYT 1p OUACHOCTD U151 ONICPAILIONIOT CHETEAbL.
TIOL30BATE, 1 CHCTeMbI, OGATAIONIC MPABON UTCHIS KYPHATA Y UITA, HASbIBAIOTCS
ayoumopa [43,59].

HeoGxoumioct nicnosei sanueryI0 OnepaoNyI> CHereNy pyiui
ayurma

nomsIToK smseres sanavieli cucret
FAITH, NOCKOTBKY €C PeLIIEHIIC N03BOTSCT MIHIIMH3HPOBATS YILCPS OT BTN
11 coOMpaTh HHPOPMALLTIO O METOAX BTOPHKEHISE;

O nozerctena sanurts OC MOACT He OTMNITS C1ysailibie oGk MOb305-
reicii o seiicraiit ypia
ayaurTa, CxOKeT yeTa w0 npit BRozC Henpa-
BILIBHORO apo:st — OUIIGKA JICrATHHOTO N0ABA0BATCIIST 1L ATAKA IOYMbilI-
sentinia. ECA 10, 1b30BTCIb MBITAACS! YTazarh mapoith 2030 pas — 910 sipias
lomiTa 10A60pa naposs:

O anmcTparops OC 0TI INETh BOSNOKNOCTS H0AYIaTh iOPMALIIO He
TOIBKO 0 TEKYIILCM COCTOSIHINIE CHCTEMb, 10 110 ToN, Kak OC (hyHIuIORIpoBaTY
B nezasiiest npouion. TAKYIO BOMOAHOCTS OB

O ecat apsicrparop OC oBHapyKILL, 410 IPOTIHB CHCTEMB! IPOBEACH:
Hast ATAIQ, €My BAUKHO BHACHNTD, KOTAA Gbia 1
ota ocyimecTas
inopMmaiutio,

K ey coSbiiii, kotopsic MoryT omaciocrs st

CHCTEMb, OGBINHO OTHOGST CICYIONUIC

yerenr-
T aTaka it Kaki oGpazoM
b JKYPHAI AY/UITA MOKET COCPRATD ECIO HCOBXOINYIO

O BXOIILIH BHIXO 13 CHCT
O oneparuit ¢ aiiiayn (OTKPBITS, FAKPHITS, TIEPEINEHOBAT, YATHTE);
O opatenie K yiaieHnoii cicese;
O cvena it s v y (pesKiMa 0CTy I, ¥

151 GIArONACAKHOCTI TIONBI0BATES 11 . IL.).

Ecait (UKCHPOBATS B KyDHaie ay/uiTa Bee co0biTis, 06ben percTpaiontof -
popaILI GYACT PACTIE CAULIKOM GHCTPO, HTO SATpYAHIT e dpapexTBibiil .
6 i B KaK 110J1b-

soBaredei, TaK 1 coObITHi.

Tpe6GoBanusi k ayanty
TloACHCTEMA ayurTa ONIepaItIONHOl CHCTEMBI J0/KIA )
TpeGoBatIsIM
1. JloBaBTATS SanHCH B KYPHAT AYUITA MOKET TOHIO ONICPALONIAS CHCTEN,
EC/1 NPEAOCTABIITS HTO NPABO KAKOMY-TO (PH3IUECKOMY TI0T30BATEIN0, HTOT
oyt Apyrux
e, 0GABAS B AYPHA YT COOTBOTCTBYIONIIE JAIIICH.
2. PefaKrupoBaT ILIH YAQIAT OTACBIBIE SAIHCH B AKYPHAE yAUITA He MOKeT
1 O CYGHEKT A0CTYIIa, B TOM wicie 1 cavia OC,

IOBICTBOATD CIEAYIONIM
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3. TIpocMATPHBATD AKYPIA aYJUITa MOTYT TOABKO HOB0BATEH, 00ALAIOIIIE CO-
ormercTayioueii npisitereil.
OuIMIaTh KYPHT ayIUTTa MOTYT TObKO Hosoate-ayuropii. Tocae ourer-
It YDA B HETO ABTOMATICCKIT BHOCHTCA FAICh 0 TOM, HITO KYPHAT ayuTa
L1 OUIINEH, © YIURIINEN. BN OMIICTKIL AKYPHAIA NI HOTHR0mATE15,

syprat. O CHCTeMa JI0JIKHA

HOCTS COXpAUCIIIIsE AKYPHAUTA AY/UTTA TIEPEA OHIICTKOI B APYTOM aiie.
Tlpit nepenoicii skypiaa ayurra OC agapiiitio sanepuraet pabory («aanit-
caer»). Tlociie 1epesarpy3kit pAGOTATS ¢ CHETCMOI MOTYT TOBKO ayUITOphi.
OHepAILIOHHAS CHCTEMA TIEPEXOIUIT K OGBIHOMY PEAIINY PaOT! TOIbKO TToce
OUICTII AKPHATA ayuITa.

~

@

L O pAISEHIS AOCTYTIa KKy PHATY AYAUTa AO/AHb IPHCHTEC CIUATBbC
cpercrsa sanurr,

Monutuka ayaura
THoaumuxa ayduma 570 COBOKYIIHOCTH MBILY, ONPEAEIIOULIX TO, KAKHE CODLITIS
JIOIKHBI PErHCTPHPOBATHCS! B JKypHaste ay/urta. Jlis obecriedens HIesKHOI sauurmsr
OICPALLIOHHOI CHCTEMBI B KYPHAIIC ay/UITa J0DKHB OGAZATEIBHO PErCTPHPOBATECS!
crenyrone oo

O ONLITKIN BXOAA/BHIXOAA HOBIOBATEICH 13 CHCTCMB;
O HOMBITIA IEveHCIHIS CTiCKa NO30BATEC;
O NONBITKIT HIMENCHIE HOITIIG GE30IACHOCTIL B TOM HIHCIE I IO YT,

il poiGop TorO, R BRypHa-
J1e ayJuTa, a Kakie He JO/KHbI, TIpu BhiGop i
TOITHKIN AY;UITA CIICAYET YAHTHIBATh OILACMYIO CKOPOCTD JAIIOMHCHHS &Y PHAT
aysurra. TIOHTHKA ayAUITa JIO/KHA ONICATHBIIO PEATHPOBAT 12 1AMEHCHIS B KOH(I1-
IyPALUIE OIIEPAILIONTHO CHCTEM, B XapakTepe Xparinyoil 1t 05paGarbizaeoii iiichop-
NALUIH, 2 0COGCHO Ha BLSTACHHbI TIOMBITKH ATAKI OIIEPAIIONIION CHCTCAbL
B nexoropiix OC o sapernerpi-
pOBAIIbIX COOMITIX wirep-
AKTHBIONO ONOBEIICHIT! AYAITOPOB 00 THX COBITIX.

7.3. O6ecneyeHmne 6esonacHocTn OC
UNIX

7.3. 1. OCHOBHbIE NONIOXEHNS

Olledum\unau cncrexa UNIX HBPOKO HETOMISYETCs b0 bees OBTACTs, i ToM wicie
yaerseres ocoboe piinarite, Tipi
ieAyeT OTMETHTD, uTo npit paspaGotke UNIX Gozee wetneprit peica nasat ona

a1OM €
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He TpEA3HANATACh LIS FAILTH i

UNIX re y 30

niacnoeri. Teporauabio saowenbic B UNIX peueniis o sauure nndopyan,

TAKIE Kak IICHTIHHKAINS! TOb30BTECH 1 PASTPAHICHIe JOCTYIIA, € HEKOTOPBIMIE
yereutio i cerouist npi

D10 He OBHAYACT, 41O COBPEVEHILIC

ccren.
Boasmiicrso ciicrest UNIX 10 Ypoiio 6e3oNachocTin y0mIcTaopsior Tpedona-
v cracca C2, Copy-poBaitisi B Oparseesoil kuuze <Kpirrepi Sesoractiocrin
KOMIIbIOTEpHBIX crieTey> Minietepersa odoporsi CLUA.
piseien TpeGonais Oparkenoil ke

O kKbt ateh q0/Ken bt ¥ BYOMB
IIMCHE I HapoieNt 71t BX0Ja B ciieresty. JI0CTYI K KOMIIBIOTCpY pei0CTaRisi-
erest i nocie ayresTiKai;
CHCTENA 20K GbITh b COCTOSIHINI HCHOMHI0RATS ITiH VHIIGUIBHBE IICHTit-
(puKaTop, “TOGH CCUITH 3 AcHiCTBISIMI HOMb30BATEASH (VIpABTCHIe G-
pateabitbin AocTynow). Brazeen pecypea (ianpinviep, paiifia) Aoert iyiets
BOSOAKHOCTh KOHTPOJMPOBATS A0CTYIT K 9TOMY PECypey;
OIIEPAIONHA CIHCTeMA A0KHA FAIUMILATS 0GLEKTHI OT HOBTOPHOTO HCTO-
soBamts. TIepeit BHUECACHHEM HOBOMY NI07Ib30BATENO BCe OGBEKTH, BKIIONAs
NS 1 cpaii b, JOMKHb MHHIUTNBHPOBATHCS;
i sKert e Bectiny
T, oTHOCSIIUINCS K GesomactocTi;
O CHCTeMA A0KIA SAUVLIATH CoB OT BICIIHETO BANANIA 11 HABSIHIBANIIS, Ta-
KOPO Kak MOAHIKALULS! FArPYACHHOI CHCTEMbI LI CHCTEMIbIX (paitio, Xpa-
Hsest Ha AcKe.

°

°

€T Beex co0bl-

Ceroasacxeny Oparsenoi mire npiLn Nexyapocr ,nluapTISO 15408
«O6ute KpiTepit
cramapr TOCT P 1400/m[< 15408, a kpurepin kacea C2 cverna abop Kpite-
pues Controlled Access Protection Profile.

Manavansiio OC UNIX paspabarsisatach Kai oTkphITas CHCTEM, TOITOMY Ol Hie

Nora tie B ciuty o010 i Kot~
rypanuni crieremsi UNIX noatiitiaet onpeaeiciibiii adop cirryaruti, kotopbie MoryT
HDHBOITS K HADY naciocti. Tootowy st

OC UNIX Bakiib e u

WaCTPOfiKa, STo6 TPABHTHHO HACTPOHTS CHCTEN, AIMHIICTPRTOP ZOMKCH 4
VHUTHIBATS Bce TpeGOBaIIS, KOTOPHIC OIICAIB! B TIOHTIKE GC30MACHOCTII IPEApIT-
st OUPEACIIND NOTCHIUATHIBC YFPO3, HEOGKOINO DISICHITT, KIHE CpeiCTTa
yileersyior st w pasir 5 OC UNIX. Tlpit aros, ysaiuisas
g W vatepha L obecrie: , W10 CTpo-

T creTesy gauuiTht
Crenyiooh oo smpiesuth Sesamagaotrs OC UNIX amiores marvci
HPOrPANA, KOTOPBIC Il HEKOTOpSL rryat-
ax pat seiicronii. Hit omn npo-
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6 He faer rapaiTiio choero
TpORYTa, OCKUILEY BB OGTaTCR OTPSAEIENIOE KOJITCCTRO HEBbIARICHHBIX
ook Slciio, u1o nee 910 omocires 1 OC UNIX. Caieayer orueriry, 4o npoiss-

somrrent cicrest UNIX echaa orepariimio mmpym i coolieris 06 ouniGKax
11 BAPErHCTPHPOBANIIBIC TIOAKOBATEIT MOFYT X JICTKO HCIIPABITTD,

He cyIleeTsyeT KOMIbIOTEpHOI CIHCTeN, B K0Topoil prick: Hapymemiti Gesora
HOCTH CBEACH K Y10, TI09TOMY NIPHISITO YIOTPEGASTS Tepaint <Hackiiasty (trusted)
BeCTO <Gesormaciiast> (secure). Hadexrori cucmexoil HasbisaioT ciictexy, b Koropoit

YPOBCIh KOHTPOS HAZLAOCTYTION K ItHpOpMaLLIL, OGecrieuit-

B0} MeXAHISMBI NPEAOTBPAIICHIS 1L, 10 Kpaiirieii Mepe, (iKcHpoBaiiis Hecat-
KUHOHIOBANHOTO A0CTY A,

TIoR IDCIOTB AL HECAIICLIOMIDOBAITOND F0CTYIA HOMMAIT TOEDKLY
JanHoro yponis

noaysens T i ce

) 1 zoct nonyses pasy-

Hoe Bpex).

Il sanrrs OC UNIX MOTyT npiviersiThes ik Gasosbie, Tak 1t pactmipeniisic
CPEIICTBA CTAAPTHBIX CHETeM. TIPH STOM PACHIMPENITbie CPEACTBA AUUITH OMKHbL
Gorrs COBMECTIMb C GasoBiNit sanurrs OC UNIX

OCHOBHOE peliCHe, NPHITINACOC Ha HAEUIBHIOM JTAIIC YCTAHOBKH CHCTOMb, — Or1-
pesteaeniie e KoTopic Gyayt cucreny. Cyee
TojeT 38 UGATSID PO PRLESHE TLETS OGTD CYIEJIOIICORETET &
HNCHEN 00t C HHeorpa npaBANIE 1L Hec wreieii ¢ pac-

anic

B naesioii crcrere UNIX poth aiMHHHCTPATODa PACTAZACTCS! 1A HECKOTHKO
JOTIECKITX. POCi, GBS 13 KOTOPHIX NPEATO/IATACT OTRETCTREHHOCTD 32 OrTpe-
eseninyio CAyXOY ciretens. TLies o crienpuecK i aIIHCTpaTHBIbX DOX 1
COOTBOTCTRYIONUIX 1M ENAX 1t OOTANNOCTSX SIRIACTCA OCHOBHOI B TOMSTTINN Ha-
Jesiioif onepautontioii crcresst, B OC UNIX moast f0riieckast podth Mosker
HESITCIT OIONY 1 TOMY e HOTB3OBATEIO AN PASIIbIM 1CHaM e bih
P : ii rpynm 1107 i, Kaoioas POJth imveeT cBoio
anTopiAILIIO. Ta CBATb TI0IBOTCT BecTi noyio
AMHIHCTPATHBHBL JCHCTRI

Hanpinsiep, 1 onepanuorioit cieresie SCO UNIX Release 5.0 cymieersyior ceiy-
0lIlIe NIHICTPATOp:

O avunncTpatop cHetemubix yrimr (System daemons
aiCTpaTop cictesux Kovar (Owner of system command);

annmcrpatop ciereibix aiiion (Owner of s files);

wnMCTPaTOp YieTa nomoBATedCl 1 TepMLIon (System accounting
annmcrpatop ciyxon UUCP (UUCP ndlmmstmmr
wnnCTPATOp CIy Kb ay i inistrator);
annmicrpatop cieresbi cron (Cron daemon
anwmicrpatop noatst (Mmdf or Sendmail administrator);

OOOOOCO
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§ asmnirparop cemt, apraomiolsepesnoprt (Micnet administrator);
newari (Printer );
3 aymrra (Audit administrator).

TIpif BBEACHII AOTIOAHITEBHBIX KOMITONEHTOR crcTenbl (CYBL, pasiibix piuion
€Y 11T, B CHCTENC TOAIOTER COOTICTCTDYIONC AANHITICTATOpH.

Byicere Tipiaroy,
ccm oKy ¢ o ; ~o-
JKCT JIONIHECKIT OTCYTCTRORATS B cHeTene. TTapojih CyNeprobIoBATeIIs! MOKIO BieC-
T € HOMOLIBIO HECKO/IBIITX HE0BeK, MPIFICN HIKTO 13 HIX He GYACT 3HaTh 1apoiih,
nonyBIiics B peaystaTe. Takas CXeMa H03BOASCT HETKO PAVICIITS OGFAIOCTIL
1 OTBETCTRCHHOCTD MY IOMBMI, KOTODBIC AMIHHCTPHDYIOT 1 TOVICPAHBAIOT
padory cictes.

B atbieiilies WIOKCHI MATEDIATA, A€ 9T0 BOSMOKNO 110 CMbICIY, GyAeT 1ie-
HOJIK0BATEES TP <AMIIICTPATOp> Gea yToMHeHIist ero ki
3

macnoerii s OC UNIX Gyayr Gecriosestib,
€CIN HE PEATI0BAIS OPAHIALUIONHBIC MCPbI FALITH.

3.2. MaponeHas 3awura

aposs — wanGoee saxast sacth olecnesen Gesonacnoct cucrens UNIX. Eci
yataet mapoh FeJ11, Ol MOKET PAGOTATS C MpABANIt 3TOTO
BTOM WHCIIC 1 € :
Paccsorpint nporieaypy o
aonaress » OC UNIX. Chicrenia e ot niSomrem e et /passd, e
B cpapnenint
BBC/ICHHOTO ITapOJisi € TeM, KOTopbiii xpallmc» B 3aunicbposaiio pite. TTpi 5708 pe-
YCMOTPEHO BHITIOMHEHIC HEKOTOPBIX MPABILT OTHOCHTEbiO XapaKTEpICTITK 1Eapoist
1 BOBMOAIOCTH €10 HaNietienitt. OUIAKO HTHX pamiLt st
HATCKHON FUITHL
5 P

i,

npotenypa uay
pacimpersa. B el 1peiyeMOTpero Goibiiie MBI, KACAIONUIXCSE THIIOB HCTOTs3ye-
MBIX Hapozieii. BaeAelibi HpoiieAYpbi reriepatut t exicitbi napovicii. Viaerteiibi yecto-
TOIOKEHHE 1 MEXAHIEM SAIIUITH HEKOTOPBIX “acTeli Gashi JAIbIX maposieii. Az
s

KoTpO.I AelicTiti Hos0BaTCICH,

Jlast Gesonacioern cucrest UNIX S R Bhi6opa Gesortac-
Hbix aposeil. /List npar aposieii B UNIX
(3.SC0 UNIX Rdiase 5.0 5 sorssoct) eynacimpist crinyhise comersa:

1. yuera iin
‘rpeSovartti Kk napo:s:
OrpAHIICHI MIHIINAILHOI AUTHHB! BEOUINOTO HOTH0BTEACH Aot
~ ‘rpeSoBanie HaMIL B
HIBKICIO perticTpa, GyKi BEPIEND pertcTpa, Luhp it CHEIEUIBIB CHMBOION:
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- areaio maceni naposie;
o oo o, reepiponae cucreyoii
Bpevien 10

It Bpeei st napoacit, TIph SToM AT YA0GCTIR NOMSOMITE BOSNOK-
HO STAHE HITTCPIATA BENIHI NEALY HSAI0N TPEGORINS CCHb PO it
[T —

3. ABToMarieCROC GI0KIPOBANHE BXOAA 1IOIKIOBATEIIA B CHCTEMY PH CTapOCTI
TADOJIS1 1 T ONPACIICHION HHCIIC HEYCTICUIHBIX HONbITOK BXOAA.

4. Bazamic kak1oMy It HoMepoD o Bxom
B cicrey.

5. Tlponepia cieTenoi napaveii noionTeAii 1 CTOfOCTS it X BoosC (OK-
seime friven

6. Xparcinte sanipposaribix mapoteii e i /etc/passwd, i B crapsix nepeisx,
2B 3AKPHITOM OT J10CTYIA OTebHOM chaiie.

7. Tlonysetirie CratcTvieckoit 1nQOpMAILIL 0 BpeNeiit paOT! HOI0BATES
crere TOKIPOBKAX, HONCPAX TepAIHAIOR 1f T

8. Tlpn yeraroice kiacca sauurmsi C2 HEBOIMOAHOCTS U151 AAMMHICTPATOPOB Pe-
FHCTPHPOBATS NIOIB30BATEIIA Ge3 Maporst (Guest — FOCT).

Tosinyo 91010 VET BOSMOKHOCTH 10 e

HONITOR BXOIA He TOJIbKO TO/Tb30BATe.s, HO 1t TepMitiana. TIpit STOM MOAIO 3ataTh
HHTEPBAT BPEMEHH MY TIONBITKAMH perrerpatti. TAKIKe PeAyeMoTpeHo Beserie
aniCeil 06 YCIICHIbIX 1 HeyCICHIHBIX TOMBITKAX BXOA B CIHCTENY.

Xopoitio cefst rsh
(restricted). Bo-TiepBbix, 10L30BaTeIb He MOACT HIKYa epeiiTit 113 CBoero ovaunie-
O cripanositia. Bo-BTOPHI, Off IMECT BOMOAKIOCTS HCIOIKIOBATS TOTHKO KOMAHAN.

Tex . KoTOpbIC B ¥ Tpn
TOM IBNCHITS Bitaveitie it oKpy PATH e Mosker. B-
HObie v nporpaxibix dpaition

I NCpEHANDARISIT OTOKI BROA-BHIBOLA.

Moo elrie G0.1bilic OrpaIriITh JCHCTBIIS! TI0BI0BATEIS! TyTEM BBEACHIIA B CrO
craprombii Kovanutbit dain (profile) onpezerciinofi komanAb (cHcTesb, npi
KCIIR), KOTOpAst GYCT BUGMIATICA Hepes KoNianzy exec. B 3

aBOTATH TOIBKO € 3AUANHOM €My KOMAHAOH (crne Ae\mu)
c;um« OTNCTIITh, §TO YCIIeHII s peaTats 000ii FAULITH, B TOM WiCC I Nia-
PObOf, BOSNOIIA TOTKO IDH CTPOFON COBTIOTEHII OprauaIHOFIN ep. Tpit

aTOM peabHoli yrposoii a SABISICTCS Hapy Taoii
OPFaIIERILIONHON NCpH FANLITH, K OCTanerie G IICNOTPA TEpNILIA, 1 K0-
‘Topon e saper nposoTS
padory ¢ wToGh ottt KOMAIIE Tepit-
nana (lock, x1ock).

Cy cpescTEa aBTOMATI TepMIHATa 110 HCTeNeRii

onpeeeNIOro nepioza pesci. TAKIE CPCICTRA BETPOCHD B HEKOTOPLIC KOMAII-
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Aube MITEIpETATOpS! 1 rpaditsceiie 06010k OMUIAKD HCHOI3OBAIC STHX

CPECTI HeIEACCOGPAII 1132 OTACIOETI BHEAPCINI TPOTPAN, INITHpYIOICi

ot BaveTiny TasKe, 10 B

CHCTENE HUDKeH) GBI ONpEAETIeH CTHCOK TeNHIEATOD, ¢ KOTOPHIX e MOTYT BXOIUITS

B CHCTEMY AMHINCTPATODb

Tlapo.tiast SaIUITa PHACIACTCA TAIGKE /LT TOTO, YTO0M 0GesomacitTh yiaemmuii

Byon 10 a1y cugh, Hopraxt

B J 3\ xu)ma Ha KaKi0e ans

ot A€ HCTIPABILIBIIOND -

Your VR (oo pabors ¢ orcrenih UNEX eboaog

KOppeKTIIast peAi3aitit aAMIIICTPATOpOM CPEACTS IApOIbHOlE LTS, 1eo-

cransesix crctenoii UNIX, 10350:19€T rapaiilpoBaTh 1€/0CTHOCTS HapobiIoii
sauurrst pi yep

7.3.3. Sawmra aiinosoii cuctems!

HaiGobiiice BRinvaiiie b npoGiese SaluiThi OMepaIioNHoli CHCTEMbI HEOBXOAINO
yaeasty sauurre dpaiionoit ciicress [39, 80]. Bee nomsaosaren OC UNIX simio it
Hespio paboraior ¢ Qaiiiayi,
aitnosas circrenia OC UNIX imveer apesosiutyio crpyicrypy. ITposicakyrostbisis
NI ACPCRA SISIOTCS! KATAIOTH €O CCLIKAMI 1 JYTHe Karasiorit 1 paiiibl, a
JHCTbS1 JlepeBa COOTBETCTRYIOT chaiiTadt 1UTH MYCTBIM KaTaioray.
To v Gaiiay nee JICISTTCS Ha TPH KATErOpHiE:

O Brazesent rpa"ua:
O wieHbI TpymIIb BAAETbI;
O npoume noL3OBATEN.

Lt a0 183 THX KarTeropit peiIM A0CTYIIA ONIPCACISICT NpaBa Ha ONepaIl ¢
paiion, a erio:

O npaBo Ha uTeHHe;

O npaso Ha sarck;

O npano 1 BHIIOHEHE (U5t KATATONOR ~ NPARO A HOICK).

B rore aensirin (3x3) GIFTOB 3alIUITs! OKA3HIBACTCA AOCTATONHO, 00 e -
ponats ACL K00 chaikia. AHIOTINHEIM 0GPAIOM FAUULICHbI H APYTIe OGHKTH
OC UNIX, Hanpityicp cexadiopbi, CeryieiTh pasiesesoii maysitit i 7. 1.

Kaawii cpaiin B cucresie UNIX imveer yiiiatsibii miexc. Hiiexe — 510 ynpan-
Jstonuii 610K B TEpaType O TAIGKE HABIBACTCA HILICKCHBIM ACCKDHIITODON, I
i-yanom (i-node). nmxc COCPRIT 1iOPMALIIO, HEOBXOMIMYIO T0G0MY MpOLLCe-
y 1151 TOr0, OB OOPATIITHCA K Ry, HaAnpHACH 1paBa coBCTRCIHOCTH Ha dhail,
npaBa A0CTYIIa Kk Jaiin , paniep o f pacianoeio T Gl  darinonor
cucrexe.

Tpottecci opautaioncst i (i, HCTO3yst HeTKo Onpeezeili Habop crcTey-
HBIX BB30BOB 1 WEHTH(HIPYS! ailii CTPOKOIi CHMBOJIOR, BHCTYAIONTIX B KaueCTBe
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coctannoro mvenit dpaitna. Kasiioe coctaioe iy owosnasio onpesersier dai
IaTO1aps eMY PO CHCTEMB TPCOGPAIET 10 1A B e gaiin

Hiziexcrt 1a JUICKe B i popate, 1 siap act ux b 1ia-
WL seiol o kit el it it caeayioue oz

1. Vinenrudarop sraesita daitia 1w wienTidiKatop rpymb,
2. "Tin paikna. Daitn Mosker GbiTh (aiLIOM OGBINIONO THIta, KATAIOTOM, CICLU
o 0N (cooTRETCTBYIOMIN YeTpOiiCrIN i
Gokawu, a Takke aitiom Kanara, op obeayKi-
BaNHe FANPOCOB B NOPSIK NOCTYIICHHSI; <IIEPBbIM TPHIIC — MBI Bbi-
mens),

Tpana 1ocryna k daiiay. Tpaa 10cTyna Kk iy pasieens MeKLy HiABH-
VB HBIM BIAEBIEN, TPYIION NOb30BATEel, B KOTOPYIO BOUT BIaZie/ell
paitna, 1 Beewit ocTatbHbIIL CyYNIEpIOB30BaTE b (HOABIOBATEID © HMEHEM
TOOL) MeeT 1RO A0CTYIa Ko Bee (haiiay B crietenie. Kasktomy cacey nodtb-
3oBate;Icil BHUICICIHbI ONPEACICHIIBIC IPABA Ha UTEHNE, JAICH 1t BLINOIHCHHE
(paiia, KOTOPHIE YCTAHABBAIOTCS HILUBIVATBHO. Humx.lbw KaTaor Kak
paitb! He MoryT crioier

MITCPIPCTHYCTCS! KaK NPABO MPOIK3BOITS TIONCK B KATA/IOTE 10 e (aiia,
 IPABO BAIINCH — KAK BOSMOKHOCTE CO3/aBaTh 1 YHHUTOKATH B Hew dhaitibl.
Bpeseiiibic cuetens, xapaKtepiayiouuie padoty ¢ hailom: Bpenst Biieceis
Hoc/ e X 1 enii b cpaiict, Bpeuit nocaeero oGpatenius K dpaiiaty, spesst
BHECEHHS MOCCIMIX H3MEHEHIT B HHeKc.

Uie1o yasaTeeii HiLieKea, O3HaaIoiiee KOAMECTBO yen (aiiion, ceiaio-
e Ha gt aii,

TaGnmity a/pecoB AVICKOBbIX G10KOB, B KOTOPHIX pactionaraeTcs iidopyaiis
dpaitia. Xotst aTe I TAKTYIOT B aiie Kak gormeckuii
HOTOK GaifToB, 51O PACTIONATAET HTH JANIbIC B HECMEKHBIX MCKOBbIX G10KaX.
Paswep paitia B Gairax,

w

-

o

B

OGP BHIaIIe, KO B HILIEKCE OTCYTCTRYET CocTaptioe 1w dhaiiia, HeoGxot-
Noe /L1 10cTy A K paiiaty. Coomasioe ww ~ 310 CTPOKa CHMBOIOR, SancpONCA
1YCTBIN CHABOIOM H PAICIIICNas1 HAKOHHOI HepTOfi (/) Ha HECKOTDKO KOMIIOHEHTOB.
Kaktbil KOMIIOHEIIT, KPOME HI0CICIUICIO, JIO/AeIH GbITh HMEHEM KATAIO, HO 10CeA-
¥t KOMITIOHEHT MOKCT GbiTh nvieriest paibia, He ABSIONETOCs KaTatoroM.

Kamazozu (cnpasostiian) s sioTcst (ailiai, 143 KOTOPLIX CTPOITTCs HepapKirice-
st crpyKrypa cpaii;i0Boil crCTeMBt, O HIDAIOT BKIYI0 POt B IDEBDACHIH HACHIT
dpaiiza b Hovep Hitteica. Karaior — oo dhail, ColepaImMBi KOTOpOro simisieres Hadop
satmicedl, COCTOANUIX 13 HOMEpA HIekea 1t uverit (aiiia, BICTIONEHIOro B KATazor
Thist KOpHEROTO KarTaora — /.

Coseprkinyoe (hailia MeHACTEA TO15KO TOTa, KO B Ak MPONIBOUITCS 3arTICh,
CoepAIINOE HIICKCA MEHSICTCS! P HMCHCHINH Kak CONCPAIMNOO (aiiia, Tak 1t
netbia daiia, 1pas A0CTyIa 1 T. 7 M3MCHCHIe COEPRINON (aitia aprovarit-
MCCKI BHI3IBACT KOPPEKIUTIO MILICKCA, OUAKO KOPPEKILSH HHICKCA CILC 1 O3HAACT
IBAeHeIIe ConepyKITNOrD dhaiita.
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TIpit OTIPHITINE Gaiiia HILIEKC KOMIYCTCst b 1AM | SaiicHaercs oBpario &
e, KOTAA HocaCA Mporiece, HenoMayouui aor daiir, 3kpoer ero. Muorie
1051 B KON HILICKCA, ¢ KOTOpOI A1pO PAGOTACT B NaMsITIL, an 1t 10N B

rostoie Gydhepa, 1 YIpARICHIIC HILICKCANII TI0XOAKe Ha YIpanetiie Gybepayit.

Katony 0y HeKoTopbiii KaTauior
(paiiopoit cricTenb, KoTOpit HasbiBaeTCs AoManin (home) KaTazorom o0~
mates. Ipit BXOAC b CHCTEMY MOIb0BATCITb TIOIYHACT HCOTpAMINCH i J0CTY K
CBOCMY JOMAIIHENY KATAI0TY 1 BCeM KATaiorast if (haii.ia, COICPAAIINGS B HeM.
T10Ab30BAT b MOPKET CORABATS, YALTATH 1t MOAHHIIPOBATS KaTatort it paiiib,
conepRanticest B oMauIes Karatore. TOTEHINEATBIO BOSMOKEH JOCTYII i KO BeeM
APYTIN (pailaz, OUAKO Oif MOACT GbITh OrpaHITIC, CCIIN MOIBIORATENb e IMCCT
AOCTATONHbIX IpHBILICIT

Tocromky OC UNIX ¢ CaMoro CBOEro saposieniii gatyNbiBaTach Kak Mior
HODOBATEIILCKAS! ONICPALLIOHITAs! CHETENa, B Heil Beera Gbiia aKTyaibiia npoGiesa
ABTOpIGAIN A0CTYIA pa3IIIbIX n0M0BATeICH K (paiia dpailionoi cicTesb.

Tlox aBTopH3AIIEii A0CTYNA TOHIMAIOT 'Lun(’nu\ﬂc 11, KOTOPIC A0IIYCRAIOT
11 He Z0NyCKAIOT A0CTyT! or
et R e ey

Cxevaasropiamitioctyra, npiyiereiias  OC UNIX, HacToibko npocra i yio6-
12 11 OUIOBPEMEHIO HACTOMBKO MOILTA, 4TO CTata (AKTHYCCKIM CTANAPTOM MHOTHX
COBPEMCHHBIX OIICPAILIONHBIX CHCTEM.

C st mmomexin nponeeco n OC UNIX enavmaiones peasmi srciri-
rikarop (real user ID),
effotive user 1) 0 ii e (arvad vese ID,
Bee ot c BoBa setuid,
KOTOPBi MOAKHO BHIIOHSITS TOIBIKO B PEKILNE CYTICIOH0BATEIs,

AMAIONIIAINO, € KIKIBIM T1POLCCCOM CR3BBAIOTCA TPH ILLCHTHGHKATOpA TpyIIILI
— real group ID, eff p 1D saved group ID. i wcrmiis
Katopl npusier BbIBOBOM Setgid.

Tlpi Bxote nomaonaTens B crcteny nporpassia login mporepsier, o noms0Ra-
TeJIh 3apETHCTPHPOBAI B CHCTEME I 3HACT HPABIIBHBI 11APOJTh (CC/TH OH YCTAHOBIe),
06payeT HOBbI MPOLLECC 1t SANYCKACT B HEM TPeGYEAYIO A5t AAHHON NOMH0BATEIS!
060104y, Ho nepest rinst login YeTaanumac 1111 BHOB CO3AINON 1OLLCCCa wieh-
THHKATOPD IOTB0BATEI5E 1 IPYTITb HCTIOb3YSE LISt STOTO HHGOPMAILIO, Xpariiity-
1ocst B dhaiizax Jete/passwd i /ete/group.

Tlocie Toro Kak ¢ MpoILCecon Gy AT CB3Nb IICHTHIKATODS T0Tb30BATEII 18
IPYIIIB, U1 9TOTO MPOILCCCA HAUMHAIOT ACICTBOBATS OTpAHIINCIS 4151 JOCTYIA K
paiizay. TTpotiece MoKeT H0ySiTh Z0CTYI K (paiiy w1 BbinoIT ero (ccan aiin
COZCPIAIIT BHITIOMHSIEMYIO TPOIPAMAY) TOJIBKO 1 TOM CIIy4ae, CCTH YCTAHORICHHBIC
Jutst paliia OrpaIeHIT 0CTYNA TOSBOISIION 970 CeaTh. CRAAIINbIE C IONCCCOM

It porieecay, it
‘e ke orpanernist. OAKO B HEKOTOPLIX C1YSA5X TIPOICCE NOKET HIMCHITS CBOM
HIDABA C MOMOILGIO CIHCTENHBIX BHI30ROB SELU1d I Setaid, a HHOLAA CHCTeMA MOKCT
AT NPABA JOCTYIIA 1POLCCCA ARTOMATIINCCKIL
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Hanpiyiep, wio cirryammio. B daiin /ete/passwd sanpenteria
. Kpovie cy Noxer micars 5 1o0Goit

E

. ot dpa, NOMIMO TIPOtero, COTCPIKITT HapOH TOTb3OBATECH, 1 KKIONMY
NOS0BATEIIO PASPEIIACTA HIMEIHATH CBoii aports, VINCeTes Crieuaibias nporpayi-
s /bin/passwe, uavensiotas napoit, OAAKO NOL0BATCIb HE MOKCT CIEIATh FT0
ke € TIONOULSIO YTIONSIHYTOIH MPOrPMMB, IOCKOTbKY amich B aiin /cte/pa
Sanpeinerta.

B cicrese UNIX ota nipoGiiema paspeniercs cieiyionni oGpasost. JLast cnionisi-
€MOrO dpaiiia MOKCT GbITh YKA3AHO, SO TIPII €10 3ATYCKe AQTKHb YCTAHARIBATHCS!
WICHTIDIHKATODEI O30T 51 1/W1 TDYIITb. ECTH 10/Ib30BATEIb Sanpaiisact
BLITOHERIE TaKOfi IPOrPANBI (€ NOMOILIIO CHCTEMHON BBEIOBA €XEC), T0 AUist 9T0-
ro nporecca y

wid

R s Tpymmb

a10r0 Bruebita. B wactiocT, npi sanycie nporpavsibi /bin/passwd niportec oy~

ST WACHTHCHKATOP CYTIEPIIOTB0BATEIS 1 MPOrPANMA COZKCT NPOISBCCTII JATICh 1

i /m/pawd
Kax

e, Tak u s Ty pe-

e e 1A,lcumqunvup(m. a acitersytouuii 1D = weri-
Texymero Ecam rexymutii

09101 " pyn-

b1 MOYT GbiTh 1 B TEMHBIMH BbI30BAMM setuid n

setgid Ecmie rckvmml 1w mmpukz\mpxlmmona‘rc'm otmactes or e~
Katopa 0 BHIBOBOB setuid i setgid
NPHBOZUIT K 3AMEHE TeKYHIero HeTHHHBIM (noms-
S0BATEIST I IPYIIIbI COOTRCTCTRCHHO).

Kak 00brti0 MpiisTo B Morononbaonaestbekoii onepautontiofi cricreve, B UNIX
HOUIEAMBACTC! CAMHOOGDASHbTE MEXAIM KOHTPOIA J0CTYNa K haiiiant 1 cripanos-
nicant chaiiziomoii cierestbt. J0G0I MPOLLCCC MOKCT NOAYIFTH AOCTYIT K HEKOTOPOMY

B TOM H TOJIBKO B TOM C/Iyae, ec/it paBa JOCTyIIa, onicanibie npi daiiic,
COOTRTCTBYIOT BOSMOAHOCTSIN AGHHONO 1POIECCA.

Tpautiontio s daitiosbix crcremax OC UNIX 3a ocTyn Ko Beem T dai
(b, cnpagoUHIIa It CrieTAbHbIC GaiLb) OTBEAOT 9 GIT, KOTOPbIe XpaNATCsH
s i-yase. Tlepsast rpymia i3 3 Girtop onpesie:sier npasa joctyna K dpaiizy st ero
BT, BTOAH — LISt ICHOR TPYIIbl BIVCTbIA, TPEThs — U1 BCCX OCTATbHbIX
e —

Harpisiep, npana tocryiia rio -3 K daiiay osiasaior, wro waaeen daia nveer
O JOCTYI, wACHS FPYIIG INVGIOT DOGNOASIOCT), TCHIS 1 BANOIMIGHIS, D 0c-

TATBHBIC MOTYT TOIBKO 411Ta BBION-
ettt x oaravact nocra (i ) dhaikon 113

Cotaciio npuiumiayt roerpoeiii OC UNIX neoGxouns cie wetsepuii Gur, on-

npana i paiina. Yersepruiii Girr b cavos

obes eayiae Ka vt T~

osareas. Ei HaTpyaKa MeHseTCs oT T0r0, B Kakoii rpyme
BirToB f0CTy A Oit yeTAORIICL
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Bauurra Gaition ot necanuonposaioro socryiia » OC UNIX octioumactes
2 Tpex daicropax:

1. C m06um mpoticcco, i (1 e
KoTopiii y1 i B cucresie wreas (UID — User
Identifier), koroputii MOKIO Tpa K
BB BHOBD CO3AaHHOTO (aiiia,
 rmxal rponercn, Ty oy nexmopulh oty x: iy
cwstaana napa ~ Texy
ero mpynm.

3. Kaoiaomy (haii:1y OAHOBANNO COOTRCTCTRYCT €rO OIMIICATE!Mb — i-y3c

~

Ha noczieauiest (haiTope CeAyeT ocTanoBiTses Goiiee 101poBio. Bakiio Horisats,
w10 eta afiion 1 bt Kk TaxoBbie 910 e 070 1 0K B wacTioCTH, Mt -
A — iz ec peabiio
HPECTABIIOT 001 1 TOT 3Ke Baiit 1 ACCOIPOBANDI C OMIM I TEN! e i-YTON.
JHioGowy HETO3YeNONY B GaiiIonoii CHCTENE i-y1y Beeria oo CooTeTe-
TBYCT OUIH 1 TOALKO OtH (paiLL i-y3e COACPAIT IOCTATOMHO MHOTO Pa3to0GpasHoli
sihopsAILIN (GOBIIAS CC HACTH AOCTYIIHA NOTBIOBATE AN HEPE3 CHETCMIBIC BBI0BH
stat i fstat), i cpean oroii HAXOUITCS HACT, hairo-
5Ol CIICTENE OICHITTS TIPABONIONHOCTS AOCTYITa JAUHONO MPOILCCCa K AaHoMY (ja
5 TpeGyeNON peiNe.

OBiitite MPHHINIIL SALITH OAMHAKOBb AULA BCCX CYMECTBYIONUIX BAPIIAITOR
cuctens. Mipopsawuss i-yaa piosact UID  GID Texyiiiero nrasensia gai
(seveautentio nocie cosgaris daiiia |u|cr|1'm|)m<a1'0p|-| €ro Texylero prCbIG

nporec-

COBTATEIIS1, 0 B ATHEIHNIC OHI MOTYT GbITh H3MCHCHbI CHCTCMHbINIT BHB0RaMIT
1, b KOTOpO OTvEsCrO,

10 MoryT

sneil, o 1

o
chown it chgrp). Kpose Toro, 1 i-yaze dai
470 MOKeT AeAaTh € aition

AetaTh ¢ pailiIoN NOAL30BATNH, BXOASILIE B TY e IPYIIIY N0b30BATY
BIAICICIL I 4T MOTYT ACTaTh ¢ (pailion OCTaTbHbie I0b0Ba

“Takast CHETCMA JalIUTTHt (ILIOB CYLECTRYET AOCTATONHO ABIIO It HE BIIHIBACT Ha-
peiariii. J1eliCTBITE IO, U151 TOFO STOGBI BPYHIYIO, TO CCTh HE HCTIOMb3YS CHCTEMHBIC
BBIBOBHIH KOMGULS, USMCHITT PABa AOCTYIIA K paliay, CIEAYeT eTh A0CTYI K 0Bac-
T i-ya:108. /L1 TORO TOGH! IETh AOCTYN K OGACTIH i-ya/10B, CACIYET H3MCHITh 1paa
JocTyna eretabIONo (aiia (Hanpiiep, /dev/root), GITh A0CTYIA KOTOPONO Takke
XPAUITCs! B 00AACTH i-y3:100. Vb COBAMY, CCIII CIYSAO 1T YMBIILICHNO He
VICTIOpIITS TpaBa ACTYA K0 BCeM (afiTa CHCTENH, YCTAOBICHIH 110 YNOMaIIIO
(obrtio npa pit 0
FapaITHpORATS GE30NACHOCTD PAGOTHI CIICTEMB.

B pasitbix pepertsix cieresst UNIX HMeIOTCst HeG0/IbIIE Pasiisiis B peamisaiuii
anust paiion oT HecanKILONIPORAION A0CTyMa. /LISt IPHACpA MPIHBEACN Npet-
crapseitiie mndopyat, orpanBaotieii 10cTy K paiay, B i-yaie daitta n UNIX
System V Release 4 (rain. 7.3
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Ta6nuua 7.3. P it socryn k aiiny,
8 i-yane Gavina

04000 pu
smonwen daiina
02000 Mpun=7, 5,3 wmn | ycranoska uaewTwmKaTopa rpynnsl
anagensiya npw ssnomenww dasina. Mpu 1= 6, 4, 2 um O
01000 Coxpanenme s obnacrn o 06pasa Koosoro cermenta
koGNS ero shnonHens
00400 Bragensuy baiina paspeweno renvie dajina
00200 Brageneu $aiing moxer aiin
00100 Braienew aia MOXET ero BHNOTHATS, €CTH OH HCTIOTHAEM,
W MPOUBORTS B Hem nowcx, eci 310 bain-Karanor
00040 Bee MoryT srams daiin
00020 Bee
i
00010 Bee rpynni snagensua i

a
€CTM O UCTIOMHAEMbIF, WM TPOMIBORKTS B HM MOHCK, ECTH 3TO
aiin-xaranor

00004 Bee oryr wrams dhaiin
00002 Bee M $ain
00001 Bee <ain, ecnn on ,

I TIDOM3BORMTS B HeM NOVCK, ecn 310 avin-Karanor

Hexotopsie cierexst UNIX (ianpisiep, Solaris) npeaocranisiior ono:mrenisic
BOSMOAKHOCTIH 110 YIPARICHINIO NPABANIH A0CTYIIA K (AiLay IyTeM HerombaoBaiiist
cinexon ynpaneris ocrynon (Access Control List). /lanmsii vexamiay noasosict
U151 KAGAIONO TIOII0BATEIS! LI U151 OTACbHON TPYIITB! YCTAHOBITD HIUBILY Dbl
NpaBa Z0CTYIA K 3aKaHOMY (aiiy. llpn 0N CITICKI AOCTYTIA COXANSIOTCS BCeMt

TEMHBINIH CPEACTBANIE neciiie 97010 Mexa-
HI3MA BHOCHT OPEACCHIYIO THBKOCTD B n[xuu:'wpv opympoBarst pan focTyna
K Qaiia.

Cpepgcrtsa ayauta

B OC UNIX Ieiorct IICTpYNIITil CHCTENIOTO ayduuma, KOTOpbie OcyHecT-ioT
XPOHOIIOTIINECKYIO 3aniich coOITHTL, HMEIOTX oTHomICIHe K Gesonactocrit. K Takin

coBrrisn TpOTpaM K T cepaepay; cobimis,
CBUIIC € BOTON b CHETENY/BEX0TOM 13 166, i 1. OGW0 pernCrpaioniie
selicrais g . koTopili poBoTT
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3aImiCh COGBITHIE B PETHCTPAILIONHbI] AYDHAT B COOTBETCTRII ¢ Tekyliiei Kordury-
paiuCi. SYSlog-EMOH SAIYCKALTES b IPOLECCe ADY3 CHTEN

@ KOHTPOJI PCTIICTPHPYCT COOITIA B OIEPAILIONNOI CHICTENe, CRzANI
€ SAUITON MHGOPNAINIH, FAMHCHIIS X b KONTpObIDi AYPHA. B KOMTpOIII
JKypHAIAX BO3MOKHA ) 1y BCHCTeMY 1
HCTO0BAMII Pecypeos.

JKYPHLI HOIDOTICT IPOCNATPIINTS COPANTIC TANNIAC /151 Y ICHIS BAOR 70~
CTyma K oneKTaM it oTeBHBIX areteii it 1 1po-
ucceon. Tombirit u ¥
Vcrio3omatiie CHCTeMb KOHTDOIS! JCT BHCOKYIO CTCIICHb FapaiTiit ofHapyAeiiist
H0MbTOK 0BT Mexai3Mb oBecresers Gesomackoct, Tlockoxtuicy coBsrTis, cosi-

Bamibie ¢ sauuToil S0y AIOTCS BILIOTH 10 Bbi-

ABICHIS KONKDETHOTO NOAb0BATEIS, CHCTEMA KOHTPOJIS CAYKIT CACPRHBAIONI

CpencTBOM Ut crerey.
B CHCTeMa JI0JDKH

cosavaty, nmu[q»wma IUIATS KYPHAT PErHCTPAIIONHOi HHpopMALIH, OT-
HoCsIelics K A0CTYITY K OGKTaM, KOTOPbie KOHTpOMIpYIOTCst ciicTeniofi. Ilpi aTom
JOIIKIA GbITh BOBNOAHOCT PEFICTPALUII CACAYIOIUL COBBITIE:

o MexaniaMa el

o Bazpectioe pocTpa SoBaTe.1s (HATPICD, OTKPEI-
st Qi

O yraenns oGbexTon;

O neitcrsuii aasmmc TpaTOpoR;

O apyrux cobprTii, 3a

Kakzast periicTpaILiOIias 3aiich JOMKHA BIIONATS CCAYIONUIe HOsL:
O att i Bpenecini cobTis

O wientiduaTopa nos0BITE:
O i cobmris;

O peayasrara seitcroits.

Jlas coburmuii TaIGKe WACHTII-
mcarop yerpoicr, S Aeficra € OGvCATAN DETCTPUPY TG I oG1RITOR.
Tt coBbrrtl, 5 SCO UNIX Release 5.0,

npuncaei b TG, T4,

CHiCTeMA KORTPOI HCTIOMBYET CHCTeMIbIe BHSOBbI 1f YTIITS AUtst Kctacciidit-
Katunn AefiCTBiii MOb30BATEICH, NOJPASCISS 1X HA COOMITIS PAZINUHOIO THIA.
Hanpitsicp, npit oaiikionerniit codwiris iia DAC Denials (oticas 1 zocryne npi
PEATHGALIN NEXAINENA IEGPATCILIOND PASTAIINCIN AOCTYIA) PETHCTPHPYIOTC
HOMBITKI TAKOTO HETOMB30BaIIIS 0GBOKTA, KOTOPHIC He OMYCKAIOTCS PAspeIlieiisiit
Juist 91010 ofbexta. Hapisiep, eciit noa3oBaTesexitii npotieee MHTaeTes micath
5 il ¢ 0CTYIIOM TObKO U131 TeHis, TO BosHiKaeT cobimie Tima DAC Denials.
Ec1H 1POCMOTPETh KOHTPO:IHbI JKYPHA, TO JIETKO MOKHO YBICTS [I0BTOPAIONICCs:
HOMbITKH A0CTYIA K dpaiiiaM, Ha KOTODHe He T0yeiibi aspetieris.
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Ta6ruua 7.4. Tunsi KoNTPOMMpyensix coBbimi, nopnepsaensie 8 SCO Release 5.0

P Cropr (sorpyzkal/esirpyaxa orcrems:
Login/Logout Yenewnsi £x0n 1 05ix0n 3 rcTeNs
Process Create/Delete | Cosnanme/ynmiroxenve npouecca

Make Object Available | Caenas oBseicr socrynsim (omxpaims G, cooBuiere,
ceMachop, MOHTUPOBATS aFINBYIO CHCTEMy W T. 1)

Map Obiect o Subject | OroBpaaims o6wer s cyBuexr (ssinonmene nporpamsi]
Obiect Modification Mogndnkotym obexra (samce b daiin # 7. )

Make Object Unavailable | Caenars o6wexr epocrymuum (sakpems daien, coobuienve,
cemadpop, pazmormposas arinoeyio crctemy  T.n.)

Object Creation Cosnamvie ofsexta (cosaamve baing, coobuuenys, cemabopa u . )
Object Deletion Yaanerue obvexra (yaanenwe daina, woﬁmuw, Wut n)
DAC Changes [Z

&aiiny, cooBuenvio, cemadopy, ameHeHe BnaenbUa 1 T. n.)
DAC Denials O (orcyrerane 3

obvexry)
Admin/Operator Adtions | Beficrsua (komanas) cxcremsix onepatopos

Insuffcient Authorization | Mpotieccs, kotopse nsatorcs npessicnTs coon nonHomoA

Resource Denials Orxaas s pecypcax (orcyrerame HeoBxomamsix daiinos,
npessiueve o 1 . n.)
1PC Funciions, Mocuunka cxmHanos u coouiennt npoueccam
Process Modifical
)
Audit Subsystem Events | CoBuma cacrems! komTpons (paspewenme/ sanpeusenne
CUCTEMHOTO KOHTPONS U MOBHAHKAUMA COBBTHH KoHTpOns)
Database Events C 0
cremsi u wx uenococ)
Subsystem Events Cofemm nopomcrems nopcncren)

Use of Authori; npHennenni ( i e
HCROns308GH e PaaHBIX npHBHnETH)

CHeTeMa KOHTPOS HCTIOAB3YCT CHCTENIble BH3O0BBI H YTILTHTH AU Kaccidpii-

Kt AclicTinii noB3OBATEIICH, NOAPAIACIAS WX 1Ha COBITIIS PAMIMHONO THITA

Hanpirsicp, npit nosiikhoseintit codbmis Tia DAC Denials (orkas b aoctyrie npit
MexaHi3Ma Joctyma) per

HONBITKH TAKOTO HCHOS30BNIA OGBEKTa, KOTOpHIE He TOMYCKAIOTCH paspeleiayIt

Ju1st 97010 0GbeKTa. Hanpiviep, e no/baoBatesbekitii mpoliece MBITACTCs: MHCATS,
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1 (il ¢ A0CTYIION TOIbKO AU s, TO BosHiiKaeT coGbimite Titna DAC Denials
ECIt 1POCMOTPCTD KOHTPOTbHb AKYPHALT, TO JIETO MOAHO YBIACT HIOBTOPSIIONUICCs!
HOMBITKI A0CTYIIA K (paila, 1a KOTOPIE HE 10/Ty<IeHbI PaspetieHis.

CymecTentio noBb@er HXpEKTIBHOCTS KONTpOIA HATAIE PerHCTpaIIONIo-

ro waenukatopa nomssonaress (LUID). Tlocie npoxoraenis nomsaonaresies
npoeayp nay 0 ecth BX0MA B
CIHCTEMY, KIKIOMY Tpoeccy, ¥ periictpa-
wonbT Jaiii ¢

HOMOIIILIO TAKIEX KOMAL K2k
KOHTPOJIbHASH SaIIICD, TCHEPIDY
KaiK0r0 nponecca ii
peaitig aresst i rpymibL. Takiin
BOIMOAKIBIN BUIOMNATH Vet AciicTaiti noab30BaTeIs.

Oreio ceayer pacesotpers Ve i oS i paborsi
pesainte supa. Jlartibi Mexaries Py et 110 peay
BBIOIHELIS! TOB30BTEILCKILX POILCCCOR ¢ IOMOLIBIO CHCTEMIbIX BHIOBOR AP
Kaokaviit cricTeMibili BHZOB SUa COCPAIIT CTPOKY B TabiIle, B KOTOpOIl yKasbiba-
CTCA CRSI3N CHCTEMIHOTO BLI30BA C KOHTPOICM BaLUITHl HIKpOPMAIUAL 1t THI COONITHS,
KOTOPOMY OH COOTBETCTBYCT.

Kposie Toro, leriobayeres Tadimiiia K040 onibok, 1ossosiontas iciacciiui-
POBATH CHCTEMHBIC BIF0BH KK KOHKPETHBIC COBBITIS, CBZAIbIC ¢ AUTTON HHipop-
Mam.

Hanpinsicp, cuctenisiii Bbi308 open icraccidupyercs kak codbrmiie Make Object
Available. Eeut nousonrean momontser cicrexii piaon oper 1 daiiaa /unix
1 garbi CHCTeN B30 yerentio, 10 5
m1Ch 06 9TOM CBbITIII. OUAKO €CIII CHCTENIIbIi| BHI30B Open’ sasauaeTcs e-
VAAUHO B CITY TOTO, 4T0 CILT B HEM J10CTY T a /u
e e 0910 Aciicraie yeres Kac Lur)brl‘n(‘ B Dot
s ganmoro W onexra /unix. C. ii Bbi30B MOK-
10 OTOGPASINTH B HECKOTBKO THIIOR COONTIIE B SABICINOCTH OT OGbEKTA, K KOTOPOMY
OCYUIECTRIACTCS JOCTYI, H PCIYAIBTATA BHAORA.

Hekorophic CHETeNITbe BHI3OBbI He INCIOT OTHOMICHIIS K 3aurTe i opyaiiL
Hanpisiep, cHeTeMibiii BE0B getpid NoMyHaeT HACHTHIKATOp IPOIECCa it He ofl-
PCICISICT HIKAKOTO COOBITIIS, CBAAINON ¢ Sanurrofi ichopyauuti. Takin 05pazon,
JLAHHBITT CHCTEMIBI BBIOR He TOUICHKHT KOHTPOIO.

Mexariay KOHTpOISt sUIpa BoLaCT BHYTpeHHIi Bb30B B Apaiinep yCTpoiicTna st
SaICCeHIIS BAIHCH B KOHTPObIbi Kypiat. OTMCTITM, HTO HHPOPMAITIO KOHTPOS
CHCTENA SAIIHCHIBAET HETIOCPEACTRCHHO Ha JUICK, HE JOAKIAASIC CHITXpORH3ILI C
1CpOI0KOB B ONCpATITBHOI NANSITII 1t 2 UCKe. DTIHM AOCTHIACTC! T FAIUITA OT
paIpyLICIIS HHOPALUI KOHTPOS.

OHAKO CIGAYET HMETS B BILAY, ¥T0 MpiI BITIONEHII Cex. CoGbTti KorTpo:e 1
1pi aKTBHOI padoTe ateacii oBeM 32 NoKer Jo-
cruram, iion Ha omoro 5 ac. Tloatomy KOHTpOb
CIGIYET PACCMATPHBATS Hie KAK HPERCHTIBIYIO MEpY, & Kak MCpY NCCeieiiis

iast CHCTENOli KONTPOUIA, CotepiiT st
e u

1 remep
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Be3onacHocte cucrembl UNIX npu pabote B cetn

B CCrOUSNII YCTOBI 0C00YIO AKTYATBHOCTS HMEIOT BONOCH GC0ITACHOCTI! CHe-
e UNIX mpt paore cer. 1o neropriccians sy Gt paspador-
K1 Gagonbix cpeict 5 UNIX) npit nocrpoen cereit
UNIX nostinior cepuestisie npobaesi Gesonactiocri. Cerenast duiosan ccrexa
NFS (Network File System) ipe; J10¢ ssoBatesieit

 dpaiLonbi crrcTena UNIX no comn. .
NFS ¢ Touku apenns Gesona AmseTCs peso-
CTABINTH JOCTYII 10 CeTII K 000N CIpaBouHitky hailionoit CHCTeMb HEBICING OT
ero mrazeaniia. Hutkex e wrennie

OB J10GHM TOISSOBTEIICN COTH AIAETCH CEPbEIA HEOCTATIOM TpH TIOCTpOCHII
BE30NACHBIX CHCTEM,

TIpit nocTpoeriti 3aurtsi Ha yy yilleeTBYI0T CBOM Ocoer-
Hocrit.
Bo-1IEpBBIY, 113-32 BOSNOIIOCTII TEpEXIHITa IAKCTOR 1 ICPEIAIE OTC NN Bi-

eI Ho30BTe:cii, Bo-BIOpbIX, BOSHIKACT HCOGXOINOCTS ayTenTit-
(pHKALUT Y TCHIbIX Maiti, B-TPeThiLX, HCOGXOMIMbI JONOHIITEbIbIC CPEACTEA
KOITPO.1s1 COOBITII, KOTOPIC BOSHHIGUOT 1Pit PAGOTE 1A CETCROM YPOBIIC.

Onseriny, 410 1a cetenon yposiie cricreys UNIX e 06ai0T e1o1h NOUUbiNi1
CTAILTAPTHbIAH CPACTBAMI OGCCIICHCHIII GC3OIIACHOCTI, Kai Ha ciicTentoM, C:1aBoeTh
SULUITH Ha YPOBHE COTIE MOKCT CBECTIH K Y110 BCe Pe3y.IBTaTS! S Thi Ga3onoit ciic-
remi. Tloatoy st obecriesents Geaonactocri crictest UNIX nipit padote B cetn
TPEGYIOTCs! AOMOITEIbITbIE CPACTRA FALUTH.

Bauma Ha ceTenoM ypoBiie TPBYCT HCHIOALI0BAIIS HEKOTOPbIX JONOHIITC -
HBIX CTAHAAPTHBIX CPEACTS 1t MeT010B. TIpeRAC Beero, aTo cieTe ayTerTdmiamn
Kerberos it meceresie orpartn (Firewall). averiny, 1o texoropsie cieresn UNIX
BICTIONAIOT B KAYCCTBC CTAIAPTHbIX CPEICTS SAIUITH, HAIPHME, KICHTA CHCTEAb
Kerberos. Peticiiie 1pofiiesbi 3akpbimist cerenoro rpabitica J0UKHO GhiTh CAat0 Ha
ypowie e OC, a €UHOTO Crartapra, Hanpmep nporokora 1PSec. Tlepeaicaerbic
METO/bI 1 CPEACTBA GYAYT HOIPOBHO PACCNOTPEIb B TIOCICAYIONUIX [ABA.

7.4. O6ecnevyeHue 6e3onacHOCTU
OC Windows 7

ii Windows neerza Gbuia st kopriopa-
Microsoft ynopio
T CROMX CHCTEN 1t € KA 10~
BBIM TIOKOJICHIICM BIHCAPACT PEILICHIis, TOBBIIAIONUIE YpOBeith GeaonactocT. SIpiiny
npinviepoN paGoThi b ToM Hanparetni Mosket ey, OC Windows 7, nocrymis-
wast  npoasky 22 okrsiops 2009 roa.

wa Microsof 1 -1y
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B RGOl ucese Windows 7 ¢ camoro masiauia Ghuii 3aiokeiiii npiiu-
b1 KOMILICKCHOTD [¢ cuctena Windows 7
|m.m.mm rexno0rn, nosimiiec & Windows Vista, a Taioke npeiiaract 1o
KOMIIOREHThI OGeciesertist Gea0NaACHOCTH, KOTOPIe ACTAIOT ee cayoii Geaonacholi 13
BCEX BLYICHIBIX KANEHTCKIIX Oriepaiuiombix cicten Windows.

Kopniopauitsi Microsoft npe;LiaracT HeckolIbico BapIaiToR Ofiepaiiontiofi cricteni
Microsoft Windows 7, kaxuwiii 13 KOTOPBIX OPHEHTHPOBAIH 12 YIOBICTROPEHHE MOT-
peiocTeii OTiebHOI KATeropHIt KIHEHTOR.

U151 K23KIIOFO W3 OCHOBHIX CETMEHTOR HHKA ~ ZOMALIHIX MTOS30BATeNel, MATHX,
CPEAUI 1 KpYNHBIX HpEATPHSITIH — Kopriopatuist Microsoft npezutaract 1o werbinicii
Mepe OJuiti GasoBblii 1 OUH PACIIPEIHBIil BHITYCK.

OnepaumoHHbie CUCTEMbI AN1Sl AOMALLHMX MONb30BaTenei
Windows 7 Hauamhas (Starter). D10 I3/aiiie AB1ACTCH CaMbIM ACIICBIM 1 HMCCT
or ot 4 TIpOrpaMM MOKeT Obith
HPOHIBOTBIBIM, DTO IEFANHE JOCTYIIHO TOTHKO B 3 - PASDSLHOM BApHAITE, 4TO COOT-
BCTCTBYET €0 HAUABHOMY YPOBHIO.

‘Windows 7 [lomaumsisi Gasosas (Home Basic). 910 nazianiie spisiercs 6asonbiv
BHITYCKOM /LISt AOMAIIHIK IO:TH30BaTE:1eiE. B HeM eCTh BCe, UTO 1 B HAUATHION, 3 TAIoke

s0GaBeH Pt YAOGHbX i — oGuutii A0cTy1 1102 & irtepiiery,
Gctpoe nepercosere romsoBatee, emp MoGbHoCTH. B artow 3 OC or-
cyTeTByior P 6 HOBOTO 10 B Heil yiKe ecTh MHOKeC-
TBO it Hoseiiiueii it cucremst Microsoft.

YT ©

Jlono:tisst oty OC GecILIaTHbiMIL TPOTPAMMAMH, MOKIO i resty, Kotopas
VAOBJICTROPHT 3AITPOCH IIHPOKOTO KPYTa HOJb30BaTe e

Windows 7 Jlowanmisis pacmperiast (Home Premium). 910 pbiniyck ¢ paciii-
PeiitbIn HaGOPOM BORMOAIOCTEIH U151 JOMAIITI Momb3osaTeteii. 31eCh K Mpeibiay-
mewy o OC toGamscres romoreni mepdeic Acro Glass, a aioke -
Tepecitbie ~ Acro Shake 11 Aero Peck
Tloib30BTe 10 JOCTYIIb CO3aHE JOMANCH TPYIH, MYABTINCTUiE BOSNOA
noct, pictioas Windows Media Center 1A Taloke paciperni 160 Hip. Beposio,
10 oy MaaNIe AUis 40N ec 1
Koimatil i CoeHERS e bt

Windows 7 Maxcusairast (Ultimate). o nuintyci vt ianiGoice TpeSonarebitbix

i, skeaaionu st Beesn Windows 7. B
st et e ayuee, 1o Microsoft maoita s Windows 7. B aosaunis yeaomix
MOFyT 1 BitLock

THACHOCTS /2 AppLocker nossozr ocy .mm,mu.,w»ic. Bii] J0MOMAICD
3 Tonearia beacpaitoro Ha cetenoil AucK.

OnepauuoHHbie cucTeMs! Ans GusrHeca
Windows 7 ( sional). 9o aiie 1y
Masoro 1t cpeattero Gusieca. K (ymkiuionz

: wis
i Jloviamnieii pacuperioii epeiti 10-
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GaBeHsI BOSMOKHOCTH IPHCOCIHENTEL K JOMENY, FPYHIOBHC HOANTHKN, HevaTh ¢

yueron y a crona,

wndyposanue Gaii;ioBoii cHETEMbI 1t IPOUHE HEOBXOMMBIE Belu B GHaHeC-cpesie Mol

ynpanermes: Windows.
‘Wind

( i Ao i BBINYCK Onepa-
OO CHCTEN U1t KDY DAL OROG0E BHINGIIE b e ViCACHo
W Kpaiine c0x10ii
i. B kpymiuix BAUITY ANHLIX TOBHCHT Tex-

VIT pacTpyKTypoi
nostorns BitLocker, a
stawonbivin makerami. AppLocker novioser ST T SO
Hatop i, aany noici oer-
ST BIANOZCHCTRIE MeLy PaGOTHiKayi. B 9TO H3TANIIE TAKGKC BKIONCIb APYTIIe
Textozorin, KOTOpIX npi
wieii i pACTpYKTY DL

PyKoBOUITCI GI3HCCA MOTYT CACATH BHIGOp MEAJLY STHMI ZBYNS AN B
HABHCHMOCTII OT MACHITaGa CROCTO GHaHCCa 1t TPEBYEMOTO COCTaBA KTIONCBbIX TeXHO-
sormii.
B onepaitonoii cicrevie Windows 7 peaizonaria MHOTOCTYTIeHNaTast SalluiTa —
Nt JGKe OYMBIILICHITKY YIACTCS! TIONACTD B CHCTEMY, Off HATOKHCTCA Ha M0~

KOTOPBIC He YT ey IPCATIpIIITH

e

iy
Tpit paspaBorice onepauontoii cutctesst Windows 7 ernomaonauics niepesonsie
rextoort Gesonactiocrit, B Windows 7 Bictiouetio Moro nomsix (ynkiuii, obec-

1 npouinX vty I ATy KOM-
BIOTEPOB N0b30BATEACIH OT vtpox CHIsE, KOTOpbIE
BICTIONAIOT B ces1 BIPYCOD, Heprei, W U obccrieneitiie spyware

110) 1 malware 110). pist ochoBibie (yiik-

I CPe/CTBa 3atTh, ofec cucrenbt

Windows 7 [71, 91, 92]

7.4.1. Cpencrea 3awumrsl 06L4ero xapakrepa

Paccyorpin pomsiie 5 cocran Windows 7 cpeacta sanurmst ofinero xaparrepa
O wentp nouepiiat (Action Center);
O ynpamieitie yaeTibivt sancavi nomssopatescii UAC
O mrrepdeic Kovarmoit crpora PowerShell 2;
O naardopya dmstposamist (Windows Filtering Platform).

Lentp noasepxxn
B OC Windows Vista napaverpst cobpaitl B LeHTp Ge-
30TACHOCTIH, JOCTYTHOM Ha TlaHe/mt ynpanieniis,

B Windows 7 cran noe-

i (Action Center). B 1est CBEACH K HapayieTpit Ge3ONaCHOCTH, Tar H HACTpoiiin
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Apyr 3aat, Hanpiyiep
npoé.ncm, warmocrit i oGnonenss Windows. Kacropin yic mmemm, KoTopsic
MOKHO BICTIONITh 111 BLIK B HeHTpE 10 !
oxte Hacrpolixa neipa noazepixiat
oMo BB 1101 i o ax, nerp

TOICPIRKI TaIoKe KOTPOPYT Ciiocod repeat aoit midpopsau B Microsoft
g —"

y uac
Vipansiene yuernsun sanucsivin nossoatencii (User Account Control — UAC)
COBAABATOCH U151 TOTO, HTObI B CHCTENC MOKHO GbLI0 HOHONCHHO paGOTarh Ges 1pas
aiierpatopa. B cocran UAC BXOZT HECKOABKO TeXHOOMHIT: YUeTHast aiHCh 3a-
b pa, BHPTYA IS PeccTp,
BupTyamsats gailiosoit cicremst i yponi uerocttoctin Windows.

Bilepnbic YIpasieiiie YICTHHIMI JAMICAMI T0TB30BATe s MOSBILIOCh B OC
Windows Vista. Omaxo uactas poitaia sanpocon UAC B Windows Vista npisoais
KTOMY, 410 . Miore
cucrest Gounit o
nesy nomssogatesy Gosee Kom(])uw 11y10 paGor,

Tlo cpantiernmio ¢ Windows Vista 1 Windows Server 2008 5 onepaiuionbix ciic-
Teviax Windows 7 1 Windows Server 2008 R2 nosinics cieyiolmie yiyuuienis »
(pVHKIUIOATC KORTPOS1 YHCTHbIX Farticeli HobaoBaTeaCil:

¥

bix
sanpocon UAC it ofec-

O yBemmu , KOTOPHIC MOKET i i n0/1b30-
it bt h
yposeiih
UAC ¢ Ianesmn ynpaseris;
O cymecr i Ko-
UAC 111 ok bt Bp r
O cymecTaylor tonoaTE L HACTPOfiKI1 TOKATIOM HOITHKH GeaoacHOCTH,

KOTODBIE 1103BOJISIOT JI0K: HaMeHsIT,
erii UAC u1s1 06braHbix noib3oBareseii.

Mutoroe 113 Toro, o & npeaiayiux nepeisix Windows tpeGosao axsmiierpa-

s npusacri, b Windows 7 zoctymio ot noaomaze . Baaroxaps

vt saman it npasayit

cBKaeTes: piCK, U0 peaotioctioe [10 yeTaHOBIT HEKCTATEABIYIO HPOIPAMMY 1Lt

BiieceT omactibie ienes B cricreyy. B cpstain ¢ e uro UAC nossosiet nosaosa-
TCIItM € TaBAMH OGBINHOO MOK3OBATES! FAITYCKATS PILIOAKCHISE:

O MT-0T1e:161 MOFYT GbiTh YBCPIThI B ILEIOCTHOCTIE OKPYIKAIOLICI CPEAb, BITIOaA
cucrestitbie chaii i, FypHATb AYIUITa, 2 TaKGKe HACTPORI CHCTEMb

O azMumcTpatopav GoJbile 1e NPIXOUITCS TPATHTD MHOTO BREMEI! 1a olpeie-
Jeiiie paspeniciitii 1St 31 1a OTICTBITbIX KOMITbIOTCPAX;
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npeoCTaBseTCA i KOHTPOJI Ha JHHe
SHPOBAIIEN HPOTPANMIIOTO OGECTICHeIII, TIOCKOBKY Ol NOTYT ofccrieuiTh
VCTAHOBKY TOTBKO ABTOPHAOBAIIBIX 1D
B OC Windows 7 vovktio mpars mun ynestowutenii UAC i sacrory i nogmci
FIMeeTest SeThipe OCHOBIBIX YpOBi:
O VBeOMISTS i YCTAHOBKE IDOTDANM IS TIONIBITKE BHECEHHS! MMM HaMeHe-
i, a Tarcike npn Windows
MAKCHMIbHbiT] YPOBCHh KONTPOIS! YAeTHbIX Saniceii;
‘VBeIOMISITH NpH YCTaNOBICE MPOTPAMM I TIONBITKE BHECENIsE HMIH IaMele-
M~ STOT YPOBEIh HCTOIL3YCTCS 110 YMOIIANITO;
© Vae0MASITh pH TOMBITKE YCTAHOBIGH TPOTPAMM ILIH MOMHITKE BHECEHHS! WM
amenernii (e aateMusITh paGounii cTom). Satemiciic padotero crota (Tak
sasbinacyii Gesonaciiii pabownii cron, Secure Desktop) — aro caoero poa
oxia UAC, BH3YIIBHO OTIHTY
nouenbitbie sanpocs UAC OT HacTosiun
o He VBEZOMISATS HH DK ycnuonxe TIPOrPAMM KM NIONBITKE BHECEHHS UMM
i i HaMerte) Window: ~ orr-
TPOUTh yueTHLIX Baniceli oo, VICTOBIOBAT, JTOT YPOBHD He PeKOMC-
JtyeTest. PEKOMCHIYCTCs! OCTABITD SHASEHHE 110 YNOTHifio — YBeIOMISTS nph
YCTAHOBKE NPOPAMM I NOITKE BHECEHHS! HMH H3MeHeHil.

‘Vicasattiibie HCTHIPC OCHOBHBIX YPOBIS MOKIIO HACTPOIITS B COOTRCTCTRYIONIEN Pas-
7€ CHTPA TIOUepATIL

B Windows 7 ko1HecTiO 31pocon i OBBILICHIIC IPAB COKPATILIOCh, TIOCKOIbKY
OGBINHBIM H0Ib30BATE M PAIPEIIICHO BHITIOMHSTS Gotbintii Kpyr AciicToiii. A pis

yuernoii samicn HEKOTOPBIC NIPOTPaN-
Mt 13 cocrapa Windows 7 yoryr npa, e
BLABAA FANpOCa.

BoABIIICTRO HpOrpaNy 1t 3azat 3 cocrara Windows 7 padotaior co craiap-
THbIMIT paBaMIt ob0BaTens, TI0Mb30BATEI € NPABAMIT AAMHHHCTPATOPA TpIE
BXOJ B CHCTENY OG0T AAMUNHCTATHBHBINH TPHUBILICTILAMI. D10 N03BOCT
WM Cy o BHITIOAHITS 1A paspemnis,
a.'lvmmmpAlmmon . KOrAa H030BATeIMh MHITACTCA BHITOIITY aAHInC-

Sataty, HATPIMED YCTAHOBITH HOBYIO I W H3MCHITS HeKO-
mp.,.c HAPAMCTPI CIHCTeMbl, CHata 1a NPOMBOITCA FAPOC HOTRCAACHIIS 3TOrO
JeiicTisi. KO TaKoil PEIM He 0BCCTIEIBACT TOTO e YPOBIIS FAUIT, KaK 1
PaoTa CO CTHAGPTHBIMI 1paBayit. DTOT PEIIN HC FAPANTIPYET, HTO BPAOHOCHOC
TIO, yske npoIIKIIIee 1a KTHCHTCKIT KOMIbIOTCD, He CMOKCT BHEADHTBCA B 1O~
rpaNMY, PaGOTAIONLYI0 ¢ MOBBICH BN npapasi. Ol TAIKe He FAPAHTHPYCT, 410
HIPOTPAMA € HIOBBIILCHNBIAIL IPABAMII He MONBITACTCs COBCPUIHTD BPEAOHOCHEIX

HETIOME30-

BATD YUETHYIO 3AITHCH CO CTaHAPTHBIMI upaln\m



SALLMTA JAHHBIX OT YTEYEK M KOMIPOMETALMM 303

CTPOKH 2

B cocras Windows 7 sxomu irrepdheiic komaimoit crpokn PowerShell 2.0, niosso-
SHOULIT MIHHCTPATOPAM HCTIOIB30BATH KOMAHLIETE (KOPOTKHE OAHOCTPOUHbIE
KOMAIBT) JUIS VIIDABICHIIS PasIHUHBIMI 1IAPAMETPMIt CHCTEMBI, B TOM HHCIC Ha-
CTpoiikavi Ge30mACHOCT TpYINOBOiT HoTIK. KOMAILIET! MOKHO OGbe/mHsITh B
IPYIITB U1 COSAAIIS citetiapies. MICHob30Batiie KOMANUIETOR, Kak IpaBiLio, Yeko-
psier n 3a1a4 1o  rpad i

Mnar¢opma Ppunsrposarus Windows

Tardopyia duasrposania Windows Filtering Platform (WFP) — aro naop wirrep-
dbeficon npuicraoro nporpavivposaiiis (APT), koropuii nosiics eie B Windows
Vista. B Windows 7 p oryT W U1 HTerpa-
WM OTACNSHBIX KOMNOReIToB Gparayapa Windows Firewall 5 coon npiioxerts,
4O HO3BOAIT NPOTPAMMAM HPI HEOBXOMIMOCTI OTKAIONATH HEKOTOpBIE (YK
Gparayaps

7.4.2. 3awmra faHHbIX OT yTEeYeK 1 xomnpomerauuu

Xumgermie 1w notepst BT
e Gobiiee Gecrioroficrso i opramizaus. Tipi costarii Windows 7 xosmarnut
Microsoft yemiia nossmerioe Biamie Bonpocas samrrs A, Windows 7
OCYINCCTBACT MHOTOYPOBHCRYIO SAILUITY JQHIBIX B OKYMENTaX, (aiiaX, Karatorax
1 Ha pasibix yposiax 0Gopy OB,

Pacemorpiy pxontie B coctan Windows 7 KOMHONCHTS 1t c1yGb, npeasta-:
HCHILIC 1171 SAUITHI TAHIBIX OT YTEUCK It KOMIpOMeTAIIIL

O midpposarme mexos BitLocker;

O BitLocker To Go;

O cucreya midposamis paition (EFS);
tyxGa ynpaneris npanasut (RMS);

O ynpamcHiie it yCTaloBKa YCTpoiicTs.

2 TEXNOIONIIN 1 CPEACTBA KpaKi
sambix 3 T i ii npit pap Windows
Vista. B Windows 7 91 KoMmonenTs! nosysiim aibtieiiuiee paspiiie.

Pyt KaK HOBBEX, TaK 1 YCOBCPUICHCTRORANHEIX KOMIIOHEHTOB 1 C1yKG, paspaGo-
TannbIx Kopriopauneit Microsoft, npu3sai oGecteuiTh Tywiyio 3amTy JaHubIX Ha
KIMEHTCKITX KOMITLIOTEpaX Hpeanpuaiti. Bee niepewnciientisie pime Texioorin

[ saurry Aanibix Ouaxo
KK 13 HIX AGOTACT 110-CBoe
Tlo cyru, om ApyT Apyra, 1 ux Bee B
])dwKAx ezunoit crpatermit o6 SOACHOCTH B
HYKIL KAKIYIO 13 1ef } " K

OTACIBHO, TaK i B KOMILICKCE.
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B a1, 7.5 NPEACTARICHb HPHACPBI TOF0, KAKH 113 TEXHOOMHii NPHFOMATCs U1
AULUITHI JAHIBIX B PRATINHbIX CHTYALUS.

Ta6nuue 7.5. Cpasnenue Texwononit aupsi AanHeix & Windows 7

3 o nepenocix
3aupima aaHHLX Ha cepeepe B uvane
3awprma Gaiinos M NANOK OTAGNLHOTO.
o

3aUTa AGHHEX HACTONLHOTO KOMTHOTEPa 5] 5]
3aupra cvemHoro ancka

3auprma $arinos 1 nanox oBIero KomnsoTepa
3auyra yaanensix $arinos 1 nanox

3 s ¥ cetH
[ prr————
enons30RGHIR yRanHHHX AOKYNHEHTOR
3aupra

3 o i

Bauprma gansix of KpaXH =

EIE
m|@

SIS

LLngposanme anckos BitLocker

Texnonormst Bit Locker npes (b1 anibix
Buiepabie BitLocker nosiiwics Wi ois Vﬁ[ﬂ Ouraro o1 Gt pechva eytoGer -
a4er0 He noyILT it cicrenic Windows
7 rexionorist BitLocker cy : e
dymauonaa 1 npocta b Herosoann. BitLocker - 910 yaoGHi 1 e
BapHaIT BT gartbix. [pit ero nes 1
SAUUITCHHOM KCCTKOM AUICKE, BCCT/ia HAXOITCH TOAbKO B SalpPOBAHON Bie.
Tponeaypa ocymeerni upit ofpa-
et K . Ecn wnicbposarne Bit Locker Boeno 1 4nCka orepaiionio
cucTenb, 0Gbrinas 3arpy: CTh MOKCT GbiTh
0K tie BY YT MPEAOCTARICIIb 1COGKOMIMbE YICTIbiC aITbiC

B obnomeniow BitLocker monwiuaca y1oBiii Mactep s sanus onepaiuonioii
cucrembt. [List 3aumTh CHCTEMBL 6; crenHaib-
251 OpTAHITAIS KeCTICOrO i, Ha Hos A0AeH ¢ylecTBOBATS CHeTeNtbii pasaes,
€ KOTOPOIO OCYHIECCTRIACTCS TIEPBIIA 3AIPY3Ka KOMITBIOTEpA, 1 pasiiedt ¢ (ailzanin
OnepauonHOli CHCTeMb. BanppoBaI MOKET GhiTh TOMbO BTOpOFi 113 Hix. CricTey-
bt pases A0:mke ocTapathest oipbrthiv. B Windows Vista pasbusars scectiarii
Juici npixozuLioch ppyuiyio. B Windows 7 1o jieaaet aiosamiiceia crietua bl
Macrep.




SALUATA JAHHBIX OT YTEYEK M KOMNPOMETALMM 305
Js xpariernis Knoseii 3 criomssonat USB
Telth, OaKO
waarrgopytenisii sony:in TPM 1 e Ko um([)m«‘umn I npesoTBpatc-

i aracia b CHCTeMH LN A AvCKaX A,
D0y S BasKimbX aniix. Ecaut takoro
oy enerene ner, Bit Locker fyer ofeencrmams aamurry zanma, o nponepa

crcrewn ruest e Gyzer. JLis b

BitLocker MOKCT HCTIO30BTECA HAPObHAS AUUITa 1AM CAPT-KApTa. Kpuvw roro,
CCTH BOSMOAHOCTS ABTOMATHECKOI] PA3GIOKHPOBKH FAKPHITOTO KECTKOTO JUCKA TIpIt
BXOIC TIOHOBATES B CHCTENY.

Omeaio caeayer orverts sosmostoctn BitLocker npit paGote kovmbiorepa
coctae KopriopatitsHoii cerit. B Windows 7 npeaycMoTpenia BOSMOA&HOCT KONTpoist
3nuTH HGOPMAIINI ATMHIICTPATOPAMH A0MEHa. B UacTHOCTH, O11H MOTYT HacTp:
nsath neromsonaie ActiveDirectory v AL wmoucii wbposarins. Kpose
Toro, npeayeyoTpena Aanbix B

Cayac yTep KpHTIeCKit BasKoft 1popMaI.

Texnonorns BitLocker icriosera b cocran Kupnopmmuoﬁ (Enterprise) n Macu-
sabioit (Ultimate) pexaiutii merrrexoii OC Windows 7.

Te) BitLocker po3 CTI OTBeYaIoT rot-

pedociy:

O 3alUITa CHCTEMHBIX JWCKOB OEPAIHONHOIE CHCTEMbE;
O 3almTa JaHHBIX HA HECHEMHBIX JHCKAX;
O 3AUITA AQHHBIX Ha CHMIBIX AUICKX,
Texuonorust BitLocker npeanaraetest Takske ans sanmrsi anekos OC Windows
Server 2008 1t Goce nosax.
3aUITA ONIePAIHOIION CHETEMb 1 HECHEMHBIX AKECTKIX AMCKOB. B payKix 510r0
cuetapits BitLocker 1CMI0/1b3yeTs 211 3A1UIThI BCEX HOCHOMIBIX AUICKOB KOMIIBIOTEpa,
KAk CHCTENIHbIX, Tal 1t re tanbie. 1o Kondurypa-
LU, TIOCKOJIBICY O OGCCTICHIBACT AILITY BECX JAHHBIX.
Ol 113 FAABHBIX PIUCKOB, JULA YCTPaNeHIts KOTOPbIX CO3aia TeXHOIOMIs
Bumku, PICK YTCHKH HHDIX C YTEPSIHHBIX 111 YKDICHIbIX KOMITIOTEPOB.

Ecan noaysact it ii focryn K ¥, Ol NOKer:

O solimi b cuerewy Windows 7 u ckorposars dafinss;

o ¥ i wox y apyroii OC, nocie
sero,

~ npocyoTpeTs Isieia aikion;

~ cxomuposary daii;

~ cunmatn coaepinvoe ailaa riGepiatnt 1t paiia oMKAT, TE COACP-
JKITCS OTKPBITT] TEKCT IOKYMEHTOB, ¢ KOTODBIMI BeAACh pado

e ecant it sanmcpposasst haiiionoit cricresoit EFS, neGpeili nomsosa-
et MoweT it aii ®
HCSRNUIICHHOE, TaK 10 Jaibie GYYT NPEACTARICHb OTKPbIThM TeicToM, Hecpeay-
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utii IT-116pCOIaT MOAKCT 3aGHTh YCTlIOBIITH (DpOBAIE 151 CKPHITHIX I1AIIOK, TAC
TR AT pesepALe o I,  KOTOpiso WAET padora.

iaAILX YT BTIOUIIT 1 BitLocker,
Pl el gt w ArpY30IIBIX
epe JocTyna K Wy Ky,

Texnonoris BitLocker Moser GbiTh HCTIOMS30Balta /U151 IS AAHHBIX 1 Che-
Wl U, wanpinep i mpiboras IEEE 1394 n USB, SD-waprax u USB-
O i, CHOMHbIAH JUICKANI! CRST3AH CyLIleCT

Bl PIHCK 415 KO(IICHIURbILIX Aaribix npeaunpisiTiva. ToaoGibie yerpoiicrna
CTAIN HACTOILKO OBUICAOCTY MIbINI, TO OFOMIBIC OGBeb HHOPAALUIIT NMOKHO
Ottt GHICTPO CKONIPOBATS 1t YHiecTit ¢ co0oi. B 1Ie/X CHIBKeHIS OMICAHHONO pcka
KOMITaHINi IDNDHIIMAIOT OGIINDHBIE MEDbl, B HIICIIC KOTODHIX 3ANDT Ha HCIOMb-
sosaniie yerpoiiers, ornoucriie nopron USB it IEEE 1394 1t picosenite sauurs
aanyexa, o6 D MOT JArPYSITHCS TOIBKO B HALIC-

KAUIX YCTOBUSE

Lngpposarme srewwHnx yctpoiicts BitLocker to Go

BitLocker to Go ssercs saioii Howoii ket nojiepaki Gesonactoctn
Windows 7. C ee cresmi oryT JIQUHBIE K2 TIOPTATHBHBIX
HOCHTEIISIX, TaKIIX Kak Bientmie Kecticie suickn i USB-naxorren.

B kauectse aropira midposaris 1o ysonsaiiio uenomsyercss AES ¢ amuoit
K104a 128 GHT, 2 IPH HEOOXOIMOCTI MOKHO YBeITS ee 10 256 G, Tlepes mdp-
posannem gannbix BitLocker to Go MOKET HCIONB3OBATH AATOPHTM, HA3BIBACMBIIT
ilmlxby.mpn.\l (diffuser), ocHOBHOII 1He1b10 NPUNICHEHIS KOTOPOTO ABTSETCS HOAYe-

X JaHHbIX TIpH
nexomix. 11 ' eT B3A0M KHIodei 1T
setnidpponiy. Jlaniias omuist 10 yMoAaNIo Bitoteia. OBecniemmaeMii ypoeris
6C301ACHOCTIE BIIOAHE AOCTATONEH HE TOABKO A1 SAUUITH! THAHON HePEHCKH 0T 110~
GOIBITHEIX SHAKOMBIX, HO 1 1 KOPOPATHBHOI cpeze.

Kitas FUAUA 1EHTPATIEOBAIHOTO YIIDABIEHIS! DI BHEADCHITH CPEACTS UIHGpo-
BAHIS1, @ IMEHHO, aPXHBHPOBAHIC KITIONeil BOCCTAHOBIEHIIS Ha Cyaii YTpaThi 10/
SOBATE/IEM JQHHBIX U1 AOCTYTIA K SauimdypoBaniioii 1iipopMaLiiL, YCHeiio peinena
5 Windows 7 — a7a inpopwatns xpanircs i ActiveDirectory.

@ynxuns BitLocker to Go ofeciieunBaet 3auiry AaHHbIX Ha CheMHBIX ACKAX
JGUKE B TOM CIyuae, eC JMCK o y auura
BitLocker To Go nechaa Hazieiia, 1 JaKe €Cit Y 310y MBIILICHHNKA €CTh (itsieckinit
JOCTYII K JWICKY, 310 HE SHAUHT, UTO Y HErO eCTh AOCTYIL M K ZaHHbIM Ha STOM JICKE.
C HOMOMIBIO TPYTIIOBOIt HOHTHICH MOPKHO BEECTH TPEGOBAIIE BKIOUATS Ha CHeMHOM
Jwexe sanurry BitLocker To Go, npexute wes paspeniath Konposarie Ha Hero.

Cucrema wiugposanns painos

Crtereva unidpposarnist aition (Encrypting File System — EFS) ioanozser wicpo-
sar paiibi 1 AULUTH OT HECAHKILIONIPOBANIOND 0CTY
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Onta tioamocrio perpoeita i dhitionyio cricresty NTFS it conepiieiiio 1pospa
st Korza 1t nporpasia K saumppo-
Bantiomy (ailny, ONIEPAILIONHAs CHCTEMA ABTOMATHYCCKH THITACTCS HOAYHITH K0
PamADE G GESS Yt DDA HIpplatie W IO o e
nos3oBatess. ToB30BATENH, HMEIOIIIE 0CTYIT K KTIONAM, MOFYT PaGOTaTh ¢ 3aliidh-

paitav Ta, 570 BPeMSI KaK OCTATHbI
HOK30BATEAsIN AOCTYTT ByJieT Banpertici.

B OC Windows 7 b apxirrexrype EFS nosiiach nojiiast no;uiepika ammmrisiee-
ot punrorpapunt (ECC). Baaroraps arowy EFS ommesaer tpeonamun  unichpo-
B, Npe Suite B Areirren i GesonactiocTin
CIIA, 1 IpHTOUA U1st 3ALUITb CeRCTHOT 1HOPMAILII B FOCYAQPCTRITBIX YIPesk-
sensix. Crangapr Suite B TpeGyeT HCTIOb30BaHIS! 115 FAUITH AITbX AATODHTAOB
AES, SHA n ECC.

Tanzapt Suite B we qonyckact ucnomsosanist uiposanis RSA, o ciicrevia
unihposati haiiion EFS 5 Windows 7 no:uiepiisact pesiis CoBuecToro o

sosannst anroputmos ECC i RSA. Tak obecnieunpaetest oGpatias COBMECTHMOCT ¢
daiizas EFS, kotopbic Guumt 5 e pepeinii
Windows. I ) RSA nepeiiit ia ECC uis
TReTCTRIS Suite B, moryT noc aThest cio.
s AbHOIE SAIUITE AabIX aosars 1 BitLocker,
uEFS,
Hecaitauiorposartibii AOCTYI K AGHHbIM MOAKET HEFATIBIO OTPANITICS 112 padoTe
HOCKOBKO i 1wt Koz TIK. Bataria cuctestst
daiiion EFS - e .
<o
O TAIGKE BYOIT B 3TY IPYIINY iCKa.
Toayus ¢ it xoctyn K b,

MowKer

<

HCPCIAYCTITTH KOMIBIOTEp H TIOBKICITT CROM MOHOMOMIIS 0 JIOKLIBHON Al
MIICTPTOPA,  PE3YIBTATE Hero OYINTE 0CTYIL K ZAHHbI NOT0BaTesICl;
nommTaTLeA BOHTI B CiCTeMy KoMmbioTepa ¢ OC Windows 7, utobhi cronipo-
BATH BCC JOCTYIHBIC ZAMIHC 1 CHeMHbi JUICK, TIOCE \Ier0 OTPABHTH 1X 110
“uteKTpoIoil ouTe 1w nepeats 10 FTP ta yaaterinili cepuep;

ie}

o 1o y apyroii OC, wrobi nanpsvyio
cKoNpOBaTH (il bl ¢ sKecTkOr0 AuCic;
101 apyroii OC 1 cairarh conepiki-

Mo paitna noucaucH, DIIITCS OTKPITHIT] TeKCT 20Ky CKoTopEI-
M BeaCh paGoTa;
O s npocroro 1K)6onbncnm conpy e orker mpocsiorpers i i,
Apyrin cresian oGiero
Jlnst cnipkenist pHCK( JIAHHBIX MOKHO
umpoBatie MIOPMALLI Ha KCCTKOM AUICKe, VCOBCPIICHCTBOBAIA TEXHOAOTHI
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EFS 8 OC Windows 7 1030t ipi 910 oc

O FIOYMILICHHIIK He CNOKeT npowiTaTh sanmibposariibic dailis, Herobays
APYTYIO OlICPAILIONITYIO CHETEMY, ECI Y HEro He GyeT Kciova paciidposaiiis.
JLis OBBILICHIIS SALUTTH TAKOI] KTION MOPKIO XPAIIITS 1A CAPT-KAPIC;
HIOYMBIILICHHIIK He CMOAKeT J0BPATHCS A0 I0bIOBATCILCKIX AGHHBIX € 110MO-
i aTakit nozGopa napoais, ecan kiiod EFS, npiiazuies:
XPAITCs! 1a cvapT-Kapre 1w ecut wyiecte ¢ EFS nenossyercs: undposarie
it Locker, OXparisioliice Xt Hapo:st 1t KONPOBAIIBIC YHCTHBIE AIIbie;
HIOYMBIILICHIIIK He CMOAKCT HOMYINTH JOCTYII K KOH(ICHIUG Db AaIbM
TIO30BATE5, CC1 € TIOMOMIbI0 TPYIIIORO] HIOITHIL BITIONIITH OGA3ATCIbHOC
mppoase mat /10T
FS nossozsier AGHHBIE Ha HECKOABKIIX AUCKAX 1t B
OBIUIX COTERbIX MaKaX;
EFS noanozser
KAKIn 1 K1 ABTOHONIBIX (paii108.

VIOUIIX Pe3y IBTATOB:

o

[©]

no-

Cnyx6a ynpasneHus npasamm
CarysGa ynpasaetus npasasi (Rights Service
"

s~ RMS)

Bt
ii o, Bef-conep-
KIINBIM 1 ADYTIVIE BT HGOpVAIUL.

Banurra Graroaps Korsta chaiin 1t
ICKTPOIIOE MHCHMO HepesaeTes cayGoil RMS 1o npeanpisiminio i wepes Hii-
TCPHET, NOAYHITTH K HeMy JOCTYI MOTYT TOIbKO Te, KOMY 310 B SOl (popye 110380~
aeno.

Cotysa ypasieiis NpaBaNii COCTONT 113 CACAYIOUUEX TPeX KOMIONCHTOB:

Jlia OC Windows 7 tpeyercs Windows

Rights Management Services for Windows Server 2003 1 Goee rioauieli nepeini;

O icutenm cyctn ynpacaenus npasaxe. ot kierrr nerpocit B Windows
o ww bt npasa. win
1 KOHTpOD -

O cepuep cayaios ynpasienus npasaae,

opyatui.
Caycia yrpasneia TRADAA TOSDOIAET GEPOTICH © PUCKOM HCCHICUIONTDO-
santioro Toxoi
MOKET HpOI3OITH Ca1yaliiio 1A 110 310y Y
cryawni:

i Bor S Tope et 30

O ne nponepiy ! cem, 06-
panatoresi k USB u RCCTRIM /DICKAM TGO TIpOCh
puaior ofuute nank 1t 1 cepepe;

D-

‘MAILHIO HEPA3PENICHHBIM HOTYHATE/5IM B HEAC/IAX WIH BHE NEE/IOB Oprani3a-
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o povepry et KompYIOr i saKpbiTyIo
e yerpoiic-

TBA 1 1

peniem: wanpiniep i chenii i
TiponepKy aiiio a0 onya-
Pl sl S S B i
Mt COOBIEHISAN LT 110 OUOpaRTOBOli ceTir;
o nponepky -
bopwaIIo, PacrieuatKy NOryT Gyl OGHPYAIITS e COTpYMIGH, KOTO-
PhIC TeM CaMbIM TI01YIQIOT BOSMOAKIOCTD CKOIIOBATS Ce, OTHPABIIT 110 (akcy
11 110 DCKTPOITHO o
s ii sanrms B obiiest gocryne wit
Gore, HANPAMYIO HCTIOIb30RATS C1yKGbI
npanavis. B 5TOM Cy'iae lIUITa OGCCTICIHIFOTCS ABTOMATINCCKIE 110 MEpe Hepeavin
JQUIBIX MCAKAY XOCTANH, YCTPOIHCTBAMIL 1 OGUUIMIE TaTKaH.

anasneune " ycranona yc-rpoﬁm

Tor dpaxr, 410 K cBoeyy HoB0e oGopy10Ba-

e mmuupm Ph\g and P]av nanpn\;('p Ut SB HAKOITEE 1 HMHbIE CBeMIbie YCTPOTiCTEa
HCK GESOMACHOCTH, € KOTOpBIM TIDHXOITCSE

GopoTbes anmCTpaTopa. Ol COCTOIT HE TOHKO BTON, HTO B CyHae YCTaHOBKI HTIOA-
ACPAHIEICNOO 0GOPYIOBNIS! CTAHOBIITCA CI0AHICe O0CCTICHIIEAT) HALICAAIIYIO pabory
10 11 B TOM, 41O Tarc e

HeCaliuonipopalitioe 00aieriie 11 yAaieniie yerpoiicrs npeictansicr coboit
GBI PIICK, IOCKOTbKY Tk MOAHO FAIIYCTIITh BPEAOHOCHYIO IPOTPANMY, V/GUIHTh
HYSKHBIC TalHbIe 111 BHCCTH HEKETATEIbITbIC,

BOT HCKOTOpIC MPINICPBI TAKILX CHTVaIUIiE

) iil nposepiy [y aiiHO I HAMEPEHHO KOITHPYET KO-

aiis ¢ T8 1t

oo yerpoliorse; K acriia caysnik worsapeae nporcxouIT 13
Bairioro ® Ha ChesHoN
STOYMBILIICHAIK BXOTUIT B CIHCTENY Ha KOMTTHIOTEp, HPOIICAIIIX TPOBCPKY
Ho:M0BaTEIICH, 1 KONHPYET JAIHbie Ha Chemiii U1CK;
SIOYMILICHINK NONCHACT Ha CHeNHb ANCK 1M b OBIIYI0 CeTenyio Ty
cuenapuii ) na
ocrapsenili Ge3 npHCMOTpa KoNITbIOTEp;

a
autipo-

O

O

3 y 3 iiCTBO CteKenns 3a Ha-
KATIeM ICTABILL, KOTOPOE NICPEXBATBIBACT YNCTHbIC JAIBIC IOALOBATE 1S U151
npoBezeiia ata.
s prcas sawerirs,
T YCTAlOBKIL I HCIIOB3OBAINI HEPA3pCLICIIbX YCTpOFicTs. B pyiionyio nomiiy
BIECEHO HEMUIO 1avCHeHII, NOSBOIIOLUI HOAICE KOITPOAIPOBATS HOBITICH YCTa-
HOBKII HEIIOLACANBACMBIX L1 HEPA3PLICHIIBIX YCTPOIHCTD.
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OJU1AKO BKHO TTOHIMATS, 4TO YCTPOICTRO YCTAHABTHBACTCS! HE LISt OO0 101b-
sonareas. Tlocie y A0CTYTIHO Beey
OC Windows 7 oecriesimact KOHTpO:ih A0CTYN K YCTANOBICHIEN YeTpoiicTnas
(ameite 1 aniey) a yposie nomsoBaTercii. Hdnpu\ltp, ooii yuerioit samcn
MOAKHO PAPEIIIITH OB AOCTYT 1 b
Takomy Kak USB-HaKOMITe:Ib, 2 Zpyroit YHeTHOI| SallieH TOro e KoMIbIoTep:
YT TOALKO AU HTeHIEL

7.4.3. 3awmra ot BpegoHocHoro 10

Bpedonocias npozpansa — 570 mioGast nporpaiva it (A, KOTOPIC MOTYT HaneCTis

-

Bpe o Hanpinsicp, npe swtIOTCs
T Iy, OO, TPORIKIE OPASOT, GRTAKTS! DT rootkit it wnion-
croe 110, 6e3 ero

OC Windows 7 coepinart 3
sanurry ot X nporpavit:

cpetcrra Gioverpiecioii sanum;
sauriik Windows;

anrusupyc Microsoft Security Essentials;
CpeACTBO yAteHIIs BpesoRoCHbIX nporpavsi (MSRT);

OOOQOO

Gpavayap Windows;
rexnozoriio AppLocker.
Heo0XOMIMO TaIGKE TIOMIHTS, HTO BXOA B CHETEMY B KaHCCTBE O0bIMHOND M0/15308a-
e SARICTCA HACTOSTEbIO ii Mcpoii
i 1a HPEANPIATIII HCHOARYETCs CTpATrtIt 1:1yG0Koi 0bopottst (defense-in-

depth), Boamowiio TakoKe JPYTHX Cpelt JIOCTYTIHBIX
160 Kaxc wacts Windows 7, 1160 b Biie OTICABHBLX FArpy3OK.

CpezacTsa 6GMOMETPUYECKOI 3aLLMUTBI
B npeasutynumx sepensx Windows ckaHeps! 0THEUATKOB NAIbIEB N0UIEPKHBATICH
Kalk cpescTBo BXoa B cnetesy. B Windows 7 iveiores cobersenbie Guomerpitieckite

ApaiiBep 1t MPOTPAMAILIC KOMIIONCHTH, KOTOPHIC MOTYT HCIIOBSOBAT BIACbIL
e nabiien. Buoyerpii-
seciast tuiaropya Windows Biometric Framework, pxosias s cocran Windows 7,

HacTpoiiicy Gioy yerpoiicrs,

e CKCPOB OTIeHATKOB TATHILED 1 ADYTIAX GHOMETPHSECKITX YCTpOicrs 5 opve,

VAOGHO/t BIACOKOVPOBHBbiM NIDIIOACHILAN, @ TAIGKE HO3BOSET b CANNOIL Natiepe
10 anamiy nabie.

Tosweriie B OC Windows 7 H0uiepsKKit GHOMETPHI H03BOJIACT CORATH OO~
el YPOBeith MPOBEPKIL, B PAMKAX KOTOPOTO M0Tb30BATCh AOKEH TPEIbSIBIITH
wmo-1mo, Mo SISEMCS. €20 HaCTIbI0. ITOT HOIXO CHIKAST DHCKH, CHASAIbIE ¢ HEl0-
CTATKAMI HApO 1t CAPT-KapT.
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Xors Windows 7 MIHOFO PAIINILX €110cO50n ’
nponepiit c 1 A0CTYIIHOCTD CKaEpOR
HIBLICH ACTACT UNCHIO 3Ty HanGoce HacTo ReTp i

Tposepra IrTblIeR o6AAtaCT Cieay ¥

O ObINHO OTHEUATIH IBICD HE MCHAIOTCS B TeueHHe Beeil KT3It

O 3a Be10 HETOpHIO I i1 00 Tapbi
(aauke y onrosiinienbix Gtsienon);

O CKaNephi OTIICUATKOR RUIBILCR TeNeph GOiee A0CTYIIILG

O MpOILCeC CRAHIPOBAII NPOCT I FAMACT MATO BPCCHIL;

O moicokast i ok
HOTO IPOIYCKa 110 CPABICHIIO ¢ APYTIIT (lx)pmamx GHoNETpItECKOrO A,
HANIMEp PACHIO3ABAIIL LA 1T ToI0ca.

Oumiaxo y atofi pop y JutHOCTIE ecTh 1

O 1P NIOBPEAICHIN TTATHILA CTAHOBITCS HEBOSMOSKHBIM IOITH TPOBEPKY;

O HCCICAORANIS NOKAZAII, HTO HEKOTOPHIC CHETEMb! PACTIOSHABAIIS OTHHATIOR
TEUTbLICH MOAIHO 000IiTH, IDEICTABIB <0OMaKY>;

O BO3PACT 1L XAPAKTEP PAGOTHI TIOTBOBATEIIST NOTYT He TIOBBOIITH CAMY YCTICIIHO
HPOXOUITE IPOBCPKIL

OBbario mapsizy ¢ Gioserp

; anpiniep )y PIN-xo
I €NAPT-KapTY, HOCKOBICY GHOMCTPIRICCILE YCTPOIICTRA MOKIO OBMAIYTh.

BawmrHuk Windows

JList S1UFTHE OT IATHONCKORO MpOTpasMioro olecreernist b coctan Windows 7 icio-
e o MOy 1, K1 FattycKaeMbiii i KaK1ofi sarpy

1HONHOI CHCTEAb 1 BITIOAAIONTTT CKaNpOBaNTe (ail/IoB KAK B PEXHNE PEATBIOTO
NN, TAIC 10 SAHHOMY TIOTD30RTEIICN PACTICAITIO.

B e curmayp Banurrne
Windows HCTIOB3YeT HEHTp OGHOBCHI AT QBTOMATINECKOIi SaTpY3KH 1 YCTAHOBKI
HOBBIX ONpEtesIeIttii 110 Mepe 1x Bhiycia. Kora NpOrpavvia IbITacTest BHeCTH Havie-
wens B saunmiennyio vacts Windows 7, 3anurriix Windows sanpatmsaer
SOBATEIS! CORACHE HA ITH HIMEHEHHS, TO0bI yeranonky
WIIHONCKOI 1TPOrpaMMB!

Tlozeanoii 0cOGEHHOCTHIO AHTHIITHOHCKOTO MOJLY
Tareve ¢ cerenbiv coodmectson Microsoft SpyNet
Microsoft SpyNet — ato cerenoe s
AIEKBATHO PEArHPOBATS Ha YTPOdbl, HCXOAILIE OT IHONCKIX Hporpai. OHO Taioke
GopeTest ¢ pactipoCTpaIeHIeM HOBLIX BIVIOB TiX 1porpasy. Ecn Sanurrinm Windows
OGIpYKIRICT HPOTPANMY 1T HBNICIIC, BICCEHIIO 10, KOTOPHIC CILC e 01y it
OMEHIGH Crereiti OTICHOCTH, MO0 NPOCNOTPET, KK ZYITIC VURCTHHIGH COo0mecTsa

i 12 TaKoe e U naoGopor, AeficTait, npenpiyac-
MbIC BaH, TIOMOAIOT APYTHM N0TIIOBATEIIN ONPEACTHTECA ¢ PEIICHHEM.

1 AICTCS yAteiie paboTath B
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IHTuOrCKIe IPOPANMB HPCACTABIIOT CCPHEIIYIO OIACHOCTD A5t IPEANPHSTIS.
Yane neero pcki, Hexousiute ot Takoro T10, CBOATCs! K CeAyIONeMy:
o ii aeaosoit mndpopyva-
i

JUHBIX QB O
AXBAT KOHTPOA HAl o cropoin g
notepis e -3 odupera, -
oncxinnt 11O 1a CTaGHAIOCTS 1 CKOPOCTS PaGOTH KOMIIBIOTEpOTS;

DOCT CTOMMOCTH IOLICPAKH, Bh3BANIbI FapakerieN;

HOTCHIELTbbIIL PICK AITaK, CBZAION C Nonapiieii e i Te pyiit Kondit-
sewabioi midopyaeii.

Baurming Windows cayirT 41st CHIKCHIS PHCKOB, CBAZAIIIX €O IITHONCKIIN
110. B OC Windows 7 1o ysomsarmiio Sanurrinic Windows piriosert. Dtor kosmio-
HEHT CHpoCKTIpORN T, Y705 b HOPMBILALEX YEAODAX OUBMSAT, e
Bmsiie wa padory nocTostiO uepes
ne6-caifr Windows Update 1t uwm,. Microsoft Windows Server Update Servioes
(WSUS).

K sanurre ot nporpas, Banurrin-
Kom Windows, Microsoft peKoMeILIyeT YCTaHOBHTS aHTHBHPYCHOE peliieHiie, HTo0b
JUIITH BOBMOKHOCTS OGHAPYKIBATH BHPYCH, TPOAHCKIE NPOTPANMBI 11 HCPBIL.
Harnpimep, TAKHM MPOAYKTOM SBIACTCA dulmwpy( V[nmsufl Security Essentia

aanun it ceprepibix
KoMIbIOTCpOD.

seayer orverity, wro Ganvrmiie Windows e sisercs anmimmionciin npi-
aoerest wacca. Ot e 10 enrpa-

3 Y, cosnanio 1 KotTpot0. EC1it HeoGXomMbI
11010GHbIE CPEACTHA, CACAYET OOPATIFTH BIHMANIE Ha APYTHE NPOAYKT, HANPIMED
Microsoft Forefront Client Securit,

i Security i
Kopriopaus Microsoft suinyctiia 29 cerrsiops 2009 roza guuarbityio sepemio an-
supyca Microsoft Security Essentials (MSE), mm)pbm olecieunBaeT eIy
SAULHTY KOMIIBIOTEPA OT BOSMOAKIBIX YIPO3, B TOM HHCIIE OT BUPYCOB, UITHOHCKIX
HpOTpaNM, PYTKHTOB 1t TpostHOB [71].

Microsoft Security Essentials paGoract s hoiiono peskiisie, e orpaiiipas ficiic-
THI HOABSOBATECIH 1 He SaMEIA PAGOTY TOGHIX, A@Ke HH3KONPOHIBONTE -
HbIx KoMmbioTepos. B airrisupyce Microsoft Security Essentials saoken Mexaniay

T o7 oy tei, ii ToMY, KOTOpBii Gbt
5 OneCare 1t 1 Forefront. D10t aiTHBIPYC CO3AI ¢ MAKCHMATBHO TPOCTEIM HITEp-
(peficom 1 MIMYMOM HacTpoek. TTPOCTOTA HCNOB30BANHS — OTIUNTEbHAS YepTa
Microsoft Security Essentials.

Tocie yeraHoBKi i 3anycka antisupyc ot Microsoft nauniaer MonTopir cicre-
MBI B PeaTbHON BPENCHI 1t TPE/UTAIACT TIOTBOBATEINO TPit PEAIMA TDOBEPIIE: GbiCT-
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PYI0, 101110 1t BiGoposiyio. KpoMe TOro, HO/TH30BaTe b MOSKET JaIYCTHTS HPOBEPKY
i st it 3 ROHTKCTHORD e posountka Windows. Aiubitpye siorker

e i e HPOTPANM B apXIIBaX, B Hac-
THoCTH cramposaty i B opusras ZIP 5 CAD. B Sponsecs atnihosamin
yrposas. Ilpu aton Microsoft Security

Essentials e BHpYCa, HO 1 e

ero noaps B KakoM i i ‘BpeoHOCHbii KL, Kakie

ACCTDYKTIBIIC ACTCTIA Ol TeceT 1 . 1 Kam:m“y HallAeHTOMY BHPYCY Nporpavya
yponcith

CIONT OTCTHTD, 5TO HHOTA ATHENPYC 0T Microsoft Mo&eT npiisITh 3a BUpYC
GeaoGruibiil (paika 1 OTIPABITS CO HA KAPAITI, 2 B XY/ULICM CIYHAC — H BOBCE YAG-
T € eCTROTO uicKa. <TIpOMAXH> AHTHBHDYCA CBZAIb C TEM, 1O OH ONNPACTCsH
HCKTIOMHT IO Ha SATPYSKEHITBIC CHITATY bl (KCTaTH, OGHORICHIIC (23 IPOICXOAIT He
rak GhICTpO, KK Y ZPYTIX YCHbIX TIAKETOB) I He yvieeT b 1108~
JICHHE HEM3BECTHBIX BHPYCOB. 10 JIOKHBIX it MOSKHHO, Ka-
3ap nekoueiits. Hanpisyiep, MOKIO yKagaTh KATaior 1t i, KOTOpBIC e Gy
nponepsiTses crariepo. Mo Hcox npoteccon 1
Fazats T Gailion, B KOTOPBIX BHPYC He MOKET mmm best, CICYCT TakKe OTMe-
T, 570, e anTHBHPYC or Microsoft MpHCROILT NOTeHIIATBHOI Yrpo3e BHCOKYIO
CTeIeIh OMACHOCTH, YOEATS €ro B 0GPATHOM MPAKTIHECKH HEBOIMOKIO — TaKoii il
MOAKHO TOTIBKO YGUIHTD 1LTH TOMCCTITD 1 KapaiTli.

Aumusipyc o1 Microsoft 1actpoeit TaKiny 0Gpagos, ok HE ABaTD 0Ms0B-
e o st aeopos K s AT Coesanper
CRNMpOAINI 1 FANYCKACT B YAIIOE BpENSE IPOBCPKY KONTIOTepa. Be e

B ypitazt cobsiminit. B KypHaie MOiO
o, A S A | il L e
CHTEIILHO TOTO, YO ¢ HHMIE HYAHO JCTATS, A TAKGKC YBILICTD, Kakie AcliCTis K it
ot npinMercibL

Tocse muxona Microsoft Security Essentials 13 craaumi Geta-rectiposartis Gutio
HDOBCICHO MHOPKECTRO IPOBCPOK HATEAKHOCTH TOit HpOrpaybi. B 0N, airmiBipyc
ot Microsoft Bhiepiast 5T0 TeCTHPOBAHIE H AOKAZAIL, HTO B COCTOANI TOBBICHTH,
GeaomaciocTs paoiero KoMmbioTepa.

Ouiaxo nporpaysie Microsoft Security Essentials cers i uesy ctpesirues. B
JQHHOM AHTHBHPYCE OCHOBHOE BHIMARIIE YACICHO AHTHBHPYCHOMY CKAHCPY i B TO

IKE BPEMsI OTCYTCTBYET AFOPHTM DB anamza, C i anmnsi-
DYC OBHHO BITIONACT B Celst MHOAKCCTRO KOMIOHCHTOR SAIUITH, 1 CKAHED — 9T0
s o 13 enocodon ofecnedirth TIK napsiny ¢

CCTERBIX MAKCTOB, AHTHCTIAMOBBIM MOAYJIEN H NPOSINMII CPEACTRAMH JAILUITH O
BupycoB.

Hasanbiiast nepes anmissnpyca Microsoft Security Essentials e woser cocrapims
€CPLCIIYI0 KOHKYPCIIINO KOMMCPICCKIN IDOGKTAN Mt 110 apCCay NpCLTATCNbIX
cpeseTs sanuTs wcHis 1pog. Buio Gt
HEKOPPEKTHO npipastiaTs armpipyc Microsoft Security Essentials  npoyicray
yponnsi Norton Internet Security, Dr.Web it Anrunupyc Kacriepexoro. Conpeseti-
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HBIC KOMMEDHCCKIE aITHBHPYCH PEIEIOT Goriee CAOAIbIE S, Sex 1pOCTast 1po-
epica cpaii10n. KONMepieCKIte aITTHBIpYCH OXBATHIBAIOT IMpOKIIi} JUAIA30H YIOs.
Aron KPKA KONGIACHIURATLI AN, 1t 321 . @ of Quuiira, 1 Gesonacioe

. Mioriie YCHbC TaKeTh
npeLiaraior cossanie |)c‘wpmmi'| KO b, (pmm pyloT oToGpaKaCMBili KoTerT
B CCBUTKAX M T.

B aexadpe 2010 rofa Kopiopaiuis Microwfe BLIYCTILTA OBHOBIEHIYIO BepCHio

antnspyca Microsoft Security Essentials 2.0. Hosas sepenst Microsoft Security
sentials 2.0 noayuiLiach soctatouno 106potHoii [38]. B npoaykre Henoassosai
Goatee GHICTpbITi AHTHBIPYCHBIIT ABIKOK, 2 TAKKE OGHOBICHHBIC aATOPITMbI L1300
HAPYKHIIS! CIIOAHBIX BPEAOHOCHBIX NPOTPaMM, 4TO HOBBICHT YPOBelth SALUITHI,
B npojtykre peaizonaitbt rrerpaiis ¢ Gpaiivayapos Windows i cieresa ana.mi-
cetenoro Tpaciica. Tetieph anTHBIPYC CHocoben TPOBEPATS cetenoii TpadK, noka
HOJIOBATE I NPOCMATPHBACT BeG-CTpanHiLsL. JU1st NPOBEpKH TpadHKa HCHO3YETC
rexnaziorns Windows Filtering Platform, erpoenias s cieremy Windows 7.

Kpome Toro, Hosast sepeist Microsoft Security Essentials 2.0 rertepn Teciio wirrerpi-
pyetes ¢ oboapesaresten Microsoft Internet Explorer, ofectieunpas sauurry ot onaii-
YIPO3 11yTe GAAOKHOBaIIIS BPEIOHOCHEIX CIEHaPHE 1a BeG-CTPAIIILA.

Omako creayer oTveTiTh, uto ansipye Microsoft Security Essentials 2.0 rio-
NPEAKHEMY TIPEIOCTABIACT SAINTY GA30BOTO YPOBIIS:; KPOME TOTO, MEAILY BHIYCKAMH
OGHOBICHHIi OGBINHO TIPOXOTIT GOABLIOT IPOMEIKYTOK BpeveHI.

Bakioe joctomierso anmisipyca Microsoft Security Essentials — Gecramocrs,

ECaH CpaBHHBATD 9T0T ANTHBHDYC C APYTHAIH GECTLIATHBMI PapaGoTIaMI, TO 316ch
armimipye ot Microsoft 3aHIMAET A0CTOIiHOE MECTO, ONIEPEULE MHOTHE AHATOMINHBIE
pIIOKEHIS.

Co

Cpeseto yienist BpezoocHbix nporpayy (MSRT) — 510 neGozbiiast nemosiesast
HpOrpANN, pa3paGOTaITas U1 OOHApYKCHIIS 1t Ao 0¢060 Ormacibix
BILIOB nporpavist ¢ Windows. Kawwii
et i necaivax Mictosolt Updite, Windows Update, WSUS n wrerpa aarpyaor
Microsoft nosisieres 1opast Bepeiis 910ro cpeicsa.
Byysn sanyiersis, cpeactio MSRT b boHOBOM pekitye CkaIIpyeT KoMsioTep
1 COMIACT OTCT 110 OBHADYKCHIbIM 3apasKeHItM, DTa POrPAMMA He YCTAHARTIBACTCS!
 ONEPAIIONHOI] CHCTENE I He IMECT IAPANCTPOB IPYNIOBOIi moiTinKH. CPEICTHO
MSRT te SBCTCS AITHBIPYCHbIM IPILIOACHIEN KOPIOPATIBHOFO iacca. OHo tie
. coaaintio or-

SCTHOCTH 1t KORTPOTIO.
B 0m0:eHHe K CPEACTBAN Salilt
Ha pee o faie

1 OC \Vn(lu\w 7 i

9T0 He TIO3BONT HOTHOCTHIO HA0EKATD pm.knh, epesnCCII HDKe:
o cperctny DYCHOI SAIITH B PEAHME pe-

AIBHONO BPENCHN He YAAETCS PACTIOSHATS ch,mﬂoulvm nporpasty;
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O pexonocHofi nporpays e

PEABHOTO BpeMeHIH.

VIACTCS! OTICTOMHTD Ho

10.1b3YEMYIO 3AUTY B

B ominx cirryausx cpeictso MSRT MOAeT HCTOMBI0BITHCS Kak AOHOMHITE b
bt iy wacto perp upor-
payn.

1 crken prickon BRTOTS 1
KOMITbIOTEpaX aBTOMATITICCKOR OGHORICHIIC, ST00h cpercTso MSRT sarpy
HIIX 110 MEPE BBIXOZ HOBBIX BEpCHil

10¢h Ha

310 cpeactno mp st yipos, ot ocobertio
4aCTO BeTp m 0cos nporpav,
Cpexctso MSRT 1 ocroniion np st

seil,y KoTOpBIX He ) yetioe 110, O,
NOKHO PASBCDHY T I KOPHOPATHBHOI CPEC A8 YCIICHIIS! CYICCTRYIOIIULX Mep Fari-
THI 1 B KAMCCTRE COCTABHOIL MacTIt CTPATeritit L1yG0Koit 060pO

Bpangmayap Windows
it

—or0 1 IBHO BaUKHAS TS 000POISI OT aTalk

cibix nporpaxny. B OC Windows 7 110 ymoi-
A0 BITIOMeH 1 OBeCTIeIBACT JAUINITY KOMIDIOTCpA CPA3Y T0Ce YCTAHOBKI Olepa-
HOHHOI CHCTEMBL.

Bparniayop Windows 7 duasrpyer kax sxozsmuiii, Tax 1 nexonstuutii Tpacpi, o
oceneuBaCT SAUITY 1A CIyHail HENPCABIVICHHONO HIOBEACHIS! KOMIIOHCHTOB CHeTe-
s, [l wacTpoiian it e c
» wirepdedice Konco Gpanaayapa Windows caeiieiibi cpectsa (iibrposarisa
BXOIBMIETO 11 HCXOMsIero Tpacpiica, a TasKe mapaveTpi IPsec-cepBepa it i30SIt
JoMera.

Bpaiasiayap Windows b peiiyie IOBbILenofl Ge30NaCHOCTI IOUEpAIBACT Cile-
ayioute mpodiut.

Tpodpis zomena. Dror CTYIIACT B CIL1Y, KOEIA KOMITBIOTC MOUCTIONa-
€TC3 K COTIH 1t IPOXOAIT NPOBEPKY MOATHHHOCTII Ha KORTPOLICE JOMCIa, KOTOPOMY
HDHIAICKIIT KOMITBIOTED.

OBl Mo, ITOT MO, 110 YMOTAIO NPHMEHSCTCS A5t KOMITBIOTEp,
He HOKTIONEHHOTO K A0Metty. EF0 MapayieTphi A0 Kb HICTBATS CaMbIC CILIBITBC
OPAINCHIS, TOCKOIbIY KOMITBIOTED IOATIONACTCs: K yGmitarofi ceri, 1 Geaonac-
HOCTH He/Tb3s FApaITHPOBATH B TOl 5Ke CTeIICH, Kak B KoTpomtpyeniofi HT-cpesc.

Yacrabiii mPopHTb. ITOT MPOGILIL GYACT HCTOTBIOBATECS, TOBKO €CTH N0E30-
BATh C MPABAMI JIOKABHOTO AAMIIICTPATOPA HAZHATIIT €0 CETit, Patice HCTOMh-
osaptieii 06wt npohiL. JleTaTh 9T0 PEKOMEIHIYETCS! TOMbKO AT 10BCEHHBIX
cerei

B Windows 7 MeT GhiTh HECKObKO AITHBIbX HPogiLci, 10 010Ny 1a cerenoii
azarrrep. Ecant pas Kpa cetsiv, s Kk~
10K0 13 HHX BHIGHpACTCs! THI PO, HOAXOAI 9TOM ceTH, — wacTHBIL, 0GuI
1w goverbil




316 OBECTIEYEHME BE3OMACHOCTU OMEPALMOHHbX CUCTEM

Boasokiiocts paGoThi i cerit - yerontiey
170 e Bpesi et ARIBIETes OCHOBHOlE LebIO pas-
Jnanbix arak. [lis M janmn

HCTIOS0BATH CPICTRA FAUITH OT CBATAMIBIX ¢ CeTenoil pagoToil Yrpod.
b b HalGoee HacTo :
O HEN3BECTHOE JIHIO MPOBOINT YCTICIHYI0 ATAKY Ha KOMIBIOTEp € IEABIO HOMye-
5L AMHHICTDATIBHb IpHBILACITHiT;

aTakyiouuii ¢ NOMONBIO CKANePOB COTII YATEHHO HAXOMULT OTKPHIT IOPTH 1t
HDOBOUIT aTaky Ha HiTX;

TposiHCKkas porpasMa K KoMIBIO-
CPY ATAKYIOLICIO 1 HCpECT GAKPHITYI0 JCTOBYIO HidpopNato;

o

o

O neperoCHOli KOMIILIOTEp NOBEPIACTCR COTeR0fi aTake B T0 Bpext, KO Haxo-
JUFTCst BiiE KOIODATHBHONO Gparvayopa;

o iytpettieii cerit cerenoii amaxe co cropoms sapa-
Kenoro repa, ¥ KoTof OCTYI K BV

o if prick manTaka, ¢ e o
HOBCHICM Ha BIYTPCHHHE KOMITBIOTCBL

5 Windows 7 ofeccl sanurry cpazy

noczie yeranonian OC. Ot G0KHpYCT GOIBIYI0 aCTh HESATPOLICHHOND CETEROTO Tpa-
(i, TIOKa bl MABILTA e GY.YT YCTAHORIH b A/MIHICTPATOPOM 1L FpyITOof
nomofi. Bpanasiayap Windows Taicke 0ssosser pistposats Hexosiutii tpa-
b, mpitsent 110 ysioanio bect Taxofi Tpacpi pasperneit.

B pexie BT
Windows a1 eex Tpex npoiticii.

Texwonorus AppLocker

Windows 7 piciouact b ce6s 0GHOBICHIYIO 1 YTy MIICHIYIO BEPCHIO HOMITHK Orpaiii-
“entoro nenom3oBars nporpasst — textoiorio AppLocker. Ona npeastaena
s KOITPOIS AR

padotaionunx nox ynpanzeies: Windows 7.

C nosiousio exozori AppLocker MOAIO peaipoBaTh 1a IpaKTHKe KOpHOpa-
THBHYIO TIOITIIKY B OGIACTIH HCTIO0BAIA MpOrPaNMHOro odecnieserist. Koppek-
THASH TIOITHKA 110 HCTIOAROBAHIIO HIPOPAMM O 110;1¢1A. C €€ TOMONLIIO MOKHO

nperirri a pabone pasmiranoe 110 1t
BallyCKaTs T 1 HIbie Henomsiestsie ailibl. IO N03BOICT B 3HaHTeHOl Mcpe
06E30MACITH KOPIOPATIBHYIO MH(OPMALILIO OT PASTHAHBIX BPEIOHOCHHIX YTILIIT, 1

TOM 4HCJIe 0T KoHeit» 1 0. M

ii nomrminkn yse: HALCKIHOCTD aGoITX CTaiuti (3a cier npi-
et
i) Otta noapozsier orcyteTsie

nporpas, KoMt
“Texnonoris AppLocker Windows 7 npoilie B HCTIOIb30BHIA, 2 €€ HOBbIE BOINOK-
HOCTIH It PACHINPACMOCTS CHILKAIOT 3ATPATHI Ha YIPABCHILC 11 TIOIBOSIOT KOHTPO-
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JHpOBATS A0CTYNI K Takind pailav, Kak ciieapin, daiib yeranosiika Windows,
scnomsiestbie daiini 1 chaiizt DLL.

B AppLocker npeyemorpeno tpu Titia npasir: npasiia iytit Path Rules, npasitia
una File Hash Rules i npaniuia maaress Publisher Rules. Paccyorpiny ari npasivia
nopoditce.

Ipasuna PathRules 1035015107 YCTaHOBHTS 3A1ET Ha 3anyCK NpILIOsKeiiti, 1a-
XOSILUIXCS B 3AJ@NNBIX KaTagoraX. Hanpiep, MOKHO paspeniiTh nosaosatesio
ANYCKATH TOIBKO T MPOTPANMBL, KOTOPHIC HAXOMSITCS B antke Program Files, wo
B CONCTAHII € BAIIPETON CAMOCTOSITCIIbHOI YCTAHOBKH NPOTPAMM CACIACT HCBO3-
MOKITbIM Fanyek (ailion, NPIHHECCRHbIX, HATPHMED, 113 J0MA LTI SApYACHHbIX
13 cern Mirtepher. B ueiion, tanboiice xeKTibibiM HCIObI0BaION AHHOTO
npaBitia GYACT paspeliieiiie 3anyCka NPIIOKCHI] 13 TeX HANOK, 215t KOTOPbIX Y
HOIB3OBATEIIS! HET PAA FANHCHE, 1 BANPEINCHIC LTS TEX ATIOK, Ky/ta MPAB0 3anicit
npeiocTanieiio,

Tpasuia Ha ii xou-yrii-
.

ero
dpaiiia 1t noMesaercs Kkai eririsibii, TIpi HOIKTKE 3a11YCKA 3ATPENICHHOTO TIPILIO-
RCII, FGURC TCPEINCHORITION MOTOTATETCN ¢ IO TOMTE! CONI TN,
s o1 parice 1
110 Gy ter oTragano 1 sanycke npioxer. Tpi vouucatu gaiia b pesyatate
SAPAKCIITS €TO BIPYCOM YCTAHORICHIOE OrPAIITICHIIE TAKGKE He TI03ROIIT 3aYCTiITh
ar0T CnosIebT paii.
B Windows 71 Windows Server 2008 vt peaisauni npasita HashRules erozs-
ayercs anropimy xommiposaris SHA-236.
Ltanibii HOCTATOK 9TOTO i NPABILI COCTONT B TOM, {T0 HOBOR SHAUCHIIC XO1ii-
yHKITH TPEGYETCA BHIAHCISITH KRB DA, KOTAa YCTAHARTIBACTCS! OGHORCHIC
outbiin HAKCTOB €O MiO
alion 1 AUANINECKI! HOTKTONACNBIX GHGIOTEK pery.iApioe fHoBeiTe SHatie-
i xon-by KL MOKCT ORazThs C0RHON Saaeil
Hpacuia Publisher Rules 526107 orpanitseinu a anyci 1porpasi 1 ocrone 1uidp-
poBoii noamicH, yeraomicimoit paspaGoTikoy (iagarenes). artibiii i npai
oueith noxok 1a npamitia cepriduiaron (Certificate Rule), kotopsie nenomsayiores
5 SRP: C 11X NI0MOLIIBIO TAKGKE MOAHO D3pCIITh FallyCK HpIIOACHIL 1f CrieHapien,
KoTOpBIC anpinep, Adobe, e ot x pac-
anpe i , ciaen, Oracle. Cavin
Ee s e TOM HYAKIHO BarPY3IITh AHG0 IOKAUIbIIO, G0 B CeTeByIo
nany. Tlpasitia Publisher Rules nosposisior bimoziisirh wactpoiiki Gozee ribko.
KpYIIHBIX IOCTABILUIKOB, € ICIOT
nomci KOTOpHIC MO0 251 Takanx acrpoc. Terepn
¥y POB HOABILTACH npapiua b
He TOMBKO OT HMenH natares (nanpuviep, Microsoft Corporation), Ho 1t oT Hassanis
cavoro npoyira (ianpinyiep, Internet Explorer), et daiiia (iexplore.exe)
Bepetit nporpavtbt (8.0.0.0). [Toc¢/us1s OMLULA TI03BOSCT BAIPCTIITH LI PA3PAIIITH
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Konkperibic sepeti TTO, nepei ApULC 1L1H, 12060POT, He MTUIE FtaIO.
TPt T npawiL (YT, X1 1t m-mm) e
Qa

o+ iy 4 S G
NPAKTIMECKI OB CINICOK THITOR {}'xm.‘mu, KOTODIE MOTYT HaHECTH BpEA cHCTeNe
B KaKI0M COBIABACMOM IABILIE CCTh BOIMOAKIOCTS YKATATD HCITIONCHIIS, TIpit-
M HCKIONCHTIE MOKCT GBITh IPABILION I1HOFO THta, Hexe:tt octioioe. Hanpinvep,
MOAHO PASPELIIITh FaIYCKAT MPIIOAKCHIIS 13 ONPEACCHHON TATIKIL, HO SANpeTITH
Hpi 9703 HpOTpANN ompeeeHioro npoussoTei. B AppLocker ecr Tarke
BO3MOAHOCTD JCTATh HCKTIONCHIT! JUT5 OTACBHBIX IOMB3OBATEIICHE ILTH FDYIIN 1101
aosateneil.
“Texnonorist AppLocker ocoSeriiio nosesia UT-amiicrparopay. C nosnertiiex
Windows 7 y aaiierpaTopos nosmiLics Haiesiii i npoctoii b HenoMs0BaIIL
VNCHT 1t HOHTHC Ge301ACHOCTN 1 KOHTDOISH HAX HX HCTIOZ-
sermen. Texnooris AppLocker 103boiser azMHICTPaTOPY HeTKO NpOHCaTD, Ka-
KIINH TIDILTOACHIBIIL MOKCT 11016308 OT 1A 1HOIT COTPY.UIK KOMIaIIH,
noxicoeniii K kopnopariioii cetit, AppLocker Taike nossoasier orparuirty,
BOSNORHOCTIH HOTBSOBATEAH] 10 SAIYCKY CHENAPI ik YCTAHOBKE PO Ha

. B peayarate y
KEITCRIIX CHeTe
Korza 1 pabounii
oit nozwepract priciay. Kax sy, a0
COTLACT BEPOATHOCTS JAILYCKA LONOHTEILHBIX CYKG 1LTH OTKPLITIS NOPTOB Gpat-
ovayopa i MOKeT OKAJATHCA OACIbIA
¥ v, KOTOp c 3 aorel, cyiiiec
Toyer oro, o 1o cymn cuoeii Bpe W yeranone-

e
10 0 110 O1HGKe, 160 € YMBICIOM POBECTIH ATaKY 1a APYTHE KOMITBIOTEDb, Kak
TOBKO ITOT KOMITbIOTCP HOKTIONITCS! K KOPIOPATHBHOfi CeTit.

“Texioiorist AppLocker N03BOIAET 3a1aTh 1AGOp IHOTHTHK KONTPOIS HCNOEIOR-
I IDHIOACHIL KOTOPHIE CYINCCTACHHO CORPAILGIOT PHCK HOBCPIYTHCA ATAKe €O
CTopoitit nporpas, Ha 6ca

Heewotpst 11a opiteut b ia it cervien, Te;
AppLocker MOXeT GbITh HITEPECia 1 JONALIHIM HOTIOBTEIAN, i
GeaonachocTit cuoero KoMbioTepa. C NIOMONIBIO IOKATHHBIX HACTPOCK Ge30NaCHoCTIE
MOKIIO, HATPIMCP, PA3ELIIIT FAIYCK TOIBKO JOBCPCHHBIX MPILIOAKeHIL, CHITI: Be-
DOSITHOCTD BHPYCHOTO SapaskenisL.

AppLocker zocTyrier ToiibKo Hoa30BaTE M BEpC
(Ultimate) u Koproparmsiias (Enterprise).

i Windows 7 Makcnmasibiiast

o P

TIOMTHCH OFPANIMENHOTO HCTOAB30RAMIIA TPOPAN, BXOAsIE B cocTan OC
Windows Vista/XP, Windows Server 2002/2008 JOCTYIIHb 1 TOUCPAHBAIOTCS! 1t 1
Windows 7. it HOITHKI MOKHO 10-1] st
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HPOIPANA 1 YIARICIIS! BOMOKHOCTbIO JAIIYCKATS I 1A JOKATbIBIX KOMIIbIOTEPAX.
Omaro, nockonbky extiozoria AppLocker 13 cocrasa Windows 7 stasnireniio yio6-
HCe B HCTIOIB30BNHN, PEKOMILIYCTCS! SAMHHTD TH IOMHTHKIN Ha Hiee.

7.4.4. BesonacHocrts Internet Explorer 8 u 9

B Kopiopatn Microsoft oaraio; 0 bel-0GGapersarci CTaiyT co pesires ocrion-
e padosng 5 Microsoft paspaborke
@Ol KaTeropit pOAYKTOR: macros ocoboe aravernie, Ouraro se6-obospesareant
Beerza Ghint Gpeits,
onepunaan gocry & Py pe et Tt e

110, » Kaucerse
Rl MOmMIARUL1E ST 0 BT 0 Cor ASWABE A GACHD
ATYIHBIX 3131,

bBesonacHocts Internet Explorer 8
O6oapesarea Windows Internet Explorer 8 (coxpanteriio TE8) 661 poimymen 19 wap-
Ta 2009 rona anst Windows XP/Vista n Windows Server 2003/2008. OGospesaresis
Internet E\plm‘(‘l 8 Hay B obnacTi
1, KOTOpHe GbL BIIOYEIH B BpCrno 7. B ovepeiutyio neperno E 8 Kopriopaitia
icrosoft BIOILTA DAL HOBBIX CPEICTE 1 TIDOCKTHbIX PeIlIeHii, 5 YACTHOCT Saiut-
eri pexin 1 yitsuio ActiveX Opt-In, 4o ofcresiims neckomio yponici
SAUITH B COOTBETCTBIE © ii oGopon. JIpyrie
HOBIE chYHKIUI, HATpIMEP LILTP (PUIIIITG, TOMOTAIOT SAILUITHTH NOL0BATC
OT aTak, HanpaBICHHLIX Ha HoAyueHHe MHoit nidopyatunt., Kpovie Toro, 5 Internet
Explorer 8 A0Ganict #aop CPCICTE: i S1CNCHTOR VIPARICIIS KOMPILEHUAbHOE-

THiO, KOTObIE AaOT croi sefictain
ceit it coxparsienyio o mirx icpopstatutio [91].
Jnyumeniis, Biiouenisic  Internet Explorer 8, Hapaners 1a saiurry no-aosa-

‘Testeif OF MHOTIEX HOBbIX COTCBHIX YTPO 1t 00CCICHIBAIOT MPCIOCTARICHIIC 10303~
‘ezt Goce MPOCTOTo 1 TIOATHOTO Hirrepdeiica, oficruaoniero npiiTie petcitii
o Geaonacnocr. Hactpoiiia, yeranonerie  Internet Explorer 8 1o ysomario,
IDHBAIIb OGECIICHITS PAILIONATBHOE COOTHOMICHHE MEALY VAOGCTON PaGOTH 1 G-

OAEHOCTS, NOMOLALice 1 UPOKOTO KPYT TOTLSonsrenel
b patots BBIGOp PESKIMA 1t KOHTPOIIH
smstOTes: KioeRbII Texavit B oGospesatesie Internet Explorer 8, koropaiii cotep-

RIIT MO0 HOBICCT, ¢ coxparirmy pit
HoceI oSO B-cpaL

i
[ - Pxph)ru 8, 1 TOM i
O duarp SmartScreen;
O SANBITY OT QUHIIHT 1 BPEAOHOCHBIX TPOTPAN;
O sanurty or ClickJacking;
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(uIkTp 3anycKa clenapies MexAy yanai XSS;
BhueCHIe J0NeIE;
et pexist Internet Explore
SBHOC COTacHe Ha FanyCK aeverTon ActiveX;
O npoeworp 1 pexisie InPrivate;

usrpatio InPrivat
O npexoTHpaneiie BuiO:

OOOO

o

DEP
@ B 5 Internet xplmu 8 micaioc it

D TeXHOTOM I,
HOBLIX BT] |)c~<z\mmux( 1 8 CeTit YTpo3, B TOM NG peastit wcmux MeTORaN COIUATD-
Hoit Dsp Ha uspa
uummnra b Internet Explorer 7 1 pacumpsier ce.

Ouisp SmartScreen 3aUBIIACT NOIb3OBATEs, IPOCMATPHBAIONIETO BeD-C
HHILbL, OT YKe H3BCCTHIX TIOACTABIBIX 1 BPEAOHOCHBIX Y3708, Kpove Toro, mumsp
SmartScreen picniouaer cpeacrsa sanurri ot rexinicn ClickJacking, koropyio xaxepbt
HPUMCHAIOT /151 iepeXbaTa HAKATH| KTABIHI, KPAUKH YUCTHDIX ANHIX HOTb30BATEI15,
MCKAKeII1 BeG-CTPAIHIL It AYTIEX ThHOB atak. Taioke pusrp SmartScreen corepir
OB (UILTP 3aMyCKa ClieHapHes MEKTY Y31aMi, 1PEOTBpAIAIONTT ATaKH XaKe-
pon.

feliist b

ot ymmra n npor . O Texi-
Ka, KOTOYIO MHOTHE aTaKylOUIe IPHMENSIOT U1st TOro, YTo0ht oﬁ\mm)u sacravus

pac )y TaHyI0 anex-
TDOHHOI 1HOUTS! 111 1 BeG-yasie. DHITIED MACKHPYETCA HOALCPHTHMHOE (i3IeCKoe
I IOPHIINECKOE HILO 1 TakyK KAKk Mapo;iit K YueTHbiv
SAINCAM WM HOMEPA KPEATHBIX KAPTOUCK.

Dizustp SmartScreen s Internet Explorer 8 npeynpesiaet o m30Bates o 10103-
PITCIIBHIX L1 YKC HSBECTIIX HOACTABIILIX V1A, eI TeM CaMIN IYTericcTBie 10
Hireprery Be
AT NPH3HAIN HSBECTHBIX TeXHOOM UINIIFA, 2 TAIGKe HCTOT3YeT FI0faTH-
110 cethy b 11 HateHoCTH BeG-yaa. Kpove Toro,
uasrp SmartScreen Filter obecnexnsaer JMHAMHYECKYIO 3AIHTY OT BPEAOHOCHOTO
T10, yAepxiBas HOM50BATEICH OT HOCCUEHNI Y310, 3AMEUCHHLIX B PACTpOCTpale
i akoro [0, 1 0T Sarpyaic RiLion ¢ BPEOOCILIN COTCPRINbIN.

B cocran dprutsrpa SmartScreen BXOMIT He:bili PA PasHILIX TEXIHOTONIi 1 YacTO
OBHOIEN:S1 OHAFHNONS CIVAGA, O HOOIET CNY HOTYIGTh CINYIO AKTYAIbIYIO

y X BeG- e L1 TOTO, WTob CBoE-

g

taisek Explorss 8. ety Sioart et SoAesser s s66-crpaATIS croporte

KIeIT 1Ha pezveT c

CayG0il, JOCTYII K KOTOPOI IOI30BAT M MOAKET PA3CLILITTD IL1H SANCTITD,
DILIST] PeaTi3yeT FAUITY OT MOACTABIBIX H BPEAOHOCHBIX YAT0B TPENS CTIOCO0aNH:

O cpaBHeHHE AAPECOB HIBECTHBIX HAJCHKHBIX BeG-Y3I0B, Ha KOTOPbIE 10,1530BaTEb
TIbITAETA 3AiTH, €O CIICKOM H3BECTHBIX Y710D € BHICOKIM TPaGHKOM, KOTOpbiii
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Xpanires ia Kowbiorepe nomssopatess, Eeait ya

GOIbIIC HIKAKITX POBEPOK He NPOHIBOATCSE;

QNI Y37a, 1 KOTOPHIT| H0b30BATEIIb COOHPACTCs 3a

NIDHHAKOB, XAPAKTEPHbIX U151 NOICTABHBIX Y108

O ompanka apeca yaa, Ha KOTOPbt NOI0BATC1H coBHpactcs saifri, onaiiiio-
5oii cayGe, nomepsitsaesoit kopropauwteii Microsoft, koropas TyT e et

1 Haiien B 9TOM crineke,

<

npejeT Hams

V3CI B HaCTO OGHORISICMOM CIIICKe YAI0B, 3aMCUCHIbIX B (MHULIITe 1t pacripo-
Crparennnt ppezorioctioro TIO. B 9TOT CIICOK BXOAST Yalbi, BPEAOHOCHOCTE
KOTOpBIX oI, o 1
Microsoft.

Jloctyn k onraiinonoii cayxGe nporsourTes 110 SSL-

TAK MTO 510 He CKA3LIBACTCA 11a JArPYake CTPANILL I He MCLIaeT PajoTe M0b30Ba-

e,

Bauma or ClickJacking. Dy rerieps pictosaeT IS

y ) u HOBbL BIA MoteH-
miecrna — ClickJacking. 9ta (ks swseres wacTbio oconioro koza Internet
Explorer 8, 110970My 0 BCerta BKIIONEIA 1 He MoeT GbiTh Bhikioseita. Tlepexpar
meraka Miio, i ClickJackin 3 (Y YAA€TCST 0GMAHOM
acTaBITH Hitiero e atesst mEAKiyTh 10

HO/YHeHHOMY 153 JYTOTO AONCITa.

Tporis rexumit ClickJacking Goawunierso mep nporisoneiicranst nouiee
(TTP-sanpocon (CSRE ~ CrossSite Request Forgery) Geccruabit,  atasyionuii
Mosker stvereri y K 1t 00apesaTeeyt
oBpazont. Habop KHONOK, 2

SaTCM GAIPYIKACT 1IOBCPX HITX JPYIYIO CTpaiLy B ipospasion cioe. Hlousonarein
JAYMACT, T HAKITNACT BILUIMBIC KHOTKH, TOT/ KaK Ha CaMOM A1e BHIIOTHSICT Ka-
Kite-10 ieiicTBIIst 1ta CKpBITOii cTpartiiie. BO3MOAKIO, CKPbITast CTpaHiita yKe npoiuia
HIDOICAYDY Ay TCHTHAIKALIIH, HO3TOMY ATAKYIOUD MOAKCT OGMAHOM JACTABIITH 110/
SOBATE CACTATS, HEATO, 4T 10T ACaTh e Havtepesaica. 1 MpOCICUITS, Takyio noc-

TaK Ka sectio

st i it

@uwsp sanycia cienapwes ey yarami (XSS). Hosast yiktus — disip 5
niycxa ciietapiten Meay yatavm (XSS), — Bojsas b coctan Qistpa SmartScreen,
JAUUIIACT N10/TK30BATEIH OT HEKOTOPHIX BILIOB ATAK Ha CePBEPHBIC PNz, Onit
HOCSIT Ha3Balie «Takit THITA 1, 1L <aTaki OTPAKEHIICN>, 1l SBISIOTCS HaHGOCe

BiLOM aTaKc Ay yastavt, It

VIPOJHCKOIT, KO HEKOTOPbi KO, OGBIHO B (OPNIC CHEHAPIL, HICPCIACTCs B-Cep-
Bepy, asatext Hanpinsiep,
1G-0603pEBATEACN, 63 KAKOIT-411G0 IPOBCPKIT HCIIOBIYETCA CpEpIBIM CHeHapHEN
A repaioot T, Eca pxouas
Jalibie MOTYT GbITh BRIIOYCHS B
peayumapony 0 crpatnny. (s LML oo, Tarc wmo oA, BRCACHHI 1
cTopone KinenTa, Ha cTpanme, i ipyromy
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Distp XSS sanunact ATE:11 OT TAKX ATAK,
evy zanmbie. Tyrem anamisa noroka zanmix Internet Explorer 8 sosker pacnioaiats
HEKOTOpbIE ACHCTBIA, KOTOPbIE 1H OBBINHBIX O0CTORTELCTRAX He AGKNBL BCTpEuaTh-
1, 1 BANDETHTS BLITOEHIE BPEOHOCHOTO ClieHaj

To ymomario sanurra or ClickJacking i XSS piniovena. 3auurra ot ClickJacking
SABICTCS HACTBIO CTPATETIHH TYGOKO AUICTIONMPOBANIION 0GOPOITHE 0603pEBATEST 11
e MoeT GbiTh oTiCTioueHa, OJIHAKO T01H30BATe: Nl MOKET OTICHONIT st XSS,
Taoke 0UIITH LT SmartSereen 1 3aIUITH OT A
1w Bpestonoctoro 110,

Bhutenentte ovena, Haibosice 3aMeTHbIM H3MEHEHHENM BO BHEHINCM BIE A1PeC
Hoii crpokn B Internet Explorer 8 sisnstercst dynkints hyiesienns ovena. Internet
Explorer 8 aBToMATHECKI BLICISICT HaCTh, KOTOPYIO MOKHO CHITATS OCHOBHBIM 0~
Metom yana. D10 novoraer
THHHBI FICTOMHHK YA1a B CJIyuae, KOV Y3ei TBITACTCS BBECTH ero B 3a0ysieHiie.

D1a 10BaA yHKIILA ABISCTCH YACTBIO TEXHOAOTHI Y1YHUICHHOl AECHOi CTPO-
st Internet Explorer 8, koropast 1aet Gosee OTierinmie misyasise npiriaii
BeG-y37108 1 HCION 0 HMH METOJa
JOMea BIHIONNO BCera (€ro Heabst OTRIOUITE) 1 BiLHO OIHOBPENEIIHO CO BeeMIt

1y " B apectoii CTpoKe, 5 TOM wiCIe
o namui i IpoBepKoi 1 0 1o A Y3

Banuuentbiii pesin Intcmct ‘Explorer. Banumenniii pessiny Infernet Explorer
Joctynen i Internet Explorer 7 wm
8t onepauomx cucrent Windows Server 7 11 Windows Vista, Dyriust samu-

misyer SalUITHL, PAsPeIlas IPILIAEHIIO
OCTYII TOILIO K ONPEACICHIbIA YHaCTIaN (bdn.luﬂ()u cueremnt 1t peecrpa. Kpome
“TOr0, BAUIIENHBITE eI He jaeT P

IV])III!WVL‘I oM. 3a
ORI YMCHBIACT PHCK OT Ha A5 13BCCTHBIX YAIBINOCTEl] 1 pactmiperiisix o0ospe-
BaTeIs, 1 M03BOIAS HCTIOB30BATH X LIS CKPBITON YCTAHOBKH BPEAOHOCHOTO KOJGA

anunerto pene obospersaren Internet Explorer 8 paboracr ¢ ypesamay
HaGOpOM 1A, w10 Ho3BOCT uveeiie W cite-
TeMbix dpaiiion 1 noycit Kpove
Toro, it pesxiny c1at Gozee 1y LM K 1107 e Gio B
apxiTety-

sepenn Internet Explorer 7, ecam uuwnmomn b €10 B COUCTAHHI € HOBOJ]

pfm Loosely Couple(l Internct Explorer (LCIE)
1 Internet Explorer,
ﬁnm'sﬂpﬂ ey BRI, )m&vml()uum B saunEON pmmu. MOTYT HAXOAHTDCA 1
OION OKIE € BCTATIIN, AOTAONIINII 5 OGHION PEINC. 0 YCORCPIICrCTIORAITIE
Gpoxepes, Kotopsiii ivesics B Internet Explorer 7,

, TpeSyoIDe 12 ypobe m A

uBILeH B PEXI BITIOUEH /U1 Beex Tob3oBaTedeii, 4Tl
OTICHOUIITS SAUIICINTbT PEAIIN, HYAIO TG0 3A1YCTHTH 0603peRaTE, €O Cret-
IbHBIM IATOM, 1HGO BHECTI NSMEHEHIIS! B PECCTp 11 OGHEKT IpYIIOBOT TIOTITII,
oGt sanycrirs Internet Explorer 8 6e3 ailuilieHoro pesinia Ha KOMIbIOTEpe 1101
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yipantenies Windows 7 11 Windows Vista, 106Xomisio metiy s npasoit iton-
KOIT MBI 110 mamv Internet Explnrm m,xsp.m. 13 KOHTEKCTHOTO MEHIO KOMAHy
Banyexk ot um P ——
HaKaT, mmxmy Enter.

MeXaHaM SBHOFO COTIACHS Ha JaNyck oementon ActiveX. Mexaiay asio-
1o cormacus Ha sanyck anemerros ActiveX (ActiveX Opt-in) nossincs s Internet
Explorer 7. On oTamoNa Bee ey KOTOpbIC 101
S0BATEb HE PA3PEIIILT ABHO, YMCHBIAS TCM CAMBIM PHCK SIOHANCPCHHOTO HCTOTh-
i npeyetanonenmuix eventos. B Internet Explorer 8 aror Mexanmay 3a-
LT OTYNIA fQTbHCIIIICe PASBHTIC — CTATI0 BOSMOPKHO GOJICC TOWHO HACTpAIFATH
napaserpot ActiveX Opt-in 1a ypoBiie 1o:1b30BaTes 1t 10vela, it 100apounie
CPEACTBA KONTPOS TOSBOAOT ¢ GObIIICH YBEPEHHOCTHIO ST HOb30BaTE i
11X CHCTEMBI OT SI0HAMEPEHHBIX ATaK.

Tlepea Tes Kak 00PATHTLCS K YCTAHOBACHHOMY diiexenty ActiveX, Kotophiii pariee
e nenosb3osascs npi padore B Mirepnere, Internet Explorer coobutaer 06 a1om

i

Ha nanesan Aot me: 3M To3BOSCT
HOIG30BATENO PAGPELLIITD 1L SATPCTITD AOCTYT K KaAIOMY OTACIBHOMY ICNCHTY 1t
U GUKIONO Yo, )m(v st aTakit
HE CMOTYT BOCTIONb3 3 s

R ey e S i
e s paGorsi b Wirepiere.
a ypoBile 10:1k3 VCIIBACT FAlUITY, TaK G
pdxpuuumml SIICMEIFTON CHOACT BOCTIOSOBATLC TOIKO TOT, KTO €ro pasperinia,
T ApyTIX niapayier-
o ki oue o ons EATATI e Dt e Sheeiob Mo G
BOCHOIbOBATHCS TOMBKO 1 TEX BEG-YATaX, K KOTOPBIM TIOMB30BATE ILTAHIPOBA
obpanathes, a nposie yabi B ABHOM wa -
HOIB30BIHIIC TOMO e CAMOFO JICNCHTa.

[pocmoTp B peskive InPrivate. Pesin npocsiotpa InPrivate nossozsier sanpe-
mirth oGoapenareo Internet Explorer 8 coxparerte eropini o6aopa, dhaiiion cookie
1 Apyrinx i, Vlior;ta npit ueniomssonaniit obiero MK, Hoyréyka, ofomkciiioro
y npusirens, it TTK, YCTaHORICHHOR b OGHICCTREITHON MecTe, Bbi He XOTHTe, 00k
IDYTHE 0 31, KIKHE BEG-Yth b iocentacre. Pexis mpocworpa InPrivaic
Internet Explnrcr 8 ynpoiacr
cuertoro,u neropis, adiast cookio, ape it Vreprita
W ApyTIe atiibie.

@wnspais InPrivate. Dyinaus pruisrpatnit InPrivate aaer nososatenio Ao~
HOMITCBIBIE CPECTRA KORTPOIA Al CTODONHITIH YATa5H, KOTOpBIM Ol COTTaces
HCPCAABAT JGUBIC O CBOCM NOBCACHIN B irTepriete. Be-yabi ee waiie ofpaia-
10TCS K COACPAIINOMY H3 PASHBIX HICTONIHKOB, “TO HPIHOCHT OFPOMHYIO IO Kk
HOTpOGIITESIM, Tk 1t Caiit Bed-yaay. ORHAKO NOBIOBATEII HACTO He OCORHAIOT,

bpar: HeKOTOphie peiiamiibie 06!
K TSI A pSIOCARMELTEY CYUpOITAN YaTaer, 5 O Vs
nteior Jan-
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HBIX) TIOBECHIEC OTACTBHOTO TIOBIOBATEIS! Ha PasTHMHbIX Be-yarax. (DIbTpaIn
InPrivate AaeT HOL30BATENIO JONOHITEbHbIC CPEACTEA KOHTPOS HAL TeM, Kakyio
HMEHHO - T i 'Th
noveernis B Cern.

TIpenotapatiente Bhmomentst Aanibix DEP. Texio0ris npeaoTspaieiis ssi-
nomerist zantbix (Data Execution Prevention ~ DEP) npitasatia 610kuposat noteri-
LWHRIBIIbIC YAZBIMOCTIE B lnmrl\e[ Explorer i TeTIpALIT, BTG oGo3pena-

Tenen ¢ s mavri. Besona
Graronaps :{)ynxunu past nasssri DEP, kotopast |no.'|||)wc1 ataii, BoasKOLe
110 CueIapInG, Korza e i Ko mbrTacTost ii Ko, 1o~
Meserbii kak <ansics. Dy sanurms nassimin DEP asToyamiecki aer sos-
MOKHOCTD. Internet Explorer 8 Koza M3
erenommyioii ofactit nassrr. My DEP cyuecrnentio yeaosaier npoucee

ci CBASAINIX ¢ HANSTHIO (HAIpINCD, T1e-

Pt Eybepa)

Oyurauis DEP Ghuia mriepasic npeacraniena n Internet Explorer 75 OC Windows
Vista. B Internet Explorer 7 yniuns DEP 1o ymoasaiio phiuioseiia, Tai Kak
HECKOKO ONY:UAPHbX AAOHOB Ghiit HeconNiecTiv ¢ yitauteii DEP 1t sorut
Bh3ATH Sapcpulertiie paborst Internet Explorer npi ncoscrioii DEP. B Internet
plorer 8 dyrkiust DEP niciioveita 11o yso/maniio.

Hossle BoamoxHocTn o6o3pesartens Internet Explorer 9

Honast nepeits oSoapenareass Windows Internet Explorer 9 (IE9) mbinyierta kopriopa-
wieii Microsoft 14 iapta 2011 rota. 3ra bepeinit oGospesareis 10CTyta 1a 39 13bikax
Mitpa, BICTIONas1 pycekiti. B IICpByI0 04EpeAb CCIYCT OTSCTITT ommemecrogor
padorst 1E9. yexoperie,
T Tationet Faplece 9 vasms st v JavaSerpe Chaks o TE9, obocnomun,
o1 61 a sciicTiv nob3oBate: yaKy
100bIX, Javie <TSACLIX> CaifTon 1t rpadiicerit Hachimerbix crpart. To tamibi
Microsoft, Internet Explorer 9 snsiercs cavtis GHCTpbiM 0B03PCRATEIICM, KOA ety
e 0 BocnpoIT3BeACHIti JavaScript.

Kac yroepaior paspaGora, b Internet Explorer 9 nomioctsio nepecyorperia

i cnocoGb Bl 10.1h: ¢ Teriepn

Ha PRI LA BHXOUAT cayt CaiiTh, @ e 060apesaTe, Homst Internet Explorer
9, irrer i cuicrenioii Windows, nosossier
niters Hirrepier, a e oBoapeBareith.

B ofospesaresie Internet Explorer 9 yayumieia Gesonacioers [108]. Internet
Explorer 9 ofceneuact H0.tb30-
watresst b CeTi, NEIOTBAIIGS! 3ar YKy BPE0HOCHOTO 10 1 HOMbITKI Kpaskit AH4Hbix
JQUHBIX GIAT0APS CCAYIONUEM (hyHKIUISIM 11 TCXHOIOTIIAM SALLTh:

O & sonomiente Kk dyHKIAN HpocNOTpa B pesinve InPrivate 1 duastan

I|\Pr|v1u.. soctymia cie b Internet Explorer 8, Internet Explorer 9 yoi-
¢ novoIbIo «aa-
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wgut om caessus (Tracking Protection), KoTopas nosmorsir 5aGa0sposats
e

narox;

TEXHOTIONHI TIOB3OBATESTh MOKCT YKAHBATS, KAKIE AGHHBIC O HEM MO
Tlepeatsl CTOpOrHITN Beb-CafiTay;
pyuxuus Hang Recovery. Hoast poasoiocts Internet Explorer 9 eyt suist
OPPAHIINCHIS TOCACACTBIHI] «ABIHCAHIIST> BITAKH: CCi OUA 13 BRIEVIOK 1Epe-
(CTACT OTBCUATH, OCTATBIBIC BICTA/UKH 1t BECh OGO3PEBATCIh IPOAOIKAIOT PAGOTY.
DTa BOINOKHOCTD AOTOMHSCT OISO BIIAIOK 1f ABTOMATINECKOC BOCCTA-
HOBIEIIE T0C1e 60, KOTOpBIC TAKAKE 0GICrHAI0T PABOTY ¢ 0003PEBATCIICM 1t
NIPCAOTBPANAIOT MOTEPIO AAHHIX;
O gy iveX Filtering. ]t oy nossoICT
HocTin ActiveX /s Beex caiiTon, 3a Heioserites nposepertibix. Ecaun o6os-
peBaredth oBHapyAHBIeT Be-cailt, Ha KOTOPOM He yKa3alt MPEATONTITE bl
pein  apectioii crpoke KIHOIIKA 1OCMOTPA B
s conkispniocr, g ot ol somos Tntenet Explorer 9 iepe-
apbiil PEAIM IPOCMOTDA OKYMEHTO;
Py i ¢ dummpon Jlerericp
aarpyait Internet Explorer 9 1iTerpipoBait ¢o cpeACTBasI1 3aUTH OT Bpeo-
noctioro 110 11 nposepiat penyram SmartScreen. Ha ocioe ariibix o peny-
Tawunin Toro i uioro daiia 1wt peeypea SmartScreen e sy
st wapecTibix paiizion, a
HPCYTPERICHIL B CIYUaC BHICOKOTO PHCKA BPCIONOCHOCTIE sarpyaKH, orpaiii-
MBS A0CTYN K (HIIHIOBBI 1 BpCAOHOCHbI caifra. JLieriersep arpysin
11030SICT NPOCMATPHBATH X0JL JAIPYAKH, OTKPHIBATE FArPYIKEHHOE ILTH OTMC-
HATh HESAKOHEITIbIe SATDY3KIL;
pymgust Add-on Performance Advisor: Internet Explorer 9 nossozser et
BDENSE FATPY3KH AUIOHOB 1 YBCIOMSIET 10 1b30BaTeCH, €CIN TaKie KoMIio-
HEITHI SAMCIAIOT TPOCNOTP Beb-cTpanini. Eciit ofiiice Bpevst arpyaki Beex
S pessuact 0.2 c,
TOYHACT YBEJOMIICHINe I MOKCT OTICIIONHTH MCHee O/ICHBIC 1T CMIKONM
MEUICHNO FArPYAACbIC A0
i

o

U

o

y Ty peryaapi
% ToCAHNX it Hx \m)kun X
BATh ABTOMATINECKI 110 MEpE JI0CTY " MOIYT ycTatan-
JMBATHCA TAKHE BUH i, Kax Kpit-
THuecKne i naxetht
1t nakeTs! JTIyHACMBIE Yepes ICHTp

Windows;

noddepaicka epynnosoil nomumuiar. Ooapenares Internet Explorer 9 obecrie-
“HBACT NPEBOCXOIYI0 NOUCPAKY IPYIIOROI 10AHTHKH. Barorapst 1tabopy
HaPaNICTOB FPYIITIOROt NOIHTITKH, BKTIONS HOBbIC IApayeTpbi L5t NOMICpAIn
wosonocteli Internet Explorer 9, FT-crieisa ueTsi NoryT no;moctsio ynpan-
JITh YCTaHOBKaMI 0B03PeRATE.IA HOCIIC PA3BEpTHIBAIIS,

o
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Internet Explorer sipiseres oy i oGCCricueHitit 3A1UITH OT aTak, B KOTOPbIX
HCTIO3YCTCs! COMRUbIas HiKeriepis, Gaaroapst iwtitpy SmartScreen. Ira exio-
Ton, eromayesaa s ntemet Explorer 8 119, IOMOFCT pacrioaiiaTh Momeniscexie
e HCIOTBPATINTH CKPBITYIO YCTAHOBKY BPEAOHOCHSIX IPOTPAMM 1 FALIITTITTD
muqnuemmu,uym HIHHOPMALITIO, TOTHHBI 1 TAPOIH,

Tlo iy HeC e 0Baltis, MpoBeAeiioro Kovmariicii NSS Labs pTperbem kiap-
raze 2010 roxa, Internet Explorer § 1 9 npozesioncrpiponaut maaysmie oka-

AT BT OT BPEIOHOCHBIX POFANM, c
anbitoii Cornaciio ) ii
a3 URL 5 94% i tunia sy ¢ 99%,
UM OTPHIBOM CTat IYHIIIN B aIITE NOTBOBATEC:

Internet Explorer 9 ¢ Gos
or 1o, ¢ noNoIIbIo
Tpitorom Internet Explorer 9 odortiat crocro Gmaiiniero woriyperira Firefox 3.6
5.5 pas. B oTeTe TAKGKe OTMEeN0, (0 Ge3 BRIOUENHON by penyrait
% iracTCst npi i ity peny-

‘raws npaokennii) Internet Explorer 9 no-npesiiesty AeMonerpupyer aysmntii
peayaTar — 95%.

Crienyer orvierims, 1o juis pador
nuardopsa Windows 7, 1, 1o wpatireii mepe, Windows Vi
9107 0B03penaTe:th padoTaTS He Gyjer.

7. CoBmecTumocCTb npunoxehuii ¢ Windows 7

B onepatuormioii ciictenie Windows Vista G510 1POI3BEACHO HEMAIO CYILCCTREHIbX

yaMeneIii B HacTit 00pAGOTKI OGPAILCHIL TPOTPAMM K PEKIIMY SAPA, 'TO CACILIO

ary OC Goaee Gesonacoit, est Windows XP: O1aK0 oTi aNeHeit 1pHBC K 1po-
st KOTOpBIX MHOTTIe

1 ¢ oboapesaresen Internet Explorer 9 nyaia
o1 Windows XP

TpeGoBIoch HCHpaBITTD.

Mo npitaoskentii Windows 7 octosara i Toii ke Gasonoi apxirreicrype, uto 1
5 Windows Vista. BOIIIHCTEO HPOFPAN, COBMECTIMBIX C OO MOEIIBIO, COBMEC-
bt 11 ¢ Apyrofi. Barozaps ooy a1osy peapertiie Windows 7 npoxoaurt Jiere,
et iepexoite Windows XP tta Windows Vista, a0 cyliecTayer beposiiocts, o
GoJlce CTapbie IPILIOKCHII He COTYT KOPPEKTHO PaGOTTh ¢ HOBBIMII TeXHOOMSMIT
obecnenertis Gesonacroctit OC Windows 7, Hanpiviep KOHTpOJIeM yueTHbix saniceii
(UAC) wm sanurroii pecypeon Windows (WRP),

B 3T0M pasAciie IPHRGCHEL HEKOTOPbIC 13 HaHG01¢e THIIHbIX MPOGICM CORNec-
THNOCTII 1 PECYPCbi, KOTOPbIE TIONOIYT X YCTPAHCHItIO.

Ynyuwenns GesonacHocTn
[yuerIs GesonacHoeTH 5 ()L Windows Vista it Windows 7, koto-
DbiC MOTYT BLI3bIBATD 1IPOGACM b
1t Gostee panx sepenit Windows,
(OHTPOIb yueTHbIX 3ammeeii. Ita texnosoria 8 OC Windows Vista n Windows 7
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H03BOISIET OTACTHTS JATA4M 1t NPHBILICTIEH OGBIMHOTO IOMB3OBATES OT TAKOBBIX Y
anwmerpatopa. Korrrposts yueriix saniceii (UAC) NOBIACT 31Ty KOMITbIO-
“Tepa, B MOAB3OBATEITM BOSMOIOCTS Y00HO PAGOTATS ¢ OGbIIBIMIL TIpABAMIL
OHit MOTYT BBINOATS GOIbIIe 374 1 HCHBITHIBATS MeHblie NPOGIeM COBMECTII-
MOCTH NpIIO eI, e OGNALA NP STOM AIMIHHCTDATHBHbIMI NDBHICTHIMIL
D70 HOBBOACT CHIBHTH PHCKH, HCXOIITIC OT 3APaeHIts! BPEAOHOCHBIMH IOT:
MaMH, HEpa3peNeHHoii YCTAHOBKI HPOTPAMM 11 HecaHKIONNPOBAHBIX W3VeHeH it
cucTemb.

Ojtia 13 cambix Hovteaibix BoavoxnocTeii UAC — BUTYa/IH3III OT/CTHHb Yac-
Teii peectpa 1t (aitioBoii cue: @ npHoKeHIs, padoTatonue ¢
HIUSKITMIL TIO/THOMOUISAMH, TBITAIOTCS! SIICHBATS JQHIbIE B CHCTEMHBIC PACTIONOAeE-
1st. KONTDOIIb YUETHBIX 3aiiceii MOKeT HapyIiaTh padory HpIIOKEHHii, KoTophie He

ic ) i, TTo aoii e Hepea
G: Ha ¢ UAC.

Banua pecypeos Windows. Briepssie nossusics 5 OC Windows Vista nox
nasaritem «3anura Qaivion Windows», Textozors sauurm pecypeos Windows
Terleph OXPANAET HHe TOLKO ITIOUEBbIC CHCTeMIbie daftib, HO 1 TATKH, 1 Pases
pecerpa. Ee sanaua — b GobiyIo 3 b padoThi
orepatomIoii cHeTeM. TIPIIOKCHIS, KOTOPHIE HITAIOTCS BIECTI HAMEHCHIIA B T
OXPAIIEMBIE YUACTKH, MOTYT HEKOpeKTHO padotath B Windows 7. B Taxix cayuasx
NIPILIOSKEHIE HYKHO HCTPABHTH, 4TOGbI OHO PAGOTANO KaK SA1YMAHO,

6 6 Windows Internet Explorer 7
1 Gosiee HoBIX. vepe i nopomsiet iy KowTBorTepyt ¢ OC Windows or ycra-
HoBKH orpasa cier paGorsic Kor-
@ 0603DCBATEITh HAXOJUITCS B SAUIICHION PEKIIMC, O MOKCT BIANMON
TOIKO € OTACBHBIM HaCrsit GaiLIOBoif CHCTEMb 1t peecTpa.

Xots i pesin yer
oz ynpasierient Windows, on woxer Y peositemonns Siopmisioh pbe Botee
crapbix pe- W mTparCT-npioeniii. TAKIIC PIIOKCIIIS, BOSMOAIO, IDHACTC 13-
MEHHTD 11021 pdﬁm'y B 6osiee orpaniienoii cpese. Tlo; YMOHaHIIo B Internet L‘(plulu 8

i peskin e npu padore ¢
1 30HEI WHTpaNeTA,

ficTBoBa

" i cuctemsl

Hepemmenemnie woes smueveny st sessaiou O Windows 7 woryT phissiath,
1poGiieNt cony

O noame Tporpavsic fich st it (APT)
npexctanzsior kowmoreirrs OC Windows Vista ¢ naxeros obtonernts 1 (SP1)
e, se 310 Ghuio pantbinie. Takiie irmepdeiicet TpeGyIoTes:, Hanpiep, atit-
BHPYCHDIM OIPAMMAN 1t GaHANAYIPAN, HTO0bI Te MOLIE nfx:cuc'mmn naguie-
et WoraGpH 1 Attty Wiarlos Vists 4 Winidows . Tipt Sereasesnox
BOSMOPKHBIX NPOGICN CICAYT OGHOBIITH STH IPILIOAKCHIIS! 0 Bepeitii, CoByec-

riibix ¢ Windows Vista SP1;
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Windotes 7. 16-pasp 1 32 apaii-
Bepbi He noxtepmRIOTCH B 64-paspaioit cpere Windows. Atovamiiecioe
eperanpaeHie i paGore ¢ peecTpo i Gaikiosoil cicreyoit HenomyeTt
ToMbKo At 32-paspsibix npiokeiiti. Hooromy moSbie 64-paspsiisic npit-
JOPKEHIIH JOIRIb TIOTHOCTBIO COOTRCTCTROBATS cTarttapTas Windows 7;
depeun omepagionnoi cucmexvi. Mioriie CTapie IDHIOKCIIL TPOBCPAIOT Bep-
cutio Windows. Eciit nponepka 10KauIa, STo BEPCils Hie COOTROTCTRYeT OKIa-
€O, Ot MOTYT epecTaTh paGoTaTy. Bo MHOIIEX Ciiysasix 9Ta mposiiena paspe-
HIACTCS! TIPOCTEIM YKA3AIHEM V1St IPILIOAKEHIIS PEKIMA COBMECTIMOCTIE € OZHOIT
3 npesbiayu peperii Windows

o

Boasunimerno g comsanib KBepein one-
DALIHONHON] CHICTEN, PELIAIOTCSE € HOMOIIbIO HOBD CPEACTS, BeTpoeitithix 8 Windows 7.
Takaie Kk HovouIIK nporpa,

: it Tozpofiiee o 10

TIPOTPAMM 1 APYTIX CPE/CTBAX PACCKAZANO JiIee.

CpeacTsa v pecypcbl AN peLeHus: poGaeM COBMECTUMOCTH
PaceNOTpIM HeKOTOpsIC KoMTIONEHT 1t Texitozorimt Windows 7, npeaaiateritie
U151 pettienst poGIen COBMECTHMOCTH NPILIOSKeHil

Homougnux no npoparn nasHavaer
pesin s i bepein
Windows, Kora Windows 7 OGHADYKIBACT TDOTPAMY, KOTOPOH HCOGXOMUIM PEKIT
cosmectivocti ¢ Windows 2000, Windows XP Professional ¢ nakerom oGrossienis 3
(SP3) 1111 GoJtee HOBHIMI BEPCHSAMH, OHa ABTOMATINECKH HPOUSBOHT HYKHbIC 13-
MeHeHILs, OBk TPOTpaMMA B AasHeiieM KoppeKcTHo paboTata 5 Windows 7.

Macmep cosyecmunocmu npozparst w3 coc havien st

npobaen ¢ st Bepenii

Windows. O HOSBOJICT YKA3ATh JU1A HPOTPAMMbE HAPAMETPbI COBMECTHMOCTH, YTO
ACTO YCTPANACT HeToNAKH.

Hatop cpedeme dan

Microsoft shinyuen kovtwiexr u 10 npit-
HMEHHO I o
st convectimiocTi npioertii (ACT) epein 55 onopui Hosmoer coxpanirs
AT BPENCHIT 11 Pecypeo it npodiiext

1t Guictpec pasnepiryrs OC Windows 7.

Jlanitbiit 1450p CPE/CT M03BOASET BECTIH NOAPOGHBIIE YHCT BCEX HETOD3YEMbIX
1POrPAM, OGCCICHIIBACT CPCACTBA YIIPARICHILL M 1 IOSBOACT YCTAHOBITb, B KAKOT
IMHHO HACTII Cpeia IPEANIPHSITIE MOTPEGYT 0COBOr0 BHIMAINIS TpI IOATOTOBKE
« pasneprumainino Windows 7. HaGop Gt eniewauibio oBHOBICH 1t HOAICPIBACT
Kommonerms Geonacnoctis OC Windows

C H0MOIBIO 1aB0PA CPEACTB U151 OBCCTICCIIS! COBMECTIMOCTI TPOrPANM MOKIO
HpOBEpIITH COBMECTIMOCTD NpILiOAKeHIt € HOBOi Bepeitit OC Windows it cysxGasit
Windows Update, a Taicke poBecTit otietiky picios.
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Pexum Windows XP
o 6 JALTH HHBIX HHCTDY-
MEHTOB He yraeTes 6oty 5 OC Windows 7,

pi
MOKIO HPHOCrHYTS K 1HOMY Bapianty — pexawy Windowes XP. On nossoaser yc-
Taan BT 11 Gea npoGes anyckath mpioeris Windows XP npsvo 13 OC
Windows 7. [pit a1ow icniomayercs Texnoiorts ppryatmsam Windows Virtual
PC, cosaiontas uis npiaokeiis pupryanbiyio cpeiy Windows XP. Hocze yera-
HOBKIL NPILIOAKEHIIE FalyCKAeTes, Kak oBbito, Npsvo ¢ padouero crota Windows 7.
TOB30BATE, 110 Ja0Ke He TPEGYETCs! SHATh, HTO Ha CAMOM A€/Ie IPOTPaMa pAGOTACT B
supryanbioii auntie Windows XP.

Pein Windows XP oo sarpysims aeniio 4 peaaia Tipogeccrotai-

ast ( (Ultimate) 1 (Enterprisc) one-
pationnoii cicres Windows 7. On npeictanier 1 ced 32-paspauiyio cpeay
Windows XP SP3, 1 Bupryabibii xectiarii ek Xors

TOT PRI H HO3BOACT TIOHOCTHIO PEIIHTS OGHIE MPOGICAB COBMECTIINOCTIL 01t
aian posavae e veuepOnepa G cityew By e wiopas woas peher
nactpoiikit B c yposrex To
YA s Windows XP 1actpoera a nciiomsonaiiie o6ueit cert 1w
NAT

7.4.6. O6ecneyeHune 6e3onacHocTy paGoTbl
B KOPIIOPAaTUBHBIX CETSX
DirectAccess — 1o noast yncust Windows 7, nojiesiast st ex, KTo nowiouactes
K KOHODATHBHbIA pecypean epes VPN: Hosas Texiooris Direct Access
NCUIBACT JUTA YAQICHITBIN
Hoii cetnio. C nomontbio DirectAcces

1Pv4 i TPV u IPSec. Tlocaenmmii

nogmoter it ‘rpachka aropuTMb 3+
DES i AES. He ¢ L6vﬂ Jannbix, Direct Access
CYIULECTBENHO YIPOUAET NPOLEAYPY K i

et TIpi 9TOM HCICHIONACTCS! BO3MOAIOCTD YTCIKIL AGUIbIX B0 BPEMSL HX TICPECLLIKIL
Ocnosoe ot:nte D.recmm« ‘o VPN coctont b 1o, o Gesoriachioe cocautieiie
8 Qonoso " ko 101X04 103-

i it A el Yt Faors OB e
e CHIpKeIIs OGCCIIeNHBACOTO YpOBII Ge3onacHoCTH

Cacayer orveris, o paGota ¢ oo ket Direct Access bosyoxita 10:16K0
1 ToM cayuae, ccau Ha
1w Makenyansias petakust V\’mdo\vs 7, & Ha CopBEPAX KOMIAIII HeTlO3yeTCA
naropya Windows Server 2008 R

Kar yie . OT cCTeBuIX aTaK 101 Windows
saupaer Oj B Windows 7 6}
TaloKe OT IO THIIOB BpCIONOCHHX porpasiy. Kark it weskcereso okpant Windows
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Vista, Gpariaoiayap Windows 7 asTovaTitieckin BICiosaeTes Hocie ueranis
T LD A GRS, T CSORA T, Cooempen i
dopypyst 1oz ii cetenc
cucrestc.

B OC Windows Vista B Kek/tbiii MOMEHT BPEMEHI MO (hyHKIUONHPOBATE TOMBKO
ottt cererofi npocpitb. B OC Windows 7 510 orparitaeiie cistro, 1 B cieresie nosi-
BILTAC BOSMOIOCTS HCTO/B3OBATH O/UHOBPEMEHIO HECKOIBKO AKTHBIHBIX podiLieii,
110 oatomy a cerenoit azantep. Bpanavayop Windows 7 b pexinie nopsieniioit
GeaomaciocTit noAepaKIBaCT MPOGILT A0MeHa, oBii MPOCILTH 1t HacTitbiii 1po-
. lomyerow, i o qu»c T €CTh GECITPOBOIE TONKA AOCTYTa, NOH30BATE

VPN cen. Torza obuutii npoditin
e MpOAGRaTs BT coTenol Tpad, e omiocAMIiCA K VEN-TyNeno
1POQiLh 0Metta — Tpaiti, MPOXOILITE 10 ey, TO TAIGKE N03BOTSICT PA3PELIITTH
HDOGICMY CTERbIX ATAITEPOB, He NOMCTIONCHIBIX K CCTAM, — 1M OYCT Ha3HATThCs
OBt MPOGILTD, HOCKOBKY CeTh MOCTIONCHIL HEHIBECTIIA @ OCTATDHHC CereBtic
azanTephi 1ot npochit b, KoTOpBii CO-
oTBeTCTRYCT I1X CeTt

Bonpocs! ans caMOKoHTpons
1. C iire nonsmie i i Gasbl.
2. Jlaifte onpezezeiiie SaueHIoI OnepauONIOf CCTeN .

. Ommmire Vrpos crcrestit o
PACLITIbIN ACTICKTAN 1X peatiGaLL,

4. ONUUNITE THIIIbIE ATKI, KOTOPIM MOKCT MOABCPIYTHCA ONCPaILIONas
cucrena.

5. OmniITe OCHOBHbIE (YKL IOACHCTENb SAUIUTH ONIEPAILOIIION CHCTEAbL

6

OPEACIIITE OCHOBIbIC MOHSITIIS TPONECCa PA3IPAHIICHITS! JOCTYIIA K OGHKTAM
oc.

ki oc: W pasrss 1GHpa i
v
pasTparIeHIts A0CTyIa,
8. C yi e MOieI pasrp soctyna, o
oc.
. Kaxoso cie 2 0C i kasint ona oI
9. Ka oc
VAORICTROPSITE?

10. Kax ocyuiectaiseres sanurra daiionoii cicresist OC UNIX?

1. Oxapacrepiayiire Gesoractiocts creresni UNIX npi padote B cer.

12, Onmiirre ocroBibie yHKLULI 1 CPEACTBA 3T, o0cCT e BaIoNyIC Ge30
HocTs onepauontioii ciictens Windows 7.

fac-



TNARS [PoTOKOMbI
3ALLUMLLEHHbIX
<« ‘ KAHAIOB

TTOAIHINOE HA3HAUCHIE PENHt HE CTOMBKO.
B TON, HTOG! BBIPUAATY WAL HANCperII,
CKOABIO 1 TOM, HTOB IX CKPHBAT.

Ousep Towdesuum

OcroBitast 3aata, peiliacyast TP COLAMII KOMIbIOTCHbIX cetei, — ofecneueriie
¥ P I
u e (TPOTPNM i JAHIBIX) 110 Cii
MaM KOZHpOBatisl i oOpMATY faribix. Petiiertite 9Toii 3ataun oTHoCHTES K o0/acTi
Merozozoriteckoit ociosoi <
CeTAX AVIACTCS MIHOTOYPOBIIEBb TIOIXOL K PA3PAGOTKE CPECTS CETEBOTO B3INO-
seiicrais. Ha ocioe 9700 oo 1 Tey
uneriiyTa cranapron 150 (ll\lenmmmu\l imndnn:h ommmuun) o nasiaie 1980-x
ro08 Gt 51 OTKDBITHIX CHCTEN
OSI (Open Systems Inlcrconnccnon) Mo 150/OS] csmpaca soayio poss »
pasBITTINI KONIbOTC)

Banurra uuqmpwmu R S R orepormin
TepHbix cereii ocio: TOCTpOCHII BIPTYATbHbIX X KaaIoR CBsaI,
e, i rynmensin VPN, Koo Ta-
Koii Ty npes coboii " sepes oTiphTYI0 e
110 KOTOPOMY TIEpEAIOTCs: ekt Bip-
TYAIBIOI ceTh

HATAM KOMITbIO-

8.1. Mopgenb B3aumopeiicTBus cuctem
1ISO/0SI u ctek npoTtokonos TCP/IP

Moze ISO/OSI onpeieasier pasisisic YpOBHi BRaNMOACHCTBILS CHCTEM i yKasbi-
BacT, Kakie (yHKII A0IKER BBIIOHATH KAWL YPOBe
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B voziezn OS cpeactna nsaiMoACiicTBius ACTCS 1a cexth YpoBHCik: NPkl
woii (Application), npexcramrebimii (Presentation), ceariconsiii (Session), Tpaic-
nopriiii (Transport), cetenoit (Network), karainiii (Data Link) i dhiaitsecitit
(Physical). Cawsit bepsitit yposes — npinicra/uiofi, Ha oot yposite nososaredts
saIOelicrnyer ¢ npiuioKer . Cavbii Kt Yposerns ~ Qusieciaii, Jror
VPOBCITh OOCCIICHIBACT OBMeI CHTHIAMH MCKAY YCTPOIiCTBANIL

OBNeH GBI HCpes KAV CRL3IT TPOHCXOAINT TYTeM TIEPeCHICHHS JAIBIX ¢
BEPXHCIO YPOBISL Ha HILKIINEL, 3ATCM TPAHCIOPTHPOBKH 110 AMIAN CHA3N HNAKOICIL
OOPATHBIN BOCTIPOI3BCACHIICN JAHIBIX 1a KOMITbIOTCpE KICHTA B PEGYIIBIATE 10X -
PeMCILLCHIIS C HILKHCTO YpOBHS 1 BepXiil.

Jas it

A KON 113 Ypomcii apxit-

TeKTypI ii cern aciicTayior ¢
Ot coboi npanivia, noceona-
TCABHOCTH 1t hOpAaT i, KoTOph: cetenic
ACKALE HA OHOM YPOBHE, HO B PASHbIX V312X cerit.

P n naGop n, JocraTainal 215 Opriica:
e Yai1o8 B ceri ? -npomoro-
106, Caienyer 180708 ncrer 1SO/OSL. Modein

1S0/0SI aseres Koy aIOIi CXMOTi BSAMMOEIICTBIIA OTKPHTHIX CHCTN, 2
cmex npomoxoaos 1S0/OSI npecranasier codoi .hmp B0 KOHKPETIBIX crieill-
(puKA TPOTOKOIOB /U CeMIT YpOBIICH] BIAIMOCHCTRIS, KOTOpBIC ONpECICHH B
sozean 1SO/OSL.

KOMMYHHIULIONHBIE TPOTOKOS! MOTYT GbiTh PEUTH3OBaIb KK HPOTPANMIO, Tak
1t annapariio. TIPOTOKOL! HIGKITILX YPOBHeit HaCTO PEaTH3IOTCH KoNGHHaIUeii 11po-
IPAMMHBIX I AINAPATHBIX CPEACTB, A IPOTOKO/IBI BEPXIIX YPOBIIeii — Kak MPaniLio,
SHCTO HPOrPNMIBINII CPEACTBANIL

Moay, ypostieii it BomioN yie
T ORI BSUNOACTICTHOBATH ADYT € APYTON TAIGKC B COOTRCTCTBII € 4CTKO Ope-
e N
npasiia 0 i y ii mrepeeiic
onpeerser Had AGHIbIA YPOBIEN COCCAeMY YpOBITio. B
CYIHOCTI, IPOTOKOIT I T
cerx s : npas
RRUNOICHCIDIS MOV OIIOTD YpOS 5 P YA CeTi a nmepipeicn ompeie-
0T NpABILTA BEAIMOACIHCTBIST MOAY.ICH] COCCAITX YpoBileit B 00N

Ciner: pomoxoos TCP/IP (Transmission Control Protocol/Internet Protocol) sin-
asercs sapros creia paz-
paGoramin st roGamssix cereit, Cramiaprst TCP/IP onyGmkonanst b cepiit
JoKkyMeiToB, Hassaiix Request for Comment (RFC). lokystetrrsi RFC oncpimaior
siyrperiion paGory cern Miepiier. Hexoropie REC omiCHBAI0T cerensie cepicat
I MPOTOKOIb 11 11X PEATIIAILIO, B TO BPCM Kk ApyrHe 0GoBUAIOT YCA0BISH 1x
npinvereisL
rex TCP/IP ofesutiisier B cebe el madop paaioAeicTRyIONUX MEAAY €0~
Go0ii NPOTOKO108. CaMbINI BAHBINIK 163 HITX SBII0TCS npoToKox 1P, orsesaionutii sa

aze.
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HOHCK MAPIYTa (21 MapIPYTOB) B VHTEDHeTe OT 01070 KOMIBIOTEpA K APYTOMY
4CPe3 MHOKCCTRO IPOMEAYTOUHbIX CCTell, 1LTIO30B 1 MAPUIPYTIIATOPOB It Tepeiaty
610KOR AHIBIX 110 ITHN MAPIYTAN, 1t mporokan TCP, orm.mm,m...m. HAEKHYIO
JocTaniy, o1t HopsLOK mpite aHHBIX,
Boisinoii picai b passirite creca ’!(/P/IP Bitec Ka.lm])()pmmckml viepeir
rer » Bepin (CIIIA), koTophii peaiaosa npotokobi creia b cgocit epeinit OC
UNIX, CACTaR KaK CaMit IPOTPAMAbL, TAK I 11X HCXOIHBIC TOKCT! OBICAOCTY IHbINI1
1 Gecruarnpinii. TIOMyISPHOCTS 1O OICPAIIONHON CHCTEAb IPHBEA K IIHPOKOMY
pacnpoctparicitio IR, TCP 1t Apyritx npoToKo10B creic. TOT CTeK HeToh-
3YCTCSH LIS CBSI3H KOMITBIOTEPOR BO BCeMpHOi 1nopyauiontioit cern Hirmepier,
4 TalKe B OFOMHOM liCe KOpHopaTHBibiX cercil, Crek TCP/IP snsercs cambiv
CpeACTBOM i
liporoe pacnpocrpariciiie crexa TCP/IP ofwsicisieres caeayiomumit ero cuofic-
TBaN:

o 70 3e Bpesst oy ii crex cere
B TPOTOROAOD, INICIONITE NIHOROICTIONO CTOpI

O nowrt nepezaor y rpacitka ¢ oMo
nporokosia TCP/IP;

O mee cuer crex TCP/IP;

O Metox noayenist focTyia k ceri Virmeprer;

O riGKast TEXHOJONHS JUIst COCJUHEIIS PASHOPO/HBIX CHCTEM Ha YPOBHE KaK Tpatic-
IOPTHBEX HIACHETEN, T 1 IDHKTALUII CePICOR:

O ocoBa s copas it Tparic-

Hopribie yeyrut Mrteprera 1 rmeprexcronyio rexiosormo WWW, paspaco-
raiiyio o Hirrepriere;

cpexa s npi
neirt/cepiep [33].

8.1.1. CTpyKTypa n yHKUMOHANBHOCTb CTEKa
nporokosnos TCP/IP

Crex TCP/IP 6ot paspaGoTait 10 NOARIICHILS MOACH BIAIMOACHCTEIIS OTKPHITHIX
cucrex OST i TaiGKe HMCCT MHOTOYPOBHEBYIO CTpYKTYDY. CTPYKTYDA NIPOTOKOIOR
TCP/IP npimeseita ia piic. 8.1.

Crexnporokozon TCP/IP imvecr sersipe ypostis: npiiciautoii (Application), rpaiic-
nopriniit (Transport), ypoeits Mekcerenoro gaansoaeiicraist (Internet) it ypore
cerennix mrrepdeiicon (Network). /List cpantenit 1a pic. 8.1 n0Kasaist TaIGKe cex
‘yposicit yoaet OSL. Ciieayer oTeTiFTD, 40 cootsetcTaite yposicit crexa TCP/IP
Yponisn sozesin OS] 0CTaToHO YCA0BHO.

picnazioit ypoeinh (Application) BiiiouacT GOTIIOE IO MPHITABIX PO~
TOKO:108 11 CepBiicon. K HItM OTHOCATCS TAKILE TIOMYIAPHbIC HPOTOKOL, KK POTOKO
womposarst dpaiiion FTP, npotoox avystiumi Tepyumiiaia Telnet, nowropsiii npo-
rokos SMPT, nctiomayesibiit b aexrpontiofi nosre ceri irreprier, rieprexcronbie
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= Application
lpuraaHon
bR HTTP, Telnet, FTP, SMTP
| L presentaion

L=
méé
358

| Cearcosbiit
TparcnopTHsit TCP, UDP Seckn
Tarspot [ Trarcrope
Transport
wcTave | P, ICWP, ARP | oo
Intemet
= =
Ceresoit Data Link
o Ethemet, FDDI, ATM, L
uHTEdeiC
Network Interface | _ X25FFR | ovemecn
Physical
Yposw crexa Yposwu voper
TCPIP osl

Puc. 8.1. Yposku crexa npotokonos TCP/IP

cepuicnt AocTyna K yasennoil mgopyaii, wanpiniep WWW, it wiorie apyrite.
PaccyoTpin HECKOTbKO N0ApoBiice HeKOTOpBIC 113 3T MpoToko08 [37, 501
Ilpomoioa nepecsuiu dhaitios FIP (File Transfer Protocol) peammayer yiaieniii
soeyn k dpaiiary. JList oro wroG ofecnieuntts Hazeiyio nepeaty, FTP ncniomsay-
et 1 KavecTne nporokoz ¢ ~ TCP. Kpowe
nepectitian dhaikzion npotokon FTP npeararact i apyrite ycayri. Hanpisiep, 1iozs-
it padorsi ¢ yaeimoi ya-
tepanioe ee Karanoros. Haxoner,
1

10 npe
0, B YACTHOCTIE O MOKCT PACTICHATATD C

binOISICT ayTeRTH(IKALINO N0 b30BaTeeit. TIPEAAC HeM HOYHITTS A0CTYI K&
. B COOTRETCTRINIE ¢ NPOTOKOTOM TIO:TB30BATCH AOKITbI COOBLITD CBOE 1A 1
napouth. [Lst tocTyna i nyGmiisiy Karaoray FTP-apxatson Hirmepiicra iie tpeGyercst
HAPOBIAZ AYTEHTHQKALLS, H e¢ MOKIO OGONTII TyTeM HCTIOB3OBANIS /LIS TAKOTO,
oty it y

B crexe TCP/IP nporokon FTP npeauraraer nanGosiee untpokiii aGop yeayr vist
PaBoThi € chaiiTaN, OZUAKO O SIBIACTCA 1 CAMBIM CIOKIHbIM U151 IPOTPAMMIPOBAIIISL

C1H TPIIOAKCHINO HHe TPeGYIOTC: BCE BOANMOARIOCTH poTokora FTP, Tora Moiio
HCTIOb30BATH MPOCTOl MpoTOKOX Tiepechikit (aiiion TFTP (Trivial File Transfer
Protocol). Dot npoToKOII peaniayer Toimbio nepetaty Gailios, npies B Kauecrse

ayercs npotoxox 6es y - UDP
Ipomoxoa Telnet obec nepesaty aifron vty arax-
K MEKIY TPOILCCCOM i TepMIiaion. Hailbo1ee HacTo a1oT NpOTOKO HCNObayeTCst
YA TepMIaLTa a. TIpit cnobaosa puica
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“Telnet NO:II0BTED (ICTINCCKIL VIDABIACT VQICHITN KONITLIOTEpOM TaK
1 JIOKATbHbI TOTH30BATEITh, T0GTOMY TAKOIt B A0CTYITA TpeByeT Xopotieil aiurr.
Cepuep a KAk MY 110 napo:o, a
HHOLA 1 GoJIce MONUThIe CPECTA ST, Hanpiep ciieremy Kerberos.
Ilpomoxon SNMP (Simple Network Management Protocol) neniomsayercst st op-
ramsann ceteporo ynpanenisi, Ciiasara npotoxoa SNMP Gout paspaGorar st
KoTpOUIL It Mirrepriera. C poctoy nory-
Jpriocit npotokox SNMP cramt npmmmn. U151 VIPABICHIST PASHbIM KOMMYHHKa-
o MOCTaxMH, CeTeBBIMII wip.
SNMP a3bi ZAIBIX Y11~
panenis cerbio. ra crietyidcauis, waneeriias Kak Gasa i MIB (Management
ase L@HHbIY, KOTOPBIC ¥ yerpoiic-
TBO JQIIKHO COXPAIATD, 1 AOMYCTHMbIC OIICPALUIN HAX HIENIL.
TpancnopmHom yposiie (Transport) crexa TCP/IP, asbibaeson Takike 0cHoB-
i ypomion hyvimesnepys mpovoscime TCP # UDB
Hpomorox ynpacienus nepedaueis TCP (Transmission Control Protocol) penacr
Sty oGeCCuCHIS HAICKHON HHPOPMAILIONHOI CHSI3I MEALY ABYMA KOHCHHBIMIE
Vaavit, TOT NPOTOKOT HALIBAIOT «
D10 oHANACT, HTO 4B Y2, CRIBAIOLICE! DI TIOMOIIU HTOT NPOTOKOTA, <4070
BAPIBAIOTCS> © TOM, MTO O GYYT OOMCIHIHBATECS TI0TOKOM AQHIBIX, H TPHHINAIOT
HEKOTOpBIC CorTaIeHIs 06 yupssesi st sovokion. Comacu rckay TGP
prommes nakeTbi,
e Rl LAk e TaIN A DAY, S0 3 Yk G e
HpaABILIBIOfi COOPKIT AOKYMEIITa Ha KOIIBIOTCpE N0y aTeas.
Tpomoroa dedmacparon nowvsosamens UDP (User Datagram Protocol) ofeciieussa-
T nepeiay NPHITAIIbIX TAKCTOR ACHTArPANMHBIM CHIOCOG0M, TO CCTh KAl G10K
i (naxer) oGpaGarsinactes 1 ot yara K
VaIy KaK HeGBHCHMaS! CUMIA wnpopyant — eifrarpavsia. TTpit 5ToM npoTOKON
UDP BHIONSICT TO1KO hYHKIUTH CBA3YIONIETO 3BCHA MEAILY CETCRBIM IPOTOKOIOM
u 5 nporokoze UD!
06CIORICITa TeM, 'TO OH «yMCET> PA3IaTh IPILTOKCHILS 1t AOCTARICT HidOpAa-
LU0 OT NPIIOACITIA K PIIOACHITIO.
'Vponens meskceTeroro Baammozeiicaist (Internet) peaiayet KOHLENIUNO KOMMy-
T nakeTon Ges Ocopibi a1oro ypowiis
swaseres adpecrsi npomoroa 1P 10r npororon ’ Kakpo-

K oKa Taic i 1060 convL.
Cyrh npoTokoia IP 3KTONACTCSE B TOM, HTO Y K0T HOMB30BATEIs! BCCMHPHOI
cemt Hirrepiier aozuket Gbith cooii yimcabitbii atpee (IP-axpec). Bea atoro eisast
FOBOPIITH 0 oMol A0CTaBKe TCP-HAKCTOD B HAHO0C MCCTO. DTOT A1PEC BHPKACTCS
ONetD MPOCTO — ueTbiphyst Gaiiravi, Hanpinicp 185.47.39.14. Crpyxrypa IP-azpeca
, T0 KA 1epes KoTopii TPOXOUIT Ka-
K0ii-21160 TCP-EAKCT, MOAKCT 110 STIM HTHIPEM HIHCIaM ONPCACIITTD, KOMY 113 miskaii-
X «CoceAedis HAZO TIepeciaTh IAKT, 4T00bl O OKAZAICS «OMTKes K noAysaTeno. B
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Peay.IBTaTe KomeuHoro ica repedpocor: TCP-tiaker Aocriract axpecara. B
AV ONEHIAICTES He EOMppICEKas GSOCTS. B DACiCr IpITINGIOTE VC1oD
con s, Jlga 1 pasiix

10 cpzatIbie amneit costan,
CUITAIOTCa Goee GASKINMELADYT I APYTY, et 52 KOMITLIOTED 13 COCCIUIX TOpOJIOB,
cossanibix obbrOl 1u|c¢omlon sbI0. PCLICIIIEN DOIPOCOR, 510 CouTath, <G

Kep, 2 4T0 <ATbLIC, p. Pzt
NADUIDYTHZATOPA B COTH MOACT BHIIOIATD KaK CHEILATHHPORaNHbHi KONIIHOTED,
Tac nporpasya, 1 Yar0noN ceppepe ceri.
Kyp ficTais oTnocsTes i
u ii TaGi11L MAPUIpYTHSAUIL, TaKde Kk HpOMOKO CGopa

uapupymuoic ungpopyaiu RIP (Routing Internet Protocol)  OSPF (Open Shortest
Path First), a akoke npomoxoa mexccemegnix ynpagasiougux cooduenuit ICMP (Internet
Control Message Protocol). ITocaeiii HpoToKo:t 1petiiasiasien st oGvera midop-
aei 06 ax MesKAy Map et naxera.
Vposens cetenoro (Network) ¥ 1 Ka-
oMY ypoBi ozt OSLDroT ypoveits b otk TCP/IP He peraver-
THpyeTes, 1o Bee
YPOBHSE: U151 0K bHBIX ceteii a0 Ethernet, Token eru, FDDI Fast ]:Lhou net, uist
TIOGAILIBIX ceTeii — NpoToKa:IbI Coerumentt Touka—rouka SLIP i PPP, npotokoisi
TeppITOpHLIBI cerei ¢ KowM T areton X25, Frame Relay. PaspaGoraria
s ATM B Kavteese Tparic-

HOpTA KAHATHHONO YPOBHIs.

Pagicaeriiie 1a yposiut potokoist crexa TCP/IP ctpoeriposasi Tais o6-
DA30M, §TO KOHKPETHbiii YPOBCITh XOCTA HASHASCHIIS! TIOAYNACT HNCHIHO TOT ObeKT,
KOTOpbili b1 OTIPARJICH KBIHBAICHTHBIM YPOBIICM X0CTa HeToutka, Kausii ypo-
Belil CTKA U101 XOCTa 00PA3YCT JIOTIIECKOE COLAIEIIE ¢ OAONNCNHBI YPOBHEN
ctexa 2pyroro xocra. TIpit peaizaiuiit (hiIECKOrD COCAMCHIIS YpOneith TepeiaeT
caoit fautibie 1Tepdbeiicy YpOBI, PACTIOAGKEIION LI I HIGKE B TOM e X0CTe:

Ha pric. 8.2 noasaro, K b e
yposneii, B crpekit r ua B pamKax
omoro xocTa, a ~ normiecioe ey
VPOBISIH B PA3ITIIIBIX XOCTAX.

Ctciyer oBparitT, BrNAC 1 1o s

ofoaasen i opNAIONHX 05eKTOD, roTope p:xcupocn).mmmcﬂ a wntep-
defca oy ypoi TCP/IP:

nepeact 1 ¢ yponiio c (message), koTopoe
HMCCT COOTBETCTRYIOUUC ZQIIHOMY NDIIGACHIIIO PASME 1 CevaiTiky. Tpancriopr-
b ypoBeit «paspeacts 1o cuoﬁmemle (eomeou sorron e 11K0) Ha Nake-
it (packets), Korop (10 cern
ooy 1P). Ipororon P ilx)p\lnpvm cpon IP-naerst (e ronopsr «IP-jeira-
AMBI>) 1 32 151 AAUHO ()
Reesictaiiedledi sl i b
spiaior Kazpavn (Frame).

atem y r 1x B opy
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Xoct 1 Xocr2
Mpucnano S il MprcnanHo
yposets
Tpancnoprueii| 1 Maketsl ;| Tpavcnoprhbii
ypoeers ?

_Praes internet

Kappst

BTl

Puc. 8.2. Tormieckse u duanieckie coepnensn Mexay yposwams crexa TCP/IP

Kot santibic or ypowis aarent K
YPOBIIO MEACETEROTO BIMOACICTEII 1 JGvice Hepes YPoeith cerenoro irepdeiica
B Ceth, KK TPOTOKO BhTOET oSpaGotxy 1
pyer peayasrar sroit ()Gpd(x)TKH npiicoeutisst criepeaut cuoii sarononok. Ha pic. 8.3
HOKa3a CXCMA TIpotLCet A 1t
saroosKon raeron b crexe TCP/IP.

Beiereste, o101 n0T0K saronopiit

VABIOTCS 110 Mepe 0GpAGOTKH JAHBIX 1 TIepeAI! 1X BRCPX 110 cTeky. Takoit o1~
XA OBeCTIeHHBACT HEOGXOMIMYIO IHOKOCTS B 0GPABOTKC IEPEIABICMBIX JAHHBIX, T10C-
KOJIbKY BEDXHI YDOBISIN BOBCE He HYAHO KACATBCS TEXHOIONIH, HCTIOMS3YeMOi 1
kit yposisx. Hanpitsicp, eci nipyiorcs taniie i yposiie IR, ypowiin TCP

W npic
tro Kacaercst TCP/IR 10 neperan
utbix b VIITEpHCTe B 1C/0N, HO30BATCISN HCOOXOLIINO HNETh B BILLY, HTO, et
e npiisTo Mep, Bee Aariibie TCP/IP &
OTKPHITOM Bite. DO HAUIT, 10 M0G0 y3e:1 (1, COOTRCTCTRCINO, €rO OIIEPATOP),
iica na nym J@HHBIX OT K ., MOKeT
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MpnknanHon yposerts
(HTTP, Teinet, FTP, SMTP, ..) ‘ Ranvisie

Dannsie

TpaHcnopTHSIf yposeHs
(TCP, UDP)

TCP-
aaronosok

Yposers interet (IP) ‘ aaronoso: | saronosox

Ethemet-
aronosok

P- -
saronoeok | saronoeok

Hanneie

Vposers ceresoro
‘mocryna (Ethemet, FDDI,
ATM,...)

Orpasnenye " Nonyuene
nacera nakera
Puc. 8.3, Cxema wHkancynaum AGHHsIX & crexe npotokonos TCP/IP

cele nee saisc i o fitie
CBoiX 11esiX. B paBiofi Mpe AGHHBIC MOTYT GhiTh HCKIKCH! ILTH YHIFTORKCH,

BUpTYaIbiblii 3alUICHIBI KAl MOKHO TIOCTPONTD ¢ TIOMOIIBIO CHCTEMHBIX
CPOACTE, PEATIEOBAIBIX A PASHBIX YPOBHSIX MOZCII BHANMOACHCTEIIS OTKPHITHIX
cierext OS. O mGpanioro paoerd yponis OS| et (yimawionaoCTS pe-

KT 1t ero ¢ npioe-
HIAN KOPIOpATHBHOE WD OPMALIIOHOI CHCTeMH, A TAIGKE C APYTHMH CPeCTBaNH
ST
st or iit BupTyaIBIBIE
S SRNE okt AR S oo WS Goase s Sonaee ouE
OSI — KalabHOM, CeTERON ILII CCACOBOM.

Cpesicsa, mpiveHAeNBIC Ha Kauaznox ypose ozen OSI ( 1€182), 103~
BOJSIOT OBCCTICHITTH HHKATICY/ IO PA3IHbIX BHAOR TPAGIKa TPCThEro ypoBitst
(i Goee nl,lcnml‘() I HOCTpOCIHC BHPTYAIBIX TYWICI] THIA TOKTOKa (0T

PUIpYTITSATOpY 1l OT a K uLosy

JIBC).
OCOGEHHOCTIH SAIUTH Ha cemesox yposie ¢ Tovobio MpoToKoion TPSec 1t IKE
(Internet Key Exchange) pasGupaiores n pasiese
Do oerpoenlil Sinumelx SR XaLANGH Y AR YO
} ii sanurmo obwerta,
pata (|)vm<um1 |
St S opH ey o (- pORR A




MPOTOKON PPTP 339

8.2. 3awmra Ha KaHaNbHOM YPOBHE —
npotokonbl PPTP un L2TP

Tiporokosst PPTP (Point-to-Point Tunneling Protocol) i L2TP (Layer-2 Tunneling
Protocol) SIRI0TCS HPOTOKOAMI TYHHETHPOBAIIS KaliabHOr ypoBist Mozeit OST
OBHIUIM CROICTBON STH NPOTOKOOR SIBIACTCA TO, *TO ONH HCTIOLIYIOTCS 15t OPra-
A JIOCTYIIA K PECYPCaM Kop-
TOPATHBHO CETIH MEPEs OTKPHITYIO CeTh, unnpmu p uepes Mirepiier.

ia nporokoza — PPTP 11 L2TP — oGbriiio oTiocs i npotokoay (popyitposa-
st i, ) rov e oMo
nporokon PPTP, koropsiii 0 niepenasa-
exix antisix. [Tpotoon L2TP SRIsCTe1 NPOTOKO0M TYHHEIPOBAIIS, TI0CKOTbKY
i Sl b (-
POBAIIC, UCIOCTHOCTD, ayTeHTHQIKALIL) B HTOM HPOTOKOE He NOJUIEPAIBAIOTCSL
JL1t FAILUTH TYHHEIDYCMBIX AHHBIX B 1poTokozie L2TP Heo0xoimyio nenomssosath
JonomTenbibit npotoiox, 5 wactiocrit 1PSec.

Kmu e Fealoutce OGecteseInIe OGHIO HCTOTET 113 VIEHHO 70-
crym n yposisi PP (Poi Protocol).
I]p(n(mmm PRIPn I) T] P OCHOBBIBAIOTCA Ha npoTokosie PPP n sipjisiorest ero pac-

npotokon PPP, if Ha KAt bHOM YpOBIC,
o |yaxpa(m|an U151 HHKATICYSIUN AQHIBIX 111X A0CTABKIE 110 COCAMNCHIAM THITA
OT NPOTOKO CAYAIIT Talke st (ranpi-

Mep, KOMMYTHPYEMBIX) Coenteritl,

B waGop PPP sxotst npotokon ynpasiennst cocaunennie LCP (Link Control

Protocol), oTaercrrermnii 3 KonQUIypawiio, yCauorky, pagoty u sanepiieitie
a, 1 IPOTOKOIT Yy cervio NCP (Network Control
Protocol), criocobinii p u PPP <O1bi CETEROrO YpOBIISH AU1st
TPAHCTIOPTHPOBKII IEPE3 COCUICIIE TOKA—TOMKA. DTO 03BOISCT OLHOBPENEHHO
niepeaanars niaxersi Novell IPX it Microsoft IP 1o ooy coeautiieriio PPP

s tocrasin !«)m])mu‘mmd. {BIX JUTIBIX 113 OO TOUKIT B APYTYIO HCPC CeTit
obimero cira JUHIBIX € TONOIIbIO
npotokoaa PPR, aates np«)mmm,x PPTD 1 LTP mrioor mhpOBAIIIe AAHBIX
1 coBeTBeiy 0 MHKANCY IO,

Tocsie TOro Kak TYHHEABHbIIi TPOTOKO 0CTABISICT HAKETHL 13 HAABIHOI TOUK
TYHHCIS! B KOHEUITYIO, BHIIOTHACTCS ACHHKATICY SIS

Ha pU3iteckom 1 Katabion ypossx npotokozsi PPTP it L2TP aermituitsi, o
12 DTOM I1X CXOACTBO FAKANNIBACTCA 1 HAMMIAIOTCS PASTIISL

8.2.1. Mpotokon PPTP

Tiporokon PPTP (Point-to-Point Tunneling Protocol), paspadorantsii kommaricii
Microsoft Hpit Houepice psifa APYTIIX KOMIAHIi, NPeIUA3aCH U1si CORAIIA 3~
UCHHBIX BIpTYATBHBIX KAIATIOR NI I0CTYIIe YAUICHHbIX HO/IB30BaTeAeli € TOKATBHBIN
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cersnssepes Hirepiier. Tporokos PPTP npe;uioiaract coszaiiite KpHITOSatumientio-
O Ty HHCS Ha KAIETBHOM YpOoBiie Moeit OSL AUt CyHaes KaK NPANOTO Coeateriist
VAICHIONO KOMITBIOTEpA € OTKPHITOIl CCTBIO, TaK it TIOACOCUHCIIA €r0 K OTKPHITOl
et 1o eecpontioii i vepes nposaiiaepa [4, 22]

TIpotokoa PPTP noyuius npakritieckoe pacipocTpaertiie Giaroiaps KoMiamii
Microsoft, peamsopastieit ero b cooirx oneparuoribix cricrevax Windows NT/2000.
HeKoTophie IPONIBOITE/IH MEKCCTCRLIX HKPAHOB H 1L1i030n VPN Taioke noytepiina-
o nporoko PPTP. TTporokos PPTP nossosier cosanath salluilieribie kb vist
obsieiia gantsint 10 nporokosay 1P, IPX it NetBEUL Jlaribie aminx npotokoion
ynaKoBbBI0TCs: B KAAPst PPP 1t aTeM HHKATICYHPYIOTCS! TI0CPEACTBOM HPOTOKOTA
PPTP & niakersi npotokosia 1P, ¢ IOMOIbIO KOTOPOTO TICCHOCATEs! B 3alitidpoBaition
Biuze siepes obyio cerp TCP/IP

Taxers, nepeaanacabie » pastax ceccitit PPTP, Ieior ceAyiouyio CrpyKTypy
(piic. 8.4):

o

JANOJIOBOK KANABIONO YDOBIS, HCTIOND
saronosok kaxpa Ethernet;

O garonosok 1P, ii anpeca W oy nakera

O 5ro1050K OGUIErO METOMA HIKATCYAAMIH L1 MapupyTH3atiit GRE (Generic
Routing Encapsulation);

O nexommii naxer PPP, pionouaionuii naxer 1P, IPX i NetBEUL

vextiii iyTpi Virrepiiera, nanpiniep

aronosok

Oconate
GRE PPP

Xappa | saranoeok | saronoso | saronosox £ oo

nepena PPP nepegat

Puc. 8.4. Crpykrypa nakera ana nepechitki no TyxHento PPTP
Tputunvaionutii yaes cerit isniexact 3 niakeron IP kapei PP a satest iasiexacr

w3 apa PPP iexomumifi naker IR IPX i Net BEUI it ornpanasier ero 1o okaibiioit

cemt iy apecary.

IGURIBHORO YpOBI, € KOTOpHIM OTHOCHTCs poroKos PPT siiscrcs i v

Tiepest yponitcit

Hanpitviep, ec:int B Koprioparusioii ceri nenoasayiores IPX win NetBEU

e nporokoio IPSee it SSL poc H0CKObiG

“TOAIBKO Ha O HPOTOKOJ! CCTEROTO y
Jlantbii C1I0COB HHKATICY S O0CCTICIEACT e h or ce

Tenoro \,pmmx wonenn OSI u To3BoAET OCyIECTAITS SaMeNKH yraTCHIB:

Joctyn IP-cetit i 106bIM 10Ka (IR IPX wn NetBEUT).
Coracio nporooy PPTP npi cospamn EUEHHOTO BHPTYAIMION KA 1po-
uaBOIITCS y n nepezasac-
MbIX ZaHHBIX (pUC. 8.5).

s ay MOIYT Je aThes A

1 PPP. B PPTP, il KoM~
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cii Microsoft  Windows NT/2000,
HOUCANBAIOTCS CCIYIOIUIC PO~
TOKOZIbI ayTeHTHIKALI: MPOTO-
KO ayTeHTHIKALI 110 TapoTio
PAP (Password Authentication
Protocol). nporokon ayerrripiia-
i pit MSCHAP
(Microsoft Challenge-Handsha-
king Authentication Protocol) 1 Puc. 8.5. Apxutextypa nporoxona PPTP
niporokon ayrenidikam EAP-
TLS (Extensible Authentication Protocol-Transport Layer Security). Tlpn ierion-
SoBarit 1POTOKOa PAP IWICHTHQHKATODS! 1 HAPOIH TICPEIAIOTCA 110 THITH CBT3i
B HESAUIIPOBANHON BILIC, DI HTOM TOIBKO CepBEp NPOBOAITT ayTeHTHGHKALIIO
snenra. Tlpn cnomsosarin npotokonon MSCHAP 1t EAP-TL
sanurma ot : : nakeTon
 BaunIPOBANNBLIM NAPOACN I B3AMIAR ayTerTidHKaIE! KerrTa 1t VPN-cepcpa.

Ilicpposartiie ¢ novontbio PPTP rapaitipyer, sTo HIKTO He CMOKET M0yt
JOCTYIT K A@uHBIM 1pi niepecsiike wepes Hirreprer. idponarie MPPE (Microsoft
Point-to-Point Encryption) conviecrinnio oo ¢ MSCHAP (sepeini 111 2) 1 EAP-
TLS 1 yMeeT aBTOMATHHCCKI BHOGHPATD AUTIIY KIII0MA 1H)POBAIIIS i COIACOBA-
I TAPANCTPOB MeskLy KHERTOM it ceprepost. LTidppoaiie MPPE noaiepisact
padory ¢ iiiouasi o 40, 56wt 128 Gur. Tpotokon PPTP isserser atascriie
K104 1HCPOBAIIS 110 KAAIOM NPHHSTONO NAKeTa.

Tporokon PPTP npiseseTes b cxee TyHEpORAIIS 1pit IPAMOM HOACOCIII-
HeHI KOMIbIOTEpa Y/TelHOr0 nomsosatess k Mirepriery [22, 35]. Paccyorpin
peaizaIIO 10l CxeMbl Tyt HpOBaHIST (pic. 8.6).

Amvopimet
ayremam

Asvopumist
upposares

Mporokon
GRE

TNokaneHas cets

Intemet

KpunosauyaLenseli
Tyens

Puc. 8.6. Cxema

Yaanenworo nonsaosatens k Mutephery
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e ¢ oKATBO ce-

i cepanca yiia RAS (Remote Access

Service), Bxozsiiero i coctas Windows. 3aten nozbaosate:th opaiacTes K cepaepy

VIQUIEHHOTO 0CTY 1A JIOKATBHOI CeTi, YKasbiast ero | P-apec, i yCTananmsaer ¢ Hins

€t 10 11pOToK01y PPTP. (OYIHKLIH CCPREPA YRUIEHHORO J0CTYIA NOAKCT BIIONHTS
OTpANIIbI] MAPUIPYTHSATOD JOKATBHO CCTH.

Ia oK Gbith Kament-
cxast wacts cepiica RAS i apaitnep PPTP, Kotopsie pxomst  cocras Windows 98/NT,
a Ha cepnepe V/ATEHHOro J0CTyNa JoKabHoii cerit — cepsep RAS 1t apaiisep PPTP,
sxomsie 1 cocras Windows NT Server. Hpotoxon PPTP onpesessier neckobko

6 ii, KoTopbIMI i CTOpOHbI.

CarysxeBubie coobuteni nepeaaiorcs 1o npotoxony TCP.

Tocae yenewoit nporece michop-
MALIIOHOTO 0GNeita. By Tpertiie cepuepst 0KLIBHIO COTH MOTYT He HOUepAIBaTY
‘nporokoi PPTP, nockobKy Horpamimsii MapiipyTisatop ussiexaet kaapbt PP s
nakeron [P 1 NOCKUIAET 1X 110 JIOKaIblOf ceTit B HeoGxoumon dopsare — 1P, IPX
sum NetBIOS.

8.2.2. IMporokon L2TI

Lt HOCTPOCHIIA AU BUPTYATSHbIX Cereii 1a KaTHHON Ypoi
St Knmmareh DiSeD Syetons Bt pababoras vporora L2F (Layers Forvanl:
ing) kax anstepharia npotoko1y PPTP. Tlo cpasiieninio ¢ PPTP npotoxoa L2F
oI PAHbIX COTERbIX 1 GbiznyoGert b

st i Wnrepnera, /1 CBA3H

R imotatons . eponcis wposailastd NEOTORONILIF Toi i igkmenciine
PAVIINHBIX NPOTOKO/I0B YAaentioro octyiia PPR, SLIP i ap. Oarako npotoioit
L2F uyiesr ceayione HeiocTarki:

O s nporokose L2F ie 65110 1pEiyeMOTpero costaniie iuis Tekyiieii epeii po-
rokosta 1P TyHHeIs NeALy Toukawit ihop-
MAIHOHHONO B3aINOACHCTBIST

O BupTyA bl SAUCIIb KA MOT GbITh COIAI TOMBKO MEKAY CCPBEPOM

noetyna i, I HOrPAHHYHBIM A {3ATOPOM JIOKATb-
ol CoTH, TPH STOM YHACTOK MEACLY KOMIIHOTEDaM YATEITHOD TO30BaTens: 1
CepBepOM 1OBAIIAEDA OCTABAICS OTKDHITHIM,

Toromy nporokos L2F bt dhaxitecki noroten npotokoion L2TR, ieronuist
cratye npoeKTa craiapra HImepiieta, HOaTouy faice GYAYT aceyaTpBATLC ocHon-
HBIC BOIMOKHOCTIL 1t cRolicTra npotokoa LITP.

Tporoxon L2TP (Layer-2 Tunneling Protocol) paspaboran u opramsaimt IETF
(Internet Engincering Task Force) npit noatepsie xovmai Mlcmmf( u Cisco Sy
tems. Tpotoo L2TP pa 5 Kak pOTOKO
PDP:spara epesers OfiEns raesacun ¢ npowssaTOR cpeapil. Pabor riax
9TIIM NIDOTOKOIOM Besiach 1a ockope npotokoios PPTP i L2F, 1t b peayastare oi
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BOGPRUI B CoBsLIYMILINE KHCCTRA HEXOMBIX
nporaranan (4]
B ormune or PPTP, nporokon L2TP

e up\llm.uu K npotokozy 1P, mostony
Ol MOET GbITb HCTOMBIORAN B COTIX ©
KOMMYTaieil HAKCTOR, HATpIEp b cCTsX
ATM (Asynchronous Transfer Mode) 1wt
B cemsx ¢ perpancasuuiei kaapon (Frame
Relay). Kpowe Toro, & npotoxos L2TP
JoGanieia pakast GYHKIS yIpaBeis
HOTOKAMI AQHHBX.

B nporoxon L2TP tawke ao6anzen
pa
1pOTOKO

y »
a PPTP dynkuii sanuimsi, o

¢ nporokoavm AH 1t ESP crexa nporo-
ko105 IPScc. ApXirTexTypa npotokoza
L2TP npexcranieira ia pitc. 8.7.
Tporokon AH 11 ESP simastiorest
OCHOBIBINH KOMIOHCHTAMI CTCKA 1IpO-
rokoz0n 1PSec. DTit NPOTOKOIbI J0MTyC
i o Puc.8.7. npotoxona L2TP

X COIACORANTONY BHBOPY PA3ITIILIX

Ha sover -
repnperaiui DOT (Domain of Interpr i) Bl syicioin Hodensderata
) s aaropimyon. lpivence creca
TPSec s KAHATOB TOPOGHO
etes B paene 83
B cymiocr, miGpumii nporokon L2TP mpecranaser cooit pacimpernic
nporokoza PPP dhy 3y VARICHHBIX 0JTb3 coszanms
Bipry: uy TOTOKAMI AQHIBX.
ool 2TP pierier g iiecnst rpdlluwpm nporokon UDP it crionsayer
Nar “TyHHCIICN, TAK 1 U1 Tiepe-
oo navanss, B peamizauum Microsolt nporokon LTP ncriomayer 5 sanccane

it nakers UDP, naxersi PPP.
JocTankit YCT KORTPOI Hakeron,
Kai 1 » caysae ¢ PPTP, nporokos LYTP naumiiiaer cGopKy IiaKera uist nepeavi

B TYHHEITb € TOFO, 10 K 100 sanisix PPP crasia-
Jia 3arononok PPP, a sates saronopok L2TP. Tonyserbiii takii 06paso maer
ey pyetest nporokosion UDP. B kaviecroe nopra oTIpasiTest i noysareas
nporoxon LITP nenomsayer UDP-topr 1701, Ha pic. 88 nowaoana crpystypa naera
51 niepechutki 110 Tymeio L2TP,

B 3aBICHAOCTIE OT BHGPAIONO THTA HOITHKIL GEIONACHOCTIE CTCKA POTOKOIOR
IPSec npotokoa L2TP voxer undposars UDP-cooBieinst 1 00anth K ity 3a-
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o Ounawe | O | covane
Lates )|l e ) F .

sazpa pe | Bt G B e R

. [ S EE | anenicnion | e

| E—

Ayemaasposao ¢ nowauo PSe: ESP Adenticaton

Puc. 8.8. Crpyxrypa naxera ans nepecsink no TysHenio L2TP

rasouox 1 oo ESP (Encapsulting Security Payload,a e oxonvane
IPSec ESP i Barem BIP

s u 5. B L2TP
BT BTOpYI0 PPP-KAIICY. A0 U1 NOATOTOBK AAIBIX K Tiepec.
KOMITbIOTCp-TI01yHaTe:th IPHIHNQCT JaHiibic, OGpGATHIBACT FArOIOROK It OKOIa-
e PPP, yGupacr arozosok 1P Ipit novonur IPSec ESP Authentication nposomrrest
ayresmduikatus icopsaontioro oz 1R a npotokoa ESP IPSec nosoraet pac-

naker. [lance aaronosok UDP it ncnoayer
sarononor L2TP it serryatun ryess. Tenepy naker PPP conepin 10100
HOJC3 b AAIbIC, KOTOpIE 06pa wan 3 iy noay-
wateo.

Xorst npotokosn PPTP ereriens Geaora , 110 Bee
ke npotokon L2TP (nonepx 1PSec) nazesiiee. Iporokon L2 TP moneps 1PSec obee.
nesmact 12 ypoBiX a TakKe

s e byrnys Hiipecanie g Eepuu arane R el
Kt ertton 1 cepeepon VPN npotoko L2TP ieniosayer okaibiibie cepriidpit-

Kb, oy cayKGh Konnent 1t cepuey i cep-
1t coazator ESP SA (Security Association)
Tocse Toro aie L2TP (noneps [PSec) sapepiiaet npoitece

nbioTepa, 12 yposiie
TGN MORHO 3aaciicTBoBaTS A1060ii HpoTOKO:, ke PAP, niepeaatonuii st

NOS0RTCSE 1 Tapoh B OTKPBTON Bivte. Do poe Gesonacrio, Tax i L2TP
(1onepx IPSec) umdpyer ne . Otako ayre 1o
warca ot tosionss MSCHAP, ipinierionero s i o ipporciia
st : J09KeT HOBBICHTD,
Tioornion L2TD osibomabr Roionnit coata o # oropal FyEE
obpayeTca Mexy cepepon Joctyia
ol ot B iyl ChonS e TsenteRn TpoRGon PETD
1 L2F, - nportokos L2TP OTKpbIBATH MEHKAY
61 Y HECKOJIBKO TY MOKET i st
B rubKocTs i1 6

yrieapoBatIs.
Cornactio cuiewdpmicait nporoxona L2TP posth ceppepa yiaieitioro ey

omken socryna LAC (L2TP Ace
centrator), KOTOPbIii PeaIByeT KAHeHTCKYI0 sacth nmpotokoa L2TP it e
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VHUICHHOMY TOS0BATE IO CeTeROI JOCTYII K €10 JI0KTbHOI cerTit sepes Mirepier.
B KatiecTne CepBepa YALICHHON A0CTYIIa HOKATBHOI CETit JOIKCH BHICTYIIATh CCTeROii
ceprep LNS (L2TP Network Server), cyHiuionipyionuii ia copvecrinibix ¢ mporo-
xoz10M PPP twiachopaiax: (pitc. 89).

TokarsHas ceTb TokareHas ceTs

e
KorierTparop
‘mocryna LAC
nonb3ogarerns
Puc. 8.9. Cxemsi TyhHenuposanua no npotokony L2TP

PPTPuL2E P
ste L2TP ocyuiectssiercs: b Tpi oraita:

Kanaia B pOTOKo

¢ ceprepo JocTynia foKaTsHOl ceTit;

5 ayrenTiduKatus nomsoBaTes;

O KondurypHposarie sauueHHOr0 TyHies [4].

Hal 11epsoNt Srae s YCTAHORICHIS COCUHCIII € CCPREPON YRICHHOTO
J0cTyIIa t0KAbiHOf cern y. PPP-
 npomaiizepost ISP. Kottieirrpatop joctynia LAC, dynumonpyionuiii 1ta cepuepe
nposaizepa ISP, npiimaeT 510 cocutiicriie 1t yerananipaet kawan PP 3atex
KoHIeHTpaTop z10cTyia LAC BHIOMHAET YaCTHAIYIO ayTeHTH(HKAINIO KOHeuHOro

a1t ero noassoparest, Henobayst 1Ko i notssopateas, nposaiicp 1SP
PeIaeT, HySKCH A 1I01B30BATEI0 cepBiic TynHepoanist L2TP. Ecu rakoii cepic
HysKeH, TO CICAYIONUIM HAroM 1St KoHmenTpatopa focryiia LAC Gyzer moisicierie
peca cerenoro cepaepa NS, ¢ KOTOpbIM HYIKIIO YCTAHOBHTD TYHHCABHOC COCUHEITIIC
Jlas ynobersa ey 1 cepaepon LNS,
(rhcst Gasa JQUHBIX, HOMUIC

) Cerh noAb0BATEIISL, MOKCT

DiKitBacwast poBaiiicpoy ISP 15t CBONX KIHEHTOR.

Tocae susicreris 1P-aapeca cepsepa LNS mpomssourtess nponepia, tie

cymecrnyer ut yake rynneis L2TP ¢ ariist cepnepov. ECHH TaKoro TyImens 1er, 1o
v

on LAC n cerenn
ceprepont LNS 1ok 1510 nporokony L2TP.
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Tpu cosanin ryness exay LAC 1 NS HoBoxy Cosmeiniio b pasia o10ro
Tymesst nisona Call
ID. Korerrrpatop LAC ornpansicr ceteosy ceprepy LNS Maker ¢ yBeosUiciiies o
shione ¢ gantint Call ID. Cepaep LNS MOAKeT IPHHSTS JTOT BH30B 111 OTIIONIITH
cro,

Ha sropow arane noce yeranopaenis cecenn L2TP cerenoii cepuep LNS
JORILIOI cerit BoASET Mpotiece ayTenTiiKaII Honmsoaress. [Lis ororo
MOweT Gbith o 13 craiza
Snernocti CHAR B e mpisievrtin mporoxoss ayremricatonn CHAD naver

BROACT vt it ero orper. JLis npoTOKOTA

PAPora e u napost.
Cerenoit cepaep LNS moser cpasy s

oGt by HOBTOpHO BBOMITS

CBOM JIaHHbIE 1 He i o

Tipn ompanie peasrara ayreriukaruin cerenois cepoep LNS oer taike
nepesath KomtenTparopy Aocryiia LAC csesienisi 06 [P-aipece yaia moaaonan
To cymectny, koueirrpatop a0cTyiia LAC pabotact Kak MOCPCUMIIK MCALY Ya10M
VAIEHIOTO HoHSOBaTe i cereptint cepnepoyt LNS okasioii ceri

Ha tperbey aTarte b C1yuae yerennoit ayrenmpiIaII HoX0RTe 1 Cosaerca

ii TyHiess MesKY socryna LAC it cepre-
post LNS soabioii cetit. B peaymsrate nnkancyanposanisie kaipht PPP yoryr
HIePEARBATECS! 110 TYHHEIO MeskAy Korerrrpatopom LAC it cerensist cepaepos LNS
1 06OI HAIpABICHISIX. s sterymmmcn xagga PPP or A 1eiions nomomsrera

yaser i Kapa, GaiiTht K
I e o sro C TN 8O%Na LTS s chreol poToient
i OTHIpARIACT 10 TyHHe0 Cetenomy ceprepy LNS. Ceprep LNS, icrioayst npotokos
L2TP, usniiexact 13 npGisiiero rakera kaxp PPP 1 06paGaThiBaet ero craiiaprii
oBpazon.

Hacrpoiika et Ty ¢
TOMOUbIO YIpaBTsTIONUIX Cbhtiiennt: Tishsikite LTE Hobr shetr i nasess
2106010 TPANICIIOpTa ¢ KoMMYRHKaLIeil 1aKeToB. B 0BlIies cyiae 3ToT Tpanciopt,
sanpiiep npotokon UDP, He ofecrieunaeT rapanTiposaiioii J0cTanKin maxe-
ton. ToaToMy MpOTOKOA L2TP CaMOCTOATEbHO PeLIACT 9TiH BOTPOCH, HCTO3Ys
NONCAYPbI YCTAROBICHIIS COCUIHEHIIS BHYTPI TYHHEIS JUIS! KAKION YAUICHIOTO
noaoRATE.

Caeayer omusrirspuro sperogon LITP ue ompuemer Epypersist Mempon

pasantbix

Eom ii Tymenn b [P-cersx,
TOIAQ A peATIGALI KPHIITOSAUITH HCnoAB3yeTes nporoko: 1PSec. Tlpotoiont
L2TP novepx [PSec obecnicunpact Gojiee BHICOKYIO CTerelh 3auumhi JAHIbX, ey
PPTP, Tai kax ucnowayer aropiryist mcposarmis 3-DES (Triple Data Encryp-
tion Standard) i AES. Kpowe Toro, npi ovonus azropursia HMAC (Hash Message
Authentication Code) npotoiox L2TP ofecnesnpaet ayrenmuncautio zamioi. /Lt
ayTeITHUKALI JAHHBIX STOT ATOPHTM COIAACT XU AUTHHOI 128 PAspszo.




SALLIVTA HA CETEBOM YPOBHE ~ [IPOTOKON IPSEC 347

“Tainy 06pazo PPTP it L2TP pas-
. Tpororoa PPTP MOACT IPUNEHSTLCH T01b10 1 IP-COTAX, 1 sty 1E0GXOMIN
otzebioe cociumeniie TCP uist cosanis 1 icnossosais Tymmeds. TIporokon
L2TP MOKCT HCIOMB30BATECA He TobKo B P-cersx, cayskeGiie coobenist s
COBJLAHMS TYHHEIS! 1 IEPECHLIKH 110 HEMY JAHHBIX HCTOB3YIOT OMHaKoBbI hopyar
1t nporokoibt. Tporokox L2TP nonepx 1PSec npesuaraet Gobinie ypoiicii Gesonac-
noctu, est PPTP, 1 sosker nowmit 100-npoerriyio
BRUKHBIX U1 OPralH3ALII JQHHBIX,

Toomimensisie kasectsa npotokora L2TP €107 €ro Becha 1eperiek s s
U151 TOCTPORIIS! BIPTYAIBHBIX SaUIUICHHBIX ceTeli, OURKO DI BCEX CROIX J0CTO-
uiersax npotokos LITP e enocodert 1peofofier psil HEAOCTATKOB TyRHCIbIOM
TCpeaNH AQHHBIX Ha KaHATHHON YPOBHC:

O st peamtza npotokosa LATP neolxouiia noviepiia nponainepos 1SP:

O nporoxon L2TP orp Tyl 1 TACT
T AESORTERE A5 ¥ A ke Hirepien

O s npotokoite L2TP tie npeaycioTpeHo cosatiiie st Texyineli nepeiti nporoxo-
st 1P KPHITTOSAUUICHHOTO TYHHCS! MEAILY KOHESHbIMIT TOUKaMI 1tiichopyatti-
ontioro BaanozelicraI;

L2TP o6
TobKo B IP-ceTsix ¢ novoimbio nporokoia IPSec.

8.3. 3awmra Ha ceTeBOM ypOBHe —
npotokon IPSec

Pamika yerpareiie y cereii BoaMOAIO TIPI ¢
SHAHII CHCTEMbI AIIUITHI He AU OTACABHBIX KIACCOB MPILIOKEHIIT, a U5t ceTit B
1103, TIINEHITEDHO K [P-CCTSM 9T0 03HAYACT, HTO CHCTEMb JAIUITH AOTKHH
selicrnosars ia cerenom ypoite Mozei OSL. TTpenyiieerso Taxoro nuiGopa saiciio-
ACTES 3 TOM ONCBION (RUKTC, 70 B IP-CeTsX IO CCTErOf Ypoperth OT1sacTCs
or Quaiice-
KOl Cpetbl TIepea‘ it 1 TCXHOJIONHI KAATHOTO YPOBIIst TPRHCIIODTHPOBKA AHHbIX
10 ceTi e MowKeT GbiT npoiBeAeHa B 06X04 npotokoa IP. Toatony peamiatuts
anuT ceti a Tpe POBHC ABTOMATICCKIT FAPAHTHPYCT KAk MITINYM TAKYIO
3Ke CTeINeH 3T BCCX COTenIX MPILIOKCHILH, IpIIey O3 Kakoii-1160 Mozt~
KAl noCCUI.
1

IPTYAIBHBIX KAHAIOB 13 CCTEROM YPOBIIC NoZie-
1t OSI focmraetes onia ey nposp I KasCCTBOM
U, Pasieliientie CpeCT SLUITH Ha CCTCROM yPOBIe JCIACT I1X TPO3PAMHBIMIE
JU15L IPHIIOACHHIL, TAK KAK MEALY CCTEBBIM YPOBIEM I TIPIIOAEIHEM (hyHKIDIOHIpY-
er 1porokoza Tpancrioprioro ypostis. Ui i nportcaypst
RUILITH OKIBOTER CTOM, Ke PO, KK 1t ca nporokot [P. Ha cerenon
¥ ¥ nomoli b s
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Tpachiica 1 YIDARICHIST KTIONaNH, TIOCKOIbKY HACHHO 12 CETEBOM YDOBHE BbITIOMIIsi-
CTCs1 MAPIIPYTISAILS1 MAKETOR o

“mex npomoro.ios IPSec (Internet Protocol Security) ncnosayeres juis ayrenti-
dpukann yuacTiKoR ofvera, Tyemposaist Tpadia 1t midposarits [P-ake-
Tor. OctioBiioe HazHaveiie npotokoa [PSec — odecrieenite Georacioii tiepeasin
santibix 1o cerst 1P. Tockoiy apxirreicrypa PSec ofecniewsaer ero convectii-
MOCTD ¢ IPOTOKO10M TPVA, €€ TIO/UIEPKKY JOCTATOHHO PeatH3OBaTS Ha 00OIX KOHIaX
COCAUNEIIISE; PONCKYTOIbIE CCTCHBIC YATbi MOTYT BOOGIC HICTO <He SHATH> 00
IPScc. Ipotoko: IPSec sosker sauumiats tpadhiik Kak Texyieii nepei mpotokora
TPV, nipinvensiexoii ceromist v irrepriere, Tax 1 bepeiit IPY6, kotopast nocrerieriio
nicapsiercs o Uirreprier.

8. Apxutektypa cpeacTs 6e3onacHocTu IPSec

Ocroiioe IPSec — 2 i nepeain fait-
inbix 10 cetsn 1P Tlpivenerniie [PSec raparinpy

[e}

HEOCTHOCTS TIepEAGBACMBIX AAHIBIX, T0 CCTh JNHBie TP HEPEAe He HCKaKe-
Wb, HC NOTEPAI 1 HC MPOAYGAMPOBAILE

aYTCITINIOCTD OTIIPABIITEA, TO €CTh AQNIbC TIEPCAAIBL IMCHHO TeM OTIIpaBiI-
‘TeCM, KOTOpL] JOIGELL UTO OH TOT, 32 KOFO ¢t BAACT;
KonAEIUIAT 00Ty TEPUIBSEILS JAHIOE TO CETS TR TEpUBITEA 3
opyi, poc

o

o

Creayer oryieris, w0 oﬁ...mm B NONSTHE GEIONACHOCTIE AAIHBIX BIAIONAIOT cllie
010 TpEGORaIIE ~ A0CTYIHOCTD JAHHBIX, HTO B PACCMATPHBACNOM KORTEKCTE MOAHO
nTCpnperipovATh K FapaTiio 0 focTan. [pororoms [PSee e penior armiyio
1y, OCTaB1ss ce 1 ypowiist TCP. Crexc 1PSec
oBecrieHMBET 3T HIKpOPNALLI 12 CETCBON YPOBI, “TO ATACT 3Ty ALY He-
BILUINO U1st PAGOTAIONUX IpILIOKeRITL.

y i et B IP-cersix sipasiercst [P-naker.
Crpykrypa IP-nakera nokasaia a puc. 8.10. [P-akeT coiepiT S-aipec HCTouHIKa
u D-agy 3ar0JIOBOK, o THIE
AN, TEPETOCIINDIX 1 3TOM TaKeTe, 1 CaN i aibie.

IP-3aronosok TpaHCNopTHbIA
TCP - unn UDP - [NaHHble
S-anpec D - agpec 3aronosok
Puc. 8.10. Crpyxrypa IP-nakera

it Peny TOLKO B TOM
Catyuae, eci Ol yBepel, UTo ero udpmcpuo OBMeHy — HMEHHO TOT, 32 KOTO 0N Cest

BouaeT cropon), uto nakeTHt He
as ) 14O 1107 Janbie e

HOZBCPITHCE HAMCHOHIIO B IPONCCCe Nepearin (EOCTHOCTb AANBX).
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JL1st 010 4T0GH! 0GCCTICHINTS ayTeHTHGHIAINIO, KONICHINATHHOCTS H LEH0CT-

HOCTH TepeIABICMBIX JAHIBIX, CTeK npoToioion IPSee nocrpocit Ha Gase pia craii-
JAPTH30BAHHBIX KPHITTOrPachHYeCKIX TexHoOrHii

O obaernnt imosait corraciio aropirmyy i Xeauiara st pacnpeserieinis
CCRPETHbIX K0l MEAAY IO0BITCISINIL B OTKPHITOIi CeTit;

KpHiTTOrpad A OTKPHITHIX Kol A1 noAHChBaIs 00enon -
AIMAIA, TObI FAPAHTHPOBAT MOATIIHOCTS BYX CTOPOH 11 10CATH arak

THITA <HEIOBEK-B-Cepejutiie;

wipposic o OTKpBITHIX K0Nel;

arropimy Jabx;
aopimy ayreriucay coobenii i Gase byt xonmpovA.

o

OCO

Tporoxox IPSec onpeieisier Cranapribie CIOCOGH FATH HIPOPMAIIOIIHON
o6ucita ta cerenost ypoiie Moz OS st 1P-coTit, ARTONLCIics OCHOBIbIM BILOM
OTKpLITHIX cereii. J{abiii IPOTOKO BXOMIIT B COCTaR HOBOI Bepciti mpoToKona 1P
(IPV6) 1 npisteriny Taioke K ero rexyuieii eperit (IPvA). JList nporokoa IPvA nox-
sepica TPSec simseres seateabitoi, a s IPV6 — ofsisatesbiioii. iporoko 1PSec
HpCACTABIICT CO0OIi CHCTEMY OTKPBITHIX CTAIAGPTOR, KOTOPAS HMCCT HETKO 0ep-
et 4o i Koy s SIS st TR, sEDIL

y Sec-
HPOTOKO.TbI éwvu' ORIt YpoBTe  AACTIOETI HPRAIAIOLYE MDOTOKA, TPOTo-
KOJIbi KOR(QUIYpipOBAHIIS, A Tarcke SRV STy

OCHOBIbINH S Kakuta -

JstoTes caeayionuie:

y i wm npn
HOTO Kama;

way QX NeRRY
TOMKAMI FANNIETIOTO KartaTa

© oecncueHIe KOUCHIbIX TOHCK KalaTa CekpETHEINI KAIONaNH, HEOBXOTNbAI
Aa paborst " anx.

Lt pettienist nepeCIICHIbix 33 cricTeya IPSee 1CMObayeT KOMILIEKC CPEACTR
GesormacHocT HIGOpNAIIONHOO obeita.
Boabuicrso peamtsaiiii nporokoia [PSee IEIOT CCyIOIie KOMIOHCHTH:
> ocuonioii nporoxoa IPSec. dtor komionent peamayer ESP it AH. Oit o6-
paGarbizact sarozoia, psaioxeiicayer ¢ Gasawit tanmix SPD 1 SAD s

oM

O nporoo Kiiosesoii IKE (Internet Key Ex-
change). IKE ofsrato Kak npoiiecc yposiis,
3a i, BC

»
Gasy saubix nomrmink Gesoractioctit SPD (Security Policy ety ot
13 BKHCHHILIX KOMIIOHCITTOB, TIOCKOTbKY O ONPEICASCT TI0ANTIIKY Gegomacioc-
T, mpMersIeNyio K makery. SPD HCNOTbayeTcs ocoibin 1poTokonon IPSee
1pit 06PAGOTKE BXOILULX 1 HCXOMILINTX HAKCTOR;

o
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O Gasy sanibix Gesomacibix accounaiusii SAD (Security Association Database).
Baga zanibix SAD xpani cricor Geaonactbix accoturamii SA (Security As-
sociation) /st 0GpaGOTKH BXOAsINEH 1 HEXOBIINCT HHbOpMAIIIL er(wmmm
SA HCHOALIYIOTCA A1 SAMTH HCXOISIILX TAKETOB, 3 BXOMsITIe SA —
obpaboTku naketos ¢ sarosioskamu 1PSec. Basa gannsix SAD sanosmsiercs SA
PO M BSOS TR Yop e et TS

o noaTIKoii G SA. 910
HpILIOAKEHIIA, KOTOPbIC YNaBISIOT MOMHTIKoi Gesonactioei 1 SA [7].

Ocnosrofi nporokos TPSec (peamayiouuii ESP 1t AH) Tectio sansionciicrayer ¢
TPANCIOPTIBIM I CCTEBBIM YPOBISMIE CTeka npotokosion TCP/IP. Makriecki npo-
toKox IPSec simseTes HacThio cereroro ypoiist. Ocnonioli MOAYIb npoToKota 1PSee
obecnenpact Awa mirepdeiica: Bxoofi 1 Bbxouiofi. Bxoanoit urrepdeiic neio-
3YCTCH BXOLANUINI TAKCTAMH, a BBIXOHOI — nexomuiii. Peaizauis IPSec e
OIKIA 3aBICETH O HiTepdelica MY TPAHCTIOPTHBIN 11 COTEBbI YPOBHAMII CTei
npotokoos TCP/IP

Basut gaunitbix SPD 11 SAD cymnecteriio smisior a sxeicripiiocts paots 1PSec.
BuiGop CTpyKTypbi Zaiibix /uist xpareitisi SPD it SAD SBISCTCA KDHTHHCCKIN Mo~
MerTow, T IPSec. Ox
SPD u SAD sasucst ot i eABHOCTH 1 cuere-

ML
Bee npotokostsi, sxositue B IPSec, Moo pasie:

1TH 1A S1Be

o oGpaGorky an-
HBIX (U151 OGeCTICUEHIIS X SUUITEL);
on b

apaveTpt BanuC-
HBIX COCUHCHII, HEOGXOMITMBIC LTS IPOTOKOI08 TICPBOIi IPYIITbL

s (PSS A Sl T WHERON Ayt i
sonia AH ( Header), npororc 1 ESP (E
S penlaing Secusity Dovioad) 1t iberoac COTTBROTALILT TOpEMETROB EETYATHGRD
Kanaa n ynpanserist icnosanmt IKE (Internet Key Exchange).
Ypa epeicTs IPSec wa puc. 8.11.
Ha oepien ypoate pacTionoReH ClenyiouME TPOTOROT:

O NPOTOKO COAACOBANILA NAPAMETPOB BUPTYATHION Kaata 1t yIpasciiia
o 1 criocol Kanaa,
- ucnoay a Taioke
HPOILC/LY Db OGMEHa 1t YIDARICHIT! CCKPCTHBINII KTIONAMI B PAMKAX FaUUILICH-
HOTO Cocaters;

O npotokon sarononka AH, ofec it ayrenmii-
(HKALIIIO HCTOMHIKA AAHTBIX, HPOBEPKY HX IE0CTHOCTIE I IOLTHIHOCTI T10Ce
HpIeM, A TAIGKE FAILUITY OT HABS3HIBAIII TIOBTOPHBIX COODILCITNE;

O mpoTOKON HKATICY.THpYIOMeii FATH ESP,

JGHHBIX, & or HOBTOPHBIX
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Pporoon Mporoxon Mporokon
KE AH ESP
RGP l
ropums Arropumiast
riapameTpos U ayrenTibKaLM wbposar
yrpasreses
Knoaum
Hoven
wirepmpeTaLm
DOl

T Ve Sy
npiNeRsesoii BOMtHOr 11X CTpAIAX NIPAKTHKOI] OTpaItieH s SKCIOPTA 1/1IIH HMIOpTa.
cpesiers, JQHBIX TyTEN Kask-
Juwiii 113 npoTokoon AH 11 ESP MOKET HCTOB30BATHCA KAK CAMOCTOATEINBHO, TaK it
convectiio ¢ apyrin. Vs kparkoro nepeicaeniist dynicit npotoxonos AH it ESP
BIIO, 4T T sacTiio

Tporokon AH oraesacr Tobko 3 W ay
JQIIBIX, B TO BPeNST KAk POToKo: ESP sinisteres G016 MOULIBIM, TI0CKObKY MOSKET
1 pOBATL AaITbIC, 3 KPOME TOFO, umcofml o i nporoor Al

(XOTS1, KaK YBIUIM TI03tiee, ay B
HECKOTHO YPESAHON BILC)
Tpotoxon ESP wosker ymkum W ayTenidiia-
B 10GbX 0 eCTh GO 1 TY 1 APYTYIO
rpymy dpyrautii, 6o oo ay mibo
01K HpoBAIC.

/vt uncpposamuz o  IPSec (1mpotokon ESP) sioscer Gutms pisre mpaic
THECKH 0GOi CHMMETPUHBIT AZTOPHTA IH(POBANIIS ¢ CCKPETHBIMI KTIONaMIL,
TCUCHIIA LEIOCTHOCTIN 1 2y s gaiuix (npotokot AH it ESP)

ottt 113 npieyon ¢ HoMoMbIo oAHOCTO-
poncit by (One-way Function), asimacyiofi raike aiivect-Gymkauieit (Di-
gest Function) [4],

Tporoxon IKE, AH it ESP msainvonelicayior ceayiomuisi o6pason.

Ciasaa ¢ n0MOISIO 1poTOK0a TKE MeALy ABYNS TOUKAMI YCTAHABIIBACTCS: 10~
TiteeKoe CoeeIie, KOTopoe B Cranzaprax [PSec noayuiuio assaiiie «Gesonactias
accomtauts> SA. TIpi YCTaHOBICHII HTOMO JIOTINECKOTO COCUMHEHIIS BHTIOAHSCTCS
ayTeHTHANKAIUS KOHCAHBIX TOCK Kalia,ia, A TAKAKE BHIGHDAIOTCS! HApAMETPbI AIUITH!
JQHIX, HATIACP A/ITOPITA! IH(POBAIIIA, CCCCHOMHb] CORPTHb KO 11 7. 1.
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et b asIKaX yeTaiioncmoit Geaoriaciioii accouutatu SA Hasaer padorars
npotoon AH 1uni ESP, ¢ I0MOIbIO KOTOPOO it BemoOASICTES Tpelyenast aanurta
JAHHBIX € 0}
Cpednuit yposens apxitexrypst 1PSec 06pa3yioT aITOpITMbI COTTaACOBAMII Napa-
METPOB 11 YIIpaBIeHist KI0MAMH, IpiMensieMbie B potokosie IKE, a Taioke anropurast
W )y
AHu yapy s
CICIYCT OTNCTHTb, YO IPOTOKO.Tb! SATH BIPTYAILHONO KAHATA BEPHETO YpOBist
apxarrectyput 1PSee (AH 1t ESP) e 3anitc of KoHKpeTHBIX Kpitrrorpadiiceiin

a CHET BOBMOAHOCTIH HCTIO 30BN GOTBLIONO KOJ pa
paiui u 1PSec BHICOKYIO
creneits rKoCTH opramEaI FanueTsi cei. TGkocTs IPSec cocToT B ToM, HT0
st KaAAOI Basa e pemnerts. Me-

FOLbt 151 OOt FAZaH OGBINHO I JABICAT OT MCTOAOB PEAIIAIN APYTH FLa
H’\upnwcp, wbi60p 1 |||n<1)p0mmm mopimua DES ie nautser na nmﬁop ynuwn

Jai
Fhistai it ety TS ()ﬁpaiyc'r T sl o ey
nperainn DOL Hovena DOI obye-
onena caeayiouuiyin npiraia. Tporokons AH i ESP it soayaviyio
CIpyKTYpY, A0myCKas 10 11 iy BbiGOpY
Tooomy eoGxomny oy, KoTOpBt Nor G obccriewTy conveerinyio paory
W BHOBY hventio raiie
dynkn o3 Ha vt DOI. floven DOI
B IGHECTD Ga JANHBS XpaumT Coeseris o6 nenombayessix b [PSCc mporokosas i
 x 1wt . o cymiecrny,
o DOI pnozmsier 5 ype IPSec. JList
oo 0Bk )y
W ® Hit ESP e
chtcsins B Aoere DOI [4,37),
Uit Toro uTo0n npmum b AH i1 ESP ot sunosmh coio pagory 1o 3
LT TCPEAABACbIX JAHIBIX, MALY Yamawin ¥

SA. Tlen SA - o6
KGUIJIONO KOHEHORO Y312 (b IPOILCCC HA3DIBACTCA BIaIMIOf ayremuucie
KOHCHHBIX Y310B) 1 ) napaverphi coeur
erns. L y acioii SA wety apyss
TouRav Heriomayeres npotokoa ISAKMP (Internet Security Association and Key
Management Protocol), Bxojsiuiii B COCTaB pOTOKOTA CORTACOBANISE TAPaNCTPOR:
BUPTYAIBHOrO Kattauta 1t ynpanieiis ictiouavit KE.

SA co B3Ol cropon. BuGipa-
Sanie gz tterp SA opeseamr, Kol Awy mporoon, AH s ESE
NPHMEHSCTCS U SAINTHI AAHHBIX, Kakie (YHKIGH BHIOIAET TPOTOKO AT
b o i e e et Al Kpoye Toro, i
Ty CTH aHHBIX. Baskibiv
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SA SIICTCS! TaK HashIBaCMbii} KII0YeBOl MaTepia, b iy
e m— paore AHHESP.

IPSee HHKOEAA He 1EpechIaeT KoM 10 ¢t cs lulmmu
KUIIOMY KOHEUHOMY Y31, UTO0b! JIOKIBHO ICHEPHPOBATS K1i0N.
JomKIbI ofie KorleuIe ToNKI
st TloaToMy Ipi Henos anToMaTIICCKOIl MpOTICAYpHI ye-
SAnporokozst IKE, poNb Kaltata, BHOUPAIOT

HAPANCTP 12 OCIOBE KRAINION COTTacomaIA. L1 KA S/, ettiaeNiol 1po-

roxouavit AH it ESP

Bee oro et IPSec oterms riGian cpeactson
SA

LT TCPCABACMBIX JAHITLIX.
oo 1 IPSec s0-
TifieCKOe COCIUHERTIE, I0DTOMY NIDH ZBYCTOPOITHEM OGMEIIE AHHbINIT HEODXOMNO
yerauonim, e accowrant SA. TIOGIE TOTO Kk NGAIY KON 2N COTa-
Conant IT 11 MeTOAb o
VATH COBIOT 010 CoeMeIIIE SA /LT BOTINE HAKETO JlIbiX 1 ApYToe — 11
HexonIX.

AH i ESP YIKE B PAMKIX YCTAHOBICHHOTO 10~
IRIGEROrO coCeI SA, € CF0 TONOUILO I OCYIIECTAIACTES TPyt aamiTa
anibix ¢

8.3.2. 3awumra nepeaaBaembix AaHHbIX C MOMOLLbIO
nporokosoB AH u ES|

Tlporokon ayreriduuipyioitero sarozoska AH it nporokon mkancypyonei
SALUTH COepRINOr0 ESP MOLYT aGOTaTs b TYINEIHOM I TPAICIOpTIHOM pesit-
se. JLst CBOMX 3R 110 TiepeatIn AaHbIx
ot AH 1 ESP nicriowaior o I TAKCTH

cyenyIo 1 popMaIio, ohpAIss ce B BiLLe 3ar0108KoB. HIKE Mbi PaccsOTpIM
noaposiice coaepinvoe aarononkon AH 1t ESP 1 ensariyio ¢ i ymkiuiorais-
noen

AH

TIporokos ayresmiuupyioniero saroopika AH obecriesact npopepky ayrenTirs-
HOCTIH 1 nieoCTHOCTH 1P-TIAKETOR, @ TAIGK JAILUITY OT BOCTPOH3BEICHIIS PAHCe 10C-
sty [P-niakeron.

Tporoxoa AH nosmozsier npiesioit Croporie YGeuThes b cieayioniens:

O naker Gy OTIPABIICH HAEITIO TOlt CTOPOROIY, € KOTOPOIl yCTaloBAeHa tatiias

accomans;
nakera e tojse B TOIIECCE HEpeash €ro 10
ceni;
O naker ne ssCTCH nakera, pariee.

Tlporokon AH HOZHOCTHIO 3ALUILACT OT TOLUIORA 1t HCKAKEHIIS COLpRINIOro IP-
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HAKETOB, BICTIONS AaHbIE NPOTOKOIOB Goziee BHCOKIX Yposticii. TTomioTa sanurrs:
nostcii IP-3ar0/I0BKOB FABIICIIT OT HETOMB3YEMOTO PEAliAA PAGOTH — TYHHEIBHOIO
LI TPAHCITOPTHHOFO,

Outaxo nporoxon AH an-
i, S o peAS e AR s et T kS o e
1 TIPONICHYTOUBINII YN, HO He MOTYT GbrTh Hasertetibl L1enocTiocTs 1 ayTermirs-
HOCTD JIAHHBIX 0
epex P yponiist (TCP/UDP). Mopyat
aaronoska AH nokazan ia pic. 8.12.

0 16 31
C 1 3aronoBoK | Avra
sauymsl SPI
TopsinioBiit Hovep SN
narrbe awa)

Puc. 8.12. ®opmar 3aronoska AH

3arosiosok AH Biciouaer B ceGs

IO nos:
O caedyroupis 3azorosox (Next Header) ~ omnofaiitonoe oz, conepaee kox
1poTOKO; sarosonka, 5 IP . HANDIvED KX
npotokosta TCP 1w ESP, ueii sarozonok ceayer sa AH;

Omuna (Payload Len) ~ ykassiact vty saronoska AH b 32-Girmiix cionas;
undexc napaviempoo augum SPI (Security Parameters Index) ~ npecranscr
coboii 32- SA, BCe napa-
MeTpbi TyHest 1PSec, BICTI0Nas! THIIB! KHITOrPacIHeCKITX ATOPITNOB I K0~
i nncpposarist. Ha ocniosamiit mizexca SPI naker GyAer npasiisio othecen
K OO 113 CYIICCTBYIONUIX AccomLtii B IpHeNHON nLtiose (1wt xocre). Ecit
ke AKTIHBIOI ACCOWIALLII, 1A KOTOpYIO VKaammaeT verka SPI, e cymiecrnyer,
O HAKeT MPOCTO OTOpACHACTCS,

nopsidwoanii noxep SN (Sequence Number) — Geaataxoroe 32-Gimioe wicio,
VBOTINHBACNOC Ha ALY N0CTE TIEPEAANH KUKIOM SAUIIEHHONO 110 1o~
Tokoy AH IP-ntaketa. Oecrieuimact 3ty ot A0KHOTO BOCTpONBECHiI
patce nocaaiin 1P-trakeros. TIpit lopMHPOBAIIII KAKIOTO BaUIeNNOro ce-
anca B paic A IPScc

CTOPOHBI JICIIOT CBOH CHCTSIKI HYJICBBIMI, 2 TIOTOM COIIACOBAIIbIM 00pa30N
yiemBaor 1rx. TIOysaTe:Mh IPOBEPSET 9TO MOJIC ¢ HEBIO YAOCTORCPHTHCA,
UTO TIAKeTa C TAKITM HOMEPOM IHISTO eitte He Ghuio. Ecit ke Takoii naket yike
6bu1, on e puHINACTCS;

aymenmuduixaguonnvie dannvie (Authentication um) ~ TH0JIe riepemeHoii uin-
e e nakera it
nasinacsiyio MAC-otos (Message Au(hcn(lmuon Code). 10 nose Hazsisaror
TaioKe 1IPOBOIT NOMTHCHIO, ZAILUKCCTON 1L KOJOM HPOBEPKI LETOCTHOC-

[eXe]

o

o
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 ICV (lntegity Lhwk Value) naxera. L()/u pranvoe ot Authentication
Da =

1||)mu|<n,|mx et

npm\um, HIMACAMDS n HMAC-SHAL octon

xou-pymiauii ¢ niosast. L
QFLDRCCTA FANICIT 0T DHPNIOND ATOPITSA, T2 70 970 MO e B OBe
i paswicp. HaiGos ¥ MAC
MDS rerepupyer 16-Gaitmmit aiizviect

Tpotokoa AH santiaer pech [P-naker, 3a HCKTOUEHHEM HEKOTOPHIX 110
P-saroopie, Taki ik spevs skt (TTL) 1t Tin cays6on (Type of Service), ko-
TOPHIC MOTYT MCHSITLC B IPOLCCCE Hepe/ait HAKCTA B CETi. 3aMETi, HTO MPOTOKO
AH oGecnieammaer sanumy or waveriennii IP-aipecon b sarosonie naera. Tlporoxos
AH cosacr cnocod KoHBepT, 06 wreirtipit-
KALUIO HICTOUINITKG TAIX, VX ICIOCTHOCTD 1t BAUIITY OT HAB3BIGANII TIOBTOPHDX
cooBe
Tporoxon AH woser Guirs ncion

Bal B By

peIMAX:

O TymemioN;
O TpancroprioN.

Mecronozosertie sarozioska AH b IaKeTe SaBiiciT 0T TOr0, b KaKOM PeinNe —
TPAHCTIOPTHOM LI TYHHEIBHOM — CKOHUTYpHPOBAH 3anutiiennii Kanan, Ha
piic. 8.13 nokazaro AH-aa aoioc IP-saroiosKa b 060~
X pEKIIMAX.

B mpancnopmion pexawne saroonok nexoanoro IP-akeTa CTanoBITes preiming
Saro10BKOM, 3a MM CICAYeT 3aroionok AH, @ 3aTeM — Bee AQbIC FAIIACNOT
Hakera (10 €CTh KT POTOKOTA Bepxiiero ypoist). TTpotoxo A sanummzer nech
H0y e Tk O0PAION AKCT, BITIONas: 3ar01080K 1P 1t codeTRRIO Cav 3aroo-

IP-naxem noce npumeHeHun MpomoKana AH 6 MpaHCROpIHOM pexuMe

3aromeoK | garonosox AH | Saronosox TOP | Ml
e (4w UDP)
IP-nakera

IP-naxem nocre npuueneHus pomokona AH & MyHHensHOM pexume

Baronosox P
wewnero | ST | yoxopioro | Sorees TSP | Ranee
IP-nakera Pnattera

AYTeHIGULPOBAHO.

Puc. 8.13. IP-naxer nocne npumenensa npotoxona AH s TpakcnopTHom
U TyHHeLHOM PeXIMAX
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i AH. Tariny 0Bpasost, 1080¢ HINCHCHIIC I B HAKETe 111 3ar0:10BKOB Gy1eT
Oy CIERYET TIOKG G 1T b JTOM DAINC I ICTa it

30M,

0 €CTh Mt BAUUILIAC AQIIbIe IAKCTA OT IEMCHEHII, HO 1ie MOKEN
. i o npocmcrrpa B sactioct, e yzmercst ckpbith [P-azpeca ncrournia
it MecTa ias npocyiotpa AHLaNI, TIOCKOBIY
ami 075 Beerza upm\’lcﬂsyluT Bize aciicroi-

TCHbIM A/1PECAM XOCTOB,
B

et Hombii
rotonon 1 1D speca iocutaoncl 1 HpUIIAIOLT €Topott OryT o1mtrarics ar
aipecon B aaroionke HCxo0ro 1P-nakera. B sanunneron 1P-nakere syrperiiti
(nepuorasautbitbiii) [P-3ro1080K ConepsKirT neicnoii atpec 1axera, a prewnitii 1P-sa-
FO10BOK — AAPEC KOHIRA TYHHEIS. 3 HOBbIN 3r0;10BKON Bifeilero IP-niakera ceayet
rononok AH, a 3ates nech nexoasili maker (sarozonok IP it cayit artibic). Ka it
B CAyHAC TRAHCTIOPTHONO pesiis, npoTokon AH sanuiaet bec coatibi aker
(aa sarononica I, aarozonok AH it faiibic), ¥T0 Taioke H03BOACT OGHAPYIKIFTS i0-
Gbic HavcHeis B Makere. Kai 1t B TPaHCHIOPTHOM PEIINC, Cay Take et o1
npocyoTpa.

Hesasieinio o peiinna pabotst, mpotokos AH HPEIOCTaBISET Mepsi JallufTh 0T
ATAK, HATPARICHITBIX 1 HAPYIIICHIE ICOCTHOCTH 11 NOAIIHOCTH NAKETOR Coolie-
Htil. C MOMOIbIO 9TOTO MPOTOKOMA AYTEHTHIUIPYeTe KA HAKeT, TO Je/aeT

nporpav, epessani | cearicom,
Tipotoron AH o e Tobko

ronosxen IP-mieTon, Opats CAeayer Yiers B T 410 d\’rurrm!mkdunn o m)o»
Tokony AH ne onyciacr nos

s oK sRIEA: Satera: T ool S Piees Sstel DSTonmt Bean PRI
B CPELC, e HCTIOLYCTe! Mexaimiay Tpancasu ceresuix axpecon NAT (Network
Address Translation), nockobky 2115 €ro paGOTH HCOGXOAIMO MalIIY.TIpOBalIe
IP-sarozonicast,

Tpotokos AH moxer B OMHIOUKY 1 B c
ESP 1w ke ¢ makeros, koropiit yake conepairt AH-saroonok (iioskeitiioe npi-
Menene).

TpoTokon uxKancynupyiowei 3awmts ESP

Tpotokon i sa ESP Konen-
LHIBHOCTS, AYTeHTIMHOCTS, IE0CTHOCTD 1 SAIUITY OT OBTOPOB /LIS TIAKETOB Jali-
Hix. CACAYET OTMETHT, 4T0 mmxm tenmaboCTs Aabix nporokon ESP ofecnie-
“nBaeT BeCra, ABISIOTCS UL

nyrem
Th i Th JLHHBIX 00CCTICuH-

ix nakeros. Le

BAIOTCSH A OCHOBE BbICICHIS i
3 pearst by Gvieia pivo,
w0 dhyauionabHoCT, npotokozia ESP mnipe, wew npotokona AH. Hpotokon ESP
noaepiBaet Bee Gynkim nporokora AH 110 sanurre sauniposaIbIX 10TOKOR
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RAIIbIX OT NOJUIOF:, BOCHPON3BCACHIS! 1 CIYSAilIONO HCKKCHII, A TAIGKe o0cerewii-
e Ko T

B npotokozie ESP (yyHKin ayTeniuiatiti i kpuimorpadieckoro 3akpsiis
NOryT Gbimh sateiicTROBaIE 160 BMECTe, 160 OTACALHO APYT OT ApyTa. Tlpi BbinIoN-
nert Geaay b ucrio
Mexaniaa TpanCsn cerenhix aapecos NAT, 0CKOIbKy B 9T0M CIytae aapeca i

IP-takeTon o0 4]

Jlast pernernitst coowx st npotokon ESP ieriomsayer saroionok qopyara, mpit-

Besentoro ta pic. 8.14

0 16 31
Virgerc sauymel SPI
TopsaKoBb I HoMep SN
it )
[ 3anorwmens Pad
Pad | A Tc i
ranbie avwa)

Puc. 8.14. Gopuar 3aronosa ESP

Barosopox ESP corepsrt cieayionuie nost:

O undexc napasempos saugumen SPI (Security Parameters Index) — neromsayeres
COBMECTHO € aApecoN noiyareist it mpotokoos sanurroi (AH 1w ESP). Vica-

pimaeT cootseTeTRyIoiiee coraeniie SA. Tloayuares Henoamsyer ato nase-

HIC U151 ONpeieIeHII COTTANICHII O JAUTe, ¢ KOTOPHIN WACHTHQUIIIpYCTCs!

JaHHBI NaKeT;

nopsdkosui nosiep SN (Sequence Number) — ofecriedigact sauuiry o nosro-

pon vt SA. Hpeacranisier coboii 32-GiTHoe w10, HepBOHATLIIO pasiioe |

iy ¢ arow 1. Oro e IIKTICCII 1t YRAHBACT

HOME IAKETa, OTCHLTACNOTO 10 Aariowy coraerino. Tlonyaren nposepsct

970 10IE € IEBIO YAOCTOBCPHTHCS, HTO NAKCTa € TAKITN HOMCPOM TIDHISITO eliie:

1e Guwto. Ecant ke Takoii maker yake Gbl, oif e npiiI@eTes;

dannvie (Payload Data);

aanoauumens (Padding) — sonncwactes o 0 10 255 Gaitr s 32-Girriioro boi-

panBa ¢ paniepoy 610ka wdppa;

Oiuna sanonumens (Padding Length) — yrassmact iy

Gaifrax;

o

[oXe]

°

19 SANOTHITE B

O caedyrouuit sazonosox (Next Header) — yKassiuact nppojty iepeianaeybix fai-
nix (anpisiep, TCP i UDP);

0 ay dannvie (Authentication Data) — coepiirT kox mpo-
BepKt 1es ICV nkon yeaie U1
npoBepKit THPABHTCIS I 1EOCTHOCTI Buauerie

ICV Buncasieres 21 3ar0108Kka ESP, Nepe/aBacybix @i 1 Koienoii Met-
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kit ESP. Tlonie Authentication Data nomentaercst B 3arosook ESP 1o,

BicmoserHolf ayTerT i,

bKO PN

Herpy/o saMeruTs, 4to Hexoropyie o saroionka ESP anaiorimst nosy
sarosiopka AH: Next Header, SPI, SN, Authentication Data. Ho nveetcsi i jsa jo-
nons — (Padding) u uma (Pad Length).
b MOKET HOIOGTLC 1 Tpes Ay, Bo-niepuis, A1 Hopyumioli

DOCOTIE AP AT pHIOD. 106! ex
CoepiRa KpaTHOE HHHC0 GII0KOB ONpeeAeIHOro pasNicpa. Bo-wTophx, <|mpmr saro-
10mica ESP TpeGyer, Hrofhi 10;1¢ TalibX Saka s o 1 rpaiiie Yethipex Gairon,
M naxorten MOKIO SOBATS L1 CORpBITIE -
epa HaKeTa B eTx HACTIHO
rpacputica. Ipanta, npotokot ESP nqmmummnm MOKHOCTIE MaACKHPOBKH 255 Gail-
TAMIH SATOHITEIE; HTO CACIIANO JU151 TOF0, 4TO0bI H3-3a GOBIION0 0GheMa H3OHITOUHBIX
QIITBIX He CMINIKOM CHIBKATACH NOIE3HAS NPOTYCKIAs CIOCOBHOCTS KalaTa B3N,
Kax Bt 13 pic. 8.14, 3a10,10B0K COCTONT W3 JBYX HACTeil, PasieIsIeMbIX 101ex
anmbix (noneanan narpyaka — Payload Data). Tlepsas wacts, kotopas zaice Gyer
obostauaTLes Kak saroosok ESP, oGpasyercs sysst oz, SPI i SN, 1 pasventaer-
1 iepen rotem atbix, OCTatbibie CIysKeBILE 1071 1poToKo:1a ESP paciosoxenst
B KOHILC MaKeTa, HenoepeACTReHHO 32 101eM HIbIX ¢eIYeT TaK Hazbisaesbiii Tpe
(ep, B KoTophiii BXOAT 3ano:Te:th (Padding), v sanommrenst (Pad Length), a
TaioKe YKA3ATEA, Ha IPOTOKOA cezyiotiero yposiist (Next Header). Bapepuiact niaier
nosie KonTposs tesioctocty (Authentication Data). B Tom cryuae, koraa npu yera-
owsern Gesoraciiofi acc OB AT DL e O SOBT BESHOKOT

ESP 10 obecneteio esocriot, o e rcyrerny
¥ 3B (TS

m1(|)puuun ) woer v cepucpas

KoHCHIbIX Ouaxo vaie cro puy

I
LI CIIEIHATBIbIX YCTPORICTRAX, KOTOpiC B apxirreictype IPSec ivieryiores uumosasit
Geaonacoctin (Security Gateway).

Pasitiaior wa pexinia nporokona ESP ii 1 Ty
nemiii. Ha pitc. 8.3 noasario pacnioaokeiiiie ESP-3aro/onica b TyHHCbHON 1t
Tpariciioprio peisax [50].

B e promms Henoc-

MesKay Xoctamit, B M pesinvie npotokoia ESP sarononok
Hexooro [P-rakera ocTaetes pieniiny, 3aronosok ESP novenaercs b nepetanac-
Mbiii ITAKET MEAJLY 3r0/I0BKAMI IPOTOK0I0B Tpetbero (IP) 1 wetnepToro (irampirsiep,
TCP) yposieit. 3axetiny, 410 nost nporokosa ESP ceayioT nociie craiaptiioro
IP-3ar0/10BKa, & 970 O3HAUACT, HT0 TAKOIi AKCT MOKCT MAPHIPYTH3HDOBATHCS! B CCTit ¢

IL1i1chpOBaIIIIO NIOABCPIAIOTCs TOABKO Aaltibie HexoAHOro 1P-akera (HaKeT nepx-
Hero yposist) 1t 3akmosTebias wacth ESP-sarononica (ESP trailer). B atost pesinyie
ESP e mnippyer saroonok IP-liakeTa, 1Hase MapUIpYTH3ATOP He COAKCT NPONITATS
11015 3ATO/IOBKA 1l KOPPEKTHO OCYNIECTBITH IPOIBIKEHIC IIAKETA MEAIY ceTavi, B
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1P-raxem Espe

3aron0BOK | 550k | SAOMEK | o | Toeine Dasree

vexonroro | 3EERO| 70 (um .

IP-nakera UDP) yTeHTRRLY

IP-nakem npomorora ESP 6

Baronosok Baronosok 3aronosok

sreunero | 3HMEK | yoxomoro | TCP ([ A | Toeiep | e
1P-narera 1P-nakera UDP) sl

Puc. 8.15. IP-naxer nocne npmeners npotoxona ESP & TpacnopTiom
4 TyHHEHOM PEXHMX

4110 HhpyeMBIX ot e noman Taroke ot SP1 1 SN, KOTOpbIe A0TKHb Nepe-
TS QM O LTI “ITOBb! IPHGHBIIL HAKET MOKHO GbL10 OTHCCTIE
SA 1 Tew cabiv OT A0AOTO BOCPOIIBC-

st naiera.

B ormrie or nporokona AH, KONTPOIb I€A0CTHOCTIH 1 ayTEHTHMHOCTH AaHHBX
5 npotokoie ESP e pactipocTpasicest 1 SarooBo HCXOLHOr IakeTa, it 10 1oit
HIDHSIEHC HNCET CMICA IPHMCHAITS 00a 1DOTOKOTA CORNECTHO —

s, a2 AH Ut KOHTPOIS! He10CTHOCTIL

Taxiy 06p (IP-azpeca ot i
CTOPOIT) BIIA TPI TICPECHUIKE TAKETa 110 CCTH It HECAHKINIONHPOBANIOE H3MEHEIIe
o IP-apecon ne Gyjiet saveuetio.

B myHHeTbHOM peXcHe OCHOBITAST PO OTRORHTCA LT3N GE3OTACHOCTIH, TIoc-
KOJIBKY MPETIONIATACTCS, HTO ITHEHTCKHE CTAHIH (LI CepBepbl) MOTYT He NOUte-
paumars, IPSec 1 ompannor 1 cers oGt [P-rpadh. Tlepei Tew Kak zocrir,
xanaton TioGabiofi cert, kil exoutbiii [P-akeT cHavasia moNazaet B uutios,
KOTOpi TOMeIACT ITOT HaKeT HeHKOM B «obon0uKy> IPSec, sammdposbizas ero
colepiRinoe ByieCTe ¢ HexoAHsv 1P-saroaoskom. U100 0GeCICHIITh BOIMOAKHOCT)
MADIUIDYTHIALLLH Oy HHBIICTOCS NAKETa, 1LTI03 CiaG&aet ero #opbi IP-3aro0mKos
1 TOIBKO T0CIIC 3TOr0 OTHpanseT B ceth. [1L1i03, Haxoasuutiics Ha MPOTIBONOAOHK-
HOM KOIIE COCAHEHItA, PACHIIPOBIBACT HTOT NAKCT I HIEPEAACT Cro Ha OKOHCHHOC
YCTPOIiCTHO B NepBOHA%IbHOM Bivte. OICAIIIAST NPOCAYPA HASIBACTCS mynnen-
posanuen.

Wa piic. 8.15 BIAHO, 'TO B TYHHC/IDHOM PEAIING B KANCCTRE BHEIIIETO 3r0/ 1081
coanaetes nowwiii 3arosiosok 1P, Beck nexounbiii IP-niaker (1 aumbie, 1 3arososox [P)
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W SaKTOTEbHas wacTh saromonka ESP (1peitiep ESP) midpyiorcs. Hoatomy ai-
pecias 1pOPMAILST HEXOAHOTO [P-IAKeTa HEAOCTYIIHA A5t POCMOTA. 3aroioBoK
Breiero 1P-iakera npotokoiom ESP e sanumacres.

nossoseT JeiiCTBIe CPeACTB JaIuITH Ha co-
Tenoii yporeith Mozt OS i, B UaCTHOCTH, CKPBITH HETHHIbIC APeCa HCTONIIKA 11
5. Tlpi atow [ACTCs! PIICK ATal, OCHOBANHBIX 1 ACTA/TBHOM A3

paiia
Cpastiisas npotokos ESP 1 AH, Moo savierits, wro ormi ayGanpyior yniau-
ONAIBHOCTS APYT APYTa B OGAACTH OGCCIICHCIIS AYTeHTI KA Aatibix. Lianibist
eyt nporokosa AH or ESP b o porpoce amasetcs 10, 1o mporoon AH
neunBac [ a, 1t m.\mx/ml\um‘() BTO
BpeN KK 1POroKo; ESP ay retimidimiuipyer To1bko e 13 akera (e pic. 8.15).
Tlprt mchponan s mpororoe ESP weroayeres cinverpieii coxpersii <o,
Toecth u oMol
Rt s e s oo ESP rasite ompeere epesa obsraareas-
HBIX 2/TOPHTMOB Hdpoarist — 910 DES, MDS3 1t SH.
Tpi ayrenincpikatunt farisix npotokon ESP ncm).ll,dym Te 3K anropiTAb
HMAC, uto 1 nporokoa AH (neromayionsie MD5 wi SHA-1 b kasectse dymkiumi
xompoBaniin). QKo CrI0CoGs MpiMererIis pasiaioTes (e, piic. 8.15):

O B TpanciopTHOM pesine npotokon ESP ayrenmiduiutpyer Totsio Aaimibie i3
naketa, e sarparinast 1P-sarozonka (poroon AH b oM ke peiinve sautmaer
W Zaibie, 1 00a SaronoBKa);

O B TYHHEIHHOM PEKIN POTOKOJ K ftan-
HBIM TEaKeTa 1 HCXOHONY TP Howii 1P-:
(nporokon AH B Tyies sanibie, AH
Boic 1t 06a P-saroiionia).

Tporoxox ESP oker OTACIBHO T COBECTHO ¢ AH.

Tlpit conveciion ncno:sorarit nporokoast AH 11 ESP woryr kosGiiipoparses
pasitbivit criocoGayt. ECI HCTOayCTes: TRAHCTIOPTHBil] PEAIIN, TO AHAIOINHO TOMY,
i i pasax ESP ay wer cieion sa npotoxon AH
ORI IPINEHSITB T0CTe 1poTOK0a ESP. B Tyt o peiie nporokornt AH
1t ESP IPHNCISIONCs! K DI BOACHIN TGKCTN i, KPONC TOPD, Z0MYCKACTCS

Tymmenedi ¢ pas /AT KOHEbI-
A TOUKAMIL.
P! " BIPSec
Crex IPSec npescranser coboit ii 1a60p OTKPHITHIX CTal-

AQPTOB, UMEIOIUITE B0 OMPEICICHIOE AAPO, 1 B TO e BPEMSL Oif MOSKCT GbiTh
AOCTATONHO TIPOCTO AOTIOIHe HOBBINII NPOTOKOAMH, ATTOPHTNANII 11 DY KN
Buarosaps Moaywioii crpyirype npotokost AH it ESP tonyexaior npisiereriiie
TOIBI0BAT A 110 X COTAACOBAITHOMY BHGOPY PASIHbIX KDHITOrpadIieCKir

ay Jiens sanibix b IPSee
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(1poroxo:t ESP) wosker Gurth npiavertert npacrirsecki ioGo cinverpriii
P o, oSy Coperae Ko

ro-

J@HHBIX (1 AHu

ESP) S ian »
croporeit yimcautn (One-way Function), wasmmaesioi raiose onr-pymici (Hash
Function) 1w zaiikeer-ynueii (Digest Function) 35, 59]. Sra ysciuss, npi-
NeHeHITAS K P eI JAHHBIN, JACT B D3y IBTaTe Al URecT-3Haseriie, cocTosiiiee
13 chikenpoBaHONo HeGobioro wiea Gairor. laiikeer nepeaaetes b IP-naxere
BMECTe ¢ HCXOABIN CooBerHe. TloysiaTedth, 3Has, Kakast OAHOCTOpOMHSS! Ik
uppoBanIs GbLta MPITMeIeIta 1St COCTAIEINIS AAIUUKECTa, JAHORO BHIMIICISCT Cro,
HCHOIb3y5t HEXOHOE COOIICHIE, ECTH SHANCHIIS 01y IeHHONO 1 BIHCICHIOND aii-
Jokec a0 araunt, 5O BpeN Tiepeat He GbLio
TOABEPIHYTO HIKAKIIN IE3MeHeHISIM, Siaiiiie MalLIDKECTa He JACT BOSNORNOCTI BOCCTa-
HOBIITH HCXOJHOE COOIICHIE 1 TI09TOMY He MOPKT GBITh HCTIOH0BA0 A5t SAUNTH
KOH(QIACHLURLIBHOCTIL HO 3XT0 0HO TO3BOICT NPOBCPITTS EOCTHOCT) JANHBIX,
Jlailjokect AIAETCA CBOCrO POTA KOTPOTLHOIN CYNNOIL L1 HEXOOTO CooGirte-
st B ot e ot 2 naitukecta
HCHOYeTCst CekpeTH bl Kok, ECTIt LISt Oy eiist AQiiukecTa IpHACIBLIACH 01~
EErcnmtoes VUKIAC WAISMERARG (i ke Tee R eyt Cesperinl
KII0), HIBECTHEN woGast
070 oobimgenun Syt newtnertio OEk Ay
Bueix OCTH IPOAYKTOB paHb
rpynma IETF Gasonii HaGop.
KOTOPBIi AO:TKEH BTt OUOTHIIHO EATH3OBaI BO BCC HPOAYKTAY, NOACPAIBAIONLTX
IPSec. Ha ceroaust A anropiTy conn
mgpoean

i sowerT s AH 1t ESP saper
M avmnﬂnhmm\um ~ HMAC-MD5 1t HMAC-SHA-1. Aaropumt HMAC (Keyed-
Hashing for Message Authentication Code) onpezcasercs cranzapron RFC 2104,
Dy MD5 (Message Digest version 5, craiapr REC 1321) i SHA-1 (Secure
Hash Algorithm version 1, craivzapt FIPS 180-1) smstiorcst gynkiusiin xommposa-
sst. Arropiramt HMAC-MDS5 1 HMAC-SHA-1 sisiiorcs: airopumaiazt ayreni-
pitkaunis ¢ ofuny cexpetibi Kosom. Cexpertbii kot mveer Ay 128 Gir
cayuae MDS 1 160 Gir s cayuae SHA-1 [4
11 CeKPeTIITE KO HIBeCTen TOTHKO TiepeAoIeli i IpHIINGIOIet CToporayy,
970 OGCCIICAIIT Ay TEHTHAHIQIUTIO HCTOMHIKA JAIIHBX, @ TAIGKC LEAOCTHOCTS NAKCTOB,
TIePeCHUIACNBIX MEAILY ABYMS. CTOpOIaNH. L5t OBeCTICueriis COBMECTIINOCTH 000Dy~
JOBaNIISE 1 IPOTPAMMHOTO 00CCTICHCINIS! HA HAYATHHOI CTAIH PEATI3AINIH POTO-
xoa IPSee ot 13 saperin npiHsTO
HCHOBI0BATS 110 YMOIMAIINIO, B KIMCCTBE TAKOMO UITOPITMA ONPCACIICH ATOPITY
HMAC-MDS.
Crgeypa aropia HMAC oz 1 puc 816, Ipioam sl rnpi
Ma HM.
PaBIsIeMOii KTI04OM dy.wmqmmmm g i ——— w)g)
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{
T
Saronceo 1P | Seronosox AH | fawse

ayTeHTUcMKaLM
MD5

ER

Puc. 8.16. Crpyxrypa HMAC-anropirva

Kax niv10 13 pic.
bt K10, KOTOpBTE

8.16, 06a pasa b 0GpAGATHIBACbIC AaIIbIE BIAIOUACTCS CERpet-

1y sa AH. Hponepka
ayTeRTHUKALUII 1 PYTOit CTOPOHE OCYIIICCTIIACTCS! Ty TeM NOBTOPHOTO BHNICIC-
i cymmbl Ut naera ¢ TaKoro e
KI0Na 11 CPABHEHISE TIOYICHIONO Pe3Y IBTATA ¢ IDHCANHBIM.
IMAC — 970 aaropiy ayrentidiicauni ¢ cexp 040N,
aHHBX 1 WX HCTONRIKA, I, BABICST O MacHTTaGa
pacpocTparnIA corpernoro Ko, Ecan ot HMAC minecten romko nepota.
ouci 1 IpHHINAOMEH CTOpOra, 570 obecrt i BT YA
JQHHBIX, 1t HAKCTOB ZaIbIX, KA ABYNA CTOPOTAMIL
Konownt uiss HMAC reniepipyiorest nocpeact (x\lup«nwwpm ISAKMP/OAkky
Aropimsr HMAC peaiiayer CHeTpiiiiyio cXexy ayTerTi e iaitii, ienoaisys
napamerp nposepki esoctHoct nakera ICV (Integrity Check Value). o cyri, on
nipexCTaseT coboii IhPOBYIO MOMICH, NOMCUACNYIO B TI0zie ayTerTHdMIcuII 1t
HI03BOSIONIYIO OTIPABIITE.NIO NOAIICATS PEVIIBTAT IPCBPHTCABHOTO XoUIpORAIIIS
conepatebioli acti naxera ES|
n0s faet y
BATh HCTONHIIK JAHHDIX 1t YOCAITHCS! 3 TOM, KOOI He GbLIH 1MCHCHbI B IpOLLCC
nepeat. Ecut st nporokota ESP dhyiiaumt ayreniduiatunin snasiores paiyin-
TaTHBIBIN, TO A1t HpOTOK0Ma AH npottece ayrenTiikait obssateen.
Jlast npotokona ESP HECKOIbI0
Yane neero s s ESP DES (Data
Encryption Standard), 3-DES (tpofinoit DES) it nobiit cramapr unipposaris AES
(Advanced Encryption Standard). /List oGecrienertits 1PSec-COBMECTIMOCTH 110 yMOT
SAHIMIO B KIMeCTRE AUITOPITAA 1IPOBAILS CTAIIAPTOM NIPCAYCMOTPCI CHMNCTDII-
bt Meron DES-CBC (Cipher Block Chaining) ¢ sinio sazaitibist Beicropost -
amiaw IV 1t ¢ 56-paspsusnin mosom. Aaropirri AES opciony nerpansaercs
cranzapr IPSce kak asrepiaria DES it 3-DES,
BiGop aropirryia inipoBaIis 1HemKOM it or paspaboruiia. BossoskiiocTs
!




MPOTOKON YITPABTIEHMR KPUTTOKTIONAMA IKE 363

HMYHIECTRO! BEAb AIOYMBIILICHIIK JI0/IKEH He TOT5KO BCKDHITS 1P, HO 1 onpeste
IITY, KO IO Hichp ety 110 BeKpHBaTh. ByCCTe € HEOGXOMINOCTHO T01G0pa
KTOu YMCHBIIACT AHCh 3710y pacudy-
POBATS AQHITBIC TIOSORATET
IPScc mosker padorats conyecriio ¢ npotokonait L2TP 1w L2F, korophic pbinoa-
HAIOT TObKO Ty 1o e u
LU0 A@HBIX, BTH TDOTOKOI COBTAIOT Yepes VIATepHeT TyHHe T 1A TIAKeTOR TI0GbX
HPOTOKO.108, yitakobiast 1x b niakerst 1P Korza rpacpitkc ¢ nosonsio L2F o L2TP
OIA3HIRICTEA YIAKOBAIHBIM B MHakeTst [P TO GTbilie U1t €10 AILUITH MOKHO HCTIOb-
aomarh [PSec. B peayisrare
st ta L2F/L2TP N03BOT peiniTh 3aasy SauliThi JQHbiX A1 MPOTOKOA0B,
otmabx o1 [P
A

AH 1 ESP tpedy
HOTO COTACOBaIIIS B3AMNOACHICTBYIONUENI CTOPOHANHH 1aGOa IDHNEHSICMbIX 170~
PITNOB 1t 11X HapayeTpoB.

8.3.3. lMpotokon ynpasneHus kpuntoknoyamm IKE

Tporoosst ESP 1 AH 1n03noisior peaniiaoats pakciitinie arpuGyTst sanmienioii

niepesan — costa, cropor it
wibix. OHAKO X oy Tepstior BCSIKYIO EHHOCTD B OTCYTCTBHE MOILHOI 1101-
YKTYDbI, KOTOpasT 611 oseii

u MoKy obvera
Poub Takoii ypui B IPSec rpyn: IKE

(Internet KeyExchange). o nassanie npiitio 5 1998 roxy na exeny Goiee par-
nesy — ISAKMP/Oakley, KoTopoe HENocpeCTBeIo YKa3hBaio Ha MpONCXOKIeHIIe
CpeACTS ypaneris Kouayit i cocrase [

1'[|mm<m ISAKMP (Internet Security Association and Key Management Protocol),
omicantbiii B zokymente RFC 2408, n03Bonsier coriacoBbisarh alIropHTMbI H MaTeMa-

Tyt (TaK Ha3 IpyTb,

1A KOWCAHON TIOIE) 13 MpONeTypbi o6vea ciosant i Xeauniaina, a Taicie
npotteccon ayrentudukaini [4, 50). Hpotokoa Oakley, onncannsiii 8 REC 2412,
ocnoait 1 arropitye lindxpri- Xemana n cayRiT 41 nerocpesc-
TBEHHOTO OOMeNa KIIOUaMH.

Tiporoxont IKE pemaior Tpi saztas:

o

y y ¥ cropon,
AITOPHTMB! UIHPOBAIIA 11 XaPAKTEPHCTIK KTI0Me, KOTOPHIE GYAYT HCTIO-
S0BATHCS B SANBMLCHHON cearice oOvena indopyaueii;

O ofecrieunBalor coszatiie KA0MeBoil HHOPMAIITI COSUHEIIs 1t yIpanieHie
€10, HETIOCPEICTBCHHbIT| OGCH KTIONANII (1 TOM HIHCAC BOSMOKHOCTS IX HaCTOli
exerbi);

O YIPARISTIOT NapANCTpaNIi COCUHEHIIST 1 ATl OT HEKOTOPHIX THIIOR ATaK,
KONTDOIPYIOT BHIOIHEIHE BeeX OCTHHYTHIX Coraieriii,
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PaspaGorsiar PSec Hasain CBO0 JSTEABHOCTS € PEHICHISt HOCTeeit 13 Tiepe
CCHIIX 571, B PESY.ITATE 1a CHT TOABIIACH KoMenut Sauguujenivis supmy-

aminbey i, wn Gea i SA (Security

e ) IPSee : Biprya

w1, 1w Gesonacbie accoutatuni SA. [Lis Toro uroGbt npotoosi AH i ESP sor:ut
pabory 1o sauure ALY, MCKIY DY ST

TouKAMI A0KIIA GbiTh SA. Besonaciia SA

et coBoii corrarertie 0 3
aciicrayionui naprrepa.

uiTe oGMera

HHBIMI MK /BYMS BIAHMO-

SA omKio

TeHTHHKAIH CTOPOIH, TIOTOMY T Mepbi Ge3ONACHOCTH TEPSIOT BCstkati

promms it

LCAYPB YCTatOB eI Gesonactioli accomuamin SA ONpABAS! il B TOM Cyac,

ity KAGKAOI 163 CTOPOI 1IMEETCS! TOJTHAs1 YBCPEHTHOCTD B TOM, HTO €@ APTHEp — 1M~

10 TOT, 32 KOTO O1f cest BbUIACT.
Jlas

HMHON ay-
m

cropoit » IKE B2 ocHOBHHX

criocoa.

Tepubiit criocod ocHoRa Ha HCTO30BAINN pasieasieoro cexpera. Tlepe -
it [PSec-yerpoiiers, oBpasy Seaoniaciibie B ux Gasy
anbx ii pas ii cexper. Ll
POBAA TIOUICE Ha OCHOBE OUHOCTOPOIHEit (Y HKILIH, HATPITNEp M[)5 oy
B KAUECTBE apryMeHTa a1oT it cexper,
ayTeNTIHOCT) POTIRONOAOKIOI CTOpOIILL
Bropoii ¢110co ocHoBal Ha HCTOAL30RAITINT TexHOOTIHH wipoBoil HoxICIt 1
wippoBBIX cepridhiicaTon cTanzapta X.509: KaKIAs 163 CTOPOI NOAMICHBACT CROIL
HUIPPOROI CePIIIERAT CBOIN SKPHITINN ICTIONON I FCPCCT T ZGNIHE TPOTIDO-
no0sKiolf eTopoe. OTKpHITHIM

T,
i fauibic, ACHCTRITEbHO 0G1AACT OTBOTHOI HACTBIO ZAHHOTO OTKPBITOO K1i0-
42~ COOTBETCTRYIOUM FAKDHTHIM KIOOM.

[ y T, 0 Ut y cropor Hysio
eitie yGeanThCs B a W W3 Jo-
ket GbITh MOAUHCAI He TOBKO €10 BIAICIBICN, HO I HEKOTOpOil TpeTseil CToporoil,
Butaicii cpridikar 1 BhBHBAONCH A0Repiie. B apxireirype 1PSec ata Tpetha

cropona enyercs opros cpriuanutn CA (Certifction  Authority
B3Ol a BylOIUIE CTOpOH!

M()ryT nepetinax e K

B i A HPOTOKOA, HENOb-

el st obecrieeinis GesonactocT epe;
i npotokota AH 1 €ro ialiosie; aropiTt dhposaris, HCHObayeNbii MpOTokooN
ESP, i €r0 KI0If; HATHNIe 1 OTCYTCTBIC KpHITTOrpaditeckoii cixponmsaiumis;
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carica BMeHa; HaCTOTY CMEIbI KITONCil I DAL ADYIHX Hapayiet
. Bajiibint apaveTpost Geaoniactioit accolumainmin SA sipiseres Tak Habiacbiii
|q)mnnqmq)n\(wmm MATEPIAL, TO CCTh CCKPETHBIC KIIOMH, HCTIOB3YeMble B paboTe
nporokozion AH 11 ESP. Cepaitcsi TPSec, iy

s wioue .
Tapa accommaunn SA 10K yCTpa e KotCsIbIe TOvI

sanunmenoro Kanaa. 10atosy npi i y

y A IKE, 110 Pagible CTOPOIbI KaNLIa, Bhi-

Gupaiot napaverph b xoie npoiteeca. N

npexcrapser coboit v IPSec soricckoe noaToNy

pu P ——— yeTatoirT, SA.B

PANIAX OO ACCOIEAII SA MOKCT PAGOTATD TONISKO OJUI 113 1IPOTOKO:10B FAUITH
Aarbix — 60 AH, 6o ESP, 10 e oba syecre.

Cteresa TPSec A0YCKACT IPIHMEIICHIIC YR i ABTOMATIHECKOIO C1l0co508
yeranow et Geaonactiofi accowma

Baabi ganHbix SAD n SPD

B icagion yaie, noviepiiimaionien IPSec, HCTO3YIOTes Gasbi b ABYX THIIOR:

O Gasa saribix (Security Database);
O o st nomisun Eemmastipors SPID (Seairty Poley mmhw)

Tipuy i SAape nery B oBver crop
pain i, Y TIPOLECe MepeJiatii N0TOKa AAHHbIX
seskay minvi, C B Bie HaGopa Il Gea-

OIRACHHO acCOMAII SA TAKINI IAPaNETpayIt SBISIOTCS, B YACTHOCTH, THIT I PEAIM
padorsi npotokoa sanurrs (AH it ESP), MeToztst unichposartis, cexperibie 1o,
SHAYCHIIC TEKYIIETO HOMCPA MAKETA B ACCOLITALUIIT 11 APYTast HHpOpyAIUIs.

HaGopoi Texynur xparsir-
51 12 0GOMX OKOHESIHBIX Y3 s Yamafa ke Gaa saribix Gesoracibix
accomaunit SAD. Kakabii yaea IPSec nowiepsimact ane Gaaot SAD: oty st -
XOIIUIX accomautii, a |p\*vv|m|,u| BB
Kposie Gasbi gatiix Geaoria it SAD B ap ype IPSec cyect-
T CIllc OJUTH KOMIONCHT — a3 @IIbIX MOAMTIKI Geaonactoctit SPD, Koropast
et coorpeTeTsie ety |P-IAKETaMI 1t YCTAHORICHHBIMII LIS HIX MPABILTAMIE
obpaoriar. Tlpi oGpaGorke maxeros Gasm amibix SPD HCroAYIOTCA COBVECTIO
¢ Gasan ganibix SAD. Basa gasix nommiki Gesonaciocti SPD npecranser
codoii yopmowt 1a60p MpABILL, KiSKT0C 13 KOTOPbIX BKIIONACT COBOKYIIOCT

o Gesoraciocr. CeteKTop Gy A1 or60pa
nakeron, a 2 saaior Tucast Gaza A
OPMIDYCTES 1 NOMICPAIBACTCS 1a KAAIOM Y316, TIC YCTAHORICHO MOrPaMMIioe
obecrenentie [PSec.

Tommitka Gesonacioctit it vapaia o6paGoTkit
IP-niakerac
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o orbpacuipanite naxera;
O nepeaaua nakera 6ea HIMeHEHIET

O obpatorka cpezcrsavit IPSec.

arh e Gassi SPD: ojtry Uit Hexonsiero
uurra B

Kausii yaex TPSee jomke nouiepins
Tpacpitia, a APYTyIo /U5 BXOAINCIO, TAK KAk MOKET TPeGOBATHCS pasias 3

PASILX HATPABACHILAY.

Veromsonanie 62 SPD 1 SAD 75 YIpamiensn mpONCCCoN anuITH TpAgiK
nogsoser r i MCXaN KoTopuiii
TPEyCMATPHBACT Ve HIECKOTO i -

pal
repont T npotoror 1B, Coomnercrayiontan nacrpoiia Gam SDP nosmomer
BGIPATD HYAIYI0 CTECHD, FCTATIGAIIIN FAIGITH ~ OF WpIRCHCInis 0107 06
" KONCUHBIX YA1108 10 SaILUTHI KUAL0T0
¢ novoipio

C Kanaos 1 KpiTOrpa-
ditseckinx Kkovei

TIpit nOCTpOCHII SaluICHIbX BHpTYATbibIX Cereli VPN Baiyio poib rpaior
dymawn rynieseit 1 Kpiit-
Torpadiicer K0k, DTt (yYHKIUI AOKIb PELTIEOBHBAThCS TPit OpMITPOBa-
HIMH KOO KPHITTOSAIINICHHOFO KaHATa.

Tpinsiersiestbie 5 VPN kpiirrorpacpitseciite ko Moo pasics
HOCTH HETIOLROBAINIS 1A CCAYIOIUIC THIT:

HTh 110 JUTHTC1b-

O OCHOBHbBIE KIIOUH, KOTOPHIC NPHMEHSIOTCS B TEUEHHe OTHOCHTE/BHO 0TOr0,
HepIHOa BpeMet (0T HEACIIT IO HECKOTIBKILX MCCSTIIeR);

O BpeMeHHbie KO, KabIii 13 KOTOPLIX TeHePHPYETCs JUIst KpHITTOSAATH HH-
(POPMALUII B PAMKAX OAHOrO FAUVILICHHOND KAHATA.

OcroBisic kot obecrieuBaIOT TOpOH, a TaicKe.
1Y PACIIPEICTACMBIX BpENeHITIX Kcrioieii. OCHOBHC KT JOKIT PACIIpEACITS-
10 BUPTYAJIBHBIX it
Heubonss nisoiis ocHoBitbix
moucii npit Korza pac-
HPCCICINO HOICAIT TOTLKO OTRPWTHC KO,
wiioun, ciicr ¢ B PAMKaX OO0 KpHITTORLIICH-
HOTO TV, PACTDEACIAIOTEE 10 CCTI € MONOIIIO OCHiOBH osefi. O 13
FO K10 Ha OCHORE pac-
HPCICCHIBIX 1AM HEPETABQCNIL DY ADYIY OTKPBITH KON ARIACTCA aTOpITS
Tlncpepit—Xenstarta. TIOCKObKY JU1st 1HPOBAIIS TICPCIABACMBIX JAIDIX HCNOTb-
AYIOTCS! CIMMETPIHAHBIC KDHITTOCHCTEMB, CCAHCOBBIC KON, KaK NDABILI0, SBISIOTCS
eI Kooy uncpponarnis,
Toc croport 1 BPCMCHIBX K10~
well, a Tatoie Tymes
(DHKa B pavIKaX STOrO TyHHCIs! 1 ocuone Bpesci-
b KO,
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CylLECTBYCT A3 OCHOBHLIX C110COBA HIOCTPOCHIS JAUUIICHHOTO BIPTYATIONO Ty1i-
HEI MEALY ABYMS YAIaMI1 KOMITLIOTCPHOfi ceTi:
o KaHasia Juist
€MOTO KaKIIA-1H0 HPOrPANMIBIAL TPILIOAKCHICN;
O (popMIIpOBALIIIE OGILCTO FAMLEHIONO KA MEKAY CCTCBHAI V3TN 1f CO-
SAAIC B PAMKAX ITOFO KA OTACBHIX FANICHIbIX Coctertii [50].

DopapoBAHIie FAUVIIEHIONO BUPTYATLHONO KA A5 KAKIOT0 COCAMICIHS
BITIONACT CCYIOMIE ITarb:
O B4y 3AIIPOCA OO 153 CTOPON 1 OCTIBKEIE COTTAIICIIS 1A COBAANHE 3~
IIEIHON BHPTYATBIONO KA
O ayreITIIIALIIO CTOpO, BIOIICNYIO C IONOILIO PAICe PICTPEICCIITX
‘OCHOBIBIX KCTONCiH WIQPOBAINIS 1LTH HASMACHHbIX HApOJiCii;
wiioveii 1

Kaana.
OG0 BT0POIi 11 TPETHi STAIB COBMCUIAIOTCS! APYT € ZPYTON 1 AyTerTHpikaiis
BLITIOHACTCS! COBMCCTHO € PACTIPCC/ICHICN BPCMCHHBIX Ko,
TIpit JOPMHPOBANIIT MEHKAY ABYMS CCTCBBIMIL YA/IaMH OOUICIO 3AUUIIEHHOTO Ka-
HaUTa, B PAMKIX KOTOPOFO 3aTeM COMAIOTCS OTACAHBIC FANIICHITbIE COCUHeHIIA,

atanm ak 1pit K,
EITT e — anmeroro coumeL

B navane Kanajna TAaBHbI
ceanconsii 110 910 yitectptcr-
P ———— iicTBy cTopoit. *e
BPCNCHHbIX KOl A1 KAKIOTO COTTABACNOO FAUIICHHOTO COCICIIIS BHITION-

WACTCA Ha OCHHOBE TTABIHOrO wioua, | ot uncra
< B pasikax eI, OCHOBHBIC KJTIONH

HICTIOIN3YIOTEA TOTHKO O Pas — Mpit PACTIPEIEEHII LIBHORO CEAIICOBOTO KON,
(CHOCOB (hopIpOBAHI OGULETO RINIIEHHOTO KANATA H CO3IaMIS TN 1 er0

y BicOKOl C10-

Oumnaro b oction-
HIIX KCTIONeH, CIYKAUIE U1 PACTIPECIICHIA TAABHOTO CEQNCOBOTo KO, 1 MOKET
6ot Gosee pecypeon, sa-

TPAHBACBIX 12 [CHEPAILIO BPEMEHHBIX KI0vel.

Tlpotiee ycTanop:eiis 3auunentoro cocuenis B npotokoie IKE paatirr 1a
e dpavi. Bo Bpenst nepooil ¢hasvt IPONCXOIUIT ayesTidpHKAILIS! YHACTHIIKOB, CTO-
POINbI JOTOBADHBAIOTCA O TON, KA ONI GYAVT SAIMIGTS OGveH ipopNatueit 5o
sopoli ace, mponcxomt BHIPAGOTICA KTIOHCROTO MATCpILTa AUt SALITH 00MEHHOR

0 coeai-

eIt (KAKIE &ITOPHTMB 11 B KAKOM OPAAKC HCIOAKIOBATS, HAPANCTpb ITH 21~

TOPIITNOR 1 T.11) 11 OGNCHIBIOTCS K0en0it midpopNanicii (X015 910 AcicTove
B10pOi pazbi 1 puoi ¢
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5 samppOBAIION BiLze (0 TON, Kak 1
nepuoii dpae) [4].

OcobeHHoCTU peann3ayunm cpeacTs IPSec

Tporokost AH w1t ESP MOIYT SalIufliah iepeaBachbic faiibic b 1ByX EAIaX

HHpPOBATH, CTOpONB FOTOBI

oTCst B

O TyHHEBHOM, T KOTOOM IP-NIAKETh! SAIUIAIOTCS ICTHKOM, BKTI0Nas! Iy
rozoni;
TparciopriioN, M ST TOBKO IP-naeron.

OCHOBHBIM PEAHMOM ARIICTCS TYHHEbHbi. B TYHHELHOM PEKIMC HCXOAH i
HAKET IOMEUACTCS! B HOBbiit IP-TIAKCT I Hepeata JAHHBIX 10 CETH BHTOTISCTCA
octoBarI 3ar00Ka HoBoro 1P-niakea.

1 PAGOTE B ITOM PeAIINC Kb OGbIbil IP-TIAKET NOMENCTCA ICTIKOM B
KPHITOFALMILCHHOM BILLC B KorBepr 1PSec, a 0T, B CB0I0 08epeity, KaNCy IpyeTes
o Apyroii sauuenii 1P-naker. TyRuebHbii pei OGHIIO PeaI3yioT Ha Crieit-
ATbHO BBLACICHIbIX 1LTI03X Ge30MACHOCTIL, B PO KOTOPbIX MOTYT BbICTYIIATh Map-
WY THSATODB 1TH MEAKCeTeRbie HKparhl, MeAdty Takinii nutiosaxin 1t GopMmpyioTest
unerbie Tynrie IPSec.

Tocsie npieva Ha Apyroii cTopotie TyHiest saiuiienibie [P-IaKeTs paciiakon:
BAIOTCA 11 NOIYICHITbIC HEXObie IP-TTAKCTHI 1EPEAIOTCsE KOMIIbIOTEpaN TpHeMHofi
10Kl CCTIE 10 CTAIAPTHBIM MpaBILTa

B TpaHCIOpTHOM peskiiaie nepestata | P-ITaKeTa Hepes Cerh BHITIOISICTCS! C IOMOIbIO
HCXOUI0T0 3AT0I0BKa 3TOr0 MakeTa. B Konbept [PSec B KpHITOIAIUICIION BiLie
HOMCHAETCA TOTLKO COCPRINOE HEXOIOrO IP-TAKeTa, 1 K TOAYUEIoNY KoUBepTy

sexomutbiii IP-sary peskan GhicTpee Ty

1t pagpaGoTaIt U NDINICHCHIL 1 OKONCUIBX cHCTevaX. Jlaibii POKITN MO ie-
H0.TB30BATEC U151 MOJIEPAKIL YAQICHHBIX 1 MOBILTBHbIX T01b30BTEIICH, A TaIGKe U1st
SAUTH HQOPVAILIOHBIX HOTOKOB BIYTDH IOKATBIbIX CeTell

OcHoBHble cxembl npumerenns IPSec

o peskinva sasicut ot TpeGoaritii,
upmmmwm K SalliTe JAHIBIX, A TAKGKe OT PO Y1, Ha KoT0poM paGoraet IPSec.
V10N, SABCPUAIONUIN FANNICHHb KT, MOKCT Gbith xocm (onesbili yaea) it
w03 (1poy yaen) [36]. Cootnerey DATIYAIOT TPIt OCHOBHBIX CXe-
Mt npisienciit [PSec: X0CT-XO0CT, 11103103 1t XOCT— 14103,

B neproii cxewme
Kala, LI, TO B /@HIOM KONTEK-
cTe 0HO 1 TO JKe, Gesonacas ac-
COLMAILS, YCTAHABIBACTCS MEKILY
JBYMS! KOHEUHDINII YTV CETH, TO
ectb xocramm H1 i H2 (puc. 8.17),
Tporoxon IPSec b 1o cysae pa-

Puc. 8.17. Cxema xocr-xocr
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GOTACT Ha KOUEHO Yae 1 SAUIGET Jailitbie, HOCTyIaoIuIe 1a tero. [List xocton,
1PSec, pas K peuy, Tax

VHHEIBHBIIL

B cootsercraimi co 5T0poii cxeMoii SauuIICH Al KataT yCTAARTIBACTCS MEALY
BN HPOMERY vanmawin, na SG1uSG2,
i KaKIOM 153 KoTopbix paGoTaet mpotoion IPSee (piic. 8.18).

Intranet Intranet

Puc. 8.18. Cxema wnioa-wnio3

L1103 Gesoractocrn cofioii cerenoe y

Noe K
ABYM CCTSIM, KOTOPO® BIIOISCT (yHkiut uiichpoBaist 1 ayTenT i 151

XocToB, pactioacKenibix nogazut wero. 1L1ioa Sesonaciiocrit VPN MOXeT Guimh pea-
Jusoal B Bite nponyKTa, ot yer-
POIICTRA, @ TAIGKE B BIVIC MAPUIPYTHIATOPA 1L aKpara,

ks VPN,

Banutmen i 00MCIH AQNIBINIL MOKET TPOHCXOMUITH MEKILY TOGHIMIL BYNsI Ko~
HCHBIAH Y3TaMH, TIOUCTIONCHIBIMH K COTAM, KOTOpbIE PACTIOOACHbI MOFAIN 1110~
308 Geaonacioctut. LIpit SIUICHHOM YJICHION JOCTYIIC HACTO IPHMEHSETCs CXea
xocr-umos (pic. 8.19),

3auienHuiikaran, SA

Bauyupreisiii kakan, SA

Puc. 8.19. Cxema XocT-LUn03, AONONHEHHTR KaHATIOM XOCT-XOCT
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e ii Karran Newy yia xocton H1, 1a Ko-
Topoy o ibetaer 1PSIE: kot G, IO TPRGHK 151 BCEX OCTOB, BX0-
JAMUIX B CETh MITPAHET npes Aasenblit XocT MoKeT ‘Tb 1IpH

OTIPABKE MAKETOR LAY Kak TPAHCHIOPTHbI, TaK 11 TYHHCbHbIIL PEKITM, LTS e
TR IKCTH SOCTY TOKO b TYHICIBION PEAINC

Sy cxeny MO0 cosan
Kana — MeKAy yaaenibiv xocrom H1 i kaxini-ni6o xocrom H2, npimazuiesaiuint
siyrpertieii cerh, sanumgaesoit uosow. Taxoe Ko.\16nmxponam\oc nenomsoBaIe
Jnyx SA nossomsCT o rh Tpachitic 1 O Bity
b1 noCTpoCHIs oo s Gt P mpe:
Ko upu\mnmmcﬂ upu cospamm 6) BUDTYIBHBIX
VPN. Ha Gase IPSec yCrieiio peamiayiorcs supTya/blibie 3uluiiicHiibie corit io-
Goit dpxlrmmyphl wiciiouan VPN ¢ yaasenisi goctyniom (Remote Access VPN),
siyrpikopropatisiie VPN (Intranct VPN) i sexxopopatisiie VPN (Extranet
VPN),

cpeacts IPSec

i crarapron IPSec BoGpaia b ceGst POTPECCHBIbIC MCTOIKH I AOCTIDKCHIS
i Boesaa KaK Hajtexas
11erKo HIrTerpHpyeMst ciicrema Gesoractioct uis 1P-cereii, Cucrema IPSec mpounio
3 nogium B HaGope st coazanms VPN, Dtomy
CHI0COGCTBYET ee OTKPHITOR TOCTPOCHHE, CTIOCOGHOE BKTIOMATH BCE HOBHIE AOCTIGKEHINS
B oaci KpuTorpadu, TPsec HO3BOACT AT CeTh OT GOBUNINCTE CCTEBBIX
arak, <«cOpachiBas> HyKHe NAKETB EIHe 10 TOTO, KAK Ol A0CTHITYT yposist TP a npit-
HIMAIOHIEM KOMITbIOTepe. B 3a1uiHiaenbiii KOMHBIOTEp ILTH CCTh MOTYT BOTH TObKO

naers! o1 X HapTHEpOB 110 i
IPsec obecnieunpaet:

Cucrey

O ayrenTHHIIUIO — OKATATEALCTHO OTIPABKI TAKCTOR BAIIIM MAPTHEPO 110
i TO €CTh P 3

O HENOCTHOCTD — HEBO3MOKHOCTh M3MEHeHHs! IAHHBIX B NaKeTe;

c - packporTiit b

Hazexknoe yipagieiie kiosay — npotokos 1KE poricisier pasieseiii

CCKPET, H3BECTHbIIT TOJIBKO MOYHATEII0 1t OTIPABHTEINIO AKeTa;

O TYHHCIHPOBANIIC — NOIHYI0 MACKHPOBKY TONOAOTHI TOKATbHOI CeTi NpeTpit-

s

[eXe]

PaGora n pavkax craiapron [PSec ofecrieunpact nouyio sanury undopa-
LHOHHOTO NI0TOKA AANHBIX OT OTNPABITEIIA A0 TIOAYUATEIs, 3aKpbiBast Tpacpitk uist
HaGmojareeit Ha npovexyToux yatax cern. VPN-peltieit 1a octose crexa

1 BUDTYABITbIX cereit,
11X GE30NACHYIO DKCILIYATALLIO 1t MHTETPAILIO € OTKPHITBIMIT KOMMYHIKAIUIOHIbINIL
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8.4. 3awmTa Ha CeaHCOBOM YpOBHE —
npotokosbl SSL, TLS u SOCKS

Cantbit BbicoKIM ypoBiient Mocii OSI, Ha KOTOPOM BoaMOAIO opMHpoBal
UIICHHbIX. BUPTYAIBHBIX KAHAJIOB, ABISCTCS AThiil — ceanconbiii ypopertb. TTpit

HOCTPOCHINIT JAUINCHHBIX BUPTYAIBHBIX CETeil 1a CCANCOROM YPOBHC NOABASCTCA
KpumTorp i sanumot obviena, BrOas
aTaike paza Qysmauit nocy Mexay poa-

HMOACHCTBYIONUINI CTOpORaNIL.

Jleiiersirrensio, cearnconsiii yponeits Mozean OSI 0TBewaCT 3 YETaOBKY A0riree-
wax iy TooToMy CYIHeCTRYeT BO3MOK-
Hocts i aToN V7 porpayy sonyeri-

i i apyrix it

AT MEAKCOTEROTO BIAMOCHCTRILS.
TIpOTORO:I1 OpAIpOBaIS SALIILCHHA BHPTYATSIB KARLIOD 1 CCANCOBON

YPOBiie IMpOGpaIIb st aTaike

TIPOTOKOI0B NPEAOCTARICHIIA Pastitibix cepaicon (nporoxoaon HTTR, FTR, POP3,

SMTP 1 1p.). OAHAKO Ha CCAIICOBOM YPOBH HAIIACTCA HETOCPEACTICHHa 3aBiCH-
MOCTB O ) nporokozsL. Tloatomy pea-
s st 0BMCHa, COOTRETCTRYIONNTX JTOMY

VEonit, b Donhinnitoins A SRRy BisEsi Ao R BaieyBossae
cerenic npiiosensL.
s

s A
croporiasi
antapra npist npotokon SOCKS [4

e noyu npororo SSL. L s ticovon yposite i
ey TF

(Internet

Engineering Task Force) s ravcerse

8.4.1. Mpotokonsi SSL u TLS

Tporoxoa SSL (Secure Socket Layer — HpOTOKO SaiLUlIeHITbIX COKETOB) Ghi pagpa-
Goran kommamieii Netscape Communications COBMECTHO € RSA Data Security st pe-

ana o6y i b et /cepaep
B ce BpeNs POToKo SSL. B KACCTBE
KA1, PAGOTAIOLLETO Ha CeaNCOBOM ypoBiie Mozei OSL.

Tporokox SSL HenomayeT KpHITOrpadieckite METOs 3auTs! Hpopyai
s obatetta, Dot MpoTOKO BHIO-

WACT Bee (YKL 110 CORAIITIO 3aLu
cem, ot 1 BRAMIYI0

(CHHOTO KAIkIA MEKILY JBySA aGonerTTa1

¢ aribix. SLpos potokota SSL sinas-
u

KpHIITOCHCTEM.
Baaivmast ay x croport B SSI nyTent oGniera i~
posbit ‘OTKPBITBIX KCTioMei oB3OBATEIICH (KEIITa 1 Ceprepa), 3a-
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uichposoi chio crieiia < teipos. ITporo-
Ko y crazapry
X509, a racke cra i |1m])pmup\m\pl,l omkpurrsix noucii PKI (Public Key
¢ novo: AYIOTCS! BBIAGA 1 IPOBCPKA TIOLTHHHOCTH

cepritcpikaton.
¢ P < X KCTi0vei, KOTOPBII CTOONEL 00Me-
HHBAIOTCS TIDIE C TaoKe

B 1a||||1d)pmxa|ﬂm\1 At i 708 OM LIKDEYIOTON & MEMOLD GEpHTA T
aGoneTon. st 3anITH Coobe-

R e i g s e i
W 2 OCHOBE CHMMETD! K02 CYUICCTBEHHO BHIIC, eM Tpis
HCIIO30BANHIN HECHMMETPINHBIX KOs,

I i ¥
hopIIpOBaIIY I OB EKTpOIO 11chpoBofi oz, /LA 1ppOBX et
1 oOvera o u|m|)|)mmmu1 HCTIOB3YIOTCS! ATOPHTMBI € OTKPBITBIM KOO

B kaectne Shorc
RSA, o rasims arropremi Tbitne: Xemmmsars: Jonyermmiin amonmano: ier-
pitatioro midpposantist sasiiorcss RC2, RCA, DES, 3-DES it AES. /s pbrsncaetst
Tyl vorys e CH CTRRATH MD5 1t SHALE npotokoze SSL
sepeitit 3.0 Habop kpirrrorpa) snsiercs

Coraciio mporokry SSL KpIITOSAIIIENHHC THHGN CORTAIOTCH MEHAY KO-
HBINI TOMKAMH BIPTYAbifi CoTit. MRHLUATOPANT KaUKIOND SalIBIiieHIion Ty iiesst
SARISIOTCS e 1 Ceprep, ¥ N < TouKax
ryniess (pic. 8.20).

Puc. 8.20. Tynrenm,

Ha ockose npotokona SSL
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Tporoxoz SSL
cepaepa npit W noepKKe

O ycranonsenie SSL-cecci;

O 3almuenHoe B3aHMOJeHCTBHE.

el

B nporieece yeranonsenis SSL-ceccitin pemaiores cieayiouuie 3

O ayrenmiduicauuis cropor;

B e " Kotophie
Gyayt it obere;

o (|mpm|||)mxauuc ey CCKPETHOTO MACTE-IKTI0M;

O renepaius i1a ocione CHOPMIIPOBANHONO MACTCP-KI0ta OBIIEX CCKPETHBIX Ce-
ancoBbIX KT0NCHi U131 KpHITTORAUITH HichopMAIONTIOro 0GNea [4, 55

ajtaun:

Tponenypa SSL-cecein, KoKe oo
i, nepez it saroii obmena
" 10 HpoTOKOAY Hata (Handshake Protocol), Bxo-

JILENY B cocTan poToKoa SSL.

TIpit YCTaORIICIHI TOBTOPHBIX COBMUHEIIi MCALY ICTICHTON 1f CePRCPOM CTO-
DOHDI MOFYT, 110 BHMHOMY COTTAIICHIII0, (pOPMIDOBAT HOBbI CCAHCOBbIC KON
2 OCHOBE CTApOO OBIIIETo CCKpETa (AaNHas MPOLCYPA HAZIBACTCS! IPOAOIKEHIICH
SSl-eatiid)

B peattzanuisix nporokosa SSL st ay e KL BRINOICHCTRYIOITX CTOpoit
ol oﬁumx e Rt Bt oy S KSA.
ey KON 1 11X

¢ novouwio .mq,mum CpTHAHKATOB, BHABACMBIX CHICHIAILHbINII LCHTPAMIT Lq»
Tipukauun (e Liany

B nporokozie SSL npeityeniotperio Asa Tiia ayrenmiduKatu:

O ayreiTI KA CepRCpA ITHCHTON;

O ayresidaIIS KTHEITA CCPBEPOM.

Leayenmuia cepies IS KUY IPOREITS HOIINOCTS -
nepa. Ki 110, L vosker pi-
IO KPIHITTOTpADIH € OTKPHITHIM KI00M i ot ST N
KpbrTii KTI0% 1 Gt BhaH Bemere
010 Kamena. o NoKeT
(GbITh BKITBIM, CCAIT 1I0TB3OBATCI, HATPICP, OTIPABSICT HOMEP KpCAUITHOI KapTsi
110 COTII 1 XOHET POBEPITH HOATHHHOCTS CePBCpa-TioTysaTeis.
SSL-ayreiTidhiiais (IHeNTa 03B0SCT CePREpY MPOBEPITH HIHOCT 10~
aomatest. Venozibays Te e TDHeNb, 910 1 B caysac ¢ ayretudukatuieii ceppepa,
ceprepitoe TIO ¢ nojviepikkoit SSL MOSKET NPOBEPITT, HTO CepridkaT KleiTa 1t
OTKPBITHITT K04 JCHCTRITCBHb 11 Gbiz b1 HCTOUHIKOM CepTHAHKATOR, Invieo-
s B cnicie . 910 MOWeT Gbrts
BKHBIM, €CIH, HATPUMED, CEPBEp — 9T0 GaiTk, OTIPABSIONIii KoHQIACHIIAIbIYI0
AHCORYIO IPOPNALL S, N OHEE IPORCDIT: MHOCTD 0yt
Tlpouecc KiieNTa ceprepoy
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@
=
O
=
® Cepsep
==
cepridukar
(6] Keest
El ormpaanmer
cepudmkar
) wm,
=
o
=
=
=
=

Puc. 8.21. TMpouiecc ayTeHTHHKLAH KIMEHTG CopBepOM

Tpoueaypi obiero 1t rencpawnt na
OcHH0BE CPOPMHPOBOTO MACTEp-ICTION OGUIX CCKPETHbIX CEaNCOB CIioNeii 1
obvcita b e

Tporoxo SSL mpotie: npoBepky Bpevieiies, pagoTast b mony.spisIx Gpaysepax
Internet Explorer 1 Netscape Navigator , a Taise Ha beG-ceppepax. seyiix npois-
Borreseit

B 1999 oy nosmiwicst nporokon TLS (Transport Layer Security), kotopsii Gasit-
pyetes na npotoxozie SSL 1 B HaCTostee BpeNst siseTCA CraiapToM ViiTepreta,
Pasnrst My nporokosayin SSL3.0 1 TLS 1.0 e cumios cymecraeni,

Chietdpnicartin SSL Ghuit B COC BpeNst NPCUIOKCHb B KateCTRe odHINATbIbX
cranapron VITepHeTa, O He NOAYILI 3TOrO CTATYCA 10 (JOpMAbHEM O6CTOTCIMh-
cray. TTpOTOKO SSL CTat NPOMBIILICHHbIA HPOTOKOZIOM, PA3BHBACMBIM It HPOABHTA-
CMBIM Bife TeXIITECKILX KOOPAMHIpYIOUUTX icTiTyTon irrepriera.

Bor nexoropbie ¢y npeoCTaBIeNBi SSL:

O umposaie AaNILIX ¢ LEBIO packpurrite
GHIbIX 1O Bpet Tiepeaut;

O NOAHCHIBaHIE AAMHBIX € UETHI0 MPEOTBPATIT: HECAHKIUIOHHPOBAHIOE H3Me-
HEHIIE AAIIBIX BO BpeNt Hepetat;

O ayreiiiRALI KCHENTA 1t CepBEpa, O3B0 YOeANTICs, uTO OBCIie
BEACTCS! € COOTBCTCTBYIONUIN UeAOBEKO ILIIL KOMITLIOTEPOM.
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Tty SSL

cPBEpOB 1 KHEH-

%,
u|)m()|<ma SSL Tes170, 4T0 1P Bee MPOAYKTH, SSI
13-32 IKCTIOPTHBIX OrpaIeHIti ocTymibt 5 npeactayit CLIA s 1 yeeention
sapiante. CACAYET OTETITT, TO RechedHe SEEUOFE PEIE ST Tpoayion
Bee e pax JUTHOIH K110, 1O ¢ OCOOBINII
orpanersy. Bosikaior Taioke rpy‘mncm OIS 1 HCTIOAB3ORANIIL HAILHO-
HBHBIX LCHTPOB CepTidiKar.

K nesocrarkam npotokozion SSL i TLS Moskio ornectin 1o, 1ro
DOBKI CBOVX COOBICHIT OHII HETIOMB3YIOT TO/IbKO OHH IPOTOK
11— [P — W, CC0BATEIIbHO, MOTYT PaGOTaTh TO1bKO B [P-cersix.

Kai i ApYIIE HPOTpANNIbIC TPORYATH, SSL HODCPACH ATaKaN, CHEAIIAN C e~

15 TpancnoprI-
T CCTEBOTO YPOB-

cpesoil, P wap.
8.4.2. Mporokon SOCKS
Tpotokon SOCKS opr nporieaypy i

sosKeruii Ha ceanconos yposiie Moze OSI Hepes cepBep-TIOCCIIIK, LM TPOKCIT-
cepep [4].

B ofinien citytiae mporpavsibi- KoTophIC 1
MESKCETEBBIX KPAHAX, MOTYT BITOMSTH CICAVIONUIE (YHKII

u

O KPUNTOSAMUITY TIEPABACMbIX JAHHBIX;

O pasrpainiciic ACTyIia K pecypeay BiyTperici ceris

O pasrpamenie 0CTyITa K pecypeay piemmcii ceri;

o " HotoKa i, HANIHMEP TIOHCK BHPYCOB
1t npospactioe b posaie imopmaL;

O TPAHCIIAIIO BHYTPEHHIX CETEBbIX AAPECOB /I HCXOIULX NOTOKOB coobiile-

it

Chrasaia 1potoos SOCKS paspaatsisaics 1016K0 s aanpo-
OB K CopBepaM O CTOpOIL 4 Taioke BOJBpATA TIIM IPILIO-
IKeHISIM 10Ty oreron. T aip et/

ke noasozsier ce-
rembix I P-atpecon NAT (Network Address Translation). avierta y nexopsiuux niakeros
siyrperins [P-apeco oTnpasiTeeii o [P-apecos 111103 03B0CT CKPbITH
TON00rMII0 BiYTY cent o prewmx 1 TEM CaMBIM YCIOKIITS
sty JocTyra. COTEBBIX AAPECOB HOMITNO 10~
BlIeHI1 GE30NACHOCTIE 103BOCT PACIIDITD BHYTPCHICE AAPCCHOE IPOCTPAHCTRO
COTH 32 CHET BOIMOKHOCTH TIOUICPRKIE COBCTROHHOIE CHETEM b Rpecaili.

Ha ocitone npororoza SOCKS woryT GhiTh peautitsonaitbi 1t Apyrite (hyHKLuit 1oc-
peuitiecTsa 10 3anuiTe cerenoro psanozelicrss. Hanpisiep, mpotokon SOCKS
MOKET IDUNHSTECA 111 KONTPOIH /L HAIIPAIICHIIINI HIIGOPNAILIONIILIX TI0TOKOB
W paar JocTyia b ot arpiyron W npopya-




376, MPOTOKONTbI 3ALLIMLLIEHHBIX KAHATOB.

wii. peTipnocTs Henomsonaris npotokoa SOCKS s npinoenis bynautii
Ha ceariconbiii yponeith MoAc
IAALHOFO YPOBIIL Ha CCAICOBOM YPOBIC

OSL. o cpasieniio ¢ NOCPEANIKaMIH pi
Goree Bbig i or 3
nporokonos (HTTR FTR, POP3, SMTP ut p.). Kpowie oro, nporokoa SOCKS re
npUBAAN K HpOTOKOTY 1P 1 e sammieir ot onepauomx cieres. Hanpisiep, vt
obvieita MKy " MokeT
HenoaonaTECA MpoTOKOA TPX.
aaronapa npororoy SOCKS Mexcerestic SKpaltbt i BHPTYAIBIE HacTite cerin
MoryT Toite 1t oGy MoKy pas-
it cerav, Tpotoxon SOCKS noasonser peaizonats Gesoriactioe ynpanieriie
STHMI CHCTEMAMIH 1A OCHOBE YHHUITIpOBANHOfi CTpaTeriii, CCAYeT OTMCTHTH, HTO
Ha ocrione OCKS yoryr TYHHOI U KHAOTO
HDIIOAKEHIIS 1 CCANCa B OTACTBHOC
Coraacio cnewnduatui npoToKma SOCKS pasniator SOCKS-cepaep, Kotopit

a0 okpa) cerit, it SOCKS-auenm,
KoTopuii y v i it SOCKS-cepuep
a ¢ 0Bt UM CCPBEPON OT INCHI COOTRETC-

TBYIONLET0 9TOMY CepRepy MpIIIOrO Kanierrra. SOCKS-KielT npeaasitavieis st
H1CPEXBATa BCEX JANPOCOR K MPHKIUIOMY CCPBEPY €O CTOPOIIbI KCTHCHTa It epeatit X
SOCKS spepy Coeayes oaeruns 170 SOCKS s e nepesaat
sarpocon ¢ SOCKS-cepaepos, MoryT
GbiTh BeTpOCHB B YIBEpCATbITbIC KTHeRTCIe porpavsist, SOCKS-ceprepy inectiio
0PI 1 YOI CEANEA (COKCT), IOOTONY OFf NOJKET OCY ICCTRST THGTCbIb
KOHTPO:IH H, B acTHOCTH, G pabory
i, et O e 1nvteioT Ha ii obvert.

Tpotokon SOCKS v5 ojoGpen opramauuneii IETF (Internet Engineering Task
Force) b kasecte cranapta Uirrepiicra it piniosen B RFC 1928 (Request for Com-
ments) [59].

Glitas Cxexa yeTanoRIers cocuerist o mpotokony SOCKS nepeini 5 yoker

GbrTi OMlitCaa CACAYIONUTM 05pAION:

O sanpoc Kmerra, et € Kakin-
ubo ceprepoN b ceri, ’ ) ii 1a 1o
e KoNTOTepe socmmcm.

o prepo, SOCKS-kier coobiiact exty ientidi-

KATOPbI BCEX METO0R a_v‘rcl THQUKALULI, KOTOPHIC O NOAACPIBACT;

SOCKS-cepnep peiiiact, Kakifs METOAOM ayTeHTHIHKALII BOCTIOAB0BATHCS!

(et SOCKS-ceprep e HO/UICPRIBACT i1 O 113 MTO0B ayTerTHikaut,
SOCK M, aerc

[*]

O npu a ‘ ) OCKS-
cepuep MeTozM ay
i O At BRSO mmCrytaee SOCKS KvsHes n Cayins Boayonetioh
ayrenmiduatunin SOCKS-cepnep pagpbisact coczutieri
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ce yenennioii ayrenmuduiaiin SOCKS-tcuent nepeaaer SOCKS-ceppepy
DS 10111 IP-1pec 5anIpaliniBaeoro MpHICTAHON CepRepa i CeTi, 1 fauice
SOCKS-CepBep a 0CHORe INeiOuXCs HpaBILT PA3rpaHIIHCIIiL A0CTYIa NpiIiit-
et perteite 06 com ceprepo;

y cepep
BIRINOACHCTBYIOT APYT ¢ APYTON 110 TieTI0Me cocautteriti, b koTopoii SOCKS-
‘CepBEp PETPAHCIIPYET AAHIBIE, A TAKGKE MOKET BIIOIHATS (YHKIUIH NOCPEAHI-
HECTBA 110 FAUITE CCTEROTO BRAMOCHCTRIIS HATPIAEP, CCAI B X0 AYTCHTI-
ukarutir SOCKS-cernt 1t SOCKS-CepBep 00MCHLIICh CealcoBbIM ICTIONOM,
70 ech Tpad K MEALY HINI MOKET ppoBaTECS.

SOCKS-cepnepos, MoeT octionbi-
i st o D bt X 08 s TSR A Dbt
CK:

rpacpiia wiesty SOCK! SO POM MOTYT GbiTh
e e Gonee ke ypowin moters OSL.
TP-axpecos 1

1|)1A‘]5u|<a SOCKS-ceprep MOsKeT BIOISITS Takie ik, Kak:
O pasrpaiitenie OCTYIA K pecypeam BHyTperiei cetit;
O pasrpariteniic 0CTYIIA K pecypeay pienticii cetir;
O rubTpaLuIs N0TOKa COOGILCHIN, HATIMCP AUHANIISCEKIi TIONCK BIPYCOR;
o coGurmuii it Ha cobwrmis;
O KWMPOBANHE JAHIBIX, FAPAIINBACMBIX 13 BHEILHEI CeTiH,

Tporokon SOCKS BCTOCHIYIO HOAEPKKCY BeG-Gpay-
sepon Internet Explorer kommanni Microsoft, a Taicke Netscape Navigator i Netscape
Communicator kowman Netscape.

C nporpasibl, wmenr-
CKIE MPIIACAKeHIS TOVEpAKO poToKoa SOCKS. K Takity 1porpasvay oThocHTes,
sanpiniep, NEC SocksCap it 1p. TIpi yCraronie coreudwatop pieapsercs ity

Hetekom Jla-
Jtee B npottecce paémbl OH HEPEXBATHIBAET KOMMYHHKALHOMHbIE oo Gopyipye-
Mbie X B Cyuae 1a SOCKS-cepnep.
Tpn oteyTeTBim < npasit Gesonactoetn padota SOCKS-
KIIMEITA COBEPUIEHO HO3PAUHA JUISH KAHEITCKHX UPILIOAKCHITT 1t 1107b30BaTe e,

“Takity 06pason, U1t POPMHPOBAIIS SALIICHILIX BUPTYATbILIX CTeil 110 Tpo-
tokoy SOCKS B Touke conpsukeis Kaxioii J0kauioii cetn ¢ FiTepheron 1a
KoMITbioTepe-LTiode yerananmisaercst SOCKS-cepsep, a 1a pabouix Craimuisi 5 10-
KATBHBIX CETIX 11 1a KOMITBIOTEpaX YQIeHHbIx noab3osateeit — SOCKS-kmen,
Tlo cymecrsy, SOCKS-cepBep MOKHO PaCCMATPUBATS KaK MEKCCTeBOii DKpal, Nojuie-
prcaionutii nporoxon SOCKS (pic. 822).

‘VAICHII HOMROBRTEN NOYT HOMCTOTaTh K Virrepiery mofist ciocofost —
1o pyeMoii i Tlpu nonsimice uen-
HOii BUPTYa.1bHOfi CeTh Y- -2 ceprepom
SOCKS-iment nauumaer i SOCKS-cepaepo
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Mapupyratop

CSOCKS-VENTZMA Copaery

Puc. 8.22. Cxema s3ammopelicraun no npotoxony SOCKS

¥ anponepia
NABIL AOCTYITa IOIGUKET, IMCCT 11 01 c
na ¢ yKasamisiy azpecoss, Jlans-
Heiliiee BAINOCTICTBIE MOXCT HPOICXOLITH 1O KpHITTONPaINECKI! SaIIIENIONY
wanazy [35
i

T soctyra tia SOCKS-
cepnep MoKeT KOHTPOJIB J0CTYITA steii o10if J10KATBHOM ceTin
X crigermi pecypca Hiepiers (Telnet, WWW, SMTP, POP 1 p.). Hmvn -

ieres nooer TaK
pyworcs ares, a e € KOTOpLIX OMH BXOLAT B e,
Tipanitia A0CTYITa MOTYT JANPILAT LTI PA3PEIIATS COCAUHCIIS ¢ KOHKPCTHbINIL
pecypeair Miiteprera i wor

JleficTBiie NPABILI JOCTYIIA MOAKCT GABICCTD 1 OT APYTIHX MAPAMCTPOB, HATIDITNEP O
METOa ayTeHTIHHKAIN 11 BPCMEIi CYTOK.

B 101011e1€ K (YHIIULAM PASIPAIIeHIIA AOCTYIIA MOKET BHIIOTHATIC pertic-
‘rpatts oGl 1t va saasacwbie coGrii. [l Gosee
BhiCOKOli CTerert GesonactocTt cerenoro PBCpb I
K KOTOPHIMI PApLIiel JIOCTYI €O CTopoith MTepiieTa, 0N GbiTh Bbi
seabibiit noacocatsiensii k SOCKS-ceprepy ceryiei, oGpasyioiutii sauumaeniyio
OTKPLITYI0 HIOACETS,
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8.5. 3awmra ﬁecnposo.qublx cerei

cemit masHIAIOT T B0 Beest Aipe. 1o
OBYCIOBICHO X YAOGCTHON, THOKOCTHIO H CPABIITEAMIO HEBHCOKOTT cronyiocTsio

HOJIOTIHI OKIB Y b psity K KasieeTny,
CKOPOCTH, PRAUIYCY IpiteNa it npie

cavbiM BaKHbIN (KTOpOM.

Caioiocts oecriesernist Gesoactocti Gecnposoaroii cerit ouepiuta. Ecan o
TPOBOZIBIX CETAX HIOYMBIILICHIIK A0MIKeH CHAYAIA TOYHHTD (DHHIECKIit A0CTYT
K Kabeabroli cicTee 1w yerpoiicnay, To B cemsx 510
VCII0BHE OTHAAET CaMo cO0Oii: NOCKOBKY JaiHBIC TICPEAAIOTCS <110 BOSAYXY>, /LIS
TO/IYCHITT 0CTYTTA JOCTATONHO OGbINHONO MDHEMHIIKA, YCTAHORICHHOTO B pauyce
Jieiictaits cerit (cm. pasaen 1.32).

OHaKo, HECMOTPS Ha PAIINIS B P3N, TOIXO K GeaomacHocTin Gecrpo-
B T 110 OB SUTOToR EUBKTIEI, SIEED DHCYICERVT AN R

K
e o R o KA O o SRR OR S AR ok
W ToueK A0cTyIa,

8.5.1. O6wme ceegeHns

Kar i ce cransap [EEE 802, cransapt 80211 paorac i vy i yposisx
sozean 1SO/0SI - M H KaHATHHOM cerenan
oriepatOI CHCTeNa 51 MPOTOKOT (uanpiicp, TCP/IP) GyayT TaK e xopoio
padorars b cori 8021, xa it & cern Et

Ocropiias apxirrexTypa, u m)mém 1 Gasowom cran-
napre 802.11 (ex. tnany 15). Crarimapr 802.11 onpexenser va poxnia paborst Gec-
MBOBOIG T - e Tt/ cepe (1M Pt WHEPRCTPYTYPS) it P
roura-roura (Ad-hoc).

B poxitve KIEIT/cepaep GeCrpoBOMIIAst CeTh COCTONT Kak MIHIMYM 113 0U10it
Tou a0cTya AP (Access Point), moaicnoserinofi K mpoBooii ceri, it HeKoToporo
1taBopa BecHpoBOILIX OKoNewHbIX cTainuiii, Takast KOH(HIYPAII HOCHT HasBaiie
Gaonoro abopa ey BSS (Basic Service Set). /lsa i Goce BSS, oSpasyionurx
eunyIo Hozcets, GopunpyIor pacimpeni 1a60p c1yx6 ESS (Extended Service
Set). Tar K GOIBUNNCTBY GCHPOBOMIBIX CTaluti TPEOYTEs! H0AYHATE A0CTYT K
dpaiiionbin cepuepay, npiiTepav, VITEpHETY, AOCTYIIEIM B HPOBOANOI Z0KAIbHOI
ceni, ot GyayT paGOTaTh B peKIINE KICHT/CepBep.

Pesnt Toura—Touka (Ad-hoc) — 970 npoctast cers, B KOTOpOii CB3H MEKIY MHOTO-

cranms y Hanpsyio, Ges criema -
10l Touat octyna. Tawoli pei n0/1eaeH B TOM C1ysiae, et 1HpacTpyKTypa Gec-
HPOBOIOI CeTit e ccpOpMIPOBaITA (HAIIDHACP, OTEb, BHCTABOMHBTi 31, 39pOHOpT).

Ha dprsaitaeckon ypoite eranzapra 80211 onpeaeiieiio asa wipokoroaocibix pa
JUOUACTOTHBIX METO/A NEpEatIT 1t O — B HIppAKPACHON Autartaone, Pamioac-
‘Totibie Meroau padoraior B ISM-uranasone 2,4 [Tt 1t oBurtio nCnomsyior noocy
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83 Mt or 2400 710 2,483 ITit. Texuonormn lunp{moumumom CHIHATA, HCTONb3Ye-
cnoco6-

HBIX METOZAY, yBes 2
HOCTD, NO3BOJISIOT MHOTHA apyre nym i a3 eI
T0JI0CY HACTOT € MIHIHMATBHBIMII BAHMIBINT TIOMEXAMIL

Ocrosiioe. 11b i Cranapt, — 970 novepKKa

JBYX HOBBIX CKOpOCTeli niepeasi Aariix — 5,5 11 11 MGurr/c. /Lt AocTienis o1
cropocteii Guut BrGpait MeTon npsivoii oceaosatebioctin DSSS (Dircet Sequence
Spread Spectrum).

i (Data Link) y 802.11 cocrourt 1 any 3
soriiecioii cpstavio LLC (Logical Link Control) i ynpanieiist 10cTymos K nocirezmio
MAC (Media Acce rol).

8. 0b6ecrieyeHme 6e30nacHoCTy 6eCrnpoBOAHbIX CETEN
Cucreva sanuisi Gecnposoannix cereii WLAN, ochosanias na npotokone WEP
(Wired Equivalent Privacy) nepponasaabitoro cranapra 802,11, crpaaer cymeer-
BEHHBIMI HEIOCTATRAMIH, “THIO, HOSABINCE GoJ1ee aDEKTHBHbIC TEXHOAOTHIT
obecrederms ‘WLAN,

'WPA (Wi-Fi Protected Access) opramsawin Wi-Fi Alliance i cranzapre 802.11i ui-
criryra IEEE it npissans YETPRRITS HEHOCTATI CTANGPTa 802.11. Tockombicy mpo-

uLu a3 .11 ek aTSIHYICH, ‘Wi-Fi Alliance
5 2002 ro; Textozorio
Mu(|x)pmm|umnmn Sesonactocn WLAN - clmulapT WPA.
Cranzapr WPA

S ossoacr seoes Rt adicasymosas WLAN, Crumomprbt WA 802 115 o
MCCTIMbIAPYT € ZYTOM, TIO3TONY HCTIOII0BANTIC TOUteprRitBaonuix WPA npozykron
MOKIIO CHIFTATh HAMATHbI DTATION TICPEXOJA K CHCTEME BLIUITH Ha Ga3e CTailfapra
80211,

Mesicay Textion 8021 1i 1 WPA . Tak, b wen-
Tiinast ypa cie e ayreni-
uikcannt seit 1 u wioscii
Ho ects i cymmectseiib . Hanpinvep, yercs iapo-

ToKone mutiamirecku Knioseli TKIP (Temporal Key Integrity Protocol), noaepicy
KOTOpOrO B GOBIIHCTRE YeTpoficris WLAN MOAIHO peatiBORIT 1yTew ofHoRiCiItt
1x 110, a 5 Goree 802.11i Hcnois-
somarte nosoro craiapta unposamia AES (Advanced Enc ryption Standard), ¢
KOTOPBIM COBMCCTIINO Tt HoBeiiiee 000pyAOBaHIC Uis

B cramapre WPA npeay Banuminx 802.1x,
EAP, TKIP i RADIUS.

Mexaltiay ayTeHTIUKALIN 1O30BTEICH OCHOBAI 1 NPOTOKO’IE KONTPO:IA 70~
cryna 802 1x (paspaGora ;U1 MDOBODIX CeTeif) 1 HPOTOKOC pacmperiofi ayTer-
mqmmum EAP (Extensible Authenma‘.mn Protocol). Hocemii nossonsier cere-

ropiTbI ay
Sogenrai cepeph BADIUS (cu wiamy 1)
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Dy it e
5 prinnd TKIB sttt b Comras O nobioRom WE, ueronsyer Gace adp-
DeKTHBHIIIE MeXaHI3M YIPABICIHIIA KO, 10 ToT Ke cavbil aropitry RCA s
unidpponannis zasibix. Corracio nporokony TKIP cerensie yctpoficrsa padoraior ¢
48-GITHLIN BEKTOPOM NI TIGAILNN (B OTAIC OT 24-GITHOTO BeKTOpA HIHIUtA-
szt nporokosa WEP) 1 peaTiayior Npasivia H3NCHeHIis N0Ce0BaTe bHOCTIE
€10 BIITOR, Y0 HCICTIONACT MOBTOPHOE HCNOAKA0BAIIIC KAIOHe 1 OCYIIICCTRACHIE 110R-
TOpHbIX aTak.

B mpororote lKlP peayCHOTDEIE TECEDRINE HOROND IO 1 KA T

OHTPOID ii ¢ oo
.qummrpaqmqecmu Komrrpobitofi cysst MIC (Message Integrity Code), npensire-
TBYIOILCil XAKCPY IMEHATH COICAIINOE TIEEIABACbIX TIAKCTOR.

Chicreya cerenoii GesoniaciocTi crantapta WPA paGotaet n anyx pesinax: PSK
(Pre-Shared Key) 1 Enterprise (opropatisiisiit). /Uisi passepTuibaiis cietess,
paboraiomieii b pexsie PSK, eofxomin pasersiewsiit mapots. Takyio cricteny tie-
CJI0KHO YCTaHABIMBATD, HO ota 3anuiiaer WLAN He cTosib HajiekHo, Kak 970 jesaet
T, SV INIE 8 et Enterprise  iepipEiell mmamoniecrs e
Xors nporokon TKIP padotact ¢ Tew ke casbist &10uitbist ichpost RCA, koto-
pii mpeyesoTpert u!cumhm(duhu« nporoxoa WEP, texiozorist WPA sauuiact
JIAHHbIE HAJIEIKHEE NOCJIe/HEr0.

Hro6nt oukan gocryna WLAN crami copvectibivit co craiapross WPA, o0~
CTaToo MozepitzipoRaTs 11x 110, Ll:m HiepeRoia ske cerenoit HHGPACTpYKTYpH Ha
cramapr 802,11 o aiopimy
nmcppovann AES. /o b rov, o s AES msbromaint coyaer Gominyio warpyay
a HeHTpATHbI] TpOECCOp

U105k1 KOPIIOPATIBHBIC TOMKI JOCTYIIa pAGOTaIIN B cricTeMe ceTenoii GeaonactocTit
cranapta WPA it 80211, 011 AOKIB HOEPAIBATH AV TeITIHKAIIO 101530-
sarexell o npomnzy RADIUS i peamiossnars, mpesyoserpeineal crampron
MeToL mh;xmm st — TKIP wan AES, — uto notpeyer moaepiisat ix 110. 1
e oo Guictpo nob0-
sateneii noce pasphza coezueNIA € CeTHio. D0 0COGEIIO B0 L HOPNATHHOTD
B PETbHON MacHTaGe BpeNeiL.

" Ecat cepnep RADIUS, npinverisiexsii /Ut KOHTPOI A0CTYITa 0:1b30BaTe:

el

Bonnoi cern, e NCTo 2y EAP, 10 er0 Mosiio
st a i WLAN. B nporiion cayiac

Crotyer yeraonimy copnep WLAN RADIUS, 1ot cepaep paoraer caeayionim o6
niponepsic ay (1

COOTBETCTBIE CONEPRINONY CBOcHi G2 TaIBIX 06 1X WICHTHAUIGATOpaX H THapO:tAX)
1wt ero widpponoit a aaren reeparuio

Kiovei WHppOBaIIS TONKOI A0CTYNA 1 KINERTCKOH] CHCTeNo)

U1 KARAOTO ceanca

rexnonorit WPA peSyercst mexammm EAP-TLS (Transport Layer
V), Tora ak B crangapre [EEE 802.11i npiverettie KOHKpeTibix Meroion
e BriGop Metoza EAP on-
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paort ii 1 apxareicrypoii cer
Urobt noyroyi 1t kapvartie [TK padorain b . cran-
KA GbITh OCHAILCHEL KACHTCKHMI IIPOTPAMAaMH,

Cantast 1ipoct OUKI 3PCHIIS PAIBEPTHBAIIIA BADHAITOM CHCTCMb CCTCROI
Geaonacrioctit craiapta WPA sismsieres cictena, paboraionas b pesinic PSK. Ot
NpC/UABIANCIA A HEGOABIIIX 1 JOMAMIIIEX O(ICOB I He HYATACTCS B CCpREpe
RADIUS, & 1 Kol DaKeTon 1 (Aouers KpUITOUpA{Iecaol Kok
i eyssist MIC p niapos PSK. O €10 yponeitn
HHODMAILIONHOf Ge30MACHOCTH CCTHH BIIOHe A0CTATOCH U5 GOIBUIMHCTA Bbiiie-
yiasatibix ouicon. C HebI0 MOBBILeN s HXpeKTHBHOCTH FALUIThI AAMHbIX CICAYET
TIACHSITh HApOI, ConepAaIIie He Meriee 20 CHMBOOR.

TIpEATPIATHSIM Le/ICCO0GPA3HO BHCAPSITS Y Cofst CIHCTeNbI CeTenoii Geaonactoc
i cranzapra WPA ¢ cepaepayii RADIUS. Bobimtiicrso koymattii npeanosiraior
UNCHHO TaKIe CHCTEAb, TIOCKoMTbicy padoraionute i pesinnie PSK peuertist caoskiice
AOMIIHCTPHPOBATY i OHI Goliee YSI3BHMb LISt XAKEPCKIX ATaK.

Jl ex i o cpescraa cranapra 8021 e crany fperymiion sm oy
WPA GyieT OCTABATHCs CAMBIN HOAXOIUIN CTaIApTON AUt STl WLA

Cramtapris WPA 1t 802111 5 socTarounoii crenenin nanexisi it betmonsaon
nmmmn VPOBEITh SAIIEHHOCTIE GecTpOBOUBIX cetei. Tem He Meliee OHOro 1po-

0KOI2 FAITH HEIOCTATONHO — CICAYeT TAIGKE YACHNTh BHIIMAIC NPABHIbHOMY
Hocrpocnio it macxpofi o,

i Wi-Fi-cern Quaiiccrn
OUPAIEIT A0CTYT K& GeCTpOROIIN TorIaN.
Tapaioke cereit sarmo-
“ACTCSN B TOM, 4TO TO/IBOBATCIIN e BCOTa BIIONAIOT 1t HCTIOB3YIOT BETPOCHIbIC
ainis "

Banurma nomsaosatexbekix yerpoiicrs. He cleayer NOHOCTbIO nozaraThest i
[POCHIBIC MEXAHH3MbI 3AUITH ceTit. HanGosiee ONTHMATBIbIM ABIACTCA METOL
SHICIORIPOBAIHO 00O, TIepROfi MHIICii KOTOPOIi CTANYT CPEACTEA JANUITH, YC
raowcrtbie a craionapios K, oyroyxe win KITK.

Mepbi. = pabora au cert 6ea
KHOCINERUS EP ST, HGeTE s 5129 Ccapevean Seanosts oGosnen
UL ccteny 1t

Mep ia cery
Eokomt opiier PO I KNV 0T YAC HIBCCTIINX YTDO3
Mormrropunr cem. €10 B KOPIIOPATHBHOIi CETH — CaNOBOIBHO YCTaHOB-
e TOUKH 10Ty, AKTYATbIOI AIACTCH 54724 JOKRIIGAILN HECANKIONIPO-
BAHHBIX ToteK 20CTYTa. CIICHAbHbIe CPEACTRA IOKATHFANIH TOUEK JOCTYIIA 110330~
00T rpaDIrICCK OTOBPAKATS MECTO PACIOAOAKCHIS <Y AKOT0> TEPMIIATA 1 KapTe
amavka it st ECH KTacCiteCiie MeTobl He CIaCaior o BTOpeHIs, 1 TONOth

HDIXOIAT CIHCTEMBI OBHAPYIKCITIA ATaK.
VPN-arentsi. Mioriie TouKit 0CTylia paGOTAIOT B OTKPHITOM PEAIINE, HOITOMY
METObl CORPBITHS < janibix. Ha sanuniac-

U131 HEOCTATONHO, TaK
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S e Gurrs yeranonen VPN-ierrr, Kotopuii nosbyer na cedn
. Tipakriraceian OC conepikar b cnoent cocrane
L o

Bonpocu,tvmcamokourponﬂ
1. Kaxon: e 1t npotokoa PPTP?
5 Giomimioe apmeTypy npummn L2TP,
3. Kaxombi nporokona L2TP?
4. Kax ocymectssiercs BUPTYAIBHOTO Katiia 1o

npotoxony L2TP?

5. Kaxonbi W octoBiibie creka IPSec?

6. Ommmire apurrertypy cpercrn GesonacrioeTi [PSec

7. Kax o BISCTCA FALITA NIEPEAABACMBIX JAHHBIX € TOMOIIIO IPOTOKOTOR
AH i ESP  [PSec?

8. Onnunire airopimyi ay u crionbay ®
IPSec.

9. Ve 0 ¥ nporoxoza IKE
IPSc

10. Kakite yskiuis Geaoraciioeri npezoctasier npotokort SSL? Kakossi 0cto-
A 1 HeoCTaTial MpoToKoa SSL?

1. Vanure nag W W by
SOCKS?
12, Kakite crangaprs! i potokosst s o

Gecnporoabix cereii?



rHNABA TexHONOMM

A MEXCETEBOTO

_/ \ SKPAHUPOBAHMA

Cpaasicn c Tew, K10 yieet oGopoRTHA,
npoTIBIK e SHaeT, Te ey

Cyno-tmt <Tpamam o soermion ucwyccmses

MesKcereBoe SKpaHHpOBAHIE ARIACTCS OUINM 13 OCHOBHLIX HICMEHTOR
Banioii 0G0poItb! KopropaT B ceT
i axpan (M) - 3 i KomLeKe -
T, i it firewall 1wt y i oxpart
H03BOTSICT PA3ACAITS OBIILYIO CCTh Ha JBE HACTIH 1111 BOCe 1t PEa3OBaTh HAGOp
TABIL, OPEACSIONUTX YCIOBISH NPOXOACHIST IAKCTOR: € JAHHBIMI Hepe3 IPAIILY
113 0701 sacTit oBeit cerit n Apyryio. Kak NpaBiLIo, 9Ta rpaiiiia IPOBOAITCS! MEARY
KOPHODATIIOI (10KAb101T) CeTHIO WpEIpHSITIS i rt0GabO1 ceTito irepicr.
Obuttio utop-
SRCHII 3 0G0 it FHTEDHCT, 0T 04 NOTYT HCTOTSS08aTbCs 1 U7 500 Th!
OT HaTTACHI 13 KOPIIOPATHBHOI HHTPACETH, K KOTOPOIi NOITIONeH TOKATBH: CeTh

T0HIpO-

E3

npeanpisiTis. TeXHOOTS! MCACCTEBBIX DIKPANOR CTATR OOl 53 CAMBIX TIEDBBIX TeX-
HOJIOTI{} SAILUITH KOPIOPATIIBIILIX CCTeli O BHICIIIX YTpOS.
it eranonka IseTCs HeolXo-

NN YCAOBIIEN OGCCTICHCHILA Ge30racHOCTH BiyTpericii ceri,

9.1. PYHKUMM MeXCeTEBbIX AKPaHOB

s oSt y nocryny
axpain MO gomken i

bt MEKAY i ceTbio ans-
oteiics pHyTpenteil, it notenATbIO BpKICOHOI BReneii cerbio (piic. 9.1). Bee
BIANNOCICTBIS MY STHAH CCTAMM IOJIKIbI OCYICCTRISTECA TOMBIO HEPE3 Mek-
cerenoii akpaii. OPraHI3ALLIONIO MEKCETEROIi IKPAIl BXOAIT B COCTAB JaAUUINACNOTi
cen,
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OTkpbiTas Baupupemas
BHELLHsIS CETh BHYTDEHHsIR CeTb

Pic. 9. 1. Cxema nOAKIONEHHA MEXCRTEBO0 3KPAHA

Kpait, ii Cpasy MHOKECTEO Y/IOB BHYT] i cetn, npu-
3BAH PELLITH 1B OCHOBHBIC JA/AH;

O orpariieHIe J0CTYNa BHEIIHIX (110 OTHOMIEHHIO K SAIUIEACNON CeTi) 10730~
Batesteii K BHYTpeHHITN pecypeayt it corn. K raiinst

GbiTh OTIICCeH APTHEPHI, YARICHILIC IOB0BATEH, XAKCPbl 1t JKC
COTPYAUIKH CANOIi KOMITAHINH, HITAIOUUIE TIOTYMIT JOCTYIN K Ceppepay a3
JRAIHBIX, SAUIACMBIX MEKCETEBBIM IKPANON;

Cryma no0BATEIICH ANUINIACNOI CCTH K BN pecyp-

(T, HAITPINCP, PEry.HPOBATS AOCTYTI K
BIM U151 BBITIOHCHIIS: CyeObIX OQstsanHOCTeli.

epay, e TpeGy

Jlo cirx o e cymeerayer eutioii
axparton. M3 MoKiO IiacciepHIVPORAT 10 CIEAYIONUIM OCHOBIbIM Ipi3takay [22)
TMo ynaguonuposarao na yposis wodex
O naxeribii iustp (aKparpyiouuii Mapupyiatop — Screening Router);
O 11103 CCANCOBOr0 YPOoBHst (IKpaHMpYIOLLi Tpatcopt);
O npkaoit mwnios (Application Gateway);
O 03 aKcriepTHOro yposis (Stateful Inspection Firewall).

IHo ucnoavayenoii mexnozozu:

O Kontpos cocrosis npotokona (Stateful Inspection);
O 11a ocHoBe MOAYICHE 1I0CPEUIKOB (IPOKCH).

Tlo ucnoanenuo.

O amapatiio-nporpavaL;
O nporpasni

o cxeme nodkuouenus:

O cxema exunoii sanumh cerm;
O cxema ¢ 3aKp

BIM 1 HE OTKPBITHIN

cem;
O cxeva ¢ pasiebHol 3aUITOl 3aK]

(TOTO 11 OTKPBITOFO CCrMENTOB CeTIL
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9. Dunstpaums Tpagduka

Dusrpaist HHPOPMAIOHHBIX TOTOKOB COCTOMT B HX BHIGOPOYHOM upﬂuv(mmm

4Epe3 DKPAN, BO3MOANO, € BHITIOHCHHEN HeKOTOpbIX 1peoGpazonarmti [4, 22]. M-
rpatus 12 ocnone nabopa JArpYKCHILIX B MeACE
enof ot pasi, upiusroi Tootoxry
aKpait Y0610 usrpon, opa-
o oo NOTOR (e 92
MexceTesoi akpaH
) SnnToN
[ Browposame | [ Browposame |
o g o gmont
Costonaormion] st crmiom]
wiran e v
bl T Topesmar— | +— | [ Tooamara—| [ Loy ~Sus0101
Brewrn S [ “enymersn
Glb: Tyenyrawe | | . Tyonycrawe cets
T T
e e

Puc. 9.2, Crpyxrypa Mexceresoro skpana

Kaouii ——— i
e ——————y

1. Auami NpaBILTAX KpHTCPIIAM,
Hanpiniep 1o azpecayt s w10 Ty
U1t KOTOPORO 9Ta HHOPVAILIS! IpeAAT e
2. Tlpinsimiie a ochone V TIPABILT OUIOTO 113 C1 < peneriic
~ He NPOIYCTITH ZanHbiC;
~ 06PAGOTATS JAUIIBIC OT HCHH TIOYATEI5t 1 BOBPATIITH PEAYIIBTAT OTIPABIL-
Temo;
~ HlepeATS Jaribie Ha CCAYIONU ISP ALt HPOOKeHIIA Al tIa;
~ HPOIYCTHTD ZarHTbic, HIHOPHYS! CCAYIONDIE GIATDDL.
Tpapiuia MOIYT saaBarh it seiicronsi, kotopbic or-
HOGHTC K (DVHKLUIAM HOCPEUIIECTSA, HATINp NPeOGPASOBAIITe JAIIIX, PertiCT-

1p. Ca npaniia nepescin
Vo, To KOTOpEM OCyIECTRARCTCS:

O paspeerie I SApECHIIC AATbHCIIIe ePeIa|H AaHIbIX;

O BHNOIENIE AONOITEIbILI FAUUTIbX (yHKIUiL

B kauecrse ]
caeAyonie napaveTpu:

HOTOKA MOTYT

nos naketon, cetenic aapeca, IACHTII-
(prtkaropbt, azipeca uTepdeiico, HONEPa TIOPTOB 1 APYTHE SHaUINbIe JAIIbE;
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o i nanpuniep,
1 HJI4IC KOMITBIOTEPHBIX BHPYCOB;

O sreume notoKa HanpHMep Bpes e, 4acTo-
“THBIE XapaKTEPHCTHKH, 00BeN AHHBIX 1 T. 1.

Hlenozbayesbie KpITEpIti anaia 3asicat ot yposieii mozenit OSI, i KoTopsix
ocymectnasercs diasrpais. B obies ey e yposeitb voean OSI,
12 k0TOpOM M3 (ILISTPYeT MaKeTbi, TeM Bbiiic it OecniewBaCM bl M yponeih
T

9.1.2. Bbinonxenmne QyHKuMii NocpeaHNYecTsa

yuxim nocpeeersa M3 BHIOISICT ¢ TOMOUBIO ClIEWTATHIbIX TPOTPAMM,

i ? azenma. Jlasie

simastores i io niepestatty
HareroB cooBiernii ey Biteteli 1 mlyrpemlcw ceta.

nocTyma s 50 1 HaoGopor

BHASLIC AOTKHO GbrTh Jormecioe c -tiocpe-
o, Gy yiomei 1 M3. Tporp: pesnii npoepsicT
sony i 1 npi ero
cava TpeGyenbine

it Mescty it 1 pitcineii cerei ocymectnsercs

4EpE3 NPOTPAMMHOTO HOCPEUIKA, KOTOPHITL MOACT BLIIIONATH (GILILTPAILIO 1I0TOK
Co0BiIenIii, @ TalGKe OCYIICCTRISITS APYTIIE FAUITHbC yHKIULH.

Cateayer uveTs B By, 410 M3 Moer nunomsh ki drastpaiuis 6ea npi-

MEHEHHSI TTPOrPaMM-] e i MeLy

BHyTPeHIICii 1 BiHCNICTi ceTsMiL. BMECTC € TeM IPOTPAMMIBIC HOCPEAITIKI MOTYT It He
TOTOKA i

E G0KIpYS PO noroka

cooBuentii, MOTYT BHINOASTS CeAyIONe yHKII:

O NIPOBEPKY MOLIMHHOCTH NIEPCAABACMBIX ANHBIX;
o " noroKa i, manpinep umavicciarii
TOHCK BYCOB 11 1poapatiioe 1nidpposaitie iopyait;
O pasrparitieniie 0CTYIA K pecypean ByTpetieii cert;
O pagrpaiiteniie A0CTYIa K pecypeam Bhenieii cerit;
KOUIMPOBAIIC JAHHBIX, FANPAIIIBACMbIX 163 BHEHCI CeTiL.
" it

(oo}

o

TPAICAAIUIIO IIYTPCILIIE COTERbIX AAPCCOB AUt HEXOIAIUT AKeTOR coofite-
i

ripoBaI
R E i poamioi Mgt tencpasonts sotontn [4: 221

Hporpasy voryT posepry u ¢
da

TOAKTYATBHO UL

EOCBIREinaL i N oD oot (e bR s oAkt AL,
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110 OTHONICHIO K KOTOPLIN MOYKCT GbiTh BbinoAten notor: TTponepia NOLHHOCTIE
coobmenni 1 porpRM saTOwCTCA 5 oo i wwihpoBbIX noamcei.

docmyna k pecypcar
Va1 ayTenTi-

anympennei wu onewneit cem, Henomsayst pea

ik HpH X
Crocobis pasepenenis Bocmyns ¥ pecypocin sumpewioi comi Apaimiccc e
5 6 pannters, Hay
creren

Tpit pasepanuentuu docmyna ¢ pecypear eneuneit
OMH 13 CACAYIONUIX HOIXOI0B:

MU HALlE BCEro HENoL3yeTest

HHBIM

O pasperieiie A0CTyIA TOTHKO 1103 Apecan bo prieumicit ceti;

O (UIBTPAILIA SAPOCOR Ha OCHOBE OGHORIAICNBIX CIHCKOR HEAOMYCTIMbIX
nonexa pecypeos 1o
KIIOHCRBIM COBAN;
anmCTpaTOpON sipopyia-

LHOHHBIX pecypeon piewieli cerit b uickonofi mavsrrit M3 1 momibiit sanper
JIOCTYITa BO BHCIHION CeTh.

nbtx, sanpaunimacsbix i3 premeit cerit. pi xocTyrie nosonareicii pyTperticii
e K HIpOPMALUIONIbIN PecypCaM BHerreii et Best 1pOpNAIS! HaKarLHBaeT
st a swecTioM utcice M, B 9TOM catyae npokeit-ceprepoy. Tloatoy
G TPIE OUEPCUION STPOCE HYKITL IIOPNALITA OKIKETE 1a IPOKCI-CepICDe,
0 HOCPEAHITK NPEIOCTARTACT e Ge3 OBPAINCHILS K Bilelieii CeTit, UTO CyleCTReIHO

yeKopsier ety A cresyer (THCS1 TOJBKO O TIEpHO;
OBIHOBICHINI COACPIRINNOTO TPOKCII-CCpBep.
Dyniaus verteno voxer A3 orpanens octy

1 K HHOPMALUIOIIbIA Pecypeay priciiicit ceTit. B 3ToM Cysae Bee CAKIUIOHIO-
BaTBIC 1HGOPMAILIONIIbIE PECYPChi BHEIINCil CCTH HAKAILTIBAIOTCS! 11 OGHOBASIOTCS.
P

AMHHHCTPATOPOM Ha Ty » )
OCTYITOMKO K pecypeast npokci-c a
A0CTYII K pecypeast Bheuteil cerit ganpetaeres.

Durbmparust u npeolpazosanue nomoxa cooSujenuii BHIOANSCTES TOCPEAHIKONM
2 OCHOBC 3AZAHHOTO HAGOa 1IPABILL 1eCh CICAYCT PATIYATS J18a BILIA NPOFANA
nocpeIKon:

o arenTbl, Ha AHAIN3 T0TOKA st

onpeeaemx minon cepuica, nanpiniep FTP, HTTP, Telnet

o} Bech 010k coobiie-

i, Hanpitsicp areirrhi, o Ha nomcK 1t Kow-
BHDYCOB 11 NpO3] Jrom

TTpOrpastyiibiif 1I0CPEAIIK AMANI3PYET NOCTYHAOUIE K HoMY NAKCT AN,
I GE KaKOIi-G0 OGVCKT Hie COOTICTCTAYCT SN KPINTEPILIN, TO IOCDEIK
pyer ero 60 BLOASICT COOTBETCTBYIOMIE
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sanpisicp B
con. TIpi QT CONCPAIINID AKETOR R0, HTOGH SKPANMPY Ui ArcHT Nor
aiionbie apxBLL

M3 ¢ HO3BOISIOT Tarvke Bupryans-
e cetit VPN, Hanpiep Ge301actio OGLeAHHIITS HECKOBKO JOKATHHBIX ceTeii, 101-
KiouenibIX k VHTEPHCTY, B OAHY BHPTYAbHYIO CeTh.

oo Bbimoiciis (iuisrpatuti Tpacpiika it yliiuii nocpeunTecTRa, coBpe-
MEHHBIC MEKCOTEBbIE JIPAITS TOBBOIAION PEATIIBORATH PALPYIILX, HC MCHEE kit
it s KOTOp Cecnedese ST EpRETPR sAyTpedel e itto G
neno [4]. I et Mekcere-
BLIX OKpAHOD.

9.1.3. fononuurensHeie BO3MOXHOCTH M3

i e e e o

Kawis 11 ay cerenni arpecon

st nakeTon i coGmi, pea

i IR AP SR NG APV ToAL T BT
Kpose wiit

sanperenist Aouvum DALY TIPIIOACIITE B CETh, MECCTEBbIe KAl MOTyT
TAKIKE BBIIO/HSTH AHATOTHINbIC CTICTBIS 1 LIS N0/IB30BaTEIICH, KOTOpBIC JKeraior

HOAYAITS AOCTYT K BHCUIHIIN 1711 ByTD
apaion.

b A A Kakoii-7
cepaitc, véeumics, uto or, 3a Koro ceb
Baer. W aytenmigimca ABAOTCA BB

KomemIT ke e SoRaTCIs 0GB~

0 PACCNATPHBACTCA B KOHTEKCTE ~ KKk TOABKO oS ay-
i tero My cepic.

wnorza pn

i CERmEoKD yiarraasOpa. (AMERDR) Aol s 313 Al
VAIBIIMA € TOUKH 3petits Ge30MaCHOCTIE — PO MOKCT GbITh IIepeXBasCIt 1 1CHIOTh-
owat apyri v, Miorie imuuentit i et Vierepier nponisoutn oracti
H3-3a apoJeii. 3. MoryT
HaGIOZATh 31 KaHATAMI B CoT VINTCPHET 1 1CpeXBATBIBATS NEPAIONIICCs: B 1t
OTKPHITBIN TEKCTOM T1apOIH, TIODTOMY TAKAST CXeMa ay TeHTH(HKAILI CHITaeTCs Heo-
dxbexcririoii. TTapostb caeayeT nepesaBarh Hepes OGUICAOCTY b KOMMYHIAIUII B
anmposartios pie (piic. 9.3). DT NOBOIACT NPEAOTBPATIFT OIYCHIIC HeCaIK-
LWIOIIPOBANHOO JOCTYIIA IYTEM TICPEXATA CCTCRBIX MAKCTOB,

Bojiee HEAIbIM METOZOM ay TeHTHONKAII SRISCTCS! HCTOTB3OBANIE OHOPa30-
wuax naposteit. Iiporoc Ty TeXHO0T 1
octione oaropaossix maposeit Securl D, paspaGoTariias kosmasticit Security Dynam-
€S PEATIAOBANIS b KONMYHIKAIIORHBIN CEPREPEX AL KOMIII, b 4aCTHOCTH b
ceprepax rovmarini Cisco
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=
e

Puc. 9.3. Crema o noponio

Va06io 1 natexio raxe wuibposbix
OBCDEHHbINH OPFAHANMH, HATPHAE ICHTPOM PACTIpECIICHIis Kioveit, BoabimniicTso
HPOIPAMM-TIOCPEIUIIOR PA3PACATHIBAIOTCA TAKITM OGPAI0M, UTOOH! NOLI0BATEIMb 2y~
TeHTIHHIIPOBICS TOTHKO B HAYIC Ceanca PAGOTHI ¢ MEAKCeTeBbM akparioy. Tlocie
91070 OT HETO He TPEGYETCA AONOMHITEIIblAs AYTCHTHIKALIIS B TedeHiie BpeMet,

OIPCIETACNOTO AMIIICTPATOpON
e Kaxc JOCTYTION B CeTit,
O SBISOTCSE TOAXOSIILUIM MECTOM LISt YCTAHOBKI HDOTPANIM 1Lt YCTpOiiCTs yeit-

sentioii ayrenTidikant. Xots CPICTE yeieHHoil ayTeRTH KA MOTYT He-
TOBOBATHEA 1A KIUKIOM XOCTE, G0/1eC NPAKTINHO 1X PAIMCIICHIIC 1 MEKCCTCROM
axpare. Tlpi oteyrerain arpara, ay MCpBI yeiertiofi
padini aosennii, kak Telnet

it FTP, MOACT HANPAMYIO IPOXOMIITS K BTy TPCHIIM CHCTEMAM B CCTIL
P MeskCeTeRBIX HKpatoR ojutepkitaior Kerberos — outi 163 pactipocTpareibix
MeTo08 ayrerTiiiatuii. Kak mpasisio, GObINHCTEO KOMMEPUCCKITX MCACCTEBBX
OKPAIOD HOLICPAIIOT HECKDILKO PULTIHIN CXCN AT, 1030151
(Gop anGosice i cxeabt

415 CBOIX YCAOBHiL
‘Tpancisits cetenbix anpecon. List PeaTiBaliti MHOTIX ATAK 3I0YMBIILICHITIKY
HEOGXOIMO BHATH apec Croeil kepTaL. OBk CKHITH ITH aApeca, a Taloke Tor
1110 Beeil CETH, MEKCETEBbIC HKPANb BHINOAHAIOT OMCHE BKHYIO (BYHKIIIO — Tpaic-
o pryrpeniinx cerensix axpecon (Network Address Translation) — piic. 9.4.
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i
SteraTo 1808
Puc. 9.4, Tpancrauws cetessix aapecos
Jlantiast (yHKIUSH PEATIAYTCS 10 OTHOLICHIIO KO BCCM TAKOTAN, CICAYIONUM 113
BiyTpenteii cetit B Bieumioi. /Lis HTHX NAKETOR BHIIOSCTCH ABTOMATIMECKOE

TP-azpecon i B o 1P-

pec.
“TpAHCALULA BIYTPEHIIIX CCTCBLIX AUPCCOB MOKCT OCYUICCTRIISITH ABYNS C1I0C0Ga-
AHANIICCKH 1 CraTitecia. B epBOM CYHa aeC BUUIEIACTC! Y3y B NOMCHT

5 e arpec 1 MOKeT

K M.
GBI HCTIO/0BAN UOBKIN APYTIIM YIIOM KopHIOpaTIBHOit ceri. Bo Bropos cayuac
anpee yara neera K pecy M3, nce
Hexozsue naxers. [P-aapec MO o 1P

KOTOpBI NONAZACT BO BHENIHIONO CeTh, B PeaybTaTe BCe HCXOSIIE 13 BY vr|)cnilcn
eI HaKer OK3IBAIOTCA OTpARTCIIHINGE MO, W0 HCKTIOWCT NpANOI KONTaKT
MRy yTp cerhio it onachoii
Bicunticit cetbio.

TIpH TAKOM TIOZIXO/IC TONOIONHS BHYTPEHHe]i CeTit CKPHITA O BHCIIIIX 10763083~
JOKISICT STy soctyna. Kposie
U151 QAPCCOR TIO3BOIACT IMETH BIYTPIE CCTI COBCTRRHIIO Clic-
My pecallii, He COraCoBAHIYIo ¢ aApecaitieii bo Breitcii ceri, wanpiyiep b M-
Tepiere. It peuact npodiiesry anpectioro
ByTpericii ceTi 1 AUINTA AApeCoB Bieieii ceTi.

HpoRaiIte, perricTpais coGbrmit 1 retiepatist otieton. HIpocrota it
100CTBO ATMIIHCTDHPOBAITIS SIBSTIOTCSE OJUIN 3 KTIOIEBbIX ACTICKTOR B COMaIIN
SXpperTUBIOl 1 HATeAHOI CriCTeMs SatuTH. OGiar NPk oMpeECHINI MpaBiL
I0CTYIA NOLYT OGA30RIT: DY, 'EDe3 KOTOPYIO NOACT GbiTh RAONGINA CHeTeNa
Tlootony B Goa X oKparion cepoiCiBIC yTILTITH,
OGCTRIONUE BROJL Y/GUICHIE, IPOCNOTP 1aGopa 1pait, Haitiie aTiix yTiuii noa-
BOJICT TaIgKe POSBOUITH MPORCPKIT 1 CHHTAKCICCKIE 1T JIOTICCKIe OOkt
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DI BBOZE 1AM PEAAKTHPOBAIIIA 1paBiLt, OBBHO ST VTILTITH T03BOASIOT IPOCNAT-
DHBATH HHGOPMAILIO, CrPYIITIPOBANHYIO 110 KAKiTM 10 KPITEPHSIM, — HATIpINCp,
B, 70 OTHOCHTC K KONKDETIONY IOAISIORATCIO 1l CepBiy

Bt by akpanos apsiotes coboumuil,
peazuposanue na sadasaexvie codvimus, a TaKe ananis sapeaicmpuposainoi wnop-
Ma u cocmasrentie omemos, SIWIASCH KPITINECKIN HICNCITON CHCTENS Sl
TH cern, it SKpar mmeer perucTpaiui Beex
seiicrouit, i kcnpyesbix. K Tkt ACHCTBILAM OTHOCSTCS He TOBKO MPOTYCK it
60KIpOBAIIE CCTERBIX TAKETO, 1O 11 HANEHEHIe NPABILT PA3TPAHITICHIIS A0CTYII
avHCTPATOpOM GeaoniacocTit 1 Apyrie sciicTais. TAKast DerIICTpaIUist 103BOSCT
OOPAIATLES! K COTABACMBIN SKYPHATAM 110 MCPE HEOGXOMMOCTIE — B CVHAC BOSHIK-
HOBCIIS HHILICHTA GE30NACHOCTH 1111 C00pA AOKABATCILCTE AU IPEAOCTABACIHIS X

B cyeGibie HICTaII 1160 13 BHYTPCIIIETO PACCICAORII.
Tpn npanibiio b curnaion o

Gorrmsrx (alarm) ii MOKeT zath y

m i aKpa 111 CeTh aTaKoB: Cobipa 3
c amIIs COTH 1t 0Ka3 a ce BAUKHO 110 PSULY TIDHIIL

Tpesie Beero, HysKHO SHATH HaBePHAIKA, HTO MEACETCROIl DKpaH YCTOHR K 3011t~
DOBAITHIO I ATAKAM, 1 ONPACITINTh, AACKBATHBL i MCPB! FALUITH MEACCTEROTO dKpalia
KpOM TOr, CTATIICTHKA 1CTO/Ib3OBANIS COTIH B B KAUCCTRE HCXOMBIX @b
DI NpOBACHINH HECCOBAMIAH 1 aHATIGe Picka A5t opMypoRatiis TpeGosaritit
K CCTCROMY 0GOPYJIOBAIIIO 1 IPOFPANAAM.

Mitorite M3 cotepaT MOLILTyio CHETEMY ErCTpaIli, CG0pa 1 aiaiisa CTaTheTii-
a1, VAICT MOACT BECTIICh 110 A1pCCay ITHENTa 1t CeBEpa, WACHTH(IKITOpaN 10163082
Tedieil, BEEHH CCalicon, BPNCHII COCTMHEHIY, KOMMCCTRY NepeiAIbIX,/NDHISTH
JGUHBIX, ACHCTBISN AAMHHICTPATOpA 1t ToM30RaTesteli. CICTeMBI YieTa N0BOsIIOT
HOWSBECTH AIATIES CTATHCTIKI 1 TIDE0CTAR nopoGbie 01-
S G T RO BaE it RS POy M MLy T SATHMAFLATS Yo
CHIOE ONOBCIIICHIIE 00 ONPEACICHITbIX CODBITHSIX B PEKIME PETHOND BpENCHIL.

B kavteer it peasaunt Hecaitic-

JelicTaiii o r y paropa,
T0 €eTh BhUAYA peAypeTenbibiX ciratos. Jiooit M3, kotopsiit me criocobert
HochutaTh cuma pu HalCHIIA, Hebs Cuil-
TaTh HXDEKTHBHEIM CPEICTROM MEACETEROIi AT

9.2. Oco6eHHOCTU PYHKLIMOHMPOBAHUS
MeXCeTeBbIX 9KPaHOB Ha Pa3NNYHbIX
ypoBHsix mogenu OSI

Y€} ; 12 pAIHbIX YPOB-
0. aozeiin OSI. TIpH 910N YKL ST, BHTOAIENHIC Ha DAL YOBILIX
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TAIONNOH MOACII, CYILECTRCINO OTTIAIOTEs APYT 07 Apyra. TIoaToMy KoMmLeKcHbii
M3 yao6iio mpeser B B conoky aKparon, Kl 13 Ko-
TOpHIX OPHCITIpOBAI Ha OTACbIIMIT YPOBeitD Mozt OSL
Yanie Beero KoMIUIeKCHbii Ikpart yRKIIMORIPYCT Ha CCTEROM, CEAHCOBOM I Tpit-
KIU10M YPOBHSIX ATAIONHON MOACH, COOTRCTCTREHIO PRAINAIOT TAKIIC HCACINBIC
M3 (pic. 9.5), a
O oxparpyiouuii MapUpyTIATOp;
O 11103 CCANCOBOTO YPOBIHS;
O w03 npiiAIOO ypositst (akpanpyionuii wios) [4, 22].

TMpukraaHoi yposeHs. MpuknagHo# LWnios TMpvKraaHoi yposeHs

Yposers
Cearcoabii yposerts Hinkge Ceancopbit yposers

yposHs
i yooeers Ir iy
C po [ P

Karanseii yposert KararnsHiii yposers
Graimeci yposers vameciow yposers

Puc. 9.5. Tunkt MexceTeBbix SKPGHOS, BYHKUHOHPYIOUIX
HO OTAGMEHbIX YPOSHAX MORT

Henomsyeyie s cersx npotokonsi (TCP/IP, SPX/IPX) ie nomoctsio cootaerc-
TByI0T 9TAT0M0f MoeH OS], HO3TOMY SKPAIIH NEPETHCICHITX THIIOB IpH BHITOA-
I CBOW PYMKIUIE NOTYT OXBATWIBATD 11 COCEANIC YPOBII TATONHOI MOACI
Hanpusiep, SKPpalt MOKeT
e Coolmernni mpi i nepezatie wo BHCLIIION CCTh, A TAIGKE ABTOMATHIECKOC Pac-
PachieCin 3akPLITIX o
TaKoit SKpalt YIKAUIONIPYET 1e TOLKO 1Ha MPIKTAION ypoBtie ojeait OSL, 1o 1
12 ypoBie npeACTaBeHs.

111103 ceancoBoro ypobiis 1 CBoest yHKILIONHPOBAHII OXBATHBACT TPANCTIOD-
‘bt 1t cerenoli yposiin sozei OSL Dkpantpyioiutit MapuIpyTIZATOp Npit Atz
HAKETOB COOBIICHINE IPOBCPSICT IX ATOOBKIN He TOABKO CETEROD, 1O I TACIIOpT-
1070 yponiis.

MeskceTensie kpanbl YKasaiibix THIOR HMEIOT CBOM AOCTOMHCTRA I HEAOCTATKI
Mitorie 113 pcisien M SII0TCs! 60 MPHKTUBIMII ILTOSANH, 100 oK~

He noatyio
MexceTesoro aaivoneiicTais, HAIEKIIyIo %e Suiry oecticmioT TOsKO KoM~
ILICKCIbE MCKCETeRbIC IKPaIThl, Kb 13 KOTOPBIX O0BEAMICT HKpAHIPYIONULiE
MADIUIPYTHATOP, 11L1103 CACOBOTO YPOBISL, A TAIGKE MPIKENON L1103,
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9. IKpaHMPYIOLLMIA MapLUPYTU3aTop
Spantpytonuii MapipyTiarop (Screening Router), Hasnisacsibii Taicke naxemoun
Gummpon (Packct Filter), np s naxeron u

THiE MCAILY ii w picuieii ceraL
12 cerenon i ones OSL, 1o
X (YHKIUTE MOKET OXBATBIBATS 1t ¥

CBouX OTEIbI
oze.
Pewerniie 0 Tom, nporry win Jabie, st Kk
JIOTO HAKETA HESABICHAO HA OCHOBE 3a%aimibix 1pasiut msrpaimn. /Lt npimsirist
DeIICIIs ANATUBHPYIOTCA JATOJIOBKIT TIAKETOB CCTEROTO 1 TPANCHIOPTHOTO YPOBHeil

(pic. 9.6).

SKpasmpylouh
MapUpyT3aTOp
DunTpaUVs nakeTos:
Omkpbitas bl
BHeuHss [ ro conepmmonywx P-n TCP-
cems
(UDP-, ICMP-) saronoskos

PHE. 9.6. Cxema byHKUMOHUPOBAHMA NaKETHOTO dAbTPa
B Kacetne amanisnpyestsix novieii sarosionon P it TCP (UDP) kaviioro naxera
MOTYT HCHOTBIOBATHCSE:

anpec ornpasiTes;
apec nonyuaresst;

T nakera;

duiar dpparenTain naera;
O HOMep 1HOPTA HCTOMHMKA;

O Hoep nopra nozyatesst.

[eXeRejo]

Mefiiae seispe mpaiteps i x IP iy s, o Coeiyiie -
CP- i UDP n sastiorest 1P-anpeca-
ML, DTH peca 3aOIOTEs! TPt POPMIPOBANIII TAKETA 1f OCTAIOTCS! HEHIMCHHbINIT
Pt nepestate ero 1o cers

Toze Tima maketa coxepairT Ko npotokona ICMP, coorseternyioniero cereposy
ypomitio, G0 Ko npoToKoa Tpacioptiioro yposis (TCP i UDP), k kotoposy
omHociTes anamisipyesbiii [P-aker.

Dar ()parveHTaLII MaKeTa ONPEACTICT HATITIE LIt OTCYTCTRIC (parNier AL
IP-niaketon. Ecu quiar st nakera o
JaRB] MAKET ABTACTCA HOATAKETON parNieTpoBaIoro [P-niaera,

Howepa mopron croni 1 monyvarea toGasntoncs paiincpow TCP i UDP

My pit
VISt KOTODOTO NDEUASHATCN STOT HAKeT.
st bl b st i el
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HPHIITHIX B e o
M BHICOKOTO YPOBs.

Tipi o6y I
pOCNATpHEACT Sa1aHYI0 TaGTHIL MpABIL, TOKA He HAeT NPABIATA, © KOTOPbIM CO-
LIACYCTCs O/ ACCOLURAILIS aKeTa. 3ech 104 ACCOMAIIe TIOHIMACTCS COROKYTI-
HOCTH IAPANETPOR, YKAZAMHBIX B FATOOBKAX JAHHONO Naketa. Eet okpanpyionutii
MAPUIPYTIEATOP HOAVHILT MAKeT, e COOTROTCTRYIOUUL 111t O/HOMY 13 TAGAINIbIX
IpABILL O NPHNCISICT paBILI0, 5 e 110y . it Geaorac-
Hocti o0 ViGHBCT 1 eex naieron,
He YAOBICTRODSTIOIULX Hif OAHOMY 13 ADYIIIX DAL,

TlakeTitbie Qiusrpbi MOrYT GbITh PEAIZORAIb K ATTAPATHO, TAK 1 TIPOPANMIHO.
B K2NCCTBC IAKCTHONO ILIBTPA MOTYT GbITh HCIIOM0BAND KaK 0GB MApUIpY-
TiaTOp, TaK 1t 11 cepaepe mporpasa, cxondry Tatcy
oGpaso, wrof Bxoe 1 narer. C Mapit-
pyTiaTOpsl, B HacriocTi kowmarii Cisco 1 Bay Networks, nossostior casabisath ¢
KQK/BIM TIOPTOM HECKOLKO JICCSTKOB MPABILI 1 (DILIBTPOBATS IAKETHI KAK M BXOAE,
A I 12 BBIXOZC.

OfTatast PSUIOM TIOAOKIMTEBHBIX KAUCCT, TAKCTHBIC (ILTBTPB HHC TMCHE Ceph-
cantbix Ot e BicoKoii cremerit Geaora . TaK KAk
HPOBEPAIOT TOBKO FATOAOBKII MAKETOR 11 He MO;UIEPRIBAIOT MHOTHE HEOGXOMMBIC
(Y HKLUMH 10T, HATDITyieD ay TEHTHHKALUIO KOHEHHBIX Y7108, KpitnTorpairsecioe
SAPBITIE HAKETOB COOGILCHIN, A TAIKe NPOBCPKY 11X ICIOCTHOCTII 1 OATHHHOCTH.
TIAKCTIbIC (ILISTPbI 3B 11 TAKIX PACTIDOCTpRIHCHNB CCTEDHX A3, KK 101
Meta HEXOUIX AAPECoB it HrakeTon
coobenii. Oako Taie |0ummusdudxmimlx(bwlbrpou. fakpocTora peza:
i, BhicoKast 1 u
WAt Heia, 06y CIONTEHIas T, T M1000ii NAIYTHEATOp B TOl L1kt Hioil CTereHI

nakeros, VRAAIBIC K0~

i OTHOCITEIbIO BLLCACIIS HOMEPOB HIOPTOB IPOTOKO-

e KT TpOB 1

cucrews cerenoii . Kpovie
TOrO, OHH SABOTES COCTABIOT] HACTHIO NPAKTHYCCKII BCCX MEACETCRbIX IKPAUION, Hic-
HOMKYIONUEX KORTPO COCTOsIIIS,

9.2.2. LLino3 ceaHCOBOro ypoBHs

Loz yponius, ii cine npex-

S s METDOL YN St “rparicasunit 1P-aipecon npis
10. 01 YpoBie Moz

OSI, oxsarsisas 1 npoticcce choeii PaGOTE TaKGKe TPAHCTIOTIHB it Cerenofi ypoBiiin

10O MojeI. 3AUUITHbE GYHKIIE U103 CCAICOBOTO YPOBHA OTHOCKTCS! K

yHKITIT HOCDeICCTE.

KoHTpoith, BHPTYabitbix ii 2 supone
oS3, 2 TaKGKe TepeA 10 M KAt
TIpit KOHTPOTE KBHTHPOBII CBA3H HLTIOS CEAHCOBOTO YDOBI CIEIIIT 3 YCTarOB:
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\ BDTYAIBHONO COeutHeIIIs MeAY paboseli craruedi sryTpenieii cerit 1
KOMITBIOTEPON Bt CCTH, ONPELCISA, SBISICTCS! T SanpaITBACbiil Ceatie Chsiait
sonycr

Taxolt korry actost ficst B sarozoniax nia-
KeTOB cearconoro yposist ipotoikara TCP. Ouako e nakerisii Gisrp npi aria-
e TCP-3aro10BKOB TOBEPIICT TOILKO HOMEPA TIOTOB ICTONIIK H TOAYaTe:1,

o i pancriopr ApyTIIe 1013, OTHOC: K npoeccy
P ——

1051 ONPACIINTH, SBIACTCA 1t SAIPOC 1 CCAHC CRSL3H AONYCTIIMBIM, TILTIO3 Co-
aHCOBOrO YpOBHS BHITOAISICT Ciciyionute AciicTais. Kora pabosas cramums (-
€HT) BANPALINBACT CBS3b C BHCIIHCH CETBIO, LILTI03 MPHHHMACT JTOT 3a11poc, NPOBepsist,
YAORICTBOPSICT 11 01t Ga30BbIM KHTEDISIM (HLBTPAILI, HANDINED MOAKET 1 Cepbep
Onpesciniy [P-aipec KACHTa 1 ACCOMMPOBANHOR ¢ HITM 1. 3aTeM, ACiicTnyst O
M KCIHEITA, L1103 YCTAHATHBACT COCUICHIIC ¢ KOMIBIOTCPOM BHCUINCI] ceTit 1
CIGAUIT 32 BBITOICHICM MPOLCYPbI KBIFTIpOBaIIS Cost3it 10 npotokoy TCP:

Tocie TOro Kak 1103 ONPECITIL, 4TO Pabodast CTaHLS! BIYTPEHHEi CeTit I KoM-
NbIOTEp BHCIIHC CeTH SARTIOTCA ABTOPHIOBARMBINI YuacTHiKaMH cearica TCP, it

npoRepiL JaHHOTO cearica, ol
Hauiiast ¢ 9T0F0 MOMCHT I1L1I03 KONHPYCT It NepeHalpanscT NAKeTs Tya 1 06~
partio, i nieperiaty 10y ¥ Bupry  Ka-
ary.
T xonTposs by it B um0GaX £ YPOBHS HCTOHAY-
HOTCS CHCHLITHIC TPOTPANN, KOTOpC HaSHBRIOT Nanaovu mocpedhusans (Pipe
Proxies). it Meskiy Biyrperneii it reutiieii et

BUDTYATBHBIC KAHATH, A 34TeM KONTPOANDYIOT NEDEAANY 110 STHN KalaaM 1aKeTos,
rettepupyexsix npiuiosersiv TCP/IP (piic. 9.7).

Ll ceancooro yposks

Tparcraum
Onpsitan aLyLEemMas
arewsn Koo anymperan
cetb. FRopaRen cets

PUC. 9.7, Cxema yHKUAOHHPOBAHHS LITIOIa CEGHCOBOTO YPOBHA

BHBIE [10CP Ha CITY bl TCP/IP H(mn-
MY HLTIO3H CCAIICOBOTO YPOBIL NOTYT cs s BoaMOKHOC-
11110508 IPHKTAIIONO YPOBIF, paGOTA KOTOPHX OCHOBHIBACTCS 12 i

TOCPEAHITKAX KOHKPETHBIX MpILTOAKeHi
Lo yposist TaKKe anpecon
‘atpecon) npi smOACCTBINN C Bricmieii cerbio, Tharncasuis
110 KO BCCM IAKCTaN, CIICAYIONUIN 113

cerenoro ypost (1P
perninx axpeco
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BiyTpertici cerit o peuon. /Lt oritX nakeron [P-aipeca KOMITHOTCPOB-OTIIpa-
niTecii a5 omnt [P-azpec, accont-
u|)yun,(h c .)Kpduupylomm.l ToacriopToN. B pesyasTare pee aKeTs, HEXOMLAE 13
OKPANONM, HTO HCKTIO-
e AN KONTAKT MeX1y BiyTpeieit 1 peneii cetavit, [P-atpec 1103a ceatt-
COBOTO YPOBILT CTAHOBITCA CAVMHCTREIIBIM AKTHBIbIM | P-apecoy, KoTopii nomaiaet
50 BEUITION ceTs,
apecon puBBAIA YCILICHIS ST IYTEN CORDbI-
THSE OT BHeNIIX ii crpyKTypht P ceri. Hpn
Apecon 1oy yposits 10 et
sacaonser, mwrpeunmm ceTh OT BHeHErO MiIpa.

‘C ApYTOii CTOPOIIbI, TRAICIIILIA PECOB BHIBAIA TEM, HTO KN IBHBIC IOCPCIKIL
CO3AIOT HOBOE COCAIIEIHE KAXTi Pas, KOIA o1 akTHBIHpYIOTCs. ocpemi
HPHHIACT BA11pOC OT paBoNCii CTAILIN BHTPCHHCHE COTi 1 3aTCM HiNIUnpYCT HOBbi
ANOC K KOMIbIOTCPY cimcii ceri. l'[oc)'m\ly Kowmiorep BHewei ceTit Bocnpi-
MACT 3a1IPOC KaK He o1 Kerra.

C Touru apeist s Vo coboii 710~
BOBHO MPOCTYIO 11 OTHOCHTEIIBIIO HAEAHYIO TIporpasy. O Hononer apastipyi-
it Mapipy KomTpozst
Biyrpeniix [P-aapecos.

‘HeztocTarkin y 111032 Ceaticonoro YpoBIis Te e, UTo 1 Y IKpAHNpYIOUIEro Mapii-
Hie OBCCHCHIBAIOTCA KOITPOI 1t BAIUTA COACPRINOTD AKETOR €005~
1 KONCUHLIX Y3108, &
raicie apyrie ST AOKABHON CeTi. Y JAHHOI TEXHOTOMMH €CTh elte
o cepesni etoc nposepKit O QBN

nepesaun b aupIa-

MYIO CTh TPOSIHCKIX KOHEI 1t APYTIEX BPEAOHOCHSIX 1DOTPAMM.

Ha npacitke GOIbUIHCTRO LTIO0B CEaHCOBOTO YPOBITL He ABIAIOTCS CAMOCTO-
SITCABHBIMH POAYKTAMIL, 2 NOCTABAIOTCS B KOMILICKTE €O ILTI0JaMI MPIKILION
yposiis.

9.2.3. MpuknapHow LWio3

I it 1103, i TaKKe ULTIO3OM,

B T Seases MDee OSD b tar s YpoBeth npeCTacris, 1
OCCIICUIBACT HAICAKILYIO AIUITY MEKCeTeRbiX BRINMOACHCTRIi (4, 22]. Sauurribie
YU NPIIIAII0MO LIS, KK 1 L1103 CEA1COBOR0 VOB, OTHOGTES K (i
KU 10y . O ji 103, B o1

YPOBISE, MOAKCT BHIIIOISIT CYIICCTRHHO GOTblIiee KOMIeCTB0 (yHKIIii sauuiThi, Kk
KOTOPBIM OTHOCITCS CCAYIONUIC:

o " treteit IPH NONBITKE YCTanome-
s coemennii uepes Ma;
O npoBepKa NOUIHIOCTI 1HOPAILIIL, TIEPEAABICNOIi Hepes ILTI0s;
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O e shenyra € ety yrpersieii 1 preuticii cereii;
oTOKa. Hanpimep i
HoweK B q)wou W npoapattioe mmp,mm undpopaarun

O pernerpatuis coburit
FAPErHCTPHPOBAIHON 1IIOPMAIUII I TCHEPAIS OTHTOR;
O KGUINpOBANIIE AQIIBLX, FANPAIIBACNBIX 13 BHCLTHCIT e,

bicy ik spmEOr s omomULL (pyrk nocpeITec-
TOT 103 TIpei Ha KOTOpOM (hyH-
IeIThI) — 110 OHOMY U151
KIUKIOr0 0BCYKIBACNOrD NpHKAaAoro npotokora (HTTP, FTR, SMTR, NNTP it
p). Tporpassai ocpeni (Application Proxy) ol TCE/IP -

irposart y W VK] 3a
WMo K 3Tl Ca1ysKGe.

I s ¢ 3
areiron powie 1 , sompyer

e, ekt~
s IpANbIC COCTINEINIS NEARY By TperIci 1t iieueli ceTat (pic. 98).

Mpucaakoi wnios
Gavpown
Ha NPUKTAAHOM m
ypoure
BHyTeHH
anepomonnourst (4
(SMTP, POP3, IMAP4)
Tlocpeark cryiGbi
HosocTeit (NNTP)
Tocper crywder
yaareresro yaeres
Telnet)

PHc. 9.8. Cxema yHKUHOHMPOBAHHA MPUKNIGRHOTO MO

TloCPeIKIL, HCTIO3YEMbIC IPHKTAIBIA ILTIOION, HMeIOT BAIHE 0TI 0T
KaBHIBIX OCPCUNIKOR TILTI0J0B CCACOBOTO YPOBIis. BO-TICPBHX, HOCPEUIHKIL Ipit-

KOO N3 CBAZaIb ¢ cepnepa-
M), BO-TOPBIX, O MOTY notox yposiic
oz Of

i uLosn o B KaseeTne @ibio paspato-

Taiibie ;U1 Tl 1eH NPOTPAMMITbIe CeprephI KoKpeTHbix 1y TCP/IP — cep-
nepot HTTR, FTP, SMTR NNTP 1 4p. 911t nporpasiisic ceprepsi (hyHKuionipy-
107 112 M3 B PC3ILICHTHOM PEAIINE 1t PEATIBYIOT yHKIH FAULITH, OTHOCSIIECS
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yiouut ciysGam TC| B/I0 Tt LD obcyin:
TpaicasTopoy cozepaioro UDP-

Kak 1t B cyuac HL1I03a CCaHCoBOro ypumm. Vs CBA3N MKy paGoveil cranueii
BHYTpCieii COTit 1 KOMITBIOTEpOM BHEILIHeii COTII COOTRCTCTRYIOUI HOCPEIIK TpH-
KIAUI0T 111032 05pa3yeT A cocutenis: ot padovet craiuni 1o M3 it ot M3 jo
Meera L0323 TPONYCKAIOT TOBO TAKCTH,
CreHeppOBAIITHIC TeMIt PIIOKEIANH, KOTOpHE 11\ TIOpYHeNo obcyinath, Ha-
npinvep, nporpaviva-tiocpetik ¢yskGn HTTP sosker oGpaGasimars b rpadirk,

aroii My>|<6(m

TGS CHICHIATBHbIM

cns

B0l nocpeic
T NPUIEIOI LT3 e CyoAKeT oo.nﬁmumn. pagiK TaKoro mpioeia 1 o
Gyzer Gaokuponait. Hanpinviep, ecan mpHICTAIOI 1103 HCOB3YeT TOBKO 1p0-
rpavsi-niocpesicn HTTP, FTP i Telnet, To ot Gyaer 00paGaThinats ity nakesl,
oTHoCsIecs K HTIA CyKGay, G0 YA T oM TG B ocTabILIX C1yK.
noToKOB peanmyercs [
cration Yponn orenm OSI. Cooraercnenno, ot P IPKTAIOTo 1
B OTIINIE OT KAHATbIbIX Bepiy
AT Sa ToKEAoR: Wt oyt TS BCHABAS Soet R VLK
popAILTII B COOGICHIISX MPOTOKOIOR MPIKTAZHOTO YPOBISI, KOTOPbIE 1M TIOpYICHO
o6cryskimars. Hanpitsiep, st ¢yiont FTP BOSMOKIO MHAMICCKOE 0BeaBpesKitDa-
¢ KOMITDIOTCPIbIX BHPYCOB 1 KOMMPYeMbiX 13 pricmmicii cerit (aiiax. Kpowie Toro,
HOCPCAIIKC JaHHON C KO MOAKET GbITh CKoH(DITYPHPOBAI TaKIIA OGPAIOM, “TOGH
NPEJIOTBPAIIATD HCTIOMBb3OBAHNE KIHCHTAMI KOMAHbi PUT, IPE/HABHAYCHHO! U151
samicn daiizion 1ta FTP-cepnep. Takoe orpamiiieiie yveibiae pick caysaiiioro

ficst wa FTP-cepaepe 1 CHIKACT BEPOSITHOCTS
ICPETOAIIS €0 KMy TN
Tlpi wactpoiike npasiu i
Gy Ko ey, G Nz COpRn: onycrsmit Bpesiitiofi
InrTepBAT Cro ierio 5 1 caAgaNHLIX
€ BN CEpICON; KON sl e
el wap.
TLios ypowiist o razact 1
O ofecrieunpaeT Bhicoii YPOBelth AT TOKATHHON CCTi GAAr0APs BOIMOK-
Hocrit i y i ocp
O sauntraia yposiie ii noponsieT ocy KOJIIECTBO
JOUOIITCABHbIX POBCPOK, YMCHBIAs TeM CAMBIM BEPOTHOCTS TIPORCCHIIA
VCHCUNbIX ATaK, OCHOBAMIBIX 1 )
O Tipn Hapy 11103 CKBO3-
Hoe HAKETOR MeKy pas cemsv, B pesyisrate Geao-

TACHOCTD BAIMIEACMOI CCTH HE CHIDKACTCS! 13

33 BOSHHKIOBCIIA OTIGA0B.
K HAOCTATIN NPHITAIOTO 11103 OTHOCHTCS:

O OTHOCHTEILHO BHICOKAS CTOHMOCT;
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canioro M3, a TaIGKE TIPOILEIY] X0 YCTaHOBKH 1
Konl,bhr)pﬂ]x)lsamm,
O BbICOKHE " i
natpopy;
s i 1 ckenue 1y it cio-

S —————————————

9. LLnIo3 3KCNIEPTHOrO YPOBHS

u,-m vrrpaucmm 1o ¢y HesocTaTKA X 1LTIO30B, KK mcyrc-
i 1 ket

s MR SRR rak et Check] Polnt 1« ON Technology pn:\r

paborant

Konmpoen cocmostus coedunenus (Stateful Impecunn) P o—— -

yponits [4]. T METO10B MO~

Y pOnsat senus Soomwniis ks SMLT (Statefol Mot Loyer Tochmagee)
DT FHGPILUAS TEXIIOOMI I03BOJACT OTCACIKIBATH COCTONIE CETEROTO COCIT-

HEHII, TICPEXBATIBAs TEAKCTS Ha CCTEBON YPOBIE I H3RICKIS 113 1. HipOpMALIIO

YPOBIIS, KOTOPAL HEIIO. s Buerpoe

CpaBHEHIE NPOXOJANUIX TAKETOB ¢ H3BECTHBIM COCTOSHIEM (State) <pyKeCTRen-

HBIX> TAKETOB M03BOUICT BHAUITCIIBIO COKPATIITH BPCNS 00PAGOTKII 110 CPABICIIITO ¢

M3 yposits npioskenii

Nieacereasie axpans,  ocuony {]’y\/nkuummmmnm KOTOPBIX M07105KeHa Oftiicait-

nazwaor M

Hast ypoons. Taaie M cove-
Sl PIUIpYTH3ATOpOB 1 AUBIX L0308,
ac 3 . HaKeTOR 110
x cerenoro 1t ypowiteit Mozcan OSL M3

1 TaKKe nee i oz, Kacaio-

nuecs q;.u.,.pmum HakeTon Ha npikoN yponiie Mozean OSL Ot oneribaior
0 nakera b ¢ sanantioli nommiKofi Gesonactoci.
“Taranyt 06pazos, M 9KelepTHOTO YpoBist 03BOSIOT KONTPOAHPOBATH:

O kil nepeanaesbii HAKeT — a ocHOBE Inveroielics Taf s paBiL;
O KaAILYIO Ceccitio ~ 1a ocHone TaG Ik cocTost;

O Kam0e — Ha OCHOBE

Jlocronersoy ypous spreTes
s e Tpedyionta WacTpoia 1 ssie-
et Kondurypatun ic Toino npospasi-
HOCTH A To0BaTeICH] 1 GOrICe BhICOKOii CKOPOCTII 0BABOTK HH(pOpMAILIOHITbX
HOTOKOB, K YPOBIISI OTHOCHTS Tak-

R s s 58 M3 e o TP oo o Sops Se Wron. S
oatasaeT, 470 1060fi MPOTOKON MPHKAIOTO Ypois: Herobayionuii 1P-azpeca, Gy-
T KOPPEKTHO paboTaTh ¢ 3t M3 §63 KaKIIX~1150 H3MCHEHILiL It CTIeIuTABHON
HDOTPANMHpOBaIHS.
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Tockoabky Aanibie M2 J0yCKAIOT AMOE COSLIHENIIE MEAULY aBTopH3OBaHI
KmerToM 1 BHeiHe cetu, onit Mertee BhiCOKHt yposerth,
sanurmo. T09TOMY Ha HPAKTHKE TeXHONONH (MIABTPAINI SKCIEPTHOTO YPOBS He-
TIO/IB3YeTCs! LIS MD.
Tpinepon X
yposns, sssiercst FireWall-1 kovmarm Check Point Software. Curenyer sameTiy,
uro Tepmun Stateful Inspection, seezienniii komnaneii Check Point Software, cran
TAKIM TOMYIAPIbIM, TO Cefftac TPYIO HaflTI1 MEKCeTeBoii Fkpait, KOTOpbiii Hie oT-
HoCHI Gbl K 10t KaTeropHiL.

B Hactosiiiee Bpenst YPOBITI CTAHOBHTCA OO 13 py -
i noBuix MappyTizatopos. Hanpiep, kosmarit Bay Networks u Check Point
Software 3aKIOUILI MAPTHEPCKOE COMTANICHIC € LCTBIO HEPCHO pa.spdﬁumlllnm
Check Point Software ap MD VPOBHS Ha A
Bay Networks. Kowmarisi Cisco Sy:lumm«pdﬁ(mua(uﬁc il TEOROIT M
SKCNEPTHOrO YpOBI 1t peamaosata ee B npoaykre Cisco PIX Firewal

9.2.5. BapuaHTbl UCTIONIHEHUS] MEXCETEBbIX AKDaH!

(CYIICCTBYeT /15 OCHOBHbIX BADHAIITa HCTIOTHEHIA MEXCETERbX HKPAIOB — TPOTpas-
sl 1 porpa-AnapaT, B €010 P, OO s
anr OKpalio inveer fwe
bttt e
B HacTostiIice BpeMs Hallie HCTIOB3YETCs IPOTPAMMIOE PEllieHiie, KOTOPOE Ha nep-
Bl B BHEISUUNT Goriee MPIHBEKATCbHbIA, DTO CESANO € TeM, UTO U151 €10 Ipi-
MeHHIIH AOCTATONIO, Ka3710Ch Gbi, TOBKO PHOGPECTIE IPOrpaNHOE obccricHeIIe
MEKCCTEROTO DKPAA 11 YCTAHOBHTS €10 12 OGO KOMITBIOTED, HCIoTtics & opra-
inatun, OAHAKO 1a IPAKTHCE JAJICKO He BCEa b OPRaHIGAILI IMCETCst CROGOAIbIiE
Kaeime ny ii BBICOKIM 110 cic-
ety pecypea. Hooromty c obec-
TeserItst NPHOGPETACTS! 1t KOMITBIOTEp uist ero yeraoniat. Hotos ceayer nponece
VCTAHOBKIT Ha KOMIIBIOTCp ONEpaLUIONHOI CHETEMbi 1t €@ HaCTpoitica, HTO Talcke Tpebyer
BpENCIL 1 OILTATH PaBOTH! YCTAHOBIUKOD. F] TOAbKO 1I0CIE JTOr0 YCTAHARIBACTS

I HacTpalBacTCst cuctenst obiapy arax. Herpyauio
BANCTIT, UT0 obbtioro blior a AICKO He TaK

1IPOCTO, KA KAKCTCA Ha 1epBbiii BT,

TodToMY B HOCCAHIHE TOAB SHAYHTEBHO BOIPOC HITEPEC K NPOrPAMMHO-AIIIIA-
patssiy peterisint [4, 22]. Tawiie peuenis HATIAIOT TOCTNeHHO BHTCCHSTS IICTO
nporpatHbie ciicTesst, Bee Goce 1pokoe pactipocTpaiiciis Craiit oysath cric-

nporpay pemernis (Security Appliance). Ipo-
PavMio-a i KomILIeKC b0 COCTONT 113
1 ey ii cicrensi (OC) u

b GrTAMMHO GOOEauis, CoER ot i ot o Sacioe
i Il M i non-

et GbITl AOCTATONIO MO 1 (MIICCI! SAILCHIbN, HAIDIC HAXOUITHCS 1
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u Kposie TOro, orf A0kl 1veTh
cpescia sanuiu o1 sarpyski OCe ez, TIporpasitio-
anmapar -~ W oGbIbIC Onepa-

e FreeBSD, Linux i Microsoft Window:
U BbIOAHENIE SatanHb QYKL 1 YIORICTROpSIONTIC

IIONHbIE CHCTeMbI (KAK TpaBiL.
NT/2000), ypesarin
pruty Tpebosarns

O mvers cpeactsa PROCTETIIRIE BOCTYTR X DECYDGM CUTND,

O 6A0KHPOBATD 0CTYTI K KOMIBIOTEHbIM PECYPCAM B 00X HPEAOCTABAEMOTO
HPOrPAMMHOIO HHTepdeiica;

O 3anpentaTh IPUBIIErHPOBABIL JOCTYI K CBOMM PECYPCaM 113 JIOKabHOl

cenir;
O coepxas cpescrsa ra 10GLIX paruBHLX fciicr-
B,
Ci P obaanaior
JocTomncTBaMI:
i enedpenusi & obpadomiu Taxate cpecraa
yiKe ¢ sapaniee u i i
cHeTenoii 1 sanurmy noaTOMy TOBKO HOAKTIO-

UITh 11X K CCTH, YT BBITIOANACTCS! B TCSCHIE HCCKOMBKIIX MIHYT;

O mpocmomoit ynpagzenus. Jlarbie CpEICTSA MOTYT YNIDABITECS ¢ M000it pabo-
scii cranunt Windows 1 UNIX. Baanozelicrnie koricomt ynpasacrius ¢
YCTPOIICTBON OCYUICCTRISETCS! GO 10 CTARAADTHBIN IPOTOKOIAN, HATIDINCD
Telnet i SNMP. i6o Tt DML s SO B ST
nporoko:ion, nanpisiep SSH i SSL;

u avicoKoit docmymnocTsio. cetenoro
aKpana b Biie KoMILICKCa
MO3BOJISICT © TIeYCHHs] He TOABKO M i, HO
u i veroi 1 BBICOKOI 1 3

GvicoKoil 3a cuer 13 ore-

PAIIONHOTi CHCTEMb BCEX HEHYIHbIX CEPBIICOB I HOICHCIEN TPOrpayIO-art-
HapaTHbiii KOMILIEKC paoTact Goree speKTIBHO € TONKI Speriis IPOI3BOI-
TEABHOCTI 1 HAACKIOCTIE,

O cneyuansauedia saugume. Pemenie ToabKo 3ata obecricuenis cerenofi Geso-
HACHOCTII He IPHBOUT K 3aTPATAN PecypCOB a Bhiloeriie ApYTiix dhyniiuii,
HAIDINICP MAPUIpY THEALUN 1 . 1.

9.3. CxeMbl ceTeBoi 3amThbl Ha 6ase
MeXCeTeBbIX 3KPAHOB

TIpi HOJUCTION eI KOPIOATHBHOI 11 J0KAbHON CCTH K IA0GAIBHBIM CeTSIM He0G-
OO PEIaTS CEAYIOUNE 3aTat:
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O 3auTA KODHOPATHBROI 1LTH JOKATBHOIE CETH OT HECAHKIMORIPOBAIION Y-
OO 0
O cokphiTHe HIBOPMAILII O CTPYKTYDE CeTH 1 €€ KOMIIOHEHTOB OT NI0b3oBateseit
raoGabioli cetir;
O pRsrpariteniic A0CTYIIa B SAUIVIIGCNYIO CeTh 163 LOGATBNON CCTIT 1t 13 Saitt-
maenoii cert rnoéam.nym cem,

arrst cieresa M3 ok
ot b Yoo inees e bar moma. Thieial RGeS SoTToNs o
CeayIONuIX aAron:

o TIOHTHKH i
O BHidop cxebt W nacrpoiika
MEKCCTEBOrO IKpalTa

9.3. 1. PopmnpoBaHmne NnosMTYKN MEXCETEBOrO

B3auMoaencTens

Tomrika a Guteii o=
Kt Tomrmika i -

er K » C premnng
MiIpOM. DTa NOIITIIKA JOKHA OTPRKATH ABa actiekTa [4, 22]:

O NOMMTIKY J0CTYIA K CETEBbIM CepBIIcan;
O NOMMTHKY PAGOTH MEKCETEBOTO DKpatia.

T Oocmyna K CemesnCepOIcu OpCAEIACT AT ORI, 3
ok

cen,
B poit RO TOTITIIH 20X GHTD SATA BCe CCPICH, TPEIOCTABEAIE
e o-

pe
M TOrO, st HOb30BATE e} A0 Kb GbiTh ymmu,l upann i, OMICHBOLIC, KO 1t
KaKIIe 10,TKG0BATE 11 KAKITM CCPBICOM I 1 KAKOM KOMITBIOTCPE MOFYT BOCTIOTb0BATD-
¢, 3a1AI0TCs TAKKE OrPAHIYEHHs Ha METO/IbI IOCTYTIA, HANPHMep Ha HCTIO/B3OBAHME.
npotokorio SLIP (Serial Line Internet Protocol) i PPP (Point-to-Point Protocol).
ocTyna JUI51 TOTO, MTOB T3 e Mot
OBpAETHES! K 3AMPELENHE copican Mirreprera oot iy, Hpasitra
IoKe YCA0BISE PAGOTH O30~
BATEACiE Bite AOKAILNOT COTH ODFNMSAILI ORI GHITD ONPEEACHb OTACIDIO.
L TOr0 IO NCCETERO KA YO ST PECYCTs O, 10-
KA A0CTYIA i
‘ATHCTIHO C4ITaETCS Takas TONMTHKA, MpH KOTOpOI Halles GaTC MexcAY ATl
CeTH OPrAIIBAILIH OT HIBECTHBIX PHCKOB 1 HEOOXOMUIMBIN JOCTYION NOH0BATCIICi
K COTEBBIM CopBHCAN
Hoaumura padoms exccemeaozo skpana saiact Gasowsii NI ynpaRiciis
ociosy Y&}
MO3KeT GiTs BIGPaI O I3 IBYX TAKIX HPHHIMIOB

. Pe-
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O 3aNPEINeNo Bee, HTO ABHO He PASPELICHO;

O paspericHo Bee, 4T ABHO He FaNPELeHo.

axcrisecit pyGop it HaCKObKO iiv 1w

i a0.1K1a 6 ot BiGopa penciiie
MOKCT GbiTh IPHISITO Kak B 10153y Ge30MaACHOCTH B Yiliepd YA0GeTRY HCTOMb3oBalIst
COTERLIX CCPRIICOB, TaK I H050pO"

Tpu piiGope npuinua Bce, 410 ABHO He
akpat . To0h A10BIC ABHO He pagpetcit-
e NeKceTentie BsasOACTicTII [l P cooTBeTCTBYCT KIACCHYCCKOT
MOZCIN J0CTYIIa, HEOIB3YeNOli BO BeeX 06:1acTsX HpopyaIIOHofi Geaonactiocrit.
“Takoil M0AXOX NOSBOICT AACKBATHO PCATIBOBATS MPIHHIIT MG IPHBILTC-
i, TO9TOMY € TOMKIE 3peititt GE3ONACHOCTIE Oit ARTSCTES VI, AJMHHHCTATOp
6C30NACHOCTIH A0 eH Ha KaAbii Ty y a2
1t Goztee mpapi oCTyIIa. He CuOKET 110 T

, TK KAk 110
otrymists s cepren siorye Gorts wemamouas: 50 mpex EasnacHoeT, w10
0COBEIIO XapAKTCPIIO U5 3AKPHITOTO 11 CIONONO POTPAMMIION obecriCeIs, b
KOTOPOM MOTYT GbITh pAcATIRHbie OUNHGKIM 1t HekoppexTHoCTH. Tpiinumn <zanpenerio
BCE, UTO SBHO HE PA3PeIlielios, B CyIUIOCTIL, SseTes npuataiies BakTa, wro nesia-

HHC NORCT TN, Bpcs. CHEIYET OTMCTHTS, ST0 TPABILT) OCTYTR, Clopuyi
posaiisic B ¢ omn o ! JoBa
onpeeernbic ey oBers.
Tipit BaiGope npimuia e, W70 ABHO He
axpan raicn 0Gpason, 4100 Tombko
B arow cayae yaoberno
cerenbix cej P Mexcere-
n uiCIoT Gotbilic ii oGoitn yeskce-

Tenoli SKpa, HAIDIMED MOTYT IOy SITH AOCTY K
HOTIKOlE (11 AQKe e KGN B IOITIKE), 1L1H SAYCTHTS Hepaspetelibic
cepaitcyi 1 HecTanapTibix noprax TCP/UDP, KoTopbie He Sanpeiiielibi noTikoii
AIMHIICTPATOP MOKCT YICCTD He ice ACiiCTBIIS, KOTOPBIC alTpeLICHb TI0TH0BATE M.,
oty WPISOAUITER PAGOTAT: b PCKIN PCAIIpOEUNIA, IPCACKIIMINS! i SATPCIas Te

KoTOphIC ficTayior a Geaon:
Hocth ceri. TTpH peaizaILI JQHHOT IPHHIUITA BHYTPCHITIS CCTh OKAMIBACTCA MelCe
saueIOf T HaTGCHII Xakepos. TI03TOMY HPOI3BOIITE I MCKCETCBLIX AKPAOB
OBbINHO OTKAIIBAOTCS OT HCIIOIORANIS AANHONO MU,

Meskcerenoit akpart e sipsercst civmierpiriibi, JUist Hero OTACbHO 3ataiorcs
NpaBILIA, OrPAHIMIBAIONIIE AOCTYI! 13 BIYTPEHHEii CCTH BO BHENINION ceTh If Ha-
060por. B obitient c:1yiae paGOTa MEACCTEROTO DKPAIA OCHOBAIA 1A JUHAMICCKOM
BRTOHeHII ABYX FpyT pyHKIUL

o sepes tiero X 110T0KOB;
O mocps TBA IpH ii
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B smiciocT GT T KD ST YKL MOTYT BTOTIATICH ¢ eSO
noatoToil. Tpos axcpa TobKO
ool s syt MD B0~

et yKazanHpIx ytiii sanursi, COGCTROHHS FAUNTCHHOCTH MCCETCROr0 9Kk
PAlia ZOCTHIACTCS! € HOMONLBIO TeX e CPEACTS, HTO 1 SALUILCHHOCTS YIBCCUIbHbX
cucrest [4].

Hrofki cem, i M3 obsart
VHDAILTH, BCCM HOTOKON, HPOXOHIIN 1CDes HETo, 1 OTCACAIBAT) CHOE COCTOIC,
JLs UpUIATILS YNpARAIOUUIX et 10 HcToML3yeNbiM cepaiicast M3 Aokt

1012 BbiGHpaTD yeiiyio o Beex
KOMMYHHIGUUIONHBIX YPOBHCil 11 OT APyt npiioskeriii.

HEA0CTaTOMHO IPOCTO HPOBEPSITH HakeTi 110 oTAebHoCTH. Miijopyaiuist 0 co-
crosmu [ep—— B MPOULIOM 1 APYTIIX
NDILIOGKeHN, — BBl AAKTOD B IPHISITHIE YIDARISHIONIETO DeIieHiist Hpi HONbITKe
VCTAHORICHII! HOBOFO CoeautieHIst JList NDHISTILS PEIICHIS MOTYT YHIHTHIBATHCS Kak
COCTOsMINE COCMICNISE (HOIYHEIHNOE 13 IPONLIONO HOTOKA AAHHELX), TAK I COCTOSIHIE

(nony 13 Apyrin ii). Hoxiora it np: crb y-
PaRIeHIIs TPEGYIOT, 4TOBb! KOMILICKCHbIiE M3 HMeit BOSMOSKIOCTD ala 1H3a I HeTIOdh-
S0BAHI CACAVIONUTK CNEHTOR:

O ungpopmaruat o coedunenusx ~ WiOPNAII OT BCCX CeMH YPOBHEii B NakeTe;

O uemopuu coedunenuii 1 iii o1

O cocmosnus yposus o cocrosmm, oy i 3
ApyrIX ii Haupan 710 Mo-

MCHTA IOIBS0BATETI0 MOAKIO IDEIOCTABINTH Z0CTYI tiepea M TbKo uis an-
TOPIIOBAIIBIX BILIOB CepBHiCa;

ii, ocnosan-

HLIX Ha BeeX BbienicpedicieHbi aKTopax.

9.3.2. OcHOBHbIE CXeMbI NOAKIIOYEHUS MEXCETEeBbIX

3KpaHoB

pasipy
T A0CTYI B i i cetit B ri0Gah-
Y10, a Taicke 00CCHICHIITS JaNITY cern ot
VAICHION 00Ty €0 CTopotlbl 11060l conit, TIpi 91N opraiizaiuts sarie-
Pecoaita B COKPHITIHI 1HQOPMALILIT O CTPYKTYPE CROCi CeTil 1f Ce KOMIOHEHTOB 0T
TosoBaTesIeil 1I0GALIOI ceTi. PaGoTa ¢ YAAJICHHBIMIN OAb30BATEAMIL TPEGyeT
VCTAHORIICHIIS AKCCTRILX OPAHICIINiL A0CTYITA K 11hOPMAIONHBIN PeCYpCaM Falitt-
1@emoii cer.

Y OpraNIHIAIUI ACTO BOSHIKACT NOTPEGHOCTH ETE B COCTABE KOPIOPATHBHOI
CCTH HECKOIBKILX CETMEITOR ¢ PA3HbIMIt YPOBISINII SANIICHHOCTH:

O cBoGoI0 A0CTyTIHBIE ceryierrhi (Hanpivep, pekziaviibiii WWW-ceppep);
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HPHMED, AU OCTYIIA COTPY/UHIMKAM

O cervienT ¢ orpameIIbI 0CTYIOM (1
OPIANHIAIINI C YAXICHHBIX Y310B);

O 3aKpHITHIE CCrMENTI (uanpnmq\ JoKaIbHas
Tt 10; KPAIOB MOTYT e o pasiIe cxe-
Nbl, KOTODIC SABIICAT OT YCAOWITE (DYHIILIONNPOBAIIIS SAIUIACNOI CeTi, & TAKGKe
or cerensix W APYTIIX Xapaicref yosbix M.
IKpaIto:
vap pa;

O cxembl ¢ 3aKphITOi 1t e iit OTKpBITO

O exembi ¢ paeabHoll sauurToil aKphIToit 1 OTpBITOl MOACeTe [4, 22].

[¢ pa. Mescere-
R M ——
HBIM . HaiGOriee IDOCTBIM B Ot cocron 13 sapuipy
TH3aTOpa, ii ceTbio

oTKpiToR miciiei ceruo (piic. 99). 3Kpalm|)vum\nu MapipyTi3aTop (ke
BXOIILIX 1 HEXO-

piere purypiposar s
il i b e e

Puc. 9.9. 7t 3kpan —
KOMITbIOTp, HAXOASIUICCST B SALINACNOI COTI, INEIOT TPAMOI JOCTYTI B CCTh
Hirreprier, B T0 Bpess Kak GOIbIIAs HaCT AOCTYITA K it 113 VIHTepieTa Giokipy-
erest. Uacto Grokipyiotes Takie onacibie cay0b, ka X Windows, NIS it NFS. B
npue, ¥ MAPUIpYTHIATO MOAKCT pea 0BYI0 113 T0MITIIR
0macHoCTH, paiice. O pyer nakeTst
10 TIOPTY HCTOMIIKQ I HOMEY BXOZIHOTO H BSXOIOTO HOpT2, T0 pm,lmamm nomTit-

il CHIIDEIIEHO BEC, T 1E PRIDELICHD i ABHO (OPNC» NOACT GhiTh pycra.
Mo DKpabl, 2 na HaKETOB, HMEIOT Te e He/lo-

. Tpie

¥ pUIpYTHSATO]
I TIDH YKeCTORCHIIIT
OTMETIIM HEKOTOpBIC 113 1iX:
O CHOAKHOCTD HPABILT IIBTDAILIN, B HEKOTOPHIX CySasiX COBOKYOCT!
BILI MOKET CTATD HeyTIpANISICNOFi;
nomioro npanitt 970 IpHBOMIT K

cemor x aTaK;

ii ceri,

X 1pa-
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O np yTCTBYOMIE BO3 ., r, B peayaisra-
Y I MapIIp ]
1 CKOMIIPONCTHPORAI 11 O,
Cxewbt aKpaoB ¢ cerensiMm wHTED-

sicav. Cxevbt ganurrst ¢ M3 ¢ oy cetensint mnrepdheiicost (pie. 9.10) iezo-
Cratounio sxpeKTHBHBI Kak ¢ TOYKH 3peHiist GE30NACHOCTH, TaK 1 ¢ no3iiuii yo6eTsa
|<m|¢ury|)upuu.xm1yx Ottt pUITIECKIN He PA3IPANIAIBAIOT BHYTPCHHION 1 BHENIION

T, a e MoryT y -
IvoAeiicTBIi, HACTpOIiKa TaKITX MEKCCTEBHX HKPAHOD, & TAIGKe CBMIBIX ¢ i1
MAPUIPYTIIATOPOR HPC/CTARIACT C0B0ii I0BOABHO CAOKIYIO FaTay, UeHa pettciis
KOTOpOii TpeBBiaCT CToivocTh 3avennt M3 ¢ o cerensist unmepdelicon ia M3
 Amyast 1w Tpests coremsist witrepdhelicait. Tloatony faviee Gyt Goee n0apodio
PACCNIOTPCHb CXCAbI TIOAICTIONCHIIS MCKCCTEbIX IKDANOB ¢ JBYNST H TDEAS COTERbIAIT
wnirepdeiicavi.

Grpsiie
cepeepsi

Puc. 9.10. 3aupra nokansHoi cetw ¢ nomoLusio M3 ¢ opm ceressim uiTepdeiicom

a
KDBITOIi 11 OTKDBITOI HOAICETek. 37¢Ch 101 OMIKPHIMOI NOCEMbIO TOHMNACTCS! 10CCTS,
AOCTII K KOTOPOI €O CTOPOH B NOTEHLIETbIO BPaeHOli Bieltieii ceri MoKeT Gbih

HO/IHOCTBIO 1L SACTHAIO OTKPLIT. B OTKPLITYIO HOICCTb MOTYT, HAIPHAC, BXOLITS

obueaocrynisie WWW-, FTP- 1 SMTP-cepepbi, a Taicke TepMtiiatbitbili cepiep ¢
MOZCHBIM TYI0N.
Cpeut MHOKECTBA BOSMOAIBI CXeM M3 Titmonbii spstoTes Ce-

ayione:
O exewa it BanuTh ok O cetir
O exevac i sapurToit 1t e it orkparoii
O exewa ¢ pAICBIOI FAUTTOl 3AKPLITOT 1t OTKPBITOli TI0ACCTEil,

Cxewa emoil sanmbt 1okabHolk cer. laiias cxewa sB1sieTCs HanGoree Hpoc-
‘ot peernient (pic. 9.11), 1pit KOTOpoM M3 1eKOM IKPAHIPYCT HOKATBHYIO CCTh
OT noTenuAbIO BpaACOOI Bieuteii cerit. Meity MapupyTizaTopoy 1t M3 ie-
€T TONBKO OUtH YT, 110 KOTOpOMY ieT Bech Tpaduk. armsii papirait M3 p
AIBYeT TOMITIIKY Ge30IaCHoCTIL, OCHOBAIIYI0 Ha IPHILINE <GAITPCLIEHO Bee, <0
1O He npi atox 1yKGbI, KpOME Tex,
U151 KOTOpbIX . OBbIIIO MapIIpy
HACTPAHBACTCA TaKiIM 00Pa3oM, 4T0 M ARIACTCH CAMHCTRRNION BIAINOI Ci prm.
Mol
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Puc. 9.11. Cxema eaHOM 3aLMTI NOKANBHON CeTH

OTKPHITHIC CepEp, BXOIIUIC B AOKABHYIO COTh, TAKKe GYJYT SAUUIICHb MCK-
ceenti aKpatios. OUTaKo OGLCer e CCPREpOB, JOCTYIBIX 3 Breme cerit,
BMECTE ¢ APYTHMI PECYPCAMI 3AIUIEACNOIT JOKATHOI CETHH CYICTBEHO CHIBKACT
GeaonachocTs MeKceTenbix Bamo/eiicrniti. TI00TOMY AaHHYIO CXeMy oK TIoNeHst
M MOJKIHO HCIIOI30BAT D TPIt OTCYTCTBIIH B JI0KAIBHOI CCTIT OTKPHITBIX CCpRe-
DOB I KOTa HMEIONUICCS. OTKDBITHIE CePREDbI ATAIOTCS! JIOCTYIbIMII 13 BHelHcii
COTH TOMIBIO U151 OPAHIIHCHHOTO HICIIA NOTH0BATCIICHE, KOTOPBIM MOAKIO JOBCPT.

TlocKobKY MeKCCTeROl] OKpAI HCHIO3YCT XOCT, TO Ha HEM MOFYT GbiTh yeTaronze-
bt st yciterioi ay i ii
MOReT TaloKe AOCTYI, HONBITKI WATaK CIHCTeNB, 1T

TI03BOIIT BEIABHTS JCHCTBIIS! AI0YMBIILICHIIIKOD.

JLt HEKOTObIX CeTeli MOXCT OKaRThCs HetIplie
CxeMbl AN 1 Gase oKpaia ¢ Bywst

JaKpBITOl 1 He OTKpBITOli HoACeTsMM. Ec

1 COCTABC IOKIDHOI CETH HMEIOTCS OGICIOCTYIIHBIC OTKPHITHIE CCPBEPb, TOTA IX
LE:16C006pA3HO BHIHECTIL KK OTKPHITYIO TI0ACETh /0 MCAKCETeROr0 aipaita (piic. 9.12).
Janiii Goee BhiCOKOI FAKPHITON HACTI J0KATH~
H0ii e, 10 OBeCICHIIBACT NOHITKEIIYIO Ge30NaACHOCTD OTKPBITBIX CCPBEPOB, PAcTio-
JIOAKCHIBIX 110 MEACETEROr0 Kpaa

M0if HeACTaTouNas THOKOCTH

Puc. 9.12. Cxema ¢ 301LIOGMOR 3GKPHITON 1 He 3ALIMLIGEMOH OTKPHITOR NOACETAMA

Hexkotopsie M3 H03BOSIOT PagMecTiTs aTi ceprepsi Ha cebe. OUIaKo TaKoe pe-

HICHHE Hie ABIAOTCS Iy ¢ TOSKH 3periis GeaonacocTit caxoro M3 i sarpyakit

Cxeny 10 D¢ i 3akpurToil 1t e i

OTKPBITOI] TIOACCTANII 11e1€COOPAIHO HCTIO3OBATE AHII, DI HEBHICOKITX TPeGOBa-
HIESX 110 GE3ONACHOCTIE K OTKPBITOlE TIOACCTIL.
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15k K GC3ONACHOCTH OTKPHITHIX CCPBEPOB IPCAANISIOTC! HOBLIICHIbIE TPe-
Govars, Torza Cxexy ¢ passenbioii sauuToit akpbIToii
1 OTKpBITONl HojiCeTeii.

Cxewbi ¢ paanebioii sanmiToii sakpiToil n oTkpbIToi moxceteii. Tarast cxeya
MokeT GbiTh HocTpocita a ocnose 0duoro M3 ¢ mpexsi cemessiiu unmepdeiicar
(prc. 9.13) i ua ocnose dayx M c dayna cemeavinu unmepipericawn (prc. 9.14). B
‘OGOIIX Ci1yaiX AOCTYIT K OTKPBITOI! 1 ZAKPBITOI I0ACCTAM AOKATBHOIi CTit BOBNOKCIE
TOIKO Epe3 MekceTenoft ipa. TTpi TOM JOCTYII K OTKPITOl NOACETH He MoaBosieT
OCYUIECTRITT A0CTYI K 3AKPHITOI MOJCeTIL

Puc. 9.13. Cxema c pasnensHoit SQLLTOR 3AKPHITON W OTKPHITOl NOACETeH
Ha ocHoBe oaHoro M3 c Tpems cetensivi WiTepdericant

Puc. 9.14. Cxema c pasaensHoif 30LLTOR 3GKPHITON W OTKPHITO/ NOACETEH
wa ockose aeyx M3 ¢ asyws cetemsivu uHTepdeiicant

Vs 911X Anyx cxent 60tbiyi0 c1
Fosesdiimmoln - g st o
AT 3AKPHITON MO/CeTH BAUUIACNAs OTKPHITAs 0CCTH FACCh BHCTYIACT B Ka-
sectve SKpaimpyIouIeii noacer.
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Ofentso SIS TORETs KHEYEHDYAN TGN oggst ol o
i 0Ty
atc 1 103 SaKpITOl HoceTIt meu,u,u(

cer. omldm npsioii 0Byt mlq'npmmmou-

B TAKCTAI M AP arake
T i Wt AR npeojiosets 1o Kpauncu it
R — i saaseii. Cpesicrsa vorit-
Topiira cocTonT H03BO0T NPAKTITCCKII BCeT:
102061y HOMBITKY, 1t cicTenst Moker
selicris o Joctyna.
Caeayer o6pa m,.,mwﬁmgv JiCHHb i, omICHa-
X e BooTnere-

i noMITIROi GesontacoCTH, Moo B opranaty, TimoBoe peerie aroit
FYIUH — YCTAHOBKA CEPBEPA YIQICHHOO /I0CTYTIA (TEPMIHATHHOTO cepuepa), KOTOPbit

To.0epc Annex covmam Bay Networks. Tepuima o cepacp smaseres cucrevoi
TOPTANI 1 00N ToKabHOf ceTit, Oyet
mnbomﬁuucﬁ MEIY ACHIXPOIBIM TIOPTaMi it TOKATBHOI CETLIO OCYICCTBTACTCA
TOTKO H0c Brewniero
ToAoNEIe TEPMIHATHHONO CepBCpa JOTAHO oopmermamsc vsnt obpazon,
1o ero padota sepes axpa. 10 1oao-
1CT J0CTIRb HeOGXOUNOIH CTerterIn Ge30macHoCTiH TPt paboTe YIUICHHbIX ob3ona-
Teieitc pecypeat Taoe BOGMORIO,
ii i noziceTi npi
cxest nojucHoset M ¢ pasesoll satiroit OTKpbiToil 1 3aKpbiToit Hotcere.
TIporpayHoe OGECTICHCIIIIe TEPMIIATBHOTO CePBEDA A0KHO IPCIOCTARIATH H03-
MOKHOCTI QAMUHICTPPOBAIIIS 1 KOHTPOS! CCANCOR CRA3I HepC3 KOMMYTHPYMBIC
it tbt, MORY.1H YHPARICHIII COBPCMCHIIbIX TeMIIETBHLIX CEPBEPOB HACIOT A0CTA-
TOUHO PaBIThIC pa it pasrpa-
HICHI I0CTYTIA KCTHEHTOR 1 BHTIOANAIOT CeAyionue yi

O HCNOIB3OBATIHE JIOKAJBHOTO HAPOJIst Ha JOCTYII K T0CICOBATEBHOMY TIOPTY, Ha
Vet ocTyn 10 npotoro:ty PPP, a TAIGKe U1 A0CTYIIA K aANIIICTPAITIIB-
HOIT KOHCO/IH;

y A0 MU T0KUIbHOf

ceri;

HCTOH0BAIIC BHEIIHITX CPEACTB ayTeHTHA KA

VCTAHOBKY CITHCKA KOITPOI1 ZOCTYIA 1A HOPThE TEPMHIEATIIONO CepBeps
CaNCOB CBAI3H uepes it

[e)eje]

9.3.3. lMepcoHanbHbie U pacnpeseneHHbie CeTesbie
SKpaHb!
3a NOCICIINIC HECKOTBKO CT B CTPYKTYPE KOPHOPATHBHbI CETeii IPOM3OILIIT OrIpesie-
sterbie 3enernis. ECI pabiiie rpaiiibl TAKIEX CeTeii MOAHO GhUIO HETKO 04CpTIT,




MEPCOHANBHBIE 1 PACTIPEAENEHHBIE CETEBBIE SKPAHBI 411
0 ceiisac 9T0 IPAKTIECKIT HeRoavo&HO. Eille HEAaBHo TaKas rDaNiflia NPOXOMILTA
Hpen ok aplIpyISaTO it ke YTpallcea (sanpuLE o) s -
TOpbIE OCYHIECTRISICS BHIXOL BO Bietiie cer. B y/asier pucax oprarzaint
carryaist Gbuta cxoei. C HOAICHIEN HOBBIX CCPRIICOR 1 TEXHOAOM, B HaCTHOCTIE
MoBiBHOrO focTya i JIBC 1L1H HCHO30BaNIS GCCTPOBOAILIX CETMEITTOR CeTit,
HOWSITIC <[IEPHMCTPA> HASIIHACT TCPSITD CHOC JHaterie.

HaiGo/ice ysapinvbin MeCTos KopiopaTiiBioii et seasiorcs padoiie cramui
KOHEUHBIX i 3a npejeaMi epiveTpa
KOTOPBIC HMEIOT, Kak IABILI0, HISKHHi yPOBEHD 3aiurThi. Bee TPRIIIIIONIBIC MEKce-
BHC DA HOCTPOCHS TA, S0 SAIIACNHIC HOSORITEIIN 1 PCCYDCH AOTAI

o1 D cropors ii 1071 KO

cemi, u1o s sCTCS s
CleyeT TaoKe YOwANYTh 0 TaKoii upoamc Kac oecrieueie piyTpeticii Geso-
niactocmt ceri or
TEXHOIOTIA SaUNTH TepHNETpa. JLTA OTPAKCIA ATaK 15 el 0 OTHOMCNITO
K JIBC CeTt cymecTsyioT Bechya aupeKTIIBIbIC CPEACTEA, KOTOHIC HOMORAIOT Fari-
TiTh pAGOHeE CTANINMN TIOTB30BATEIICH OT ATAK 11 JPYTHX NOAOSPHTEIbHBIX ACiiCTBI,
a nonyserie i A Bor orcacants i
NDCAOTBPATITH ATAKI, OPIAMIEYCMbIC 13 JOKABHOI COTI, TI0-TPEKHENY JOCTATONHO
c10kii0. 1 yIpoabl, CBSAHIBIC C BityTpeitiicii Ge0aCHOCTbIO, NOCTORHINO PACTyT.
L pertcust VI3 1pOGIEN HPCUIOKENM CIEVIOIE OO K-
nelie " FCBLIX IKPANOR 11
BoaNOKHOCTCH] BipTyaLILX HacTibix coteii VPN, a Taioke Textoorin Total Access
Protection (Check Point), Network Admission Control (C

0). Network Access

Protection (Maii ) H . 11, KoTopbic. Ha KecTior
KOHTpOA SAVIEHIOCTI KONCUHbIX HOOBaTE el

List wmrrepec nepc

B3 Kpaiy na

“Taro acpan,
IKPAION KOMIIbIOTEpA (Pcrsmm! Firewall) i cierestoii cerenoro oxpainponaris,
KOITPOIpYer B KO  BXOLALU TR HESABICIDD T CEK ORI -
xcpexcts. pit -
it i al S s e
BiCIIei| AKTHBHOCTHIO, B PC3yISTATE CHIGKACTCS! YAIBIMOCTD BHYTPEHIHX CCPRICOR
SBAILACNOTO TAKILN OGPAION KOMIIBIOTEPa, TIOCKATBKY CTOPOHIII] A0YMBILLICHHIIK
OB CHAYaIa PEOJ0ICTH HKPAH, TE 3AUUITHbIC CPEICTEA CKOHUTYPHPOBAIThI 0CO-
Gernio Tuatesbio 1 xecrxo. JUis 5aluTh PaGOero MECTa HOB30BaTe s HEOBXOMINO
1MCTD, KpOME epeoniLTbioro M, airripipyciioe [10 ¢ akryabibist cHrtarypay,
FATY J0CTYIA B KOpIOpaTIBHYI0 CeTh tepes VPN.
B Katteche npivepa epe patia MOKIO YKasaTh
axpan Windows Fimwz\ll KOTOpBli CAYAKITT TepRofi el JaluITs nepeoraTbio-
ro pota nporpavy. Hawinast ¢ sepein
Windows XP Service Dack 2 sioweercnon axpan Windows Firewall mcronet » OC 10
(QIAIINO 1t BANIACT KOMIBIOTED € MONCHTA 3arpy3Kit ONCPALIONHOIi ClCTEAb
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Ou yoben B antin, Jero et npoctoii srepeelic 1
npaiTiriecian neaaveter npi padore. Ecam » cierese Windows XP Service Pack 2
Meskcerenoii apan (IABTPYCT To16K0 BXOIILT] TPaGIIK, To B ONCpAIOIIOH ciTe-
sie Windows Vista vesceTenofi akpait SIBIeTes By CTOPOHHIN, T03BOIAS 0CYIIECT-
BIATH KAk BXOJILETO, TaK it Tpadiica. i akpan
Windows Firewall yoser G10ki1poBarh Bech pxoasiutii Tpadik 10 Tex mop, noka 1a
KOMIIBOTEp te GYAYT YCTAOBICHA BCE TIOCIETI HAKTS! oGOBCH

Tpi el iactpoiise vessceresoii ospan Windows Firewall e nossossier

nporpasst anurry or

AKCPOB, BIPYCOB 1t KOMIIDIOTEIX ‘epici, KOTOPHIC BITAIOTCA TIOAYAIITS A0CTYII K
KoMmbioTepy epes Hirrepiter.

akpai coboit yir-
cetentix pation, OTICIbITbIe KOM-
iotepst cern. Tipn cnerest M3 i

KOMIIOHEHTH PACTIPEACISIOTCSE 110 YAUTaM CETH 1 MOTYT HMTh PAGINHOC HAZasCiie,
TIpH OGHAPYKEHIH TI003PHTEABIBIX. TPUHAKOB, HOXOKIX Ha ATaKy, YIPABIsoNe
MOy pacrpeeseitiioro M3 MOTYT afallTHBHO 3MCHSIT KORIIYPAILIO, COCTa 1t
PACIOO3RCHIE KOMIIONCIITOR,

I

saeTes B Iy B!

oro y Eca riepe cetentic oKpaitbi TOIBKO € TOr0

PMITLOTEg: 18 KOTODOM G ORI 1 WIGOTAD TOROLTT 14 JOMAILIETD
aKPaITbl MOTYT uerpa-

A3OBaIHO, ¢ ol KoHCOM! it b Erasiow oduice opra-

i, TAKHC OTTNISE TIO3BOTILTH HOKOTOPbIN TIPOI3BONITE SN BHIIYCKATS CROI
pementina M3 5 2By sepeisix:
e Hoii (st
o i (s ih).
B conpeniciibix ye0misix Goziee 60% PRsmiHBIX ATaK i MONBITOK A0CTYITA K iii-
(DOPNALII OCYMECTIAIACTCA HSMYTpH TOKATBHEIX CeTefi, I03TOMY KIacCHyeeKkiii <rie-
noaxox Kk

IO CCTh MOKIHO CHIITaTh ACiicTRIrTeIbiO
sanunermoit or HCJL TobKo it HATINIi B e Kak CDEACTS SAUITH TOUEK BXOA
0 cropos Hieprie, Ta i pemneiil, oBccne-BaION GE3OMCHOCT OTAC b

CepBEpOB 1t (PPATMEITOB I0KABHON CeTit PP~
s P 1 ocone wan : axparion
2om b OTACIIBHBIX KONIIBIOTCPOR, KOpIIO-

SvBr = achi it Spes R s o mpSn e [56]

9. TpyMepbI COBPEMEHHBIX MEXCETEBbIX AKPaHOB

1epaM POISBOACTEA MEACETERbIX KPAHOR MOAKHO OTHCCTIE TP KoM —
Cisco, Check Point i1 Juniper, IIHeM ¢ CylIeCTBEHHBIM OTPbIBOM 2 MHDOBOM DHiliKe
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npyer Kovmanis Cisco. PaceMoTpi 0Jposiice BOIMOAKIOCTIH MCKCCTERBIX K-
paron xowmarnt Cisco.

Kowmans Cisco npejuiaract sa Bitjia MeskceTenbix akpanon: Cisco PIX Firewall i
Cisco [0S Firewall. Bui6op Mty HItMI OCYIICCTRISCTCS HCXOIUT 13 HIAMBILY
Hbix noTpeSHocTeii sakazitic — Meskeetenoii axpan Cisco PIX Firewall obecrieutpact
PEICIIC 2 G130 OTACIBHORO CHELRIEHPORIOND YCTPOICTEA, A it HCHO:08-

1t Cisco 10S Firewall » vh)
e, Hnoasonaniie seACeress axparion CSco B CONCTANIN ¢ \HOTOYDOBHCEOI
SanuT nosnosict Gosiee MOILYIO apXiTeKTYpY cCTCRON

Gesonaciocri,

i akpaH CISCO PIX FIREWALL
TIporpaio-anaparisiii Mesxcerenoit akpait Cisco PIX Firewall obecriesimaer wiio-
TOYPOBHEBYIO JAILUITY, HCTIOE3YS! ITHPOKIH HAGOP HHTErPHPOBANHBIX FAUITHIX BO3
MOKHOCTE, BITIONAIONUL KORTPO.1 COCTOSAIS ¢ NOMONIBIO AITOPITNA AAITHBOf
sanurmr Adaptive Security Algorithm i LyGoiatii anamis cerenuix 1t npHKTABX
HIDOTOKO108 ¢ HOMONIbIO Mexaiiaya Deep Packet Inspection.

lporaii crieicrp vozeseii Cisco PIX Firewall, opierrr e sy

i karerop AU OF 1M b
peiero Gisieca i Ky W

CBSI3H, G CTh 1 106010

vacuaga.

(OCHOBHbIE BOIMOKHOCTH:

npoiIBOMITEbIOCTS 710 1,67 T6irr/c;

noiepKa exsozorii VPN;

BCTpOCHH CIICTEMA OGHAPYIKEII ATaK;

rasrpatua URL 1 Gaokuposanie 11O ans Instant M
noaepia npotokoa GTP/GPRS;

nipoapasibtit M3 BToporo ypoist;

Bipryanbie MO;

c (wictiouasn VPN-ryiies
O coKpbITHE TONOOTHI i cetit ¢ oMo anpecos.
(NAT) 1t nopros (PAT);
KONTDOJIb BCETO CrieKTpa
cpesers — H323, SIR, SCCR, MGCP, Rrsp .
nouiepiia TPy

aging (IM) 1 P2P;

QC000000

o

o

TMporpammueiii MexceTeBoii akpaH CISCO 10S FIREWALL
Tporpasioe obecticuerie C
coctosmis, mery

Mbii Ha IIHDOKOM CIICKTpE Mozezeii MapuipyTitaaropos Cisco: ‘300, moo 1700, 1800,
2500, 2600, 2800, 3600, 3700, 3800, 7100, 7200, 7400, 7500, 7600.

0108 Firewall - a10 Meskcerenoii i
Ci
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Cisco 108 Firewall neniomayer acsii Context Based

Acces Control (CBAC) KOTOPbifi 1I03BOCT KOITPOHPOBATS MiOPMAILIOHHbIC 10~

T, IPGROIRILe Sege3 APIIRYTIEATOD, 1 B0 YPGBV, IR ¢ Geremuro 13
st Ha b

OCHOBBIBASICH Ha HATIPABCHI T] lm‘}mm COCTOANHI CoeuENII 1t IKpONALLH O T1pe
JBIAYIIIX TAKTaX 1t ceccisix, 00paboTaitbix MapipyTitzatoposs ¢ Cisco 108 Firewall.
OcnoBitsic BoaMOKHOCTH:

O notepiia &)\xlmmm A NpoTOKoMoB, BKMouas TPV6, B TOM wicte 1t st
My BTIeAiiHbIX CpeAcT;

O Moepa pasN sekason ayrermduawn - RADIUS, TACACS
wT A

O KOITPOIH A0CTYIIA 110 BpeveIE;
O TecHsT MITErPAIIIS € MEXAMIEMANI OGHAPYACIIL ATAK, KOHTPOIS! KavlecTna
(QoS) 1t noctpoets V.
HOULCPIKIGY PAIINIBIX HOIITH I CITICKOB KOITPOS AOCTYIIA A PASHBIX Hit-
Tepdeiicor
HOJUIEpIKIG AT IPOTOKOION 1 HECTAILAAPTHbX HIOPTaX;
AN ceTenbX atpecon;
noepiKKa 3a cuer i cMenbl MapuIpyTa ia
peacpiii MapuIpYTI3ATO)
MexaM npospastocTit M3 (byHIIIONIPOBANIE 1a KAATHION YpOBiie);
: i

o

000 0COC

vl i
X CCTERbIX TIIOCHITE GIAToAapA THOKOMY AHaI3Y

soserii (P2P) 1 pyr
Ha IPHICTAAION YpOBITE:
o HOITHI TPOBEPKIT OGbEKTOR
npororona HITD (zmma URL saranoneas HITD s 15y

BOIMOAKHOCTH HETIOb30BAIS Kondmrypatunt 1a ocione CPL (Class-based
Policy Language) s sanurmii ot yssmiiocteii i HTTP-arar;
npeoTBpanieiiie DoS-aTak 1a OCHOBE CeCCHOMbIX HOTHTIIK 1 NOMHTHKH KOH-
TPOJII BXOHORO NOTOK.

9.3.5. TeHaeHunmM pa3BUTHS MEXCETEBbIX SKPaH

e}

o

(¢ : KX 1po-
Tommon raara 1990-x 10708, Ecaut pansie MO Gt npeuasiasen 101610 115 pas-
octya ey W BIYTpCII CCTBIO, TO CCrOMITL NOABILTICH

¢
Hombie ofmacTit ero pivercms:

8

O sawrm s ot s
ST ccppepon IpiLIoAeIIi 1 T 1

Tclucuuml JGUILHCIHIIER0 PA3BITIST MEACCTERBIX DKAHOB MOAKHO YBILACT B HEKO-
TOPbIX NPOABIHITYTLIX pertieriusx conpeyeribx M.
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rexonornit Deep Packet
ipomeyirss Bies oot i nponyciaeyioro tepes M rpadhia 1a npeyier

pasmIbX W arak. Decp Packet Inspection
10330, BHBCCTH MEAKCCTORbIC P KAHCCTRCIHO HOBBli YPOBCItD I SAIUITIIT:
W cepich, paiee ¢ HATIPINCp TEXHOI0-

0 IP-resecponn.

Tapaniensio ¢ M3 ¢ dymauieii Deep Packet Inspection crauti nosmastues vesk-
cetenbie akpaibi npiioskerit (Application Firewall) — yaxocnemiamanposariisic
PeliCHis, KOTOPBIC OPICHTHPORATIC 1a JAUITY OTACTHIbIX MPILIOSKeHI] 1t Cep-
BICOR Ha NDHKTAION YPOBiie aTaomHoii yozean OSL.

CoBpeNeltble MEKCCTeRbIE IKpab MOTYT BHIOHATS He TObKO pa3rpanirciiic
oty Meskay Mireprero i syt pmucn ceTbio, o 1t ocymecTIsTh rayGoKIIii
ana rpacpinica, HoACHeTeN 1pe-
S emanin stax IPS Cintrasion Prevearions smimimstnoh ST, KoNTpOA

OKpatibi CO cucresoii co-

. Cy
i vexodmensx VPN,
Heors i

x
CTAII NEHTPAIZORAINNIOe VIPABACHIC, IHCIICKINIA PASHDIX CCTCRBIX 1 TPHICIAUTLX
1pOTOKO108, nouepskia NAT, UITCrpaLuist ¢ pasiribig ceppepayis ayTeiitka-
1w, rstpattst URL 1 7. 1

avernrach wiadopya, 1a K0Topoii peayetest wesceresofi axpant. ECaut patb-
e 570 GbLio pencitie, To nponsore:
CABIT B CTOPOHY anmApaTHOI pibTpaIuti TpacDHKa, HTO HO3BOSICT peai3oBaTh Go-
eC CKOPOCTIYIO 1 HAZC3KITYI0 0GPaBOTICY HH(POPMALLHOHITBIX HI0TOKOB.

ANIAPATHbIE MEACETeRbIE KAl MOFYT GBITh BHITIOHCHB! KAK B 1DOrPAMMIO-arl-
HAPATHOM BAPIAITE, TAK I B BILC CTICITUIBHBIX MOAYICH, IHTCIPIHPYCMBIX 1 Maplii-

DYTH3TODbI 1 KOMMYTATODB.
Kpaibi, @ BAIUITY WHPOKO pac-
i i ek i a Gase neG-cep-
BcOD. B CylIeCTBYIONUIX NPOIYKTaX 1P
cnsan, cicres T Toorovy B jitihe rob! MoK~
pasmiTis oKpanion, C ypoBits cei Ha npit-
Ko
BaKiI0fi TenACIIIC, KON 12 PASBITIIC MCKCETEBLIX HRPAIIOD, ABIIETCH 1X
Goace Tecut mmerpauwstc Apyrin
Toa HMCTh 0010 YCTPOTICTRO, PeNIAIOLICe Bech KOMILICKC

37 10 3ANTE CETI 1t MPH HTOM OGHIUMIATONIEE B Cebe pelieHIs MpoN3BOTTCIIe-
JIEPOB 110 KAKIOMY 113 HANDABICHii CeTeBoii Ge3onachocTH,

EC.II HHTErPHPOBAT B OJUHOM YCTOFICTB Ca3y HECKOIbKO FAUUITHbIX pellientii,
10 MOPKHO HO:1YMHTS MHOTO(YIKINONATbHOE 3anurTHoe yerpoiicrso UTM (Unified
‘Threat Management), KOTOpoe TI03BO/IAET COKPATHTD H3JICPAKKH 1 IPH TOM oecrie-
T BHICOKI YDOBCITh SAUITH 3 CCT TECHOI] MITCrPaIuII TAKIX 3 Tex-
Hotoril, Kak an, cicrena arax, VPN, anmusipyc,
sanurra ot nnmoticxoro 1O, konrpoas URL 1 r. 1
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Toobsie ycrpoiicrsa UTM Hasasiin biepsThes i S e ot g

v X, LUt KOTOPbIX e e, HTO 1 s
oduca, a erier 1A HECKOBKO OTACBIBIX

YCTPOIICT SAUUTDL. DTit PelICHIIS! TOCTEICHHO BHTCCHIOT OTICABHBIC MEACCTERbIC

aipaitbi, IPS 1 ap.

Boaosio, 1 B Henpasix odcax Gyay ye

HbiC peticinis. XoT TaKiie peilielis NpOTIBOPCUAT BUKHOMY IPHHLUILY

atie KTACTD Bee Afiia B Oy KOPAIHY», HO B YCIOBHSIX (MHAHCOBLIX aTpy eIt

yuie ) poii eM He HMeTD

COBCEM Hitero.

Bonpoce! ans camokoHTpons
1. Cpopmyampyiire nomsimist " i oK
pars.
2. Obwscre cyrh HoTOKA MEKC xpa-
HoM.
3. Kakite 1apaveTpbi MOTYT HCHOMKIOBATECA B KAUCCTE KDITCPHED AITATIa Mit-

(opaNOIIIOr NoTOKA?

4. KaKiie BapanTol pemiertii npHIIINAIOTCS: 1D HITTEpIpeTaiunt npait Qis-
A GopNAIIOOro noroka?

5. Uro
v ? TlepesncaTe chyHKIBIH, KOTOpHIE MOTYT BHTIOAIHATS IpOrPRNMHTIOCPeIL-
.

6. Hasonirre aomomumenpitie sosvosioctin M3, Owscitire cyrs Tpancsiit
BIYTPCIHIEX CeTCRLIX APCCOB /LIS HCXOGIINIX HAKETOR COOBMCHI

. O MApUIpyTHATOp:

(namunm uastpa).

s, oberocT
) ponist. Kax I HAKETOB ¢ KOHTPOJIEM
Heris?

9. Vit sapiairta M-
cetenmix akpation.

10.C yiite nputb nomian B30~
seiicrnits, peamiyesoit cuereoit M2

1. HasoBiiTe 0CHOBHbIC CXCMBI IOAKTIOCHIIS MEKCETEBBIX OKpanon. OniniTe

(YHKIHOIHMPOBAHE CXEMBI C JAIIACMOf| 3AKPHITOl 1 He Fauuesoii o1~
KPBITOI HOACCTANH.
2 o

PASBHTII MEK IKPAIOB,



FRABA TexHOROMIM
BMPTYAJTbHbIX
3ALLMLLEHHBIX
~ cerem VPN

Hincro ne pann Taiiibi
Kr0 ce i

yute Toro,

. Poxac

{aa COBAAIIIA KOMITHIOTEHOfi CCTIL NPCATIPUATII B PCACTA OIUIOFO A Mo-
KT GBI petiea OTHOCHTE O Terio, oy o O6bIHO KOMTAHITI ABISTIOTCS

wn ii 1 0Gopy o wiaro -
bpactpykTypa 3 st o vab i noa-
paszesieHIs camoiil Kopriopaiu [DTHCDOB, KITHCHTOB 1 IOCTABLUAKOB. CoBTanite
SauteHIOI KOpHOPATHBHOI ceTi, BRTI0NAIONIC ODHCH, KOTOpbIC pasticeeits Ha
MHOFO KILIOMETDOR 1 PACIIOZOKCHTbI B PAsHbiX TOPOaX IL1H CTAIAX, — CYUICCTRCHHO
Goaee crowas Fata
B rocsieztiee Jecamiuierie i cnsai ¢ Gyphiv pasnirien Mirreprera i cereii ko-
JICKTIBHOTO AOCTYITa B MHPE IDOI3OIICA KaseeTRerHbii CKAOK b PACTpOCTpANCHII 1
AocTyocTit 1nopyattit. TOT30BATEH HOIYHILH ACHICBbIC  AOCTYIIHbIC Kaltatbl
cotan, Crpesyici K JKONONIIN CPEICTT, IPEAPIITII XOTAT HCIOIOBATh TaKC Ka-
HETbI U1 TCPEAGNH KpHTIIOT

s npor CeTeyi aTaKa 1 ofecriexez HOSNOK-
HocT axritBoro 1 ()muuucuom HCHO 0B B GH3tICCe OTKPITHIX cere b Havate
1990-x Ko BUPTYATHIBX

unci cones - VEN (Virtual Private Network.

10.1. KoHuenuus nocTpoeHus
BUPTYasbHbIX 3alLMLLEHHbIX ceTeli VPN
B OCHOBC KOHICITILHI TIOCTPOCHIST BIPTYbHbIX ceteii VPN JIGKIT 0CTATONHO 1po-

Tt e €t B 1A0GALHON CCTI MMEIOTCs! ABA Y12, KOTOPBIM HYIKIIO OGNCISThCA
HOPMALICHE, TOTAR MEKILY FTIHMII ABYNS! YATANI HEOGXOUINO HIOCTpONTS BIpTYaLIb-
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i i Tynmens i
srichOpMALIH, TIepeAABICNOli “ICPC3 OTKPBITBIC CCTIE; AOCTYII K ITOMY BIPTYATbHOMY
TYHHEINO JOKeH GBiTh YE3BbIaiiio SATPYUIEH BCEM BOSMOAKITbI AKTHBHBIM i 1A~
CHBIbI BHCMHIN HaGTOTAT 15

TIpemyICCTRa, 10/yacAbie KOMIaHIteli OT CORAIIA TaKITX BHPTYABHbIX TyHlic-
e, FUTIONAOTES TPEAKIC BEETO B SHAMNTEIbHON DKOHOMHI (DHITAHCOBBIX CPEACTS,
HIOCKOIBICY B HTOM CVHAC KOMIIAHIIS MOKCT OTKAIATLCA OT TI0CTPOCIHIISE 1L APCHAb
AOpOTIE SN i, 555 A Coogatin colicruernb irparc i
her-ceted U151 9TOTO ActieBbiC HiTep cxo-

CTh 1ICPEAIH KOTOPBIX CTOST He YCTYIACT BHUCICHIIN i, ONeRIast
akoromirecicas adxpercnitpiiocts or peaper VPN-Texiozorii crinyapyer npei-
NPHSITISE K AKTHBHOMY 16X BHEDCHITO.

10.1. 1. OcHoBHble noHsTUS u yHKLmM cetn VPN

TIpit NOAKTIONCHITI KOPIOpATITBIHOI 10KaTbHOIE CeTi & OTKPBITOIi CCTit BOSHIKAIOT
YIDO3bi GE30NaACHOCTI ABYX OCHOBHBIX THIIOB:

O HeCAIIKIIOMIPORANMLTE AOCTYIL K BIYTPCIITIM PECYpCaM KOpIOPATIBIOfi 10-

KabHOI CeT, 110J B pesyaate
BANHOTO BXOKA B ITY CeTh;

ii nocTyn K JQUIBIN B TIpoTecce 1X e-
DA 10 OTKPHITOli Cetit.

O i JIOKABHBIX ceTeit

1 OTACTBHBIX KOMITBIOTCPOR HiEpe3 OTKPBITHIC CCTH, B HACTHOCTIT tepea cet HTepier,
BOSMORHO IYTeM pITHBIONO PeNICHII CICAVIOUUIX FTatt:

O BalUITH IOMICTIOUEHITBIX K OTKPHITHIM KAIUIAM CBA3H JOKATHHbIX CCTeil 1 0Te-
bbIX. eficTaiii c sienieit
cpenst;

O sanurme miopMAILII B HPOLECCE ee Tiepe

M CBA3I.

(@I 10 OTKPLTHIN Katfas

Kaik yiKe OTMeN10Ch patice, 15t SAILUTh IOKATbIbIX CeTet 1 OTACIBHBIX KOMITbiO-
Tepos o1 |mclellunlulpmmuu,w JtelicTniii co CTOPOHBI Bielteii cpestb OGBINO He-
nomayior akpar

nyTem noroka i, a Taioke

ssnoeris byl nocpeaitectsa npi obverie nopyaueii. Mexceresoit
9Kpait PACIIOJATAIOT Ha CTbiIe MCKIY JIOKUIbHOI 1t OTKPBITOli cetat. JList sauurt
OICILHOND YIIEHHOTO KONIHIOTEDA, TIOLTONENNOTO K OTKPHITOIi CEri, 12 910\
cerenoro awpaita, 1 TaKoii

CETeBOit DKPAN HASIBACTCS HEPCONATHIDIN,
Bawra B poitecce ee nepeasi PITIN KAl OCHOBaUTa 13
AILSOBANHI BUPTYAIBITbIX cereit VPN, B

cersio VPN HashisIor oGe/iHeIIe TOKATHIX CeTeil i OTIETBHNX KOMITHOTEpOS
\ePe3 OTKPHITYIO BHCHIHION CPELY NIepeatit 1dOPMALLII B CUMIYIO BUPTYATbHYIO
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cer, ) ynpy sais
! cers VPN A yres BUpTYATbHBX
cosstan: 2 oGuezo-

crymioii ceri, KA CES3H HA3DIBAIOTCS TYHHCIAMIE

I
VEN. Cers VPN nossonser ¢ nowousio Tyseneit VPN coens uespanisii
e, odpient IIETOR, O(DHCH GHAHEC-TAPTHEPOB 1t YATCHHBIX TOTB3OBATEIICI 1t
Geaoniactio nepeaasath mipopyaruio wepes Mirreprier (pic. 10.1)

Puc. 10.1. BupryansHas saumiennas cets VPN

Ty VPN r codoii es arpu
cer, 10 KoTOpOMY KpurTorpairicc; ke
BUpTYAbHOIi cerit, 3auuTa IpopMAI B IpoNecce e¢ Nepetait 10 Tyiieio VPN
OCHOBAIA HA BINOHEHINH CAeAYIONUEX YK

ALl BIANNO/ICTICTBYIONUIX CTOPOI;
Koe aKphiTie ( b
O nposepra u 1 o

O ayrerrmid
o

Jls omux Gy xapaicrepia psansiocesiab. TIpi peasaiuni o pymiiii
Hcno3yI0Tes KpiTTorpacpitieciate MeTojtht sauutT icpopsautit, Apexritniocts
“Taioi] BAIUITH! O0CCIICUIBACTCS 33 CUET CORNCCTHOPO HCTIOL3OBAIINIA CINMETPHAIBIX
1 acinverpirsx Kpimrorpagiieciiny cieres. Tyrmers VPN, dopyupyentiii y
poiicriavin VPN, 06aiaer ChoficTsast Saiientof Beeioft i, mpiiest
45 JVHIL PA3BepT CS1 B PaMKax i cern,
wanpinyep Vrreptiera, Yerpoficra VPN OryT HFPATD B BHPTYATBIX WaCTHX cetaX

pob VPN-rerra, VPN-cepsepa st niiosa Gesonactoci V]
VPN-auenm coboii npory il 1211 IPOrpaNMIIO-a it
KOMILTCKC, i 0G0 1a Gase nepe a. Ero cereoe
0 M ay-

s
resm bt Tadisa, oToRtu o Jerpallemo o ENEETBETER € oy rors YR
smerrrai, VPN-ceprepa 1wt VPN. Obritio
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VPN-eITa HPEACTABIACT CoGOii 1POTPANIOE PeliieHiie, AOMOMISTIOIEE CTaNAapT-
o orepaoy TNy Wmdum N'r/zom/xp/vm 1wt UNIX.

Tiporpayy
KoMILICKC, ii na ki cepoepa.
VPN-cepBep 00CCHeuIBaCT 3ALUITY CCPBEPOB OT Hec: AUIKIUHONHPORAITION A0CTYIIa
13 BienX cerll, a Taike
c 011 He M3 CErMeHTOB JIOKAIBHBIX ceTeii,
sangmerbix coornercrayomunis VPN-npoaykrasi. VPN-cepsep ssiercst yik-
LUOATBITbIN AHIOTOM IPORYKT VPNVK AHeHT U151 CepREpHbIX MLAaThOpM. Ot 0T~
“ACTCSE DA BCero pac ccypeavi st
Gt & YN R nrtaith, VEN, onhet Aot ne PGS S HGHeE

T Sesonoeacms VON (Sucuricy Gatesen?) —ams cexeme yerpofieso; e
BUDC C B ceTu, oTopoe pmonine Tyt uniposaris 1 ayresT KA
U1 MHOTOHCACH o, 3 uiosa Geso-
naciiocrit VPN BHIIOAISCTCA Taii 00pazo, o0 e K0 NPOXOULL Bech Tpa-
i cent. Cerenoe

1mosa VPN u|mpaw<u,m TIONb30BATeAEH TIC3A LKA, OHO peAcTaRIsIeTEA MM
BLUCICHHON ML, XOTS! 1 CAMOM Jleie NPOKTABIBACTCS Hepe3 OTKPHITYIO CCTh C
KoMy Taueii nraketon. Anpec uttiosa Seaonactioctin VPN ykasibacTesn Kai ettt
AIPEC BOINETO TYHHEANPYEMOTO ITAKCTa, A BHYTEHHIL 1pec MAKETa SIBIACTCS
1peco KOHKPeTHOro XocTa nosaut iiosa. 11Lios Geaomactioetin VPN yoskert Gorri
DEATIEOBAI B BILIE OTACIBHONO NPOTPAMMHOTO PEIIICHIE, OTACAHHONO AITAPATHOTD
VCTPOIiCTBa, A TAKIKE B BIIe MaPUIPYTH3ATOPA I MCKCETEROTO JKpaHia, JOTOHen-
toro dhyscusiis VPN,

OTKpbITast BieIIs1 CPEAa Tepen 1OPMALIII BICTIONACT KaK Kaltahi CKOpO-
CTHOIT TIepesa i AaNHBIX, B KAteCTBe KOTODBIX HCTOMbayeTes ceth MiTepHer, Tak it
Gosce Meteribie 06mcnncrvm|bm A CRAIN ~ A I O5WUIHO MpINCHTOTCS

Kah et P woii cerin VPN onpe-

JeTeTCst CTenetbio iil 110 OTKPBITHIM

Kanaay cm. JLis Ge30MaCHoll IEPEAANI AAIIIBIX HEPE3 OTKPBITHIC CCTH NIMPOKO
ny c y

HIS HAKETHI JAHIBIX KaK 110 0bIMHOMY JBYX-

TouCHIONMY CocAtenno. Mey KUKAOI HapOil OTIPABIITE -0y MATEI b JANHbIX
VCTAABIBICTCA CBoCOPABIILI TYHHCII — JIOFINECKOE COCAMIEHIIE, TIO3BOTIONICe
HHKAIICYIHPOBATS ZAINIBIC OHOTO 1IPOTOKOTA B NAKETHI APYTOIO.

Cy/Th, TYHHCIMPOBAIILL COCTOMT B TOM, \TOB HIKAILCY.HPOBATS, TO CCTS <yIAKO-
BATL> 1CPEAABACNYIO NOPLILIO JAHILIX, BCCTC €O CYACOHbINIL HOIAMIL, B HOBbIiE
exotmepr. TIpit 9TOM NAKeT MPOTOKO1A Go1Ce HIBKOTO YPOBILL NOMELACTCA B 1101
AAHIIbIX AKCTA TIPOTOKO!1a GO/ICe BBICOKOTO 411 TAKOTO ¢ YpoBtis, C:ACAYET OTNETHTh,
UTO TYHIEIPOBAIILE CANO 110 Cefe HE BT AAIMIBIE OT HECAHKIUIOIPOBAIION
JOCTYITa I HCKAACHIS, 1O GIrOaps TYHHCTIPOBAIINO TIORBIACTCS ROIMOKIOCTD
om0 Kp it saurr uexoaix naxeros. YroGh
obecreunrty " X aiibx, undppyer
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in IP-3aronoskoM n

CXOAbIC TIAKETH, YIAKOBBIBACT 1X BO BHEIIHiI 1
ompanset ero no Tpaiiioii cetis (pic. 10.2).

KeT ¢ HOB

Hosbi naet

P —
Hogwii 1P| Vcxomsii IP
Sarmnoeok

Viexoppisii naket

Puc. 10.2. pnep nakeTo, NOAFOTOBNEHHOTO /TS TYHHENMPOBGHHS

OCOGeHHOCTbIO TYHHEHPOBAHIIST SIBIACTCA TO, SITO 9T TEXHOMONS H03BOTSICT 3a-
1H(POBATH HEXOANBII AKET IEIIKOM BMECTE ¢ 3AT0J0BKOM, & He TOMIBKO €ro 1ozie
JQHHBIX. DTO BUKHO, I0CKOIbKY HEKOTOPbIE 107151 3ar0/10Bia COACPAAT HiichopMAIIO,
KOTOPAst MOCT GbITh HCIIOIB30BAIA AOYMBIILICHITIKON. B UaCTIIOCTIH, 13 3ar0I0BKa

HCXOIIOTO TAKCTa MOAKHO 113 cHit1 0 BiyTpertieii CTPYKTYpE Cerit — Aartibie
S eaic s ol s s TP s EAASatiooeEs Merdet Wt
BaTh TaKYI0 pit arak i 1o cers. Mexommbiii
naker ¢ He MOKeT BT, "

TpanCIOpTIpOBIGH 10 cern, TIGDTOMY 15 JALUITH HCXOIUIOTO AKTa IPAMCHSIOT ero
MKAICY A0 1 Ty RHepoBatie. HeXOAB] NAKeT 3l poBIBAIOT NOHOCTbIO
BMECTE C 3aTONOBKOM, H 3ATeM 10T 3aiiiidpOBaIbIi IAKET IOMEIIRIOT B APYTOii Biie-
I HAKeT ¢ OTKPBITEIM Garononkos. JLst TPACTIOPTHPOBKII AGHIIBIX 110 OTKPHITOl
CETII HCIIOIL3YIOTCS OTKPHITHIC 1105 3ATOAOBKA BHCLIICTO NAKETA.

it B KOHEUHYIO TOUKY KaHajia U3 BHElHEro aKeTa H3BJie-
K0T By TpeIIHHCXOMTTAKCT, PACHIABPOBKIRIOT €10 1 HCTOISYIOT €10 BOCCTa
HOBACHII] 3101080k U131 TAbieiie nepexan 10 piryTperticii cetit (pic. 10.3),

Pabosas CepaepD

Ompasurens MNonysaterns 3a saHo
[0 [mme}—{s61[52] [ © [mmme}—o{ © [0 [mmwee]

Puc. 10.3. Cxema sMpTYQRbHOTO ALLMUISHKORO TyKKens
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“TyHHeIHpOBaIIE MOAKT GbITh HCTIOAB0BAHO U1 FANUITH He TOTbKO Kordizci-
wrbocTI HaKeTa, 10 1t ero i T, it 90N
CKTPOIIYIO L(pPOBYIO IOICH MOANO PACTIPOCTPAIIT 1 BCE 110151 IAKETA.

B IONOTHeRIC ik COKPBITINIO CCTeROfi CTPYKTYPhI MEALY ABYMSI TOMKAMH TYHHEIII-
POBaHIE MOKET TAKIKE NIPEAOTBPATITH BOSMOAKHBIT] KOHQUIHKT AAPECOB MEALY JBYMS
oyt cersivi. TIpi cosganinit 10kabroil e, e epsantoii ¢ Hirreprieron,
KOMITaIIs MOPKET HCTIOL30BaTh ioGkic [P-ajipeca /LT CROVIX CeTCBBIX YCTPOIiCTS 1

Tipit anice < ceteii atit apeca MoryT
HavtaTh KOHAQIKTOBAT APYT C JPYTOM 1 € AJIPECaMIL, KOTOPHIE YAKC HCTIONRYIOTCs!
b Mirreprcre. Ve i aKeros pemac ary n])o(mulv HOCKOJTbKY T03B0CT
CKpBITH 1cy 1 poGanirrh bithic B npoCTpac-
e 1P-apecon VITepiers, KOTOpHIC SATeM HCTOLAYIOTCS! A1 TCPCCHLAKIL AQIIX 10
pasetenin ety Cioma e BXOUIT S1aia Hacrpoiikit [P-atpeca i ApYTIX apa-

Merpos s K JoKabHOl ceri.
Mexanam HIHPOKO. B PAIYHBIX bop-
MHPOBIIA SAHIEHIONO Kataza. OBIHO TYHHEb COBTAETCH TOTHKO 1 VHACTKE

OTKPLITOI] CeTI, FC CylIeCTRYeT Yrposa rit i nesoc-
THOCTIL JAHIBIX, HANIPHAEP MEALY TOUKOH BXO/@ B OTKpbIThIi ViTepher 1 Touxoii
BXOIA B KOPIOPATHBHYIO cerb. TIpit 3TOM AUt BHCLIHIIX AKETOB HCTIOLYIOTCS Apeca
HOMDANIIIbIX MAPIPYTI3ATOPOB, YCTAHORICHIBIX I ITH ABYX TONKAX, a BHYTpCHIIC
Ipeca KOHCAHBIX Y101 CONCPARATCS BO BHYTPEHHIX HCXOMHBIX IIAKCTAX B SalIuIeH-
HOM Bite. CIICAYET OTMCTIIT, T0 Ca XTI TYHHCIpOBAIIIS HE SABIICIIT OT OO,
craoii nebio ) 5 oer s
HE TOILKO JU1st C] TH Beeit it
HOPLUIH AQHHBLX, 10 1 1151 OPAMIZAIUII TICEXOLA MERLY CCTMIEC PASHbINIL IPOTOKO-
v (sapinsicp, [Py 1t IPY6). Ty mposaniie 110301iCT OpraliisonaTh nepeasy
HAKETOB OIUHON0 1IPOTOKO/TA B J0TIeCKofi cpeae, Herobayiomieii Apyroii mpotokon. B
DC3YIBTATE HOSBISICTES BOMOAKHOCT) PEIIHTH NPOGCMbI BIAMMOACIHCTBII! HECKOTh-
KHX ceteil, 6; G

JAHHBIX 1 HecooT-
M ajIpecailii.
MOXKHO NPEJICTABIT: KaK Pe3y/isTar

BETCTBHIE BHEILIIEX HPOTOKOTOB LTH C

aboTut “Tpex o 1 HeeyIliero MpOTOKOta 1t
HpOTOKO TyHHC PO, HANDINCD, b GNECTHC HPOTORDTA-<IACCAAUDA MOKCT
nporokot IPX, ii ranbe 5 0K

cetsx iuATOB OOr0 HaiGosee BapiaiToN
Heeyiiero npotokoa smseres npotokon IP cern Mirreprier. B iaticerse npotokosion
MOTYT Gbi e libl 1DOTOKOTb Kalta yponiisi PPTP

L2TP,a Tascie npotorcos cerenoro ypowiis 1PSec. Biaroaaps TysHeposaiitio crario-
BITCS BOSNOAIbIM CORBITHE HnipactpyKTyphi Mirrepiiera or VPN-npitiosentii.

Tyniican VPN MOIYT COBIABATICS /U1 PAGIINHbIX THIIOB KOHHIbIX MOIB30BaTE-

ieii — sm6o a0 sokabhas ceth LAN (Local Ar m Netw ()rL) € ULIO30M ()c 30MACHOCTH,

VAICHIbIX 1t MOGIL i. JUis coana-

5 BHPTYATSHOIE HaCTHO CTi KpYIIOTO NpeApHAT! Hys&tb VPN-1Ltioss, VPN-
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ceppepst 1t VPN L VPN-tiiosst U sauiTs
oKAIbbX ceteit npenpusiTis, VPN-cepucpst i VPN-CiTe! npisicriior 2
it yasenbix n

KopuopaTimofi cerbio vicpes Mirrepiier.

10. 1.2. BapnaHTbl IOCTPOEHUS BUPTYaSIbHbIX

3aLMLLEHHBIX KAHAJIOB

obvera Kak pi 06b-

. TAK 1 B C1yiae JOCTYTA K IOKUIbIbIA COTAM YAICHHbIX

it [50]. TTpit VPN osritio paceyiar-
piaiores e ocioisie cxesbi (piic. 10.4):

CUMIEHIH IOKATBHBIX CeTel

i Kanasl MesKILy J10Ka cetsivm (kanan JIBC—

BO):
O BUpTYATbHB FANHCHHBT KAl MCKLY Y310 1 J0KATbHOf CCThiO (it
C).

et
Saupuprian
Saupugien
pirrt nec

Mot
norb3osarens

Puc. 10.4. Bupryanshsie s3aupuenHsie kakansi ina JIBC-J1BC u kavent—J1BC

TlepBast cXeMa CO/HEHIS TIO3BOSCT 3AMHHTD OPOFOCTOSIINE BHLICCHHbIC 1~
HIIE MCKILY OTACBHBINIE ODIICAMH 1 COBATH NIOCTOSIHHO JOCTYHBIC FAUUIICHIBIC Ka-
B ey HinL B9TOM C1yUaC 1103 GesonacHoTH Gyt mnitepdeiicon Meacty
TYHHCICM I JIOKAIBHOI] CCTbiO, NI STOM TIOMH30BATEI JIOKAIBHBIX CETeli ICTIONYIOT
Tyie, 1 o APYT ¢ ApYTON. MAOTTiC KON HETOayior st ik

VPN b KaiceTse save i K
cem, Tkt Kak Frame Relay.
Topast cxexa Karaa VPN 1p s y co-
e ¢ y i Coanarie Tynicast
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sHIpYCT ke (YAReHbii 1030BaTeL). JLISt CHA3I €O LLI030M, BAULAI-
LUIN YAGUICHHYIO CCTh, OR SATIYCKACT Ha CROCM KOMITOTEPE CIICIIATBHOR KICHTCKO
nporpaxiioe ofectienciie. Sor mi VPN saversier coooli KoswyTHpyesie coeri-
HeHISt 1 MoAKeT SOBATHCS HapAAY ¢ MeTozaM y

octyia.

CyICCTBYCT PSIA BAPIAITOR CXeM BHPTYAIBHBIX JAICHHBIX Karaton. B npit-
HiIe, J1060ii 13 ABYX V308 BHPTYAIBHOI KOPMOPATHBHOI CETH, MY KOTOPbIMI
Bupryabibiii i Katra, Mosker Koneofi
Win TOUKe TI0TOKa. i

C Touk apernis i Sy SBTETC
BADHAIT, TPIT KOTOPO KOHCHHbIE TOMKII JALIULICHION TYHHETs COBIAAIOT C KoHet-
HBIMIT TOUKAMI HOTOKa 000} i, B atom cayuae
UILICHHOCT) KAHATA BAOIL BCCrO NYTH CICA0BAII TAKeTon coodueriii, Qo
TaKoii BapHaIT BeAeT K Crin pecypeibix
. B oron cayiae neoGona tanonta cpesios coanseut VEN i samaras

I0KAJIBHOIE ceTH. DTO yCII0KHACT Viipas-

(CHI1C J0CTYTION K KOMITbIOTEPHBIM PECYPCAN i He BCCIta OPABAHO IKOHOMITICCKIL

C K0T repa C e Kori-

FYPHPOBAIIA B HEM CPEICTE SAIUITH ABTACTCA JOCTATONHO TPY;I0CNKOIT MPOLCAYpOii
1 60110l ceri.

EC1It BiyTpi A0KQbHOI COTI, BXOAAINCIE B BIPTYATbIYIO CCTh, He TpebyeTest a-
Ta TPACPHK, TOTa B KAYCCTEC KOHEANOIi TOIKI SAUIILCHIONO TYHIEH MOXHO
BGparh i oy JOKAIBIIOI CerTit.
Ecmt xe novok coobuesil suyTpi sokznsiol} ceTi zaxet GerTs saumilen, TOra B
KGUCTe KONCUIOI TOKIL TYNIC1 1 37O CETIE AOKN BHCTYIIATH KOMIILOTEP, KO-
Topili yaCTBYeT B 3anuICHHOM BAMNOCicTBINL. TIpit A0CTYNe K 0KaTbHOI cCTit

9TONO NOMKOBATEIISH AOKEH ObiTh KON Ol
TOKOf BUDTYATHIOTO ANILEHIORD KA.

Jloc \{ ARIACTC BAPHAIT, KOTA Falu yiea
HPOKIABIBACTCS TOEKO BIYTPH OTKPHITOI CETtt C KOMMYTIyeii TKeTO, Hanpiiep
nityrpu Hirrepiiera. 3 {MACTCs YAOGCTROM NIDINCHeRIIL, 10 OBIaacT
CPABHITEIBHO HIEKOT] GE30NACHOCTD0. B KaCCTRE KOHEHBIX TONCK TAKOTO TYHHCIST
OGbINHO BHICTYIIAIOT NpoBaiiicpht VIITepieTa 1611 NOMpaNHIIbie MAPUIpYTHETOP!
(MCACCTEBBIC IKpAITb) JOKATBHOI CCTL

p

Jbix cereii Ty TOKO ALY TOTpaI-
b TpoBa irreprera it yapy oxpatavir)
oo ceri. TIpi yiicinioy focryie & G P ——————
CePBEPOM YIRUICHIION J0CTYITA irrepiera, a aicie rory i posai-

Jtepon MHTepIHCTa L1 MpUIpYTICITOPON (MEKCCTCBbIM JKPAIHON) JOKaTbHOl] CeT.
TIOCTpOCIITIC 10 JalIHONY BADHAITY BIPTYAIbIC KOpHIOPaTHBISIC CeTH 06 AATaI0T

xopoteii THIO 1 y C

VHHEIIH TIOTHOCTSIO IDOSPAHSI AU KTHERTCKIIX KOMITBIOTEDOB H CEDBEPOR 10KaTb-

Hoii ceTit, Bxozsteii B Takyio BHPTYAIBIYIO ceTh. TIporpavsiiioe ofecriecite ti

108 ocTaetcst 6e3 namenerii, OHAKO bl BAHANT XapaKTepU3yeTcs cpas-
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HITEDHO 1K G i HOCKObKY
TN TPV TPORDIT o QTXJATIM KSR CIA B BT W
ECam coBAantie 1t AKCIVIyaTaiil VPN Geper na ces nposaiizep ISP, Toria
BCSL BHPTYATbIAS HACTHAS COTh MOAKCT it e o v 610 ks b
U151 AOKATBbIX CeTe 1 yitaeRbIX Hosaopateseil npeanpisititst, Ho b tos ciyac
BOSHIKAIOT MPOGICMB AOBCPIIS K MPOBAILICPY 1 TOCTOAHON OILTATS €10 YCIyT.

‘BauumeIbIi TYRHEH COBACTCA KOMIOHEHTANH BIPTYATBHOI CeTt, (yHKIHO-
HIDYIONIMI Ha YATaX, MCALY KOTOPbiNit DOPMHPYCTCS! TYHHC:Tb. DTH KOMIIOHCHTH
HDHIIITO HABIBATS HHILUATOPOM TYHHEIS 1t TCPMIIATOPOM TYHHEIS.

u HCXOUTB KT B HOBb TaKker,
HOBBIIT it " k, 2
HAKETH MOTYT HDHIICAATS K HPOTOKOY T10GOrO THIa, BKIIONa TAKETH HeNapi-
PyTIGHpYeMbIX 1pOTOKO:108, Hanpinviep NetBEUL Bee nepeaapacstbie o Tytieio
TaKeTht siBsioTes Hakerayi [P MapuipyT MeAty MHMIATODOM  TEPMHIATOPOM
TYHHCST OPEACISICT OOIIias MAPIIPYTHHPYeMas ceTh P, KOTOpast MOAKeT Gbith
cerbio, ortnoii ot Mirepriera.

VIHIIUIPOBATS  PA3PLIBATS TYHHCIb MOTYT PAAINHbIC CeTensic yeTpoiicTna it
niporpasioe ofcerescitiie. Hanpiyep, TYHICTD MOACT GbrT URHLUIPOBaN HOYT-
Gyxom ¥ NozenoN 1
HPOIPAMMHBI
B KaCCTIC HIIIUITOPA MOXCT BLCTYINNTS TaloKe sapupy

JAoctyna.
op AokasRoI CeTi,

KOMMYTATODOM CCTH HJIH HILTI030M NpoBaiizepa yCyT.

Tepauuamop mynteis BHIONSCT HpONece, O0paTbi HKANCY A, Tepaiia-
TOp YAQICT HOBbIE JATOOBKI H HANDABACT KRB HCXOMUbI TaKeT apecary b
Joiutbiofi ceri.

) nyrestnx uidy-

poBanisi, a CTh 1 — myTem it 11

posoit noumici. Cyiecrayer . W

T —— 0Bt Tyt
COTIACOBATH YT C APYTOM 1 o otk e A M

aropuryi g Lt QX 1 po-

BEPKH LIPOBOI TIOATHCH TPH NPHEME HHIMIUATOP 1 TEPMHHATOP TYHHEIIst JOKHb
nota, Kpove Toro, Koreinic
CTOpOHb HHOPMALIONHOTO BaINOACICTRIIS A0KIb TOTIH ayTenTHG a1,
1001 rapanTHpoBaTh conarie Tyeeit VPN TOTHKO MEALY YIOHONOUCHIbI
nobOBATCAMIL

g

yilecruyio cererst vicryp Noxer Gurrs «
nenossosanmo VPN ¢ nomMonmio Kak Tak i

10.1.3. Cpeacrea neyexus 6eaonacHocTu VPN

Tipn ii Bpryabhoit cern VPN anasciie
HMeeT 3a/lada it
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oMY nox JQHHBIX TOHHMAIOT HX
s VEN sgstrepion Besomacisoe.
M 0Bpazon:

u aoctymiocrs, 11 :
“TU AGHIBIX NOTYT GBITh ONIpCACCI CACAYION

O KoqpudenuabOCT, ~ TapaITHS TOTO, $ITO B NPOILECCE MEPEAAYH JAHIBIX 110
b anaas VPN 9Tt JQiibIC MOTYT GbiTh H3BCCTHb TOBKO eratb-
HbIM OTIPABITEIO 1 NOAYUATCIIO;

~ raparris X JAHHBIX B0 BPeNST 1po-
xoAztenia 1o sauutenomy Kaary VPN, JloGbie HOMBITKH H3MeHenis, pas-
DYUICHIL 111 COBAAMIISH HOBBIX AAHHBIX GYAYT OGHADYIKCIbI f CTAHYT 1E3BCCTIbI
JCTAABHbIM TI0Tb30BATCIN
docmyniocmy — rapairTiis TOro, uTo cpexcTsa, phomsIONUe Gtk VPN,
H0CTOAIIO A0CTY MBI ACTatbibiA n0:0RaTe M. JlocTyiimocTs cpeacts VPN
SBISICTCSH KOMILICKCHBIM NIOKAZATe1eM, KOTOpili 3ABHCHT 0T psiAa (haKTopos:

Kaiectna 06c1y 1 crenenit

CANOTO CPEIICTRA OT BHCIIHIX ATAK.

g

o

Kox|<|>;mc|mmmhuocTh OCCICBACTCS € THOMOIIO PATIHBIX MCTOA0B i A0~
1

pUTMOB ClnMy i nepeziava-
Sz i o [y e—— it pe et et TR
ouci, ontax u
omoCropOI LY.
yilecTRISICTe Ha OCHOBe u napo-
i, WwiponbIx \pT-KApT, cTporoii
VPN- TOIDKO Mey J1er 1030~

BATEANIE 1 IPCIOTBpANLACT 10CTYT K cpezcTran VPN HesKenare bix i
ABTOpHSAIUT TOAPA3YNEHAET NPEOCTABIEHIE a6OHEHTAM, AOKASABIIAL CEOI0 J
FABHOCTH (aYTCHTHAHOCTS), PASHHIX BILIOB OGCYAKNBANIIS, B YACTHOCTIE PAIINHBIX

crocobon ux tpacpitica. w ynp JOCTYTION HacTO
DCIEYIOTES OUIIMIL 1 TEMI e CPCICTRAMIL
Tl wocri :

pry
COTAX AORIb GBTh pettelh ¢y s cerenoli

9 oA sy GOCIToR T YCTAOBIEIY coTTEIE

o ) nepestana-
exoit opyaun;

ABTOPHIALL 1 YIIPAIIEIIIE A0CTYION

O GesoriacocTs epiCTpa CeTt 1t OBHapyKeHIIe BTOpert;

O ynpanenie GesonacocTbio cer.

AyTeHTuuKauus aGOHEHTOB
Tponezypa a « HO/UIHHHOCTI) PASPEIIACT BXOL L5t
JeranbHbIX 3082 ii JOCTYI K ceTH

C JcTBa n OIS YOBIETHO-

cpe
DATH ABYM yCTOBISIN:
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O THOIEPKIBATE IPHHILT €UTHOTO BXOJA B CET
O Gortb yeroi K ceTenbiM yrposay (i 1 AKTHBHOMY MpOCAYIIH-
Baimmo ceri).

CyTh NPHNILIITA GAUHOTO BXO/ B CETh COCTONT B TOM, 'TO HOAB3OBATETh OCYIIECT-
BISICT OUH IOTHUCCKIE BXO B CeTh H HOCE YCTICIIOND HPOXOAICHIA ayTeridi-

LM TI0IYHAET HEKOTOPBITT HAGOD PA3pENIENTIii 110 IOCTYIIY K CETEBLIM PECYPCaM Ha
Bee Bpextt paGoTht B ceri. EAMmsii BXOZ B CeTh — 9T0 B TIepBYIO 0uepesth Tpedobanie
yaobeTa st nonb3oBareseit

Bropoe MOKHO HenoLsys KHE MTOL
B Hactostitee Bpesst oBUICHHILITOIAN ABASIOTCA NOAXO/, OCHOBANHBIE 1a CAYKGe
KATAIOrOB ¢ CepTHAUKATAMI B crauapre X.509 1t cricreme Kerberos.

Tpouesype He TOIbKO Hon
PAIIILC PIETOKCIILA, YCTpoficTHa 1 Aac,
¥ A 101podi0 et

B aBe 5; HPOTOKOA 1t CHCTeMb ay VIeHIbX HOMs30BATE e TpI-
BesieHbl B rase
M ayTeHT4HOCTY MHpOpMaLM
Baaa 3 B sauurre ne-

JIAHHBIX OT uTeHHs 1 OcroBHbIM
cpecTBOM ansercs

Xors rranioit 36010/t Ge3011ACHOCTII U1 KM ABISIOTCA YIPObI TIepexpaTa
1 DOCNOTPA JGHHEIX B PASIEIACNOIi CETH, OBCCIENEHIE IETOCTHOCTII AAIIbIX TacKe
SABISCTCS Cepheatoli MPOGIENOfL. 3aata 00CCICUCHII ICIOCTHOCTIE TIEPEIABICNBIX
QUG SRICTIOTACTES b IPODCPKE TOTO, 70 AZHHC B POUCCEC NPT e Grti

anmcer

JQHIBIX O3HAYACT JOKIATETLCTRO C/OCTHOCTH STIEX JQHHBIX, @ TAKGKe TOTO, SO Ot
THOCTYIMILII OT KOHKPETHOTO e10BCKa, KoTopbiii oGwsthiv 06 1o, Lt ocylieeTaiic-
sy AQHBIX OGbINIO yeres KpiTorpag i Mexam
anektporno pposoii noamncin

HEOGXOMIMO OBPATITI, BININAINI 12 TO, 70 Y KOMITBIOTpHOf o e

croporthi — u onpsi-
FaThCS € APYTHNI SACTSNI i cerex, C aiep:
dpeiicon 1t 1x HoawozstioT rhiBaTI KPHITTOr-

0 Gt BETpAIBATS B CylCCTBYIONUIC
excrponnoii

pachitCCKIie KOMIIOHEHTH, KOTODBIC MOKHO Gbi
1t nepenexcriisic kondurypawn VPN, Arropiraist miposariis it
WihPOBOTi HOATICH PACCMOTpeIib B rtae 4.

n Y
Kioscnuist komioneirto Sesonactocri VPN sinsieTes rapaniis Toro, 4o foctyi
K KOMITBIOTEPHBIM PECYPCAM 101y HAI0T ABTOPIOBAHIbIC TI0TH30BATEII, BTO BEMS
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Kak it cers noamoCT ena
TOPHAILIH IMCET €10 € ACTATHHHII TIOTE3OBATEIANL, KOTOpH YCTIEHHO PO
HpOICAYDY ayTerT K. 1161k CHCTENHN ADTOPIZNI FAKTIONCTCS b TON,
oG e BN A0CTYI
X Cotettin PAcysiaLl, KOs GhiA ONpRAeSHS 0k AAED SORHEL SRR
cucresi.

Ciicresa Jeratbibi e ToabKo or1-
peieCHbie paBa J0CTYNA K KaTatoray, dailan i NPHITEpAM, HO it perympyer
Joctyn K CpesicTaay nakeron, widbponoii
noaten 1 onpeeneribi VPN-yerpoiicrsay.

Tpoueaypst :
it B cucTey i b Tipu

CPECTB ABTOPHIALUI TIPHMCIFICTS! /1B TI0AXO)

O HeHTPAIEORAIHA CXCMA ABTOPITAILIE

O JeIeHTPAIHI0BANIAs CXeMA asmopumo

Ocnoniioe ii cicrens
HPHALUIN €UHOFO BX01a. VIPAICHIE POIICCCOM TPCOCTAIEHIL PECYPCOB OG0

ceprepow. | 10X01 K 1poliecey aBTopi-
awi peataonai b ciicrenax Kerberos, RADIUS n TACACS.

TIpit ACHEHTPATHAOBANHOM TOIXOAE K NPOILCCCy aBTOPH3ANIN KaJast paGotiast
CTANLIL OCHANGAETCS CPECTIANI AT, B STON G AOCTYI K KAAONY pisio-
KEHHIO 0N auuTsi Toi i cpei,
5 KOrOpoft paBoTaeT ZaoE HPIIOKCHIIE. ANWIUICTITO CCTi JOACH KOTO-

powah, padory cpeacts Beent THAMI
Tlpu yxarei it Hon it azCTpaTopy npiNoz
KOH(HTYPHPOBATS A0CTYTI K KO HDOTPAMME WAl CHCTENE

B KpYIIHLIX CCTIX OGO IPINCIBICTCS! KOMHIIPOBAIBTE TIO1X0A B 1PEAOCTaB-
ICHI CFATBIIBM NOTSOBATEIM TPAR AOCTYTIA K CETERAM PECypCaM. Cepiep ya-

Jermioro woctynia orp oty ; Py M autexielTan
cery— noncer wn cepoepin. Kencorh omaemsrng

rsicr orf LOCTYIa TIOM30BITC 1 K CBOIM B TpeIIin
pﬁcypm_\x -

B noceiuice Bpexst akTiio TaK HasBIBACNOC POIes0e
docmynon. OHO He CTOIbKO peiaeT NpoGICMbI Gea0NACHOCTIH, CKOIbKO YIVHICT YIi-
pansiexocTh cicres, CyTh OZEBOTO YIDARIEHIS! JOCTYTION JAKTIOUACTCS B TON, HTO
Ny i HOMCIIAIOT HPOMCIKY yiocti —
poam, JList Kaxioro a MOTYT ObITh KT HECKOBKO
DOJtCil, KGUAAaS! 113 KOTOPBIX ZACT €My BIIOJTHe ONpECICHIbIC P,

Caowiocts cuctesib HPCRAC BCero HHeioM
mrmope e cosc l'[oLKu.ley POICi HaMHOrO Merie, tet HosoBaTeCi

CAORHOCTIL 1, €

ZIOBATEBHO, YYSHICHIIO yupdmmc.\ﬂxm crcTesbi
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KpoMC TOro, 12 0CHOBAIHII POICBOT MOZE/IH YIIPARICIHISH JI0CTYTION MOKIO peait-

0BT TAKOI BRUKHbII] MPHHIUAT, KAk PAICACHIIE OGATAHOCTE (HATPITNCP, HCBOSNOK-

HOCT B OUHONIKY CROMIDONTHDORATS KITIICE 1 poteee). Mecay porn

o TaTiaeCKie 1wt

(na] Ipinviep, otomy cyGheKTy HCTIOMHATH Be o).

crynos it ocrytia paceyiar-

piBaiorest b rasax 5w 1.

cetuun

KecTkitii KOHTPOJIb AOCTYMa K NPIIOKEHISM, CEPBICAM I PECYPCAM JallufIaeMoit
comit simseTCs BakHoit hymiaell npaBIIbHO HoCTpoCHHOf ceri. Mcnomonaiie

TAKIX CpeCTB KAK MEIKCCTEBbIC DKPAIb, CHCTEMBI )
aKenuil, CHCTEMb ayuTa KOMILICKCHI,
CHCTENIYIO SAITY TICPENEIECNBIX 10 CeTit pros

Baskiioii HaCTio OGULEr0 peilieHIts Ge30NaCHOCTI CCTH SBIAIOTCA MEKCCTERbIE K-
pais, " Tpacmk, ii ep i ceri,
I HAKIA/BIBAIOT OTPAHIMEHIIST Ha IPOIYCK TPadika B COOTBETCTRINN ¢ NOMHTHKOI

dormac . tany 3). KPR FAUMIEAIOT KOPIIO-
patiBibic cetit ot JoeTyia pecypea it
OT TAKIIX CCTeRbIX AT, Kak OTIG3 B 06CTY AHBAIIH. HECNOTPS! Ha T0 4TO MesKeeTeRbIe
SKpaiihi PA3PELIAIOT 1LIH FATPELAIOT NPOXOAEHITE TPachHKa Ha OCHOBE TAKIL KpHTe-
PIIeB, Kak Jaiiibie 06 HCTONHIIKe, NYHKTe HA3HANCHIIS, IOTC it Ap., ot aKTIicxit
He anaPyYIT Tpachik.

JIONOHITE:bHbIM DTIEMEHTOM TapaITTIiH Ges0NaCHoCTIH TIEpIyETpa CeTit SBsIeT
et cietesa npesoTspaeiis sopkeinii IPS (Intrusion Prevention System),
GOTAIONTAS B PEUILHOM BPCMCIIN 1 IDCUA3IACHIAsH /LTS 00HApyKeiis, (Ditccarun
" i cereBoii KaK OT BHEUIHNX, TaK 1 OT
BHYTPCIHIIX HCTOUHIKOR.

BTOpKeHI IPEIOCTARISIOT Ha-
JACKITbIC MEXAHIIMBI FAIUITHI OT CCTERHIX ATAK,
ii B rase 12, cuerens
SAUDITS OT BPEAOHOCHBIX MPOTPAMM I CITAMA OITHCAND B riane 13,

Ynpasnexue 6e30nacHOCTbIO ceTH

Cern VPN ITeIpHPYIOT KaK CaNit CeTeRbiC YCTPOIICTEA, T2 1 AHOTOUNCICHHbC Cep-
BB Heofxo-
MO U€I0CTHOC YTIDAIICHIIE DI YCTPOFICTIAN 11 CCPBHCAM epes HHppacTpyKk-

Typy VPN, B0 NOT0RTEACH YIEHOND A0CTYIA i cpeacTs okcTpae. B
cusman ¢ omn VPN oo 13 s

" VPN, Cuerexa ynpanernis x0p-
HOATHBHOI CEThIO OTBKHA BICTIONATS crb st

HomTIKaNH GesoraciocT, yerpoiicTsayit i cepuiicasi VPN 10600 vacirtata.
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VPN saior Kakoii ypovcrtn
cersio M cieayer coxpari da coﬁou, a Kakite hyHiaunt etecoodpas
I 1
po na pas ey 1 cnoix VPN m, coorsercraentio,
o cerbio, noKe

GeaonacrocTit KoMmaiL.
KCrioueBtiNI KOMIIOHCITaNII YTpaIIEHyi ABIOTCH IO GesonacHocT, Kot~
i coni. JLus

HOTIKOli BesonacHoCTH 1t KoidHTypHpOBaNHEN HEOGXOM HAGOp CPEACT VIIpan-
eI, KOTOPIC H03801510T COPNHPOTD HOITHKY GES0IACHOCTH CeT b CoOTBETC
o ¢ KoMHartit 1 3
ey pas aiies 1 KDAIOB, BHTYATbIbX
saneHILX TyHIeC, CpeCTs ayrerTMmaL I rniposasn

Cucreva cenn swaserest K Kot ce-

MeficTia npoayKToB, obcceuBaNuIX ckBosiyio Gesonaciocrs VPN, [Uis obecnere-
coKOrO ypomiist GeaomaciocTin 1t ynpanzsiesoctit VPN i, B 4acTHOCTH, CHCTeMb

Kputrrorpady noucii 1 obec-
neunTh Beeit
sanumaesoit kopriopammHO ceti

Knuc B raBax

10.2. VPN-peLueHus ans nocTpoeHus
3alUMLLEHHBIX ceTen

B HacToslIiee BeNst TEXHOOTIIH BHpTYATbil uerix wactibix cereii (VPN)

IPHBICKAIOT BHINANIC KAK CPEAMILY, TAK 1t KpYIHbIX KoMmaniii (Ganos, Bezovicts,

KDY FOCYAQPCTBCHIDX CTPYKTYP 1 1. 1). TIpHHIA TAKOTD WiTEpeca ko=

eres B ow, t0 VPN-rexnomorin 10 To3BOSTIOT He TombKO

pacxob < sie
). HO 1 TIOBbICHTS, 2

oé\mua inipopstaruic

noaBoAsTIOT TYHHCII Kk MeKIY
oq)ma\m bRt AR It P oAt neios S o Ty
HEBUKHO, Yepe3 KAKOTO MHTCPHET-TIPOBAILICPA KOHKDETHast paGOsast CTaMIL MO0~
MITCS! K SAULICHHBIN PeCYpCaM IPCpHSITIEL Bee, uTo YBuIT croportiuii natio-
Fe1b, — NOTOK IP-1AKCTOB ¢ HCPACTIOBIABACNBIN COCPAIIMBIN [4, 55].

Puitiok VPN-1pOAYKTOB NPeUIAraeT NOTCHIIbHBIM KHCHTaNM UHpoKitii criekrp
oopytomarnis n T1O 15 COOAII MIPTY:LTBIEX FANUIMIEHHI CEreit O miTerpit
posarbix “TPOIICTS 210 4HCTO 1IpO-
FPMMIBIX 1IPOAYKTOR.
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10.2. 1. Knaccugpukaums ceten VPN
Hacser ¥ ciiocoby i MKy 10713
i Untepriera MOZCMOB 1/ MBI IPHILIH BHpTY -
nic sactibie cerit VPN, HOSBOIOIIE TOTB30BATE I CBOGONO OGNEATCs! MEATLY
coboii wepes Vireprier [50]. Ha Gase orieprroii suist seex roGamioii cern Hirrepier
MOKHO YBEPCHHO NOLICPAIBATS NPAKTHIECKH Bee BILb TpADIKa, BRI 00V
JQUIHBIN, pe it Baarozapst VPN
MHOTTIE KOMIAHIII CTPOST CBOIO CTPATEFIHO C YETOM Herob3oBanits Hitepiera B
KAMCCTBE FIABHONO CPEACTEA EpEaHH HIKpOPNALUIL, IDIFIEM ke TOil, KOTopast -
JISCTCA YSIBUAOIT ILTH KHSHEIHO BUKHOIL
Cymecrsyior paswie sapwants kacendukarm VPN, HanGosee wacto o
107 CICAYIOIUIE TP IPH3HAKA KTACCH KA

O pabosntii ypoens ozem OSI;

O apxirTekTypa Texuieckoro pemenis VPN;

O criocof Textnrieckoii peanzannit VPN

Kaaccugpucatun VPN 10 paGosesry oo e oSl

s Tesonori Gesotachof epesatu i 10 OGezocryof (st
noit) cerit Tamattie — Channel
Tepun «kana> TOT (DK, UTO AUTA JAIHBIX 00 ey
BN YATANI CeTit (XOCTAMI IUTH LILTIOSAMIH) BAOD HEKOTOPOTO BHPTYAUIBHOTO MyTH,
HIPOGAKEIION B CCTIE ¢ KOMMYTaLUeil akeToD.

BauuneHplii KA MOAIO TOCTPOITH C NOMOIIBIO CHCTEMHBIX CPEACTS, Pea-
AUBOBANILIX 12 PASHBIX YPOBHSIX MOACTH BIANMOACHCTRIISE OTKPBITHIX ciicTes OSI
(pic. 10.5).

MPUKNAGHON
MPELCTAB/TERbHbI | BTMAIT Ha
CEAHCOBBI
SAWMWEHHOMO TPAHCMOPTHBIA
nocTyIA CETEBOY
KAHATIBHBIA an
OUBMHECKAA NPUNOKEHUA

MPOTOKOfBI

Mpospatist
"

Puc. 10.5. YposHs MPOTOKONOB 3UMLIGHHOTO KaKAND

Knacidpmcaruist VPN 110 padosenty ypowiiio soze OST npeacraniser aiasieds-
T HITEpC, TOCKOBY OT BHIGpAIIONo ypoia 051 50 NIHOTOM saptcT dhyiauto-
HATHOCTE i VPN 1t
OO HCTeN, Tkt ¢ APy CPOACTTaNN DR,
Tlo npuataky padosero yposits Moz OSI pagiaior cieayioiuie rpyiis
PN:
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O VPN kasiaibiioro ypoiss

O VPN cetenoro yposis;

O VPN cearcoporo yposisi.

Hirraresn, BepostTiio, savieri, 10 VPN CTDOSTCS Ha 0CTATOHO HIEBKIIX YPOBISIX
sozean OSL. TIpiitia 9T0r0 AOCTATOHO POCTA — e HIDKE B CTEKE PEATIEOBAHE
CPEACTBA FANILICHHONO KAATA, TeM NPOIC IX CACATH IPO3PAIIbIH 1S HPILIO-
kel 1 IPHICTABIX TPOTOKO108, Ha CCTCROM If KaHATBHOM YPOBHSIX JABICIMOCTH
NPIIOKEHITT OT IPOTOKOJIOR 3ANUITH HCHe3aeT ConceM. [T0DTOMY H0CTPONTS yitiBep-

ATBHYIO 1 TO3PAUHYIO FAULITY AU TOTH3OBATEIISN BOSNOAKHO TOMBKO Ha HIDKHIX
ypomsx Mozc:nt. OUAKO J1eCh BOMMMKACT APYTast IPOBICMA — FaBICINOCTS 1POTO-
KO FALITH OT KOHKPETHON CeTeROli TexHOTOTIII,

U1 U1 SAUUITS GUHBIX HCTOTEYeTCs MPOTOKO OUIOTO 113 BEPXITIX YpoBicii
(QULHOTO JJIH TE/ICTABHTC/IBHOTO), T He FABICHT OT TOT0,
e cenit (IP 1wt IPX, Ethernet i ATM) npisersiores ;uist TparicriopTiposict
@UIBIY, 97O NOHO CHITTATH HECOMHEHHBIM AOCTONNCTBOM. C APYTOii CTOPOHB, 1pii-
I07KeHIHe TpH STOM CTAHOBIFTCS JABHCHMBI OT KOHKPCTHOFO NPOTOKOTA 3AILUITH, TO
€CTh U5t PILIOAKeH I TaKOl HPOTOKO He SIBISCTCS POPATHBIN.

BAILUMILCHHOMY KAHATY 1 CANOM BICOKOM, IIPHICIHOM YpOBite CROMCTReHe cliie
O HEAOCTATOK — OrpaHIueHHas 061acTh AeiicTsis. IPOTOKOA 3AlIACT TOBKO
BIIOJTHC ONpeACICHITYI0 ceTeRyI0 CyAOY — (BAILIOBYIO, THTIEPTCKCTORYIO 1N H0uTO-
Byio. Hanpiviep, npotokon S/MIME sauuiaer HCKIouHTebiio coodieris sJiek-
‘rportiofi nousi. TloaToMy AUist KaKIOf C1yAGH HEOGXOMMNO paspaGaThiBaTh COT-
BETCTRYIOIYIO BAILUMIICHIYIO BEPCIfi0 IPOTOKOTa. CACYCT OTMCTIITD, WO Ha BEpXIIX
ypomisix Moz OSI CYICCTRYET I0CTATOHO AKECTKAS! CBST3 MEAKILY HCTOMBIYEMBIN
CTCKOM IPOTOKOMIOR I HPILIOAKEHIIEM.

Paccyiorpin Goziee m0apoGio rpyrmt VPN, paGoraioituie 1 KaiIsoy, cerenost
it ceartconom ypomisix Mozci OS

@bHOro ypomist. Cpeictsa VPN, HCTIOB3YENBIC 1a KalaTbHOM YPOB-
e yozezin OSI, NO3BOSIOT OGCCICHHTS MHKATCYIALUNO PATIBIX BIOR TpAgiKA
TDETHEr0 YpoBiis (1t Goee BHICOKIX yponie]) 1 R TR Ty
nima TIZATOPY I OT NICPCONATHION
KoMITBIOTepa K 1n . KoTOpbIC HC-
noayior npotoxot L2F (Layer 2 Forwarding) n PPTP (Point-to-Point Tunneling
Protocol), a Taicie cranzapt L2TP (Layer 2 Tunneling Protocol), paspadotaniii
comveciio upwavit Cisco Systems it Microsoft.

Ipotokot sausteroro kanaa PPTP ocnosan a npotokose PPP, kotopsiii it~
DOKO HCIIOTB3YETCS! B COCIUMCHIIX TOUKA-TONKA, HATPIACP PH PAGOTE 110 BHCICH-
stbist sy, Hpotokos PPTP o0ecricuipacT MpoapatiocTs CpeiCTs Sallurmt iuist
IOt 1t CY3KO NPHICTATHONO YDOBIIS 1 HE SABHCHT OT NIDIHMEHSICNOTO IPOTO-
Ko/1a cerenoro yponist, B wacioetit, potoko: PPTP MOKET 1eperociTh nakerst i
1 cersix IR, Ta 1 paGoTatonui sa octone npotokoio IPX, DECnet an NetBEUL
Ouao, ockobky nporoko PPP ieroisayeres faieko tie 5o neex cetsx (s Goitb-
IHHCTRE JIOKATIbHBIX CeTeli Ha KalaibloN yposiie paGotaet nporokos Ethernet, a i
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roGabisix — nporokost ATM, Frame Relay), 10 PPTP wesist cairarh yiibep-
CATLI CPeCTHON. I AL WRCTEX KPYION CocTasiof cer, 0o 1oops
HCHOB3YIOTEA PATINHb KAIUTDIbIC T 1y
KA YCPE3 TY TCTEPOTCHIIYIO CPEAY € NOMOILbIO CAHHOMO TPOTOKOITA KAIATHIOND
VDOBIIS! HEBOIMOKI.

VPN ceteBoro yposnst. VPN-IpOJtyKThi CTEROTO YpOBIIst BHNOAHSIOT HHKAT
ssttio TP TP, Oy 163 HIHPOKO H3BECTHBIX NPOTOKOJIOB 1 DTOM YPOBIE SBISCTCSH
uporokox IPSee (IP Security), npeaasniaseriiii s ayrermiduiaut, Tytes-
ponaius it IP-ntakceton. C yaion Internet
Engincering Task Force (IETF) npotoiox [PSec noGpaut i ceGs bee aysutiie petieris
110 1IHPOBANINIO MAKCTOB.

PaGoraiouuii Ha cetenom yposiie mpoTokozt [PSec SBISETCH KOMIPOMUCCHBIM Ba-
pitantos. C 0/10ii CTOPOHB, 01 NPO3PANiCH U151 IPIKIOAKEHITH, & ¢ APYIOii — OHf MOAKeT

(OTaT IRITISCCHIL B0 DG CETA, T KK OCHODAIL 1 IPOKO PACHOCTPAICIION

nporoxoste IP.Tlpororox IPSec pey MeTo

it oz it upu Ty, 0co-
oot TOUKAMH TYTHCIS, &

Meroz oByea i wiiosas : TouKAMIL

Tlporoxoa IPSce simseres sommmpyionun yerozos VPN st mansioneiicTis
JIBC. Tporokoa IPSec wosker paborats comyiectiio ¢ npotokonon L2TR, b peayasrate
oTi 2B npoTOKOTA eIy

unichpoBarte i He0CTHOCTS Aautiix. Tynresth IPSec MCKIY ABYNSI 0K TBHbIH CeTsI-
NI MOPKET HOJVIEAKIIBATS MHOKCCTBO HIUBIAYBHBIX KAIEIOB 1EPCAAI JAHBIX, 1
I o Titna nonyaior 3

i BTOpOro ypoBsI

€ npotoxoitont 1PSec cstsan npotokon IKE (Internet Key Exchange), pemaouui
st u oy KM CTIONaNI MELY

¥ Tlporoxox IKE oGt KTiosaNI 1t ye-
TaHARTIBACT JAUNLICHHOE COATEHINe, TOTA Kak IPSCe KOUpYeT 1t <IIoAmIChiBACT>
naeris. Kposie Toro, IKE HOsmoier H3NeIiTh K10 L1t e YCTaloBIeHoro coeru-
ietis, 410 HoBbIIACT

VN ceanconoro ypoms. Heoropie VPN fcromayion Apyroft ooz o -
aarmient anocpeuan kanaion» (Circuit Proxy). ror Metox (ynuiompyer i

yposiex 1 yer Tpacpii 113 cerit B oGen0-
crymy Hirreprier s ‘ru. (Corer IP

pyeres ii TCP- u FHOD HOpTa KL SAIGHIGN ODTON
UDP. Crex TCP/IP tie unicer tisiroro — cea ~ yposis,

A Ceaiconeo Yposie)

HbIE 112 COKETHI OTIEPAILIH HACTO HA3HIBAIOT Ol
il

ALY
ayuiEn R ory N TATESS & PO sanGa T pAACTy oD Ypomrur TLS
(Transport Layer Security). Ui craimprissatuni ayTeRTniIuipoBaiioro mpoxosa
siepes MeceTenbie aKpaib Koricopuys 1ETF onpeieivt ipotoko nox massariey
SOCKS, it 1 actostiiee pest mpotokon SOCKS v.5 npisierisieres vist cranzapri-
0BAHHOI PEATIH3AININ TIOCPENUTIKOB KAHATOB.



434 TEXHONOTMM BYPTYATIHbIX 3ALUMLLIEHHbIX CETEV VPN

Ecans npotoxos IPSec, no ey cer 1P ity
et T0 TpOAYKTH 1a Gase 1poToKoa SOCKS pacimpsior ee 1a kakioe pivioketite
W KRBT COKeT B oTeIbHOCTH. B oTaimie T pemertii yposis 3 (1t ypowist 2), e
COBTANIbIC TYHHCTH BTOPOTO 1 TPETHEr0 YpOBIici] (YHKIUOHIIpYIOT OHaKOBO B 00OITX
nanpanzerisix, cerit VPN ypositsi 3 0MyCKAIOT HesaBHCHMOe YIIPABeriie epeiateii b

0N HANIpAB eI AHATONIHO NPoTOK0.1Y IPSCC 1 IPOTOKOZAM BTOPOT YpOBs,
cerut VPN ypowtis 5 Moo C ADYTIMI THIANI BIPTYQIBHBIX HACTHBX
Cete, NOCKObKY JHHbIE TEXHOOTIN He SISTIOTCS BRMNOICITIONAIONUINIL

VPN no apx Yt peenus
To apXITEKTY e TEXHITCCKOTO PEHLIeHiist IPHHSITO BHESTS TPH OCHOBHBIX BILLa BI-
TYATBHBIX YACTHbIY ceTei

O miyrpikopnopatimitie VPN;
O VPN ¢ yaieiibis A0cTyno;
O exxopnoparmsisic VPN,

Buympuropnopamusivie cemu VPN (Intranet VPN) npeiutaiiasielibi st ofecricrie-
wis ey
it ey rpymmofi ii ceran costa,
BICTIONASH BLICCHIBIC A1t

Bupmyazvitvie wacmioie cemu VPN ¢ ydazenvon docmynox (Remote Access VPN)

peia; s 3 JOCTYIa K KOpHiopa-

THBHBIM pecypeam /wm yas ,

KoM,

Mo G TEN s NON) s n(uuummm

et : 10 Gitaiiecy,
KpynHBINI KIeHTANI 11 T. 2. Dk

parter-VPN ofecricuact upsl\xml AOCTYII 13 CeTH 010 KoMTAIIN K ceTit ApyTOit

KOMITAHIIH 1 TeM CaMbIM CTI0COGCTRY cosan,

evoii B X0 A€0B0T0 COTpYAUTICCTR,
CIICIYeT OTMETITD, 4TO B NOCICUIEE BPeNs HAGTIOLACTEA THACHIULA K KOHBCpIC
Wi paamrx kordrypawtit VPN,

Knaccugmkaums VPN rio cnocoby TexHn4ecKoii peanusaymmn
Kotdrypatuis 1t XapakrepHcTiii BIpTYaAbHON
1o THIOM Hphyersiesix VPN-yerpoficTs.

To criocody Texiteckoii pasaior rpymme VPN:

it ceTit B0 MHOTOM Opezes-

O VPN ia ocHoBe MapuipyTHaTOpo;
O VPN Ha 0CHORC MCKCCTERBIX IKpAHOB;

3 VEN i ocnone nporpaNNX penncinii

O VPN a octione < cpeers co
unicpponporteccopai.
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il c110c06 VPN npeaniozia-
NAPIpYTIGTOPOB U1 €03 ¢ ka0, Tockomiey
st HHAOPMALLIS, HEXOSIHIAs 13 JIOKATBHOI CETH, TPOXOIT Yepes MapIIPYTHIATOP, TO
BIIOJIHC CCTECTROHHO BORIOAIITS Ha Hero 1 sazasit imdpporanis, Tpinyiep oGopyiosa-
i 41 VPN 1 NapupyTsaropax — yerpoiicra kosan Cisco Systems.
VPN na ociione axpanion. M oKpatbi a npo-
ymiun Ty u sanix. B
KACCTBE TPHMEpA PELICHIIT 1a OCHOBE MCKCCTCRbIX IKPAHOB MOAHO HAIBATh PO~
s FireWall-1 komanini Check Point Software Technologies. pit nenommaonariit
NesKCeTeRbiX IKpaton Ha Gase TTK HaT0 HOMHITH, “TO 01000 PEleHe NOMXOMT
uist HeBobininX ceteit. HeA0CTaTIGH STOMO MCTOZA ARISIOTCS BHCOKAs CTOINOCT)
PCICHISE B TIEPECHeTe 1a OO PABONCE MECTO 1t FABHCHMOCTS IPOBOITEIBHOCTIE
T AINAPATHOTO OeCTICueH IS, 1 KOTOPOM PABOTACT MeKCeTeROl s
N a ocHose
IpOIPAMMIIEM CIOCOGON, € TOUIC 3pertit s oI vuyualol cnewani-
MOIHOCTBIO A1 peatitsa-
it VPN-cereii, Ceayer OTeTiTTh, S0 B eAyae YAICHHON0 A0CTyIIa TpeGoBaiitt i
1HEOGXOUIMOI HOJIOCE POy CKaist Hepemiich. TI03TOMY YHETO NpOrpaMMITBiE 1po M-
ot ey CTh, JOCTATONIYIO A 70
na. | i R e
YAOGCTHO B IIDIMCHCIiHH, A TAIGKC OTHOCHTEJIBHO HEBHICOKas! CTOMMOCTD.

N 12 OCHORC CICIUIANPOBAIILIX AMIAPATILIX CPEACTD. Lianiin peiny-
TR VEN X bl
Bostee pbicokoe i
VPNeane Te, i

C VPN-yerpoiictsa obecneunaior
BHICOKIH YDOBiTh GE0ITACHOCTH, OIIAKO OGAAIOT BHICOKOI CTONNOCTHIO)

10.2.2. OcHoBHble BapnaHTbi apxutektypbl VPN

CytmeeTayer NHOREETD0 pasomwOCTeit BHpTYATHI sacTIX cercii. Vi crererp

VPN ia ocHose Mapiip "

yetes o cereii, yupanITh
IITOR HOEPCACTRCAND 1 1 LN, A0 KOPHOPATI el VPN, pase-
casnnt OUaK0 PHISTO BHACAATH TIL

OCHOBNBX B2 BpTYATHIHX SaCTHDX Ceteli: VPN ¢ YT IeHItiy AOCTYTION, By Tpi-
wopmopame VPN it mesiopiiopaniisic VPN [4].
yae ocTyIo

o pry i VPN ) sauuer-
el 20Ty K pecypeant ot
I VAIEHHBIX COTPY (py! CTBA KOMIIAHII,

® .
Bupryaibiibie acTitsie ceTit ¢ yiieribi Aoctynont (piic. 10.6) sanocnamt nee-
ofiitce Mp3HAIIe GAATOAPA TOMY. “TO Il NOIBOIIOT IHAUMTCIBIO CORPATIT
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acxos " it
pu 11x padorst up()c'r HOTb30BATEIH YCTARABTHEAIOT CORTHEHI € MECTHOT
TOUKOIE 10CTYNa K I:10GAABIOI CETit, 1I0GIC YEro 1 BHISOBb TYHHCIPYIOTs Hepes
Hirreptier, o nosmoisier |1360>m'r|. ILITH 2 MCKAYTOpOIYIO 1 NCRAYHIPOIO
coan wn cuero Hovepos,
arest nce puons Ha yanax u ®
KOPHOpATIIBIIbIC cerit.

Uespansrin —
ocue rors3osaten

Internet

romsoosatens
Puc. 10.6. BAPTYansHas 4GCTHGR CeTs  YAGREHHSIM AOCTYOM

Tepexojt k VPN ¢ yaIeHIbiM AOCTYTION JGCT PAA NPCHMYHICCTS, B UaCTHo

. cresy yaae it
P nazetoi wpoii b

wr;

 BLICOKYIO MACILITAHpYENOCTS I 1POCTOTY PA3BEPTHIBAIIL L1 HOBBIX H01530-
Barescii, 10GaBIACMBIX K ceTi;

* COCPTOTONEIN AT KOMTAII 1 OCHONX KOPIOPTIOX e

ia poae oGe paGoris cern

Cymmrlx(‘ st DKOHOMIIS T HCTO 0B VPN ¢ YAQICHHBIM 0CTYIHOM SB51-
CTCS1 MONUTbIM CTIIMYJIOM, OAHAKO TPICHCHIe OTKHITOrO Hirrepiiera i katiecTne 6~
i U1 TpAHCTIOpTA ) pach
nee Goee w0 Jenaer :
JKHBHEHHO BAKHBIMH DJIEMEHTAMH JAaHHOI TeXHOJIOTHH.
Biyrpitkopnopariiias cerh VPN
y cerit VPN neniomayiores uist sanuen-
HOro i MeRILy BHYTPH WIH MEKIY
rpynmoii i cersn casain. Kovmati,
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¥ B JoeTyna K nicpop-
ML JUIST CBOMX (DIUTIGLION 1 OTAC/CHIH, MOFYT COCAMNITS YAICHHBIC YATb! TIpH
noMouu BipTyabHoii wactioit ceri (pue. 10.7). Biyrpikopnopaisisie ceri VPN
crpostTest ¢ nenombsonaniien Mireprieta it cerenpix P,
HIPEAOCTAIACMBIX CepBHC-IpOBaiiAepaH. KOMIAIIS MOKCT OTKAIATLCS! OT HCTION:
S0BaNIISI JOPOTOCTOSIIIX BHUICICHHBIX I, 3AMCHIB 11X Gorice JCIICROI CBA3BI0
uepes VliTepiier. DT0 CyUIeCTREINO COKPAUIACT PACKOBI 1 HCTIOMSOBAIHE 1010CH!
nporyCKaIS, MOCKObKY B VIHTEPHCTE PACCTORHIIC HIKAK He BIISICT 1 CTOUMOCTH
coeterns.

Vaanentsie ocpucs! Uermpanshsiii
oduc

ﬂﬁjﬂ EFﬂLﬂﬂ @F]ﬂ

Puc. 10.7. Coeaunenie yanos ceT ¢ OMOLISIO TexHoROTHH
aHyTpHKOpROpaTHBHbIX cereit VP

st vy cereli VPN

. Mo aibix
U1 FANUTH KOICHIUIIBION Hipopyaru

o nazeiocTs it TAKIIX KPHTIMCCKITX i

oK, Kak cHeTes
Gasasin qanix;

o nbkocts s Bonee GhicTpo oapac-
TAIOUETO KOIMNCCTEA HOBBIX TIOTBOBATCIICH, HOBBIX O(DIICOR 1 HOBBIX IPOTPAN-
MHBIX TIDIIOAKCHHI,

| ABTOMATH3NPOBANHOI NOJAZKH 1 CHCTEMbI YTIPABACHIS

By 1x cereii VPN, Mirepner, an-

JHACTCA CaMBIM 2 crocobom VPN-e; Onnaxo B
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Flitrepiiete ypomint ceppiica BOOGILe He rapaiTHpyioTest, Kostiati, KoTopsiy Tpe-
6yIOTCst FapAHTHPOBAITblC YPOBHIE CePBIICA, JOMAHb PACCMOTPCTH

OAHOCTS pas-
cpomx VPN ¢ cerenbix VKTYP,
HPEIOCTABASCMBIX CepBHC-TIpOBATACPAMIL
MexxopnopatusHas cets VPN
rit VPN HEHOAB3YIOTCs 101 -
i u ii co crp I HapTHEpA-

M 110 GH3IECY, B TOM HIHCIIC 3aDyGEAKHbIMH, OCHOBHBINIE IOCTABILIKAMI, KDYIHbINGE
SaaBIKAN, erTTa 1 7. A, (i, 10.8). DKCTparier — 310 cerenan TexHonorIs,
KOTOpast OBeCTIeHBACT NPAMOIT OCTYTI H3 CETH O/IHOI KOMIAHHI K CeTH JPYTOIl KOM-
AN 1 TaKITM OGPAZON CIOCOOCTBYCT NOBBIIIICHINIO HAACAKHOCTIE CBASI, ORI
BACMO| B XO/LC JE/I0BOTO COTPYUIHCCTRA.

TNokansHsie ce
LUentpansHbiit
napTHepos, frshs

Unoa
6esonaciocT

@FH@ ﬂF@ @F@

Ypanerksie obucs!
Puc. 10.8. Mexxopnopatenas cers VPN

Meskxopriopariitbie cerii VPN B LTI0M HOXOAI Ha BHYTPHKOPIOpATIBIbIC Biip-
TYAUIBHBIC HACTHBIC CETiI C TOl AUt pagiileii, ¥T0 NpOGIEMA 3auurTHl 1ichOpMALLIT
SIBICTCS AU HIEX cereli VPN

. VDNooon ; *
K VPN KOTODBIC JC10BBIC TEADTHEDI
MO Gbi IPINCHSITE B CROMX CeTIX.
KOr/@a HeeKo:bKko KoMIaHMil IPHIMAIOT petienie paboTaTh BVeCTe H OTKpHIBAIOT
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APYT AU ZpYTa CBOI CET, ONH AQ/GKILB HO3ABOTIITHESE O TON, HTOGb IX HOBBIE TiapT-
HEPBL AN J0CTYII TOABKO K i Tipu otom
awibiiast MOPMALLIS JOTKIA GbiTh HAIEKIO SAIUIIEHA OT HECAHKIIONPORAIION
nenon3opans. TIMCHHO IOITOMY B MOKKOPHOPATUBHbIX CeTAX Go:tbiLoe acitie
HPILIACTE KOMTpOIO AOCTYIE 13 OTKPHITO CTH HOCDEICTHON NEACCTCUS HIOR.
Baskta 11 w0 foeTyn
K HHDOPMALUIH OAVHAIOT TOBKO T¢, KOMY O ACHiCTRITCIbiO pasperticit, Baieete ¢
“Tex! PAIBCPIIYTAs CHCTENA FALUITH OT HCCAHKILHOIPOBAIONO AOCTYIIA He AOTAIA
npHBACKaTS K Cede B,
c PN

YD)
1 HPOTOKOIE, KOTOpHIC it parer-VPN it VPN ¢ ya-
e 0CTyTI0M, OCHOBHOE PA3TIIIE FAKTIONACTCA B TOM, HTO pa3peliieniie 10CTyIia,
KOTOpOe AaeTest HoMsoRaTeIsiN SKeTpatier-VPN, CEaNO ¢ CoThio X MapTHepa.

Wiorta b oTieibityio rpynity Bbenstior Aokatbibiii papiai cern VPN (Local-
net VPN). Jlokamitast cer, VPN ofecricuiinact anuity 1ipopyaiuioniibix notoon,
|||v|)K IPYIOIIX BIYTPH JOKQTLHBIX CeTell KOMIAHMI (KAK NPABILIO, LEHTPATBIONO.

HCa) OT HECAHKINIONHPOBAION AOCTYITA €O CTOPOHBI IEAIHIIC OGOMBITHBIX CO-
rpv JUTIKOB CaMOIi KOMIRITHI. B HACTOsIIICE BPeNst HAGIIOMACTCS! TEHACHIIS K KOHBEp-
retnn pasabix criocobon peammzamii VPN [4, 53]

10.2.3. OcHoBHbIe BUAbI TEXHNYECKOI peanu3avmmn VPN

CpeCTBa HOCTPOCHIA BIPTYAIBHBIX 3anuneHibix ceteit VPN orniniaiores Gobiing
a1

cecayionux kateropiiic
> cepaephi y nocty coajtaaT TyHHem
Ha KAHIBHOM YPOBHE STAUIONHOI MOJeI ceTenoro Baamvoneiicrais OSI;

O m VPN, po-
oxo cosnanm VPN Ha KA ILHON i eTesow ypomuax ozei OST
MEKCETCBBIC KPalbl, BOIMOKHO, BIIOHAIONUIC B CBON COCTAB CepREp YAa-
JICHHOTO A0CTYNA 1 H03BOSHOe Co3anaTh VPN Ha KaHIBHOM, CCTCROM 1t
ceancoo ypoinx wozet OSE;

°

VPN B octos-

HOM Ha CeTeBOM 1 ceanicosont ypomiax oz OSI;
cper 12 opaipo-
BRIHC SAUUICHHBIX TYRHEC 1 KAHATBHOM 1f CCTeROM YpOBiX MoAct OSL
Cpexcra nocrpoeitiist VPN MOTYT OTIHUThCs ZPYT O YT 110 MHOTIM Xapak-
‘TepiCTIKaM; TouKay pasvertieinis VPN-yCTpoiicTs; Titty ILiathopysi, Ha Kotopoii
o1 cpexctna paGoraior;
Karaon; Habopy dyriiii; "
ayremidiai.

K B, 110 criocofy Tex pasiaior ceayio-
uwie rpynm VPN:
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O VPN 1 0cHOBe MapUIpyTHIaTOpOB;
O VPN Ha 0CHOBE MCAKCCTEBBIX IKpaHOB;

O VPN 1a ocHone nporpassmbix pemiertiii;
O VPN Ha 0CHOBE ClICIHAIEHPOBAHIbX ATAPATHEIX CPEACTE.

Kaskztoe i nep < peeinti et coi u rici. C:
T HMETh B BIY, WTO KOPOPATHBHBIC BAIMIIKI TPCBABIION, Kak NPABILIO, 10~
craTouHo Kectkie « Takiny e KM Xapa
VPN, kak:
o ) LCCTRYIONUIMIT B KOMIaHIII Cpesic-
TBAMI BT posp VPN st ncex
(cHeTeMBI JIOKY cHeTembr
AYJUITA 1 YIIPARICHIST KOMITBIOTEPHBIMIT COTSIMI 11 T. );
o IX pererii;
O ponycxa crtocoGHoCTs sataeN0fi e, To ecrs VPN-yeTpoficra e Aok

Hbi BHOCHTD CYILCCTRHBIC FACPIAKH B IPOILECC OBPABOTIH 1 TIepeasin Hihop-
MALLIH, A TAKGKE 3AMETHO CYAHBATS 07I0CY NPONYCKAHI KAHATA CBSaH;

O CTOKOCT HPHMEHSIEbIX KDHIITOQITOPHTMOB, KOTOPAst HAEAHO Sauuiiaia Gt
KopropaTHBiyI0 or arax
HHKOB 1t CyperToB, a TasKe

ii 110 ceTsim W HAZIEKHOI NOJIB30Ba-

Tecii VPN;

0y VPN 2 ol KoMt B Gyty-
et Ges ocoohix X it npoGaex

€ HoBBIMIT 10 Gisatiecy;
O ofmas coBOKYIHas CTOMMOCTH ii VPN,
VPN Ha 6a3e MapLupyTn3aTropos

MapUpy THITOP HPOIYCIGIET Hees CEGt B HAKCTH, KOTOPHINILAOKAIBIEA CCTh 0=
HBICTCS € BICAHIN NHPOY. D0 2eTeT Napip
s LAY TaKeTOR 1
ite e A ehS MAPIIPYTHZATOp MOACT, B IPHHLIIE, COBMEIIATH
OCHOBHB OICPAILIN O AP TR € HOIEpAAHEN pyiuii VPN,

“TaKO perieHIe HMEeT CBOM A0CTONNCTE 1t

et m yaobeTne yiuti vap 1 VPN,
Tpisiencrme MapumpyTisatopos s nomeparis VPN ocoberiio nozesio s Tex
cayuax, Kora e Henoyer KPAH 1 OPrAII3YCT FALITY

i cerit Tomo ¢

SAUTH KaK 110 ZOCTYY B CeTh, TAK 0 IIMQPOBANIIO MepERABACNOTD TpaHKa,

Fle00TaTKil Zioro peiiciis Co3aiibl ¢ NOBLLICHHbI TPCOBAIAMIT K 1POI3-
1l MAPUIpYTHBATOPa, By MCIATH OCHOBIbIC OrlepaIL

110 NADIIDYTHIAII ¢ u

pacpiia
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TpoGiena i e v
OGbINHO PEIIACTCsE ¢ TOMOILbIO ii pyrutii
OIS IPAKTHYCCKH BCE BEIYIINE TPONIBOIITEIIH MAPHIPYTHIATOPOB 1 APYTHX CeTe-
BLIX YCTPOICTS SSIRIIION O OAIEPAKC B CROIX NPOAYKTAX pasiriibix VPN-npoto-
K010,

puIpyTH3ATOpA
Ce-

VPN Ha 6a3e MexXceTeBbiX IKpaHoB

Yepes MeskceTenoii 9Kpai JOKATLHOI CeTH, Kak 1 Hepes MapIIpyTHIaTOp, NpOnyca-
ercst pech tpaduk. Tloatosy dymkiin saumposaris nexozsero Tpacika i pac-
1ncpoBanIS BXOANEro TPahHKa MOKET ¢ YCexon BhmoasTs i M3, Cerous

it VPN-p ii omupaercs 1a M,

noiepskin VPN, 410 nossossier yeranosirs uepes Hirepiier uniposaioe coezut-
Here ¢ pyrin Mo,

Tocrpoere VPN na Gas Brome

petmerest ¢ okt apertiist obecrieuerst sannrm
OT aax 13 OTKpRITHIX cere, leiicTpitesio, npi oﬁwumemm ynximii e
VPN-1111032 B OO TO'IKe 110 KOITPOICM CUMO CHCTENBL YTIpABICIIS 1t 2y, i

Bee (it o sanurre cert :
oHON yeTpoiicTae, mpi aToNM Kaieerio epeaers
T

OHaKo Tarast YHIBCPCATIALIS CPEACTEA SAUNITH TPH CYICCTRYIONIEM YpoBiie
BOIMOAKHOCTE| BEMICITEABHBIX CPCICT HMCCT He TOTHKO NOOANTEABHbC, HO 1t
OTPHIATEABHBIC CTOPOIbL BEMHCHTCAbHAT CIOAHOCTD Y Oepaiii miidpopanist
1 aYTCHTIGNKALUL HAMHOTO BbiIie, YeM ¥ TPAUILIONHEIX LISt MEACETeRORO KPANa
onepatutii rrptpanunt nakero. Toatoy M, paceuransbill a hinoseniie verice

y onepati, vac y Bt~
Homeni dymauii VPN, Km na cer
K OTKPBITOI e Hepes 1 st obecrieciis
i sanurrn s VPN-tu, ii B miie otz
s verpoiictsa
Pt nporavojurreacii M pacinpsior nowiepaiy byt VEN » cron 1po-

yicrax. Beaynumm oKpanon ¢ i i
VPN smasiorca kowma Check Point Software Technologies, Network Associates,
Secure Computing 1 1. B wacriiocti, rovmaris Check Point Software Technologies,
el Mekcerenoii okpart FireWall-1 MHOFOKATHO NpH3HABICS! YW, BhITYCKACT
nomysproe ceviefictso npoyicron VPN-1, kotopoe Techo rerpiposaro ¢ Fire-

Boasuninerno M npeacramisior coboii ceppepiioe nporpasioe oSecreseiie,
H09TOMY AKTYATbIHas1 MPOGENA MOBHIICHHST IPOHIBOAITCBHOCTH MOKCT GbiTh pe-
1ieHa 3a cuer it i
Tocrpoetiiie VPN 1 Gase M BHIISAIT BIIOHE PAINIORBHBIN PEICHICN, 0TS
€My NHCYIUN HEKOTOpbIC HeAOCTaTiaH, TIPEIIC BEero, 310 HATITEbHAA CTOMNOCT
HHOTO PEICHITE B TIEPCCeTe Ha 00 PAGOIEE MECTO KOPIOPATIBHOI CCTiL 1t 10
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CTaTouNo BRICOKIIe TpeBoBaI K MpoHIBOMTEABHOCTH M3 ke NpH yMCperiof
LHHie N0/10CH! TPONYCKAIIIS! BHIXOIHOTO Kaiata CR3iL.

VPN Ha 6ase

VPN miporo
Tlporpawnvimsie cpeactsa noctpoeriisi VPN nosossior opyiposarh 3
HUICHHBIC TYHHCIIN MIHCTO MPOTPAMMITbIA OGPAIOM 1 MEBPAILEAIOT KOMITIOTC, tia
KOTOPOM Ol hyHKIUIORHPYIOT, B pyruarop TCP/IP ~ on nosysaer saundy-
POBAIHbi MAKETH, PACHTIPOBIBACT I1X 1 TICPEAACT 110 IOKATBIHO COTH AQTBIIC, K
KOHEUHOI TOMKE Ha3taserist. B 110CIeuee Bpest HOABILIOCh 0CTATONHO MIOFO TAKHX.
npozywton. B e niporpavnor NOryT Gurth
VE , VPN-ccpaepui 11 VPN
VPN-IIDOYKTb, Pealitzonanibic nporpavAHbN o — apernist npo-

yerynaior annaparitiv yerpoictiass n 1o
K BN TIDOIPANINC HPOIYITB CTKO OGECTICHIIOT HpOIBOITEIBHOCTS, 10-
CTATOUHYIO VISt noctyna. b X

NDOAYKTOB ABISTIOTCS THOKOCTS 1 YAOOCTRO B NDIMCHCHIIH, @ TAIGKE OTHOCHTEIbHO
emacoka crouoc. M KOMIDI POLSROIITeIN ANCEIRTILLE IETGGOR -
HoAmSIOT HeliKy CBOIX 1po nporpavoii \
KoTophiii paccirrar ta padoty b cpeae crarapioii OC.

VPN Ha ocHoBe crieynannayipoBaHHbIX annapaTHbIX CPEACTB

Trasioiy npeny 1 VPN-cpescts 1ia ocrone annapar-
HBIX YCTPOICT SISCTCA X BBICOKAS! IIPOM3BOMUTEIBHOCTE. OGbeM BIHCICHIL, KO-
TOpbIC HE0GXOMINO iomiTh npi 06paGoTice VPN-1iaketa, b 50100 pas npessimact
o, KoTopbiii TpeGyercs Uit 0GpaGoTKt 0GbiuNOrO NakeTa. Boiee Bbicokoe GhicTpo-

seiicraite VPN-cierest i D1 TOMY, 41O
B O
Taiate VPN-cpeicrsa vaie ne ¢ IPScc

st 20131 hopMIpOBAIIS KPHITTOS
Obopyzosarie 1 popyposarnis VPN ot 1ekorop:
Merio W IO CBIb B peRITC
KaIbIast CeTh.

gl

NUILCHHBIX TYHHEIICH] NEsY JOKATBHBINII CeTSMIL
npoH3BONTEeli OMOBpE-

PN-tnioabt ioTcs B it yerpoi
82, octoBHOil by i koToporo sinseres 10¢ g
padika. Jmit VPN pabotaior ¢ wid) X.509 1 -

(ppacTpyKTypoii ynpansenis otkpsrrsist kniouavin PKI, nouepisaior padory co
cnpasosbt CyAGavit 110 LDAP:

Criewamanposaribic amapare VPN-cpercrsa JIpYT paKTICcK o
ey 03 )
VPN mseres npea JIDHBIM Peliciie st

npiereri.
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10.3. CoepemeHHbie VPN-npoaykTbl

TIpotyKTh cerenoii Ge30NachoCTH BHIYCKAIOT B HACTOAICE BPNST DAL PocCiiickin
JIAH «Kpitirro», 000 «Atikany, kosmaiits «C-Teppa CidcTlins, HUIT
uuras, OAO d/InQMJTLK(/) ooo «Darcop- 1> zp. Vi JapYOEKIBIX
eayer sheais Cisco
Systems, Microsoft, Cheek Boint Softwarc: Tmlmn!ogm i Computing 1 1p.
CpasitirTeabibiil a3 MPOYKTOB CeTenoit GeaonackoeTi poceiickin npois-
BorTeeii HoKagat, o Howast Bepeits cevciicrsa VPN-npoxyicron CSP VPN 3.0
xovmarnt «C-Teppa CHOCTTi> INCET BLICOKITe XapalTCpICTIRIL 1 OT:INYACTCS Of1-

npu ync-

( 195). s ava-

0132 TIPOAYKTOB CeTenoii sBoTe et CreyeT, 4TO
BBICOKIINI XapAKTEPHCTIANH OGTAAIOT TPOTPAMMIBIC 1t TPOTPAMMIO-ANTApaTIBIC
kommanmn Cisco Systems — Mnzepa B odacTi

cerensix pemeini
Paccxorpin nogpofiice ceselicrno VPN-poayicron CSP VPN poceniicio oy
nais «C-Teppa CudclTi> 1 cevielictno EOTOQYAINOHRI YCTpOTeT crend

sauwrsl ASA 5500 Series komnarmmi Cisco

10.3.1. CemevicTeo VPN-1poayKTOB KoMnaHui
«C-Teppa Cn3clln»

CSP VPN-arenms pm:cmxckon Kowaniit «C- Tnpp;\ Cudellin> ssioTes wacTsio pe-
Ci

wenns isco, inop-
i T st 3082 B pAMKaX 1110710~

11t CiscoSAFE npoxykTos ceveiicria CSP VPN Gate

c cuerexoii nerrtpamosartioro ynpanieinis Cisco Seeurity Manager (CS Manager).

Ira crcrena oy \ Geaonac-

noctit M3, VPN 1 IPS, noTIK,

o i VIIpARICILIIC HOIITHIGIIL, POTeBoil MEXAHIN YIpaRJiCiils

Tipanayit 0CTy 10 B peayasrare
S itart SHGRat, Mo, npospaisii 1 odpexTipibli mICTpYNCHT EtTpa-
e cern, micnosas npoaykrsi CSP VPN

ApYTIX HOBOBBECIIN 18 YAYSHICHIT MOKHO OTMETHTh MOTEDHIGAINIO KO-
ctpoiar CLITOS 1t noiepiky OC Windows Vista.

Dynuwionabio oMl KONILICKT cpects cerenoii sauuimsi CSP VPN obecrie-
wmaeT:

O FauITY HIUUBIYATHIBIX T b0BATeCI;
O sanurry cepaepos;

O 3auuTy OTAEBHBIX CeTeli;

O SauITY CHELRIBIPOBANIBX YCTPOCTS.
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Tpoayirsas st CSP VPN niniovacr:
O CSP VPN Client. Tlpor payisbiil HDOSYKT AUist 3a1LUITH MBIV BB TI0Th-

g

O GSP VBN Seuer: Iporpabmui mponyir s ccresof s cephepors

O CSPVPN Gate 100B. 1] i KoMILICKC
T, Ha Bl yerpoiicrs;

O CSPVPN Gate 100.11 ; ii KomITCKC \
OpHeITHpOBAIB 12 FAUITY MATHIX o(bnmu (10 10 kowmsiorepon);

O CSPVEN Gate 1000. TTporpass KOMILIKC — 11 Hoc-
11, OpuepOBAII 12 Sanuiry MaIX 0hCOB (10 50 KOMIBIOTEpOE

O CSPVEN Gate 3000. porpay KOMIIEKC — -

‘T, OpHeHTHPOBAIIB 12 SALITY CPEAI ODHEoB (10 250 KOMITBIOTEpOR);
CSP VPN Gate 7000. Tiporpasinio-anmaparisii KoMILTKC — 111103 Geaorac-
HOCTH, oprcHTHpoRAITI 1 VT Ky oicon (corie 250 KobI0-

°

Q

odan NME-RVEN (Rus
bt KOMILTEKC — L1103
& cccrans wapapyaTopes Sep Cisem 2800 s 3800 Titegrated Servives

ia VPN Network Module). nporpmmmammpm»

Routers.
Tponykrsi CSP VPN Gasonyio

VPN-yerpoiictsa:
o crs) 1 DI y

IP-HAKCTOB, E0CTHOCTD HI0TOKA AKCTOR;
MACKHPOBKY TONOIOHI CCTIH 3 CHeT HHKATICYSTtH Tpadpitia B Saueribiii
Tymen;

npoapastiocts st NAT (nojuiepika ikancy

o

wunt nakera ESP 5 UDP);

KoHTpO:T, J0CTya a yposiie
i, HHel

S2tet & waasial (CSD VEN ot oot o s spabonmm  ubsotront

My Kpary 10 4-yy ictacey

[e}e]

O obecrieuenIIe RaICAHOCTIE C BHPABHIBAIICN HATDY3KI B CXeME Pe3epBHpOBaNIsI
N { (Dead Peer Detection Protocol);

o nomim Ges st DeHITI TI0/Th30-
wareaei ( xondur IP-agpecon st
yatenx noassonateacit pinyrpi VPN)

apitka st < makeron,

1110 06paGOTIY TpHKa FOJT0CA 1 BHLAEO (HOEpKKA QUS), OTCYTETBMe TIOTEpH
HEAKeTOB 1M peretepatuti ceccnonibix Kioseit (Smooth TKE Re-keying):
TGO, ICHTPRIIBORAIIIOE 1 COBBTIINO BCACHIE KYPHATA ¢ BOSNOKIOCTHO
wropiriofi oGpadoriat ia octone nporokosia Syslog

o

MOTP " mmosa
Gegonacuocti — moayis NME-RVPN.
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Mogayne NME-RVPN

Moyt NME-RVPN G coZSO()nB&OOInlq,rale(l
Services Routers npeiiaract poceiicxis

puy ur

Ka aribix, rozoca, piuieo (pic. 10.9). Tlpi aros yerpoficrno ynpassieres kak etioe

0c, terioayst mirrepeeiic Cisco At (OPMHPOBAINI IPABILT MAPUIpYTIBAILIIT

W BauurTH cerenyix paOAcHcTaiti. T0100Has ryGoKAs HITeTpAIIS T03BOTSICT
“Th e, e npe Tpeo-

A € KBRIGIKALIN 1epCOATa H, KK PE3YJILTaT, CHIEITS JATPATH 11 pasnepTh-

BAIIIC 1 TOACPIKKY, & TAIGKE CPOKIT

GesomacnocTi.

Puc. 10.9. Monyns NME-RVPN

Apxurexrypa wotyast NME-RVPN. Bxosiee n cocran Moy NME-RVPN po-
rpavyiioe obecriesieriie CSP VPN Gate siseTes ciiie ofuiig eNerToM cevieiicria
npoayicron CSP VPN Client, CSP VPN Server it vacirradipyesoi cepiit 1itioon
Geaonactocrin CSP VPN Gate 100/1000/3000,/7000/10000. Mozy:is NME-RVPN
MOKHO yeTanoiTh 1 MapmpyTizatopsi Cisco ISR 2811, 2821, 2851, 3825 u 3845
¢ wepciteii 10S 12.4(11)T 1w wiie. Mozy:tb MoeT paGotarh ¢ oG 0Gpazom
(Feature su) Ios naitian ¢ 1P base. Tpi oros oayats NME-RVPN paGoraet re-
pa, HCTO3YA
Gate v 2.1 xowmai <C-Teppa Cudelliy, yeranonentioe 1a KowmaKT-oI-Kapre
(Compact Flash) voxy. T Moyt by 1o
yupsenes axamposiof OC Linu
VPN

coboii
1a Gae npoeccopa Imcl  Caeron 1,0 Tt oneparmsiioii navsrsio 512 M6 1 kov-
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ji 512 M6, List K AOKLIBHOI CCTIT MOZYIIb IyieeT Biie-
i mmpqmnc Gigabit Ethernet. Anatorimubit pityrperitii mirrepeeiic ocyimecr-

e SSuoAfCTRe W eI JAHIL MEXY SOV MAPIIPYTIEATORON.
HanGorce wacto i aropim s 1Psec-Tyii-

neii, ii ¢ nposeproii nezoctiocti (ESP+HMAC), nio-

1400 Gaii). Ecau ske nponepia 1esocTiocTit newiukita, o & pesie ESP only
MOIY/Th MOSKeT ofecheuinTs ckopocTs tmidpposarnist 10 95 MGir/c.

Boavosiocti n npemymectsa ozyi NME-RVEN. Tlo cpaniierio ¢ apyrinvin
ommentusnon no0Gibii yerpoficrrait oy NME-RVPN npi cniozssosariin

Geres VKTYpe a1 drica wveer pn
O obuuii ¢ Apyrinm i wirepdpeiic vy ”

KOH(HIYDHPOBAHITA MOAYZISt MOAHO IDHMes Th irrepdbeiic Kool CTpoks
(CLI) ¢ nenomaonarien xovana, anaroriisix Cisco 10S. Mozystem wosiio
T iRl ¢ MG Tt web-inepdeica;

O cukeit i npocroTa Moay noysaet mimaitiie o1

Da, 1 HYAIACTCS! B KOMMY i1 He SAHINACT MecTa B CTojiie
 cerensx obopynoBaien.

Tpinsieriernie Moyt NME-RVPN & cocrane sapuipyrisaropa Cisco Integrated
Services Router 2800/3800 oGecricuipact (xpeKTHBIyIO peaTIaIutIo MioKeCTR
clteiapien cepTH(INpPORAITION 3AIUTH, BIIOA:

O niesceTenbie panNMOACTCTRIS;

O auunmerbi A0CTYN yATCHIbIX 1 MOBILTBIb HoK0BaTEIICH;

O sauuty Gecnponoibix cer

O sanuTy syaticepicibix cereii (Biniosas IP-Tesedporiio i picokondeperi-
costan);

O sanurry CHCTeM It cHCTeM y It TIpOILeC-
CaNI B IDOHSBOICTBC It a TDAICTIOpTE.

O ceTesbix. v i
B cpaai ¢ mmpoxoit i a i y ¥
cersv At obecrienenst dictauit Kosmaniii ¢ ¥
3 W suasctie mpHoGpe-
TaeT Bonpoc 3 i IMHBIM Cep-
VPN-p coucran ¢ rexnozorsm Cisco
Systems, y i saiuTs peex

BUJIOB CETEBBIX B3AHMO/CICTH
TIpi 970N HOGXOINO He TO-THKO PEIIITS BOMPOCH! SALITTH BHEIIHETO OONera fart-
L, 10 1 pemtemis 110
KON, ST FOIOC 1 BIACO C OGCCIICHCHIES 1H1ECTH OGC YA,
KerrTon B cetix

CBAI 1 yCyT.
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irrerpatuss voay:1s NME-RVPN B sapuipyrisatopst cepint Cisco 2800 1 3800
Integrated Services Router 103ossier noTpeGuTe M NOAYUHTD €AMHOE Peliene,
oo OBCCIICHMIET, B TOM WIICIC, OpFAIAIIIO cerenoit aauum.. -

i i i npuopuTeTHOro Tpachika (o5, copmnce, TPosensgorttn
1 BIICO, KOMMyTaio cereli, T10A00HbIe KaeCTR COBMECTHO C YIPABISIENOCTHIO 1t
rexionorei Cisco 0S HPAKTIECKIL NOAHOCTHIO YAORICTBOPAIOT TOTPEGHOCTH COB-
pexiertioro Gitsticea b W sanurre BUKIbIX
cetenbix maanoAciicTBitii

Mexcerteesie B3aumogesictens
Cuienapui sanurst i (i VPN)
uepes 1y (oTKpBTHIC, HE onepiis) cosa.

lo ey mpceiesme VR pelnteniii 15 TIX neCi He JOAHO TPHBONTS K
Kanaa nepesain

s, s it Bhicoas

Goa Haob VPN

HCSHBATL BHEOKYIO 1108YI0 S(peKTHBIOCTS 1 GOTHIYID FIGKOCTS b peantsaILi

Tain y ‘NOKHO HOAYITS, HADICD,

aacuer Kb Ut nepesast imicopyu,
AT e MApIIp) pos Cisco

ISR (pric. 10.10) 1 MO0 Mepe BHTOAACT HOCTABICHIIYIO Bt 33721y,

Liepanssisi
ol Pervonanssie ouc
> et
Cisco 280013800

Yaanesssie

Cisco 280013800

Pervionanssie
. ol
. Cisco 280013800

Pue. 10.10. PN 7 s cosanves i
KopnopaTBKoi cemn
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s tpeSoannii i cerenix i
i KpyIHL Cerel] (OBCCICBIONCH HCIpepBIOCTD GIEEC-Tporccon b 1)
B AOIOCIIIC K IPHBCCHIONY Bb (OTYT HCTOAB30BATECS P ¢
DeaepBIpOBaIIeN 1t GATAHCHPOBKOIi Harpyaict

Bawwmra " cereii

it CSP VPN HOUIepsKIIBAIOT CLHAPII SAIUITS! KaK BHUIC/CHHBIX MY/ THTIIe-
11X, TAK 11 CMCHIIIBIX ceTeii, obccreaiBa:

MUCPIKKY KAMICCTBA CCTEROrO O0CIy MBI,
O sanurmy Kaseetsa ceppica i ronoconoii VPN npit neperpysie pacika saii-
Hbix.

Moy

1 NME-RVPN 1 cocrave siapuupymiatopos Cisco 2800w Cisco 3500,

co Unified C:

is

Express 1 i Touru soctyna, AT AU YaCHITbX nrhmmx Bee
HCOGXO/UMIE BOSMOKHOCTH 0GpaGOTIC 1 SAIIUITH GeCTPOBOIDIX MYABTINCIUHHbX
u eil b euoN

OcHoBbiM cpexcTnOM 3aursi Tpaditia B Gecnposoaioii ceri smsieres IPsec
Tlpit 0% oficcrmmacTes ay TesTHNIGILI HE TOsKo YCTPOCTD (110 eAacTCA 1
KaNaBHOM YPOBHE), HO 1t i (pic. 10.11). T B cerstes
axpeciioro npoc] u IPsec VPN ofecricisact
O m30pOBATH MPOROUIOI cervien T orkpbIToro [P-rpaini
O nporycKath BiyTDb 1pOBOIOIi KOpHOpATIBHOli CeTH (K Pecypeay okabHoi
ceit) Tobio IPSec-Tpacpitk, piieN TOIbO B <ONAIIHes CeTit.

‘COTPYAHUKN coenmerii
- Doysavanasonsse

Toctesoit

‘Gecnposopybie coepuenvs
3 (802.11ablg)

‘aocryna
+ Kt CSP VPN Glient

Cisco 2800/3800
© NME-RVPN
omyTow
( Woreprer |

Cisco 280013800

CNNE-RVPN
Sauyrra venodonmn i
- Viterpauym IP-PBX
PSTN Getoway

Kaccosbii P . "
b ‘Tenedo fohc e pasie

Putc. 10.11. 3aupra 6ecnposoAHsIX M MYASTHCEPBHCHSIX CeTeit
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1 MO0} i

3 zocTyn U BAUNTE 0CTYTA
VAQICHHBIX 1K iiB epes

(OTKPLITBIC, e 5aCTYIBAIONIE /IOBCDHST) CETH ILTH KAl CByt

O nomrmika Gesonaciocti wmerra xoctyna CSP VPN Client onpeseaseres ot
X0 i e vo-
KT GLITh HaMeHeIa T0Tb0BTEIeM;

O npasa jocrynia : B i cern, it ncpop-
MaIlis 0 PABAX 0CTYITA B KOPHIOATIBHOI CCTit OTCYTCTRYeT Ha KINeTe 10~
cryna CSP VPN Client;

O werrr woctya CSP VPN Client e TpeSyer or noaopaTest HHKAKIIX Texiit-
HecKHX Onepaiii, KpoMe YCTAHOBKH 1 BBOJIA KIOUA, IPEAOCTARICHIONO aMit-
HICTPATOpOM GesomackocTi.

CSP VPN Client y 153 0o Tou,

e i [Mypf )t yioTCst clietut-

SRR S ———

o K anpeciiony (IPsce BiosaCTEA
B 301X, 1A TPEOYETCs AIUICHIOE COCTICIIE);

O nouepkic PRATIMIBIX CPeTIEpEarlt, B To e MoGibitbix (GPRS, CDMA,
Wi-Fi, WiIMAX 1t p.);

ii nepezan TKE/IPsec-Tpacbitia epes uioss ¢ tpaic-

nsmuneii anpecos (NAT).

10.3.2. YcporicTea ceteBoii 3awmtsi Cisco

ASA 5500 Series

CemeiicTBO MHOTODYHKIHOHABHEIX vmpoucm Cmo Ad'\ptwe Security Applmncc
(ASA) 5500 Series 1p it ¥ Kol
or payrpos [87]. ii

Koutiexe Cisco ASA 5500 BIOTCT b Cet MeXaIIb ST TEPHAETPA € T0NO-
HILIO MCACETCBOTO DKpalta, OTPAKCHIL ATAK C TONOIIIIO CHCTENb TpCIOTBpaILeI
VPN Ui sauus y JocTyna 1

BIRMOACICTRII, 2 TaKGKC AU GOPHbI € BPEAOHOCHHIMII TPOTPAMMAMIT C TIONOIILBIO
AUTHBIpYCa, ANTHCTAMA, AHTHIITHONCKOTO T10, aITHOUIIITA 1t KOHTPOIS 0CTYITA
K HTepHeT-CaiiTay.

Cei1yeT OTMeTHTh, ¥TO cemelicTBo MHorodyHKInOHATBIbIX yerpoiictn Cisco ASA
5500 Serics ¥ cepaitcon i

y T, Y i 1y10 pab

Mo HACHOCTH 1 X BHICOKYI0 cth 1 3<Mvu<'r|1|!-
HOCTS, pirsent Gea ortecca cerenoii
Ceueiicrso Cisco ASA 5500 Sercs coeront s el ASA 3505, 5510, 5350, 3340
15550 1 woser besic HexoM 3 casoro po-
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K0rO Kpyra — o1 : 50 KpyTHBIX
Ha prc. 10.12 norasauo yerpoficrao s Cisco ASA 5520, Baroxaps tesmicosoii

CIPALLNI HECKOABKITX KTIOUCRHIX CCPRIICOR B OUOM YCTPONICTEE MOACAIT
Cisco ASA 5300 Series 0cOGeIO HITTEpCCHBI KOMITAHIAM NAIOTO i Cpei-
iero Guaticea.

Puc. 10.12. Yrpoiicrso saupm Cisco ASA 5520.

B reximieckon nate crcrena Cisco ASA 5500 Series omipactes na onutie
CpecTBa GeaonacHoCTH, IpiCy TCTBYyIoiute b Takinx ceeiicraax npoxykron Cisco, kax
weskeereoii axpai Cisco PIX Security Appliance, ciictesia npexotapamenist ataic
Civco DS 420 Serics 1 isco VPN 3000 Concentrator Baarosaps ot cporcrans
3aKA34HKAM TPELIArAeTCS MHPOKHIT CTIEKTp CepRICOB VPN KoTopbic odecricumaon
ii it noctyn ¢ ruii IPSec 1 SSL.

PN, a Taioie CepRIICOR NICPEARH JIHbX 1 GObIIIC PACCTOIIIS C FapAITIpOBal
by casecTRoM obcaymarist (QoS).

Oc060 HYKHO OTMETHT, HTO 32 CHET NOMIEPAII BKIEIIIIX TEACKOMMYIITKAINI-
OBIX TextononHii (8 SactHocTH, QoS, uieTpy)
mororon TBVG 1 cpttcrs MmipsmbbeLRaTHOH paGCHi) o |ynh| copn ASA

500 Series ofazaior unpoKiI
cvumc'mvmm) ey WD ATE TSP Gty s DO TR
Gunec-npiiocHmii.

Citerexta Ciseo ASA 5500 Seri e
SAUUITH OT YIDO3, 1EBeCTITbIe 110 00N Haspaiies Adaptive Threat Defense.

Ciota BXOIIT CECTRA FAUUITH OT Helt3neCTHbIX Yrpo3 (Anti-X), Merons! auurtst
Guanec-npiiokenii (. “ation security) 1 TeXHOIONHH KOHTPOJIS 1 3LUTHI CCTI
(Network containment and control), xoTopic raparrripyiot yidupoaniyio it
HOIHYI0 SAIITY BCEX BEKILX PECYPCOB HPCAPHATIE OT IHPOKOTO CHIEKTpA HECAIIK-
HOHHpOBAIIHX ACHiCTBIL B OO YCTPOICIe, KOTOpOE BCIONACT b CEG BErpocis-

nyio KA 01y HAIOT CPCACTA
SRUITHI COTH OT MHOTIX y1poa ( c seppsn
it Bupycan) 1 ot 110, merpyseirrt anaiza tpaia,
BLISIBICHHS x.n<qu " CHI, @ TAIGKE CPECTBA

DA AT R e SCe s (0SS,
Kaxtast nardpopyia Cisco ASA 5500 Series coueraet b cebe HeCKo/bKo convec-
10 by ) sanury
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Tax, o cayGn TPSec/SSL

sanurry or nenanect
VPNur o
Hctesa ASA 5300 Series npe;uaracT HaGop MeXaNHIMOR, 0CCTIeNHBAIONUIX KoM~

uenurbOCTS Tpadbiica. O OCHOBAIbL 12 HCTIOB3OBAMI KAk 1POTOKO:Ta [PSee,
raic it SSL 1t C ALAITTHBHBIMH TEXHOIOTIINIL FAUITH 0T VP03, OBb-
caumene [PSeon SSL VPN syerpaicrsa Csco ASA 5500 Seris s o r-
X0 060 VPN, nictiosas
ROhte SARL, VIANERIT DL ¥ $opOp AR GO TOGEy % DA e
W cett aRCTpaNeT.

%

yerpoiicrsany YKTYPBI MOKIHO
ii J0CTYI K cerit Ut 11060r0 1071b-
somaress, e G TOT it Haxoxwics. Yerpoiicrsa Cisco ASA 5500 Series MoryT iii-
1 ¢ cymmecrny Cisco VPN 3000 Concentrator, srro
TO3BOTSICT FAKAKAM HCTIO30BATH UNEIONIeCs Y HIX CTPYKTYphi VPN, nitepsist
cawbie kGt VPN 1t 6
Cnowousio 110 Cisco ASA 5500 Series aiioe yerpoiicrao ASA 5500 Series noz-
nepasacr 0 000 oonpesex oot SSL VPN, Tais obpasow, opransaiua
voryT
1POCTO 1 Ge30MACHbIf AOCTYIN K NPILTOZKCHISIN I CETEBbIM PECYPCAN IPAKTHICCKIN 113
Mool Tou AENHOTO wape.

warpyakit VPN it dync
oHankHoeTs IPSec VEN NO3BOTSI0T COXDTIT KOIMECTB0 ANITapaTHBX yeTpolicTs,
||m6x0'u1\1|,|x 1 g BpTYRLIELE VATl cerel X e e D

Kpose oo, wraropyt
VPN soropic mpetyionon s noepiat dymai VPN pasiti Tion, B0
IPSec, IIMENTCKIC 11 HEKTHCHTCKIIC PeitMbl SSL, yIIeHibiil J0CTYIL, Cosizb Mesy
caifrasii 1 aKCTpaeT.

Cisco SSLVPN o Cisco Secure Desktop,
IICCKI TIOBEPAET COCTORHIIE CHCTEMbI GE3ONACHOCTIH KT ye-
2, 1BITAIONLETOCS MOAKTIONITHCS! K CCTH, 1t FALUILACT JAHbIC B XOAC COCCHIL
ATOrO COMMACTCs! «GCAOMACHA BUPTYAIBHAS MAIlIHIAY, FAUILIAIONGA KOH(I-

AbilbiC AaHibie 1t 10 ceartca cpsan
(B IpOLECCe OYHCTKI CTHPAIOTCA BCE CIIE/bI CECCHH, B X0/ KOTOpOil HETIONB3OBAIHCh
Jalibie KONICHIUILHONO XapaKrepa).

Mozyms KowTerTa 1t yeayrasi Geso-
regsoca LSC SSM (Content Security and Control Security Services Module),
Cisco Systems B coTpy TBE ¢ “Trend

Micro, - nouiepiisact nomibiii 1aGop ycayr Anti-X, siiosas Gops0y ¢ sipycain
I WIHOHCKITNI MpOrpaNMaNI, G10KIpOBKY (aiiion, GOpbGY Co crramoM it (inmr-
arakavit, G10KipOBKY 1t iisTpaILNO axpecon URL, a rake (iuisrpaiutio koirrena,
HPEAOTBpAIAS JOCTYIN K NOTEHIUEIBHO ONACHbIA ILIIH 1iC INCIOLIN OTHOMICHIIS K
pabore atepiazay

DTOT MY PAGOTACT KaK HHTCPHET-ILTIO3 It FAUVILEACT BHyTPEHHIE COTERbIC Pe-
CYPCHI OT BPEIOHOCHBIX IIPOTPANA 1 XaKEPCKIX ATaK, PACHPOCTPANAIOULIXCA HEpes
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Hitrepiier, o novoraet it ocno-
Gortact or oTBeKaTHCH Ha CIOKIE,
PCYPCOMKHE HDOIICAYPH HDOBEPKI! KOMITHOTEPILX CHCTEM Ha HATHNHE BUDYCOD

g R oL UeoR CHereus AOA S300 Strie ot et
6C301IACHOCTIH GHBHCC-TIPONCCCOR: KOMITAHIIH 103BOCT COKPATITh JATPATS Ha 1Ipil-
oBperTeitite CHCTeMb FalITst — Byiecto meerit pemeii (M3, 1PS, VPN, anisipyc,
arcra, korrrpos URL) npioGperactest beero oo, Kpovie Toro, ceyeT meth i
Biuy, w0, pasibix pasp: npiBo-
T B GOIBINMICTRC CAYHACH K CHIGKEHITIO YPOBIiS: GCIONACHOCTIL

Bonpoce! ans camokoHTpons
1. tiro Taoe mpryanbiic sanuenisic ceri VPN?
2. C BUDTYQIBIbIX cereii
VPN.
3. OBBACHITE CACAYIONIHE TONATILE BDTYA BB SaIUTICHILI TYHIHCD, TyHIe-

UPOBAIIC H HTKANCY LS.
Jlaiire pasnepiyThie onpeesenis Takiix ycrpoiicrs, kax VPN-imenr, VPN-
ceprep 1t VPN-11u1i03 Gesoractocrit
cpyKTYp I JBYX OCHOBHbIX C
BIUPTYATHHBIX FAUUICHBX KAHIOB.
IKaKOBb! oY HKIUHI HHIHATODA TYHIE/S! 1 TEPMIIATOPA Ty HICAA?
Karate Meto Hemoasayior s obecnieseinis Gesoactioctit ceteii VPN?
Hpunesurre kiaccudukaiuio cereii VPN 10 pabosesy ypoBiio MOJIe/H BIanzo-
seiiersis oTkpsIThix cieres OSL
Kakout ocnonitsie Bapiairtsi apxirrexrypst cereit VPN? Jlaitre noscrierte st
KGUKIIOTO 163 TPEX OCHOBHBIX BADIAITOR.
10. Vicakirre ochomitbie B Textutaeckoii peanzant VPN it taiire nosiciciis
U151 KGDATIONO 13 HITX.
1. Kaate poccuiickite kosmanimt noinyciaior VPN-1poayKTsi B nactosiiiee npe
wi?
12.Cpaniure 1 ocHoBibIC Xap: coveiicrna VPN-npo-
styicron CSP VPN 3.0 poceickofi kosmanii «C-Teppa Cudelins it cevelicrna
yerpoiicrs cerenoit sauurroi ASA 5500 Series rowmarnt Cisco Systems.

M

©No

©




TNABA / 3ALMTA
—_ ‘ YIANEHHOTO
J J OOCTYMNA

Cioatb Ge3salmTHO Hallle CHaCThe,
JLOBEPEHHOC HYIN PYKAM

Viuwwsn Xoauumm

Panirrite 1QOPMAIONHLIX TeXHOIONIHIE 1103B0I51CT HOBKCHTS HdHpeKTIBIOCT -
STEABHOCTIH KON, A TAKGKE OTKPIBACT HOBbIE BOINOKHOCTIH /LISl BIANMOAETiC-
THIIS ¢ NOTEHIGABHBIMII KHCHTANH Ha Ga3e OGIIEIOCTYIHbIX CCTeil, B TOM Hite;
Tirrepuera. Coagattite ne6-caiira cru:
5 MIHTEpHCTE — SABISCTCS ililh TICPBbIM IEATOM 1 9TOM NYTH. AKTHBHOE BeACHIIC
KoMMepUeckix onepatutii 8 CeTil IpeuioNiaraeT Maccopsiii octyn norpeGieseii
yeayr (i « Tep u
i ii Cern
IPILIOSKCHIi BYTH KOPIIOPATIBHOI CeTI MOKeT HareCrit yneps Gesoriac wocry 1T-
Dbl HOCKOIICY "

y s
3/I0YMBIILIEHHIKOB B CeTh NPEPHATIA,

ORI BITIONATS pelieitiie TAKIIX
satau, Kak G i pocyn K pBepas

" i TICYEHHE 1eJIOCTHOCTH M

AAUHILIX 1 2.

‘Cerous1 Opraii It HYAIAOTCH B HAICKIBIX, THOKILX 1 GE30MACHbX METOLAX 1t
cpeAcTBAX 1 nOAY et 1 oTipui 1t i nop-
1 TYIIAMII JTIOJEii — CBOIMIT COTPY/UIKAMH, TAPTHEPAMI,
. TTpOGICAA BICTOUACTEA B TON, UTOGb OBecriCuiTD 10

L

HeTeMy y jocTyHOM 3 i K uyBC-
INQOPMALLIL B LIPOKOM AUANA3ONE TONCK AOCTYIa 1 TpILIOKeHIti, Ta-
KA CHCTENA PEIITACT MHOTT IPOGIENbI KOHTPOSI1 A0CTYIIR, € KOTOPbIMH CTATKIBAIOTCs:
OraI3AILIH, OGCCTIAIBAs HPH STOM YAOOHbI I0CTYIT  BHCOKYIO GE301IACHOCTS,
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11.1. OcCOGEHHOCTN yAaneHHOro
AocTyna

Juis pacrynuix i Giraineca o noct-

f y ap : cpeny s pasbx
onepait peskinnte. TexHOIOIIH, KOTOpbIC ZAI0T cytteer-
WISTH SMICKTpONIB] GIICE, BHITOMNAIOT HCTHPE OCHOBIBIX hyHIIUIL

O ay I IPOBEPKY

o OCTYTION, 13083 nozy-

at A0CTyI K TpEGyeMM pecypea;

O mmdposaiie, rapaHTHpYIONICe, UTO CBS3b MEKIY HOMbIOBATECM 1 5a30B0it
unpactpyKTypoii sanuieria;

o ¥  TO HO3OBATEH HE NOFYT 1103 bt
or ii (oBbrno ¢ novoubio widposoii

TOAUICH 1 IHPACTPYKTYPI OTKPBITBIX Kioveii) — pitc. 11.1.

Ynpaserve Linbposas
‘AocTynom nognics

Puc. 11.1. Textonorum, obecneumsatoue sneTpoHHsii GusHec

Toabko pettieiiiie, KOTOPOE BHITONSCT BCe HETHIPE 3TH (AYHKIHI, MOKET COBATH
JIOBEPEIIYIO CPeAY. CIOCO0HYIO TI0-HACTOSILICMY OGCCTICHHTh PEATIAINTIO JEKTPOI-
oo Gitaticea.

‘VipaBIiciie J0CTyNON SBISTCH KPHTINCCKIM KOMIOHEHTOM 00ieii crieT
aonaciocrit. Cicresa y JocTyion
el J0CTY K pecypea. T aroii

[i° v jocTyna

S S ———
Pacutiperiite cepbi BAISIHIS 2EKTPONNONO GHIHECA TOIOAKITEBHO BANSET 15
PRITHE MO0 CDCTR: YA AXTY, 0, A0 U OIS
1A PA3BITIN DICKT] Guaticca. B npotiecce passi-
Ut HHGPACTPYKTYPbI YIPARIICHIIS: Z0CTYTION MOAHO BHLACITTH Tit (it [4].
o hasy passumis NOXI10 OapaKTEpIIOAT, KK ol docmy K wigpop-
Mawu, kora r Vit ce0st BHITO HC Mirrepricra
KK PENTAGEIIBIION MeXAIENA A5t OBNeta HHdOPaLUIeil ¢ KHICITYpOii — TO ecTh
GOTpyTlau, e BT CEn HUTISHES N SCTpSUES pomoTa:
BAIOTCS KAK KAHATHI AU TICPeI
unpopyaL
mopas pasa paseumus — 310 pacuupenvii Kopnopamusivii docmyn, KTz op-
FaNIALLH JOBOAST BRYTCIHIC Gi3Hec-NpOILeccht 20 CeTt, IPEIOCTARISS BO3MOK-
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J5IM, KAK COTPY/UMKH, KAMEHTbI 1 1

DTHEDBI, YHACTBOBATH B

HOCTD TAKHM 110/1b30BAT

: ax nyrex

Wnrb):) pazy p(my;:uu. MOSKHO HABBATI COBMECTIHORL KONMEPUUET, B KOTODOii KOM-
Clis T Cobi B o GH3HiCC-TPOICCCEI Yepes MHOTTIE Oprari-
S i cep Mesay wacTibil
xonrren, cober W w0
TpeGyer obecieseHII BEICOKOTO YPORIIs! GC0NACHOCTIL

11.1.1 METOAH YnpasneHus yAaneHHsIM JOCTYromM

i cenn oGO 1 A veTOa ynpaniie-

51 YAGUICHIBIM AOCTYTION:
O yHpasieie cereBbiM 10CTyHOM;
O ynpazertiie peb-zocTynoN.
Kaioii 13 9THX MCTOO ABTACTCH KOMILICNCHTAPITAL 110 OTHOICINO K DYTONY.
ViIpasiertte CereBtiM AOCTYIION PEryIUpYCT A0CTYII K Pecypeadt BHYTperIii cerit
Be-10cTymON | T 0TV K DBEpa it 1X

conepIONY.
Bee an1poch 1 A0CTIL K Pecypeay IpOXOJST 4epes OAHH 1l 60/ice CIHeKoB Ko~
tpos zoerynia ACL (Access Control List). Crutcor konrpos aocrynia ACL smasicrcst
HaBOpOM TIPABILI AOCTY1Ia, KOTOPHIE 30T /LIS HAGOpA SAIIVIIACMBIX PecypoR. Pe-
CYPCB C HIIKI PHCKOM GYAYT IINCTb Metice CTPOrIie IPABILTA JOCTYTIA, BT BPeNST KAk
e CYPCHI ORI N poriic npasiuia socryia. Cruexn
KoNTpGIA K0CTy1Ia ACL, 10 CYIIECTRY, OMpELEnAIoT TOITHKY Ge3onacHoeTH,

(OCTYIT K CCTeRBIM pecyPCaM OPAHIAILI MOKHO PEryIIpOBATS IYTeM COMaIIs
citiiekon KoTpost focTyiia Login ACL, KOTOpbIC NOSBOAIOT TOHO OPEACTITh KOl-
FPeTTLe PASDeEION YO Ut OB ST X Py By Tpetticii
cet

7 S ——————————
HATD TOTIKY BeS-A0CTyIa. CORaBast KOMKPCTHbIC CIIICKIT KOHTPOTA BeG-10CTyTia
Web ACL, e woryr
HoAYIITI H0CTy K BeG-cep W Y 10 1P KK -
paice yCTanOBICHI Y romns

ii Guatiee
croeli opramisay1 epes Cers KAK CROMN COTPY MKV, TaK H BHetmHef KerType.
TloaToMY 151 OprAII3AILIIL ONeits BKIO CHOPMHPOBATS JOBCPIE KAKIOO 11016305~
e |1 K
R phcypeant b TIDH GO SCATTOpOINETD Doy SATEYI:
paRteiis BCG-10CTYIION 9Ta 1OBICNA MOKCT GHICTPO IPCBPATITLCS! B AMHIICTPA-
Bty u paspyuniTs i Giattec

‘ViIpaieniie A0CTYIIOM YCTAABIBACT 1t HPOBOAIT B AI3ith IOITHKIL, KOTOPHC

npasa cry
cace-np . KoTOpIC e NOIYT 107yIITH A0~
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Cryn it K Kt ne6-pecypeant. KOrAa 10.1b30BATEIIH HBTAIOTEA HOAYNITS A0CTYII K
KOHKPETHOMY PILIOACHIIIO 11 HEKOTOpOTi 061acTH BeG-caiiTa, A0CTY1 Gy 1€t peso-

crapzen ateiio Gy e Tk b ot Toro,
s npoditn i gartiioro KpiTepIAN. It
KD MOV Gt it — ey i noApazie-
e o ~ mibo it~ coctostte yserofi samicit (Account
Status) nonsoares.

T it PAIMAIOT TPH YPOBHS

yupaBierst ne-aocTyoy:
O e paspemaiontas cocoSuocts (Coarse-grained);
O cpemsist
O miicoka paspenaona crocoGocrs (Fine-graine).

¢ nuakoii JocTyn 1
¥ yicaaterst pecypea URL (Uniform
LA s R (e el B

AKCPOB I KOHKYDEHTOR MOKHO KOHTPOHPOBATH J0CTYII, OCHOBIBASICH Ha J10MeH-

oM vert nomsoBaTeas b Virrepriere v xa 1P-aipece
<o cpedneir socTyn K
KaTauiorast 1t iLtas, OCHOBANIBI 1 CIIICKAX KOITPO:IA AOCTYIIA. DTOT YpoBeith an-
TOpI3ALII MOKET GbiTh o 11 Gase W rpymoBbix
cimicoB KoHTpOI A0CTyIa, a Bef-cepepe, 2160 1a Gase
i rpym, ® i crerese. OGbI0 sakombii
Aoiien M i rpyiIIe 215t TOrO, OB HOY-
SHITD J0CTYIN K KOHKPCTHOMY PECYPCY 1, B UaCTHOCTI, K KOMKPCTHOIi 301 Calfa,

vicokoit JeTanbio
npopaGoTaRIbIl KONTpOIL A0CTYIa, OcHORanHt 11a npaniiax. Takofi KONTPOIb 70~
cryna TpeGyer
(Policy Management) ceprepavi, ocHonaioro a oz kosmarui, Take cep-

Bept OG0T po W npiMersTh
CIOKIbIE HMIKATHBHBIE (if-then) npasiia Gusneca. Tlpoyirsi s asropusaimm ¢
BICOKOi MoryT ofecr € BBICOKI

ypoBHeMm A MoryT JIOCTYI WAN OTKASbI-
BATH B HOM KOWKPCTHbIM TANBAIILIAN, OFPAITIIIESL He TOKO PECYPCH, A0CTYIIHbC
HOTOBATEIIAN, 10 TaIGKe 1f KLU, KOTOPHIC Ol MOFAH Gl BHIIOTHIITD B ZQIHON
nprokeit [4]

octyno B ii cpese Tpedyer o : Geao-
ACHOCTI YIIpABICHS GOMITAN SCION DErHCpAIHOIb sl mobsoRare:eii
1 CBABAILIX C it KIUKIOTO NO:IL0BTE5 1 3ATeN

puspetinis A0y YN 1 e o e pre—"

o cepac vup'\n e Jmﬂynou Omnko s KpymoNaCHTAOrO
¢ Bbicokoii crbi0 Taktie ppar-
SETapS penen e g
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soctynos y npi caumoli
JDPACTPYKTY D KONTPOA 1 ynpastertta Aocryriow. Llewpasonaniic wichpa-
CTPYKTYPEI YIIDABICHIS AOCTYIION NOFYT PASPEIIITS HIOBIOBATEIIN CANOOGCIY A~
Ballie, TIOpY\ast UM TaKle 3aAav1 Y
o SacerbiioRi Tt RS TOTaASLaTt, Dl MoyE TakRe.
OGCCIICUITD ACACHPOBAIIE AANIHHCTpHpOBAIIS, nepesitty ywKiui ypaieria
o o rpynie o308~
‘Testeii — Kk BHYTPIL, B Gitatiec- S P s ey S s
un U UepIKY CICTEMB Geao-
nacnocTH vacirraGa npummmm cpercroa ynpase nu('rynuvl MoryT nosyuats
b W oK, yke X,
xarc karaor LDAP it persiuontnsic Gabi Aaibix.

11.1.2. PYHKUNOHMPOBaHNE CUCTEMBI YIPABIEHNS

Aoctynom
I Joctynovt DALOM KoM,
B uacTHOCTH Secure cOmpunng RSA Security Inc., Baltimore 1 p.
10M 2 T
rent Premier Access xowmammt Secure Computing, TIporpasisias cricreva yipanic-
s focTynon PremierAcces ocyluealmﬂc'r VIPABICHIE B~ 1 CETeRbIM AOCTYIION
ex BiIONast TeHIbX
KANEHTOR; IOCTABLIAOB Y GYSHEc-NApTHepos; JIaiHast CHOTeM Ga3HDYETCH HA M-
Tike G30NACHOCTH, KOTOAST MOSBOAACT TEPCONAIZHPOBATS HPABA AOCTYIIA 0T
sonaresteii. T10.1b30BATEIN 101YHAIOT AOCTYI TOIBKO K TM PECYPCaM, Ha KOTOphie
6bL10 110 PA3PCIICHIIC B COOTRCTCTRINI C 1X NIPABAMII JOCTYII, epes ked-, VPN-
I yaUenL 0CTYT ¢ HenorssoBaniex cepsepos RADIUS, Crictesa ncronsyer
o apxirTeKTypy 1t 1 wroGn

OBCCHICHITS HATCKHBITT KOHTDOTI CEPBEPOB I X €O pepinor.

L 1010 roGht ii, npeste wes
G ACT paspetticH OCTYII K FALIACMHI PECYpeay OpTamizaIliL, b CHCTENE PeaTiizo-
RIS OCHORAITI I MPANCHEH KATATOTOB HIPOIICCCH AYTeHTH K, asTopisa-
wn n uum'nmn ii. Ci
e THIb naposieii 10 G
cpexcts ayrenTiuKaLIL. upmu(meuue OTIACTCH METOMAM 1 CpECTBAM CTpOToil
ayremmkaims.

CPEACTI YIIpamICiis HOTIOBATEAN TOIOTAIOT YIPARISTH GOTIINN THCAON

Cepnep Jaer caminyt pe-
THCTPUDOBATECH B CETH, HCTIOMh3YA CTAMAATHbE BeG-Opay3epi.

B nipotiecce percTpaiii no/bSoBATE M Ha3HAYAIoTC PO, Pomm smsores ap-
JIbIKAMH, pyIIBI i, KOTOpbiE Pasie/Isior o
HaKoBbie pasa 0Ty, Miase rOBOPs, POt ONPEACASIOT HaGOPbI NPABILT A0CTYIa,

K Tpymam i NOAB3OBa-
“Teei 110 PO MOKHO rb 1 OCHOBE 11X i
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Hanpinviep, Mooy o
OTteaa MapKeTHira, Gyxrarrepiit i . 4. JList cosaIt porieil MOAKIO IPINEHST 1t
JPYTHE NPH3HAKI KATETOpHpORaiist. Bee poiiit A0/Kibi GbITh CRAZAITBI C HOJVICKIBa-
TOILUIA CITHCKOM KOHTPOSE A0CTyITa ACL, HTOGH KajkA0€ SHAMCHIIC HAILIO OTPAKCHIIC
B oTHKe GesonacocTi

Tepexox ot ofrtioro CKOTO K OeBoNY § ¢ npexsapit-
Teio y it e cnpaniries ¢ tpeBona-
MM H0CTYIIA BeX OSORTe eli, ViHBepCATH I BeG-arenT perympyer focTyi
K ti0BoMy BeS-cepnepy ta Gase OC Solaris win Windows. Kosmorier PKI novie-
PAIBCT IO CTalapT cepruiaron X.509, beG-pericTpaitnio -
aomareitcii, niapoa, ay Ha u
TPOIPAMITBIX ayTeHTHIHKATOPAX.

PaccyoTpin paGOTY CPEICTR YIPARICHIIS CETCRBIM AOCTYTION If Bel-10CTYIION.

Co

V
B ciicresie y Tak arensl. Arert
cHCTeMB — 5T0 POy b ii Ha 3 ii cepsep.
1 panikax kopriopaririofi cern (pic. 11.2).

3any Banpoc

oo Aociyna Iﬁ

e . —
Bepuerie pnewmorol AOTHE
Dt focryna
nonksosarenei

PRy

MoxToasit
cepeep.

Web-cepeep| &l

Bhyrperia cere

Puc. 11.2. Cxema ynpasnenss AOCTyNom k cet
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B KauecTse TAKIIX ATEHTOB BHICTYIAIOT AreHTH YAAIEHHOTO AocTyiia, VPN-focryia,
cepuepon Radius, Novel, RAS 1t ip. TIpH nOIbITKe HOTH30BaTe:11 HOICTIONITECA K BIIYT-
DCHICIT CeTI ATeITH CHCTEMbI IEPEXBATHIBAIOT 3AITPOC H030BATEI! 1 BYXOM B CeTh,

Areirru seficTnyior kax ok ayrenmdmkamm noabsopatescii UAP (User
Authentication Point) a sutiisx koswymiicain ¢ ceppepont PremierAccess. B ot-
BeT Ha sanpoc arent ¥ €ro BepuTenbibIe
Jannbie — || Orpevast 11a sanpoc
QreHTA, M0LIOBATEL BEOTIT CBOH AQHIIC, DTH BEPHTCABHbIC JAIIBIE IEPEIAIOTC
AAA-cepuepy (AAA ~ Authentication, Authorization, Accounting).

AAA-cepsep D Wi cepriduiar ¢
AQUHbIMH, XparizbiMIt B Kataiore LDAP, ¢ 1ebio IPOBEpKIT HX TOXACCTBEHHOCTH,
Ecam werrmcpuicarop 1D 10:1530BaTe;151 COBIAIACT ¢ XAHIMBIM, 3a1HCH HOB30BATE:1S
5 Gase JaITbiX IPOBCPACTCSE 10 O (ILTH POTSIM) 1t PECYPCAN, K KOTOHIM O a5TO-
prayiores. [l MoryT ud]!ulh. ana-

n

Econ
BCe WIATH TOATBEDAACHII CROCH HOLTIINOCTH, Ot mmqu T A0CTYH K pecypey ceri,

Cpeacrsa ynpasneHus Be6-80CTyroM

Cucreya 3 ii neG-arent UWA (Universal
Web Agent), Kotopuiii y KaH0r0

BeG-cepbepa. B PACCMATPHBAENMOM HPHMEDE B KavecTe HOTh30BATEA BICTYNAET Gi3-

p, KOTOpbITi soctyin Y BeG-peCypey KowITain
(prc. 11.3).

e =

Voo

Puc. 11.3. Cxema ynpasnenss se6-nocrynom
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Vipanienite Be0-0CTYHOM PEATIEYETCA B BILIe IPOILECCA, COCTOSIIETO 13 JBYX
amaron.

"Ha 11cpROM ITarle 110;130BATe b IITACTCS! BOITH B CHETEAY, HCTIO! .Mmmwwls
(Web Login Server). 3anpoc 1oz Ha JocTyn Kk

KOMHAHHII TiepexBaThiBaetest areiros UWA, KoTopsiit /11 06padoTkit 91070 & unp(x’
obpaunactes  ceprepy WLS. Cepaep WLS sanpannisact pesysrar ayrerrriiauiis
v cepuepa AAA. B eayuae yerienmoii ayrenidukani ceprep WLS rerepipyer ceart-
comnili cookie, KoTopuili cOACPIT CeancoBbii mACHTH(MKATOP MOMB3ORATE.

B1opoi aTalt 37010 1poliecca HasHACTes, KOTA TIOb0BATCITh IBITACTCA IOAYITT
J0eTy1n K Be-pecypey. Ceppep WLS enonbayer ceancosbii nermiciiarop i cookie
st ganpoca y AAA-cepepa faribix cearica o 3onaTe:st. YTo0bt BLIIOAHIITS 3a-
poc a gocTy, cepnep WLS nepesiaer nomaonareaio ceanconii cookie ¢ npasasit
ia cearc. Arest UWA noaysaer ceancossiii 1D, a saren noyuact ot AAA-cepaepa
i ceatica. OCHOBBIBASICH 1 POJISIX 1I0/Ib30BATE!I5 H IOJITHKE JOCTYITA, OH 1P
AT e, T AP JSHY FGTIAOETERE 10Ty X be6-pecypey.

" JOCTYTION BaKitoe aiauciiie

Mo etleois Sl b

o

O cpescrsa it npoToKos yaaenibix
O MiPACTPYKTYPbI YIIaBAeHIs OTKPbITbIMH Katiotayit PKI.

Visbpzerpyrrypa yopanaess crapuyston ey P Gouta pa
rase 4

Cpescria 1t npoToKo
BAIOTCA B NOCICAYIOUTX PAICAAX ZAiHON

oTpena B

VAATCHHbIX i p P

11.2. OpraHu3auus 3alMLLIEHHOrO
yAaneHHoro Aocryna

Viauictitii Z0CTYI K KOMITBIOTEDHBIM PECYPCAM CTUI B HACTOSINCE BPONSI TAKIM e
AKTYATHEIM 1 SHAMIMbIM, KA1 LOCTYII B PETIIN HETIOCPE/ICTBCHIOTO NOAKTOe-
Hus. Yiages i locTyn K it cetnt Csl M3

BICIINETO OKpY3KCIis epea OTKpbITbiC cetit, [109TOMY CpeACTBa IOCTpOeiHII! it
el ceni somi ofee ACHOCTD COTEROTO B3INNO-
tefiCTBIIS HpH HOAICTIOUEHIH K COTH YA CHHbX KOMITBIOTCPO.

Vel 0CTY K KODIOpATHBHOI CeTH BOSMOKEH Hepes FI0GaTBHYI0 KoMITbio-
TEPHYIO CeTh 1L MEPE3 CPEAY Tepeiait 1ipOPMALILH, OGPIOBAIIYIO HeNIONKO 13
ool i t0GabHOl KoMBIOTepHbIX cere. JlocTyn Hepes rioGambiyio cerh Mir
TepHeT snaseTCs crocobort J0CTYITA K KOpITO-
PATHDIOI CET, NPIRYCN A1 HOTIOTEIS YQJEHIOro Hosoatea & Hirrepiiery
MoKeT ie B aCTHOCTIL, KLt i Onieriny ochoniic
JocTyna k ii cer uepes Mirepier:
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o yeMast HOVIEpRKa J0CTyIIA, O3B0

P
BXO/UNTD B CBOIO KOPIIOPATHBHYIO Ce

Touas
sarex depes Mirepi

pacxow Ha Yi0 Breno0
cpeAy, TAK KAK YAICHITbIC TI0T30BATE I TIOATI0NAIoTes K MiTepriery it uepes
sty tiicka - " i ETpaTas et CEbeh
opramai

noctyna TRISCTCS TaK Ke, KaK 0~

y Tpacpition y
ot apyrinnt Tpachicon Hirrepricra,

B i ceT ISt
sensiercs: ceprcp octyia
ot i

ey i Bbi-
TOT CepBep CAYIKIT A1l caeny-

O YCTaHOBKI COEAMNENII C YATEHIIN KOMITLIOTCPOM;
o FS——

O yHpaBIeHHIs VAICHHbIM COTMHEHIEN;
O ToCpeuIECTB NH OGMeHe JQNIBINII MCALY YIATCHIHM KOMIDIOTEPOM 1
KOpIIOpATHBIIOI CeTbi0
Cpeilt POTOKOI0B YAATIEHIIOND A0CTYIIA K I0KUIbHOI et anGobitiee pacipo-
CTpaneiie oL HpoToKo Torka-Touka PPP (Point-to-Point Protocol), kotopuii
Asere OTpT CTApToN e, TTpoTos PP mpenatasic -
obvera y
AN COTEROTO YpOBI, MNIKAICY THpORAILANI B PP aspu, Hentrioy
Bupotoxoe PPP
paoTy CpEs KNI YAQICHIOI CBAIM HECKOTBIY TRCTUELA00 ceaor JPoeis
Tporoxox PPP paskn

o y reist it ceprepa y Joeryia;
O cHRaTIe I IPOBANIC NEPEIABACMBIX AAHHBIX;

O olHapysKeitite it KOppeKIuo OLGoK:

O kom(HTYpHpOBaIHE 1 NPOBEPKY KACCTH KAHATA CBsaH;
o apecon P 1 ST aApecasi.

Ha ocione 1poroko:ta PPP 10CTpoCHb HACTO HETOT3YCMBIe 1Pt Y/UICHHOM AOCTY -
e npotoxozs PPTP, L2F 1t L2TP. D1i 1pOTOK0:Ib 103B0SI0T CO3aBaTh 3anuiiier-
Hble ka1 O6NeHa e AR RSO0 KBTS

Mt ceTsin, ceresoro yposisi — 1P

TPX s NetBEUL fLun nepesaets 56 rencdponiis sarsaaast cusont maerss omns
1IDOTOKO108 MiKAIICYpYIoTCst 1 PPP-icaipbt. TIDi HE0GXOUMMOCTII Tiepestasis Hepes
irreprier sauunmertisic PPP-tcapbi mniicanicy upyiores b 1P-maxerst cemt Hirrepiier.
Kpmrosana Tpadiia Boavoskiia Kak B Kaiiaiax Virrepiiera, Tak i Ha npoTsKein
Beero nyT Ney ; 1t cepaepost y

(OCTY A JIOKATBHOI ceTit.
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11.2.1. CpeAcTBa 1 NPOTOKOJIbI ayTEHTHUKALMN

YAaneHHsIX nosb3oBarenei

Kotrrpos ocryria o i Kk pecypeast ii cemi omkett ocytect-
BISTHCSH B COOTBETCTRINN € NOTHTIHKOI KoTopoii npiia-
JUICKIT fatiias corh. DeKTIBHOe pa3rpanItieHiie 0CTYITA K CeTeBbIM pecypeas

MOKCT GhiTh OGCCICHCHO TOILKO TP HANCAHOI ayTEITIpHKaLI HOTbS0bare:Cli

x yaaenibix i OKIb
Ghirs Sedtems sEARIH o0 oGyCOICr Tev, o NpH mEANNOACHCTII C (it
aimicexi ya cionee obee 0Ty K
Cerenu pecypea TOIBKO AUis TEX MOARIOBATEIICH, KOTOPHIC IEIOT 1Ha ITO ONpeic-
s . B OTIIC OT A0KUIbHb i, yaeribic a0~
Baret e MpoXOT HpoTEAYPY i (TpOIs i 0Ny CKe Ha

oprangaun
TIpi YQICHHOM BIIMOACTICTBIII B Ay TEHTIHKAILL HE TOTBKO 1016308~
eseli, HO 11 000PY OBAUMIIS, HIOCKOBKY HOAMCIEA TI0,TBIOBATEII1 ILTH MAPUIPYTIETOPA
HPUBOAUIT K OAIIN 1 TeM 3Ke HOCACCTBILAM — AQIIIbIC 13 KOPIOPATIIBIOI CeTit iepe-
AGIOTC 1C TeM LY, KOTOPBIM O 1D ACb.
it i Vaacii i HeoGxo-

AUIMO BHITIONCHIIC CACYIONUIX TPCGoRaITE:

o obeinx fieTnyionux cTopoit ~ Kak yia-
Jetoro “Taic 1 cepuepa y Joctyia - st
MACKIPOBKIN 310YMBILILTEHITIKOD;
MEXANI\Q OAHOPAIOBLIX aposicii 1t liepexsara it

150 TpIMCHCHIC KpIITTORAUUIT TICPCAABACBIX CCRPOTIIX apOeii

3 , y cropont
B 1POIIECCe PaGOTH YAQICHHOTO COCHENIS;
Ha ocHoBe naponeii OTP
g " Ha octose naposeii OTP (One Time
Password) HpoBepKit nom30-

BaTE1SL, IPETEHJIYIONIETO HA TIOMYHeHHE I0CTYTIA K 3AUIIACMBIM pLLypc(M cnerembl.
(OCHOBHBIM OT/IHYHEM AHHOI
TOCTOSMHBIX TAPOJICii SAKTIONACTCS B TOM, HTO KA a3 1o
BBO/UITD HOBOE 3HAYCHHE ApOJIst
st Gy sanurty or nie-
pexnara it naposs 11 1103BOTISIET IPHMEHATH
9Ty TEXHOJIOTHIO B OTKDBITHIX CCTAX.
it

BaTeh 0IKCH

naposteii smseress HOTR pas-
paGoranii Mextynapoasoii acconaieli OATH (Open AuTHentication group).
AITOPITM HETIOM3YCT B KatiecTRe BXOABIX Siaeritii cexperbiii inion K 1t Tekytee
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aaserie cverika rerepaiii N, KoTopsii yeeaBacTes npi Kaioli HOBOfi ree-
pa mapozs

Ocroitoii (yimaurorasisii 610k airopirra HOTP pasaie shicasier aiade-
e corractio aaropirrsry HMAC-SHA-1, a sates penosier onepautio puiezeris
(Truncate) 13 noaysientioro 160-GiTHoro aiasertiv 6 1idp, ABIOUINCA OHOPA30-
BBIM 3P0

HOTP (K, N) = Truncate (HMAC-SHA-1(K, N)),

e K — cexpermiii nion 1t N — cuersini reieparuti,
Ha piic. 114 noKasan npHMep reiiepainii 0H0pasoBix Haposeil 1 CTopone o
soBarelsL. Cropona nonbsosarens
Teteparopt ouIopas0BsIX maposeii Mok~
10 PEATIZ0BATS ABYMS CTIOCOGANIE TIPOTPAM-
MibiA 1t annaparibis, Hepobiii na i, ec-
‘Tectseto, Mertee Hazcke. /16710 B TN, STO
KINHTCKA YTILTITA A0.UKITA XPaiTh b cebe
cexperbii Kion nobaoateist, CAeaTh a10
Gosiee 1 Mertee GCIONACHO MOAHO TOMBKO
€ 10MOIBIO HHPOBaIIS CaNOrO KU 1A
ochone nepeorabioro mapos. Tlpit atos
NHTHBATH, HTO
VTILINITa A0KIia GbiTh yCTAHOBACHA 1a TOM
yerpoficrie (KITK, exaprorie 1 T.1.), ¢
KOTOPOTO B AaHiblii MOMCIT BbIOISCTCA
ceccnsi. Takiin 06pazoy, nOAyuaCTS, 1O
ayTeHTHMIALIS COTPYAIKA 3ABICHT OT
OO0 APO.LA, I FTOM CYICCTRYCT MO~
SKECTBO CII0C000B Y3HAT I M0I00PATH ero.
910 JGICKO He CAMHCTRCHIAS! YSI3BINOCTS

Puc. 11.4. Mpmep renepatum
ORHOPaZOBbIX NAPONE/ HA CTOPOHE

HIDOIAMMHOTO rerepaTopa -
postcii. C. Gobineii yerpoitetsa s
renepainii oopazonkix naposcii OTP.
B ocitony , a octone niaposeit OTP
SATIOKCHB! CCYIONIIE KOMIIOHCHTE
O reneparop naposieii, ii coboii yer-
poiicteo, 1y s ¥ aasernii napos

10 3anpocy Ho0BATCAS;

O cepep A0CTyITa, OfccneuBONUL HOSeIe 1 Tepiriiyio 00paGOTKY 00~
PA30BLIX MAPOIEii, MOIYUEHHEIX OT TEPMIHAIOB NI0/B30BATCIIC]
cepoep RADIUS, i

3 TPOBEPKY NPaB A0CTYIIA
© AanHBI, N0y IMI OT CepBepa J0CTyTIa.

Asropuryip ’ Ha ocnose
OJtoOpazOBLIX Mapotci MpiBeACH HiTe:
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Ha ieppoy orare ¥
POt it HovoIuT yerpolicraa u zates ero o cern
BMCCTE CO CBOIIM PTHICTDAILIONHbI HICHCM CEpBEpY 0CTYIIa.

Cepiep A0CTYIA I0YACT O TIOHIOBATEAS! POTHCTPAILIONHOC 1N 1 JHavCiiie
HAPOs, T10CAIE HEro NIEPEaeT 3TH MapaveTphi 110 npotoko:ry RADIUS cepnepy
ayresmiduain,

CepBep ayTerTIHKALII TPOBOUIT IPOBEPKY MPABILIBHOCTH NPCIOCTARICHHbIX
ayTeRTHGIKALIHONHbIX AAHHbX, PE3y.BTaT KOTOOIt OTHPARISCTCS CCpBepy /10~

>

B

crym.
Ha 0CHOBE 101y EHHOTO OTBETa Cepiep I0CTYIA PAjpeiiact WAl Fanperact
HOBSOBATEINO A0CTYT K SANPAIBAENOMY PECYPCy:

Tl 1 0CHOBE 01 BOBBIX TTaposieit
c nraposteit ¢ Token NG-OTP kowmarnit

Addin (pc. 11.5).

[ M)
~ m&"m".w—»‘
Cey

pecp

KnviewTcite Tepumianst npAROKGHH ayresmucpkaLyn
wsosarenonc reepaTopaw Srcroms ctosa S

 voaynew OTP.

napone oToken NG-OTP
Puc. 11.5. Cucrema ayrenmudmaum ¢ reweparopams naponeit eToken NG-OTP
womnanm Aladdin

Jlantast cHCTeNa BITIONaCT i e retieparopsi aposicii €Token NG-OTP peaiay-
HOTP.a ! Microsoft Internet Authen-

tication Server (IAS) ¢ ycranow ey ororre iz voay.iest OTP.
B K1CCTRC CepDepa TOCTYIIA B ZQTON YA€ BHCTYTAET Cepicp IpIIOACI Ko~
ropuii obccreuact
JLOCTOHCTBON JQHHOT CICTEMS ABACTC HCTIOTOBAII HESABICINOTO, TO eCTl
cpecTsa Ha
HAOTh I BhiCe:

e e
“Token. Do i ii

anBaCT 1o Ha cBoem Auiciiiee. [I0IK30BATEIO OCTACTCS TONLKO BBECTH STOT 1APOITH ¢

ATy Db TEPMITIETA

Ecaut ke uenonsayeres cepaep RADIUS, otnrbii ot Microsoft IAS, To s atost cay-

42 OIf MOKCT GbiTh TICPEIACTPOCH B PEKIIM IPOKCH, 1 KOTODOM Off A0/GKCH THeperanpar-

AT} B TOCTYTRIOe X Y SATPOCE 1 00 Microsoft IAS ¢ vonyaext OTP.

K

Ocnonioe ToKeton y oc
perc napaieit. Cavin G It
wanpiyiep, ¢ D MeTona pa P ™
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OT Has \ATHOIO 1t G TepMmHaie
J0eTyNA — 910 €O CTOpOHBI i
B noctyne K ceprepa 113 11060ii ok

seMH0r0 mapa.
napozeii OTP » c -

TOTPACIMECKIMI NETOTANH TTOSBOACT PEATHSORAT HAEAHHIE CHCTEMB! YAICHHO!
ayrenrudmkaim. Jlannas TexHo0rs OGIAACT PAAOM BHAUMTEABHBIX A0CTOHHCTS:

415 HBRCCTIIO HEMHOTO CTIOCO00B Aciic-

it npi nepezae itcpopaa-
LU 110 OTKPbITHIM KalTaTaM CR3IL Me;w TeM Takast Bt BCTPCIACTS! Bee
saite it wante. OAHOPAZOBHIC AP ~ OO 163 HEPCHIEKTHBHbIX ce pericii
1 2 e

1. Ha;lcmmcr\,(ml!opa.nmhlx naposie

o st cucress ayrel i ¢ OTP noxxo-
it yore cy D0 Haro0 acr ion ¢Token
NG-OTR i ¢ v, Takiie ToKelibi
MO0 onah B yke HcTeMz i

HOCTIE 6¢3 11X TIEPCCTpOFiKiL B PEyIBTATC BHCAPCHIIE TEXHOTONI OAHOpA0RH
pOIIli NOAHO HPOBCCTH € OTHOGHTEIbHO HEGObIIINI STPITa .

3. Banuira caGo sasucit or paxcropa. Ba
1 Gaze USB ncnomayercs ) ayrenid-
Kaus.

4. Yaoberso xormenmnt OTP s nomsosarese. Tlonysars 0Ty i Heobxom-

MOIi 1HIOPNAILII € HOMOIIIO OUHOPAIOBLIX MAPOICHt HIHYT He CAOKIICE, oM
IDICHST 15 3101 AT Kn0tCsC 108, Hexoropsie amaparisic
satioii MO0 Fh 12 100b1X

or 2 HEM TIOTOR 1ty S 110,

TIporokoit PPP isieet BCTpOCIbe CPEACTRA, KOTODHIE MOTYT GhiTh HCIOAL30Ba1 b1 U151
it yaerton Ipoko mpiryicrsi-

10TCS CIICAYIOUIHE NPOTOKOIIBI AYTeHTHAHKALIL

1ipoTOKOA A0CTYIA 110 Tiapotio PAP;

nporoko ayrenTdukatuit mpi pykonosariin CHAP;

nipoToKoA pacimpettofi ayrerripiiaun EAP:

[oXexe}

B cranapre REC 1334 onpesieseint nporoxoisi PAP 1t CHAP. B cranapre R
3748 omican nporoxon EAP

B nporecce KK 13
LIX CTOPOI NOKCT HPE/LIOAITD omoro 13
ayrermidukani — PAP, CHAP it EAP

CIieAYeT OTNETHTS, STO NpH HCTOMB30RaNIH TPOTOKOAA PAP ek TH(MKaTODSI
Bielnu et i silisis b il ol
nenomonait nporokoa CHAP Kkt 1apoith tiepes nepesatieii 10 i co
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npit-
serexa s mpororore CHAP, obecriensaer Taioke d'\mm‘y OF OO WCKo=

KeToB ¢ tapo-ies.
Hp(vmmu EAP ofaact |m||6mcL LpoKINI BoBNORHOCTMI. MHOEIA KOMITatin
cosaior ) JocTytia, padora
fouuie Byiece ¢ PPP. 3t e
oA npoToKozon PAR, CHAP 1t

Mporokon PAP

Cyrs paGors mpotokosa PAP (Password Access Protocol) zosomiio npocta. B nipo-
liecce ayTeRTHQNKALLT YHACTBYIOT BE CTOPOIbE — NPOBEPSCMAs! It HPOBEPSIONLAsL.
Tporoxan PAP netonbsyer /u1st ayTenTiuKaiii nepeasy nposepsiesoii CropoHoit
VACHTHAHIATOPA 1 TAPOISH B BILLE OTKPBITORO TeKeTa. ECIH 1IpOBCPSIONGAst CTopora
OGPy KA CORTAICIHG ICHTIIIKETOPA PO  GTHCHO, INCIONCIic Y 1o
b Gase BT RO To npotecc ay cuiraetes
nocse yero i cropone

Touice cooBeite. B KatceTe CropoI, st HOTIOCTS NPOBCPACTCS, Kk MPaBILI0,
BHICTYNACT Y@ ICHHbI HOB3OBATEND, 4 B KaYCCTBE HPOBCPIONICi CTOPOHBI — cepiep
VIQUIEHHOTO J0CTYIa.

T npotecca Ha Gase npotokoa PAP cep-
Bep YUICHHOTO J0CTYITa 10 YCTAHORICHIIS CEATICA CHSI3H BHICUIACT YIAICHHOMY
Kowtorepy naer LCP (Link Control Protocol — npotorcos ynpameris kariaion),

npotokoa PAR. Jlaiee ocymectniis-
ercst oGyen nakerayin PAP. Yaaieiisii KOMIBIOTEp IEPEIACT 10 KaHaty CBi 1po-
BepsolLeii CTOPOHE IACHTHUKATOD 1t NAPOJIb, BEEAEHHbIE YJAICHHbI N0Ib30BaTe-
siem. Cepaep y JoCTyIia 10 1107y My )
BHIGHPACT STATOHHbITi 11APOTh 113 Ga3H1 AAHbIX CHCTEMEI SAUTH 1 CPABHUBACT €10 ¢
01y HeHIbIM Haposien. ECIIi Ot COBIIAZAIOT, T0 ayTeHTH(HKAINIS CHHTAeTCA yenei-
Hoii, w10 B nessix GesonachocTi Ha cepsepe
UaLILe XPAHSATCS He NAPOIN B OTKPBITOM BILAC, @ 1X XDUI-3HAtCHIS.

Jlarias cxea HMCET CYMCCTBeHHBTT HEIOCTATOK: 1060t cro-
COBMBIi TCPEXBATHIBATE COTEBBIC NAKCTEL, MOKCT NOMYHHTS PO HOTKIOBATES ¢
TIONOIILO NPOCTEIETO QA NKTOPA HAIKCTOD T cudipep. Tlozryss aror napor,

JIerKo npoiizer Ot HAEHEN BIIETbIA HapOs

To ceTit B npottecce ayTenTHMKAI MOKCT HIEPEAABATHCS! He NPOCTO TApOITD,

PCYITaT €10 HpEOGPASORAIILL — CKAKEN, TOT e X iapoi. K coxaentio, 1o e

yerpansier Bbillic Hex CTEM 3Ke YCHEXOM MOKET
TIEPEXBATIITE Xoill TApOA 1 nplmcl ITD €O BIIOCICACTBIIL
tenyer

PAP, coriactio romopouy
B,

W apoit 10 I CBsian B
LE16C006pa3HO TPHACHSITH TOABKO COBMECTIIO € IPOTOKOIOM, OPHCHTHPOBANHEM 112
ayTeRTHQIKALIIO 10 0AHOPAI0BbIM Maposiy, Hanpiiep S/Key.
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Mporokon CHAP

Tporokon CHAP (Challenge-Handshak Protocol Kipo-
Tokomay Tima sanpoc-orser. B otmrie ot npotokona PAP, B nporokoe CHAP
1O KAIOTO NOLIOBATE I /U TIEEAH TI0 JIHH CB3H 1nidppyeTcs 1a octiobe
CYAITHONO WHCa, TOAYHEHHOTO OT Ceppepa. Takast TeXHOMONEL OeCTeunBaeT He
TOJIBKO JAIUTY 1APOSE OT XHILEHHS, HO 1 IIPEAOTBPAIIEHIE TOBTOPHOTO HETOK0-

nakeTon ¢ Tiapose.
upmmm "CHAP npivensetcs 5 conpevenbix cerax ropaso e, sem PAP, Tax
KAK O HCTIOBYET TICpeAaty Hapos 110 et ii opaie 1,
ropaso Gesomaciiee [4].

TAPOIS B COOTRETCTBI C CHAP cs ¢ -
Moo precior 1 T09TOMY sIBsCTCA 1HE0G-
paninymi. B cranzapre REC xm i u|\()u»<(nn CHAP b asiectne xom-Qymkiui
onpezetett anropirrst MD3, 153 BXOHOf crit -

Goit et 16-Gaiioc sascrne. Xots N0 Ao Cexpera sbsercs
o Gai, cexper
unmoii e Menee |66am Creubymnn CHAP 1 Hexriower bosioiiocts ic-

py
s mumumnnmm nporecc ammuqnummu 1o nporoxony CHAP cepsep
VAQUICHHONO JOCTYA T10CIC YCTAHOBICHIS CCACA CBSI3H AOMACH BHICIATH YAaeH-

Hoxy naker LCP, y Ha 1po-
Toxoma CHAP, a Taroke Tpe6yesioro arropitia Ecam y i
it asropumy TO OH 0KENH
orseriTs nakeroy LCP o coraciin ¢ B
cryuae it nakerasi LCP uis aropirtya xauposa-
s,
Ha MieHa TaKeTaNIn TpOTO

a CHAP bk

O nose «Koas (Code) ykaspisaet T naxera;

O noe «Mermiikatops (Identifier) coaepsirr ymkanbioe s
nosgonscT KakoMy anpocy

O Tons elLnnman (Length) ykaamzaet iy nawera B Galrar.

O noste «/lantbies (Data) — uniita it JOPMAT HTOTO N0 ONPEACISIOTCSE THIOM
niakera CHAP

B nporokosie CHAP onpee/ietibi aKeTs! HeThipex THiios:

CHAP. Kaoiuiii naker npotoo.

€T YeThIpE NOMsE:

10, KOTOpOC

er;

O «Boion» (Challenge);

O «Orkmiks> (Response);

O <Iloxrnepaenties (Success):

O «Orcas» (Failure).

Tporoxon CHAP icromayer s ayr
peayasrar 3082 ¢ HOMOIHIO ¥ :
CoRpeTa. DTOT CORpET INCETCA KA Y TPOBCPAIONICH, TaK If Y HPOBCPACNOfi CTOpOITbL
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TIpOieAYpA Ay TerTHDHKAILIH IaUIHACTCS ¢ OTHDABKI CCPBEPOM YATEHION0 0CTYIIA
nakera «Buions (puc. 11.6). Tlosie xanibix b nakere «Bbions CoTCpRIIT:

o JIBHYIO HIHCI0BYI0 KOTOpast A0:TKia GbiTh yilit-
KGUIBHOI LIS KEKIOTO TIOCAANNON IAKCTa «Bh30B», & TaIoke AUy J10fi 110C
JexoBaTebHOCTIE B Gaifrax;

O wermipKaTOp NpOBCpsIOLIEH] CTOpOILL

Mposepsiouan Mposeprenas
cropona cropona

CHAP-Bi308

Buwcrenvie
CHAP-omnk

Busmcnenve
xow-xona __ CHAP-noaraepxaenvie
A Pa3pHiE Cenan

Puc. 11.6. ILaru npouecca ayrenTuduauiam o npotokony CHAP

VeI KOMIILIOTp, HOTYI HaKeT « BI30m», SAUIIPPOHIBICT €ro C HONOITHI0
i 1t DeTa, 101y At B peayIBTaTe Jaiiivkeet

Jlaiizvkect posppatiaeTes npopepsiioileli CTOporie B pitie Niakera «OTK K.
Tloie JQIIbIX B STOM IAKCTE COTEPIKIIT CICYIONUIC DCNCHTb:

O pesyasrar n r airopuma nan m|r|7op»

ii, cocrosmedi n3. “TOpo-

MY W WHCTOBOI TIOCTEOBATE HOCTI 13 TKeTa <Bbi30B», & TAIoKe ﬂkpcmnm
AP0 YIATICHHON MOMB3OBTEII1;

O uenTidpiKaTOp MpOBEPSICMOIi CTOPOITH, KOTOPBIl MOKET GHITh HCOMb30BAI

11 T0r0, 4T00H TPOBCDAONLA CTOPOIR MOTI GTEGT B cBoeii Gase anHbIx

y apy P naport.
JLuia pesysrata savuent or Py . st
anropirnva MD5 uniiia xou-xoza, i —— pasia

128 6. Ta kax
HaKeran <Buioon» 1t <OTKINK» BHAMCINTS apoD Y1
TUNICCKIT HEBORNOKHO.

oy naket «OTIK, Cepisep YICHIO 0CTYIIA 1O WACHTIGIKATOpY 11po-
BepICNIOf CTOpOH HBAEKAT 113 Ga3 QX CHCTMb aIIUTH CeRpeTHbi rasto
bt Mapos W BbIOAACT COrAa aropiTyt
Ha HiOPAALUIOHHOI CTPYKTYPOi, CoCTOsIIe 113 €ro IteHTH iKaTopa 1t 0RO
HOCCAOBATELHOCTH, KOTOPHIE GBI HOC/AIbI B TakeTe « BBi30B», a TAKKE CEKPETHOTO,
aTatonHOro apoyis. Jlaiee cepuep CPABHIBACT COCPAIINOC PEAYIIBTATA 113 0yieH-
H0ro naketa «OTRINK> © Ecait ot

JCHHOTO TIOJ30BATE1SE TIpAK-




CPECTBA M MPOTOKOIbI AYTEHTAGUKALIM YIANEHHbIX MONb3OBATENEV 469

pe:

e

AT COBIIALAIOT, TO Y TCHTH(HKALUIS CHITACTE! YCIICILINON 1 CepBep BHChLIACT
aKer <[

na
B pOTHBHOM C1yae cepBep YQICHHORO A0CTYIIA BHC naker «OTKa3»> 1 pag-
puasaer ceanc e, Tloe aninix b nakerax <Tlomepaieinics 1 «Orics» pcrio-
sact KoTOpOro CHAP ne
yeranapamacres.
Tlaker «Butzon» J0:keH GbITh OTIPARICHT CEPBCPOM TIOBTOPIO, CCAIL B OTBET Ha HEro
e Got oyt Taser <OTAHK. KoK Tor, Taker Bisoss MOKCT oTpasica

s
s DT OGS S s i Tk on o0 e i
2. CoOTBETCTRIINO, HAKET «OTK K> 10JKeH OTIPARISTHCS! MPOBEPSENOTi CTOpONOt
B oTBeT Ha Kbl ST} aker <Bbions.

/Lt Sa11UTH O MEpEXBATA OTBETa CepBCp YIQICHIOO 0CTYIIa ZOKEH I1CTIOER0-
BT P JHCII npit Kol
s exent ayrerrdricawn 10 nporoxory CHAP CTaHOBITCS NORSITHO, S0 HHC0Bast

TI0C/IE/I0BATENBHOCTD B NaKeTe «Bbiso» jo/mkia HKQJIBHOI 1 HenpesicKasye-
soit. Ecnn sanast et e Gyzer y ii, T0 a0y
CxoReT HOBTOPIO (b e i p r <OTCtics, N
1o

LB TOF0 HTOGbI UHCIOB TIOCIEOBATEbIOCT B Haete <Bbisons Gbuia vt~
Hoii 1t ii, s Gobincrie i nporokosia CHAP ora chopyi-

JIMEHTOB — TEKYHIETO BPEMeHl, BITOYas Bpesst B

PYCTCA Kak KOHKATe At ByX
COKYIIAX, JATY 1 TO1, A TAKGKC C

i i, 40 NS OROTLA A SADOGL VSR b BRI
exexbi BaainHOl ayTerTH KA.

Tpu ayrerrricpricauiit 110 nporoxoy CHAP HHOF1a BOSHIKAIOT MpOGteMsI Constec-
TUNOCTII Y108 CCTH, KOTOpbIC e Qyn-
swnih poricaenist taiizviecta. Hanpiiep, kosmarmis Microsoft peamtonauta cobe-

, Hassanubiil €10 MS-CHAP, B K0TOpOM HCHOB3yeTes
s o MDS. 11 y crynia Microsoft
drrypuposart na i Bapuairt
pu yaaueroN Aoyt (suiGpata omuis Microsoft encrypted authentication), 1o
viaciibie
obecriesetiiest PP, He cyioryT npoiirin ayTenTiuiaiiio a 31om cepaepe.

TMporokon EAP

Tpotokon EAP (Extensible ication Protocol) 51 00

pacumpenoii ayrenidukar. Hporokon EAP 10350:151€T HPOBEPATS NOLIIHOCTS

1 Joctynac

Kt O HHIOCTH ToUias CXeMa TPOBEI HOLIHIHOCTI! COLTACOBACTCH KTENTON
AOCTYIA 1 CCPBEpON, nponepiy nozu i siosker

Gurrb cepep yiaienHoro goctyna i cepsep RADIUS.
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OCOGEHHOCTHIO JHHOT IPOTOKOA SIBIAETCS TO, 4T M i
onpezesicTest a Goee nosieii aze, yke M0CTE YCTAHORICHIIS! HOTOCPEICTECIHOT
CoCICIIIA, TO TIO3BOTICT MPORCPSIONIEMY CCPRCPY NOAYHITTh HEKYIO AOMOIITEIh-
HYI0 HHpOPALUNIO 0 KAICHTe, KOTOPi XOUCT GbiTh ABTOpI30Ba.

T1poToxo EAP H0350.5CT 0CYILCCTRIITS IPONCCC Ay TEHTHAHKALIIN B BIAC 10~
2 NCILY HHTON VJGUICHHORD J0CTYIIA i CHCTENGOfi 1pOBCpRI moxtiocri. Takoii
JURION COCTOINT 13 3ATIPOCOB CHCTEMBI IPOBCP MOLTIIIOCTI 1A HEOOXOAINYIO cii
HHGODNAILNO 1 OTBETOR KICITT YATCHHOTO AOCTYITA.

ONpEACIIA OCHOBITbIC TEPMItlibl, KOTOPbIE GYAYT HCTIOAL30RAIb TIPIH OIICaIHII
nporiecea ayrerrridpiict 10 nporoony EAP:

. a i )~ o 13,
ayrenrruduatus;

o iauenm (Peer) ~ pyroii Kotieit coemreriit, KoTopbiii Gy €T MPOXOITS TIportece

ayremmduatuit a ayreniduiarope.

pitv Tiportecc ay 1 coornererBII ¢ EAP:
1. Tocae nponieayphi y ay atop nochuaet 3a-
1POC KIMEHTY, B KOTOPOM CofepiirTes moae «Titlis, — 01O MOKA3BIBACT, 4TO
ay Banpoc oker (TbCst HECKOTbKO
pas.

2. 3aTeM KIHEHT HOCHUIACT TAKET € OTBETOM Y TeHTHIKATOPY, MPIEM Ha Kakabiit
otBeTe nose «Tims, Ha KaKoit

IMEHHO 3

1poc zaetes oTner.
\y nponeaypy HoChUtast CCHTY
naer, cirHaBpyoNL 06 yenemmoii (Success Packet) it o ey anmiciics
ayremrmduaruni (Failure Packet).

ABHOCTS YHKTOB -2 MOKET TOBTOSTHCA HEOGXOMIMOE HIICIO Pas,
wieit. Tlpi 1o npotokon EAP sissiercs nowrarossis (Lock-

Tlocaesonare
onpesessenoe pearna

step), O ecTh Kb HAKeT ¢ 3AIpocoM rest TOABKO T0CIIe
HOJIYeHIS OTBCTA HA NPEABAY UL FAIpOC.

Hanpisicp, cepacp, ii nponepky noas MokeT
¥ KanenTa socrya s e aTOp I KO ZOCTYIIA.

Tlocte oTsera a Kakbii TaKoil AITPOC KIHEHT YAUIHHOND J0CTYIIA TPOXOUIT OlTpe-
eertsii yponerts nponeprt oo, KOraa i nee 3anpocsi GyayT noaysent
VAORICTHOPITEbHHIC OTBETH, NPOBCPKA TOUTHHHOCTH KIICITA YAICHHOTO A0CTYIIA
Yereiio sanepiaercs

CXCMB IPOBEPKIT IOUTHHNOCTI, HCTOM3yIoNuIe mpoTokon EAR, asbiaiorcs mit-
namu EAP. Tlo ymosanio nojyiepkusaetcst isa tuna EAP: MD5-3ajtaua n EAP-TLS.
JList YOI 1OBEpIIH IOATHHHOCTIH KHEHT YAQICHHOO A0CTYIA  CepRCp, BHIIIon-
IO 1TPOBCPKY NOATHHHOCTIL, JOIKIb MOVICPKIBATS OAIE 1t TOT ke T EAR.
Toawmoserie Apyrinx voiysicii EAP K ceppepy, HCHOTbayIONIesY MapIpy IGO0 it
VAICHIbI{L AOCTYIL, O6CCTIeNHBICT NOMEPAKKY HitbiX MeTozion EAP
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WHepactpyxtypa EAP ans Microsoft Windows
EAP simsierest naopost pity
noepKKy m0GbIx Tinon EAP, BHIOHEHIbIX B BIA MOAKTONAEMBIX Moy icii, EAP
OBeCIICUIBACT COITACOBANIOCT OOPAGOTKI BCEX DJIEMEHTOB Tpoiecca ayTenTi ika-
1w — o1 Hapoeit 10 nponeAyp THIA Sapoc  ceprit-
pHKaTOB HHPACTPYKTYPBI OTKPHITONO Kalloda,

Ceweiicrso Windows Server 2003 nomepsusaer wa tima EAP (MD5-saaua
1t EAP-TLS) 1t oswosiocts nepeaatit cooomeriii EAP coprepy RADIUS (EAP-
RADIUS). Moato Tacie yeratomims zononumersitie Tam EAR

aazaua. MD5-saaa (Message Digest 5 Challenge, MD5-Challenge) s~
ercn batensitos THnoM EA, KoTopeti RCIOTOYET TOT e MDOTOKON OGea sa-
npocavi, w10 1t ocosanibiii 11a PPP npotokon CHAP, 10 sanpochi 1 oTseTs! oTipas-
moTes B e coobuernii EAP. OGrano MD5-5a7a4a nPHMHSCTCS U151 DOBCDKit
VHETHbIX J@QHHBLX KIHENTON YAQICHHOIO JOCTYI CHCTEMAMH, HCHOMBSYIOUUMIL 1M1
noab30BaTE st 1 1APOsih, Kpose 1010, ¢ oMoitsio MD3-3a1atit MOKHO IpOBepsITH
pabory EAP.

EAP-TLS. Tporoxon EAP-TLS (EAP-Transport u\u Security) — o10 T EAP,
Koo B crcTeyax
e |1pnlxepKA TOUIIIHOCTI TIPH Y/GIHHOM J0CTYTIC OCYHICCTRISICTEA € IOMOIIO

METOJ TIpOBEpKI E
Owen cooBmenmtzn EAP-TLS HO3BOIAET BHIIOTSATS BSaMMIYI0 TpOBEPKY O
noeri, MeToza u oA
MEAKAY KTHEHTOM YIICHHONO JOCTYIIA 1t CePBEPOM, BBINOMIAIOIIN MPOBCPKY MOA-
moci.

Tporoxon EAP-TLS olecreunsaer cayiii naesits
HOCTIE 1 OpE/ICeHIS KTI0YA.

Tporokon EAP-TLS noiepiisaetes ToibKo Ha Cepsepax, Ha KOTOPBIX BBIIO-

steTes CysKGa MADIYTH3ANN 1 YAICHION JOCTYI, HCTIOb3YIONUIX TIPOBEPKY
nowmmoctn Windows wm RADIUS.

-RADIUS. EAP-RADIUS — o710 e Tin EAP, a ciioco6 nepeaun crcresioii

nposepicn nomiocTi cepsepy RADIUS cooGmenuit EAP oboro Tina EAP. Ha-

crtocofs nponepiat oAt~

Tpivep, /L1 CepBepa Joctyna, 1 npoBepiy
DIUS, cooSuterins EAP, nepechiiacMbic Nety KHCHTOM 1 CEPBepoM YUICHION
Joctyna, u Kak RADIUS wescay cep-

BEPOM YICHHOTO A0CTYTTA 1 ccprepost RADIUS.

EAP-RADIUS HpIMCISICTCs! B CHCTEMAX, Te HCTOIB3yeTes Cy3kBa IPOBCpiit 101~
et RADIUS. Tperyyiiectso EAP-RADIUS cocror b o, uto Tiis EAP

pitbi GbIT yeTatomIciib TObKO 1 cepaepe RADIUS, a tie 1a kakion cepcpe
yaateroro aoctyiia. B eaytae cepaepa IAS it EAP TpeGyercs yCTaHoBirTh T0bko
iia tero.

OGbrano npi nenoabopaintin EAP-RADIUS cepaep, 1a KOTOpOM Bhiommsiercs
MapupyTIL: il JOCTYII, HACTPOH Ha IPOBCPKY TIOLTIHHOCTIE € TIONMO-
nwio nporokaria EAP 1 cepsepa 1AS.

A
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B 11poticcee MOAKTIONCHIIs KHEHT YAJICHHOIO 0CTYIIA COTIACOBBIBACT HCTIOLA0-
sarnte npororoa EAP ¢ cepaepoy yiaemioro goctyma. Koria crien ompasier

cepsepy Joctyna cepey JOCTYIT KT
cyanpyet coobucre EAP b nie cooGmensn RADIUS 1t omnpassier ero cepuepy
IAS. Cepuep IAS EAP 1 cepnepy y

EAR B RADIUS.

Bareu cepuep Joctynia EAP ey
eRHOr0 A0CTY A, B TaKoft KON(HrypaLUti1 CepBep YICHION JOCTY A SIBICTCA Ay
Best o6padotica AP KIleiToN y
JocTya it cepnepo IAS.
Byayn pes N s ; Buecre ¢ PPP, npo-
toko1 EAP Haiiiesl Taioke 1HDOKOE IDHMEHCIie B GecpoBoMubiX CeTix (CTattapt
IEEE-802.1X).

Mporokon S/Key

Oy 13 Ha oct

ADOACH AIHCTCS CTanap IO B Hirrepiiete npoTokost 5/va (RFL 1760) [4]

Bait

TH yJIeHHBIX TO/K30BATeAe, B wacTHocT B ciereme TACAC 5+ wommarim Cisco.
Tepexsar o; JUIOPAIORORD TAPOIM, FCPEAFALNOTO 1O CCTIE B POTCCCE AVTeHTIpi-

Katu, e ToBTOpHO

TOT HAPOIb, TAK Kak MpH ii nposepKe 1oz pezbsn-

1T yoKke APYToii napoth. TI09TOMY CXeMa ayTerTH(UKALIIN 1a 0CHORE OIHOPAZOREIX
tapostcii, b uacriocTin S/Key, 103BOISCT HepeaBaTS 10 CCTi OAHOPAZORbI Mapoh 1
OTKPLITOM BILC H, TAKIM 0OPAZOM, KOMIICHCHPYCT OCHOBHOI] HEOCTATOK MPOTOKOA
ayresmukatuni PAP

Ojtiako ciicyer oTNeTiTs, 410 npotokoa S/Key e HCTOaeT Heo0XoNOCT
SATAHII CCRPETHON NAPOI AT IGAKIONO MIO30BATEA. DTOT CRPETHbii Hapoits
HCTIOL3YeTCs TOTBKO U1 TEHEPALII OAHOpa3OBBIX maposieii. /List Toro w1oGHt 310~

avor o mep HADOITIO BHINHCIIT CeKpeT-

It HCXOUNB] Tapo.th, EHepaLIz O1OPAROBIX MApOAEE BHIIOITACTEA € TONOITIO
oocToporieit, T ecrh HeoGpatinoil, dymiiuit. B Katectse Takoit oaocToponteii
kit B criewdcam nporokoa S/Key onpeaesien aropity Xounposatiist
MD4 (Message Digest Algorithm 4). Hexoropsie peammami npotokona S/Key B
aiec if Gy nenoayior aropim MD5 (Mes-
sage Digest Algorithm 5).

Tosicrins ochoniyio 11cio0 npotokoa S/Key ta ciieayiotest npisiepe.

Iy YAQICHHOMY 10AR3OBATEII0 (POBCPACNOI CTOPOIIE) 115 PETYIAPHOT 1po-
Xowzens ayreka HeoGXoM Hatop 113 100 oxHopazonbix mapoicii

Tponepsiexioii cTopote apaiice HazatacTe: retepupyeMsili ciysaiinii kot K
B KavecTne ce TOCTOsMHHOTO Hapots. 3atex croporia b~
HOJMHSeT MPOLCAYPY URHIIGA AL cnricica onopazonsix N = 100 napoicii, B xone
aHOI IDOIICAYB! TPOBCPSIONLs! CTOPOIA € HOMOIbO OAHOCTOpOHHei ikt
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BBMHCIACT 110 K104y K MDOBEPOHOE SHANCIIE ©,,, JUIS 1PBOTO O1HOpA3OROTO I1a-
post. JL1 BIMHCICINSE SHAUCIHIS 0,,, 11104 K NOJCTARISION B KteCTBe apryMerTa
by b gamias by peypeunio sumomsieres 101 pas:

(K)J‘ﬁ"(h(K)Lm h(h(h(K))), o h(h(h(.,h(K), N) h""(K),

w,

cex-

i AtSE I, 8 vk Secexperios sn N ,, COXPANSIIOTCs! B Gage JaHIbIX

poBepsoticii Ctopotst. Mic:10 N AIICT HOMEPOM OU10PaI0BOro Hapos A1t 0ic-

PEAHOT Ay 13 CHICKD, OHOpEOMEX Haposci. CICAYCT OTvETIT, 510
N

noce KIKIOTO TAKOTO poust Hosep N y
i eIy,
B npoitecce ovepeiioii ay ii noce
cropora ii croporie cuoii a
Ta v uiiczo N, B aimiey npiniepe

N = 100. Faten NpOBCPICNA CTOpOIa BUNICET 110 CBOCNY CekpertioNy K10y K
ouiopasossiii tapo.t

@ gy = O HCKD)..)) = HOK)
i HoChLIaeT €ro npoBepstotieii cropore.

[O.YHHB SHAUCHIC @y, IPOBCPAIOLLA CTOPOIA BHIOACT HAL HIM OU1H Pas
OOCTOpOIIION yHINIO W, = A(t!,,,). Jlvice NpoBepsiioNAst CTopoia cpaiBacT
HOIYHCHHOE HICIHe &, €O SHANCIIEN ,,, 163 G Aanbix. EC1 OMi coBtaza-
0T, T0 9TO GBHAACT, 4T 1 1 ) = T, U, CACAOBATEILIO, Ay TENTHIKALIA SBIICTCS
yeriemoii.

B cayuae ycrieumoii ayreimuiicuuti 1posepaIoNst Cropoiia savenser  Gase
JGUILIX U151 TIPOBCPSCNOfi CTOPOIbI HICIIO 0,,, Ha TIOAYHEHIIOE OT HEE HICAO T,y @
ancio N iia N'= N - 1. C yucto Toro, uro npi ycreimoii ayrerrmudpuicaun ovep
OI0pA0OrD 1P N 11 0YEPEOTE aYTENTH I YNCHLILICS 1A CAIY,
5 Gase JamIbIX croponni copyice I cexperin
K00 K nposepsienioii cropoitst Gyt xpaniracs wnca (N — 1) 1t . 3aecs 1o
@, TOHIMACTES HOAVHCHIB OT NPOBCPsIENIOli CTOPOIL it YenCuoi ayTerrruidpi-
Kallnt nocicAHii 010pasoBsii 1apo:th, TTocie HCTOOBAIL OUEPEIOD CIlICKa
OIOPIOBHIX POt IPOLEAYPA MHIVGTILAILH A0 BHIOANSITCS CHOBA.

e

Hiorza b et M HASHANATD Cek-
periili 10C K ibont, T b Takoii
s S/Key npeay pesKinn Borsnc cioBbix Maposieil 1a octoe e
1 LHO 1 ii croporoi i
ancra, Tainss 05paso, b < S/Key 3a kKb
e W cexperibiii i mapoun

Tlepeit TeM Kak MPOXOUITH ayTerTIH KA, Kb TO/B30BATC b AOTACH Ciia-
“ata npOiiTIH IpOUCAYpY P cimicka o X taposeit
(asic ropops, dpazy mapobiofi Jlantiast paza BbimOMNACTCS 10

3ANPOCY NO/BIOBATES HA CEPBEPE YAAIEHHOTO JOCTYIIA 1 COCTONT 13 CIIEAYIONIX
maros:
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1y ero
; yeres cyuaiiiioe o R, KOOM i~
sawn, Yneno R Gyzer s ca naposeii
; 20 it mapo:tbioli
3y U UHCI0 naposeit (uucio N), kak

npaniLio, 163 mrrepsaza 300 < N < 1000, K0T0pO OH MpEATONATACT HETIOMH0~
BATH 10 CACAYIOICH] TAPOABHOI HHHIUGAIIALINT (AAHHOE IICIO MOKCT TAIGKS
FUIABATHCS! AAMMHICTPATOPOM 3apaice).

4. VI3 Gasbi JaHbIX CHCTEMbI AIUITHY 110 ICHTHHKATOPY NOKIOBATEIS H3RiIe-
KaCTes1 ero cerpernbiii napos K.
5. Buavenna R u K KaKc apryserTl ity b,
npuyiersieNofi nocaeaoareasio N + 1 pax:
0., = hOHCCRCR KD)..) = B (R K).
6

Uiena R, N 1 ), | COXPARSIIOTCSE AU1st TOB30BATEISH B Gase AaHHbIX CHETeMt
AT BNECTE € CT0 WACHTHiKaTOpOM 1t Maposie. B otme ot mapos K,
ez R, N1 ), He SIBASIOTCS! CokpeTHBINIL

Kk yike omsieatoch, w10 N SETCs HOMCPON OIODIOROTO 1ot A1 0

3 cntera Hapoeii, npiriey aror
unwcpNy\mnhummLu Ha CAUHIILY 10CIE HETIOMH30RAINIS KAJIOTO TAKOTO 11apoJis.
Dasi MO MNIRTIANN e TPEEYCT TEPCI 10 CeTH CCRPETHOND Taposta

", MoKeT GbiTh Kak ¢
oKaBIOf ceTi Tas i ¢ yaseinOf Nt TIocie HApOIHO MAGaN
Mosker N oBbix naposicii 10 ii Taroit
TReTCTRCHO, N cearicon yaaientioit cpssin ¢

AoKIbIOf CeTbio.
TIportecc ouepeuoi ay TerTiIKAII DI YAAIEHHON OCTYIe K J0KaTbHOfi corit
BIIIOUACT CICAYIONUIC Har:

1. Viaiensiii nojs3oBatests cooGiaeT ceprepy YICHHONO OCTYa CBOl 1ieH-

Tudkarop.

Tl Gasbi AGHHBIX CHCTEAb FALUITHI 110 WCHTHHKATOPY TOIOBATEIS ceprep

uaBIeKACT ero cekperibii napo K, a taioke wicra R, N it w,

Cepup nepeset o c110 R, kotopoe st aseres
10 \ it a Taioke Homep

>

©

napozsi N,

TIO/IK30BATEIID A YAQICHHOM KOMITbIOTEpE BROAT cexperibiii mapoas K', it
KIHCHTCKOE NPOIPANMHOE 0GCCTICHEIHE BIMHCISICT OUCPEONi 0XHO0pasoBbiii
napors:

~

«,

h(h(h(..(h(R, K'))...))) = h¥(R, K').
5. i apom @', cepBepy
Cryia, KOTOpBI BLIIONSCT HAL MM O DA OOCTOpOIIOIO hytikiuo h:

o1 = .

',
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6. Cephep CPaBITIBAET NOIVSCINOE BICINIC ., CO SHATEHICN ., 13 Gas
AQUHIBIX CHCTebt dauuTh. Ecm anavenus 'y | 1 w,,, , COBIAIOT, T0 ayrer-

THNKAIII CUNTACTCH YOIl 1 YAQTeHITbi TOTL0BTE b JOMYCKACTCH 5
B [yHaC TOCHLTACTCs ¥
"
7. B eaysae ycrieuioli ayreidiianuit cepaep aviensier b Gase ZaHbIX cieTesb

BauThl st wueno w, ., Ha ii ot nero
oanopasonsii napob @'y, a wicao N ia N = N — 1; ¢ yierost Toro, uro Hosicp
amopsonoro mpons N s oqcpe/umu ayremm‘pnkz\um VMeIbIILICS 1a et~
iy, 1 Gasy JQHHBIX CHCTEMb
i e s Gyt Ty DAk w,

“Taity 06pa3oN, TIpiE KJIOM HOBOM JAIIPOCE HCTIOLYCTCs! yHIGUIbibili pasosili
niapoutb. Tipi N = 0 napayeTpbi Cxexbl renepipyioTes sanoo [27, 73].

OcnosHast ues 3 B PACKPBITHIT ClleAy ommo-
PAOBONO MAPOIIA T, , 0 TEKYIIEMY 10, TO CCTh CROTITCH K BHMHCAITEbHO Py
ot 3azate obpaeni gy v, (). Jlan yexopena npoueay-
Pt Haporteii, Hanpisicp

HCCKOTHKO ZICCSTKOB, MOKCT GhiTh BbIMIICICHO 3ApaNce 1t XPAHITHCS 1 YAICHHOM
KOMIIBIOTEPE B 3aipOBANHOM BILC.

Iporoko ay Ha niaposicii S/Key
B yaCTHOCTH, U1 Y Kon-
potst A0CTyMA K CoTi yaanenibix nomsaoatencii TACACS+ i RADIUS.

11.2.2. LieHTpann30BaHHbIi KOHTPOSIb YAANEHHOTO

Aoctyna

s ) ii M0KATBIOf ceTit BiTOHE

JIOCTATOMHO OAHOTO CepBepa YAAIeHHOTo AocTyna. OAHAKo ecau JOKaIbHAs CeTh

OGBEIMICT OTHOCHTEBHO GOTBLIIE CCrMEITS 1 HWICIO0 YIAICHIHIX Tob3oBaTeICH
“Tact, To OOTo cepuepa y Joctyna Gyser neiocta-

OO,

TIpit 1CTOb30BMIIN B OO OKATBHOI CETH HECKOBKIX CCPREPO YEUICHIION
J0CTYITa TPEGYETes! NeHTpATA0BAHIbIL KOHTDOITH A0CTYITA K KOMITBIOTEDHBIN pecyp-
can.

PacesOTpHM, Kak PEIICTES A KOHTPO1S AOCTYIIA K CETH YAICHHBIX 0130+
Batelteii B CcoOTRTCTRINI ¢ OGbNHON CXeNOIi, K0T YIICHHBIC TOS3OBATEI MbITa-
10TCA HOYSIITh J0CTY K CCTCRBIM PecYPCaN, KOTOpbie NAXOIITCS! MO YIPARICHIICN

pasinix < crere. 210 coero
CCpBEpA VAICHHONO A0CTYIIA, 1t RAS BHIIOIACT LTS HEro NPOICAYPY ayTerTiidii-
K, wanpinyiep, 110 nporoxoy CHAP. Tlou30sare:th 10reCKis BXOMIT B CeTh 1t
OGPAILGACTCA! K HYKIIOMY CepBCPY, TAC CHOBA IPOXOMIIT AYTCIHTIIKAIIIO 1t aBTOII-
A0, B PEIYIBTATE HETO OAYHACT I He NOTYHACT PA3PENICHIIC 1 BHINOTHCIIC
Sanpouentoii oneparti.
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HETpYAO 3AMCTITh, O TAKas1 CXEMA HEY0011A HOL3OBATEIIO, HOCKOBKY €My
HPIXOAITCA HECKODKO a3 BHIOMIATH AYTCHTUIKALNO — IPi BXOLE B CCTh Ha
('vput'pc VAQICHIONO J0CTYINa, @ TI0TOM elie BETKIIiE a3 pit OGAHH K KaKAOMY

ceprepy cerit BBRICH HECKOIBIO PASHbIX

ARGl KpCose S0 o RomSet ST opa e Hp X a1 Do s MG 55
B paIIbX cieresax. Boawiiaior

TPYAHOCTH ¢ TaKoii ceti, JLOJIKEH 3aBOJMTH

VHCTHYIO HHPOPMAIIIO 0 KON HOML30BATNC HA KON Cepuepe. it Paspodtieii-

Hbie GA3LAAIIbX TPYAIO ® coctosmunt Hpi

corpy AR TN RS T By CHICKER, DorERa0T RGCARE Tl

naposteii, cy ayurr.
0 TpyaHoCTIH it npity nen-

it catycn ay u piers

KOITpOJIS 10Ty oTACBILIT CepBep, e cej ayrentigi-

K. ot c st nponepicit yaeiibx i

ONpEENEHIS HX TIOMHOMOSI, 2 TaKIKE (PHKCALLAY 1 HAKOMIEHHS PETHCTPALUIONHO
HpopMALI, CRARNROT ¢ VwIeH M A0CTyIIO. HaIeARH0CTS ST HoBBIaCTA,
ceait ceprep y JoeTytia  a
11ihOPNAILIIO HENOCPCACTEEHIIO Y CepRCpa, 1a KOTOPOM XPAHITCs! 00iiast 6asa AaHHbix
CHCTeMbI 3ALIITH KOMTIBIOTpHOI e

Ot1aKo b GOBUIHCTBC CyHaCh CePREPbI YAUICHHON JOCTYIA HYAAIOTCSE B TI0C-
pestiice U151 BIAIMOACICTBINS ¢ ICHTPAIbHOl G230t AAIBIX CHCTEMbI BAILUITH, Ha-
TISCP €O YRG0l KATATONOB, DT 00YCIORICHO TeM, HTO CrAIAPTANI YIATCHHON

cepucpasit soctyma, ApOTCR

npotokost CHAP 1 PAP, Kotopsie e noaxozsrr Ges qonozeriii s ayremmidi-
it ¢ nenomssosariess NDS (Novell Dircctory Services) 1w zovertiofi cyGot
Windows NT. [List 1pOBCpKI1 OTBTa 12 BLI3OB CCPBEPA, IOCTYIIBIICTO OT HPOXO-
v nporokoia CHAP npinsiersicr rie-
st POBAHIYIO KOIIIO apoist B npocToit Tekcerosoii dhopwie. Tlpi ayrenrndiiaium
10 CHORC POTOK07a PAP PO TAGAC HCMOT3YCTS 5 OTRPHITON BlAC.

< ciere 1 cayas rota-

JIOHHBIE TTAposIH it

\TO He N03BOSICT Cepiiepay y Joctyra, npoto-

o1t PAP 11 CHAR, 1€t OTIuITbii STa ot 1apo:ih /Ut NPOBCpI oThera,
Poum, 80 MesKiy ceprepait Joctyna 1

HEHTPRTBHO G20 JaHIA CHCTEN SAIUITb! NOACT GBI DORIOACHR 12 CCPECD 2y~

orrrpo: socTyna
PCCYPCAN € HONOUISI0 CePBEPR A TCHTIHIGIUIN BITOIETCS 10 OCHODE e~
Jannie fr—— y
Mble CepRepH ¥ aocTyia 1 cepuep B oy

BHITORSIONLYIO Bee hyHKI KOHTPOS YAUICIHHBIX COCUHeRITi 1a OCHOBE B3O~
JCHCTBIT ¢ HCHTpATbHOI Ga30it AanILIX CHCTeb 3anurrhi, Cephep ayrenrTidiiaiui
COBAALT CUMIYIO TOMKY HaAGTIOACHISI 1t TPOBEPKIT BCEX YAAICHIbIX HOTb30BaTeCll 18
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octynk pecypeant eyer
npasivaL.
K nandonce g

K ceTit yAanenHpIx nob3oBateneii otnocstes npotokos TACACS (Terminal Ac-
cess Controller Access Control System) n RADIUS (Remote Authentication Dial-In
User Service). CMCTLNM TACACS 1 RADIUS npeiuasmaseiibi b 1ieppyio ouepests

s IHOI CETH KOTOPBIX HECKOJIBKO CEPBEpOB.
VIICHIOT0 A0CTY T, B ITIX CHETENaX ANHINICTPATOp NOKET s sl
i w naposeit

JOCTYITa 1 BeCTH yueT ofpaneriii K ceremibiy pecypea [4].
Tporoxon TACACS 1t RADIUS Tpefyior npinviereiss OTACbHOr0 cepepa ay-
TeHTHOIKAI, KOTODbili U151 HPOBEPKH HOUTHHHOCTH TI0B30BATECH W ONpeeCHis
X TIONHOMONITE MOET He TONBKO HETIONB30BATS COGCTBEHHYIO 623y AGHHHIX, HO 1
BIIOCHICTHORATH ¢ COBPENEHITBIM CTYKGaNI KaTaioros, Hanpisiep ¢ NDS i Mi-
crosoft Windows NT Dircctory Service. Cepepsi TACACS it RADIUS miceymaior
B Kaueerne vexy ceppepan
300K OT MOMB3OBaTEICH, € OO CTOPOITBL 1 CeTCBBIMIT p«vpcm,mu cepuepai, ¢
apyroii. Peanzatuni TACACS it RADIUS MOFyT Taike CysKitTh H0CPeutiikayit it
BHCUIHIX crieTey ayTeRTHGIKaIIL.

nocty

KOHTpOJISE Y Joctyna na

P
npumepe npotokoia TACACS (puc. 11.7).
Pecyporuie cepsepei
=

et
saupm

Vaanewuse ronssosaren
Puc. 11.7. Cxema USHTPQMHIORGHHOTO KOKTPONS YAGNEHHOTO AOCTYNG
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Cierexa TACACS mhinontieria b apxitexType ioneit/cepaep [22, 35]. B xomibio-
TEPHOIi CeTH, BICTIONAIONIEHE HECKOIbKO CCPRCPOB YIATCHIONO A0CTYITa, YCTalABTIba-
eTest ot cepaep ayTerTidpitiautit, Koropiit Hasbinaor ceprepos TACACS (obritio
910 nporpaa, padoraionias b cpese yimnepcanbiofi OC. saute neero UNIX).

Ha cepaepe TACACS Gasa yucrioii
o yraneiix romsoren, BIIIOUAIONIAS HX HMEHa, HAPOJH 1 IOAHOMOUILL
K" Baaiorcst noce, 1 cepritc,

c Kmupm\m O MOKeT PAGOTATS, & TAIGKC PA3IIIBIC BILLbI OrpAIIHCHIY, HAlpINCD
Bposes xpatoneaia. i o e Tt Gaza JHIbIX ayAuITa, B KOTOpOI
KaoKa CCKOM BXOAC, TPOOI-
TETHOCT C0,  THIKS BPEMEI ICTIONSORRAIR PCYPeos o
K TACAC! oty

epuepht ia,
11 BATIPOCH 12 IOCTYII K PECYPCAN CETH OT Y/IeHHbIX 110:1b30BaTe Il Ha memn
Takoi cepuep y nporpassioe
HPOTOKOL, 10 KOTOpOMY o1l BsaNOeiiCTYIOT C Cepiepoy TACACS. Do Hpotokot
Taicke wasnimaeres TACACS.

Tpotokox TACACS. xexy ficTaits cepnepon
HocTyT ¢ cepnepom TACACS i OoHone st SUONORTB s SanDoCOR, OToE.
"o it cocauttentii, ONPEACICIb JAIPOCH, ¢ KOTOPbIMII ICITTH MOTYT O0PAILATHCs!
 cepepy TACACS. Cepiep Ha Kavkblii 3a1POC H03KeH OTBETIITH COOTRETCTRYIONUN
cooGunertiien. TIPOTOKO FAACT HECKOBO THIIOB COCANHEHII, KAAIOR 13 KOTODBIX

et 1iap ganp a pe-

etiie oTebOf sz,
Onpezieseno Tpit Tittia cocutenii:

O AUTH - uimonmsiercs T

Ko ayremT i

O LOGIN - y i yeres or
Hite ¢ NO0BATEIICN;

O SLIP- yeresttoriee
Hotrmepzacron LB apee Kumcira

C nosomwio AUTH cepaepsi Joctytia

cepaepy TACACS 10TOK 3allpocoB Ha JI0MiieCKkoe NOACTIONeHIIe H0Ab30BaTeCl K
et b uesow. Cocamerie LOGIN Cayarr st neperaiipaieinis 5anpocos ceppcpy
TACACS 1 Joririceroe ®

ool ceti.

Tpit coezutiernnt AUTH cepsep yaieitiioro octyia nocsuaer i ceprep TACACS
T0K0 07110 coodetie — niaker AUTH, wa kotopiiii ceppep TACACS orsesac co-
obieren REPLY. Haxer AUTH invieer gopyar

(username, passcord, line, style),
te username — wsis nowsoBaTes; password — Hapois mooBaTes (OTKPHITHIT
exer); line — HOMEP 1I0Ta CEpBEpa YAQIEHHON JOCTYIIA, 110 KOTOPOMY 0:1630BATCII)
yeranonis style — c110co ay
ep TACACS Hal OCHOBAHIII IMCIOUUIXCS! Y HerO JIHBLX TPORCPSICT MHapodih
i BosBpANEACT OTBET B BIe Nakera REPLY, e cooumer o6 yeriexe wm neycriexe
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ayrenrudpiauni. Cepaep TACACS MOACT BIIOISTS ay TeHTHHIALUIIO canocTos:-
TCIIBHO 111 OGPAIATHC K APYTIAN CIHCTEMAN Ay TCITHHKAILIL, HATDIMCP K CHETENAM
ayrenrruduan OC UNIX, creresie NDS OC NetWare, eucresie Direetory Services
OC Windows NT 1 . 1. B coornerersinit ¢ nporoxozos TACACS niapoab niepeac-
1 MEKIY CEPICPON V/ICHHONO JOCTYIa 1 CepRepOst aYTEHTIKDUIGILN b OTKPITON
wze. Tloatosy mpotoon TACACS
ayrerTidiKaILII 10 0;U10pa30BHI TapotaM, Hanpinyiep S/Key.

Cocmmreriie LOGIN cocronT b ceyioiies obvere naketon:

o

TIDH YCTAHOBAEHHI JOTHYECKOTO COCIUHES:

~ Kment omnpasaser naxer LOGIN;

~ cepuep otseuaer naxeton REPLY;

HPH HOAKTIOUEHI K KOHKpETHOMY Kombiotepy (0 1wt Gotee pas):
~ amerrr omnpasier naker CONNECT;

— cepuep orsesaer naerom REPLY:

U151 3ABEPUICHII CecoHh:

~ et omnpanzser naker LOGOUT:

cepuep otsevaer maxerom REPLY.

Banpoc LOGIN nveer ciieayionutii gopsar: (username, password, liné). uauers
noueii e ke, uro 1 sanpoce AUTH. Otser cepuepa beetyia inseer s (result, resule2,
result3), rae Bee TPH 101t — HTO UEIBIE YHCAA, 3HAYCHHE KOTOPBIX B IIPOTOKOJIE HE OT0-

D1 unca voryT ¢
TIPHISATHIM KONKPETHEIM THIIOM CepBepa YQICHHOTO 0CTy1ia 1t cepsepos TACACS.
Hanpusiep, 1 cepsepax yxasientoro octynia Cisco noe result3 wirepnperupyeres
KaK HOMEp CHHCKA PaB 10CTYIIa, KOTOPBIH 1yHO HPHMCHIT K MGHIOMY 110153082~
temo. Ha octosani nomyuerbix ot ceppepa TACACS ykasatii cepsep ya1eHHoro
JOCTYIIa BHITOISICT IPOMEYPY ayTeHTHOUKALIAN 1t PA3PEHIACT WM He paspeniacT
VAAICHHOMY HOB3OBATENIO IOFHYCCKI BOFITH B CeTh,

Tipu padore 1 cern NOXeT 3axoreTs K pasibiz KoM=
HBIOTepay 1 npHAoKeHIM. Kakabii pas IpH 9TOM Cepliep YAQIEHHOR0 0CTyHa 00pa-
aerest ¢ sanpocost CONNECT k cepoepy TACACS. 3anpoc CONNECT riseer it
(username, password, line, destination IP, destination Port), rjie HasHaueHne nepbix
“Tpex Tioeii — T0 3Ke, WTO 1 B HPEABLYIEX spoca JlBa HOCIUIX 11013 WACHTH-
umipyior IP-azpec TCP-nopr © KOTOpBIM
yeranapmsaercs casb. 3anpoc CONNECT ucpcnacTcx 1IpH YIKe yCTAHOBCHHOM
CORuHEIII ¢ TI0IB30BATEIEM, H TI03TOMY 11apOlib B He OGHINHO He Yka3bipaeTcst. 3a-
TPOC HYJKEH U1 10Ty dertist
KOMIIBIOTEY 10 yKasatomy [P-ajipecy. OTBET cepBepa HMET TOT Ke BI, 4To W AU1s
sanpoca LOGIN,

Sanpoc LOGOUT nepesercs i

o

°

sciontcris cepaepa TACACS o sasepuiciniit

ceccn no3 Ceppep orseton e npiest y
C novoutsio cepepbi Joctyna
st n0TOK 3arpocon ceprepy TACACS i J0Mieckoe HOmOCHIIe NoMs0BaTeIIeii

K COTH B 1LeI0M HIIH K OTACLHBIM e¢ PECYpean.



480 3ALATA YIATEHHOTO IOCTYMA

Cepiep TACACS MOKeT BLtozHsITD ay i Ve
HOb30BATE e PATIMHbI CTioCOGaNIT:

o

€ HOMOIIbIO BETpOCHHOTO MeXarmiava ayTenTiduatutit Toii OC, 104 ynpaie-
HieM KoTopoii paGoTact ceprep;

€ 10MOIIbIO HerTTpaTIGOBaMIbIX Crpanotitbix ciieren OC: NIS it NIS+ s
OC UNIX, NDS OC NetWare, Directory Services OC Windows NT i 1p:

€ noMOIIBIO cricTeN ay i < maposix
(uanpisiep, SecurlD);

HYTEM TIepeatin Fallpocon APYTIM CHCTCMAM ayTeHTHpURAIIL, HATpINCD
cucreste Kerberos.

o

o

ICIYET OTNCTIITh, Y10 HEAOCTATKH 1poToKo:1a TACACS, ChABaiibic ¢ OTKPBITO fiepe-
Javieit Iapost 110 cei, yeTpatieribt Kosmaricii Cisco b nepein, Hasgantiofi TACACS+.
B coorsererini ¢ npotokoiom TACACS + napodth JU1st riepetasin 110 ceT ichpyet-
o ¢ novouso aaropimya MDS. TACACS+ npeaycapiaer pasie/iiioe Xpatieiie
6a jauniibix W yuerioii BToM
“IHCIC H 1 PA3HbIX ceprepax. Vayinieno manoneiicTaie ¢ crcrevoii Kerberos. Kovi-
nainis Cisco HOJVIePARIIBACT B HACTOSILCE BPONS! B CROIIX MAPUIPYTII3ATOPAX I COPRCPAX
VICHIONO A0CTYIia YCOBPICHICTBORAIIYI0 Bepeitio 1poroxoia TACACS [4].
Tipyroii cucrenofi npu
eniioN socTyne spasercs cietea RADIUS. TIo caois BOSMOAKIOCTAM HpoTo-
kot TACACS it RADIUS npakcrissieckin okBHBAICHTIb 11 IBISIOTCS OTKPbITBIIL
cranzapravi, ouaxo npotoko RADIUS Gostee nomyssiper cpeiu npomssouresieii
CIHCTeM LCHTPATIEOBAMHONO KORTPOIS! YAUIHHONO A0CTYIIa. JTO CHSZNO C TeM, \T0

0. Kpowe Toro, nporoko RADIUS wettee caoskett i peamizamnt. B wactiocrt, st
BIAHMOACHCTRIIS! MEALY CCPBCPOM YICHHOTO AOCTYIIA H CCPBEOM ayTeHTHHKAILII
s nporokosie TACACS ienomssyeres npotoiox TCP,a b nporokosie RADIUS — Gosee
HPOCTOI, X013 1 Metiee HazeKibi npoToKos UDP.

11.3. NMpotokon Kerberos

Tporoxan Kerberos ncrmosyercs 5 crctesiax i
1t oGyeita KioveBoft sauumen-
HOrO KAAa CBTSH MEXY aCOCHTaN, PAGOTAIONIIN KaK B JOKATLHOI Cer, Tak 1t
B 0GR bHBIX. LaHbii HPOTOKO:I BCTPOCIH B KIECTBE OCHOBHONO IPOTOKOA AVTell-
ruchicaitnt 5 Microsoft Windows 2000 1 5 UNIX BSD.
Ketberos ocnesniact ayTenTuvaiuno b OTspUTuX ceta, 0 o i paore
o NoryT

P s

O BuitABaTS Cef 33 U1y 113 JIETITINIBIX CTOPOI CETEBOTO COCAIIICHIL
O WieTh i3ICCIii AOCTYII K OHOMY 13 YHACTBYIOUUIS B COCAMIICHHIT KOMIIbIO-
Tepon;
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O niepexpatiBaTh A0Ghie NaKer) X /AU IEpEABATH 110D~
Topio.
[ : “tu  Kerberos nocrpoeno Taiinyt o6pa-

30, “TOGb HCIFTPAIIOBATH JIOBHIC HOTCHIUKLIBIIbIC IPOGENE, KOTOPBIC NOTYT BO3-
HIKILYTh 113-3 YKAAIILIX ACCTBIL X10YMBILLICHITIKO.

Coanarnte Ketberos nestocs » paviax npockra Athena i Maccasyceteko Texioo-
Iituecicos yHmeperTete b cepetiie 80-X T00B, 1 € TeX 1OP JTOT HPOTOKO1 IpeTepIe
pa n3Menenui, P s HBIHE T

peist

Kerberos paspaGoran ;uis cereii TCP/IP 1 10CTpOeH 11a 0CHOBE A0RCPIIS yuacTiili-
KO mporoKom K Tperneii (zonepernoi) cropore. Cayaa Kerberos, pa\ﬁmaloumﬂ ®
cen, seiicrayer Kak nocpeu,

A P SR —
KEHILT) K PecypCaM Certt. BAUMIEHHOCTS YCTaHOBICHIbX 1 pavkax ceceint Kerberos
uiibposa-
s, Cayia Kerberos pasieasier oracbibii ce|r|\mﬂhm KTI0M € KaABIM CyYGTKTOM
cenn, wanaie o arebeTsy

cyGvexta ceri.

Octiony Kerberos CocTanse 1poTOo ayTeimuyusati 1 pacipescicuis Ko
eii Hinowa-peaepa (N ) e perseit ii croporioii [4]
PacexoTpisi a1y bepenio npotokoria Hiesia-Ipeepa npusieriresnsiio k Kerbere
B nporoxose Kerberos (nepeii 5) yaCrayior ave mansioxciicToyiome croporsi

cepacp KS, potb ierTpa wiioveii KDC.

Buiabinaiouutii (Cx0tbiii) 06bekT 0fosHatacTes epes A, a pbrbmacybili (0GbexT
Haamavenv) — epea B, Yuactiuian ceatica A 1t B UMCIOT YHIKabibie HACHTHGIKA-
ropit Id, 1t Id, cootpercraeriio. Croportsi A 1 B, Kaiiast 110 OTACHOCTH, PAsesiior
cBoii cekperii k104 ¢ ceprepo KS.

Tlyer, croporia A xoset oy cea

Ko Uit

<o croporoit B.
Cropona A uIHpYeT (asy pactpexeeiiis Ko, TOCLIast 110 CeTH Cephepy
KS uaetrrucpucropoi Id, u Id,;

() A—KS: Id,, Id,,

Ceprep KS renepupyer coodieiiie ¢ spesteriioii oretioii T, cpokow aciicrois L,
cyaiiimn ccanconsit kioton K it wenrridikatopost Id . Oit uiipyer to cood-
LICHIE CCKPETHbIM KTI0N0M, KOTOPbI PAIEISCT €0 CTOpOROFi B,

arex cepep KS Geper peseniyio orsierky T, cpok aclictsns L, cearconbil ko
K, wenmiinarop Id, cropoiisi B it Widipyer 5ee 970 CCKPETHbIA KTI0S0M, KoTOpbiit
pasziessier co ctoponoii A. Ofa aTi 3aumdpoBarHbie cooGUICHIIS O OTIPABISICT CTO-
porie A:

() KS— A E(T, LK. Id,), E(T, L K, Id,).

Croporia A paciiihpOBBIBACT 1EpBOC COOGIICITIC CROIM CeKPTHbIM KTI0NOM, 1TpO-
BepACT OTMETKY Bpesietti T, To0b YGCAHTECS, HT0 9T0 COOBINEIIE He SIAETEs nob-
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TOpeliieN eI IPOLEAYPBI pacnpeeieris rioseli, 3aten cropora A renie-
pipyer ) Id, w orverxoii npesvern T, idhpyer
cea Kaniosom K it eropoie B. Kp 1 v B

coobmerniie ot KS, sanmipposantioe kiiouom croporibi B:
(3)A— B E(Id, ), E(T. L K, Id,).

Toa a B sosker 6 (3). Croporia B oxyaer or-
verky pevien T, cpok eiictsina L, ceaconit knou K it et unatop /d,,
croponia B pacumdpponsacT cearcon K1040M K 50pyio sacts coobueri G
Coptraenniie auasciinii T Id, b ABYX HaCTAX COOBILCIIIS IOATBOPALAIOT IOLIIHOCTS
Ao otromeriio « B.

JLi5 B3AMHOTO HOATBEDACIIA NOLTHIOCTH cTopoiia B costact coobere,
cocrositee 3 orseriit ppevienit T wioc 1, mipyer ero kouom K 1 ornpaniser
cropoiie

(4) B> A E(T+1).

Ecam nocse pacimiponaritst coobuenist (4) cropora A noiysaet oxiaeMbiii pe-
SYIIBTAT, O BHACT, HTO 1A APYTOM KOHILE M CHST3II HAXOMTCS AcliCTBiTe DO B.

DTOT HPOTOKOA YeIeIHO PAGOTACT NI YCIOBIIH, WTO HaCH! KAKAOTO YHACTHIIIA
CHXPOMIBIPOBaITH € sacaxit ceprepa KS. CICAYeT OTMETITTS, HTO B 9TOM 1pOTOKO-
e e o0t ¢ KS U1t mOIytieiis ceanconoro iioa kb pas, Kot A
KCTACT YCTanoBHTS Cosiab ¢ B. TIOTOKO OGCCTIEHIBACT HAEAIOE CORTHeNTIE 00~
eicton A'it B it YCIO0BIH, STO Hit OJUtH 153 KI0MCi He CKOMIPONCTHPOBA 1t ceprep
KS sanuiien.

Citeresta Kerberos 1vcer CTpyiTypy THiTa KIeIT /cepep if COCTOIT 163 KIHCHTCKI
sactet C, yeranoerii 1a hce pabouie Cramuit nowsoBaTCIeii 1 cepepsi cer,
it ceprepa Kerberos KS, Ha K2 ( Bhie-
Jseron) (puc. 11.8). Ka MoryT mm 3 a Takke
MBIC IDOTPANMbI, BHIIOHAIONIE TakHe ACHCTIS, KK FArpY3ia YIATCHIbIX

{108, OTIIpARKA COOGICHIL, JOCTYII K Ga3aM AGNHBIX, JOCTYIN K NPHITEpAM, I
erie IPHBILICTIH Y AIMHHHCTDATODA 1 T 11,

XS Oboaraierus:

@ KS - cepeep cuctems Kerberos
AS - cepaep ayresmbrkaLIm
e TGS - cepaep CryAGhi BbiAETEHA MaHAATOR
3

RS - Gepaep vHOpMALIMOHHIX PECYpCos
C - kawerT cucrems Kerberos

Puc. 11.8. Cxema paBorsi nporoxona Kerberos
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Cepnep Kerberos KS, cocront 3 syx uacteii: cepsepa ayterrmduxaim AS (Au-
lhcnncnuon Server) u cepsepa cayxObr Beitaun Mannatos TGS (Ticket Granting

Service). Muieckn anbie cepsepbi MOryT Gbith conmentierbt. Midopyatmonbivi
pecypeastt, HeobXomMbII KterTa C, YIPABIACT HeAesoii ceprep HHopMaIion-
Hbix pecypeon RS, Tlpeno:aractes, uto cepaepsi cykOst Kerberos naieso saiut-
LEHbI OT (UAIUECKORO AOCTYIIA ATOYMBIILICHHIKOB.

Cetenbie c1yskGbl, TpEOYIONE TPOBEPKH NOTHIHOCTH, W KIHENTH, KOTOpHIC X0-
TAT HCTIOB30BATS ITH CYKGH, pereTpHpyIoT B Kerberos cpo cekpeTipie Kiou.
Kerberos xpaniT 6asy AQHIbIX 0 KHEITaX H HX cekpeTHbix Kovax. Hamtane 1 aroii
Gase MIHBIX COKPETHBIX KJTI0UCTT KasK/IOTO TIOBOBATES H PECYDCOB COTH, TIOMUte-
DIRIBAIOIUIX BT} TPOTOKOL, TI0BOACT CO3AABAT FAUPPOBANILIE COOBICHIL,
HAIIDARICAIIC KANCITY 1L1H CCPREPY; YCTICUINOE paciiidhposaite Tix cooGmerii i
sAmseTCs raparieii BceMn y

Kerberos ratke costaer cearicosbie ko (Session Key), Kotophie BAAIOTCS
KAHEHTY 1 cepBepy (ILTH BYM KIMEHTaM) 1t HitKoMy Goabitte. Ceancosbiii k0 -

yeres s 1, KOTOpBIMI poith, it
VHITOAACTCH TIOCI1E OKOHYANIE Ceatica,

Obuacrs eiteriis cicremst Kerberos pactipocTpaisieTcs 1a tot yuactox ceri, nce
HOLBOBATE:TI KOTOPOTO 3APETHCTPHPOBANbI 110/ CBOWAH HVEHAMIE 1 TADOSNH B Gase
sanmx cepuepa Kerberos,

B oBuuix yeprax npotece et KA 1 ayTenTH UKL 105305
tenn B cuetese Kerberos Bepeiit 5 MOKHO ONIHCATH CACAYIOUUIM 00pasos (oM.
prc. 11.8).

Tpexie OTMETIITD, 1O TIpit Kerberos Hezuas nanps-
MYIO TIOAYIHT JOCTYTI K 1EICBOMY CepBepy HHGOPMAIIONILIX Pecypeos RS.

KHCIT C, A0 TOITY AOCTYT K HHbOpNILIONIAN DECYPCaS T apais
e 3anpoc cepsepy ay AS. Ceppep AS
 TIOMOILIBIO €0 MMeHH 11 Napois 1t Bhchitaet Kerty Manar (Ticket) 1 gocryit k
cepnepy cay G mheacis sanaton TGS (Ticket-Granting Service).

/Lt HCIO 308 KONKPETHOND NEIBOFO Cepricpa HipOpMAIIONIILIX pecypeos
RS s C sanpanmuiaer y TGS Naiiar 1 oGpaniere K iezesowy cepocpy RS.
Ecan nee s nopsae, TGS paspemacr nes 3 n
TochiaeT CoOTBETCTRYIONI Mattar kenty C.

Ocnosmvie wazu patomvi cucmesnt Kerberos (cm. puc. 11.8):

1. C — AS — sanpoc kmenra C K cepnepy AS paspeunim o6paTiThes K caybe

TGS,

2. AS — C ~ paspennertite (arutar) ot cepnepa AS iierty C 0GpaTIThes K C1yk-
6 TGS

3. C—TGS - sanpoc wnierra C k caybe TGS Ha noyserie qomycia (Manara)
K cepaepy

4. TGS C - paspemernie (arwtar) ot caya6ni TGS knenty C st obpaneinis

K ceprepy pecypeon RS.
€ = RS - sanpoc ndopyaiuonioro pecypea (ye

) y cepaepa RS.
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6. RS—C- nowiHoCTI cepepa RS 1 undpop-
Maontioro pecypea (ycayri) enry C.

Laias NORCA, BRNOICHETDIS CTICHTa € CCREPAN NOKCT (pyHKIuONHposars
TOIBKO I YCAOBIN u nepea-
Baesoii Bes crpororo oecricseins
Geaonacnocti kerrr C e Moker s AS, TGSuRSe
1 TOYYaTh PA3PELICHIIE 1A AOCTYTT K O0CAYAKIBAIIIO B COTiL.

troft mabeKaTh an
st nrpopvaruin, Kerberos npmsiersier npt nepesavi 1oGoit yipas
M B ceTi creTeMy ¢
s i el e
ceaticoBble KTIONH Taphi Kent/cepaep). Kerberos soer netonsaosats pase

1 o1 | olaKo
aropim 3-DES 1t AE

s

s W xour-y-
ausst MDS.

B cuicrese Kerberos Jna i ABHBIX Z0K) Marzar
(Ticket) w ayretmudukarop (Authenticator).
Mandam wenomsyeres s epeasi ceprepy

AGHIbIX ICTICHTA, KOTOPOMY BLLII STOT MAIAAT. B Hest TAIGKE COACPRIITCA 1Hdopya-

L1, KOTOPYIO CepBEP MOKCT HCIIOLI0BATS AU TIPOBEPKIL TOTO, UTO ICTICIT, HCTIOMb-

SV AL, ST0 SO TOT T, KOTOPOMY A VAT Gt B,
~o10 arpubyr, Byiecte ¢

MAILTATOM.
Binan

worow paseie Gyaer e cieresia i, uctozn-
extat b zoKyvertax Kerberos:

wep;
a ~ cetenoii anpec knerTa;
© — HANATIO It OKOHMAIC BPeMCI ACCTI MaNAaTa;
£~ MeTKa BpeMeHH;
K, ~ coxperibii k1ios x;
K., ~ ceanicomii tion 115 x 1t
{mf K, ~ coobuiernic m, micpporariiioe cexperiiuiy kiosont K, cyGberra x;
T, ~ MaIar ¥ 1a ncrososae y;
A~ ayrenmiduirop x s

Mandam Kerberos e cexyiomyio dopwy: T =, {6, 4,0, K_} K.

MAiLIar IPCAOCTARIACTCS OANONY KINEHTY 15 J0CTIA K CTPOTD ONpEACIICHIONY
ceprepy 1 1 CTPOrO onpetezettioe ppeyst. O COICPIKIIT NS ITHETa, Cro cerenoii
aupec, HAYAIBIIOE 1 KOHEUHOE Bpevst ACHiCTBIs KHeliTa i ceaconblii kod K., 3a-
umipporartiie 1a cexpettion o K, cepepa.

EC1I KAHENT N0y HIL1 MAIVIAT, 01t MOACT HCTIOR0BTH €T 115 A0CTYTIA K CCPREpY
B TCUCHIC NPOMCAYTKA BPMCHIL, OTBCCHHOND AUt JAHHON Mariara. KenT ie yo-
Ker Manat (OH He 3HaeT Kniova K, ceppepa), 1O OH MoKeT
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HPCBABITH €10 ceprepy B anmposartoii popye. HIKTO 13 HOACAYIHBAIONIX B
T G PORITET, A1 LTS MBS P TEDETRSE 10 0 e
beros v dopyy: A_ = {c, £, kmou} K.__

AYTOTH(IKATOP COMACTEA KIHEHTOM BESIi Pa3, KOLA TOT XOHET M0y A0~
CTYIT K 1CACROMY CepREpY. AYTCHTIHKATOP CONCPIKIIT 1Mt KIICITTa, MCTKY BpeMeilit
1 Ceanconbi unichpoBattiie 1a ceancoson ot K, oien uis ieira
1 cepaepa.

T e o o e VT er S i f Qs
KIHEHT MOKeT 110 Mepe 1 (eny s
reit ouutii cexpenii K0 K ). Menoms ayrerr
e e, Bo-Tiepubix, ayTeTidiKaTop CoepANT HeKOTOpbii OTKpbITHl TeKcT, 5a-
1nicp OB CCANCOBbIM KTIOOM. DTO IOKA3BIBACT, 10 KANCHTY 13HCCTH KO

SaunpOBAIIIbIIL OTKPBITHI TEKCT BICTIONACT MeTKY BpeNelL, DTa MeTic
st 3110y 3 A
130BATD 11X CIYCTS! HCKOTOPOC BPENS U151 YCIICIIHOTO MPOXOAACHIS
renTidmKkaIIH.

I MAIJAT, HCTIO
Tponesypht

Coobuyenus Kerberos
B Kerberos sepeit 5 neniomsayerest it coobmentii (cw. pic. 11.8):
Kaenr — Kerberos: ¢ .

B
g
z
5
|

pitat e omix ii nopodiiee,

Mony+eHne nepBoHa4ansHOro MaHgata
Y KIenTa ecth uacTh HH(OPMAIIIL, 10KAZBIBAIOLIEI €10 IMHOCTS, — €ro Mapoh.
TIOHSITHO, YTO HE CAE/YeT 3ACTABIATS KANCHTA HepefaBath napotb 1o ceri. [poto-
xot Kerberos ¥ APOIS, HO TpH HTOM He
nossonser [0 HPABHIBHO cebs, ecan ToT He anact
Tapoiih.

Kament nochuaer 1a cepuep
ero 1t 1 st ero cepiepa TGS:

@ Kerberos

Kament — Kerberos: ¢, gs.

B citctente yoket Gurth teckobio cepaepon TGS, Ha npaxitke nomssonates,
SKope Bcerd, MPOCTD BRGIT coce ok 1 IPOEPRMNA BEOTA  GHCTEN oz
san

Ceprep ayrermpucaton Kerberos wer zamsie o nerre o Gae i,
Ecan sopyaruis o kmerre ecth b Gase zamix, Kerberos reriepipyer ceanconsiit

xnion K, KoTopii Gy 1eT HCHO0BTEC 2151 0GMEHA ZAIIBINII MEALY ITHEHTOM
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1 TGS, Kerberos mmpyer a1or ceanconbit Kot cexpertsi Kiioso ki K.

Baren on coaet Ut kerrravandam na ewdeienue nandama TGT (Ticket Granting

cket), aokaammaonuii cykde TGS noxumiioers kerrra, TGT sautidpossmactes

2 cexpertion iiode TGS 1 COTepAIT HACHTHIKATOPb KIICHTa 1t Ccpepa, cearico-

Bbiii Knod napst TGS/KIHENT, a Takoke HataJIbHoe 1t Korentioe Bpevist aciicrsis TGT.

Ceppep ayTerTHeHIUTI T0CKUTACT KHeRTY 3TH B FATHGPOBAIBIX COOEHIS:
Kerberos — nerr: (K} K AT ) K.

“Terieph CICHT NPHIINACT Aaiitbie COBIICIIS, PACUII(POBHIBACT NIEPROC 00~
e CoOm cexperin KTi0%oN K it noaysaer ceaconit 6101 K., Cexperii
Kiou sseTeS napos, 0aTOMY
¥ FAKOHHOTD TIOMSS0BATENSE He GyZeT HHKAKWX TpOGTIEN, MOYMBIIICHHHK He FHAET

napons i, e MoskeT oTner cepuepa ay-
TenTichiKaini. TT09TOMY 3J0YMBUILICHIHK He MOKET TIOYHITS MAIAAT Ui CCanco-
Bl K104

Knenr coxparsier anar TGT 1 ceanconniii 1tios, cripast map

e, dra ) s

b 1 Xall-3Haue-

Ol HOYSIT TOJTbKO
TGT u ceanconsili K108, DT @bl Bk, HO ity 1a ppexist itain TGT. Kora
cpok aciicrois TGT ncreser, aTi caeeri CTanyT Gecesbicieribivi, Tereps inerr
HNICCT BOSMOKHOCTH IpOiTH ayTerTiiicartiio y TGS-Ceppepa 1pH HIONOLI Oy e~
oro warara TGT B Teseniie beero epoka scitcrsiis TGT, ykazaroro b ey,

Mony4enve cepsepHbIX MaHAaToB
JLaUiee KR MOKCT IOy HINTh OTAC:bibii MALAT A1t KaAAOH HYAKIOI ey yCayTit.
C a0l 1ebI0 KAEHT 0 KN NOCHAT B cayidy TGS 3

Kenrr - TGS: {4, ) K. K

oo (T Ko

Ha npakTifke Hporpavstiioe oGecricueHiie N0ChUIACT JANpOC ABTOMATIFCCKH, TO €CTh
HEBILIINO Ut nOs0BATE: 1, TOT 3anpoc coctont 13 vanara TGT w ayrermiidpika-
Topa. AyrerTidiiaTop, sauiposaIibiil Ha ICTONE NAPHOI CHsI3H KHeHTa 1t cepepa
TGS, conepmit e cepuepa, cayuaiinbii
ceancoBbili K10 1t MeTiy BpeniiL.

TGS, noayuis ganpoc, paciipossmact TGT CBOIM CCkpeTHbIM TI0M0M. JaText
TGS nenomayer mnoserit b TGT ceaconsit nos, 106 acppoaruayren-
Tiuiatop. B rTes cpaienie
ayrerrmudikatope, ¢ Hpopaauteii varzara. Todrice, CoTeROI APC KAHEHTa B MaIta-
6 CIUMACTCS C COTERbIM APECOM, VIARUIBIM B FANPOCE, A TAIGKE CPABIIBICTCA METKA
Bpesieiti ¢ Tekynu ppevieres. Eeai pee coptiataer, TGS paspeiiiacr pbinomeriic
sanpoca. Eciit Bpests, yKasaiiiioe b 3aipoce, 3asiiTe/biio OTANAeTCs 0T Tekyliero
sovieira, TGS CHITaCT Takoit SAIPOC NOMBITKOIi OBTOPEHII! NPEABLAYIIETO FAIPOCa.

Caryaa TGS A0KITA TAIGKC OTCICKIBATS IPABILTBHOCTH CPOKOB AcHCTRII! ayTeit-
THQIKATOPOB, TAK KAK YCAYTIH CEPACpa MOTYT JalpaUIHBATHCs! HECKOBKO a3 o~
JOBATEIBHO € OJUNN MAIIATON, HO pasibiNiit ayTerTiukatopast. JIpyroit sanpoc ¢




MPOTOKOS KERBEROS 487
TeN e MAHATOM I YiKe Hcl auiioli MeTKoii Bpeeitis Gyzer
ormepriyT.

B orser na pepibit sanpoc TGS npeocTanisier KINENTY MalAaT Ast 0CTYIA K
nezepony cepoepy. TGS Takke costaeT ceancosbiii KI0Y /LISt KIHCHTA 1 EICR0T0
ceprepa, 3aundposaIIbiii ceancoBsiy k00N, 0 st knmenta i TGS, OGa atir
COOGIICHISH OTIPABIAIOTCS KIHCHTY:

TGS — ement: {K_} K, (T, } K.

KtierrT pacuimpoBbIBACT COOGIICHIE It IBRIECKACT Ceaconbiii Ko,

Banpoc ycnyrm

“Tenieph IHEHT MOKET 0KA3ATH CHOIO TIOATHHHOCTS LieeBoMy ceprepy. [List ycnemo-
10 TIPOXOACIEHHS! ayTeRTH(IKAINI Y 1EIEBOT0 CepBepa KIHEHT CosaeT ayTenidi-
KATOP, COCTOANIIIi 13 €10 HMEHH, CETEBOTO A1ECA 1 METKIH BpeveHi 1 saunposan-
Hbiii 1 CCANICOBOM KIIOYE <KIIEHT/CepBep», I OTIPABIACT Cr0 BMCCTE ¢ MAIATOM,
SalmGPOBANHBIM Ha CCKPETHOM KIIIOVE IE/IEKOTO CepBepa, KTophiii Obut Tiepeian ot
caymon TGS:

Kotenr — cepuep:

A JK AT K,
TIpHisn AIBIC OT KCTHENTa, UEAICBOii CepBep POBOUIT HPOBEPKY ayTenTHAIKATO-
pa. ()n PACHIIDOBLIBACT €O i HONOILUI CROCTO CCKPCTHOTO IO 1 HIRICKACT 13
puepy. Marar nposepie. Ipo-
YDA ORI X ¢ RONSTYDOT, TPOBONINOT b Cryeae ceccunt ket TGS,
TO CCT HPOBEPACTCS! COOTRETCTBIE CETERLIX APECOB I BpeMerofi verkit, Ecam pee B
TIOPSUIKE, TO CePBEP YBEPEI, HTO ITHENT — IMEIHO TOT, 32 KOro it el Bhisaet.

EC1 npIioAeiiie TpeGyer Biaiimoil IpOBEPKH NOLTMHHOCTH, Cepiep 1ochUiacT
KIENTY CooBiILeIIIe, COCTOAMEE 13 METKH BPEMeHH, 3aInIppOBaNHOit CealcoBb
KIO00M. D10 IOKAIHIBACT, 1O CepBepy H3BCCTEH IPANILIbHbL Cexperitbili 11101 1
ot yoxer Manar i y Tpn went
cepBep MOryT imichpoBaTh abieiiiiie coobie s oGuM KiotoM. Tak Kak aToT
KTIOM 1E3BECTEH TOTBKO 1M, 01T 06 MOFYT GHiTb YBCpEITbL, HIT0 ToCeIuiee Coobmerte,
saunIPOBAIIOE HTIN KTIOYOM, OTIPARICHO APYroii croporoit. Ha npaxTirke e ota
caoxtas npoteypa

Kerberos mower (ThCst i1 U5t B eayuae

rcmenman noseii KDC (Key Distribution Center)
VI8 0Ty K CepBepy, HaXOLAeNyCa B Apyrowt foNerte, KDC biizaet Kty yan-
dam nepeadpecauyuu (Refferal Ticket) i o6pamennia k KDC 1oro fovenia, 5 KoTopom
naxouTes TpeGyenbii cepuep.

Caeayer w10 Kerberos, ka it 11060¢ ApyToe 1porpaniioe cpeicTso Kpii-
‘Torpacpiecioii santT, paGotact B neroBepenoit nporpavHoit cpezte. Besonac-
110¢T> Kerberos 5o MIOToM SaBiCHT OT HaICAHOCTH satiuiTst paGotcii craum, 1a
.«mpuu YCTauoBIeH ML MPOTOKOA.

K camomy npotokoiny Kerberos psL.
KoTopbie 101poBHo omcarb 5 RFC-1510. Hpnmeu TOLKO OCHOBITbIC 13 I

104 <IIHEHT

E
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O catyiin Kerberos A0/t GbiT SaLIUILICHE OT ATAK, HATPABICHHBX I
Jloem—"

O Heol; BpeMeHIH BeeX YUac creren,
TI0CKOIbKY METKIT BPECH YHACTRYIOT B IpOLiCece ay e dikaiii;

 Kerberos e sanynnmer or arar noGopov napors. [1poGaeva  Tov, 570 xpa-

oTKa3 B

wniics b KDC o smasiercs ero
HapoJts ¢ NoNOIbI0 Xau-yriKiunL. B c:1yuac ¢1aboro napois Boasosken ero
nox6op:

o

catyxObi Kerberos fimiiin GbrTh HaCKIHO GIIUIICH OT BCCX BILAOR HCCAHKILI-
OHIPOBAIHOTO A0CTYITA;

HOIIYHITBIC KNICHTOM MAHATH, & TAIGKe CCKPETHBIC KON J0/KITb GhiTh 3a-
UUAICHbI OT HECAKIIONHPOBAHHONO ZOCTYIIA.

o

Hepsimomertiie yKasaix TpeSonaitiii NOKeT CraTh npiitiiofi yeremmoit ataiat
Ha ceroaus nporokoa Kerberos siniserst 1ipoko paCpoCTpaieHibiz cpe;icTsost

wresmidai, Kerberos MOACT HCTIOB30BaTHCS B COUCTAINI € PASIHBINIL KITI-

TOrparpICCKIIN CXCMANIL, BICTIOas 1nHPpOBAIIE C OTKPBITBIM CTIONOM.

Bonpoce! ans camokoHTpons

Uro npexcrasaser coGoii cicok KonTposs roctyna ACL?

o i € MeTonb VQUICHIBI A0CTYTION
cueresbt CeTeBBIM 10CTYTOM.

VKKIFTC OCOBCHIOCTIE CIICTEMb YHPARICHILI BEG-OCTTION.

Hasopire 1 iire cp HNPOTOKOH 2y yaazen-

G~

S

a 1a ocnone niaposeii

1b1y10 XapaKTepicTHKy npoTokorion PAP, CHAP i EAP:

u nporoxora S/Key?
OniirTe padoTy MPOTOKOA HCHTPATIIOBANHONO KOHTPOI AOCTYIIA K CCTII
TACACS
10. ViUKIITe OTAITIS CHCTEM bl LCHTPRIE0BAIHOTO KONTPOAS 0CTYIIA K CeTit

RADIUS or cicresist TACACS.
-Omuunre paory WpoTOROTA AYTeI I it pacCHpeCaCs koeit Hint-
peepa ¢ yuacTiiex cepuepa poi
ueirtpa pacnpeiceiius iioseit KDC.
12.0mmmrre wasiasentie 1 ysKuomposatie nporokoa Kerberos.

L




rlABE / TexHONOMMM
—p ‘ OBHAPYXEHUS
J ) MPEOOTBPALLLEHWS

= BTOPXEHWM

He poct i yioits, a pasyy
cymiT s voiie noGey.

Siuavsun lexcnup

Chietevt npesormpantenyis propsennit IPS (Intrusion Prevention System) npeua-
aaeryi o BoazelicTBis, KoTopoc
npiaiaio wropikciiest b KVC.

Patbiie 1 rPHMETpE CCTH YCTAHABHEUII BCETO /18 KACCA JAIUTHBIX CPEICTS —

OKPAL I CHCTEMI O0HaApY wropikertit IDS, Meskcetenbie akpatbt

(M3) nporyckain TpachHic tepes ceds, HO He <3ar/BIBAIIN> BIYTPh EPECHLIACMbIX
JQIBIX, AHATHEHPYS TO/Ibi0 Farosoniat [P-raiero. Cricteyst IDS, Hanporits, aai-
SUDORATI TO, UTO YIIYCKAIOC 113 BILLY MCAKCCTCRBIMI KPAHANI, HO He GbUII CrIocoBibt
GroKiposaTh aTaii, Tax Kak Tpacbik siepes X He npoxoiLt. Ha crbiie atinx asyx
TeXIH00TH] POAILICS HOBB] KACE BALUITHBIX CPCICTR — CHETCMb IPEACTBpALCHII
wropciti IPS.

Crcremn IF g ) o HekoTopbie
cramt cpon IDS Kak cieTesb i, 10 ecth IPS, Tent
CaMDIM HEICIYKEHHO OTKpbIBast U151 CC051 HOBBIC PHIIKIY 1 HOBbIX KICHTOR,

Ha casiont e chetenbi 1PS ¢y npesoc-
XOAT 110 cROMM cictenst oBiapy it 1DS. Ciicrestst
IPS OB bEAISIOT el AL TEXIIOAOMHIE GE30MACHOCTI 1 AOCTATONHO ARUICKO OB~

HYJIHCh 110 CPABHEHIIO CO CROIMI ~ crcrevaym
wropaenii DS,

12.1. OcHOBHblE NOHATUSA

o ii — 910 nponecc cobbrmti, ®
HHGOPMAIONHON CIICTENC, I 1X A Ha HATINHE NPH3IAKOB, VKASBAOLULX 1A

nombITKH ) TH, E/I0CTHOCTH,
I TOMTHKH i
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il ~ npoitecc X ropKeriti.
CpeicTia CiCTeMbI OBHapYKeIII 1t NpeAOTBpaCIis BTopsKeritit 1PS apToMaTi-
BUPYIOT J@HIBIC TPOTECCH 1t HCOBXOUMBI B OPTAIBAILII HOBOrO YPOBIiA, 4TOGH
NPCAOTBPATITD YIIIEPO 1 TIOTEP, K KOTOPbIM MOFYT IPHBCCTIH BTOpACIIs.
B otune ot cucremst 1DS, npusnakamu nactosieii cueremst 1PS smasiores cie-
ayionuie:
O cueresta IPS dyniautonipyer » peskinnie inline (nporyckaer tpaciiic uepes ce6)
Ha ckopocTH Kanata. Viave rosops, petieriiie 1PS He CHIKaCT CKOPOCTS Tiepe-
A b

O cucrema IPS obect cGopky HAKETOB 1 npaBiL 1o~
e 1t I TaKeTb ¢ 1es caenon

poBaHOI AKTHBHOCTIE

e ~ cnria-
Typibii 1 anovaii
5 CHERGR TP 5 GoEoRki GacHiTSGoATS SpOHO SN spabi

Tasanyt 06paso, w106bi noysirts cieresty IPS i3 IDS, Ha10 1e TobKo saveriiT
Oty GyKBY B HAIBaIHI, HO I HINCHIITH IPHIILAIB PAGOTHI PEILCIIs, AOGABID HOBBIC
TexHoorI.

I ) T ciic-
Tex OGHApyKeifis BTOPACHIT, — ACIieHiie CEICTR NPEOTBpALeIIIs BTOpKCii 1ia
cerebie 1 XocToBbC.

Cemesas cucmena NIPS (Network-based IPS) npecransier cobofi cpeictso npe-
JOTBpAILCHIS BTOACHIT COTEROTO YPOBHA, KOTOpO HAXOMIITCS 1 MyTit nepe
it ceTeROro TpadiIKa 1t OCYILCCTRIACT ero MoritTopiir, OCHOBHA 3Uaa cerenoit
NIPS ~ 3aUliTa [pyIITbl XOCTOR CT OT BOSMOAKIbIX ATAK [yTEM AHATIEA TIepeaBae-
Moro Tpaciia it pacbuka,

ocmoaan cucmens HIPS (Host-basel 9S) - 10 percrmo mesoapaer mop-
kel YpoBItt X0CTa, KOTOpoe
250ttt 6 bophibutis SOosCCEIAE Ve aTaAi CoRemo St oo
JLCHIS! TPIIOACHHIA, AKTHBHPYEMBIX CHCTEMHBIX BBI3OBOB I . 1

B ciicresic npeaotspatiientis sropciitii IPS BHACISION TAIGKE CPECTB AIUITE
or X atak Tina <oTKa3 b ofeay

B0 MHOFIEX CPEACTRAX 3AILUITEI CeTOIS! OGHCIICHE BOIMOKHOCTH OGHAPYACHIEI
11 GAOKIpOBaIII BTOPAKCHINIL, M0JTOMY IHOTA HX YCIOBHO HASBIBAIOT NPOAYKTANIL
IDS/IPS.

Outaxo s

TobK0 cpescts [P

ee calbic Mecra (y ) KHC, asn
R Rk e e
utecTBiTH aTaky. JIbIPAMI MOTYT CTaTh CaGhie Hapos,
cerennix ycrpoiicts, coneret it i,

JLs1 nOMCKa W BBISBICHHS! TAKHX
cpeacTea — cranepu gsoaunocs (Valnersbility Assessment), Hix Heno:oosasme o
KIIC cyiliecTneiio MOBBIIeT Ypoeih SaUThE: OlPEACI C1aBhie MECTa, aiiiic-
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patop Mower Mepbi 10 1 yeTpatie-
HI110 10 TOFO, KaK 30y MBILICHIIC BOCTIOM3YTCs: 10y, B NOCACAICe Bpes CTamt

HPOICEC YCTPAIICHI YAIBINOCTeii, 10 10K HOAOBINC PeIieHt IPCLIATAOT evio-
e npormorre

trobut cunims pick ficrast ata,
: 1ps crartept wepezcrsa y y

B e

Do o ||peA<vru|u|||e\|u|o BROPKEHIIL COCTOIIT 113 CeHCOpOB, OUIOFO WL He-
KoY Cepepol cranepon y cpescts y ysbi-
i R e e 1) [1]. Hiorza puszeinerca
BiCIIA Gaga AAMHbIX AU XpariCHit 0 cobbrmx
GesonaciiocTit 1t X napaveTpos.

Crartcp y HOHCK 1 BBBBICIIC § ii b KIC.
Cepuep noayuaer o ceitcopon ara u yn-
panasier iy, OBLHO 1a cepBepax "

cobumJanGones LYGoKol o0l L1 CoBUTI CpeTt pCrOTEp
i BTOpIKeNHit yposist i "
ynpamtcH mCHTAL

Kopnopamwhsie

Bo BHewHMe ceTH e tematnos

WapupyTusarop
Scorans

Mapupymusarop
eresars

Cepseps! o6uiero
01 8 PS core:

s copmepon

Cepoep sourpons

M3 Yool

YRsBMOCTER

Puc. 12.1. Moacucrema npeaoTepaenys sropxenwi s KNC

Koncomn coboi s "
po O6srio ato cpescTso, y a padovcii
cramum. [l
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curmaryp, y Konurypatus
€ HOACHCTEMOIi YNIPABICHIIS! CPEICTBANH SALUITE OraIIALIIL.
'HeoBXOIIMO YITHIBATE, STO TOIBKO KOMILICKCHOE HCTIOIB0BAIIE PA3IBIX THIIOR
CPEICTB IO/CHCTCMb TI0SBOISET JOCTHIHYTh BCCCTOPOHHICRO 1 TOYHOT0 0GHapYIKeHist
W peAOTRpAILCHIS BTOpKCH,

12.2. OGHapy>xeHue BTOpXXeHuiA
cuctemoii IPS

B 1potiecce BhsBICHIS BTOACHI HCTOB3YIOTEA CIEAYIONUIE MCTO/ AN Co-
Gorruit
o noesternis (. }
JIOTCS AHOMATbibie (HEHOPMATbE) COBBITIL
O obnapyxenie sioynorpedaenii (Misuse Detection w Signature-based), npi
KOTOPOM COBBITIIE L1 MIHOACCTBO COOMITHI] TIPOBCPSIOTCS 1A COOTBRTCTRIIC 32~
palice onpeAcICIIoNy o6pasity (aBoity), OMICHBAOIEMY IBBECTIIYIO ATAKY
THa610m pecTioi aTaki Haswisaetes curtiatypoii [31 ]

’ ¥ ara nyres nosedenus
ocHoBaia Ha Ces i rimorese. oneierie 0 (70 ecn
ataka Jeiierpiie) wacto
or nnp\wlmmmnmm.wmm Cofuist it nomrie mnpwmmn naI0TeA of co-
Gormuti Hop: areteii it Yanos cern
11 MOTYT, CIIGHOBATEITbHO, GbITH ONpEACIICHb.

TIPINCPOM AHONGTBHONO HOBEICHIIA MOAKCT CYAHTH GOIbiIIOE WICI0 coeuerii
KOpOTICif NPOMESKYTOK BpeNH, BHICOKT SADY3K HEHTPATHHOND MOLIECCOpa 1
1. 11. Cericopsi COBHPAIOT AQHIbIC 0 COBITISLY, COAAIOT AGAOHBI HOPMATbHOIT e~
SITCIIBHOCTIE It HCTIOB3YIOT PA3INHBIC MCTPHKIL LIS ONPCACIICIIS OTIIONCHIS OT
HOPMATBHONO COCTOSHIS.
it MOKHO GbL10 b1 01103 omcars npodis nonesers

arcas, o moGoc OT Hero MoAIO ik aio-
Manbioe noneseitiie. OUAKO AHOMAIBHOC NOBCICHIE He BCCTAA ARIACTCA ATAKOIL
Hanpissiep, OZtHOBPEMeEITiyI0 0CHLIKY GOAIIIOND HHCTa 3A1TPOCOR OT AMHIHCTPATOpA.
cemt aaic MoeT KK aTaKy T <0~
a3 B OGCY AR,

TIpit HCTOTb30BaMIN TAKOI TEXHOTONHIN BO3MOHS ABA KpRiinX Cysast:

Iy-1

1), npit

O obHapysKerie AHOMATHHOTO HOBCICHIIS, KOTOPOE He ABISETCS ATAKOil, 1 orHece-
HHe €10 K KIaccy aTar;

O TpOMYCK ATAKI, KOTOPAS He TIOAAZACT Tt ONPEACCIHE AHOMATHHOTO TIoBeAC-
s,

Bropoit c:tysaii Goztee oniacer, e IOKIOE OTHeCEIHE AHIOMATBHOTO HOBCACIS K

Kaccy aTax.
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TIpit HacTpOiie i HKCILIYATALUIIE CHCTEM STOH KaTeropiit iy
KIBAIOTCS! €0 CCAVIONUIMIT TPOGICMaNIL
o HPOILIA NOTHI0BATEIIT ABTSETCS TPYIIO yeofi 1t Tpy-
Joeskoli aazaei, TpeGy o Goabioii i
pabori;
O onpeaeAeitie rpAHIIBIX HAUCHIil XapAKTCPHCTIK TOBEACHIS I0AB30BATE! 1
LIS CHIGKCHISE BEPOSITHOCTH TIOSIVIHIST OUOTO 13 ABYX BHIIICHA3BAHHBIX Kpaii-
.

HCTPATOPBI CTaN-

anoaii 12 BARICIHI HOBbIX THIIO
Ak R S ATl FEAEANDAC T RAoF DESH G5 TToks oS
J0r1131 OGHAPYAKCIIIIS AHOMAI 1e NOTYILTA UIIPOKOrO pACTpOCTpanenist. Cosaro
970 C TeM, STO AaHHas TEXHOIONIS TPYAHO peaTiByea a npaike. Ouako cefiuac
HaMeTILICA ONpeACIICHHbi HiTTepeC K Heii.

CyTh Zpyroro noxona K ara
SAICTIOUAETCS! B ONICAHMI ATAKN B BIe CHTHATYPBI (Signature) i moncka AanHoii
CHTHATYDbI B KOITPOMPYCNOM HPOCTPAIICTEE (CeTeRON TpaduKe it ypHIC pe-
rctpaiun).

B KauceTse CHTHATYPbI ATakit MOKET BHCTYIATS WaG:10H ACiCTaitii 11 crpoKa
CHMBO;10B, XaPAKTCPHYIOIUe AHOMIBHYIO JCATHOCTD, DTl CHITATYPbI XPANSTCS!
B Gae JAHHBIX, AHATONITAION TOil, KOTOPAA 1ICTIOAKYCTCs! B ANTHBHPYCIHbIX CHCTCMAX.
CIICIYCT 3AMETITE, STO ATHBIPYCHbIC PESIICHTIIb NONHTOb ABISIOTCS HaACTHBN
cyaes 1o
PASBHBLINCE TAPALICLIO, TO HPHIBITO pasieims 1. TTopTowy Jaiiias Texioior
OHApyIKeIII! ATAK OHCHh TIOXOAA Ha TEXHOIIOTIHIO OBHAPYAKCHIe BUPYCOR, DIt JTOM
CHCTEMA MOAKCT OGHADYAHTS Bce HBeCTITbie aTakH. OURKO CHETEAbI JAIHON THITA He
MOFYT OGHAPYIKIBAT, HOBbIE, €l HE HIBCCTHb BILb ATaK.

Toaxox, i b Tarin cucteviax, 4 1POCT, 1t MAICITNO 11 HeM
OCHOBAIL IPAKTITIECKIL B CIHCTEMb OBHAPYIKEHI ATk
Ouaro npit WoTX cicre cpo-

Grenasin i Tepear NPOGICMA SAKTIONACTCA B COMIAIIN MEXAHIENR OIIICAHIST CHITIATYP,
i OnCaII I ATaK. BTOpAA 1pOGICNA, CIINIA € 1epiof 5 I0TaeTCs b

TOM, KK OIICAT ATalky, 4TOG! 2

Cieny DTSt et St BCHORURARS B eEmon sk oS SRS
Cratouo waitri exnii Xapairepibii waGon Tpadirka, wt crmatypy. st yerei-
11070 oBHtapysKeitis propsKenuit conpescitiias IPS 0k 001AATH CCAYIONUAIL
ficrnant 1 by
O MCHONB30BATH 3HAHMSA O TONOVIOTHH JAIHIAEMOIT CeTH;

TPOBOUTD AHATHS CCAHCA B3AMOCHCTEHS! € YUETOM NPOTOKOJIOB, HCHO/b3ye-
MEIX U151 TICPeARI @b
BUITIOHST BOCCTAHORTeHHE (pANNCHTHPOBAITBX TP-IAKeTOR 10 1X A,
e nepeavath pparerrris 1P-gciirarpasss Ges nposepiar;

o

o

HONbITIGH Hepegaricit TCP-cery i i
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POBEPKY 1011 ‘opa paboThl ip
coornerernyionnny RFC;

O BumoMmIITY CTATHCTIMECK
O TIOMACPKIBATH MEXANANB CHITIATYPHOTO TOHCKa;
O olnazaTh BOSMOKIOCTSIO OBYHCII 1 CAMOOCyeltist

Kpote Toro, niockostsky [PS moker rpadyika,
HEOOXOMIMO OeCTICHIITS HaAeAkHOe 1 Gesoractoe yaeiiioe yipancriie IPS.

Cpesiersa kondurypiposainis [PS A0Kith GbrTh Y10GHb L1 KON T0;1b30Ba-
recii, Bosumerso [PS ¥ saist pa
BILT OGHApyKeHIA BTOpKeii U1 jiian IPS oz y
Cpeay w1 TpeBoBaNIL KONKPETHOTO JakA I

12.3. MpepoTBpalleHne BTOpPXXEHUN
B KUC

Cierena oBapy u it 1PS pemcniie
creayoX s

O npexoTHpaICIIe BTOPACHIT CHETEMHOTO (XOCTOBONO) YPOBIS;
O NpEAOTBAILEHIIE BTOPKEHHii CCTEROro YPOBISE;
O sanurra or DDoS-arak.

12.3. 1. MpeaoTBpalLeHye BTOPXKEHMIA CUCTEMHOTO YPOBHS

Cpercrsa wropeiii ypowist HIPS (Host-
based IPS) aciicrayior 1 yposiie ndopvamionisix yaros. Hoxcueresa HIPS ofec-
newmacr araic vpous it
OTBeTCTRCHHBIX AL
Arentsi (JIOKABIBIC CEHCOpbT) 3 arak ypoBitst cobipaior
B OTACABHOM 1~
UIbLSKYPHATA 1t BEAYT Mol-
e wchopyari-

CTh, KoTOpast
dpopmawtomion yase. Cpexcria HIPS anamsupyior ga
TOPIHI HO:TB30BATELCKOI, CTeROIH 1 CHCTEMHOI AKTHBHOCTI Ha Y
OHHOI CHCTeMBL.
JIOnICCI TORLIIE CTICOPH YCTABIAIOTCs NEATY 51pow OC it oo
Temcan opi e
K CHCTEME, CONOCTARITION 11X ¢ NDABILIAH JIOCTYIEA, OIIPEICCHHBINII TOTHTHKOH G-
30MACHOCTH, 11 3ATE PASPELIAIOT LTI FANPILAIOT A0CTYTI K pecypeay. HexkoTopbic
IOKAIBHHIE CeHCObI CANNAIOT 5a1POCh ¢ BJLH3BCCTHBIX CHITATYD ATaK TN AHOMATb-
Horo HoBezers.
I

saio swtsoTen Bo: b KOOI A0CTyIA
K€ HIOPMALIIONIIN OBLCKTAN Y12, 1POBCPIA 11X ICIOCTHOCTH, PETHCTPALII o~
MATLHOI JCHTEIHOCTH KOHKPTHORO o308 T
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ILIEKCHBIX a0~
NAIILIX cobiii, HeoGXomocTs yeraroki cperers HIPS nia nce sanumaesiie
yatbi, KpoMC TOro, YA3BHNOCTH ONCPAILIONIION CHCTCMBI MOFYT HApyIIITD 1eA0CT-
HocTs 1t padory cencopos.

CpesicTBa IpesoTBpaIICHIA BTOpKCHi ceTemioro (xoctonoro) yposiis HIPS
MoryT Gbirh yeTatopeist Ha paboscit cranut i cepoepe. Ipi aron IPS ypositst
XOCTA PEAUIIIRYCTCA HCCKOBKITNII CrioCoGaNIL:

O o B y -

Tény. Tloka e pewettin orpassysaorcs OC cenetiersa UNIX;
O B mze npikaioro 110, JoTsm oD padorieit cramui it cepeepe

T0Bepx. ciereb. MHOrIA
Ciaca Systoms, 1SS, MeAlos, St Force n 2. Kpowe orpasca cetepn amat
rakue [PS TIOJIE3HBIX

tocryna ¢ USB, costaniie savkinyTofi 1porpavsioii cpess, KOITpoi yreuxit
HHCDOPNALUIH, KOITPO1b SATPY3KIL ¢ HOCTOPOHILX HOCHTEACH! 1 7. 1

cieresa IPS woker coboit Y10 TIOACICTNY OTpaKCHIis
arak, B cerenoii kapre. Hexorop (Buactioc-
i, D-Link) BuiliyCKaioT Takoro poza yCTpoficTia, Oako X pacpocrpatieii-
HocTs nepeitia [31].

12.3.2. lpeaoTepalyeHne BTOPXEHNIi CETEBOro ypoBHS

Tozcicrena npezoTspaieris sropciniii cerenoro ypois NIPS (Network-based
anaxcn

O

‘rocritbix i, TIpEIMYIIICCTRONM HPIHMEHEHIIs CPEACTE CeTEROTO Y OBIIS SIBTSCTCS! H03-

MOKHOCTE ALUITH O CPEACTBOM CPA3Y HECKOTBKIIX YAI0B 1L CCINCHTOR CeTiL.
porpavsatic i nporpaso-artiapaiti cpeietsa Network IPS (ceresie -

COPB) ANATIGHPYIOT CCTEROI! TADIK OMPEAEICHITI Y00 ILIH CCTNITOR Cert, &

Taicie cetestic, u 1poTOKOb
7L OGHapy eI BTOPCHIA HCTO:1b3yTCs GO CpaBtertite GHTHOf HocCORa-
eastoeTn Aabix ¢ o1 (curiarypoii) aar,
o rkccatuts it (anovasioit) cerexoii
aaza ceTenoro Tpadika i ii npasis oK Beay-

e OGHAPYIKCHITS! TIOMBITOK ATAKIN TIDHNRSIIOTCS! MCPI MPOTHBOACICTRIIS.
B KatCCTRE Mep NPOTHEOACHCTBIIS! MOTYT BHIIOHSITHCS:

O Gr0KIpOBAIE BLGPAINILIX CCTEB NAKETOB;
O IBMCHEINIC KONHrYpAILII CPEACTB APYIITX NOACICT

est obecricserist mopya-
) st G

wiontoii Hanpinvep,
HOTD HpCAOTHpACHI BIOPACIIS;
naKeTon Ut anana;
o cobbrruii 1t s

JLONOMHITEBHOI BOSMOKHOCTBIO J@HHBIX CPEACTS siBisieTest cOop HidopMaum o
sanmaesbix yanax. Lt noysenis KD o
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(1 1211 CCrMCHTa COTIH TIPUMCRSCTCS HITErPAILII C TIOACHETENOf KoITpos addek-
TuHoCTH SauuITH HHGOpMAIITL.

IPS CeTeBOro YPOBIIst MOFYT GbiTh PeaiiiBoBaihl Kak:

O Boitesiennbie anaparhbie yerpoiicrsa (Security Appliance), kotopsie MoryT
GbiTD YCTAHOBICHb 1a HEPIMETDE KOPHIOPATHBHOI CTII H 1 DAIE C1YHACH By TP
nee. Taxwe ycrpoiictsa — HanGoiee pacupoctpanenibiii Bapuant. OcHoBHI-

I IPONBBOJUITCANI TAKITX CPeACTS sbtioTes Kosmat Cisco Systems, ISS,
Juniper, 3Com, MeAfee i 2p;
O ‘pemenis, mirery 5 ity cem.
Pemens, B YKTYPY, rOpasio BLzCTCl-
HBIX AIIAATHBIX YCTPOIiCTE:
O CTOMMOCTb HHTET PEHICHIS HITKE C1 P Stand-

alone) yerpoiicrsa;

HIGKE 11 CTOIMOCTS BHEAperiist ((DHIAHCOBAsH 1 BPEMCHIAST) TAKOTO peierist
~ MOAHO He MeHSITh TOIOIIONHIO ceTi;

HAZCKIHOCTD BHIIIE, TAK KaK B IICTIONKE NPOXOAJCHIIS TApifia OTCyTCTBYeT 10~
HOJIHIFTEDHOE 3BCHO, IOABCPACHHO OTIATAN;

HITErPHPOBAHITbIC DEIIEHIS! IESOCTARINOT GOJiee BHICOKIITE YpOBeith SalluiTst
32 CHeT Goiiee TECHOTO BHINMOACHCTRII! ¢ FAULIMILACMBIMII PecypCayit.

o

e]

e}

(Cavia HITCPALUE MOKCT GLTh BLIONCI PA NG Ty TN

o Router) — cavsiii ii criocob.
Borom rexia IPS COCTABHOIi HACTHIO JITOTO YCTpOiiCTR
W oy HACT 10CTYTI K Tpacpiiy cpasy T0CIe HOCTYTLIeHIS! ero

a onpesieseniii mrepdeiic. Crctena a IPS yoser Gur |)ezu|u sobara b e
Moy, , LTI KK HeOTb-
evlenist HaCTs OnepaIIONHOf cHCTeMH NapUpYTIBaTOpa. Tlepnoit B aions
HANDABICHIT PASBITIEA CHCTCM IP5 crana kowmars Cisco Systems. Omaxo
cuereva IPS, , YMECT OTPAATD ATAKH TOTH-
K 1 TCPIINTP G, OCTaB i BIYTPEINIHC pecypei Ges sanurm;
uUcnom306aNUE KoMMYmMamopos aoKkamwnoli cemu (Switch), B kotopbie MoryT Gbrrs
BHCIPEHS! MCXAIEIMB TPEOTHPANICHIS AT, MPIEM Kak B cocrane OC, Tak it
B BUzC OT Moy, Dty IPS B
KomMmyTaTophi peamiaosaa Cisco Systems b csoe ceveiicrse Cisco Catalyst;
ucnomsosanue mouex Gecnpoaodnozo docmyna (Wireless Access Point), uepes
KOTOpbIC MOKET NPOXOUTD Tpadhnk, Hyaiouuiics B anaae. [lo nymi wirer-
patnm o Taxie npow3souTe, kas Cisco Systems n Aruba, ocriacriiie
cBoe oGopy1oBaNIIE HEOBXOMMMBINI (KB, TAKIE CHETEMB, TOMIMO 06~
HapyIKeHIIA 1t NIpCOTBPANICHIS PABIMILIX ATAK, YMCIOT ONPECATH MECTOla-
ToueK focTyna

o

o

i werton [31].

TIpityicp CxeMbi PO TBPAILCHIIS! BTOpiKCHItii CCTCROro ORIt 1a 0CHOBe MPOIYK-
ton Cisco Systems npimezen 1 pic. 122 [87].
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E=q| F=3/

B osorsn 1L
B oo AP SSM a1
L
GicoCaast [——
2 ( ) g;, S e
(@] coveep ypemmen Koo ynpanea
o Secy arager Bt

Pic. 12.2. Cxema NPeAOTEOLLEHHS STOPXEHHI: CETEBOO YPOBHA

a ocose npoayKToB Komnanuw Cisco Systems

Cpasnirespias xapaxtepierinka nozciicren Network TPS 1 Host IPS npiseeria
B rabn. 12.1 [1].

Ta6nuua 12.1. Cpasmmrenshas xapaktepucruka noacicrem Network IPS u Host IPS

Network IPS.

Luikpora nprmenenws — uenas cers moxer|
6Th NOKPAITO ORMM CereBbiM CeHCOPOM.
Mommanshie weyaoBersa ot ycranosk
0BHOBNEHwi cHrHaTYp u 0BHOBAEHMSH 1O
cencopos.

Mpesorspauensse DoS-arakw.
Boawoxrocrs ofHapyxenss owmbox
ceresoro ypoewn s crexe TCP/IP.
Hesasmeavocrs or OC iopmatimonsix
yanos

Hapaay  sepHsiu 6uisaior u noxsie
cpaarsisans.

MOXET GHQTMIUPOBGTS 30UMAPOBOHHA NOTOK
‘AaHHbix. Hossie 8Mast u BpHaHTI GTaK He yayT
BHSBNEHS B CRYHGE OTCYTCTBMS CHTHATYPH AGHHOM

‘3anepXKa BO BpeMeNH MeXRY HOMEHTOM
‘06HapyXeHWR QTGN 1 MoMeHTOM onoBewieH
(rpesoru).

3aTpyRKeH aHamMa nakeTos  crysae
neperpyxeHHo# cemH.

Orcyrcreytor ynenomnena 6 ycneumocr arax
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Ta6nuua 12.1. Cpaswenswas xapaktepucruka noacucrem Network IPS u Host IPS
(oxonuakve)

Host IPS
BOSMOXHOCT: CB%3HBATS MOMS308CTEN3 ¢ | [118 IOUITH HECKOTSKAX Y3108 CEHCOPbI AOTXHb
coBbmiem. 6 yCTOHOBREH Ha KOXEOM M3 HiX.
Moxer \ we Ecm OC o pe:
3agmecnposamnsie cencopanss NIDS. | To nepectaer dyHKAOHMPORGTS 4 ceHeop,

o 7 HQ RGHHOM yane.
Pacumbposansx Ha yane. Cencop e cnocoBen ofapyxsars aemmensHocs
BoswoxHocTs npeaocrasnenvin ceTesiix crawepos.

WHpopMaLIH 06 yane 8 Tevenwe arakn | Cencopst MoryT 6us Headdexransin s crysae
DoS-aras wa yaen.
[ GyHkLHONAPOBGHAR HEOBXORMS
pecypas

12. Bawmra or DDoS-arak

Oinnt 13 HaGOCE KPHTHYHBEX 110 HOCTECTBHAM KIACCOB KOMHBIOTEDHbIX ATAK A
I0TCSH PACTIpEAEIITbIC aTaiit THiIa <otk B obeyxmsammi> DDoS (Distributed

Denial of Service), na octymmocTit
pecypcos.

Smaraian MHOKeCTR IMMIBIX KOMITONCI=
o, mmeum‘\u;lx Ha XocTax B cern Vlimepher. Ot MOrYT IPHBCCTH HE TOMBKO K BHXOLY

X Y108 H CCPBHCOB, HO I OCTaHOBIITH paGory Koprienbix DNS-ceppepon
Y BATI UACTIHOR 1T TITHOE TPCKpIIeNIie (yIHKIONHpORI CeTi
Ocnopias 11e:th 3anuiTsi nporin D AK FAKTIONACTCS B NPEAOTBPANCHINI 1X
DO, TONHOM OGHAPYIKCHIIH STIEX ATAIK 1t GHICTPOM pearnpoBaiiti 1a irx. [pit
910N BasKiH0 TaioKe HXpeKTIBHO PacTIOBABaT erTIMHb] TpAiTK, KoTOpbili 1NCeT
NPI3HAKH, CXOAKIIC C TPAGIKOM BTOPIKCHIIS, It OBCCTIeHHBAT HAICIKIYIO JOCTABKY
(riHOr Tpadpiic 10 el
Obiutii 10AX0A K 3auuTe 0T arak DDOS BIONACT PEATIZAIO CACAVIONUI Me-
Xariayo:

O olwapyseriie ropsenis:

O onpejesenie HCTOUHHIKA BIOP/KCHIIST;

O npeioTRpaIelHe FTOpIKeHIIsL.

Crerema samursi npepusirii o1 DDoS-ata. TTpi paspaGoTke fartioro pern
1151 HCOBXOUIM KOMILICKCHbITE OO/ AU HIOCTpOCHIIS! CHCTEMEI SAUUITb, CTI0COBHOI
SAUUTHTH HE TOABKO OTCBHBIC CeBEDbI IPEPHSITIS, 10 1t Kai

y costan. Pemmerniie ster coboii Mioroy ¥
CHCTEMY € HETKO B ’pocunoﬁ iieii 0Gopoitsi. Breapenie pemeriiis 1o3sozsier
TIOBBICHTD it ceTi, YCTPOIiCTE MapuIpy T3 , Katam
cosa, novrontix, ne- n DNS-cepncpon [87]

b1 CBA3N € COOT-
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Biicapettie TaKoii cHCTeMb! SAUITH 1
O ocyieernaenie KoM crocro Gisiieca sepea Virrepier;
O HaMrHe KOPHOPATIBHOND Bel-caiiTa KoMIaNIE;
o Hnmepuier o

JiecooGpasIio B creayionu

Cxenia sanuirst npeaunpisiTis or DDoS-arak npeacTanena ia pic. 123,

Fpanma
peanpus

| yposens sausr

<

1 yposews sauprm

i
‘Cucrena obwapywonn
WipeRoTepRuES
Sropeen

Putc. 12.3. Cxema 3auymsi npeanpusTi or DDoS-arax

B armiow penermnt certcoput anovami, iy
saromye MpoXOI prtenmI TpAQHK 1 HeMpEpbBION pexie. Jlaas cHCTeNa
HAXOUFTCA Ha FPAIIC C OTIEPATOPOM CR3H, TAKIIM OGPa30M, NPOLLECC OMHCTKI Hasii-
HACTCs! lte 210 TOMaaris! TpadiiKa ATAKII BO BHYTPEHITION CCTh KOMITAMIIL

Mertoz oftiapyskerit anovaii e Mowet ofecticunrth 100-IpOICHTIYIO BeposiT-
HOCTS OWIICTIH Tpaiiia, TI09TOMY HOSIBSIETCS! HEOOKOMIMOCTS HTOTPAIL ¢ MOACHC
TCMANIN TIPCAOTBPAIICHIIA ATAK 1a CCTEBON 1 CHCTEMHOM YPOBIS.

Kposic T0r0, IIpi pealizailifil AlHOO PEIieist HeoOXOUMO NPHISTH Mepbi J0-
HOIITe Ol Ge30MACHOCTH, TI03BOASIONTIE YKPEIIIITD CeTh ONePATOPA CHS3I I 101~
KOTOBITS Ce AUt GHICTPOTO NPOTHBOACICTBIIA 1t MAKCHMATBIION JAIIUITH OT CETEBbIX
VIPO3 PAIIbIX BIAOD.

emene uis cBsam 10 u DDoS-arax.
sBosCT cosain CHOIM KIHEHTaN FITY

o pacnpezenemosx DDoS-a7ak b yiperTh

cenn. DyHAMEHTATHOT 3a7ei PeLeHIs ABTETCA YVIEHIE AHOMABHOTO TPAiKa

13 KAIATA CRSI3H H AOCTABKA TOBKO JCTHTHMIONO Tpaditka,
BHBHCC-IPCHMYIIECTEA BCAPACNONO pemieHis:

O BOIMOKHOCTH HPEAIOKITTS HOBBTi CEPBIC BHICOKOTO YPOBII C HepeneKTmoli
MaCUITaBHpOBANIL A5 GOLIILX, CPEAIIX 1 MATBIX HPEANPHATIE

o cebst Kax o, yuactny ®
nIpeAOTBpAINEHII Yiep(a i 10TEph KINCHTOD;
> cerenoi VKTYPOil;
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O BOSMOAKINOCTS IPEAOCTAICHIIS! AGONCIITAM OTHCTOB 00 ATAKAX.
Tpoaiizep yeryr oer npeiararh ity ot DDOS-atak cBoim Kopropariis-
HbIM ITHEHTAN 110 ABYM CXEMA:
O Gudenennan ycayea ~ HOTXOIT U KON, GIESEC KOTOPHIX CHI3al € CeTbio
HINTCPIICT: 30 KOMIAUIH, SaMINGIOUHCCs, OMTafinoRois Topronscil parico-
BIC CTPYKTYPBI 1 ApyTiIe

yeayra ouncriat rpadbitia, a TaioKe
DoS-ara 1t po-

ueayp owicTian Tpadiica 110 1]7L6<manm() KamerTa;
ey s -

CITOR, KOTOpBIM HEOBXOMIN onpeseaerti yposery santi or DDoS-atax vt
CHONX OIAIHOBHIX CCPBIICOR, OUAKO Ta MPOGIEMA HE CTOT A HIX OCTPO.
Vestyra npesiaraer b OYHCTKH TPaHKa JUIs1 BCEX K-
CITOB 1 CTaIApTIYIO HOMMTIKY ;U1 0GHapyxemis DDoS-arai.
Ha pic. 124 HoKasana apXirTeKTypa peitienits /U1 OnepaTopos Casian 1o obnapy-
sketto 1 Hoxanzenino DDoS-arax [87].

ApxuTeirypa peweHus

con
oo oo

[ ] ==

y
=
{ ,
Kownasis A v [ YETPOVCTEO
Ke T Peaktow P
o fowanns
Puc. 12.4. pewenus ans canm no

 noaaenenuio DDoS-atak

ApXHTEKTYa Peltienis IpejUiaraeT yIopsiouenibiii HOAX0 K 00HAPY/KeHHIo pac-
npeztezenib DDOS-ATaK, OTCICAMBANHIO 1X HCTONHITKA If 1X IOJABICHIIO,

B navate cnoeii padothi cpecTnay sanurrhi or DDoS-aTai 1eoBxoauo npoiirit
TDOIICCE OGYHCHIS 1 COSATS MOACITh HOPMAIBHONO NOBeieHiist Tpachiica b NpeeItax
COT, HCTOT3YA HOTOK AQHITBIX, AOCTYMHbi C MAPUIpY TIZATOPOB.
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Tloc1¢ Oy CHCTENA EDEXOIT b PERIIN NOHITODHHT TPAQIa, 1 1 Cyiae
¥ arryauwm ¥ ¥
o araka ceTH rie-
besojur yeTpoicrio ouncriil Tpacpia B et sauurri
TaKiKe BOIMOKHO HACTPOUTD YCT] 12 aBTo) CKYI0 aKTH-
T8 ouHCTIH TpApiiA B ¢ 6 ro tpacpinia. Tlpit
POKIIMA BAILUITH CPEACTT UBMCHACT TAGIINY MAPIpYTIt3a-

ebs 1t

LI TPAHIINHOTO MaDIIPYTHIATOPA € LEbi0 TepCHAIARICHIS BXO/LILEro Tpadpiia 1
pacpik

B CeTh,

JloCTOIICTEA AAIOO pelieiu:

O wrnoseras pearius ta DDoS-atai;

O BOIMOAHOCTD BICHOUEHIIS CHCTEMBI TOIBKO 110 TPEBOBAINO OBCCIICHBACT Mak-
aarparsi 1a

Bonpocm ANsi CAMOKOHTPONS
Co 1y
wTopakcinii
Viaxure -m'n,lp( npusnaka cictembl [PS, ormuaionuix ee ot cucremst 1DS.,

H Jlaiire onpexceiis nonsitii «<cerenas cueresa NIPS» it «xocronas cicreya
HIPS».

4. Ommmire u HHoCTIH
CPEICTR ~ CKAIEPOB YIBINOCTIL

5. KaKie MCToAb! autatitza coObITHiL HCTIOMB3YIOTES B NIPOIICCCe BHSRICHIS BTOp-

T ——

6. Buex Meron :

7. Buew: Metoj ofHapy )

8. O crb CpescTs wrop e creTeHo-
10 (xoctonoro) yponi HIPS.

9. Ommumire CTh CPEACTB NPEAOTEpAIC ewtii cetenoro,
yponist NIPS,

aTak THITA « OTKa3 B 00~

10. Pacekaiarme o H0/X04¢ K€ 3ITE OT pacrpeAcieits
capramai.
1. Kaansn Nt 1t JomKia oBaaT 1PS s

12.Onuunre CrpyKTypy It
sropkerni 5 KH




TNABA TexHOMOMM

3ALWMTH OT
BPELOHOCHBIX
MPOTPAMM M CTTAMA

Be301aCHOCTS  HTO HEAOTBpANICHIIE BPEa.

aamon «/luaiozs>

CYICCTRYIOT MPOrPAMMB, HAMCDCITHO HATHCANHBIC ¢ 1CTbi0 YHITTOKCHIS AAHHBIX
Ha UyKOM aysKoil

HCTIOIb30BAHISE HYAKITX ecypeon. TAKII IPOTPaNMBI HECYT BPEIOHOCHYIO HATDy3Ky
e it

13.1. Knaccudukaumsa BpeoHOCHbIX
nporpamm

nporpasbt 10 criocoly passtoe-
HItS 11 THITY BPEJOHOCHOI HATPY3KIL
pacnpocTpariers i ii HarpyaKi Bee Bpe-
JOHOCHBIC IPOTPANMBI MO0 PAIEHTD Ha HCTBIPE OCHOBIBIX THIL KOMIIBIOTPIbIC
BIHDYCH, SePBH, TPOSIbE 11 APYIHe NDOTPAMML
ICAYT OTNCTHTD, STO KOMIIBIOTCPHBIM BIPYCOM HACTO HA3MBAIOT I00YIO Bpe-
OHOCHYID TPOpPaNY. DT0 OGYCIONIEHD TEN, 'O TIEPRIC IHCCTINE HpCIONOCHie
Gout mvieno BIpYCAMIL It B TeHCHIe TTOCICAYIONUT
“CI0 BUpYCOR 31 BEeX OCTabIbIX
BpeAOHOCHLIX 1pOrpasM. OUAKO B NOCICICE BPNST HAMCTILIIC TEHACHIUI K 110~
SIICHINIO HOBBIX, HCBHPYCHbIX TEXHOTOMII, KOTOPHIC HEMOL3YIOT BEAOHOCHEIC PO~
rpastyii. TIpit STOM 40151 HCTIHHBIX BHPYCOB 1 OGIIICM HIC/C HHIULICHTOR ¢ BPEAOHOC-
HBIMI HPOFPAMMAH 30 TIOCIC/UHE [OAbI SHATIITEbIO COKPATILIACE.

B HACTOSILICC BpEM! BPEOHOCH HPOTPAMMBL — 9TO YAKE BOTbIICH HACTLIO UMeHIO
H1C BIPYCHI, XOTA TAKIE TCMIIHDI KAK <BIDYC> 11 <3aPAACILIE BIPYCOMS IPINeNSIOTEA
110 OTHOLICHIIO KO BCC BPAOROCIbI Mporpayivay. T03TOMY e M0 TepMItHoN
<BIPYC> GYACT NOHIMATLCS! 1 BPEOHOCHaS TPOTPANYA
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Komneioteprbie supycs!

KoMIbIoTepHBiii BUPYC — 5T0 NPOIPaMMa, CIOCOGHAst COSAABATS CBOM JYGAKATH 1
BHEJIPATS 1X B KOMITBIOTEPHbIC CeTH 1/1m (ailbl, CHETEMHbIE 0BAACTH KOMIIBIOTEpA
1 1poUIe BHTOsIEMBIC 06BeKTHL TIpH JTOM AYBANKATH COXPNSIOT CHOCOBHOCT K
JabHeliieMy pacipocTpanenio.

Ocropitast e A1060r0 nipyea —aro 1 apyriie
pecypent u aciicramii it co-
Gumisix 1w AciicTaiX nob3oRaTes (lmnp»mep‘ 25 HCA KIKIOTO SO0 Mecsia
WU i TepezArpy3ie Jeiicrois

BpeOHOCHBINIL

SKinenmii 1K1 11060r0 KOMIBIOTEPHOND BIPYCA MOKHO PAACTHTH 1a eTHpe
orana:

O nporOBeIIIe Ha YKo KOMTbIOTED;

O akrimaus;

O noiCK 06BeKTOR 1151 SApKeHIST;

O noAroTOBKA 1 BHEAPEHIE KO,

TIyTAMI TIPONIKIHORCITIS BIPYCA MOTYT CAYAIITH Kak MOGILIBHBIC HOCHTEAI, TaK
i ceTenbie coeutterIts — (RKTINECKIT BCC KAHATb, 110 KOTOPBIM MOAKHO CKOMHPOBATH

1. OJutaKo, B OTINIE OT HepBei, BIPYCH HE HCTIOMHAYIOT CCTERbIC PeCYpC — 3a-
PRUKCIIC BHPYCOM BOSNOAKHO, TOMHKO CCAI TIOMBIOBATC.Ih CAM KAKITN-TH00 00pazon
€10 AKTHBIPOB:, HAPHME] CKONHPOBAI IUTH HOAYHILL 110 TIOTe 3aPaKenHbiii (aiin
1 CaM €10 FANYCTIL ILTH IPOCTO OTKPHLA.

Tloc.1e MpOHIKHOBCHIIA CICAYCT AKTIBALUIS BHPYCA. DO MOKET HPOHCXOUITH Pa
HBINIH VTSN, 1 B 3ABHCHAOCTIL OT BLIGPAINIONO MCTOLA BHPYCH ACIATCA Ha Takie
B

O 3acpya0unbie Gupycel SAPKAIOT FATPYIOUNBIE CEITOPA HKCCTRILK UCKOR H MO~
Grutbitbix HocHTesc;
O qpaitroame upyen sapraot Gaii,

" BipycoB 0T Apy T nporpasiv
T cucresie i ii obosovice,
i OO Kkt KocpeTingH mpye 6t o, Tar, mpye A% Microsoft
Windows e Gyiet paGotats 1 sapakas Sl ol s O YA
serttiofi onepaiontioii crictevofi, wanpiyiep UNIX.

TIpit NOATOTOBKE CBOMX KoMt
Textonon:

HPYCHI MOTYT HPUMEHSITD /L5t MACKHPOBKH Pasiible

O wugpposane - v 1om
pato

O iemanopdusst ~ UI IPIINCHEIII STORO NMETOZA BHPYCHHIC KO COLAAIOTE]
1y TeM AMCHbI HEKOTOPBIX KOMAILHA A 10T I, TIEPCCTAIOBKII MECTAMIT ac-
el KO/, BCTABKI MCKILY HIMIH AONO/IHTCIBHBY, OBIAHO HIEO He ACTAIONII
KOMaILL

[YHAC BIDYC COCTONT 113 JyX sacTeik cast BHpYC i 1nich-
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C B 3ABICHMOCTIE OT HCTHO < MeTO/I0B BUpyCH
MOKHO ieIHTh Ha "
KOMOHIAILINO BYX THIIOB MACKHPOBKIL.

Certessle Yepsu

B ORI OT BIPYCOB, CCTERME HCPBI ~ 9T0 BIGAIIE CRMOCTORTEIE BRCIONOCITC
Ol 1 TaioKe ABICTC K

KEHIO, OUAKO TIDH TOM OHI CTIOCOGHbI K CANOCTORTEBIIONY PACTPOCTPAICHITO ©

HCTOTBI0BAIHCN COTCRbIX KAHATOR.
B 3ABHCHMOCTH OT C1I0COGA TPORNKHOBEHIIS B CHCTEMY HCPRIT JCIATCS Ha Cey-
fouute Tib:
O cemeasie uepe WeTO3YIOT U1t pAcTpoCTpaticHiist AokaTbisie ceri 1t Mireprier;
O noumosbie uepeu PACTIPOCTPANSIOTCS! C TIOMOILIO TIOYTOBBIX MPOTPANM;
O IM-uepou wenoabayior nporpassibt obyena ooy IM (Instant
Messenger) b peiise eablioro ppevieiis
O IRC-uepau pactipoctpaisiotes tiepea watbi IRC (Internet Relay Chat);
O P2P-uepeu pactipocTpASIOTCs: DI TIOMONDT THPIHTOBBIX (paiiI006NCHITbIX co-
Teii P2P (I’eerrmrPecr — pasitbi ¢ panitbin).

Tocie frep Hepsn JomKCH ~ s
i AT T OrOLS SRRl Sk AR Ot SN v
GOIBLIIC IPYTIIL 1 TeX, KOTOPbie TpeGyIOT AKTIBHONO YHICTIL! OIBIOBATES, 1 TeX,
10 ero e Tpebyer.
OTammTes B 0COGEHOCTD YepBeil 13 IepBoii TPYIIB — 910 HCNOAB3OBANE
oGyarbix MeTo105. Hanpiyiep, noysareas inuiuposartioro daiiia seoaTes o
) “TeKeToM oty by it OTKpbIBACT BIOAKeHITE ¢
TIOSTOBIM HEPBEM, TeM CAMBIM €10 aKTHBHPYS. Uepni 163 BTOpOii rpyIIIs Heriomssyior
ouniGkat B HACTpOIiKe 1111 Gpelint B CHETeMC G30ACHOCTIE OrepaIOIHO CIHCTeNbL. B
HOC/E/UHEE BPeMsT HAMCTILIACK TEHICHIS K COBMELICHHIO HTHX /BYX TeXHOOMHI| — Ta-
KIe SCPBII HaHGOICe OIIACHDI 1 HACTO BBI3HIIOT LOGATBHbIC JMILCMITL
* Corenbic uepmil NOFYT KODICPIpORTLCL ¢ BYCANI — T 1P CiOCOSiia aio-
51110 CeTin (ar0Aapst HCPBIO) i 1 TO 5Ke BPeNSI FAPUKATH
pecypebt KoMIbioTepa (rmnkmm lmpyc'\)

TposHCKue nporpamms!
Tpostrickast porpaviva (1POTPANMA KAACCA «TPOSHCKHT KOIb», WM IPOCTO TPOsT)

JMCET TOBKO U0 HABHANCHIC — HAHCCTH YIICPO 1CCBOMY KOMITBIOTCDY MyTest

e selicraitic Kpaki, mopat i
yiaenms X JQHHBIX, Hapy 61 ytepa
wit ero pecypeos i uemsix

B onumme oT BupYco 1 epnei, Tposib cayit He pasmmoaiorcs, JKisnenbiii
LT TPOSIHOB COCTOIIT BCCTO 13 TEX STanon:
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O npoHHKHOBEtHe B CHCTEMY;
O axTuBaus:;
O BhIOAHENHE BPEAOHOCHbIX AeiicTBi

FIeKoTOpHIC TPOSIB CHIOCOBIIbI K CAMOCTOSTEIIBHOMY TPEOAQIICHIO CHCTEM AIUITH
i CHCTEMBI ¢ 11eJ1 B Hee. i
ORI, KO

A T DT G e

etest

fac

noenme, Km’up()c nom-

1 sanyckaer. [Tpit atom n|)0l‘|)d\4\41,|u1c1 BITEIBHO MOSKT OBITh T0JIE3 m.; HO Hapsizy ©
OCHOBIbINI (hyHKIUIINIE OFA NOAKCT BLITOMIATS ACHiCTBIIS, CrOliCTReHIbIe TPOsTIY
Ouiaxo b rhe Ca1yuacs Tposib Ha Byieete ¢
BUDYCOM 1160 HepBeN — TO CCTh TaKite TPOSHI MOYKHO PACCMATPHBATE KaK AOIOIiH-
eI BpEIOHOCIYD FADYOKY 0 e Ak CAUOCTOTTETIYD TEOrpaey
e pTpostiy aKcTHBALIS, 1 31ech 01
10XOK Ha wepust — 1160 T)x:{)ym aicrumibix Jelierpitii ot no:mosatess, 160 sepea
JINOCTH B TIDOTPaN apaKact cicT
Hocl«ulbky e, e e e EOAHORYS RS
CTaIl, O KCTACCHHIIDYIOTEA 110 THHIY BPEIOHOCHOH HArDY3Ki:

O noxumume napoaeil npeuAIACHS U KPUKN HApoicii NYTeN MoMcKa 1
SAPUKEHION KOMIIBIOTEpE ClICLUTILHLIX (RILIOR, KOTOPHe 1 Cotepc
O ymumnt cxpimoo ydaaennozo ynpaaienin 10 oA KOTOPHC OGecric-
BT HCCAKIBIONHpORANH Y7QICHIG KONTpOTh, 1t miinumpoat
Obbario 10 DYKAT, OTCHLIATh, 3anyC-
Kt 1 YR dpalins, TAKIIE TPOMbI NOTYT GbITh HCIHOTOBaI KK
eIt KONIVICHIUE DO 1HAOPNALILH, TAK 11 15 3ATYCKA BHPYCOR,
VHITORCHIIS TaHHb;
oaueciue GonGot )y it aao-
KCHHBIX B HIEX YCI0BIT (1 KOHKPETHbITi ACHtb, BPENS! CYTOK, B OTBeT Ha OnpeAc-
JIeHHOe AHICTBIIC TI0/TB30BATEI 1L7H KOMAH/b! H3BHE) BHIOJHATH KAKOe-1100
seiicraite, manpisiep yaazenie Gaiiios;
Kiasuamypivie wnuolbi, NOCTOSIHO HAXOAACH B ONCPATHBHOI NANSITH, 3arit-
CHIBAIOT e AQHHBIC, TOCTYTAIOIUIE OT KIABHATYDb, C LEbIO HOCTCAYIOICH 11X
Tepesatn CBoEMY aBTOpY:
SMTP-u

o]

Tae Tposb Kowbio-
Tepe. oTnpasky iit nouTHL, UTO
HACTO HETOAIYCTCS U1 paces v

ML 003601a B CKPHITON OT NOALOBATEIA PEAIINC HIILLTIPYIOT HOMCIO-
werie K riatHbiv cepaicant Mirreprera;
Moduuxamopyi nacmpoex Gpaysepa MeIOT CTapTOBYIO CTPANILY B Gpayacpe,
CTpANHILY TOMCKG 1LTH e KaKiie-21160 HACTPOTIKI, OTKPHBAIOT AOMOANIITE -
HbIC OKIIA, UMITIPYIOT HUKATIIS 112 PEIAMIBIC GAITHCPL 1 T 1.

o

o

OTAC/IBHO OTMETIIM, 'TO CYUICCTRYIOT HPOrPANMB 113 KIACCA TPOSIHOB, KOTOPbIC
HAHOCST BPEA APYTHN, YAICHIBIM KOMITIBIOTEPAM 11 COTAN, DIt JTOM HE Hapylsi




506 TEXHONOMA 3ALLMTbI OT BPEOHOCHbIX MPOTPAMM M CTIAMA

SApiie atoii
rpynist ~ opeantusamopu DDoS-amax.

Apyrve n

KoppecrnoHaeHyus

Kpowie BHPYCOB, UepBeii 1t TPOAHOB CYUIECTBYT Cllie MHOTO /pYTHX BPEAOHOCHBIX
HPOTPAMM 1t HEAKEAATEIbHOT KOppECHONeHIIH. CPI HIX MOKHO BHUICITS Cle-
Jtyloe rpymm:

O wnuoncxoe 110 (Spyware) — Onacibie At NOIKOBATEI POTPAMMSL, IPCAHa-
SHAYCHHbIC LIS CIACKEHIS 32 CHCTEMO 1 OTChLTKH CoBpaihofi mdopaat
TpeTbei CTOpOIe — COIATEITIO 1L BAKXIIKY Takoit mporpayyst. Cpeit 3aKa-

wicon 110 ~ criaveph, arewcrsa,
CIN-AEHTCTDR, TPECTYIAC FPYTITAPORII, ACTTCN MPOIILICIIOTO io-
Haka
payscpa, LN, HHOTAG 1
TkOM AucKe k()\mmmcpa KCPTBHL nm HpOrpANN Tafti KBTS 1)
ByieeTe ¢ 2 ) codprom i it pocyioTpe
oGpazont ¥ HTML-crparit n nensisaio-
i oKo it o 06 aton

nomsovarexs. HoGounsie adxpextst ot mpucyrersis ummorckoro [0 na kow-
IbloTepe — HeCTaGHTbHast PaGOTa Gpay3epa if 3AMEICHHE POHIBOMITEIBHOCTH
cuerems;
O yeaoono onacue O, O KITODHK HETISH OIHOSHENO CGCaT 10 Oht
1. Tax oGm0 OIACHBINIT TOBKO TP
OPEACACHIL YCAOMIX 11 AciicTBAX MOMOBTEA. K Witk orivocsTes:
~ annaemwt (applet) — J pi
1, Berpansaensie 5 HTML-crpanst, 1o cpocii eyt a1i nporpasiibt e
BPCXOHOCHBIC, HO MOTYT HCTIOTHSOBATICS B AT0NaMEpeHHEIX Heix. Ocoberio
ANIVICTH ONACHb LT MOGHTEICIH OIAIHOBLIX D, TAK KaK B X AIILICTH
Java tpeGyiorcs obsarespio. Aniers, Kak w mmiorckoe 110, MoryT me-
TIOJIL30BATLCA JUIA OTHPABKH COGPAINOT 12 KOMITBIOTEpE HiihopMAIII Tpe-
‘Theii cTopone;
= percave ymuun (ANaE) — YE10BIO-GeCTIE IO, KoTOpHE
B KUCCTBE IIATH 32 CBOC
Py TaIe Sorro » e rpacpisecinx Gantiepos. Tlocte ool
1CTpAILII OBBINIO TIOKAS PEICIAb FAITHTACTCS 1 TPOTPAN-
Mt HAHIAIOT PaGOTATH B OGbIHOM peAnve, [TpoGieNa peKTAMIBIX yTIT
KPOCTCS! B MCXANH3MAX, KOTODbIC HCHO/BAYIOTCsE /U151 3ATPY3KH PEKTaMBbl ta
KoMmBITEp. KpoMe Toro, uto 11t 9THX Herieii HacTo HCOAL3IoTes Hporpas-
MBI CTODOMIIX 1 HE BCeria IpOBepeHIIbiX TPOHSBOITeI e, ajke 1oeze pe-
TIICTPAILIH TAKIHE MOZYTH MOFYT ABTONATINCCKH HE YAQATHC 1 HPOZIOTKATS
CBOIO PAGOTY B CKPBITOM PERIINE;
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~ risktare ~ BIOIC ACTALHbE HPOTPAMMEL, KOTOPHIE CANI 110 ceBe 1ie Onaciib,
10 obmaaior gy ¥ oy Heno0-
Bah 11X ¢ BpeoocHbiNI e K riskware oTHOCTCA OBbMIbe yTILITH
KOTOpBIMH HaCTO
Goavinex cereil, icneirrst IRC, nporpasini 201t sarpyait dhaikion 13 Uirrep-
HeTa, YTILTITS! BOCCTAHOBCHIS! 3AGbITHIX Haporcil it AP
O XaKepcKue ymunumpl — K STOMY BILY TPOTPAMM OTHOCSTCA TIPOTPAMMbI COKPbI-
s ko daiizon or it ponepit (
il110B), ABTOMATIIALII COBAIISE CCTEBbIX epBeli, KOMIIBIOTCHBIX BIPYCOB
1 TPOSHCKIIX 1POTPAMM (KOHCTDYKTODB! BHDYCOB), HAGODI MPOrPayM, KOTOpbIC
HCOIB3YIOT Xakepbi st CKPITHORO B3SITIS 110 KONTPO.Ih BXIOMAHHON CHCTeN I
(RootKit), i apyrie nozo6mbie yriwaimst. Takie criemiieckie mporpaysi
OGBIMHO HETOML3YIOT TOTBKO XaKepb
MUCTIUGpuRaL ~ TPOTPAMNLA, KOTOPBIC HAMEPHIO BEOIIT HI0/IB30BATEIIS b 33
0

O

1yTent nokaa y Hanpiniep, 0 ek
VL OBHAPYKCHII BHDYCOB, XOTS 2 CaMIOM AIC HITICTO 1 IPOIICXOUIT. Toer
TaiIx cooGietitii sapiCIT Or ATz aBTOpA o
O anan - HouTORAS! KOpP ey xapakrepa,
rpachinic it aionzs Bpevst y i

13.2. OcHOBbI paGoTbl aHTUBMPYCHbIX
nporpaMm

Canbivit opCKTHBHBIMIE CPEACTBAMH FALITH OT BHPYCOB ABISIOTCS CTICLIATbIHE
HPOIPAMMBI, CHOCOBHbIC PACTIOBNABATH 1 OOCIBPEHKIBATH BUPYCH! B (ailia, MHChMAX
1 ApyYTIX oGbexcTax. TaKHe NPOrPayMb HAZHIBAIOTCS! AHTUBHPYCAMH, 1t A1 TOTO, 4T0-
bt HioCTpONTH. HALEKIYIO V10 BALHTY, e (T X
HYKHO 00513aTeIbHO.

B

YCHBIX HOAYKTAX Henlos B OCHOBIbIX 1I0AX0
K OBHAPYIKEHIIIO BPCIOOCHIX 1IPOTPANM: CHIHATYPHII] 1t 1POAKTIBIIbIT}/SBpHCTII-
HecKHii.

Cuenamypusie yemodbi — TOUBIC MCTOAb OBHADYIKEHIS BHPYCOB, OCHOBANINC Ha
cpaieinti Gaiia ¢ U3BCTHbINI OGPASLANIL BUPYCOD

emodvr ~ MeTost oGHapye-
HIlS], KOTOPBIE MOSBOASIIOT € i nej 10 da
FapaKen.
13.2.1. CurHatypHsiii aHanm3
Tepainit <CHITATYpa> TPOHCXOIT OT AHTMIICKOTO ¢0BA Signature,
<TOCE>, W Ke B aicie aepra, Heuto

pyioiee».
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Curiatypibii aramis 3
LU MEPT KAIOTO BHPYCA 11 TIOVCKA BHPYCOB TTeN CPABICHIYA (paiiion ¢ phizmcr-
byt veprayit [76].

Ciriarypoii BpYCa GYACT CHITATHCS COBOKYIIHOCTD HepT, TO3BOISIONILX 0110~
IHAUHO IACHTHHILIPORATH HaTHe BUpYCa B (ailie (Bimouas ciyuan, Kora daii
LCTHKOM STRICTCs BHPYCOM). Bee BMECTE CHTHATY b H3BCCTHbIX BIPYCOB COCTARISIOT
anmusupycuyro Gas

a TexHon0rI1 HOBbIX
BPCIOHOCHEIX TIPOTPANM, 1K OICANIE i BICTIONCHIIC B Ga3y CHIHATYP. 3aiay BhiAc-
JICHIST CHIWATYD, KAK TDABILIO, PEIAIOT IOt — IKCIIEpThi B 0aCTH KOMIbIOTCpHOli
BIPYCOAOTII, CTIOCOBHBIC BHUCTITH KOJL BIPYCA 153 KO TIPOrpayMbl 11 ChOPMYHPOBATE
ero xapaiepibie sepThi 5 opyie, HanGotee yioGHoi A5 oncKa. B Haiborice mpocTsix
caysx voryT cTBa BhLICCIIS
CHPHATYD, HATPIINCp, [Vt HCCIOAILIX 110 CTPYKTYPE TPOSUIOR 111 epeil, KOTOpbie te

PAKIIOT YT MPOTPAMMB, & LLCIKON ABISIOTCS! BPCIOHOCHBINIE TIPOTPANMAMIL
TIpATitseciit B K10/ KOMIaIIH, BHIIYCKAIONICH] AIITIUBIPYCH, CCTh CBOA IpyTINia
AEEpIC, PR s T YSRGS Ly Gazy
HOBLINI cltrttatypast. 1o STOii NPINIIHe ANTHBHPYCHBIC Gagbi B PA3HLIX AUTHRIDY-
X pacsaIoTCst, Te He Melee MY AHTHBHPYCHbIMIL KOMITAHIAMH CYICCTRYCT
OOBOPEITHOCTS 0 OOMEIIE OBPALANII BIPYCOB, 2 HAIT, A0 1L N3O CHIIIA-
“TyPa HOBOTO BIpYCa TIONATACT NpaKTIICCI BCes
iyt ke ANTHBIpYCOM GYACT TOT, JUIs KOTOPOFO CHTHATYA HOBOTO BipYCa Gbuta
BRTYIICHa patblie bee

Hacto ;U1 oBHapyKeris cemeliCTBa IOXOPKITX BIPYCOR HEOL3YeTes OIA CHria-
TyDa, 1 TI0STOMY KOIMECTBO CHIHATYD HE BCCIa PABHO KOeCTRY o0HapyKitBac-
MiX Bitpycon. COOTHOIICHIIE KOTIMCCTRA CHTHATYP 1 \ICIA H3BECTHbIX BIPYCOB A5t
KaKIIOIH ATHBIDYCHOIE Gasbi cpoC. ECH e YHCCTh, IO aNTHBHPYCHbE KOMIAiIII
OGMHUBAIOTEA OGPASIIANII BIPYCOB, NOHO € BHICOKOfi A0l YBepeRHOCTH culrrar,
\ITO ANTHBHPYCHBIC Ga3bI HAlBOICe 1BBCCTHBIX ANTHBIPYCOR IKBIBATCITTIH.

Baiioc J0NOITEIb O CROFICTBO CHIATYp — TOUHOC 1 TapAITIPOBIIHO of1-
peteIIeiie THIA BHPYCa. DTO CRONCTRO MOIBOJACT 3AHECTIH B GA3Y HE TOMBKO CaMit
CHTHATYPbI, 10 1 CTIOCOG! Jevertist BIpYCa.

bt KpITepiI XD eITIBIOCTIE CHITGTYPIONO NETOA — D0 CKOpOCTH peardui
H HOBbIE YTPO3H, HACTOTa yrpos.

Lranibii HEOCTATOK CHITATYPHOTO METOTa — 3P IpH PeaKIUI 1a HoBbe
Yrposbi. JList HOYNCIHISE CHEHATYDb HEOGXOUMO nvieh 06paert Bipyca. Costath ero
CHTHATYDY HEBOSMOHO, 1I0KA BHPYC HC IO 1a a3 K akcricpray. Hoatosy citr-
HATYDB BCCTIA TIOSIBSIOTCS! TOTBKO epes HEKOTOPO PNt H0CIe MOSIICHIS HOBOTO
Bitpyca. C MOMHTa OSBIeHII! BPYCa B cerit HHTEpHeT 40 BhiIIyCIa 1IepBbIX CHITATYD
OGHINHO TIDOXOIUIT HECKOIKO aCOB,  BCE TO BENS BHYC CIIOCO0CH 3apakaTh KOM-
TbIOTEpb 0TI GectperiTeTBertHo. VIMEHHO T03T0MY TPaonHbil cHraTypibit
METOJL HENPHTO/CH /U151 OCPATHBION 3ALUITHI OT BHOBH NOARAAIOUUIXCS! BHPYCOB,

DTOT HEAOCTATOK TPRAILIONION CHIHATYPHOTO AHATIEA NOGBOTSICT TPCOLOICTD
<oBTaAsT> ANTHBHDYCHAA BaUUTa.

x
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13.2.2. Ocob6eHHOCTH «061a4HOM» aHTUBUPYCHOM
TexHosorn

B OLINIC O TRUIVIONHOND CHTHATYPHOTO alwTiA I HCIOAISORAII 06Ol
sieskaty TTK i ceppepoy npoi-

BOITE ANTHBPYCIIOfi HpOTpaNMY TportexoIT nocrosio. Bee TTK noucrioverns
X} ¥ cepuepy POTpANMBI 11 06pa3VIOT Tk
HA3BIBACNOC AUTHBHPYCHOC 06TaK0 (c. pasaer 6.2). AHTHBIpYCHOE 061aKO Mpea-
raner codoii WHPPACTPYITYPY, KOTOpAs HCTOAYCTES 1 OOpAGOTISH cepnepot
nocTynaoneit or TIK

D ] iy ke yrpoasi
[82]. Yens Gopine 1 Kcneree, e raKo: 06 oo
i o e OgGEpITeTO Ofvexre 1 cepaep MPIXOINT uihopMa Or MHOTIX

pOrpaNMBI K

st ores e aTBpyCHbX Ga

OGaui AITHBHDYC He TPOYET OT HOABSORATES HIHKAKIX WX AcicToiti —

' Kn 3aipoc 110 0By i nporpassist

00t enti. TIpH HOXTHCPKICIIIE OIACHOCTI e HEOGXOMINIC ACHCTRIIN BitioMs-

Jorcs apovamicesi. CKOPOCTD BHSIRICHI H GIOKIPOAIIE YTDO) ATHBIpYCHIb

oo cy anania. Ecin

cummaryprioe ‘rpebyer e uacon, To npit setex-

THPOBANI YIPO3 AITHBUPYCHbI OBIAKOM Petib ILACT O MitiyTax. [Ipit TOM, KaK 10~

KAIBIBACT NPAKTIICA, BEPOATHOCTb 0700 Cpada Tyt My b 100 pas ke,
HEKEIIN I TPAHIIIONHOM JCTCKTHPOBAIIL

Cobupa 1t nocrymaomyio Ve obaauan
sannima paGoTaeT Kax Mo crcreva, v

y ey, S, anm K,

Mrioeiio Bee y obnara, e

pycitbie arexint,

c i i T 1pes-
pecypes, a . Toaronry :

. MoryT olecniewnrr it xaparc-

JoabibIX Maumih, KOHCUHO, KIACCHECKIe AHTHBHPYCH TAIGKe MOTYT IPOBOITH
1IPOBCPIY DACKTPONHOI HONT 1A HATIIIC CHAMA, Y HILX INCCTCA 1t BeG-KOITPOIT
st 3 caifros. Ho 3a 10
OTBENAIOT OTACIIBHBIC, YACTO AOCTATONIIO MACCHBHBIC MOAYIIL A B CYUAC OB1a1HBIX
anTIBIpYCoB Bee GyJieT HaNHoro Jierie,
 BIACOK! CKODOCTS DEAKIUII 1 HOBHIC YTDO3H I I YOIt TOKI Cpa-
ant TEXHOOMEINH, 110~
TCHINAIBHO MOTYT CACHATH 11X HE3AMCHIMBIMIL B AHTHBUPYCHON WHAYCTpIIL.
Ofiasiibie TEXHOAOTIHH yike CClNaC IPIMNSIOTCS B TOM ILTH HHON BILIC B AHTHBI-
pyciibix npoayirax «Jladoparopit Kacniepekoros, Symantec, Agnitum, ESET, Panda
Security i psiza APYTIIX KoM,
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 npexCTaBiser ant peteiie. koMmatI
Sourcefire. 9Ta KOMIAHILS BLIYCTILA HOBYIO BEPCHI0 OGAYNOTO ANTHBIPYCA
Immunet 3.0 [107], KOTOpbiii NPEATATACT AOCTYII KO BCCM AKTY:IBHBIM BHPYCIHbIM

wrHaTypay, ) wy Bipycon, a
Taoke ccre peiNe, Kora by r

Tayer octyn k Hirepiiery. sanunry, It i arrmin-
aipyc ClamAV, useronurii Py — 0KabHbI i

MOV 1 PETVIIPIIO OGHOBACMBt 1200p CHITIATYD.

Aumumupyciioe peternte Immunet kovmanin Sourcefire coueraer 1 cebe BHCOKYIO
KOpaCTh GG SUHCTENU, TEDOB TESIOIOTIN KONTEKTEDIOTO AR

e o6
Tmmunet, M Cavbiy jinox-
XO1LK pereriio npoies: mcpopyaHOIOl s
obamoli AU (Kak 1 Beex 06 at-

X CCPIICOB 1 10M) SIRIACTCS AICHNOCTS OT CTAGILILHOCTI! KIATA CIT3I.

B 3alu1Te OT HOBBIX BIPYCOB NOMOTAIOT HCTIOB3YEMbIE B AHTHBHPYCHBIX IIPOIPAN-
Max Titiecie MeTob Bupycon.

13.2.3. IpoakTuBHbIe METOAB! 0GHapPYXEHUsS!

TIpOAKTIIBHBIC MCTO/UbI OGHAPYIKCINITS BHPYCOB OYHAIOT Bee GOAbIICE PACTPOCTPA-
wenite. B npuiiuime, nerons3osatie atoii it
HEI3BCCTILIC BPCOHOCHbC MPOFaNAbI, CYLICCTRYCT HECKOBKO TOIXOIOR K NPOaK-
TuBHoit FanuITe.

M a naniGosee X noxoza: 90y u
noBezeiteckie Gaokupatops [75].

3BpucTUYECKNE aHaNN3aTOPbI
CJ10B0 <OBPHCTHKA> TIPOUCKOIUIT OT TPEECKOTO IIANOIA «HaXOANTh>. CyTh s6puciit-
WeCKILY MEmOO06 COCTOMT B TOM, MTO PEIIIeHite POGICMbI OCHOBBIBACTCS! HA HEKOTOPBIX
TPAB/ONOZOGHEIX IPETIONOKEHISX, A He 1a CTPOIHX BHBOAAX 13 HMEIOUUIXCA (akTon
peanocsLIoK. TAKOE ONPEAE/EHIE 3BYUIT AOCTATONHO TYMAHHO, TOITOMY SBPHCTH-
“eCKHii METOL TIOSICHIM Jaiee Ha IPHACPAX.
EC/1H CHIHATY DHBIT METOJL OCHOBAH Ha BbIC/ICHIN XapAKTEPHBIX 1PH3HAKOB BHPYC:
1 TOMCKe DTIX IPH3HAKOB B IPOBEpAeMbIX (hail/iaX, T0 IBPHCTIECKT AHAILS OCHO-
BLIBACTCS! HA IPEIIONOKEHII (BEChVA HPABONOOGHOM), UTO HOBHIE BHPYCH HACTO
OKAIIBAIOTCS HOXOAKH 1 KAKIIE-THG0 13 YAKe HIBECTIDIY. Takoe NPCAOIOAKeIIE o1t~
AN GasaX CHIHATYD U151 He ooro,
2 CpAsy HeCKOIBIIX BHPYCOB. DTOT JBPHCTHIECKHI] METOL HACTO HAIbIBAIOT NOUCKOM
UDYCOB, NOXOHULY N USECTINDIE, W CIIIMINCCKILN GHATISON.
i — 710 nporpama, KoTOpas
i Ko obmexta 1 10 npuaHaKay
SABISCTCSE T OGBEKT PaGora snpicriniect Kak npanit-
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0, C HOHCKA B IPOT2 Kowan),
NAPAKTEpHEIX /U1 BPCIONOCHHX HPOTPAN. |
Hanpinviep, Mmorie KOb! HinyT ANME, OTKPEI-

w01 Halizetibie aitbi 1 HSMEIIOT 1. DBPHCTINCCKIT ANATISATOp TPOCNATDH-
Bac xox 1, Betperin 0 koMLY, § nexii
CHCTUIIK TIOAOBPHTEIBIIOCTI> AU JINIOFO HpILIOSKeIIL, ECII 10¢1e HPOCNOTpa
HCCrO KOAA SHAUCIIE CHCTAIIK HPCBHILIACT JALAHIOE IOPOTOBOC HEAHIE, TO OGbCKT
UpIHACTEA NOA03PHTCBILIN.

Tlepubic BPHCTICCKIIE AHATIZATOPS TOABILAILC) B ANTHBHPYCHb IPOAYKTAX 10~
BOJILHO AQBIIO, 1 2 CCrOAMAMMIII] ACHH G0CC ILTI NeTlee COBCPILICHIIbIC IBPHCTIKIE
PEALIISOBAID O BCEX AHTHBHPYCHbIX PEILCHITX.

JIOCTOMICTEANH CTATICCKOTO SR ANISI0TCS IPOCTOTa PV, BACOs
cxopocts padori, HoBBX, BipycoB e 10
TOTO, I U1 11X GYAYT BHACICHb CUTHATY P

Olutako yposeits, OGHApYIKeIIIL HOBbIX BPEOHOCHBIX KOAOB OCTACTCSI A0BOIbHO
HIKIIM, & BEPOATHOCTD JOKHBIX CPAGATBBAIIIEL ~ BLICOKOfi. LI0TOMY B COBpENCHIbIX
ANTUBIPYCAX CTATICCKI] AT CTIOAL3YIOTCS! B CONCTANHI € AUIAMHICCKIIN.
VLAest Takoro KOMGIHIPOBAITIOND HOX01a COCTONT B TOM, HTOGI A0 TOFo, KAk Ipit-
JKEHIIE GYACT BAIYILCHO Ha KOMIIBIOTEPe HI0/IK3OBAI eI, SMY.IHPOBATD CrO AIYCK B

BIPTYAIbHOM OKpY KOTOPOC Ha3HIRICTCs! TaIGKE Gydpepon ny.is-
L, i ertecournieiis.

Jlasutscciai SBUCTIMECKIL AHAIZATOP WITACT YACTH KOAA IPILIOKCIIL B 6y~
(bep OMY.IAINLE ANTHBUPYCA 1 C TIOMOINBIO CELHATHHBIX IPHEMOB HMYJTHPYET ero,
ucnomerte. EC1it B 1POLLCCCe 9TOMO NCCBAOCHIOACN I 0BHAPYRIBAIOTEA Kalcie-
60 HOACIPITEABILIC ACTICTBIIA, OGEICT NPHSIACTCA BEAOHOCHbIA 1t CFO JANYCK Ha
KOMITLIOTEpE HOBIOBATEI1 GIOKIpYeTC.

B orurute or Meroza, 4 it Goree K pecyp-
can TIK, Tax kak 4t ananiza onar, Gegonactioe
aganycx Wa
Ha Bpext arua. OAHAKO 1t YpoBeith oGiapy it y
MeTO1a BHAUIITEILHO BLIC, HeM  CTATITICCKOrD, a AOSKHBIX CF

i cytieersenio ebite:

Hel0CTaTRI DBPHCTINCCKI AIIATOPOD:

O HCBOIMOAKIOCTS ICHCHIIA — B CIL1Y HOTCHIUKUIbIBIX IOAIbX CPAGATBIBANI 1
BOSMOHOTO HETOHOTO ONPECACHIA THIA BUPYCA TIONLITKA JICUCHII MOKET
HIPHBCCTIH K GOUIbIII NOTCPsIM MIBOPMALULI, HCA 113-32 CAMOFO BIPYCA, 2 91O
nezonyeriNo;

O 13 HpETIBIOCTS OTHS NPHILUIIAILHO HOBLIX THIOB BIPYCOD.

Mosenenyeckue Gnoknparops!
Tobexeneciuii GAOKHPATOp — 510 MPOFPaNMa, KOTOpas aHATISHPYET OBEEHIe 3a-
IYHEHHOTO NPIOAKEHHS 1t GAOKHDYET J00bie ONacHble ACHCTBIA,

K OCHOBHBIM BPE/IOHOCHBIM JEiCTBITSIN OTHOCAT:
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O yaanenie daiiia;

O zaniich B onpejieeiibie 00JIaCTi CHCTEMHOTO peecTpa;

O OTKpBITHE NIOPTA HA TPOCYIIBAHNE;

O repexpaT JAHHbIX, BEOUMBIX C KIABHATYDH;

O pacchLIKa HCeM 1 Ap.

BhiloCIe KAAI0M0 TAKOrO A€/iCTBIS! 10 OTCABHOCTH He AQCT H0BO%A CHNTAT)
nporpayty . Ho ccant nporpaiia BLITIOIACT HECKOTh-
KO TAKITX ZCHCTBIHiL, HATDINCD TICDCXBATHIBACT JaHHBIC, BROAIMbIC € KTABIATYDb, 1 C
OnpeAeIICIIIOI HACTOTOi NlepechLIACT IX Ha KaKoii-To axpec b Mirrepriete, aiawnir, ot
PO 10 MCHbICTE NEDE HOAO3pHTE .

efr I’ aciicrons orcie-

KHBAIOTCA B :
TOpUI PAGOTAIOT B PEATHIIX YCIOBIIAX.

Tl AciicTois! nepBbix HoBeACHHeCKirX GoknpaTopon Gbizt mpocr. Tpi oia-
DYIKCHII NOTCHIAIBHO ONACHOTO ACHCTIS 3AABAICA BONPOC NOMB3OBATEINO: Pa-
P Wbt SapeTiTh 10 ACHCTBIE. Bo MHOIEX CYX TaKoil N0 paoras, o

JeiicTois u e nporpabt (BrLI0TS 10
oneparontoii cieremr). [109TOMY, eCi1H no30BATEIh He 00T AOTAHOT K-
(KA, BOPOCH AHTIBIPYCa BbIBAH HETORIMAIIC.
C

e OTeubIbIe Aciic-
TR, & HOCICAOBATELHOCTS OHepatti. /IpyFinyin ¢oBaH, 3aKTIoteH e 06 oniacocTi
TOrO I HHOrO BBINOCHTCS 12 Gonee c . Taran
OGPA30M, VAIACTCS! HAHTEIbHO COKDATHTS ANIpOCOB K areo 1
TIOBbICIHTY, HAICKIOCTS ACTEKTHDOBANIL.

Ce CnocoGHbl umpm(uﬁ
[ e p————— 910 mpese neero roumpo, onacioi
AKTIBHOCTIE (AHAIT3 IORCACHIS BECX HpOICCC Bencreve,

BCeX HaNeHeHi, IPOVSBOTMAIBIX B (GaiLIoRofi CriCTeNe 1 peecTpe).

Tipun HeKOTOPBIN natopa < eiicTiii

BLACTC armioro mporecca. Towio

BHCAPEHIS IPOIPAMMHO-
0 K012 B e Hporcces. BaoGasor Gaowiparop crocoen oﬁmp» s pymu
0 cern piic ckp pato oz
il i
CHCTeNIibie CyKGb, AAIIBEP 1t COTEBbIC COCMMEHIA.
Oc060 CTONT BHEITS Taky
K KORTPOIb LEIOCTHOCTH TpILIOz&eHIti 1t CHicTenoro pecerpa Microsoft Windows.
B noc1e11eM 1y e GIOKIPATOp KONTpOPYET H3MEHCHIR KONl PEcCTpa 10350
ICT 3%ABATS NPABILTA JOCTYIIA K HIfM AU1st pAIHbIX Npiiokcitii, Bee naiecte o10
noaosier r iy onacroii ax e
cutctesie. Taking 00pasoM, MO0 HCTeNy Aavke
JAeiCTRIIE HEH3BECTHBIX TPOTPAMM, BEPHYB Ce K HE3aPAKHHOMY COCTONIIO,

MBI,

uymummL nporpa




DOMONHTENbHBE MOIYIM 513

B icascerne npiniepa HOBOFO 10KO-
JICHILE MOHO TpHBCTIE Moy npoacTiBif sanumst (Proactive Defence Module),

B npoRyKCTAX Jlanbi sozy:th wicosa-
€715 Ce Bee MEpEIHCIICHHbIE BB BOSNOAKIIOCTI 1, T0 OCODCHIO TUKHO, XOPONIYIO
GHeTENy WIKDODMIPOBII TIOTSOBATEE O TON, B HeM PEADHIO COCTONT OIACHOCTS

TeX WM HHBIX neiictsuit. JlioGoit Haon-
Hamre

Ha npakTiike noIb30BaTesh HaCTO He

Senscuee SHanMIL, T0ITOMY noepskica - (ak-

TICCIH HOCPAIA IDHIITIS PEUCIil — AIACTCH OOATE LI ATPHOYTON COB-
PeMCHITLIX AITHBHDYCIH petrierti.
it MOKET KaK H3Be
woro, Ta it [ nocae cogzara Bupyca, w0
ARIACTCA HEOCTIOPHMMIA AOCTONHCTROM TAKOTO NOAXOA K AU,
acrea

ocra aeiicrui
AR YA TSNt T R AT STy e esices
Hocn Tpedyetcst uro -
I Y 1Hero AOCTATOuNOI Kt dpuKaL.

TlpoarTisnsii OO K GOpBGe  BpETONOCHEINII IDOTPANMANH CTAT OTBTOM pas-
! Ha nee HOTOK HOBbIX u ysea-

cropocts i ) "

erojts cii HO3BOIIOT GOPOTHCS CO MHOTIENIT HOBBINT YIpo3as1. OIAKo
HPOAKTIHBIbIE TEXIIOIOIII He M03BOIOT HOHOCTHIO OTKAJATLCS! OT OGHOBACHII a1l-
‘nuupycioii sauurr. TIPOAKTHBIbIC METOAbI Tak ke, KaK It CHIIATYpHbC, TPEOYIOT
pery:aaprsix oGnoneri.

pie i saums coueramte

11 CHFHATYPHLIX TOX0/10B. MAKCIVATHHOTO YOBITA OGHAPYIKCIIA YTPO3 MOKIO A0~
s, 101550 KOMGHIIpyA 1 eTous TTpisiepon yenoro Coserar mpoa-
B 1 AT METOL0B NOKET T ThreatS

’I'hwalScnsc — 9T exi

DI i w ii © cnrnary METOZOM.
£ e , HO 1 HOBLIX YIpO3,

He CHpas 1P 9TOM CrOpocTIH pa(xyrb! [ p—
mobast B PasHbL
e Semao R KA IOAS SIS OF BYROR, MRS X EOTO B 0,

13.2.4. BononxutenbHbie MOAYN

Tparritueckit J1050ii AITHBHPYC CCrOAIS HCTIOMBAYET BCe HIBCCTHbIC MCTOAb 0Bia-
pykeis pipycon. Ho OAINIX CPEACTB OBHAPYIKEIIL M0 1151 yerieiinoii padoTst
QUTHBIpYCA — U151 TOTO STOGH ) : 6o

HyRHD Moy, I8
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Mogayns o6HoBneHus

Kbl alTTHBIpYC ORI CONCPAATS MOAY.Th OGHOBACIIIA. DO BN € TeM, HT0
OCHOBITbIN NETOAOM OBHApYKCHIIS! BHPYCOR CCrOUis! SIBISCTC CHTHATY PHbE aait3,
KOTOpHIi IO/AFACTCs 1 HCTOTKORINI UTHBDYCHO Gt
Hro6et r a1 ¢ castbisin
pycavn, DTt HOCTOsMIHO SGpat o mpycon
H peyCRI0T 11 i Camrypi. Tlocae o1oro rraioi OGO CrartoBiTes 10~
CraBka cHrATYp Ha Beex
10 ATHIMDYEAYO TpOrDANARY. Hero oy iy 1 petac oyt oot
Tocie TOro Kk KCTIEPThI CORLATI HOBbIC CHITATYPb, (pailiht ¢ CHIATYpaNit pas-
MINAIOTCS Ha CepBepaX KOMITAHIII-TIDOH3BOUITC, 5 aHTHBHPYCA If CTANOBSITCS 0CTYII-
HBIMH U1 3arpyski. Mo K THM cepBepay,
HATIRIC HOBBIX DAILIOR, FATDYAKACT 16X HA KOMITDIOTE] HOTB30BATIs 1 €T KOMANY
AUTHBHMPYCHBIM MOZY.AM HCTIOM30BATH HoBbie paiil CHrtiaTyp.

Mopayne nnannposanus

MOV LTAHHDORAIIE ABTACTCS BTODbIM BXIHM BCTIONOTATE N MOTY-1eN. Cy
HCCTRYCT PAA ACHiCTBILIL, KOTOPBIC AHTIBHPYC JOMKCH BHIIOHSTS PErYISIPHO: 1poRe
Pt Bech Koy P Ha HAHIIC BHPYCOB 1 OGHOBASTH AUTHBIDYCITYIO Ga3y.
B vacies syt s JOHOCHEIX TIPOFPANA
10T HOCTOSINHO, HTO BHRYAJACT anT mmpvuu,u KOMIGIIH BHIILYCIGATS HOBBIC (aiiibt
CHTHATYD JU1s1 OGHOBIICHIEA ANTHBHPYCHOl Ga3b1 GYKBUIbIO Kb Hac. PasyMibizt
PACITIHICAINICN U1 KOMITBIOTEPA MOSKITO CHIFTATD HPOBEPKY pas B Hesie:1io. Moay.tb iita-
HIDOBAHISE MI03BOSCT HACTPONT IEPHOINNHOCTS BHTIOHCHIIS HTHX ACHCTBIT.

Mogayns ynpasnenns
THo Mepe YBe:THHeHIS KOIMHECTE MOAY.ICT B AHTHBIPYCE BOSHIKACT HEOOXONOCTS 1
JIOOITELHOM MOJYJIE /U151 YIpARTEHS 3 HACTpOiiKH. OCHOBHbIE TPeGOBMIS K Ta-
KOMY MO0~ YTOGHIL0CTYII K HACTpOIiKaM, HITYHTBI NOIWATHOCTS, 101pOGHaT
CHPABOMIAS CHETEMa, OICHIBAIONIAS! KKYIO HACTPOIIKY, BOSMOKHOCTS SallUTHTS Ha-
cTpoiiiat ot i, ccnaa padoracr - TonoGisi
MozyeM y oanator 1 J0VanHero

AUTUBHpYCHI /U151 FAIIUITH KOMITBIOTCPOR B KPYITHBIX CCTAX AOMKHBI OGMAMATS He-
€CKOIbKO MBI CBOfiCTBAMM. TaKie aHTHBHPYCDT 0GOPYAOBANBE CTICLUIATBHBIM MOJLY-
1w ynpaieris.

OCHOBHbIE CBOVICTBA DTOTO MOAY:I YpaBeHs:

O noddepyera Hacmpoii ~

S Aome SR ] O AR TRy G MORY AR, A TR TS
X HACTpOIIKIE 10 CTH, 11e BCTABaS CO CBOCTO M
Saupuma nacmpoek om uNeNE: — NORY.Tb YDABICHIIA e TIOSBOACT 0K~
HOMY HOIB3OBATEIIO H3MCIATS HACTPOIKIL 11t OCTAIAIIIBATD AHTUBIYC, WO~
611 He vor ocaGiTs, y v

o
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Kapantun
Bo mHorm 2 yeax cpen cpescts iveetcs
TeXHOMOIA — KapHTIH, — KOTOPAT 3AIMIACT OT BO3MOAKHON NOTCPH AQHITBIX B pe-
ayawrare seiicrsuii antusupyca.
Hdupmlcp, HETPYIO IPCICTABIITS CHTYAIUNO, it KOTOpoi aiit AeTercrupyers

K b anpricTiviceris W yaaseTes coraciio
et durmmpytd
Ouaxo owpic HIKOTAR He AacT it rapairrinn

7010, 510 paik ACHCTBITEBHO 3APKCH, A BHALNT, ¢ ONPCACICHHOI BEPOATHOCTHIO
aTUBIpYC MOT yA@ITS HesapwKeHbli paiis. L e AHTHBMpYC OGapyiBACT
BRUKHb IOKYMEHT, 3aDAUKH ] BIDYCOM,  IBITACTCS! COTACHO HACTPOIKAM BB
HITD eseHie, HO 110 KAKITNI-TO IPIMHHAM IPOHEXOAHT COOi 1 BMECTC ¢ BhLICHCHHBIN
BUDYCOM TepsieTest BauKiast HiidOpMaLIS.

TAKIIX C1YH3CB KATEbHO JACTPAXOBATHCS. DTO MOKHO CACIATh, €CIIt T1epe
JICueHIEN 1L YTeHIeM ail/ion COXPAHITH 1X PE3CPBHBIC KOITH, TOTA, eCIH OKa-
skercs, w10 ik Gbut yaien OWMGONHO Wit MOTepsIA BaKIAst HHCOPMALLS, Beer
MOKHO GY/CT BBITIOAIIITH BOCCTANOBACHHE 1t3 PE3epBIOfi KormIiL

13.2.5. Pexumbl paboTbl aHTUBMPYCOB

Hanexnoctsn il 3auUIThl HE TOJIBKO or-
P 0Ghie DUpYCHC aralc. JIPYFOC HE MEHEC WO CROiCTRO SN — ce
0 oarasacr, C AOTKeI HATHHAT PAGOTY 110 BOSNOK-

HOCTH 10 TOTO, KK BUPYCH COTYT SapaSHTS TOTSKO TO BETIONEHHb KOMTHOTEp, 1t
BHICTIONATECA TOTKO TI0C:1e SABCPHICHIT PaGOTH! BCCX POTPANAL

OA1K0,C YT CTOpONS, TOIORTET, OTACH 1T, BOCNOGIOTS 1 G0l -
e

Banurma ne AomKH: 3 . On BBXOZB
9100l CHTYaLUMI — BBECHIC ABYX PAATHIHBIX PERINOB pa{»(m,l AITHBHPYCHEX CpeCTE:
O HenpephBIAs NPOBEPICA 1A HATITIE BUPYCOB ¢ HeGobioii (yHKINONAIBHOC-
“THIO B PEAITNE PEATBHOTO BpENCHIT;
O TATEbIAS IPORCDKA 1A HATHHIE BHPYCOR 110 JANPOCY NOMEIOBATEIISL.

TpoBepKa B peXMMe PeabHOro BpeMeHi

TIpoBepKa B PAIINE PEATBHOTO BPEMCHIT O0CCTICHIBACT HCNPEPHIBIOCTH PAGOTE at-
THBHPYCHOI JAIUITEL DTO PEATIBYETCs! ¢ IOMOILbIO OGSIATEBIOI TPOBCPKIL BeeX
Jciicrpitii, Apyriny W camin a wa npes-
Ner e oT X HEXOHOI ~ Gyan 1o
CBOIt KeCTRIITi ZUICK, BHEHIIIC HOCHTEN MiIpOPVAILIH, ZPYTHE CCTEBHIE PECYDCH! 1
coberneras onepariBias avsTh, TAKKe NPOBEPKE NOABEPraIOTCsE BCe KOCKOHIbIC
(CTBIS1 See3 TPETbi 1POTPAMMbL PEKIIN HOCTOSHHON 1OBEPKIE SALUITH CHCTEMbI
O SapaKeHIIs! 0KeH OBITH BKIIOICH € MOMHTA HA'A SATPY3KH ONCPaILIOHIION
CHETEMBI 1 BUIKIIONATLCS TOBKO B NOCCAION 04CPEAD,
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Mposepka no TpeGosaxmio

B G it B PEKIME PEATBHOTD

BpeNII NOXCT GbiTh HAOCTaTOHo. JIONYCTIN, 'TO 12 KOMIBOTEp Gbit COTIpORaIT
i pai, 3 i pOBEpKI1 BBILTY GOTBILI Pa3MEpOB,

H, CICAOBATCALIO, BIPYC B 1M oGHapyKet e Guir. Ecu aror i 1 paccyiatpit:
BACMOM KOMITLIOTEPE SAIIYCKATIC He OYJT, T0 BUPYC MOKCT HPOABITS Celt TOIbKO
HOCAC LI 10 1 ADYTON KOMITHOTE, 10 NGACT CLIHO HORDE T, pery i

wipycon. /Ui [ ———
O BTOpOfi PEKIIN pAGOT TIPS ~ IO 10 TGO
T M yia3bIBACT, Kakite (haiianl, Krator

111 OGAACTHL KA HEOGXOMINO HPOBCPITTD, 1 BEAA, KOLAA HYK1I0 HDOSBCTI TAKYIO
NPOBEPKY, — B BILC PACTIICAIIS IL1H PA30BOFO JAMTYCKA BPYIYIO. Pekoeryercst
1POBEPSITI BCE MYIKIE BHELIIIIC HOCHTCII HHIGOPALUII TAKHC KAK UICKTH, KOMITAKT-
Jutcia, uINI-HAKONITEIN, KA Pas 1ePeA Sreitien HOpNALIE ¢ HILX, @ Taicke
Bk CBOIl AKCCTKINIL JUICK 1e EKC OAHOTO Paza B HEAETIO.

TectupoBaHue pabotel aHTuBMpYyCa

Tloce TOro Kak aHTHBHPYC YCTAHOBIEH 1t HACTPOEH, HEOGXOMIMO YOATHCA, HTO Bee
A0 NPABILTBNO W ANTHBIpYCHAs 3a1UITa paGoTaet. Kak NpoBepiTh padory anti-
Bupyca?

HICHO30BaTH U151 TECTHPOBAIHS HACTOSIIIE BIPYCHI Kpaiitie onacto, Eem 1030~
BATE.Th HOTIPABILTLHO BBITIONILT YCTAHOBKY WWAH HACTPOITKY AITTHBHPYCa, TO B Ipotiecce
TAKOFO TECTHPOBAHIIS O MOJKET 3apa3HTh CBOii KOMIBIOTEP, HOTEpAB B peay.ibTate
JAHHbIC 1N CTaB HCTOMHIKOM SapakeHist /UL APYTH KOMITHIOTEpOB.

HysKeit Takoii criocos rectiposaiy KoTOpBIii bt bt
HO QA YeTIHi OTBET Ha BOPOC, KOPPEKTHO 1t PaGOTACT AHTHBHPYC.

Vaurrsibas BaKnoCTs 1poGAess, opratmsais EICAR 1pu yuacTit antusipycisix
KoM} CO3TA ClICHIILIbITT TeCTOoBbITT (aiit, Ha3BaHILIit 10 HMCHI Opraiia
i — cicar.com.

Eicar.com — 510 ncnoamsiemiii daiin 5 COM-hopyare, KOTopbiii He BhoNs-
€T HIKAKIX BPEAOHOCHBIX /IefiCTBI, @ MPOCTO BHIBOANT Ha akpan crpoky «EICAR-
STANDARD-ANTIVIRUS-TEST-FILE!>.

Ty, eicar.com MOIO 1ra EICAR 110 azpecy
eicarorg/anti_virus_test_file.htm, 10 Mox10 coazah 3107 (aik1 cavMOCTOATEABIO, HC-
no3yst Texcropiii pesairop Biaokior (Notepad), serpoersii B Windows.

ai1 cicar.com 103BOJAET NPOTECTHPOBAT, KAK AHTHBHDYC CIPABIAETCS! ¢ dhaii-
TOBLIMI BHPYCAMII 1 GHISKIMIT 1O CTPYKTYPE BEOHOCHBIMIT IPOFPANMaNIT — 60.Tb-
HIICTBOM TPOAOB, HEKOTODBIMIE YEPBAMIL.

13. AHTUBUPYCHBIE KOMIUIEKChI

Bropoii C110c6 omminizaIL paGoTh AHTHBIPYCA — HTO COMANIE PAIBIX €r0
BepCIHif U151 KOMITBIOTCPOB, CAVKAILTX PA3MBIM /M, BAMACTYIO ORI OTAHIAIOTCS
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I TN TEX LA 1B CneLupirieciiny Moyt 1 pasaitariest b Hirrepeiice,
510 BpEA G HETOCPCCTIIND QITIBIYCIRE TPOBEPRA OCYILCCTITACTEH Ol
ol e YCHDIN SO
i Koutexc — ¥
¥ Kotopit s pettiens p cxirx podient
HIIO AUTTHBHDYCHOI| GE3OIACHOCTIN KOMITBIOTEpHBIX chCTeN. B asrmminpyciiii KoMiuiexe
TAIGKE 1 OBABATCIBHOM THIOPSUIKE BXO/UIT CPE/CTBA OGHORICHII! AITHBIPYCHBIX 623
‘Besikas IOKATbHAS COTh, KaK NPABILIO, COZCPAIIT KOMITbIOTCPbL ABYX THIIOR: pabosiie

CTami, 32 KOTOpINII o, PRCPH, HCTIOb3Y-
entbie s ey uencii. B c ymkutii
cepepet casTes a:
O cemeevie,
paiiioBBic Cepiepb, CpBepb IpILIOAeH il 1 Ap.;
O noumosbie, Ha KOTOPLIX PAGOTACT MPOIPAMMA, CYIKAIAS /U151 TIEPEA M HIACKT-
DOMHBIX COOGNLCHIE OT OHON KOMITBIOTEPA K ADYION:
O w0, oTaesaoiue 3 nepeiay HipopMALINT 13 OO ceTit B Apyryio. Ha-
TIDHNED, HLTI03 HEOOXOMIEN LISt COETUMNe IS T0Kabiol] ceTit ¢ MHTepHeToN.
¢ paRINAIOT YeTHIpe DAY citbix — st -

‘1t paGOUIIX CTaniui, GaLIOBLIX CEPBCpOB, TOUTOBLIX CHCTEN I LILTIOIOD.

Pationie cmanguu ~ 10 KOMIIOTEDI 0K CCTi, 53 KOTOPLINIL erTOCpCic-
meiio paGoraiot osomTean. Lo Satate KONILICKCa U Saurmhi paGotix
cramuiii anserca i paotsi 1 KoMtIbio-
‘Tepe — L1 HTOTO HEOBXOAINMA IPOBEPKA B PEKITNE PEIBIIONO BpeNeIt, 1POBepKa 110
TPEBOBAIIIO 1t NPOBCPKA JIOKAIBHOl DCKTPONHOI TIOWTH.

Cemeaie cepaepp — 10 KOMTILOTEpH, CTOTUAbIO DHACACHNbE U1 Xpatiemit
W oBpaGorict Ottt oBitio e
PAGOTH 32 HIL, H HI0DTOMY, 1 OTIIRIC OT PAGOUILX CTaI, IPOBCPI ACKTPOMIIOT
HONTH Ha HATHAIE BIPYCOR TYT He Hyskia. CICIOBATEIIbHO, AHTHBIPYCHbi KOMILICKC
15 paiLIOBLIX CCPBEPOB JTKCI TPOIIBOAITS IPOBCPKY B PEAIIME PEIBIIOND Bpe-
Melit 1 HpoBepKy 1o TpeGonao,

ANTUBIpYCHBI KOMILICKC U151 SALIUITH NONMOBHY CUCTIEN HPEAIINICH A15 11pO-
BePKIH BCCX HPOXO/IULX ICKTPOHILIX HHCEN! Ha HaIe B 1 Bipyco. To ects po-
BepITH APy (paiLI, PABMCLICHIbIE Ha STOM KOMIIBIOTEpE, Ol He 053N (U131 JTOr0
CyMlCCTBYeT KOMILICKE 3AUUTH ceTeBix cepnepon). TTOJTOMY K HeMy NpexbBIoTCs
TpeGOBAIII 10 L0 cobCTBEIIO porps 111 upoucpkn nccit nprsaesoli
n it nouToBOit BpeMenI 1 400~
L G O S o .

CBOMM i KOMILIEKC /U1
W03 OCYIECTRISACT TOABKO NPOBEPKY IPOXOIIILX HCPE3 LTIO3 JAHBIX.

Tockoiy nee curnarypusii ana-
13, O 1 OGASATEIIBIOM HOPSIKE B HItX JOKIHO BXOITS CPEACTIO A HOiepam
AUTHBIPYCHBIX 623 B AKTYATBHOM COCTOAIIIL, TO CCT MEXaHIEM 1x oBtopaeuts. Jlo-
HOMHTEBHO MACTO OKAZIBACTCA HOICIHBIN MOAY:Tb A VAQICHHOTO LCHTPAIHIO-
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BANHOO YIpARICNIS, KOTOPHii TI03BOSICT CHCTEMIOMY AAMIICTPATOPY CO CBOCIO
PAGOUCTO MECTa HACTPAIBATD TEADANCTPI PAGOTH ANTHBIPYCA, SATYCKATH HPOBCPKY
110 TpeGoBaIIII0 1 OBHOBICHIE AITHBIPYCHbX 625,

13. HononxutenbHbie cpeACcTBa 3aLmTsi

BOSMOAHOCTII AHTHBHPYCHBIX IPOTPAMM PACIIIPSIOT JONOMHHT bible CPEACTE -
T ot Tporpast 1
TAKIMI CPCACTBAMII FAIIUITH ARIAIOTCS:

o y 5 ii ciicente, wepes ko1~
Db MOFYT HPONHKATS BHPYCH
O Gpanadayops! — NPOTANMb, FAMIAIONIC OT ATAK 110 ceTi;

O cpesersa GopsGH €O CHIaMOM.

O6HosneHus 10

Kax 138ecrio, BUpYCH Hepeko na uepes b
i crcTeme i y nporpavas. Tpirtest waine neero ppe-

JIOHOCHDBIE 2 cuerembr Microsoft

weta npiioerit Microsoft Office, Gpayaepa Internet Explorer i o=
abi Outlook Expres

HroGsi e tath Bpycay
CHCTeMY 1 IPOTPANAIHOE Ofecieserie HYKHO 0HOBISTY. TIPON3BONITE M, Kak 1pa-
BILIO, AblIIC BHDYCONHCATENeH] YAHAIOT 0 <biPAX> B COHX IDOTPAMMAX 1 3a01ar0n-
DENEIHO BITYCKAIOT /LTS HItX HCHPABCHIT.

JLst 3arpy3KH 1 YCTAHOBKH OGHOBICHIT B GOJIBIIMHCTBE NPOrPAMM 1 CHCTEM €CTh,
setpoenbic cpeetsa. Hanpinsiep, s Windows XP 1t Windows Vista nseercs crie-
LWEUTbIIbIiL KOMITONEIT ABTOMTIECKOE OGHORICHIE, 1PAMCTPb! PACOTH KOTOPOTO
HacTpanaiorcs b okiie CoolicTsa CHCTEMbI.

B nocieice spenst porpaNE, : »
Windows 1 IDHK A UBIX 1IDOFPANMAY, TIOABISHIOTCS! BCKODE OCE BHXOAA HCTIDaR-
el ating B nporpaNMEL

sKe pabinie
YCTAHABINBATS HCTPABICHIT, HCHOB3YS /LI HTOTO CPEACTEA ABTOMATHYECKOIT
yeraroskn.

Bpaxamayaps!
JLast T0ro 4T00h yAICHHO BoCrios bes y u npory obec-
TeyeHmI i cHCTeMe, HYKHO ycTa W niepesaTh,

ClICLIATbIO COPMIpOBaIHbI| MAKeT Aautibix. OT TAKILX NOMBITOK NPOHIKHOBCH IS 11
SAPAKCIIST MOAKHO SAIUITHTECS YTM JAIETa ONPEACTCHIbIX COCUMenHii. Sty
KOHTpOIISH it yeneno peiaior

akpa).
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- 910 2 P 3a.CeTeBBIMN nip:
mnaer pc\ncmm o i HOBBIX i 12 ocHoBaI
SaIToro HaGopa mpasit

TIpapiLio GpaiayaPa 3AGCTCA HECKOMBKITNIE ATpHOYTaNIL:
O mpusoyere ~ ONpeIEISCT NPOTPAMMY. K KOTOPOIi OTHOCIHTES NPABILIO, TaK 10
AN 11 Te e ACHCTBIIS MOFYT GiTh PA3peILCil OIN 1OrpaNNaM i 3aripe-
et Apyrit. Hanpinyep, Hoysath 1t OTIDABISITH NOSTY Pa3yMIio paspeiiTh
TOIIBKO HIOHTOBOMY KAHEHTY;

APOMOKOA ~ ONPEACISICT POTOKOM, HCTOMB3YCMbIIi U1 MEPEAAIH JAITbIX.
OBrtio MOKHO BLGpaT Meskty By 1poToKotayt — TCP 1

adpeca ~ OnpeseIICT, U1sk COCTMHENIL € KAKITX APECOB 1T 1A KAKIe peca

o

o

nOpM ~ 3a7AeT HOMEPA NIOPTOR, Ha KOTOPBIE PACIPOCTPANSCTCS IPABILIO;
Hanpaaieie ~ NOIBOICT OTACIBHO KOHTPOHPOBATH BXOASILUIE It HEXOAAIIC
COCJMHEHMSE;

Oeiicmeue — peaiio a roercTny-
10110 OCTabHBN Pearcuus Mower ii: paspennis,

SANPETHTD I CIPOCHTD Y HOIH3OBATENA

[SXe]

o

I seesarpiGyTay npasivia. Moo
cosaTh NpaBiIo, KoTop na TCP-nopr 111
s Boex upmmnm. W PA3peILaTh MOBHIE HCXOMIIIC COCHENHS AT DO
bt Internet Explore

JUrst GopuGii ¢ uwpytamw Gpar Ay Dhi MOTYT IDIMEHSTBCS CCAYIOUIM 06pa-
0.

Bo-nepuix, MOHO yertemtio 17 SUITH OT BPENO-
HOCHLIX IPOTPaNM, KOTOPIE PACTPOCTPAITSIOTCS! HEOCPEICTBEHIO 10 CETH, HEob-
Sy3 YASBINOCTI B Onepatuonoii cueteve. Hanpunep, uepnb Sasser ataxyer cyady
Windows LSASS uepes TCP-niopr 445. /List 3auuiTs1 0T 4epBst 10CTATONIO COSaTH B

npasi nasroT nopr. Bpaia-
YD MOKHO HCTIOIN0BATE 1t A5 SAILUITHI OT ATAK HEWSBECTHbIX BUDYCOP,

Bropoii cnoco6 npusereinis GpanaMayspoB AT 3AUITH OT BREOHOCHHIX TPo-
IPAMM COCTONT B KOHTpOIe ii. Mitorve T pa,
2 1 MEPBH I0CIE BLITOCHIA BEXONOCHON (hY KL CTPOMSTCS TIOATH CHITA an-
‘Topy bipyca. Haipusiep, Tposiicias pOIpavva, BOpYIONTast 1apoi, GyieT ILITaTbest
TiepecIaTh BCe HaiieHItbie NApOT 1a ONpeACeNHi CaifT 1 HouToBi anpcc. I
Toro wToGb TOMY, MOXHO
1K BCCX HCHICCTIL COCUIEIIE ASPELIITD TOTHKO COCIICHI 0T AOBCPCIIX
NDOTPANM, TAKILX KAK HCTIOMs3yeMbiii Gpayacp, TOMTOBbi ITHCIIT, IPOTpaMA MIHO-

> i, 2 Bee ocTanbibie

Hexoropsie 10 KakoN-TO
13 nopros. Ecam nporpay-
Mbl CMOKET YiepEa HEKOTOOE BpeMs oépa'm'n-m a oror nu]rr|u'|6pd1b|lv>;<x|v10u1y

1 Ke nepenath nporparve HoBbIC KoMaIIbL. tTodu




520 TEXHONOMA 3ALLMTbI OT BPEIOHOCHbX MPOTPAMM M CTIAMA

9TOK0 He IPOHIONLTO, GpalviaYOp AOEH Gt HACTDOCHE 1 FTPCT BXOTA CO-
caumCHIE 1A B NOPTH, KON (DHKCHPOANIIOND TPt MOPTON, HETOTYENbX
i cHCTeMOi.
B rocaeiiee Bpesst poko p: e
Mbl, OBBCHSIONLUE BOIMOKHOCTI l)]un;lvl’\\")pd ¥ asetisansyics, motpustap Knspersky
Internet Security, Norton Internet Security, McAfee Internet Security u np.

Cpe, 3aumTel or i

JL1s pettiensist NpOGIIEMBbI SAUITE OT Criaya (HEAKEAQTEAbHOI KOPPECTONICHINI Pek-

aMHOrO XapakTepa) ) Qusrpos. L
i nouT B a rsrpax

CKOIbKO MeTOZ0B:
O uepnvie u Genvie cnucku adpecos. epibili CIICOK — 9TO CINICOK TeX AAPECOB,
IHCHMA € KOTOPBIX (DILISTP OTOPAKOBKIBACT CPA3Y, HE HPHMeIisst APYTHX MCTOOB.
(COR HYIKIHO 3A110CH T Apec, ¢ X TIOCTORINO HPINOIT HelTy k-
HBIC ILIIE, XYAKC OO, Sapaskeiible Micha. Betbili Chieok — 310 Clriicok aipecon
XOPOUO IBCCTHIX HOTS0MITEI0 TOACH LI ODFAIIERL, KOTOpH eI
y MOAKHO HACTPOITH Tak,
4T0 GYAYT IDHIIMATLCH TOIBKO MHCHMA OT AAPCCATOR 113 GCIOTO CHICKa;
Gasni danrtoex 06pasos craxa. Kar 1w asrimipyc, asriciiavosiii st yosker
HCHOL30RATS Gazy AQHIBIX 00PANOR HEKCIATEABHBIX IHCOM IS YIAICHIS
e, cooTBeTCTBY X TN 0P
anans 100k00. B micuye b 510 cxpitoil dopye
sparucs rvscOE oM 0 ToN S vasorD cepnena e Romocrabiey
HHChMO, KAKOI A/LpecaT SBISCTCA PeaTbibiM OTpABHTEACN 1t AP. Cnobayst
a1y uOPMALIIIO, ANTHCHANOBbT] (DILTHTP MOAKCT DEIiaTh, SIBIACTCS MHCHMO
cravom it tier. Hanpisep, HeKOTOpBIC H0MTOBbIE CCPBEPB, HACTO HCTOb3Ye-
MbIe U151 PACCHLTKI CITaya, FAHOCATCS! B CHIEITATBHBIC O0MEIOCTYIIHBIC epiibie
CHTNCKIL, 11 €T MICHO GbL10 AOCTAIEHO € TAKOIO Cepiiepa, BIIGHE BEPOATHO,
410 70 crtam. Jpyroii BapiaiT MPOBEPKI — JAIPOCHTD Y TI0NTOBOTO CCPBEpa,
JCHCTBIITCIIBHO 1 CYIICCTRYCT APeCaT, YKA3HHBil] B THCBNE KAK OTIPABIITCD,
ECIIH TaKOro apecata e CyIeCTRYT, JHAMIT, HCHMO, CKOpee BCEro, ABISCTCS
HOKCIATCBIbI
canooliyuente. Aricnavonie ILTSTPb MOKIO 06YHaTS, YKIIHIBAT BPYIHYIO,
KAKIIC HCHA SIBIAIOTCS! HOPMATHBIMI, 3 KAKIC HOACTATE bIbIMH. Hepes e~
KOTOPO BpeNt alTHCIaNOBbiil ILIBTP HAUMIACT ¢ GOMbLIOl 0CTORCPHOCTHIO
b HHCHMA 110 16X IOXOAKCCTIH A TIpe-
S CHQM 1 HCTIONOKECTH 1A TIPEBLAYIUE HOPNABIC THCHAG.

e

[*]

[e}

o

VlenoikaoRatie airiCavossix (IUISTPOB IOMOTACT SALUTITHCS! 11 OT HEKOTOPbIX
H0uTOBbIX uepBcil. CAMOC ONERIAIIOC IPHNCHCHIE — ITO NPH NOYSCHILH 1EPBOrO
SPACHIONO MHChMaA (B OTCYTCTBIIC AHTHBIPYCA ITO MOAKHO ONPEACITD 110 KOCBe-
HBIM IPH3HAKAM) OTMETHTD €0 KaK HEKEATelbHoe — 1 B AbHEIeM Bee ApyIie
SPRKCHIBIC IIChMA GYAYT 320 I0KIPOBAIL (ILTHTPOM.
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Boiee TOr0, HONTOBbIC HepBI I3BECTHb TEM, STO HACIOT GOIbLIOE KOAHIECTRO Mo~
JunHKANUH, HE3HAUHTe DO OTIMAIONUIXCs! APYT 0T Apyra. ooToy arrmincravobiii
CULIBTD MOAKCT OO i1 B G0pbe ¢ HORBIMI NOIHKAULANI! H3BCCTIB BHPYCOR C
cavoro rasaa smient. Botoy ¢ i puusp

aITHBIpYCa, TaK Kak JORAATHCS  Gas, oot
AUTHBIPYC CyOT OBHAPYAITH HOBYIO MOHAIKATO.

13.3. 3awmTa nepcoHanbHbIX
KOMIMbIOTEPOB M KOPNOPAaTUBHbIX
CUCTEM OT BO3AENCTBUSI BPEOHOCHBIX
nporpaMm v BUpycoB

B HACTOSILIICe BeAS O;UIM 113 OCHOBIBIX BONPOCOD OGeCrICHelIs GE30NACHOCTII KOM-
HOTEpHOTE HNOPNIVI AICTER AT OT BpeOTOCHIEX TpOTpaN /L1 A

Jovamx ! cposcTE T o7 e
HOCHBIX TIPOTPANN 1 BIPYCOD, §
Bauurra ot < nporpayt cereii  cicrent e
it CPeJCTB Ha p 3082

seif. Do ea0IIA 303, TPEGYIOIAST KOMILICKCHORO MOXOA K pettieiinio [68, 84].

13.3.1. 3awura fOMALLHNX NEPCOHANbHBIX KOMIbIOTEPOB|

OT BO3AE/CTBNS BPEAOHOCHDIX MPOrPamMm 1 BUPYCOB

B aupe paiibix cpexcts ot p
nporasomrreacii, 5 wactiiocri: DWeb, Trend Micro Antivirus plus Antispyware
Microsoft Security Essentials, McAfee VirusScan Plus, Eset Nod32, Panda Antivi
Norton Anti-Virus, Kaspersky Anti-Virus, Aumusupye Microsoft Security Essentials
ommicait b paiese 7.4.3 npi paccyoTpertint cpeAcTs obecricuciiis Geaonackoctin OC
Microsoft Windows 7 (pagsiea 7.4).

LI I3 BeAYIIEX MHOBDIX. o
AOHOCHbX HpOrpaNM i BipYCOB simicTes «JTaGopaTopis Kacriepeioros. Paceyorpin

1 ocoberiocTin s
somamiix [TK cPesCTR 3aULITS OT BPEJOHOCHBIX TIPOIPAMM H BHPYCOB:

O Awmipye Kacriepexoro 2011;

O Kaspersky Internet Security 2011.

Anmusupye 2011~ peuernie ii sauurrsi ape-
JOHOCHBIX TpOrpayiv. TIPOYKT OGECTICNHBACT SAUITY B PEKINC PEATBHONO BpeNeit
OT OCHOBHBIX HH(POPMAIUIOHIBIX YIPO3 — KAK I3BCCTHBIX, TAK I HOBBIX.

Ochosiie XTI TR

SAIUITA OT BHPYCOD I INIHOHCKITX MPOTPAMM B PEKIME PEATHHOTO BpeNeHis
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O ponepia BeS-caiiTon it IPOTDANS Ha HATIIIE BPCOHOCHOND K0/a;
O HazeKHast 3aumTa ilwlﬂbl‘( JIAHHDIX;

O nowuck
© VAt s pabthat i

O MNIVAbIIOE BHIIHC 12 PaBOTY KOMIILIOTEPA

Ocroisic onepautit:
O NPOAKTHBIAs 3AUITA OT COBPEMEHIBIX HHTEPHET-
Bpevierit;

O HajeKHasi 3aMTa JAMYHBIX JAHHBIX NOJIB30BATEJIsE;

O MOHHTOPHHT AKTHBHOCTH TPOPAMM;

O CHENMAIBHBIC CPEACTRA AT JICUCHIS CAMBIX CAOKHBIX 3APAKCHI;

© eneimamsmsh pext Uepmsll mpodabts sy iacrpodiol st

i sanycke i (urp, TR

O peryaspibic it SKCTpeHibie OGHOBCHISL.

Kaspersky Intemet Security 2011 — 510 onrruaibiioe peierie A1
pabotsi » mrrepriere. Tipoxykr conepa uce HeoGxoOe U1 ﬁcwnduloll paborst
» Hirepriere — o Beest Mipe ¥ 20 castbix
nepeztonsx s cteren i

OCHOBHBIC XapaKTepHCTIIIH TPOAYKTA:

O 3AIUITa OT BIIPYCOB It IMIOICIIIX NPOTPAM B PEAIMC PELILIIOND BPCNCINI;

O mposepra 8eG-CailTOB i IPOrPaNM Ha HIrIC |svc'|uu0(unm Kon;

sanuma ot

o BeG-CpHIBIp, GAOKMPYIOLIiE 0CTY K ONACHbIM caiirans;

O HazeKHast 3aUMTa THYHBIX JAHHBLX;

O Gesonacnas qma,um 3alyCKa 1POrpaMy i BeG-caitros;

O nowck

O rubkuii 1 adperrunibtii poareneKii KoTpY

O yaobuii ravket paGosero cror

O MHHIMATbHOE BISHE 12 PAGOTY KOMITBIOTEPa.

{IPO3 B PEXKIME PEATBHOTO

Ocromic onepai:

O NPOAKTHBIAS FAIGITA OT COBPEMEHITBIX HTEPHET-YIPO3 B PEAIME PEATBION
Bpevei;

O neG-hiaTp U1st GIOKHPOBAIIS OMACHBIX caiiTo;

O HANCKHaS! FATA MBI TAHNDIX TOTHI0BATEI;

O KOHTPOITb MPOrPANM He TI03BOTSICT ONACHBIM IPIIGKCHIAM HAHCCTH BPC CHic-
Tee nob3oRaTeS;

O MOHITOPIHT AKTHBHOCTII MPOTPASM;

e o

3 Ja Vit i 1

O CrHCLIBHbIC CPEACTEA U151 JICHCHIS! CAMBIX CIOAKHBIX SaPaKCHIT;

O rauKer paouero eToa Uis GHETPOro A0CTYNA K BaHeiit (YN 1po-
aywra
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O cewabiniit pexinst Hrposoli npodyw oninvanpyer acy rp()uKn T
npu anycke i (urp,
o}

KOHTPOITD (Orp a Vlnupuuantn,ml)
Tpoayxrs st v nowsoaresei Kaspersky

Internet Security 2011 1t Arrmumupye Kactiepckoro 2011 n0;ocTsio conyecTinsi ¢

HOBOT Orie] ii it osoft — Windows 7. Tlosmsosat

ontoii cucreoit Kommartit Mi
MOReT B 1I07HON oBbexe Honons0BaTs bymKuoan Windows 7 i Tpw a1os GbiTs
VBeperbi B ToM, w0 petenite «/laGopatopit Kactiepekoros ofecniewt 1ot ypo-
Bt GC30ITACHOCTIL, KOTOPHIi| OKIAZIOT OT MPOIYKTOR OZHONO I3 BEAYIIULX MHPOBHIX
Pa3pasOTHIKOB ciiCTeM i OPMALLIONIIOI FuUITH.

Onveriny ocroibie npeinyiecTsa npoaykros Kaspersky Internet Security 2011
1t Awrmipye Kacriepexoro 2011, conyecrinsibix ¢ Windows 7:

O anicorut yposens augums. Veranoni ocieuon veperno Kaspersky Intemet
Security 2011w 2011 1a croii

st NG A KAIERITES Sty i SPSIOSoMAS CDOrPAL B ETTIE
IHTepHeT-yIpO3;

noanas coavecmusocms ¢ Windorws 7. Kaspersky Internet Security 2011 1 Aurit-
Bipye Kacniepekoro 201 1 noyiwn cepriduar «Compatible with Windows 7.
O

o

nowoit orepartoroit cricrexofi Windows 7. B o6oi npoyirax npeycxiotperta
HOUICpIG HOBBIX BOIMOAHOCTEH] OIICPAIONHOT CHHCTEMb;

O evicokas Tenepby 20~
CTOMHCTBY OUCHHTD BBICOKYIO pomaBoznTesbtocts Kaspersky Internet Security
2011 u 2011, c Wn(k)\h 7. Brarogaps

poaykrsi Kaspersky
 Kictnpetor 20 b npas isecin e Snaios

Tntoret Security 2011 A
Ha CKOpOCTH p.i(xm. oK
‘noddepncra.

i
Coonyi Do domsassitnist Kosperky Taashat Secinhy D01 o AnEt.
sipye Kacnepexoro 2011, convectinysix ¢ Windows 7.

13.3.2. MoacucTema 3aLumTsl KOPNOPaTUBHOM
MHGOPMALMY OT BDEAOHOCHBIX IPOrPaMM 1 BUPYCOB

O/lio 13 LIABHBIX TpEHNYIICCTS Aarioro pemernia kowtain SJIBIC+ — pacesior-
peinie s CHbIX TPOTPNY
b sy oon s voRyORRESOA CHoTes (oK 130) [85],
Tlepubii YpoBeith BIIOSACT B CeGst CPEACTRA NI OT BPEIOHOCHHX IPOTPANN,
s (HiTep /I Mek-
cerepoii akpan, nyGible ceppepsi (seS-, SMTP-, FTP-), passemaente 5 IM3)
1 ocymeeTnstionte duasTpaimo ocopibix pivon tpadita (HTTR, SMTP, FTP
W) cpectsa, wa MO, ¢ Check
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Point FireWall-1 1 Cisco PIX, KOTOpbic BXOJSIT B UHCIO CaMbiX pacripocTpariei
MesKceTenbix akparion b Pocci.

naree
ot
S
S AN
e s Fnaowuii opwe
T S~
L
\/\)_/ Virreprer-unas (M3)
Betcopoep
Potoaucopsep 5

Copoep urnrpausm
Toadma
OmpLI
cormerr
(am3) Aoy
sty

Puc. 13.1. Cxema 30upTs KOPNOPTHBHOI CeTH OT BO3RSHCTEMA
BPEAOHOCHSIX TPOTPGNM  BHPYCOB

Bropoii ypoBeith — CPEACTB FAUTH, YCTAARIHBICMbIC 12 BIYTPCHIIX KOPIIO-
DATHBIbIX CePBEPAX 1 ceprepax paGouHX rpymIt ((Baii;IOBbIX XpaHIIILAY, Ceprepax
npILIOKeHIt 1 7. ).

I, HaKonel, Tperiii YpOBelth — CPEACTBA FAUUITH OT BPCIOHOCHEIX IPOTAMM, YC-
TAHABIIBACMBIC 12 PAGOUIIX CTAHIUIAX MOIB3OBATENCH], B TOM HHCIC YATCHHBIX 1t
NOGILTDHbIY.

KauecTRe CPOICTR FAUITE BeeX Yponiieii BhiGpaitsi npoayicTs Kosmaimnt Trend
Micro, a 1a nuiiose » zonomestie k npoxykray Trend Micro ycraanmsaeres Anri-
Bipye Kacriepekoro, 10BbIIIas TeM CaMsiM BepOSITHOCT OGHAPYKCHIS BPEACHOCHIX
HDOTPAMM B TONKE 11X HaGoriee BEPOATHOTO HOABICHI.

TIpemYIeCTa AQHHONO PIICHis FAUCTONAIOTCS:

O B HCHOAKOBANIIN TPOAYKTOB MIPOBIX JHACPOB;
secii

T O
nporpayy;
OB

. Ga;
O B TecHOM BIUMOCHCTRIII AHTHBIPYCHbIX CPEICTS BeeX YPOBIIcii TOACHETEA b

Bee 911t 1pCHMYICCTBA O6CCIICHIIBAIOT BHCOKYIO Bpe-
AOHOCHBIX HOFpaNA.
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13.3.8. Cepusi nponykTos «Kaspersky Open Space

Security» Ans 3aluTbI KOPNOPATUBHBLIX CETEN OT
COBPEMEHHbIX UHTEPHET-Yrpo3

Ceputst nportyicron Kaspersky Open Space Security, paspaGotaniast » «/laGopatopiii
KacriepeKoros, BIIONACT PelieHIus JUist SalUITE MAbIX 1 KPYIHBIX KOPIOPATIE-
HIEX ceTeli OT BCEX BILOR COBPENCHITBIX HirTepHCT-yrpoa [84]. B cepitn npoayicron
Kaspersky Open Space Security peamiiaosaa KOHICIINIA SAILUITH KOPHOPATIOf
ceri, npit KoTOpOIi padorice Gope e orp cre-
Tyt ochHCa, TeIepb OHO OXBATBIBACT I YIGICHIbIX TIOIb30BATEICH 1f COTpY B
KoM upOBICe.

Oc cepun
Open Space Security
Kaspersky Open Space Sectirity 100CTHO OTBEUACT COBDEMENHBIM TPEGOBANIN K
CHCTEMAM SAUITH! KOPHOPATHBHbIX CeTeii:

O petwienisi /U1st SaIUITH KAAIONO Y3ia CeTi;

O TeXHOIONIH AMTH OT BCEX THIIOB WTEPHET-yTD

O nomiepaka seex pacnpocrpatieritbix OC/margops;

O BHICOKASE CKOOCTH PEAKIII A HOBBIE YIPO3b;

PasIIYHBLX, it sanurTb.

Kaspersky Open Space Security nososier 5 oamoit Mepe HCTIOb30BaTh Hpeiny-
LECTEA HOBBIX MOGILIbHbIX TexHOTONiL, ofceriewst:
O nNO:MHONeHIYIO 3AUUITY Nos30BATeIIClE 32 MPEACTANI CeTit;

O 1pOBEPKY 110 BOIBPAILEHILH B CT/TPOREPKY <ToCTeli>.

Kaspersky Open Space Security 1C101b3yeT VHifibibie TexHOIOM I /Ui PACIIO3-
HABAIIIS CAMBIX TIOCEAUIX Y/I0BOK JI0YMBIILICHHIKOB:

O sanurty ot yresex wndopyaus;

O sanuTy ot pyTKITOB;

O omvieHy BpEIOHOCHbIX IBNCHCHI;

O camosauuITy aHTHBIHpYCA;

O saurTy gAMb NpH HOTCpE CAPTOHA.

Kaspersky Open Space Security o6 Bicoraiiy AUUTH CAOKIBIX,
pacipeaeteiiibix cerefi, He Tepsist YA06CTRA 1 YIPABISIEMOCTI:

O UEHTPAHIOBAHHOE AAMHHHCTPHPOBAIIE;
O yjaneHas yCTaHoBKa, ypas/ieHue i Jieuenne;

O Towiepica cambix conpenertibix Texionorii Microsoft, Intel, Cisco;
O appeKTIBIOE HCTOI3OBAIE CETCRLIX PeCYPCoB.
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sky Open Space Security
O Kaspersky Work Space Security ~ sanurra paGounx craruii (ozuioyponiiesa
saita). D10 pertentie 1A UCHTPATIORAMIIO FaLUITH PAGOUIX Cramuti, b
TOM UHCIC HOYTOYKOB it b cenit i 3 ce npeter:
O Beex BB PHET-YTPO3: BHPYCOB, nporpav,
XaKepCKIIX aTak 1 Criaa;
Kaspersky Business Space Security — sanurra paGouux cramutii 1 aitionsix
ceppepo (Byxy sauira). 1o aanuma
HBIX PeCYPCOB KOMITaHIIH OT COBpEMCHNBIX HHTepHeT-yrpo. Ipozykr Kaspersky
Business Space Security sauumaer pabouiie cranu, cvaptonbi i daitiosie
CepBEpHI OT BCEX BILIOB BHPYCOB, TPOAHCKIIX HPOTPANM 1 Yepneii, NPeioTBpa-
HLGET BUIPYCHHE DIIIENHI, 3 TAICKE 0GECIIeHHBACT COXPAINOCTS HipOpNILI 1t
NrHOBCHI ACTYT HOTH0RATE ] X Ceteni pecypeav. TTporyir paspaGorart
¢ yuerom i K ceprepa, B YCIOBISX Bi-
COKIIX HApY30KG;
Kaspersky Enterprise Space Security — sauurta pabounx cranuii, eMaprdo-
1OB, aiLIOBLIX 11 HOMTOBBIX CePBEPOB (TPEXYPOBHEBAs! 3LITA). DTO ellieHie
oGectieuBaeT CBOGOMbTT OOMEN HIOpMALIIET BIYTDH KOMIAHI 1 Gesonac-
¢ e ipow. Tponyicr Kaspersky Enterprise Space
maet paGoute cTanium, eMapToHL, a TaoKe Gaitionsie 1 0uTo-
BbIE CCPBEPH OT BCCX BILIOB COBPEMEHHBIX HHTEPHET-YIPO3, YAQIACT BHDYCH 1
notoxa ii nouTH, OGeCTeunBacT o=
BBl Gesoracibiii 0CTYI HOL3OBATE/E]i K CETeRbIM Pecypeay;
Kaspersky Total Space Security — sanurta paGoutx crantuii, (aitiossix 1 mod-
TOBBLX CEPBEPOB, MITEPHET-ILTI030B (MHOTOYpOBIIeast 3autita). D10 peitierie
FANGCT BCe y3TH1 KOPIOPATHBHOI €T I060T0 MACHITAGA 1 CAOKHOCTH 0T
copenerix HiTepHer-yrpos. Pemente Kaspersky Total Space Security korr
pn:mpycr BCC BXOJIIIC 1 MCXOAANUIE TIOTOKH QIIBIX — DICKTPOHHYIO 1OUTY,
pachmicn i Tpoaykr MO~
[ — i K pecypeay
KoM 3t ceTit VIHTepHeT, a Takoke rapanTHpyeT Ge3onachble KoMMyHHKaLi
10 SCKTPOMIION TotTE.

B cepitio Kasper

XOJUIT YETHIPE NPOYKTa

[©]

o

Bonpocs! 4ns CamoKoHTpons

Yro Taxoe ? Oxapakrepiayiire THI BpEO-
HOCHBIX HOFpaNM.

VKaKITTe CyllecTBeHIbIE OTINIS KOMITIOTEPIbIX BIPYCOB OT CETEBLIX epheit.
OIIINTE OCIOBIINE OCOGENIOCTH TPOAICKIE oA

OMIIITE 2152 OCHOBHEIX OIX0AA K O0HAPYACHINIO BPEAOHOCHS HIpOrpaN
Kax C1O AOCTONNCTEA 1

Yro + coso et ¥ Jlaiire xapax-
TEHCTIKI JBYX HAGOJICE HOMY.ISPHBIX TIO/XO/0B.

>

G
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=

. OniTe M ACHCTBIIS, I0CTOMCTBA 1 HEAOCTATKIH DBHCTINCCKIIX ata-
stz

OmHIITe NP ACTiCTRIA, AOCTONNCTRA 1 HCAOCTATI

KHPATOPOB.

HasoBITe 11 ONHIIITE JONOHHTEbHbIE MOLYI AHTHBUPYCHBIX CPE/CT.

KaKOBbI AOTIOHIITCIBHBIC MCPbI  CPEACTE SALTH OT BPCAOHOCHbIX TPOTPAM,

PACHIMPAIOUIC BOSMOKIOCTIE ANTHBIPYCHbIX IPOTANM?

30O g cpeacrsa umans i

11. Kaxo sautnrs i i
ol YDA o0y A RN OOR

12. Karcopta soswosxitoctt cepun npoyicron Kaspersky Open Spnm Security
ST cereii ot " 037

~

OBeJICHUECKIX GI0-

©®
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U yeremmoro nerios i 1c06-

e~
PPN, CeTANI 1 NAPUpYTHGTOpa, TO ceifac et obecreurnssfop-
Bee r

y Gobunix ccres
secrie

JUpyrinn BKIbIM ACTICKTONM i prevs
etes crporoe I n it
HPEBARISICNEIX K CHETEMAN SAILUITHL I

B B psijte

10
a Taike & (PI) o ii sanurre

choparut.



TNABA YMPABIEHME
CPEOCTBAMM
& ﬁH OBECTEHEHIS
DOPMALIMOHHOM
BE3OMACHOCTM

HyAmo e To1bKk0 oRTate
HO M YNCTh HOTBSOBATHCS €10,

Luagepon <O avicuen Gaaze u swicuien e

JeATeNbHOCTD. 6e3 exnoii
i ii cucresi, ii pasaumanbic Giice-
npoecest cicrex - 10 aktisiii

obycranmmacr Gic-

MHCTpYNeIT Bejeita Gitanieca, /IHaNITOe PagBITIIC Giaiic
— crcren, paci e

tpii poct iy

4 DYHIIUIH 1t HA0OD NIDEIIOCTARISICMBIX CEPBICOB.

Baiuay pactymieii caoatioctit ca noc-

TOSMIHO BHCIPSITH Bee HOBbIE 1t HOBbIC TEXHOOMHI, YCTAHARIBAS G0:1¢ MOLLIOE 1t
& Tpit 570M Heod; cnewnrh

Guaec- ke Hazetoe 1 ade

THBioe

14.1. 3apaun ynpaBneHus
MH(POPMALIMOHHOW 6e30MacHOCTbIO

il cicTeMs! sBsICTCS

cierexa y cpexcTaain
CApOpAYADYEM OCHOBHbIC FA21 CHCTEMbI YIPARICHIS CPEACTBAMH 1HDOPMAUION-
H0ii GesonachocTin npepis TS

DYHKIHOHAILHO TAKASI CHETEMA IIFAHA PEIATH CIICAYIONIE OCHOBHBIC 3A1A4IT:

O HCHTPATIIORANIOC YIPARICHHE BCEH TPOrPAMMHBINIT 1 TEXHINICCKIM CPEAC-
“TRAMI 3T oA
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nommoii B pavkax

omtoii cuerest KHC
nacoeri (JITTB) oraeisix ycrpoiiers i aonexers JITTB 10 neex yerpoiiers
T mopyats;

o i nporpayioro o , a TaioKe onomit-
TEAHbIX MPOTPANHEIX CPEICTS Ha PO CTAHIII 1 CepBepb;

O ynpamienite KONQUIYpALIAMI OGHEKTOR 1t CyGHKTOB A0CTyIIa;

YHpaBiee paBavi 10CTYIIA K AKTHBHBIM CETEBBIM YCTPOTICTBAM, PaGouI

Cramuy 1t ceprepay;

[*)

O HPEAOCTABICHIE CEPBICOB I PACTIPEACICHHBIM MPHIIAHBIM CHCTEMa
PErHCTPAIIS SAUIICHIbIX IPILIOKEIILIE 1 X PeCypCO;
) TBANH, B SACTHOCTIE (smosenas -
bpactpykrypa);
O COBBITIINOC HPOTOKOANPOBAIIIC BITIOUACT HACTPOFIKY B OTOB Ha pasitbc
Biey 10108, ¥ cocranoy
coburmiil, 1o K(ympml BECTCS HPOTOKOIOBAIIC;
O ayauri
3 1biX 0
cueren. Mioraa nonay
108, i1 <Wip>
FOKPUIIOTE, et AR YIS AT cobmmi;
aie noayyeie »
PEAIBHON BPEMCIH O COCTOIIN, AKTHBHOCTI YCTPOIICTE 1 0 COGBITIAX C Ko~
TeKeTon B yer X, HANPINEP O HOTeHI-
AIbHBIX ATAKAX.
Tpn 3 pexcTBaMI i
TH IPEPISITIS BOGHITKACT MOGCMA
posarntt cucresty KHC i circren y widpopsia-

oot GeaonachocTsio. JList peltierits STOii OGN NPIMCHSICTCs! B OCHOBHBIX
noxoa.

Tlepmbiit 10X FAITIONACTCA B HITErPALUIIE CPEACTR CETEROTO it CHCTEMHOTO Y1i-
DABICHISE € MeXaHH3NANH VIDARICHIIs CDEACTBANI aniThi, CPEACTR CETeBOro it
CHCTENHOTO YDA CHISE OpICHTIDODAITS b IEPIYID OICDET 12 VTIPABCHIC CETHIO It

eaNI, TO eCTh sciicrnits it
YCIYIH: yNpaRICiTie yNCTHAIMII SAIHCAMIH MOB30BaTeCH, YIPABICHIIC PECYPCAMH 1t
MapIIpYTI3aLA, ctbur, . Pt kommarii — Cisco S
tems, IBM Tivoli Systems, Computer Associates, Hewlett Packard — ot o nyris
wTerpait cpeiCTs sauuTh B cuicrestt
Ouaro rassie cicren wacto
ool W, KpOME TOrO,
OCTAIOTCSE 32 MPEACTAMIT BHIMANIIST ITITX CHCTEM.
Bropoii nozxon saks cpescts, 1y X st
TR S VRTEA ENBEHOt T FoiieD, Oy

P
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Manager (OSM) ot Check Point Software Technologies aaet noasosocrs weirr-

yupanssT oKt W BHeAPATS e
1a cetenbie yerpoiicrsa 1o Beeit kosmanimi, Hpoyicr OSM siBisieres oy 13 oc-
HoBiBIX KoNmoneiTon Textonori OPSEC (Open Platform for Secure Enterprise
Connectivity), paspaGorarnoii owmari Check Point, ort costaet mirrepdeiic

ceTenoii PABIHBIX (a-
pinyiep, Cisco, Bay, 3Com).
it 6 pecypeon cpenc-
THA GanTH obbrario 5
Hoit cert. akparht 0CTyI K A pecypeas,
OTpaKAst ATAKI HIOYMBIILICHHIKOR 13RI, A LLIOSH BPTYAIbHBIX HACTHbIX cereli
(VPN) niepesaty “Cpe3 OTKPITHE

EoGemitt e,  wacTiocri Hinepir, [ CONIAI TRAEKTON SLITORORS:
HOIT 3AIITBI B HACTOSIILIEE B TaKKe
o <o SR TGN o TR TR,
KONTCHTa, AHTHBHPYCHBIC CHCTEMbI 1t .

K

CPe/ICTBA KOHTPOsI

npaKTICCKI waiirin Ko-
‘Topast Mora Gt c 6 3 (Y10 1ehy mombiif HaGop
cpescts (o1 10 ) st ii kopriopa-
TuBiioi ii . Toaromy KHC xosmanuii bt
T0CTPOCHB Ha OCHOBE MPOTPANMHBIX 1f cpesers, pasi-
e Kauiaoe 153 911X CpeacTs Tpebyer Tate bioro 1 criemicpi-
secKoro Korir ey i

AOCTYIIHbIN M pecypeayi.
HroGht ofecnicunry b rereporentiofi KHC taieskityio sauurry wichopawti, iysiia

cucreva KIC, xoropast
o Gt W DABILIBIYIO HACTPOIiKY Kaskoro komorerTa KHC,

nocTosto e ¥

saiizernibie 5 cn a6y 3 Gamsarsi s

pabory
oo e L e A
SOMACHOCTHIO.

Onrr peayurx it cpencrn it Geao-
HACHOCTH THOKASHIBACT, A0 KOITANIA COKCT YCIICIIO PCAIEAORATH CBOIO NOATIKY
B i it i cHeTeme, ecii

actocTHio Gyter e o ucio-

ayessix OC 1t npikaansix ciicte. Kpose T0ro, cicTesa pericrpaiiis codbrmiti,
npovexozsnux b KHC (coSurtus HCIL wavienenmie npusiacrii nossiosareicit 1
T4 : c

nporic

Lt petnieniist paiia 3 rpeGyerc

HBIX BEPTHKATHIBIX HHpAcT SRy i X X 500. Hanpirviep, noarrinca ce-
TCROrO A0CTyITA TpEGyeT aiar I

Ry W DT NpHIOKESUG TATNIME § CHCTEME TATDOBORD YHCTA, B CACTENE
OOKPATHON f0CTyIIa K Mpitioskertisy (Single Sign-On) i . . JlyGmposariie ot
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T A AN IpHBOIT K tpyo-
exwoert i noawooli nyrane. Tooroy: robinabemars o sy iapday
wacto yior euibie vETypi

K rai PYKTYpaM, KOTOpBIC

S pisaoc oot SISO, omion

comest:

O ippacTpyKTYpHt ypanieniis oTkphThii oyt PKI;

O arazori (Hanpiicp, m(cum(])m(ammn noJb3OBATEIEH 1 APYIIX CBEJIENHii 0
0CTYION); KaTaOrt
PRt e TS o P R T R pac
JRATAIOTCSE THOMITHKIE JOCTYITa, CopTHAIKATH, CIIHCKI AOCTYIIA H AP,
cnctesst ayremiducaun (o6tano RADIUS, cepuept TACACS, TACACS#);
cucresbi wayuima (caeayer
OTMETIITh, 5TO 3TI CHCTEMbI HE BCCTAA BEpTIIKATbHb, HACTO CIICIUATAIPYIOTC:
1 PAGOTAIOT ABTOHOMHO B HHTEPECaX KOHKPCTHBIX HOACTCTEN).

[eXe}

Vautbisas, w10 ocTarosto oo
OTPRIACT COBpNCIIbIC TeIIHIUII PASITI TexiOTomIi oGecriesent unqmp\nmk
ool Gesonacrioern KHC, pocenicxas xovmanis HIIO pa-

Gorana cuctemy KoMiLieKeHOTo yipasienns Gesonacnoctsio KVB. B cuereme KYh

TEXHOJIOTHA Y C
aT0ii TexHO 0N FaiTIOUACTCS B 1o, W0 OHa IPeUIATACT NOMONeHIbTi opratisa-
OB HOX0A K p

cpeacTaa. Ho3BOSICT YIpARIST
bi0 it it ceTeMbt 1 (Th 3aHTY
L)

Q y KOM-
i TrostWorks Systems cricexy r00a yupas-
et Gesonaciioetsio GSM (Global Security Management) s xopopariioii -

cicten. Ara ccrexay
GeaonactiocTbio KHC Halikia Witpokoe IPAKTIINCCoe NPINCHHIIC 11 OMIChBACTCs! 1
pasaenax 14.2, 143w 15.1.
Tepeiizent Tenepn i peunenii ceny satan y

301ACHOCTBIO:

O ynpamieHite OBHOBICHIANIL IPOTpAMMITLIX Cpe

O yupamieiite KoNQUTYPAILIAMIT 0GHCKTOB 1 CYGHCKTOB 0CTYII;

O ynpaniieHite yHETHBIMI SAMHCSMI 1 IPABAMI AOCTYIIA K AKTHBHbIM CETEBbIM
YCTpolicTaas, paGOIIN CTailIIIN 1t CepBepa.

Vupamicitie oGHORICHINH IPOIPANNIILIX CPCICTS

Peryap POIPANMITIIX CPEACTE
CHCTENS O3BOCT H3GERGTH YTPOSHE ICILIYATALI ST0MbITILICHHIKAN ! H3BECT-
i o Tpn orom yBes prns—

" HDHBOZUIT K TOMY, HT0 1pak-
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THACCRIT GREICBIO BHIXOIT HECKOLKO KpITIHHB OBHORTeH i, KOTOpHE A0

(GbITI, OBAFATCBHO YCTAIOBICHb 112 Bee PAGOUIIC CTAILLIL 1t Cepepbl o
Kpowe roro,

MECTIMOCTS € OC nenom3 anpenpi-
st (naupnmp, HIPEABADITELHOI YCTANORKOI| 1fa TECTOBBIC PAGOUIE CTAHIAL).
Tozcrcren y noaBoIOT crenyio-

e aza:
O awTovamceKoe NOyserie ofHoRteiii ¢ caitron npoiourrecii T10;
o i

o pabouIn cramuy 1
CepBepaN LTI TPYTITaN PAGONIEX CTaHIu 1 Ceprepon;
o yeTanosky

a paboune cranunn
Tnosb3oBatesieii.

Ynpasnenue koHurypaumusmmu

LenTpanmsosariioe ynpanienite Kondurypateit pabouitx craniutii, ceppepo, ak-
THBHOTO CETEBOTO OGOPYOBANIT TO3BOACT CYUICCTBERHO COKPATHTD 3aTPaTh! Ha
uryparii 06opy it cucTenbt

pCANpHATILS.
I "

paouinn cramuayit 1t cepue-

pait nososier:
O aBTOMATHYCCKH PACHPOCTPAHSITS PIIOKEHI Ha PAGOUHE CTANIIIN 1 CePBEpbY;
O coanasars THnOBble 0GpA3H! PAGOUILX CTANIUI] It CepBEPOR AU GHICTPOO BROKA
B OKCILIVATALUIIO HOBBIX C/UTHILL TEXHIKIE;
AOKATBHLIX HACTPOCK HOMIT op-
ranmaL
\ cerenniy 060py nosmosC:
O HeHTPATISORAIIO XPANITS KO YDA AKTHBIIONO CETEROr0 0GOpY 0BT
O pACHPCICSTH VNIIHCTPATIIBIIbIC POTH O TIIAM 1t IPYTITaN vupouun,
O sajasars

YT aBTOMATICCKH TIDeOGPASORAI B MAMEHCIIS KONGHIYpaLUi KOHKpeTHLIX
cetenbix yerpoiters;
O OCYINCETRISTH MONITOPHIE CCTCBBIX YCTPOlCT;
O NPOI3BOMITS OTKAT Hey A 1HBIX H3sMelerii KondHrypaLuti,
Cuicrest y i aaueT ot cieten
LEITPAIIZ0BAHHOTO YIPAICHIIS VUETILII SAIICAI 1 HPABAMIL JOCTYIIA, & Taioke
CHCTEM AAMHHHCTHDOAIIS! A0CTYITA K CETEBOMY 060PYORAIIIO.

pal Aocryna K
TloACHCTeN PASIPARHICHIA JOCTYIIA K CETERONY 0G0pYORANIIIO BCTIONACT B Ceb:
O HEHTPATIZORANHOE YIPARTCHIIE OCTYTION K CeTEROMY 0GOpYAORAIIIO;
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O pRarpAIICIIe A0CTYIA K KOMAILTAM CeTeBoro 0Gopy OB

Suonaviepersbic AciCTRist 1 OUNIGKI ATMIHHCTPATOPA CeTeRor0 00opy 0B
NOTYT npiBecTIt K Jatbix, 10
KOPHOPATHBHOf CETH, ITH K APYIHA i

B G0b1m1X 1HOPMALUIONHEIX CIICTENAX O4eHb CI03KHO OCYINCCTRISTh KONTPOIb
H YIDABACHIE AIMHIHCTPATHBIIN IOCTYTION A3 KEIIOTO OTIEBHOTO CETeOro
vLTptmcﬂu D10 1ie no3BOICT B MO0 Mepe pemEmoears ‘TpeGoBatist noMmTI-

GSonburiie cropoitst
10

JIOKAIBBINIE Gagamit YHCTIIbIX Faitiice
CHTeMBI pa3rpanitieHiis A0CTYIa K ceTenoy 060pyOBAITIIO, TOCTPOCHITbIC Ha

OCHOBE CPEACTB AYTEHTH(KALITH ABTOPHIAINL 11 YieTa — AAA-CepBEpOB it CPEICTR

JCACTHPOBAINIS. AAMMHHCTDATHBHBIX TIOAHONOIH, — TIO3BOSIOT PELIHTh FTNIH 10

DAIPAIIHCHIIO AOCTYIIA K KOHKPETHbIM KOMAILAM YIIPARICHIIs, BCCHITIO KYPHAIOD,

2 TaloKe 10 COBTANIO LEHTPATIFOBANHON Ga3bi YHCTHBIX Samiiceli aTymHIICTpaTOpOn

cerenoro ofopytoBariis.

pi 0CTYITA K CeTenoy sozens AAA

BHITIOHCHIIC COOTRETCTRYIOUUX MPOLLCAY]

O ayrermudpicawnn (Authentication) — nporieaypi mpoBepKII AaiibIX yueTioi
FAINICH € ICABIO YCTAHOBKII COOTRETCTRI! NOTbI0BATEIS! MHOKCCTRY 3ADerHeT-
PHPOBAIHBIX CyGHCKTOR A0CTYIIA;

O awropusa (Authorization) ~ HpoieAYPb yCTaHOBKH HOHONOH
e 1 BHACTCHIS PeCYpeo:

O yuera (Accounting) — HpONEYPH! yueTa ACHCTBI, BHIOHSCMHIX 110
M Ha IPOTSTACHIII Ceanca A0CTyTIa.

1013083~

b30BaTe-

AAA-CepBEpb MOTYT MDEACTABSITH CoBOii KaK MPOrPayMIBIC CPEACTEA, TaK It 1po-
IPAMMHO-ANIIAPATIIbIC KOMILICKCHL.

B nactostuiee Bpesi 1 noay Texiio-
e, iyt wisat AAA. Rnets Authenticatisn s Dok Usit Serios
(RADIUS) i Terminal Ac ~U)n[ml|u Access-Control System (TACACS ).

Cperersa coboi
omteA Kiace cpeict mnp'xnwlcl 15 AHIICTPATIBIIORO T0CTYTA K CCTEBONY

I1YTeM KONTpOIA &AMIHICTPATIBION JOCTYIIA 1 PO-ICBOF Pasrpaiiiemiusi A0CTy1ia K
KOHGHTYPALUIONILIN KOMAILIaM

Bazaua posesoro paarp soctyna K Ko Kovanzay pea-
AUMBYCTCS HICTPYMEHTATLHBIMI KOMILICKCANIL B Tpi OTalla

o ¥ Ha TIPEAMET BHISBICHIS BCeX
KOHQUIYpaILIOHIBIX KOMAIL:

O Qa3 TIOYHEHHbIX PE3YIBTATOR If CO3aNHE TIOTHTIKH Ge30MaCHOCTH C 11ebio
pasKpaIIteIIIs A0CTYIIA K KOH(HTYPALUOIIEIM KOMAILIAM H OCHOBe porcil;

O coaaniie KONDUTYPAILIN U1 POICBOND PA3TDAINEHIIS I0CTYTIA K KOMAAN.
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(CTEMa PA3IPAIIYCIITA JOCTYTIA K CCTEBOMY 0GOPYIOBANIIO MOKET OCyliiecT-
AT BIANNOJCHCTBIE C PSAOM JPYIHX MOACHCTEM. B wacThocTH, msansozeiicTaie
¢ kopropariibiy LDAP-KATAI0rOM T03BOISICT COAATH CAUINOC, B PAMKAX OPIAIH-

AL, POCTPANCTBO YHCTHBIX 3alceil 11 YNpOCTITh ynpaneitie iyt (pic. 14.1),

 cHeTemamin TH03BOIACT BECTH IEHTpAH3OBANIbIT
KOHTPOIIL 3 ACliCTBILAMI AAMHIICTPATOPOR 12 OCHOBE JAHHBIX YHTa 1 IPCATDH-
varn Mepb! 10 i

GesorracocTi.

& Monsimea nonysess

“nocyna
[ —
Vinopraun o Banpocra
nonkaosaTensix QJ ammmcipanuaioe
(Y  nonciouenve
i Sxaennnsp ceresoro
peep p

Puc. 14.1. Vcnonssosanme kopnoparsworo LDAP-karanora
AR YIPOBNEHHA yNETHEMM 30MUCAM

Aymu u K1 B pasnere 14.4.
asasn y coGbITHifl psi
flpyx 11X PeUAIOTs CHCTENOiT i ¢ npinc-

EHHEM COOTBETCTBYIOUUIX TIOCHCTEM KOMILICKCHOTi CHCTeMbI ATt 1icpopManuiit
(e pasiert 6.4).

14.2. ApxuteKTypa ynpasneHus
uHdpopmaLmoHHo 6e3onacHocTbio KUC
Kosmnarmn TrustWorks Sv<lcm: " :mBMu PaspabOTAII CHCTEMY HeHTpaI30Bal-
Horo 00AIBHOI 1 JIOKATBHBIX

noTIK oc y
KHC 10T komteriutst r106a1bioro ynpanieinist Gesoitachoctsio GSM.

14.2.1. Konuenugﬂ Ar:oGanbuoro ynpagnenus

6e30MacHOCTbI0

Kontteriuist GSM 1103B0.1€T HOCTPOIITH KOMILICKCHYIO CHCTEMY YIDARCIHISE 1t
SAGTH 1HGOPMAIONHBIX PECYDCOR MPEANPISITIIA €O CCAYIOUINII CROfiCTRaMI:
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1 Ha Gase nosmii Ge-

O YHPABICHIE BCCNI CYIICCTRYIONUINIE CPECTBANH Salll

H OOy opa AT ST 2 B pcypCoD XA (Gvckron
W

norIKI )
™ SauuITH, pasitbi
o Beex pecypeos epe e
ii) KaTaUIOr CpetBl TIpe; . KoTopBii MoKeT

DOBATHCS! KKk 3 CHET COBCTHERHBIX CPECTS OMICAHIS! PECYPCOB, TAK 1 TIOCPEAC
TBOM CBA3H C ZIPYIHMI KATAJIOTaMH IPCPHSITIEE (B TOM HHCIIe, 110 IPOTOKOY
LDAP).

C i nomrmitie (Policy-based) yn-
pasiieiie 710K e

O cTporas ayrenTIHKALIS OGBEKTOR NOMITIKII B CPEAC MPCAIPIIATIS C Hc
nomssonarites Toketion PKCS#11 1t undypactpyicrype oriptbix enoscii PKI,

BTONasT OKUIBHbIX CPEICTS ay-
resmuann LAS (10 p6opy nompedinern):

o JlocTyna K
KATAIOTE PCCYPCAN TIPENIPHITIA 1K HACTAM ICTO KTat0ra (€ oLt pm«m
nowsTTIE TpyYTI M0TE3 JoNeton, yi-
PARICHIIC PO KaK HAG0pO 1DaB AOCTYITA K PecypCa NpCATIpHATIS, BACC-
e B O aeverTon npa vepea

arpubyrst npas aoctyna (Credentials);

ofccrieueriie OIOTIETHOCTI (erHCTpalst BCex orepatii BaamvociicTainii

PACTIPEACIICHITbIX OGTHEKTOR CICTEbI B MACHITAGaX KOPHOpATIBHOI ceTi) 1 ay-

ia, TpenotOi cit

O iTerpas ¢ CHCTeMaNIT 0BINCro YIpaRICHIts, HHPACTPYKTYPHBINII CliCTENa-
st Gesonactioctn (PKI, LAS, IPS).

B RN L1 KO TEpAI, TDABIEN, OCOBAIOE 1A IO G-
nactocrut PBM (Policy-based
npaia y Koto-
R AR MR S Rt O Ak ST
JCTO3YeNbIX TIDABIL YIpABICHIIS.

°

@y G na
npeanpuATI Ha npwiumax PBM, yonetsopser cieiyionuy tpeGopansin:

O noamriKa if JIOIHHECKH 1 ceMa
Tirtecian y yexy yemyio it yewyio Kak
CIUHOE LETI0e CTPYKTYPY JAHHBIX;

O nommiiia Ge30NaCHOCTI MCATPIATIIS OPEACTACTEA B AHHOM KOHTEKCTe AUist
BeeX POBHil BAIIUITH KAK CAUHOE 1E0C CCTCROI MOTIKIL G30ACHOCTII 1t
nomman Gesonacroci pecyp

O U1t OGICICHIS AAMIHICTPHPOBAIIS PeCYPCOB H NOITIKIL Ge30NaCHOCTIL

o no
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st Toro wroGut wHeIo TOAHTHKH, HCTIO/b3 '
caeylone npies:

O rpymnonsic onpescient obseicton Geonaciocris

O xocpermie Hanpunep 1a octiose b aT-
puGyTO;
O vanzarioe soetynom (s w noetymy),

KOEAa peLICiIlie 0 A0CTYIIC ONPCACISCTCA Ha OCHHOBE CONOCTABICHIL YPOBIL A0~
Ty, KOTOpHIM 00AGIACT CYGLEKT, H YPOBIA KONGILICHIVATHIOCTIL (KpHTI-
HGCTH) pecypea, K KOTOPOMY OCYILCCTIIACTCS A0CTYI.

Cucremay SM TIeYHBacT AHATHIA 110~
pone
Rt bl e s
s

14.2.2. [nobankHas v 710KasbHbIE MONMTKA

6e3onacHocTn

Corzacio konuernum GSM Gesomac-

1ocTio KIC ochoBalta a CCAYIONUIX IPHHLIITAY:

o i il CHCTEMBI JIOJIK-
H0 OCYIECTR TS 1a YpoBite T10Gaboii ot Gesoractiocrit (TTIB);
O TIIB jomkia kovmari. Ui

Tha GCIONACHOCTIE OGTCKTOR 1t 1peﬁycmble CepBiCh Bea0NaCHOCTI A0 GbrTs
OIICa ¢ YHETOM 15X Git3tiec-pOACIH B CTPYKTYpC KOMITa

O 151 OTICIBHBIX CPEACTS SLUIThI OPMIPYIOTCS 0GB IO Gesortac-
noctit (JITB). Tpascastuis JITB A0KITa 0CYICCTRIATLCS ABTOMATINCCKI 1a
octone ananiza npanitt T 1 Tonoorm sanunacsoi ceri.

Tno6avnas noumuka cemt coboit
KOHEAHOE MHOKCCTBO paBit GesoractocTi (pic. 14.2), KOTOpbe OMIICHBAIOT napa-
METPBI B3HMOCHCTIS OGBOKTOB KOPOPATIBHOI CeTHt B KOHTEKCTE HipopMALIION-
ol Geaomacnocit:

o i s cepaite npanita oSpadoTi, sa-
nwrT i resTpat Tpadia;
D

c cepuitca
O npasiua ayrenridpicatun oseicton;

O npania obviera k10w

O MpaRILTA SaIICI PEaYBTATOR COOMTITi BE3ONACHOCTIE B CHCTENINb AKYPHAT;
© IpaBILIA CHFATISALII O TPEBOKITHIX COOBITILAX 1 Ap.

Tlpit 510 o6eicrastin TTIB MOTYT GhiTh Kak OTCAbibie paGodiie CTaHIutn It 101~
COTH, TaK 1 IPYTITbI OGDCKTOB, KOTOPHIC MOFYT BITIONATS B Cei eITbie CTPYKTYpIibie
HOAPAICCHHS KOMIAINE (HATIPHMEp, OTAe MapKeTIHHIa 11 pitarconbili Aetiapra-
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Npasuno = ‘OBbekT OBuekT Cepavc YposeHb
] = [T [ o |
=L B

=

=

Puc. 14.2. Crpyxrypa npasuna rmoBanswof nonuTaku GeaonackocTu

MEIT) 11 ke OTACTBHBIC KoMIaNII (BXOMALUC, HAnpinNep, B xoaumr). Tlommina
6e30NaCHOCTIH U1 KaAAOTO OGBCKTA b TPYIINIC ABTOMATIIECKI POILTHLUPYCTCS: BeeN
OGDeKTaN TPy
Baain i ii cHcTenb MoK~
1o cpopynposats Bwp\mlm\ e, aocmmay oerence Gl oD
Kaic 1 oGeKTON
Obj 10CTYNa 12 OCHOBE HCKOTOPORD CETEROTO CepBIICa AT .S'ccSrv HacTpoettoro
HPH TIOMOUU TTApaMeTpoB P, B peayaisTate roGa bias HONTHKa Gea0MachoCT pest-
NPHSITIS: NPEACTARACTCS Kak 1aG0p MPABILT BILT)
(Subj, Obj, SecSro (P)).
crime npanivia 1 oGbexra Obj o3iasiaeT sanper 1060ro 10CTyia

Tpit orom o1y

saniowy Obj
Tl neieii Gesonactoctit 8GSM

oot s okron, Ty 8 Kvecrme Sy OB Sro teonarens (U)

i pecype (R). Pecype R owet Gitb indopyaiwionsisiv (IR) i cereniint (NR).
TIO30BaTE b 1 Pecype MOTYT BHICTYIATS B 11000 113 (YOpM arperaut, noiepsit-

LIX B CHICTNC: FpYIIITB, JOMEINbl, PO, ACTAPTAMCITTE, PABACITbI KXTATONR.
Tpwnep: Tpasino (U, IR, $1) npeactanisier coboii npaniuio sauurs 81, obecrie-

aimeNioe Hpit octyne nossonatei U K idopyiaiutonony pecypey IR Tipanitio

(IR1, IR, $2) oanasact cerenoro my

HBIX MOALYIeit (IPOFPAM) € HEOGXOIMOCTHIO OBCCIIerCHIst CROTICTS anurrht 2.
foumura no 1 20Ty K iy y oGexTy Kopriopa-

TuBRO CiHCTeMbI 2 10: ace, umo e paspeute

110 si6m0 ~ sanpeugeno. Taxoe 1y TOHOTY SanITE

cent W anpiopiioe

Hr06st ofecriesiTh BaaIMOACHCTEIE YCTPOCTS B CeTt, U1 BCeX YCTpoiicTs cerit
CO3aETCA I AOCTaBIACTCA (B OGIIEM CAYHAC e 10 Kaltatay CeTi) Cmapmosa Kot~
ypanus, conepRANAS HEOOXOMINBIC DABILTA HACTDOIIKH YCTPOICTS TOABKO JUis 11X
LCHTPAIOBANHOND YIPARIICIIS, — CTAPTORAA HIOHTINKA Ge30MACHOCTIE YCTpOiCTRA.

TIpaniia TTIB MOFYT GbITh PACTPOCTPAHEHbI KAK Ha CETERbIE BIAMMOJCHCTBI, Tak
W1 12 (AYHKLUIE KOHTPOJIS! 1 YNDARIICHIIS: CAMOIl CIHCTMbL.
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Oynwionas ia TTIB pasGirTsi 110 rpymmay:

10 npasu

O nmpasuaa VPN, Tlpasivia JAHHORO THIIA PEATHEYIOTCS DI TIOMONI TIPOTOKOI0R
IPScc; arewTost Hcoenis faoro npasivia swisieres apaiisep VPN b crexe
Tpoiicraa it uio%a Geson

© mpiicts naémiod Quieompint, dnnouis NAT, S ipasions GO0GE HAaie
ful n statcless: nipaniL oec-

HeUIBaIOT Te sKe areiT, w10 Henotsiior VPN-npasia;
, GKTIOUaS WCHYIO Saumy <Ha iemy». ITH IpABITA OT-
apitka noa o
AreiTOM TIX NpABIL SIBISCTCS

sesaior

nipokci-arent;
npasuaa aymenmuduuuposanozo,/aemopusosaniozo docmyna, eKONas npa-
auta odhorpamioro exoda (Single Sign-On). Vitpanieiie A0CTyIION 10 Cxevie
ot Jaomy o pabory na exuom
Taposie 1w Apyroii ayTesipiKatomHoii HipopaILI o MiorMI Hiidop-
o pop Tlpasia 910t YT oFyT KoNGHHpORAITO rc-
yposist, 01 VPN o1y i
KpOME TOO, ATCHTANH HCHOCHI TAKITX TIPABILY NOTYT GHTh CHCTCNb ayTer-
DL SaTDOC-GTIH H IDOAYKT TheTX paspaGorion;
npacuia, a
Tlomimika Moer " yipap-
JISTHCST ATCHTOM MPOTOKOHPOBANISE, HCTIOHIHTEISMII TIABILT ARISIOTCS BCe
KOMIIONCIITHI CHETEMb

o

o

TTIB B cer, n npasiian, HOKAIBIYIO MOHTIKY Ge3ona B
KOIKPETHOFO YCTPOIiCTBa, 3AKTIOUACTCS B TOM, TO B NpapiLiax rpymiibt [TI5 nrm Kbl
1 CYGBEKTH JOCTYIRA MOFYT GhiTh PACHPEACIICHbI TIPOIIBOIbIbIA OPA30N B IpeACTaX
cern, a npasiuia rpym JITIB, sicniosa cyGuextst it obvexron JITB, peuiasiasest
1 OCTYHBL TObKO B NEACAAX POCTPAHCTEA OUHOTO 113 CETCRbIX YCTPOFiCTD.

HaGop npania TTIB sRCTCS JIOTIMECKIL IEAOCTHbIA 11 CCMANTIYECKH T0THBN
omicaiien ok Gesonactocti b Maciratax KFC, 1a octiobe kotopoit sosker
CTPOIITHCA IOKATbHAs! O GE30NACHOCTIE OTACBIbIX YCTPOIiCTS,

Jloxazvas noaumua Gesonacnocmu. JloGomy cpercTy Sy, peaiayioiesy

cepui

s
ero paborn aokanbias noaa Gesonaciiocs JIB, 10 ecr, Towoe omicane wa-
cTpocic s npania ay yi-
PRI JOCTION, G TP i 2

it om0 HacTparzaTy

KAKI0€ CPECTH0 SAITTH LI PEILTIIUpORATD KaKHE-TO TpOCTeilie HaCTpoiiKit i
GOIBIIOE 110 Y108 ¢ MOCACAYIOICH] 1X KOPPEKTHPOBKOfi. ORI, 410 HTO Heits-
GCRHO IPHUBOUIT K GOTBLIOY HIICITY OIIGOK AMIHHCTPHPOBAIIIS I, KAK CICACTRIE,
€ CYCCTICHIONY CHIBACHIN YPOBI SLUICHNOCTH KODHOPATHBHOIi ceTi

Toc. ii noTt
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ueiTp y 12 ocione I
ecam 970 HeoGxomyo, Koppekipyer oraebisie JI U KON cpexcTsa saiut-

i€ HACTPOIIKI B YIIPABJBIONIIE MOAY.H

Tl 11 ARTOMGATIICCKII JAIPYAACT HEOGXOM

COOTRCTCTBYIONUIX CPEACTS SanuT.

B nesiom siokabias nosmirika Gesonacrocti JITB cer eBOIO yCT TPOIiCTBa BKJIIOYAET

B ccl ot nadop npanit OO yerpoiicra, tie-
< uist -G yeayri ¢ Tpeby

crolicTra auBrTH M popNALIL.

14.3. PyHKUMOHUPOBaHNE CUCTEMbI
ynpasneHus UHGOPMaLMOHHOM
6e3onacHocTtbio KUC

JIAHHS CHCTEMBI ) GSM Ha aret-
o ! e it Ko Obtas crpyiryy

Cxewa pemerits nokazaia 1 pic. 14.3.

Pacnpenenentoe
npunoxenme, Pecypc
(o6wext nonwTku
GesonackocTh)

Ynpasnenve

Uentp ynpasnes
cpercreamm —
WHhOpMALMOHHOT —| o VcbpacrpykrypHbie

Cepeep TGSM
T

Mons3osatens
(oGexT nonuTikM

wﬁeacnacﬂo@m) ﬁ

Puc. 14.3. Obuwan cxema cucremst
HpopMaLMOHHO# BesonacHocTn
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14.3. 1. Ha3Ha4yeHne 0CHOBHbIX CPEACTB 3aLUNTbI

Acenm i 1a Kenma, opi-
CHTHPOBaI Ha SAUVITY HHAUBILIYAIBHONO OL30BATEIIS1, BHCTYTAIONLETO, KAK MPABILIO,
KIHEHTON B NDILTOACHISIX KCTHEHT/cepBep.

Arerr 6es it 1a cepacpe i Ha
ofeciescrnne T ceprepiiix ¢

Arent

i 12 wenosocox
PRSI CMEITOD Gt BV IEATPIATIO 4 HEARY TpEATPITTINL

e 1w xp norri-
i B vac FIOGATLHON IOANTIKH B A0KATbHbE
nomrmitkn 6 VCTPOICT GALITb, FArpY3KY YCTPOHCT JALUITHI I KOUTPOIL
cocromuii Beex . i i cxexut yiipan-

Jenist GesonachocTn npeanpisiTist B cictese GSM IMpeayeMaTpHBacTes yeranonia
Heckominx (10 63 535) cepaepon GS|

Koncoiv 4 GSM e paboriero vieera at-
sumierpatopa (n}mmmcvpampnn) cncres. ;m KaKAOTO 13 cepepon GSM wozker
ot coraciio
DR T R0 ml\ulﬂuchaTopnn cueres GSM.

HpCACTABISCT cOG0ii NPOTPANMY, PAIMCILAC,

e oxpmoTonsyorpOBieme (neere, coprepe; mmas) SO AIYAY CTETyTIS
Kt gauurT:

D ayTeHTHQIKALUTIO OGBEICTOR HOITIKII Ge301ACHOCTI, BITIONaA HHTErpaIlio
DAIHbIX CePBICOB AYTeHTHAHKALI;

O ONpeAeIICHe MOTKOBATEIS B CHCTeNC 1 COBBITIY, CRAMIBIX ¢ ZAMHbI 11015~
aoBateen;

o HKOH-
TPOJS J0CTYTIA;

O ynpanzeitie pecypeavin i HHTEpeCaX IpILIOAKCHIT, TOMCPAKY YIIPARICIis A0~
CTYIIOM K pecypeast IpHICKUIONO YpOBIt;

O sanurty  aytermiikaiuto tpadinia;

O Qumsrpatutio Tpacpika;

4 i

yvkin areira 1 ( B cocrane
perncins GSM):

H0CTaBKa KpHIITOCEpBIC:
ynpaniere napaverpai Single Sign-On (ax nofsazaua ayresidian
o:msoBareneii);

cepBIC B HHTEpeca ii cepBHC 0CTyIIA
i€ PKL zocryn  ynpansenio Geaonenocrsio);

cxatite Tpadpni
VIPANRCHUE peseDEHpOHEN CCTes pecypea
O yHKIII JOKATBHOND ArCHTa CeTeROit aNTHBHPYCHOT] SaIIUITHL

[eXe]

o

GO




544 YTIPABNEHVE CPEACTBAM OBECTIEERHS MHOOPMALIMOHHOM BE3ONACHOCTA

1L CMEITOM JOKATHHONO ATeHTa SICTCS POILECCOp JOKAIBHOI 110~
12 i TIONUTHKY
JOBbI MEFKILY OCTAIBHBINIL KOMITONCHTANIL

g
pacHpexesonutii By

14. 3awwmra pecypcos
AYTeHTHOKAIIIS W ABTOPHIAIIS A0CTYNA, B PAMKaX PILICHHSE PCATI3YCTCs! DS pas-
e cTi cxen KaKAAS! 113 KOTODBIX BIIIIONACT

T ayTeRTHQUKALI 1t €110c00 (MeXaItM) IAeHTHIIL 0GbeKTOD.
It noiGopa Tia ay

O ayrenTuduiamis noabsosateas npi octyne k cpeie GSM i okabioli
onepaioHIOii cicTeNe;

O ayTeTIHHIALIS TOIB0BATNS TPH J10CT i e (cerent cem);

O maamas ceresast oGexTor

Jlst mriGopa criocoGa 3 sapiaiy,
1x oGoe copvecTr ToKen (cMapT-Kkapra), -

POUth, Bitensst ayTenTI iU,
onpo, Aoctyna npn cerensix saamvoaclicrswix. [pi mnurGL 52-

cetesoro ot JoKabHON cHeTeMB L Tpit
Ty NI 3anpoca ta y 2 6eao-
HACHOCTIA 12 KoIIaX (/i v p uwoae) 3
Joawof noaumKe Gesoracocn yerpoiicria i npoBepsion, paspenteno it yeraros-
sere. B petei newi-

ikl i e e s e S
COCAUNCIIE HE NPEAOCTABIACTCSL

Koimpo.s 70€Tytia a Ypome npiciaz oﬁ'umn. LA s pac

cepe npan 10~

uoro npn.wm.m Kl)mpn/lh aoctyna

CTyIIa Ha YPOBHE BIyTPCHHIX 0GBEKTOB

Ha YPOBHE 00LEICTOR yposia odec e-
Xariava npokcn. Hpoken pa acTos U KaKI0T0 npotokoa.
Tpeaycranonenbin sinsieres npotokon HTTP.

Tl i cxeab y M CHIBKENITE 3ArpY3KI Ceit
B GSM ncnoab3yetcs apxuTeKTypa P Lightweight
Proxy, KakAbiii 113 KOTOpbIX:

O mmeer aberpakipti c irepdeic, o6y MoayIIbHoE

HOKIOUCHIE PATIRHBIX IPOKCH-DILTSTPOR;

O T MITEpRCIC K CHETEN VIIPARICHI, 10 HCITOMIYT BpeNeHti 19 15t
ynpanetis mapaveTpayt dpisspa

O (uuatpasts yupassicrcs ofoGuembNI HpaBILTANH TiTa:

~ paspennry focTyn cyGuexry X « oonexty ¥ ¢ napavierpait Py
~ sanperus zocryn cyGbexty X k obbexry Z:
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O ceantrika npaBIL yHpAICNI TPOKCH-ILIBTPOM 1 OICaI CYGheKron 1t
KTo 0T ABCT O KHCRTIOND KIAOND OO, oKD
eer

et .
i e Gl e e
aonachoci

1y oser Gt na

a ceprepe, Wi secte

cctens

14.3.3. Ynpasnenve cpeacTBamu 3aLLuTbl

Baskeiiini aeventos pemiciiiin GSM ABISCTCS LeHTPATIEZORAIIRS, OCHOBNHAS

1a Ny ceresoit it i Geonac-
nocti viacumaGa Aracic
HOTpBIITEILCRIIE XapaKTEpHCTIKIL:

O BbicoKiii YpoBeith JAUUINEHHOCTH CHCTeMb YIpaBiciis (1yTes Bhiiezeriis

nepiverpa y BHyTDI ceTi

o cretessi

O BhicoKiii ypoBer H CHCTEMBL Y 1 IUOUEBBIX
ToB;

O o cueremayit u
HOTO ypanens;

O npocras, nonsTHas, 9 i

pras cpea
OGN, (ODNHpOI, NOWITODINATA 1 AVATHOCTIKH HOITHH Gcsoriac-
[T —

P 24 1 M M aAMH-

~ KoHcobi0 W py I KKIOT 13 yeTaton-

et  ciesie [10 KOOl YIPAIIEIIIA SATAIOTCH LIABHbIM NIICTDATOPOM
CHCTENb B FABHCHMOCTH OT 1 Hasnae-
15t hy KA KUKIOTO 113 PAGONITX MECT KOHCO/II YIPARIeHII! HETob3yeTes podienoit

MEXAUIESM Pa3rpAIIeIHS DB 110 J0CTYNY K Y KIS YIIDABCHIs: (MEHCURMEHTa)
cucres.

1w GSM. B wia obexton
taGop ynpanistionurx ymiautii 5 GSM MO0 YCI0BHO Pa3OITD Ha TpH KaTeropimi:
O ypaseitie iOPMAIIOHBIN KATATONOM;
O ynpasieHiie N0b30BATEAMIN H IPABAMH JOCTYTIa;
O ynpansentie npaiiasui TTIB.
Oyt KaTazoron
Hyio cocranstiontyio GSM:
O qopMupoBaNNE PAseIoB KaTAOa;
O onHCaHHe YCIYT KaTATOra;
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HASHANCHIE 1 KOHTPOII: CETEBbIX Pecypeor
DeFIICTpAIST OITHCAIIST YCAYTIH,

KOHTPOJIb COCTOAHINSE YCIYT 1IN PASIENOB KATAION YCAYT
MOHITOPHIF HCTIOHCHIS YCIYT:
O NOATOTOBKA I TIEPEChLTKA OTUETOR (TIPOTOKOIOR) 110 COCTOSIIHIO KATAJION.

TpeGyeNX U BhiTO

T

[eXe}ole]

L5t yIpaBeIs IpaBaMi 0Ty H0/b30BaTeIei ¢ K yeayram (i
LWHOMHBIN 11 Cerenn pecypean) GSM olecrieipaet ceyionte dyniu:

opMa-

o FpYIIT nOAB3OBATEEI 110 POJSM 1/1H n Joctyna
K YCAYTAM CHCTEMbI;
Hiepapxiriceiarx arperarni ii o
HbIM, TEPPHTOPHATSHBIM ILTH b KPIFTCPIStN (ONCIIbI 11/1L1H Jetiapravieii-
Thr);

i K yeayram

W CeTeBbiM pecypeas);

c yponieii vt yeayr u i crcrensi (110
JICPIKA MAATHONO MEXANIENA Pa3IPAMIICHIs! 1P,

HaCHAeHIe (HKCHPOBAHBIX AR 0CTYIEA TPYIIIAN, PO, ArPEraLuisiM 101

aosareacit 1wt : cicresbi k it

CeTeBBIM PecypeaM CHCTeMb;

HOATOTORKA 1 TiepechUIica OT4eToB (IOTOKOIOB) 110 A0CTYITY TOM30BATEsCH K

yeayra eneresbi;

TIOTOTORKA 1 IEPECHLIKA OTHETOB (POTOKOIOB) 110 PaGOTe ATMHHICTPATOPOB

cucren.

o

e]

e}

Tpapiiia TTIB CTapsiT b COOTBCTCTBHE KORKPETHbIE CROCTEA SAUITH (Kak /U1 Co-
TeBBIX COCZUTHHIIIE, TAK 1 JUIst 0CTYIIA O/B30BATEIIEI K Hi(POPMAIIIONHBIM YCIIyTaM)

poBIsA cuctensi. Korpon 3a coboneriest
nipam TTTB BBITOSICT CHICLURUTbHbIIL MOAY.IH B COCTaBe CepBCpa CHCTEMb, 00eCTIe-
sBaoutii caeayonute dyHKInI CHCTeNbE

O onpeACICHIe KKAOTO 113 VORI BE3ONACHOCTH HAGOPOM HAPANETPOR 3aIUTTH
i, CXeMb 1t pasrp npa;
CAVTQN 1L PR3N KaTa-

‘ypovitcii Gesonact

Jtora ey,

ypowiteii GesomaciocTit w1t OGN Arperats
HOtb30BTE Al CHCTEMbI (FPYTITIaM, POAN, AOMEHAM, ACTAPTANCHTaN);
KonTpozth 3a eoctioctsio T (noamoroi npasin);

Becaenie nonTik Gesonacrioctin JITB 0KkaTbbIX yeTpoiicTs sauurs —
areirton — 1t KOTPOD X

KOHTPOUTD 3

HOATOTOBK I NEPEChLIA OTHCTOR (IPOTOKOIOR) 110 COC:
nomsitox wapymernis TTIB.

[eXe]

(oo}

IO CHCTEMBI 1 BOEX

it 13 crerexy ayn yeren u paGoraer ¢ cie
“TeNOIf HEPC KOIICO: YITPABICHI COTIACHO MPEAYCTANOBACHILIN AU HerO HpaBay
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(Ha KATAIOF PECYPCOB I €r0 YacTh, Ha ONPEACTeHTbi possit HaGop dymkimii
VHIpaBICHIS, Ha TPYTIB! 1TH ZIpyTHe HaGopst HoAB30BaTeeil). Bee aciicrins moforo
113 AIMHIHCTPATOPA TPOTOKOMPYIOTCS! 1 MOTYT GbITh T10IAPHO KORTPOIHPYEMb
14.4. AyauT 1 MOHUTOPUHI
6e3onacHocTn KUC

Jlas i cerit koTOpbIX He ottt ecsiToK
o y pasaibi

CIICTEM, 12 TICBOC MECTO BHCTYIIACT S1aa YIIPARICHIIS MHOPKECTROM PA3HOOGPA3ILIX

b B TaKix cersx. Caomocts

ceresoii midpp VP, AaubX 1t if npHBOIT K TOMY, 4TO

it cuctembr i 3a NPE/ICIIaMIt BIIMAIS

AMIICTPATOPA Ge3ONACHOCTIE MOTYT OCTATBE MiOTTHE YTpob. Tloaroyy HeoGxot-
MO OCYHICCTRICHIIC PETV:IAPHOTO AYAUITA 1t TIOCTOAION NONITOPHITA BeaonactocTit
HHGOPNAIONHBIX CHETEM.

14.4. 1. Ayaut 6e30MacHOCTY MH(OPMALIMOHHON CUCTEMBI

Monsitve ayaura 6esonacHocT
Ay asier coboii v prifay OTebibX o6AaCTeil hyiiaut-
Ot ir: aymma npex smsercs
ayaurr Gesonackoetit ero imiopyatiormoii cucret (MC). Aydum Gesonacuocmu
JIC ~ cueremiii Mpoece MOAYHEHIIS 11 OLCHKI OFHCKTIRIBIX JQHHBIX O TEKYIIIOM
COCTOAMIIE BALIIICHTOCTIE MKGOPNALIONIO CHCTENb, ACTCTBILLX 1 COBTIIX 1po-
B e,y YPOBHTh IX COOTBCTCTBIST Kpit-

Tepit.
B HacTOsIlIice BpeMSt AKTYAUIBHOCTS ay/uTa Semnacnucm HC pesko Bospoca, 10
congaio ¢ uHIC. Bospocia
yaizmiocTs VIC 3a CHeT nOBbIICHIs ¢A0AIOCTI deNeirTon FIC, NOsterist HOBbiX
TCXHOONH] TIEPea It 1 XpAHeH IS TaHHBIX, VB HeHIs 00beMa TIPOrPayMHORD ofec-
nesternis. Pacimpiics: cnekp yrpos uist MIC 16-3a akTHBHONO HCTIOb30BANIS TE-
IDUSITLEN OTDETHIX FHOGRIDHDIX CETeii 4151 IEpesain CoOBILCIt 1 TparzAIut.
Ay HUC et 1 corpy opra-
ML TOYIITh OTRCTB 1 NPHBEACHHHIC HIDKE BONPOCH, @ TAIGKC HAMTIIT YTiH
peltieitt oBtapyKebix 1podie

O KaK ONTIMATBHO HCTO30BAT CymecTayiouyio FC mpi passirim Giaiiec:

O KaK peimaioTes: Boipocs! Gesor

O Kaky 1o cie uc;

O Korsa i Kak TpoBe n 110;

o ciat it ii unpopyia-

Kak
wnt 8 MC opramman
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Ha 971t 1 ADYTIHC HOAOGHBIC BOPOCH! HEITh31 MITIOBCHHO
io 1t yic NOJKHO TIOIYHIITS, TOABKO PACCMATPII-
Bas nce ey TIponesieitiie ayuiTa 103BOSET OlCHITTY
Texyiyio Gesonactiocts MIC, OleHHTS PICKIL, TPOTHOSHPOATS It YIPRISIT X RIS~
et 1 Giiec-np KOPPEKTHO 1t
pocy pecypeon
Tlennsi nposescints ayurra Gesonacnoeri UC snsmorcs:
O oteria exyuiero ypownst sauumerioern 1C;
O oK Y3KIX MecT B cicTene s HC;
O anan CBASAHHBIX ¢ y yr
it omouenn pecypeon NC;
O mipaorka 110 BHCADEHINIO HOBIX 1t excribiioc-
T cymmecTRYIOIU Mexaniavos Gesonactiocti MC.
O orenia HUC ¢y apray B oGacTin

OnHOii GesomacHocTH.

B i1ci10 gomomiTebibix satas ayurra IC MOTYT Taiike BXOUTS BhpaGoTKa pe-
it TOJHTHKH Hnocra-

nowka sazat s UT nepeoraia, s
K Hactosiieny spesic H0ax0A k posetenio ayaurra MC npuoGpex crariaprit-
aosartibie opsbi. Kpymmibie It cpeuiie ayauTopeKiie KOMIaMi 00pasoasit acco-
Hat — comos Tpohecciiolaton b obaacti ayurra 11C, ~ KOTOpHE SaNAOTC
crit v epepe T,

ayauta cncrem
Paorsi 110 ayuty Gesonactocr MC Biciosaior b cels psit N0CIEA0BATEIbHBIX 9Ta-
1108, KOTOpbIC B 11€:10M yIOT STanan UT-aymrma

ABTOMATH3HPOBANHON] CHCTEAb:
O ORI NPOIEAYPH Ay uTa;
O cGop moparum aya;
O aHau3 AAHHBIX ayANTa;
O BrpaGoTKa peKoveraltii;
O NOATOTOBKA AYAUTOPCKOrO OTHCTa.

i e oranon aymurra HC nokazarta i
pitc. 14.4.

Paccyorpiny o1t oranst noapobiice [2].

issnsmpoBatie NpOUeAyps! ayuTa. AYAT HOBOJNTCS 10 MMINIATIBE YKo~
BOJCTBA KOMIAHIN, KOTOPOE 5 JAHHON BOTDOCE SIBISCTCS! OCHOBHOI JaHTepecoRali-
Hoii croponoii, Ay oGoil KomILIeKe B KOTOPHIX HOMI-
MO CAMOTO AYUITOPA OKATBIBAIOTCS FAICHCTBOBANHBINIT TIDCACTABIITCAI GOTBIIIHCTEA
CTpyKTYpHBIX noApaeserii koviariti. JleficTBIIS BeeX YHACTHIKOR HTOr0 Hporieeea
OB GbITh eTKO Tloaronry ia orane npoite-
JAYPBl AYAUITA 0T GbiTh PEICHb COOTBOTCTRYIOIUIE OPIAHIIALUIONHbIC BONPOCH,
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Vinupmposarie npoLieayphi
aywma

| .
Cop wHcpopmauym
T

‘ AHanu3 faHHLIX ayauTa
L
| Bupasorca perovenaaun

I

MogroToska orvera

Puc. 14.4. MocrenosarensHocts sTanos nposeacHis ayaura AC

nrara aymia,
paB 1t OGAAIIOCTe AYANTOpa 11 T. 1.

Coop ayama. Drai copa ayuma, ssieres anGozee
CIIOKHBIM W i

ayauTopa co MO v BLno-
b1 OTHOCHTEIIbHO NOAGAKEHIIE 1 B KOMITAHINH € 11HOPNALIIONHOI GC30MIACHOCTEIO
MOFYT GbiTh CACTaIb AYUTTOPOM TOBKO 1P AT BCCX HEOGXOMIMBIX HCXOAHBIX
QBN U1 A,

HTEKYILEM COCTOsI-

st C ocy uTCpBb
OTHETCIRCHINI TN KON, 1Y TEN I TEXHICCKO 1 0D -
araicke nce
HIPOrPNMHOTO HHCTPY Kora nce
sanisie 10 VC, piciosast 10Ky NoIO K

Anaimia ansbix ayra. TIponeeiiie anaiiisa snsercs HanGodice oTReTCTBOHHON
“acTbio ayurma IC. ¥ y MCTOAb AU fatt-
Hbix TOAXOaNH K ayJuITa, KOTOPbie MOTyT
CyleCTRORHO pasTItaThC.

Tlepubiii noxox Gasupyerest ia anaize pickon. Lieih ananiza pHcKOB cocToiT
1 TOM, 'TOGbI BLISIBITH CYIICCTRYIOILUe PHCKIN 1 OILCHIIT X BT (aTh 1 K
HCCTBEINIYIO AHGO KOAHMECTREHIYIO OIHKY). ONPIICh 12 METOH AHATIES PHCKO,

i 1IC

, i nabop ii Ge-
& nanGoabiueii creten yun i o 1C, cpezst

© yRHOIIpORAIIST 1 CYNECTYIOMUIC 1 TN Cpere Yo GesoracriocT.
Bropoii 10104 onipactcs Ha Ge-
Cranaprot Gasomuii nadop i i

umpororo cracca I1C, KoTopsiit GOpuIpYETt B pesysare oGoGierA Mposoi
npacrinia, CTaniapTsi MoryT th pasibic HaGOpbI
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TH B BABHCINOCTH OT Ypopist sangmernoctit MC, Kotopuiii TpeGyercs ofecnesit,
e MPUIAIEANOCTIH (KOMMEPHCCIGIT OPraHIiZAIiA G0 T0CYAAPCTRCIHOe YUpCKIC-
Hife), a TaIGKe Hasiaverst (HIANCH, IPOMBIILICHHOCTS, CR3b 1 T. 11.). OT ayurTopa
B 0N Ci1yiac TPEGYeTCH MPABILTBHO OMPCICITD HaGop TpeGOBaIIli Crartapta,
COOTBETCTBIE KOTOPBIM T pc(,vuu: obecnieuns st siantioii MIC. HeoBxouna Takke
MeTojuiKa, c ctaue. Ms-3a ¢ TIPOCTOTBI I HAEHK-
HOCTH Oncan i MO0/ HaiGo:ice pactipocTpareit Ha npakitke. Ot H03BOTsICT 1pit
MIUHIMGTBHBIX FATPATAX PECYPCoB CTATh 000CHOBAHBIE BHBOAb 0 cocTostmi HIC.
“Tpertit 0O/t MPEATIOATaCT KONGHHIpOBaIte NEpBLIX ABYX 101x0108. Bazossic
K HC,

6 a

oii

e, yiotcs iia prckos. 10T 101%0; 1O 1]
BOTO, Talk KaK GOIBIIAs HaCTh aprow,
110 e BPENS 011 JIILICH HEJOCTATKOB BTOPOTO HOIXOAR, 3AUMIOUIOIIXCS 1 TON, HTO

TGO CTANTATA NOIYT e v creruiins oGeexyevoi HC.

yiutTopow, onpete -

6 wesioit HC, cocrommen ez ¢ i Geso-
HACHOCTHIO 1 CTETICHbIO i npit ayjura. Pexo-
MEIUIALUN ay/UTOpa JO;KIS GHITh KOHKPETHbIM 1f MPINCHINBINIL K fattoit HIC,

“raavm anaisa) 1 PABKIPOBIIN 10 Ul BXIOCT
oruen OTUT ABIACTCH OCHOBHBIM pe-

ayuraron nponcaci ayia. Ero rvicerio 0 apaKTepyeT s paborst ayur-

Topa. Oruer e aymia,

brisibei ot e dindbinba it sl S it d

PCaVIBTATbI AHAI3A AANHBIX YUITa, BBBOb, 0GOBUAIOIUIE ITiH P3YIIBTATH It CO-

Aepae onenky ypoiis 1 AC it

CrAIBPTOB, i, K, PROMCITAIU YITOP TO YCTpAnD yECTDy N

Peaymtarst npouneﬂnx aymima. Pcdv'xb'rdn-l .xy.un'.\ VIC oprammammt MO
DALCINTY 1A TPH OCHOBIILIX TPYMITL:
o] - Y nc;
o ~ con, pators aneveros UC,
Gy oA MHPACTDYKTYPH 1 T. 115
O METOOTONIHECKHE — TIOAXOb K PUICHINIO MPOGICNITIX CHTYIT, YIpanieio
1 KOUTPOIIO, 001 YHOPS/IOHEHIIOCTS 1t CTPYKTY 3L,

TIposejienHbiii ayAnT N03BOSIET 0GOCHOBANO CO3/ABATH CAE/YIONNE JOKYMEHTDI:
O nomrmiy Gesonactioctt C oprarisans;

O etozoorio paborsi 1 osoki NC oprarauni;

O poarocpoutbit nan passirris 1C;

O it poccranosenist IC b spessbisaiiriofi ciry:

1.
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14.4.2. MoHUTOPMHI 6E30MaCHOCTH CUCTEMbI

f— aer
cuctevia u

. riay 6). Tlozencrenia

ONCAIONILIX CuCTeN 1 paBouinx o cebipa, n Bies patim, s Taxes
onooritio cert; et

AATENYer rACpOIal MeeTeRAX A

CMbI BBITOJIHSCT 01~

sAnsICTes pearpona-
oM CHETeMb Y i YCIO0BIIS 1t MOET GbiTh
pazmHBM 10 hope, Hanpinvep:

O naccusmy, To ecTh HCTEMbI CeTeBor Y-
D T oA SMID 7 ERicpetora o Bauksoumatt nowme
o ha neiikep;

AKTIBIBIN, TO CCTh CANOCTOSITEBHO ABTOMATICCKII BABCPHIATS CECCHI0 € aTa-
KYIOIUIM Y10M 160 HOTb30BATEIICN, PEROHGHTYPIpOBATS HaCTpoiiky Mekce-
“TCROFO DIAA ILTH TAKILX COTEBbIX YCTPOIICTB, Kak MAPIIPYTHAATOpHL.

o

B oo cicres ypasnenin Gesoriacioctio BXOUIT BhpaGoTIa pexoverita-
wiii " ¥ B ceTs, npivio-
IKEHUSX 1 HHBIX i cHCTeMbl

BskitbiM BONPOCOM SBIICTCA fictis cicres
ra (aniBioro ayurta) u obiero ynpaneiits (2, 3]. AKTUBIbE ayaurt BbmOMsCT
THIble YIpABTSTIONUe hYKII — AN AAMHHX 00 AKTHBHOCTH B 1HpopyaIL-
OO CHETeNe, OTOGpAKEIHE TEKYIIeli CHTYALIH, ABTOMATIHECKO® PEATHPOBAIIE Ha.
T0A03PHTEIBHYI0 AKTHBHOCTD. CXOUHDIN 06pa30M (YHKIVIONIpYeT CHCTENa CeTeRoro
Vipanseitist, AKTiBibii ayAHT 1 0iee YIPARICHIIE Le1eC000PA3IO UITCrPIHPOBT,
HCHO3ys1 OIUe MPOTPaNMIO-TEXIIIECKIIe 1 OprAHFIONHbIC pemieriis. B oty
MITCIPHPOBAITIYIO CHCTEMY MOKET GLITb BITIONEH I KOHTPOJIb LEI0CTHOCTIL, A TAKKC
arenbi Apyroit b acriekTe! nopeste-
1 VIC (pitc. 14.5).

C 10rHeCKol] TONKI SPEILISE MOAIIO CHITATD, HTO CYUIECTBYCT LCHTPAIbHASI KOl-
COJtb YNPARIICHILS, Ky CTEKAIOTCS! JAHITbIe OT CHETEM MOHHTOPIITA (AKTHBHONO ay-
JUITa), KONTPOS! ILEIOCTHOCTH, KONTPOJIs CHCTeN 1 ceTeii 10 Apyri acriextay. Ha
oroii Korcoit Yauis, ¢ iee, W BpyIyI0,
BhaoTCs Kovaru. Tlo Tey e npitt-
HaM 9Ta KOHCOMh MOACT GuiTh (DHINCCKII PEATIE0RANA B BILIC HECKObKITX PAGONIT
MECT (€ BHACIICHHEN, HAIIDHNCP, NECTA &MHIICTPATOPA Ge3ONACHOCTH)

Ot 13 1EBCCTIHbIX B oacti
Maprye Paryse (Markus Ranuin) coraer: v0; gefcrons mo oeapymeiuis Ounibos,
BTODRCHIL 111 OTKA0B SBSTIOTCS ACTICKTAMH CAHOI 1POGIEMb YIIDaBICHIIS ceTsin
2, 3. B uactiocru, npoaykr s aktisiioro ayaurra NFR (Network Flight Recorder)
M. Paiiyai pacesarpHBaeT Kk KOMIIOHCHT CHETEMb CETCROro yIpaBieiiis.
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LUenTpanshas
- florcucrems: Copauce
'ynpaenenus ynpaenenus GesonacHocTn
o1 Ynpasnenve ).7 Axrvionsi
Teryuen aymr
cryaumn
Kortpons
Avana
cmyaum Vnpasnevie
e
Konmpors
Bunava uenococt
aoaneiicravin
Gopancn
Gesonaciocrt
Toyve
noacucrens:
ypasrerin
Puc. 14.5. Vnrerpauna cepacos W cucremst
ot Mojest v Gesora bIO CETIH JIACT BO3-
MOAHOCTD Yrpossi 1t ariposarh
e 55, HOSBOA B TORERD Y pari, FRNACIH, ROTAPLIC O MDUBECHE
YIpobL, 10 1t yeaosis, K
ysminyiocreii
Tpinvicpasit cicren, iy

HHGOPMALUION O GE3ONACHOCTIE, SABISTIOTCA TAKIE TPOTPANMHBIC NPOZYKTH KON~
namin IBM, kax 1BM Tivoli Security Operations Manager (TSOM) 1 IBM Tivoli
Security Information and Event Manager (TSIEM). TSOM ofecniennacr orcpa-
T coburmi pestitas B oCHOBION 1 Ci
AKCHIA PICKOD 1 YTPO3, IICXOIULX OT BHCIIIIY wapymTeneii 1 Texnonorit (en

). TSIE! c6op 1 anamis 3 ot
HCIIOJTBaYS KOPPELIIO COBBITI BE30NACHOCTIL, BSIRICHIIC Ha X OCHORE TeieHI
1 TPOTHOGHPOBAIIE BOSMOKHBIX B GYVIIEM ATk

Bonpocs! ans camokoHTpons

Hasosirte 0CHOBHbIC 3412 CHCTEMb YNpaBetist indopMatui
nocrpio KUC.

Kak ocymiectsiseres yipanieiie y4erHbiMi aiicami i npasavi ;
PaGOIIM CTAHIIAM, CCPBEPaM 1 APYTHM AKTHBHbI yeTpoiictayt KIC?
B 4em ¢y Komenui rioasioro ypansenis Gesonactocrsio GSM?
OGBACHITE HOATHS II0GABHOI 1 JIOKAIBHOI HOMNTHK Ge301aCHOCTH.

10ii Gesonac-

a K

~w
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B

Omnrre by cuctent ii Geao-
niactiocTbio GSM.

Kak ocyleCTRIseTcst Sl pecypeos B ClieTese yIpanieiiis nidopyaiion-
ot GesonacrocTsio GSM?

Kaxc ¥

yiaciTaa npeanpisTs B cricteyie GSM?

. Onmnrre ®
npoyirax «3ACTABAs.

Kakiie 3aain petiiaer ayurT 6eaoiactiocTit 1npopyaioriofi ceresi?

10. HasoBirTe 1 OIHIIITe OCHOBHBIC STallbi ay,uTa GesoracHoc T

1. Omnmrre dhymicun ii cierests.

=

~

3

©




rRABA Os3op
o1 | COBPEMEHHbIX
J =) \*@CTEM YITPABJIEHVS

BE3OMNACHOCTBIO

Ve

(KCCTBO TOMIROBILCA COBCTICIITLN YO,

. Kanm

Banaw “301TACHOCTHIO cHCTeM cTal
AKTYATMIINM B SIOXY MACCOBOTD PACHIPOCTPAIICHIIL INCITT/CCPREPIIX Texionor
W ZICUCHTPATI3OBANIBIX BIHCHCIIiL, TIDHHIMAT STOT BLISOB BpEMCHH, HOCTABIUIKII
Cramm paspaGaThiEaTs NPORYIKTH, petiarh sazaun y Gesonac-
HOCTBIO pacTIpEACIeHHbIX vlu(]mp\muunl 11X cherest. JIepasit Ha HIKE CPEACTR
cieren smsmoTCs
TaKie KoM, K.\KLN()\)M o TBM Tivol, Check Point p. Hinke pacesarpit-
BAIOTCS HOKOTOPBIC cpecrs yp S0MACHOCTEIO.

15.1. NMpoaykTbl koMnaxwuu AJIBUC+ gna
ynpasneHusi cpeacTBamu 6e3onacHoCcTu

ibix n1poaykron «<3ACTABA 5.25 kosmami TBUC+ coctonr
: itbix arcirron («3ACTABA-Kauteirrs, «3ACTABA-Cepaeps it
«3ACTABA-Oduc») K«n)p,mnnp unu 0 komiLiexca «3ACTABA-Vipassienes.

Arcm'hl ceprepbi 1 L3I 3a-
i crereas, e
i LIV <BACTAB ! a -
posarte 1t noaTIKoii rpo.tb cocTosts
areiTon i pAIMOACHCTBIC ¢ i,
Tpurun i cem,

peansonansii b ipoayirax «<3ACTABA 5.2» xosmanin SIBHC: |as| oction-
BICTCA 12 CACIYIOIUIX KOHIICITTYAUIBHIX TIOIOKCHILY

0y 50112 bl a i CeTH 10RO OCYIIL best
YPOBHe FAOGATLHOI ORI Ge0macHOCTIE — HaBope MpaiL GesomacHoCTt
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U1 KO YTOAHO CIIOAHOT MHOKECTEA BIAIMOACHCTBI MEALY pagHo0Gpas-
HbiAH OGHCKTAMI KOPIOPATIBHOI CETi, & TAKGKE MLy OGBCKTAMII KOPIIOpa-
“THBHOfE CCTIE 1 BHCUIHIIMII OBbeKTaMI

O TTIB A0/kia MAKCHMA BN O6PA3ON COOTRCTCTROBATH Git3iiec-TpoIecca

KOMIAIHIE U151 3TOTO JOIDKCH CYNECTBOBATY C1I0CO0 OmICaIIIA CROCTR Geao-
TACHOCTH OGBEKTOR 1t TPEGYCMBIX A1 1X PCTHFAUII CEPRICOR Ge30macHoCTH,
ocHOBaNIB 1A HX GHBHEC-POIX B CTYKTYPE KOMIAHIE

O (opMHpOBAIIC OKAIBHBIX NOTHK GC30NACHOCTH U OTACBHBIX CPEICTS
3alWThl M UX JLOJBKHBL Ha OCHOBE
awaiza npasit TTB 1 Toroor sanuiaesioii cetis ¢ ofssate ol apTova-
Titseckoii mpopepiofi 1x e " u
TTIB (pic. 15.1).

Yoosen corenoit
mdpacToyTPN Toamise

=

Puc. 15.1. Crpyxrypa cem

OBbexTast E10GATsHOI MOIHTIEKH GC3ONACHOCTIN MOTYT GBITS KK OTACTBHEC Pa-
Goute CTa 1 TIO/ICCTH, TaK 1 FPYTITS! OGBEKTOR, KOTODHIC MOFYT BITIONATS B Celst
LebIE CTPYKTYPHbIC MOTpA3EeHiist KOMTAMI (HANpHMCP, OTAe MaPKeTHHTa 11l
punaIiCOBLIi CTApTAMEHT) LTI JQKE OTACABILIC KNI (BXOUILIIC, HATIMED,
1 XOINE), ATMHIHCTPATOpY GeS0NaCHOCTIL e HYKHO 5G0THTLCA 0 lopMIpOBaHHI
HOHTHKH GE3ONACHOCTH U151 KAKJIOTO 0GBEKTa B [pyIITie — 3aaHHAs MO/IHTHKA ABTO-
ST PETLTIUIPYTCH BCeN 0GTeKTaN TPy
AbHast TOMITIKY a

poBaIs TI0B0TO CPEACTER SAUITH, PEATHFYIONETO KaKOfi-11G0 Cepric nlubnp\l -
wiontoit . Jlokatbiast oK oGoii
TONHOE ONIHCANIIE HACTPOEK CPECTBA BT L1 KOPPEKTHOIi peatmzaiiit npmm
1y il JI0CTYNIOM, 3auuIThl Tpachiika i Ap.
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LIYTT <3ACTABA-Vilpamieiiies 1ie T01bK0 H03B0I51CT paGoTarh ¢ aremrasi «3A-
CTABAS, 10 1 ofccrieuimaet ynpanieiie kordurypaui vw 1t MO, npirazie-
SKalluix Jiepas phitika niopyatsonioii Gesonaciocti: Cisco 108 Router, M3
Cisco PIX Firewall, nuioson Check Point VPN-1,/FireWall- lGatc\\'ay, aTaicie BeTpo-
crix B OC Microsoft 2000/XP/2003 areirron [PSec Agent
Penernie 1 Gage npoxyiron «3ACTABA 5.5 peamayer R
3 ceni: nocae
i ueip y 1 ocHOBe HHTEpIT TTIB antova-
TUNCCKI BIMICISICT I, €CIl 9T0 HEOGXOANO, KOPPEKTHpYET orteibibie JITTB st
IGUKAOTO CPEACTEA JAULITH M ABTOMATIIECKIT SATPYAACT HCOOXOAIMbIC HACTPOTIKI B
JUpAIALIDIE HORYI COUTRETTRY UK e ST
Taxiow obpasow, npuunt Kop-
opsisinlt e va Gase TITE f TTTE ribasoie) Gopuboers nEtcmya i 1
yio tomTKy Ged KoM, ot hopyaton 1t
cu,le)KAnml HACTPOEK OTACIBHBIX CPEACTS SAIUITH, PEATHYIOIUX JAHITYI0 TOTITHKY.
GSM nosposnsier npasiia Gea TTIB u cra-
BITTh HX B COOTBTCTBHE C TONOOTHHEl] SAULIACNOI] CCTH, ABTOMATINCCII BHUICIST
11 NPEAOCTARIIT IOKABHBIC HOTIKI Ge30NACHOCTH BCCM VaUTaM, Te Peaiiayeres
@UIaS1 TIOHTHA GE3OMACHOCTH KOPIOPATHBHON CeTit.

o

15.2. MpopaykTbl komnaHum Cisco ans
ynpaeneHus 6e30nacHOCTbIO ceTei

Cerenast nH(PACTPYKTYPa ABISETCA OCHOBOI AU TIPEAOCTARICHIIS PASTHIBIX Cep-
BHCOB 1 OGeCTIeUEHI KISICCATEABHIOCTIE MHIOTHX 1potteccon npepiiivi. Kosi-
nainis Cisco Systems, npianabiii ucp B OBACTI CeTenbix peuenii, paspadoraa

p i cerit (Security Archi for Enterprise,
E), oy KOTOpOIi COCTOIT B TOM, 4TGB! IPCAOCTABHTD JAHHTEPECORALL-

i croporiayt o omite

s G cerei, e pocty Giaiieca, a oy

Vlexot 165 npiuia 1yGokoil dieomiposaiiioil oGopoitsi ceteii o7 BHemIITX 1

BiyTperiu atak, apxirrexrypa SAFE NpitBaiia 10O, Te, K0 IPOCKTIPYCT Cerit it

tpecomauni K€ cerenois Gesoriacriocri. Qi 100 oprertTpORN 12

3 . s, ra crpare-

st IPUBOAIT i 1t i a U KOTOpOI
SOhes A Vb T SommHGE Hpaisa seag EoEreass Comacsicrd 115]

tIrofbi peaii3oBaTh Ha NPAKTIIKe apXHTeKTYpY Bauumentoii cert Cisco SAFE,

HEOGXOMIINO HVT B CBORM apCCiiae HaGop TEXIHICCKIIX peilieiiti, KoTopbie CyOTyT

BRI noTH
OCHOOI 414 H0CTpOCHI: COBPENCII CEACTD LT I, IpHIOACH 1t
Gitatice-nporteccon smseres kovmarneii Cis

it cavosanuaionieiicst cern Cisco Sel

-Defending Network (SDN) [94]
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e SDN npocra.
1 KOHTPOJIS1 AOCTYIIA B TeMeHIIe AHMBHEHHONO 1U1KTa HHPOPMALLIONHO CHCTEMbI AB1sH-
Tes KIIOMOM K yeriexy 1000t KoMt

Banascii T- VKT b SIBICTCA TpEIOCTABIICHIIC Jocty-
11 3AKOHHEIM 1O 7 © i Griapy Hapy-
i Ge30MACHOCTIN  FaNUIT OT soctyna. Mpocroii

AOCTYRA YAKe He SIBISETCS NOAXOLNIM ACHCTBICM B OTBT 1a OBHApYKEHIE aTaK,
coupmum.,.c CCTH AOKIbI PEATHPOBATS 12 ATAKIH, COXPANSS CBOI0 AOCTYTIHOCTS,
Bo sorir emsio nportecca ofiecrte-
e GesonactiocTi spsercs yeroii cereii. Byieero Toro
STOBI CTAHOBITTLC KCPTHAMI, CCTH AOITbI GBITH CIIOCOGHBINI <TIOTIONATY ATkt
1 COXPAHSITH PAGOTOCTIOCOBHOCTS, NOA00HO IMMYHIOI CHCTEME HeTIOBCia, 03BOsTIO-
it OpraiIaMy yYHKUMORIDOBATS PI HIIII B HE BHPYCOR 1t GaKTepHAIBHEIX
spexiii.

Crpareriis cavosanumioneiics cerit SDN H0CTpoCia Ha KOHILCILItH Orpariticr-
HOCTIH PecyPCoB (PHHAHCOBBIX, YE;I0BEHECKIX, BPEMEHHBIX 1 . 11.) W HCOBXOAIMOCTH
11X Gepesiioro neriosoBarII 5O sGeare WX etomer. Tawke o crcTes

Bee Dbl OKABIBAS Mt~
Mo Boszelicraite Ha MT-onepauuti it Giariec-npoiiecch morpeGirrescil.

MeXani3 bl PeaKiuti Ha HOBBIC YIPO3BI B PAMKAX CTPATETHH CaMOFaIIIoNeHics)
cerit SDN Cisco pepuiencrroratbes. Ha nepaoy -
e~ saugima ~ B COCTAB CeTH D1eNEITOR
SAGTH, TAKILX KAK KOMMYTATODI 1 MAPUIDYTH3aTOpL, Bropoit arar — coaxecmias
augma — BiONACT HOCTpOCIIe CBASCHE MEARY HICMCHTAMIT CCTCROI] JAIUITH 1t pac-
HPOCTPAEI IPICYTCTIE Tl 13 KOHCAE 31, KOTOPHE OKTOIOTC KT
Ha tperbes arare noerp cernt Bicape-
e texar3va adanmusiot: saugmos om yzpos (Adapive: “Thrcat Defensc, ATD) on-
BOJSTIOICIO PACILIPIFTS BOIMOAKIOCTIE OTBCTHOI| PEAKIUII CCTH HHa YTPO3b Ha OCHOBC
HOBEFILIIX TEXHOIONH| AUITHL OT BPEAOHOCHOTO KowTerrra Anti-X.

KOpIIOpATIIBIIb e CCTit, KAK i1 ATaKil 1a 11X, B HACTOSICE BPeNA AOCTIII TAKOT0
YPOBIS! CAOAKIIOCTIH HTO HOAHOCTBIO HIOAATATLC 1 KAKO{i-I11G0 MCTOL NOepAcaItt
ix 910 npineto K e <eayGo-
o e A B S i S
KoHIemn Y wn i 31D, OIAKO, Y¥IITLIBI THII Y513+
BiMoCTeil 1 aTak, cetn, caeyer naiiti

CI10C05 HOCTpOCHHS Y AAITHBIbIX perterni,

OBty Ut TaKItX pelleltiii ABICTCS HCTIO30BAINIC CPEACTE ATAITIBHON 1 yii-
petaIonet 3anuTh. KTOUCBbIMI BOSMOAHOCTMI ITITX CPEICTS AtaiTiBHol 3ari-
Tht swsTIOTCA:

O renpepuiioe (yiIORpORarIIC;
O HeHaBSI3YMBOCTD;
o

arak;

O Ghicpast peaKtu Ha Cile HeHBCCTIbe ATaKi.
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Kormienuis cavosanumaionieiicst cern SDN CiSco N03B0Is€T peaisoarh kov-
Iiekcibii crieTeMibi M0AX0A K npofiienie ceTenoit GesonactocT, ocopanili
OBUICIIPIBHANIbIX B OTPACITI MCXAHIZMAX KOITPOIS! 1 TICPEAOBbIX MCTOaX o0ecric-
CHIIS FAUITHL DTa KOHLCIIUS ABILTACH OTIPABHOIH TOMKOT U151 PA3PABOTIIN KOMITa~
Hiteii CiSCo HECKOMBKIX JICCSTKOB COBPEMEHHBIX CP/ICT SAUUITH HH(OPMAILIOHIHBIX
AKTIHBOR 1 YNpABICHIS MM 1 Beex Yposisx V- pacTpyKTypbi — of ceTenoro 1o
VPOBHSL TPILIOACHHIL

Kauaunis G St s i 60D WpoAyTOn b 06 ACi o

neseist X KPAIOR 1 CHCTEM pe-
ATAK 20 CPEACTR NEpCOMATHON SanurTs! PaGouin cranmuii 1 cricTen
VHDABICHIS CPEACTBAMI FAULITDL.
Taer y sonactocThio Cisco 3 HPOAYKTOB 1 TextH0-
oruii, " W yeiLiens no-
I GoomacHocTI 1 CavoAIic ceri Cisco. 3o berpocitioe e
MoKeT s, cosd
GE30MACHOCTBI0, TAIIIE KAK KOH(HTYPAILIS, MOHHTODHIT, AIIIES 1 PCATHpOBIC.
[um— nakera y Cisco sasores:
O Meneukep ynpaniieiis cicrexoii Gesonacnoct Cisco Security Manager
(CSM);
O cieresa AlGIGA 1 PeArpOBAII CIHCTeMBI Geaor: Cisco

Security (MARS
o

peunenite st nocty-
st Cisco Secure Access Control Server (ACS);

wiaropya ¥ cerenoi ykrypoii Cisco
1P Solution Center (ISC).

Cisco Security
Manager

Cisco Security Manager (CSM) — cHCTeMa LeHTpaS0BANHONO YHpARICHIS! BCeMH
cpesierbani st Kommamn Cisco, npumeaas Ha eserty CiscoWorks VMS,

910 MomHoe, HO 1pocToe e, A1 HACTPOITKH
Mexcerenoro axpatia, VPN, cHeTesst sanutsi ot sropskeniii (IPS). Otmmumrebii-
Mt ocoGenHocTMit CSM ABASIOTCA HOMUIEAKA GOBIIER0 HC:1a YCTORCTS SallurThl,

i oy scTan ) Hecoor-
BETCTBHIE B HOJTIKE Ge301ACHOCTH, ABTOMATHIAILIS YTHHIBIX 34 1 T.
OcHOBHbIE BOBMOKHOCTIE

O rpaduriciarii mrepdeiic ynpanerius;

O paamitnsie opMbI NpeAcTaRIeHIs HHpOpMALL
rpahiieckoii KapTbi, Tab e MpABILT;

O oGHapyKeiie KoHA.HKTOR B IPABILTAX HOTITIIKH GC0NACHOCTIE;

O ofHapysKeHIIe MpABILT, He RSIONIX 1 SAICHHOCTD CeTi;

O rpynmposanie 0GbeKToB;

B BILLC TOTIOJIO}

i ceti, reo-
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KIOHHDOBAIIC HACTDOEK LISt YCKODEHISt BHEADEHHS CPECTD 3a
HOAICpIIG HCPAPXITI 1t HACICAOBAHII! TIOTHTHE Gea0ACHOCTY
O orkat K npeswiAyeii Kondirypain
O HMIIOPT HACTPOEK 13 PASTIYHBIX HCTOUHHKOB;

MHBEITAPH3AIIS TOTNTIK JUIS YIKe BHEAPCHHBIX CPE/ICTS SANUTHE
astovanitecict Hacrpoiia VEN-Tymieeit A pasntibix Toroiori
C 1, G HArpY3KH 1

KOMTPOI KateeTsa OBCIYKIBNIIN LT YIDASIICNIX CPEACTS SaILITI
© potesoe psuAIE RAOUHETP AT JGCTYION & MO0 Cisco Secure

B

[eXe]

[eXe}

O aBToMaTIINCCKOE OBHOICHIE CPEACTS ST

O ynpassenie ACL i VLAN 1 Catalyst 6300 i Cisco 7600;

O rrerpawunst ¢ Cisco MARS st koppessiiuni cerenix coSsrmiti it 3aiaiiibix
nipaniLt a M3, 410 110MORACT GHICTpCe IPHIIINAT PEICHIs 1 HOBBILIACT paGo-
TocriocoBiocts cerir

c 1Koy oMK 1a M3 Cisco, Bio-
" yerpoersa Cisco ASA 5500, Ciseo PIX, oyt a Ciseo Catalyst 6300;

obecrieyeniie BBICOKOIT I0CTYITHOCTH;

o

O KOHTPO, AANIHNCTPATHBHbIX JEICTBHIT Ha SAUITHBIX YCTPOTICTBAX;

O ynpasserme SSL VPN.
Cucrema aHam3a u cuctems!
6esonacHocTu Cisco Security
CiicTema MOHITOpHIT, aiaiza it pearnposaris Cisco Monitoring, Analysis and
Response System (MARS) — a10 niporpas pemerie,

ameTpaTopa ceref 1 ke GESONACHOCTIL SAINATDH MOITTODHITON, It
som1 YTPO3aM Ge0MACHOCTIH CIHCTEND
B iaicerse 06 yrposax MOrYT BhCTYIATS
cere y (v Dbl 1 KOMMYTATODb), CPEACTEA JaIUIT (Mesk-
‘BblEe cum‘thl aTaK u ),
kypiaant perierpau OC (Solaris, Windows NT/2000/2003, Linux) 1 npizoe-
tutii (CYBJL, eb-npiaoskerntii 1 7. 1), a Taioke ceresoii tpadiii (anpinyiep, Cisco
\!uﬂu»\)

petliers pasIb: ii — Cisco, ISS, Check
Pmnl, bvmanlm NetScreen, E.\Uul\c Snort, McAfee, eEye, Oracle, Microsoft ut. 1.

Mexannam ContextCorrelationTM nossossier npoaHansipoBath 1 CONOCTaBUTL
cobrmis or cpescts sanuT, Biay WX Ha KapTe CeTit B pe-
QILHOM BPEMEII JOCTHIACTCS € NOMOUIbIO MexannaMa SureVectorTM. Jlarsie M-
XAHH3MbI TI03BOIAIOT OTOBPA3IT YT PACTIPOCTPANCHIS ATAKI B PEKHME PEATBHORO
BpeseHiL.

ATaK 0CTHTACTCS! ¢ NOMOILbIO
Mexartaya AutoMitigateTM, KOTOpHiit NO3BOTACT PecORGITYPHPOBTS pasiritic
CpeICTBA BB 1 CeTenoe oBopyA0BaIIe,
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Ocropsie BosMoKIOCTI:
O obpadorka 10 10 000 coburmmit b cexyiy wi cppime 300 000 coormii Netflow
B cexynzy;
O BOSMOKIOCTS CO3ANH COBCTBENILIX TIPABILT KOG
o o6 ¥ npoGesax 1o ii noure, SNMP,
uepes Syslog 1 na neiizuxep;
BUBYATISIIT ATAKI Ha KAIQILHION 1 CCTEBOM YPOBHAX;
iepika Syslog, SNMP, RDEP, SDEE, NetFlow, crerenubix 1 nosmsonaten-
CKIIX JKYPHAJIOB PEHCTPALLIN B KaCCTRE HCTONHIKOR
BOSMOKHOCTD TIOICTIONCHII COBCTBEIHBIX CPEICTB SAIUITH LT AHAIH3;
pect OKILIX CpaGATHIBAIIN 1 11yNa, &
4TAK, IPOYIICHIbIX OTAC/TBHBIMI CPEACTRAMH FALUITE,
oGuapysKertite atovami ¢ HoMoibIo npotokosa NetFlow;
CO3MANHeE H ABTOMATIECKOE OBHOBICHHE KApTHi CETH, BTIONAS HMIIOPT 3
CiscoWorks 1 apyrinx cin
nowiepaka 10S 802.1x, NAC (cpasa 2);
sauursi kowvyraropon (Dynamie ARP Inspection,
1P Source Guard 11 7. 1.);
unrerpauns ¢ Cisco Security Manager (CSM Policy Lookup);
ccncrevaviny ¢ novousio XML Incident
Notification;
CAEKEINIIE 3 COCTOSMIIEN KOITPONPYEMBIX YCTPOFicT;
unterpams ¢ Cisco Incident Control System (ICS);
ayreimnurant na RADIUS-cepsepe;

OO [eXe]

(o))

[eXe}

Cisco MARS;

vexammy Syslog forwarding;
JUtlayIeCKO paCIO3HABANIC HOBHIX CHHATYP aTa Ha Cisco PS it sarpyaia
ux & Cisco MARS

000000

Cepsep ynpaenenus goctynom Cisco Secure Access Control Server

Cepuep rertpamoantoro ynpapaernis octyios Cisco Secure Access Control
Server (ACS) ~ pOrpasMHOE 1Lt HPOrpavs P 1y
HOe Juist JIOCTYTIOM i

e oS yepalicTes 1 SIS Pt ot Cive System. TIou nonet
ACS MO0 YIPABISITS JOCTYTIOM 1 MADIYTIZATOPaX 1t KOMMYTATOPA, CPRACTRAX
VPNu axpanax, yatax IP-reaedornt 1 Tou-

KAX H KCTHCHTAX, YCTPOICTBAX XDAHCHI 1 KONTDOJIH KOHTEITTa, & TAKGKC PASHIHbIMII
THIAMI Y@enHOrO A0cTy A (mmpokomonocibiy, DSL, dialup) i r. .
OcHoBiie BOBMOATOCTIE
O noiepska ayrentidukamn LDAP i1 ODBC, Active Dire
RADIUS 1 TACACS+, CHAP n MS-CHAP, PAP 11 ARA n 1. 1
O nowepka cranapra 8021 (pexismt EAP-TLS, PEAP, Cisco LEAP, EAP-
FAST i EAP-MD5);

ory n NDS,
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O aBTOpH3AIIA KOMANL Ha YCTPOTiCTBaX;

O orparmeiiie 0CTYIA 110 BPEMEHIL, WICTY Ceccitii 1t APYTIM KORTPOPYCMbiA
napa

O cosame npudm'mn nooBTeC 1t PPy

o PABIHIHBX roKerion,

s

O bicokas MacummaGipyesocts (cnpiie 300 000
yerpoiicrn)

O BOSMOKHOCTS POBEPKH AOTOMHITBIBIX YC/IOBHII el paspeltieien J0CTy-
1 B cerh;

wirterpaist ¢ Network Admission Control (NAC);

wirrerparus ¢ PKI it nowiepica crincka orossanisix cepriidpinicaron (CRL);

PeICTpALLIS BCeX TOMBITOR A0CTYIIA H0Tb30BATEIICH, BICTIONaS! HeyCIICIITb

Tenepaiis OTieTOB;

noCTaBKH B BirA yerpoiicrsa ¢ ii OC;

O KracCHUKAIS 1 YIPABJEHHE 3APOCAMH Ha AOCTYIL K PECYPCAM ¢ NOMOIIBIO
npodpitteii cereoro aocTyra;

O pacimmpertibie (hYHKIGH YIPABICHIIS TAPOSMI, YHCTHbIMH JAIHCSIMIL 1 Teiie-
paeii orieros st HoBbIM

O nowepia PEAP ¢ EAP-TLS;

nowepia Howbix Boasoiocreii Network Admission Control;

O nouepiia syslo

Ay ATHOCTIRA O1HGOK;

Towepaa VMWare ESX Server 3.

ab3oBaTeteli, AeCHTIM THCY

50¢

[eXe]

certeBoii ypoii
Cisco IP Solution Center

Cisco IP Solution Center (ISC) ~ miatdpopya LeHTpATIE0BAIIHONO yIpaRicHis cere-
B ey KDy nmtol  cepic fcaalepts B icie mposero
ISC ynpanscr 1 ii ~
HocTpoerst VPN (JIBC ms( ywc iit iocryn, EasyVPN, DMVPN), veskcere-
BLINI DKpatasH, cerenoil Tpancuicii aapecon (NAT) it kasectson cepaica (QoS)
1 MapuipyTiatopax c Cisco [0S, M3 Cisco Pix 1 yerpoiicraax VPN Concentrator.
Sy sazay pemacr crieluta ~ISC Security
ISC Security
LUICIOM CPCICTR BAIUTH, HATHINASH OT COMAMII NOMIHTIIK GE3ONACHOCTH, AKTHBALIII
1 AYAUTA SAUUTTHO YEAYTH 1 3AKAIMMBAS OUCHKOI KaUeCTBA NPCIOCTABICHII! 32-
gl Yenyi o PRy Sy oo ek 70 ttmoies
Pt ce socry nye

TOIYMBOCTH.
‘OCHOBHBIE BOZMOKHOCTH

o e "HSIMH TBICSTY TIOJTHTHK M TBICSYAMI
Vcrpoicr;
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O raoGabiast oI PaNCANPYETCs B KOMANAbE
U151 PAIBIX THIOR JAUVITHBIX YCTPOICT;
serpoentibiii aret Cisco C
y bIX YCTpOIiCTS 1t KHIM O

Geaonactocrit;
OHHTOpHHF ypoBiist o6y Baiits SLA;
QNS TONOONHIL 1 HHBCHTAPIIAINS CeTIE
OTIPITAs 1t MACHITABIPY et AXITTEKTYPAL.

15.3. MpoaykTbl komnanwuu IBM ana
ynpaeneHus cpeacTBamMm 6e30nacHOCTU
0CTHI0 1T MO QCTETOD, 1 TOLKO P KOMILICKCHON

BAAUH MOJKHO €03 mn aeficTBiTeabHO Gesonaciyio cpeny
BM Tivoli n IBM

Vipansernic Geaortac
HoxoRe K€ permero oroi

Internet Security Sv:tum(IBVl 155) - e [BM NPEALTATAIOT CPEACTHA BAULITH
iy s bpactpyKryput i
1y IBM Tivoli ans
Hapic. 15.2 npescra i npoztykcron IBM Tivoli
15 ofecnesents Gesonactiocri KHC [88].

crparerin e 1BM

Tivoli hesier b Kasecrbe npHOpHTETHbIX SN

O BHpaGoTIy HOAMTHKI JOCTYNA K PECYPCaM WA AAHHBIN 1 Peatisalliio e ha
BCEX YPOBISX KOPIIOPATHBHOIH 1H(PACTYKTYPEL;

o sanuy or B ceTh, BU-
DYCHBIX ATaK 1t APYTIX YIPO3 BTOPIKCIIS H3BH I 1311y TP

JLast petieris it npoiest ofeeriesciii Gesonachioctin B npoiykrax IBM Tivoli
HPEAYCMOTPEHa PEATH3AILIS HECKOBKIX (YKL
Teprast by - i (Identity — nicio-
uaer y " i o

K pecypeayt
Bropast ynicuss - ympacentue docmymox (Access Management) K nicpopstaruiort-
HBIM PeCyPCa NpeANpHSITISL
“Tpersst dhymiaunt — ympasienue u na paznwie
yepoan u nonvimi 1 pecypest npen-
npistris (Security Operations Manager). (DYHKIUISt 1a€T BOIMOAKHOCTb ONIPCACISIT
BTOPACHIC 13BHe 1 H3HYTDH I ABTOMATHCCKI1 3ATYCKATH NPCBCHTHBHBIC NPONCIYDbL
Hernepras (KIS — CO30artte GoUCTUMEIbHOIL 1l KOXMYIUKAUONHOGL OCHOGb!
Framework) 1 by Beex Moayeii st Ge-

S0mACHOCTI.
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Puc. 15.2. yukumonansocts npogykros IBM Tivoli ana obecnesenvs
Be3sonacHoctn KM

Tl : Gyt 1BM Tivoli npezviaraer
creayouIe TPOIYKTH:

O IBM Tivoli Identity Manager;

O IBM Tivoli Access Manag

O IBM Tivoli Security Operations Manager;

O IBM Tivoli Management Framework i ap.

IBM Tivoli Identity Manage coboi
HO0C I OCHOBAHIIOE 1a TIOMIITIKAX PElieRie 10 YIpaRTeHitio nowaosareasnt. IBM
Tivoli Identity Manager npexocranser:

S

o nonsribiii P
O CA0KITYI0 MOAET AMHHHCTDHPOBAITIS Ha OCHOBC PO, KOTOpast TI0aBOTsICT
ACACTHPOBATH AAMMHICTPATIIBHLE TI0HOMOIST
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o W 3anp
o i exariay U1 aBTOMATINNECKOl OTHpABI
3apocon ia y ay aanpocon — na
BBTOHeRIIC;
I Mexan o paTiBibx 3a-
npoco;
O walop rcrpy s

enomsays mnrepeeiic cavioobeyskimaiiis it mirrepdeiic Aeiernposanis ai-

i pATOpCIE MOl CEAL, PAtel, OCICT]ATop e obentisT,

B rpymL B Guatieca 1 npit 1ieo6-

XOUIMOCTIH AC/CTPOBATh it (npano aoGanasTs,

VAT, 3MCHSITH, NPOCMATPIIBATS YHCTHbIC 3AINICH TOB30BaTe el 1t COpachiBaTh

Hapomt) Apyring u i anIHCTPATOpOB,
TeMU WJIH HHBIMH 61arosaps NoAMTHKAM Ha

MOIYT BILICTS TOHKO T, K Hey At IpEAOCTaBCH 10Ty,
IBM Tivoli Access Manager for e-business — a1 yinepcatbiioe peieiie uis yiipan-
JCHISH JIOCTYTION Ha OCHOBE TIOTITIIK, IPENASHANCHHOE LISt ACKTPONNOrO Gitatieca
1t Kopriopatipibix mpiozkertii. Tivoli Access Manager for e-business nossozser
UpaBISITS Kak raic 1t A0CTYIION K it~

JIOKCHIGIA 1 JHITBIM, 00CCTICHIIBAST BO3MOAKHOCTD CUHOTO BXOMA B cieTey (SSO)

mgosaredeii. D10 pemciie 3

Geaona B TON WICIC TIepCOraTbity BeG-
AMIHHCTPHPOBANI 1 GC3OIACHOCTH C YHETON HOITIK. MoskeT HIfTCrpipoBaThes ¢

padosicit cpent asonareicii, O )
aymra toctyma i pecypean it op-
MIPOBAIIE OTHETOR AVAUTA.

IBM Tivoli Access Manager /ur Enterprise Single Sign-On (TAM E-SSO) u(mucuu-
Bact crporyio .
SO e i G e i il

e u 5 Hirrepiiere. TAM E-SSO nosgonsier

OCYIECTRISITS PETHCTPAILIIO ¢ NOMOIIbIO OAHONO AP0 NPAKTIKICCKH LISt 100070
Windows-, BeG- i paspaGoratmoro piyTpi kosmanit npioskeris. TAM E-SSO
Herobayer reir, y na K "
BeNACT 1 FAMPOCH (11 B0 el JQHHBIX 063052
TeIs1) OT HVCHH 101 5. Arent

Beio s ay aTests, B0 15t
HOILIOBATEIA, MAPO:Th 1L APYTIIC FarIe, Tpebyenbie npiaoskciest, TAM E-SSO

TR e IpORHD Gopa Gactopon crporoli ayrenmiia-
Besenie Beex npit
Keil B peAeaX mpeApHATIS.
Tporpasnvisic npoztykrst IBM Tivoli Security Operations Manager 1 IBM Tivoli
Compliance Insight Manager n030/107 1EHTpI30RaIIHO YIIDABISITH 1 PearHpoBaTh
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I PAKITIBIE YTPOSHL I NONLITRII BrOpke 1
PeCYpCH NPEATPHSTILL DTt 1POAYKT OBIOT CICAYIOIINI BORNORHOCTANIL

IBM Tivoli Security Operations Manager (TSOM) ~ 510 iiatpopsa Juist nobitienits
1 poapa aciicronii it ynpae-

1o piciayt, TSOM i
COGBITH GESONACHOCTIL H TPEEIANEH 1 OCHOBHON L1 CHIBKCHIL PHCKOB 1t VTPOS,
ot Bieunix TSOM coboit 1a6op nporpa-
Mibix Mozy.tcii A2 1 cBopan or pasin-
HbIX YCTPOTICTS 11 TIpOrpayA 06 o TSOM
cuereM i GezonacHocTH,
wacto u onepat,

HDIMEHSIeNbIC CTICIIAICTANT AU CBOCBDEMEHHOTO O0HADYSKCHIS YTPO3.
1BM Ticoli Compliance Insight Manager (TCIM) ocyinecTniisier KonTpo:th ipeinsry-

uecTBento 33 BiyTY yrposax, or B TOM unCe
© BbicoRinMI » aocTyma (an pon cereil, Gas aantbix, OC,
). TCIM i i or |)(L'x‘m‘l-

HbIX HeTourIRoB (Onepatorbix cucres, CVBJL, npitosenii, cerensix yerpoiiern,
o Goubunix oGbenon
o (uGhrmm 3 K ya0GHoMy A By (KTo,
A0, €, KOEAA, OTKYJA, KY/12), BOSNOAIOCT PACCACIORAUNIA HNLULACHTOB, KOITpO:Th
oy KOHTpOID
coomercTis nopwamm TpeGovamia (o 150 27001, 190 17799 wp).
IBM Tivoli nezcork cosaet
onnyio ocniony st pymiauopoBaIt eex Moyacii Tivoli 5 recyo
wnrrerpanno Tivoli, craia uTepeeiics, cpecTsa Ut pacin-
pess cTi, kpocy ™ 1 T
B C iicst B Tivoli
Framework ynpanustonui arerrr 06(’1)’m1mc’r Bce ocramsie moyau Tivoli, ror
ATeNT YCTANABMBACTCS 1 KOMIIBIOTEp OUH Pa3, TaK 4To 1pi 00aBICHI HOBOii
(P HKIIONATHIOCTH HEOGXOIINO YCTANOBITS TOTHKO CEPBCPHYIO ACTh COOTBCTCTEY-
oitero sy Tlocie 31010 HoBbie (yNKiIH ynpaeiis GYAYT 0CTYMIbI 1 Beex
XoNBioTepax ¢ ynpansionyv arenton Tivoli.

cpeac

Dompaasentae IEM Intermes Securty Systens (IBM ISS) mpegparaer cpegrna

BerTIBHOI SaurTH st Vb Ipepit-

ST, DTH CPCACTBA IPEBEITIBHON FAIULTH TECHO umu])upundi c(yluumvl()uumu
u

Beeii u||r|)|)av‘||)vm)pm ~ OT ULII03A /10 SAPA CeTH, m uunpd JI0 CaMBIX. YJQICHHBIX

™ Besytyto pos cpes cpedcrn mpenerumol st rpacr cesiefierno Hpoayk-
o IBM Proventia. 910 MoIlutast MHTerpipoRaiiiias miahopya st bl e,
PAGOUIIX CTAHIUA 11 CEPBEPOB, B KOTOPYIO BKIIONEHBI CPEACTBA AHTHBHPYCHOI 3aluITh,
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Gpanvayap, cpecta nocrpoenis VPN, cpectsa oBiapykeitis i npeiotspacinis
COTeBLIX ATaK, CPEACTEA OGCCTIeNeItIs Ge30MaCHOCTH MPILIOAKCHIi, CPCICTRa JalI Tt
T CliaMa, CPEACTBA (DILTBTPAILII KOHTEHTa 1 C;UHBI LEHT] YIDABICHIS DTHMI CPesic-
‘ot sanurrst IBM Proventia Management SiteProteeto

Cucrema ynpasnenus 6e3onacHocTsio IBM Proventia Management
SiteProtector

Ciicresa IBM Proventia itePr
BHIIYCKACTCS B BILLC NPOFPANMION KOMILICKCA 1 KAK 1IDOrPANAHO-AIIAPATIOe YeT-
poiicrno. Ciicresa y itcProtector petact octoBIble FazaI.

‘Vipanielnte epeCTBaNI 3uKTL. SitcPrOLCCLOr 1I03B0.CT YIPARISTH BCCN Crick-
Tpov npoayicron IBM ISS. Tl IMCCTCS BOSMOAHOCTH cpesc

TBAMI BT |||1(|mpuznum TPCTHIX DHPAL, BICTIOHas MEKCCTERbIC DKpaITb, CPEACTR
nocrpoertisi VPN 11 7. 1
Cooj

" B peatbion Kato
cestciicTna Proventia 1Lt QTCHT CHCTEMb SAILUTH COOBIACT cricTeNe SiteProtector
060 BeCX ACTEKTHPYeAbIX COBBITISIX. KpOME TOT, MOTYT GbrTh NOAKIIONCHbI CHCTMbt
aanurrst Tperbin Gupw. TTo kakIoMy 13 sadiKcHpoBaIbIX CoBbITIi MpeaocTans-
etest noaposast HopyasL.
utsTpaitss coGbrmuil a Koncoms ynpamienns. B ciicrenie SiteProtector i

HO13YI0TCs (ILTSTPbI COBBITIT U151 CORPALIICHITT NACCH! JHBIX, OTOOPRAACMBIX 12
Korco. Ha oTaiie aiaiza coObTiii HCMOAB3YETCH MOAYIh KOPPEIUIN JQHHbX

Security Fusion. Ipeaonpeaeiietitie iuIspsi M03B0:S10T GhICTPO BHSCHITTS ey~
ouuie fatibic:

o
o
o
o
o

K10 aTakyer BGpaIbie pecypen;
Kae pecypeb! ABIAIOTC HCTONIKAMIL ATAIG;
KaKie V&bl YASBIMSE

Kite Y361 aTaKyioT;
KAKOBbI YASBIMOCTII 1A BLIGAILIX Pecypeax;
KK aTakit Hanecait yeps.

X-Press Update).
B citcrevte SiteProtector peatosar mexariay X-Press Update, koropaii nossonsier
" i

arak s
HOTO J0CTy .

‘Cuctema renepain oT4eToB. SiteProtector BKIoUaeT B celsi MHOKECTBO NPeyC-
TAHORIEHIBIX KaTeropHit 0T4eron. OTUETH MOTYT OTOGPAKATHCA KAK B rpadiiecko,
TAK 1 B TEKCTOBOM BI.

OcHoBHbBIE JIOCTOMHCTBA;

1y ot

o ~ BOBMOKHOCT!

ye oona eycTa
Management Appliance SP1001);
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O pasoma ¢ parsnu u npasau docmyna. B SiteProtector peanona
i B rpymLI It Mope
ATOJAPS MOZICIIH TIOIHOMOMMIT MEXAHH3M COBAINS! 1 CONPOBOSKIE-
O TP HOIOBATCACH THPHOGPETACT BOLINYIO TIGKOCTS, i STaCTIIOCTS
Moyaib, peatit-
SYCT MeXAHIZM OTKAR0YCTOIiMMBOI| KORGITYPAIUIIL AUTST CHCTeMbI YIpaRcHiis
SiteProtector.

15.4. Mpoaykrbl komnaHuu Check Point
Software Technologies ana ynpasnenus
cpeacTBamu 6esonacHoCTU

Komams Check Point Software Technologies sxomu 5 wic:1o Muposuix mizepon
ofacTit pemmenii 110 saunITe HGOpMALI B KOPHOPATIBHBIX CeTsIX. Peternist Kov-
namnr Check Point 110 ynpasiierinio GesonacHocTio KoprOPTHBHBIX CHCTEN i cereii
HO3BOASIOT OCy Koniry
Beere oTeTHOCTI M § coburm T ¢ et Koncom,
CHIOCOGCTBYS TEM CMBIM MUINMHBALII COBOKYIIOI CTONMOCTH BIAJICHIIA CHCTENOTi
GesoracocTH.

Komars Check Point tie pas ocyliectnasuia TexHo0r4eCKIC HPOPHIBH 1pH
penesni npobiies MT-Gesomacrioeri, Tlsmiautats sier wasast owmarst Check Point

TEXHO/IOTHIO MEIKCETEROT stateful inspection, craBuryio

OCHOBOIi /U151 COBTAIIA BBICOKOKANCCTBCHIBIX MCKCCTEBbIX 9Kpation (oM. sy 9). B
obmactn - ynpasze-
st SmartCenter i y
MBI KAIeHT Ge30ACHOCTIH LISt SALUITHI KOHEUHbIX Touek cerit, Heasio Ghta
BBeena Kotems Komiekenoii Gesonacnioern Total Security, wro oGecniewmpact
BLICOKIIIi YPOBEITh AT, TPOCTOTY 1 YAYUNIeIyIo adxbexTibiocTs npusienenis
npoykron Check Point

HoBis ararow b passiin i smcres
npeuiokenas kommarieii Check Point apxirrektypa <nporpayiibie Gaeiizsi» [85).

Ap Yypa Check Point Greigsi

Tporpassibie Giiciiz i i G oy Geaonacioctin. Hanpit-

Mep, eck Point Moo BuiGpats
Ok hsasine Siefsich et b o

p vpa Check Point Gaeii> — 910 ap vpa Geaoniac-
HOCTIH AUt KoMaii 1060ro pasepa, YHHIGVIBITAST 110 CBOCH KOMILICKCHOCTIH, TG
KocTi a0t apxirTexrypbi o6ec-

HEUHBAIOT 3AKA3MKAM TOHIDKEIHYIO CTONMOCT BARCHIIS CHCTeMOT Ge:

onacocTi
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" eTC 2 moGoii cetenoii
e ———

Uew mrrepeca Check Point Gacitwis. Viposs
GE30NACHOCTIN MOCTOAIIO MO 1 INEIOT TECHLINO K Hapacraitio. Hcnomay-
et patiee HOAXON K yike

obxomTbea pecypeavi,
. 1po-
THBOIIOCTARSIT HOBbIE PEINIHIS! SAUUTH; CPCICTRA SAUITH A5 KOMIAHIIE pairi-
HbIX PasNiepoB y .
yeaomnsiores NT-cpeast.
pxarrexcrypa Check Point npesaracr 4 c unofi noaxox,
i noACTp uum.mmulyllol ¢
Giatieca it ii cpesw. Pemcinis ¥ ¢
i KOHCOI, GIATOAAPS MY CHIKAIOTCS. CIOAKNOCTS 1 JATPATEL 1A OGCIYANBAIIIE
pemernii. C HOBbIX YIPO3 apxrrexypa Check Point
1103B0:1CT GHICTPO 1 T1HGKO PACHIPITH CIICKT BALIITHI, HTO HCKMIOACT HCOBXOI-
MoCTb B 3akyTIie neCHIs, OCTaRIS Y
NPOCTHIM 1t ApeKTHBIbIM,
U0 rarcoe nporpavssie Greiizs. Tporpasnnic Gaciiast npexcraniior codoi
Geaonac-
nocri. Apxirreictypa Check Point 103soseT GHETpO cosanath it KodHTypHpoBaTs
py G KOTOpast CoOT! et creny-

duracexin TpeSomarsiy Gisticea sakazuica, JLis yeTparei HOBbX yrpoa Geaorac-

HOCTIL I I H3MEHIeIITI TOTpeGHOCTel! GII3HECa JAKAIIIK MOKET AKTIBIPOBATS 110~
it a nnarcpopie Check Point 6

Aoaneiu annapaioro odecrneucnis.

Veranoska nporpawsibix 61eiizon Check Point. Tporpasiiibic Gaciist Check
Point vosito yerarosirs 1a yerpoiicrsa Check Point UTM-1 1 Power-1, IP Appliance,
SIS CeDbeH 1  MPTYAIRODRITIe cpez Hecoxio 1oGamiiy Homic Gae

= 1 91010 1y3K110 Uty 11X
i s S b s
CPeICTI i ApaiBep, GAATOTADS YNy CHIKGIOTCS SATPATH Bk

! vpui Check Point AMIBIC GCH b
O aubikocmy — obcrienBaCTes HyKIbI YOBEHH SAUUITH IPIH PAYMHOM YPOBIE
aarpar;
o ~ Gnarosaps G

€51 6bICTpOC PAIBCPTDIBAIIC (YKL AT 1 TIOBLILICHIAS IPOUIBOITEL-
Hoets clerems;

o il ypoBelth saniTs
5O BCCX KOHEUHBIX TOUKAX ceri, a 1oGon e Viouie

cuncens wadenust cucmexoi

LU ACNb GIAM0apA OGBEAHEILIIO I YCILIEHIIIO CYILECTBYION

PacTpyKTYpb;

o

nnec-
i -
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o - s HyHOf pOI3O-
TOJKHO YCTa ypoerih i HA KM
niporpayo Geiie.

Pewennsi Ha ocHose 6neiinos
ypa Check Point Greiizwi> noBOSIET CACTATH GhICTpBIT BB
Gop 13 roTombix pemrertii Ges i ? VIOCs1 Y SaKasUIKa
cHCTeMy SauThi.
Cosjaitte 111032 Ge3ONACHOCTH I PEIIEHIS 10 YTIPABICHHIO 6E30NACHOCTHIO.
L33 COBTaIMI 111103 GESOIACHOCTI TN PELIEHIH 110 VDA Ge30nacHocTio
B2 Bt — s nmosa (Security Gateway
Container) 1 st ynp bio (Security Container).
K KONTCICP COACPIRIIT BCe CepBHCh TPeByCAbIC 11 FAIYCKA Pt NPOTpas-
MHBIX (16717108, 2 TaKKe nporpassibiit Grcii Check Point Firewall
BHepenite pemenist /U1 COFIANIS L1032 GESONACHOCTIH I PILIEHII 10 Y1ipas-
JIeH10 GE301ACHOCTBIO TPEGYET BCEro TP IPOCTHIX ACTiCTBIIs.
Illaz 1. BriGop itiepa 115 s0macHocTHio
Ontainer) 11 V1A ILTH03a GesonacHoCTH,
Illaz 2. BuiGop nporpassisbix Grieiizon.
Ilaz 3. Kondurypuposaniie i yCTanosia cietess.

B I1TOre SKA3HK 107y HACT TIOTHOLCHITbL 111103 Ge30NaCHOCTIE I CHCTeMY YiI-
PARICHIIT B TOUNOM COOTBCTCTRINI ¢ TPCBOBAIINII CBOCTO GIicCa.

Bri6op roToRoii cieremt. Kposic Toro, s samutst npeanpusititii kosmaiis
Check Point nipe;uiaract Jepsimh pEBAPITCABHO HACTPOCHHBIX 1 FOTORbIX K HCIIOh-
SOBANIO CHCTeN SaITH — 10301 GesoractiocTi i cyicrent ynpamieria. Kacta

cicresa cocront 13 u HaBopa MpOFpaNAMHIX G1CHiOR
CHETENb BADHIPYIOTCE OT HPOCTBIX OIOLCPHb 151 SLUITH yaaseiii odicon
0  crcren s

CHORIBIX 11 BICOKOTPEGOBATE/DHBIX CE, HANPINCP KPYIIHbIX HPEANPISITIL 111
uposaiizepos yeayr.

Tpuversewsic nporpavssie Gaelizs. Apxirrercrypa Check Point «rmporpasiisie
GaciiAb1> BICHOMACT HIOHB 1 TIOCTOIHO PACHIMPACAbL HAKeT MoAY-1eii — 1porpast-
GO, I 13 KOTOPX OBHLTACT HPCACICHIAN DYHIIIONAION 171053

Wi 2 i0. TTockombky Gaeiizpt
ot w c : Moryr 6hicTpo 1
cobpaTs TpeGyeni by oz wn criere

6e30IaCHOCTBIO.
Jlast mmosos Gesonacroctu (Security Gateway Software Blades) nperaraiores
cateyione nporpasibie Geii:

O Firewall- ii ii oxpar sty cabime 200
NDILIOAKeIHiL, IPOTOKOI0B 11 CepBICOB;
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o

Psec VPN-= ofecrienmaer sy nepesain Ja wexay odicaus, nor-
ii cerit VPN 1t ribkoro

VIRICHHOTO 0CTYTIA;
O 1PS- pe pemneriie w1op-
skenii;
O Wb Security~ olecriessact nosseI A YpOBEI, GaNIITH BeG-cpe, B TONM
e 0T aTaK TiMa <riepenioertie Gydepas;
O URL Filtering (cpbimie 20 URL-azpect crie-
wnmact n i Grarozaps orp
X ZOCTYNA K OITACHbIM BeG-caiiTan;
O Aiciras & Anti-Malheare — cpecTma asrimpyCioi s, b o e pe-
yIonue MeTon on Ty OT BIPYCOB,
siepieit 1 Apyroro ppestorioctioro [0 wa pyGeske wios;
Anti-Spam & Email Security ~ M0roypoBIICEA 31UITa UHGBPACTPYKTYPSI €006~
i T03BOET YCTPAHITS ClTaV, SAUTHTS CepBepbl 1 HCKIOWIIT ATAKI 10
2ICKTPONHON TOUTe
O Advanced Networking — 106anasict b HUTI03b1 GE30IACHOCTII BOINOKHOCTIE i~

o

(multicast) obecricwens kavectsa cepuica (QOS, Quality of Service):
o Clustering rextozorim SecureX Lt ClusterXL
u&uxwlmdm HIPOBEPKY NAKETOB, BHICOKYIO AOCTYIHOCT 1t GATAHCHPOBKY Ha-

[e] kme over IP ~ NOBBIIIEHHAS 3ATa TOA0COBBIX coeaumennit VOIP:

Il omactocTsio (Security fware Blades) npeia-
FAI0TCS CICAYIONUIC MpOrpaNMitbic (el
O Network Policy Geao-

macrioery ek st CHesk Doint s ok Bkt 6 el nospenraont
eunoil enTpansoBanHoii konconn ynpasienys SmartDashboar
Endpoint Policy
e, y u KOHEHBIX
TOYEK CETH B KOMITAHHH J1050r0
O Logging & Status — npesocTanIsier uesepbBAIONIIE AaHIbic 5 Goppe sanHceii
< KypHATOB 1 pad HaMeHeHtii ak-
THBHOCTeI HA 1032 Ge30NACHOCTH 1 TYHICAX, PAGOTHI YAICHHBIX 030~
Bateieii W APYTHX CoOBITHii GesonacHocT,
Monitoring — oAbt 0630p CeTeBOii AKTHBHOCTH 1 cOGBITHE GesonacHocT 1o~
BOTIET GHICTPO PeArpOBATD 1A IESMENCIIS B CeTeroM Tpaiike it GesonactocTi;
Management Portal ~ 1a ociobe neS-irrepdeiica obecnieunsaer otery I
TIOAICPAKH MOIITOPHIT H KOHTPOb IONTHK Ge30MaCHoCTIr;
User Directory — naer poamosiiocTs mamosan Gesonactioct Check Point neroth-
0B Gasbt AHNLIX nOMK3OBATECH 112 ocHoBe Kataioron LDAP, nekimouas Tes
IMBIM DHCKI, " Gaa
J@HHBIX BPYUHYIO;

[*]

o

o

o
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O IPS Event Analysis  ciierexia ypaw1eiiis coShTvANI Ge30NaACHOCTH BITIOTACT

pag oy 110 rpymay i p KpiTepi-
SN, HICKCHPOBAIIIE 110 HORCTATC BB COOBITIIN
o] is a "
e patore yerpolicrs b Check Pointc ol
Koncot ynpdmclmn
o Sm npoece noTi

Goraronap vewy cipsaerca e

u

O Reporting ~ npeRpAUIACT MACCHBb AANHBIX CCTERO AKTIBHOCTIE 1t co0biTitii Ge-
301ACHOCTH B rpadpIICCKIIe HATAABIC OTHCTH

O Event Correlation

1t ynpa-

aenme it 6 15 yerpoiicrs npongsoersa Check Point 1
JIPYTHX KOMIaHMii.
roGbt obteriny nporiecc konur creten uuoson

Geaomaenocru (Security Gateway Systems), kowmaus Check Point npeaaract pi

P M, COCTOSUMULX 13 KOHTefiHepa 1 1po-

IpaNNIbiX Guiciion.

Yerpoiictea Smart-1

Point 10 ynpaanerHio Ge30acHoCTsi0. Baroaps To»

1X 11 CpeAIIX KNl

erpoiicria Smart- l]m.spdﬁuldum U5t BT cerei Kpym
coboi

Gaeiiavm Check

0 a1 yerpoficrsa cosaibi

i ocone riGroit apxirrexrypst Cheek Point «nporpasiie Gacitoy, Kovmariz
Check Point npeiiaract BhCOKOMACHITAGHPYENOE PEIICHIie ¢ G yIpaBeIiie
noanTikamit GesonacHocTn cereii, IPS 1 KOHEYHbIX TOUeK ceTH.

cemn.

Ocnonisie focTomiCTsa yeTpoiicTs Smart-1:

O muneiika w3 weTspex yerpoiicrs Smart-1 prmotacT KowuiekeHsii HaGop npo-
IPAMMITDIX GACHOB 110 YTPABIEIINIO Ge30MACHOCTEIO;

O JoCTIKeIE MAKCUMATHIOT HXpeKTHBIOCTI 52 CHET eUIHOfi KoNCoI yrIpanic-
51 KAK CCTSMM, TAXK 1t KOHCMHBIMH TOUKaNH cerei;

O CHIBKEHIE 3ATPAT I HCTIOMB3YEMBIX PECYPCOB GAr0aps BCTPOCHHOIE criCTeMe
Xpatieis eMKocTbio 10 12 T6;

O obecrieuertie HeMpEpHIBHOCTH PAGOTH ZUKE B CAMBIX TPEGOBITESHEIX CCTERHX
cpesax

PaceMOTpiM ocHoBitbie chojicTsa penerist Smart-1:

O eauoe ynpanerie nomrmikayi Gesonactocti cereii, IPS 1t komeuHsix Touex

e

Q serpoéinia iR SAN i cnerevia xpasennis RAID exwoctsio 10 12 T6;

Ewmoe ynpansene nommaym Gesonacnocm cered, IPS i xonesux Tovex
t-1 T T 3 M TIPO-
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wicrasit Check Point. C novoitsio koo Smart Dashboard aasmierparop Mot
UGBS I MERSITh NOITIHKI GesoriacHocTit (st MeskceTenbix oparion, VPN, IPS, ko-

HCNHBIX TOUCK CETH I AP.), ci, BecTi
AKTUBHOCTIE B CETSX 1t COOMITIIE GE3OMACHOCTIL, TPOCNATPIEATH OTHCTS! 1O TPEIAaN
Ha ocHoBe ol a1 rH, & TakKe HpOBOITH
cpeacts Gesomacnocrin 1t T10.
" RAID 1276. /s
cHCTeMB, B apUITHBIX CHTYALMSIX 1t

TBa Smart-1 uHTer
6,

ikocThio 10 12 T6, a Taiske nowepsicy Storage Area Networks

cHCTeMy XpaHeHs
(SAN),

W ynoSerso jicrsa Smart-1

10 Be  Kamany, Grarozapst

MY HOIB30BATEI MOTYT BECTIH Y/ATCHIbIi MOHHTODIHT 1 KOHTpOTb YCTPOTiCTS, 1

TOM HIHCIIC 1X O6CYAHBAIIC 1 AANIHHCTPHPOBaIIC, Jl0CTY b TAIGKE HEKOTOpBIC 10~

TOIHITEBHbIC BOGMOAHOCTH, CPEAI KOTOPBIX OITTOROAOKONHBTi MO SAN, G10K1H
ITAIIIS 1 ACCTRHE AUCKH, TOVIEPAMBAOIIIC <TOPSYIO» SaMeiy.

- pewenue Provider-1

YEAYE) 1 KpyTIHBIe nomepKit-
BaT GHCTPO PACTYIIC KIVSHTCKIE 1L TOMK30BATETHCKIC Ga3bl, KOTOPHIE TPeOIOT
HDHMCHEHIIST PAVTHNIbIX TOITHK Ge3onachocTi. B T0 e Bpess Heo0XOMutvO M-

JaTparhl Ha y it nepcoman
Peuenne Provider-1 o6 ) HeckobKI-
NI ZOMCHANH " bibie TpeGoBa-
IS COTEBLX CPEL KpYMIBIX KoMmanuli o upnu,\lmcpnu JLs nposaiizepon pencre

Provider-1 nossossict ypansimh,
SesoracrioeTt A THe HomSOMTOE. L LrDOR OGpABOTII A Ky
npeznpisimiii pemettite Provider-1 ynpoitaer noaiisky GesonaciocTi nocpeacTaon
e JIe/ICHISE TI0 YPOBHSIM 1 THIIAM (1Ha 0CHOBAHHH FeorPachItuecKkoro, (yHKIHONATLHO-
0 1 ApyriX Peuerie serko 10 MO3BOSCT CHITAITD
STPATH 12 OGOpY OB 1 HOBLICHT: adeKTIBHOCT, BIOAKeHiL

Provider-1 Enterprise Edition (sepeist st npeanpusimiii) obecriesipact ynpase-
Hiie 07 3 10 5 0MEHOB Ge30NACHOCTIL, € BHICCHHBIMII IPABAMIT Z0CTYTIa AAMIIHIIC-
TPATOPOB B KAAZOM A0MEHE 1 OGIUIMI TIOGAIBHBINI HOTHTHKANH 1 0GBCKTANIE B
Jowettax Gesonactioctit, Provider-1 Enterprise Edition priosaet raiite nporpassitbie
Gaciizu, kax Network Policy Endpoint Policy Logging
& Status, Monitoring, 1PS Event Analysis, Provisioning, Management Portal 1 User
Directory.

OcroBitbic focTomtcTsa pemenist Provider-1:

O nosiact addpeKTIBHOCTS ynpascitis;
o B

o ¢ ct 1t e
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O Ma ) Gasbi 10T
cxirx sanceii.

Paccyorpiny octosiibie caoiicrsa peteriist Provider-1:

o Joveron Ges cp
Geaonactocrit
3 VPN-
o cuereya ¢ postenoii

O BHCOKAS! TOTOBHOCTH CHETCMbI YIIPABICHIS;
O nporpavibit Gaeiiz Event Correlation;
O KoppessonITas 06paGoTKa COBBITIT 1 TeHepINIA OTICTOB B MaCHTTaGaX Beeii

cueres.

Jomenon cp nomimi-
Ky Provider-1/Si 1 npeas st yupan-
JICHIS! MHOACCTROM AOMCHOB Ge30NACHOCTIH, ¢ i, cobe-

Thetiiof Gaof AAMAX. 1 HAGOpON PeTICTPAION. AYpHATOn 1 KA
Pasieiieriie KOPHOPATIBHOI CETIH 1LTH CeTit NOCTABILIIKA YCIYT Ha HECKOTBKO A0NHOR

y noanosier nomrrinn Gea vy,
KONTDOTb 1t e OGHOBICHINEM (1ArOIADS HESABHCINOCTH HIMCHCHIT B KAKIONM 10~
Tposepit SKYPHATOB 1 1aMereni T
Gea0aCHOCTI NOTYT POROUITECS 10 KERAONY J0NCHY (COaCHOCTH OTCbHO o
sepe st i 06 ypoite obexy i
HOpMATIBITBIX TpeGoBalti
p /PN- Mioraa tpefyercs yeranopits
VPN MKy | NI JIOMEHAMIH Y Hanpi-

M B BBIMHCANTEIbHOI CHCTEME KPYIHOTO NPEATPHATIS! MCALY TOAPACICHIIs-
Ao, PRECATRESA P TOPOLER ot crpa, i ey Kriesraes MSP

rovider-1 1 nossossier
e e ynpopMaILeit MEATY KAeHTaNIt B pasKax r10Gatbis VPN-
coobects,

cuerema ¢ poztenoii
Cierexia Provider-1/SiteManager-1 ocriosaria 1a MOA/H LCHTPATIZORANHOTO yii-
PARICHISE \HOKCCTRON DACTPCACACHI cCTeN. OHa IOOTCT B VBT ON
Topsuke Hae: N~ oT
Provider-1/SiteManager-1 /10 KOTpOst HA TCM 1L IHBIM aCTICKTOM Y HKIUIOHIIpO-
B KHETCKOM cetit, OJuti AAMHIHCTDATO MOKET HNETh Pa3 b IOTHOMO-
s B KGRAOM J0Mene yipaneitiis, TaKi 0Gpa3o, HTIpINEp, LAMIIICTPATOp ceTit
AICHIOR0 HOADE I, pAGOTaON] e ccTevi Provider-1/SiteManager-1,
Mokt o

Tlockomsky Provider-1/S i jocTyi
HECKD O 1A TOPOR, T SRASUCITATOS Souerin GesoractocTit yoryT
apyr ot apyrac oo 1 Toii

3 y pyr0Cy
s B CeTSX 1 B LenTpax
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cereoro awrare YT BLIHIPHIBAIOT OT
ONCPATHBHONO BHeCers HaNeHerIi B ceTt KIHCHTOB, A TAKIKE OT NPEACCTAICHISE M

JoMcion
‘Boicokas Ar ypa Provider-1/Si 1
nosanoe s ueneii i
ypowiis Ha pec X ypon-
1w — ot ro vp pst cepiepy y Jovenon
(CMA, Customer Add-on) 10 1106 Ypowiist3a cier

1oro cepiepa (MDS, Multi-Domain Sever).
Gaeiin Event Correlation. TiiGkas,

nporpavtoro Gaeiizta Event Correlation crioco6na Qfmﬂc‘m’lb YHpaBJienue B Kpyn-

HbIX CeTsiX per

MOAyb. Baarosaps pacrpesiesien oii apxuTeKType

BB CepBEp ¢ BOIMOKHOCTBIO THOKONO pactipese:

ISHONHBIN MOYIAM.

‘Koppesiumonnas o6paGoTka coGhTiii 1 reHepaLs OTUETOB B MacuITaGax seell
cnctemst. L anamiza cobbrmiii Gesonaciioctn  cpee Provider-1/SiteManager-1 s
DESKIME PEAIBIONO BPEMENH 1 1 HCTOPUNECKOI 1IEPCICKTHBE, & TAKIKE /LISt FeHepatlii

oT4eTOB i Gaieiin Event Correlation
and Reporting. Koppeastiutsi coBLiTiii 1t TeHEPALLIA OTYCTOB B PEAIME PEATBHOTO
BPEMEHI MOTYT OCYIECTBIATHCS Kak Ha I100ATHHOM YPOBHE, TaK H /L1t WHBILY-
ILHOTO CETMeNTa CeTH W KinenTa. OTueThi MOTYT BKIIOYaTh JAHHbIE 110 OHOMY
I IO HeCl Kanentam. B CETSIX 1 CeTsiX
9T0 HO3BOSIET ABTO) d oruerst 1P,
OTACBHO A1 i 6
HIt1 KpYIIBLX CeTeit bes 1
Gneitnon Event Correlation and Reporting,

iz MokeT GbiTh yCTaromtcH 1
€l €rO HArY3IIE 10 KOp-

Bonpocs! ans camoxonrponﬂ
1. Cpopyiynipy 3 12 KOTOPBIX CTPOWTCS! HEHTpa-
B poykrax «3ACTA-

BA 5.2> xovmarm D/IBUC+

Ommyre: Koo cavosanaoeiics ¢

Network.
Hasosirre Knouentic naxera y ¥

Omuume 1 OCHOBHBIC 503 Merepepa ce-

Tentoii Gesoraciocti Cisco Securi vad;,u (CSM).

ONMIIITE OCHOBHBIC BOGMOAHOCTH CHCTEMB! MOHITOPHIIFa, AHAI3A 1 Pearpo-

Bams cierent Gesonactioert Cisco suu ty (M.

Omimnire ocHoBibe Bepa

oetynom Cisco Secure Access Control Server (ACS).

7. Kaie cpymmium peamayior npozyirst IBM Tivoli st ynpanaenis micpopya-

unonnoii Gesoactoctsio KMC?

1 Cisco Self-Defending

e

@

B
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8. Hasonire octonisic npoztyirs TBM Tivoli, npeanasmasciunibic st yupascinist
snipopyamioniioli Gesonactoctbio KHC.
9, ()umnmc HasHauenue M OcHoBHbie BoamoxkHocTH IBM 1

voli Identity

10. Km\nc 1.u|'wu petact cucrc\\a ynpapzenis Gesonacoctsio IBM Proventia
Management SiteProte

11.OnMIHTE 0COBEHHOCTH 1 IOCTOMNCTBA APXHTEKTYDBI NPOAYKTOB KOMINHI
Check Point <niporpansic Gciizbis.

12. Hasomrre peennst komanmt Check Point o ynpaaeninio Geaonactiocrsio,
paspaGoTarITbic 12 OCHOBE POrPayMIBIX (eiizo.
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