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§ INSCRIPTUM

Bropasa monobuHa XX BeKa Iojapwuia 4e/loBEYeCTBY BEIUKOE€ MHOMKECTBO
3aMeyaTe/NbHbIX  JOCTMOXKeHMII B obmactu  UUGPOBOM  3MEKTPOHHOIN
BBIUNMCIUTETBHON TeXHMKU - TeXHMYeCKOH 6asbl MHPOPMALMOHHBIX TeXHOMOTHIA
(UT). bnaromapa nosiBACHUI® KOMIbIOTepoB MHGOpMaLMs, KOTOPOil BiIafeeT
Ye/IOBEUeCTBO, CTAla CBOeOOPAsHBIM "ChipheM’ IJIA TIPOM3BOJCTBA MHOMKECTBA
"IpOAyKTOB": HOBBIX 3HaHMIl, YIIpaBleHYeCKMX pelleHMI], HayYHbIX NPOTHO30B,
CTATUCTUYECKUX CBEZEHMIL, BCEBO3MOXKHBIX PEKOMEHJAUUi, 3aKIUeHnt U T.1.
[Ipuyem, B oTanMuMe OT (PUIMUECKOTO ChIPbA (MOME3HBIX MCKOMaeMbIX U Ap.),
MH(pOpMaLMA MO Mepe MCMOAb30BAaHMA He TOMbKO He Jcde3aeT, a HaobopoT,
NOMOMHAETCA  HOBOH, ABNAA  co0Ol  HeucuepmaeMyl 'ChlpbeByK'  0asy
WUHTE/UIEKTYA/IbHOTO TPYZa.

CoBpeMeHHBIMH YCIIeXaMU KOMIIBIOTEPU3aLMM U MHPOpMaTU3aL M MIPOBOE
coob11ecTBO 0043aHO MIJUIMOHAM TPY>K€HMKOB - YUeHBIM, MH)KeHepaM, pabounm,
CO3JABLIMMM HOBbIC NTOKOJMCHMS KOMIIBIOTEPOB, UX IpOrpaMMHoe obecIieueHne,
MOIIHbIe MTH(POPMALIMOHHDBIE CETH.

OpHako Tex, KTO 3aK1afblBal YHAAMEHT KOMIBLIOTEPHOIT HayKU U TeXHUKM,
6bUTO He TaK MHoro. Ha X o0 BRIITAJIO caMoe TPYJHOeE - CO3[aTh TO, YeTo elle
HMKOrAa He Obl1o. Cpefy HUX ObUIM yueHble, H)KeHephl M MAaTeMaTUKUM MHOTUX
cTpaH. Bropad MMpoBas BoJHA U [TOC/IeJOBABIINeE 32 Hell HeCATUIeTHA "XOMOAHOI"
BOIHDI MPUBEIM K PasoOILEeHNIO YYCHDBIX UM 3aCeKpPeYMBAHUIO PaboT, MOCKOIbKY
KOMIILIOTEpBl (371eKTPOHHbIC BBLIYMCAUTENbHble MallMHbl IBM) - cosgaBanuchb
NpeXxX/e BCero 15 BOCHHBIX Lienel.

Benmencteue 31TuX (PaKTOpPOB MMeHaA co3faTenell BHIYMCIUTEIbHON TeXHUKH U
MX TBOPUYECKMI BK/IaJ OB M3BECTHBI MTUIIb Y3KOMY KPYTY CIIeLIMATHCTOB.

3a pyberxoM B cTpaHax 3anagHoit EBponbl u CIIA atoT mpoben B nutepatype
O CTAaHOBJICHMM M Pa3sBUTUM LU(POBON 3MEKTPOHHOU BBLIYMCIUTENbHON
TEXHMKM YK€ BOCIONHEH. 31eCh MOABUI0Ch MHOTO KHMT, CTaTeil B MePUOANIECKUX
U3JaHUAX, CO3JaHbl My3eH ¢ 3KCTIOHaTaMM OBM mnepBhIX MOKOMIEHMIA.

B cTpanax 6piBmero Cogerckoro Cowsa 3TOT Ipollecc 3aTAHYACA. JIuub B
MO3IHNE JeBAHOCTbIE U HY/IEBbIE [OIBI ABALIATE IEPBOTO BEKA, TO €CTh, Y)Ke B Hallle
BpeMd, Haualoch pacceKpeuMBaHME MHOTMX paHee BBIMOTHEHHBIX B [aHHOM
oTpaciu paboT M MOABMIACH BO3MOXKHOCTb MCCIEAOBATb M OLECHUTb OTPOMHBIN
TBOPUECKMIT BK/MaJ, VYEHDBIX, MHXEHEPOB, MPOU3BOACTBEHHUKOB B MUPOBON
Ipollecc CTAHOB/IEHNA M PasBUTHA BBIUMCTUTEIbHON TeXHUKH, MHpopMaTHKH, VT.

M a1 Xo4y HOCBATUTH 3TO yueOHO-TeopeTHUecKOe M3JaHMe 3TUM JIHOIAM:
pomoHaYaTbHIKaM KOMIBIOTEPHBIX HayK. DTO HeOOXOAMMBII IIar, TaK KaK MHOTHe
U3 Tex, KTo OyeT ymoMsHYT, MOAYYUIN NpU3HaHUE, BRIPasKeHHOE B BUAe MeAanu
«[TuoHepa koMmbloTepHO! TexHUKM» (aHrn. Computer Pioneer Award) - camoit
npecT>kHOM Harpagbl KommnbrotepHoro obuiectsa IEEE yxe mocMmepTHO.



K coxanennto, Hamr ¢ Bamu Hobenp wnm [lynutoep, cran BpydaThes
OTHOCUTE/IBHO HEJABHO — BCErO TPUALATD ¢ HeOOMbILUM JIeT Haszag. Ila M K TOMy
e, BpydaeTcs OH 3a BblawliMecsd JOCTIDKEHMA B KOMIIBIOTEPHBIX HayKax, C
yC/IOBUEM, UTO OCHOBHOM BK/IAZ NOKeH ObIT OBITh COBepILIEH Ooyee MATHAIIATU
net Hasan. TakuM ob6pasoM, Meanb, BRIMONHEHHAsA 13 OPOH3DI, Ha aBepce Mefani
BbINOTHeH Oapenbed Yapnbpza Babbupka, ABnseTcs NMpUMepHO TeM, 4YeM A7s
XYAOXXHMKa MPU3HAHKE — HEBEPOATHON PEAKOCTLIO IIPU >KU3HU.

[ Xo4y Ha4aTh ¢ HAIIMX COOTEYECTBEHHUKOB, II0JEl, TOBOPUBIUUX Ha PYCCKOM
A3BIKe, CHeMAaBIIMX TaK MHOTO, YTOO B KOHLIe KOHLIOB CTepeTb Bce I'PaHMLbI U
Oapbephl, CTOALIME HA MYTH MTHOBEHHOTO U OOIIEZOCTYIIHOIO OOIIeHNS MEXAY
NIOAbMU, NOCPeAcTBOM MHGOPMALMOHHBIX TexHonorui. K coxanenutwo, gopmar
KHUTU He NO3BOMUT PaccKasaTb UCTOPUIO UX )KM3HM, TPYAOBLIX M HayUHBIX U AaxKe
O0eBBIX MOJBHUIOB, TOTOGHBIX M 6ECCOHHDIX JHEH, HO He Ha3BaTb IX, S UX HE MOTY.
Tak kak 6;1arofapeH BceM MM CBOMM OCHOBHBIM IIPU3BaHMEM I10 )KU3HM.

Ota kHura mnocesAwmaercs: Jlebegepy Cepreo AnekceeBudy, JIANYHOBY,
Anekcero AHppeeBudy, InyumikoBy Bukropy Muxaitnosuuy, Jlomato [eopruio
[Tapmoeuuy, Cronaposy 'ennaguio Koncrantunosnuy, Huknaycy Bupty, /Tunycy
Topeanbay, ®puapuxy bayapy, [lurepy Haypy, [Ixony ArtaHocoBy, ApTypy
Camyamo, Mapumany Xoddy, Kunbu Dxkexy, Ipuxy bmoxy, Keny Onceny,
PertHongy [xoHcoHy, [yrmacy SHrenwbapnty, Amany [lepmucy, I'pagm Byuy,
Snpeapny Deitrenbaymy, [Hxuny bapruxy, Upeuny Ixony ['voy, Keny Tommncony,
Tomacy Kypuy, Ixony Maxkaptu, Aitnenny Casepnenpy, Dxepdpu Uyan Yy,
Bapbape JIuckoB, a Takke BCeM COTPYAHMUKaM VIHCTUTYyTa MH>KEHEpOB
3NEKTPOTEXHUKN U 371eKTpoHUKN — IEEE u ynenaMm «3ana CiaBbl MIHTEepHeTa».

Mynucrep B.[.



§ COJIEP>)KAHUE

«KommpioTepunie ceTu. IoT 1 MexkMaltiHHOE B3AUMOTECTRITE

Inscriptum crp. 3
I. CeTeBoii ranyianH, crp. 6
I. Copepyxanne Kypca. CrucreMa MHTEP-OTKINKA IocpeacTBoM QR. cTp. 6
II. Ot ARPAnet 1o mopmenn OSI/ISO. crp. 7
II. Cerm: BAN, PAN, LAN, CAN, MAN. cTp. 14
II1. udopmalioHHbIe TEXHOOTUHN M T€TEKOMMYHMKALIVIH. cTp. 39
IV. MUKpOapXUTEKTYpa KOMIIBIOTEPHBIX CETEN. cp. 46
[. Oranonnsiit nogxon: Friend-to-friend u Peer-to-Peer o6men. cTp. 46
V. becnpoBojHbIe CEHCOPHDIE CETUL. crp. 51
. MinTennexTyanbHble CHCTEMBI Ha 6a3e CEHCOPHEIX CeTell. crp. 51
II. BecnpoBoaHble CAMOOPIaHN3YIOLNECA CETH. crp. 57

VI. Apxurexrypa Internet of things (IoT)
I. Cpencra u rexnonornu nepegaqan gannbix: IEEE 802.15, ZigBee. crp. 63
II. CpegcrBa npgentudgukauum, usMmepenns, nepegaun ganusix LPWAN. crp. 70
II1. Oxpy>xatoLmii MHTEIIEKT: IVIATGOPMA, TEXHONOIVS, IPVIMEHEeHNe.  crp. 74

IV. AKTyaTopBl, aliTpeKepbl — 3/IEMEHTHI CETEN 3aBTPALLIHEro THA. crp. 80
VII. Cisco Packet Tracer. [Jobasnenme ycrpoiicts IoT B cets (n1/p). cTp. 86
VIII. Mogeinb MesKkMaIIMHHOTO B3aumopencreusi(M2M). crp. 95
IX. Opranmsanys Me>XMALIMHHOIO B3aNMOAEHCTBUSA YCTPOMCTE
CeTU ¢ HOCHMBIM aliTpeKepom™ crp. 97
(CHMCOK UCIIONb30BAaHHBIX UCTOUYHNKOB. cTp.98



§ 1. CETEBOV TAMJIANH

Copepxanne Kypca. CucreMa MuTep-oTkinka nocpeacrsom QR.

JaHHOe WM3ZaHMe TIpefHA3HAUYeHO [IA BOCHOJHEHNA HeLOCTAIoIINX
TeOpeTUUeCKUX 3HAHMUIM MO [AMCLUMIVIMHAM, MEXIUCLUUIUIMHAPHBIM Kypcaw,
CBA3aHHBIX ¢ TPMHUMIIAMM OpPTaHM3allMM MEXCETeBOrO B3aUMOHEICTBUA,
apxuTekTypel  MHpOpMaUMOHHBIX  cucTeM:  («OpraHMsauys, OPUHLMIIBI
MOCTPOCHNUS M PYHKUMOHNMPOBAHNS KOMIIBIOTEPHBIX CUCTeM», «MaTeMaTudeckuit
anmnapaTr An1d MOCTPOCHMA KOMIIBIOTEPHBIX CUCTeM», «JIM3ailH apXUTEKTypbl
pacmpefeNeHHbIX ceTeil», «V/IHPOKOMMYHMKALMOHHBIE CHCTEMBI M CeTW»,
«/lHQpopMaLlMOHHblEe TeXHOMOTMMW», «BHempeHMe M ToOAAep)KKa HpPOTrPaMMHOTO
obecreyeHnA KOMIIbIOTEPHBIX CUCTEM», «KoMmnboTepHbIe |
Te/ICKOMMYHUKALMOHHBIE CeTU») CTYLEHTOB, OCBAUBAIOLUX NTPOrpaMMbl CPeAHErO
¥ BbICILETO IpodeccHOHANTbHOTO O0YVYCHUS.

[TonmyueHue HEZOCTAOWINX 3HAHMII — CEpbe3HBII MHCTPYMEHT OO0ILLero
npoliecca aKTyaIu3alu: MOAIep KaHU MPAKTUUECKUX U TeopeTHYecKIX 3HaHUN
WHOUBUIYYMA B AKTYaJIbHOM COCTOSIHUM, T.€. NIpHBeJeHle UX B COOTBETCTBHUE ¢
COCTOAHMEM OTOoOpakaeMbIX OOBEKTOB TMpegMeTHON obmactu  Oymyluero
cneuManucTa B cdepe MHPOPMALMOHHBIX TEXHOMOTMI M BBIYMCIUTELHOMN
TEXHUKU. 5 OTOXIECTBAAK BKIafbIBaeMbIi{ CMBICIOBOM KOHTEKCT JAHHOW KHUTH
C MOHATUAMYU HeoOXOAMMOTO ¥ AOCTATOYHOTO YCIOBUIT — M3BECTHBIX BaM IIO
M3y4aeMbIM MaTeMaTUYeCKUM JUCLIUTITMHAM.

YuebHoe wusmaHume «KommbroTepHble cetH. loT M MeXMaIIMHHOe
B3aMIMOZEHCTBME» U BBICTYIIaeT B POMNM HOCTATOYHOTO YCIOBMA Mpoliecca CHATUA
UHGOPMALMOHHOM SHTPOINUM, Kacawllerocs npodeccMOHaTIBHOTO
OPMEHTUPOBAHUA CTYACHTOB BbhILLENIEPeYNCIeHHOTO podus NOATOTOBKU.

M3panue conep>XuT B cebe pAR NepCHeKTUBHBIX T.H. «Pabounx npennoxeHninn»
(RFC) ot IETF, IEEE, 1 MHBIX opTaHM3alMil, 3aHMMAWIINXCA CepTUQUKALMeH
TeXHOMOTHIT B pacCMaTpUBaeMOM 0OTaCTH YeTOBeUeCKOI [eATeTbHOCTH, a TAKKe
cTaTeil ¢ BepUPUUNPOBAHHBIX MHOCTPAHHBIX M OTeUYeCTBEHHBIX HAyUHBIX U
nybnuuucTnyecknx  msjanmit.  Yactb  mMHpopmauMm  nojaHa B ABHOM
KOMIIpeCCHPOBAaHHOM BUJE, ¥ HeABHOM — MOJIHOLEHHOM. Bce 3To gocTuraercs sa
CUeT BHEIPEHUA Ha CTPaHUL bl M3AaHMA meyaTHbIX QR-KOJ0B ¢ cchlikaMy Ha Te UN
WHbBle WHTepHeT-pecypchl. TakuM o0pasoM, KHMUra TMOAydaeT Ky#a Oomee
paciiupeHHoe GYHKUMOHA/TbHO-MHTEPAKTUBHOE [IpeIHA3HAYUeHHe.

Hageroch, 4TO  THIATeIBHO nogoOpaHHble,  TepepaboTaHHOe U
aJanTUpOBaHHbBIe K UTEHMIO, MaTepuasnbl BaHHOTO yueOHOro kypca (BMecte ¢
IUIAHMPYeMbIM JOTIOTHEHUEM, BBIPAKEHHBIM B BUJIE Kypca 1abopaTOpHBIX paboT B
cereBoM amynsaTope Cisco Packet Tracer) craHyT nyTeBogHOI 3Be3JOM s
MOKOJIeH!A HOBBIX MH)KEHEPOB — apXUTeKTOpPOB VIHTepHeTa 3aBTpalllHero JHs.



Ot ARPANET po mougenn OSI1/1SO.

Mbl MOXeM HasBaTb MM€Ha cosfaTesell NapoBOTO ABUraTesls, caMONéTa WIN
knHematorpadga. OpHako B cosgaHMM ceTu VIHTepHeT NpMHUMAaMU ydyacTue
MHOXECTBO  OnecTAIUX  YY4EHBIX ¥ KOJIEKTMBBI LelbIX YHUBEpPCHTETOB.
TexHomoruA pasBnBatach FOCTATOUYHO MEAIEHHO, IOITOMY B pasHble FOAbl BKIAJ B
CTAHOB/IEHMe «IJIOOAMbHOM TIAYTMHBI» BHOCHIM caMble pas3Hble miogu. Kak u
GOMBIIMHCTBO APYIUX, NepeloBbIX I/A CBOETO BpeMeHU TexHomorui, VHTepHeT
MOABWICH KaK BOeHHas pa3paboTka. [lepBble MOMBITKM CO37aTh GecnpoBOOHOE
CPeACTBO CBA3M HAyajauCh B CaMblil pasrap XonogHoi BoJiHbl. Pykosogcteo CIIA
6buto obecnokoeHo ycnexamn CCCP B ocBoeHmm kocMmoca. [lo MHeHUIO psafa
aMepPUKaHCKMX BOEHHBIX CIIeLMATMCTOB, KOCMMUECKIe TeXHOMOTMM CHeNaan Obl
Coerckuit  Cow3  abCcOMOTHO  HEYA3BMMBIM B C/Iydae  BOOPY)XKEHHOTO
CToNKHOBeHMA. IlosToMy cpasy mocle YCIEHMIHOTO 3allyCKa COBETCKOTO
«CnyTtHuka-1» B 1957 rony, B AMepyKe Hauanuch pa3paboTKU HOBOI CUCTEMBI 1A
nepejadu gaHHbIX. Bce uconepmoBaHMA Beauch MOJ 3TUA0N  MMHMUCTEpPCTBa
oboponnl CIIA wu gepxanuch B raybouaitiieM cekpere. B cosgaHuM HOBOM
TEXHOTOTMY NIPMHMMA/IHN YyacTHe TeXHUYecKye KaeJphl TyULIIMX YHUBEPCUTETOR

CTpaHBbI.
B 1962 romy coTpyBHMK  MaccauyceTcKoro  yHMBepCUTeTa, IO
COBMECTUTENBCTBY paboTaBLINIT B YnpasneHun NepCNeKTUBHbIMA

MCCIeZOBaTeIbCKUMM NTpoekTaMy npu MuHncrepctse oboponsl CIIA (ARPA), —
Ixosed Jlmxnmaiigep — Tpemnoxun cBoé pellleHne npobaembl. JIukiangep
Io/Iaraja, 4YTO OCYLIECTBAATh CBA3b MOXHO 4Yepe3 KoMIbloTepbl. Ilop ero
PYKOBOACTBOM B 1960-e roppl Haudasach padoTa Haj NPOEKTOM, MOTYYMBLINM
HasBaHue ARPANET. [Tnanmupomanoch, 4to coollieHMs B Takoil ceTu OyayT
nepefaBaTbCs LIEIMKOM, HO MOJOOHAasA mepefada MMeNa HECKOAbKO CepbE3HbIX
U3DSHOB:  HEBO3MOXKHOCTb  B3aMMOZEHCTBMA  OOMBIIOTO  KOMMYECTBA
NOMb30BaTe/Iel, AOPOrOBU3HA, HeadpeKTUBHOE MCMOAb30BAHME HPOMYCKHON
CIIOCOOHOCTH  CeTH, HeCMOCOOHOCTh HOPManbHO (PYHKUMOHMPOBaTb IpU
paspylleHU) OTAe/IbHBIX KOMIIOHEHTOB ceTu. HaJl ycTpaHeHMeM 3THX HETOCTATKOB
ctay pabdorare yuéHmit u3 KamudopHuiickoro yHusepcutera — Ilon Bapan.
MTorom ero paboThl cTan HOBBII criocob mepefaun MHPOpMALMM — KOMMYTALI U
nakeToB. PakTUUIeCKM KaKpoe coodlieHre pasdMBanoch Ha HECKONMbKO MaKeToB,
KOKIDbIM M3 KOTOPBIX INEA K ajpecaTy IO CBOeMy KaHaldy. brarogapa atomy
TEXHUUECKOMY pelleHMI0, HOBasd ceTb IepefauyM [JAaHHBIX CTAHOBWIACh
NpaKTU4ecKM HEYA3BUMOIL.

B koH1e 1969 roga cocTosnoch nctopudeckoe cobbiTne — mo ARPANET 6puto
nepefaHo MepBoe coobLeHMeE.

Ceanc cBasu ocyuwectBnsnca Mexay Kammpopuuiickum u CreHdopackum
YHUBEpPCUTETAMU M YBEHYA/ICH YCIEXOM TOMbKO CO BTOPOI MOMDBITKH.



Hns toro uTobBl NepemaTh Ha paccTosHNMe 640 KM KOpoTKoe ¢1oBo «loginy,
noTpe6oBaIOCh MOATOPa Yaca. Ha TOT MOMEHT Kk ceTy ObITO MOAKIIOUEHO BCero 4
KOMIIBIOTEPA, PacONIOKeHHbIE B PA3HBIX YHUBEPCUTETAX AMEPUKMU.

ARPANET

3 LINCOLN

CARNEGIE \ 0, BBN

“‘\. HARVARD
0

MIT

Puc. 1 - Ceto ARPANET B 1970M ropy.

K Hawamy 1970-x Oblma HamakeHa 9MeKTPOHHAs TOYTA, MO3BOJAKIIAA
O0OMEHMBATHCA COOOLIEHUAMY BHYTPH CeTH. VI B 3TO >Ke BpeMs MHTepHeT IlepecTan
ObITb MCKIIOYMTEIBHO aMepuKaHCKoll cuctemMoit. K cetm mogkmroumnuch
yHMBepcuteTbl BenmkoOputanunm u  Hopeermm. [lo Mepe pocta umcia
KOMIIbIOTEPOB B CETH, MX B3aMMOZEICTBYE CTAHOBUIIOCH BCé Do/mee MEIJICHHBIM U
PacCMHXPOHU3MPOBAHHBIM.

HanaxxnpanueM MHTErpanyy KOMIIbIOTEPOB B €AUHYIO CETb 3aHA/CA elé OJMH
yuénslit, paboraBmmit B ARPA, — Buncron Cépd. Cépd paspaboran ama
NpPOTOKOMA: TNPOTOKOA ynpasaeHus nepepauveit (TCP); M ponomHUTenbHbIN
uHTepHeT-nipotokon (IP). Brarogaps copMecTHOI paboTe [BYX MPOTOKONOB, CTAIO
BO3MOXHBIM  HajnafuTb  CBA3M  MEXAY  MHOXECTBOM  KOMIILIOTEpOB,
PacIoNOXKEeHHbIX 110 BCeMY MUPY.

B 1980-e rogst ARPANET yike 6bUT [OCTATOYHO YIOOHBIM MHCTPYMEHTOM, C
MOMOLIBI0 KOTOPOr0 MeXZY co00if MOrIM oOIATbcsd YHUBEPCUTETH, Hay4HO-
MCCIefoBaTebCKIe TadopaTOpUN M MHCTUTYTHL. B 1984 roxy BO3HMKIA CUCTeMa
AOMEHHbIX MMEH. KaKgoMy M3 KOMIIbIOTEPOB, BKIIOUEHHBIX B CeTh, OBIIO
IIPUCBOEHO CBOE NoMeHHoe MMA. Co BpeMeHeM aTa cucTeMa M3MEHWIACh: IOMEeH
CTaJl TIPOCTO COCTABHONM YacTbhI0 MHOXKECTBA 3/IeKTPOHHLIX a7 PECOB, a He MMeHeM
KOHKPeTHOTO YCTpoiicTBa. 1 ynoOCTBa MMeHa IOMb30BaTels M TOMEHA CTalIK
OTAEAATD APYT OT APYyra CUMBOJIOM — @.

[TosgHee mMOABMICA U HOBBIA croco® oOLeHMS B CeTM: Bafesblibl
KOMIBbITEPOB MOTIU He MPOCTO MepechblIaTh APYT APYTY (paitisl, HO 1 00IIaTLCA B
pe>KMMe pealbHOTO BpeMeH! B cIleliMaJbHbIX YaTax.



Ins Toro 4yToOBI yHPOCTUTE 0OMEH 3/IeKTPOHHOH moutoit B 1991 roxy
NMOABWIACh IlepBasd COOTBETCTBYWINasA mnporpamma. OpHakKo Bcé 2TO BpeMsA
MHTepHeT ocTaBaica AUIIL HaOOpPOM KaHAJOB IS TepefauM JaHHBIX ¢ OJHOTO
KOMIILIOTEepa Ha APYIOM, M IOb30BAINCh UM TONBKO BeAyliye y4éHble EBpomnbl 1
CIOA. PeBOomOLMOHHBIM pellieHMeM, caenaBlUMM VIHTepHeT mOCTOAHMEM Bcex
BMafenblieB KOMILIOTEPOB, CTalO MOABACHME M OadbHelilllee pa3sBUTHE CHUCTEMDI
WWW.,

B Hauane 1990-x rogoB aHIIMITCKMIT PU3KK U TporpaMMuct Tum beprepc-JIn
Hadan paboTy HaJ OTKPBITOIN CHCTEMOI, KOTOpasa MO3BO/AIA Obl pa3Mell[aTh B CETH
pasnMUYHbIe DaHHbIE, TAKUM 00pa3oM, YToOB! 1106011 MOTB30BATEIE MOT UMETh K HUM
LOCTYI. VI3HauanbHO IIAaHMPOBAIOCH, YTO 3Ta CUCTEMA MO3BOIUT OOMEHMBATLCA
HY>XHOJ nHQopManueit yuéHbIM-pusukam. Tak NogBUIach XOpOLIO 3HAKOMas HaM
rnobanbHag cetb — World Wide Web (WWW). [Ins pasMelueHMs ¥ OMCKA TaHHBIX
B UMPPOBONM ceTu MOTPeOOBAIOCh CO3JaHME IOTMOTHUTETBHBIX WHCTPYMEHTOB:
npotokona nepenauu gaHHbIX HTTP aseika HTML. Hy a ganbuue. ..

/M BOT npollio ellle IBa MOMHBIX fecATHNeTHA. V] KOMM4ecTBO MOAKIIOYE€HHBIX
YVCTPOMCTB K ITI0OQMIBHOM CeTM — eAMHON cpele B3aMMOAENCTBUA Y)Ke Oonblie
MIWUIMapAa. 3HauMTenbHO Gonblie. Ha mopsagok. decaTb MMIIMApAoOB XOCTOB —

BOHpOC BpeMeHI/[.
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Puc. 2 - Komuuectso VIHTepHET-Y3/10B 110 BCEMY MUPY
(norapmdmuieckas 1mKana)



Ecnn B 19700M rogny, eije B nopy ctaHoBneHus ARPANET, 6vi10 yeThipe yana,
TO celfuac MX CTOJABKO, YTO MX KOAMYECTBO MOXKHO MOACYMTATL AMIUL IO
KOCBeHHBIM IpM3HakaM. [ Bceil 39ToM rpoManbl Heobxommmo  ObUIO
IpegycMOTpeTh NPOTPAMMHYIO, a KaK CAefcTBMe, M alNapaTHyK IUIaTgopMy
B3aMMOMENCTBYA, paboTapIlyl 10 efMHOMY INpu3Haky. M He mpocto
NpeRycMOTpeTh. .. A U BHeApuTh. Ha 6asnuce npegycTaHOBIEHHOCTH.

Benp, ewe, B kapukarype [Iutepa llTeitHepa, omybnukoBaHHoN 5 uions 1993
rojja Ha CTpPaHHUIAX TUTePATYPHO-IyOIMLNCTHYECKOTO exkeHemeTbHUKa «The New
Yorker» OBl MOIUEpKHYT caMblil MHTEPeCHBI aTpUOYT HOBOTO AB/IEHMS HAlllei
KU3HY, 3aKT0Yatelica B ¢pase: «B VIHTepHeTe HUKTO He 3HAET, UTO THI cOOaKa».

JaHHYI0 (pa3y MOXKHO MHTEPIPeTUPOBATh MO-pasHOMY. [IoHATHO, 4TO peyb
MIET He TONMbKO 00 aHOHMMHOCTM. HampalumMBawoTcs Kak BIOJMHE JIOTUYHBIC U
ABHbIE, TAK M HE COBCEM, a/TIeTOpUM U cyxAeHMA. Ho Mano KTo BcrmoMuHaeT, 4To
uMeHHO WWW gecakpaiusupoBaja po/b YeJIOBeKA B YIIPAaBACHUM — IO €Tro Ke U
COTTacHI0. BRIuMcIMTeTbHBIE MAIIMHDI O0IIAIOTCA MeXIY co00l JaXke TOTAa, KOTIa
MBI 00 3TOM U He IpOCUM. brmarogaputh 3a 3T0 HAZO OOLICTIPUHATYIO 3TATOHHYIO
Mofenb MexxceTeBoro Bsaumopelicteua OSI/ISO, u, TepMMH, M3BECTHDBII KaXKAOMY,
a MMEHHO «ITPOTOKO/».

g

©The New Yorker Collection 1993 Peter Steiner
From cartoonbank.com. All rights reserved.

“On the Internet, nobody knows youre a dog.”
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Korga peub upmer o gaHHON MOAeIM — TO B [OJIOBE HallpalllMBAeTCA IOUCK
AO/DKHONM aHamormu. JI14 cosgaHMA Xopollero accouuaTuBHOTO 3d¢dekrTa y
usydaroltero. Ho Tak yK IOMYyYMIOCh, UTO U€/TOBEYECTBO, CO3[AB [JOBOIBHO
61M3KMIT K M TbHOMY MeXaH}3M MHKAICYTANINM JAHHBIX, IpeJOoCTaBAeHUA UX Ha
HY>KHOM YPOBHE Pa3HBIM pecypcaM, He CMOIJIO pealn3oBaTh TaKoe Ha MpaKTHKe,
OTHAeMAaBLINCD, AABHEN, M COBEPLICHHONM ONMM3KO He IOXOXKei, NpU JeTanbHOM
PAcCMOTPEHMM, CUCTEMOM TOCYHAapCTBEHHONM BnacTM (mpakTudyecky moboit ns
COBpeMeHHBIX), M BOBCe, Kasanoch Obl, Hambonmee cXoxXeil, CHCTeMOI
TOKYMeHTO000pOoTa.

HecMoTpa Ha Oosbllioe 3HadeHMe [aHHONM CUCTEMBI, TeOPETUHYeCKOMY
OTIMCAaHUIO NPUHLUIIOB paboTnl Habopa CEeTeBbIX IPOTOKO/MOB,
B3aMMOJEHCTBYIOLINX APYT € ApyroM B pamkax mogenu OSI/ISO 6bino cyxpeHo
npefocTaBUTh He MHe. [Ipexkae 4eM 03HaKOMUTCA C COJIeP>KMMBIM JaHHON KHUTH,
peKOMeHAYIo cuuTaTh QR-Kof, paclonoXeHHbl Ha 3TO CTPaHUIIBL.

MpunoxeHns
Ha ceibMOM 3Taxe, Ha caMoi Bepxyluke aicGepra, oGUTaeT yposeHb

NpUNC:REHMIAl TYT HAXOQATCS CETEBLIE CITYKObI, KOTOPHIE NO3BOMNAIOT
HaM, K2K KOHEHBIM NONL30BATENSM, CEP(HTE NPOCTOPbI MHTEPHETA.

MpeacraBneHua

Ha wiecTomM yposHe TBOPUTCA Npeobpasosatme (JOPMATOs
COOGILIEHIH, TAKOE KaK KOMPOBAHHE MNK Ckatve. TyT kueyT JPEG U

CeaHcoBbIA

CeaHcoBLIA YPOBEHL 33HAMAETCA TEM, YTO YNPABIAET COSAMHEHHAMM,
WM MONPOCTY roBOPA, CeccuaMmu. OH ux paspusaeT. [oMHHTE MewM Rpo
«HE BbiNO HA EIMHOMO PA3PbIBA»? Mt nomuum. Tak BoT, ato 5
YPOBEHL NOCTapanca.

TpaHCNOpTHLIA

TpPaHCNOPTHLIA YPOBEHL, KaK MOXHO NOHATL M3 HA3BaHWA, obecneuneaeT
AAHHLIX N0 CETH. 3A1eCh ABE OCHOBHLIX POK — 38e3AH — TCPu

nepepaqy.
UDP. PasH1La B TOM, YTO PaanuyHLIA TPAHCNOPT NPUMEHASTCA ANA
Pa3HOi kaTeropum Tpadmea

KaHanbHbIA

Ha BTOpOM YpOBHE Mbi ONEpUPYeM NOHATHEM «(bpedive, WIH KaK eLle
TOBOPAT «Kafip». TYT NOABNAIOTCA NEPBbie WAEHTHMKATOPE — MAC—
anpeca OHU COCTOAT U3 48 GMT 1 BRIMA/IAT NPUMEPHO TaK
00:16:52:00:1f03

DUINYECKUIA

Ha nepeom ypoeHe moaend OS] npoucxoauT nepeaaui huanieckx
curHanos (TOKDB, CBETa, pS,ClHD) OT MCTOUHUES K NONYJYaTeno. Ha sTom
YPOBHE Mii ONEpHpYEM KabensamMm, KOHTAKTAMM B PaIbemax,
KO[IMPOBAHHEM S/IMHUL| M HYTIEl, MOJYNALWMEN W TaK fanee

TOCT P HCO M3K 7498
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CyKMTaR 3TOT Koo, " nepeﬁnﬂ Ha TIIopTan (DenepaHbHoro ATeHTCTBa MO
TCXHI/I‘{eCKOMyv PETYIUPOBAHUID U MCTPOMTOTHHN, Bbl IOJIVIHUTEC JOCTYIL K IIOJTHOMY
U3MOXEHNK CJICIVIOIIETO HAMMEHOBAHMA: «MH(i)OpMaLH/[OHHaH TCXHOTOTUA.
BaanMoceasb OTKPBITBIX CUCTEM. 6a3oBag aTalOHHAA MOIC/Ib. basomas MOIOENb»:

Pucynok 3 - Cogepxumoe QR-koma

¥ Bac Bce MOAIYIN/IOCh, W Bbl TIOMYHUMIN AOCTYII K IIOTHOMY MU3TaHHUIK
CTaHI[apTa? TOFI[E]. A Bac MO3JpaBIAK — TOMBKO YTO OBI JOCTUTHYT SaBepLLIaIOLLI,eﬁ
CTagnuu O6M€Ha, mponecc B3aMMOJACHCTBUA ABYX MalllMH, T.¢, IIPOLIJIOE 6a3oBoe
MEXMAIIMHHOE B3aUMOJEHCTBUE: MeXKOy BalllM CMapT(i)OHOM M 3KpPaHOM
MOHHTOPA KOMIIBIOTEPA (GCJII/I Bbl UNTACTE 3HeKTp0HHbII7[ BapHMaHT I/IS,HaHI/IH).
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§ II. Cetn: BAN, PAN, LAN, CAN, MAN.

KoMmnrploTepHad ceTb — 23TO COBOKYNHOCTh [IK M gpyrux ycTpolicTs,
00BbeIMHACMBIX BMeCTe ¢ MOMOIIBIO CeTeBBIX Kaenell TaKUM OoOpasoM, UTO OHHU
MOTYT B3aMIMOJEHCTBOBATDL APYT C APYTOM € Lelbld COBMECTHOTO MCIIOTb30BaHUS
MHPOPMALIMU M PeCyPCOB.

[TpuHATO  MMeTb  BecbMa  CTaHAAPTU30BAHHbLIC,  aKaJeMMU4YecKue
NpefcTaB/IeHNs O TUIIAX KOMIIBIOTEPHBIX ceTell. Mbl cunTaeM, YTO CeTU OTAMYAIOTCA
pasMepaMy M IO TOMOJIOTMYECKOMY MPU3HAKY: HEKOTOpble pasMelalnTca BHYTpU
OJHOTO 0(JCa, APYTIEe OXBAThIBAIOT HECKO/IBKO 3[1aHMIT M Ja)ke Bech 3¢eMHOII LIap.

CMer 3aMeTUTb, YTO JAHHBIM MOJAXOA K ONpefe/eHUI0 HeCKOIbKO yCTapenl.
BIHOBHMKOM 3TO cTan Hebe3bI3BeCTHRIN (PaKTOP, BLIPAXKEHHBIIT Kak 3aKkoH Mypa —
aMOMpUUIecKoe Hab/ogeHKe, M3HaYaaIbHO caenaHHoe [opgoHoM MypowMm, cornacHo
KoTopoMy (B coBpeMeHHON (OpPMYIMpOBKe) KOIMUECTBO TPAH3UCTOPOB,
pasMelllaeMbIX Ha KpUCTaJle MHTEIPANbHON CXeMbl, yABaMBaeTcA KaXable 24
MecALa.

Kasamoch 6b1 — mpuyeM TyT 370. [Ja 11 3aK0H, cOpMYTMPOBAHHBIN elile TOYTU
MoNBeKa Hasaj, YKe AAaBHO OCMapuBaeTcd B HayyHOM MMpe. B 4YacTHOCTH, B
nocaegHue  roabl.  Takoe — MHeHue  (opcupyerca  NpeMMYLLeCTBEHHO
NyOAMUMCTUIECKMMM U3TaHUAMM. M ¢ 3TMM coBepleHHO He cornaceH VMHCTHTYT
WH)KeHepOB 3/IeKTpoTeXHUKN U anekTpoHuku (IEEE).

YEAR OF PRODUCTION 2015 2017 2019 2021 2024 2027 2030
Logic devi iogy naming P70MS56 | P54M36 PazmM24 P32M20 P24M12G1 | P24M12G2 | P24M12G3
:‘;’:"“""’ Wodo Nenge” Labellay 1614~ | =11m0” 87" ~&5” ~an- 325" 215"
fnFET
fnFET finFET VGAA,
Logic device structure options FOSO 5 LGAA M3D VGAA M3D = VGAA M3D

..... PRS- —— ——

Sty e o g v SRS, QW SRS, QW SRS, QW SRS, QW SRB, QW
N-channol St sSi s 51, Ge sSi, sGe, IV 85, 5Ge, IV | sSi, sGe, NIV | sSi, sGe, IV
P channe! Si S1,5iGe Si.SiGe S1.5(Ge Ge Ge Ge
Channel formation Bch Ech, B Bch, 81 Bch, 1 Bch, 81 Bch, B Bch, B
Contact material Silicide Low -S8H Low-S8H Low -SBM Low -SBH Low -SBH Low-SBH
L]
Contact integr atron - - WAC WAC WAC
SCE SCE

Paras itics Paras itics
Main performance booster lhl:'w M::’( finHeiol " oht
Scaling focus Pert Power Power Power
Channel strain Yes Yes Yeos Yeos
S0 strain Yeos Yes Yeos Yeos

Quasi Quas i

Transpost sehame _ Ballis tic Ballis tic A~

Pucynok 4 - JopoxxHasa Kapta us 6pourtopsl [EEE no nporaosupoBaHuio
NpOROIKeHUs padoThl 3aKoHbl Miopa Ha 2015-2030 rr.
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A Befb CBA3b HANPALIMBAETCA OYEBMAHAA — TEXHOMOTMUECKUIT IIpoliece
M3TOTOBJICHUS MONYIPOBOJHUKOBDIX (/1) M34eNil U MaTepUaloB NPAMO CBSI3aH U
C CeTeBBIMM TeXHOMOTUAMU. IIpaBfa, po 3TO He XKelMawT yrnoMuHaTh. Hagedach Ha
CMEKAJIKY.

Ecnium  roBopuTh oOYeHb YOPOLIEHHO, BO3Bpalllasgch K apXHUTEKType
KOMIILIOTePHBIX CHUCTEM, TO IIpOLeCCOp, He HYXKAAWIIMIICA B KakoM-1ubo
NpeACcTaB/IeHNH, — 3TO MWIUIMAPIbl KPOIIEYHbIX TPAaH3UCTOPOB M 3MEKTPUYECKUX
3aTBOPOB, KOTOPBIE BKIIOYAITCA M BHIK/TIOYAKTCA IIPY BBITIOTHEHUH OTEepPaLiHii.

W, Hampumep, «7 HM TeX.IIpoLlecC» — 3TO pa3Mep 3THUX TPaH3UCTOPOB B
HaHOMeTpaxX. [InA MOHMMaHMA MAcIITaGOB CTOMT HANOMHUTb, 4YTO B ONHOM
MUWITUMETPe MWUIMOH HAaHOMETPOB, a 4eJOBEeYeCKMI1 Bonoc TommuHon 80000-
110000 HaHOMeTpoOB. TpaH3UCTOPOM, HANOMHIO, Ha3bIBAT PAagUO3ACKTPOHHDIN
KOMIIOHEHT U3 MONYIPOBOAHNKA (MaTepual, y KOTOPOro yhenbHast MPOBOAUMOCTD
MeHAETCA OT BO3JEeNCTBMA TeMIlepaTypbl, PasIMYHBIX M3IyYeHMI M IIPOYETO),
KOTOPBIN OT HeGONBLIOTO BXOJHOIO CHMIHasMa VIpaBiaseT 3HAYMTETbHBIM TOKOM B
BbIXOJHOMN Lenu. OH UCTIONB3YEeTCA IUIA YCUAEHUA, TeHepUPOBAaHNA, KOMMyTaluu 1
npeobpa3oBaHuA 3MeKTpHYecKUX curHanos. Ceffuac TpaH3UCTOP ABIACTCA OCHOBOI
CXeMOTEXHUKU IOJAABAAKLICTO OONbIIMHCTBA 3MEKTPOHHBIX KOMIIOHEHTOB I
MHTerpanbHbIX MUKpOcXeM. Pasmep TpaHsKuCTOpa ONE3HO 3HATD CIIeLMAIUCTaM JJ1s
OLICHKM IIPOU3BOIMUTEIBHOCTH KOHKPETHOTO IIpPOLleCCopa, BeOdb YeM MeHbIlle
TPaH3UCTOP, TeM MeHblle TpedyeTcs IHepTUM I ero padoThl.

CobcTBeHHO, TONMBKO Orarofapsa IOCTYIATEIbHOMY PasBUTHIO B 3TOM
Halpap/leHUM, B YCUIUAX O YMEHbLUIEHUI0 TEXHOJOTMYECKOIo Mpolecca, cTal
BO3MO>KHDIM ITOJTHOLIEHHBII 6ecTIpoBOAHON 0OMEH B paMKaxX TeXHOIOTHI ceMelicTBa
GSM/3GPP/LTE. A opHokpuctanbHble cucTeMbl (SoC) - 37MeKTpOHHbIE CXEMBI,
BBIMIONHAKIINE (PYHKLMM LEJIOro YCTPOMCTBaMM pa3MellléHHble Ha OIHOI
MHTETpaZbHOI cXeMe ¢Taly TaKMMM NONyAApHbIMU (puc. 5).

4G: - Chips needed: 5G vs 4G

snapdragon (All pictures are to scale)

Snapdragon 855
SoC

Qualcomm
snapdragon
Snapdragon 855  Snapdragon x50 QTMO052
SoC Modem antenna modules

Puc.5 - SoC ¢ noamep>kKoi 6ecmpOBOIHBIX CETEBBIX TEXHOIOTUI
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CerofHda, B 2020 romy Ha KpOXOTHOH IUIOLIAJKe B 49mm? (Qualcomm
Snapdragon 855) moMenjaeTcsa NOMHOLIEHHAsA KOMIbIOTEPHAs cucremMa. Vl gaHHBLI
npenctaButens SoC uHTerpupoBaH B cMapTdoH. He B crenmanmnsmpoBaHHOE
YCTPOIMCTBO, a B OOBIYHBIN cMapTdoH. B HeM ecTb BCE, UTO ecTh B OOBIYHBIX
koMmnbloTepax — CPU, GPU, RAM, ROM u MHoroe ppyroe: oT NOMHOLEHHOM
peanusany KOHTPO/IEpa OMEepaTMBHON MaMATH, CUTHaIbHOro mpoueccopa (DSP)
1 0o conponeccopa obpaboTkn u3odpaskeHUit (puc.6).

7 Hm (TSMC)

64 6uta

8 agep Kryo 485 (1+3+4)

1 appo Cortex A76 no 2,84 Ty,

3 appa Cortex A76 no 2,42 Ty,

4 appa Cortex A55 o 1,8 Iy,

LPDDR4x 4-kaHanbHblli (64 6uTa)

2133 Mru, go 34,13 Ib/c

Do 16 T6

Adreno 640

384 agpa

DirectX 12, Vulkan, OpenGL 3.2, OpenCL 2.0

=1 TFLOPS (FP32)

4K BHyTpeHHWiA, 4K BHewHui (8o 2 wr.), HDR 10+, o 120 Hz

Hexagon 690

Spectra 380, ABOIHOMN, 14-6UTHbII cUrHan

AnnapartHoe YCKOpeHUe MaLLUHHOTO 3peHUs

OpauHo4Has — a0 48 Mn (c MFNR, ZSL)

[eoitHas (ogHoBpemeHHasa paboTa) — ao 22 unm 16+16 Mn (c MFNR, ZSL)
MakcumanbHoe paspelenune — 192 Mn

[o 4K 60 FPS, apdekr boke, HDR10, HLG, Rec. 2020

Slow-Mo 720p 480 FPS

H.265 (HEVC), H.264 (AVC), HLG, HDR10, HDR10+, VP8, VP9

GSM, HSPA, CDMA, LTE Cat 20 go 2 réur/c (3arpy3ka) / Cat. 13 go 384 M6ut/c (nepeaaya)
MopaepKa AUCKpeTHoro mogema 5G Snapdragon X50
802.11a/b/g/n/ac/ad/ay/ax-ready, guanasoHbi 2,4, 5 1 60 My, ao 10 M6ut/c
5.0

GPS, BeiDou, Galileo, QZSS, IMTOHACC, SBAS, AByX4aCTOTHbIM

3.1

4+

Puc.6 — Xapakrepuctukn SoC Qualcomm Snapdragon 855

W uto Hanbonee BaxxHO — faHHaA SoC MMeeT Ha CBOeM MUHMATIOPHOM OOPTY
ucrnpapHo  paborarowwuit  TaHAeM ~— M3 YCTPONCTB,  NPeACTABAAIOIUX
MHPOPMALMOHHBIIT 06MeH mocpeacTBoM TexHonoruit: Bluetooth (IEEE 802.15.1),
Wi-Fi (IEEE 802.11), LTE (4G), u 5G. Kaxercsa, 4uTo Bce 3TO BpeMsA MBI
HeJOOLEHMBATH CMApTQOHBI, MpeHeOPeKUTETbHO OTHOCMIMCH K  HOCHMOIM
a/MeKTpoHuKe. Heob6XomMMO [aTh Tpe3BbIf OTYET TOMY, YTO ¢ TOYKM 3peHMA
AeTaMM3MPOBAHHOTO MOAXOMA K ONpefeNeHNI0 ponu MPpakTUIecKu Toboro ragxera
nosBMIach Oonbllasg M CTPeMUTENbHO YBeIMuMBaloljadcad MHGopMaLMoOHHad
sHTpormusa. M obwasa npobnema sakmoyaeTcs B TOM, YTO He0OXONIMMO TPaKTOBaTh
CMapTQOHBI, YMHBIe 4achl, ycTpolicta loT Kak  caMocToATenbHbIE

I/IH(I)OpMaLI,I/IOHHbIe CUCTEMDBI, CAMOOPTAaHU3VIONIUECH ceTu!, a He TOMBKO KakK
OKOHEYHBIC V3/IbI.

! Camoopranusyromascs CeTb — CeTh, HE MMEIOIAs OTPEIENIEHHOM CTPYKTYPbI, MEHSIOIIAACS U
pacrpenensiiomas (QpyHKIMA MEXIy Y3JdaMd NPH HOAKIIOYEHWH HOBOTO YCTPOMCTBA, MU3MEHEHUH
XapaxTepa Tpaduka u T.JI.
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B MHOA3BIYHOI THMTepaType TAHHLI Ipofen B MO3HAHMM PAMOK CEeTeBOrO
VH>XMHUPUHTA ObUT PellleH 3a CUeT BHEAPEeHMS NOMOMHUTENbHBIX TUIIOB ceTell (1o
TepPUTOPHATbHOMY IIPU3HAKY).

Ha paHHBII MOMEHT IPMHATO OEIUTh BCE CETU IO BHIIIENEPEYMCTIEHHOMY

MPU3HAKY Ha Cegyolye TUIB! (MOABUABI), KOTOPbIM M HeoOXoZMMO AaTth Gonee
AeTaNTbHYIO XapaKTepUCTUKY B aKTyanbHOM (hopMarte:

BAN (Body Area Network — HaTelbHasd KOMIIBIOTEPHAasA CeTb) — CeTb
HaJeBaeMbIX MM UMIVTAHTHMPOBAHHBIX KOMIIbIOTEPHBIX YCTPOVICTB.

PAN (Personal Area Network) — mepcoHanbHasa ceTh, IpefHasHaueHHasA A4
B3aMMOIECTBUSA Pa3NNUHbBIX YCTPONCTB, IPUHALIEKALLMX OTHOMY BIALeNbLy.

LAN (JIBC, Local Area Network) — nokanbHble ceTH, MMEROLIIE 3aMKHYTYIO
MHQPACTPYKTYPY OO BBIXOAA Ha MOCTABIUMKOB ycayr. TepmuH «LAN» moxer
OMKCBIBATh M MAICHbKYIH O(MUCHYI0 CeTb, M CeTb YpPOBHA OONMLLIOTO 3aBOJA,
3aHMMAIOIIETO HECKOJIBKO COTeH TeKTapoB. JloKa/lbHble ceTH ABIAAITCA CeTAMU
3aKpBITOTO TUMA, OOCTYIL K HUM paspelléH TOABKC OTPAaHUYEeHHOMY KpYTY
TIOJIb30BaTeNel, 1A KOTOPBIX paboTa B TAKOI CeTU HeOCPeACTBEeHHO CBsI3aHa ¢ MX
npodeccuOHaNbHON JeATeNbHOCTDIO.

CAN (Campus Area Network) — xaMmnycHas ceTb, 00 begMHAET JNTOKalbHble
ceTy OTU3KO pacTonokKeHHbIX 3gannit. Juanason CAN coctaBnser ot 1 KM 0 5 KM.
Ecnu gBa 3gaHMA MMEIOT OJVH M TOT >Ke IOMEH, M OHU CBA3aHBI MEX[Y COO0I CeTho,
To 910 Oymer paccMaTpuBarbca TonbKo Kak CAN. Xote m CAN B OCHOBHOM
MCTIONB3YeTCS IS KOPIIOPATUBHBIX KaMITYCOB, KaHasI Nepefadyy JaHHBIX OyIeT UMeTh
BBICOKYIO CKOPOCTb.

MAN (Metropolitan ~ Area  Network) —  ropoackme cetm  Mexay
YUpPeXOCHUAMU B ITpefie/iax OGHOTO MM HeCKOIbKUX TOPOAOB, CBA3LIBALIME MHOTO
JTOKaJAbHBIX BBIYMCANTENBHBIX CeTeH.

WAN (Wide Area Network) — rnobanpHas ceTh, MOKpbIBawLIas OONbIINe
reorpaduiuecKiie perMoHbl, BKIOYAOINe B ceOs KaK TOKabHble CeTH, TaK U Mpodue
TeeKOMMYHMKALIMOHHbIe ceTH U ycTpoiicTba. [Ipumep WAN — ceTn c koMmMyTaLuen
naketoB (Frame relay), 4depes KOTOpyH MOIYT «pasroBapMBaTb» MexXay coboil
pasnMyHble KOMIBIOTepHble ceTH. [oOanbHble CeTM SBASIOTCA OTKPBITBIMM U
OPMEHTUPOBAHBI Ha 0OCTY)KMBaHME TIOOBIX MOMb30BaTeeH.
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https://ru.wikipedia.org/wiki/%D0%9B%D0%BE%D0%BA%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/Campus_Area_Network
https://ru.wikipedia.org/wiki/%D0%93%D0%BE%D1%80%D0%BE%D0%B4%D1%81%D0%BA%D0%B0%D1%8F_%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C
https://ru.wikipedia.org/wiki/%D0%93%D0%BB%D0%BE%D0%B1%D0%B0%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D0%B2%D1%8B%D1%87%D0%B8%D1%81%D0%BB%D0%B8%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D0%B0%D1%8F_%D1%81%D0%B5%D1%82%D1%8C

BAN : HarenbHble KOMIBIOTEPHDIE CETU

Bonpmoit mnporpecc B (U3MOMOTMYECKMX aIIapaTaX, MaJIOMOIIHBIX
MHTEIPUPOBAHHBIX  CXeMaXx M OeCIpOBOAHBIX KOMMYHMKAOMAX — Chesnail
BO3MOYXHBIM HOBO€ MOKOJIEHMEe T.H. OeCIPOBOJHBIX CEHCOPHBIX CEeTeil, HBIHEe
UCHONb3YeMBIX I TAaKMX Le/lell, KaK MOHMTOPUHI NpoOOK, ypoKasd,
UHPpacTpyKTyp U 300poBbA. laTenbHasd KOMIIbIOTEpHAsA CeThb IIO3BOJIAET
IPOBECTH HELOPOTOM UM INPOJO/KUTENbHBII MOHUTOPUHI Tela B PEATbHOM
Bpemeny duepe3 VHTepHeT. HeckonbKo MHTENNEKTYaNbHBIX (PU3UOMOTIYECKMX
aNmapaToB MOryT ObITb MHTErPUMPOBAHbl B HA[eBAEMble YCTPONCTBA, KOTOPDIE
MOTYT  MCIONB30BATbhCA  ANA  KOMIIBIOTEPHON  peaduiIMTauum  JIN
3abmaroppeMeHHOro  oOcneoBaHMsT  COCTOSHMA 30POBbA. JTa  061acThb
OCHOBBIBAETCA HA BO3MOKHOCTYM MMIUIAHTALMM O4Y€Hb MAIEHbKMX [JATYMKOB
BHYTPb 4e€JOBEYECKOTO Tesla, KOTOPble O4YeHb YAOOHBI M He HapyLAT
HOPM@/IDHYK [I€ATENbHOCTD 4€/10BEKA. VIMIUIAHTUPOBAHHbIE B TEIO AIIIAPAThL
OYZYT OTCIEXKMBATL pPasAUYHble (UINOTOTHYECKME M3MEHEHU:A, YTOODI
KOHTPOJIMPOBATh  COCTOAHME 340POBbA  NALMENTA HE3ABUCHMO OT  €ro
MeCTOIO0KeHMA. ITa MHPopManus 6yneT nepegana o 6ecIpoBOZHOMY KaHaiy.
Yerpoerso  OyieT MIHOBEHHO I€PefaBaTb BCXO MHPOPMALMIO B  PeXMUMe
peanbHOrO BpeMeHM BpadaM BO BceM Mupe. Ecnum oOHapykeHa 3KCTpeHHas
CUTyaLuA, Bpauy cpasy ke HpoMHQOPMUPYIOT IALMEHTa YePe3 KOMIbIOTEPHYIO
CHCTEMY MOCPEACTBOM OTIPABKU COOTBETCTBYIOIIMX COOOLICHNIT MM aBapUITHBIX
CUTHQIOB. XOTH TEXHOJIOIMS BCe elé HAaXOOMUTCS B CBOel HadaJIbHOM CTaguy, OHAa
IIUPOKO MCCIEAYIOTCA, U TMOCe €€ NMPUHATUA OKMIAeTCs NMPOPBIB B 0OTAcTU
3IPaBOOXPAHEHMS.

BAN ycrpoiictBa MOryT OBITb BCTPOEHBL B TenO, UMIUIAHTHPOBAHEL,

IPUKPEIUIEHBl K [IOBEPXHOCTM Tejla B (DUKCUPOBAHHOM [OJIOXKEHUM WIN
COBMeEIEHDbl ¢ YCTPOICTBAMM, KOTOpPble NIAM HOCAT B PasAMYHBIX MecTax (B
KapMaHax, Ha PyKe WK B CyMKax). HecMoTps Ha yMeHblIeHMe pasMepa yCTPOICTE,
T.K. CETY, COCTOSIIINE U3 HEeCKONbKUX MUHMATIOPHBIX ceHCOPHBIX Onokos (BSU),
OOBEeIMHSIIOTCST ¢ eIMHBIM LeHTpaibHbiM Ookom Tena (BCU) YCTPONMCTBA
pasmepom Oonee peuumerpa (wianiwers, KIIK), no-npesxknemy urpaior 601bL1y0
POJIb, BBICTYTIas, B TAKOM C/Iy4ae, KOHLIEHTpAaTOpaMu MHGOpMAIU, IPefoCTABIAA
I1OJ1b30BATE/ILCKII MHTepderic st 0630pa u yupasiedus BAN npujioxxenusimu
«Ha MECTE».

Paspaborka texnonornn BAN Havamace eie B KoHue 90X rogoB npoLioro
BeKa Ha OCHOBe MIeM JCTIONb30BaHMA OeCIPOBOAIBIX IEPCOHANBHBIX CeTell A
peann3aluu CBA3YU «HAY, «PALOM», U «BOKPYI» 4€/I0BEYECKOro Tea. QKoo gecsitn
mer cnyctsa TepMuH BAN cran 0003Ha4YaTh CUCTeMBI, TI€ CBS3b MOMHOCTHIO «B
pefennax», «<Ha» WIN «B HEHOCPEICTBEHHOM OMM30CTH» OT Ye/I0OBEYeCKOro Tea.
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BAN MOXeT KCII0/1b30BaTh OeCIIPOBOLHbIE TEXHO/IOTUN B KAYECTBE LI/IFO30B
OAA JOCTIDKeHMA OONBIIMX paccTosnumit. Yepes LIIIO3bI MOXKHO COeIMHATD
HajeBaeMble Ha Ye/I0BeYeCcKOoe Teslo yeTpolicTa yepes Mureprer. Takum obpasom,
Mel. PabOTHMKM MOTYT IOAYYMUTh [OCTYI K [JAaHHBIM O IALJEHTe OHJIANH,
UCIIONB3Ysl VIHTepHET BHE 3aBUCMMOCTY OT MECTOIOJIOKEH N TIaMEeHTA.

Air quality \' )

Heart rate, HRV

v Respiratory rate,
, tidal volume
\

\
}
|
I
I

SaO2
i Gateway

00 00 000
Wearable biosensors
Puc.7 - BAN kak Hocumaa (Wearable) TexHomorus

Ilepponayanbuble NPUMEHEHUs HATEIbHOM KOMIIBIOTEPHON CeTH Tena
IpeXAe BCEro OXULAKTCH B 00acTM 31PaBOOXpaHeHUs, OCOOEHHO s
HEMPEPbIBHOIO MOHMTOPMHIA M 3allMCM Ba)XHBIX [AHHBIX O IIAlMEHTaX,

CTPAJAUINX OT XPOHMYeCKMxX 3abomeBaHmii, Takmx Kak puaber, acrma o

cepaeyHble IPUCTYILI (CM. puc.7).
HatejibHasi KOMIIDIOTEPHAS CETb MOKET IIPELyIPesuTb 110 ceTy OONBHULY

[aKe Mpeskie, 9eM y HaLMEeHTa CIYYUTCA CepAeYHBIN IPUCTYIL, IYTEM CIEKEHHA 32

BAa>XKHBIMHW M3MECHECHMAMNM YCTOBCKA.
TaK}Ke, TEXHOJIOTMA TO3BOJIACT dBTOMATUYECKN BBOIUTD MHCYIMH O0/IbHBIM

,[LI/IaﬁeTOM, KaK TOJIBKO YPOBCHDb MHCY/IMHA CHIKACTCAH.
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TexHO/MOIMsT TaKxXKe InpuMeHnMa B CIIOpTE, BOCHHOM [¢€/I€¢ W/IM OXpaHe

0€30MacHOCTH!.

HPOJIBI/I}KEHllle TeXHOJIOTMM B HOBBIX OOJAacTAX [MOMOYKET

HecrpoBOAHBIM 0OMEHOM MH(pOpPMALMeH 1 MEKAY TI0LbMU M MALIMHAMU.
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| (ISO/IEEE 11073)
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Emergency
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MH Services )
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Physician

Caregiver

\

Standard 1

l) HL7 FHIR'

Standard 2

* HL7 FHIR standard messages
(HTTPs actions)

Standard m

&
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JZ’%” 77

Hospital information system 1

78

Hospital information system 2

Hospital information system n

Backend EHR systems /

Puc.8 - Mudonornveckas kapra npuMeHeHns BAN TexHonoruit B MegMIIMHe
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Ha pucynke 8, nmokasaHa Mofenb B3auMopeicTBusa Mexxay Tpemsa BAN/WBAN
M HeyKa3aHHOI B IBHOM BMie, HO IBHO Oojiee IMoOaTbHON (110 TeppUTOPUATBHOMY
NIpM3HAKY) CeTH, T.¢ MH(POPMALIMOHHON CUCTEMbI, B KOTOPOI, B YIIPOILEHHOM BlAe
IJIABHBIM MH(OPMALMOHHBIM CYOBEKTOM SABASACTCA BHMAOBasg COCTABIAKINA TPEX
TUIOB 3/MEKTPOHHON MEOULMHCKON KapThbl, KOTOpble ONpefe/neHbl Ha PUCYHKE MO
clegyrLuM abopeBuaTypam:

Electronic Health Record (EHR) — xpaHuT nH}popMaino OTHOCUTENBHO BCeX
MeIMLMHCKUX 3a00eBaHuil, XpaHUTeneM SBIAETCA CIIeLHaTbHO aBTOPHU30BAHHBIN
neHTp (Health Authority). MegunuHckue 3anmucu ABIATCA OQULIMATbHBIMU
IAHHBIMU, MOTYT OBITb JOCTYIHDI /11 APYTMX aBTOPU30BAHHBIX LIECHTPOB M MOAOOHDBIX
NpefcTaBUTeNel MeJULMHCKIX YCIYT, @ TaKKe 1abopaTopuil, ToC. yUpeskKAeHUI U T.11.
A4 YIYYLLECHUA KayecTBa 3JpaBOOXPaHeHU .

Electronic Medical Record (EMR/MH Services) - XpaHMT wHHpOpMALnio
OTHOCHTENbHO KOHKPeTHOH MeNMIMHCKON obmacTu (Hampumep, CTOMATONIOIVA),
XpaHMUTeNeM SBAACTCA KIMHMKa WIM HpakTHKyoomuit Bpad. OOBYHO 9TO
3/MeKTPOHHAasA Bepcus MCTOpUM OOJe3HM MalUMeHTAa B JaHHOM KOHKPETHOM
VUPEKICHUU.

Personal Health Record (PHR) - xpaHMT Kakyo-TO MeIULIMHCKYIO
MH(pOpMaLMIo, XpaHUTe/eM, a TOUHee OTBETCTBEHHBIM 3a IOJTHOTY M KadyecTBO
MHPOPMALIMHK, ABIACTCA CaM MALMEHT (MM ero IpeAcTaBUTeNd, HAlpuMep, 4ieH
ceMbH ).

JaHHasg cxeMa ABAAeTCA MPUMEPOM MPAKTUUYECKON peanyusaluui ceTH TAaKOro
mtaHa. Bee Te xe, kmaccuueckne HTTP-3anpocsl, K1MeHT-cepBepHas apXUTEKTypa U
TOMOIOTMYeCKast OpraHmnsauus.

[Ipo6nembl ¢ UCTIONb30BaHUEM TeXHONOTHI U pellleHnit Ha 6ase BAN moryr
3aK/ITI0YaThCA B:

BsaumogencTtenm: BAN CHUCTEMBI TOTKHBI obecreunBaTh
OecnpenATCTBEHHYIO Mepefavy AaHHDLIX uepe3 CTaHZapThl Takue, Kak Bluetooth,

ZigBee u T1. p., 4Tobbnl cnocobcTBOBaTh 0OMeHy uHQoOpMauMeil MeXny
B3aMMOACHCTBYIOLMMI YCTpolicTBaMM. KpoMme TOTo, 3TM CHMCTEeMBl BOMKHBI OBITDH
MacTabupyeMpIMu, obecrieunBaTh 3Q¢eKTMBHBIN IepeXol MeXKAY CeTAMM M
npefIaraTh HeIlpepbIBHOE COeHEHNE.

B cucreMHbIX yeTpoticTBax: JJaTumky, ucnonbayemble B Wireless BAN gomxHbI
OBITb HM3KOI CTTOKHOCTHU, HeOOIbLINE TIO Pa3MEPY, JIETKUE B Bece, MOLIHbIE, JIETKHE B
MCMOMb30BAHUM U MepeHacTpauBaeMble. KpoMe TOTo, yCTpOICTBa XpaHEHUS JaHHBIX
NOMKHBL  O0NerYuTh OUCTAHUMOHHOE XpaHeHUe YCTPOMCTB U IPOCMOTP 3a
MaLMeHTaMH, & TAKXKe JOCTYN K BHEIIHMM CpefcTBaM oOpaloTKM M aHanusa uepes
VHTepHeT.

B cucTeMHOMt M anmaparHo# OesomacHocTH: TpeGyloTcsa 3HAaUUTeNbHBIE
ycunus, 4To6nl caenatb BAN 6ezonacHo 1 TOUHOM. MBI OMTKHBL OBITh YBepPEHDL, UTO
AaHHbIE O NMal¥eHTax He MOTYT MepenyTaThes.
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B BTOp)XeHMM B NMYHYI0 XKM3HB: JII0OM MOIYT pacCMAaTpMBaTh TeXHOIOTUIO
BAN kax MOTeHLMANbHYIO YTPO3Y IJI MX CBOOOIDI, €CNM UCCAeIOBAHN BBIMAYT 3a
paMKM 6e30TMacHOCTY 310poBbA. O0IIecTBeHHOE IIPHU3HAHNME CTasI0 ObI KITIOUOM K 3TOIT
TeXHO/IOTUY, HaXOoOAIIMUM OoJiee LIMPOKoe IPUMeHeHe.

B nmposepke (ompoce) partumka: PacnpocTpaHeHHBIM — YCTpoMcTBam
30HAMpPOBAHUA CBOMCTBCHHBI anrapaTHble M ceTeBble OIpPaHMuYeHUA. ITO MOXKeT
NpUBECTM K OWMOOYHBIM [AAaHHBIM, MepegaBacMbIM OOpaTHO K KOHEYHOMY
nonb3oBarenio. ViMeer repBocTeleHHOe 3HaueHMe, OcCOo0eHHO B ofmacTu
30paBOOXPAHEHMA, TpOBepKa IOKa3aHMIl AaTUMKOB. brarogapa sToMy MOXKHO
COKPAaTUTh 4YMC/IO JIOKHBIX CO3JaHUI CUTHA/IOB TPEBOTH M OIpefe/NTh BO3MOYKHbIE
crmabple MeCTa B paMKax allapaTHOTO U MPOTPaMMHOTO o0ecTiedeHM .

B cormacoBanHocTM paHHbIX: [laHHBle, HaXojALMecHd Ha HECKOMLKUX
MOOMIBbHBIX YCTPOIMCTBaX M OeCIpOBOJHBIX ammapaTtax MalMeHTOB, SO/KHBI ObITh
coOpaHbl U poaHanusupoBaHbl. B BAN »ci3HeHHO BaXKHble JaHHbIe TAl[MeHTa MOTYT
MPOXOIMTh Yepe3 MHOXECTBO V3/IOB, ceTell M KommbloTepoB. Ecnmm MoOmmbHOe
YCTPOMCTBO NMPAKTUKYIOILErO Bpaya He COAEeP>KUT BCIO M3BECTHYIO MHPOPMALINIO, TO
KaueCcTBO MEJULMHCKON OMOLIY MOXKET CHU3UTbCA.

B BMemartenncTBe: HecnpoBofHasg CBSA3b, MCMONb3yeMas O DATUYMKOB Tefa,
AOKHA MUHMMM3UPOBATD ITOMEXM U MOBBICUTD COCYILECTBOBAHUE Y3/I0B CCHCOPHBIX
YCTPOMCTB € APYTUMU CETEBBIMM YCTPOICTBAMY, ZOCTYIIHBIMU B OKPYXKAIoILlell cpefie.
AT0 0coBeHHO BaXKHO I pealTu3aliy KPYIMHOMAcIITabHBIX cucTeM BAN.

B ympaBnenun pmaHHbIMM: BAN reHepupyeT maHHBIe B OOMbLIMX 00DBEMAX,
MO3TOMY VIpaBileHue MHpOpMaLueil UMeeT MepBOCTEIICHHOE 3HAYCHNE.

[ToMuMO anmapaTHO-OPUMEHTUPOBAHHBIX 3afad, CACAYIOLMEe BOIPOCH,
Kacawlecs YenoBeKa, JOMKHbBI YUUTLIBATLCS B pasBuTtum BAN:

CrouMocTb: B Hamm 1HM TIOTpeOUTENM OXKMIAIOT HMU3KUX ILeH i
MOHUTOPMHTA 300POBbsA, KOTOpPbIe JOMKHBI COMETATHCA € BBICOKUM (PYHKIMIOHAIOM.

[TocTosAHHDBIT  MOHUTOpUHI: [lonb3oBaTensaAM  MOTYT  NOTPeGOBATHCA
pasnuyHble YPOBHM MOHMUTOPUHIA, HANpuMep, TeM, KTO IOJBEpkKeH PUCKY
M1IeMIYecKolt 60me3Hu, Heobxonumo, uTobsl BAN noctosHHO paboTai, B TO BpeMs
KaK IPYTMM TPYIIBI pUCKa MOKeT NOTpeboBaThca TONbKO KOHTponb BAN’a, korga
OHM XOJAT WIM [ABUTAKOTCA. YpPOBeHb MOHMTOPMHTA BIMAET Ha KONNMYECTBO
TpeOyeMoil SHepIMM U OIpefe/IeHHbII 3apAl IHePTUNL.

Pasmemenne: BAN pgomkeH OBITh YHOOHBIM [/ HafleBaHUA, JIETKHM,
HeHaBA3YMBbLIM. OH He [O/KeH M3MEHATb TOBCEOHEBHVIO eATEIbHOCTD
MOMb30BaTeNA, 0OpeMeHATh ero. TeXHOMorMs OO/HKHAa B KOHEYHOM cyeTe ObITb
yBOOHOI /1S TOMb30BaTeN s, BEIIOJIHATL CBOM 3aJauil MOHUTOPMHTA 0€3 ero BeJoMa.

[IpousBoguTenbHOCTh:  [lpomspogurenbHocTh  BAN  gomkHa — OBITBH
CTaOMIPHONM. VI3MepeHMs HaTYMKOB JO/KHBI OBITh TOYHBIMH, Jake ecnu BAN
BBIK/TIOUAeTCS M BK/IIOYAeTCA CHOBA. DeCIpOBOOHBIe KaHATB! CBA3YM HODKHBI OBITDH
HaJIe>KHBIMU M paboTaTh MOJ PasIMYHBIMU CpejaMy NOIb30BATEMCH.
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TakuM o6pasoM, HaTelbHble KOMIDBIOTEpHBIE CeTHM — MO-IpPeXHeMy
MpeporaTUBHbBI AN OyAyLIero, A TEXHOMOTHIT 3aBTpaluHero aHA. Ho TexHm4eckoe
permaMeHTHpoBaHMe MHPOPMALMOHHOTO B3aMMOJENCTBUA B OTHENbHBIX OTPac/iaX
y)Ke BIIOMIHE JOCTYIIHO He TOMbKO A1 0003peHMsA, a M IIA NPOeKTUPOBOYHON U
IIyCKO-Hanafo4yHoIl geatenbHocTu. Kak nanpumep, cemerictso crangaptos IEEE/ISO
11073:

QENEPANBHOE ArEHTCTBO

NO TEXHAYECKOMY PEMNYNUPOBAHMIO U METPONOIMM

FOCTP
HAUMOHANBHLINA 56844—
CTAHAAPT 2015
POCCUACKOM /ISO/IEEE
PERRFALNN 11073-20101:
2004

UHcdopmaTnsaums 3q0poBLA

UH®OPMALIMOHHOE B3AUMOOEUCTBMUE
C NEPCOHANBbHbIMXU MEAVMLUMVNHCKUMU
NMPUBEOPAMMU

YacTte 20101

Mpuknagusie npocdunu. Baszosbin cTaHaapT

(ISO/IEEE 11073-20101:2004, IDT)

HMaganme opuumnanumoe

Mocxsa
Cranaaprungopm
2016

Puc. 9 - Crangapthl koMmriekca [SO/IEEE 11073 onpenensioT B3auMOCBA3b
MeXKIY MeIULMHCKMMU TPUOOPaMU M BHEIITHUMM KOMITBIOTEPHBIMM CUCTEMaMHU
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O6wme nonoxenns cbepor npumenenusi WBAN (BAN) orpaxenst B
crangapre IEEE 802.15.6.

Crangapt IEEE 802.15.6 HAllpaBJIeH Ha obecrieuenue
KOHQUIeHIVATBHOCTH, ayTeHTH(IKanmmy, LIe/IOCTHOCTH, 3aLIUTHL

KOH(PMAEHMATBbHOCTU M 3AIUTBI BOCIIPOU3BefeHust. Bee y3/bl ¥ KOHLIEHTPATOPDI
IIOJKHBL BBIOPATDh TPU YPOBHA 0€30IIaCHOCTY: He3allNIeHHasA CBA3b (YpoBeHb 0,
ayreHTHpUKanusa, Ho Ge3 mmdposanusA(yposeHb 1) u ayreHTMdUKaums u
mudpopanue (ypoBenb 2). B mponecce comocTaBienusa 6e30MacHOCTH y3€I U
KOHLEHTPATOpP  [JO/DKHBI  COBMECTHO  BbIOpaTb  NOOXOAALIMI  YPOBEHD
6e30ITacCHOCTH.

Bce ysnbl u KoHueHTparopnl B WBAN [0/DKHBI HPONTU ONpeeneHHble
sTanbl Ha ypoRHe MAC mepen o6MeHOM JaHHBIMU. A accoualus MO BOIIPOCAM
6€30ITaCHOCTH 3TO IPOLeAypa A1 UACHTUPUKALMK Y3/1a M KOHLIEHTPATOPa gPYT K
LPYry, 4TOOBI YCTAaHOBUTD HOBBIH Macrep-Kiod (MK) cOBMeCTHO MCIIO/Ib3yeMblil
MEXAy HMMM, WIM aKTUBMpOBaTb cywectbywwnin MK npeasapurensHo
COBMECTHO MCIIONb3YEMBI MeXIy HUMH. Accoumauus 6GesomacHocTu® B
crangapre IEEE 802.15.6 ocnoBana Ha dYeThIpex KIKYEBbIX IPOTOKOJIAX
COTTIALIEHNs, KOTOpble MMET ImpobmeMbl GesomacHocTu. B omybnmkoaHHOI
AKAJEMUYECKON JIMTEPATYPE €CThb HECKOJIbKO MHTEPECHBIX NPEMIOXKEHMI,
KOTOpBbIe COOTBETCTBYKIIMM 00pasoM pewaloT npobmeMbl 6e30IMacHOCTH W
KOH(PUIEeHIMATBHOCTM TEKYLIMX IPOLeYP.

WBAN nopgepxuBaeT pasHooGpasue B pea/ibHOM MaciuTabe BpeMeHU
KOHTPO/b 3IOPOBLS M I[PHUMEHEHMs ObITOBON 3/eKTpoHUKK. llociegHum
MEXIyHAapOOHBIM cTrangaptoM ana WBAN asngerca cranpapr IEEE 802.15.6
KOTOPBIN Hallpap/leH Ha o0eCleyeHye MEeXAYHAPOJHOIO CTAHLAPTA i1 HU3KOM
MOILHOCTHM, KOPOTKOTO [MAalasoHa M YPe3BbIYAHO Hame’kKHOI OecrpoOBOIHOI
CBSI3M B IIPEAEIaXx OKPYXAWLIEH 00/acTH 4eTOBEYeCKOro Teja, MOLIEPKNBas
LIMPOKUI AMANIA30H CKOPOCTEN Nepefady AaHHbIX AIA Pas/AMYHbIX [IPWIOKEHNIL.
B HacTOsiIIeM CTAaHAAPTE YKA3BIBAKTCA KPATKOCPOUHbIe GeCIPOBOJHDIE CPEeACTBA
CBSI3Y B HEMOCPEICTBEHHON OMM30CTU MIM BHYTPU 4eTOBEYECKOTO Tena {(HO He
TOABLKO [JIs JIOLEN ).

OH MCNoNb3yeT CYLIeCTBYIOIIME TPOMBIIIZIEHHbIE HAayYHble MEAMLIMHCKNE
(ISM) nomocb, a TaKXKe YacTOTHBIE IONOCHI, OZOOPEHHDIE HALMOHAILHBIMU
MEIMLUMHCKUMM ¥ / WIM PEryIMPYOLIMMI OPTraHaMII.

?Acconmanys 0e30IIaCHOCTU - 3TO CHUMIUIEKCHOEe COeJIMHeHHe, KOTOPOe IO3BOJIsAET
HPeflOCTAB/IATh YCAYTY 6e30MacHOCTH /s TpaduKa, epeHOCUMOTO 3THM coefIMHeHeM. Y CTyTri
fe3omacHOCTU TPelloCTaBIAKTC accolnaluu (e30MacHOCTH TOCPEJICTBOM UCIIO/Ib30BaHWS
npoTokonoB uaeHTudukauuu (MC3-T Y.1281).
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PAN: [lepcoHanbHble KOMIIBIOTEPHBIE CETH

BTopoil cTyNeHbI0 pasBUTUA KOMIIBIOTEPHBIX CeTell MO TeppUTOPHATbHOMY

IPU3HAKY (T10 BO3PACTaHUIO) ABIAITCA TaK HasbiBaeMble Personal Area Networks.

ITepconanbHaa cerb (aHrn. Personal Area Network, PAN) — sr1o cetb,
MOCTPOEHHAs «BOKPYI» 4yenoBeka. PAN mpepcTaBnseT coboil KOMIBIOTEPHYIO CETb,
KOTOpas MCIOAb3YeTCA AN Mepefaul JaHHLIX MeXAY YCTpOMCTBaMM, TaKUMM Kak
KOMIIbIOTEpDI, Tele(OHbI, IVIAHILIETHl M IepCOHa/lbHbBle KapMaHHble KOMIIbIOTEpPbI
(KIIK). ITepcoHanbHble ceTM MOTYT UCIIONb30BATbCA KaK A MHPOPMAIMOHHOTO
B3aMMOMEVICTBUS OTHENbHBIX VCTPONCTB MeXpay coboit (MHTepHepcoHanIbHad
KOMMYHUKALMA), TaK M /IS COeOUHEHMA MX C ceTAMU Oojee BBICOKOIO YPOBHA,
Hanpumep, rmoGanbHON ceT VIHTepHeT (BOCXOZsIiasg AMHMUSA CBS3M), TAe OBHO
"mepBUYHOE" YCTPOICTBO bepeT Ha cebs poTb MHTEPHET-MapIIPyTU3aTopa.

becnpoBogHasa mepcoHanbHaA ceThb (WPAN) saBnserca mamomolnHoit PAN,
KOTOpasli OpTaHM3yeTcss Ha HeDOABLIOM PACCTOSHMM ¢ MCIIOAb30BaHMEM
0eCIpPOBOMHBIX CeTeBBIX TEXHOMOTMI, Taknx Kak: I[rDA, Bluetooth, Z-Wave, ZigBee,
Piconet.

Papnyc gericteua WPAN cocTaBnsAeT OT HeCKOIBKUX JeCATKOB CAHTMMETPOB
IO HECKONbKMX METPOB, TaK YTO BCE YCTPOICTBA HAXOHATCA B OJHOI paboyeil
obmact. PAN Takke MOXKeT OpPTaHM3OBBIBATBCA ¢ MCIONB3OBAHMEM IPOBOTHBIX
KOMIIBIOTepPHBIX LINH, TakuX Kak USB u FireWire.

X0T4, UCTIONb30BaHNe MOOMIBHOTO Tesle)OHA B KaUueCTBe TOUKM JOCTYIIA I
OpYTUX YCTpolicTB uepe3d Wi-Fi coemmHeHne MoKeT OBITb MCMONB30BAHO TOMBKO
OOHUM NOJIb30BaTeNeM, BCE JKe Takasd ceTh He cumnTtaetcsa PAN.

Becnpopoanas nepcoHanbHas cetb (WPAN) ato Ta ke camas nepcoHanbHas
CeTh, OTHAKO B Hell, Bce COeIMHEHUA ABMANTCA OecrnipoBogHBIMU. becripoBogHOIt
PAN ocHoBan Ha cra”gapTte IEEE 802.15. B WPAN wucnonbsyiorca gBa BuUAa
OecripoBogHBIX TexHOMOTHIT. ITO Bluetooth u Infrared Data Association.

BbecnipoBoaHble MepcoHaAbHbIE CETUM NMPUMEHAKTCA AAA CBASU PasIMYHBIX
YCTPOMCTB (KaK NMOPTAaTMBHDBIX, TaK M HACTOMbHBIX), BKJIKWYas KOMIbITEPHYIO,
OBITOBYIO M OPITEXHMKY, CPECTBA CBA3HM U T. I. Takue ceT MOTYT UMeTb 1 Gojee
cIlellMaIM3MPOBAHHOE Ha3HaueHMe, HAIlpUMep, B MeIMIMHe.

KnwouespiM mo"aTHeM B TexHonorun WPAN sapndgerca ‘momkinwdenue”. B
HJeaTlbHOM C/ydae, Korga mawoOble pgBa WPAN-oGopymoBaHHbBIE YCTPOICTBa
HaXOJATCSA B HEMOCPEACTBEHHOI OMM30CTH (B Mpegenax HeCKOMbKUX METPOB OPYT OT
Apyra) UM Ha pacCTOAHUM HECKOJbKUX KMIOMETPOB OT LIeHTPAIbHOTO cepBepa, OHM
MOTYT OO0LIaThCs, Kak OYATO coeguHEeHbl ¢ MOMOoLIbIo Kabend. [pyroil BaskHOM
0COOEHHOCTBI0  ABMAETCS  CIOCOOHOCTh  KOXKAOTO  YCTPOMCTBA  BRIOOPOYHO
OMOKMpPOBaTE CBSI3b C OPYTMMM YCTPONCTBAMM, C LeAbK TIpefoTBpalleHU
HeCaHKLUMOHMPOBAHHOTO TOCTYTIa K MHPOPMaLMN.
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Texnonorna WPAN celiyac HaXoIUTCA B CTATUM CTAHOB/IEHUA U NI€PEKUBAET
OypHoe pasBuTue. Ha pgaHHBII MOMEHT B UM(POBOM PeXMMe NpeAnaralTcs
paboune yactorel mopsagka 2,4 ITu. Ilenb, KOTOPYH XOTAT JOCTHYb B 3TOI
TeXHOMTOTUM - 0DeceunTh CcTabuIbHYI0 M OecriepefoiiHyI0 paboTy BCeX CUCTeM,
ucnonbsyolnx WPAN. Kaxpoe ycrpoiicteo B WPAN OyzmeT mMeTh BO3MOXXHOCTD
MOAKTIYUTLCA K MTIOOOMY APYroMy YCTPOMCTBY B Toi ke WPAN, mpu ycnoBum, 4to
OHM HaxofATCA B 30HE BUAUMOCTHM ApYT Apyra. Kpome Toro, B 6ygyuieM, BO BCeM
MMpe Bce OecHpoOBOIHble IePCOHAIbHBIE CeTH OYAYT B3aMMOCBA3aHBL TakK,
HaIpuMep, apXeoloT Ha caliTe B ['peumu cMOKeT MCIONb30BaThb KapMAaHHBIN
KOMITBIOTEp IA MPAMOTO HOCTYIA K 6a3aM JaHHBIX B YHUBepcHTeTe MMHHeCOTH B
MuHHeanonuce, u nepegaTrb pesyabTaTsl 3TN 6ase JaHHBIX.

BecnipoBogHble MepcOHANbHble CeTM OOBIMHO OXBATBIBAIOT AMAINa30H OT
HEeCKONMBbKNX CAHTUMeTPoB A0 10 MeTpoB (33 ¢yTta). ITH ceTi MOKHO PacCMaTpUBaTh
KaK 0cOOBIN TUH (MM HOZMHOKeCTBO) IOKAJIBHBIX CeTel, KOTOpble MOANepKIBAIOT
OJHOTO 4e/IOBeKa BMeCTO TPYIIILBI.

(CBA3b BeOyILero-BeJOMOro YCTPOMCTBa MoOXKeT MMeTb MecTo B PAN, roe
HECKONMBbKO YCTPOMCTB TMOJKTIOYAITCA K «IJTABHOMY» YCTPOIMCTBY, Ha3bIBAEMOMY
BeAyWMM. BefoMble penme mNepefaloT JaHHble 4epes Begyllee ycrpolictBo. C
Bluetooth takas HacTpoiika moxket gocturaTtb 100 MeTpoB (330 ¢yToB).

Xota PAN, no onpefeneHuio, TMYHbIe, OHU MOTYT NO-TIPeXXKHEMY MO/Iy4aTh
mocTyn K VMHTepHeTy mpu omnpefeleHHBIX YCcIOBMAX. Hampumep, ycTpolicTBO B
npegenax PAN Mo)xeT ObITh TOZKTIOUEHO K TOKATBbHOM CeTH, KOTOpasd HMeeT JOCTYII
K VMHTepHeTy, KoTOpas aBnsgeTcs rMobanbHOM ceThio. YTOObI KaXKAbLI TUI CeTH ObLI
MeHbILE CIEAYIOLLETr0, HO BCE OHM MOTYT ObITb B KOHEYHOM CYETe TeCHO CBSA3aHBI.

JIuyHble ceTM MOTYT ObITb OeCpPOBOZHBIMM MM CKOHCTPYMPOBAHBI C
noMolubo kabenert. USB u FireWire gacto coeguusaoTt npoeogHyo PAN, B TO Bpemsa
kak WPAN o610 ucnmone3ywoT Bluetooth (i HaseiBaroTcA piconets) mim mHorga
MH}ppaKpacHble COeMHEHUA.

[Tpumep: k1aBuatypa Bluetooth nogkarouaeTcs k naaHeTy A8 yrpaBaeHUS
MHTepdeiicoM, CIOCOOHBIM JOCTHYb OIM3KOI «YMHOI» TAMIOYKH.

Kpome Toro, mpuHTep B HeGonblioM oduce WIM HAOMe, KOTOPDIil
MOJK/MIYaeTcsl K O/MDKaiflleMy HacTOBHOMY KOMIIBIOTEPY, HOYTOVKY WM
TeepOHy, cuMTaeTca cyuecTsyomuM B PAN. To e caMoe MOXKHO CKasaTh O
KMABUATYpaX M JPYIUX YCTpolcTBax, ucmonbsywoumux IrDA  (MudpakpacHas
accolMaLusa LaHHbIX).

[TpenmymecTBa NepcOHANBHOM CETH:

PAN g1 AMYHOTO MCIONB30BaHMS, MO3TOMY IIPEMMYLIECTBA MOTYT OBITh
foree TOHATHBI, YeM T@IPM pa3roBope O IMOGAAbHBIX CeTAX, HalpuMmep,
onuchiBaIIMX VHTepHeT. bnarogapa NMYHBIM CeTAM BalUM AMYHBIE YCTPOJCTBa
MOTYT COeTUHATBCA A Ooree yaobHoro obienns. Het Heo6XoauMocTy, YToObI Bee
cooflIeHNsa nepefaBanuch Yepes 6oaee KPYHYIO CeTb TOABKO A TOTO, YTOOBI UX
IPUHMMATH TIOOHU B HeCKOMbKUX dyTax oT HUX. PAN nosabotutcs o6 atom.
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[TpuMep, yIOMAHYTHIN BBIllle, — 3TO OeCPOBOIHAA KIABMATYpa WIM TaXKe
MBIIIb. YCTPOICTBaM TaKOrO THIIA HEe HYXKHO YIIPaBAATh KOMIIbIOTepaMi B JPYrUX
30AHMAX WIM TOPOJAX, NOSTOMY OHM BMECTO 3TOTO CTPOATCsS, UTOOBI MPOCTO
00IaTheA ¢ OMDKAIINM, KaK MPaBUIIO, YCTPOICTBOM IPAMOIT BUAMMOCTH, TAKUM
KaK KOMINbIOTEP WIU IJTaHLIeT.

[TocKonbKy 6ONBIINHCTBO YCTPOVICTB, MOAAEPKUBAIOIIUX CBI3b HA KOPOTKOM
PacCTOSHUM, MOTYT OJOKMpPOBaTb COCAMHEHMS, KOTOpble He  ABISITCA
IpedBapUTe/IbHO aBTOPU30BaHHBIMK, WPAN cunTaeTca 3alliUIeHHO CeThIO.

B Tomonormueckom rtwtaHe PAN-cetu o6mamaT BecbMa  OONBLIMMU
BO3MOXKHOCTAMU (puc.10): BO3MOXHO IOCTpoeHMe ceTell Ha Oase (GM3MIecKMX
TOMOJIOTUI «3Be3Ja», «IepeBo», «Mesh» (pelueTka).

MHoros4yenkorasa ceTb

3Besaa (
@ Ceresoit KoopauHaTop
| J O YcTpoiicTBO ¢ NomnHoM
O YHKLNOHANBHOCTLIO
Nepapxuyeckoe aepeso © Yerpoitcteo ¢ Manoit
dYHKUMOHANBbHOCTbLIO

OpHako apxutektypa PAN, ommcannaa B IEEE 802.15 mopgpasyMeBaeT u
0cOBeHHOCTY, KOTOpble HeoOXOOMMO YYMTBIBATBH IIpM BbIOOpe TOH MM MHOM
TOTIOJIOTUY — 3a4acTyo, B PAN, 113-3a XKeCTKUX paMOK IO 2/IeKTPOIIUTaHUIO, YacTh
HOCHMBIX CETEBBIX YCTPOWCTB HEe MOIYT MMETh IOJHYK (PYHKLUMOHATbHOCTL B
MHPOPMALIMOHHOM OOMeHe.

[Moatomy, Cetn PAN cTposTcsa u3 6a30BbIX CTAHLMIT TPeX OCHOBHBIX THUIIOB:
KOOPIMHATOPOB, MapLIPYTU3aTOPOB U KOHEUHBIX YCTPOJCTB.

KoopanHaToppl samyckaeT ceTb M yipasndeT eo. OH ¢QopMUpyeT ceTb,
BBITIOTTHAET PYHKLIMM LeHTpa YIIPaBIeHUA CEThIO M JOBEPUTETBHOTO LieHTpa (trust-
LIeHTpa) — YCTaHaB/IMBaeT NMOAUTUKY 6e30MacHOCTY, 3afaeT HACTPOIKN B Ipolecce
NpPUCOCAMHEHNS YCTPOICTB K CETH, BefaeT KIouaMu 6e30MacHOCTH.
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Mapmpytnsatop PAN (ycTpolicTBO ¢ MOMHONM QPYHKIMOHATBHOCTLIO)
TpaHCAMpPYeT  MaKeTbl, OCYLECTBAAeT  AMHAMMYECKYH0  MaplUpyTH3aluIo,
BOCCTAHAB/IMBACT MAapLIPYTHl IIpY Ieperpy3Kax B CeTM WIM OTKase KaKoro-mbo
yeTpoitetea. Ilpu GopMupoBaHUMM CeTH MapLIpPYTHM3aTOpbl HPUCOeIMHANITCA K
KOOPAMHATOpPY MK APYTUM MaplUpyTM3aTOPaM, U MOTYT MPUCOEAUHATD JOYEpHUE
YCTpOICTBa — MapLIPYTM3aTOPbl M KOHEYHblE YCTpOMCTBa. MaplIpyTHU3aTOphl
paboTaloT B HEMpPepbIBHOM PeXUMe, MMEIOT CTallMOHapHOe TMUTAHUE U MOTYT
00CTY)KMBATh «CIIALIMe» YCTPOMCTBA. MapHipyTusaTop MoXeT o0CTyKMBaTh 10 32
yeTpoiicT (ZigBee).

KoneyHoe ycTpoiicTBO (YCTpOICTBO ¢ Manol pyHKLMOHATIBHOCTBIO) MOXKET
NpUHMMaTb M OTNPABAATL NaKeTbl, HO HE 3aHMMaeTcad MX TpaHCIALMEN U
MaplupyTusauyeil. KoHeunble ycTpoiicTBa MOTYT MOAKIIOYATbCA K KOOPAMHATOPY
WIM MaplUpYTHU3aTOPY, HO HE MOTYT MMETDb JOYEPHUX YCTPOICTB.

KoHeunble ycTpoiicTBa MOIYT IepeBOIMTBLCA B CIALIMA PEXUM UIA
3KOHOMUU 3apAfa aKKyMyIATOpoB. VIMEHHO KOHEUHbIe YCTPOMCTBA MMEIT Ae/I0 ¢
IATYMKAMM, TOKAIBHBIMUM KOHTPOJIZIEpAMM Y UCIIOTHUTEIbHBIMI MeXaHU3MaMU,

He 3ps, paHee B KHUTe ObIO YIOMAHYTO MOHATHE CAMOOPTraHU3YIOLIMXCH
CEeTen.

Cerp PAN - camoopraHusymowasca, u ee paboTa HaumMHaercad ¢
dopMitpoBaHmA. YCTPOJCTBO, Ha3HAY€HHOE IPY MPOEKTUPOBAHNY KOOPAMHATOPOM
nepcoHanbHoit ceTt (PAN kooppuHaTop), olipefenAeT KaHasl, CBOOOIHBIN OT IOMeX,
¥ OKUTAeT 3allPOCOB HA MOAKIIOYEHHE.

YcrpoiicTBa, MObITaoliyecsa MNPUCOEAUMHMTbCA K CETH, PacChLTarT
IMpoKosellarenbublil  3anpoc. Iloka PAN  koopauHatop - eAMHCTBEHHOE
YCTPOINCTBO B CETH, OTBEYAET HA 3aMpOC M MPefoCTaBAdAeT NPUCOEIUHEHNE K CETH
TO/IbKO OH. B panbHelleM MpHcOeIMHEHNE K CETU MOTYT INPelOoCTaBIATh TAKXKe
NIPUCOECIMHUBIINECH K CETH MApLIPYTU3ATOPHI.

YCcTpoMCTBO, MOMYYMBIIEE OTBET Ha ILIMPOKOBEIATe/NbHBIN  3aIpoC,
oOMEHUBaeTCA ¢ HNPUCOCAUHAKIINM  YCTPOMCTBOM — COOOLICHUAMM, 4YTOOBL
ONpeAenuTb BO3SMOXHOCTbD  IpucoeguHeHUA. BosmoxxHocTh  onpepengerca
CIIOCOOHOCTbIY  MPUCOCAUHAILETO  MAapUIpyTH3aTOopa  OOCTYKUThb  HOBBIC
YCTPOICTBa B JOMOMHEHME K paHee MOAK/ITIUEHHBIM.

Berynnenue B ceTh (IpucoennHeHne)

CywecTByeT ABa crnocoba npucoeguHeHnsa: MAC accoumanusa u MOBTOPHOE
cereBoe nmpucoeaunenne (NWK rejoin).

MAC accoumanug

MAC acconymauus goctynsa modoMy ycTpoiicTBy ZigBee u ocymectBnsercs
Ha MAC yposHe. MexannsM MAC accoumauum cnegyroimmii:

YeTpoilcTBO, M03BOAAKLIEE IIPUCOEIUHUTBCA K HEMY, BbICTaBaAeT Ha MAC
YPOBHe paspelleHite Ha IIPUCOeIUHEHNE.

YecTpolicTBo, BCTynawllee B ceTb, BoicTaBadeT Ha MAC ypoBHe sanpoc Ha
NpUCOEeAMHEHNE U MepefiaeT IUMPOKOBEIATe/IbHbIN 3alIpoc MaguKa.
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[Tonyuns «Mag4oK» OT YCTPOMCTB, TOTOBBIX MOAKIIOUATD NPUCOEIUHAEMOE
YCTpOICTBO, NMOCIeNHEE OMpefensdeT, B KaKylo ceTb M K KaKOMY YCTPOVMCTBY OHO
JKenaeT IpUCOeNHUTECA, ¥ BhIcTaBaAeT Ha MAC ypoBHe TpeGoBaHIe 0O BCTYIVICHUH
¢ (pMaXKKOM «IIOBTOPHOe TIpucoequHeHue» B sHaueHUM FALSE.3ateMm BcTymawiiee
YCTPOMCTBO HamNpaB/feT Ha BhIOpaHHOe A1 IPUCOeIUHEHM YCTPONMCTBO 3aIpoc
NpUCOCAMHEHNA M TOAy4YaeT OTBET C MPMCBOEHHBIM €MY CeTeBbIM agpecoM.llpn
MAC accoumauyum paHHble NepefaloTcs He samudpoBaHHBIMU, NosTomMy MAC
accolMalusa He sApasdeTca OesoracHoit. IIoBTOpHoe ceTepoe MpucOeNUHEHUE

BOIIPEKM Ha3BaHUIO MOXKET IIPUMEHAThCA ¥ IIPU IepBUYHOM NpUcoeAuHeHUU. OHO
BBITIO/IHAETCA Ha ceTeBOM YpoBHe. IIpu aToM, ecin BeTynarolllee YCTPOMCTBO 3HAeT
TEKYLINIA CeTeBOM K04, 0OMeH IakeTaMu Mo>KeT ObITh GezomnacHbIM. Kiou MoxkeT
OBITDb MONMYYeH, HalpUMep, TPU HACTPOIIKe.

[Ipy  noBTOpHOM  TNOAKINYEHMM  MNPUCOEAMHAILICECA  YCTPOMCTBO
BBICTaB/MAET Ha CeTeBOM YPOBHE 3alpoC INPUCOeOMHEHMA ¥ OOMeHNUBAeTCs C
MOJK/IKYAKMMM YCTPOICTBOM MaKeTAMU «3allpoc MPUCOeIMHEeHUA» — «OTBET Ha
3alpoc npucoeduHeHMA». KpoMe ciaydaeB MNpUCOeUHEHUA HOBBIX YCTPOICTB
CTPYKTypa CeTM MeHAeTCA M B Cay4yadx, KOrja YCTpPOMCTBa MOKMAAKT CeTb U
MOBTOPHO NMPUCOCIUHATBLCA B APYTUX MECTax (3TO MPOUCXOOUT, HATpUMep, B cAydae
nepes3arpyskm yCcTpoicTBa).

Ha pucyHke 11 - npuMep IepenonkarOUeHU. Y CTPOICTBO ¢ agpecoM «0E3B»
nepenopkaoyaercss Kak «097D», a sareM kak «0260». Kaxppiii pas oHo
IIPUCOEANHACTCA K IPYTOMY MapLIPYTU3aTOPY M MOMYYAeT afpec U3 UMEKIIErOCA B
PacrnopsA>KeHUU NPUCOEIMHALIETO MapIIPYTU3aTOpa JHUanasoHa agpecos.

3AAA
’ KoopguHartop
O MapLupyTusatop
O KoHeuHoe yCTponcTBo 0000
"'/"'_ . . Ceo. gl 0E3B
o’ : - X
0001 5 N
071E
0002 .~ :
\‘ E "»,__,0- 097D
. 0260 071F (. %

Puc.11 - TlepenogknrwoyeHne KOHEYHOTO YCTPONCTBA B PeBOBUHONM ceTU
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Taxum o6pasom, MOXHO HaTh onpenesenyie WPAN ceTam B MoTHOM BUTeE.

BecipoBopgnas  ad-hoc-cerp  (b6ecnpoBomHas  mUHaMuYecKas  CeTb,
OecripoBOJHAsA  CaMOOPTaHU3YIOLIASICA — CeTh) — OelleHTPaIM30BaHHAA
6ecIpoBOIHAA CeTh, He MMEIIIad TIOCTOSHHOM CTPYKTYphL. KineHTcKMe yeTpoiicTBa
COeIMHAITCA «Ha JIeTy», obpasys coboit ceThb. Kakpblii ysen ceTu mblTaercs
nepeciaTth JaHHbIe, MpefiHa3HauUeHHble JpyruM y3aam. [Tpu aToM onpegeneHue Toro,
KaKOMy V3/y HepecbliaTb JaHHbIe, MPOU3BOOUTCA AMHAMUYECKM, Ha OCHOBAHMM
CBA3HOCTU CeTU. ITO ABAAETCA OTIUYMEM OT MPOBOJHBIX CeTell U ynpaBlAeMbIX

6ECHpOBOHHbIX ceTell, B KOTOpPBIX 3afady VIIpaBJIcHNA ITOTOKAMM JaHHBIX

BBITIOJIHAIOT MAapIUpPYTHM3aTOpPhl (B NPOBOAHBIX Ce€TAX) WIM TOUYKM AOCTyHa (B
yIpaBAsieMbIX O€CIPOBOIHBIX CETAX).

[TepBbIMU OeCPOBOJHBIMM CaMOOPTaHM3YIOLIUMUCS CeTAMU OBUIM CeTH
«packet radio» HaunHas ¢ 1970-x rogos, puHaHcupyemble DARPA mocne mpoekra
ALOHAnet.

WLANSs unu WPANSs?

WPAN onpezneneHa B KOHTeKCTe THYHOTO pabouero mpoctpaHctBa (POS -
Personal Operating Space), koTopoe 00bIYHO pacmpocTpaHseTcs B paguyce go 10

METPOB M OKPY’KaeT 4e/I0BeKa MM 00DEKT, HAXOAAIMIICA B TOKOE WM B IBVDKCHUM.
WPAN rakxe noppasyMeBaeT HU3KYIO CTOMMOCTb U HU3KO€ 3HepronoTpebnenne.
Yzen WPAN umeer He0osipluMe pasMephl, YTO MO3BOMAET BCTPaUBaTh €ro B
MIOPTAaTHBHBIE YCTPOICTRA, TaKMe Kak MoOunbHble TenedoHb! i KITK.

C ppyroit croponsl, WLAN mpexncraBnser us ceds cucreMy 6ojiee IMPOKOTO
paguyca IelicTBMS M uMeeT 0ofee BBICOKYIO CTOKHOCTD.

WLAN BiknmioudaeTr B cebsS LEHTPaJbHBIAl V3e/l1, Ha3blBaCMBIl TOYKO
noctyna(AP - Access Point), KoTopblil npegocTaBnfgeT HBOCTYN K KaHaly CBA3U
HEKOTOPOMY KOMMYEeCTBY KOHEUHBIX Y3/10B. TunuuHblif ysen WLAN npeacraBnder
13 ce0s KapTy, yCTaHABIMBaeMYI0 B [IepCOHaTbHbIe KOMIIBIOTEPbl M HOYTOYKH.
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LAN: JIokanbHbIE CeTH

JokanbHad ceTb MpeAcTaBaAeT cOOOI, IO CYTH, CeTh, UCMIOMb3YEMYK B OFHOM
30AHMNM WIM OTHENBHOM IIOMeIleHM), TaKOM KaK KBapTHpa, A1A obecriedeHMA
B3aMMOZENCTBIA UCIIONb3YEeMBIX B HUX KOMIIBIOTEPOB M IporpaMM. JIokalbHble
CeTHU, pacIloIOKeHHbIe B PasHBIX 3[aHMAX, MOTYT OBITh COeIMHEHbI MeXIy coboil ¢
MOMOLIBLIO CIIYTHMKOBBIX KaHa/lIOB CBA3M WINM BOJTOKOHHO-ONTUYECKMUX CETel, 4To
MO3BO/AET CO3JATb ITOOAbHYI CeThb, T.e. CeThb, BKIIOUAKILLYIO B cebA HEeCKOMbKO
JIOKa/IbHDIX ceTell.

Ecnu mucrionbsyercss ooMHOpaHroBas CeThb, TO BCE KOMIIBIOTEPHI, BXOAALINE B
Hee, MMET ORMHaKOBble IpaBa. COOTBETCTBEHHO, M0G0 KOMIIBIOTEp MOXKeT
BBICTYIIaTh B PO/IM CepBepa, NPENOCTABIAKILEIO JOCTYII K CBOMM pecypcaM, MU
KIMEHTA, UCTIONDb3YIOLIETO PECYPCHI APYTUX CEPBEPOB.

B cetn, nocTpoeHHON Ha apXUTEKTYpe KAMEHT/CepBep, CYLLeCTBYET

HECKObKO OCHOBHBIX KOMIBIOTEpOB — cepBepoB. OcCTaabHble KOMIBIOTEpH,
KOTOpbIe BXOIAT B CeTh, HOCAT Ha3BaHMe KINEHTOB, WM paGounx cTaHLIMIL.

JIBC npuUMeHSAI0TCA I pellleHUA TaKUX MIpobIeMbl Kak:

Pacnpepenenve paHHBMX. [JaHHBle B J/OKaJbHON CeTHM XpaHATCA Ha

neHTpanbHOM 1K 1 MOTYT OBITH ZOCTYNHBI Ha pafoUNX CTAaHUMAX. B cBA3M € 3TUM
He HaJo Ha KakJoM pabodeM MecTe MMeTb HaKOTIUTENM A8 XpaHeHUs OJHOM U ToW
e nHpopmMaumn.

Pacnpenenenue pecypcoB. IlepudepuitHble YCTpOMCTBA MOTYT OBITh
DOCTYTIHB 1A BceX monb3opareneit JIBC. TakuMmu ycTpoiicTBaMU MOTYT OBITb,
HaIlpMMep, CKaHep WIK JIa3epHbLI IIPUHTEP.

Pacnpenenenue nporpaMm. Bee nonbsosatenn JIBC Moryt coeMecTHO UMeETD
NOCTYI K MPOTpaMMaM, KOTOpble OblIM LeHTPaTM30BaHHO YCTAHOBNEHDI HAa OJHOM
13 KOMIIbIOTEPOB.

CyliecTByeT pAR NpUYMH, A4 0O0DbefMHEHUA OTHEMbHBIX IepCOHATBHBIX
KoMIIbloTepoB B JIBC:

Bo-nepBbIX, cOBMECTHOE UCIIONb30BAHME PECYPCOB MIO3BOIAET HECKOIbKUM
IIK mamu OpyruMm ycTpoicTBaM OCYLECTBAATL COBMECTHDBINM AOCTYIL K OTAEIbHOMY
nucky (¢aitn-cepBepy), NpUHTepaM, K CKaHepaM U APYroMy o0OpyAOBaHMIO, YTO
CHIKAET 3aTpaThl Ha Ka)KJOTO OTAENIbHOTO NOMb30BaTeN .

Bo-BTOpBIX, KpOM€ COBMECTHOIO MCIOJb30BAHUA  JOPOTOCTOALIUX
nepudepuitHplx ycTpoicTB JIBJI MO3BOMAET aHANOTMYHO MCIIONb30OBATh CeTeBble
BePCHHM NIPUKIATHOTO IPOTPAMMHOTO obeceyeHnA.

B-tpetpux, JIBC obecreunBaer HoBble (oOpPMBI  B3aMMOAEHCTBUA
NOMb30BaTeNell B OAHOM KOJIEKTUBeE, HarTpuMep padoTe HaJy OOLIMM IPOEKTOM.

B-uetBepthix, /IBC pgarT BO3MOXKHOCTL MCNONB30BaTh OOLIME CpencTBa
CBASM MEXIY PasAMYHbIMKM MNPUKIAIHBIMM CUCTeMaMM (KOMMYHMKAllMOHHBIE
YCIIyTH, TIepefiada JaHHbIX M BUJEOJAaHHBIX, pe4y U T.1.).
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MosxHoO BbIIenUTh Tpy npuHOUna LAN:
1) OTKpBITOCTL — BO3MOXXHOCTD MOAKTIOYEHUA JONOTHUTEIbHBIX KOMIIBIOTECPOB U
IPYTUX YCTPONCTB, a TaK JKe TMHNI (KaHaMoB) CBA3K Oe3 MU3MEeHeHN s TeXHUYEeCKHUX 1
IIPOrPaMMHBIX CPeCTB CYIIECTBYIOLINX KOMIIOHEHTOB CeTH.
2) TmbkocTh - coxpaHeHMe pabOTOCIOCOOHOCTM TMPU M3MEHEHUM CTPYKTYPHl B
pesynbTaTe BLIXOAA U3 CTPOS MHOOT0 KOMIBIOTEPA UK IMHUM CBA3H.
3) 3d¢dexktuBHOCTL - obecneveHne TpebyeMoOro kadectBa OOCHY>KMBaHUA
T10/1b30BaTe/IEl IPU MIUHMMA/IbHBIX 3aTpaTax.

Y nokanbHOM CETH eCThb cilefyoLe OTINYUTE/IbHbIe IIPU3HAKIM:
- Brlcokas ckopocTh mepemauy maHHBIX (go 10 T6/c), Gonmpluad mporyckHas
CIOCOOHOCTD;
- Huskmnit yposeHb ook nepefaun (BbICOKOKaueCTBEHHbIE KaHA/IbI TIepefiadn );
- I PexTUBHDIIT OBICTPOIEICTBYIOIMIT MEXaHNM3M YIIPaBAeHU I OOMEHOM JaHHBIX;
- To4yHO onpefeTeHHOe YMCIO KOMITBIOTEPOB, MOAKIIOYaeMbIX K ceTi. B HacTosAlee
BpeMsA TPYHHO NPeACTaBUTh KaKyk MMO0 OpraHM3aliio 6e3 YCTAaHOBJICHHON B Hell
JOKa/JIbHOM CeTM, BCe OPraHM3ALUU CTPeMATCA MOJepHU3MPOBATh CBOI PaboTy C
MOMOLIbI TOKATbHDIX CeTel.

Tak xak yueOHO-TeopeTudeckoe usfaHue «KommnbrotepHble cetu. MHTepHeT
Belllell M MeKMALIMHHOE B3aUMOJEHCTBUE» ONpefe/ieHO Ha MHTEP-OTK/INK CUCTEMY
B3aMMOJENCTBUA ¢ UMTATe/IeM C PacCTAHOBKOM IPUOPUTETOB B IOJaye sIBHOTO U
HeIBHOTO KOHTeHTa, To Oojee meTanbHyW MHpopmaiuio mo LAN Bbel cMoxere
HONMY4HTh B yueOHOM nspaHuu (QR-Koj mpencTaBieH Ha TeKYLIelt CTpaHNlle, Kak M
cogepkuMoe) Ypanbckoro ¢pefepanbHOTO yHUBepcUTeTa UM. [lepBoro mpesupeHra
Poccun b.H. Enpuuna «OcHOBBI ceTeBbIX TEXHOIOTUIT» 3a aBTOPCTBOM PyzeHKoBa
H.A.n Jonmunepa JI.IL.

Yactabiit cmydait LAN: texHomornu cemerictea WLAN (IEEE 802.11) 6ynyr
pacMoTpeHsI bonee feTaspHO B ['mage VI. Apxutextypa Internet of things (IoT).
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CAN: KamnycHble cetn

CAN (Campus Area Network — kamMnycHas ceTb) — 3TO [PYIIIa TOKaAbHbIX
ceTell, pasBepHYTBIX Ha KOMIIAKTHOM TeppMTOpMM (KaMIyce) KakKoro-nmbo
VUpeXIeHUA M 0OCTYKMBAIOLINE 3TO YUpeXKIeHNe - YHUBePCUTET, IIPOMBILIIEHHOe
IpefIpUATHe, NOPT, ONTOBBIA CKMaf u T.A. IIpu 3ToM ceTeBoe obopymoOBaHME
(KOMMyTaTOpBl, MapLIpPyTU3aTOpbl) M cpefla Mepefaud (ONTUYECKOEe BONOKHO,
MeAHbl 3aBop, Cat5 kaGenmu M Ap.) JaHHBIX TNPUHAIIEKUT apeHJATOPy WU
BIafeNnblly KaMIlyca, IpeANpUATHA, VHUBEPCUTETA, TpaBUTENbCTBA M TAK Janee.

KaMmmycoM HasbiBaeTcsl TpyIIla KOMIIAKTHO PacIlONOXKEHHBIX 3TaHUN MIN
KOPIIYCOB, HAIIpUMep, IIPOMBILITIEHHbIE ITPEANIPUATIA, HAYYHbIE UHCTUTYTHL M BY3HI,
CTyZeH4YecKue ropojKy, FOCTMHMYHblE KOMIUIEKCHI, OOMbHMLBL. 14 TOTO YTOODI
co3aTb eAMHOe WHQOPMALMOHHOE MPOCTPAHCTBO OPraHM3aALMM, MMeolleit
KaMIYCHYK CTPYKTYpY, HeOOXOZUMO HaAM4uue CeTeBOM WHTeTpHUPOBAHHOM
MHQPPACTPYKTYpbl, 00beAMHAIOLICH OTAeTbHbIC 3AaHNA.

Ha 6a3e coppeMeHHBIX LMPOBBIX TEXHOTOTUI MOMb30OBATENAM KAMIIYCHOM
CeTH NPeOCTABMAKTCA CAEAYIOUINE BOSMOXXHOCTH:

[Togmep>KKa MyTbTMMeIUIIHBIX IPWIOKEHMIT (TOIOC, BUAEO).

[MopgepsKka IMMPOKOMONOCHBIX TPWIOKEHMIT (TonocoBble KOHQepeHIuH,
BIAEO KOH(pepeHIH, CUCTeMbI BUICOHAOMIONCHUA).

YBenudeHne eMKOCTH MOOCHL IPONYCKaHUA IS ceTell, yKe pasBePHYTbIX Ha
Gase TpaZMLIMOHHON TeXHONMOTUH paspendeMoro Ethernet.

[Topmepskka MIOOBIX HOBBIX MPWIOXKEHMH, KOTOpble MOTYT BHEAPATHCA B
KaMITyce, He3aBUCHMO OT el M(PUKH UCTIONb3YeMbIX CeTeBbIX IPOTOKOMOB.

Ob6begnHeHMe MOMb30BaTeNeN ¢ OOIMMK MHTepecaMu (OTAeN, JelapTaMeHT),
KOTOpble TEPPUTOPUATILHO PACIIONOKEHDb! B Pa3AMYHbIX YacTAX KaMIIyca, B eIMHYH
BUPTYQIbHYK KOMaHAY (BUPTYaJbHYI0 NOKAIbHYIO CeTb) M KOHTPOJb AOCTYIa K
MHPOPMALIMH, ¢ KOTOPOI paboTaeT rpymnmna.

CosgaHye Crelyaau3ipOBaHHBIX MH(OPMAlLMOHHBIX LEHTPOB, B KOTOPBIX
IPOUCXOANUT 00padoTKa M XpaHeHMe JaHHBIX, HeOOXOOVMBIX PaslTNYHbIM TPYIIaM
nonb3oBatenaeil. [JocTynm K TakuM o6uwuM MHPOPMALMOHHBIM pecypcaM JOKeH
OBITb OIWHAKOBO IETKUM 13 TI000I TOYKM KaMIyca.

[TpocToit MexaHM3M NOAKMIOYEHMS K eOMHON ceTeBOM WH{pacTpyKType
HOBBIX KOPIIYCOB (3TaHNI1), He TPeOVIOIUIT IIePeCcTPOKY CYILeCTBYIOLIE CeTeBOil
CTPYKTypbl. DBblcoKas DpOM3BOAMTENBHOCTE M MAclUTaOMPYeMOCTh CeTeBOI
MHPPACTPYKTYPEL, 00eCleuMBaloIIas pacTyllie MOTpeOHOCTU MONb30BATeNel B
OOCTYIHOI MOJ0Ce MPONyCKaHMA KaHa/l0B CBA3N.

OnepaTiBHOE BOCCTAHOB/EHME pabOTOCIOCOOHOCTH CeTH MPU cHOsX.

CpaBHUTEIBHO HEBBICOKas LieHa MHCTAUIALMU M OOCTYKMBAHUSA CETHM IIPU
BBICOKOJ HafleXKHOCTH ee PyHKLIMOHMPOBAHUA.
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[TpaBUIBHO MMOCTPOEeHHAA KaMIyCHas CeTb INpeANpUATUA IpelcTaBsaeT
c060J1 MepapXMYECKYI0 CTPYKTYPY, COCTOALLYIO UX TPEX YPOBHEI:

1. MarucTpanbHblil ypoBeHb (Core);

2. ypoBeHb pacnpegeneHus (Distribution);

3. ypoBeHb gocTyna (Access).

YpoBeHDb Afpa - HAaxOAMTCA Ha CAaMOM BEpXy MepapXuM M OTBeYaeT 3a
HaJe>XHY®w ¥ OBICTpyH mepemauy Oonplinx o00DbeMOB [JaHHBIX. Tpaduk,
mepefaBaeMblil Yepe3 SAAPO, SIBAAETCA OOMMM sl OOMBILMHCTBA MOAb30BaTENeN.
CaMy TMO/Nb30BaTe/bcKMe JaHHble OOpabaTBIBAIOTCA Ha YpPOBHE pachpefeneHu,
KOTOPBHII, TPU HEOOXOAUMOCTH, MepechUTaeT 3alPOChl K ATPY.

Onsa ypoBHs sgpa 6Gonblioe 3HAYeHME MMeeT ero OTKa3OyCTONYMBOCTD,
MOCKONMbKY cOOI1 Ha 3TOM YPOBHE MOXET INPUBECTU K MOTepe CBA3HOCTU MEXKOY
YPOBHAMMU pacmpeneneHNs CeTH.

YpoBeHb pacmpefieieHNsA, KOTOPBI MHOTHA HAa3bIBAKT YPOBHEM padoumx
TPYII, SIBASETCA CBA3YWIIMM 3BeHOM MEXIY YPOBHAMM JOCTyMa M Agpa. B
3aBMCUMOCTH OT CIOC0o0a pearTn3alliy, YpoBeHb paclipefie/leHNA MOXKeT BBITIOTHATh
cnegyole GyHKLum:

- obecneyeHne MapLIPYyTU3ALMM, KauecTBa OOCTYKMBAHUA CETH;

- arpernpoBaHye KaHA/OB;

- Iepexo]] OT OJHOM TeXHOMOTUH K Apyroi (oT 100Base-TX k 1000Base-T).

YpoBeHb AOCTYIIA 3aHUMAETCA NIPefocTaBleHMeM JOCTYIIA NOAb30BaTeell I
paboumx rpymm K pecypcaM oObemmHeHHO# ceTn. OCHOBHOJ 3afjaveil ypOBHA
AOCTYIA ABAAETCA CO3JaHMe TOUEeK BXOAA/BbIXOAA MOIb30BaTe/NeN B CeTh. Y pOBEHb
BBITIOJIHAET CIenywLye GyHKIN:

- yIpaBJIeHUe JOCTYIIOM MOIb30BaTeNel M MOTUTUKAMU CeTH;

- CO3JaHMe OTHEeNbHBIX JOMEHOB KOIM3UM {CerMeHTaLMA );

- IOOKMIYeHNe pabouyX TPYII K YPOBHIO pacripesieNieHIs;

- ICTIO/Ib30BAHME TEXHOJIOTHM KOMMYTUPYEMBIX TOKAIbHBIX CeTell.

Puc. 12 - Mepapxuyeckas ctpykrypa CAN
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Takoit onucannw CAN paeT BO3MOKHOCTb
obopynoBaHue, VIOOBETBOpAWLIEe

NOTpeOHOCTAM KOHKPETHOI CeTeBON CTPYKTYPHL.

noaxom K BbIOpATD

Hauboee TOUHO (I)YHKLLMOHaHbeIM

CoBpeMeHHas ceTeBasd MHPPACTPYKTYpa ABAACTCA Paspe/aeMbIM PECYPCOM,

obecrieunBawIIUM paboTy LIMPOKOTO CIEKTpa MHGOPMALMOHHDIX MOACUCTEM.
SddekTuBHOCTL M 0E30MACHOCTD HEATENIBHOCTH JIIOOOTO COBPEMEHHOTO
NpeANpUATHA HAIpPsAMYH 3aBMCUT OT KadecTBa pPaboThl MHGOPMAIOHHOM
MHPPACTPYKTYPHL, OTBedawInel 3a OOCTY)KMBaHME TeXHOTOTMUECKMX M OM3Hec
IPOLIECCOB.
[Ipy NpPOEKTMPOBAHMM KAMITyCHOM CeTH HeoOXOIUMO MCMOAb30BaTh

MOIVIbHBIA nogxop. JaHHbI MOAX0H MO3BOACT CPOPMYINPOBATb TpebOBaHUA 110
(PYHKLMOHATPHOCTY M 3alMLICHHOCTM I8 KKAOTO MOAYNA MO OTAENIbHOCTH.
[TocTpoeHMe ceTU CBA3M C MCIIOAb30BAHMEM MOAYIBHOTO MOAXOHA ObecIeuMBaeT
GOMBLIYIO TMOKOCTD pellieHUA U YAEOOCTRO IIPY TalbHeleM MacIITabypOBaHMN.

Kak COBpeMeHHasa  MH(OpMalMOHHass  MHPpacTpyKTypa
NpeAnpUATUA COCTOUT U3 CIEeAYIOLINX COCTaBHBIX 6710K0B (puc.13).

[TpaBUIO,

Moayne Moayns 0O Mogynb A0CTyNa K BHELHUM
NpOM3BOACTBEHHOMOD aAMUHUCTPATUBHOrO cetam
3aHNA 34aHNA e
AyNb YAaNEeHHOro
(Access) (Access) e
—_— = — -
Moayne Mogynb
IP-Tenegonun ynpaeneHua Pr— Moayns aoctyna
YpoBeHb pacnpeaeneqna I K CeTH WHTE pHeT
m (Distribution) — | - T
5 g
- _—e \& vy -b
[ [ I
v
Llentp obpabotku Moayne aocTyna k
AaHHbIX Ynodo D KOpnopaTHBH it
Hb cetun
(Core)
o N\ AR

o

il N

Puc. 13 - Jlornueckas (MonynbHasA) cxeMa THIIOBOI CAN-ceT

Mopgynb ynpaBneHUs CETbIO;
Mogaynb IP-Tenedonnn;
LlenTp 06paboTKM JaHHBIX;

MO,I[YJIb MPpOU3BOACTBCHHOTO 30aHMA (BKJIIO‘{aeT B cebsa KOMMYTaTOp

JAOCTYIIA, pa60qne CTAaHOMHM U TEXHOTOTHYECKNEC KOHTpO)’IJ’Iepr);

MOJIY)'Ib AIMUHUCTPATUBHOTO 30aHUA (BKJII'O‘{aeT B cebsa OIWMH HMIN

HECKOMBKO KOMMYTAaTOpPOB U pa60qme CTaHLU/II/[);

Mogpynb pacnpenenenus;
Mogynb agpa cetu;
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[IPAKTUYECKAS PEAJIM3ALIMA KAMIIYCHOW  CETEBOM
MHOPACTPYKTYPLI.
! MarucTpanbHH YPOBEHbD.

30aHMA WM pasIMyHbIe YacTM KaMIyca OOBeIMHAITCS BBICOKOHAIEXHOI
KOMMYTMPYEMONM MarucTpanbl. Bolcokas HafeXHOCTb Afpa AOCTUraeTcd 3a cueT
pesepBUPOBaHNA COCAMHEHUI MEXAY MarMCTPabHbIMY CeTEBBIMU YCTPONCTBAMU U
pesepBUPOBAHUA COCAMHEHUN, UAYIMX OT KOPIIYCOB K AOPY CETU.

B cocraBe Agpa ceTM  MCHONB3YIOTCA  BBICOKOIIPOU3BOAUTE/TbHBIE
KOMMYTaTOpBE TpeThbero ypoBHA ceTeBoM Mopenn OSI/ISO, koropble
00ecTeunBaT:

MapLIPYTH3aLMEIO HAa CKOPOCTH Cpefbl lepefayui JaHHBIX (JecATKU TUrabut B
CEKYHIY); ObICTpOe BOCCTAHOBJICHME TTPU c605X; 6amaHCHPOBKY HarPy3Ku;

NOMOJTHUTENbHbIC  CEpBMUCBHI, Hampumep O€30MacHOCTb, AMATHOCTUKY,
yIIpaBIeHNe, MOAAepKKY MYIbTUMETUIHBIX IIPUIOKeHNI B MacTalbe Bcell ceTu,
4TO peanusyeTcs 3a CUeT BCTPOEHHOTO MHTEIEKTYalbHOTO IPOrPaMMHOTO
obecredeH .

IIngs wmcnonb3oBaHMA B KadecTBe CpeAbl Mepefauy MAaHHLIX Hambomee
3¢ eKTUBHDBI ABEe TEXHOMOTUM, B3aMMHO JOTONHAKLIME OPYT Ipyra U crocoOHble
YOOBACTBOPUTL TPeOOBaHMAM MpPaKTHUecky J0O0r0 KaMIYCHOTO —Au3aliiHa:
ONTOBONOKOHHBIE IMHUM CBA3N

OnToBONOKOHHbIE JMHUM CBA3M MOTYT CBA3aTh KaMIIyCHBIe TOPOJKIM,

TEPPUTOPHAIBHO pasHeCeHHbIE Ha JeCATKN KUIOMETPOB, ¥ YBETHYHUTD MPOITYCKHYIO
CIOCOOHOCTD AApa CeTH 0 OeCSATKOB TMrabyuT B CeKyHAY. DKOHOMMUYECKH Haubomnee
BbITOJHO MCIO/Ib30BATh ONTOBOTOKOHHBIE IMHUM CBASU B KOMITAKTHbIX KaMITycax,
rie Tpebyercsa obeCnedUTb MOMHYH CKOPOCTb HOCTYIIA MOML30BaTeleH B MHOOYIO
TOYKY KaMITyca.

Vcnonbsopanue craHfapTHbIX TexHonoruil 10-40GE unu Gigabit Ethernet
T103BOJIAET TMOKO peryaipoBaTh CTOMMOCTh KOHEYHOTO pellleH!s B 3aBMCUMOCTH OT
a¢peKTUBHOTO pajuyca KaMIlyca: OT COTeH MeTpoB o 100 kM.

PaguopocTyn wucnonbayerca B caydasdX, Korga TpeOyeTcs COCAMHMTD
KOPITyca, MeXAY KOTOPBIMU MPOKIaAbIBaTh (PM3NUECKYI0 TPOBOAKY HEOMPaBAAHHO
ZOPOTO WM IPOCTO HellerecoodpasHo, HAlpUMep, IIA MOJKTIoUeHNA HeOObIIIX
KOPITYCOB, CKIafCKHUX IO MEIEHHIA.

MpeanbHpIM pellleHMeM B 3TOM CJIy4ae CTAHOBUTCA TEXHOJIOTUA Paguo-
Ethernet (Bce cemeiicTBo OecripoBogHbx cranfgaptoB Ethernet IEEE 802.11),
NpefocTaBAAKL A CIeSYIOLMe BOSMOKHOCTH!
nepefaBaTh JaHHbIe HA CKOpocTy fo 1000 MouT/c Ha paccTtoanne go 50 kM; OBICTpO
OpraHM30BBIBATb KaHal CBASU: IJIA COEOUHEHMA [BYX KOPIIYCOB JOCTAaTOYHO
YCTaHOBUTD [IBa PafMOMOCTA, COSIUHEHHBIX ¢ KOMMYTaTOpPaMHM B 3JaHUAX.
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! YpoBeHb pacnpefeneHus.

Ha vypoeHe pacnpegeneHuss OOBIMHO PpacIoNaraloTcsl  LeHTPaabHble
KOMMYTATOPbI 37aHNA — Yallle BCETO BBICOKOIIPOM3BOAUTENbHbIE KOMMYTATOpPHL. C
ALPOM CeTH 3TH KOMMYTAaTOPBl COeAMHAIOTCA arperMpoBaHHBIMU KaHanaMmu Gigabit
Ethernet, 10G Ethernet. Kananbl, Begymme Kk sagpy cetu, IyOnmpyrorcs,
ocyllecTBageTc OalaHCHMPOBKA 3arpy3KM OCHOBHBIX M AYOJIMPYIOIIMX KAaHAIOB.
KoMMmyTtaToppl pabouux TPYNN COENMHAKTCA ¢ KOMMYTaTOpaMM — 3LaHMA
arpernpoBaHHBIMM KaHanamu Gigabit Ethernet wiau Fast Ethernet.

CepBepHas rpynna (bepma) (puc.12) o6bpMHO pacronaraeTcs B OJHOM U3
LIeHTPATbHBIX KOPIIYCOB, KOTOpble CHaOKeHBl HeCKOMbKMMU (PU3MUECKMMHU
KaHa/laMM CBA3M C JPYTMMHM KOpIycamMu KaMinyca. KoMMyTaTopbl, MOAKIIOUEHHDIE K
cepBepaM, MOAACPKUBAIOT PeKUM OaNaHCUPOBKM HArpy3kM Ha cepBepbl. s
KPYIIHBIX CEpBEPHBIX TPYIN TaKXe UCHONb3YITCA ACMOTHUTE/NbHbIE YCTPOMCTBA
K3IUMPOBaHUA MHPOPMALUK, KOTOPble TIO3BOIAT CHU3UTD 3aTPY3Ky CepPBepOB.

! YpoBeHb locTyna.

Ha ypoBHe pocTyna WCIONB3VIOTCA KOMMYTAaTOpbl BTOPOTO  YPOBHA,

npefHasHaueHHble A pabounx rpynm. OHM CHaGXKalTCA BBICOKOCKOPOCTHBIMU
noprammu Fast Ethernet wunm Gigabit Ethernet (puc.14), cnyxawumu pns
MOAKMIOUCHUS K LEeHTPaIbHBIM KOMMyTaTopaM 3gaHuA. CoeguHeHMs ¢
LIeHTPaTbHBIMM KOMMYTAaTOpPaMM 3JAHUA pe3epBUPYIOTCA. BO3MOXKHO M3MeHeHMe
GamaHca HATPY3KM, YTO II03BOJAET TOBBICUTh SQpeKTMBHOCTD MCIIOMb30BAHUA
pe3epBHOTO KaHa/Ia CBA3H.

Puc 14. - Tuno! cranpapros Ethernet

Paboune MecTa Monb3oBaTeseil MOAKTIOUAIOTCA K KOMMYTUPYeMbIM TOpPTaM
Fast Ethernet. BeicokonpousBoguTenbHble padodye CTAHLUUM M CepBepbl MOTYT
MOJKIKYATLCA K KOMMYTaTOPY € MOMOLbIO aTperMpoBaHHbIX KaHanos Fast Ethernet
wm no kKaHany Gigabit Ethernet. ArperupoBaHHBle KaHalIbl MO3BOMAKT IIABHO
YBETMUMBATh MPOMU3BOAUTEIBHOCTL CETEBOTO COCAMHEHMSA NyTeM OOBegUMHEeHUA
HECKOIBbKUX PU3MIeCKUX MHTep(elicoB B OIMH TOTMYECKUIL
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KaMmycHble ceTH, DO/KHBL B 00A3aTe/TBHOM MOpAKe IPOEKTHPOBATHCA C
yuetoM TpeboBaHuaM kK CKC (cTpyKTypupoBaHHBIM KabelbHBIM CHCTEMaM),
onucaHHbiM B ['OCT P 53245-2008 «MudopmaumonHble TexHonorun (MT).
Cuctemnl kabenbHble cTpyKTYpupoBaHHble» M ['OCT P 53246-2008 «MoHTax
OCHOBHDIX Y3/I0B CUCTeMbl. MeToAbl UCTILITAHMSA» U COMYTCTBYIOLUX JOKYMEHTAX.

Pr-1 Pr-2 Pr3
% é L
KM K

KM

3Tax5

Stax 4

3Tax 3

Jtax2

Stak 1

k TP M gpyroro 3paHna

PT - paGoyas rpynna

KM - konmviyTaTop

PMN3 - pacnpepenuTentHblil NyHKT 3Taxa
P N3 - pacnpesennTentHblid NyHKT 34 aHNA

Puc. 15 - TIpuHuMnmanbHas cxeMa CTPYKTYPUPOBaHHOM KabenbHOM
cucreMbl CAN
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MAN: ropojckue ceru.

Topoackas BeruMcauTenbHad cetb (Metropolitan area network, MAN) (ot
AHIJI. «CeThb KPYIHOTO ropofa») oO0BbedMHAeT KOMITIBIOTEPHl B Ipefenax TOPOIa,
IpeAcTaB/AeT coOOM ceTh, MO pas3MepaM MeHbIIyw, yeM WAN, Ho Oobluyio, YeM
LAN. sIBngercs 4acTHBIM ciydaeM cOBOKYHNHOCTH CAN, oO6beIMHEHHBIX MeXOy
coboil.

CaMBIM IIPOCTBIM IPUMEPOM TOPOJACKON CeTH ABAAETCA CUCTeMa KabeTbHOTO
TeneBupeHNA. OHa cTana TpaBOINPEeMHMKOM OOBIYHBIX AHTEHHBIX CeTell B Tex
MeCTax, Ie 10 TeM JIM MHBIM IpUYMHAM KauecTBO adupa ObIIO CIMIIKOM HU3KHIM.
OO0mmasn aHTeHHa B 3TUX CHCTeMaX yCTaHaBIMBATAach Ha BeplIMHE KAKOTO-HUOYIb
XOJIMa, M CUTHa/ IlepefaBajcs B JOMa aDOHEHTOB Uepes KabelbHble CeTH.

Korga VIHTepHeT cTan NpuBIeKaTh K cebe MacCOBYIO aVAUTOPUIY, ONIEPaTOPh
KabelbHOTO TeNeBUOCHUS MOHSAIN, YTO, BHECS HeOONbIUMe U3MEHEHNS B CUCTEMY,
MOKHO CHe/IaTb TaK, YTOODbI IO TeM >Ke KaHalIaM B HEMCIIONIb3yeMOM YacTU CIeKTpa
nepegapanuch (IpuuéM B obe cTOpoHBI) LudpoBble gaHHBle. C 3TOrO MOMeEHTA
Kabe/IbHOe TefleBHIeHHE CTAI0 IIOCTeIIeHHO MpeBpamarbea B MAN.

MAN — aro He TonbKO KabenbHoe TeneBupeHMe. HemaBHue paspaboTky,
CBS3aHHbBIE C BBICOKOCKOPOCTHBIM 6eCTPOBOAHDLIM JOCTYNOM B MIHTepHeT, IpUBenn
K cosgaHuio gpyrux MAN, xotopple onucanbnl B craHfjapre IEEE 802.16,
OMMCHIBAKOLLEM IMPOKONONIOCHBIE 6becnipoBopHble JIBC.

MAN (Metropolitan Area Network) — omopHas ceTb npoBaiifiepa. To ecTb
TOYKM, CBA3AHHbIEe CKOPOCTHBIMM KaHanaMu. PaccrossHue — ot 1 fo 10 kM. 3To enié
He WAN, Ho TouHo MAN-pemenus.

MAN npumeHsercs ana oO0begUHEHUA B ONHY CeTb TPYIIbI ceTell,
PacrnooXXeHHbIX B pasHbIX 3aHNAX. B AaMeTpe Takas ceTh MOXKET COCTaBAATD OT 5
10 50 KUTOMETPOB.

Kak mpaBuno, MAN He mpuHamIeXUT Kakoi-m1ubo OTAeIbHON OpraHusainy,
B OO/BLUIMHCTBE C/TydaeB €€ cOoemMHHUTeNbHbIe 3/IeMeHThl I Ipodee o0opymoBaHe
IPUHAISKNUT TPYIIIe IOIb30BATe/IeH WK Ke IpoBalifepy, KTo Oepér miary 3a
obcnyxuanme. O6 ypoBHe 06CTy>KMBaHKS 3apaHee JOTOBAPMBAITCA U 0OCYKIAI0T
HEKOTOpbIe TapaHTUITHbIe 0043aTeIbCTBA.

MAN wuacTo OeiicTBYeT KaK BBICOKOCKOPOCTHAs CeTb, YTOOBI MO3BOTUTD
COBMECTHO MCIOMb30BATh perMoHaIbHbIe pecypchl (mopobHo 6onbmoit CAN). Oto
TaK)Ke YacTO MCIONb3YeTcsa, YTOObl 00ecnednThb OOLIeTOCTYTIHOE [TOTKITIOUeHNe K
IPYTHUM CeTAM, UCTIONb3Ys cBA3b ¢ WAN (r106anbHOI ceThio).
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§ II1. MadpopManmoHHbIe TEXHOMOTHI ¥ TeIEKOMMYHMKALIH

MUH}opMaliMoHHbBIE TEXHOAOTUM — LI POKUIT KJTacC JUCLIMIUIMH 1 0O1acTelt
OeATeTbHOCTH, OTHOCAIIMXCA K TeXHOMOTUAM CO3HAHMA, COXpAHEHMUs, YIIPaBIeHUA
1 00pabOTKM AAHHBIX, B TOM YMC/IE C TIPMMEHEHNeM BBIYMCIUTENbHON TeXHUKI. B
MociefHee BpeMs Noj MHPOPMAMOHHBIMY TeXHOOTMAMY Yallle BCeTO MOHMMAIOT
KOMIIBIOTePHbIC TeXHonMoruu. B dactHocTH, VT MMeloT feno ¢ MCMonb3oBaHUEM
KOMITBIOTEPOB M IPOrPaMMHOTO obecriedeHN /1A CO3TaHMN 1, XpaHeHNs, o6paboTku,
OTpaHMYeHMA K Nepefade M MONYYeHNIO MHPOpMaLUM.

CornacHo omnpegenenuto, npuasaromy HOHECKO, UT - sto kommiexc
B3aMMOCBA3aHHBIX HAYYHDBIX, TEXHOJNOTMYECKUX, WHXXCHEPHbIX OUCLUILIMH,
M3YYarUX MeTombl 3(PEGEeKTUBHON OpraHMsaluM TpyAa JIIOZei, 3aHATBIX
00paboTKOIT M XpaHeHUeM MHGOpMalMy; BBIYMCIUTEIbHAS TEXHMKA M METOZIbI
OpTaHM3aLMK M B3aMMOAENCTBUA C TIOIbMI I IPOU3BOICTBEHHBIM 000PYIOBaHMEeM,
MX MpAKTUUecKHe NMPUIOKEeHMA, a TaKKe CBA3AHHbIE CO BCEM 3THM COLIMAIbHEBIE,
SKOHOMIYECKMe M KyTbTYpHBIe TPOOIeMBlL.

Camu MT TpebyoOT CMOKHOM MNOATOTOBKHM, OOMBIIMX IEePBOHAYATBHBIX
3aTpaT M HayKOeMKON TeXxHMKU. VX BHeApeHMe JOMKHO HAaUMHATBLCA € CO30aHUA
MaTeMaTUYeCcKOTo obecriedeHn, MOJeTUPOBaHUA, dopMupoBaHnA
MH(POPMALMOHHBIX XPaHWINLL [/ TPOMEXKYTOYHBIX [AaHHBIX M pelleHMIt.
TenekoMMyHMKaLIMH - 3T0 TH00bIe HOPMBI CBA3Y, CIIOCOOBI Neperaun MHPOpMALIUH
Ha OO/MbLIMe pacCTOAHUA. TeleKOMMYHMKALIMU - 3TO TAKKe IPOLecchl Iepemadn,
nonydeHus u  o6paboTku MHGoOpMaLMM Ha PacCTOSHUM C  NOPHMMEHEHMeM
3/MeKTPOHHBIX, 37TeKTPOMArHUTHBIX, CeTEBbIX, KOMIbIOTEPHBIX ¥ MHPOPMALIMOHHDBIX
TeXHOJIOTMI. YenoBeuecTBO 3aHUMANOCh 00paboTKOI MH(GOPMALIMK THICSYM JIET, A
nepBble MHPOPMALIMOHHDBIE TEXHOIOTUMIM OCHOBBIBA/IUCH HA UCIIO/Ib30BAHNH CYETOB
M KHUTOIEYaTaHMA. YckopuBlleeca 3a 1ocnegHue 40 7er  pasBuTHe
MHPOPMALMOHHON TEeXHOMOTMM B IepBYK oOuepelb CBJA3AHO ¢ MOABIEHMEM
KOMIIbIOTEPOB. YCIeXM WHTEIPAIbHON MUKPOIMEKTPOHUKM OOYCIOBUIU  ee
MPOHUKHOBEHME MOYTH BO BCE CTOPOHBI MOBCEAHEBHOM JKU3HU, & TAKXKe MPUBENN K
MHOTOO0PasHOMY MepeIVIeTCHUIO Pa3IMYHbIX €€ OTPacieil.

Y3KMit CMBICT TepMMHA «MH(}OpMaLMOHHAA TEeXHOIOTHMS» ONMpeeNuIcs K
KOHLY 1970-X TOOOB, KOTAa €ro CTaIM YHOTpeONIATh B CBA3M C JCIONb30BAHMEM
COBpeMEHHOI  9JIeKTpOHHOI  TeXHNKM Jyia  obOpaborkm  MHPopMarin.
MHpopMaUMOHHAA TeXHOJIOTUs OXBATbIBACT BCK BBIUMCIUTENbHYKH TEXHUKY M
TEXHMKY CBSA3M M OTYACTU — OBITOBYIO 3/MEeKTPOHMKY, TENEBUSMOHHOE U
paguoBetanue. OHa HaxoAMT NPMMEHEHMe B MPOMBILITEHHOCTH, YIpaBAcHUM,
TOPTOB/e, 00pa3soBaHUM, MeINIIMHE, HayKe I BOGHHOI cdepe.

B mnocmegHue 15 7eT AOBONBHO TONYIAPHBIM CTalo IIOHATHE HOBas
HPOpMaUMOHHad TexHonorud. HabnoparoTcsa pasnuyuHble TOAXOABI K TPaKTOBKe
3TOrO TePMUHA.
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ITox HOBBIMU UHPOPMALIMOHHBIMY TEXHOTOTMAMY TOHMMAIT COBOKYITHOCTD
BHeApAeMbIX («BCTpamMBaeMblX») B CUCTeMbl OPraHM3allMOHHOTO YyHpaB/ieHMA
IPUHLIMINATBPHO HOBBIX METOMOB, CIOCOOOB U CpedcTB o0paboTKM JaHHBIX,
MPefCTaBAAMNX  co0OI  LIEIOCTHBIe  TeXHOJOTUYECKHe  CUCTeMBl "
obecneunBaILIMX LieleHAIpaBIeHHOE co3laHne o6paboTKy, Mepenavy, XpaHeHue U
otobpakeHne MHQPOPMALMOHHOTO TIPOAYKTa (MAaHHDLIX, MOel, 3HaHUMU) ¢
HAaMMEHbIIMMM 3aTPATaMU ¥ B COOTBETCTBUM € 3aKOHOMEPHOCTSAMU TOM COLIMANbHOM
cpenbl, THe pa3BUBaeTcA 23Ta UHPOpMalMOHHaA TexHonorua. Hosgerimme
MHPOPMAIMOHHBIE TEeXHOMOTHUM- 3TO CIellMaibHble TEPMUH, XapaKTepPU3YIOLIUH
JICTIO/Ib30BAHME HOBEHMIIMX 1A JAaHHOTO 3Talla PAa3sBUTUA TOCTIDKEHMH HAyKu U
TeXHUKM B oOmactu  uHpopMmarusaumu. [loHATMe  «HOBas»  ABAgETCA
OTHOCUTENBHBIM U MOXET UCIIONb30BAaTbCA Ha OMpefie/IcHHOM OTpe3Ke BpeMeHMU.
Tax HasplBaeMyw  «HOBU3HY» WH(OPMALUMOHHOM  TEXHOMOTMM  IpupaeT
MCTIO/Mb30BaHMe TPMHLIMNNMATBHO HOBBIX METOJOB M CpeNCTB TpeoOpasoBaHUA
MHQOpMaLH.

[TpMHUIMTIMANbHOE 3HaUeHMe COBpPeMeHHON MHGOpMallMOHHON TeXHOIOTHU
COCTOUT B 3aMeHe MAIIMHHO-OYMa)KHOro mnpolecca o0paboOTKM [aHHBIX Ha
0e30YMaKHBLI, B KOTOPOM He TOMLKO He MCMOMb3YIOTCA IPOMEKYTOUHbIE HOCUTETI
NaHHBIX, HO M CHIDKaeTcs o0beM UKCAUMM TAHHBIX Ha OOBIYHBIX JOKyMeHTax. B
moJoOHOM TeXHONMOTMM BIlepBhle HabmiogaeTcad ¢eHOMeHabHOe sABJeHUEe -
mpotecchl 06paboTku MHAGOPMALMM OTHENEeHBl OT IpOIecca MepeHOca MAaCChI.
Tonbko mpu o6MeHe MeXXIY UeTOBEeKOM M MALIMHO MOTYT MCIOb30BAaThCA (HO He
00s3aTeNbHO) MeXaHUYeCKHe NepeMelleHNs YCTPOICTB.

Ob6DbekToM uccnenoBaHna B MH(DOPMALMOHHON TEXHONOTMM ABAAIOTCA He
MeXaHW4YecKMe WU MporpaMMHbIe CPefcTBa, a [eATeNbHOCTb 4Ye/loBeKa, T.e.
B3aUMOJENCTBUE eT0 B cHcTeMe: YenoBek — IBM — conmanbHadg cpefa. Peub uger

O CO3JaHMM M NpeoOpasOBaHMM MOJeETell UelOBeKO-MAIUMHHBIX CHCTeM. B aTux
MOJeNAX AeATEIbHOCTh MO CO3JAHMI, HMCIOMb30BAHMIO M COBEPLICHCTBOBAHMIO
CNUBAeTCA BOSJUHO U HEPA3pblBHO B3aMMOCBA3aHA.

[TpepmeTOoM McCnefoBaHUsA BLICTYMNAKOT 3aKOHOMEPHOCTU CTAHOBJICHUSA M
PasBUTHA METOROB MH(POPMALMOHHON TEXHOIOTHMM, a TaKkKe 3aKOHOMEPHOCTH
TIOCTPOEHUA ¥ (PYHKIMOHMPOBAHUA CPELCTB €€ pealn3alin.

B Hacrosmee BpeMs MHGpOPMAIMOHHAA TEXHONOTUA obperna Tpu Haubomee
XapaKTepHble PyHKLMHU:

1)nepcoHanu3alnms BLIYMCACHUI Ha OCHOBE KOMITBIOTEPHBIX CUCTEM M CUCTEM
VHTEIEeKTYILHOTO UHTepdeiica KOHeYHOro nonbsosatens ¢ [1K;

2) ucnonpzoBaHne 6a3 JaHHBIX M a3 3HAHMIT;

3) npuMeHeHMe BRIMUCANTENbHBIX ceTell.

3) npuMeHeHMe BCTPOEHHBIX KOMIIbIOTePHBIX CUCTEM;
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OTn QYHKUMM peanmsyrTcad MOCPeACTBOM CO3TAHUA YHMBEPCATBHBIX U
CIIeMaTN3UPOBAHHBIX  UHQOPMAUMOHHBIX  (MH(POPMALMOHHO-TEXHUYECKMX,
MHPOPMALMOHHO-TeXHOTOIMYECKUX) CUCTEM M KOMITTIEKCOB.

HcTopua passutua MHOOPMAIIMOHHON TeXHONTOTUN:

[IpuHnMnuanbHOe OTAMYME MHPOPMAIMOHHOM  TEXHOMOTMM  OT

TPOM3BOJICTBEHHOM COCTOUT B CIEAYIOIEM:

NH{popMaLMOHHAasA TEXHOIOTUA He MOXeT OBITh HellpepbIBHOM , TaK KakK OHa
coefMHAET pabOTy PYTMHHOTO THHA (CU€TOBOACTBO, CHATME KOIMIl, OTlepaTyBHBIN
yieT, M T.OI.) M pabOTy TBOPUYECKYI0, He IOAAAIINyIoca IoKa (opManmusalun
(mpuHATHe pelleHMiT). TexXHoNMOIMA MPOM3BOACTBA HENpepbIBHA I OTpayKaeT
CTPOIYKW IOCAEJOBaTENbHOCTL BCeX OIepalMil [A8 BBIIYCKa MPOJYKLMH
(koHBelfepusanyus mnpouecca). lVcnonb3yemble B NPOM3BOACTBEHHON cdepe
TEXHONOTUYeCKMe MOHATUA (HOPMa, HOPMAaTUB, TEXHOMOTMYECKUI Tponece M T.II.)
MOTYT OBITh B HACTOALLee BpeMs PaclpOoCTpaHeHbl TOMbKO Ha PYTMHHbBIE OIlepaliin
Haf MHbopMaLueri.

Ms Bcex BHJOB TexXHONOTMI MH(QOpMalyMOHHAA TeXHONMOTMA cdephl
yhpaB/leHUS TNpefbABIAeT caMble BBICOKMe TpeDOBaHUA K «4elT0BEYECKOMY
daxkTopy», OKa3blBasgd NMPUMHLUNMATbHOE BAMSHME Ha KBanu¢UKauuio paboTHMKa,
cofiepKaHue ero TpyAa, GU3aNYecKyo M YMCTBEHHYIO Harpy3Ky, NpodieccHOHaIbHbIe
NIEePCIIEKTHBEL U YPOBEHb COLIMANIbHBIX OTHOLIEHMIT. COLMAIbHBIN [TOAX0 KO BCEM
HOBalMAM B MHQOPMALIMOHHON TeXHONOTHM OCOOEHHO BaKeH IIPM BHeLpeHMUM
4e/I0OBEKO-MALIMHHBIX CUCTEM U IIEPEHOCE TOCTIDKEHUI KOMIIBIOTEPHOM PEBOTIOLIIN
13 OFHOI cOLMaNbHOM cdepbl B APYIVIO.

1. MudopmaMOHHasd TEXHOMTOTMA B CBOEM PasBUTHUU MPOLLIA HECKOTbKO
3TanoB. o BTopoil monouHbl XIXB. OCHOBY MH(POPMALMOHHON TEXHOMOTHMU
COCTABR/LANIU T1epo, YepHWIbHNLA U OyXranTepckad KHUTa. KoMMyHMKaLuA (cBA3D)
OCYLIeCTB/IA/Mach IyTeM HampapleHMsA MHakeToB (feneuwn). I[IpogyKTMBHOCTD
uHpopMaMOHHON 0o0paboTkM  Oblla  KpalfHe HU3KOM: KaXAoe IHChMO
KONMpOBAaZOCh OTAENbHO BPYYHYHK; IOMMMO CYETOB, CYMMMUPYEMBIX TaKxkKe
BPYUHYI0, He ObLI0 ApYroi MHQopManum a1 NpUHATUA PelleHUH.

2. Ha cMeHy «pyuHoit» MHpOpMaLMOHHON TexHonoruu B KoHue XIX B.
NpUOITA  «MeXaHW4decKas». VIsoOpereHme muuyielf MamIMHKM, TenedoHa,
IUKTO(goHA, MOePHM3aLMA CHCTEMBI 00LIeCTBeHHOI IIOUTHI —BCe MTOCTYXHIIIO 0a3011
/1A TIPYHLMIIMAIbHBIX M3MEHEeHUI B TeXHOMOIMM 06paboTkM MHPOpMaLUy, I, KaK
CNIeACTBME, B IPOAYKTUBHOCTD paboTshl. [To cyluecTBy , «MeXaHUUeCcKads» TEXHONOTUA
NponoXuia  Jopory K  (opMMpOBaHMIO  OpPraHM3alMOHHON  CTPYKTYpBI
CYLLECTBYIOLMX YUPEKACHUIL.

3. 40-60-e rogpl XX B. XapaKTepM3YIOTCA MOABICHUEM «3I€KTPUUECKOM»
TEXHOJIOTUHM, OCHOBAHHONM Ha MIMPOKOM UCIIO/Nb30BAHUN 3MEKTPUIECKUX MUINYLIUX
MAalMHOK CO CheMHBIMU /IeMeHTaMU, KONMPOBATbHBIX MAlUMH Ha 06bIYHOI OyMare
(TMIa Kcepokca), TIOPTaTHBHBIX JUKTO(OHOB.
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OHM yIydlIMIM yUpesKAeHYeCKYI0 JeATeNbHOCTh 3a C4YeT IOBDIIEHUA
KavecTBa, KOMMYECTBa M CKOPOCTU 0OpabOTKM JOKYMEHTOB. MHOIMe cOBpeMeHHbIE
yupeXaeHMA 6asupyIoTCs Ha «3NIeKTPUIeCKOi» TeXHOMOTHIL.

4. [loaBneHKe BO BTOPOI MOIOBUHE 60-X ro0B OOMBIIMUX IPOU3BOIUTE/IbHBIX
IBM Ha nepudepun yupexxgeHUeCKON eI TeIbHOCTH (B BBIYMCTUTEILHBIX LIEHTPax)
MO3BOTMIO CMECTUTDL aKLEHT B MHPOPMALMOHHON TeXHOTOTMM Ha 0bpaboTKy He
dopmbl, a cofepkaHus uHpopMauuu. ITo OBUIO HavaaoM (HOPMUPOBAHMA
«37eKTPOHHOM»,  WIM  «KOMIIDIOTepHOI»  TexHoimoruu. Kak  M3BecTHO,
MHPOPMALMOHHAA TeXHOMOTUA YIIPaBIeHUA JO/DKHA COlepKaTb KaK MMHUMYM TPU
Ba)XKHEMIIMX KOMIIOHeHTa o0paboTkyu MHpopManuy: ydeT, aHaMM3 ¥ NPHHATHE
peLeHMiT. ITH KOMIIOHEHTBI PealM3YIOTC B «BA3KOM» cpefie — OYMaXKHOM «MOpe»
LOKYMEHTOB, KOTOpPOEe CTAHOBUTCA € KOKABIM FOZOM Bce Hoj1ee HeOOBATHDBIM.

5. Cnoxxuslnecs B 60-x rogax koHuenuuu npuMmenenns ACY He Bcerja u He
B IIOJIHOM Mepe OTBEYAlT 3ajaue COBEpILICHCTBOBAHMA YIpaBIeHMUA O
HEOTPaHUYEHHBIX BO3MOXKHOCTAX «KHOIMOYHOM» MH(OPMALMOHHON TeXHOTOTHUH.
MeTono/ornyeckK 3T KOHLIEIUUM BBIYMCIUTENbHON MolIHOCTH cucTteM ACY n
NpUMeHEeHUN Hanbonee oOLIMX UMHTALMOHHBIX MOJAENIell, KOTOphIe B pAAe CTy4aeB
Aa7eKU OT pealbHOIO MeXaHU3Ma OMNepaTHBHOIO YITPaBICHUS.

Haspanue «aBTOMaTHM3MpOBaHHasd cHUCTeMa YHOpaBICHUA» He COBCEM
KOPPEKTHO OTpakaeT GYHKLIMH, KOTOPbIe TaKye CUCTeMbl BBITIOMHAIT: TOUHee ObIIO
OBl «aBTOMATU3MpPOBAHHasA CHcTeMa obecmeveHus ympaeneHus (ACOVY), ubo B
cyitecTByoIx ACY oHATHe «CHcTeMa» He BKIIOUaeT Pellalollero

3BeHa yNpaBJeHUA-NTONb30BaTeA. WrnopuposaHue 3TOTO
NPUHLUUIMAIBHOTO OOCTOSTENbCTBA, NO-BUAMMOMY, HPHMBEIO K TOMY, YTO
paciumupenmne cet ACY u mosbplllleHMe MOLHOCTHM MX BBIYMCIUTENbHBIX CPEACTB
obecnieunny Oarogapsa OOMBLIMM MAacCMBAaM TePBUYHBIX JAHHBIX YAyUIIeHMe B
OCHOBHOM VYeTHBIX QYHKUMI ympaBneHus (CIPaBOYHBIX, CTATUCTHYECKUX,
cnegAwux). OfHaKo ydeTHble PYHKLMM OTPaXKAKT TOMBKO IMPOLTIOe COCTOSHUE
oODbeKTa YHOpaBIeHUs M He MO3BOMAIT OLECHMTh MEPCMEKTUBLI €ro pasBUTHS, T.c.
00/1afal0T HU3KUM IMHAMM3MOM. B IPYrMX KOMIIOHEHTaX TEXHOMOTUM YIIpaBIcHUS
HapawuBaHue wMomuHocTm ACY He pano omyrumoro addekra. OTcyTcTBHE
PasBUTBIX KOMMYHMKALIMOHHBIX CBA3eH paboumMx MecT II0/b30BaTens ¢
LeHTpanbHOI IBM, xapakrepHblit nna GonpumMHcTBa ACY TIaKeTHBIN peXuM
00pabOTKM [AaHHBIX, HM3KMI VpOBeHb [UAIOTOBONM MOJNEPXKKH — BCe 3TO
dakTMYecky He obecrneyyBaeT BBICOKOTO KavecTBa aHAIM3a IOIb30BATEIAMU
JaHHBIX CTAaTMCTUYECKOHM OTYETHOCTM U BCErO MHTEPaKTMBHOTO  YPOBHSA
aHamuTHyeckoir pabotol. Tem cambiM addexktnBHOCT ACY HA HUKHUX CTYNEHAX
YIIpaB/IeH4YeCKOM TeCTHULLB, T.€. MMEHHO TaM, Te (POPMUPYIOTCA MHQOPMALIMOHHbIE
IIOTOKY, CYUIECTBEHHO IIajaeT BCICACTBME 3HAUYMTEIbHON  M3OBITOUHOCTH
MOCTYNAKRIeH UHPOPMaL K IPY OTCYTCTBUY CPefICTB arperpoBaHMA JAHHBIX.
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VIMeHHO TO 3TOJ TIpHMUMHe, HECMOTPS HA BBOJ IOMOTHMTEIbHBIX CUCTEM
ACY, ¢ K&KIObIM TOJOM BO3PacTaeT KOMMYeCTBA PAaOOTHUKOB, 3aHATBIX YYCTHBIMU
GYHKUMAMM: Ha CETOXHALIHMI JeHb IIeCTy 4YacTh BceX pabOTHUKOB aIllapara
yIIpaB/IeHNs COCTABMACT YUeTHO-OYXIaNTepCKUI ITepcoHal.

6. HaunHas ¢ 70-x rogoB copMUpoBanach TCHACHUMA MePeHeCceH LieHTpa
TsoKecTH ¢ paseutns ACY Ha yHOaMeHTanbHble KOMIOHEHTH MH(POPMALMOHHO
TEXHONOTMM (O0COOEHHO Ha AaHAIUTHUYECKYIo paboTy) ¢ MakCMMalbHBIM
IpMMeHEeHMEeM YeTOBeKO-MAlIMHHBIX Npoliegyp. OOHAaKe MO-NpeXHeMy BCA 3Ta
pabota npoBogWIachk Ha MOIIHBIX 3BM, pasMelmaeMbIX LeHTPaJM30BaHHO B
BBIYMC/IUTEIBHBIX LIeHTpaX. [Ipu 3ToM B 0CHOBY nocTpoeHus nogobHeix ACY 6bura
MOJIOYKeHa TUIOTe3a, COINIACHO KOTOPON 3alauM aHaaM3a M MPUHATUSA pelueHui
OTHOCUINCh K Krnaccy ¢opMaansyeMblX, HNOAAAOIWMUXCA MaTeMaTUUYeCKOMY
MogenupoBaHuio. [Ipegnonaranoch, 4yto Ttakne ACY HOMKHBL OBIIM MOBBICUTD
KauecTBa, I[IOJTHOTY, IONIMHHOCTE M CBOEBPEeMEHHOCTb WHQPOPMAIMOHHOIO
ofecriedyeHMA JUL, NMPUHUMARIIKNX pelleHUs, 3PPeKTHBHOCTD pabOThl KOTOPBIX
OyzeT BO3pacTaTh OMarofaps yBelMHIeHHIO YMC/Ia aHATH3MPYeMbIX 3a1at.

OpHako BHeOpeHMe TOHOOHBIX CHUCTEM [Aal0 BecbMa OTpe3BIANLINE
pesynbTathl. OKasanoch, YTO MpUMeHsAeMble MaTeMaTHyecKue MOJeNu UMERT
OIPAHMYEHHDbIE BO3MOMKHOCTM IPAaKTUYECKOIO MCIONb30BaHUA: aHAIMTUYecKas
pabora M IpoLecc NMPUHATUA peLIeHUI NPOUCXOIAT B OTpbIBE OT pPealbHOIl
CUTyalMM M He  TMOAKPEemIAKTcA  KOMMMYHMKALMOHHBIM  IIPOLIECCOM
dopmupoBaHus. 14 Kax a0t HOBOI 3agaun TpedyeTcs HOBasA MOLE/b, @ IOCKOAbKY
MOJeNb CO3JaBajach CrHeUManucTaMu M0 MaTeMaTMYeCKMM MeTojaM, a He
MOMb30BATEEeM, TO MPOLECC MPUHATUA PelIeHMIT MPOUCXOJUT Kak Obl He B
peabHOM Maciitabe BpeMeHM, W TepsAeTci TBOPUYECKMIT BKIa CaMoro
IIO/Ib30BATENs, OCOOCHHO IPH pellleHUM HEeTHUIIOBBIX YIpPaBIeHUIeCKUX 3agad. [lpu
3TOM  BBIYMCAMTEIBHBI — TNOT€HLMANd  VIPABIE€HUA, COCPEJOTOYEHHBINI B
BBIYMCINTENbHBIX LEeHTPaX, HAXOAUTCA B OTPBIBE OT OPYTUX CPELCTB M TEXHOIOTHI
0bpaboTku nHGopMaL K BcaeacTBue HeahHeKTUBHOIM paboThl HUGKHUX CTYIICHEH T
HeoOXOOVMOCTY HeMpepbIBHBIX KOHBepcUIt MHpopManmuyu. ITO TakXKe MOHMKaeT
3¢ PeKTUBHOCTD MHPOPMALMOHHON TEXHOMOTMM IPU PelleHUN 3aJad Ha BEepXHUX
CTYyIeHsAX YIpaBleHYecKoM necTHuUBbL. K ToMy ke ana cnoxublueitca B ACY
OPraHM3alMOHHOM CTPYKTYPhl TeXHWYeCKMX CpefCTB XapaKTepHbl HM3KUI
K03 PHULMEHT UX UCIIONb30BAHMN, 3HAYNTENIbHbIE CPOKM (He BCerja BhHIIIOMHAeMble)
MPOEKTUPOBAHNSA aBTOMATU3MPOBAHHBIX CUCTEM M HEBBICOKas UX peHTa0eMbHOCTD
u3-3a C1aboro BO3AEHCTBMA pe3yIbTATOB ABTOMATM3aUMM Ha 3PQeKTMBHOCTD
yIIpaBICHUA.

7. C mnoserneHueM IIK Ha «rpebGHe MMKPONIPOLIECCOPHONM PEeBOTIOLIMM»
NIPOMCXOINUT NMPUHLUINMAIbHAaA MofepHu3auua ugen ACY: OT BBIYMCIMTEIBHBIX
LHEeHTPOB M LeHTPAanM3aLMuy YIpPaBleHUA K paclpefe/leHHOMY BBIUMCIUTETBHOMY
MOTEHLMATY, TOBBILICHUIO OGHOPOGHOCTH TeXHOMOTMM 06paboTku uHpopMauun u
AeLleHpanusaluum yrpasiaeHns.
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Takol1 moaxon HallesI CBOE BOIUVIOLEHHE B CHCTEMaX MOANEePKKU IPUHATUA
peutenus (CIIIITP) n skcnepTHBIX cucTeMax (JC), KOTOpbIe XapaKTEePU3YIOT HOBBIN
3Tall KOMIIBIOTEPM3ALMM TEXHOMOTUM OPraHM3allMOHHOTO YIIpaBlA€HMA, IIO
CyLLecTRY, -aTan HepcoHanmusanmu ACY. CHUCTeMHOCTb - OCHOBHOM IIpHM3HAK

CIIITP u npusnHaHuMe TOrO, UTO caMasd cOoBeplieHHasa JIBM He MoxeT 3aMeHUTDb
4yenoseka. B mJaHHOM clydae peub MAET O CTPYKTYPHOI 4eTOBEKO-MAlUMHHON
eAMHMLIC YIpaBAeHUA, KOTopas ONTUMU3MpYETCA B Hpolecce paboOThL:
BO3MOXXHOCTM OBM paclimpaAnTca 3a cdeT CTPYKTYpM3ALMM II071b30BaTe/IEM
pelllaeMBIX 3afad M ITOTIOTHEeHMA ee 0a3bl 3HAHMIT, a BO3MOXKHOCTH [TO/Ib30BATEN - 3a
cyeT aBTOMATHM3aLMM TeX 3aJad, KOTOpble paHee ObUIO HeleIecoo6pasHoO
nepeHocuTh Ha IBM NO 3KOHOMMYECKMM WIM TeXHMUYECKMM COOOpaXKeHMAM.
CTaHOBMTCA BO3MOXHDBIM aHaJIM3UPOBATb NMOCIEACTBMA PasINYHBIX peIleHU U
MOJTYyYaTh OTBEThbI Ha BOMPOCHI TUNA « YTO OYAET, eC/IN...7», He TpaTs BPeMEHH Ha
TPYAOEMKHUI [IPOLIecC IPOrpaMMUPOBAHHUA.

Jpyrue KOMNbIOT€pHbIE CHCTEMbI

CuHcrema NOJACPZKKH IIPHHATHA pememn'l
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Puc. 16 - Cucrema nopaepKKu NpUHATUA pelleHNA

Baxkneiimmit acriekt BHegpenus CIIIIP (puc.16) u 3C - panmoHanusauus
TIOBCEHEBHOM MeATeNbBHOCTH pabOTHUKOB YIpaBieHMA. B  pesynbTaTe uX
BHeIpeHMA Ha HIDKHUX CTYNEHAX YHPaBJICHMA CYLLeCTBEHHO YKpeIiseTcs Bech
({pyHIaMeHT yIrpaBaeHUA, YMEHbLIAETCA Harpy3ka Ha LIEHTPalM30BaHHbIC
BBIYMC/IUTENbHbIE CUCTEMBl M BepXHMe CTYIE€HM VIpaBAeHUA, UTO IIO3BOIAET
COCPeIOTOYMTh B HMX BOIIPOCH] pellleHUA KPYIHBIX AOITOCPOYHBIX CTpaTerMuecKnx
3agad. EcTecTBeHHO, 4YTO «KoMIbloTepHas» TexHonmorusa. CIIIIP pgomkHa
MCNONMb30BaTh He TOMbko 3BM, HO U apyrue coBpeMeHHbIe CpeficTBa 00paboTKH
MHGpOpMALUN.



Konuenuua CIIIP Tpebyer mnepecMoTpa CYUIECTBYWIIMX IOAXOZOB K
YIIpaBleHMIO TPYAOBBIMM NpoLieccaMy B yupexxaeHuu. [1o cywectBy Ha 6ase CIIIIP
tdopMupyemMca HOBasA 4elOBeKO-MalllMHHAA TPYLOBas eNMHNLA ¢ KBalnduKaLuen
TpyHa, €r0 HOpMMpOBaHMeM M oIvTaToii. OHa aKKyMyAupyeT 3HaAHMA U yMeHUe
KOHKpeTHoro yenoseka (nonbsoBaTtens CIIIIP) ¢ mHTerpupoBaHHbIMM 3HAHUAMU U
yMeHMeM, 3anoykeHHbIM B [IOBM (skcnepTHble CUCTeMbl, CUCTEMbI MPUHATUA
peLLeHMIT, CUCTeMBl 00eCTIeUMBAIOLIEH TEXHOTOTUM U IOP.).

B saxnouyenue pasfena KpaTKO OCTAaHOBMMCA Ha COCTOAHMM M
TeHAeHIUAX pasButuda UT B CIIA, cTpanax 3anagHoit EBpomnbl, AnoHun MoxHO
O0XapaKTepU30BATh CIeAVIOLIMMHY Te3UCAMMU:

1. Haguume 607b1I0TO KOMMYECTBA MPOMBILIEHHO ¢YHKUMOHMpYIOWUX B]l
bonpLioro obbeMa, comep>KalMX MHGPOPMALMIO MPAKTUYECKM MO BCEM BUIAM
neATenbHOCTH 0DIlecTBa.

2. CospaHMe TeXHONOTMH, OOeCHeUNBAIOIIUX WHTEPAKTUBHBIA JOCTYII
MacCOBOTO II071b30BaTeNA K 3TMM MHQOpPMaLMOHHBIM pecypcaM. TeXHMUeCKo
OCHOBOJ JaHHOV TeHIEeHLMM ABUMMCH TOCYJAPCTBEHHbIE M YaCTHbIE CHCTEMBI CBA3U
¥ TepefadM JaHHBIX O0ILero Ha3HauYeHUA M CrIeLMaTU3UPOBaHHbIe, 00 beIMHEHHbIE
B HALlMOHa/NbHbIE, perMOHaNbHbIe U rnodanbHble MBC.

3. Pacmmpenne PyHKLUMOHAIBHBIX BO3MOYKHOCTEH MHGOPMALMOHHBIX
CHCTeM, 06eCTIeUMBAIOLINX MMAPA/UIeIbHYIO OIHOBpeMeHHYI0 00paboTKy bas [laHHBIX
(BI) ¢ pasHoOOpasHOI CTPYKTYPOil HAaHHBIX, MYIbTHMOOBEKTHBIX [JOKYMEHTOB,
TUIlepcpel, B TOM 4MC/AE PeATU3YVIOLIMX TEeXHOJAOTMM CO3OaHUA WM BeleHUA
runeptekcToBbiX bl Cosganue moKambHBIX, MHOTO(GYHKIMOHATBHBIX MPOOIEeMHO-
OPMEHTMPOBAaHHBIX MH(QOPMALMOHHDIX CUCTEM PasIMYHOIO Ha3HAYCHUs Ha OCHOBE
MoniHbIX [1K 1 nokanpHbix ceteit [1K.

4, BxnwoueHne B MHPOpMallMOHHbIE CHUCTEMBI 3/IEMEHTOB
VHTeVIEKTYaTN3allMM  MHTepdelica TOMb3oBaTeNsd ¢ CHUCTEeMaMM, SKCIIePTHBIX
CHCTeM, CUCTEM MALIMHHOTO IepeBONa, MHASKCHPOBaHMA MHGOpPMaLMH U OPYTUX
TEeXHOMOTMYECKUX CpPeAcTB. BedyliMe NpOMBILIZTEHHO PasBUTLIE CTPAaHbl MMEIOT
TOCYJApCTBEHHYIO NOMUTUKY B obmactu passutua MT u cooTBeTcTByMOIME
IpOTpaMMbl, KOTOpble CYOCHUAMPYIOTCA TPaBUTEIbCTBOM, TOCYAAPCTBEHHBIMU
yupeXXOeHUAMM, YACTHBIMU (PUpMaMi M acCOLMALIMAMIL.
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§ IV. Mukpoapxutektypa KOMIBIOTEPHBIX CETEIA.

I. Sranodubiin noaxoa: Friend-to-friend u Peer-to-Peer o6men.

ApxuTekTypa ceTM - 3To HaGop IapaMeTpoB, IIPaBWI, IPOTOKOJIOB,
a/ITOPUTMOB, KapT, KOTOPbIE MO3BOMAKT U3Y4aTh CETh.

ITporokon - 270 HabOp CEMaHTUYECKMX M CUHTAKCUUECKUX IIPaBMII,
ollpefie/IALINI NoBefeHe PYHKLIMOHATbHBIX O/I0KOB CeTH MM Iepefauy JaHHBIX.
Jpyrumu cioBaMM, MPOTOKOA — 3TO COBOKYIHOCTb COT/IallEHMIT OTHOCHUTENbHO
crnocoba TpefcTaBAeHUA [AHHBIX, O0eCleuMBAIOLIETO X Iepefady B HY)KHBIX
HampaBJcHMUAX U IPaBUIbHYIO MHTEPIPETALMIO JaHHBIX BCEMM Y4acTKaMU ITpoLecca
nHpopMaLMoHHOro o6MeHa. [Tockonbky MHGOPMaLMOHHBIN OOMEH — 3TO IpoLece
MHOTO(]YHKLUMOHANBHBII, TO IIPOTOKOJIBI AeTATCA Ha YPOBHU. 3a KaXXIBIM YPOBHEM
3aKpengeTcs TpyNma poACcTBeHHDIX (pyHKUMIL. 18 NpaBUALHOTO B3aUMO/EACTBIA

Y3JIOB pPa3/IMYHBIX BBIMMCTUTE/IBHBIX ceTel ux APXUTEKTYPA JO/IKHA OBITH OTKprTOﬁI

(usBecTHOI). CylllecTBYeT HECKONIbKO CUCTEM MEXCETEBOTO B3aMMOAEHCTBUN, KaK
HanpuMep usBecTHaa BamM  Mojenb  OSI/ISO, cHuckaBllad  MaccoBoe
pacmpocTpaHeHMe Bo BceM Mupe. OpHako, Mogmenb OSI/ISO paer mocTaTouHO
MIOCKNE, MOBEPXHOCTHBIE MPEACTABICHNA, K CAMUM CeTAM, K PasHOCTH MOJAXO7a
o6MeHa MeXIY KOHEUHBIMM ycTporcTBaMi. CreK (peXke MMeHYeMBIiT MOIETbIo)
npotokonos TCP/IP eme 6onee y3KoHaIIpaB/eH B CBOUX PYHKLIMAX.

Cerb — 0asuc, Ha KOTOPBII ONMpaeTcsa BCE, M MPOU3BOAUTDL M3MEHEHUS Ha
Hell TOBOJIBHO CJIOKHO — CEpPBMCHI He TepIAT, KOrja CeTh JeKUT, paBHO KakK I
HaoOopoT. 3a4acTyio BBIBOJ M3 3KCIUTyaTallMM OJHOTO Y374 MOXKET CIOXKUTb
OOJBIIYIO YaCTh IPUIOKEHUI U MOBIUATH HA MHOTO KMMeHTOB. OTYACTU O3TOMY
CeTeBOl MHXMHUPMHT CONPOTUBAATHCA JIOOBIM (QU3MYECKUM M3MEHEeHMAM —
«IIOTOMY 4YTO Ceif4ac OHO Kak-To paboTaeT (MBI, BOSMOKHO, Ja>Ke He 3HaeM Kak), a
TYT HAZ[0 YTO-TO HOBOE HACTPOUTD, M HEM3BECTHO KaK OHO TOB/IMUAET Ha CeTh». A ellle
yamle HeoOXOOMMO PpacIIMPUTb BO3MOXKHOCTM mnepegaun WHQopmaumu. M Ha
IIOMOILb 3TOMY NPUXOAUT IOTUYECKad APXUTEKTYpa lepeAayy JaHHbIX:

OsepneitHaa cerb (oT aHra. Overlay Network) — ofwmi cayuait
JIOTUYECKOM CeTH, CO3JaBaeMoil MOBepX M000I APYTOil KOMIBIOTEPHOI CeTU. Y 3/1bl
OBep/IeifHOM CeTM MOTYT OBITh CBs3aHBl MO0 M3MUECKUM coemuHeHHeM, n1ubo
NMOTUYECKUM, AJI1 KOTOPOTO B OCHOBHOI CETU CYWIECTBYIOT OJWUH WIM HECKOMBKO

COOTBCTCTBYRIIMX MapIIpyTOB M3 CI)I/ISI/I‘IQCKI/IX COG,[[I/IHGHI/II/QI.
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ITpuMepamu oBepiieeB ABAATCA ceT VPN 1 ofHOpaHToBbIe CeTH, KOTOpPbIE
paboTaloT Ha OCHOBe WHTepHeTa M IIPefCTaBAAIOT cO00M «HAfCTpOMKU» Haf
KIaCCMYECKMMM CeTeBbIMM IIPOTOKOMTAMM, MPELOCTAB/IAA MPOKME BO3MOXKHOCTH,
M3HAYaTbHO He IpelyCMOTpeHHBle pa3paloTuUMKaMy OCHOBHBIX IIPOTOKOJIOB.
KoMMyTHpyeMBIl1 JOCTYI B MHTepHeT (paKTHYeCKM OCYLIECTRIALTCA Yepes oBepieit
(Hampumep, mo mnpotokony PPP), kortopbut paboraer «moBepx» OOBIYHOI
TenedoHHON ceTU. OCHOBHOE IMPEMMYIIECTBO OBep/EHHBIX CeTeil 3aKIYaeTcA B
TOM, 4YTO OHM TIO3BOMAKWT paspabaTblBaTb U  3IKCIUTYaTUPOBAaTh  HOBbIE
KpylnHOMAclITa0Hble paclpefie/léHHble CepBUCHl 0e3 BHeCeHMA KaKUX-1ubo
WU3MEHEHMI! B OCHOBHblEé IIPOTOKOJBI C€TH. PacrpocTpaHEHHBIM HeEZOCTATKOM
oBep/ieeB ABAAIOTCA IOBBILICHHDbIE 3aTPaTbhl NMpu MHepefadye MHGOPMALMM M3-3a
IOTIO/THNUTEIbHOTO YPOBHs 00pabOTKY ITAKETOB MM HEONTHMAIbHBIX MapIIPYTOB.

OpHopaHrosas, JclieHTpaAu30BaHHaA, WIM NUPUHTOBaA (aHIT. peer-to-
peer, P2P — paBHbBI1 K paBHOMY) ceTb — OBepieliHasd KOMIIBIOTEPHAasA CETb,
OCHOBaHHaA Ha paBHONPAaBMM YYACTHUKOB. 1acTo B Takol ceTM OTCYTCTBYIOT
BbLJC/ICHHBIC CEPBEphbl, a KaXXODbIN ysen (peer) ABAseTcA KaK KJIMEHTOM, TaK U
BBIIOTHAET PYHKLMU cepBepa. B oT/MumMe OT apXUTeKTYphl KIMEeHT-cepBepa, TaKas
OpraHM3alys [MO3BOMAACT COXPAHATh pabOTOCNOCOOHOCTL CeTM MpHu  MI060M
KOMYECTBE U MOGOM COYETAHUN BOCTYIMHBIX Y3/10B. YUaCTHUKAMM CETU ABMSAIOTCA
BCe IMPBIL.

Brepeoie ¢pasa «peer-to-peer» Obima mMcmonb3oBaHa B 1984 romy mnpu
paspabotrke apxutekTypnl Advanced Peer to Peer Networking (APPN) ¢upmer [BM.

YCTpOMCTBO OIHOPAHTOBOM CETH

B ceTn mpMCYTCTBYeT HEKOTOpPOe KOAUMYECTBO MalUMH, NPYU 3TOM Kaxzaas
MOYKeT CBA3AThCA ¢ Moo 13 apyrux. Kaxpgas u3 sTUX MallMH MOKeT ITOCBUIATD
3aMpoOChl JPYTMM MallMHAM Ha IPefoCTaBAeHNe KaKNX-1TMO0 pecypcoB B Mpemenax
3TOM CeTH U, TakMM oOpa3oM, BBICTYNATb B pOAN KIMEHTA. DyZydM cepeepoM,
KaJas MalllMHa JO/DKHa ObITh crnocobHoi obpadaTbiBaTbh 3allpochl OT IPYTUX
MAILUH B CETH, OTCBUIATD TO, YTO ObUTO 3anpoleHo. Kakgas MalMHa TakKe JOKHA
BBINOJIHATh HEKOTOpble BCIOMOTaTelbHble M AAMMHUCTPAaTHMBHBIE (PYHKLMN
(HampuMep, XpaHUTb CHOUCOK [APYIUX M3BECTHBIX  MAlIMH-«COCEAei» MU
NOJAep>KUBATh er0 aKTYaIbHOCTD).

Jroboit wWwieH [aHHOM CeTM He TapaHTHPYeT CBOETO IPHMCYTCTBUA Ha
NOCTOSTHHO 0cHOBe. OH MOXeT MOABAATLCA U MCYe3aTh B MO0 MOMEHT BPEMEHH.
Ho npu goctinkeHuy onpefené HHOTO KPUTHYECKOTO pa3Mepa ceTU HACTYIaeT TaKoI
MOMEHT, 4YTO B CeTM OBHOBPEMEHHO CYLLEeCTBYET MHOMXKECTBO CEepBepOB €

OIMHAKOBBIMH (bYHKLU/IHMI/[.
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Nmes KmaccH4eckoro peer-to-peer oOMeHa 3aK/II0YAETCSA B TOM, YTO KaXKIbIil
peer 3HaeT M nopfepXKupaeT MHGOPMALUIO O APYrMX ydacTHMKax. Korga HOBbIA
KIMEHT MOJKTIOYaeTCs K CeTH, OH MOXKeT Y3HaTh y moboro nupa nHGOPMALMIO O
TOM, IJe U Kakue ailjibl celidac JOCTYIIHHI.

Korga knmneHT HauMHaeT cKauyBaeT aiin cebe Ha KOMIIbIOTEP, TO CKaUaHHbIE
yacTH 3ToT aiia cpasy CTAHOBATCA MAOCTYMHbLI g CKAaUMBAHUA APYTUM
NOMB30BaTe/AM. HUKTO He JaéT rapaHTHIO, UTO KaXKJABl cepBep OyIeT HAXOAUTHCA
AAUTENbHOE BpeMs B CeTU U JaBaTbh CKauMBaTh MH(GOPMALIMIO, HATPOTUB - CUTYaL M4,
KOTZIa ceppep MPOIAJaeT B [Ipoliecce 3arpy3KH, ABAAETCA ecTecTBeHHOM. B naHHOM
caydae OyIeT HaiifleH HOBBII CepBep, KOTOPBIM MOKET MPOAO/LKUTh Iepesady
JaHHBIX.

Ina nopmepskaHMA COMCKA aKTMBHBIX peer-oB KaXKIBI cepBep IOCHIIAET
apyrum cepsepam heartbeat. Heartbeat (ymap ceppna) - 310 coobuienne, kotopoe
OIVH CepBep NOChIIaeT APYroMY, UTOOBI CKa3aTb €My, YTO OH KMB. COOTBETCTBEHHO,
ecr heartbeat 1oMro He MPUXOOUT, 3HAYUT 3TOT CEPBEP HY)KHO YIATUTh U3 CIIICKA
aKTUBHDLIX peer-oB. IlocTogHHo oOMeHuBatbeca heartbeat-om ¢ Gonbmum
KONIMYECTBOM cepBepoB TpynoéMmko. [loaToMy y Kakporo ceppepa ecTb [Ba
napaMmeTpa -- HIDKHAA M BepXHAA IpaHMLA Ha pasMep CMMCKa aKTUBHBIX CEPBEPOB.
Koraa 310 KOnM4yecTBO CTAaHOBUTCA HIDKE HIVDKHEN TPaHMIbI, 3allycKaeTcsA MOUCK
HOBBIX YYacTHMKOB. CepBep 3allpalllMBaeT ¥ OPYTUX CepPBEPOB CMMCOK aKTHBHBIX
peer-oB ¥ BOOABNAET HEKOTOPBIX U3 HUX B CBOJ CIIMCOK, HO IIPU 3TOM CIIEOUT 33 TeM,
4YTOOBI pasMep CIMCKa He TIPEBBICUIT BEPXHIOI TPaHUITY.

B HekoTOpBIX peer-to-peer ceTAX KpOMe PaBHOMPABHBIX Y371aX IPUCYTCTBYIOT
ceppepa, KOTOpble BBINOJAHAKT afMMHUCTpPAaTMBHble (PYHKUMM, TaKue Kak
noagepskKa 0asbl OHMAIH MOTb30BaTenel. K 4acTUHO JelleHTpaaIn3oBaHHBIM CeTAM
OTHOCATCSA HallpuMep eDonkey, BitTorrent, Direct Connect, The Onion Router.

OpHa 13 o0nacTeil MpUMeHeHUA TEXHOMOTHM ONHOPAHTOBRIX ceTeil — oOMeH
daitnamu. [Tonb3opatenu GaiinoodOMeHHON ceTH BBIKIAAbIBAIT KaKKe-11bo daitnbl
B Manky odbuiero JocTymna («pacllapeHHYIO» OT aHI/I. share — #enuTbCs) Ha CBOEM
KOMIIbIOTEpE, COOEp)KUMOe KOTOpPOH MOCTYIIHO JAnd CKauMBaHUA IPYTUM
nonab30BaTe/AM. Kakoi-Hubyap Opyroif monbp3oBaTeIb CETU IOCBUIAET 3aMpoc Ha
moucK Kakoro-nubo daitna. [lporpamma MieT Yy KIMEHTOB ceTH (Qaliibl,
COOTBETCTBYIOLIME 3alPOCy, M IMOKa3blBaeT pe3ynbTaT. [locime aToro nonb3oBaTenb
MOXeT cKayaTb (paiiibl Yy  HalJeHHbIX MCTOYHMKOB. B coBpeMeHHBbIX
baitooOMeHHBIX  ceTAX MHQOpMalNsa 3arpy)KaeTcss C¢pa3y M3 HecKOTbKUX

UCTOYHUKOB. Eé HETOCTHOCTD ITPOBEPACTCA ITO KOHTPOJIEHBIM CYMMaM.
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Friend-to-friend (gpyr-x-mpyry, F2F) — pasHOBMOHOCTE OZHOPAHTOBOI CeTH
(P2P), B xoTOpoll Monb3oBaTe/NM YCTAHABAMBAIOT NMpAMble COCAUHECHUSA TOABKO C
3apaHee BbIOpaHHBIMM  MONb3OBaTedAMM  (ApysbAMM, aHrn. friend). s
ayTeHTH(]MKALIMM MOTYT MCIOTb30BAaThCA LNQPOBbIe MONINCH VITH MTAPOIH.

B otnuuue ot gpyrux tunos npuBaTHoIX P2P-cetell, nonb3opatenu F2F-cetu
He 3HAWT, KTO 3a IpeAe/aMM WMX Kpyra JApyseil MOAb3yeTca cCeTbK. IJTUM
obecreunpaeTcd aHOHMMHOCTD Tonb3oBarteneil. RetroShare, GNUnet u Freenet —
npuMepnl 1O, Ha ocHoBe koToporo MokHO cosgaTh F2F-cetb (GNUnet no
YMOMUaHMIO He HacTpoeH maA pabdorol B pexxmme F2F-cetu). Tepmuu «friend-to-

friend-cetb» (F2F-cern) 6bu1 pegnoxer [Jannanem bpuxmntaouM B 2000 rogy.

ITpeumymecrea F2F

1. Ucnionbsosanme F2F-cereit mosponser nsberath atak Timna MITM, 1o ecthb
MOMb30BaTeIM MOTYT 6e3 omnaceHMiT OOMEHMBATbCA CEKPETHBIMM  TaHHBIMU
(Hanmpumep, KpUIITO-KIIOYaMU ) CO CBOUMU IPY3bsAMU. ATaKa MOCPEAHMKA, WM aTaKa
«gemoBeK mocepeanHe» (aHrL. Man in the middle (MITM)) — Bug aTaku B
Kpunrorpa@uu M KOMIIBIOTEPHO! 0e30MacHOCTHM, KOTAA 3MOYMBILUITEHHMK TAITHO
peTpaHCanpyeT U IpH HeoOXOAMMOCTH U3MEHAET CBsA3h MeXOY ABYMS CTOPOHAMIM,
KOTOpPBIE CUUTAIOT, YTO OHM HEMOCPENCTBEHHO OOLIAIOTCA APVT ¢ ApyroM. fBnsercs
METOAOM KOMIPOMeTalMy KaHana CBA3Y, MPU KOTOPOM B3/TOMUIMK, MOAKTIOYMBLINCD
K KaHa/ly MeXZYy KOHTpareHTaMHM, OCYLIeCTBIAeT BMeELIATebCTBO B IIPOTOKON
nepegaun, yaanad wiM uckaxasd uHpopMmaumwo. OgHUM M3 NMPUMEPOB aTak TUIA
«1elOBeK TMocepeduHe» ABASAETCA aKTMBHOE IMPOCTYLUIMBaHUEe, I[IPU KOTOPOM
3MOYMBILICHHUK VCTaHAB/IMBAaeT He3aBUCUMDbIC CBA3M C JKepTBAMM U MNepefaéT
coo0LIeHUA MeXAYy HUMMU. TeM caMbIM OH 3aCTaBJsACT >KEPTB MOBEPUTb, YTO OHU
PAasTOBAPYBAIOT HETIOCPENCTBEHHO APYT C OPYTOM Yepes YacTHYIO CBA3b, (PaKTUIeCKN
K€ BeChb pPasroBOP YIPaBAACTCH 3TOYMBILIICHHUKOM. J3MOYMBILIJICHHUK AOMKEH
yMeThb MepeXBaTbIBaTh Bce TepefaBaeMble MeXIY JBYMs >KepTBaMM COOOLIeHUS, a
TaKXXe BBOOUTb HOBbIe. B OOMBLIMHCTBE CIyYaeB 3TO JOBOABHO MPOCTO, HAIpHUMeD,
3MOVMBILITIEHHMK MOXKET BeCcTU ce0i KaK «4e/loBeK MOocepefuHe» B Mpefenax
AManazoHa npuéma GecrpoBOTHONM TOUKK AocTyna (Wi-Fi)

2. ITpu ucnonbzosanmu F2F-ceTeil nonb3oBatenb MoKeT HAaCTPOUTD (paepBOI
TaK, YTOOBI JOCTYI K MOPTY MpOrpaMMBl, obecrednparomeil mogkmouerue K cetu F2F,
OBUT paspellléH TOTBKO OPY3bsAM (Tak Kak [P-agpeca mpyseif 3saBeqoOMO M3BeCTHBI).
Bbnarogapsa atoMy cayvaliHble JIIOAM He CMOTYT JoOKasaTb, 4yTto ¢ [P-agpeca

II0Ib30BATENA MOYKHO OBIIO [MONMYYHUTE JOCTYIL K O6CY}KJIaeMbIM (baﬁmaM.
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3. TlockonbKy mporpaMmel, obecneunparolye nogkiodeHne kK cetn F2F (kak
Hapumep Gnutella Ha pucynke 17), mmdpyooT JaHHble, HepefaBaeMble MeXIY
COCeNHMMM y3/laMU CeTH, M MCMOMb3YIOT HelojHOe WudpoBaHMe NpM Nepepade
IAHHBIX MEXIY OKOHEYHBIMU TOYKAMM, [10Ib30BATE/IN IIPOMEXYTOUHBIX Y3/I0B MOTYT
OTC/IEXXMBaTh, KAKOTO pofa (aliibl epefaloTcs Yepes HUX.

4. To, 4TO coefMHEHMSA BO3MOXXHbBl TO/NBKO MEXKAY JOBEPEHHBIMM V3/IaMU
(MeXIY Ipy3bsMM), 3alllMIIAET [10/Ib30OBaTeNell OT B3TIOMIIMKOB, KOTOPbIe MOTTIH Obl
MICMONb30BaTh YA3BMMOCTD.

Henocratku F2F-o6MeHa:

B HacTpoitkax mporpaMMHOTo ofecnedeHys, ofecednBaloLIeil TOIK/I0YeHNe
kK cetn F2F, Hy>)kHO Bpy4HYI0 yKasblBaTb CIMCOK BceX cBoMX gApyseil. CuTyaumsa
yeyrybnaeTcsa, ecay TO/Nb30BaTelb XO4YeT OIPoOOBATh HECKONBKO PA3TMYHBIX
nporpaMM. OOBIYHO He TAK MHOTO Apy3sell (M1MpoB (peer)) rOTOBbI y4aCTBOBATb B CETH

B pexxume 24/7.

Information Information
—’ ‘__—
Q'7g.\ | Seeker ___Z Q\g’ Provider
b / |! Information
—_— ¢ Informat/on Mediator
/‘ : r Provider - N

Information™ - # '

Seeker

Unstructured P2P-Network (Gnutella) | | Structured P2P-Network (Chord)

l\/eb-Server ' Tracker

W« Information

Index Mediator

Hybrid P2P-Network (eDonkey) BitTorrent

Puc. 17 — P2P/F2F pewmennsa
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§ V. BectiporonHbie cencopHbIe ceTi.

I. MuTennexryanbHble cMcTeMBI Ha 6a3e CEHCOPHBIX ceTei.

becnipoBogHas ceHcopHasi ceTh, WM OeclpoBOgHAs BATYMKOBAs CETb, —
pacnpepnenénnas, CaMOOPIaHM3YIOIAACA Ce€Tb MHOXKECTBA [JAaTYNKOB U
VCHIONHUTENbHBIX YCTPONCTB, OODBEIMHEHHBIX MeXAy coboil MoCpencTBOM
pagmokaHana. O6macTp HOKPHITMA TOJOOHON CeTH MOXeT COCTaBIATh OT
HECKO/IbKMX METPOB [0 HECKONbKUX KWIOMETPOB 3a CYET CHOCOOHOCTH
peTpaHCcIALNI COOOIEHNT OT OTHOTO y3/1a K IPYTOMY.

OpHMM M3 NEPBLIX HPOOOPA30B CEHCOPHOI ceTH MOKHO cyurtath SOSUS,
IpefiHA3HAYEHHYIO /T OOHAPY>KEeHNMA M UACHTU(PUKAIINY [TOIBOIHBIX TOJOK.

B cepegune 1990-x rogoB TexHOMOIMHM OECHPOBONHDBIX CEHCOPHBIX CeTell
CTa/IM  AKTMBHO  pasBuBarbcda, B Hadane  2000-x  rogosB  pasBurme
MUKPO3JIEKTPOHMKY TIO3BOIMIO NPOU3BOJUTD [/1 TAKUX YCTPOVICTB JOCTATOYHO
LeIEBYO 3/eMeHTHYI Oasy. becnpoBopHble ceHCOpHble ceTn Hadana 2010-x

roflOB B OCHOBHOM 0asMpyloTCs Ha craHpgapre ZigBee, koropoiit 6yner
PacCMATPUBATLCA B CIEAYIOLLEN [/1aBe.

MHorue oTpacnu u cpepbl AesITeNbHOCTH {ITPOMBIIIIEHHOCTD, TPAHCIIOPT,
KOMMYH/IbHOE X03:AHCTBO, OXpala) 3aiHTePeCOBaHbl BO BHEAPEHNN CEHCOPHBIX
ceTell, M YUMCIO TOTpeOMTeNnell HempepbIBHO yBeMWYMBAeTCA. TeHAeHLuA
00YC/IOB/IEHA  VCJIOXKHEHMEM  TEeXHOJNOIMYECKMX  I[IPOLECCOB,  PAasBUTHEM
IPOU3BOACTBEA, PACIIMPAIIIUMUCA NOTPeOHOCTAMY YaCTHBIX UL} B CETMeHTaX
6e30I1aCHOCTH, KOHTPOIIA PECypcOB M MCIIOJIB3OBAHMS TOBAPO-MATE€PUATIBHBIX
neHuocrei. C pasBUTHEM MUKPO3/eKTPOHHBIX TEXHOMOTMI MOABIAKTCA HOBbIE
PAKTUYECKHE 3A0aYN U TEOPETUIECKIE IPOO/IeMBl, CBA3AHHBIE ¢ IPUMEHEHUAMHI
CEHCOPHBIX CeTeil B MPOMBIIUIEHHOCTH, *KM/INILHO-KOMMYHa/lIbHOM KOMIIIIEKCE,
IOMANIHMX XO3s1CTBaXx.

Ucnonp3oBanme Hemoporux OeCHPOBOAHBIX CEHCOPHBIX YCTPOWCTB
KOHTPOJISI [APaMEeTPOB OTKPBIBAET HOBbIE OOACTM /ISl MPUMEHEHWUSA CUCTEM
TelleMEeTPUM U KOHTPONA, Takne Kak: CBOeBpeMeHHOe BBIABIECHNE BO3MOXKHBIX
OTKAa30B VICIIO/IHUTE/IbHBIX MEXaHU3MOB, [10 KOHTPO/IKO TAKUX IIAPAMETPOB, KaK
BUOpaluA, TeMIeparypa, AaBieHue u T. I.; KOHTpoab JocTyna K yIajéHHBIM
cucreMaM 00beKTa MOHUTOPMHIA B PeXXUME PealbHOTO BpeMeHu; obeciiedeHe
OXpaHbI MY3€ITHBIX IIEHHOCTEI; obecnedeHe yuéTa 9KCIIOHATOB; aBTOMATUYeCKasd
peBU3MS  SKCIIOHATOB;  ABTOMATM3aLMs  MHCHEKUMM M TEXHUYECKOIO
OOCIYKMBAaHMA T[POMBIIUIEHHBIX AaKTUBOB; YIpaBleHUE KOMMEPYECKNMMU
akTuBaMy; [IpyMeHeHye KaK KOMIIOHEHTDbl B JHEPro- U pecypcocheperaroumnx
TeXHOJIOTHI; KOHTPOIb 9KOMOTMYECKUX [TapPaMeTPOB OKPY KAIOILEN Cpelbl.
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becipoBofgHBIE  CEHCOPHBIE  CeTM  COCTOSAT M3  MMHMATIOPHDIX
BBIYVICTTUTEIbHBIX YCTPOMCTB — MOTOB, CHAO)KEHHBIX JAaTYMKaMU (HAIIpyUMep,
TeMIIEPATYPbl, JABACHNS, OCBEIIEHHOCTH, YPOBHS BUOPALUN, MECTOIIOIOKEHUS
U T. II.) M MepefaTIMKaMy, padoTaIMMY B 3aJaHHOM paguoguanasone. [nbkasa
APXUTEKTYPa, CHIDKEHME 3aTPaT PV MOHTAXe BBIAE/IAIT OeCIIPOBOLHDbIE CETU
WHTE/NIEKTYILHBIX CEHCOPOB Cpely APYIUX OeCIPOBOTHBIX M IPOBOTHBIX
uHTepQecoB nepepaun HAHHBIX, OCOOEHHO KOrga peuyb upeT O OONbIIOM
KOJIMYeCTBe COeMHEHHDIX MEeXAY cO00I YCTPOMCTB, CCHCOPHAA CeTh [TO3BOAET
nopgkinw4dare go 65 000 ycrpoiicrs. 1loCTOAHHOE CHMXKEHME CTOMMOCTU
6eclIpOBOIHBIX pEIIeHN], [OBBIMIEHNME WX SKCIUIYaTALMOHHBIX MapaMeTpoB
[O3BO/SIIOT ITOCTEIIEHHO NEPeiTH ¢ MPOBOAHBIX pPelIeHMI B cucreMax cbopa
Te/IeMEeTPUYECKUX [AHHBIX, CPENCTB AMCTAHIMOHHON IOWArHOCTUKM, oOMeHa
uHpopManun Ha 6eCIPOBOHDIE.

Texnonoryua perpancanpyemon Omokaei pagnocssasu 802.15.4/ZigBee,
M3BeCTHasA KakK «(CeHCOpHbIe ceTU», SBMSETCA OJHUM M3 COBPEMEHHBIX
HaIlpaBJIEHUI pasBUTHA CaMOOPTaHU3YOLNXCA OTKa30yCTONYMBBIX
pacipeie/IeHHbIX CUCTEM HAOMIOAEHNS M YIIPAB/IECHUA PECYPCAMI U IIPOLLECCAMIL.
CeronHs TeXHOMTOTHS OECIIPOBOLHDIX CEHCOPHDIX CeTell, SIB/ISIETCSA €qUHCTBEHHOM
6eCIPOBOSHON TEXHOJMOTMEN, ¢ IMOMOLIBK KOTOPOH MOXKHO PeIINTb 3amadn
HabMI0geHNsA U KOHTPOJA, KOTOPble KPUTUYHDBI K BpeMeHN PabOThI CEHCOPOB.
O6vbepuuénnple B OeCHPOBOAHYI CEThb JATYMKM OOPA3YIOT TEPPUTOPUAIBHO-
pacpene/€HHYI0 CaMOOPTaHU3YIOLIYIOCH CHCTeMy cO0pa, 00pabOTKM U Tepefadn
UHGOPMALINH.

OcHoBHOI 00/1aCThI0 IPUMEHEHMS SIB/SAETCA KOHTPOMb M HaOmomenue
M3MePAEMBbIX 11apaMeTPOB (PU3MYECKUX cpell 1 TpeaMeToB. LIpuHATEII cTangapT
IEEE 802.15.4 ommceiBaeT KOHTPOMb [AOCTYNAa K OeCIpOBOJHOMY KaHaIy M
busnvuecknil ypoBeHDb i HUSKOCKOPOCTHBIX GeCIIPOBOJHBIX JIMYHDIX CETE, TO
eCThb [IBa HIDKHMX YPOBHA COTTacHo ceTeBoil Mogenn OSI.

CeHCOpHbIE CEeTM MOLYT COCTOAThL M3 PAas/IMYHBIX TUIIOB JATYMKOB,
HallpUMEP, CEMCMWYECKUX, [aTYMKOB OIpefeneHuaA MAarHUTHOTO MO,
TEIUIOBDBIX, MHPPAKPACHBIX, AKYCTUYECKUX, KOTOPbIE B COCTOAHMM OCYILECTB/ISITD
caMble pasHOOOpasHble N3MePeHUs YCITOBUI OKPY>KaIOIIell Cpefibl.

Boennoe npumenenne

BecipoBopHble CEHCOpPHBIE CETM MOLYT OBITb HEOTBEM/IEMON YacCTbIO
BOCHHOIO  YIPAaBJIEHUS, CBA3M, PA3BEIKYM, HAOIIOJEHMsT M CUCTEM
opuentupoBanne (C4ISRT). BricTpoe pasBepThiBaHMe, CaMOOpPraHM3alUN U
OTKA30yCTOMYMBOCTD — 3TO XaPaKTEPUCTUKU CEHCOPHBIX CETel, KOTOPbIE AeMal0T
UX MEPCIIeKTUBHBIM MHCTPYMEHTOM [I/1s1 pelleH!s TOCTAB/IEHHbIX 3a7ad.
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[TOCKO/IbKY CEHCOpHbIE ceTu MOry ObITb OCHOBAaHbI HA IUIOTHOM
pasBepTHIBAHUM OJHOPA3ORLIX } JIEIIERBIX Y3/I0B, TO YHMUYTOKEHE HEKOTOPbIX
UX HUX BO BPeMs BOSHHDBIX IEJCTBUI HE IIOBIMAET HA BOGHHYIO ONEPaLI0 TaK,
KaK YHMYTO)KeHME TPAIMIIMOHHBIX JAaT4YMK. [I03TOMY 1CII0/1b30BaHIe CEHCOPHBIX
ceTell NMy4lle NOAXONUT sl CPAKEeHMI. [lepeuncinum eme HEKOTOPBIE CHIOCOODI
IpMMEHEHMe TaKMX CeTeil: MOHWTOPMHT BOOPYXKEHMA ¥ OGOempuIacos
APY>KeCTBeHHBIX cwi, HabnoaeHne 3a 60eM; OPMEeHTAL s Ha MECTHOCTU; OLIEHKA
yuiepba o1 OUTB; 0OHAPY)KEHME ANEPHBIX, OMOMOTMYECKNX ¥ XMMUYECKNX aTaK.
MOHUTOPVHI APYKECTBEHHBIX CHUJIbL, BOOPY)XXeHMA M OOeNpPUIIAcOB: TUAEPHI U
KOMaHAUPBl MOTYT IIOCTOAHHO KOHTPOIMPOBaTb COCTOAHME CBOMX BOJICK,
COCTOSIHME M Ha/IM4Me oGopyRoBaHMsA 1 OOENPUIIACOB HA 11oJie 605 ¢ TOMOLLBIO
CEHCOPHBIX ceTeil. K KaXHoMy TPaHCHOPTHOMY CpefcTBY, 00OpYyZOBaHMIO U
Ba)KHBIM OOENpUIacaM MOTYT ObITh NPUKPETUIEHDI JATYMKH, KOTOPBIE COOOIAIOT
MX CTaryc. OTM laHHbIe COOMPALTCA BMECTE B K/IIOYEBbBIX Y3/1aX, M HAIIPAB/IAKTCH
PYKOBOAUTEIAM.

JaHHbBIe TaKKe MOLYT OBITh IepeafipecOBaHbl HA BEpPXHJE YPOBHU
Mepapxum KOMAHLOBAHUA A OObeIMHEHMA C JAHHBIMM M3 JPYIUX 4acTeil.
Habmogenus 60s: KpUTHIECKKE YIACTKM, IYTU, MAPIIPYTBl M MPOIUBLI MOTYT
ObITb OBICTPO IIOKPBITHl CEHCOPHBIMY CETAMM [UIf U3YYEHMS A€ATe/IbHOCTI CUiL
NpOTHBHUKA. BO Bpemsa omepaumit WiaM mociae paspadOTKM HOBLBIX IJITAHOB
CEHCOPHbIE CeTM MOIYT ObITb PasBepHYThl B 11000e BpeMs i HAO0AeHNA 3
6oemM. Paseenka cus MpoTMBHUKA M MeCTHOCTU: CeHCOPHBIE CETM MOTYT OBITDb
PasBePHYTbHI HA KPUTHYECKNX TEPPUTOPUAX, M MOIYT OBITh COOPAHbI B TEUEHMMN
HECKO/IbKMX MMHYT LieHHble, HOOpPOOHBIE M CBOeBpeMeHHbIe NaHHBle O CUIaX
NPOTMBHUKA M MECTHOCTM, IIPEXAe 4YeM Bpar CMOXKET MX IePeXBAaTUTD.
OpueHTaLuA: CEHCOPHbIE CeTM MOTyT OBITb MCIONb3OBAaHbI B CHCTEMAX
HABE[ECHNs MHTe/UIEKTYAIbHbIX OGoenpunacos. OueHka yuepba nocie 06osi:
HENMOCPeACTBEHHO Tepef, MM OCIe HalafeHNs, CEHCOPHbIe CETU MOTYT OBIThb
pasBepHyTbl B LeneBoil obnmactu st cbopa paHHBIX 006 oueHKe yiuepoa.
O6HapyxeHue AQEPHBIX, OMOTOTMYECKUX ¥ XMMMUYECKUX aTaK: IPY IPUMeHeHUN
XMMMWYECKOTO MY OMO/IOrMYECKOro OPYXKIs, UCTIOIBb30BAHME KOTOPOro GIM3KO K
HY/IIO, Ba)KHOE 3HAuYeHMe WMeTb CBOEBpPEeMEeHHOe U TOYHOe OIlpefeneHue
XMMUYECKMX areHTOB.

Morytr ObITh WCHOTB30BaHbl CEHCOPHBIE CETUM B KAauyecTBe CHCTEM
HPeAYIPEKAEH NS XMMUYECKMX W/IU OMOIOTMYECKUX aTaK M JaHHbIe COOPAHHDIE B
KOPOTKIE CPOKM MMOMOTYT Pe3KO YMEHDBIIUTD KOMYECTBO XKePTB. TaKkkKe MOKHO
MCIIONIb30BATH CEHCOPHDIE CETH LI NOLPOOHOI pasBelKu, Oc/Ie OOHAPYKEHMsI
TaKMX aTak. Hampumep, MOXKHO OCYIIECTBIAThL pasBeIKy B CiIydae
PAAMALMOHHDBIX 3aPAXKEHNN, HE IOABEPras NACH paguaynmn.
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IJKOJNIOIMYECKOEe IPUMEHEHNe

Hexoroprle u3 HampaBiaeHUI B 9KOMOIMM, TOe MPHMEHANT CeHCOPHbIE
ceTell: OTC/IEKMBAHNE IBMOKEHMs] IITHUL, MENKMX >KMBOTHBIX Y HACEKOMDIX;
MOHMUTOPMHI COCTOAHMA OKPYKAIOIIEN Cpefbl, C Lie/Ibl0 BBIAB/ICHUA €€ BIUAHMNA
Ha CE/IbCKOXO35ICTBEHHDIE KY/IbTYPbl M CKOTA; OPOLIEHMS; LIMPOKOMACIITAOHbIN
MOHUTOPMHIA 3€M/IM ¥ MCCIIeJOBaHMUA IUIAHET; XMMUYecKoe / GMOIornyeckoe
oOHapy>keHue; OOHApyKeHMEe JIeCHBIX IOXAPOB; METEOPONIOTMYecKue VU
reopusNyUeCcKye UCCIeNOBaHNS; OOHApY)KeHMe HABONHEHMIT; M JICC/IefoBaHME
sarpsasHenusa. OOHapy)XeHMe JIeCHBIX MOXAPOB: MOCKOIbKY MOTBI MOLYT OBITDb
CTpaTerMYecky ¥ IJIOTHO PasBePHYTHI B JIeCy, TO OHM MOIYT PeTpaHCAMpPOBATDH
TOYHOE [IPOVCXOXKAECHNE OTHS A0 TOTO, KaK IOXKAp CTAHET HeKOHTPOIUPYEMBIM.
MMIIMOHBL JATYUK MOTYT OBITh Pa3BEPHYTHI HA TOCTOAHHON OCHOBe. OHM MOTYT
OBITb OCHAIIEHbI COMHEYHBIMM OaTapey, T.K. Y37bl MOTYT OBITh OCTaBIEHBI 0e3
IPUCMOTPA HA MECALBI M TaXKe TObL.

Motw 6ynyT paboTath cooO1a 17151 BBITIOTHEHMS 3aay Paclpefe/IeHHOIO
3OHOVMPOBAHUA M IIPEONONEHMS IPEISITCTBUIL, TaKMX KaK AepeBbs W CKaubl,
KOTOpble  Oyokupymor  padory npoBopHbix — parymkoB.  Orobpaxenne
61OCOCTOAHMA OKPYXKAIOLEN Cpeanl [TpebyeT CIOKHBIX NOAX0A0B K MHTETPALNK
nadopMaLuy BO BPEMEHHBIX M IPOCTPAaHCTBeHHbIX Macurrabax. Ilporpecc B
0071acTM TEXHOMOIMU AUCTAHLMOHHOTO 30HIVMPOBAHMA U aBTOMATU3VPOBAHHDII
cOOpP HAHHBIX, NO3BO/VUIM 3HAYMTEBHO CHUBUTD 3aTPATbl HA MCC/ICLOBAHMAL
[IpenMylecTBO OAHHBIX CETEHl B TOM, YTO Y3/Ibl MOTYT OBITb COEZMHEHBI
MHTepHETOM, KOTOPDII M03BOJISIET YHAJIEHHBIM IIONIb30BATE/SIM OCYILECTB/IATD
KOHTPO/b, MOHUTOPMHT U HAOMTIONEHM 34 OKPYKaIoLIe Cpemo.

XoTsl CHYTHUKOBble M OOpPTOBBIE IATYMKU AB/SIIOTCA IO/IE3HBIMKM B
Habmogennn 3a OONbIIMM pasHOOOpasMeM, HANpUMep, MPOCTPAHCTBEHHOI
C/IOKHOCTH BUJOB JOMUHMPYIOILMX PACTEHMI, OHY HE O3BOJIAT HAOIIONATD 3a
MENKMMM 3/IeMEHTaMM, KOTOPBIE COCTAB/AeT OO/NBIIYI0 YacTb SKOCUCTEMBL. B
pesysbrare BO3HUKAET HOTPEOHOCTL B PA3sBePTHIBAHMM HA MeCTaxX Y3/I0B
6ecnpoBOJIbIX CEHCOPHBIX CeTel.

OpHMM M3 HPUMEPOB IMPUMEHEHUS] 3TO COCTABIEHME OMOIOTMYeCKON
KapTel OKpyKamlleit cpeanl B 3amoBegHuke B IOknoit Kamndopuum. Tpu
y4acTKa IIOKPBITBL CEThIO, B KaXKJ0M MX KOTOpBIX 110 25-100 y3/10B, KOTOpPbBIE
UCIIONB3YIOTCH OAA IIOCTOAHHOTO HAaONIONEeHMA 32 COCTOAHMEM OKpPYKalollei
cpenbl. OOHapy>KeHUe HABOLHEHMIT: LPHMEPOM OOHAPY)KeHMsI HABOLHEHMWI
ABAeTCA cucTteMa omnoBelleHna B CIIA.

Heckonbko THIOB [IAaTYMKOB, PasMEIIEHHBIX B CHCTEME OIOBELIEeHMS,
OIIpefeNnAT YPOBEHb OCAIKOB, YPOBEHD BOIbI J TOTOY.
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Hayuno-uccnegoBarennckne npoextol, takume kak COUGAR Device
Database Project B KopnenbckoMm yHuBepcurere 1 mnpoekT DataSpace B
Yuusepcurere Rutgers, M3y4awT pPasnuM4Hble HOAXOLbl K B3aMMOILEHCTBUIO C
OTZHENBbHBIMU Y37IaMM B CeTH I/IA IIONy4eHUA CHMMKOB M JONTO COOMpaeMbIX
HaHHDbIX. CeNnbCcKoe XO3AMCTBO: NPEUMYLIECTBOM CEHCOPHBIX CeTell TaKxkKe
ABJIAETCA BO3MOXXHOCTh KOHTPOIMPOBATh YPOBEHb ECTULIMAOB B BOJE, YPOBEHD
3PO3KM [I0YBLI M YPOBEHD 3arPASHEHMSA BO3LyXa B PEXKMME PealbHOIO BPEMEH.

IlpuMmenenne B Mequnune

OpHMM M3 NpUMEHEHMI B MeAMLIMHE SBJSIETCA YCTpOMcTBA A
UHBAJMAOB;  MOHMTOPMHI  [AI[MEHTOB;  AMATHOCTMKA;  MOHUTOPWHT
WCIIONIb30BAHUS MEIMKAMEHTOB B O0nMbHMLAX; cOOp PU3MOTOrMYecKnx JaHHBIX
4e/I0BeKa; M MOHMTOPHMHIA Bpadell M MaluueHTOB B GOMbHMLIAX. MOHMTOPMHT
dUBMONTOTUYECKOTO  COCTOAHMsI — 4enmoBeka:  (M3MONOTMYMEecKue  JaHHBDIe,
coOpaHHbIE CEHCOPHBIMM CETAMM MOIYT XPAHUTbCA B TEYEHME [UINTEIbHOIO
IIepMOJa BpEMEHM M MOTYT UCIIOIb30BATLCS AN MEIULIMHCKOTO MCCIEZOBAHMA.
YCTaHOBJIEHHDbIE V3/IbI CETM MOTYT TaK)XKe OTCIeKMBATh ABVDKEHMS TIOXKMJIBIX
TIOfe ¥, HAIpUMEpP, INpenynpexiaTb HafeHWA. ITH Y3/Ibl HEBEIMKHM U
ofecreynBaT NALMeHTy OONbINYK CBOOOAY NepeBIIKEHMA, B TOXKE BPeMs
[IO3BOJIAKT BpPayaM BbISABUTb CMMITOMbI 0ojiesHM 3apaHee. Kpome toro, onm
crnocobcTBy0T obecrneueHno 6onee KOMQPOPTHOM KM3HM [ TNALMEHTOB B
CpaBHEHMM ¢ jedeHueM B OojpHuue. sl IPOBEPKM BO3MOXHOCTH TaKOM
cucTeMbl Ha ¢akynbrete MeguuuHbl Grenoble-France 6nin cospan “3zopoBbiit
YMHBLI1 joM .

MoHMTOPUHT Bpadelt M HALMeHTOB B OOIbHNIIE: KAXKABII MAlleHT NMeeT
HeOOJIBLION ¥ J1erkuit y3e ceTy. KaXabiii yaen uMeeT CBOK KOHKPETHYIO 3a/1ady.
Hanpumep, 0gyH MOXKET CIeANTD 3a CePAeYHBIM PUTMOM, B TO BpeMs KaK ApYyroi
CHUMAeT IIOKa3aHusA KPOBAHOIO JaB/leHMs. Bpauym MOTYT TAK)Ke MMETh TaKOM
y3en, OH IO3BOAUT APYTMM BpayaM HalTM MX B OonbHUIe. MOHUTOPMHT
MEeIMKAMEHTOB B 00/bHMLAX: Y3/Ibl MOIYT OBITL HPVCOEIMHEHDI K JIEKAPCTBAM,
TOTJa LIAHCH BBIAAYM HENPaBUIBHOTO JIEKApCTBa, MOTYT OBITb CBeleHBbI K
MUHMMYMY. Tak, naumeHtol OyayT MMETb y3Jibl, KOTOPbIe OLPeme/IsioT MX
AUIEPIUI0 M HeoOXomMMBble eKapcTBa. KOMIBIOTEpU3MPOBAaHHbIE CUCTEMBI, KaK
OIMCAHO BbILIE, [OKA3AIM, YTO OHU MOTYT IIOMOYb CBECTM K MUHMMYMY
nmo6ounbie 3¢gpdeKThl OT OLINMOOYHO BBILAYM IPENAPATOR.

Ilpumenenne B gome

ABTOMaTH3aLMA JOMa: CMapT-y3/Ibl MOTYT OBITb MHTETPUPOBAHBI B

ObiToBble  NPpUOOPBI, HANPUMEP B  [BUIECOCHl, MMUKPOBOJIHOBBIE IIEYM,
XO/MOAWIBHUKM U BUAeoMarauTodonsl. OHKM MOTYT B3aMMOMAEHCTBOBATL APYT C
IAPYIOM M ¢ BHELUHEN CceTblo Yepes VIHTepHeT Wian CllyTHMK.
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JTO  NO3BONUT  KOHEYHDLIM  IIO/b30BATE/NAM  JIETKO  YIPAaBIAATD
YCTPOMCTBAMM LOMA KaK JIOKa/JIbHO, TaK M yAaJ€HHO. ¥ MHAA OKpyXKamwlljasd cpefa:
AV3AMH  CMApT-CpeAbl  MOXKET MMeThb [Ba PasAMYHBIX II0AX0ja, T.e.,
OPUEHTHPOBAHHOIO HA Ye/I0OBeKa MM Ha TEXHOA0TUN. B c1y4yae mepBoro nogxona,
cMapT-cpefa  AO/DKHA  QEAnTUPOBATLCS K HOTPeOHOCTAM — KOHEYHDIX
IIO/Ib30BaTE/NeN C TOYKYM 3peHNA B3aMMOLENCTBIA ¢ HUMM. /I TeXHOTOTHIECKH -
LUEHTPUPOBAHHDIX CUCTEM JOJDKHBI OBITh pa3paboTaHbl HOBLIE AalllapaTHDIE
TE€XHOJIOTMM, CeTeBble PELIeHNit, U [IPOMEXYTOYHble NpuaoKenusa. IIpumeps
TOT0, KaK Y3JIbl MOT'YT OBITb MCIIONb30BAHBI J/I51 CO3MAHMS CMAPT-CPEfbl ONMCaHa
B . Y376l MOTYT OBITh BCTPOEHBI B MeO€/Ib U TeXHUKY, OHM MOTYT O0IIAThCA LPYT
¢ Zpyrom u cepsepoM KoMHaTbl. CepBep KOMHATBl MOKET Takxke o6larbes ¢
IPYTMMU cepBepaMy KOMHAT, YTOOBl Y3HAaTh O yCIyrax, KOTOpble OHU MOLYT
NpeIoXKNUTh, HapUMep, IedaTb, CKaHMpoBaHue u pabota ¢ dakcom. ITH
cepBepa M CEHCOPHbIE Y3/Ibl MOLYT ObITb MHTEIPMPOBAHbL B CYLIECTBYHOLINE
BCTpauBaeMble yCTPOMCTBA n COCTaBIATD CaMOOPTaHU3YOLMECH,
CaMOPETYIMPYEMBIE ¥ ANANITMBHBIE CUCTEMBI, OCHOBAaHHbIE Ha MOZEIN TEOPUM
VIIpaB/IeHNs, KaK OlIMCaHo B padore,

daxTopsl, BAMSIOUME HA Pa3pabOTKy MOAE/NEN CEHCOPHBIX CETEN.

PaszpaboTKa CEHCOPHBIX CETel 3aBMCHUT OT MHOIMX (PaKTOPOB, KOTOPbIE
BKJIIOYAIOT B ¢ce0A OTKa30yCTOMYMBOCTDb, MAaCIITAOMPYeMOCTDb, WU3LepsKeK
IIPOM3BOACTBY, BUJ OIEPALMOHHOM CPelbl, TOIOJOIMK CEHCOPHON CeTH,
amnmapaTHble OTPaHMYEHMSA, MOJENb mepemaunm MHPOPMauuM U norpebneHue
3Hepruu. 311 PAKTOPbL PACCMATPUBAIOTCA MHOTMMU McciegopaTesaMu. OBHAKo
HIM B OZHOM M3 3THUX MCCIEAOBAHMI MOMTHOCTBIO He YYTeHbI Bce (PaKTOpHI,
KOTOPble BIMSIIOT Ha paspaborky cereil. OHM BaXKHDI, IIOCKOJDBKY C/IY)KAT B
Ka4ecTBe OpMEHTHpa AAA pas3pabOTKM NPOTOKONA MM AITOPUTMOB PabOTHI
ceHcopHbIX ceteil. Kpome Toro, s3ti dakropsl MOryr ObiTbh MCIIONL3OBAHDI JUIA
CpaBHEHMA PAa3sNUYHBIX MOJENEN.
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II. becupoBojHbIE CAMOOPTAHU3YIONMECH CETH.,

C TOUKM 3peHUA WHXeHepa-3JIeKTPOHILINKA, MAaTYMK WIM CeHCop — 3TO
YCTPOMCTBO, KOTOpOEe WUCMONb3yeTcss pad cbopa uHpopManmm o PU3MIECKOM
npouecce WiM (PUIMUECKOM ABTEHUM M IpeoOpasoBaHMA ero B 3MeKTpUUecKie
CUTH&/IBI, KOTOpble MOXXHO 00pabaTblBaTh, M3MEPSATb WM aHAIU3UpOBaTh. TepMMH
«puanyecKuii Mmpolecc», MCHONb3yeMBlil B IPUBEIeHHOM OIIpefie/leHH) HAT4UMKa,
MOXKeT ObITh M060I peanbHON MH(MOpPMALMel, TAKON KaK TeMIIepaTypa, daBleHMe,
CBET, 3BYK, ABIIKEHNE, TTIONIOXKEHUE, MOTOK, BIAXKHOCTD, U3/TydyeHue U T. 4. Y10 Xe us
cebd npefcTapaAeT OecIPOBOAHAA CEHCOPHAA CeTb B PealIbHOCTH?

Kak ynmoMmHanoch paHee, B IpefpIaylLieli cTaTbe, TUMINYHAA CEHCOpPHasA CETb
COCTOMT M3 [JAaTYMKOB, KOHTpO/UIepa M CUCTeMBl CBA3M. Ecau cucreMa cBA3KM B
CeHCOPHOM CeTy pealTn30BaHa ¢ MCIIONb30BaHKeM OeCIPOBOJHOTO IIPOTOKOMA, TO 3TH
CeTU Ha3bIBAKTCA OeCIPOBOSHBIMU CEHCOPHBIMU ceTAaMM Win mpocto WSN (Wireless
Sensor Networks).

Tunuunas GecnipoBogHasd CeHCOpHaA CeTb MOXeT ObIThb pasfefeHa Ha fBa

3/IeMEHTa: CCHCOPHBIN y3en (puc.18) u ceteBas apxuTekTypa (puc.19).

Herounux nuranau
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Puc. 18 — CeHcopHbli ysen

HatuMk cobupaeT aHanmoroBble fgaHHble u3 Qusndeckoro mupa, u ALTI
npeoOpasyeT aTH OaHHble B LUMQpoBble AaHHble. OCHOBHOI IpOLieccop, KOTOPBI
OOBIYHO ABASAETCS MMKPOIPOLECCOPOM MIM MMKPOKOHTPONIEPOM, BBIMOTHSCT

MHTEIEKTYaIbHYI0 00paboTKy JaHHBIX MU MAaHMIY/IMPOBAHUE UM
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CucreMa cBASH COCTOMT M3 CUCTeMbl PAgMOCBA3M, OOBIMHO PagMOCTAHLIUH
OMV>KHEro JelicTBMA, IS Iepefadn U npuemMa JaHHbIX. [IoCKOMbKY Bce KOMITOHEHTBI
ABMAKTCA YCTPONCTBAMM € HM3KMM SHEPronoTpedneHueM, maf TMMTAHMA Bceit
CUCTeMbl MCIONMb3yeTcsl Hebonblnad Oarapes, Takaa kKak CR-2032 (rakas
MCTIONIB3YeTC sl B MOY/Te YacoB peanbHOTO BpeMeHM (RTC) B BallleM KOMITbIoTepe).

HecmoTpa Ha HasBaHMe, CEHCOPHDIIT y3€l COCTOUT He TOMbKO M3 CEHCOPHOTO
KOMITOHEHTa, HO M U3 IPYIMX BOXHBIX (PYHKLMI, TAKUX KaK YCTPOcTBa 00pabOTKH,
CBASU W XpaHeHMA. Dbnarogapa BceM 3TUM (PYHKUMAM, KOMIIOHEHTaM M
YCOBepIUISHCTBOBAHMAM Y3/l JaTIMKa OTBevaeT 3a cO0op TaHHBIX GU3MHIECKOTO MUPA,
AHAIN3 CeTH, KOPpelAUMI0 NaHHBIX M oO0bedyHeHUe NaHHBIX APYroro JaTUMKa ¢
cOOCTBEHHBIMM JAaHHBIMMU.

ApxurekTypa 6ecipoBOZHON CEHCOPHOH CeTH

Korga 6onblioe KOMMYECTBO CEHCOPHBIX V3/10B PasBePHYTO B GONBLION
001acTH 111 COBMECTHOTO MOHMTOPMHIa (pUaMuecKoil cpepbl, oObeguHeHNe B CeTh
3TUX CEHCOPHBIX Y3/I0B OJAMHAKOBO Ba)XKHO. CeHCOpHBIA y3en B WSN He TONBKO
CBA3BIBAETCA C OPYTMMM CEHCOPHBIMU V3/1aMy, HO TakKe M ¢ 0a3oBONM cTaHLMeEI,

MCIIONB3YA GeCTIPOBOIHYIO CBA3D.

00.1acTh CYHTHIBAHHA JAHHBIX

Huteprer Bazoran
CTAHLHSA

IHoaszo-

CeHCOprle V3.bl
BaTe.Ib "

Puc.19 - Apxutektypa 6ecIpOBOITHON CeHCOPHOIT CeTH B 00IleM BHIe

baszoBas craHlLMA OTHpaBisgeT KOMaHAbI HA CCHCOPHBIE V3/Ibl, @ CEHCOPHbIE
y37Ibl BBINIOMHAIT 3afady, B3aUMOJEHCTBYA Opyr ¢ gpyroMm. Ilocme cbopa
HeoOXOAMMBIX JaHHBIX CEHCOPHbIE Y37Ibl OTIPABIAIOT JaHHbIC OOpaTHO Ha 6a30BYIO
cTaHUMIO. basoBad cTaHUMA TakKe OefiCTBYeT KakK LITIO3 I8 IPYIUX ceTell yepes
NutepHer. [Tocne npueMa TaHHBIX OT Y370B JaTUMKOB 0a30Bas CTAHIWA BBIIIOMHAET
npocTylo o6paboOTKy [JaHHBIX M OTHpaBAsgeT OOHOBAEHHYW MH(POPMALUIO

[TO/IB30BATENI0 YEPE3 V[HTepHeT.
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Ecmm KakKpbIit ysen gaTuMKa (CEHCOPHOTO y3/l1a — ¢M. puc 20) NOJKIYeH K

fasoBon CTaHUOMM, OH M3BCCTCH KaK apXHMTCKTypa CCTUM € OJHUM IICpCXOoa0oM (I/I)'II/[

OIHOCKAaYKOBaA apXMTeKTypa — puc. 21). XoTs nepegaya Ha 6onbline pacCTOAHUA
BO3MOJKHA, TOTpebIeHre SHepIMM I CBA3KM OyAeT 3HAYMTETbHO BBIIIe, YeM IJIA

c6opa M BEIMMCICHMA JaHHbBIX.

Pasmepbl BHewHuii BUA C aHTEHHOMU

Puc.20 - ITpakTiyeckas peannsalusa CeHCOPHOTO y371a

CHGI[OBaTeHbHO, MHOTOCKa4YKOBasi CCTCBadA ApPXUTCKTYpa 0OBIYHO
HCTIONMB3YETCA B CEPBE3HBIX TTPUMTOXKEHUAX. BMmecto OJHON €OUMHCTBEHHON MTMHUU
CBA3N MCXKIAY Y3/TOM JaTYHMKa U 0as30BOI CT&H].U/IGI/UI AaHHDbIC TICPCOAIOTCA 1epe3 OINH

WM HECKOJIBKO TIPOMEXKYTOYHDBIX V3/10B.

O1HOCKAYKOBAS CeTh

O

\__/ Cencopusiii y3ea

ba3zoBpas cTaHIASA

Puc.20 - Cxema 0JHOCKauYKOBO CEHCOPHOI ceTH
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OTO MOXeT ObITh peasu30BaHO ABYMS CIOcoBaMu: ApXUTEKTypa IVIOCKON ceTH
M apXUTEKTypa MEPAPXUYIECKOI CETU.

B miaockoif apxuTtekType 0asoBad CTaHLMA OTHpaBiIsAeT KOMaHAbl BceM
CEHCOPHBIM y3/71aM, HO CEHCOPHBI y3el ¢ COBIAAIOIIMM 3alIpOCOM OTBETHUT,
MCIIONB3YAA CBOM paBHOIIpaBHbIE Y3/Ibl Uepe3 MHOTOCKAYKOBBIM IyTh. B
MepapXUuecKoll apXMTeKType TpYIINa CEHCOPHBIX Y3710B GopMHUpyeTcsa B BUAE
KJacTepa, M CEHCOPHBle Y3/bl IEepeflaloT JAaHHblE B COOTBETCTBYIOLLME TONOBHI
K/acTepa. 3aTeM [OIOBBI KJIacTepa MOTYT MepefaBaTh JaHHbIE Ha 0a30BYH CTAHLMIO

(puc.21).

ba3oBas craHnus

ba3oBag cTaHOus

(O ToaoBa Kiacrepa

(O DaemeHT KiIacrepa

Puc. 21 - IIpouecc o6meHa
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Tononorua cetn — BaXkKHaA MOJeb COCTOAHUA CETH, TIOCKONbKY HeABHO OHa
HaeT MHOTO MH(popMaLny 06 aKTHBHBIX CYLICCTBYIOIMX Y3/1aX U CBA3HOCTHM ceTl. Tak
KaK 6ecrpOBOAHbIE CEHCOPHBIE CeTH 00/1a1al0T OrPaHUYEHHBIMY 3HEPreTUYeCKMMU
pecypcamMy, anropUTMBl cbopa MHPOPMALMK O TONONOTMM JODKHBIIpPeNIONaraTh
HM3KOe 3HepromnoTpedneHne.

B saBucumoctu ot TpeboBaHuii npegmeTHoit obmactum popmMupoBaHMe
TOIIOJIOTMM CEHCOPHOH CeTH MOXKET IPOMCXOAUTh B ABYX peXKMMax: TOIOMOTHA TUIIA
"3Besma’ (MepapxmMueckas TOMOMOTMA), NUOO TOMOAOTMS THUMA "TOYKA-TOUKA'
(ogHOpOOHAA TomoaorysA). B crydae TOMONOIMM THIA "3Be3fa” MpeAroaaraeTcs, YTo
CeTb COCTOMUT 13 0OBEKTOB IBYX TUIOB: HONMHOPYHKLIMOHATbHbIE 0OBEKThI M OOBEKThI
€ YMeHbLIEHHOI (PYHKLMOHATbHOCTBIO (MBI 3TO paccMaTpuBanu B r1ase PAN).

OO6BbeKThl BTOPOTO THUITa MOTYT BeCTH 0OIeH)e TONbBKO ¢ 00beKTaMy IIepBOTO
TUMNa. BBUOY MOBBILICHHBIX Harpy3oK MOMHO(YHKLMOHAIbHBIE YCTPOMCTBA MOTYT
OBITb CTALIMOHAPHBIMM M UMETb MUTaHME OT BHELTHUX UCTOUHUKOB.

Takol1 crnocod opraHM3allMM CeTH MOXKeT OBITh BOCTpeOOBaH IIA pelleHHA
OTPaHMYEHHOTO CIEeKTpa 3afiay, HampuMep, B MPOMBILITCHHOCTH.

Bropoii BapmaHT opranmMsauuy paboThl ceTM — "OZHOpPOJHaA TOIOJOTHUA,
KOTZia He TpebyeTcsa pasOMeHMe CeTM CEeTMEHTDI (K/acTepbl) M BCe OOBEKTBl MOTYT
BeCTH o0lIeHNe MexAy coboil B npefenax o6nacTu BUAUMOCTH, MPU 3TOM BCA CETb
MOXKeT pasdMBaThCA Ha CeTMEHTHI, YIIpaBisdeMble KOOPAMHATOPAMH, & MOXET 1 HeT.
JaHHDI TOAXOA K GOPMUPOBAHUIO CETH MO3BONAET OPTaHU30BBIBATL HOMee CI0XKHbIE
KOHQUIYpALMN CeTH, afalTMPOBATh TaKie CeTH K pelleHNI0 Oojee CTOXHBIX U
HeCTaHJApTHBIX 3amad. [Togo6Hasa rmOKocTh gocTuraerca 6marogapa TOMy, YTO MpH
TAKOM MOAXOJE OTAEMbHbIE 0O BEKThl MOTYT CAMOCTOATE/IbHO OPTaHU30BbIBATLCA CETh
1 aleKBaTHO pearMpoBaTh Ha U3MEHEHMA B TOMOIOTMH CeTH CO BpeMeHeM.

Kpome Toro, B paMKax Takoil ceTu MOXeT ObITh peaM30BaHa MapIIPYTU3aLuA
coobLIeHNH, KOTHa 0ObeKTH, He ABTAILINECH HeTIOCPeICTBeHHBIMU COCeAMMU, MOTYT
ob1waTbcsa MeXxAy coboil. IMeHHO 3TOT crocob 3a4acTyio HeABHO MOAPA3yMeBaeTCs B
OONBIUMHCTBE NMEYaTHBIX TPYAOB, KOTAA TeMaTHKa paboThl HEMOCPEACTBEHHO CBA3aHa
C IOHATUEM "CeHCOpHas CeTh'.

Kaxaplii koopauHaTop BBIOMpaeT YHMKAaIbHBIN MACHTU(PUKATOP MOACETH.
ITOT UAeHTHPHKATOP obecTieynBaeT CBA3b MEXAY YCTPOMCTBAMU B CETH € IIOMOILBIO
KOPOTKMX af[pecoB M IIO3BOjIAeT IlepeflaBaTh JaHHble MEXAY YCTPOMCTBaMM uepes
He3aBUCHMbIe TMOAceTH. Bce ceTM TOMOMOrMM «3Be3fa» pabOTAlOT HE3aBUCMMO OT
apyrux ceteit. [Tocse Toro, MaeHTMPUKATOP BBIOpaH, KOOPAMHATOP paspellaeT y3aaM

MOJKNIIYaTECA K CCTH.
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KomndecTBo crateif, MHeHMI1, pa3paloTOK, Kacaloluica OecIpOBOTHBIX
CEHCOPHBIX CeTel yKe JOCTATOYHO BEeIMKO, HO BCE 3TO He AaeT npeacrapiaeHune o bCC
KaK 0 eMHOI CTPYKType. YKe CerofHA CEHCOPHDIE CeTH HY)KAAITCA B EPBOM luare
K HaIllpaB/eHUIO O MPeACTaB/IeHUN UX KaK eIMHON CTOXKHOM CUCTEMBI.

MHoroo6pasme wuHbOpMAMM VXKe HaeT BO3MOXKHOCTL co0paTh Tasn
3¢ eKTUBHOIM, YHMBEPCATLHON CEHCOPHOI CeTH, KoTopas OymeT sABIseTCA
OTHEe/TbHOM, He3aBUCUMON TexHosmorueit. Ho mpocroe (agguTiBHOE) OODbenMHEHUE
otrpacieit (cucrem), xKotopble cogepkut bCC He HepauuoHanbHo. C pasBUTHEM
BBIYUCITUTEIBHONM TEXHUKIU U CPEICTR CBA3YM HACTYIM/IA 3pa OeCIIPOBOIHBIX CeTeil U
pacIpene/leHHbIX BBIMMCIeHMI. [IpoiffieT ellle HeCKOMBKO JeT, U OeCIpoBOIHBbIE
TEXHOMOTUM CBSKYT MEXKIY co00il OTpOMHBIE KOMMYECTBO LM(POBBIX YCTPOMCTB,
npeBpaTue MHdopMannonHble TeXHONOTUM BO BCEMPOHMULAKILYIO M Be3HecyLIVIo
cuny snoxu Mudopmanmonnoro O6mectBa. B cBow ovepenb, OecnpoBopHbIe
CEHCOpHDIE CeTH, KaK 371eMeHT MHPOKOMMYHMKALMOHHON CTPYKTYPHI, MO3BONAET
pacMpuUTh MHPOKOMMYHHMKAI[MOHHBIE BO3MMKHOCTH Ha mepudepuio, gaBasd
BO3MOKHOCTb TOMb30BATEA NOAYYUTb AOCTYN K paHee HEHOCTYIHBIM YCIYraMm
HaOMIOTeHNA COCTOAHNA PUMUECKUX TTapaMeTpoB KOHTPOMUPYEeMOTO 00BbeKTa MIH
SBTE€HUA.

V3ydeHre TeopeTMYeCKMX OCHOB CO3JAaHMSA, pasBuTHA, peanmsauun bCC
(6ecTIpOBOIHBIX CEHCOPHBIX ceTelf) Ha MpaKTHKe — 3aJIoT KapbepHOTO ycIeXa B
OynyweM, Korga Bce KpYIHble KOMIIAHMM, KaK TIIO/araldT MHOTME V4YeHbIe,
VCTPeMIAThCA 3aHATb HUIIEBble MO3MLIMM Ha PBIHKE MH(OPMAIVOHHBIX CHCTEM
TeXHOOTMIL. B crnenyoweii riaBe yueOHO-TeOPeTHYECKOTO U3TaHNA MBI PACCMOTPUM
yacTHbI cnydait PAN/BAN cereit: Internet of things (IoT), cogepxaieit B cebe
aneMeHThl KoHLenuuu bCC (WSN) u, 4To HeManoBa)kHO, Y)Ke aKTMBHO BHeIpsAeMblii

B Hallly TTOBCCOHCBHYIO B JKM3HD YXKC CCTOTHA.
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§ VI. Apxutextypa Internet of things (IoT)

I. CpepcrBa u TexHonorum nepepaun ganueix: IEEE 802.15, Zigbee.

CemeitctBo crangaptoB [EEE 802.15 obpasyer OGecnpoBopgHyl cetb WPAN
(Wireless Personal Area Network) xotopas obecneunBaeT 0ecnpOBOIHYIO CBS3b
MEXAY PasIHYHOTO THUIIA YCTPOMCTBaMM Ha HeOOMBLIMX pacTOsAHMAX. CTaHOapTHI,
KOTOpPBIE BXOZAT ¢ 3TO ceMeilcTBO — 3T0 Bluetooth (IEEE 802.15.1), IEEE 802.15.3,
ZigBee (IEEE 802.15.4) 1 UWB (Ultra Wideband) (IEEE 802.15.4a/b).

becnpoBofHas TexHonorna Bluetooth, ocHoBaHa Ha crangapte IEEE 802.15.1,
ABNACTCA CTAaHAAPTOM, OMpefeNdArnM (PYHKLMOHUPOBAHME KOMITAKTHBIX CHUCTEM
CBA3M Ha HeOOJAbIIUX PACCTOAHMAX MeXTY MOOWIBHBIMU IIepCOHANbHBIMK
KOMIIbIOTEPaMM,  MOOWIbHBIMM  TemeOHaMM M MHBIMM  [OPTATUBHBIMU
yerpoitctBamu. Bluetooth mpepnctapnsier cofoit Hemoporoit pagMoMHTepdeiic ¢
HU3KUM 3HepronotpedaeHueM (MOILHOCTD MepefaTunka Bcero nopsagka 1 MBr) gns
OpPTaHM3ALMHM MEPCOHATLHBIX ceTel, obecneyuBalOUIMIl mepegadyy B PpeKMMe
peanbHOro BpeMeHH KaK UMQPOBBIX JAHHBIX, TaK M 3BYKOBBIX CUTHAJIOB.

M3HauyaIbHO JaMbHOCTDb JefCTBUS paguouHTepderica 3aKnagblBanach paBHOM
10 MeTpaM, ogHako cefidac cnequdukauuamu Bluetooth yxxe onpenenena u Bropas
3oHa okoso 100 M. [Ins pabotel pagmomurepdeiica Bluetooth ucnonbsyercs Ttak
HasbIBaeMblll HIDKHMIT (2,45 TTu) gumamason ISM (industrial, scientific, medical),
IpefHA3HAUeHHBI [1d pPaboThl MPOMBIIITIEHHBIX, HAyIHBIX M MeOMLMHCKUX
npubopos. PagrokaHan obmafaeT NomHON NPOMYCKHOM cocoOHOCTRIO B 1 Mbnt/c,
uyTo obecrednBaeT CO3faHHEe aCUMMETPUYHOTO KaHaTa IlepefladM HaHHBIX Ha
cKopocTAxX 723,3/57,6 KO6uT/c Mmu MOMHOOYIIeKCHOro KaHala Ha cKopocTu 433,9
Kéur/c. Eciu paHHble He mepepatorcsa, To 4epes Bluetooth-coemmueHue MoxHO
nepemaBaTh IO 3-X AYIUIEKCHBIX ayIMOKaHAIOB 110 64 KOMT/C B Ka)KIOM HallpaB/IeHN M.

BoaMorkHa TakKe M KOMOMHMpOBaHHas Tiepefiaya OAaHHBIX M 3BYKa. B wactn
opraHusanuy odMeHa gaHHbIMM Bluetooth cooTBeTcTBYET CienMduKanyy cTaHgapTa
nokanbHbIX ceTelt IEEE 802 M McrnonbsyeT cMIHalbl ¢ paclUMpeHueM CIIeKTpa MyTeM
ckaukooOpasHoi1 nepectpoiiku yactorsl (FHSS) mo mceBmocny4daiiHOMy 3aKOHY €O
cKopocThro 1600 nepexndeHN B CeKyHAY B nlonoce 2400-2483,5 MTI'n.

Bluetooth paboraer kKak MHOTOTOYEUHBI pafMOKaHaA, VIPABIACMBIIL,
aHaJIOTMYHO cOTOBOM CBA3UM GSM, MHOTOYpOBHEBBIM IPOTOKOIOM € MOAAEP>KKOM
00paTHOIM 3aBMCMMOCTbIO. Ha [aHHBII MOMEHT aKTYalbHBIMM BEpPCHUA 3ITON

TexHomoruu apnsforca 4.0, 4.1, 4.2, 5.0 (puc.21).
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4.1 4.0 3.0 2. 1.x
pas0Ba" 1 MeuT/c 1 MéuT/c 1 Meut/c 1 Meut/c 1 MeuT/c
CKOpOCTb
MoBbIWEeHHaA
CKOpOCTE 3 MbuTt/c 3 Méurt/c 3 Mbwur/c 3 Mbur/c HEeT
nepenayn (EDR)

High Speed 54 MBuT/C 54 MéuTt/c 54 MéuTt/c HET HET
JaneHOCTb

(MaKC./MHH. 100 M/ 10 M 100 M/ 10 M 100 M/ HeT 100 M/ HeT 100 M/ 10 HeT
MOLLHOCTE)

PEXKMM HU3KOMO

na na HeT HeT HET
noTpebneHus
J1BOMHOK
npodune na HET HeT HeT HeT
(0OQHOBPEMEHHO
Master u Slave)

Nopanepxka IPV6 [roToBMTCA HET HeT HeT HET
ConpaxeHue 8 12 na na e
NFC

128-buTHOE

WwudpoBaHue na na HeT HeT HET
AES

Puc. 21 - CpaBHuTenbHas tabmuua sepcuit (mokonenuit) Bluetooth.

I[Tepsolit unn ¢ noggepskkoit Bluetooth 3.0 6bu1 BoimymieH komnanueit Sony B
KoHLUe 2009 ropma. B Hacrosiee Bpems BbImycKaeTcs OOMbIIOE KOMMYECTBO
MOOMIBHBIX YCTPOVICTB € MOANEPIKKOI 3TOTO CTAHAAPTA.

Bluetooth 4.1

B xonue 2013 roma Bluetooth Special Interest Group (SIG) mpexmcraBuia

ciennduramyio  Bluetooth 4.1, OpHo wu3  yayulleHUMH, peaTM30BAHHBIX B
cneundmkanuu Bluetooth 4.1, kacaercsa coBmectHOI paboTe! Bluetooth n MmobunbHoI
ceasu yeTBéproro nokonennsa LTE CtangapT npeqycMaTpuBaeT 3alliuTy OT B3aMMHBIX
NOMeX MyTEM aBTOMATUIEeCKOTO KOOPAMHIPOBAHUS Nepeladyi [TaKeTOB JaHHDIX.
Bluetooth 4.2
3 pexabpsa 2014 Bluetooth Special Interest Group (SIG) mnpenpcraBmia

cneundukanguio  Bluetooth 4.2, OcHoBHble  ynmy4llieHMs —  TNOBBILICHME
KOHOUASHIMATBHOCTY U YBeINUeHNe CKOPOCTH Tepeat JaHHBIX.

Bluetooth 5.0

16-17 miona 2016 romga Bluetooth Special Interest Group (SIG) mpepcrasuna

creundukanyo Bluetooth 5.0./13MeHeHMs1 KOCHYIMCH B OCHOBHOM PEXMMa ¢ HU3KUM
notpebaeHneM 1 BLICOKOCKOPOCTHOTO pexkmMa. Paguyc geiicTeua ysenudeH B 4 pasa,

CKOPOCTDb yBeNMYeHa B 2 pasa.
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[MocpenctioM Bluetooth MOXXKHO 00BeIMHUTD KakK OBa, TaK M CPa3y HECKOMBKO
YCTpOICTB. B mepBoM cnyyae MOAKIIOYEHNE OCYLIECTBACTCS [0 CXeMe «TOUKATOUKa,
BO BTOPOM — IIO CXeMe «TOUKa-MHOIOTOUKa». He3aBUCUMO OT IpUMeHAeMOI CXeMbI
OJHO M3 YCTPOICTB ABIAETCA BeIyUIMM (master), ocTaqibHble — BeJOMBIMU (slave).
Begyiiee ycTporicTBo 3amaeT 1wAbIOH, KOTOPBIT OVAYT UCIONIb30BaTh BCE BEAOMbIE
YCTPOMCTBA, a TaKKe CUHXPOHU3MPYeT X pabdory. CoequHEHHBIe TaKMM 006pasoM
ycTpoitcTBa 00pasyoT nukoceTh (piconet). B paMkax OfgHOM NMMKOCETH MOTYT OBITDH
o0beguHeHBl OJHO Befyllee U OO CeMH BeAOMBIX VCTpoiicTB. Kpome Toro,
OOTIYCKaeTCsl HaluuMe B MMKOCeTH MONOMHUTENIbHBIX BEJOMBIX YCTPOMCTB (CBepx
ceMM), KOTOpble UMEKT CTATyC 3a0MoKMpoBaHHBIX (parked): OHM He y4YacTBYWOT B
oOMeHe @[aHHBIMM, HO NPM 3TOM HAXOZATCA B CHHXPOHM3ALMM C BeAyLINM
YCTPOUCTBOM.

Heckonbko mnmkoceTeil MOXKHO OODeIWHUTb B paclpefeleHHYW CeThb
(scatternet). [Ins 3TOro VCTpoIcTBO, paboTawliee B KauecTBe BeOMOTO B OXHOI
MMKOCETH, TO/DKHO BBIMIOMHATH (PYHKUMM BEOVIIETO B APYToif (CM. BTOPYIO CXeMY).
ITpm 3TOM NHMKOCETH, BXOAALIME B COCTAB OJHOWM paclpeleleHHON ceTH, He
CUHXPOHU3MPOBAHBI IPYT € APYTOM M UCTIONb3YIOT pasHble LIA0MTOHDL.

OTHOCUTeNbHAA YHMBEPCATbHOCTL SABAACTCA KaK MNPEeUMMYLIECTBOM, TaK U

HegocTaTKoM Bluetooth. Bo-nepBrIx, He Bce aganTepbl MOAAePKUBAIOT Bee Mpodum
(MMEHHO 1O 3TOJ MPUYMHE YHUBEPCanbHOCTb Bluetooth aBnseTcs oTHOCUTENBHOI).
Bo-BTOPDIX, B HEKOTOPBIX CUTYaLIMAX 3Ta caMasd YHMBEPCaTbHOCTb MOXeT OKa3aTbhCs
M3MIIHENH (HallpuMep, MOTYT BOSHMKHYTh TPYAHOCTY IIPH HAXOXKIEHUU YCTPOICTBA
B CeTH ¢ OOMBIINMM YUC/TIOM MOAKTIOUEHMIT).

OpHUM M3 I7TaBHBIX HeJocTaTKoB ceTell Bluetooth aBndercs obecneunpaeMbli
ypoBeHb GezomacHocTH. Cmaboctu samwutel bluetooth, B yacTHOCTH, BBI3BaHBI TeM,
4TO 3Ta TEXHONOIUA [elaeT CUIbHBIM YINOp Ha ONO3HaHUE YCTPONCTB And
OesormacHOro OOCAY)KMBaHMA, a TaKKe Ha KOHTPOIb, KOTOPLIM obagaeT
MOb30BaTeNb Hap ycTpoiicTBamu bluetooth m mx xondurypaumeit. CoBpemeHHas
bluetooth-TexHonorua He npefiaraeT HUKAKOTO CpeACTBa ONO3HaHNUA [10/1b30BaTeNA,
4yro pnemaeT bluetooth-ycTpoiicTBa 0COOeHHO VA3BMMBIMM K TaK Ha3bIBAaeMbIM
spoofing-HanageHnam (paguogesuH(OPMaLMM) M HENPABUIBHOMY HPUMEHECHUIO
OIIO3HABATe/MbHBIX YCTpolicTB. OcobeHHO c¢mabpiM acrektoM bluetooth sApnserca
MpoLecc «ClapuBaHusA» (pairing) ycTpoifcTB, mpM KOTOPOM INPOMCXOAUT OOMeH
KII04YaMM B He3aKOJMpPOBAaHHBIX KaHanmaX. Eciyu Hamagawomuil nepexpaTuT nepefady
poliecca CINApMBaHMA, TO OH CMOXKeT MOAYYMTh KII0Y MHULMAIM3ALMM IyTeM
KaIbKYIALMHY 3TUX KTI0Yel 171 Mob0ro BO3MOYKHOTO BapyUaHTa Mapons M CPABHEHMS
Pe3yIbTaTOB ¢ NepeXBaueHHON Nepefadeil. Koy MHMIManM3a My UCTIONb3yeTCA ANA
pacueTa KI04Ya CBA3SW. PacCUMTaHHBIN XaKepoM KIKW4Y CBA3M CPaBHUBAETCHA C

nepeXBaquHoﬁ nepenaqeﬁl € O&JIBI0 Y3HATD, BEpeH OH MWK HET.
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Taxke NpUYMHON YASBUMMOCTHM ABNAETCA BO3MOXHOCTb MCIIOIb30BaHUA
KOPOTKMX, a TAKXKe 3aypPASHBIX/pacnpOCTPaHeHHbIX Naposiell (CUTyalmsa aHa/IOTMYHa
MCMOAb30BAHMK  TIPOCTBIX  Maposefl  CUCTeMHBIMM  aAMMHUCTpaTopamMu
KOMIIBIOTEPHBIX ceTeli). Takyue Mapoau 3HAYMTEAbHO YIPOIIAIT MHUIMATM3ALMKIO.
VIMeHHO 2TO [fe/laeT KIKYM CBA3M OYeHb IMPOCTBIMM [AAA W3BJAEYEHUA U3
NepeXBaueHHbIX Nepeaady.

Bo mMHorux mpumoxkeHusx tpedywtca GecripoBopnble cetu cBsisn (BCC), He
o0nagaplKe BEICOKON CKOPOCTLIO Iepefiadl, HO HaieXKHbIe, )KUBYUYHe (CocobHbIe K
CaMOBOCCTAHOB/ICHMIO), MPOCThle B PasBePTBIBAHMM M SKCIUTyaraluu. CeTu THUIA
Bluetooth Bce ke He, ABMAIOTCA HaJle)KHBIMY M3-3a BBIIIETIePeYNCACHHBIX IPUINH.
BakHo Taxxe, 4TOOBI O0OPYAOBaHME TAKKUX CETEN AOMYCKAIO IJIMTEIbHYIO PaboTy OT
ABTOHOMHBIX MCTOYHMKOB IMTAaHMA, HUMeTO HHM3KYH CTOUMOCTB, ¥  OBLIO
KOMIIAKTHBIM. [IpuMep TaKOro NpuaoKeHusa — «yMHBIA OM».

Takomy couerannio TpeboBanmit etfe 10 jeT Hazag He OTBeYal HM OJMH M3
CeTeBbIX CTAHIAPTOR, UTO U MPUBEO K cosfanuio cTanAapToB IEEE 802.15.4 u ZigBee,
OTMMCBIBAILIMX YCTOMYMBbIE MaclITabMPyeMble MHOTOLIATOBbIe HeCIpOBOAHDIE CETH,
IIPOCThIE B pa3BepPThIBAaHUU U NOJAEPKMBAOLIME CaMble Pa3HbIe IPUIOKEHMA.

Cranpapt IEEE 802.15.4 (ZigBee) opueHTHPOBaH, IIaBHBIM 00pa3oM, Ha
MCMIONb30BAHME B KayecTBE CPEACTBA CBSA3M MEXOY aBTOHOMHBIMM NpHOOpamMu U
obopyroBaHMeM. B KOpPIIOpaTHBHOM CeKTOpe 9TO MOTYT OBbITh, HAIIpUMeEp, CKIAICKHe
CUCTEMBI, CUCTEMbl aBTOMATU3aLMM MPOU3BOACTBA, PaslIMyuHble AATUYUKU, CEHCOPHI,
CEepBOIIPUBOJAbLI, 37IEKTPOHHbIE METKM, a B AOMAIIHUX YCIOBMAX — II€PCOHAIbHBIE
KOMIIBIOTEPBI, WIPOBble MNPUCTABKM, CUCTeMbl Oe30MacHOCTM, OCBelleHUs,
KOHAMLIMOHUPOBAHUA, pafMOMULNPOBAHHbIC UTPYLIKH.

Crangapt IEEE 802.15.4 ompemenser cmenudukanuu ¢pusmdeckoro cuos
(PHY) m nporokon ynpaeneaus pocrynom (MAC), mpegnaras mnogmep:kKy
Pas/MMYHBIX TOMOJOIMM ceTelf. (CXeMbl CeTeBOM MapLIpyTU3alMK IIPU3BaHBI
o0ecrieunTh COXpaHEHUME IHEPIMM M KpaTdaillliMe 3afleP>KKM, YKIamblBalolleecs B
rapaHTUPOBaHHDLII BpeMEHHO MHTEPBA, a 3a CUeT HATMYUA HECKOIbKUX MapIIPyTOB
K K&XKJIOMY Y371y B ceTsixX ZigBee npennonaraetcs NpegoTBPaTUTh BO3MOXKHOCTD "¢c0s
B OTHOI TOUKe'.

KmioueBble ¢ynkuuu PHY BrioudaloT B ce0d KOHTPOIb 3a SHEpTHed W
KaueCTBOM 3BeHbeB, a TakKXKe OLIeHKY KaHaloB [id 0Oosee  YCIIEIIHOTro

COCYLIECTBOBAHHUA C CCTAMMU IPYTUX 6eCHpOBOJ1HbIX OIICpPaTOpOB.
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MAC omnpegenaer aBTOMaTU4ecKoe MOATBEPXKICHME IONYUEHHUA IIaKETOB,
obecrieunBaeT BO3MOXKHOCTb MepefjauM AAaHHBIX B OIpefelcHHbIe BpeMeHHbIE
MHTEepBanbl U mopagep>kuBaeT 128-OutHble QyHKkuum-6esonacHoctn AES. Ecan B
nmpedenax pocAaraeMoctu ZigBee-ycTpoiicTB okaxkerca obopymosanume Wi-Fi wn
Bluetooth, 1x kaHa/Ibl MOTYT OBITE MCTIONB30BAHBI KAK TYHHeNb [14 TpaduKa ZigBee.

Cranpapr IEEE 802.15.4 npeagycMarpuBaeT paguyc DOKpuTUd oT 10 10 75 M
1 IPOIYCKHYIO CIIOCOOHOCTh KaHala - fo 250 k6ut/c. [lepemaya Ha 3Toil CKOPOCTH
Begercsl B guanasoHe 2,4 ITu. Hebonblias MOIWHOCTD U CKOPOCTb OOYCIOBICHDI
Ma/IbIMU 3HEPrOpecypcaMil CBA3bIBAEMBIX YCTPOMCTB. JOCTYIIHBI TaK)Xe AMala3OHbl
858 MI'n (20 k6ut/c) n 902-928 MI'(40 xk6ut/c). To ecTh 3 YaCTOTHBIX AHATIA30HA.

BosMoxxnocTu: 10 255 NOgYMHEHHDBIX YCTPOMCTB B ceTu 1 fo 100 napaniensHo
paboTalolnx ceTell. JaHHBIN CTaHOAPT, AaKTMBHO IPOABMIAeMBINl OpraHM3aliuel
AnbsaHcom ZigBee, 3aM0MHUT BaKyyM B CIleKTpe HecIIpOBOJHDBIX CETEBbIX TEXHONOT A,
MOCKONbKY OH IpefjaraeT paspabOTYMKaM BO3MOXKHOCTb cO3fjaBaTb HeJoporue
IPONYKTH ¢ OYeHb HM3KUM IOTpedneHMeM MOLIHOCTUM M Upe3BbIMAfiHO TMOKMMMU

$YHKLIUAMM MOJAEP>KKH 6eCITPOBOAHBIX ceTelt (puc.22).
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Puc. 22 - CpaBHutenbHas xapaktepuctuka [EEE 802.15, 802.11, 802.15.3
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['maBHBle OTIMUMA M TIpeuMmyllecTBa ZigBee oT apyrux OGecrpoBOTHBIX
TexHonoruit: ZigBee paboraer no ayemcroMy tumy, B T0 BpeMa Kak Wifi u Bluetooth
NpPUCOCIUHAIOTCA K LEHTpanbHOMY POyTepy (Tomonorusa «spesfa») (puc.23). Ilpu
OTCYTCTBUM CBA3U C POYTEPOM Y3€/l He MOXeT NMOAKIIYUTLCA K APYIUM WIeHAMU
cet. HampuMep, ecnmu TeleBU3Op BBIXOJUT B MHTEPHET uUepe3 MoOJeM, TO OH He
CMOXKET BOCIPOM3BECTM (UAbM MM MONYYUTH €TO C IUVIAHLIeTa, eCAM POYTep He
MOJK/IIYEH K ceTH. B AYEUCTON CTPYKTYpe Y3abl CBA3aHBI HallpAMYyl0. braarogapsa
aTOMy OOpBIB CBA3M He ABJACTCA NOMEXON 04 Nepefaud JaHHBIX. ITOT MEXaHU3M
HaAMHOTO HafleXXHee M IIPUMEHAETCA B CaMOM ceTM MHTepHeT. [nd peanusalun
TeXHOJIOTUH «YMHBII JOM» 3TOT ¢akTop odeHb BakeH. [Ipu apapyum curnan rno Wifi

MOJKCT HC IICPEOaTbCA Ha 60HbU.Iy10 AaTbHOCTD YCpe3 OETOHHbIE CTEHBI.

Wi-Fi, Bluetooth ZigBee, Thread
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Puc. 23 - fI4encThIN TUII TeXHOTOTUU TepeAayl JaHHbIX

ZigBee ycTpoiicTBa MOTpeOIANT MUHNMANBHBIN 00beM SHepIUM, MOCKOTbKY
$YHKUMOHMPYIOT B CIAlleM pexXuMe. [IpomyckHas BO3MOXHOCTB 3urbm (250
Kbut/cekynny) HamHoro Huke, 4eM y Wifi (300-1000 M6ut/cekyHny). 3T0 CBA3aHO
¢ TeM, YTO 3UrOM JOCTAaB/AeT MaJleHbKMe ITaKeThl JaHHBIX, 4 Wifl T03BOIAeT MONMyUUTD

KpyIHble (ainbl (BUAeo U T.4.).

Ckopoctb: [lepuop samepXKu Tlepefauy CUrHana 3UrO¥ HAMHOTO MeEHBIIle,
yeM y Bluetooth (Heckombko cexkyHa) 1 coctaBaseT 30 MunnmcekyHz. Ilokasartenb
3urbu NpUMepHO paBeH BPeMEHM OT Ha)KaTHs BBIKITIOUATe/I M BOSHUKHOBEHMS CBETa
B mwcTpe. B cBA3M ¢ aTuMM, B MocsefHee BpeMa Bluetooth cram MeHbiie

UCITOAB30BATECAH ITPU YCTAHOBKE CUCTEMEI «Y MHBI OOM>».
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KomuuectBo y3moB: y Zigbee HamMHoro Gonbiie. TeopeTuuecku, k cetn Wifi
MoxeT npucoegmHuTbea oT 300 go 1000 yyacTHMKoB. Ho nonbsosaTenu oTMevaror,
4TO NpU paboTe YKe ¢ HeCKONbKMMU YCTPOICTBAaMM MPOUCKXOAAT 3afIeP>KKM B paboTe
1 BpAL-IN YAACTCA IPOBepPUTh ToKasaTeb. ZigBee cucreMa (QyHKUMOHMpYeT Ipu
M1060M KOMMYECTRE YIACTHUKOB, YTO HeOOXOOMMO IPU YCTAHOBKE «YMHOTO JOMa» Ha
GONBILINX IIOWANAX.

Ilena. Ctoumocts Mopyna ZigBee Ha mopAmok Aellleie, ueM IieHa Wifi
MofeMa.

Ha coBpeMeHHBIN1 pBIHOK, BBINYCKaeTCd MHoro ZigBee ycTpoiicTB: K HUM
OTHOCUTCA PO3€TKA, AMMMEP, TaMIIOYKa, JATYMKM JBVOKEHUA, CEHCOPBI KOHTPO/IA
BOJbI, TeMIepaTypbl, M apyrue. Ha paHHbII MoMeHT (anBapp 2020 ropa) mno
GOMBLIOMY KOMMYECTBY IPUYMH Cpefy MpOM3BOAMTENEH YCTPOICTB HA IMPOTOKONE

ZigBee mupupyer KuTaiicKas KkoMnannsa Xiaomi.
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II. CpeacrBa ugentTuduKanyu, usMmepenus, nepegaun ganinsix LPWAN

MBIl MO3HAKOMWIUCH C CTaHZapTaMu OecIpoOBOZHON  Iepemaydn
undopManny, paboOTAIUX HAa OTHOCHMTENIBHO HeOONBIINX IUCTAHIMAX
(Bluetooth no 20 merpoB npu ycinopun npsmoii sugumoctu, Wi-Fi u ZigBee Ha
PAcCTOAHMSA, He TIPeBbIIIAIIINE HECKOMBKUX COTEH METPOB MpH 6IaronpuATHBIX
VCIOBMAX, ¢ IoTepell 3 PeKTUBHOCTM Nepefady A1d KOHEYHBIX YCTpoiicTB). B
3aBePLICHMHM IKCKYPca HeOOXOAMMO AaTh NPefICTaB/IeHMe O HOBBIX OeclpOBOJHBIX
cetax - LPWAN.

LPWAN (aurn. Low-power Wide-area Network — «sHeproaddextupnas
CeThb AAJIbHETO Pafuyca HeHCTBUA») — OecHpOBOJHASA TEXHONOTMA Iepefadn
HeGombINX 110 00bEMY JAHHBIX HA JA/IbHUE PAcCTOAHMA, paspaboraHHas i
paclpene/éHHbIX CEeTeN TeAeMEeTPUM, MEXMAUIMHHOIO B3aUMOJEHCTBMA U
uHTepHeTa Bemeit. LPWAN saBasercs opHoil 13 6eCIPOBOSHBIX TEXHOOTMIL,
ofecrieynBaOLyX cpeny cO0pa NJaHHBIX ¢ PA3IMYHOTO 0OOPYLOBAHMA: HATYMKOB,
CYETYMKOB M CEHCOPOB.

B ocHoBe mpuHUMIA mepefady JaHHbBIX Mo TexHonormu LPWAN nHa
dusnyeckom yposHe PHY sexur cBOMCTBO pagymocucTeM — yBeIMYeHME
SHEPreTUKM, a 3HAYUT M JAJIBHOCTH CBA3Y [IPU YMEHDBLIEHWNY CKOPOCTH [IEPELAUML.
Yem umke OMTOBAsA CKOPOCTH Hepenadl, TeM OO0Jblile SHEPTUM BKIALBIBAETCS B
KaKObI OMT M TeM Jierye BLLAEAUTDL e€ro Ha (POHe MyMOB B IIPUEMHON 4acTH
cucrembl. TakuMm 00pasoM, HU3Kasg CKOPOCTb IEpefladM HAHHBIX IIO3BOJISET
1o6uThca Gonbllei JATbHOCTY MX IPUEMA.

IHopxon, wucnonbsyemblit naa  nocrpoenms LPWAN-cern, cxox ¢
OpUHUMIOM  paboTbl  ceTeil MOOWIbHON cBsisn. LPWAN-cers wucnonbsyer
TONONOTHIO «3Be3fla», The KaK[4oe YCTPOICTBO B3aMMOZeENCTBYeT ¢ 6asoBoil
cTaHuMen HalpsaMyw. CeTH ropoLCcKOro WIN PErMOHa/IbHOro Macrada crposaTes
C VICIIO/Ib30BAHMEM KOH(UIYPALY «3BE3]a U3 3BE31».

YcrpoiictBo unu momem ¢ LPWAN-mozmynem nepegaeT panHble IO
paguokaHany Ha 6asoByw craHumpo. CraHUMA [PMHUMMAET CUTHAIBI OT BCEX
YCTPOIMCTB B pajuyce CBOETO AeicTBUS, OLM(POBLIBAET U IIePeaéT HA YA/IEHHBII
cepBep, MCHONMb3yA NOCTYNHBIN KaHan cBAsu: Ethernet, coroBasa cBasp, VSAT
(CIIyTHMKOBAsI CBA3D).

[TonyueHHble Ha CepBepe [AHHbIE MCHOAb3YITCH [ OTOOpaXKeHMs,

aHaIM3a, IOCTPOEHNA OTYETOB M IPUHATHA peLIenni.
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Ynpapnenye ycTpoicTBaMy, OOHOBJIEHME ITPOTPaMMHOTO obecriedeHnA
HPOUCXOLUT ¢ UCIIONB30BAHNEM OOPAaTHOIO KaHa/Ia CBSI3IL.

Jna mepemady JAHHBIX IO PafgMOKaHAly, KaK IIPAaBU/IO, INPUMEHAETCA
HeMIEH3UPYEMBIH CIIEKTP YacTOT, paspelleHHbIX K CBOOOJHOMY JICTIO/NB30BAHNIO
B pernone nocrpoenus cetn: 5,0 [''y, 2,4 I'Tw, 868/915 MI'n, 433 MI'u, 169 MI'L.

Lamamx a
= LPWAN-uagynem <.

. o
| -
’ - - [ ] Mpunoxexmne

,
LPWAN-cTaHUWA Cepeep

Aamamx

o LPWAN-monynem

Oamanx — e
e LPWAN-uogynem

LPWAN-cTaHLmMA

Oemanx
e LPWAN-uonynem

Puc. 24 - Tononorua LPWAN-certeit

IIpeumymecrsa LPWAN

Bonbuiaa ganbHOCTH Mepefauu pagMOCUTHANA IO CPaBHEHUI ¢ IOPYIUMMMU
6eCIpOBOIHBIMM TEXHOMOTMAMU MCMOMb3yeMbIMU mias TeaeMmerpun GPRS
ZigBee, gocturaer 10—15 kM.

Huskoe sHepromoTpebneHMe Y  KOHEYHBIX  YCTPOMCTB, Omarogaps
MIHMMa/bHBIM 3aTpaTaM SHEPTUH Ha Iepefady HeOOMbIIOTO MaKkeTa JaHHbIX.
Bricokas mpoHMKaKIasg CIIOCOOHOCTh PagMOCHTHAMA B TOPOICKON 3aCTpONKe MpH
MUCIIOIb30BaHUU YacTOT Cy0-TUrarepLioBOro AMarnasoHa. Bricokas
MacLITaOUPYEMOCTb CeTH Ha OONBIINX TeppUTOpHsAX. OTCYTCTBHE HEOOXOIUMOCTH
IIONYy4YeHNA 4YacTOTHOIO pa3pellleHMs M IUIaThl 33 PaJMOYacTOTHBIA CIEKTP,

BC/IeCTBME UCTIONB30BAHMA HeNMMLeH3pyeMbIX yacToT (ISM band).
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Hegoctatku LPWAN
OTHOCUTENbHO HU3KasA IPONYCKHAs COCOOHOCTD, BCEICTBUE NCTIOIb30BaHUA

HU3KOM 4YacTOTbl pajgMo KaHaaa. BapbupyeTcd B 3aBUCMMOCTM OT MCIOIb3yeMON
TeXHOJIOTUM Mepefadu OaHHBIX Ha (pM3NUeCKOM YPOBHE, COCTABAAET OT HECKOAbKUX
COTeH OMT/C 10 HEeCKONIBKMX JeCATKOB KOMT/C.

3ajepKKa mepefayM JaHHBIX OT JaTuMKa A0 KOHEYHOro MpUIOKEeHUs,
CBA3aHHadA ¢ BpeMeHeM Ilepeflayyl paJlOCUTHAIA, MOXKET JOCTUIaTh OT HECKONBbKUX
CEKYHJ, A0 HECKOTbKUX AEeCATKOB CEKYHJ,.

OTcyTCTBME eIMHOrO CTaHZAapTa, KOTOPBIH onpefenseT GpUsMUecKUil ¢loi u
yIipaB/leHIe JOCTYIIOM K cpefie IaA OecrnipoBogHbix LPWAN-certeit.

Texnonorma LPWAN Tarke, KaKk M ONNWCaHHble paHee TeXHOMOTUMN,
OPMEHTHPOBaHa Ha [MPWIOKeHW:A, TpeOYIIMe TapaHTHPOBAHHON Ieperadn
HeOONMbIIOTO 06BbEMa MaHHBIX, BO3MO>KHOCTM [JIUTEIbHOM pabOThl  CeTeBBbIX
YCTPOMCTB OT aBTOHOMHBIX MCTOYHUKOB IMTaHUA, OONBIUOTO TEPPUTOPUATLHOTO
oxpara OecripoBofHOIl ceTblo. OCHOBHBIMU OOTacTAMY HpHMMeHEHUS TEeXHOIOTUM
LPWAN saBnstorca OecnpoBOgHBIe CEHCOPHBIE CeTH, aBToMarMsauusa cbopa

TMOKa3aHUN HpI/[ﬁOpOB y4dyeTa, CUCTEMbl IIpOMBINIJIEHHOTO MOHMTOpHMHIA M

yIIpaB/IeHUA.
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Puc. 24 - LPWAN Ha 6ase unkancynsauuu B cebe cetu ZigBee
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Tumnosble cpencTBa MIOeHTUPHMKALNM, Iepefauy (paBHO KaK M3MepeHUA
AaHHbIX) B LPWAN nyuiie cero onucoisator LoRa-Moaynu (Pogcteennas k LPWAN
TEXHOIOTUA)

Kaxaplit KOMITIEKT MOKET CIY)KUTh CTPOMUTENbHBIM OTOKOM IS PasBUTHA
ceTy, TAe paspaboOTUMKM MOTYT PacCUMTBIBATH Ha pacctoAHue no 10 kM u 10 et
aBTOHOMHOI1 paboThl OT ABYX OaTtapent AAA. TexHonorusa LoRa ucnonbsyet Mogysib ¢
PacLIMPEeHHBIM CIIEKTPOM, KOTOPBII 0fecTieunBaeT OTAMYHYIO YCTONYNBOCTD JaHHBIX

B LIYMOBOI cpefie M paboTaeT yepes pU3NICCKME IPENATCTBHA.

Puc. 25 - basosniit kommekT LoRa Mogynein

Ha pucynke 25 npegcrasiena 6asosas konurypauus st LPWAN cern: He
XBaTdeT JIMIUb OKOHEYHBIX YCTPONCTB (CEHCOPOB, JATYMKOB M T.1). 3pech jBa
MozeMa (TOTHOQPYHKLUMOHANbHBIE YCTPOIICTBA) ¥ OGHO YIIPaBIsIolee YCTPOICTBO,
BBIIIOJIHAKOLLEE PO/Ib KOOPAVMHATOPA, B HEKOTOPOH CTEIIEHM U IPOrPAMMATOPA U
cpepcrea  BBOgA/BbiBOga uHQopmaumyu (JKK-mopynb, TakTOBble  KHOIIKMU,
unTepdericel). Bor Tak BeIrIAgAT cetu 6ygymero. Hukakoil M36BITOYHOCTH.

AcCKeTH3M IIpee/IbHOM CTEeleHM.
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II1. Oxpyxaowmuiit MHTENNEKT: NAATPOPMA, TEXHONOTMS, IPUMEHEHME.

Oxkpyxaroiuii UHTe/IeKT (aHI/I. Ambient intelligence, Aml) — TepMun a4
0003HauYeHNs OKpYKarolleil cpefbl, HACBHILIEHHON 3/MEeKTPOHHBIMU YCTPOICTBAMH,
KOTOpble pearupylT Ha MPUCYTCTBUE JIIOJeH. B pyccKOA3BIUHBIX MCTOYHMKAX
TEPMUH «OKPYXKAIOLIUIT MHTEIAEKT» VIIOMMHAeTCA, HO IIOKa He ABIAeTcA
VCTOABLIMMCS 9KBMBaZeHTOM aHTIniickoro Ambient intelligence. B aHTToA3bIYHBIX
MCTOYHMKAX MapaJUTMa OKPY)KaIoIlero MHTE/IeKTa OCHOBBIBAETCS Ha TeXHOIOTUAX
pacrpenenéHHbIX  BLIYMCICHUI, TIOCTPOEHMM  TIePCOHANbHBIX  mpoduieit
KOHTCKCTHON ~ OPMEHTMPOBAHHOCTH,  KJIMCHTO-OPMEHTHMPOBAHHOIO  AM3aliHa
4e/IOBEKO-KOMIIBIOTEPHOTO  B3aMMOJENCTBUSA UM XapaKTepusyeTcs HaauumMeM
CTIeIYIOLINX 0COOSHHOCTeIN:
BCTPOEHHOCTb: MHOIME cCeTeBble YCTPOJiCTBa  UHTErpUMpOBaHbBl B
OKPYXXaILYIO Cpefy;
KOHTEKCTHasi OPMEHTUPOBAHHOCTD: 3TH YCTPOMCTBA MOIYT paclo3HaBaTh
MOJIb30BATENA U CBA3AHHDBII C HUM CUTYALMOHHBIM KOHTEKCT;
KacTOMM3aIlMA: OHM MOTYT OBITb NpUCNOCOOIeHbBl K MNOTpeOHOCTAM
KOHKPEeTHOTO II0/Ib30BaTeNA;
afalTMBHOCTh: OHY MOTYT M3MEHATHCA B OTRET Ha PeaKL IO MOTb30BATeN;
yOpeXXieHue: OHM MOTYT MpeABHIeTb >KelaHMs IMob3oBarens (e3 KakiXx-
160 0COOBIX AEHCTBUIL CO CTOPOHDI MOCTIETHETO.
[To ounenkam KoHcyabTaTMBHOI Tpynnbl EBpoKOMMCCMM IO BOMpOCaM
nHpopMaLuoHHOTO obwectBa M TexHomornit (ISTAG), okpyKawolnit MHTETEKT
HonydaeT OOIecTBeHHOe IIpM3HaHMe Omaromaps CO3HaHMI0 MM  CIeAyRIIMX
BO3MOXKHOCTEMN:
e o0nerueHye KOHTAKTOB MY MTHOABMY;
® OpHEHTALMA Ha COTPYAHUYECTBO U KYIbTYPHOE PA3BUTHE;
® pacrnpocTpaHeHMe 3HaHMIT U HAaBLIKOB, MOBBILICHME KayecTBa paboThl 1
BBIGOpa TIOTpeduTeneli;

e ¢dopMupoBaHHe TOBepPUA I YBePeHHOCTH B cele;

® CONEMCTBME YCTOMUMBOMY PAasBUTMIO JIMYHOCTM, oOllecTBa U
OKpYKalolleit cpeabl B JOMTOCPOYHOI NepCreKTUBE;

® IpPOCTOTA ¥ NETKOCTb KOHTPO/A CO CTOPOHDI PSAAOBBIX NOMb30BaTeNei.

Apxum npepcTapaeHMEM OKPYXaIILEro MHTE/ICKTa ABAgeTca minaTdopMa
WNHTepHeTa Belen.
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Internet of Things, loT — KoHLeNMA BRIMUCIUTENBEHON CeTH (PU3NUECKUX
npeaMeToB  («Belllell»), OCHAIUEHHDLIX BCTPOCHHBIMM  TEXHONOTMAMMU  AIA
B3aMMOIECHCTBUA [PYr ¢ APYrOM WIM ¢ BHELIHEN Cpefoi, paccMaTpuBawllag
OpTaHM3aLMI0 TAKUX ceTell KaK ABJIeHMe, CMIOCOOHOE NMepecTPOUTh IKOHOMUHUECKHe
1 oOlecTBeHHbIe MPOLIECcChl, MCKIIYalollee U3 YacTW OeMCTBUI UM OIepawuit
He0OXOOUMOCTDb Y4acTHA YeloBeKa.

KoHuenuua copmynuposaHa B 1999 rogy Kak OCMbIC/IEHME TEPCIEKTUB
IIMPOKOTO  NPUMEHEHMA CpedCcTB  pPafMovacTOTHOM  MAEeHTUPUKALMKM 1A
B3aMMOJIEICTBUA (PU3NUECKUX [IPeIMETOR MeXKIY cOOOIT M ¢ BHEIIHUM OKpPY>KeHNeM.
HanonHeHue KOHLENLIMM MHOTOOOPA3HBIM TeXHOMOTHMYECKMM COJep>KaHUueM M
BHefIpeHMe MpaKTUYeCKUX pelleHui 4ad eé peanmusanuu HauuHas ¢ 2010-x rogos
CYUTACTCA YCTOMUMBON TeHAeHLMel B MHQOPMALMOHHBIX TEeXHOMOIUAX, Mpexie
BCero, Omarojaps MOBCEMECTHOMY paclpocTpaHeHUI0 OeclpOBOAHBIX —CeTeld,
NOABMEHNIO OOaYHBIX BBIUMCICHUN, PasBUTHIO TeXHOMOTMIT MeXMAIUMHHOTO
B3aMMOZEICTBIA, Ha4aly aKTUBHOTO Iepexofia Ha IPv6 i ocBoeHMI0 TIpOrpaMMHO-
ompefiensieMblx ceTell. CoBpeMeHHOe pellleHMe U3 Kaacca 'VIHTepHeTa Beleil’
CONEPXKUT, B TOM WIM MHOM BUAE, MOPO3Hb MIM KOMOMHUPOBaHHO, CAeNyHOLIME
KOMITOHEHTBI:

McnonauTenbHble 37eMeHTbl (MHOrga HasbiBaeMble akTvaropamu’). C
BBILIECTOALIMMY KOHTPO/IEPaMM OHU CBA3BIBAIOTCA, KaK IPABHU/IO, II0 HEKOTOPOMY
Y3KOCTIELIMATM3MPOBAHHOMY IIPOTOKOMY. 3TO MOIYT ObITh YHAac/IelNOBaHHbIE
npoBogHble Tpotokomnbl (RS-232/485, 1-Wire, USB, CAN), OGecnpoBogHble
NpoToKonbl Manoil panbHocTH (Bluetooth, ZigBee m T.m.) unm coBpeMeHHbIe
npotokonsl ceteit LP-WAN (Low-power Wide-area Network) ¢ Huskum
sHepronoTpebneHneM M OONBILIOKH AanbHOCTBIO. VIMeHHO TexHomormu LPWAN
CTa/MM OJHOM M3 Ba)KHEMIIMX KOMIIOHEHT, ONpefeNArIluX oOIMK COBPeMEeHHOTO
[oT.

Ucnonbsoranue IP Ha 3TOM ypoBHe Tak)Xe He MCKIK4YaeTcA (IMOBepx
Ethernet, cotoBrix ceteil wan Wi-Fi), Ho gaTuMku Ha Oase CrieLMaTM3UPOBAaHHBIX
JIOKaNbHLIX IPOTOKO/NOB, KaK MpaBUJIO, MOAYYATCA NMpolle, PYHKLUMOHANbHEE U
JelleBse, 4yeM MOJHOLleHHble IP-X0cTbl — a IlleHa uMeeT B JAHHOM CaydYae
NepBOCTENIeHHOe 3HaueHue. C Zpyrol CTOPOHBI, IO Mepe pacliMpeHMA BBINYCKa
TOTOBBIX BCTPaMBaeMbIX KOMIIbIOTepoB B popmate System-on-Chip (SoC) u System-
on-Module (SoM) M cHMKeHUA MX CTOMMOCTHU JOOMs UMCTHIX [P-pereHnit Moxer
yBenmunuTheA. (B yacTHocTH, NSG npeanaraeT B JaHHOM K/1acce BBIYMUCTUTEIBHOE
agpo NSG UltraLite pns noctpoenns pasHooOpasHbIX CCTEM aBTOMAaTH3aLUI, B T.4.
IoT.)

KoHTpormiepsl MCIOMHUTENbHBIX MeXaHM3MOB. B ofulem ciydae, oHU
TEPMUHUPYIOT COeflMHEHNA C JaTYMKaMM Ha (PU3NYECKOM YpOBHE, a MPOTOKOJI
KaHa/lbHOTO YPOBHA MO0 TakKe TepMUHMPYIOT M HpeoOpasoBBIBAIOT NaHHbIE B
Kakou-mubo M3 CTaHAApPTHBIX TNpoTOKonoB [P-cteka (xak mpaswrio, UDP, Ho
TEOPEeTUYECKM He UCKTIOUEH 1, HanpuMep, TCP).
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Cepgep [oT HemocpencTBeHHO paboTaeT ¢ JaTUMKAMM: PeTUCTPUPYET UX B
cucteMe, ayTeHTUPUUUpPYeT (NMpM HeoOXOAMMOCTHM), OMNpAIIMBACT, MPUHMMAET
TIOKAa3aHM 4, OTChI/IAeT KOMAH/IBl MCIIOTHUTENbHBIM 3/1eMeHTaM. JJanbHel it ooMeH
C IPUK/IASHBIM CepBepoM Takke UIET 1o cetu IP. ITpu aToM MOTYT MCTIONb30BaThCA
pasHoobpasHble mpukTagHole npoTokonsl nosepx TCP unu UDP — nanpumep,
SNMP unu Zabbix. CoBpeMeHHas TeHACHUMA COCTOUT B MCMIONB30BAHUU A4 3TON
nemu MexannsMa MQTT (Message Queue Telemetry Transport), kak Hanbonee
MOOXOISAIIETO s MOCTABIeHHON 3afa4un. VIMEHHO OH CTPOUT OOLIYI0 KPBIIY, MOT,
KOTOPYIO HbIHE CTAHOBMUTCHA BO3MOYKHBIM MTOABECTU CaMble PasHOPOJHbIE pelleHNA
M MX KOMIIOHEeHTBl. JTO BTOpas KIIoUeBasd KOMIIOHeHTa, oTinndawinadg loT ot
Pa3spO3HEHHBIX CUCTEM MpPeAbIAYILMX TOKOMTEeHU.

[TpuxnagHo# cepBep paboTaeT yKe He ¢ JaTYMKaMM, a UCKTIYUTENBHO C
IDAHHBIMY, TIOTYYCHHBIMM OT HMX: HAKaIUIMBAaeT, XPaHUT, OOCUUTHIBAET KaKyl0-TO
CTATUCTMKY M aHAIMTUKY, TeHepupyeT OTuYéThl B pa3HbIX dopMax... Hakownel,
cepBep 3aMbIKaeT KOHTYpP YIpaB/AeHMsA MeXOY JAaTUYMKAMU U MCIIOTHUTETbHBIMU
3MeMeHTaMH, eCTM Ha HEM 3afaH KaKoil-mnbo HeTepMUHUPOBAHHBIN aITOPUTM, 11O
NpUHUUITY "WETKHM KOOBUIY MO HOCY — OHa MaxHET xBoctoM'. Ecmu ke Takoit
AITOPUTM He 3afaH, TO KOHTYP YIPaBIeHUA OCTAETCA OTKPBITBIM M 3aMbIKaeTCa yKe
Ha NOIb30BaTeTbCKOM YCTPOICTBE UM BPYYHYIO CAMUM MOAb30BaTeNeM: TOTYYUI
IOaHHble — IOAYMAJ Fo10BOM — OTIIPaBWI KOMaHTY.

Knuentckue ycTpoiicTBa M TNPUIOXKEHHMA II03BOIAKT I0Ib30BATENIO
BUZeTh MHGPOPMALMIO OT CepBepa M OTAABaTh KOMaHIbl cepBepy (a uepes Hero —
UCTMOTHUTENbHBIM  37leMeHTaM). Kak  4JacTHBI  ciay4all, anroputM A
aBTOMATHYECKOTO VIPaBIeHUA MOXKeT ObITh 3aJaH Ha KTMEHTAX, a He Ha cepBepe.
Knmentsr IoT Moryr ObiTb Hambonee pasHOOOpasHBIMU: CTalMOHapHbBIE
KOMIIBIOTEPHI, MOOWIBHBIE YCTPOICTBA, CHELUATM3MPOBAHHbIE MYABTHL, CO
CTAHZAPTHBIMU MAM CHeUMaJAN3VPOBAHHBIMU MPUIOXKeHUAMU. C TIPUKIATHBIM
CcepBepOM OHM MOTYT B3auMopjeHcTBOBaTh mocpencteom HTTP, MQTT,
3/IEKTPOHHOM MOYTHI, CEPBMCOB MTHOBEHHOTO 0OMeHa COOOLIeHUAMY, KOHCOTbHBIX
KOMaHJ, ¥ MHOTOTO APYTOro, YTo MOXHO NPUAYMaTb A8 2TOM LeAy ceiyac Mau B
6ynywenm. [Tnioc cpepcTBa, BoIXogAue 3a paMku cteka 1P: SMS, USSD, ronocosoit
TeneOHHBII MHTepdelic.

Emé pas mogyepkHéM, 4TO OnMcaHHaA Bbille apxuTekTypa [oT — moka ewé
OUeHb NpeaBapUTeNbHAS U He YCToABIIAsACA. M BepoATHeil Bcero oHa 6ymeT rubKoi,
aTUIIMYHOM K YK€ KIAacCMYeCKMM cucTeMaM. B dyacTHoctH, mwbble [Ba WM
HECKOIBKO CMEXHBIX 3JIEMEHTOB MOIYT ObITb OODBEUHEHBI B OTHOM YCTPOJCTBE.
Nnu >xe, HaoOOpOT, OHM MOTYT OBITb PacCpPefoOTOYCHBI B TEPPUTOPHMANTBHO-
pacnpenenéHHY MHPPaCTPYKTYpy ¢ HecKonbkuMu cepBepamu loT, MHoOrmmu
KoHTpomnepamu [oT mpu kaxgoMm cepBepe, 1 MHOXKECTBOM JATUMKOB Ha KOKIOM
KOHTpOJIIepe.
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Hanpumep, Kak y)Ke CKasaHO Bbille, TaTuMK [oT MoXkeT oObeIMHATBHCA C
KOHTPO/ICpOM B "MHTEIIEKTYalbHbI AATYMK € BCTPOEHHON mnoppepskkoit IP-
CTeKa; KOHTPO/IIEp B 3TOM C/Tydae eC/IM M COXPAHAETCA, TO BRIPOXJAeTcA B OObIUHBII
kommyTatop Ethernet mnu mapmpytusartop IP, Geso Besikoit cneumduku IoT.
KoHTponnep mMoxer o6BbéguHATbCA ¢ cepBepoM loT, a cepBep — ¢ NpUKIagHBIM
cepepoM. C Apyroit CTOpoHbI, (PYHKUMM HPMKJIATHOTO cepBepa MOLYT OBITb
YacTUYHO WIM MOMHOCTbI mepefanbnl KameHTam. Cepsepbl MQTT Moryr
pacrosnaraTbes U Ha cepBepe [oT, 1 Ha IpMKIagHOM cepBepe, M Ha OTAe/IbHOM XOCTe.
M Tak pamee. JMeHHO Takad TMOKOCTb MO3BO/IAET, ¢ OFHOH CTOPOHH,
MOIMGUUMPOBATL APXUTEKTYPY B COOTBETCTBUMM C IIPAKTHUECKMMU TpeOOBaHUAMNY,
a C ApPYToll CTOPOHBl — paccMaTPUBATh e KaK YHUBEPCAIbHBII A0/I0H, MPUTOJHBII
I714 caMblX PasHbIX 3ajad.

Kak kpaliHuil cnydaii, MHTE/UIEKTYa/lbHBIN OAaTYMK MOXKET COOEP>KaTb B
cebe Bce BBIILECTOALIME 3BeHbs, BIVIOTD [0 IPUKJIAJHOTO cepBepa (puc.26); BHe ero
OCTAéTCA TOMBKO KIMEHTCKOE YCTpoicTBO. IIpOTHBOIONOXHBI BapMaHT — BCe
IIPOMEKYTOUHbIe CEPBUCHI PACTIONATaloOTCA TAe-TO B 06TaKe IMOCTABIIMKA YCIYT, @ Y
KIMEHTa OCTAalTCA TOMAbKO AaT4MKKM (Hampumep, ¢ npotokomom NB-IoT) Ha
II0LagKe M MOOWIBHOE YCTPOIMCTBO B PYKax.

MHTepHeT Bellel KnvenTol

Internet of Things
IoT

i}

i
i MNMpoBogHbIE:
i RS=232/485,
o C 1-Wire, LUSB,

‘.

JokanoHbie

becnpoeogHbIe:
Bluetooth,
ZigBee

Peand3aoeaHo B
MNSG-1700 ToT Station

OIOCSTASIgO0d0=s = =ZA=ZL D

2 INeMeHThl

PucyHok 26 - loT-natdgopma
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Takum o06pasoM, pesynbTupys, koHUenuuaA [oT mo3BoisieT BBITENTUTh TPH
Habopa TeXHONMOTMH, ONMUCLIBAILINX CPEACTBA M3MEPEHNUA, NMEpeaadu JaHHBIX U
MAeHTUPUKALUU — TPU CTONOA JaHHOW cHcTeMbl. ONMILIEM UX:

CpencTBa ugeHTUPUKAIUY

3ageifcTBOBaHME B «MHTEPHETE Bellel» MpegMeToB (PU3NYeCKOTO Mupa, He
0053aTeNbHO OCHALEHHBIX CPeNCTBAMM NOAKTIOUEHMS K CeTAM Mepefadyy HaHHBIX,
TpebyeT MPUMEHEHUA TeXHOMOTMIT MZeHTM(hNUKALUNU 3TUX MPEeOMETOB («Belleil»).
XOTA TOMYKOM /1A MOABNeHMUA KOHLeNMUMH ¢Tana TexHoaorusa REID, Ho B kayecTBe
TaKUX TEXHOJOIMI MOTYT MCIIONb30BAaTbCA BCe CpPeICTBA, IpUMeHAeMble M7
ABTOMATHYECKOH UIeHTU(DUKALIUH: OTITUYECKH pacTIO3HaBaeMble UAeHTUPUKATOPDI
(wrpuxkopwbl, Data Matrix, QR-kogpbl), cpeacTBa onpefeneHUs MECTOHAXOXKACHUS B
pe’KMMe peanbHOro BpeMeH!. [1pu BceoObeMTIOeM pacpoCcTPaHeHNH «MHTePHETA
Belllel» MIPUHUMIIMATLHO 00eCceYuTh YHUKATbHOCTD UACHTUPUKATOPOB OO DEKTOB,
4TO, B CBOIO OUepeldb, TpedyeT CTAHAAPTHU3ALIMH.

1 OODBEKTOB, HEMOCPeACTBEHHO TOAKIYEHHBIX K WHTEPHET-CeTAM,
TpagMLIMOHHBIN naeHTUMKaTop — MAC-afpec ceTeBOro ajanrepa, I03BOIARUIUIH
UACHTUPULMPOBATh YCTPOMCTBO Ha KAaHAAbHOM YpPOBHe, NpM 3TOM JAMaNasoH
AOCTYIIHBIX apecoB NMpaKTHUecKU HeucdepraeM (248 agpecoB B NMPOCTPaHCTBE
MAC-48), a ucnonbsoBaHue MACHTUPUKATOPA KaHATLHOTO YPOBHA He CAMLIKOM
yEoOHO O mpunokeHnit. bosee mmpokite BOSMOKHOCTH 110 UASHTU(DUKALIMK 11
TaKUX YCTPOMCTB JaéT MpoToKoi [Pv6, obecreunBaloIMif YHUKATBHBIMH agpecaMu
CeTeBOTO YpOBHA He MeHee 300 MTH YCTPOJCTB Ha OJHOTO JKUTENA 3eM/IHN.

6 npuHUMNOB o6ecneyeHus 6e30NaCHOCTM UHTEPHETA Bellewn

SAeMeHTbI
loT pewenun

Monb3osarens*  Ycrpoincreo (a) | CereBomt nopt Coepunenue O6nako Mpunoxenuns

A&
*ng ¢ A ¢

A. BesonacHocTb ycTponcTBa B. BesonacHocTb coeguHeHus

CRM ERP

)

Analytics |

[ iatorm | scM || pm

C. besonacHocTtb
06nayHOro XpaHnua

Jlorvka n uipopmauyortbie CoeauHeHVs, THULMNPOBaHHbIE Waentndrkauus, aytentudumkauma
BO3MOXHOCTU YCTPOWCTBA yCTponcTBOM v wndposaHne

BHyTpuceTesas obpabotka
A&HHbIX

o KoHTpons obmera coobuyernamu

D. besonacHoe ynpassieHue YXU3HEHHbIM LUKNIOM

o YaaneHHsle KOHTPONL 1 0BHOBAEHMS YCTPONCTBA

® rf,l/\:d()Bd TEAEM B AAHHOM GayHae Moxer Boitn HeAOBEK, yCT ;Ji)i}(f' BO, CUCTEMA, NPUAOKEHUE

Werosnnk: loT Analytics

Puc. 27 - TlpuHuumnsl obecniedenns GesomnacHocT B [oT
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Cpencrea usMepeHUs
Ocobyo ponb B MHTEpPHeTe Belllell MIPAKT CPeAcTBa M3MepeHUd,

obecrieunpamnllye INpeobpa3oBaHMe  CBeNeHMII O  BHelllHell  cpeje B
MallMHOYMTAeMble JaHHbIE, M TeM CAMbIM HAILOJTHAKIINE BBIYMCIUTE/IBHYIO Cpefy
3HauMMOI MHpopManyeil. VMcnonbsyercsa WMPOKMIT KIacc CPeACTB U3MEPEHUs, OT
3/MIeMEHTApPHBIX JAaTYMKOB (Hampumep, TeMIEpaTypbl, AABICHMA, OCBCILEHHOCTH),
npubopoB yuéra mortpebneHus (TakMX, KaK MHTE/UICKTYaJabHBIEC CYETUMKM) [0
CTIOJKHBIX MHTETPUPOBAHHBIX M3MEPUTENbHBIX CUCTeM. B paMkax KoHLenmuuu
«MHTepHeTa Belllefl» NMPUHUNIMATLHO O0BbeIMHEHNe CPeNCTB M3MEepeHMs B CeTH
(TakMe, Kak 6eclIpOBOIHbIE JATUMKOBDIE CETH, MU3MEPUTETbHbIe KOMIUIEKCHI ), 3a CUET
4ero BO3MOXKHO NMOCTPOEHME CUCTEM MEXMAIUIMHHOTO B3aMMOJEICTBHA.

Kak ocobas mpakTuyeckas mnpobnemMa BHefpeHMA «UMHTepHeTa Bellei»
OTMeuaeTcss HeoOXOAMMOCTb obecredyeHs MaKCUMATbHON aBTOHOMHOCTM CPefCTB
M3MepeHus, Mpexje Bcero, npobneMa sHeprocHabXKeHUsA maTumkob. HaxoxaeHne
a(peKTUBHBIX pelleHul, o0ecreunBalIIMX ABTOHOMHOE TIMTAHHE CEHCOPOB
(Mcrionb3opaHMe  (POTOINEMEHTOB, IpeoOpasoBaHMe  HepIMM  Bubpauumy,
BO3AYLIHBIX ITIOTOKOB, MCIONb30BaHMe OecrpoBOAHON IepefavM 3MeKTpUYecTBa),
NO3BOAET MaclITabMpOBAaThL CEHCOpPHble ceTu Oe3 TMOBBIIIEHMA 3aTpaT Ha
obcnykuBaHue (B BuAe cMeHbl Oarapeek WIM MMOA3APSAKM AKKYMYJIATOPOB
OATYMKOB).

CpencTea nepenayy JaHHBIX

CHekTp BO3MOXHBIX TEXHOJOIMI IepeflauM [aHHbIX OXBaTbIBAeT BCe
BO3MO>KHDBIe CpeficTBa 6eCIPOBOAHDIX U MPOBOAHBIX CeTell.

Ina 6ecipoBoAHON Nepefauy JAaHHBIX 0C000 BaKHYK POJIb B MOCTPOCHUU
«MHTepHeTa Bellel» MIpalT TakMe KayecTBa, KakK 3(eKTUBHOCTL B YCIOBUAX
HU3KUX  CKOPOCTEM, OTKAa3OyCTOMYMBOCTb,  afallTMBHOCTh,  BO3MOXKHOCTH
camoopranusauuy. OCHOBHOM MHTEPEC B 3TOM KauyecTBe IIPefCTaBIAeT CTaHAapT
IEEE 802.15.4, onpegmensiounit ¢pUMUECKUIT CIOI M YIpaBIeHNe TOCTYIIOM A
OpraHM3aLMy 2Hepro3dhPeKTUBHDIX MEPCOHANbHBIX ceTell, M ABNAINIACA OCHOBOI
A4 TAaKUX MMPOTOKONOB, Kak ZigBee, WirelessHart, MiWi, 6LoWPAN, LPWAN.

Cpean NpoBOAHBIX TEXHOMOTMIT BaXKHYIO PO/Ib B IPOHMKHOBEHMH «MHTEpPHETA
Bellel» urpawT peeHusa PLC — TexHOMOTMM NTOCTpOeHNA ceTell Iepefilaull JaHHbIX
IO JIMHUAM 37IeKTpolepeiady, TAK KaK BO MHOIMX IIPUIOXKEHUAX IPUCYTCTBYET
NOCTYII K 9JeKTpoceTsAM (HalpuMep, TOPTOBble AaBTOMATbl, OaHKOMATHI,
MHTE/IEKTYa/IbHblE CYUETYMKH, KOHTPOTIEPHI OCBELLEHN N3HAYAbHO MO K/II0YEHbI
K ceTu 3nekTpocHabxkeHnsa). 6LoWPAN, peamusyrommit cnoit IPv6 xak nag IEEE
802.15.4, Tak u Hapg PLC, 6yayum OTKPBITBIM NPOTOKOIOM, cTaHgapTusyeMbiM [ETF,
OTMe4aeTcsl KaK 0co00 BaXKHBII [/ PA3BUTHSA «MHTEPHeTA Belllell
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IV. AKkryaTopsl, aliTpeKepbl — 3JIEMEHTHL CE€TEl 3aBTPALIHEro AH:.

Hannas rnaBa IpefHasHadeHa [IA MPUOOPETEHMA Ha BOOPYXKEHME ABYX
JEKCUYECKUX €JUHML, AKTUBHO BCTPEYAMOIINXCH B AUTEPATYpPE, Ha MPAKTHUKE, Ha
IPOU3BOACTBE. DTH TEPMMHLI B PYCCKOA3BIYHOM CeIMEHTe B camoe Ompkaiiinee
BpeMd CTAHyT TaKMMM )K€ MPUBBIYHBIMM, KaK M IOHATUA KOMMYTALWI,
Maplpyrusauuu. bosnee Toro, Bbl CKOpeil BCEro 3HaeTe 3T TEPMUHDL. AKTYyaTOPbL
y’Ke YIIOMMHAINCh 4yTh paHee B 3TOM MOCcoOMM, @ alTPeKephl YKe AaBHO Ha CIIyXy
B UHTepHeT-u3faHuA. be3ycnoBHO, A OBl MOI IIOMECTUTH «paclIMPPOBKY» U
STUMOJIOTHMIO 3TUX HOHATUI B CaMbIil KOHEL, KHUTHU, HO... 3T0 6yger He cOBCeM
NPaBUIIbHO. A BOT HA BOIIPOC: II0UeMy Tak? Bbl CMOXKeTe IIOJIy4YUTD OTBET ceivac.

IlepeitneM K pasBepHyTOMY OILPENENEHNI0 TEPMUHA «AKTYATOP» M «aUTPEKEp»,
VICIIONb3YA M CMEXKHBIE IOHATUS:

AKTyaTtop (MCIOTHUTENbHBIN 3/71€MEHT, aKTyaTop) — (QPYHKLMOHA/IbHBIN
3/€MEHT CHUCTEMBl ABTOMATUYECKOIO YIIPABJE€HMA, KOTOPbBL BO3AEHCTBYET Ha
0ODEeKT, M3MEHSA IIOTOK 3HEPIUMU WIM MaTepUanoB, KOTOPbIE IOCTYIAIT Ha
00DbeKT. BONBUIMHCTBO MCIIOTHUTENBHBIX YCTPOMCTB MMEET MEeXaHWYeCKUI WIn
3NEKTPUIECKUI BBIXOL,

CocTout u3s gByX (PYHKUMOHATbHBIX 6/10KOB: MCIIOMHUTENBHOTO YCTPONCTBA
(ecnmM MCMOMHUTEAbHOE YCTPONICTBO MeXaHMUYECKOe, TO €ro YacTo Has3bIBaloT
UCIIOJIHUTE/IbHBIN ~ MEXaHM3M) M PETYMPYIOLLErc  OpraHa,  HalpuMep,
Pery/Mpyolero Kianata, 1 Mo>KeT OCHALAThCA JONOMHUTENbHBIMU OITOKaMA.

B Teopum aBTOMAaTMYECKOTO  YIPAaBAEHMA NOL  UCIOIHHUTETbHBIM
YCTPOMCTBOM IIOHMMAKT YCTPOMCTBO, LIEPEAloLLee BO3AEICTBIE C YIIPAB/AOLETO
YCTpOiicTBA Ha OO'BEKT yIpaBiaeHMA. VHOrga paccMaTpuBaeTca KaK COCTaBHAsA
4acTh OOBEKTa yNpaBlAeHMA. YNPABIAKOIIUM YCTPOMCTBOM MOKeT OBITh No6as
AVHAMMYECKAsT cHucTeMa. BXOmHbIE M BBIXOJHDBIE CUIHA/Abl MCIIOJHWUTE/IbHBIX
YCTPOUCTB, & TAKXKE UX MeTO/bl BO3AEICTBUA Ha OOBEKT yIIpaB/leHUA MOTYT UMETb
PasSTUIHYIO PU3NUECKYI0 IPHUPOTY.

Bupryanpusie npudopnt (anrn. Virtual Instrumentation) — KoHuenuus, B
COOTBETCTBUM € KOTOPOM OPraHM3YIOTCA NPOTPAaMMHO-YIIPABAAEMBIE CHCTEMBI
cbopa TAaHHBIX M YIPaB/lIeHNA TEXHMYECKUMHU OOBEKTaMM M TeXHOIOTMYeCKUMU
IPOLECCAMM, IIPU KOTOPOM CUCTEMA OPraHU3YETCA B BULE IPOrPAMMHON MOJENN

HEKOTOPOTO PeabHO CYLIECTBYIOIIETO MM TMIIOTETUYECKOTO Ipubopa.
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IIpyyéM NporpaMMHO PeaIM3yIOTCA He TONbKO CPeACTBa YIIPaBIeHuA
(PYKOSITKM, KHOILKM, JIaMIIOYKM U T. I1.), HO 1 JIOTMKa padorol npubopa.

CBA3b HpOrpaMMBbl ¢ TEXHMYECKMMU OOBEKTaMM OCYLIECTBIAETCSA 4depes
MHTepQeliCHbIe Y3/IBl, TPeCTARALINE COOOI ApaiiBephl BHELIIHUX YCTPOVICTB —
ALIl, ULAII, KoHTpomIepoB NpPOMBILIIEHHBIX MHTEpdeiicoB ¥ T. I
[IpeninecTBeHHMIIEN KOHLIETIIIMY BUPTYAIbHBIX MPUOOPOB CAYKIIA KOHLETLMA
CENMbIX IPUOOPOB, IIPEeAyCMATPMBAOIIAA OPTAHM3ALNIO0 CHUCTEMBl B  BUJE
(hpU3UYECKOTO YCTPONCTBA («SIIMKa», PEAIM3YIOIIETO JTOIMKY paboTsl npubopa, HO
He MMEIOILET0 I0/b30BATENIbCKOTO MHTepdelica), M NpOrpaMMHO-pPeanTu3yeMblX
CPefCcTB yIpaBiaeHMA (IPeICTaBIARIIMX coboit HMI B uucrom Bupe).
Bupryanbhuble npubopnt (aHrn. Virtual Instrumentation) — koHuenuwms, B
COOTBETCTBMM C KOTOPOI OPIraHM3YIOTCH HPOIrPAMMHO-YIIPAB/IAEMbIE CHCTEMBI
cbopa JAHHBIX M YIPABI€HMA TEXHUYECKUMM OOBEKTaMM M TeXHOIOTMYeCKIMMU
IIpOLIeCcCaMy, TP KOTOPOH CHCTeMa OPTAaHU3YEeTCs B BUE NPOrPaMMHON MOJAENH
HEKOTOPOIO PeaibHO CYLLECTBYIOLWEr0 WM IMIOTETHYECKOro pubopa, npnyém
IIPOIPAMMHO PeajM3YI0TCA HE TOJIbKO CPEeICTBA YIpaBaeHNA (PYKOATKM, KHOIIKH,
AMIIOYKM M T. IL.), HO ¥ oruka paborol npubopa. CBsA3b MPOTPaAMMBL ¢
TEXHUYECKMMM OOBEKTaMM  OCYILECTB/ACTCA 4epe3 uHTepderiCHble  Y3iIbl,
npexcrapsomye coboil ppaiiBeppl  BHewHux ycrpoiicre — ALIL, LA,
KOHTPO/UIEPOB IIPOMBIIICHHBIX MHTEP]eicOoB U T. II.

IIpepliecTBEHHMLE KOHLEILMM BUPTYIbHBIX LPUOOPOB  CIY>XKKIA
KOHLEIUMS CIeNbIX PUOOPOB, NPeAyCMATPUBAIOILAA OPraHN3aLNI0 CUCTEMBl B
Bufie (PU3NYECKOrO YCTPOJCTBA («ALMKa», PeIN3YIOIIEro JOTMKY paboThl
npubopa, HO He MMEWILEIO I10/b30BATEbCKOI0 MHTepdeiica), 1 NporpaMMHO-
peannsyeMblX CpeicTB yupasieHus (npencrapmsiommx coboit HMI B uncrom
BUIE).

KoHuenuysi BUPTYalbHBIX NPUOOPOB IPHMEHAETCA B KayecTse OA30BOI B
TAKMX NPOLYKTaX, KaK:

1. LabVIEW ¢upmer National Instruments (CIIIA) (http://www.natinst.com),
2. peanusyercs Ha NporpaMMHoi apxurekrype VISA;
3. DASYLab dhypMbl DATALOG GmbH (Tepmanms)

(http://www.dasylab.com);

4. DIAdem dupmbr GfS mbH (I'epmanns);

ZETLab ¢upmpr "9TMC" (Poccusn);
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B BBIMMCIMTENPHON  TeXHWKE AKTYaTOpPbl  IPeACTABIAT 00Ot
npeobpasoBareny, I[PEBPAILAIIME  BXOZHOI  CUTH&I  (3MEKTPUUECKUI],
ONTUYECKMUIT, MeXaHWYeCKMI, MHEeBMATMYECKMIT WM Op.) B BBIXOOHON CHUTHa
(0OBIYHO B IBMIKEHME, HO HE BCETZA), BO3LEIICTBYIOIINIT Ha OOBEKT YIIpaBIeHMS.

YerpoilcTBa  Takoro  TUIIA  BK/IKYAWT:  IEKTPUUECKME  JBUIATEM,
3MeKTPUYeCKMe, ITHEBMATMYECKME WM TMAPABANYECKNE IPWBOABI, peeliHbIe
YCTpOIicTBa, aNeKTpocTaTdeckue gpurateny (anria. Comb drive), DMD-3epkana
M 37IeKTPOAKTUBHDBIE IIOJIMMEPDI, XBAaTAKIINME MEXaHU3MbI POOOTOB, IPUBOLBI UX
OBVDKYIIMXCA 4YacTeil, BK/IYAaA COJACHOMAHBIE IIPMBOLBI M IIPUBOABL TUIIA
«3BYKOBas KaTylIKa» (aHr. Voice coil), a Takke MHOTHE IPYTHE.

BupryanbHble (mporpamMMHble) HpuOOPBI MCIONB3YIOT MCIOMIHUTENbHbIE
VCTPOMCTBA M JaTYMKM /I B3AMMOAENCTBUA ¢ oObekTaMm peanbroro mupa. C
[IOMOLLPK  [JATYMKOB  CUTH&I  Lepefaérca B BUPTyalbHbI  npubop,
ob6pabarbiBaeTCsi M BBILAETCS B PEANBHBIT MHUP ¢ NOMOLILI Pas/IMYHOIO BHUIA

MCIIOJIHNTE/IbHBIX YCTPOACTB (puc.28).

W npaenmon ee .| Henonumrenzuoe OLEEET
W Ll .\_, Ll
yoTpofcTB. YoTpoRCTEO YIpaBT e HA

L J

Puc. 28 — KOMITOHEHTHI NPOCTOrO aKTYaTOPbl

Okynorpapwmsa (OTCIeKMBaHME TI71a3, TPEKUHT I71a3; ANTPEKMHT) —
OINpefieneHMe KOOPAMHAT B30opa («TOUKM IepecedeHMA ONTMUYECKONW OCU I71a3HOTO
AGMOKA ¥ IVIOCKOCTM HabmofaeMoro o0beKTa WIM 3KpaHa, Ha KOTOpPOM
NpedbABAACTCA HEKOTOPDIN 3PUTE/TBbHBIN pasipaXKuTeNb»).

OtcnesxuBatend a3 (aMTpekep) — YCTpoicTBo (puc.29), UCTIONb3yeMoe Amsi
OTpefie/IeHNsT OPUEHTALMM ONTHYECKOM OCH IMIa3HOro s670Ka B MPOCTpaHcTBe (TO
€CThb 714 OTCeKMBAaHNA I71a3).

OTcexxupaTeNnn I71a3 UCMONb3YIOTCA B UCCAESOBAHMAX 3pUTEIbHON CUCTEMBI,
MICUXO/IOTMM, KOTHUTUBHOM JMHIBUCTUKE, NPOMBILUIEHHOM yopabieHuM. [lns
OTCIEKMBAaHUA I71a3 MCIIO/Ib3YeTCA HeCKOAbKO MeTofoB. CaMblil MONYIAPHBIA —
MIOKAJpOBbIN aHAMN3 BUAEOCHEMKH I71a3a, TAKKe UCTIONb3YITCA KOHTAKTHbIE METOADL,

TaKJe KaK 97IeKTPOOKyIoTpadu.
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Puc. 29 - Anttpekep

[IpiMeHeHMA CHMCTeM afiTpeKMHIa BKIIOYAlOT B cebA Beb-103a0MiuTi
(ymobcTBO UTeHMA Beb-CTpaHML KOHeUHBIM NOTpebyTeneM), peKaaMy, OITUMU3ALIMIO
BHelIHeTO [M3aliHa TIPOAYKUMM M aBTOMaTM3alMio paspaboTkn. B  obieM
KOMMepuecKoe MCIO/Nb30BaHMe OTC/IEKMBAHMSA T71a3 B OONBIIMHCTBE CBOAMTCA K
TOMY, YTO IPyIIIe NOTpebuTeneil MpeAbABAACTCS OAMH U TOT XKe BU3YaJIbHBII CTUMYI,
B TO BpeMA KaK OTC/IEKUBAKOTCA JBIDKEHUA I1a3. IIpuMepaMy KOHEUHBIX CTUMY/IOB
MOTYT ObITb BeG-CaliThl, TeMeBU3MOHHBIC IPOTrPaMMbl, TPAaHCAALUM CIOPTUBHBIX
COCTA3aHUN, UIbMBI, peKIaMHbIe POTMKM, CTPAHMLBI XKYPHAIOB, CTPaHMIIBI raser,
VIAKOBKM HEKOTOPBIX NPOAYKTOB M IPWIABKM MAarasMHOB, Tak)Ke OaHKOMAThl I
T0/1b30BATENbCKME MHTEPelichl MporpaMMHOTO obecrnedeHn .

PesynbpTupylole JaHHble MOTYT OBITh CTATMCTMYECKM aHAIM3MPOBAHBI U
rpadguyecku OTpakeHBI A4 TOTO, YTOOBI MOKa3aThb CNpPaBedIMBOCTb CAEMTaHHBIX
BBIBOAOB. I1yTéM McciegoBaHuA (pUKcaLuii, USMEHEeHUA pa3Mepa 3padka, MOpraHui 1
pAda [OpYyrUMX I[apaMeTpoB MCCIENOBAaTeNM B 3HAUMTENbHON CTEIEHM MOLYT
onpenenuth 3¢peKTUBHOCTb CO3JAHHOrO WH(MOPMALMOHHOTO pecypca WIN
Npoaykra. Iloka HeKoTOpble KOMIAHMM MBITAIOTCA PeMIMTh IMofo0HBle 3amadu
BHYTPEHHUMU Ppecypcamy, Apyrie MNpUBACKaloT (UpMDI, MNpejaarapliue ycayru
OoTCIekMBaHMA r71a3.  Hawubonee MHoroofeljamliee Tone  MCMONb30BaHNUSA
KOMMEPUEeCKOTO OTCIeKMBaHUA [71a3 9To Beb-w3abunuti. HecMoTpsa Ha To, 4TO
TpagMLIMOHHDbIE TEXHUKM 03a0UINTH JAIOT JOCTATOYHO afJeKBaTHbIe JaHHDBIC MYTEM
aHa/mM3a KIMKOB MBIIIKOM UM TIPOKPYYMBAHMA, AUTPEeKMHI [AET BO3MOXKHOCTb

aHaIU3NPOBATb CBA3b MCXKAY IMMOBCOCHUCM ITOIL30BATC/IA M KIIMKaMUA MBILIKOM.
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3TO DaéT 3HaUNTeNbHOE YIyUIIeHUe OLleHK) TOT0, Kakie ¢parMeHThI BeO-caliTa
ABMAKTCA Haubonee NPUBIEKATeIbHBIMU I/1 MOMb30BaTeNA, Kakne pparMeHThl Beh-
caliTa BbI3bIBAKOT TPYAHOCTU Y KOHEYHOTO MOb30BaTeNA M KaKMe NO/Ib30BaTe/eM He
3aMeyarTCcia. ANTPeKMHI TakKe MoXeT ObIThb MWCIONb30BaH IJIA  OLCHKM
3¢ ek THBHOCTH IIOMCKa, TPABUIBHOCTU KOHLIEITI MK OpeH ia, OHalH- MCCIeJOBaHNA,
103a0MTUTH TIepexofa MeXKAY CTpaHMuaMu, 3¢gpeKTMBHOCTHM obuiero ausaifHa U
MHOTMX JPVIMX aclleKTOB BeO-musaiiHa. B mpollecce MccnefoBaHMA MOKeT OBITh
NpOBEICHO CpaBHEHME JBYX CaiTOB-KOHKYPEHTOB.

OrcnexuBaHMe  I71a3  TPaJMLMOHHO  MCIIO/b3yeTcd  AAd  OLEHKH
3(pPeKTUBHOCTH peKIaMbl Ha Ppas/JIMYHbIX MedMapecypcax. TemeBU3MOHHEBIE
BUACOPOINKY, PeKTaMHble OVKIIETBI, peKilaMa Ha MHTEePHeT-caliTaX, MoKa3 3MOJeMbl
CIIOHCOPOB B TeeNpOorpaMMax, Bce 3TO OTKPBIBaeT OOMIMPHOe Moje AeATeTbHOCTH
IJI1 KOMMEPYECKOTO OTCIEeKMBaHMA [1a3. AHaIU3UPYIOTCA 3aMETHOCTD YIIaKOBKU C
MPOAYKTOM UMM HEKOTOPOTO IOTOTUINA Ha BUTPMHE MarasmHa, raseTbl, BeO-calita u
Te/IelIPOTpaMMBbl. IJTO II03BOIAET MCCAeOBaTeNAM C BBICOKON [eTanmsalmeit
OLICHMBATDb TO, KaK NMOTPpeOUTENM 3aMedaoT WIM He 3aMeYaloT JIOTOTUII KOHEUHOTO
IPOIyKTa, YIakoBKY, POS. TakuM o6pasoM, CIIenaaycT mo peknaMe MOXKeT OLIeHUTh
3¢ PEeKTUBHOCTD PpPeKIAMHOM KOMMIaHuM Ormarofaps pearbHOMY BU3YaIbHOMY
BOCIIPUATHIO.

OtcnexxuBaHKe T71a3 MO3BO/ACT paspabOTUMKaM YIIAKOBKH IIPOJYKTA OLLEHUTD
e¢ addexTuBHOCTE. Takum o006pasoM MOryT OBbITb OLEHEHBl 3aMETHOCTD,
NIPUBIEKATEIBHOCTD U COOTBETCTBUE COBPEMEHHBIM TPEHIAM UCCIENYEMON YIIaKOBKY
C Le/MbI0 ONTUMAIbHOTO Bblbopa. OTCnexXuBaHMe I71a3 YacTO UCMONb3YeTCsd, MOKa
KOMMEPUYECKMI MPOAYKT ellé HaX0AUTCAd Ha cTaguy nportotumna. I[IporoTunsl yacro
TeCTUPYIOTCA HapaMy O71s1 BbIABIEHNA Hanbomee addeKTUBHOTO CBOero gusaliHa, a
TaKKe CPaBHEHME C pellleHUAMU KOHKYPEHTOB.

OpHo 13 Hanboee MHOTOOOCIIAIONINX TIPUMEHEHHIT OTCIeKUBAHNS 7143 5TO
ONTUMMU3ALMA AU3aliHa YIMYHBIX TEPMUHANOB. B HacToAllee BpeMa McciegoBaTenun
OOWIM [0 TOro, 4YTO MpeflaraloT MHTETPUPOBAaTbL alTpeKepbl B CEPUITHO
IpPOM3BOAMMBIE YIMUHBIE TepMHHanbl/OaHkoMaThl. (OCHOBHOI 3afjadell 3TOro
ABAAECTCA  YMEHDbIUEHMSA BPEMEHM B3aMMOJEHCTBUA MEXAY UYeJTOBEKOM U
YCTPOMCTBOM.

OTcnexuBaTeNn TI71a3 MOTYT TAaKXKe MCIONb30BAaThCA AN ONTMMM3ALMUU
cuctemnl aBTO(dokyca LudpoBoit doTokaMepnl (Pe3KOCTb HABOOUTCA TYAR, KyHAa

CMOTpPUT HOHbBOBaTeJIb) .
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The National Highway Traffic Safety Administration (NHTSA) yTBepxaaer,
YTO MHTErpauysa OTCISKUBATEIEH I71a3 B aBTOMOOM/IE MOXKET COKPAaTUTh KOTMYECTBO
OTII Ha 100 TbhicAY B rog. B cooTBeTcTBUMe ¢ MX MccaegoBaHuAMuU go 80 % IOTII
IIPOMCXONAT B pe3y/ibTaTe HellpaBWIbHBIX JeVICTBUI BOAUTENA B TeU€HME 3-X CEKYH]
nepern aBapyeil. OKMIIMPOBKa aBTOMOOWIEH alfTpekepaMyl MO3BOMUT 3HAYMTETbHO
YBEIMYUTD KJIacc Oe30MacHOCTH 3TUX aBToMoOunen. «JIekcyc» obellaeT OCHaCTUTh
Mogenb L§460 BcTpoeHHBIM OTCIEXKUBATENEM I71a3, MIOJAIOIINM MIPenyIIpeK TaroL it
CUTHAJI B ClTy4ae, ec/iM BOGUTENDb OTBAEKaeTCA OT LOPOTH.

C 2006 roma cucTeMa alTpeKMHIA MCIIONb3YeTC B KOMMYHUKALlMOHHOM
000pYIOBaHMH /151 IOMTHOCTDIO MAPATM30BaHHBIX Mofert. OHM MO3BO/IAIOT HaOUpaTh
TEKCTOBbIe COOOILECHUA, OTIPABIATb 3NMEKTPOHHYI MOYTY, paboTaTb B MHTEPHETE,
MCTIONIb3YA MCKIKYMTEIbHO MX Iasa. OTcleXMBaHMe I71a3 IO3BOIAET AOCTUYD
MOJIOKUTENBbHBIX Pe3yIbTaTOB [ake B Clydae LepeOpanbHOro mNapaanya, Npu
KOTOPOM MaLlMeHT COBEPLIAET HEMPOU3BOIbHBIC ABUXKEHUA.

[TOHATHO, YTO COBpPEeMEHHBI aiTPeKMHT He MOXeT 000MTHCH (e3 MHTerpaLn
B MMpP CETEBOTO OKpyXeHMs. V paboTbl B 3TOM HampaBICHUM Y>Ke BERYTCA.
PekOMeHIYI0 O3HAKOMMTCA C CTaThell Ha mopTtane Xabpaxabp «Airpekunr B UX-
uccnegoBaHuax (QR-kop ¢ cchblIKOM yKa3aH Ha TeKylluel ctpanuueit). PekoMeHgoBan
OBl TaKXKe HATH HeOOMBILYIO CTATbIO « Y IpaBAe¢HUEe KOMIBIOTEPOM IIPU MOMOLI U I71a3

— IpaKTHYeCKad pealn3alliAa» Ha TOM XK€ ITopTajle.

Adrpexnuar 8 UX-ncareyosannnx
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VII. Cisco Packet Tracer. [lJobaenenne ycrporicte loT B cets (1/p).

KoHeUHBIM 3TaroM MM CYLIHOCTHOM LIEHHOCTBIO JaHHOTO M3aHUA ABJAETCA
3aKperyieHMe NMOHMMaHuA (PYHKLMOHMPOBaHMA ceTell B KoHUenuuy Internet of
Things (IoT), mocrpoeHHbix B pamkax LPWAN/BAN/PAN. [Ina ato Heobxoaumo
BOCIIO/Ib30BATbCS  MHCTPYMEHTOM MOJETMPOBAaHMA CeTH, cofepxallell B cebe
aKTyaTOpbl  (BAaTYMKM), CpeAcTBa KOHTponsd  (YIMpaBisioliMe  KOMIIOHEHTBI,
NOMTHOQYHKIMOHATbHbIE YCTPOIICTBA).

Takum o6pazoM, HeoOXOmMMO OBUIO PelIMTh TPHM 3aJadM IPaKTUHECKOTO
XapaKTepa:
1. McenegopaHne pealbHO CYLIECTRYIONIEH MHTE/UIEKTYaIbHOM JOMALIHEll ceTH.
2. JobGaBneHue TNPOBOAHBIX YCTPONCTB BBOJA-BBIBOAA B MHTE/VIEKTYaIbHYIO
IOMAILIHIO CeTh
3. JlobapneHne OecIpOBOIHBIX YCTPOMCTB BBOJA-BBIBOJA B MHTEVIEKTYaSbHYIO
NOMAILHIOIO CeTb.

I 3Tux ueseit OblTa paspaboTaHa KOMIIEKCHaA MabopaTopHas paboTa. s

BLITIOJIHEHUS] JaHHOI paboTbl HeobxoguMmo cnemyiomee obopypnoBaHue U

nporpaMMHoe obecniedyenme: [lepcoHanbHBIN KOMIblOTEp ¢ 64X OUTHOM

omnepaunoHHON cucreMoit Windows 7, 8, 8.1, 10 (pekomengyemo) nnu Ubuntu Linux
16.04 LTS (u BbILUe) C yCTAaHOBIEHHBIM MPOTPAMMHBIM ObecriedeHreM: CUMYTATOPOM
ceTu tepegaun gaHHBIX Cisco Packet Tracer Bepcuy He Hke 7.1 (pekoMeHpyeTcsa 7.2
M HOBee).

HanoMHMM, YTO YMHBIN IOM — egyHas CHCTeMa YIPaBlIeHUA B JoMe, oduce,
KBapTHpe WIN 3IaHUY, BKAYAKMasd B ceds HaTUMKU, YIPaBAAWIINE 3T1eMeHTH U
MCTIONIHUTE/IbHBIE YCTPOIICTRA.

Uccnenyem koHeuHble yeTpolictBa IoT B mporpamme Cisco Packet Tracer 7.2:

ygusue -1 CEAdIING [E=Pegil

Jnloci , ‘
N (Select a Device to Drag and Drop to the Workspace)

Puc.30 - Koneunsie ycrpoiictBa 10T B mporpamme Cisco Packet Tracer.

-~

B HmkHeM MmeHwo nporpaMmbl Cisco Packet Tracer Bo Bkmagke End Devices
(pmc.30) —> Home HaxopaTca pasnuyHble 21eMeHTbl Smart Home IoT pns ymHoro

JoMa.
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HaBeJIH MBIIIKOM Ha YCTpOﬁCTBO, OTKpPOETCA OKHO OCHOBHOTIO IIepeYHA

CBOWCTB JAHHOTO 3TEMCHTA:
jinnig

gmag b ),
Link IP Address IPv6é Address MAC Address
Wireless0 Up 192.168.25.101/24 <not set> 0030.F2CA.0QA7C

‘\v- Gateway: 192.168.25.1

)| DNS Server: 200.0.0.1

Wireless Best Data Rate: 300 Mbps
Wireless Signal Strength: 62%

Custom Device Model: Smoke Detector

Physical Location: Intercity, Home City, Corporate Office

o stertor

Puc.31 - VindopMaLmoHHOe OKHO ¢ OCHOBHOI ceTeBOI MHGOopMaLHel 00 yCTpolcTBe.
C wmHTepdelicoM Ha NMepBOHAYATbHOM 3Tane Mbl pasobpamnco. Temepb Mbl
IOJDKHBI OTKPBITD (puc.32) roToBbII MpoeKT ceTu (daiin: Packet Tracer - Adding IoT

Devices to a Smart Home.pkt)

W Cisco Packet Tracer - C:\Users\SLAVEK\ Desktop\Packet-Tracer-YmHbiii-gom\1.2.2
EEREO0rL i @31 QaQaaQoE BF5E
TQae@X / med B

QIRIIED (— Physical)<. v

erature Monitor
perature Metel

» Packet-Tracer-YMHbIii-40M

Ynopsagouuts v ¥ Orcperms v Mpeaoctasnts gocTyn k v 3anucaTs Ha ONTUYECKUI ANCK Hosas nanka

s S

e
Cluster0

Wmsa Aara nameH

3
' ﬁ‘ 1.2.2.1 Packet Tracer - Adding loT Devices to a Smart Home.pkt 28.09.2018 1

€n;

]

i1}
t
)
t

Puc. 32 - [IpoekT cetn
MasaiiTe paccMOTpUM ee Gomnee geTanbHO. VIHTe/IeKTyanbHas JOMALIHAS CeTb,
TMpeACTaBIeHHAA Ha PUCYHKe 32, COCTOUT U3 UH(PACTPYKTYPHBIX YCTPONMCTB, TAKUX
KaK «JOMANIHMIl» W03 — YIpaBfsioLlee YCTPOICTBO (YCTPONCTBO KOOPANHATOP I1O
kmaccudukaguu PAN/LPWAN cerert).

[lenxHeM sHauok Home Gateway, YTOOBI OTKPBITE OKHO yCTpoiicTBa Home
Gateway.
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[Tepetigem na Bknagky Config pis npocmorpa Hacrpoex (puc.32):

Puc. 32 - Oxno HacTtpoek LAN rinaBHOro nuiosa.

Tyt mb1 Bugum IP agpec cern. Haxkmém Ha Wireless n yBunum HacTpoiiku
6ecripoBOAHOI ceTu. 3areM INepeiguTe Ha BKMagky «KoHdurypanmusar, a satem B
nepoii manesm weakaute «/IBC», 9robbl IPOCMOTPETh HACTPOINKM JIOKAIBHOT CeTn
rjaapHoro wyno3a. 3anumure IP-agpec pomaluHeinl cetu IS JAJIbHEALIErO
ucronbp3zopanua. Haxmure «becrpoBopnas cBasb» (Wireless) B meBoit manenm,
9TOOBI IPOCMOTPETH HACTPOMKM OECIIPOBOLHOM CETY LOMALLIHETO LUIIO3A.

3anumure SSID pomawneit cetn u WPA2-PSK naponp pist pajnbHeiero
MCIIONb30BanmA. 3akpolite okno Home Gateway.

3areM 10e/AKHUTEe 3HAa4YoK ycrpoiicrBa IaHwera (Tablet PC), urobw
OTKPBITh OKHO IUtaHwera. B okue «[Inanwer» (puc.33) Boibepure BKIAAKY
«Pabounit cron», a 3aTeM ILIeKHUTe 3HAYOK «Beb-Opaysep». B okne Beb-Opaysepa
seegure [P-agpec Home Gateway 192.168.25.1 B none URL u Haxmure
«Ilepeittn». Ha axpane pxoga B Home Gateway Bpegure admin pna uMeHn
[IO/Ib30BaTeNA U NAPONA M HAXXMUTE «OTIPABUTDb».

B okHe BeO-Gpaysepa (pmc. 34) Beegure IP-agpec Home Gateway
192.168.25.1 (agpec maneny agMuHEUCcTpupoBanusa Home Gateway 1o yMon4aHuio)
B nonne URL 1 naxxmure «Ileperitn». Ha skpane Bxoga B Home Gateway Bregure

admin st mMeHn noab30BaTeNs n Haposst n HOKMUTe «OTIPABUTDY.
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B Tablet - O X

Physical Config Desktop Programming Atftributes

zan

Puc. 33 — Bknagka Desktop

Puc. 34 — Ilanens cereBOro axMUHUCTpUpOBaHUA Home Gateway

[Tocrme Toro, kKak BBl MONKTHOUMANCE K Beb-mHTepdeiicy Home Gateway,
MOSABUTCA CIMUCOK BCeX NMOAKMOYeHHBIX ycTporicte loT. Korga Bbl HakumaeTe Ha
YCTPOJCTBO B CIIMCKe, 0TOOpa)kaeTcA COCTOSTHIE M HACTPOIKM STOTO YCTPOICTBA.

B cBoem oTyeTe OTpasuTe BCe MOAKIIOYEHHBIE YCTPONCTBA, OTPAa3MB MX THII,

PTT (cepuitHblit HoMep).
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,u06aBJ'IeHI/[e IMpOBOAHBIX YCTPOﬁCTB BBONa-BbIBOJIa B MHTENNCKTYA/TBHYIO

JOMAIIHIOK CCTh.

[MopxmwyeHne YCTPONCTBA B CETh € MOMOILBIO Kabens.

a. B mome «Bwribop ycTpoiicTBa»  BhiOepuTe 3HAUOK  «[a3sOHHBIIT
pasopoisriBatenb»(Lawn Sprinkler), a sateM menkuure B pabouert o61acTy, Iae Bbl
XOTHUTE pasMecTUThb pa3OpbI3rnBaTeb.

6. IIpucoenyHeHMe ra30HHOTO PasOpBISTUBATENA K JOMALIHEMY LUTIO3Y.

B mone «Bpibop Tuma ycrpoiictBa» wwenkauTe sHauok [[lopkmiouenus] (3to
BBII/IAOUT Kak MonHMs). llenknute 3Hadok Tuma coeguHutensa Copper Straight
Through B mone «Beibop ycTpoiicTBa». 3aTeM HaXXMUTe 3HA4OK «Pas0prIsrMBaTenb» U
MOJKIIOYNTEe OOUH KoHel kabens k uHTepdeiicy FastEthernet0 Sprinkler. 3atem
UeTKHUTe 3HadoKk Home Gateway ¥ MNOAKIIOUMTe [pYToll KoHell Kalend K
noctynHomy uHTepdeiicy Ethernet.

HacTpoiixa pasbpplaruparens A8 CeTeBOTO MONKIIOYCHNUS

a. HaxmMuTe 3Ha4UOK yCTpolicTBa pasOpblaruBatesns B pabodeil 00macTH, 4ToObI
OTKpBITb OKHO ycTpoiictBa. (OOpatuTe BHMMaHMe: MpAMO  ceifdyac  MMSA
pasOpbI3ruBaTenb JiA ra3oHa ABsAeTcs odbmmumM [0T0.

OxkHo ycTpoifcTBa OTKpoeTca Ha BKnagke «Crenyudukaunsa» (puc.35), kotopas

maeT uHQpopMaumo 06 yCTPONCTBE, KOTOPOEe MOKET OBITh OTPEeNaKTUPOBAHO.
¥ Sprinkler! - m] X

Physical Config Aftributes

Lawn Sprinkler
A Sprinkler for Lawn.

Features:

« Registration Server Compatible
- Raises the water level

Usage:
« N/A
Direct Control:
« ALT-Click to interact
Local Control:
« Connect device to MCU/SBC/Thing. Use the "customWrite" API per Data Specifications.

Remote Control:

« Connect device to Registration Server using Config Tab

Edit

[ 7op Advanced

Piuc. 35 — OkHO crienuduKanui
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6. IlepeiinuTe Ha BKMagKy «KoHdurypauma», 4ToObl M3MEHUTh HacTpPOMKM
KoH¢urypauuu ycerpoiictsa. Ha Bkmagke «Kondwurypauusa» (puc. 36) BHecute
cnegymwllMe usMeHeHus B «Hactpoiikm»:

— YcraHoBuTe oToOparkaeMoe uMA B Sprinkler] (o6paTnTe BHUMAHMe, YTO MM OKHA
nsMeHsieTca Ha Sprinklerl).

— YcraHoBute cepsep loT Ha goMalIHMI W03,

Puc. 36 - Bknagka koudurypanyuu loT-yctporicTea
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Haxmute FastEthernetQ un usmenure IP-kondurypaunro Ha DHCP. 3akpoiite
OKHO pasOpbI3TMBATENA.

c. Yoenurech, 4TO pa3OpbI3ruBaTelib HaXoAuTCs B ceTu. Boiinure B Home
Gateway u3 manimeTa. Ycrpoitcteo Sprinkler 1 Ternepsb TOKHO MOABUTHCA B CITHMCKE

[oT Server — Devices.

Puc. 37 — Status Sprinkler
M3MeHuTe cTartyc pasOpbi3rmBaTend Ha BKIIOUeH. [I1d 3TOro WENKHMTE MO
KpaCHOM KHOIIKe.
Y KHONKU JO/DKEH NMOMEHATLCA LBET Ha 3¢/EHBIN. 3aKpOITe OKHO IUIaHIIeTa.
OKCHepUMEHTUPYHTe, T006aBUB Apyrue THUIBL [0T-yCTpoiicTB B MHTE/UIEKTYaIbHYIO

JOMAINHIOI CCTh.

Lawn Sprinkier
Sprinkler1

Puc. 38 - BrxmoueHHbiit loT-pasbpbisrubartennb BOgbL
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Hob6aBnenue 6ecipoBOAHBIX YCTpOMUCTB BBOJa-BBIBOJIA B

WHTCAACKTYaAbHYIO JOMAITHIOK CCThH

HobapneHue 6ecnpOBOJHOIO YCTPOMCTBA B COTb.
B mone «BbplOop KOHKPETHOIO YCTpPOMCTBa» LIeNKHMTE 3HAUOK «JleTeKTop
BeTpa», a 3aTeM IeJIKHUTe B paboueil 00/1acTy, THe BBl XOTUTE PasMeCTUTh AeTeKTop

BeTpa (Wind Detector).
e e

Wind Destesc tor

laTo

IoGaBbTe HecIpOBOIHON MOAY/Ib B IeTEKTOP BETpa.

Haxxmurte 3nadok Wind Detector B paboueit o6macTu, 4ToObl OTKPBITH OKHO
ycTpolicTBa IoT. B nmpaBoM HIDKHeM YIIy OKHa ycTpoJicTBa loT HaKMMTe KHONKY
«JonmonuutenbHo». O6paTuTe BHUMaHUe, YTO B BePXHel YacTU OKHA BUAHBI OOMbILIe

BKnanokK. [leperiaute Ha BK1agKy «KoHdurypauus psoga-BeiBofa» (puc.39).

Sl oy

¥ Wind Detector — O X
Specifications 0 Config Physical Config Thing Editor Programming Attributes
Network Adapter PT-IOT-NM-1W v
Network Adapter 2 None v
Digital Slots |0 £l
Analog Slots |0 |
USB Ports [0 4]
Bluetooth [] suitt-in
Desktop [] show
Usage (® Smart Device (O Component

Puc. 38 — Bruitagka «Kondurypaiusi BBoga-BbIBOIa»
Vamenute pbimagatomuit cmmcok Network Adapter nma PT-IOT-NM-1W,
KOTOPBIt ABAAETCA O6eCIPOBOAHBIM afaNTEPOM.

HacTpoiite geTekTop BeTpa 114 6eCIPOBOIHON CETHU.

[Tepetimute Ha BkmIagky Kondurypauma. JMaMeHute otoOpakaeMoe MMA Ha
Wind_Detector n usmenure loT-ceppep Ha Home Gateway. 3aTeM wieKHUTe
WirelessO B nepoit maHenu. VisMenute Tun ayrenTudukanuy Ha WPA2-PSK u B one
PSC Pass Phrase BBegute mySecretKey. 3To HacTpoiikm OecripoBOJHON ceTH

JOMAalIHCTO T34 (Home Gateway), KOTOPbBIC Bbl 3alIUCA/IN paHEC.
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Mexny meTeKTOpoM BeTpa M JJOMAlllHMM LIITI030M TO/DKHO ObITh YCTaHOBIEHO
OecnipoBogHOE COeAMHEHUE (TIOMOCHI-BOTHBI MEXKAY YCTPOMCTBAMH B 00LIel cxeMe).
Y6eaurtecn, UTO AeTEKTOP BeTpa HAXOOUTCS B CeTU (IpOBepbTe Yepes afMIH.ITIaHeNb)

Borigure B Home Gateway ¢ momolubio mwiaHieta. Ycrpoiicteo Wind Detector
Tellepb AO/DKHO NOABUTHCA B ciiicke [oT Server — Devices.

JKcnepuUMeHTUpYITe, mobaBuB  gpyrume Tunbel  ycrpoiticte IoT B
VHTE/IeKTYaIbHYI0 JOMAIIHIOK 0eCIpOBOIHYIO ceTh. MOXKHO TaK >Ke COIIacoBaTh
paboty nByx ycrpoil. [Tocmotpute B Bupeo (QR-Ha Tekymieit crpanune - IoT in
Packet Tracer 7 - Registration Server, Motion Capture, Webcam), kak MOXXHO
COINIacOBaThb PABbOTY JAaTUMKA IBIDKEHHM U BeOKaMephl.

B oTueTe BbI BOMKHBI IPUIOKUTH CKPUHLIOT Tabnuubl Mapupyrusauun Home
Gateway, ONMCAaTh €ro TeXHMYeCKMe XapaKTepUCTMKM (KOMUYECTBO IIOPTOB
LAN/WAN), NpuIoKUTb ceTeBble HACTPOIKM A BCeX MOAKMIYEHHDIX YCTPOIICTB.
Taxke BaM Heobxogumo OygeT nogknountb Home Gateway npoBOgHBIM 06pa3oM K

nw60 TOKATbHOM npoBopHolt (He [oT ceTn), caenaHHOl paHee BaMM.

c & youtube.com IoT in Packet Tracer 7 - Regjistration Server, Motion Capture, Webcam - YouTube
= Eoulube™ BeauTe 3anpoc
Seipeiv
Fa0/1 l
Fa0/16
< Fa0/20 ™™
Switch0
Faoll
Fa0 \ l
[
Webcam Motioff Detector
IoEl 1oEO
1.1.1.2 1.1.1.3
w2l N
<R\

e it et e e ) e ]

T
> »l o 515/947

loT in Packet Tracer 7 - Registration Server, Motion Capture, Webcam

49 363 npocmoTpa * 23 anp. 2017 r i 372 &7

. danscourses
217 ThbiC. NOAMUCYNKOB

http://danscourses.com - Check out some of the new loT capabilities in Packet Tracer 7, including
loT devices, registration servers that can talk to the the loT devices and provide a web browser
interface, new routers, wireless Devices, and plenty of new end devices.

ELLE
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§ VIII. Mopgenb MeskMalIMHHOTO B3auMoaeitcTeusi(M2M).

[TpemcraBbTe cebe OOIIMpPHOE TPEONpPUATHE, OCHALLEHHOE «YMHBIM»
060opynoBaHMEeM U TeXHOIOTUAMM, OCHOBAaHHBIMM Ha PaIMOMETKaX, — BCe MAILMHBI
COeIVHEHBI IPYT ¢ APYroM M OOLIATCA B PaMKaxX IPOM3BOLCTBEHHOTO MIPOollecca ¢
NMOMOIIbI0 JATYMKOB M MCIIOTHUTETbHBIX MeXaHM3MOB. OIepaTopbl MOMb3YIOTCA
I/TaHLIEeTAMU, CBA3BIBAsACh C MPOM3BOACTBEHHBIMU CHCTEMaMM I/ AUATHOCTHKH 1
ynpaBneHus. JJaHHDbIe O 3arpy>KeHHOCTU U paboToCrnocoOHOCTH 000pynoBaHU, a
TaKXKe JUArHOCTUMKA HAKaIUTMBAKTCSA B KOPHMOPATUBHBIX CHCTeMaX IUIAHMPOBAHUA
PEeCYpcOB M ONTMMM3ALMM IIPOM3BOICTBA. DBaaMeH obopymoBaHMe MOAyYaeT
KOMaHAbl  MOACTPOMKHM  TNPOU3BOACTBEHHOrO  LMK/IA,  ONTUMM3MpPYIOLIME
COOTHOLIEHMe 3aTpaT M KadecTBa. MalUMHBI Takke «0oOMIANTCA» €O CBOMMU
MPOU3BOIUTEIAMM, IO Mepe HeOOXOTMMOCTH 3aKa3bIBas PEMOHT M 3aIT4acTH, YTOODI
nsbexarb mpoctoeB. CHCTeMbl, OCHOBaHHbIE Ha aTeHTCKUX MOAY/IAX, paclpeensoT
Harpy3Ky MeXZy NPOU3BOACTBCHHBIMM JMHUAMM, HACHCTBYIOLIMMHM B PasHBIX
peruMoHax MUpa, IOMOTasg ONTMMM3MPOBATh 3aTPAThl Ha LIEMIOUKY MTOCTABOK. Bee aTo
yKe peaIbHOCTh — TaK Ha3blBaeMble YMHBIe (padpukif, a pabpuku OyIyIIero cMoryT
aJalTHPOBAaTbcA K HOBBIM TpeGOBaHMAM TIopasfo OblcTpee, UeM HbIHENIHHME
pellleHMst A8 TUOKOTO TNPOM3BOACTBA. YMHas (adpuka CoefMHAECT MAaIUIMHBI,
JIOTUCTHUKY U TI0SeI, obecrevrBas ONMepPaTUBHYIO IOBCEMECTHYIO KOOPAMHALIMIO.

MeXXMalMHHOE B3aMMOAEHCTBUE (MAaLIMHHO-MAIIMHHOE B3aMMOIECTBHIE,
anrn. Machine-to-Machine, M2M) — 3T0 kak pas M ecTb oOIlee Ha3BaHMe
TeXHOJIOTYIH, KOTOpBle MO3BO/IAIT MalllliHaM OOMeHMBAThca MHGOpMalyeil gpyr ¢
IpYToM, WIM e IepefaBaTh e€ B OJHOCTOPOHHeM IOpsAnKe. JTO MOIYT OBbITb
MpPOBOAHDbIE ¥ OECIIPOBOLHbIE CUCTEMbl MOHMTOPUHTA JATYMKOB MM KaKMX-11bO
MapaMeTpOB YCTPOMCTB (TeMIepaTypa, YpOBeHbD 3aMacoB, MECTOIONIOKEHNE U T. [1.).
K npumepy, OaHKOMATbl WIM IUIATEXHbBIE TEPMUHANBl MOTYT aBTOMAaTMYECKU
nepegaBaTh WHpopMauuo mo GSM-ceTAM, a Takke eCaM Yy HMX 3aKOHUMIACH
yeKoBasd OyMara M HaJMYHOCTD, MM >Ke HA00OPOT, UTO HAMMYHOCTH CAMLIKOM
MHOTO U TpebyeTcs Ipues]] MHKacCaTOpOB.

M2M Ttaxke aKTMBHO WCIIONb3YeTCA B CUCTeMaX 0e30MacHOCTM M OXpaHbl,
BEHAMHIE, CUCTEMaxX 30paBOOXPAaHEHUs, MPOMBILICHHBIX TeIeMeTPUYECKIX
cyucTeMax (Mpou3BOACTBO, aHepreTuka, KKX 1 ip.) u cucteMax No3sMLMOHUPOBaAHU A
MOIBIDKHBIX 00beKTOB Ha ocHoBe cucreM [JIOHACC/GPS. OnHMM 13 MOIKIACCOB
M2M spnsgeTca MeXMalIMHHOE B3aMMOIEMCTBUE C MCIOTb30OBaHMeM MOOMIbHBIX
pelleHnIl, I/I1 Hero TakKe MOXKeT UCIONb30BaThcA abbpeBuarypa M2M (anrm.
Mobile-to-Mobile). TlpuHUMOBI, MO KOTOpbLIM pasauyHble MMOEBbIC YCTPOUCTBA
coeguHAlTc ¢ MT-cuctemamu mnpegnpuATHa, NPUMEHUMBL He TOMBKO K
aBTOMAaTH3aL[MW ¥ MPOU3BOLCTBEHHON OTpPaC/N.
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OcHoBHoe pasmuume Mexny loT m M2M saknwouaerca B ToM, uto [oT
(MHTepHeT Belueil) MCHOMAb3yeT OECHPOBOAHYW CBA3b, B TO BpeMs Kak M2M
(MeXMalIMHHOE B3aMMOJENCTBHE) MOXKeT MCIONAB30BaTh KaK MPOBOJHYI, TaK M
GecripoBopHY0 ¢Bs3b. [oT mogkmoyaeT MHTE/IEKTYaAbHbIe YCTPOICTBA K CeTH /1A
cbopa [JaHHBIX, aHaIM3a M NPHUHATHA PasyMHBIX pewleHmis, a M2M mosBonser
YCTPOMCTBAM CBA3BIBATHLCA ¥ BBITIOMHATbL HeoOXogumble AeitcTBuA 6e3 yuactus
qyes0BeKa.

[oT — ato MHTepHeT Bewelt, a M2M — MeXMallMHHOe B3auMopelicteue. [oT
MOJK/TI0YaeT MHTe/UIeKTYalbHbIe YCTPOMCTBA K ceTH /1A ¢Oopa TaHHBIX, aHaIKM3a U
NPUHATHA pasyMHbIX pelleHuit. C apyroi cropoHbl, M2M nosBodeT yeTpoiicTBaM
CBA3BIBATLCA M BBIMOMHATL HeoOXopmmble OeiicTBMS Oe3 yvacTus denoseka. loT
HCMONb3yeT OecrpoBOAHYIO CBf3b, Torga Kak M2M  Mo)KeT WUCMOMb30BaTh
MPOBOOHYIO MM OeCIPOBOTHYIO CBA3D.

IoT TpebyeT akTMRHOIO MOJKTIOYeHN K MIHTepHeTY, B TO BpeMs Kak v M2M
OHO MOXeT OTCYTCTBOBATh. TpeboBaHMe K MHTepHeT-coefuHeHno y M2M 3aBucut
oT paboTailero npuioxeHua, [oT ¢cHIBHO 3aBUCUT OT MHTEPHET-COSAMHEHHUS U
Hanmnumusa «obnakar, Torga kak M2M B yacTo nomaraetcs Ha IPOBOIHYIO CETb.

CerogHa mup Oonmee cBs3aH, 4YeM Korga-nubo. PasBuTme TeXHOTOTMIA
o0 beMHAET He TONBKO JI0AEIT, HO M YCTPOMCTBA M MAaLIMHLL TT0 BceMy MUpY. [oT n
M2M — 3T0 7Be TeXHONMOTUH, KOTOPbIe IOMOTAIOT NOBBICUTD IIPOU3BOAUTENBHOCTD,
3¢ PeKTUBHOCTD, TOYHOCTD M YIVIIIUTE obIee KauecTBO Ku3HU. M2M u [oT ouenn
ABMAITCA OUeHb OMM3KUMY TeXHOTOrMAMM, HO [oT aBnserca 6omee HOBOI U3 HUX.
M2M sBnsgerca ocHoBoil mna loT. Cuctemsl Ha 6ase [oT 1 M2M aBToMaTHuyecku
KOHTPOTMUPYIOT cebsA, pearMpyloT Ha M3MCEHEHMUs M BBIMIOMHAWT 3ajauu 6Oes
BMeLIATEeNbCTBA 4Ye0BeKa. B 4acTHOCTM, MeXMallMHHOE B3aMMOACHCTBME
(Machine-to-Machine, M2M) y>xe ocCyIlecTBIseTCs B TPAHCHOPTHON MHAYCTPUM
I OUAarHOCTMKM AaBTOMOOMIEN M WX COegMHeHMsA ¢ MH(POPMAMOHHBIMM
cuctemamu. CpegctBa M2M NpuMeHAOTCA B MMIUTAHTMPYEMBIX MEOMLMHCKNMX
YCTPOMCTBAX U TTOOATbHBIX TOTUCTUYECKMX KOMITAHMAX.
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§ [X. OpraHusanys MeXMAIIMHHOTO B3aNMOJENICTBUA YCTPOICTB
CeTU C HOCUMBIM alITpeKepoOM™

B cratbe-0630pe, KOTOpPYIO A Mpeniarar K MPOYTEHUIO, MPEAIaracTcs MeTOA
OpTaHM3aLMM  CeTeBOM  KOMMYHMKALMM  YCTPOIMCTB, IPUCYTCTBYIOLIUX B
MOBCeJHEBHOM >)KM3HU YenoBeKa. s cBA3U YyCTPOMCTB UCTIONb3YeTCS OMMChblBaeMblit
npotokon CoAP, mnpegHasHaueHHBIM 1A 0OMeHa COOOIIEHMAMH — MEXIY
VCTpOMCTBAMM € OTPAaHMYEHHBIMU pecypcaMM B Le/IAX 9KOHOMUU MOTpedngeMoit
3MEeKTPOIHEPTUU.

[To 3agBTeHMI0 aBTOpPOB: MONOOHasA ceThb Impu3BaHa OPdeKkTuBHO U
3KOHOMMYHO CMOCOOCTBOBATh MOBBILICHMIO KauyecTBa XKU3HM Mofer. MexaHusm
paboThl IpedaraeMoro MeTOIa PacCMATpUBaeTCsA Ha MpHMepe HOCHMMOTO AVCITIes
[OIMOMIHEHHON peaJbHOCTH, KOTOPBINM YCTaHaBANBaeT COeJUHEHNMe ¢ KOMIIBIOTEPOM 10
BBIBOZVMOMY Ha MOHUTOP M300paxeHHo uaeHTudukanmonnoro QR-kopga. B
pesy/IbTaTe AUCIVIEH o/Ty4daeT BO3SMOXKHOCTD ITepejaTh YIIPABIeHNE KYPCOPOM MBIILI
Ha MOHUTOPe KOMIIbIOTEPaA NONb30BaTeNd BCTPOCHHOMY aliTpeKepy.

OpraHusyemas ceTb JAE€MOHCTPUPYET BBICOKYI NPOM3BOAMTENbHOCTD,
AMaNTMBHOCTD K W3MEHEHMAM M MogupMKaIuAM, a TaKke NOJAep>KUBaeT
aBTOMaTHUeCKoe OOHOB/ICHNME MPOTPAMMHOTO OOecredeHMs A BCeX 37IeMEHTOB

CHUCTCMBI.

LVIU 1 TMDI Yi pas) icrviH

Ons untupoeanusa: Epwosa O.A., MNyces A.T, Axpees A. M. OpraHn3aumsa MEXMAELLIMHHOIO B3auMOASHCTEMUA YCTPOWCTSE CETH
C HOCUMbIM aiTpexepom // Bonpocs: paauoanexTpornku. 2018. Ne 2. C. 151-158.
YOK 004.75

O.A. Epwosa’, A.l. Nyces' 2, A.M. Angpees?
"NAO «UHIYM um. UN.C. Bpyka», > MINTY um. H. 3. Baymara

OPrAHU3ALMSA MEXXMALLUHHOIO
B3AMMOAEUCTBUA YCTPOUCTB CETHU
C HOCUMbIM AUTPEKEPOM 0

lpegnaraerca METOR OpraHu3aumy CeTeB0H KOMMYHHKALMH YCTPOHCTS, NPHUCYTC
nosexa. [ins ce8a3u yCTPoHCTB ucnons3ayerca nporoxon CoAP, npegHasHaveHHb
YCTPOACTBaMK C ONPAHNYEHHBIMYK PECYPCaMM B LENAX IKOHOMMM NOTPEONAEMON :
38aHa 3(hPEKTUBHO N IKOHOMHUYHO CNOCOOGCTBOBATE NOBLILLEHMIO Ka4YeCTBa XH3H
raeMoro MeTo4a paccMaTpHBAaEeTC Ha NPHUMEPE HOCHMOIo QHCNNER JONONHEHHO)
€T COEQMHEHNE C KOMMNLIOTEPOM MO BLIBOHMOMY Ha MOHWTOP H300paxeH!
B pesynerare gucnnei nNonyvaeTr BO3MOXHOCTL NEepefaTts ynpasneHne Kypcop
nons308arens BCTPOEHHOMY anTpexepy. OpraHnlyeman CeTb JeMOHCTPHPYET B
THBHOCTb K U3MEHEHHAM N MO}JH(DHAEUHQI&L a TaKxe NOJAepXnBaeT asToMaTHe
CNeYeHHs QNS BCEX 3NeMEHTOB CHCTEeMbI

Kmioyesbie cnoBa: MeXMAaLLUNHHOE B3aNMOQEACTBNE, CETEBLIE KOMMyHMKaymm, |
NONHEHHOW PeansHoOCTH
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JlanHoe WM3jaHMe IIpefjHa3HAYE€HO JAsA BOCHONHEHMS HEJOCTAIONNX
TeOpeTMYECKUX 3HAHMA IO NUCOMIUIMHAM, MEXAWUCIUIUIMHAPHHIM KypcaM,
CBSI3aHHHIX C NPVHIMIAMY OpPTaHM3AIMN MEXCETEBOT0 B3aMMOJENCTBNS,
apXMTEKTypH WHQOpPMaNUMOHHHX cucTeM: («Opranmsanus, ITPMHITMIN
IOCTPOEHUS " (yHKIIMOHMpOBaHMS KOMIBIOTEPHBIX CHCTEMD,
«MaTeMaTMUyecKu anmapaT JANAsA TOCTPOCHMS KOMIBIOTEPHHBIX CHCTEM»,
«/In3aifH apXUTEKTYPH pacupejieliecHHBIX ceTen», « IHpOoKOMMyHMKaI(MOHHBIE
CHCTEMH ¥ ceTH», «VIHpopManmoHHHIE TeXHONOTHMM», «BHegperme u
NOJiiepXXKa NPOrPpaMMHOT0 ofecrieyeHMs] KOMIBIOTEPHHX  CHCTEM»,
«KommbloTepHEile W TeNeKOMMYHMKAIlMOHHBIE  CeTM»)  CTY[CHTOB,
OCBaWBAIONMX NPOTPAMMH CpPEJHETO M BHICHIEro NpodeccHoHaNbLHOro
o6ygenns.

Ilonmyyenve HepfOCTAIOMMX 3HAHMA — CephesHHA MHCTPYMEHT o6mero
mpoljecca aKTyalu3alyuM: HOJJiepXXKaHus IPAKTMYECKMX M TeopeTHIecKMX
SHAHM# WHJMBMAYYMa B aKTyaJbHOM COCTOSIHMM, T.e. IIPMBEJlcHME MX B
COOTBETCTBME C COCTOSIHMEM OTOGPaKAEMHEIX 06EKTOB IpeiMETHOM 06macTn
6ynymero cnenuammcTa B cdepe MHPOPMANMOHHHIX TEXHONOTHMA M
BHIYMCINTENbHON TeXHMKH. S OTOXJECTBIAID BKIaJbiBaeMBI/ CMBICIIOBOM
KOHTEKCT JaHHO# KHMIM C TOHATUAMHM HeOoOXORMMOro M JOCTaTOYHOTO
YCIOBMI — M3BECTHLIX BaM IO M3yYaeMbLIM MAaTeMaTHIECKNM AUCIMIUIMHAM.

Yue6Hoe wuspanme «Kommblorepune ceru. IoT m MexmammaHOe
B3aMMOJleAACTBME» M BHICTYIIa€T B PONM JOCTATOYHOTO YC/IOBMS IpoIljecca
CHATHA MH(OPMAIMOHHOY SHTPOIMM, KACAIONMErocs HIpo¢ecCHOHaNLHOIOo
OPMEHTHPOBAHMA CTY/ICHTOB BHINENIEPEYMCIIEHHOTO IPO(N/IsA IOATOTOBKH.

Mspanme copepxur B cebe psAj NepcIeKTMBHHX T.H. «Pa6oumx
npegnoxemnit» (RFC) or IETF, IEEE, ¥ WHHX oOopranusanui,
3aHMMAIONMXCH CepTH(MKaIMed TeXHONOTHI B pacCMaTpuBaeMoi obiacTu
94e/oBeYecKon JeATEeNbHOCTH, a TakkKe CTaTel C BepM(pUIMPOBaHHBIX
MHOCTPAaHHHIX M OTEYECTBEHHBIX HayYHHX M IyOGMMIMCTUYECKMX M3JaHWI.
Yacte wmHpOpManum mOfaHA B SBHOM KOMIPECCHDOBaHHOM BHJiE, M
HesIBHOM — HONHONIeHHOM. Bce 3To jocTuraercs 3a cueT BHe[ipeHMS Ha
CTpaHMIH u3fjaHuA nedaTHHX QR-KojoB C cchNkamMu Ha Te MM MHHE
MHTepHeT-pecypch. Takmm o6pasoM, xHMra moxydJaer Ky#a Oonee
pacmupeHnnoe QyHKIIMOHANLHO-MHTEPAKTUBHOE Npef{Ha3HAYEHNE.

Hapgeloch, 4uTo THmaTenbHO mofo6paHHLe, mepepaGoTaHHOE M
ajanTMPOBaHHEIE K YTEHMIO, MATEPHANIH JJAaHHOTO yIe6HOTO Kypca (BMecTe C
IUIAHMPYeMBIM JOIIO/IHEHWEM, BHPaXEHHHM B BHJe Kypca Na6opaTopHBIX
pabor B cereBom amynsTope Cisco Packet Tracer) cranyT myTeBopHOM
3Be3[ON I IMOKOJEHUS HOBHX MHXKEHEPOB — apXMTeKTOpoB VIHTepHeTa
3aBTPAITHETO J{HS.

B.JI. Mynuctep
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