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Chapter 1 = Preface

Chapter 1 = Preface

The Internet of Things (lIoT) is on everyone’s lips and promises massive changes in the
technological landscape. Knowledge of every new technology is essential to avoid being
unprepared. Such knowledge may be challenging to develop in retrospect.

10T is defined by the networking of things (sensors, embedded systems) and the associated
creation of added value, and finally, new business models based on this. The connecting
element is recorded and transported data.

With the technologies available, this was in principle already possible, but not at acceptable
costs or only with limited properties. If the 10T connection in the often-touted intelligent re-
frigerator is more expensive than the refrigerator itself, then acceptance of such a product
is hard to be expected. The basic properties of an 10T node, as we will henceforth refer to
our intelligent refrigerator and similar components that need to be networked, i.e., things
in themselves, are

great coverage

wireless connection to the network
battery operation with long battery life
low price.

loT nodes incorporate various objects, sensors, measuring devices, monitoring systems,
and security systems.

Low Power Wide Area Network (LPWAN) is a generic term for many di lerent communi-
cation protocols. As you can see in Figure 1.1, there are others for LPWAN connections
worldwide. In addition to LoRa or LoRaWAN, which are in focus here, NB-10T, Sigfox, LTE-M,
Weightless, Symphony Link, and a few others compete.
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Number of LPWAN connections by technology worldwide from 2017 to 2023
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Figure 1.1: Number of LPWAN connections worldwide.

In Figure 1.1, the dominance of LoRaWAN and NB-loT over the other LPWAN technologies
is clear to see.

LoRaWAN is an open LPWAN system architecture developed and standardized by the LoRa
Alliance™, a non-profit association of more than 500 member companies.

Near the end of 2021, the International Telecommunication Union (ITU), i.e., the United
Nations specialized agency for information and communication technologies (ICTs), o Lcial-
ly approved LoRaWAN as a standard.

The standard is titled Recommendation ITU-T Y.4480 "Low power protocol for wide-area
wireless networks" and is under the responsibility of Study Group 20 of the ITU Telecom-
munication Standardization Sector (ITU-T), ITU’s standardization expert group for "Inter-
net of Things and smart cities and communities” (https://www.eenewseurope.com/news/
lorawan-recognized-itu-standard).

LoRa is based on the Chirp Spread Spectrum (CSS) modulation technique, enabling long-
range low-power communication. | will go into this in more detail later.

NB-loT, on the other hand, works in the licensed spectrum (i.e., not free of charge) and

uses LTE, Frequency Division Multiple Access (FDMA) in the uplink, orthogonal FDMA (OFD-
MA) in the downlink, and quadrature phase-shift keying (QPSK) modulation.

e 10
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Both technologies can compete in Quality of Service (QoS). loT applications requiring more
communication are better served by NB-10T, as this has no work cycle restrictions in the
licensed spectrum. However, NB-loT points higher total cost of ownership (TCO) than Lo-
RaWAN.

Don’t be afraid of the terms used here. You can find explanations in the glossary at the end
of the book. So much for the distinction between LoRaWAN and NB-I10T!

If you want to deepen the comparison between the two LPWAN technologies, | will refer you
to the white paper entitled "LoRaWAN and NB-loT: Competitors or Complementary?" [1].

LoRaWAN is a widespread and, under certain conditions, accessible and free option for
everyone wanting to transmit data from an 10T node. It is thereforethe focus of our con-
siderations.

Unlike other protocols, the LoRa standard is open source and not proprietary — one reason
for the rapid growth of LoRaWAN networks across entire countries, starting in metropolitan
areas.

This book uses commercially available LoRaWAN sensor nodes developed using simple
means and at low costs. These LoRaWAN nodes send data to a LoRaWAN server. They can
then be called up and integrated into any application.

You are well prepared for this promising task if you have gained your first experience with
an Arduino so far. The Arduino IDE covers all microcontrollers of di Lerknt architecture con-
sidered here so you do not have to work with di Cerent development environments.

On the base of an ESP8266 microcontroller from Espressif, | had already shown that we
could set up a WiFi-compatible 10T node for a very low cost (US $ 15) [2].

At the time, | worked with an ESP8266 Node MCU obtained directly from China. There is-
now enough availability here, but not at comparable prices.

My studies have shown that WiFi is only suitable to a limited extent for a battery-operated
10T node due to its short range and relatively high power requirement [3] [4].

The LoRaWAN nodes presented here open up entirely new possibilities, whereby the costs
are not significantly higher.

The Internet of Things (10T) requires a global infrastructure that connects loT nodes for
information exchange. We already encounter these developments daily.

Think of your fitness tracker, which reminds you to complete your exercises, or your bath-
room scale, which warns you of weight gain. Your wristwatch mercilessly reveals a possible
sleep deficit, and your mobile phone may be equipped with a Corona warning app to help
limit Covid-19 infection chains.

e 11
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With these few arbitrarily selected examples, the complexity of the applications becomes
evident, which lie above the technical levels of connection establishment and data ex-
change. This book on LoRa & LoRaWAN is about the latter.

LoRaWAN has developed excellently as a communication solution in the 10T. The Things
Network (TTN) has significantly contributed to this, both for makers and commercial use.

TTN is a global collaborative 10T ecosystem that creates networks, devices, and solutions
with LoRaWAN. With The Things Stack Community Edition (TTS (CE)), TTN now operates
an open and decentralized LoRaWAN network. This network is an excellent opportunity to

start testing devices, applications, and integrations and becomes familiar with LoRaWAN.

With the knowledge conveyed here, you will register end devices and gateways in the TTS
(CE) or migrate your end devices already in the TTN V2 to TTS (CE).

For better readability, | observe the following conventions for the textual presentation:
e Commands and outputs to the console are in 1""#$%&$" (&).
e Entries via the console are in "#$%&$" (&) in bold.

= Labels, programs, and file names appear in italics.

| often change long web addresses (URLs) using the URL shortener Bitly (https://bitly.
com).

This edition is a translation of my German book "LoRaWAN-Knoten im 1oT" published by

Elektor in November 2021 (ISBN 978-3-89576-467-7, LoRaWAN-Knoten im loT - Elektor).

This is why some German sources appear in the references.

I have checked all existing links at the end of 2021. As the Internet is constantly changing, |

cannot guarantee these links will work or lead to the same content at the time of inclusion.

Please inform me about broken links!

The program examples presented here can be downloaded from Github at the URL
https://github.com/ckuehnel/LoRaWAN-Node/tree/master/---%20Elektor%20---.

Altendorf, December 2021

Claus Kuhnel
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Chapter 2 = LoRa

Semtech developed LoRa to fulfill the requirements of the 10T. The following features char-
acterize LoRa:

= LoRa can transmit small amounts of data over several kilometers by radio.

= The considerable transmission distance is achieved with minimal transmission
power.

= Due to the low energy requirement, sensor nodes equipped with batteries can
function autonomously for several years.

« LoRa enables bi-directional communication with data rates from 0.3 to 50 kbps.
Data transfers are possible in an urban environment over 2 to 5 km distances.
In a suburban environment, you achieve transmissions of up to 15 km.

= LoRa’s modulation type is derived from Chirp Spread Spectrum (CSS) encoding
technology. This technology uses all of the allocated bandwidth to send a signal
to spread it over a wider band of the spectrum. This means such a system can
also operate with a low signal-to-noise ratio (SNR). Therefore, LoRa has a high
level of robustness against noise.

* LoRa uses the license-free ISM bands at 433 MHz and 868 MHz (ISM =
Industrial Scientific & Medical) in Europe.

= Thanks to integrated encryption technology, the data transmission is securely
and optimally protected against unauthorized access.

In the following chapters, | will show you how these properties are achieved and which
customization options LoRa o [erk.

2.1 LoRa Basics

LoRa is a proprietary and patented technology developed by Semtech Corp., which works
based on Direct Sequence Spread Spectrum Modulation (DSSS) with Chirp Spread Spec-
trum (CSS) modulation.

Modulating the data stream (bit sequence) with a code sequence (pre-defined bit pattern)
generates a significantly higher bit rate and an output signal with a greatly increased band-
width. The bits of the code sequence are called chirps to distinguish them from the bits of
the digital data stream. Figure 2.1 shows DSSS modulation and the associated spreading
of the frequency band to be transmitted.

e 13
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Figure 2.1: Direct Sequence Spread Spectrum Modulation (Image: Semtech).

Figure 2.1 demonstrates that the chirp rate determines bandwidth. The higher the chirp
rate (i.e., the smaller the chirp time T¢y,p), the greater the resulting bandwidth:

The disadvantage of such a DSSS system is that it requires a highly accurate reference
clock.

Semtech’s LoRa Chirp Spread Spectrum (CSS) technology o [erk a cost-e [edtive and pow-
er-saving yet robust DSSS alternative that does not require a highly accurate reference
clock. Generating a chirp signal that continuously changes its frequency spreads the signal
spectrum. Figure 2.2 shows the chirp signals used.

‘ I ! o . up=chirp .

- Wi
—ill -/ /7

N N
fcenter : \ %\\

> time

fhigh

b

P

Figure 2.2: Chirp Signal for LoRa Modulation (Image: mobilefish.com).

Figure 2.3 now shows an unmodulated and a modulated signal in comparison.
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unmodulated signal modulated signal
fhigh fhigh
fcenter fcenter
ﬁow - ﬂow 3
— time — time

Figure 2.3: LoRa Modulation (Image: mobilefish.com).

With the unmodulated signal, the frequency change progresses steadily from fig,, t0 fiign-
However, in the case of a modulated signal, the frequency hop marks the symbol to be
transmitted. A symbol represents one or more data bits.

The Spreading Factor (SF) indicates how many chirps encode a symbol. The following rela-
tionships apply to the symbol rate Rg and the bit rate Ry:

Figure 2.4 shows a complete LoRa message. The LoRa message begins with a preamble (in-
troduction) with eight up chirps, followed by two down chirps for synchronization (marked
by the arrow). The modulated data follows this.

Message encoded on the chirp signals
fhigh

fcarrier

ﬁOW

—>time
Figure 2.4: LoRa Message (Image: mobilefish.com).

Figure 2.5 shows the format of a complete LoRa message.

e 15
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Explicit header mode

Header

Implicit header mode

Figure 2.5: LoRa Message Format (Image: mobilefish.com).

It is interesting how long it takes to transmit such a LoRa message. The following relation-
ships calculate the so-called Time-on-Air (ToA) or Air Time:

TOA=T poer=T preampic+ T

Preamble Payload

2FS

Ts=Bw

T preambie =12.25 T for EU 868| \yitpy

The calculation of the payload time is somewhat more complex, and the easiest way to do
this is with an appropriate tool. You can find an Air Time Calculator at the URL

https://www.loratools.nl/#/airtime.

With this Air Time Calculator, | have calculated the expected air time for SF7 (Figure 2.6)
and SF12 (Figure 2.7) with a payload of 10 bytes.

The calculations appling to LoRaWAN will be considered later. Therefore the corresponding
defaults have been taken into account.

e 16
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Calculate the air time of your LoRa frame.

Default values are for EU868 band.

LoRa Modem settings

Spreading factor 7
Bandwidth 125 kHz 125 kHz default for LoRaWAN. 250 kHz also
Code rate 1
4/5 default for LoRaWAN
Frame configuration
Payload length 17)7 S ‘ bytes
Preamble length 8 ‘ symbols Default for frame = 8, beacon = 10.
Explicit header Yes Default on for LoRaWAN
CRC Yes Default on for LoRaWAN
Low data rate optimization No Enabled for bandwidth 125 kHz and
Spreading factor >= 11
Preamble length 12.54ms
Symbol length 1.02ms
Symbols in frame 28
Timeonair  41.22ms
Duty cycle One message every 00:04 (mm:ss)
Figure 2.6: Air Time Calculation for SF7 and 10 Byte Payload.

e 17
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Calculate the air time of your LoRa frame.

Default values are for EU868 band.

LoRa Modem settings

Spreading factor 12 7-12
Bandwidth 125 kHz 125 kHz default for LoORaWAN. 250 kHz also
supported.
Code rate 1 4/(CR+4)=4/5.
4/5 default for LoRaWAN

Frame configuration

Payload length 10 bytes
Preamble length 8 symbols Default for frame = 8, beacon = 10.
Explicit header Yes Default on for LoORaWAN
CRC Yes Default on for LoRaWAN
Low data rate optimization ~ Yes Enabled for bandwidth 125 kHz and

Spreading factor >= 11

Preamble length 401.41 ms

Symbol length 3277 ms

Symbols in frame 18

Time on air 991.23 ms

Dutycycle  One message every 01:39 (mm:ss)

Figure 2.7: Air Time Calculation for SF12 and 10 Byte Payload.

As expected, the times di Ler significantly. Table 1 shows the compared results.

Time SF7 SF12
Preamble Length 12.54 ms 401.41 ms
Symbol Time 1.02 ms 32.77 ms
Time on Air 41.22 ms 991.23 ms
Duty Cycle 0:04 min 1:39 min

Table 1: Air Time Calculation Results.

You can see that with a high spreading factor, the transmission of a LoRa message takes a
correspondingly long time and will therefore also have an increased energy requirement.

Due to the duty cycle limitation in LoRaWAN, you may send LoRa messages less often. |
will go into this later.

e 18
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Table 2 shows a summary of the LoRa specifications for Europe EU868.

Parameter Value

Frequency band 867—869 MHz
Channels 10

Channel bandwidth upstream 125/250 kHz
Channel bandwidth downstream 125 kHz

TX power upstream +14 dBm

TX power downstream +14 dBm
Spreading factor upstream 7 to 12

Data rate 250 Bit/s—50 Kbit/s
Link budget upstream 155 dB

Link budget downstream 155 dB

Tabelle 2: LoRa Specifications for Europe EU868.

2.2 LoRa Transmission Range

The link budget indicates the quality of radio transmission channel. Using a simple model,
you can calculate the link budget. The link budget is composed of the transmitter power Tx,
the receiver sensitivity Rx, antenna gains on both sides, cable losses, and the free space
path loss (FSPL) (Figure 2.8) [5].

Free Space
TX 11—~~~ ‘

0 S - i - 11
gisis Free Space Path Loss and Fading s lgtat
312010 S g
cigie 2 idis
S - = < =1

PBm) | S 1512 21515
EOoEDS < 15131
21l gid
o S} =
=10 8
-100
Rx
— - h — - b — — — ]
Receiver Sensitivity

Figure 2.8: LoRa Link Budget (Image: https://www.waziup.io).

The free space path loss (FSPL) states how much energy is lost in free space over a dis-
tance between transmitter Tx and receiver Rx. The further the distance between Tx and RXx,
the lower the remaining power.

FSPL attempts to predict the strength of an RF signal at a certain distance. It is a theoretical

value as many obstacles, reflections, and losses in the real world need to be considered
when estimating the signal at a location.

e 19
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However, the FSPL is a good approximation for estimating signal loss as it propagates
through free space. The equation applies:

FSPL=201log,,(d)+20log,,(f]+20log ,

4n
—|—-G,—G
C) Tx Rx

With d = distance between transmitting and receiving antenna, f = transmission frequency,
G1x = antenna gain of the transmitting antenna, and Ggr, = antenna gain of the receiving
antenna.

With the FSPL Calculator (https://www.everythingrf.com/rf-calculators/free-space-path-
loss-calculator), the calculation is straightforward. For example, this is how you get a
theoretical FSPL of approx. 91 dB at a distance of 1 km between the transmitting and
receiving antenna (Figure 2.9).

Calculate the Signal Lost in Free Space

Tx e 0d Gan Fx Avtenna Gawn
Distance (d) T T
1 km $ et
Click here to view image
Frequency (f)
868 MHz ¢

Transmitting Antenna Gain (Gty)

0 dB

Receiving Antenna Gain (Ggy)

0 dB
Result

Free Space Path Loss

91.2103945 dB

Figure 2.9: FSPL Calculator.
On the receiver side (Rx), the receiver’s sensitivity is the parameter that influences the

link budget. So called Rx sensitivity describes the minimum possible reception power and
tolerance for thermal noise. The following equation calculates the RX sensitivity:

e 20
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BW = bandwidth in Hz, NF = noise factor in dB, and SNR = signal-to-noise ratio, which
indicates how far the signal must be above the noise.

With the values from [5]
Tx power = 14 dBm
BW = 125 kHz = 10 log;¢ (125000) = 51
NF = 6 dB (the gateways in LoRaWAN networks have lower NF values)
SNR = —20 (for SF = 12)

we get an Rx sensitivity = —174 + 51 + 6 — 20 = —137 dBm.

The following applies to the link budget LB:

And with the aforementioned values, a link budget of —151 dB follows.

The Adaptive Data Rate (ADR) mechanism, which controls the transmission parameters of
an end device, is used to optimize data rates, transmission time, and energy consumption
in the network:

= Spreading factor
= Bandwidth
= Transmission performance

ADR can optimize the power consumption of devices while ensuring gateways still receive
messages.

Using ADR, the network server indicates to the end device to reduce the transmission pow-
er or increase the data rate. End devices close to gateways should use a lower spreading
factor and a higher data rate, while devices far away should use a high spreading factor as
they require a higher link budget.

ADR should always be activated when an end device has su [ciehtly stable HF conditions.
ADR should be active for static devices.

The end devices decide whether ADR should be used or not, not the application or the
network.

The antennas used can bring an additional antenna gain to contribute to the link budget.
Rod antennas usually have a radiation pattern reminiscent of a donut (Figure 2.10).

e 21
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Figure 2.10: Radiation Pattern of a Rod Antenna.

The transmitting antenna radiates the majority of its power to the side, and the radiation
is lower upwards and downwards. The sensitivity of the receiving antenna is comparable.

Therefore, transmitting and receiving antennas should be arranged roughly in one plane.

In summary, we can state the following:

The link budget determines the maximum range of a LoRa data transmission.
The free space path loss (FSPL) limits the transmission range.

Obstacles that cause reflections and refractions further shorten the
transmission range.

Antenna gain helps to increase the transmission range.

When aligning the antennas, pay attention to the antenna characteristics to secure the
coverage.

The presentation made here is purely theoretical. You can find practical in-depth informa-
tion in [6]. It shows how the transfer behavior changes in a natural environment and what
needs to be considered a priority, if necessary.

2.3 LoRa Communication
Based on basic LoRa nodes, you can build a simple peer-to-peer network in which all nodes

have equal rights. Figure 2.11 shows a network where each node receives all communica-
tions from other nodes.

e 22
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. = LoRa Node

Figure 2.11: Peer-to-Peer Network.

In my Arduino handbook [7], | described a pure LoRa data transmission with the compo-
nents shown in Figure 2.12.

For the test, | used a sensor node that records temperature and humidity with a DHT11
sensor and sends these values to two receivers via LoRa as an example. The addressing of
the recipients is not provided (broadcasting).

In principle, you can use the same hardware for the receiver node as for the sensor node.
For practical reasons, | used Wemos TTGO devices as receivers.

Figure 2.12: LoRa Data Transmission.

After embedding the ESP32 into the Arduino IDE, you must integrate the LoRa Node and
the esp8266-oled-ssd1306 libraries.

You can use the programs Heltec_LoRa32_Transmit.ino and Heltec_LoRa32_Receive.ino

from the repository to test the LoRa connection. If you want to do this without sensors and
OLEDs, you can also use the LoRaSender.ino and LoRaReceiver.ino programs.
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Chapter 3 = LoRaWAN

LoRaWAN refers to a Low Power Wide Area Network (LPWAN) specification, meaning the
network architecture is used simultaneously.

3.1 LoRaWAN Basics

Figure 3.1 shows the lower layers for LoRaWAN according to the OSI model. LoRa rep-
resents the physical (PHY) layer. As described in the previous section, the Chirp Spread
Spectrum (CSS) modulation is used to establish a communication link with an extensive
transmission range.

LoRaWAN forms the Media Access Layer (MAC) and is an open network protocol that pro-
vides secure bidirectional communication, mobility, and localization services.

Application
= | WAN® MAC I MAC Layer
LoRaWAN" [ MAC Options | (MAC)
- | ClassA | ClassB | ClassC
LoRa Firalialaser
. (PHY)
T — euses | EU433 | usois | Asazo | — |

Figure 3.1: LoRaWAN Stack (Image: Semtech).

LoRaWAN is standardized and managed by the LoRa Alliance. The first LoORaWAN specifica-
tion was published in January 2015.

The LoRaWAN network architecture follows an extended star topology. Gateways form a
bridge for forwarding messages from end devices (LoRaWAN nodes) to a central network
server (LoRaWAN server). Gateways are connected to the network server via standard IP,
while end devices communicate wirelessly with one or more gateways (Figure 3.2).
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LoRa Server

. = LoRa Node
. = LoRa Gateway

Figure 3.2: Enhanced Network Topology (Star-of-Stars).

Networks like the 10T have a strong need for secure communication. Using several layers
of encryption meets this requirement:

= Unique network key (EUI64) ensures security at the network level
= Unique application key (EUI64) ensures security at the application level
= Device-specific key (EUI128)

3.2 LoRaWAN Device Classes

The LoRaWAN specification defines three device classes: A, B, and C. All LoRaWAN devices
must implement Class A, while Class B and Class C are extensions of the specification of
Class A devices.

3.2.1 Class A

Class A devices support bidirectional communication between an end device and a gate-
way. The end device can send uplink messages to the server at any time. After the uplink
transmission, the device opens two reception windows at specified times (RX1 Delay and
RX2 Delay) (Figure 3.3).

If the server does not respond in any of these receiving windows, the next opportunity does
not exist until the following uplink transmission from the end device.

]

4—RX1 Delay—P

v

4—Transmit TTA—p ¢ RX2 Delay

Figure 3.3: Class A Receive Windows Diagram.
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Class A devices that are best suited for battery-operated nodes are primarily considered
here. These Class A devices are open for messages from the server only a short time after
sending their data.

3.2.2 Class B

Class B devices extend Class A by adding scheduled receive windows for downlink messag-
es from the server. The end devices periodically open receiving windows using time-syn-
chronized beacons sent by the gateway.

The time between beacons is called the "beacon period”. The end device’s time to receive

downlinks is a "ping slot". Class B end devices also open receive windows after sending an
uplink, as you can see in Figure 3.4:

=) (+) =

4—RX1 Delay—P

«Ping Sloth <4—Transmit ToA—p ¢ RX2 Delay ————————»

A
\ 4

Beacon Periode
Figure 3.4: Class B Receive Windows Diagram.
3.2.3Class C
Class C devices extend Class A by keeping the receive windows open unless they are trans-

mitting, as shown in Figure 3.5. Class C devices allow communication with low latency but
are more energy-consuming than Class A devices.

EXtendS 1o next Uplozd——>

4—Transmit ToA—>
——

Figure 3.5: Class C Receive Windows Diagram.

3.3 LoRaWAN Communication
In common parlance, the distinction between LoRa and LoRaWAN is not particularly de-
fined. Figure 3.6 shows this using the layers of implementation.
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Figure 3.6: LoRaWAN Communication.

Sensor

In the end device, referred to here as a sensor, the application communicates via SPI with
the PHY performing the modulation. The data is transmitted wirelessly to a gateway. The
physical layer describes LoRa.

The message is received from the gateway via its PHY and forwarded via packet forwarding
to a TCP/IP stack, ensuring communication with the network server. The network layer
above the physical layer is called LoRaWAN.

Figure 19 clearly shows that the overall system needs considerably more infrastructure in
addition to the sensor or LoRaWAN node.

3.4 LoRaWAN Service Provider
This infrastructure is made available by service providers. In addition to the commercial
providers, some services can be used free of charge. | want to name three here.

= LORIOT (https://www.loriot.io/) is a Swiss start-up founded in 2015 supporting
the Internet of Things. Today’s core product is software for the scalable,
distributed, robust operation of LoRaWAN networks and end-to-end applications
o Lerkd under various business models.
LORIOT has a free o [edfor up to 10 devices and one gateway.

e ReslOT ™ (https://www.resiot.i0) o [erk the development of innovative tools for
the management of LPWAN networks.
ReslOT has a free o [erfor 15 devices and one gateway.

* The Things Network (https://www.thethingsnetwork.org/) is an open loT

infrastructure supported by its members. Members contribute by placing
gateways or operating network servers. Together, a secure and redundant
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collaborative network was created. TTN is evolving into a robust and stable
global network and o [erk connectivity where needed. In the following section, |
will deal specifically with TTN.

There are many other providers, but they currently have to be searched for online. By en-
tering "LoRaWAN Service Provider,” Google will find "Approximately 288,000 results (0.55
seconds)" on December 15th, 2021.

3.5 LoRaWAN Gateway
LoRaWAN gateways form the bridge between LoRaWAN end devices and the LoRaWAN
server.

The end devices use LoRaWAN to connect to the gateway, while the gateway uses high
bandwidth networks such as WiFi, Ethernet, and Cellular to connect to the LoRaWAN server.

All gateways within the range of an end device receive the messages from this end device
and forward them to the LoRaWAN server. The LoRaWAN server reduces messages re-
ceived multiple times and selects the gateway that best forwards all queued messages for
the downlink. A single gateway can serve thousands of end devices.

Gateways are routers equipped with a LoRa concentrator to receive LoRa packets.
Two types of gateways are common:

= Gateways run on minimal firmware, making them inexpensive and easy to use
(e.g., The Things Gateway) and on which only the packet forwarding software is
running.

= Gateways run an operating system for which the packet forwarding software
runs as a background program (e.g., Kerlink 1oT Station, Multitech Conduit).
This way, the gateway administrator has more freedom to manage the gateway
and install additional software.

3.6 LoRaWAN End Devices

LoRaWAN end devices connect wirelessly to one or more gateways in the neighborhood and
transfer data to or receive data from there. End devices are the "things" in the "Internet
of Things."

I will introduce you to some commercially available end devices and show you how you
can build such devices by yourself with limited resources and little financial outlay. Since
the end devices considered here usually record data and send it to the network, these are
typically referred to as sensor nodes.
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3.7 The Things Network (TTN)

LoRaWAN is also the primary protocol adopted by TTN. In the past, the initiative controlled
the crowdsourcing of a complete loT data network for Amsterdam. It is also active in other
metropolitan areas.
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TTN makes it possible to communicate with the internet without 2G/3G/4G or WiFi. Cell
phone subscriptions or WLAN access data are also not required.

In 2018, TTN celebrated its third anniversary and could already look back on a substantial
development that is strongly supported by the community (Figure 4.1).

‘
THE THINGS
N K

ETWOR

2015 2018

AUGUST 3Y ANNIVERSARY AUGUST

95 700

Countries Cities

= T AR
8 Servers 4 50 O Gateways 4 5 0 0 0 users

Which route 6M Connected to our Registerd an account
packets per day network on The Things Network

Figure 4.1: TTN after three years.

Growth has continued up until now, as the following figures show (Figure 4.2).

Figure 4.2: TTN April 2021.

Over 140,000 registered users and more than 18,000 gateways to the TTN server speak for
intensive use of the TTN infrastructure (Figure 4.3).
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TTN LoRaWAN Server

LoRaWAN Gateways

Application

LoRaWAN Nodes

Figure 4.3: TTN Infrastructure.
There is hardware from TTN for LoRaWAN nodes and LoRaWAN gateways olered by
well-known distributors, e.g., Farnell (https://de.farnell.com/search?st=TTN). The use of

third-party hardware is also possible.

Figure 4.4 shows a current mapping of the gateways for Central Europe.
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(https://www.thethingsnetwork.org/map, valid on 10.04.2021)

Bapna

If you take a closer look at Figure 4.4, you can see the di[erent coverage in the individual
areas.

4.2 The Things Stack Community Edition TTS (CE)
LoRaWAN has progressed as an excellent communication solution for the IoT. The Things
Network (TTN) has contributed a lot for makers and non-commercial use.

As Johan Stocking announced in the opening speech of the Things Conference 2021, The
Things Network is currently converting to The Things Stack (TTS). The Things Stack is an
enterprise-class LoRaWAN network server based on an open-source core.

The Things Industries will operate all of TTN’s clusters. The first cluster of TTN V3 https://
eul.cloud.thethings.network/console works. Migration is finished.

The Things Industries is a commercial entity providing enterprise LoORaWAN network serv-
ers with advanced features and professional support. The core product is the open-source
network server The Things Stack (also used by TTN).

TTN V2 software was updated to The Things Stack Community Edition (TTS (CE), also

known as TTN V3). Existing users of TTN V2 have to migrate their gateways and devices to
TTS (CE), as the clusters of TTN V2 were closed towards the end of 2021.
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Therefore, the Things Stack Community Edition is in the foreground in the following consid-
erations. However, you will also find application examples that run in TTN V2. Their migra-
tion should not be a problem with the procedure shown here.

4.3 Own LoRaWAN Gateway

If you have gateways in your neighborhood, all the requirements for integrating your Lo-
RaWAN node into the TTS (CE) are fulfilled. This should be the case, at least in the metro-
politan areas. In the Netherlands, Switzerland, and certain metropolitan areas in Germany,
the network of gateways is already quite dense.

Otherwise, your LoRaWAN gateway can help. If you shy away from the cost of a fully
equipped gateway, you can also start with a dual-channel gateway such as the Heltec HT-
MOO (Figure 4.5).

Figure 4.5: Heltec HT-MOO.

If you want to start with a full-fledged 8-channel LoRaWAN gateway, The Things Indoor
Gateway TTI1G-868 (Figure 4.6) and the Dragino LPS8 Indoor LoRaWAN Gateway (Figure
4.7) are inexpensive alternatives.

Figure 4.6: The Things Indoor Gateway TTI1G-868.
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Figure 4.7: Dragino LPS8 Indoor LoRaWAN Gateway.

The TTIG-868 is available from Antratek.de for € 74.95 (https://bit.ly/3e9StuG) and the
LPS8 from EXP-Tech for € 189 (https://bit.ly/32IKTrt) in December 2021.

The following remarks relate to TTS (CE) as a LoRaWAN service provider. This service is an
excellent entry-level service for makers and semi-professional users, as it allows LPWAN
technology to be tested free of charge.

4.3.1 Heltec HT-MOO Dual Channel LoRa Gateway

Not everywhere is a comprehensive availability of LoRaWAN and especially TTS (CE) given.
If you have LoRaWAN nodes that you want to take with you on trips, a mobile LoRaWAN
gateway is a desirable option.

The Heltec HT-MOO is a small, inexpensive two-channel LoRaWAN gateway with a USB
Type-C interface that can access the TTS server via a mobile phone set up as a hotspot.

When switching from TTN V2 to TTS (CE), you may not want to sacrifice an established
TTN V2 gateway for the first steps into TTS (CE) right from the start. Another gateway for

experiments would then be desirable.

| bought the gateway from Heltec for USD 39.00 (Figure 4.8).
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Figure 4.8: Heltec HT-MOO Gateway.

When using the Heltec HT-MOO, ensure that the preamble length of the respective LoRa
WAN node is 16 (the standard is 8, as you got to know in Section 2.1). The CubeCell nodes
from Heltec are configured in this way. If the preamble length is not 16, only SF7 can be
received.

Detailed documentation on the Heltec HT-MOO and its configuration are available at
https://heltec-automation-docs.readthedocs.io/en/latest/gateway/ht-m00/index.html.

The gateway is switched on by connecting the HT-MOO to a PC via USB and can be switched
to configuration mode by pressing the "CFG" button and briefly pressing the "RST" button
be switched. It then reports itself as a WiFi access point (AP) with "MOO_XXXX".

By connecting to this AP (password "heltec.org") and entering the IP address 192.168.4.1,
the configuration page opens (Figure 4.9).
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HT-MO00 Config

(Note 1: Only bandwidth 125KHz supported|
Note 2: LoraWan node Tx preamble length should be 16 which default is 8]
WiFi SSID
¢ <Your SSID> )
WiFi PASS
<Your Password>

CHO FREQ(H2)
471900000

CH1 FREQ(Hz)
472100000

MIN SF(7~12)

)
)
)
7 )
)
)
)

MAX SF(MIN SF~12)
12

SERVER ADDR
eu.cloud.thethings.network

SERVER PORT
1700

alNaNaBalNalal &

TIME ZONE
UTC +1 v

Submat

Firmware Update

Figure 4.9: HT-MOO Konfiguration.
In addition to the WIiFi access data, you have to enter the address of the TTS server
eul.cloud.thethings.network for TTS (CE). After transferring the data by pressing the

Submit button, the gateway connects to the TTS server via the WiFi setup.

The following figure shows the tra [c_df the Heltec HT-MOO integrated into the TTS server
via a mobile phone operating as a hotspot (Figure 4.10).
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@
Heltec HT-M00
ID: myht-m00

® Lastseen 5secondsago N 765 35 A% 1Collaborator ©w 0 APIkeys Created 5 days ago

General information ® Live data See all activity —

Gateway ID myht-m@@ ) A 20:15:55 Forward uplink message

A 20:15:55 Drop uplink message Host “cluster’ failed to handle message:

Gateway EUI 7C 9E BD FF FF FC 2A F@ o ®
/N 20:15:55 Receive uplink message DevAddr: 26011911  FCnt: | 22254
Gateway description Heltec HT-M00 % 20:15:46 Forward gateway status Metrics: { ackr: 100, rxfw: 4, rxin: 4
Created at Apr 10,2021 15:18:13 F 20:15:46 Forward gateway status Metrics: { ackr: 100, rxfw: 4, rxin: 4
T 20:15:46 Receive gateway status Metrics: { ackr: 100, rxfw: 4, rxin: 4
Last updated at Apr 15,2021 20:15:10
Gateway Server address 1.cloud.thethings.network & "
Y sut-clou ethings.netwox ® Location Change location settings —

LoRaWAN information

Frequency plan EU_863_870_TTN
Global configuration ¥ Download global_conf.json

No location information available

Figure 4.10: Heltec Gateway HT-MOO at TTS (CE).

In the application example discussed in Section 7.2.6.2, a Heltec Capsule with HDC1080
sensor records temperature, humidity, and battery voltage and sends this data to the Hel-
tec HT-MOO.

Since the Heltec HT-MOO is a dual-channel LoRa gateway, the LoRaWAN node should also
be limited to these frequencies. The userChannelsMask is responsible for channel masking.
If the gateway uses channel O & 1 then the userChannelsMask is set as follows:

uintl6_t userChannelsMask[6]={ 0x0003,0x0000,0x0000,0x0000,0x0000,0x0000 };
// ChO & 1 for HT-MOO

The smartphone serves as a mobile hotspot. It sends the data received from the HT-MOO
via WiFi to a router and then to the TTS server. The TTS server sends the data to Thing-
Speak for visualization afterward (Figure 4.11).

e 37



Develop and Operate Your LoRaWAN loT Nodes

LoRa WiFi

.

Smartphone
Mobile Hotspot

Figure 4.11: Mobile LoRaWAN Sensor incl. Gateway with Smartphone as mobile Hotspot.

Instead of the HT-MOO used here, you can also use another suitable LoRaWAN gateway
in the application described. Using the HT-MOO speaks of its compactness and a [ordable
price. The HT-MOO, however, is only intended for indoor applications.

4.3.2 Dragino LPS8

The Dragino LPS8 is an open-source LoRaWAN gateway using Semtech’s packet forward-
ing. It is fully compatible with the LoRaWAN protocol, and contains an SX1308 LoRa con-
centrator o [ering ten programmable parallel demodulation paths.

The LPS8 has pre-configured standard LoRaWAN frequency bands for use in di Lerent coun-
tries. The user can also customize the frequency bands if the LPS works in its own LoRa
network.

The connection to a router, which is responsible for Internet access, can be made via WiFi
or wired Ethernet.

As you can see from the block diagram shown in Figure 4.12, the Dragino LPS8 is a de-
vice with an Atheros AR9331 processor operating at 400 MHz. The Linux-based operating
system OpenWRT works as Firmware. You can access the LPS8 via a Web-GUI or SSH via
WAN or WiFi.
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Dragino HE Linux Module
CPU 400M Mips CPU
DDR: 64MB
Flash:16MB

LoRa Wireless

WiFi

DC-DC
Power USB Hub

Regulator

PWR Port
USB Type-C
5V,2A

Figure 4.12: Dragino LPS8 Block Diagram.

The LPS8 is factory-configured as a WiFi Access Point (AP). It’s the easiest way to access
this AP with a PC or smartphone via WiFi and configure the LPS8 this way (Figure 4.13).

N I

WiFi Network from LPS8

Figure 4.13: Configure LPS8 via WiFi.

The AP reports with the name dragino-1f4b10 and connects to the smartphone used here
after entering the password dragino+dragino. After entering the IP address 10.130.1.1 in
the browser, the web interface of the LPS8 opens (Figure 4.14).

In the LoRaWAN configuration, it is important to enter Custom/Private LoRa instead of the

numerous specifications at the service provider so that eul.cloud.thethings.network can
then be entered as the server address.
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Figure 4.14: Configure LPS8 with Smartphone.

You can register the gateway with an ID at TTS (CE). The first messages should be visible
in the live data after waiting a short time (Figure 4.15).
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Dragino LPS8
1D: clelps8
» Lastseennow 6351 V134 2% 1Collaborator ©+ OAPI keys Created 15 hours ago
General information * Livedata See all activity —
Gateway ID ck-1ps8 ® A 02:58:06 Receive uplink message DevAddr: 26011911 FCnt: | 41327
“F 02:57:58 Receive gateway Status Metrics: { ackr: 100, rxfw: 3, xxin: :
Gateway EUI AB 40 41 1F 48 10 41 50 o m
A 02:57:56 Receive uplink message DevAddr: 26011911 FCnt: | 41326
Gateway description Dragino LPS8 M 02:57:46 Receive uplink message DevAddr: 26011911 FCnt: 41325
Created at Jun 16,2021 12:06:09 A 02:57:36 Receive uplink message DevAddr: 26011911 FCnt: 41324
A 02:57:11 Receive uplink message DevAddr: 26088650 FCnt: 1669 F
Last updated at Jun 16,2021 12:25:38
Gateway Server address eul.cloud.thethings.network ]

Change location settings —

LoRaWAN information

Frequency plan EU_863_870_TTN

Global configuration ¥ Download global_conf.json

/

Schwyz J 2\ -
{* Lesflet | © OpenStraethap contributors

Figure 4.15: Dragino Gateway LPS8.

4.4 Register LoRaWAN End Device

Our elorks aim to integrate end devices or sensor nodes into a LoRaWAN network. For
this purpose, the end device in question is to register at TTS (CE) to communicate in the
network.

LoRaWAN knows several identifiers for devices, applications, and gateways:

DevEUI — 64-bit end-device identifier, EUI-64 (unique)
DevAddr — 32-bit device address (non-unique)

AppEUI — 64-bit application identifier, EUI-64 (unique)
GatewayEUI — 64-bit gateway identifier, EUI-64 (unique)

Unique means a singular identifier comparable to the MAC address in the Ethernet.

The LoRa Alliance assigns 7-bit device address prefixes, whereby all TTS device addresses
start with Ox26 or Ox27. TTS also assigns specific device address prefixes to specific re-
gions. The device addresses DevAddr start in the EU region, for example, with 0x2601. The
respective network server is responsible for assigning device addresses within an area. The
DevAddr (and so-called Session Keys) are assigned to a device during activation.

LoRaWAN supports two modes for activating a device: ABP (Activation By Personalization)
and OTAA (Over-The-Air Activation).
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With the OTAA, the end devices perform a join procedure with the network, in which a dy-
namic device address is assigned, and security keys are negotiated with the device.

Activation by personalization (ABP) requires the device address and the security key to be
hard-coded in the device, which is unsafe. ABP also has the disadvantage that end devices
cannot switch network providers without manually changing the keys in the end device.

If you can freely choose the type of activation, you should opt for OTAA for security reasons.
The disadvantages of ABP result from the main features (https://www.thethingsindustries.
com/docs/devices/abp-vs-otaa/). In low-power applications, ABP can help to reduce power
consumption by avoiding the join procedure. The security aspects remain, however.

When a device joins the network, it gets a dynamic (non-unique) 32-bit address (DevAddr).
Note that device addresses are not unique. Finding the actual device associated with this
address is done by matching the message’s cryptographic signature (MIC) with a device in
the database.

The following screenshots show you how to register a new device manually. There are
ready-made templates for many devices that make this process even more accessible.

There was no template available for the tabs Healthy Home Sensor IAQ to be registered
here, which is why | had to register it manually.

Figure 4.16 shows the start of manual registration. The first thing to do here is to decide to
activate, which in most cases will be in favor of the OTAA.

The LoRaWAN version is a specification of the LoRa Alliance that defines the support of the

media access control functions. You will find the LoRaWAN version for the device registered
in the relevant datasheet. The most used LoRaWAN versions are v1.0.2 and v1.0.3.
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Register end device
From The LoRaWAN Device Repository Manually

Preparation

Activation mode @ *

( ®  Qver the air activation IZOTAA))

Activation by personalization (ABP)
Multicast

Do not configure activation

a version
MACV1.0.3 )

Network Server address

eul.cloud.thethings.network

Application Server address

eul.cloud.thethings.network

External Join Server @

Enabled

Join Server address

eul.cloud.thethings.network

Figure 4.16: Manual Registration — Step 1.

Figure 4.17 shows the second step in the manual registration of an end device. Here an
end device ID is assigned to the end device, consisting of lowercase letters and hyphens.

It follows the entries of AppEUI and DevEUI, which the manufacturer of the device must
provide. An end device name describes the end device in plain text without the restrictions
that apply to the end device ID. An optional end device description can contain text, for
example, a brief functional description.
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Register end device

From The LoRaWAN Device Repository Manually

Basic settings & /‘I Network layer settings ¢ Join settings
End device ID's, Nams and " Frequency plan, regional " Rootkeys, NetiD and kek
Description parameters_end device labels.

clas= and session keys.

Gld device ID®* \

tabs-healthy-home

AppEUI D *
58 A CB GO 01 50 00 08 00

DevEUI® *
E8 E1 E1 60 ©1 08 4D 86

End device name @

\tabs Healthy Home eC02 / VOC )

End device description @

Description for my new end device

(C)

=
Optional end device description; can also be used to save notes about the end device

Network layer settings >

Figure 4.17: Manual Registration — Step 2.

The next step is to select the frequency plan. In Europe, the frequency plan, according to
Figure 37, applies.
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Register end device

From The LoRaWAN Device Repository Manually

clasz and sezzion keyz.

requency plan @ *

Europe 863-870 MHz (SF2 for RX2 - recommended) |
7

LoRaWAN version ® *

MACV1.0.3

Regional Parameters version @ *

PHYV1.0.3REVA

LoRaWAN class capabilities @

Supports class B

Supports class C

Advanced settings

° Basic settings —M o Network layer settings (3 ’,'I Join settings
End device ID's, Name and Frequency plan, regional " Root keys, NetiD snd kek
Description parameters, end device labels.

S

Figure 4.18: Manual Registration — Step 3.

The last step is to assign the AppKey. The manufacturer supplies it; otherwise, you can

generate it here online. Figure 4.19 shows this next step again as a screenshot.
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Register end device

From The LoRaWAN Device Repository Manually

° Basicsettingg —mM8M— ° Network layer settings ——— ° Join settings

End device ID's, Name and Frequency plan, regional Root keys, NetiD and kek
Description parameters, end device labels.
class and session keys.
Root keys
pKey @ *

F2 89 62 EA 90 50 3C DC 80 B1 30 C1 20 69 C6 6C

Advanced settings +

i

Figure 4.19: Manual Registration — Step 4.

After clicking on the button Add end device , registration is complete.

4.5 Duty Cycle & TTN Fair Use Policy

Corresponding regulations are required to ensure (essentially) collision-free use of the ISM
frequency band. | want to limit ourselves to the European regulations according to ETSI
(European Telecommunications Standards Institute) and the TTN-specific adaptations for
our applications here.

Table 3 shows the duty cycles approved by ETSI for the frequencies used by TTN. The duty
cycle means the time-on-air (transmission time) measured against the observation period.
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Frequency band Frequency SF/BW Duty Cycle
868.1 MHz SF7BW125-SF12BW125

gl 868.3 MHz SF7BW125-SF12BW125, SF7BW250 1%

868.5 MHz SF7BW125-SF12BW125

867.1 MHz SF7BW125-SF12BW125

867.3 MHz SF7BW125-SF12BW125

g 867.5 MHz SF7BW125-SF12BW125 1%

867.7 MHz SF7BW125-SF12BW125

867.9 MHz SF7BW125-SF12BW125

Table 3: Frequencies & Duty Cycle according to ETSI EN300.220

In addition, a fair use policy applies in the public community network of TTS (CE), which
limits the uplink transmission time to 30 seconds per day (24 hours) per node and the
downlink messages to 10 messages per day (24 hours) limited per node, including ACKs
for confirmed uplinks. Therefore, the number of downlinks is very limited.

The following rules also apply. For explanation, see
https://www.thethingsnetwork.org/forum/t/fair-use-policy-explained/.

The data rate DR (defined by spreading factor SF and bandwidth BW) and the maximum
packet size roughly depend on the distance to the next gateway and are also described in
the specification for each region. The ultimate application package size for the European
EU868 band varies:

« 51 bytes for the slowest data rates, SF10BW125, SF11BW125, and SF12BW125
* 115 bytes for SFO9BW125
= 222 bytes for faster data rates, SF7BW125, and SF8BW125 (and SF7BW250)

The LoRaWAN protocol adds at least 13 bytes to the application payload.

When using the various software libraries, pay attention to the maximum supported pay-
load. Some libraries, like LMIiC, and some providers, like the Dutch KPN, only support 51
bytes for all data rates.

In addition to the data rate, the payload length determines the required transmission time
(time-on-air) and, of course, the energy requirement. In the case of battery-operated
sensor nodes, battery runtime or the service lifetime of the battery will therefore quickly
come about. In addition, the sending interval and the number of messages sent daily are
included in this calculation.
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The Swiss company miromico (https://miromico.ch/) has compiled an estimate of the bat-
tery runtime for its FMLR LoRaWAN modules, which I would like to show excerpts of with
Table 4. On https://www.miromico.ch/wp-content/uploads/2018/07/FMLR_Family_FAQ.pdf
you can read the details.

The data shown here is theoretical but illustrates tendencies that can be generalized in one
way or another. Note that batteries have diLerent durability (self-discharge!) And internal
resistance depends on the type. Temperature dependencies also a [edt service life.

Battery lifetime AA Alkaline Cell (Payload 50 Bytes)

Data Rate / Messages per Day | 1 12 144 360 1000
DRO (SF12BW125) 23 years 10 years | 1.2 years 190 days 70 days
DR5 (SF7BW125) 26 years 20 years | 5.4 years 2.4 years | 340 days

Table 4: Battery lifetime as a function of the data rate.

4.6 Payload
Payload refers to user data exchanged between a sensor node and the LoRaWAN network.
Figure 4.20 shows the structure of a data message in di Lerent layers.

Radio PHY layer

Preamble PHDR PHDR_CRC Preamble CRC
1byte 1.M bytes 4bytes
PHYPayload MHDR MAC Payload MIC
0.1byte 0.N bytes
MACPayload FHDR FPort FRMPayload

4bytes lbyte  2bytes  1.15bytes

FHDR DevAddr ~ FCtrl  FCnt  FOpts

Figure 4.20: Data Message (Image: TTN).
The MACPayload comprises a Frame Header (FHDR) followed by an optional Port Field
(FPort) and Frame Payload (FRMPayload). Finally, in the FHDR, DevAddr, FCtrl, FCnt, and

FOpts are summarized, which | do not want to consider further here.

It is essential to understand that the encoded sensor data is sent to the LoRaWAN network
via the payload. We can make it visible again in the TTS (CE) console.

Figure 4.24 shows the data received from the Big Clown LoRaWAN Monitor device (ID:
big-clown-monitor) in the TTS (CE) console preview. I’'ll show you the device itself later.
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g Big Clown LoRaWAN Monitor
D: big-clown-monitor
o Lastseen Iminuteago ~ MN734 L 708 Created yes|
Overview  Livedata Messaging  Location Payload formatters ~ Claiming ~ General settings
Time Type Data preview Verbosestream 11 Pause|
A 19:03:37 Forward uplink data message  Payload: § temp: 28.6 } 1E 01 00 00 00 00 00 60 90 60 00 80 00  FPort: 2 SNR: 9.75 RSSI: -72 Bandwidth: 125000
A 18:58:28 Forward uplink data message  Payload: { temp: 28.8 } 20 01 00 60 60 00 00 60 00 00 00 00 00  FPort: 2 SNR: 9.75 RSSI: -75 Bandwidth: 125000

Figure 4.21: Big Clown LoRaWAN Monitor Data at TTS (CE) Console.

The lower two bytes of the payload contain an internally measured temperature. The de-
coded payload shows the temperature value as {temp: 28.8}. Additionally, you can see
data for FPort, SNR, RSSI, and bandwidth.

The payload formatter can decode the transmitted byte array. Figure 4.22 shows you the
procedure using JavaScript. The additional test option on the right side is advantageous, in
that it helps to avoid mistakes with more complex payload formats.

Setup Test
Formatter type * Byte payload FPort
Javascript 20 01 1
Formatter parameter
P @ Payload is vali
function decodeUplink(input) {
var data = { i
“temp": 28.8
data.temp = ((input.bytes[1] << 8) + input.bytes[0])/10; 3
return {
data: data
3
3

Figure 4.22: Payload formatter.

With the following JSON listing shown in detail, you can see the data of the end device re-
ceived from the network server. In the JSON listing, | marked a few lines in bold. You should
be familiar with this content after reading the last section.

{
"name': "as.up.data.forward",
«time»: «2021-06-13T16:58:28.1698359647»,
«identifiers»: [
{.},
{
«device_ids»: {
"device_id": "big-clown-monitor",
"application_ids": {
"application_id": "sensor-test-field"

iz
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«dev_eui»: «3632313978396D09»,
«join_eui»: «0101010101010101»,
«dev_addr»: «260BB650»
b
¥
1,
«data»: {
«@type»: «type.googleapis.com/ttn.lorawan.v3.ApplicationUp»,
"end_device_ids": {
"device_id": "big-clown-monitor",
"application_ids": {
"application_id": '"sensor-test-field"
¥o
«dev_eui»: «3632313978396D09»,
«join_eui»: «0101010101010101»,
“'dev_addr': *""260BB650""
o
"correlation_ids": [.],
"received_at': "2021-06-13T16:58:28.160419640Z",
"uplink_message": {
"'session_key_ id": "AXoASnTC5Bt2MiRwWG4mQgA=="",
"f_port": 2,
"f_cnt": 733,
"frm_payload': "IAEAAAAAAAAAAAAAAA=="",
""decoded_payload": {
""temp: 28.8
¥o
"rx_metadata': [
{3
«time»: «2021-06-13T16:58:27.8039209847» ,
«rssi»: -75,
«channel_rssi»: -75,
snr': 9.75,
“"uplink_token™: "ey..19"
¥
1,
“settings": {
"data_rate": {
“lora": {
“bandwidth™: 125000,
"spreading_factor": 7
b
o
"data_rate_index": 5,
"coding_rate": "4/5",
“frequency': 867100000
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1.
"received_at": "2021-06-13T16:58:27.9257119127",
""consumed_airtime”: "0.061696s"
¥
1.

"correlation_ids": [.1],
origin': "ip-10-100-4-193.eu-west-1.compute.internal"
"context": {
"tenant-id": ""CgNOdG4=""
3.
“visibility": {
"rights": [
"RIGHT_APPLICATION_TRAFFIC_READ",
"RIGHT_APPLICATION_TRAFFIC_READ"

o
"unique_id": "01F834YWY9YXDTD6124T7DWCAY""

}

The end device big-clown-monitor is one component in the sensor-test-field application.
The receiving date of the message is 06/13/2021 16:58 (2021-06-13T16: 58: 28).

The message was routed via port 2 and is the 733rd message in a row. The payload is listed
in coded and decoded format.

In addition to the time, the RX metadata also contains information on the Received Signal
Strength Indicator RSSI and the signal-to-noise ratio SNR. RSSI represents an indicator for
the reception field strength and thus characterizes the quality of the radio channel.

Finally, data is displayed in the settings that are very important for a sensor node’s oper-
ation. The spreading factor SF7 and a bandwidth of 125 kHz result in the data rate DR5.
The message was sent over the channel with a frequency of 867.1 MHz. The high data rate
results in a short time-on-air of just under 62 ms.

It is interesting what happens when the transmission properties change, such as an in-
crease in the distance between the sensor and the gateway or additional obstacles in the
transmission channel. Here, for example, the Online Air Time Calculator at the URL https://
avbentem.github.io/airtime-calculator/ttn/eu868/13 can be of great help.

Figure 4.23 shows the practically determined air time of 61.7 ms for the data rate DR5.
With a permitted duty cycle of 1%, you can send a message every 6.2 s. This would be a
total of 583 messages per hour. The TTN Fair Use Policy allows 30s air time per day, which
is why only 486 messages per day are possible.
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If, however, the quality of the transmission channel is so bad that only the data rate DRO
is possible, the air time increases to approx. 1.6s. A duty cycle of 1% would then allow 21
messages per hour. The TTN Fair Use Policy, on the other hand, only allows 18 messages
per day.

Airtime calculator for LoRaWAN Y“

l As923 | AU15 ‘ AU915 DL ‘ CN4T0 IN865 ‘ KR920 l Us915 ‘ Us915 DL]

EU863-870 uplink and downlink

overhead size® payload size® share®

j b j i LA Worst Case
I D nmoe ) (" =on O\
DR6 s DR5 DR4 DR3 DR2 DR1 o DRO

data rate

SF7% SF8:: SF9: SF10: SF11%% SF12:%

aitime 30.8ms 61.7 ms 113.2ms 205.8ms 411.6ms 823.3ms 1,646.6ms
— =il 6.2 43 20,6 A0 823 164.7 e
e G 583 ik 31875 17475 877 437, Dl
) 325.9% 592.8%%) 1,185.5%% 2,371.1%% 4742275
e 20.3;2. | 11.0:. 6.1 3.0:n. 1.5 0.8
97254, 48657, 265754 1457, 725, 3677, 1854

Figure 4.23: Online Airtime Calculator.

You have already learned about ways to reduce air time, but what you can directly influence
is the size of the data to be transferred. Well-thought-out packaging of the data for the
resulting payload is paramount.

4.7 Integrations
Integrations are the easiest way to connect your end devices to an application by linking
data sent to the network server with an loT platform.

For example, the application server provides an MQTT server to handle streaming events.
Storage integration enables received upstream messages to be stored in a persistent da-
tabase and retrieved at a later point in time. AWS loT integration supports streaming data,
creating and claiming devices, advanced security, and metrics. The Lora Cloud o Lerk val-
ue-added APIs that enable simple solutions for general tasks with LoRaWAN networks and
LoRa-based devices.

In addition, so-called webhook templates support the link to numerous other platforms. A
webhook is a non-standardized communication process that allows servers to communicate

with each other, which, due to di Lerent languages, are unable to do so.

Figure 4.24 shows the webhook templates available in June 2021. | will go into more detail
on Thingspeak and Datacake.
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Choose webhook template

||l Akenza Cayenne

IoT made simple

Akenza Core

Integrate with Akenza Core

@ina Box™

loTinaBox™

Plug-and-Play loT Solutions

Cayenne
Drag-and-Drop loT Project Builder

(@] Qubitro

Qubitro
Send your data to Qubitro

CJThingSpeak
ThingSpeak TTN Mapper
Send data to ThingSpeak channel Contribute data for coverage and

signal analysis

de@em

sense | check | act

Datacake deZem
Send data to Datacake via TTI Integrate with the deZem data
adapter platform

Tago@ thethings ~iO

TagolO thethings.iO
Integrate with TagolO Integrate with thethings.iO

@
° dots

Ubidots uiB
Integrate with Ubidots over Simply communicate

UbiFunctions

Figure 4.24: TTS (CE) Integrations — Webhook Templates.

4.7.1 MQTT

TTS (CE) allows an MQTT server to work with streaming events. You can connect an MQTT
client to this MQTT server and subscribe to uplinks or publish downlinks.

The MQTT server publishes the following topics, of which the one highlighted in bold should
be of particular interest here:

v3/{application
v3/{application
v3/{application
v3/{application
v3/{application
v3/{application
v3/{application
v3/{application
v3/{application

id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device
id}@ttn/devices/{device

id}/join

id}/up
1d}/down/queued
id}/down/sent
1d}/down/ack
1d}/down/nack
id}/down/failed
id}/service/data
id}/location/solved
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To generate the access data for the MQTT client, you have to call up Integrations > MQTT
from the relevant application.

Figure 4.25 shows the required entries for the application environ-data and the mask for
the connection data. The application ID and the @ttn characters build the MQTT user name.
Furthermore, you must generate an APl key for the password. After creating it, it is essen-
tial to copy it because it no longer appears after exiting the mask!

MQTT

The Application Server exposes an MQTT server to work with streaming events. In order to use the MQTT server you need to
create a new APl key, which will function as connection password. You can also use an existing APl key, as long as it has the

necessary rights granted. Use the connection information below to connect.

Connection credentials

Public address eul.cloud.thethings.network:1883 ®
Public TLS address eul.cloud.thethings.network:8883 ®
Username environ-data@ttn ®

Password Generate new APl key ERGEIGIE

Figure 4.25: Building MQTT Access Data.

As an MQTT client, | like to use MQTTlens on a PC. Figure 4.26 shows entering the access
data into MQTTlens.
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Add a new Connection X

Connection Details

Connection name Connection color scheme

LHT65 Data L 1
Hostname Port
i tep:// V|| eul.cloud.thethings.network 1883
Client ID

lens_hBIcOKIKW3KUJEUGCAGUSELBORe Generate a random ID
Session Automatic Connection Keep Alive
Clean Session Automatic Connection 120 seconds
Credentials
Username Password

| environ-data@ttn

Last-Will o

W CANCEL B save cHanGes

Figure 4.26: MQTT Access Data in MQTTlens.

I have subscribed to the topic "v3/environ-data@ttn/#", i.e., every topic is visible in the
MQTT client. The subscription can be adjusted and reduced later.

As Figure 4.27 shows, the topic corresponding to the uplink "v3/environ-data@ttn/devices/
a84041l1accl82d2be/up” is output. Everything in the JSON package of the upload contained
is now visible.

Connection: LHT65 Data

Subscribe i
Publish v
Subscriptions

Topic: "v3/environ-data@ttn/#" showing the last 2 messages — + § =
#Time Topic Qos [}

EELIELT v3ienviron data@tinidevices/ag4041acci82dzveiup 1 0 )

[TT050N ce_tds™: (“device_ta":"aaastaccioadase”, "spplication ids™: (“application id": "environ-dota"), "dev_eui”: "ABAOSIACCIE2DZOE", "Join_cul” "ABOOG0000000010L"  "dev_addr”:"260B1146") ,"correlation_ids": ["as:up:orrommis21ag ]

#Time Topic QoS )
[RELELT v3ienviron data@iinidevices/ad4041acci82dzbeiup 1 0 )
[ 950N ce 105" ("device_1d:"asadataccisadzbe”, "application ids": (“application 1d":" "}, "dev_eui”:"A840; *,"Join_eut”: "dev_addr™:"26051146"), " correlation_ids":["as:up:oirsRxsnever [

Figure 4.27: Topics in MQTTlens.
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4.7.2 Node-Red
Node-Red is a free, JavaScript-based server and Web-GUI for networking hardware devic-
es, APIs, and online services.

With the Things Network Nodes for Node-RED available in TTN V2, it was straightforward to
process device messages and activations with practically no code.

TTS (CE) no longer supports this package (https://www.npmjs.com/package/node-red-
contrib-ttn). Using MQTT, data access is also possible in a comparable way.

You can install Node-Red on a Windows PC or Linux device like a Raspberry Pi and then
easily visualize the data sent to the TTS (CE) via the Web-GUI.

In this way, you remain entirely independent of one of the cloud solutions presented in this
chapter.

4.7.2.1 Node-Red Installation at Windows

The easiest way to install Node-Red on Windows is to start on the website https://nodered.
org/docs/getting-started/windows. | downloaded version 14.17.3 LTS (long time stable)
and called up the relevant MSI file (Figure 4.28).

nede

Us)

HOME ABOUT | DOWNLOADS ‘ DOCS GET INVOLVED ‘ SECURITY CERTIFICATION NEWS

Node.js®is a JavaScript runtime built on Chrome's V8 JavaScript engine.

Download for Windows (x64)

14.17.3 LTS 16.5.0 Current

Recommended For Most Users Latest Features

Other Downloads | Changelog | APIDocs  Other Downloads | Changelog | APIDocs

Figure 4.28: Download Node-Red for Windows.
After completing the installation, check for the correct installation of NodeJs and npm via
Powershell, for example. If you see the version numbers shown in Figure 4.29, the instal-

lation of both versions is OK.

Installing Node-Red as a global module adds the node-red command to the system path.
In Figure 4.29, you can see the command required for this.
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E¥ node-red == (] X

PS C:\> )
PS C:\> node --ve sl
vi4.17.3

6.14.13

PS \> npm install -g -- verm node-red

IC:\Users\info\AppData\Roaming\npm\node-red -> C:\Users\info\AppData\Roaming\npm\node_modules\node-red\red.js
IC:\Users\info\AppData\Roaming\npm\node-red-pi -> C:\Users\info\AppData\Roaming\npm\node_modules\node-red\bin\node-red-pi
+ node-red@2.0.2

updated 11 packages in 36.548s

Figure 4.29: Installation of Node-Red.

By calling *""+&,$&+ in the Powershell, the Node-Red server starts, and the creation of a
so-called flow (the Node-Red application), can be started via the Web-GUI.

EX node-red = ] X

PS C:\> node-red
22 Jul 16:37:38 - [info]

ilelcome to Node-RED

[info] Node-RED version: v2.0.2

[info] Node.js version: v14.17.3

[info] Windows_NT 10.0.19042 x64 LE

[info] Loading palette nodes

[info] Dashboard version 2.30.0 started at /ui

[warn] --

[warn] [node-red-node-rbe/rbe] ‘rbe’ already registered by module node-red
[warn] -

[info] Settings file \Users\info\.node-red\settings.js

[info] Context store : ‘default’ [module=memory]

[info] User directory : \Users\info\.node-red

[warn] Projects disabled : editorTheme.projects.enabled=false

[warn] Flows file name not set. Generating name using hostname.

[info] Flows file : \Users\info\.node-red\flows_DESKTOP-0277G9].json
[warn]

our flow credentials file is encrypted using a system-generated key.

If the system-generated key is lost for any reason, your credentials
file will not be recoverable, you will have to delete it and re-enter
our credentials.

ou should set your own key using the ‘credentialSecret’ option in
our settings file. Node-RED will then re-encrypt your credentials
file using your chosen key the next time you deploy a change.

[info] Server now running at http://127.0.0.1:1880/
22 Jul 16:37:40 - [info] Starting flows
22 Jul 16 @ - [info] Started flows
22 Jul 16:37:40 - [info] [mqtt-broker:MQTT Client] Connected to broker: mqtts://eul.cloud.thethings.network:8883

Figure 4.30: Start of Node-Red Server.

You can start the Web-GUI via the a browser by calling -**./-0""1234556 or the relevant IP
address and port 1880, and it appears as shown in Figure 4.31.
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Node-RED x | + (-

€ > C 1 OQlocalhostiso/#flows.. % @ WM O ~ [, OO0 O ® HODLD *x h @ 9 » Q :
@) ck blogckblog2016.... Aus Intemet Explor... [M@l IFTTT /Dashboard ¥ Bookmarks %% Dropbox » | Weitere Lesezeichen | Leseliste
=<2 Node-RED == Ubemahme (deploy) ~ = ‘
Q Nodes filtern Flow 1 Flow 2 + || = | #¥ Debug ‘ i & % & v |
- — S b § Ry

v Allgemein M { Y Alle Nodes/Flows -]

- - 22.7.2021,17:17:40 node: OpenWeather Data -

$ ﬂ" et msg.payload : Object

» { weather: "Clouds”, temp: 28.1,
humidity: 46, pressure: 1019,
windspeed: ©.89 }

comment

v

<

» | .
ml[=[o]+] | =]

Figure 4.31: Node-Red Web-GUI.
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I will come to programming in Node-Red with an application later. The book "Programming
with Node-RED" by Dogan lIbrahim [14], which | have consulted at several points, o [erk
good help.

Not everyone will like to switch their PC to keep the Node-Red server permanently running.
An alternative example is a remote server on a Raspberry Pi, which | would like to introduce
in the following chapter.

4.7.2.2 Node-Red Installation on Raspberry Pi
I am using a Raspberry Pi Bundle RP14 BDL 2GB 7TD from Reichelt to build a remote server

that runs continuously.

The bundle consists of:

a Raspberry Pi 4 B with 2 GB RAM

a 7 "capacitive touch display with 800 x 480 pixels

suitable housing for the touch display and the Raspberry Pi

= a power supply unit with 5.1 V DC, 3 A on a USB Type-C connector

a 16 GB microSD card (Class 10) with a pre-installed operating system

In addition, for the sake of simplicity, there is also a wired keyboard and mouse, which are
only required for setting up the Raspberry Pi.
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The equipment here is only intended to show what | use. If you already have another Rasp-
berry Pi, it usually does the same.

The easiest way to install Node-Red is to start on the website https://nodered.org/docs/
getting-started/raspberrypi.

As before any new project, the software on the Raspberry Pi should be updated/upgraded.
I’m using the Raspberry Pi OS (Raspbian).

By entering the following commands in a terminal, you start an update in which the list of
the installed program packages are read in again and updated. An upgrade installs all new
versions of the software packages.

$ sudo apt update && sudo apt upgrade

To make sure all the necessary precautions for the installation of Node-Red have been tak-
en, you should execute the following command.

$ sudo apt install build-essential git curl

Once all of this has been done, the actual installation can be started by entering the fol-
lowing command.

$ bash <(curl -sL https://raw.githubusercontent.com/node-red/linux-installers/
master/deb/update-nodejs-and-nodered)

Be prepared for a longer installation process. In the case of the hardware | presented here
with the newly installed firmware, this process only took a few minutes.

To start the Node-Red server locally, enter the *""+&,$&+ command in a terminal. Pressing
Ctrl-C or closing the terminal window stops Node-Red.

Due to the limited memory of the Raspberry Pi, you have to start Node-RED with an ad-
ditional argument to instruct the underlying Node.js process to release unused memory
earlier than usual.

$ node-red-pi --max-old-space-size=256

The installation script for Node-Red on the Raspberry Pi also allows Node-Red to run as a
service in the background and start automatically during the boot process.

The following commands are then available:
= node-red-start starts the Node-RED service and shows its log output

(comparable to Figure 4.30). Ctrl-C or closing the window does not stop the
service. It continues in the background.
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= node-red-stop stops the Node-RED service
= node-red-restart stops the Node-RED service and starts it again
= node-red-log shows the log output of the node-red service

The start of Node-Red does not diLerd from that of the PC version. Figure 4.32 shows this
on my 7 " touchscreen for the Raspberry Pi.

AR\
(11T
aw

—

= 15:47

CO‘NodeRED-Chromium pi@raspberrypi:~
pi@raspberrypi: ~ i

Datel Bearbeiten Reiter Hilfe

t einem vom

ausgefihrt

Figure 4.32: Starting the Node-Red Server on Raspberry Pi.

To start the Node-Red service during the boot process, enable the autostart of the service
with the following command:

$ sudo systemctl enable nodered.service
Disable the autostart with the following command:
$ sudo systemctl disable nodered.service

The Web-GUI is called up again by entering the URL 0227388-""./-0"1234556. If editing
with a 7 " monitor is a little uncomfortable, you can also do it from a PC.

To do this, you need to know the IP address of the Raspberry Pi. The command
$ ifconfig

determines the IP address. Call the Web-GUI on the Raspberry Pi from an external PC in
the form 02273889: ; "<++$=34556.
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4.7.2.3 Node-Red Application

I want to show a Node-Red application for the M5Stack COM-LoRaWAN sensor node pre-
sented in Section 7.2.7. You may want to come back to this section after you have studied
this.

The sensor node determines the temperature, relative humidity, and barometric pressure
and sends this data and the charge status of the battery in percent to the TTS (CE) server.
I want to read back this data from the server and visualize it with the Node-Red applica-
tion. In addition, | would like to query the current weather data from OpenWeatherMap and
display it for comparison.

To understand the application example presented here, you need to expand the Node-Red
palette to include node-red-dashboard and node-red-node-openweathermap.

Figure 4.33 shows the description of the application in the so-called Node-red flow. The
query of the MQTT server from TTS (CE) is carried out via the node mqtt in with the desig-
nation TTS (CE) M5Stack Data. A conversion of the received data into a JSON object occurs
in the payload decoder, which can be displayed when the debug node is switched on. How-
ever, as shown in Figure 4.33, | switched o [—debug node because it is no longer needed
after commissioning.

Figure 4.33: Node-Red Flow.

The following lines of code show an excerpt from the received JSON object. | have marked
the user data visualized later in bold.
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{"end_device_ids":
{"'device_id":"mym5stack",
"application_ids":
{"application_id":"m5stack-com-lorawan"},
“'dev_eui " :""0000AC33A5C40A24",
*join_eui™:""0000000000000000",
""dev_addr':""260BD16E"},
“correlation_ids":[...],
"received_at':""2021-07-28T00:26:41.836179970Z",
"uplink_message":
{""session_key_id":"AXrJunM2UOar5bzZMIkpi3Q=="",
"“f_port':2,
"f_cnt":931,
"frm_payload": " 1AcAaCAABNOBECCA™,
""decoded_payload':
{"bat":100,""humi'':82.96,"press'":967.74,"temp':19.4},
"'rx_metadata:
[{"'gateway_ids'":
{"'gateway_id":"ck-1ps8",
«eui»:»A840411F4B104150»},
«time»:»2021-07-28T00:26:41.6069562Z>»,
«timestamp»:4229742507,
«rssi»:-57,
«channel_rssi»:-57,
«snr»:7.5,
«location»:
{«latitude»:..,»longitude»:..,»altitude»:420,»source»:».»},
“"uplink_token™:".",
“'channel_index":2},
{"'gateway_ids'":
{"'gateway_id":"packetbroker"},
"packet_broker':
{"message_id":".",

"home_network_cluster_id":"ttn-eul™},
«time»:»2021-07-28T00:26:41.5790839197»,
«rssi»:-67,

«channel_rssi»:-67,

'snr'':8.25,

“"uplink_token™:"..."}],

"settings":

{""data_rate":

{"lora":{"bandwidth':125000,"spreading_factor':7}},

"data_rate_index":5,
""coding_rate':"4/5",
“frequency': 868500000,
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"timestamp':4229742507,
“time":""2021-07-28T00:26:41.6069567"},
"received_at":""2021-07-28T00:26:41.625142501Z2",
"confirmed":true,
"‘consumed_airtime':"'0.061696s",
"locations":{"user":{".."}},

"network_ids":{.}}}

The temperature is accessed, for example, through the following JavaScript lines, which are
assigned to the function node upstream of the display node. | have marked the relevant
keywords in bold again.

var temp = { payload: msg.payload.length };
temp.payload = msg.payload.uplink_message.decoded_payload.temp;
return temp;

The function node is followed by two display nodes - one for a pointer instrument (gauge)
and one for a line diagram (chart), which shows the values for the last twelve hours. | han-
dled the branches for moisture, pressure, and battery status in the same way.

The values for Date & Time respectively RSSI and Spreading Factor are in di Lerent branch-
es. The decoding, however, is comparable.

var rssi = { payload: msg.payload.length };
rssi.payload = msg.payload.uplink_message.rx_metadata[O].rssi;
return rssi;

Now, the data for the display elements are available, we can set up the Node-Red dash-
board.

To use the OpenWeatherMap node named your residence, you need an account with Open-
WeatherMap and the APl key generated there. You have to enter the node for the con-
nection exception. The individual parameters are decoded from the JSON object and put
together in an object for output.
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Temperature Humidity Pressure Battery State

Date&Time
' 2021-07-21T14:27:25.871869Z
26.56 45.88 970.89

Temperature Humidity Pressure Battery State

950

0 90 0
120000 140000 170000 140000 15.00:00 162800 14:1000 15:10:00 162800 14:10:00 15:1000

{"weather":"Clouds","temp":27.5,"humidity":47," pressure":1020, " windspeed":1.34}

Figure 4.34: Node-Red Dashboard on PC.

Figure 4.34 shows the Node-Red dashboard for a PC screen. Temperature and relative hu-
midity hardly di Ceflbetween the measuring points over the day. It looks a little di Lerknt for
pressure. The measuring points are approx. 1.5 km apart in the same location.

For the 7" display used with the Raspberry Pi, the content to be displayed has to be re-
duced. | removed the line charts first as they were di [culk to read. So that the text outputs
are visible next to the gauges, they are arranged below them. This modification still does
not provide a good display in the browser window (Figure 4.35). With a full-screen display
and the scaling of the browser to 90%, the display result is acceptable (Figure 4.36).

“ @ [pi@raspberrypi:~] GNodeREDDashboar... A * T o) 1834
Node-RED Dashboard - Chromium
= Knoten-RED x | > Node-RED Dashboard x| +

& > C ® http://localhost:1880/ui/#!/0?socketid=K37THQGStpGQ54XW-AAAA + H 9O » e :

Home

Temperature Humidity Pressure Battery
” / <
ﬁd 25.41 64.24 965.09
o © 50 o wm 100 500 nPa 1100

Info

Figure 4.35: Node-Red Dashboard on Raspberry Pi 7" Display.
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Temperature

Humidity Pressure Battery

Info
Date&Time 2021-07-27T16:25:10 RSSI: -66 SF:7

OpenWeather Data

{"weather":"Clouds","temp":22.7,"humidity":91,"p e":1014,"wind: d":0.29} <
R e R e R e >

Figure 4.36: Node-Red Dashboard on Raspberry Pi 7" Display — Full-Screen.

The Node-Red server installed on the Raspberry Pi can run continuously.

4.7.3 Cayenne
Cayenne describes itself as the world’s first drag-and-drop loT project builder supporting
rapid prototyping. Cayenne can be used to visualize data transmitted to TTS (CE).

To visualize data on the Cayenne Dashboard, you must code it as the Cayenne Low Power
Payload (CayennelLPP). CayennelLPP contains metadata for Cayenne describing the data
that will be transferred to the Cayenne dashboard.

We need to define an identifier and data type as part of each value. The first byte in a Cay-
ennelLPP data structure is the identifier, i.e., the channel ID. The second byte is the data

type.

Datal Data2

Channel

Type

Data

Channel

Type

Data

1 Byte

1 Byte

n Byte

1 Byte

1 Byte

n Byte

The following URLs have further information on CayenneLPP:
https://developers.mydevices.com/cayenne/docs/lora/
https://www.thethingsnetwork.org/docs/applications/cayenne/

I will show how to generate the data to be visualized with CayennelLPP through a LoRaWAN

node in an application example in section 7.2.3. CayennelLPP must be set in the payload
formatter to decode the payload.
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Register at https://cayenne.mydevices.com/ and log into the account you have created.
Click Add New > Device/Widget and select The Things Network. Select CayenneLPP from
the many devices o [ered (Figure 4.37).

c Cayenne LPP >
Cayenne Low Power Payload

LPP

Figure 4.37: Selection CayenneLPP.

Enter the required information according to Figure 4.38. You can find the DevEUI via the
TTS (CE) console on the LoRaWAN device concerned.

Since the device used is already registered with TTS (CE), the Activation Mode field must
show Already Registered. The device is stationary, so enter under Tracking >0%1" +&?%.&"
+""&1*@2" A"?&. The specification of the location address defines the entry in the map and

is also shown.

Enter Settings
® Cayenne Cayenne LPP
Cayenne Low Power Payload
LPP
This device uses Cayenne LPP
Cayenne LPP In
0035@EEDFB5A
Already Registered v
Tracking
This device doesn't move v
Talstrasse 13b, 8852 Altendorf, Schweiz [

Figure 4.38: Information on the device to be linked.
Cayenne now has all the information and automatically builds the Cayenne dashboard

based on the transmitted data. Figure 4.39 shows a possible arrangement of widgets de-
rived from the transmitted payload.
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Figure 4.39: Cayenne Dashboard ready.

4.7.4 Thingspeak
ThingSpeak is an easy-to-use loT platform that enables simple visualizations.

It is necessary to set up an account at https://thingspeak.com/. You will receive the access
data when you set up a ThingSpeak channel. You can use four channels for free. Additional
channels are chargeable. An extensive ThingSpeak documentation provides further infor-
mation:

https://ch.mathworks.com/help/thingspeak/collect-data-in-a-new-channel.html

The easiest way is to create a new channel is via the web interface. You can send data to
this channel using an HTTP POST request:

POST https://thingspeak.com/
update?key=channelWriteApiKey&Ffieldl=valuel&field2=value2&. . .&Field8=value8

With the desired channel’s Write API key, several variables can be sent to the channel. In a

HTTP POST, you can place a maximum of eight numeric or alphanumeric values in fieldl
to fields.

e 67



Develop and Operate Your LoRaWAN loT Nodes

There is also the option of specifying a location in latitude, longitude, and altitude (param-
eters lat, long, and elevation) and a status message (parameter status). This data is stored
in the channel and can be used in ThingSpeak or can be visualized on external websites.

There are two di Lerknt ways to use ThingSpeak. There is a hosted version, which you can
access at https://thingspeak.com/. | use this version here.

The other way is the open-source version. You can download the associated code from
a GitHub repository (https://github.com/iobridge/ThingSpeak). You will also find a corre-
sponding installation guide for Linux (Ubuntu).

The article [13] presents the dilerences and the advantages and disadvantages of both
variants.

If you want to connect ThingSpeak to TTS (CE), a webhook takes over the HTTP POST
request.

| visualized the tabs Healthy Home Sensor IAQ in Section 7.1.6 with ThingSpeak. Use the
steps shown there as a template for visualizing other measurement data. | only want to
anticipate the result with Figure 4.40. You will find the details and everything else in chapter
7.1.6.
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L:] ThingS peak ™ Channels~ | Apps~  Support~ CommercialUse ~ How to Buy @
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Figure 4.40: Thingspeak Public View.

4.7.5 Datacake

Datacake is another 10T platform — anyone can use it without any special knowledge of 10T
or programming.

Datacake o [erk templates for common LoRaWAN devices. To set up Datacake for a new Lo-
RaWAN device, all you need to do is enter the DevEUI. The platform creates the device with
dashboard and payload decoder and uplinks to the platform. No programming is required.
In a few minutes, the measured values arrive on the Datacake dashboard.

For the Dragino LHT65 considered in Section 7.1.2, | will show you the steps required to

set up Datacake. You can operate two devices for free. However, the costs for a paid plan
are also limited for makers.
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The following figures show the four steps for registering a LoRaWAN device at Datacake. Of
course, you have to create an account with Datacake in advance. In the first step (Figure
4.41), select the device to be added — here a Dragino LHT65.

Add Device X
,
@ X
Partide
LoRaWAN PARTICLE APL DZero D Zero LTE PINCODE
STEP1 STEP2 STEP2 STEP4
Product Network Server Devices Plan
Datacake Product

You can add devices to an existing product on Datacake, create 2 new empty product or start with
one of the templates. Products allow you to share the same configuration (fields, dashboard and
more) between devices.

New Product from Existing Product New Product
template Add devices to an Create new empty
Create new product existing product product

from a template

Device Template
Datacake supports LoRaWAN devices from different manufacturers out of the box without
complex configuration and setup.

dra a All Manufacturers $
Dragino LHT65 ps
Dragino
Dragino LSEO1 P
Dragino
Dragino LSN50 v2 P
Dragino

Official Template for the Draging LSNSO v2 - Contributed by David Huang from Dragire.

Dragino LSPHO1

D ovencs
Dragino

Official Tempiate for the Dragino LSPHO1 - Contributed by David Huang from Dragin.

Dragino LT-22222-1

Dragino

Showing 6 to 10 of 11 results Previous Next

Figure 4.41: Configure Datacake — 1.

The second step is to select the LoRaWAN server. Figure 4.42 shows the selection of the
TTS (CE) server. Registration for TTN V2 is no longer possible.
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Add Device X
0
@ X
Partice
LoRaWAN PARTICLE AP D Zero DZero LTE PINCODE
STEP1 STEP2 STEP3 STEP4
Product Network Server Devices Plan

Network Server
Please choose the LORAWAN Network Server that your devices are connected to.

alills,  The Things Stack v ) )
Uplink: Downlinks
© WP TINV3/Things Industries ks —

‘ The Things Network V2
mennes  The old Things Network

Uplinks Downlinks

@) heiium  Helium Uplinks  Downlinks
wae T LORIOT Uplinks Downlinks
kerlink  Kerlink Wanesy Uplinks

Showing 1 to 5 of 8 results Previous Next

- 3

Figure 4.42: Configure Datacake — 2.

In the following step (Figure 4.43), you have to enter the DevEUI of the relevant device,
and a name is assigned. The DevEUI can be queried via the TTS (CE) console because the
device linked here should already do its job independently of the visualization in the TTS

(CE).

Add Device x
|
@ X &
Partice
LoRaWAN PARTICLE API D Zero DZero LTE PINCODE
STEP 1 STEP 2 STEP3 STEP 4
Product Network Server Devices Plan
Add Devices

Enter one or more LoRaWAN Device EUIs and the names they will have on Datacake.
DEVEUI NAME

/@ A8 40 41 AC C1 82 D2 BE 8bytes t Dragino DHT65 In

+ Add another device

- 3

Figure 4.43: Configure Datacake — 3.
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In the last step (Figure 4.44), | choose the free plan for the first test and add the device.

Add Device X
|
@ X @ @2 a
Particle
LoRaWAN PARTICLE API D Zero D Zero LTE PINCODE
STEP1 STEP2 STEP3 STEP4
Product Network Server Devices Plan

Free Light Standard Plus
0,00€ / month 1,00€ / month 3,00€ / month 5,00€ / month

7 days data 1 month data 3 months data 12 months data
retention retention retention retention

500 datapoints / 1.000 2500 7.500

day datapoints / day datapoints / day datapoints / day
max. 2 per Cancel any time Cancel any time Cancel any time
workspace

Cancel any time

Have a code?

il Apply

Back Add 1 device

Figure 4.44: Configure Datacake — 4.

Registration is complete with a click on the Add 1 device button.
To connect to TTS (CE), you need an API token (Figure 4.45), which you can find in your

Datacake profile. Please note that the APl token enables access to your entire account —
therefore, treat it like your password!
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Edit webhook

Template information

Datacake
@ Send data to Datacake via TT| adapter

About Datacake @ | Documentation @

General settings

Webhook ID*

|ht65-datacake

Webhook format *

JSON

Endpoint settings

Base URL*

https://api.datacake.co/integrations/lorawan/tti Nl

Downlink APl key

The API key will be provided to the endpoint using the "X-Downlink-Apikey" header
Additional headers
Authorization oken 2520 -+ [

+ Add header entry

Figure 4.45: Datacake APl Token — Entry in Webhook.

The presented registration of a known LoRaWAN device is straightforward. You can practi-
cally register any device, even if it is unknown to Datacake. A very detailed documentation
under the URL https://docs.datacake.de/lorawan/get-started helps in any case.

Finally, I would like to show you a possible result for the visualization on the desktop. As

you can see from Figure 4.46, the hot spell from June 2021 is over, and we are happy about
20° C during a rain break.
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Figure 4.46: Datacake Visualisation on Desktop.

Datacake also o [erk the option of visualization on a mobile phone with adapted sizes of the
elements in the display. Figure 4.47 shows the same data visualization as in Figure 4.46,

only this time on my smartphone.
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Figure 4.47: Datacake Visualisation on Smartphone.
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Chapter 5 = LoRa Transceivers

LoRa transceivers have a radio modem that, thanks to spread spectrum modulation, o [erk
a long-range data transmission, high immunity to interference, and minimal power con-
sumption.

5.1 Semtech LoRa Transceiver

The modulation technology developed and patented by Semtech (https://www.semtech.
com) enables transceivers within this product family to achieve sensitivities of —137 dBm or
—148 dBm. The high sensitivity combined with the +22 dBm power amplifier makes these
transceivers ideal for any application that requires long-range or robustness.

The LoRa RF platform o [erk a cost-e [edtive solution for connecting battery-operated devic-
es to the network infrastructure. You can find a list of the available LoRa transceivers from
Semtech at https://www.semtech.com/products/wireless-rf/lora-core

Figure 5.1 illustrates by the block diagram of the SX1276 that LoRa transceivers from
Semtech are complex modules.

w -
u_msvD—4

Figure 5.1: Block Diagram Semtech SX1276.

The application note "MCU Requirements for LoORaWAN™" at https://sforce.co/3ga7qhi for-
mulates the requirements for the microcontroller connected via SPI.

5.2 LoRa Transceiver Modules
As a rule, you will only assemble LoRa transceiver chips in an industrial environment and
use LoRa transceiver modules when using them as a maker or for prototyping.

5.2.1 HopeRF RFM95/96/97/98(W)

HopeRF modules RFM95/96/97/98 (W) (https://bit.ly/3vlgY4h) provide an SPI inter-
face to the microcontroller. The board contains all additional required components of the
RFM95/96/97/98 chip (Figure 5.2).
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Figure 5.2: HopeRF RFM95W.

The resulting simple integration into an application board leaves these modules on numer-
ous development and application boards.

Here are some arbitrary examples:

= Adafruit Feather MO RFM69 Packet Radio
* Dragino LoRa Shield — 868 MHz v1.3
* LoRa/GPS HAT for Raspberry Pi

There are also boards with directly installed Semtech LoRa transceiver chips.
Again, here are two arbitrary examples:

e radino32 SX1272
e Lora Hack — HPRF

5.2.2 Olimex LoRa868

Technically comparable to the HopeRF module RFM95 is the new Olimex LoRa868. This
LoRa transceiver is based on a Semtech SX1276, which determines its product properties.
Figure 5.3 shows a top view of the breadboard-friendly module.

o
@
|
—
o
o
o
-
N
~
o

: >

Figure 5.3: Olimex LoRa868.
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Olimex publishes the following product characteristics:

Semtech SX1276 transceiver

SPI interface with up to 10 MHz SCK

Operating voltage range: 1.8-3.7 V DC (3.3 V)

u.FL connection for external antenna

Temperature range —40 to +85 °C

Distance between the connection rows: 0.8 inches (20.32mm)
Dimensions: 0.9 inch (22.86 mm) x 1.023 inch (26 mm)

When using this component, it is best to use the libraries provided by Olimex.

5.2.3 Microchip RN2483
At the module level, Microchip, a LoRa-IP licensee, o Lerk the RN2483 LoRa module for Eu-
ropean applications at 868 MHz (Figure 5.4).

Figure 5.4: Microchip RN2483.

The module contains an application-specific microcontroller with the LoRa protocol stack,
LoRa-compatible radio transceiver, and a serial EEPROM that provides the device with a
unique EUI-64 identifier. Additionally, the module olers fourteen GPIOs for analog and
digital sensor inputs, switches, or status indicators (Figure 5.5).

A UART interface and special command interface described in [9] are responsible for com-

municating with the host controller. The command interface dilers from the frequently
used AT command interface.
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Host MCU

RN2483 Module

UART

Command Processor

LoRaWAN™ Protocol Stack

Real-Time

EUI-64 32768 Hz LoRa"® Technology
EEPROM Crystal Radio

User Hardware: Antenna Antenna
Status LEDs, Switches, Logic I0s, etc. 433 MHz 868 MHz

Figure 5.5: Microchip RN2483 Block Diagramm (Image: Microchip).

14 GPIO Pins

The module is a class A device. It has a long transmission range thanks to an integrated
power amplifier for +18.5 dBm (+14 dBm in the RN2483) combined with a receiver sensi-
tivity of —146 dBm.

Due to the simple integration given here, the module can be found, for example, on "The
Things Uno" in combination with an Arduino Leonardo. The communication between Ardui-
no Leonardo and RN2483 takes place via UART.

5.2.4 Murata CMWX1ZZABZ
Murata worked with STMicroelectronics and Semtech to develop a low-cost, small form
factor LoRaWAN module (Figure 5.6).

Figure 5.6: Murata CMWX1ZZABZ-Modul.

Consequently, the module contains an STM32LO microcontroller (ARM Cortex-MO+) and
provides numerous interfaces (12C, UART, USB, SPI).
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The Murata CMWX1ZZABZ module has pre-certified radio approvals in most world regions
for operation in the ISM frequency range (868 and 915 MHz).

The Arduino MKR WAN 1300 combines this module with a SAMD21 from Atmel (now Mi-

crochip). The communication between the SAMD21 and CMWX1ZZABZ module is via the
UART interface.
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Chapter 6 = Reduction of Current Consumption

Battery-oper