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LoRaWAN has developed excellently as a communication solution in 
the IoT. The Things Network (TTN) has contributed to this.
The Things Network was upgraded to The Things Stack Community 
Edition (TTS (CE)). The TTN V2 clusters were closed towards the end 
of 2021.

In this book, I will show you the necessary steps to operate LoRaWAN 
nodes using TTS (CE) and maybe extend the network of gateways 
with an own gateway. Meanwhile, there are even LoRaWAN gateways 
suitable for mobile use with which you can connect to the TTN server 
via your cell phone.

I present several commercial LoRaWAN nodes and new, low-cost and 
battery-powered hardware for building autonomous LoRaWAN nodes.
Registering LoRaWAN nodes and gateways in the TTS (CE),  providing 
the collected data via MQTT and visualization via Node-RED, Cayenne, 
Thingspeak, and Datacake enable complex IoT projects and completely 
new applications at very low cost.

This book will enable you to provide and visualize data collected with 
battery-powered sensors (LoRaWAN nodes) wirelessly on the Internet.
You will learn the basics for smart city and IoT applications that enable, 
for example, the measurement of air quality, water levels, snow depths, 
the determination of free parking spaces (smart parking), and the intel-
ligent control of street lighting (smart lighting), among others.
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Chapter 1 • Preface

Chapter 1 • Preface

The Internet of Things (IoT) is on everyone’s lips and promises massive changes in the 
technological landscape. Knowledge of every new technology is essential to avoid being 
unprepared. Such knowledge may be challenging to develop in retrospect.

IoT is defined by the networking of things (sensors, embedded systems) and the associated 
creation of added value, and finally, new business models based on this. The connecting 
element is recorded and transported data.

With the technologies available, this was in principle already possible, but not at acceptable 
costs or only with limited properties. If the IoT connection in the often-touted intelligent re-
frigerator is more expensive than the refrigerator itself, then acceptance of such a product 
is hard to be expected. The basic properties of an IoT node, as we will henceforth refer to 
our intelligent refrigerator and similar components that need to be networked, i.e., things 
in themselves, are

• great coverage
• wireless connection to the network
• battery operation with long battery life
• low price.

IoT nodes incorporate various objects, sensors, measuring devices, monitoring systems, 
and security systems.

Low Power Wide Area Network (LPWAN) is a generic term for many different communi-
cation protocols. As you can see in Figure 1.1, there are others for LPWAN connections 
worldwide. In addition to LoRa or LoRaWAN, which are in focus here, NB-IoT, Sigfox, LTE-M, 
Weightless, Symphony Link, and a few others compete.
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F  igure 1.1: Number of LPWAN connections worldwide.

In Figure 1.1, the dominance of LoRaWAN and NB-IoT over the other LPWAN technologies 
is clear to see.

LoRaWAN is an open LPWAN system architecture developed and standardized by the LoRa 
AllianceTM, a non-profi t association of more than 500 member companies. 

Near the end of 2021, the International Telecommunication Union (ITU), i.e., the United 
Nations specialized agency for information and communication technologies (ICTs), offi  cial-
ly approved LoRaWAN as a standard.

The standard is titled Recommendation ITU-T Y.4480 "Low power protocol for wide-area 
wireless networks" and is under the responsibility of Study Group 20 of the ITU Telecom-
munication Standardization Sector (ITU-T), ITU’s standardization expert group for "Inter-
net of Things and smart cities and communities" (https://www.eenewseurope.com/news/
lorawan-recognized-itu-standard).

LoRa is based on the Chirp Spread Spectrum (CSS) modulation technique, enabling long-
range low-power communication. I will go into this in more detail later.

NB-IoT, on the other hand, works in the licensed spectrum (i.e., not free of charge) and 
uses LTE, Frequency Division Multiple Access (FDMA) in the uplink, orthogonal FDMA (OFD-
MA) in the downlink, and quadrature phase-shift keying (QPSK) modulation.
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Both technologies can compete in Quality of Service (QoS). IoT applications requiring more 
communication are better served by NB-IoT, as this has no work cycle restrictions in the 
licensed spectrum. However, NB-IoT points higher total cost of ownership (TCO) than Lo-
RaWAN.

Don’t be afraid of the terms used here. You can find explanations in the glossary at the end 
of the book. So much for the distinction between LoRaWAN and NB-IoT!

If you want to deepen the comparison between the two LPWAN technologies, I will refer you 
to the white paper entitled "LoRaWAN and NB-IoT: Competitors or Complementary?" [1].

LoRaWAN is a widespread and, under certain conditions, accessible and free option for 
everyone wanting to transmit data from an IoT node. It is thereforethe focus of our con-
siderations.

Unlike other protocols, the LoRa standard is open source and not proprietary – one reason 
for the rapid growth of LoRaWAN networks across entire countries, starting in metropolitan 
areas.

This book uses commercially available LoRaWAN sensor nodes developed using simple 
means and at low costs. These LoRaWAN nodes send data to a LoRaWAN server. They can 
then be called up and integrated into any application.

You are well prepared for this promising task if you have gained your first experience with 
an Arduino so far. The Arduino IDE covers all microcontrollers of different architecture con-
sidered here so you do not have to work with different development environments.

On the base of an ESP8266 microcontroller from Espressif, I had already shown that we 
could set up a WiFi-compatible IoT node for a very low cost (US $ 15) [2].

At the time, I worked with an ESP8266 Node MCU obtained directly from China. There is-
now enough availability here, but not at comparable prices.

My studies have shown that WiFi is only suitable to a limited extent for a battery-operated 
IoT node due to its short range and relatively high power requirement [3] [4].

The LoRaWAN nodes presented here open up entirely new possibilities, whereby the costs 
are not significantly higher.

The Internet of Things (IoT) requires a global infrastructure that connects IoT nodes for 
information exchange. We already encounter these developments daily.

Think of your fitness tracker, which reminds you to complete your exercises, or your bath-
room scale, which warns you of weight gain. Your wristwatch mercilessly reveals a possible 
sleep deficit, and your mobile phone may be equipped with a Corona warning app to help 
limit Covid-19 infection chains.
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With these few arbitrarily selected examples, the complexity of the applications becomes 
evident, which lie above the technical levels of connection establishment and data ex-
change. This book on LoRa & LoRaWAN is about the latter.

LoRaWAN has developed excellently as a communication solution in the IoT. The Things 
Network (TTN) has significantly contributed to this, both for makers and commercial use.

TTN is a global collaborative IoT ecosystem that creates networks, devices, and solutions 
with LoRaWAN. With The Things Stack Community Edition (TTS (CE)), TTN now operates 
an open and decentralized LoRaWAN network. This network is an excellent opportunity to 
start testing devices, applications, and integrations and becomes familiar with LoRaWAN.

With the knowledge conveyed here, you will register end devices and gateways in the TTS 
(CE) or migrate your end devices already in the TTN V2 to TTS (CE).

For better readability, I observe the following conventions for the textual presentation:

• Commands and outputs to the console are in !"#$%&$'(&).
• Entries via the console are in !"#$%&$'(&) in bold.
• Labels, programs, and file names appear in italics.

I often change long web addresses (URLs) using the URL shortener Bitly (https://bitly.
com).

This edition is a translation of my German book "LoRaWAN-Knoten im IoT" published by 
Elektor in November 2021 (ISBN 978-3-89576-467-7, LoRaWAN-Knoten im IoT - Elektor). 
This is why some German sources appear in the references.

I have checked all existing links at the end of 2021. As the Internet is constantly changing, I 
cannot guarantee these links will work or lead to the same content at the time of inclusion. 
Please inform me about broken links!

The program examples presented here can be downloaded from Github at the URL 

 https://github.com/ckuehnel/LoRaWAN-Node/tree/master/---%20Elektor%20---.

Altendorf, December 2021

Claus Kühnel
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Chapter 2 • LoRa

Semtech developed LoRa to fulfill the requirements of the IoT. The following features char-
acterize LoRa:

• LoRa can transmit small amounts of data over several kilometers by radio.
• The considerable transmission distance is achieved with minimal transmission 

power.
• Due to the low energy requirement, sensor nodes equipped with batteries can 

function autonomously for several years.
• LoRa enables bi-directional communication with data rates from 0.3 to 50 kbps. 

Data transfers are possible in an urban environment over 2 to 5 km distances. 
In a suburban environment, you achieve transmissions of up to 15 km.

• LoRa’s modulation type is derived from Chirp Spread Spectrum (CSS) encoding 
technology. This technology uses all of the allocated bandwidth to send a signal 
to spread it over a wider band of the spectrum. This means such a system can 
also operate with a low signal-to-noise ratio (SNR). Therefore, LoRa has a high 
level of robustness against noise.

• LoRa uses the license-free ISM bands at 433 MHz and 868 MHz (ISM = 
Industrial Scientific & Medical) in Europe.

• Thanks to integrated encryption technology, the data transmission is securely 
and optimally protected against unauthorized access.

In the following chapters, I will show you how these properties are achieved and which 
customization options LoRa offers.

2.1 LoRa Basics
LoRa is a proprietary and patented technology developed by Semtech Corp., which works 
based on Direct Sequence Spread Spectrum Modulation (DSSS) with Chirp Spread Spec-
trum (CSS) modulation.

Modulating the data stream (bit sequence) with a code sequence (pre-defined bit pattern) 
generates a significantly higher bit rate and an output signal with a greatly increased band-
width. The bits of the code sequence are called chirps to distinguish them from the bits of 
the digital data stream. Figure 2.1 shows DSSS modulation and the associated spreading 
of the frequency band to be transmitted.

LoRaWAN Nodes in the IoT 220124 UK V2.indd   13LoRaWAN Nodes in the IoT 220124 UK V2.indd   13 14/03/2022   13:0114/03/2022   13:01



Develop and Operate Your LoRaWAN IoT Nodes

● 14

F igure 2.1: Direct Sequence Spread Spectrum Modulation (Image: Semtech).

Figure 2.1 demonstrates that the chirp rate determines bandwidth. The higher the chirp 
rate (i.e., the smaller the chirp time TChip), the greater the resulting bandwidth:

The disadvantage of such a DSSS system is that it requires a highly accurate reference 
clock.

Semtech’s LoRa Chirp Spread Spectrum (CSS) technology off ers a cost-eff ective and pow-
er-saving yet robust DSSS alternative that does not require a highly accurate reference 
clock. Generating a chirp signal that continuously changes its frequency spreads the signal 
spectrum. Figure 2.2 shows the chirp signals used.

F igure 2.2: Chirp Signal for LoRa Modulation (Image: mobilefi sh.com).

Figure 2.3 now shows an unmodulated and a modulated signal in comparison.
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Fi gure 2.3: LoRa Modulation (Image: mobilefi sh.com).

With the unmodulated signal, the frequency change progresses steadily from flow to fhigh. 
However, in the case of a modulated signal, the frequency hop marks the symbol to be 
transmitted. A symbol represents one or more data bits.

The Spreading Factor (SF) indicates how many chirps encode a symbol. The following rela-
tionships apply to the symbol rate RS and the bit rate Rb:

  and  

Figure 2.4 shows a complete LoRa message. The LoRa message begins with a preamble (in-
troduction) with eight up chirps, followed by two down chirps for synchronization (marked 
by the arrow). The modulated data follows this.

Fi gure 2.4: LoRa Message (Image: mobilefi sh.com).

Figure 2.5 shows the format of a complete LoRa message.  
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Fi gure 2.5: LoRa Message Format (Image: mobilefi sh.com).

It is interesting how long it takes to transmit such a LoRa message. The following relation-
ships calculate the so-called Time-on-Air (ToA) or Air Time:

  with  

The calculation of the payload time is somewhat more complex, and the easiest way to do 
this is with an appropriate tool. You can fi nd an Air Time Calculator at the URL 

https://www.loratools.nl/#/airtime.

With this Air Time Calculator, I have calculated the expected air time for SF7 (Figure 2.6) 
and SF12 (Figure 2.7) with a payload of 10 bytes.

The calculations appling to LoRaWAN will be considered later. Therefore the corresponding 
defaults have been taken into account.
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Fig ure 2.6: Air Time Calculation for SF7 and 10 Byte Payload.
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Figu re 2.7: Air Time Calculation for SF12 and 10 Byte Payload.

As expected, the times diff er signifi cantly. Table 1 shows the compared results.

Time SF7 SF12

Preamble Length 12.54 ms 401.41 ms

Symbol Time 1.02 ms 32.77 ms

Time on Air 41.22 ms 991.23 ms

Duty Cycle 0:04 min 1:39 min

Table 1: Air Time Calculation Results.

You can see that with a high spreading factor, the transmission of a LoRa message takes a 
correspondingly long time and will therefore also have an increased energy requirement.

Due to the duty cycle limitation in LoRaWAN, you may send LoRa messages less often. I 
will go into this later.
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Table 2 shows a summary of the LoRa specifi cations for Europe EU868.

Parameter Value

Frequency band 867–869 MHz

Channels 10

Channel bandwidth upstream 125/250 kHz

Channel bandwidth downstream 125 kHz

TX power upstream +14 dBm

TX power downstream +14 dBm

Spreading factor upstream 7 to 12

Data rate 250 Bit/s–50 Kbit/s

Link budget upstream 155 dB

Link budget downstream 155 dB

Tabelle 2: LoRa Specifi cations for Europe EU868.

2.2 LoRa Transmission Range
The link budget indicates the quality of radio transmission channel. Using a simple model, 
you can calculate the link budget. The link budget is composed of the transmitter power Tx, 
the receiver sensitivity Rx, antenna gains on both sides, cable losses, and the free space 
path loss (FSPL) (Figure 2.8) [5].

F igure 2.8: LoRa Link Budget (Image: https://www.waziup.io).

The free space path loss (FSPL) states how much energy is lost in free space over a dis-
tance between transmitter Tx and receiver Rx. The further the distance between Tx and Rx, 
the lower the remaining power.

FSPL attempts to predict the strength of an RF signal at a certain distance. It is a theoretical 
value as many obstacles, refl ections, and losses in the real world need to be considered 
when estimating the signal at a location.
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However, the FSPL is a good approximation for estimating signal loss as it propagates 
through free space. The equation applies:

With d = distance between transmitting and receiving antenna, f = transmission frequency, 
GTx = antenna gain of the transmitting antenna, and GRx = antenna gain of the receiving 
antenna.

With the FSPL Calculator (https://www.everythingrf.com/rf-calculators/free-space-path-
loss-calculator), the calculation is straightforward. For example, this is how you get a 
theoretical FSPL of approx. 91 dB at a distance of 1 km between the transmitting and 
receiving antenna (Figure 2.9).

Fi gure 2.9: FSPL Calculator.

On the receiver side (Rx), the receiver’s sensitivity is the parameter that infl uences the 
link budget. So called Rx sensitivity describes the minimum possible reception power and 
tolerance for thermal noise. The following equation calculates the RX sensitivity:

LoRaWAN Nodes in the IoT 220124 UK V2.indd   20LoRaWAN Nodes in the IoT 220124 UK V2.indd   20 14/03/2022   13:0114/03/2022   13:01



Chapter 2 • LoRa

● 21

BW = bandwidth in Hz, NF = noise factor in dB, and SNR = signal-to-noise ratio, which 
indicates how far the signal must be above the noise.

With the values from [5]

Tx power = 14 dBm
BW = 125 kHz = 10 log10 (125000) = 51
NF = 6 dB (the gateways in LoRaWAN networks have lower NF values)
SNR = −20 (for SF = 12)

we get an Rx sensitivity = −174 + 51 + 6 − 20 = −137 dBm. 

The following applies to the link budget LB:

And with the aforementioned values, a link budget of −151 dB follows.

The Adaptive Data Rate (ADR) mechanism, which controls the transmission parameters of 
an end device, is used to optimize data rates, transmission time, and energy consumption 
in the network:

• Spreading factor
• Bandwidth
• Transmission performance

ADR can optimize the power consumption of devices while ensuring gateways still receive 
messages.

Using ADR, the network server indicates to the end device to reduce the transmission pow-
er or increase the data rate. End devices close to gateways should use a lower spreading 
factor and a higher data rate, while devices far away should use a high spreading factor as 
they require a higher link budget.

ADR should always be activated when an end device has sufficiently stable HF conditions. 
ADR should be active for static devices.

The end devices decide whether ADR should be used or not, not the application or the 
network.

The antennas used can bring an additional antenna gain to contribute to the link budget. 
Rod antennas usually have a radiation pattern reminiscent of a donut (Figure 2.10).
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Fig ure 2.10: Radiation Pattern of a Rod Antenna.

The transmitting antenna radiates the majority of its power to the side, and the radiation 
is lower upwards and downwards. The sensitivity of the receiving antenna is comparable.

Therefore, transmitting and receiving antennas should be arranged roughly in one plane.

In summary, we can state the following:

• The link budget determines the maximum range of a LoRa data transmission.
• The free space path loss (FSPL) limits the transmission range.
• Obstacles that cause refl ections and refractions further shorten the 

transmission range.
• Antenna gain helps to increase the transmission range.

When aligning the antennas, pay attention to the antenna characteristics to secure the 
coverage.

The presentation made here is purely theoretical. You can fi nd practical in-depth informa-
tion in [6]. It shows how the transfer behavior changes in a natural environment and what 
needs to be considered a priority, if necessary. 

2.3 LoRa Communication
Based on basic LoRa nodes, you can build a simple peer-to-peer network in which all nodes 
have equal rights. Figure 2.11 shows a network where each node receives all communica-
tions from other nodes.
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Fig ure 2.11: P eer-to-Peer Network.

In my Arduino handbook [7], I described a pure LoRa data transmission with the compo-
nents shown in Figure 2.12.

For the test, I used a sensor node that records temperature and humidity with a DHT11 
sensor and sends these values to two receivers via LoRa as an example. The addressing of 
the recipients is not provided (broadcasting).

In principle, you can use the same hardware for the receiver node as for the sensor node. 
For practical reasons, I used Wemos TTGO devices as receivers.

Figu re 2.12: LoRa Data Transmission.

After embedding the ESP32 into the Arduino IDE, you must integrate the LoRa Node and 
the esp8266-oled-ssd1306 libraries.

You can use the programs Heltec_LoRa32_Transmit.ino and Heltec_LoRa32_Receive.ino
from the repository to test the LoRa connection. If you want to do this without sensors and 
OLEDs, you can also use the LoRaSender.ino and LoRaReceiver.ino programs. 
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Chapter 3 • LoRaWAN

LoRaWAN refers to a Low Power Wide Area Network (LPWAN) specifi cation, meaning the 
network architecture is used simultaneously.

3.1 LoRaWAN Basics
Figure 3.1 shows the lower layers for LoRaWAN according to the OSI model. LoRa rep-
resents the physical (PHY) layer. As described in the previous section, the Chirp Spread 
Spectrum (CSS) modulation is used to establish a communication link with an extensive 
transmission range.

LoRaWAN forms the Media Access Layer (MAC) and is an open network protocol that pro-
vides secure bidirectional communication, mobility, and localization services.

Figu re 3.1: LoRaWAN Stack (Image: Semtech).

LoR aWAN is standardized and managed by the LoRa Alliance. The fi rst LoRaWAN specifi ca-
tion was published in January 2015.

The LoRaWAN network architecture follows an extended star topology. Gateways form a 
bridge for forwarding messages from end devices (LoRaWAN nodes) to a central network 
server (LoRaWAN server). Gateways are connected to the network server via standard IP, 
while end devices communicate wirelessly with one or more gateways (Figure 3.2).
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Figur e 3.2: Enhanced Network Topology (Star-of-Stars).

Networks like the IoT have a strong need for secure communication. Using several layers 
of encryption meets this requirement:

• Unique network key (EUI64) ensures security at the network level
• Unique application key (EUI64) ensures security at the application level
• Device-specifi c key (EUI128)

3.2 LoRaWAN Device Classes
The LoRaWAN specifi cation defi nes three device classes: A, B, and C. All LoRaWAN devices 
must implement Class A, while Class B and Class C are extensions of the specifi cation of 
Class A devices.

3.2.1 Clas s A
Class A devices support bidirectional communication between an end device and a gate-
way. The end device can send uplink messages to the server at any time. After the uplink 
transmission, the device opens two reception windows at specifi ed times (RX1 Delay and 
RX2 Delay) (Figure 3.3). 

If the server does not respond in any of these receiving windows, the next opportunity does 
not exist until the following uplink transmission from the end device.

Figu re 3.3: Class A Receive Windows Diagram.
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Class A devices that are best suited for battery-operated nodes are primarily considered 
here. These Class A devices are open for messages from the server only a short time after 
sending their data.

3.2.2 Class B
Class B devices extend Class A by adding scheduled receive windows for downlink messag-
es from the server. The end devices periodically open receiving windows using time-syn-
chronized beacons sent by the gateway. 

The time between beacons is called the "beacon period". The end device’s time to receive 
downlinks is a "ping slot". Class B end devices also open receive windows after sending an 
uplink, as you can see in Figure 3.4:

Figu re 3.4: Class B Receive Windows Diagram.

3.2.3 Class C
Class C devices extend Class A by keeping the receive windows open unless they are trans-
mitting, as shown in Figure 3.5. Class C devices allow communication with low latency but 
are more energy-consuming than Class A devices.

Figu re 3.5: Class C Receive Windows Diagram.

3.3 LoRaWAN Communication
In common parlance, the distinction between LoRa and LoRaWAN is not particularly de-
fi ned. Figure 3.6 shows this using the layers of implementation.
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Figur e 3.6: LoRaWAN Communication.

In the end device, referred to here as a sensor, the application communicates via SPI with 
the PHY performing the modulation. The data is transmitted wirelessly to a gateway. The 
physical layer describes LoRa.

The message is received from the gateway via its PHY and forwarded via packet forwarding 
to a TCP/IP stack, ensuring communication with the network server. The network layer 
above the physical layer is called LoRaWAN.

Figure 19 clearly shows that the overall system needs considerably more infrastructure in 
addition to the sensor or LoRaWAN node. 

3.4 LoRaWAN Service Provider
This infrastructure is made available by service providers. In addition to the commercial 
providers, some services can be used free of charge. I want to name three here.

• LORIOT (https://www.loriot.io/) is a Swiss start-up founded in 2015 supporting 
the Internet of Things. Today’s core product is software for the scalable, 
distributed, robust operation of LoRaWAN networks and end-to-end applications 
off ered under various business models.
LORIOT has a free off er for up to 10 devices and one gateway.

• ResIOT ™ (https://www.resiot.io) off ers the development of innovative tools for 
the management of LPWAN networks.
ResIOT has a free off er for 15 devices and one gateway.

• The Things Network (https://www.thethingsnetwork.org/) is an open IoT 
infrastructure supported by its members. Members contribute by placing 
gateways or operating network servers. Together, a secure and redundant 
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collaborative network was created. TTN is evolving into a robust and stable 
global network and offers connectivity where needed. In the following section, I 
will deal specifically with TTN.

There are many other providers, but they currently have to be searched for online. By en-
tering "LoRaWAN Service Provider," Google will find "Approximately 288,000 results (0.55 
seconds)" on December 15th, 2021.

3.5 LoRaWAN Gateway
LoRaWAN gateways form the bridge between LoRaWAN end devices and the LoRaWAN 
server.

The end devices use LoRaWAN to connect to the gateway, while the gateway uses high 
bandwidth networks such as WiFi, Ethernet, and Cellular to connect to the LoRaWAN server.

All gateways within the range of an end device receive the messages from this end device 
and forward them to the LoRaWAN server. The LoRaWAN server reduces messages re-
ceived multiple times and selects the gateway that best forwards all queued messages for 
the downlink. A single gateway can serve thousands of end devices.

Gateways are routers equipped with a LoRa concentrator to receive LoRa packets.

Two types of gateways are common:

• Gateways run on minimal firmware, making them inexpensive and easy to use 
(e.g., The Things Gateway) and on which only the packet forwarding software is 
running.

• Gateways run an operating system for which the packet forwarding software 
runs as a background program (e.g., Kerlink IoT Station, Multitech Conduit). 
This way, the gateway administrator has more freedom to manage the gateway 
and install additional software.

3.6 LoRaWAN End Devices
LoRaWAN end devices connect wirelessly to one or more gateways in the neighborhood and 
transfer data to or receive data from there. End devices are the "things" in the "Internet 
of Things."

I will introduce you to some commercially available end devices and show you how you 
can build such devices by yourself with limited resources and little financial outlay. Since 
the end devices considered here usually record data and send it to the network, these are 
typically referred to as sensor nodes.
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3.7 The Things Network (TTN)
LoRaWAN is also the primary protocol adopted by TTN. In the past, the initiative controlled 
the crowdsourcing of a complete IoT data network for Amsterdam. It is also active in other 
metropolitan areas.
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Chapter 4 • TTN Infrastructure

TTN makes it possible to communicate with the internet without 2G/3G/4G or WiFi. Cell 
phone subscriptions or WLAN access data are also not required.

In 2018, TTN celebrated its third anniversary and could already look back on a substantial 
development that is strongly supported by the community (Figure 4.1).

Figur e 4.1: TTN after three years.

Growth has continued up until now, as the following fi gures show (Figure 4.2).

Figur e 4.2: TTN April 2021.

Over 140,000 registered users and more than 18,000 gateways to the TTN server speak for 
intensive use of the TTN infrastructure (Figure 4.3).
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Figure 4.3: TTN Infrastructure.

There is hardware from TTN for LoRaWAN nodes and LoRaWAN gateways offered by 
well-known distributors, e.g., Farnell (https://de.farnell.com/search?st=TTN). The use of 
third-party hardware is also possible.

Figure 4.4 shows a current mapping of the gateways for Central Europe.
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Figur e 4.4: TTN Mapping Europe.
(https://www.thethingsnetwork.org/map, valid on 10.04.2021)

If you take a closer look at Figure 4.4, you can see the diff erent coverage in the individual 
areas.

4.2 The Things Stack Community Edition TTS (CE) 
LoRaWAN has progressed as an excellent communication solution for the IoT. The Things 
Network (TTN) has contributed a lot for makers and non-commercial use.

As Johan Stocking announced in the opening speech of the Things Conference 2021, The 
Things Network is currently converting to The Things Stack (TTS). The Things Stack is an 
enterprise-class LoRaWAN network server based on an open-source core.

The Things Industries will operate all of TTN’s clusters. The fi rst cluster of TTN V3 https://
eu1.cloud.thethings.network/console works. Migration is fi nished.

The Things Industries is a commercial entity providing enterprise LoRaWAN network serv-
ers with advanced features and professional support. The core product is the open-source 
network server The Things Stack (also used by TTN).

TTN V2 software was updated to The Things Stack Community Edition (TTS (CE), also 
known as TTN V3). Existing users of TTN V2 have to migrate their gateways and devices to 
TTS (CE), as the clusters of TTN V2 were closed towards the end of 2021.
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Therefore, the Things Stack Community Edition is in the foreground in the following consid-
erations. However, you will also find application examples that run in TTN V2. Their migra-
tion should not be a problem with the procedure shown here.

4.3 Own LoRaWAN Gateway
If you have gateways in your neighborhood, all the requirements for integrating your Lo-
RaWAN node into the TTS (CE) are fulfilled. This should be the case, at least in the metro-
politan areas. In the Netherlands, Switzerland, and certain metropolitan areas in Germany, 
the network of gateways is already quite dense.

Otherwise, your LoRaWAN gateway can help. If you shy away from the cost of a fully 
equipped gateway, you can also start with a dual-channel gateway such as the Heltec HT-
M00 (Figure 4.5).

Figure 4.5: Heltec HT-M00.

If you want to start with a full-fledged 8-channel LoRaWAN gateway, The Things Indoor 
Gateway TTIG-868 (Figure 4.6) and the Dragino LPS8 Indoor LoRaWAN Gateway (Figure 
4.7) are inexpensive alternatives.

Figure 4.6: The Things Indoor Gateway TTIG-868.
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Figure 4.7: Dragino LPS8 Indoor LoRaWAN Gateway.

The TTIG-868 is available from Antratek.de for € 74.95 (https://bit.ly/3e9StuG) and the 
LPS8 from EXP-Tech for € 189 (https://bit.ly/32lKTrt) in December 2021.

The following remarks relate to TTS (CE) as a LoRaWAN service provider. This service is an 
excellent entry-level service for makers and semi-professional users, as it allows LPWAN 
technology to be tested free of charge.

4.3.1 Heltec HT-M00 Dual Channel LoRa Gateway
Not everywhere is a comprehensive availability of LoRaWAN and especially TTS (CE) given. 
If you have LoRaWAN nodes that you want to take with you on trips, a mobile LoRaWAN 
gateway is a desirable option.

The Heltec HT-M00 is a small, inexpensive two-channel LoRaWAN gateway with a USB 
Type-C interface that can access the TTS server via a mobile phone set up as a hotspot.

When switching from TTN V2 to TTS (CE), you may not want to sacrifice an established 
TTN V2 gateway for the first steps into TTS (CE) right from the start. Another gateway for 
experiments would then be desirable.

I bought the gateway from Heltec for USD 39.00 (Figure 4.8).
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Figure 4.8: Heltec HT-M00 Gateway.

When using the Heltec HT-M00, ensure that the preamble length of the respective LoRa 
WAN node is 16 (the standard is 8, as you got to know in Section 2.1). The CubeCell nodes 
from Heltec are configured in this way. If the preamble length is not 16, only SF7 can be 
received.

Detailed documentation on the Heltec HT-M00 and its configuration are available at 
https://heltec-automation-docs.readthedocs.io/en/latest/gateway/ht-m00/index.html.

The gateway is switched on by connecting the HT-M00 to a PC via USB and can be switched 
to configuration mode by pressing the "CFG" button and briefly pressing the "RST" button 
be switched. It then reports itself as a WiFi access point (AP) with "M00_XXXX".

By connecting to this AP (password "heltec.org") and entering the IP address 192.168.4.1, 
the configuration page opens (Figure 4.9).
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Figure 4.9: HT-M00 Konfiguration.

In addition to the WiFi access data, you have to enter the address of the TTS server 
eu1.cloud.thethings.network for TTS (CE). After transferring the data by pressing the 
Submit button, the gateway connects to the TTS server via the WiFi setup.

The following figure shows the traffic of the Heltec HT-M00 integrated into the TTS server 
via a mobile phone operating as a hotspot (Figure 4.10).
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Fi gure 4.10: Heltec Gateway HT-M00 at TTS (CE). 

In the application example discussed in Section 7.2.6.2, a Heltec Capsule with HDC1080 
sensor records temperature, humidity, and battery voltage and sends this data to the Hel-
tec HT-M00.

Since the Heltec HT-M00 is a dual-channel LoRa gateway, the LoRaWAN node should also 
be limited to these frequencies. The userChannelsMask is responsible for channel masking. 
If the gateway uses channel 0 & 1 then the userChannelsMask is set as follows:

uint16_t userChannelsMask[6]={ 0x0003,0x0000,0x0000,0x0000,0x0000,0x0000 }; 
// Ch0 & 1 for HT-M00

The smartphone serves as a mobile hotspot. It sends the data received from the HT-M00 
via WiFi to a router and then to the TTS server. The TTS server sends the data to Thing-
Speak for visualization afterward (Figure 4.11).
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Figure 4.11: Mobile LoRaWAN Sensor incl. Gateway with Smartphone as mobile Hotspot.

Instead of the HT-M00 used here, you can also use another suitable LoRaWAN gateway 
in the application described. Using the HT-M00 speaks of its compactness and affordable 
price. The HT-M00, however, is only intended for indoor applications.

4.3.2 Dragino LPS8
The Dragino LPS8 is an open-source LoRaWAN gateway using Semtech’s packet forward-
ing. It is fully compatible with the LoRaWAN protocol, and contains an SX1308 LoRa con-
centrator offering ten programmable parallel demodulation paths.

The LPS8 has pre-configured standard LoRaWAN frequency bands for use in different coun-
tries. The user can also customize the frequency bands if the LPS works in its own LoRa 
network.

The connection to a router, which is responsible for Internet access, can be made via WiFi 
or wired Ethernet.

As you can see from the block diagram shown in Figure 4.12, the Dragino LPS8 is a de-
vice with an Atheros AR9331 processor operating at 400 MHz. The Linux-based operating 
system OpenWRT works as Firmware. You can access the LPS8 via a Web-GUI or SSH via 
WAN or WiFi.
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Fig ure 4.12: Dragino LPS8 Block Diagram.

The LPS8 is factory-confi gured as a WiFi Access Point (AP). It’s the easiest way to access 
this AP with a PC or smartphone via WiFi and confi gure the LPS8 this way (Figure 4.13).

Fig ure 4.13: Confi gure LPS8 via WiFi.

The AP reports with the name dragino-1f4b10 and connects to the smartphone used here 
after entering the password dragino+dragino. After entering the IP address 10.130.1.1 in 
the browser, the web interface of the LPS8 opens (Figure 4.14).

In the LoRaWAN confi guration, it is important to enter Custom/Private LoRa instead of the 
numerous specifi cations at the service provider so that eu1.cloud.thethings.network can 
then be entered as the server address.
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Figure 4.14: Configure LPS8 with Smartphone.

You can register the gateway with an ID at TTS (CE). The first messages should be visible 
in the live data after waiting a short time (Figure 4.15).
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Figure 4.15: Dragino Gateway LPS8.

4.4 Register LoRaWAN End Device
Our efforts aim to integrate end devices or sensor nodes into a LoRaWAN network. For 
this purpose, the end device in question is to register at TTS (CE) to communicate in the 
network.

LoRaWAN knows several identifiers for devices, applications, and gateways:

• DevEUI – 64-bit end-device identifier, EUI-64 (unique)
• DevAddr – 32-bit device address (non-unique)
• AppEUI – 64-bit application identifier, EUI-64 (unique)
• GatewayEUI – 64-bit gateway identifier, EUI-64 (unique)

Unique means a singular identifier comparable to the MAC address in the Ethernet.

The LoRa Alliance assigns 7-bit device address prefixes, whereby all TTS device addresses 
start with 0x26 or 0x27. TTS also assigns specific device address prefixes to specific re-
gions. The device addresses DevAddr start in the EU region, for example, with 0x2601. The 
respective network server is responsible for assigning device addresses within an area. The 
DevAddr (and so-called Session Keys) are assigned to a device during activation.

LoRaWAN supports two modes for activating a device: ABP (Activation By Personalization) 
and OTAA (Over-The-Air Activation).
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With the OTAA, the end devices perform a join procedure with the network, in which a dy-
namic device address is assigned, and security keys are negotiated with the device.

Activation by personalization (ABP) requires the device address and the security key to be 
hard-coded in the device, which is unsafe. ABP also has the disadvantage that end devices 
cannot switch network providers without manually changing the keys in the end device.

If you can freely choose the type of activation, you should opt for OTAA for security reasons. 
The disadvantages of ABP result from the main features (https://www.thethingsindustries.
com/docs/devices/abp-vs-otaa/). In low-power applications, ABP can help to reduce power 
consumption by avoiding the join procedure. The security aspects remain, however.

When a device joins the network, it gets a dynamic (non-unique) 32-bit address (DevAddr). 
Note that device addresses are not unique. Finding the actual device associated with this 
address is done by matching the message’s cryptographic signature (MIC) with a device in 
the database.

The following screenshots show you how to register a new device manually. There are 
ready-made templates for many devices that make this process even more accessible.

There was no template available for the tabs Healthy Home Sensor IAQ to be registered 
here, which is why I had to register it manually.

Figure 4.16 shows the start of manual registration. The first thing to do here is to decide to 
activate, which in most cases will be in favor of the OTAA.

The LoRaWAN version is a specification of the LoRa Alliance that defines the support of the 
media access control functions. You will find the LoRaWAN version for the device registered 
in the relevant datasheet. The most used LoRaWAN versions are v1.0.2 and v1.0.3.
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Figure 4.16: Manual Registration – Step 1.

Figure 4.17 shows the second step in the manual registration of an end device. Here an 
end device ID is assigned to the end device, consisting of lowercase letters and hyphens.

It follows the entries of AppEUI and DevEUI, which the manufacturer of the device must 
provide. An end device name describes the end device in plain text without the restrictions 
that apply to the end device ID. An optional end device description can contain text, for 
example, a brief functional description.

LoRaWAN Nodes in the IoT 220124 UK V2.indd   43LoRaWAN Nodes in the IoT 220124 UK V2.indd   43 14/03/2022   13:0114/03/2022   13:01



Develop and Operate Your LoRaWAN IoT Nodes

● 44

Figure 4.17: Manual Registration – Step 2.

The next step is to select the frequency plan. In Europe, the frequency plan, according to 
Figure 37, applies.
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Figure 4.18: Manual Registration – Step 3.

The last step is to assign the AppKey. The manufacturer supplies it; otherwise, you can 
generate it here online. Figure 4.19 shows this next step again as a screenshot. 
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Figure 4.19: Manual Registration – Step 4.

After clicking on the button  Add end device , registration is complete.

4.5 Duty Cycle & TTN Fair Use Policy
Corresponding regulations are required to ensure (essentially) collision-free use of the ISM 
frequency band. I want to limit ourselves to the European regulations according to ETSI 
(European Telecommunications Standards Institute) and the TTN-specific adaptations for 
our applications here.

Table 3 shows the duty cycles approved by ETSI for the frequencies used by TTN. The duty 
cycle means the time-on-air (transmission time) measured against the observation period.
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Frequency band Frequency SF/BW Duty Cycle

g1

868.1 MHz SF7BW125–SF12BW125

1%868.3 MHz SF7BW125–SF12BW125, SF7BW250

868.5 MHz SF7BW125–SF12BW125

g

867.1 MHz SF7BW125–SF12BW125

1%

867.3 MHz SF7BW125–SF12BW125

867.5 MHz SF7BW125–SF12BW125

867.7 MHz SF7BW125–SF12BW125

867.9 MHz SF7BW125–SF12BW125

Table 3: Frequencies & Duty Cycle according to ETSI EN300.220

In addition, a fair use policy applies in the public community network of TTS (CE), which 
limits the uplink transmission time to 30 seconds per day (24 hours) per node and the 
downlink messages to 10 messages per day (24 hours) limited per node, including ACKs 
for confirmed uplinks. Therefore, the number of downlinks is very limited.

The following rules also apply. For explanation, see 

 https://www.thethingsnetwork.org/forum/t/fair-use-policy-explained/.

The data rate DR (defined by spreading factor SF and bandwidth BW) and the maximum 
packet size roughly depend on the distance to the next gateway and are also described in 
the specification for each region. The ultimate application package size for the European 
EU868 band varies:

• 51 bytes for the slowest data rates, SF10BW125, SF11BW125, and SF12BW125
• 115 bytes for SF9BW125
• 222 bytes for faster data rates, SF7BW125, and SF8BW125 (and SF7BW250)

The LoRaWAN protocol adds at least 13 bytes to the application payload.

When using the various software libraries, pay attention to the maximum supported pay-
load. Some libraries, like LMiC, and some providers, like the Dutch KPN, only support 51 
bytes for all data rates.

In addition to the data rate, the payload length determines the required transmission time 
(time-on-air) and, of course, the energy requirement. In the case of battery-operated 
sensor nodes, battery runtime or the service lifetime of the battery will therefore quickly 
come about. In addition, the sending interval and the number of messages sent daily are 
included in this calculation.
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The Swiss company miromico (https://miromico.ch/) has compiled an estimate of the bat-
tery runtime for its FMLR LoRaWAN modules, which I would like to show excerpts of with 
Table 4. On https://www.miromico.ch/wp-content/uploads/2018/07/FMLR_Family_FAQ.pdf 
you can read the details.

The data shown here is theoretical but illustrates tendencies that can be generalized in one 
way or another. Note that batteries have different durability (self-discharge!) And internal 
resistance depends on the type. Temperature dependencies also affect service life.

Battery lifetime AA Alkaline Cell (Payload 50 Bytes)

Data Rate / Messages per Day 1 12 144 360 1000

DR0 (SF12BW125) 23 years 10 years 1.2 years 190 days 70 days

DR5 (SF7BW125) 26 years 20 years 5.4 years 2.4 years 340 days

Table 4: Battery lifetime as a function of the data rate.

4.6 Payload
Payload refers to user data exchanged between a sensor node and the LoRaWAN network. 
Figure 4.20 shows the structure of a data message in different layers.

Figure 4.20: Data Message (Image: TTN).

The MACPayload comprises a Frame Header (FHDR) followed by an optional Port Field 
(FPort) and Frame Payload (FRMPayload). Finally, in the FHDR, DevAddr, FCtrl, FCnt, and 
FOpts are summarized, which I do not want to consider further here.

It is essential to understand that the encoded sensor data is sent to the LoRaWAN network 
via the payload. We can make it visible again in the TTS (CE) console.

Figure 4.24 shows the data received from the Big Clown LoRaWAN Monitor device (ID: 
big-clown-monitor) in the TTS (CE) console preview. I’ll show you the device itself later.
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 Figure 4.21: Big Clown LoRaWAN Monitor  Data at TTS (CE) Console.

The lower two bytes of the payload contain an internally measured temperature. The de-
coded payload shows the temperature value as {temp: 28.8}. Additionally, you can see 
data for FPort, SNR, RSSI, and bandwidth.

The payload formatter can decode the transmitted byte array. Figure 4.22 shows you the 
procedure using JavaScript. The additional test option on the right side is advantageous, in 
that it helps to avoid mistakes with more complex payload formats.

F igure 4.22: Payload formatter.

With the following JSON listing shown in detail, you can see the data of the end device re-
ceived from the network server. In the JSON listing, I marked a few lines in bold. You should 
be familiar with this content after reading the last section.

{
  "name": "as.up.data.forward",
  «time»: «2021-06-13T16:58:28.169835964Z»,
  «identifiers»: [
    {…},
    {
      «device_ids»: {
        "device_id": "big-clown-monitor",
        "application_ids": {
         "application_id": "sensor-test-field"

        },
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        «dev_eui»: «3632313978396D09»,
        «join_eui»: «0101010101010101»,
        «dev_addr»: «260BB650»
      }
    }
  ],
  «data»: {
    «@type»: «type.googleapis.com/ttn.lorawan.v3.ApplicationUp»,
    "end_device_ids": {
      "device_id": "big-clown-monitor",
      "application_ids": {
        "application_id": "sensor-test-field"
      },
      «dev_eui»: «3632313978396D09»,
      «join_eui»: «0101010101010101»,
      "dev_addr": "260BB650"
    },
    "correlation_ids": […],
    "received_at": "2021-06-13T16:58:28.160419640Z",
    "uplink_message": {
      "session_key_id": "AXoASnTC5Bt2MiRwG4mQgA==",
     "f_port": 2,
      "f_cnt": 733,
      "frm_payload": "IAEAAAAAAAAAAAAAAA==",
      "decoded_payload": {
        "temp": 28.8
      },
      "rx_metadata": [
        {…},
          «time»: «2021-06-13T16:58:27.803920984Z»,
          «rssi»: -75,
          «channel_rssi»: -75,
          "snr": 9.75,
          "uplink_token": "ey…19"
        }
      ],
      "settings": {
        "data_rate": {
          "lora": {
            "bandwidth": 125000,
            "spreading_factor": 7
          }
        },
        "data_rate_index": 5,
        "coding_rate": "4/5",
        "frequency": "867100000"
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      },
      "received_at": "2021-06-13T16:58:27.925711912Z",
      "consumed_airtime": "0.061696s"
    }
  },
  "correlation_ids": […],
  "origin": "ip-10-100-4-193.eu-west-1.compute.internal",
  "context": {
    "tenant-id": "CgN0dG4="
  },
  "visibility": {
    "rights": [
      "RIGHT_APPLICATION_TRAFFIC_READ",
      "RIGHT_APPLICATION_TRAFFIC_READ"
    ]
  },
  "unique_id": "01F834YWY9YXDTD6124T7DWCAY"
}

The end device big-clown-monitor is one component in the sensor-test-fi eld application. 
The receiving date of the message is 06/13/2021 16:58 (2021-06-13T16: 58: 28).

The message was routed via port 2 and is the 733rd message in a row. The payload is listed 
in coded and decoded format.

In addition to the time, the RX metadata also contains information on the Received Signal 
Strength Indicator RSSI and the signal-to-noise ratio SNR. RSSI represents an indicator for 
the reception fi eld strength and thus characterizes the quality of the radio channel.

Finally, data is displayed in the settings that are very important for a sensor node’s oper-
ation. The spreading factor SF7 and a bandwidth of 125 kHz result in the data rate DR5. 
The message was sent over the channel with a frequency of 867.1 MHz. The high data rate 
results in a short time-on-air of just under 62 ms.

It is interesting what happens when the transmission properties change, such as an in-
crease in the distance between the sensor and the gateway or additional obstacles in the 
transmission channel. Here, for example, the Online Air Time Calculator at the URL https://
avbentem.github.io/airtime-calculator/ttn/eu868/13 can be of great help.

Figure 4.23 shows the practically determined air time of 61.7 ms for the data rate DR5. 
With a permitted duty cycle of 1%, you can send a message every 6.2 s. This would be a 
total of 583 messages per hour. The TTN Fair Use Policy allows 30s air time per day, which 
is why only 486 messages per day are possible.
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If, however, the quality of the transmission channel is so bad that only the data rate DR0 
is possible, the air time increases to approx. 1.6s. A duty cycle of 1% would then allow 21 
messages per hour. The TTN Fair Use Policy, on the other hand, only allows 18 messages 
per day.

Figure 4.23: Online Airtime Calculator. 

You have already learned about ways to reduce air time, but what you can directly influence 
is the size of the data to be transferred. Well-thought-out packaging of the data for the 
resulting payload is paramount.

4.7 Integrations
Integrations are the easiest way to connect your end devices to an application by linking 
data sent to the network server with an IoT platform.

For example, the application server provides an MQTT server to handle streaming events. 
Storage integration enables received upstream messages to be stored in a persistent da-
tabase and retrieved at a later point in time. AWS IoT integration supports streaming data, 
creating and claiming devices, advanced security, and metrics. The Lora Cloud offers val-
ue-added APIs that enable simple solutions for general tasks with LoRaWAN networks and 
LoRa-based devices.

In addition, so-called webhook templates support the link to numerous other platforms. A 
webhook is a non-standardized communication process that allows servers to communicate 
with each other, which, due to different languages, are unable to do so.

Figure 4.24 shows the webhook templates available in June 2021. I will go into more detail 
on Thingspeak and Datacake.
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Fi gure 4.24: TTS (CE) Integrations – Webhook Templates.

4.7.1 MQTT
TTS (CE) allows an MQTT server to work with streaming events. You can connect an MQTT 
client to this MQTT server and subscribe to uplinks or publish downlinks.

The MQTT server publishes the following topics, of which the one highlighted in bold should 
be of particular interest here:

v3/{application id}@ttn/devices/{device id}/join
v3/{application id}@ttn/devices/{device id}/up
v3/{application id}@ttn/devices/{device id}/down/queued
v3/{application id}@ttn/devices/{device id}/down/sent
v3/{application id}@ttn/devices/{device id}/down/ack
v3/{application id}@ttn/devices/{device id}/down/nack
v3/{application id}@ttn/devices/{device id}/down/failed
v3/{application id}@ttn/devices/{device id}/service/data
v3/{application id}@ttn/devices/{device id}/location/solved
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To generate the access data for the MQTT client, you have to call up Integrations > MQTT 
from the relevant application.

Figure 4.25 shows the required entries for the application environ-data and the mask for 
the connection data. The application ID and the @ttn characters build the MQTT user name. 
Furthermore, you must generate an API key for the password. After creating it, it is essen-
tial to copy it because it no longer appears after exiting the mask!

F igure 4.25: Building MQTT Access Data.

As an MQTT client, I like to use MQTTlens on a PC. Figure 4.26 shows entering the access 
data into MQTTlens.
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Fi gure 4.26: MQTT Access Data in MQTTlens.

I have subscribed to the topic "v3/environ-data@ttn/#", i.e., every topic is visible in the 
MQTT client. The subscription can be adjusted and reduced later.

As Figure 4.27 shows, the topic corresponding to the uplink "v3/environ-data@ttn/devices/
a84041acc182d2be/up" is output. Everything in the JSON package of the upload contained 
is now visible.

Fig ure 4.27: Topics in MQTTlens.
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4.7.2 Node-Red
Node-Red is a free, JavaScript-based server and Web-GUI for networking hardware devic-
es, APIs, and online services.

With the Things Network Nodes for Node-RED available in TTN V2, it was straightforward to 
process device messages and activations with practically no code.

TTS (CE) no longer supports this package (https://www.npmjs.com/package/node-red-
contrib-ttn). Using MQTT, data access is also possible in a comparable way.

You can install Node-Red on a Windows PC or Linux device like a Raspberry Pi and then 
easily visualize the data sent to the TTS (CE) via the Web-GUI.

In this way, you remain entirely independent of one of the cloud solutions presented in this 
chapter.

4.7.2.1 Node-Red Installation at Windows
The easiest way to install Node-Red on Windows is to start on the website https://nodered.
org/docs/getting-started/windows. I downloaded version 14.17.3 LTS (long time stable) 
and called up the relevant MSI fi le (Figure 4.28).

Fig ure 4.28: Download Node-Red for Windows.

After completing the installation, check for the correct installation of NodeJs and npm via 
Powershell, for example. If you see the version numbers shown in Figure 4.29, the instal-
lation of both versions is OK.

Installing Node-Red as a global module adds the node-red command to the system path. 
In Figure 4.29, you can see the command required for this.
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Figu re 4.29: Installation of Node-Red.

By calling *"+&,$&+ in the Powershell, the Node-Red server starts, and the creation of a 
so-called fl ow (the Node-Red application), can be started via the Web-GUI. 

Figur e 4.30: Start of Node-Red Server.

You can start the Web-GUI via the a browser by calling -"./-0"1234556 or the relevant IP 
address and port 1880, and it appears as shown in Figure 4.31.
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Figure  4.31: Node-Red Web-GUI. 

I will come to programming in Node-Red with an application later. The book "Programming 
with Node-RED" by Dogan Ibrahim [14], which I have consulted at several points, off ers 
good help.

Not everyone will like to switch their PC to keep the Node-Red server permanently running. 
An alternative example is a remote server on a Raspberry Pi, which I would like to introduce 
in the following chapter.

4.7.2.2 Node-Red Installation on Raspberry Pi
I am using a Raspberry Pi Bundle RPI4 BDL 2GB 7TD from Reichelt to build a remote server 
that runs continuously.

The bundle consists of:

• a Raspberry Pi 4 B with 2 GB RAM
• a 7 "capacitive touch display with 800 x 480 pixels
• suitable housing for the touch display and the Raspberry Pi
• a power supply unit with 5.1 V DC, 3 A on a USB Type-C connector
• a 16 GB microSD card (Class 10) with a pre-installed operating system

In addition, for the sake of simplicity, there is also a wired keyboard and mouse, which are 
only required for setting up the Raspberry Pi.
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The equipment here is only intended to show what I use. If you already have another Rasp-
berry Pi, it usually does the same.

The easiest way to install Node-Red is to start on the website https://nodered.org/docs/
getting-started/raspberrypi.

As before any new project, the software on the Raspberry Pi should be updated/upgraded. 
I’m using the Raspberry Pi OS (Raspbian).

By entering the following commands in a terminal, you start an update in which the list of 
the installed program packages are read in again and updated. An upgrade installs all new 
versions of the software packages.

$ sudo apt update && sudo apt upgrade

To make sure all the necessary precautions for the installation of Node-Red have been tak-
en, you should execute the following command.

$ sudo apt install build-essential git curl

Once all of this has been done, the actual installation can be started by entering the fol-
lowing command.

$ bash <(curl -sL https://raw.githubusercontent.com/node-red/linux-installers/
master/deb/update-nodejs-and-nodered)

Be prepared for a longer installation process. In the case of the hardware I presented here 
with the newly installed fi rmware, this process only took a few minutes.

To start the Node-Red server locally, enter the *"+&,$&+ command in a terminal. Pressing 
Ctrl-C or closing the terminal window stops Node-Red.

Due to the limited memory of the Raspberry Pi, you have to start Node-RED with an ad-
ditional argument to instruct the underlying Node.js process to release unused memory 
earlier than usual.

$ node-red-pi --max-old-space-size=256

The installation script for Node-Red on the Raspberry Pi also allows Node-Red to run as a 
service in the background and start automatically during the boot process.

The following commands are then available:

• node-red-start starts the Node-RED service and shows its log output 
(comparable to Figure 4.30). Ctrl-C or closing the window does not stop the 
service. It continues in the background.
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• node-red-stop stops the Node-RED service
• node-red-restart stops the Node-RED service and starts it again
• node-red-log shows the log output of the node-red service

The start of Node-Red does not diff er from that of the PC version. Figure 4.32 shows this 
on my 7 " touchscreen for the Raspberry Pi.

Figure  4.32: Starting the Node-Red Server on Raspberry Pi.

To start the Node-Red service during the boot process, enable the autostart of the service 
with the following command:

$ sudo systemctl enable nodered.service

Disable the autostart with the following command:

$ sudo systemctl disable nodered.service

The Web-GUI is called up again by entering the URL 0227388-"./-0"1234556. If editing 
with a 7 " monitor is a little uncomfortable, you can also do it from a PC.

To do this, you need to know the IP address of the Raspberry Pi. The command

$ ifconfig

determines the IP address. Call the Web-GUI on the Raspberry Pi from an external PC in 
the form 02273889:;'<++$=34556.
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4.7.2.3 Node-Red Application
I want to show a Node-Red application for the M5Stack COM-LoRaWAN sensor node pre-
sented in Section 7.2.7. You may want to come back to this section after you have studied 
this.

The sensor node determines the temperature, relative humidity, and barometric pressure 
and sends this data and the charge status of the battery in percent to the TTS (CE) server. 
I want to read back this data from the server and visualize it with the Node-Red applica-
tion. In addition, I would like to query the current weather data from OpenWeatherMap and 
display it for comparison.

To understand the application example presented here, you need to expand the Node-Red 
palette to include node-red-dashboard and node-red-node-openweathermap. 

Figure 4.33 shows the description of the application in the so-called Node-red fl ow. The 
query of the MQTT server from TTS (CE) is carried out via the node mqtt in with the desig-
nation TTS (CE) M5Stack Data. A conversion of the received data into a JSON object occurs 
in the payload decoder, which can be displayed when the debug node is switched on. How-
ever, as shown in Figure 4.33, I switched off  debug node because it is no longer needed 
after commissioning.

Figure  4.33: Node-Red Flow.

The following lines of code show an excerpt from the received JSON object. I have marked 
the user data visualized later in bold.

LoRaWAN Nodes in the IoT 220124 UK V2.indd   61LoRaWAN Nodes in the IoT 220124 UK V2.indd   61 14/03/2022   13:0114/03/2022   13:01



Develop and Operate Your LoRaWAN IoT Nodes

● 62

{"end_device_ids":
  {"device_id":"mym5stack",
   "application_ids":
     {"application_id":"m5stack-com-lorawan"},
      "dev_eui":"0000AC33A5C40A24",
      "join_eui":"0000000000000000",
      "dev_addr":"260BD16E"},
      "correlation_ids":[...],
      "received_at":"2021-07-28T00:26:41.836179970Z",
      "uplink_message":
        {"session_key_id":"AXrJUnM2U0ar5bZMJkpi3Q==",
     "f_port":2,
     "f_cnt":931,
     "frm_payload":"lAcAaCAABnoBECcA",
     "decoded_payload":
       {"bat":100,"humi":82.96,"press":967.74,"temp":19.4},
     "rx_metadata":
       [{"gateway_ids":
     {"gateway_id":"ck-lps8",
      «eui»:»A840411F4B104150»},
      «time»:»2021-07-28T00:26:41.606956Z»,
      «timestamp»:4229742507,
      «rssi»:-57,
      «channel_rssi»:-57,
      «snr»:7.5,
      «location»:
           {«latitude»:…,»longitude»:…,»altitude»:420,»source»:»…»},
      "uplink_token":"…",
      "channel_index":2},
      {"gateway_ids":
                 {"gateway_id":"packetbroker"},
         "packet_broker":
                   {"message_id":"…",
                    …
           "home_network_cluster_id":"ttn-eu1"},
      «time»:»2021-07-28T00:26:41.579083919Z»,
      «rssi»:-67,
      «channel_rssi»:-67,
      "snr":8.25,
      "uplink_token":"..."}],
      "settings":
       {"data_rate":
        {"lora":{"bandwidth":125000,"spreading_factor":7}},
     "data_rate_index":5,
     "coding_rate":"4/5",
     "frequency":"868500000",
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     "timestamp":4229742507,
     "time":"2021-07-28T00:26:41.606956Z"},
     "received_at":"2021-07-28T00:26:41.625142501Z",
     "confirmed":true,
     "consumed_airtime":"0.061696s",
     "locations":{"user":{"…"}},
     "network_ids":{…}}}

The temperature is accessed, for example, through the following JavaScript lines, which are 
assigned to the function node upstream of the display node. I have marked the relevant 
keywords in bold again.

var temp = { payload: msg.payload.length };
temp.payload = msg.payload.uplink_message.decoded_payload.temp;
return temp;

The function node is followed by two display nodes - one for a pointer instrument (gauge) 
and one for a line diagram (chart), which shows the values for the last twelve hours. I han-
dled the branches for moisture, pressure, and battery status in the same way.

The values for Date & Time respectively RSSI and Spreading Factor are in diff erent branch-
es. The decoding, however, is comparable.

var rssi = { payload: msg.payload.length };
rssi.payload = msg.payload.uplink_message.rx_metadata[0].rssi;
return rssi;

Now, the data for the display elements are available, we can set up the Node-Red dash-
board.

To use the OpenWeatherMap node named your residence, you need an account with Open-
WeatherMap and the API key generated there. You have to enter the node for the con-
nection exception. The individual parameters are decoded from the JSON object and put 
together in an object for output.
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Figure 4 .34: Node-Red Dashboard on PC.

Figure 4.34 shows the Node-Red dashboard for a PC screen. Temperature and relative hu-
midity hardly diff er between the measuring points over the day. It looks a little diff erent for 
pressure. The measuring points are approx. 1.5 km apart in the same location.

For the 7" display used with the Raspberry Pi, the content to be displayed has to be re-
duced. I removed the line charts fi rst as they were diffi  cult to read. So that the text outputs 
are visible next to the gauges, they are arranged below them. This modifi cation still does 
not provide a good display in the browser window (Figure 4.35). With a full-screen display 
and the scaling of the browser to 90%, the display result is acceptable (Figure 4.36).

Figure 4. 35: Node-Red Dashboard on Raspberry Pi 7" Display.
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Figure 4.36: Node-Red Dashboard on Raspberry Pi 7" Display – Full-Screen.

The Node-Red server installed on the Raspberry Pi can run continuously.

4.7.3 Cayenne
Cayenne describes itself as the world’s first drag-and-drop IoT project builder supporting 
rapid prototyping. Cayenne can be used to visualize data transmitted to TTS (CE).

To visualize data on the Cayenne Dashboard, you must code it as the Cayenne Low Power 
Payload (CayenneLPP). CayenneLPP contains metadata for Cayenne describing the data  
that will be transferred to the Cayenne dashboard.

We need to define an identifier and data type as part of each value. The first byte in a Cay-
enneLPP data structure is the identifier, i.e., the channel ID. The second byte is the data 
type.

Data1 Data2 …

Channel Type Data Channel Type Data …

1 Byte 1 Byte n Byte 1 Byte 1 Byte n Byte …

The following URLs have further information on CayenneLPP:

 https://developers.mydevices.com/cayenne/docs/lora/

 https://www.thethingsnetwork.org/docs/applications/cayenne/

I will show how to generate the data to be visualized with CayenneLPP through a LoRaWAN 
node in an application example in section 7.2.3. CayenneLPP must be set in the payload 
formatter to decode the payload.
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Register at https://cayenne.mydevices.com/ and log into the account you have created. 
Click Add New > Device/Widget and select The Things Network. Select CayenneLPP from 
the many devices off ered (Figure 4.37).

F igure 4.37: Selection CayenneLPP. 

Enter the required information according to Figure 4.38. You can fi nd the DevEUI via the 
TTS (CE) console on the LoRaWAN device concerned. 

Since the device used is already registered with TTS (CE), the Activation Mode fi eld must 
show Already Registered. The device is stationary, so enter under Tracking >0%1'+&?%.&'
+"&1*@2'A"?&. The specifi cation of the location address defi nes the entry in the map and 
is also shown.

Fi gure 4.38: Information on the device to be linked.

Cayenne now has all the information and automatically builds the Cayenne dashboard 
based on the transmitted data. Figure 4.39 shows a possible arrangement of widgets de-
rived from the transmitted payload.
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Fig ure 4.39: Cayenne Dashboard ready.

4.7.4 Thingspeak
ThingSpeak is an easy-to-use IoT platform that enables simple visualizations.

It is necessary to set up an account at https://thingspeak.com/. You will receive the access 
data when you set up a ThingSpeak channel. You can use four channels for free. Additional 
channels are chargeable. An extensive ThingSpeak documentation provides further infor-
mation:

 https://ch.mathworks.com/help/thingspeak/collect-data-in-a-new-channel.html

The easiest way is to create a new channel is via the web interface. You can send data to 
this channel using an HTTP POST request:

POST https://thingspeak.com/
update?key=channelWriteApiKey&field1=value1&field2=value2&...&field8=value8

With the desired channel’s Write API key, several variables can be sent to the channel. In a  
HTTP POST, you can place a maximum of eight numeric or alphanumeric values   in field1
to field8.
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There is also the option of specifying a location in latitude, longitude, and altitude (param-
eters lat, long, and elevation) and a status message (parameter status). This data is stored 
in the channel and can be used in ThingSpeak or can be visualized on external websites.

There are two different ways to use ThingSpeak. There is a hosted version, which you can 
access at https://thingspeak.com/. I use this version here.

The other way is the open-source version. You can download the associated code from 
a GitHub repository (https://github.com/iobridge/ThingSpeak). You will also find a corre-
sponding installation guide for Linux (Ubuntu).

The article [13] presents the differences and the advantages and disadvantages of both 
variants.

If you want to connect ThingSpeak to TTS (CE), a webhook takes over the HTTP POST 
request.

I visualized the tabs Healthy Home Sensor IAQ in Section 7.1.6 with ThingSpeak. Use the 
steps shown there as a template for visualizing other measurement data. I only want to 
anticipate the result with Figure 4.40. You will find the details and everything else in chapter 
7.1.6.
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Fig ure 4.40: Thingspeak Public View.

4.7.5 Datacake
Datacake is another IoT platform – anyone can use it without any special knowledge of IoT 
or programming.

Datacake off ers templates for common LoRaWAN devices. To set up Datacake for a new Lo-
RaWAN device, all you need to do is enter the DevEUI. The platform creates the device with 
dashboard and payload decoder and uplinks to the platform. No programming is required. 
In a few minutes, the measured values   arrive on the Datacake dashboard.

For the Dragino LHT65 considered in Section 7.1.2, I will show you the steps required to 
set up Datacake. You can operate two devices for free. However, the costs for a paid plan 
are also limited for makers.
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The following fi gures show the four steps for registering a LoRaWAN device at Datacake. Of 
course, you have to create an account with Datacake in advance. In the fi rst step (Figure 
4.41), select the device to be added – here a Dragino LHT65.

Fi gure 4.41: Confi gure Datacake – 1.

The second step is to select the LoRaWAN server. Figure 4.42 shows the selection of the 
TTS (CE) server. Registration for TTN V2 is no longer possible.
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Fig ure 4.42: Confi gure Datacake – 2.

In the following step (Figure 4.43), you have to enter the DevEUI of the relevant device, 
and a name is assigned. The DevEUI can be queried via the TTS (CE) console because the 
device linked here should already do its job independently of the visualization in the TTS 
(CE).

Figu re 4.43: Confi gure Datacake – 3.
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In the last step (Figure 4.44), I choose the free plan for the fi rst test and add the device.

Figur  e 4.44: Confi gure Datacake – 4.

Registration is complete with a click on the  Add 1 device  button.

To connect to TTS (CE), you need an API token (Figure 4.45), which you can fi nd in your 
Datacake profi le. Please note that the API token enables access to your entire account – 
therefore, treat it like your password!
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Figure  4.45: Datacake API Token – Entry in Webhook.

The presented registration of a known LoRaWAN device is straightforward. You can practi-
cally register any device, even if it is unknown to Datacake. A very detailed documentation 
under the URL https://docs.datacake.de/lorawan/get-started helps in any case.

Finally, I would like to show you a possible result for the visualization on the desktop. As 
you can see from Figure 4.46, the hot spell from June 2021 is over, and we are happy about 
20° C during a rain break.
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Figure 4.46: Datacake Visualisation on Desktop.

Datacake also offers the option of visualization on a mobile phone with adapted sizes of the 
elements in the display. Figure 4.47 shows the same data visualization as in Figure 4.46, 
only this time on my smartphone. 

Figure 4.47: Datacake Visualisation on Smartphone. 
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Chapter 5 • LoRa Transceivers

LoRa transceivers have a radio modem that, thanks to spread spectrum modulation, off ers 
a long-range data transmission, high immunity to interference, and minimal power con-
sumption.

5.1 Semtech LoRa Transceiver
The modulation technology developed and patented by Semtech (https://www.semtech.
com) enables transceivers within this product family to achieve sensitivities of −137 dBm or 
−148 dBm. The high sensitivity combined with the +22 dBm power amplifi er makes these 
transceivers ideal for any application that requires long-range or robustness.

The LoRa RF platform off ers a cost-eff ective solution for connecting battery-operated devic-
es to the network infrastructure. You can fi nd a list of the available LoRa transceivers from 
Semtech at https://www.semtech.com/products/wireless-rf/lora-core

Figure 5.1 illustrates by the block diagram of the SX1276 that LoRa transceivers from 
Semtech are complex modules.

Figure  5.1: Block Diagram Semtech  SX1276.

The application note "MCU Requirements for LoRaWAN™" at https://sforce.co/3ga7qhi for-
mulates the requirements for the microcontroller connected via SPI.

5.2 LoRa Transceiver Modules
As a rule, you will only assemble LoRa transceiver chips in an industrial environment and 
use LoRa transceiver modules when using them as a maker or for prototyping.

5.2.1 HopeRF RFM95/96/97/98(W)
HopeRF modules RFM95/96/97/98 (W) (https://bit.ly/3v1gY4h) provide an SPI inter-
face to the microcontroller. The board contains all additional required components of the 
RFM95/96/97/98 chip (Figure 5.2).
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 Figure 5.2: HopeRF RFM95W.

The resulting simple integration into an application board leaves these modules on numer-
ous development and application boards.

Here are some arbitrary examples:

• Adafruit Feather M0 RFM69 Packet Radio
• Dragino LoRa Shield – 868 MHz v1.3
• LoRa/GPS HAT for Raspberry Pi

There are also boards with directly installed Semtech LoRa transceiver chips.
Again, here are two arbitrary examples:

• radino32 SX1272
• Lora Hack – HPRF

5.2.2 Olimex LoRa868
Technically comparable to the HopeRF module RFM95 is the new Olimex LoRa868. This 
LoRa transceiver is based on a Semtech SX1276, which determines its product properties. 
Figure 5.3 shows a top view of the breadboard-friendly module.

F igure 5.3: Olimex LoRa868.
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Olimex publishes the following product characteristics:

• Semtech SX1276 transceiver
• SPI interface with up to 10 MHz SCK
• Operating voltage range: 1.8–3.7 V DC (3.3 V)
• u.FL connection for external antenna
• Temperature range −40 to +85 °C
• Distance between the connection rows: 0.8 inches (20.32mm)
• Dimensions: 0.9 inch (22.86 mm) x 1.023 inch (26 mm)

When using this component, it is best to use the libraries provided by Olimex.

5.2.3 Microchip RN2483
At the module level, Microchip, a LoRa-IP licensee, off ers the RN2483 LoRa module for Eu-
ropean applications at 868 MHz (Figure 5.4).

Fi gure 5.4: Microchip RN2483.

The module contains an application-specifi c microcontroller with the LoRa protocol stack, 
LoRa-compatible radio transceiver, and a serial EEPROM that provides the device with a 
unique EUI-64 identifi er. Additionally, the module off ers fourteen GPIOs for analog and 
digital sensor inputs, switches, or status indicators (Figure 5.5).

A UART interface and special command interface described in [9] are responsible for com-
municating with the host controller. The command interface diff ers from the frequently 
used AT command interface.
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Fig ure 5.5: Microchip RN2483 Block Diagramm (Image: Microchip).

The module is a class A device. It has a long transmission range thanks to an integrated 
power amplifi er for +18.5 dBm (+14 dBm in the RN2483) combined with a receiver sensi-
tivity of −146 dBm.

Due to the simple integration given here, the module can be found, for example, on "The 
Things Uno" in combination with an Arduino Leonardo. The communication between Ardui-
no Leonardo and RN2483 takes place via UART.

5.2.4 Murata CMWX1ZZABZ
Murata worked with STMicroelectronics and Semtech to develop a low-cost, small form 
factor LoRaWAN module (Figure 5.6).

Fig ure 5.6: Murata CMWX1ZZABZ-Modul.

Consequently, the module contains an STM32L0 microcontroller (ARM Cortex-M0+) and 
provides numerous interfaces (I2C, UART, USB, SPI).

LoRaWAN Nodes in the IoT 220124 UK V2.indd   78LoRaWAN Nodes in the IoT 220124 UK V2.indd   78 14/03/2022   13:0114/03/2022   13:01



Chapter 5 • LoRa Transceivers

● 79

The Murata CMWX1ZZABZ module has pre-certified radio approvals in most world regions 
for operation in the ISM frequency range (868 and 915 MHz).

The Arduino MKR WAN 1300 combines this module with a SAMD21 from Atmel (now Mi-
crochip). The communication between the SAMD21 and CMWX1ZZABZ module is via the 
UART interface.
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Chapter 6 • Reduction of Current Consumption

Battery-operated IoT nodes that communicate wirelessly require current consumption to 
be reduced to an absolute minimum. Therefore, the IoT node must go into a sleep state to 
reduce the current consumption effectively after the sensor data has been recorded and 
transmitted.

According to the equation

the mean current consumption will be the lower, the greater the ratio of sleep time tSLEEP 
to operating time tOP.

The operation current IOP is determined by the current consumption of the microcontroller 
(and its peripherals) and the LoRa transceiver. In contrast, the current consumption during 
the sleep state ISLEEP is defined mainly by the microcontroller used and its sleep modes.

I want to show the possible reduction of current consumption by an example. A Heltec 
CubeCell 1/2AA Node (see chapter 7.2.6) has power consumption for 17 dBm output of 
approx. 100 mA and during deep sleep approx. 10 mA. Let’s have a time-on-air of 100 ms 
and a sleep time of 15 min. This results in the following equation:

  for   

A mean value for the current consumption of approx. 21 mA. The resulting current con-
sumption is only double the current consumption value during deep sleep. 

Some time ago, I examined the behavior of a WiFi-based IoT node based on a NodeMCU 
(ESP8266). The article [3] shows the results.

By reducing the phases with high power consumption to the absolute minimum and using 
sufficiently long sleep phases, I could achieve a reasonably long battery life even with WiFi 
components. When using LiPo batteries and buffering with a solar cell, the operating time 
extends even if the recharging is not optimal.

In each case, you have to examine the sleep modes and the possible wake-up conditions 
for the LoRaWAN modules used.

The ATmega328p used in different LoRaWAN nodes has several sleep modes summarized 
in Table 5 on the datasheet.
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Function Part
Current  
Consumption

Sleep Mode

Microcontroller ATmega328p 1.2 mA / 5.5 mA Idle /Active @ 8 MHz

Voltage regulator TLV1117-50CDRJR  n.a.

Bus driver 74HCT1G126 10 µA

Voltage regulator LP3982ILD 90 µA

Yellow LED 7 mA remove if applicable

Green LED 1.7 mA remove if applicable

USB-UART-Bridge CP2101 200 µA / 22 mA Suspend Mode

LoRa Transceiver RN2483 1.6 µA / 38.9 mA by software

Sensor BMP085 12 µA

In general, development boards support prototyping and development. They are not opti-
mized for low power consumption.

To reduce power consumption as much as possible, you have to pay close attention to what 
hardware is on the board and how much power it consumes. With the standard develop-
ment boards, this is hardly possible without additional measures.

Therefore, an uninterrupted sleep time of several hours without external hardware is hardly 
imaginable. Using the ATmega328p and a 32.768 kHz crystal, the maximum sleep interval 
can be 2048 seconds (about 34 minutes), with all prescalers at their maximum [12].

In the following practice tests, I will therefore ignore power consumption for the time being 
and concentrate on LoRaWAN functionality.

With the Heltec CubeCell, you have a board at your disposal, which has excellent prereq-
uisites for battery-operated IoT node. The first idea to reduce current consumption can be 
found earlier in this chapter. 

You can go to the URL https://ckarduino.wordpress.com/heltec-cubecell/ and follow a long-
term test running since July 20, 2020, during which the battery status is sent to the TTN 
(V2) server every 15 minutes. The test is completed and has a runtime of 350 days. Figure 
6.2 shows the discharge of the LiPo battery from my blog mentioned above. 
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Figure 6.2: Heltec CubeCell long-time test.

Since the CubeCell Boards have the charging infrastructure for a LiPo battery on board, 
connecting a solar cell is sufficient to create an autonomous IoT node. I will come back to 
this again with the Heltec CubeCell.

I would also like to draw your attention to an investigation into battery-operated WiFi and         
LoRaWAN nodes, in which I investigated the battery life under realistic conditions (https://
ckarduino.wordpress.com/batteriebetriebene-iot-knoten/). The runtime tests should show 
the expected properties in battery operation for several unmodified boards. The Heltec 
CubeCell Boards described later are way ahead.

How to put a microcontroller into sleep mode depends on the microcontroller used. For 
ATmega microcontrollers, PaperiNode in chapter 7.2.9 shows how to proceed.

With ESP32 microcontrollers, the following lines of code are sufficient to put the ESP32 into 
deep sleep mode:

// goto sleep
esp_sleep_enable_timer_wakeup(TIME_TO_SLEEP * uS_TO_S_FACTOR);
esp_deep_sleep_start();

With the Heltec CubeCell, the transition to deep sleep needs to call the function LoRaWAN.
sleep(), while waking up is controlled internally by a variable.

/* The application data transmission duty cycle.  Value in [ms].*/
uint32_t APP_TX_DUTYCYCLE = 30 * 60000; // 30 min

SAMD21-based microcontrollers can be put to sleep and woken up again with the help of 
the RTCZero.h library.
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Chapter 7 • LoRaWAN Nodes

From a circuit point of view, a LoRaWAN node combines a microcontroller and LoRa trans-
ceiver. 

There are already numerous commercial LoRaWAN sensor nodes designed for industrial 
use.

The following chapter divides the LoRaWAN nodes into ready-made devices and boards. 
While the finished devices have appropriate housings, the boards naturally offer all design 
options.

With ready-made devices, you will get to know various activation options. You already got 
to know OTAA and ABP. There are different methods for manipulation of the EUIs required 
for activation.

7.1 Commercial End Devices
Commercially available LoRaWAN devices are available from numerous manufacturers in an 
almost unmistakable variety and at very different prices.

You can find a good overview of the range of LoRaWAN end devices at the well-known dis-
tributors and on various websites, some of which I have selected here at random:

• https://www.thethingsnetwork.org/marketplace/products/devices
• https://iot-shops.com/product-category/lora/lorawan-devices/
• https://market.thingpark.com/devices.html
• https://www.lora-shop.ch/
• https://lorawan-webshop.com/shop/10-lorawan-devices/
• https://smartmakers.io/iot-sensoren-uebersicht/

With the ready-made devices presented here, I made sure that they are in a price segment 
acceptable for makers so that nothing stands in the way of the experimental development 
of these sensors.

7.1.1 Elsys ERS Lite – LoRaWAN Room Sensor
The Swedish company Elsys (https://elsys.se) offers a wide range of sensors for measur-
ing the indoor climate with the ERS series. Table 6 shows the scope of the Elsys ERS room 
sensors with the respective measuring values.
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Power Supply 3.6 V DC

Battery Type AA 14505 (Li-SOCI2)

EU Directive RoHS 2011/65/EU WEEE 2012/19/EU

Radio Protokcoll LoRaWAN v1.03

Frequency Band
US902-928, EU863-870, AS923, AU915-928, KR920-
923, RU864, IN865 & HK923

Range of Transmission (@ SF10) 8 km

Recommended Installation Height 1.6 m

Operational Conditions 0–50 °C; 0–85 % RH (non-condensing)

Temperature Range 0–40 °C

Temperature Resolution 0.1 K

Temperature Accuracy ± 0.2 K

Humidity Range 0–100 %

Humidity Resolution 0.1 % 

Humidity Accuracy ± 2 % 

Dimensions 86 x 86 x 27 mm

Battery Life Time Up to 10 Years

Table 7: Elsys ERS-lite – Technical Specifications.

Up to two 3.6V AA lithium batteries supply the room sensor. The estimated battery life is 
up to 10 years (depending on the measurement and transmission interval, data rate, and 
environmental factors). An external voltage source (5–15V DC) can replace the batteries.

To better estimate operating conditions, Elsys provides an online calculator for calculating 
the battery life at the URL https://www.elsys.se/en/battery-life-calculator/.

Figure 7.2 shows the expected battery life with a spreading factor SF7 and a sample time of 
10 minutes. If the transmission conditions are less optimal and a spreading factor of SF12 
is necessary, air time increases significantly, and battery life drops to a good year (Figure 
7.3).
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Figure 7.2: Estimation of Battery Lifetime at SF7BW125.

Figure 7.3: Estimation of Battery Lifetime at SF12BW125.
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To configure the Elsys ERS devices, you should use NFC. Therefore, a configuration via 
smartphone is possible. For this purpose, Elsys offers the Sensor Settings app under the 
URL http://bit.ly/2OhUXJo in the Google Play Store.

I used this app for the configuration (Figure 7.4). A newer version also simplifies this oper-
ation but works the same way.

Figure 7.4: Elsys App "Sensor Settings".

After installing the app on the smartphone, the parameters of the Elsys ERS-lite sensor can 
be set (Figure 7.5).
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Figure 7.5: Configuring Sensor Parameters via NFC.

With a time base of 600 seconds, the node will send a message every 10 minutes.

After finishing all the required entries, you can press the Write button. A prompt to touch 
the device to be configured with your smartphone, as is usual for NFC, follows. The data is 
transferred from the smartphone to the Elsys ERS-lite sensor node via NFC, and the device 
is ready for use.

If you want to convince yourself of a successful configuration, you can read out the pro-
grammed node with any NFC reader for control purposes.

I did this with the help of the NFC Tools PRO app. Figure 80 shows the results.
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  Figure 7.6: Read out the Sensor with NFC Tools PRO

The integrated NFC chip saves all settings of the Elsys LoRaWAN sensors. It is an NFC Fo-
rum Type 4 tag with an NDEF text entry. You can find the Elsys NFC Settings Specifications 
at http://bit.ly/2QwqMzk.

After an error-free configuration, the sensor reports its first transmitted payload (Figure 
7.7:).

Figure 7.7: Elsys ERS-lite – Live Data. 
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To decode the payload, you have to know its format. Elsys has published the format of 
payload for all sensors at http://bit.ly/2QubTha. I show an excerpt here.

const TYPE_TEMP      = 0x01; //temp 2 bytes -3276.8°C -->3276.7°C
const TYPE_RH        = 0x02; //Humidity 1 byte  0-100%
… 
const TYPE_VDD       = 0x07; //VDD 2byte 0-65535mV
…
const TYPE_EXT_TEMP2 = 0x19; //2bytes -3276.5C-->3276.5C

Each data element is introduced by a type specification, followed by the number of data 
bytes assigned to this type. Figure 7.8 shows the payload structure for the Elsys ERS-lite 
sensor used here.

Figure 7.8: Elsys ERS-lite – Payload Structure.

With a few lines of JavaScript, you can create a payload decoder. Figure 7.9 shows the pay-
load decoder for the payload of the Elsys ERS-lite sensor, which consists of temperature, 
humidity, and battery voltage.

Figure 7.9: Elsys ERS-lite – Payload Decoder.

With the payload decoder just created, the messages of the Elsys ERS-lite now appear in 
readable form in the live data of the TTS (CE) console (Figure 7.10).

Battery voltage is an important indicator for functionality and service life of a battery-oper-
ated LoRaWAN node. Always include the battery voltage as a part of the payload.
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Figu re 7.10: Elsys ERS-lite – Payload decoded.

7.1.2 Drag ino LHT65 Temperature & Humidity Sensor 
The Dragino LHT65 temperature and humidity sensor is a LoRaWAN sensor with long-range 
transmission. It contains a built-in SHT20 temperature and humidity sensor from Sensirion 
and a connection for external sensors such as temperature, soil moisture, tilt, etc.

For example, you can connect a waterproof DS18B20 with a connection cable for measuring 
the outside temperature via this external connection (Figure 7.11).

Figu re 7.11: Dragino LHT65-EU868-E1 with external DS18B20.

You can fi nd all necessary information about the sensor node in the manual for the Dragino 
LHT65 (https://bit.ly/35cHPiP). The connection of additional external sensors is described 
there too.

The LHT65 has a built-in, non-rechargeable 2400 mAh battery. The expected battery life is 
more than ten years.

The node is fully compatible with the LoRaWAN v1.0.2 protocol. Operation with any stand-
ard LoRaWAN gateway is possible.
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Table 8 summarizes the technical data of the Dragino LHT65-EU868-E1.

Temperature 
Sensor internally

Resolution 0.01 K

Accuracy ± 0.8 K

Long-term Drift < 0.02 K/a

Measuring Range −40–80 °C

Humidity 
Sensor 
internally

Resolution 0.04 % rH

Accuracy ±10 % rH

Measuring Range 0–99.9 % rH

Response Time < 5 s

External
DS18B20 
Temperature 
Sensor 

Resolution 0.0625 K

Accuracy (−10 °C–85 °C) ±0.5 K

Accuracy (−55 °C–125 °C) ±2 K

Measuring Range −55–125 °C

Table 8: Dragino LHT65-EU868-E1 – Technical Specifi cations.

The scope of delivery of the Dragino LHT65 includes a sticker with the necessary data for 
registering the end device at the LoRaWAN server (Figure 7.12) and a special programming 
cable (Figure 7.13).

F igure 7.12: LHT65 – EUIs and Keys.

F igure 7.13: LHT65 Programming Cable.

Keep both safe! It would be best to remember the EUIs and keys for registration and sub-
sequent adjustments.

For confi guration of the LHT65, use AT commands. Firmware updates and confi guration via 
serial interface needs the programming cable connected to the LHT65 via the contact areas 
on the back of the LHT65.
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The LHT65 User Manual contains the fi rmware update description using an ST-LINK/V2 
in-circuit debugger/programmer for STM8 and STM32 in detail. This is why I will not go 
into it here.

  https://www.dragino.com/downloads/index.php?dir=LHT65/
UserManual/&fi le=LHT65_Temperature_Humidity_Sensor_UserManual_v1.8.3.pdf

The important thing is confi guration via AT commands using the programming cable. Due 
to the realized interface, it needs an FTDI-USB-UART converter (Figure 7.14). A terminal 
program establishes a connection. Only the lines Rx, Tx, and GND have to be connected 
between the programming cable and the FTDI-USB-UART converter.

F igure 7.14: FTDI-USB-UART-Converter.

I use PuTTY as a terminal program and connect it to COM43 and 9600 baud. You can see 
the current COM port in the device manager when connecting the FTDI converter to a USB 
port.

PuTTY shows the output of the LHT65. To go into the confi guration mode, enter the pass-
word 4BCDEF. The following <>G command resets the internal microcontroller. Each com-
mand must be terminated with ↵ (CR/LF).

123456↵
ATZ↵

You can query the current confi guration using the <>H!IJ command (Figure 7.15).
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F igure 7.15: Query of the LHT65 confi guration.

The upper lines of the output contain the parameters that are important for registration 
at TTS (CE). If there are no changes, these should match the data on the sticker supplied.

The registration at the TTS (CE) now takes place in a slightly diff erent form since the Drag-
ino LHT65 sensor already has a registration entry in the TTS (CE), and the corresponding 
data is stored (Figure 7.16).

Fi gure 7.16: LHT65 Registration  – 1.
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Entering the EUIs and keys follows the usual way (Figure 7.17).

Fi gure 7.17: LHT65 Registration – 2.

Clicking the button  Register end device button fi nishes the new device registration at TTS 
(CE). If there are no errors, the LHT65 sensor node reports its live data after a short time 
(Figure 7.18).
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Figure 7.18: LHT65 Live Data.

To receive readable messages in the TTS (CE) console, I entered the following lines of Ja-
vaScript in the payload formatter to decode the payload. The payload formatter decodes 
data for battery voltage, temperature and relative humidity measured by the SHT20, and 
the temperature measured by the external DS18B20.

function decodeUplink(input) {
  var data = {};
  
  //Battery,units:V
  data.vbat = ((input.bytes[0]<< 8 | input.bytes[1]) & 0x3FFF)/1000;
  //SHT20,temperature,units:
  data.temp = ((input.bytes[2]<< 24 >> 16 | input.bytes[3])/100);
  //SHT20,Humidity,units:%
  data.humi = ((input.bytes[4]<< 8 | input.bytes[5])/10);
  //DS18B20,temperature,units:
  data.extTemp = ((input.bytes[7]<<24>>16 | input.bytes[8])/100);
  return {
    data: data
  }; 
}
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Figure 7.19 shows a section of the TTS (CE) console window with the decoded messages of 
the LHT65. At the beginning, the default transmission interval is 20 minutes.

Figure 7.19: LHT65 – Live Data & Downlink Configuration.

A downlink message can configure the LHT65. In the Dragino LHT65 manual cited above, 
you will find a description of the configuration via AT commands and downlinks.

The downlink command 01 xx xx xx configures the interval time. As you can see in Figure 
7.20, I have set the interval time to 60 (0x3C = 60D) seconds with the help of the 01 00 
00 3C command, which is why the following outputs are also displayed appear in this grid. 
With the command 01 00 02 58 (0x0258 = 600D) the interval time is finally set to 10 min-
utes.
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Figure 7.20: LHT65 Configuration via Downlink.

As you can see from Figure 7.19, the downlink does not take effect until the next uplink. 
In chapter 3.2.1, you learned that with a Class A device, a receive window opens after the 
upload has taken place, and therefore messages can only then be received. In Figure 7.20, 
'schedule downlink‘ has a literal meaning. Here you can still decide whether the down-
link should overwrite an already planned one or whether it should append to one already 
planned. The configuration via a downlink is very convenient.

7.1.3 Dragino LDS01 Door & Windows Sensor
The Dragino LDS01 is a LoRaWAN door & window sensor. The sensor detects the status as 
open or closed and sends this information to the LoRaWAN server. Thanks to the compact 
dimensions of 64 mm x 30 mm x 14 mm, the sensor can be positioned almost anywhere.

Figure 7.21 shows the closed sensor. Figure 7.22 shows the opened one. A reed contact 
detects these two states. In addition, some data derived from these two states is placed 
in the payload.
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F igure 7.21: LDS01 closed. F igure 7.22: LDS01 open.

A CR2032 battery powers the LDS01. With good network coverage (basis SF7, 14 dB), up 
to 12,000 uplink packets can be transmitted. A poor network coverage (based on SF10, 
18.5 dB) reduces this to around 1,300 uplink packets. According to the manufacturers’ de-
sign, battery life is up to one year. The user can easily replace the CR2032 battery.

The scope of delivery for the Dragino LDS01 includes a sticker with the necessary data for 
registering the end device with the LoRaWAN server (Figure 7.23).

F igure 7.23: Dragino LDS01 EUIs & Keys.

I repeat: keep the sticker safe! It is best to have the EUIs and keys for registration and  
make subsequent adjustments later.

The LDS01 uses a serial interface accessible inside the device via a connector strip for 
confi guration. You need an FTDI-USB-UART-converter to connect RX, TX, and GND again 
(Figure 7.24).
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F igure 7.24: LDS01 – Case opened.

To access the LDS01, you must again use a terminal program (e.g., PuTTY). The baud rate 
is 115200 bps. The required password is 123456.

The registration process of LDS01 is the same as for LHT65 (Figure 7.25). TTS (CE) knows 
the LDS01 already.
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Fi gure 7.25: LDS01 Registration.

Clicking the Register end device button registers the new device at TTS (CE).

If there are no errors, the LDS01 sensor node reports its live data after a short time (Figure 
7.26).
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Fig ure 7.26: LDS01 Live Data.

To fi nd readable data in the TTS (CE) console, I entered the following lines of JavaScript in 
the payload formatter to decode the payload. The payload formatter decodes data for the 
battery voltage, switch status, number of openings, duration of the last opening, and an 
alarm bit (not evaluated here).

function decodeUplink(input) {
  var state = input.bytes[0] & 0x80 ? 1:0;  // 1:open,0:close
  var voltage = ((input.bytes[0]<< 8 | input.bytes[1]) & 0x3FFF)/1000;
  var alarm = input.bytes[9]& 0x01;
  var open_times = input.bytes[3]<<16 | input.bytes[4]<<8 | input.bytes[5];
  var open_duration = input.bytes[6]<<16 | input.bytes[7]<<8 | input.bytes[8]; //units:min

  return {
    data: {
      BAT: voltage,
      DOOR_OPEN_STATUS: state,
      DOOR_OPEN_TIMES: open_times,
      LAST_DOOR_OPEN_DURATION: open_duration,
    },
    warnings: [],
    errors: []
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  };
}

In addition to using AT commands, a downlink message can confi gure the LDS01 too. The 
LDS01 manual describes the AT commands and downlink messages for the confi guration 
of the Dragino LDS01: 

  https://www.dragino.com/downloads/downloads/LoRa_End_Node/LDS01/LDS01_
LoRaWAN_Door_Sensor_UserManual_v1.4.0.pdf

For example, the downlink command A8 xx xx confi gures the data rate. As you can see in 
Figure 7.27, I have set the data rate to DR5 with the help of command A8 00 05 to reduce 
the air time and thus also power consumption.

Fig ure 7.27: LDS01 Confi guration via Downlink.

If the programming of the LDS01 does not work via download, you can fi x the fi rmware 
using AT commands. The <>H!KL4MNO<PQE command adjusts the fi rmware to the conditions 
of TTS (CE).
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The LoRaWAN library, on which the LDS01 and LWL01 sensor code is based, has a fatal 
error in a binary part of the library. 

A quick-and-dirty test with version 4.4 of the library shows that Dragino fi xed the problem. 
There is no statement about other software versions. It looks like Dragino will have to 
release updated fi rmware for its ASR650x-based products to make them TTS (CE) com-
patible: 

  https://www.thethingsnetwork.org/forum/t/new-application-v3-otaa-
notworking/43338/30.

7.1.4 Dragino LDS02 Door & Windows Sensor
Dragino LDS02 is another LoRaWAN door & window sensor. Like the LDS01, the sensor 
detects the status as open or closed and sends this information to the LoRaWAN server.

Using two AAA batteries, the dimensions of 69 mm x 29 mm x 54 mm are a little less com-
pact (Figure 7.28).

Fig ure 7.28: Dragino LDS02.

These two batteries are suffi  cient for around 16,000 to 70,000 uplink packets. When the 
batteries are empty, the user can replace them with two commercially available AAA bat-
teries.

A set of unique keys for LoRaWAN registration is preloaded on each LDS02. Registration at 
TTS (CE) is the same as with the LDS01, and the connection is made automatically after 
switching on.

7.1.5 Dragino GPS Tracker LGT-92
The Dragino LoRaWAN GPS Tracker LGT-92 is an open-source GPS tracker consisting of a 
Low Power MCU STM32L072 from STMicroelectronics and a Semtech SX1276/1278 LoRa 
module.
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The LGT-92 contains a L70 GPS module with low power consumption and a 9-axis acceler-
ometer for movement and position detection. The MCU controls the performance of both 
the GPS module and the accelerometer to achieve the best energy profi le for diff erent 
applications.

There are two versions of LGT-92 devices:

• LGT-92-LI: Power supply by a rechargeable 1000 mAh Li-Ion battery and a 
charging circuit that aims at real-time tracking with a short tracking uplink.

• LGT-92-AA: A deactivated charging circuit makes the lowest power consumption 
possible. Furthermore, you can work directly with AA batteries. This version is 
optimal for tracking assets needing only a few uplinks a day.

I am using the LGT-92-LI to be independent and to be able to recharge if necessary.

Figure 7.29 shows the LGT-02-LI. 

Fig ure 7.29: Dragino GPS Tracker LGT-92.

Table 9 shows the technical specifi cations of the LGT-92. 

Functionality
Regular real-time GPS tracking, motion detection, performance 
monitoring

Sensors GPS sensors, 9-axis accelerometer

Radio Protocol LoRaWAN 1.0.3

Frequency Band CN470 / EU433 / KR920 / US915 / EU868 / AS923 / AU915

Confi guration AT commands or LoRaWAN downlink

User Interface three-color LED, alarm button

Power supply LGT-92-LI 1000 mAh Li-Ion battery, charging clip with USB connection

Power supply LGT-92-AA 2 x AA battery holders

Table 9: Dragino LGT-92 – Technical Specifi cations.
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If you buy a Dragino LGT-92 today, this end device can be equipped with diff erent fi rmware 
versions. You can best recognize this from the payload size or a query with AT commands.

To query, use the USB-to-Dupont adapter included in the scope of delivery and an FT-
DI-USB-converter as shown in Figure 7.30 and set the serial interface to 9600 baud. The 
command <>HRNKQS delivers the fi rmware version used.

F igure 7.30: Serial Connection between LGT-92 and PC.

On my LGT-92, which I purchased in mid-2021, I had the v1.4 fi rmware installed, although 
v1.6 was up-to-date.

A fi rmware update is possible if you have an ST-LINK v2 programmer to hand.

The LGT-92 manual (https://bit.ly/2UD4GBU) describes the individual steps for reprogram-
ming the fi rmware.

If you don’t have an ST-LINK v2 programmer to hand, you can also work with the existing 
fi rmware.

The scope of delivery of the Dragino LGT-92 includes a sticker with the necessary data for 
registering the end device with the LoRaWAN server (Figure 7.31).

Fi gure 7.31: Dragino LGT-92 – EUIs & Keys.
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To register the device, you must enter DevEUI, AppEUI, and AppKey via the TTS (CE) con-
sole again. TTS (CE) knows the Dragino LGT-92, which means the registration runs like the 
other Dragino devices.

The upload period is set to five minutes by default. At the beginning of each period, the 
LGT-92 determines the GPS coordinates and sends these to the TTS (CE) server. If there 
are no valid GPS coordinates, the payload contains zero at these positions.

If battery voltage is lower than 2.84 V, the GPS module cannot receive a GPS fix and deac-
tivates. The fields for latitude and longitude are both filled with 0x0FFFFF.

Figure 7.32 shows the format of the payload of the different firmware versions. As you can 
see, the payload of firmware v1.4 comprises a total of twelve bytes. The subsequent firm-
ware versions increase the accuracy of latitude and longitude by one byte and include ad-
ditional information. The payload of these firmware versions is then comprised of 18 bytes.

Figure 7.32: Dragino LGT-92 Payload.

The payload formatter uses the following JavaScript to decode the payload for the v1.4 
firmware used here:

function decodeUplink(input) {
  var data = {};
  
  data.alarm = (input.bytes[6] & 0x40)?true:false;  //Alarm status
  data.batV = (((input.bytes[6] & 0x3f) << 8) | input.bytes[7]) / 1000;
  
  var value = input.bytes[0]<<16 | input.bytes[1]<<8 | input.bytes[2];
  if (input.bytes[0] & 0x80) { value |=0xFFFFFF000000; }
  var value2 = input.bytes[3]<<16 | input.bytes[4]<<8 | input.bytes[5];
  if(input.bytes[3] & 0x80) { value2 |=0xFFFFFF000000; }
  if (value == 0x0FFFFF && value2 == 0x0FFFFF)
  {
    //gps disabled (low battery)
  } else if (value === 0 && value2 === 0) {
    //gps no position yet
  } else {
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    data.latitude=value/10000;    //gps latitude,units: °
    data.longitude=value2/10000;  //gps longitude,units: °
  }
  value = input.bytes[8]<<8 | input.bytes[9];
  if  (input.bytes[8] & 0x80) { value |=0xFFFF0000; }
  data.roll=value/100;    //roll,units: °
  value = input.bytes[10]<<8 | input.bytes[11];
  if  (input.bytes[10] & 0x80) { value |=0xFFFF0000; }
  data.pitch=value/100;   //pitch,units: °

  return {
    data: { 
      ALARM : data.alarm,
      BAT   : data.batV,
      LONG  : data.longitude,
      LAT   : data.latitude,
      ROLL  : data.roll,
      PITCH : data.pitch
      
    }
  };
}

Figure 7.33 shows the decoded output of the LGT-92 in the TTS (CE) console using the 
payload formatter mentioned above.

Figure 7.33: Dragino LGT-92 – Live Data.

Perhaps not everyone is familiar with the parameters of pitch and roll. Pitch and roll are 
special position angles that describe the position of a (air) vehicle in three-dimensional 
space. The third angle Yaw represents the third axis not shown here. Figure 7.34 illustrates 
the pitch and roll at Dragino LGT-92.
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Fi gure 7.34: Pitch and Roll at Dragino LGT-92.

7.1.6 t abs Healthy Home Sensor IAQ
The tabs Healthy Home Sensor IAQ from Browan (https://www.browan.com) uses Lo-
RaWAN to transmit temperature, relative humidity, and presence of volatile organic com-
pounds (VOC) in the environment using the Bosch Sensortec BME680 environmental sen-
sor. Figure 7.35 shows the compact sensor with an attractive housing.

F igure 7.35: tabs Healthy Home Sensor IAQ.

The Bosch Sensortec BME680 is one of the latest environmental sensors for humidity, bar-
ometric pressure, temperature, and air quality. This MOX sensor represents air quality by a 
proportionally changing resistance value to the TVOC concentration.

With so-called MOX sensors, the gas fl owing past causes a resistance change in a gas-sen-
sitive metal oxide layer (MOX). The resistance measures the concentration of volatile or-
ganic components recorded in their entirety (total volatile organic compounds, TVOC). A 
separation into specifi c substances is not possible.

An air quality value in CO2 equivalent (eCO2) is determined from the sum signal of all 
substances contained in the mixed gas using an algorithm from TVOC-equivalent (eTVOC, 
equivalent total volatile compound).

With the help of the proprietary BSEC software (Bosch Sensortec Environmental Cluster), 
it is possible to calculate the desired output variables, such as the Indoor Air Quality Index 
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(IAQ), from the BME680 measuring values. BSEC supports numerous platforms from 8 
to 32 bit. The Bosch website https://www.bosch-sensortec.com/software-tools/software/
bsec/ holds further information.

There has only been a legal stipulation of limit values   for VOC in Germany for special work-
places. For hygienic reasons, however, the German Federal Environment Agency (Umwelt-
bundesamt, UBA) has now issued recommendations for the occurrence of VOCs.

The recommendations   (see Table 10) include the levels from hygienic harmless (below 1 
mg/m³ – below 150 to 400 ppb) to hygienic conspicuous (between 1 to 3 mg/m³ – 150 to 
1300 ppb) to hygienic unacceptable (above 10 mg / m³ – over 1500 to 4000 ppb). 

Label VOC value

UBA – hygienic harmless under 150 to 400 ppb

UBA – hygienic conspicuous from 150 to 1300 ppb

UBA – hygienic unacceptable over 1500 to 4000 ppb

Table 10: VOC values of UBA.

The following table taken from the datasheet for the BME680 sensor from Bosch shows the 
value range of the IAQ index and the relevant features [10].

Table 11: Indoor Air Quality Index [11].

In contrast to the broadband measuring MOX sensors, NDIR sensors (non-dispersive in-
frared sensors) measure the concentration of certain substances in a very narrow band.

For example, NDIR sensors measure the CO2 concentration, a fundamental indicator of the 
aerosol load in the room air, very precisely.
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The exhalation of people in a room mainly generates the CO2 content of the room air, which 
points directly to the aerosol pollution of room air. You can now conclude the risk of infec-
tion from viruses transmitted via aerosols from the aerosol load in the room air.

The SARS-CoV-2 virus, which is responsible for the disease of COVID-19, is primarily trans-
mitted to other people with a high infection rate via airborne droplets (aerosols) from the 
respiratory tract of infected people.

In an extensive study [11], I demonstrated the differences between NDIR and MOX sensors 
and assessed their suitability for determining air quality.

Using the results of the more broadband measuring MOX sensors as a measure of the air 
quality, we get a good indication of the air pollution by various pollutants, including human 
vapors and odors. These sensors are very suitable for needs-based ventilation.

The Bosch Sensortec BME680 is responsible for the measuring results. Table 12 shows 
the specifications for the sensor node. The manufacturer website of the tab Healthy Home 
Sensor IAQ offers further information on the device (https://www.browan.com/product/
healthy-home-sensor-iaq/detail).

Parameter Value

Model Name TBHV110

Frequency 868 MHz & 915 MHz

RF TX Power +17dBm

Antenna Gain −2 dBi Peak, −5 dBi Avg

RF Sensitivity −135dBm

Battery Type 3.6 V ½ AA Li-SOCl2, 1200 mAh

Battery Lifetime up to 16 months

Average Current 135 mA max. / 100 µA min.

Protocol LoRaWAN 1.0.3

Operating Temperature 0–50°C

Environmental Rating IP40 equivalent

Dimensions 50 mm x 20 mm x 50 mm

Weight 40 g with battery

Sensor Temperature & Relative Humidity, Indoor Air Quality

Type Approval CE/FCC/IC

Table 12: tabs Healthy Home Sensor IAQ – Technical Specifications.

I purchased the sensor used here from the IoT shop (https://iot-shop.de/shop). You will get 
LoRaWAN keys with the sensor in the following form (Figure 7.36).
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Figure 7.36: tabs Healthy Home Sensor IAQ – LoRaWAN Keys.

TTS (CE) did not know this end device; therefore, you must manually register. However, all 
necessary data is available, which should easily be possible.

The payload formatter below decodes the output:

function decodeUplink(input) {
  var data = {};
  
  data.bat = ((input.bytes[1] & 0x0F) + 25) / 10;
  data.ntc = (input.bytes[2] & 0x7F) - 32;
  data.hum = (input.bytes[3] & 0x7F);
  data.eco2 = (input.bytes[5] << 8) + input.bytes[4];
  data.voc = (input.bytes[7] << 8) + input.bytes[6];
  data.iaq = (input.bytes[9] << 8) + input.bytes[8];
  data.temp = (input.bytes[10] & 0x7F) - 32;

  return {
    data: {
    field1: data.temp,
    field2: data.hum,
    field3: data.iaq
    }
  };
}

Figure 7.37 shows the live data of the tab Healthy Home Sensor IAQ with decoded payload. 
I copied the decoded payload into the figure afterwards and highlighted it.

Perhaps you wonder about the names field1 to field3 in the return values?

The designation field1 stands for  temperature. field2 for humidity. field3 for the IAQ 
value. You can already see this from the payload formatter.
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F igure 7.37: tabs Healthy Home Sensor IAQ – Live Data.

I want to visualize the values measured with the help of ThingSpeak. ThingSpeak des-
ignates the values to display with fieldi. ThingSpeak can display a total of eight, i.e., 
field1 to field8.

If you have created an account with ThingSpeak, you can create a so-called channel. Figure 
7.38 shows the setup of such a channel.

Fi gure 7.38: Thingspeak – Channel Settings.
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The channel is assigned a channel ID, which we will need to connect with TTS (CE). The 
completed fi elds are self-explanatory. The three fi elds to be displayed have specifi c names, 
- in this case, temperature, humidity, and IAQ. These names build the diagram labels.

Finally, whether the channel is privately or publicly accessible has to be decided. In Figure 
7.38, the setting Access: Public already indicates public access.

Figure 7.39 shows the access setting in the Sharing tab. I have provided public access here 
so that everyone can use the associated URL to visualize the measurement data from the 
tab Healthy Home Sensor IAQ in my offi  ce.

Fi gure 7.39: Thingspeak – Channel Sharing Setting.

To transfer data to the ThingSpeak visualization, you need a Write API Key. Figure 7.40 
shows this Write API Key in the API Keys tab. I subsequently made the Write API Key un-
recognizable.

Fig ure 7.40: Thingspeak – Write API Key.
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With this preliminary work, connect ThingSpeak with TTS (CE) via a webhook. In the TTS 
(CE) console, click on Integrations > Webhooks > + Add Webhook  >  ThingSpeak to get 
the template for entering the ThingSpeak parameters (Figure 7.41).

Figure 7.41: Thingspeak Webhook.

I use the term tabs-healthy-home-sensor as the webhook ID here. Channel ID and Write 
API come from ThingSpeak. After clicking on Create ThingSpeak webhook, we get the con-
nection with ThingSpeak to TTS (CE) with these specifications (Figure 7.42).
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Figu re 7.42: Thingspeak TTS (CE) Integration.

We can now follow the success of the integration in the ThingSpeak application itself. I have 
called up the public view of the created channel and can see the data visualized (Figure 
7.43).
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Figur e 7.43: Thingspeak Public View.

You can also include the visualized data into your website. For this purpose, ThingSpeak 
off ers a speech bubble in the header of the respective graphic to get an iFrame for embed-
ding. Figure 7.44 shows such an iFrame for the temperature display.

Figu re 7.44: iFrame for Temperature Chart.
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If you now create a website on the webserver of your choice, you can include the Thing-
Speak graphics in addition to other information. On the URL http://ckuehnel.ch/tabs.html, 
for example, you will fi nd the following data on the current situation of my study. Figure 
7.45 shows the conditions on one of the hot days in June 2021 in my location.

Figu re 7.45: Web Access to tabs Healthy Home Sensor IAQ Data.

7.1.7 Big Clown LoRaWAN Monitor
A LoRa tester can be very helpful when looking for an optimal location for a LoRaWAN node.

For example, the company adeunis off ers a product with the FTD: network tester, which is 
not easily aff ordable for makers due to its price segment  (https://www.adeunis.com/en/
fi eld-test-device-iot/).

With the LoRa Tester Basic Kit, I found a fully confi gurable battery-powered LoRa tester 
from the Czech company Hardwario (https://www.hardwario.com/). With TOWER, Hard-
wario off ers a module system to set up IoT modules quickly and easily. The LoRa tester is 
available in two versions.

The LoRa-Tester Basic Kit in Figure 7.46 consists of the components

• LCD Module – BG
• Core Module – NR (Processor)
• LoRa modules
• Mini Battery Module (Power Source)
• 3D-Printed Enclosure 102
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With the LoRa tester GPS kit (Figure 7.47), a GPS and split module (backplane) are added, 
and the housing has to be replaced by the larger 3D-printed enclosure 210.

F igure 7.46: LoRa-Tester Basic Kit. F igure 7.47: LoRa-Tester GPS Kit.

With the LoRa testers from Hardwario, you can confi gure every LoRa parameter and use it 
with the TTN Mapper when expanding with a GPS module.

The "LoRa Tester with LCD & GPS: Open, Confi gurable, Low-Power" project page on Hack-
ster (https://bit.ly/3e4C8It) holds all necessary information about the LoRa testers. The 
registration at TTN described in this article still relates to TTN V2 and can therefore no 
longer be used. To register at TTS (CE), you again need at least the DevEUI of the LoRa 
module.

To confi gure the LoRa-Tester Basic Kit used here, use AT commands via the virtual serial 
USB port. Use a terminal program with the following parameters for the serial interface: 
Baud rate 115200 bps, 8 data bits, one stop bit, no parity. The line terminator is CR + LF 
for sending and receiving.

PuTTY, which I use in most cases, is diffi  cult to set because the "Implicit LF every CR" con-
fi guration only works for receiving data.

Each time before hitting Enter, you have to press Ctrl+J to send the LF character as well.

This is why I use HTerm for communication with the serial interface of the LoRa-Tester Ba-
sic Kit. Figure 7.48 shows the settings of HTerm for communication via COM3. The easiest 
way to test communication is to enter the <>TUNO;'command, and a list of the available 
commands should appear in the Received Data window.
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F igure 7.48: Response to Command AT$HELP.

The AT$DEVEUI? command queries the DevEUI required for registration at TTS (CE). For 
AppEUI and AppKey, you can go the same way (Figure 7.49).
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Fi gure 7.49: Confi guration of DevEUI, AppEUI and AppKey.

After registering at TTS (CE) and sending the payload, including temperature, the messag-
es shown in Figure 7.50 appear in the TTS (CE) console.

Fig ure 7.50: Live data of LoRa Tester.

I triggered the sending of the messages at diff erent points. I started near the inside posi-
tioned gateway (distance approx. 2 m). SF7 is preset in the LoRa tester. In this position, 
we get an RSSI of minimal −41 dBm and an SNR of approx. 10 dB.
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The typical values   for the RSSI are between −30 dBm and −120 dBm. For the SNR, the typ-
ical values   are between +10 dB and −20 dB. Positive values   for the SNR indicate transmis-
sions with little interference. However, LoRa can also demodulate signals down to −20 dB.

At a distance of approx. 5 m inside with walls and doors in between, RSSI decreases to   
−66 dBm.

Close the window leading to the terrace and go outside the RSSI reduces close to −80 dBm. 
A further distance from the gateway in the outdoor area allows the RSSI to drop slightly 
further. The SNR remains unchanged mainly across all items.

This behavior clearly shows significant obstacles to transmission due to the structural con-
ditions inside, and the well-shielding terrace window is present. I expected the influence of 
the terrace window because the behavior is similar to WiFi.

With the procedure outlined here, you can position a LoRaWAN node based on the values   
for RSSI and SNR. In addition, by varying the spreading factor, it is possible to influence 
performance air time, and power consumption. In the case of stationary systems, use the 
minimum possible spreading factor.

7.1.8 CleverCity Greenbox
All LoRaWAN devices presented so far were sensor nodes, i.e., Class A devices.

LoRaWAN also offers the option of sending data to the end device via a downlink, thus 
triggering control functions in the end device. The only thing to note is that the number of 
downlinks is limited to 11 per day by TTN’s fair use policy.

When using a Class C device, the end device can receive a downlink at any time without 
having to wait for a previous uplink.

Swiss company CleverCity developed the Greenbox to switch LoRaWAN controlled loads in 
the 230 V AC voltage network. Greenbox controls street lighting and can replace perspec-
tively today used ripple control system.  Besides this, Greenbox can also switch any other 
loads, such as heating, boilers, water pumps, etc. Two relay contacts are available, each 
designed for switching current of 10A. The configuration of the Greenbox occurs serially via 
a USB Type-C connection.

The technology of ripple control is not known to everyone. If you want to find out more, I 
recommend the paper "Load Management with Ripple Control Technology" (Lastregelung-
mit-der-Rundsteuerung_en.pdf).

Figure 7.51 shows the Greenbox Compact 3 with angled SMA antenna intended for instal-
lation in the control cabinet or light mast. GreenBox Compact 3 is plug-compatible with 
the standard ripple control receivers and complies with the current EN and IEC standards.
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 Figure 7.51: Greenbox Compact 3 (Image: CleverCity).

You have to register the Greenbox at TTS (CE) manually. However, this should easily be 
possible since all the necessary data is available.

SETTINGS.TXT contains all required data. You can read this fi le after connecting the Green-
box via USB. I have marked the log in data for OTAA at TTS (CE) in bold.

CleverCity.ch - Setting for GreenBox

Saturday  00:00:10 01.01.2000 (08:22 - 16:35) Wi
Current I1/I2: 0.00A/0.00A (0.00A/0.00A)

----- do not change ----------
Unit Typ:     GBC3 AE (13)
Version:  FW 02.08 HW 01.01
Serial:   1337/21

Option:         00

----- open to change ---------

----- Communication Data -----

DevEUI: 70 B3 D5 8F F1 02 33 9B (do not change)

800  ABP/OTAA  OTAA

801  ABP Name:                ----ABP Name0---
802 DevID (ABP):         10 27 40 37
803 Network Session Key: 5A 23 45 67 89 AB CD EF FE DC BA 98 76 54 32 11
804 App Session Key:     15 DC BA 98 76 54 32 10 01 23 45 67 89 AB CD EE

806  OTAA App EUI:             70 B3 D5 FF FE 29 70 13
807 App Key:             2B 8D EF CD 23 C1 67 A3 54 76 10 32 DC FE 98 BA
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Since the Greenbox is a class C device, it is essential to check the box for Support class C
during registration, as shown in Figure 7.52. 

F igure 7.52: Registration of the  Greenbox as Class C Device.

After a join request, the green box is registered at TTS (CE) (Figure 7.53), and controlling 
via downlinks can start (Figure 7.54).
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Fi gure 7.53: Registration of Greenbox fi nished.

Figure 7.54 shows some basic commands for controlling the two relays R1 & R2, in the 
Greenbox. The two relays can be controlled independently and/or together (00 20). How-
ever, it is also possible to switch the two relays for a specifi ed time (0001). Two further 
commands request date & time or device information. I do not want to go into further detail 
at this point.

Basic functionality i.e. switching the relays, is shown here. For use in street lighting and, 
above all, for replacing ripple control receivers, the Greenbox has specifi c functions, which 
we will not focus on here.
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Fig ure 7.54: Controlling the Greenbox via Downlinks.

7.2 Boards
In addition to the commercial LoRaWAN devices, there are several LoRaWAN modules well 
suited for setting up your LoRaWAN nodes. It is obvious that these modules do not have the 
functionality of commercial LoRaWAN devices, especially for confi guration.

Table 13 lists modules with procurement options and prices suited to set up inexpensive 
and straightforward LoRaWAN nodes.

Except for the M5Stack module in Table 13, these are board-level solutions. The M5Stack 
module represents a complete solution, including housing.

Module CPU Bezug Preis

The Things Uno ATmega32u4 https://bit.ly/31YGHRl € 50.60

Seeeduino LoRaWAN SAMD21G18 https://bit.ly/3i9o6Yu € 39,90

Adafruit Feather M0 RFM69HCW Packet 
Radio

SAMD21G18 http://bit.ly/2BFE5dA $ 24.95

Dragino LoRa Shield – 868 MHz v1.4 % https://amzn.to/3lZK7dR € 36.81

LoRaGo MOTE ATmega328p http://bit.ly/2BG1ICZ € 21.95

radino32 SX1272 STM32L151CC http://bit.ly/2BBnIi6 € 29.50

Heltec WIFI LoRa 32 ESP32 https://bit.ly/2SF70rH $ 20.80

Heltec CubeCell  Dev-Board 
HTCC-AB01

ASR6501 https://bit.ly/3g2hYR0 $ 11.90

Heltec CubeCell Dev-Board Plus 
HTCC-AB02

ASR6502 https://bit.ly/3wNAi6y $ 14.40

LoRaWAN Nodes in the IoT 220124 UK V2.indd   127LoRaWAN Nodes in the IoT 220124 UK V2.indd   127 14/03/2022   13:0114/03/2022   13:01



Develop and Operate Your LoRaWAN IoT Nodes

● 128

CubeCell Capsule Solar Sensor  
HTCC-AC02

ASR6501 https://bit.ly/2RunaTG $ 21.60

Arduino MKR WAN 1300 SAMD21G18 http://bit.ly/2MJqEOP € 35.00

M5Stack  
ESP32 Basic Core IoT Development Kit 
COM.LoRaWAN Module 868MHz 

ESP32
ASR6501 https://bit.ly/3iWASKv

$ 34.90
$ 19.95

Microcontroller w/ UART Interface
Unit LoRaWAN868

%
ASR6501 https://bit.ly/3xO6NBp

tbd
$ 14.95

PaperiNode ATmega328p https://bit.ly/3hTHLug Inquiry

HSN-TTN ATmega1284p LoRaWAN 
Board

ATmega1284p https://bit.ly/36qVinJ Inquiry

Table 13: Modules for LoRaWAN nodes (prices from December 14, 2021).

I detail the variants with gray backgrounds in Table 13. But first, I want to look at the sen-
sor used in the simplest case. A LoRaWAN sensor node would have little to send into the 
network without collected data. So let‘s look at our sample sensor first.

7.2.1 M5Stack ENV II Unit
The LoRaWAN sensor nodes described in the following chapters should send their sensor 
data to the TTS (CE) server. I use an M5Stack ENV II Unit as the sensor in most cases. The 
M5Stack ENV II Unit is an environmental sensor measuring temperature, humidity, and air 
pressure.

These are an example of any measuring values from other sensors.

A Sensirion SHT30 sensor measures temperature and relative humidity. The BMP280 from 
Bosch is an absolute barometric pressure sensor specially developed for mobile applica-
tions. Both sensors use I2C interfaces for data exchange.

The housing of the M5Stack ENV II Unit contains both sensors and a Grove connector. Fig-
ure 7.55 shows the M5Stack ENV II Unit with the associated Grove cable.
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Figure 7.55: M5Stack ENV II Unit (Image: M5Stack.com).

Due to the two sensors, the M5Stack ENV II Unit has the technical properties listed in Table 
14.

Sensor SHT30 Measuring Range Temperature −40–120°C

Measuring Fault Temperature +/- 0.2 K (0–60°C)

Measuring Range Humidity 0–100% rH

Measuring Fault Humidity 2% rH

Sensor BMP280 Measuring Range Pressure 300–1100 hPa

Measuring Fault Pressure +/- 1 hPa

Unit Connection Plug PH2.0 4 Pin 

Interface Grove I2C

Dimensions 24 mm x 32 mm x 8 mm

Table 14: M5Stack ENV II Unit – Technical Specifi cations.

I used a Seeeduino XIAO mounted on a Grove Shield for the Seeeduino XIAO for the sensor 
program. The Seeeduino XIAO is an Arduino-compatible ARM Cortex-M0+ (SAMD21G18) 
with 256 KB Flash and 32 KB SRAM. It does not need the resources of this powerful micro-
controller, but the use of these components makes setup very easy. Figure 7.56 shows the 
test setup for the program LoRaWAN_ENVII_Template.ino.
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Figure 7.56: M5Stack ENV II Unit on Seeeduino XIAO.

I used the Adafruit SHT31 (Figure 7.57) and BMP280 Libraries (Figure 7.58) for the two 
sensors in the versions shown here.

 Figure 7.57: Adafruit SHT31 Library.
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F igure 7.58: Adafruit BMP280 Library.

The LoRaWAN_ENVII_Template.ino program has a program part getValues.ino saved in a 
separate tab (Figure 7.59). The two source texts are linked automatically during compila-
tion.

Fi gure 7.59: Parts of the program in diff erent Tabs of the Arduino IDE.
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Since the sensor program shown here is a template, I will list the source text completely. 
As a rule, for space reasons, I only show extracts of the source texts. You can find the com-
plete source code of all programs in this book in the repository.

The following listing shows the source text of the actual main program part LoRaWAN_EN-
VII_Template.ino. At the beginning of the source, there is the global declaration of the 
measuring results as floating-point numbers. Serial output via the console can be enabled/
disabled using DEBUG.

Function setup()initializes serial communication and with function initSensor(), the 
sensors of the ENV II Unit.

In function loop(), the program’s main loop, function getValues  () queries both sensors. 

I explain the preparation for the payload using the example of the measured temperature 
value. The transmitted temperature reading should include two decimal places. Therefore, 
the measuring result is multiplied by 100 and rounded. Ready for transmission, the result-
ing 16-bit integer value is split into two bytes. 

The comment // prepare LoRaWAN message… indicates the location in the source where 
later the building of the payload and sending the complete message must be placed. 

After a delay of five seconds, the whole procedure repeats.

/*
 * File: LoRaWAN_ENVII_Template.ino
 * 
 * This file gives a frame for sending ensor data via LoRaWAN
 * 
 * 2021-06-04 Claus Kühnel info@ckuehnel.ch
 */
#include <Arduino.h>

#define DEBUG 1   // set to 0 to avoid display of measuring results on serial 
monitor

float sht31Temperature, sht31Humidity;
float bmp280Temperature, bmp280Pressure;

void setup() 
{
  Serial.begin(9600);
  delay(2000); // wait for serial monitor

  Serial.println("\nM5Stack ENV.II Sensor Test"); // Change this if you want
  Serial.println("SHT31 @ 0x44 & BMP280 @ 0x76");
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  initSensor(); // initialize ENV.II sensor
}

void loop() 
{
  getValues(); // get measuring results of ENV.II sensor

  // prepare the measuring results for use in payload
  int16_t temp = (int16_t) (sht31Temperature * 100. + .5);
  uint8_t tempHi = highByte(temp);
  uint8_t tempLo = lowByte(temp);

  //Serial.print(temp); Serial.print("\t");
  //Serial.print(temp,HEX); Serial.print("\t");  
  //Serial.print(tempHi,HEX); Serial.print(tempLo,HEX);
  Serial.println();

  // prepare LoRaWAN message and send it to TTN
  
  delay(5000);
}

The source file getValues.ino, the second part of the program LoRaWAN_ENVII_Template.
ino, contains the functions initSensor() and getValues(). 

This part of the program starts with loading the required libraries and generating the in-
stances of the sensor objects.

Function initSensor() checks the I2C communication for both sensors. The SHT30 of the 
ENV II Unit is at address 0x44, and the BMP280 is at 0x76. 

The two functions getSHT31Values() and getBMP280Values() query the sensors. If DEBUG 
is 1, there is also output via the console for control purposes. You can see this output in 
the serial monitor. Function getValues() already called in the main loop combines both 
functions.

/*
 * The access to ENV.II Sensor Unit is organized here.
 * The ENV.II Sensor contains a SHT31 sensor to measure temperature & humidity,
 * and a BMP280 sensor to get temperature & pressure.
 * The results are saved in global float variables for each sensor.
 * 
 * 2021-06-04 Claus Kühnel info@ckuehnel.ch
 */
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#include <Wire.h>
#include <Adafruit_SHT31.h>
#include <Adafruit_BMP280.h>

Adafruit_SHT31 sht31 = Adafruit_SHT31();

Adafruit_BMP280 bmp; // use I2C interface
Adafruit_Sensor *bmp_temp = bmp.getTemperatureSensor();
Adafruit_Sensor *bmp_pressure = bmp.getPressureSensor();

void initSensor()
{
   if (!sht31.begin(0x44)) // Set to 0x45 for alternate i2c addr
  {   
    Serial.println("Couldn’t find SHT31");
    while (1) delay(10);
  }
  
  sht31.heater(false);
  Serial.print("SHT31 Heater Enabled State: ");
  if (sht31.isHeaterEnabled()) Serial.println("ENABLED\n");
  else                         Serial.println("DISABLED\n");

  if (!bmp.begin(BMP280_ADDRESS_ALT, BMP280_CHIPID)) // I2C Addr 0x76
  {
    Serial.println("Could not find BMP280");
    while (1) delay(10);
  }
  /* Default settings from datasheet. */
  bmp.setSampling(Adafruit_BMP280::MODE_NORMAL,     /* Operating Mode. */
                  Adafruit_BMP280::SAMPLING_X2,     /* Temp. oversampling */
                  Adafruit_BMP280::SAMPLING_X16,    /* Pressure oversampling */
                  Adafruit_BMP280::FILTER_X16,      /* Filtering. */
                  Adafruit_BMP280::STANDBY_MS_500); /* Standby time. */
  // bmp_temp->printSensorDetails();
}

void getSHT31Values()
{
  sht31Temperature = sht31.readTemperature();
  sht31Humidity = sht31.readHumidity();
  if (DEBUG)
  {
    if (!isnan(sht31Temperature))  // check if ‘is not a number’
    {
       Serial.print("SHT31  Temp  = "); Serial.print(sht31Temperature); 
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Serial.print(" *C\t\t");
    } else Serial.println("Failed to read temperature");
  
    if (!isnan(sht31Humidity))  // check if ‘is not a number’
    {
       Serial.print("SHT31 Hum.   = "); Serial.print(sht31Humidity); 
Serial.println(" %rH");
    } 
    else Serial.println("Failed to read humidity");
  }
}

void getBMP280Values()
{
  sensors_event_t temp_event, pressure_event;
  bmp_temp->getEvent(&temp_event);
  bmp_pressure->getEvent(&pressure_event);

  bmp280Temperature = temp_event.temperature;
  bmp280Pressure = pressure_event.pressure;

  if (DEBUG)
  {
    Serial.print("BMP280 Temp  = "); Serial.print(bmp280Temperature); Serial.print(" *C\t\t");
    Serial.print("BMP280 Press = "); Serial.print(bmp280Pressure); Serial.println(" hPa");
  }
}

void getValues()
{
  getSHT31Values();
  getBMP280Values();
}

The following sample program for The Things Uno board will show you the pre-built sensor 
functions in use.

7.2.2 The Things Uno
The Things Uno is the perfect board to start prototyping your IoT ideas or providing an 
existing project based on an Arduino Uno with a data transmission range of up to 10 km. 
Replace the Arduino Uno with The Things Uno, and you have a device fulfilling the require-
ments for LoRaWAN communication.

The Things Uno (TTU) uses an Arduino Leonardo (not the Arduino Uno) as the controller 
on-board with an added Microchip LoRaWAN module RN2483 (Figure 7.60). It is fully com-
patible with the Arduino IDE and existing shields.
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Fi gure 7.60: The Things Uno (TTU).

For registration at TTS (CE), you need at a bare minimum the DevEUI, which is determined 
using the DeviceInfo.ino program contained in the examples for TheThingsNetwork Library.

Figure 7.61 shows this library and its version in the Library Manager.

Fig ure 7.61: TheThingsNetwork Library.

The program DeviceInfo.ino, which I will not go into further here, delivers the data required 
for registering the LoRaWAN node via the console. DevEUI and AppEUI are available for 
registration (Figure 7.62).
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Figu re 7.62: The Things Uno – Device Information.

Before registering at TTS (CE), we should look at the hardware and application itself. The 
ENV II Unit presented in the last section serves as a sensor on the TTU. The electrical con-
nection between the ENV II Unit and TTU occurs via the I2C bus, VCC (+5 V), and GND. Not 
to be forgotten are the pull-up resistors required by the I2C bus (Figure 7.63).

Figu re 7.63: ENV II Unit on TTU.

I like to use M5Stack components with its Grove ports for quick prototyping. The wiring 
eff ort is considerably reduced and thus also the possible errors in the wiring.
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Since the TTU doesn’t have a Grove port, I used a cable with a Grove plug on one end, and 
DuPont plugs on the other.

Figure 7.64 shows the Grove cable above and below the cable used with one-sided DuPont 
plugs. The manufacturer of the below cable didn’t adhere to the Grove standard and so 
caused me trouble at first. Maybe this hint will help you to avoid trouble. 

Figure 7.64: ENV II Unit with cabeling.

The registration is straightforward again because the TTU is known to the TTS (CE), and 
you are now familiar with the necessary steps.

Figure 7.65 shows the result. The Live data presented comes from the program example 
TTU_SentOTAA.ino, which is derived from the program examples and transmits the status 
of the internal LED connected to IO13. We will not pay any further attention to this program 
because our aim is to connect the ENV II Unit.
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Figur e 7.65: The Things Uno registered.

After building all connections according to Figure 7.63, load the TTU_ENVII.ino program up 
into the TTU. getValues.ino contains all unchanged sensor-specifi c functions.

I have highlighted the changes compared to the template in the previous chapter in bold in 
the following source code listing of the main program part.

At the beginning of the program, we load the TheThingsNetwork library, and AppEUI and 
AppKey are declared and initialized as constants. The constant CYCLE defi nes the transmis-
sion cycle. To avoid using the function delay() to build wait times, the variable previous-
Millis stores the time in milliseconds.

After selecting the EU868 frequency plan required for Europe, instance ttn can be gener-
ated.

In addition to the general initializations, the function setup() calls the fi rst functions of the 
library. Function ttn.showStatus()queries the status, while ttn.join (appEui, appKey)
takes over the registration at the TTS (CE) server.

In the main loop, only the preparation of the payload is new. Here the two measuring values   
are packed into four bytes of the payload to use the function ttn.sendBytes (payload, 
sizeof(payload)). The following while-loop fi nally waits until the subsequent transmis-
sion (in fi ve minutes).
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/*
 * File: TTU_ENVII.ino
 * 
 * Sending data sampled by ENV.II Unit w/ The Things Uno board to TTN
 * based on example SendOTAA
 * 
 * 2021-06-25 Claus Kühnel info@ckuehnel.ch
 */
#include <TheThingsNetwork.h>

// Set your AppEUI and AppKey
const char *appEui = "70B3D57ED0007939";
const char *appKey = "7828A5B0225E6D6EBE1C23ABCC44E2E7";

#define DEBUG 1   // set to 0 to avoid display of measuring results on serial monitor

float sht31Temperature, sht31Humidity;
float bmp280Temperature, bmp280Pressure;

const long CYCLE = 5 * 60000; // Transmission cycle 5 minutes
unsigned long previousMillis = 0;

#define loraSerial Serial1

// Replace REPLACE_ME with TTN_FP_EU868 or TTN_FP_US915
#define freqPlan TTN_FP_EU868

TheThingsNetwork ttn(loraSerial, Serial, freqPlan);

void setup()
{
  loraSerial.begin(57600);
  Serial.begin(9600);

  while(!Serial);  // wait for serial monitor

  Serial.println("\nSensornode w/ M5Stack ENV.II Sensor"); // Change this if you want
  Serial.println("SHT31 @ 0x44 & BMP280 @ 0x76");
  
  Serial.println("Initialize sensors...");
  initSensor(); // initialize ENV.II sensor
  Serial.println("Initialization done.");
  
  pinMode(LED_BUILTIN, OUTPUT);  

  Serial.println("-- STATUS");
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  ttn.showStatus();

  Serial.println("-- JOIN");
  ttn.join(appEui, appKey);
}

void loop()
{
  Serial.println("-- LOOP");

  getValues(); // get measuring results of ENV.II sensor

  // prepare the measuring results for use in payload
  // you can enhance payload w/ BMP280 data, if you want
  int16_t temp = (int16_t) (sht31Temperature * 100. + .5);
  uint8_t tempHi = highByte(temp);
  uint8_t tempLo = lowByte(temp);

  int16_t humi = (int16_t) (sht31Humidity * 10. + .5);
  uint8_t humiHi = highByte(humi);
  uint8_t humiLo = lowByte(humi);

  // Prepare payload of 4 byte conatining measuring results
  byte payload[4];
  payload[0] = tempHi;
  payload[1] = tempLo;
  payload[2] = humiHi;
  payload[3] = humiLo;

  digitalWrite(LED_BUILTIN, HIGH);

  // Send it off
  ttn.sendBytes(payload, sizeof(payload));

  digitalWrite(LED_BUILTIN, LOW);

  previousMillis = millis();
  while(millis() - previousMillis < CYCLE);  // wait CYCLE milliseconds
}

As can be seen in the console of the TTS (CE), messages from the TTU sensor node arrive 
every fi ve minutes. The Live data in Figure 7.66 show the messages received and decoded 
payload. 
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Figur e 7.66: Messages of the TTU Sensor Node

The payload decoder has a simple structure, as it only has to read, assemble and scale the 
four bytes of the payload.

function decodeUplink(input) {
  var temp = (input.bytes[0] << 8 | input.bytes[1])/100;
  var hum  = (input.bytes[2] << 8 | input.bytes[3])/10;
  
  return {
    data: {
      temp : temp,
      hum  : hum
    },
    warnings: [],
    errors: []
  };
}
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7.2.3 Seee duino LoRaWAN
Seeeduino LoRaWAN is an Arduino board comparable to The Things Uno, with slightly ex-
panded functionality. The controller used is a 32-bit ATSAMD21G18 (Cortex-M0+) clocked 
at 48 MHz with 256 KB Flash Memory and 32 KB SRAM, operating at 3.3 V DC. All pins 
therefore have a 3.3 V logic level.

The RHF76-052AM communication module from RisingHF, using an SX1276 from Semtech, 
is responsible for LoRaWAN communication. Seeeduino LoRaWAN supports LoRaWAN Class 
A and Class C devices.

Four Grove connectors (two of them I2C) enable sensors and actuators from the Grove 
family to be easily connected.

An integrated lithium battery management charges an optionally connectable LiPo battery 
via USB. If you pay attention to low current consumption when designing the circuit, the 
LiPo battery can autonomously operate the LoRaWAN node ensure over several months.

Figure 7.67 shows the Seeeduino LoRaWAN board in the classic Arduino format.

In the top right, you can see a simple wire antenna (wound together) but also a u.FL socket 
for connecting a slightly more gainful SMA antenna.

Figu re 7.67: Seeeduino LoRaWAN. 

To program the Seeeduino LoRaWAN, you must install the support package for the SAMD 
boards from Seeed Studio in the Arduino IDE (Figure 7.68).
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Figur e 7.68: Installation of Seeed SAMD Boards.

You can download the required LoRaWAN library from GitHub via the URL 

https://github.com/brady-aiello/Seeeduino_LoRaWAN_for_hybrid_gateways.

To register the Seeeduino LoRaWAN at TTS (CE), you need at least the DevEUI, which you 
can read from the RHF76-052AM module. To do this, use the Seeeduino_Terminal.ino pro-
gram, which forwards AT commands entered via the serial monitor of the Arduino IDE to 
the RHF76-052AM module. Figure 7.69 shows the response to the <>H:M command.

Figure  7.69: Query DevEUI on Seeeduino LoRaWAN.

You only need the DevEUI when you register at TTS (CE). The board is unknown there, and 
manual registration is the only option. Enter the DevEUI read out by the RHF76-052AM 
module when registering.

You do not need the other data shown in Figure 7.70 for registering. For the AppEUI, it is 
suffi  cient to fi ll the fi eld with zeros, and the easiest way is to generate the AppKey by TTS 
(CE).

If all of this has happened, the Seeedduino LoRaWAN board reports after a short time to 
establish the connection (join).
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Figure  7.70: Seeeduino LoRaWAN registered.

I use Cayenne Low Power Payload (CayenneLPP) to transfer the data. CayenneLPP off ers 
an easy way to send data over LPWAN networks like LoRaWAN. With CayenneLPP, sensor 
data can build a data package sent in one step. This results in the following payload format:

Data1 Data2 …

Channel Type Data Channel Type Data …

1 Byte 1 Byte n Byte 1 Byte 1 Byte n Byte …

Each data point in the payload contains a channel number, a type, and several bytes of 
data itself.

The assigned channel diff erentiates several data of the same type in a message, and the 
type indicates the kind of data. The CayenneLPP Library supports packing the data.

The SeeeduinoLoRaWAN_OTAA.ino program packs the measuring results of the ENV II Unit 
in the manner described and then sends them to TTS (CE). I explain the program again in 
excerpts.

The source code starts with loading the already mentioned libraries and the header fi le 
arduino_secrets.h containing DevEUI, AppEui, and AppKey.

#include <LoRaWan.h>
#include <CayenneLPP.h>
#include "arduino_secrets.h"
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It follows the definition of several constants required for operation in the EU868 area, which 
may not change.

The instantiation of CayenneLPP sets the maximum length of the payload to 51 bytes.

CayenneLPP lpp(51);  // maximum payload

Do not change most of the entries in the setup() function. The following two instructions 
carry out the transfer of DevEUI, AppEuI, and AppKey.

The activation occurs via OTAA, and I have set the data rate to DR5 to get the lowest pos-
sible air time.

lora.setId(NULL, DEV_EUI, APP_EUI);
lora.setKey(NULL, NULL, APP_KEY);
    
lora.setDeciveMode(LWOTAA);
lora.setDataRate(DR5, EU868);

In the loop() function, the prepareMessage() builds up the payload and lora.transfer-
Packet() sends it to TTS (CE).

void loop(void)
{
  prepareMessage();
  
  while(!lora.setOTAAJoin(JOIN));
  lora.transferPacket(lpp.getBuffer(), lpp.getSize(), DEFAULT_RESPONSE_TIMEOUT);
  lora.loraDebug();
  delay(5000);
}

The new and interesting part comes with the function prepareMessage(). The function 
getValues() queries the sensors and stores the measuring values into the variables 
sht31Temperature, sht31Humidity, and bmp280Temperature, bmp280Pressure. All four 
variables are of type float.

Instruction lpp.reset() creates the CayenneLPP structure.  Function lpp.addTemperature() 
fills the structure with data one after the other. The Cayenne documentation under the URL 
https://developers.mydevices.com/cayenne/docs/lora/ holds all information on the data 
types to be integrated. I’m still using lpp.addRelativeHumidity() and lpp.addBaromet-
ricPressure() here.

You should compare the source code of the function prepareMessage() with the output 
in the Serial Monitor to follow the step-by-step structure of the complete payload (Figure 
7.71).
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  void prepareMessage()
{
  getValues(); 
  
  lpp.reset();
  lpp.addTemperature(1, sht31Temperature);
  lpp.addRelativeHumidity(2, sht31Humidity);
  lpp.addTemperature(3, bmp280Temperature);
  lpp.addBarometricPressure(4, bmp280Pressure);

  if (DEBUG)
  { 
    Serial.print("Payload length =  ");
    Serial.println(lpp.getSize());

    uint8_t *payload = lpp.getBuffer();

    for (uint8_t i = 0; i < lpp.getSize(); i++)
    {
      Serial.print("0x");
      Serial.print(payload[i], HEX);
      Serial.print(" ");
    }
    Serial.println();
  }
}

After recording the measuring values, payload length is determined and displayed by read-
ing the buff er. After exiting the function, the buff er content and payload can be sent using 
the instruction lora.transferPacket (lpp.getBuffer (), lpp.getSize (), …).

F igure 7.71: Output on Serial Monitor showing the message sent step-by-step.
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TTS (CE) already knows CayenneLPP, and the payload does not need to be decoded by 
JavaScript. It is suffi  cient to specify CayenneLPP in the payload formatter (Figure 7.72).

The payload decoded with the help of CayenneLPP can then be seen immediately in the 
live data.

The use of the channel information will also be clear from the temperatures. sht31Temperature
is assigned to Channel1 and bmp280Temperature to Channel3. These assignments mean 
temperature_1 is the temperature of the SHT31 sensor, and temperature_3 is that of the 
BMP280 sensor (Figure 7.73).

Fi gure 7.72: Formatting the Payload by CayenneLPP.

Fig ure 7.73: Display decoded Payload in Live Data.

You can also use CayenneLPP for visualization. This is described in chapter 4.7.3. With this 
knowledge, maybe it's worth taking another look over this chapter.
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7.2.4 Arduino MKR WAN 1300
The Arduino MKR WAN 1300 is a board belonging to the Arduino MKR series, consisting of 
a SAMD21 Cortex-M0+ 32-Bit Low Power ARM MCU and a Murata LPWA Module CMWX1Z-
ZABZ. The Arduino MKR family also has a LoRa-capable module (Figure 7.74).

The Arduino MKR WAN 1300 off ers several options for power supply – via USB, VIN connec-
tion, or by 2x 1.5 V AA or AAA batteries. There is no connector for a LiPo battery, and the 
VIN connection needs a stabilized voltage of 5V DC.

An u.FL connector allows the connection of a suitable cable for an external antenna. The 
Arduino MKR WAN 1300 meets all requirements for setting up a LoRaWAN node.

Fig ure 7.74: Arduino MKR WAN 1300.

I used an MKR Connection Carrier Board for the tests, making the connection of an ENV II 
Unit (or other sensors) via the Grove interface very easy.

To create programs for the Arduino MKR WAN 1300, install the appropriate support pack-
age via the Board Manager of the Arduino IDE. Figure 7.75 shows the support package for 
the Arduino MKR series (here in version 1.8.11)

Figu re 7.75: Installation of Arduino MKR WAN 1300 Support Package.
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In addition, install the MKRWAN library using the library manager. You fi nd the library by 
entering VWKX<( in the library manager (Figure 7.76).

Figu re 7.76: Installation of MKRWAN Library.

I started the LoRaWAN node according to the article "Getting Started with Arduino MKR 
WAN 1300" (https://github.com/gonzalocasas/arduino-mkr-wan-1300).

It is always advisable to update the fi rmware for a new project. For this purpose, the 
MKRWANFWUpdate_standalone.ino fi le is available in the program examples, which exe-
cutes the update directly after the upload to the Arduino MKR WAN 1300.

With this update, I installed fi rmware version ARD-078 1.2.3 (Figure 7.77).

Figur e 7.77: Firmware Update fi nished.
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You need DevEUI to register the new sensor node at TTS (CE) again. mkrwan_01_get_
deveui.ino reads the DevEUI from the LoRaWAN module used (Figure 7.78).

Figure  7.78: Arduino MKR 1300 WAN DevEUI.

I registered the new sensor node at TTS (CE) manually, as the successor to the board used 
here, the Arduino MKR 1310 WAN, could already be found there under the specifi cations. 
After entering the determined DevEUI and eight Zero-Bytes for the AppEUI, TTS (CE) can 
create the AppKey, and the device is registered (Figure 7.79).
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Figure  7.79: Arduino MKR 1300 WAN Registration at TTS (CE). 

I used the mkrwan_02_hello_world.ino program to test the registration. Only the string 
"This is MKR1300WAN" is sent to the TTS (CE) server. The content of the payload [54 68 
69 73 20 69 73 20 4d 4b 52 31 33 30 30 57 41 4e], shown partly in Figure 7.80, verifi es 
the functionality.

The fi le arduino_secrets.h contains AppEUI and AppKey. Due to the separation of the ac-
cess data, you can exclude this data when you give your program to a third party.
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Figure 7 .80: Received String at TTS (CE) Server.

After setting all precautions on the LoRaWAN side, I want to transmit the data recorded by 
the ENV II Unit. For this purpose, I created the program MKR1300WAN_ENVII.ino, which I 
will explain in sections again.

After integrating the MKRWAN library and the fi le arduino_secrets.h, the cycle for sending 
the LoRaWAN messages (CYCLE) and the LoRa frequency band (EU868) are defi ned before 
the instance modem(Serial1) is generated.

#include <MKRWAN.h>
#include "arduino_secrets.h" 

#define DEBUG 1   // set to 0 to avoid display of measuring results on serial monitor

float sht31Temperature, sht31Humidity;
float bmp280Temperature, bmp280Pressure;

const long CYCLE = 15 * 60000; // Transmission cycle 15 minutes
unsigned long previousMillis = 0;

// Select your region (AS923, AU915, EU868, KR920, IN865, US915, US915_HYBRID)
_lora_band region = EU868;
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LoRaModem modem(Serial1); 

After these precautions, setup() begins by initializing the serial interface and the modem 
and then outputs information via the console before the ENV II Unit is initialized. The 
module-specific and unique DevEUI is also output before the modem.joinOTAA (appEui, 
appKey) function establishes the connection to the network. Once the connection is estab-
lished, modem.setADR(true) switches ADR on and modem.dataRate(5) sets the highest 
data rate DR5.

void setup() 
{
  Serial.begin(115200);
  while (!Serial);
 
  if (!modem.begin(region)) 
  {
    Serial.println("Failed to start module");
    while (1) {}
  };

  // Change this if you want
  Serial.println("\nSensornode w/ Arduino MKR 1300 WAN & M5Stack ENV.II Sensor"); 
  Serial.println("SHT31 @ 0x44 & BMP280 @ 0x76");
  Serial.println("Initialize sensors...");
  initSensor(); // initialize ENV.II sensor
  Serial.println("Initialization done.");
  pinMode(LED_BUILTIN, OUTPUT);
  
  Serial.print("Your device EUI is: ");
  Serial.println(modem.deviceEUI());

  int connected = modem.joinOTAA(appEui, appKey);
  if (!connected) {
    Serial.println("Something went wrong; are you indoor? Move near a window and retry");
    while (1) {}
  }
  Serial.println("Successfully joined the network!");
  Serial.println("Enabling ADR and setting low spreading factor");
  modem.setADR(true);  // ADR true
  modem.dataRate(5);   // DR5 means SF7
}
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In the main loop of the program (loop()), the actual message can now be sent using 
modem.print() embedded in modem.beginPacket() and modem.endPacket(). 

Before doing this, the measured values of the sensor must be queried and prepared for the 
payload.

You already know this. For simplicity, I have converted both measured values into a string.

void loop() 
{
  getValues(); // get measuring results of ENV.II sensor

  // prepare the measuring results for use in payload
  // you can enhance payload w/ BMP280 data, if you want
  int16_t temp = (int16_t) (sht31Temperature * 100. + .5);
  int16_t humi = (int16_t) (sht31Humidity * 10. + .5);

  String payload = String(temp) + String(humi);

  digitalWrite(LED_BUILTIN, HIGH);
  
  modem.beginPacket();
  modem.print(payload);
  
  int err = modem.endPacket(false);

  if (err > 0) Serial.println("Transmission ok");
  else         Serial.println("Transmission Error");

  digitalWrite(LED_BUILTIN, LOW);

  previousMillis = millis();
  while(millis() - previousMillis < CYCLE);  // wait CYCLE milliseconds
}

Finally, Figure 7.81 shows the messages sent by the Arduino MKR WAN 1300 to TTS (CE). I 
copied a terminal window with the serial output of the Arduino MKR WAN 1300 into Figure 
7.81.
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Figure 7. 81: Arduino MKR WAN 1300 Messages.

I took simple decoding of the payload since only positive temperatures (room temperature) 
are expected here at room conditions.

function decodeUplink(input) {
  var temp = (input.bytes[0]- 0x30) * 1000;
      temp += (input.bytes[1]- 0x30) * 100;
      temp += (input.bytes[2]- 0x30) * 10;
      temp += (input.bytes[3]- 0x30);
      temp /=100;
  var hum = (input.bytes[4]- 0x30) * 100;
      hum += (input.bytes[5]- 0x30) * 10;
      hum += (input.bytes[6]- 0x30);
      hum /=10;
  return {
    data: {
      temp: temp,
      hum : hum
    },
    warnings: [],
    errors: []
  };
} 
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7.2.5 Heltec WiFi LoRa 32
Chinese company Heltec Automation (https://heltec.org/) offers, among other things, IoT 
modules based on the ESP8266 and ESP32 microcontrollers from Espressif.

The Heltec WiFi LoRa 32 based on the ESP32 from Espressif is an exception in that there is 
an onboard OLED display, WiFi, and BLE.

An OLED display is not very useful for the energy balance of a battery-operated LoRaWAN 
node. Still, if power supply is not a problem, the board is exciting as an IoT node (Figure 
7.82).

Figure 7.82: Heltec WiFi LoRa 32.

The Heltec WiFi LoRa 32 module combines an ESP32, Semtech SX1276, 0.96-inch OLED, 
and a charging circuit for a LiPo battery. An external antenna can and should be connected.

I want to refer to the headers available for applications briefly. Due to the connected OLED 
and LoRa transmitter, the use of these I/O pins is restricted. Figure 7.83 shows the connec-
tion assignment of the Heltec WiFi LoRa 32 module in a view from below.

The most important thing about this picture is the contacts marked by red arrows connect-
ing the OLED display and LoRa transceiver.

These ports are not available for applications using OLED display and 
LoRa communication.
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Figure 7.83: Heltec WiFi LoRa 32 Modul Pinout.

The following URLs deliver essential information about the Heltec Wifi LoRa32 module:

• Heltec Wifi LoRa32 module pinout diagram https://bit.ly/36s7jZV
• Heltec Wifi LoRa32 module installation guide https://heltec.org/wifi_kit_install/
• Big ESP32 / SX127x Topic Part 1 http://bit.ly/2wAgdmv
• Big ESP32 / SX127x Topic Part 2 http://bit.ly/2MJt549

According to the Installation Guide on GitHub, the integration of the ESP32 into the Arduino 
IDE occurs. The somewhat more complicated procedure has the advantage of making the 
latest versions of the driver package and the development tool available.

I used the Heltec ESP32 Library in version 1.1.0 (Figure 7.84). In this screenshot, you can 
also see the TTN-esp32 library in version 0.1.1, which I also used. But more on that later.
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Fi gure 7.84: Heltec ESP32 Library & ESP32 Port of the TTN Library.

In addition to the presented hardware and the ESP32 software, additional software im-
plementing the LoRaWAN protocol is required. The LoRa transceiver SX127x off ers LoRa 
radio modulation but does not implement the LoRaWAN protocol. This software runs on the 
ESP32 and implements the LoRaWAN protocol.

The LMiC Arduino library (here in version 1.5.1, Figure 7.85) implements a LoRaWAN 
protocol stack used on the ESP32. The library available on GitHub at https://github.com/
matthijskooijman/arduino-lmic contains examples for implementing a LoRaWAN node for 
TTS (CE) with ABP and OTAA activation.

The repository contains the program Heltec_Lora32_ttn_abp.ino, working with an earlier 
version of the LMiC library. The ELEKTOR directory of the repository includes a modifi ed 
variant under the same name. I use the TTN_esp32 library, derived from The Things Net-
work Library. This library simplifi es access to the TTS (CE) greatly. I also replaced the 
DHT11 sensor with the ENV II Unit.
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Fig ure 7.85: LMiC Library.

A suitable library for the OLED monochrome display on the board is U8g2. You can fi nd 
the U8g2 library on Github: https://github.com/olikraus/u8g2 (U8g2 contains U8x8, which 
requires fewer resources).

I am using the OLED Library by Daniel Eichhorn and Fabrice Weinberg, available on GitHub 
at the URL https://github.com/ThingPulse/esp8266-oled-ssd1306.

Which library you prefer is a matter of taste.

The ENV II Unit uses the same I2C bus as the OLED and reduces the hardware eff ort (Figure 
7.86).

Fig ure 7.86: Heltec WiFi LoRa 32 & ENV II Unit. 

The DevEUI for the registration can be derived from the ChipID of the ESP32. For example, 
the GetChipID.ino program (https://github.com/Heltec-Aaron-Lee/WiFi_Kit_series/blob/
master/esp32/libraries/ESP32/examples/ChipID/GetChipID/GetChipID.ino) is used for 
this. In my case here the DevEUI is 0x003503B7B19BFB5A.
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In the program example Heltec_LoRa32_ttn-abp.ino, I used the ABP activation to present 
this variant as well (Figure 7.87 to Figure 7.90).

The ABP registration diff ers essentially from the OTAA registration. Device Address, Nwk-
SKey, and AppSKkey are generated by pressing these fi elds and then transferred to the 
application program. To separate this data, I have again created a separate tab with the 
fi le name arduino_secrets.h.

Figu re 7.87: ABP-Registration – 1.

Figure 7.88: ABP-Registration – 2.
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Figure 7.89: ABP-Registration – 3.

Figure  7.90: ABP-Registration – 4.
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Clicking the Add end device button completes the registration, and we can devote ourselves 
to the application program.

The complete application consists of the three files: Heltec_LoRa32_ttn-abp.ino, getValue.ino 
and arduino_secrets.h.

The following explanations refer exclusively to the main program Heltec_LoRa32_ttn-abp.ino.

The first two include instructions to load the library supporting the access to TTS (CE) and 
the header file arduino_secrets.h containing the device address and keys from the ABP 
registration made at TTS (CE). 

The byte arrays NWKSKEY[16] and APPSKEY [16] store the TTN keys. The constant DEVAD-
DR holds the device address of the generated device.

The OLED library provides an interface (API) for easy access to the OLED display. The OLED 
display is hard-wired, so the assignments to the pins are simply adopted. The ENV II Unit, 
also connected via the I2C bus, uses the same pins. The white on-board LED connected to 
GPIO25 displays certain states.

Creating instances for the display and the TTS (CE) communication finishes this first part 
of the source code.

#include <TTN_esp32.h>
#include "arduino_secrets.h"

// OLED Library https://github.com/ThingPulse/esp8266-oled-ssd1306
#include <SSD1306.h>

//OLED pins to ESP32 GPIOs on Heltec WiFi LoRa 32:
//SDA & SCL pins used for ENV II Unit, too
//OLED_SDA -- GPIO4
//OLED_SCL -- GPIO15
//OLED_RST -- GPIO16

SSD1306  display(0x3c, 4, 15);

#define DEBUG 1 

float sht31Temperature, sht31Humidity;
float bmp280Temperature, bmp280Pressure;

const int pLED = 25;
const int pResetOLED = 16;

const long CYCLE = 5 * 60000; // Transmission cycle 5 minutes
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unsigned long previousMillis = 0;

TTN_esp32 ttn ;

The setup() function is somewhat more extensive, as the outputs that control the OLED 
and LED are declared and initialized. The OLED and the serial interface are initialized, and 
then a connection to the TTS (CE) is established. The OLED and console show start mes-
sages before the ENV II Unit is initialized.

void setup() 

{

  pinMode(pLED, OUTPUT);          // set pin to output

  digitalWrite(pLED, LOW);        // turn off on-board LED

  pinMode(pResetOLED, OUTPUT);

  digitalWrite(pResetOLED, LOW);  // set GPIO16 low to reset OLED

  delay(50); 

  digitalWrite(pResetOLED, HIGH); // while OLED is running, must set GPIO16 in high

  

  display.init();                 // Initialising the UI will init the display too.

  display.flipScreenVertically();

  display.setFont(ArialMT_Plain_16);

  display.setTextAlignment(TEXT_ALIGN_LEFT);

  

  Serial.begin(115200);

    

  ttn.begin();

  ttn.onMessage(message); // declare callback function when is downlink from server

  ttn.personalize(devAddr, nwkSKey, appSKey);

  ttn.showStatus();

   

  display.drawStringMaxWidth(0, 0, 128, "Starting LoRaWAN Node..." );

  display.display();

  delay(2000);           // wait for connecting terminal

  Serial.println(F("Starting LoRaWAN Node..."));

  initSensor();

}

The program‘s main loop switches the on-board LED on to indicate entering the loop 
and queries the measuring values   of the ENV II Unit via the getValues  () function. The 
getValues.ino tab contains the complete handling of the ENV II Unit again. But you al-
ready know that.
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The measuring values   available as floating-point numbers are converted into integer val-
ues. For the temperature multiplied by 10 we get a 16-bit signed integer value. An unsigned 
8-bit integer value is sufficient for humidity. Both values   are rounded. These two values   are 
later copied into the byte array payload[]so that the message to be transmitted with two 
measured values   only comprises three bytes in total.

In addition, the dtostr() function converts measuring values into strings, which are then 
output on the OLED display. If DEBUG is different to zero, the measuring values   are also 
output via the serial interface.

After saving the converted measuring values   in the payload, "Message queued" indicates 
this state on OLED and console. The output "Message sent." follows after transmission 
occurs. A delay of two seconds (delay(2000)) makes for better visibility of the LED only.

void loop()
{
  digitalWrite(pLED, HIGH);      // turn on on-board LED
  getValues();

  int16_t  temp = (int) (sht31Temperature * 10. + .5);
  uint8_t  humi = (int) (sht31Humidity + .5); 

  char buffer[5];
  String s = dtostrf(sht31Temperature, 3, 1, buffer);
  display.clear();
  display.drawString(0, 0, "Temp = ");
  display.drawString(72, 0, s);
  display.drawString(104, 0, " °C");

  s = dtostrf(sht31Humidity, 3, 0, buffer);
  display.drawString(0, 16, "Hum  = ");
  display.drawString(72, 16, s);
  display.drawString(104, 16, " %");
  display.display();

  byte payload[3];

  payload[0] = highByte(temp);
  payload[1] = lowByte(temp);
  payload[2] = humi;

  Serial.println(F("Message queued"));
  display.drawString(0, 32, "Message queued" );
  display.display();
    
  // Send message
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  ttn.sendBytes(payload, sizeof(payload));
  Serial.println(F("Message sent.\n"));
  display.drawString(0, 48, "Message sent."); display.display();
  delay(2000);
  digitalWrite(pLED, LOW);        // turn off on-board LED
  previousMillis = millis();
  while(millis() - previousMillis < CYCLE); // wait CYCLE milliseconds
}

Figure 7.91 shows the output on the OLED display. All four lines appear practically simulta-
neously on the OLED display, accompanied by the lighting up of the white LED.

Figure 7.91: Output on OLED display.

Finally, Figure 7.92 shows the messages sent by the Heltec Wifi LoRa 32 module in the TTS 
(CE) console. I have included a terminal window with the outputs of the serial interface of 
the Heltec Wifi LoRa32 module.
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Figure 7 .92: Heltec WiFi LoRa 32 Messages.

So that the payload appears in the form shown, I used the following decoder function:

function decodeUplink(input) {
  var temp = (input.bytes[0] << 8 | input.bytes[1]) / 10;
  var hum  = input.bytes[2];
  return {
    data: {
      temp : temp,
      hum  : hum
    },
  };
}

7.2.6 Heltec CubeCell
With their CubeCell series, Heltec off ers other boards based on the ASR6501 and ASR6502 
SoCs.

The ASR650x combines an integrated LoRa radio transceiver, modem, and ARM Cortex M0+ 
clocked at 48 MHz. The LoRa Wireless Communication module developed by ASR off ers ul-
tra-long-range communication with extremely low power consumption for LPWAN applica-
tions. It is suitable for a long-range and has a high degree of effi  ciency. The energy-saving 

LoRaWAN Nodes in the IoT 220124 UK V2.indd   167LoRaWAN Nodes in the IoT 220124 UK V2.indd   167 14/03/2022   13:0114/03/2022   13:01



Develop and Operate Your LoRaWAN IoT Nodes

● 168

design and the solar panel support enable an autonomously working IoT node with the best 
price-performance ratio.

All Heltec CubeCells are Arduino-compatible, and you can program them using the Arduino 
IDE.

To integrate the Heltec CubeCells into the Arduino IDE, enter the URL https://resource.
heltec.cn/download/package_CubeCell_index.json into the Additional Boards Manager 
URLs fi eld. After restarting the Arduino IDE, the Heltec CubeCells are then available in the 
Boards Manager (Figure 7.93).

Figure  7.93: Heltec CubeCell Boards.

For registration at TTS (CE), the DevEUI is derived from the ChipID. Determine the ChipID 
using the following program:

  https://github.com/HelTecAutomation/CubeCell-Arduino/blob/master/libraries/
Basics/examples/ChipID/ChipID.ino

#include "Arduino.h"

void setup() 
{
  Serial.begin(115200);
  uint64_t chipID=getID();
  Serial.printf("ChipID:%04X%08X\r\n",(uint32_t)(chipID>>32),(uint32_t)chipID);
}

void loop() {}
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pinMode(Vext, OUTPUT);
digitalWrite(Vext, LOW); // switches Vext on
delay(500); // allow Vext to settle

In battery mode, the power consumption achieves not less than 4 µA in a deep sleep.

In battery mode, the charging circuit and LDO are active, which increases the current ac-
cordingly. The values shown in Table 15 describe the details (https://bit.ly/2TWavdL).

Table 1 5:  Heltec CubeCell Current Consumption.

I received another important note from the Heltec forum, which in the end was decisive for 
minimum power consumption:

1. After uploading the program and the completed confi guration, the USB cable 
must be removed and reset. Otherwise, the USB serial chip will still draw power.

2. Do not execute any serial commands in the program.

I put the arrangement shown in Figure 7.97 (without solar cell) into operation on 07/20/2020. 
The test has been running since this date using the CubeCell_LoRaWAN.ino program and 
can be tracked at the following URL: https://ckarduino.wordpress.com/heltec-cubecell/.

Registration at TTS (CE) is easy because TTS (CE) knows the Heltec CubeCell DevBoard 
HTCC-AB01 already (Figure 7.98). You have to enter the DevEUI derived from the ChipID 
and generate the AppKey. The entry 00000000000000 is suffi  cient for the AppEUI. 
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Figure  7.98: Registration of Heltec CubeCell DevBoard HTCC-AB01.

At the time of writing this book, I had not yet migrated the LoRaWAN node from the TTN 
V2 to the TTS (CE) because I was using it wanted to wait for the end of the long-term test.

The CubeCell_LoRaWAN.ino program hardly diff ers from the program example 
Capsule_LoRaWan.ino presented in the next section, so I only show the diff erences in the 
preparation of the payload.

/* Prepares the payload of the frame */
static void prepareTxFrame( uint8_t port )
{
  uint16_t vBat = getBatteryVoltage();
  uint8_t loBat = lowByte(vBat);
  uint8_t hiBat = highByte(vBat);
  
  appDataSize = 2;
  appData[0] = hiBat;
  appData[1] = loBat;
}

Figure 7.99 shows the data of the Heltec CubeCell HTCC-AB01 uploaded every 15 minutes 
in the long-term test.
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Figure 7 .99: Heltec CubeCell HTCC-AB01 Upload in der TTN V2 Console.

Figure 7.100 shows the battery discharge over the previous running time. The data shown 
suggests a total running time of one year (still without buff ering by a solar cell).

The test has now been completed, and it has run for 350 days.

Figure 7. 100: Battery discharge LiPo-Akku.

As part of an investigation into battery-operated IoT nodes, I also included a Heltec CubeCell 
HTCC-AB02A with Li/SOCl₂ battery (https://ckarduino.wordpress.com/batteriebetriebene-
iot-knoten/).

The registration is comparable to the Heltec CubeCell HTCC-AB01, as you can see in Figure 
7.101. I have not yet migrated this LoRaWAN node from the TTN V2 to the TTS (CE), as 
was is part of the ongoing long-term test.
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Figure 7.1 01: Registration of Heltec CubeCell HTCC-AB02A. 

The program is practically identical to the one described above. However, the transfer cycle 
is 30 minutes, and the test was started on December 7th, 2020. Figure 7.102 shows the 
data uploaded every 30 minutes from the Heltec CubeCell HTCC-AB02A in the long-term 
test.

Figure 7.10 2: Heltec CubeCell HTCC-AB02A Upload in the TTN V2 Console.

In my blog https://ckarduino.wordpress.com/batteriebetriebene-iot-knoten/ I have pub-
lished the long-term test results of several IoT nodes with WiFi or LoRa. The blog is in Ger-
man, but you can read the results without problems. The winner is the Heltec HTCC-AB02A! 

7.2.6.2 Heltec Cube Cell Capsule Sensors
The Heltec CubeCell Capsule sensors are fully encapsulated LoRaWAN sensor nodes without 
external interfaces. With the help of a debug board, you can program the sensor and put it 
into operation. The technical specifi cations correspond to the CubeCell DevBoards because 
the hardware is identical.

The two versions, CubeCell Capsule Sensor HTCC-AC01 (Figure 7.103) and CubeCell Cap-
sule Solar Sensor HTCC-AC02 (Figure 7.104), diff er due to the integrated solar cell into the 
housing and an 80 mAh LiPo battery.
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 Figure 7.103: 
Heltec CubeCell Capsule Sensor.

 Figure 7.104: 
Heltec CubeCell Capsule Solar Sensor.

Sensors can extend both versions of the Heltec CubeCell Capsule. There are boards for 
BH1750 (light sensor), BMP280 (temperature & barometric pressure), CCS811B (air qual-
ity), HDC1080 (temperature & relative humidity) and MPU9250 (9-axis acceleration sen-
sor).

The inserted sensor is located in the lower capsule in the fi gures above. I’m using a 
HDC1080 to measure temperature and relative humidity.

Due to storage and transport problems, there is no battery as standard. You can add one 
after delivery. The Heltec website https://bit.ly/3mKHlYW describes commissioning and the 
available sensor modules in detail.

For programming, the debug board is simply placed between the CubeCell Capsule and the 
sensor and connected to the PC via USB (Figure 7.105). Programming with the Arduino IDE 
is possible.
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F igure 7.105: Debug Board on CubeCell Capsule.

Figure 7.106 shows the essential pre-settings after selecting the CubeCell Capsule in the 
Menu Tools > Boards.

F igure 7.106: Heltec CubeCell Capsule Setup.

Several program examples are available, which you can use to familiarize yourself with the 
Heltec CubeCell Capsule.

The program example Capsule_LoRaWan.ino queries the HDC1080 sensor and the battery 
voltage. The measuring values are packed into a data packet to send to TTS (CE) every 
fi ve minutes.

I want to explain the program using a few excerpts beginning with loading the required 
libraries. Except for the Wire Library, the other libraries are part of the ASR650x-Arduino 
Library from Heltec.

After generating the instance hdc1080, DEBUG activates serial outputs.
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/*
 * File: Capsule_LoRaWan.ino
 * 
 * Board: Heltec CubeCell Capsule w/ HDC1080 sensor
 */
#include "Arduino.h"
#include "LoRaWan_APP.h"
#include <Wire.h>
#include "HDC1080.h"

HDC1080 hdc1080;

#define DEBUG 1

I took over the OTAA parameters from an earlier installation in the TTN V2, where I derived 
the DevEUI from the ChipID of the microcontroller. TTS (CE) knows the Heltec device, fur-
ther simplifying the registration (Figure 7.107).

F igure 7.107: Registration of  Heltec Capsule Sensor at TTN (CE).

The following parameters are primarily derived from the setup (Figure 7.106). There is a 
unique feature here with the ChannelMask. Channels 0 to 7 are usually enabled. Since I 
worked with a Heltec HT-M00 dual-channel gateway for the fi rst attempts, only channels 0 
and 1 have to be enabled, meaning that the relevant line of code

uint16_t userChannelsMask[6]={ 0x0003,0x0000,…,0x0000 };  
// Channel 0 & 1 for HT-M00

must be adapted as shown above. See the following listing too.
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 /* OTAA para*/
uint8_t devEui[] = { 0x00, 0x00, 0x53, 0x0A, 0xFD, 0x03, 0xA7, 0x15 }; 
// comes from Chip ID of Capsule
uint8_t appEui[] = { 0x70, 0xB3, 0xD5, 0x7E, 0xD0, 0x03, 0x9F, 0x51 }; 
// copied from TTN 
uint8_t appKey[] = { 0x65, 0x4F, 0x0A, 0x84, 0x30, 0x2E, 0x4B, 0x69, 0x6B, 0x27, 
0x4E, 0xA5, 0x00, 0x2E, 0x7E, 0x18 };

/*LoraWan region, select in arduino IDE tools*/
LoRaMacRegion_t loraWanRegion = ACTIVE_REGION;

/*LoraWan Class, Class A and Class C are supported*/
DeviceClass_t  loraWanClass = LORAWAN_CLASS;

/*the application data transmission duty cycle.  value in [ms].*/
uint32_t appTxDutyCycle = 15000;

/*OTAA or ABP*/
bool overTheAirActivation = LORAWAN_NETMODE;

/*ADR enable*/
bool loraWanAdr = LORAWAN_ADR;

/* set LORAWAN_Net_Reserve ON, the node could save the network info to flash when 
node reset not need to join again */
bool keepNet = LORAWAN_NET_RESERVE;

/* Indicates if the node is sending confirmed or unconfirmed messages */
bool isTxConfirmed = LORAWAN_UPLINKMODE;

/*The application data transmission duty cycle.  value in [ms].*/
uint32_t APP_TX_DUTYCYCLE = 5 * 60000; // 5 min 

/* Application port */
uint8_t appPort = 2;

uint8_t confirmedNbTrials = 8;

/*LoraWan channelsmask, default channels 0-7*/ 
//uint16_t userChannelsMask[6]={ 0x00FF,0x0000,0x0000,0x0000,0x0000,0x0000 };
uint16_t userChannelsMask[6]={ 0x0003,0x0000,0x0000,0x0000,0x0000,0x0000 };   
// Channel 0 & 1 for HT-M00
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The function prepareTxFrame() serves to prepare the message to be sent. First, the exter-
nal power supply for the HDC1080 sensor is switched on, and the subsequent initialization 
follows.

The battery voltage, temperature, and relative humidity query and splitting the values into 
high and low bytes follow. A total of six bytes of user data build the payload to be trans-
mitted.

/* Prepares the payload of the frame */
static void prepareTxFrame( uint8_t port )
{
  digitalWrite(Vext, LOW);
  hdc1080.begin(0x40);
  hdc1080.setResolution(HDC1080_RESOLUTION_11BIT, HDC1080_RESOLUTION_11BIT);
  delay(100);
  
  uint16_t vBat = getBatteryVoltage();
  if (DEBUG) Serial.println("Vbat = " + String(vBat) + " mV");
  uint8_t loBat = lowByte(vBat);
  uint8_t hiBat = highByte(vBat);

  float temp = hdc1080.readTemperature();
  if (DEBUG) Serial.println("Temperature: " + String(temp,1) + " *C");
  uint16_t Tmp = (uint16_t) (temp * 100 + .5); // send temp*100 as integer
  uint8_t loTmp = lowByte(Tmp);
  uint8_t hiTmp = highByte(Tmp);

  float hum  = hdc1080.readHumidity();
  if (DEBUG) Serial.println("Humidity: " + String(hum,1) + " %rH");
  uint16_t Hum = (uint16_t) (hum * 10 + .5); // send temp*10 as integer
  uint8_t loHum = lowByte(Hum);
  uint8_t hiHum = highByte(Hum);

  Wire.end();
  digitalWrite(Vext, HIGH);
  
  appDataSize = 6;
  appData[0] = hiBat;
  appData[1] = loBat;
  appData[2] = hiTmp;
  appData[3] = loTmp;
  appData[4] = hiHum;
  appData[5] = loHum;
}

The usual initializations now take place in the setup() function.
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void setup() 
{
  boardInitMcu();
  pinMode(Vext, OUTPUT);
  Wire.begin();
  if (DEBUG) Serial.begin(115200);
#if(AT_SUPPORT)
  enableAt();
#endif
  deviceState = DEVICE_STATE_INIT;
  LoRaWAN.ifskipjoin();
}

The loop() function processes the internal state machine and sends the prepared message 
in the DEVICE_STATE_SEND state.

void loop()
{
  switch( deviceState )
  {
    case DEVICE_STATE_INIT:
…
    case DEVICE_STATE_JOIN:
…
    case DEVICE_STATE_SEND:
    {
      prepareTxFrame(appPort);
      LoRaWAN.send();
      deviceState = DEVICE_STATE_CYCLE;
      break;
    }
    case DEVICE_STATE_CYCLE:
    {
      // Schedule next packet transmission
      txDutyCycleTime = APP_TX_DUTYCYCLE+ randr(0,APP_TX_DUTYCYCLE_RND );
      LoRaWAN.cycle(txDutyCycleTime);
      deviceState = DEVICE_STATE_SLEEP;
      break;
    }
    case DEVICE_STATE_SLEEP:
…
    default:
…
  }
}
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Figure 7.108 shows the outputs via the console after starting the program, while Figure 
7.109 shows the decoded payload in the TTS (CE) console.

Figure 7.108: Console Output after the start of the program.
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Figure 7.109: Uploads of the Heltec CubeCell Capsule Sensors.

For decoding, I programmed the payload formatter as follows and copied a complete con-
sole output into Figure 7.109 for clarity:

function decodeUplink(input) {
  var data = {};
  
  data.vbat = (input.bytes[0] << 8) + input.bytes[1];
  data.temp = ((input.bytes[2] << 8) + input.bytes[3])/100;
  data.humi = ((input.bytes[4] << 8) + input.bytes[5])/ 10;
  
  var warnings = [];
  if (data.temperature < 0) {
    warnings.push("under zero");
  }
  return {
    data: data,
    warnings: warnings
  };
}
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Figure 7.111: M5Stack Basic Core.

The M5GO/FIRE Battery Bottom Charging Base containing an additional LiPo battery and 2 
x 5 laterally arranged neopixels (https://bit.ly/3e79Xrs) can close the stack at the bottom.

During my research, I came across Achim Kern’s program example m5stack_core_ttn_sen-
sornode_v1_03_ino.ino, which offers everything necessary for such a LoRaWAN node. The 
program uses an ENVII Sensor Unit from M5Stack as an environmental sensor and a PIR 
sensor as a presence detector. I did not use the PIR sensor here.

TTS (CE) did not know the M5Stack COM.LoRaWAN, therefore it must be registered man-
ually.

At this point, I would like to explain the program‘s source code only concerning the payload. 
To decode the payload, you need knowledge of its structure.

I multiplied the measuring values   for temperature, humidity, and pressure determined by 
the sensor by 100 and saved them in the payload. A percentage value is used for the bat-
tery voltage determined and proceeded the same way. The result is a twelve-byte payload.

The payload is ready to send after converting the byte array into a string.

/*-------------------------------------------------------------------------------
*/
/* Function void send_to_TTN(void)                                               
*/
/*                                                                               
*/
/* TASK    : send sensor data to TTN                                             
*/
/* UPDATE  : 25.01.2021                                                          
*/
/*-------------------------------------------------------------------------------
*/
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void send_to_TTN(void) 
{  
  // show picture
  iot_picture="/ttn.jpg";
  M5.Lcd.drawJpgFile(SD, iot_picture.c_str());
  
  // neopixels red
  rgb_neopixel(255,0,0);

  // activate communication
  Serial.println("LoraSet=?");  
  ATCommand("LoraSet", "?");
  delay(500);
  
  Serial.println(F(" "));
  Serial.print(F(application)); Serial.print(F(" Version ")); 
  Serial.println(F(aktu_version));
  Serial.println(F(" "));

  // check if we can access battery functions
  if(!M5.Power.canControl())
  {
    Serial.println(F("[!] No communication with IP5306 chip"));
  }

  // actual battery level
  uint8_t bat = M5.Power.getBatteryLevel();
  Serial.print(F("[?] M5STACK BATTERY LEVEL --> "));
  Serial.print(bat);
  Serial.println(F(" %"));
  m5stack_bat=bat;
  int32_t battery_int = bat * 100; 
    
  #ifdef ENABLE_SENSOR_ENVII     
    sensor_env2();
    m5stack_temp=env2_tmp;
    m5stack_humi=env2_hum;
    m5stack_press=env2_pressure;
    Serial.print(F("[?] M5STACK Unit ENVII --> «));
    Serial.print(«ENVII-P:»); Serial.print(env2_pressure); 
    Serial.print(«  ENVII-T:»); Serial.print(env2_tmp);  
    Serial.print("  ENVII-H:"); Serial.println(env2_hum);                 
  #endif

  // now we create the payload and send it to the TTN
  int32_t temp_int      = env2_tmp * 100;
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  int32_t pressure_int  = env2_pressure * 100;
  int32_t hum_int       = env2_hum * 100;

  byte payload[12];
  payload[0] = temp_int;
  payload[1] = temp_int >> 8;
  payload[2] = temp_int >> 16;

  payload[3] = hum_int;
  payload[4] = hum_int >> 8;
  payload[5] = hum_int >> 16;

  payload[6] = pressure_int;
  payload[7] = pressure_int >> 8;
  payload[8] = pressure_int >> 16;
    
  payload[9]  = battery_int;
  payload[10] = battery_int >> 8;
  payload[11] = battery_int >> 16;

  Serial.print(F("[x] actual TTN payload --> "));
  char str[32] = "";
  array_to_string(payload, 12, str);
  Serial.println(str);

  // now send all to TTN
  ATCommand("SendHex", str); 
  // neopixels now off
  rgb_neopixel_off();
  // display sensor data
  tft_display_m5stack();       
}

Achim Kern‘s program is very clearly written, so I would like to refer you to the source code 
in the repository. There is also an excellent post on Hackster that provides all the informa-
tion you need

https://www.hackster.io/kehosoftware/m5stack-com-lorawan-using-arduino-ide-38ab24.

Please note, however, that the LoRaWAN node worked into the TTN V2 in the cited article.

Figure 7.112 shows the output via the console after starting the program.
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Figure 7.112: Console output after starting the program. 

The following figures show the well-designed outputs on the TFT display of the M5Stack 
Basic Core, which are output one after another in the program sequence on the display. 
The sixth figure in the series shows the entire measuring arrangement, including the ENV 
II Unit.

The images are saved as JPG files on an SD card in the M5Stack Basic Core and the repos-
itory. You can see the neopixels arranged on both sides in some images.

 1.  2.

 3.  4.
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 5.  7.

   6.

I have registered this application as m5-stack-lorawan at TTS (CE) (Figure 7.113).
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Figure 7.113: Application m5-stack-lorawan at TTN V3

At the same time, I assigned an end device with the name M5Stack-COM.LoRaWAN and the 
end device ID mym5stack to this application (Figure 7.114).

Figure 7.114: End Device M5Stack-COM.LoRaWAN at TTN V3.

The ChipID of the ESP32 builds the DevEUI again. The AppEUI can be set to zero in the TTS 
(CE), and the AppKey can be generated there.

As Figure 7.114 shows, the new LoRaWAN node reports in the Live data field.
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A few lines of JavaScript build the payload formatter, which isolates the corresponding pa-
rameters from the twelve transmitted bytes of payload to obtain readable data. I copied a 
line with the decoded payload into Figure 7.114.

 function decodeUplink(input) {
  var data = {};
  
  data.temp  = ((input.bytes[2] << 16) + (input.bytes[1] << 8) + input.bytes[0])/100;
  data.humi  = ((input.bytes[5] << 16) + (input.bytes[4] << 8) + input.bytes[3])/100;
  data.press = ((input.bytes[8] << 16) + (input.bytes[7] << 8) + input.bytes[6])/100;
  data.bat   = ((input.bytes[11] << 16) + (input.bytes[10] << 8) + input.
bytes[9])/100;
  
  var warnings = [];
  if (data.temp < 0) {
    warnings.push("under zero");
  }
  return {
    data: data,
    warnings: warnings
  };
}

7.2.8 M5Stack LoRaWAN868 Unit
The M5Stack LoRaWAN868 Unit has the same technological basis and offers a simple con-
nection to a microcontroller via a Grove port. Figure 7.115 shows the compact unit with the 
Grove Tx/Rx port. 

The controlling microcontroller, i.e., any microcontroller with a UART interface, communi-
cates with the LoRaWAN module via a serial interface and AT commands.

Figure 7.115: M5Stack LoRaWAN868 Unit.
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Since the M5Stack LoRaWAN868 unit has a Grove interface, it makes sense to use a Seee-
duino XIAO with Grove-Shield again for the operation, as I had already used in chapter 
7.2.1. The Grove shield has Tx/Rx and I2C ports so that only a few simple steps and the 
right Grove cables are required to connect the M5Stack LoRaWAN868 Unit and the ENV II 
Unit to the Seeeduino XIAO.

A terminal program helps read out the DevEUI from the M5Stack LoRaWAN868 Unit re-
quired for the later registration at TTS (CE). I used the program XIAO_Terminal.ino, which 
sends AT commands from the serial monitor to the M5Stack LoRaWAN868 Unit. 

The following listing shows the source code of this program. Characters received from the 
USB port are forwarded to the Serial1 (hardware serial) interface and thus to the M5Stack 
LoRaWAN868 Unit and vice versa.

uint32_t baud;
uint32_t old_baud;

void setup() 
{
  SerialUSB.begin(115200);
  baud = SerialUSB.baud();
  old_baud = baud;
  Serial1.begin(baud);
  while (!Serial);
  while (!SerialUSB);
  Serial.println("XIAO Terminal");
  SerialUSB.print("Baudrate = ");
  SerialUSB.println(baud);
}
 
void loop() 
{
  baud = SerialUSB.baud();
  if (baud != old_baud) 
  {
    Serial1.begin(baud);
    while (!Serial);
    old_baud = baud;
    SerialUSB.println("Baudrate = ");
    SerialUSB.println(baud);
  }

  
  if (SerialUSB.available() > 0)
  {
    char c = SerialUSB.read();
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    Serial1.write(c);
  }
  if (Serial1.available() > 0) 
  {
    char c = Serial1.read();
    SerialUSB.write(c);
  }
}

For query data from the M5Stack LoRaWAN868 Unit, enter the AT command on the top 
line and click Send. Figure 7.116 shows the query of DevEUI, AppEUI, and AppKey by the 
terminal.

You need this data for manual registration at TTS (CE) and in your Arduino program.

Figure 7.116: XIAO Terminal Output.

The program LoRaWAN868_Unit_XIAO.ino is the application program for this sensor node. 
I want to show you the setup() function and part of the main loop from the program’s 
source code. Make the necessary adjustments here. I have marked the relevant lines in 
bold.

void setup()
{
  SerialUSB.begin(115200);
  uint32_t baud = SerialUSB.baud();
  Serial1.begin(baud);
  while (!Serial);
  while (!SerialUSB);
  SerialUSB.println("Seeedstudion XIAO sends ENV.II Unit data by M5Stack LoRaWAN868 
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Unit");
  Serial1.flush();
  SerialUSB.println("ENV.II Unit Initialization...");
  initSensor();
  delay(100);
  sendATCMDAndRevice("AT+CGMI?\r");
  sendATCMDAndRevice("AT+CGMM?\r");
  delay(100);
  Serial1.flush();
  sendATCMDAndRevice("AT+ILOGLVL=0\r");
  sendATCMDAndRevice("AT+CSAVE\r");
  sendATCMDAndRevice("AT+IREBOOT=0\r");
  SerialUSB.println("LoraWan Rebooting");
  delay(2000);
  SerialUSB.println("LoraWan Configuration...");
  sendATCMDAndRevice("AT+CJOINMODE=0\r");
  sendATCMDAndRevice("AT+CDEVEUI=006732A6EA7B908D\r");
  sendATCMDAndRevice("AT+CAPPEUI=70B3D57ED004247E\r");
  sendATCMDAndRevice("AT+CAPPKEY=DF9866BF31F695A9350B282906BB3B58\r");
  sendATCMDAndRevice("AT+CULDLMODE=2\r");
  sendATCMDAndRevice("AT+CCLASS=2\r");
  sendATCMDAndRevice("AT+CWORKMODE=2\r");
  sendATCMDAndRevice("AT+CNBTRIALS=0,5\r");
  sendATCMDAndRevice("AT+CNBTRIALS=1,5\r");

  sendATCMDAndRevice("AT+CFREQBANDMASK=0001\r");

  //869.525 - SF9BW125 (RX2)              | 869525000
  sendATCMDAndRevice("AT+CRXP=0,0,869525000\r");
  sendATCMDAndRevice("AT+CSAVE\r");
  sendATCMDAndRevice("AT+CJOIN=1,1,10,8\r");
}

The program processes a state machine in the main loop. The state kSending is of interest 
to us here.

First, the measuring values are queried from the ENV II Unit using the getValues() func-
tion. I converted the measuring values for a stringent payload, the temperature value is 
multiplied by 100, and the moisture is multiplied by 10. Both values are rounded. I con-
verted the resulting integer values into a byte array used in the AT command as a four-byte 
payload. 

The command used to send the message takes the following form: AT+DTRX=1,2,4,TTHH\r
before sending it by calling the function sendATCMD(command).
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void loop()
{
  String recvStr = waitRevice();
  if (recvStr.indexOf("+CJOIN:") != -1)
  {
…
  }
  if (system_fsm == kSending)
  {
    SerialUSB.println("\nLoraWan Sending...");
    
    getValues(); // get measuring results of ENV.II sensor

    // prepare the measuring results for use in payload
    // you can enhance payload w/ BMP280 data, if you want
    int16_t temp = (int16_t) (sht31Temperature * 100. + .5);
    int16_t humi = (int16_t) (sht31Humidity * 10. + .5);
    
    char buffer [2];
    char command[] = "AT+DTRX=1,2,4,";
    if (temp < 0x1000) strcat(command, "0");
    strcat(command, itoa(temp, buffer, 16));
    if (humi < 0x1000) strcat(command, "0");
    strcat(command, itoa(humi, buffer, 16));
    strcat(command, "\r");
    SerialUSB.print("Send Command: ");
    SerialUSB.println(command);

    sendATCMD(command);
    //sendATCMD("AT+DTRX=1,2,4,65666768\r");
    sendATCMD("AT+CLINKCHECK=1\r");
    loraWanupLinkCNT ++;
    system_fsm = kWaitSend;
  }
  delay(36000);
}

Figure 7.117 shows the output running the setup() function.
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Fig ure 7.117: Output of function setup()  in Serial Monitor.

Once the node has registered at the TTS (CE) server, the measuring values can be sent in 
the main loop (Figure 7.118).
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Figure 7.118: Serial output in the main loop.

As soon as the outputs in the serial monitor of the Seeeduino XIAO confirm the function of 
the sensor node, the TTS (CE) console shows the received messages. Figure 7.119 shows 
the messages received every five minutes already with a decoded payload. The complete 
decoded payload I copied into the picture makes this clear.

Figure 7.119: Payload in the TTS (CE) Console.

To decode the payload, I entered the following JavaScript in the payload formatter:

function decodeUplink(input) {
  var temp = (input.bytes[0] << 8 | input.bytes[1])/100;
  var hum  = (input.bytes[2] << 8 | input.bytes[3])/10;
  return {
    data: {
      temp : temp,
      hum  : hum
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    },
    warnings: [],
    errors: []
  };
}

7.2.9 PaperiNode
The base of the IoT nodes I have presented to you so far are ESP32 or Cortex-M0+ micro-
controllers. Robert Poser, the developer of the PaperiNode, has shown that there are also 
exciting solutions based on the ATmega328PB.

You can find all the necessary information, including a circuit diagram, in his repository 
https://github.com/RobPo/PaperiNode.

PaperiNode is a LoRaWAN node with a 1.1 " ePaper display with 148 x 70 pixels (Figure 
7.120). An IXYS SLMD121H04L solar cell charges a SuperCap (EDLC 400 mF) which takes 
over the power supply. The IoT node works self-sufficiently in terms of energy.

Figure 7.120: PaperiNode.

The hardware of the PaperiNode consists of an ATmega328PB (16 MHz, 32 KB FLASH, 2 KB 
SRAM) expanded by a 4 Mbit external flash and HopeRF Lora module RFM95W. An external 
RTC MCP7940M ensures the wake-up from deep sleep, in which the current consumption is 
reduced to 2.4 µA. None of the other microcontrollers achieve this value!

The I2C and SPI interfaces are accessible from the side for connecting external sensors. I 
temporarily connected a BMP280 sensor here.
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If the temperature measurement accuracy is of secondary importance, you can query the 
internal temperature sensor of the ATmega328PB.

For programming in the Arduino IDE, select menu Tools > Boards > Pololu Star Boards 
"Pololu A-Star 328pb, 5V / 16MHz" as the board used.

If there is no Pololu board, add under File > Preferences > Additional Boards Manager-URL 
https://files.pololu.com/arduino/package_pololu_index.json. After restarting the Arduino 
IDE, the Pololu A-Star 328pb board is now available (Figure 7.121).

Figure 7.121: Pololu A-Star Boards in Boards Manager.

To program PaperiNode, you need to connect an FTDI programmer to the exposed pins on 
the bottom. The most reliable method is to solder one row of pins and connecting all pins 
with the FTDI programmer directly or via a breadboard. Figure 7.122 shows the entire ar-
rangement of the PaperiNode, FTDI programmer, and external sensor.
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Figure 7.122: PaperiNode with FTDI-Programmer and external sensor BMP280.

To register the IoT node at TTS (CE), a DevEUI is required. The DevEUI is derived from 
a DS2401 from Maxim located on the PaperiNode. The program PaperiNode_DevEUI.ino 
reads the DevEUI to be used and shows it on the console (Figure 7.123).

Figure 7.123: PaperiNode DevEUI.

You have to register PaperiNode at TTS (CE) manually since the device is not (yet) known 
there.

For activation, I use ABP (Activation by Personalization). Using this, it is possible to better 
predict the power demand because the spreading factor and the transmission power are 
specified. The fact that OTAA takes a lot more energy while negotiating the keys is hardly 
predictable, and power consumption is sometimes too high to work with the SuperCap.

Figure 7.124 shows the registration at TTS (CE) and the first message received. The access 
data has been moved to the lorawan_def.h file in advance.
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Figure 7.124: Registration of PaperiNode at TTS (CE).

To make the transmitted payload more readable in the TTS (CE) console, we need a little  
JavaScript for the payload formatter.

function decodeUplink(input) {
  var batV = (input.bytes[0] << 8 | input.bytes[1]) / 1000;
  var temp = (input.bytes[2] << 8 | input.bytes[3]) / 100;
  return {
    data: {
      batV : batV,
      temp : temp
    },
  };
}

With the help of this decoding, you will now see the output shown in Figure 7.125 every 
30 minutes.
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Figure 7.125: Payload in the TTS (CE) Console.

7.2.10 ATmega1284 TTN/LoRa Board V3.1 
If the resources of the ATmega328PB used in the PaperiNode are no longer sufficient, an 
ATmega1284P will help. The flash memory increases from 32 KB to 128 KB, and the SRAM 
increases from 2 KB to 16 KB. These are reasonable prospects for building a somewhat 
more complex but still battery-operated sensor node, which optionally allows several sen-
sors, and a solar cell that can buffer the battery. 

As described on his project page, Mike Lavalle used this approach when developing the HSN-
TTN ATmega1284P sensor node https://project-ml.de/ttn-lora-board-v3-atmega1284/.

Figure 7.126 shows the HSN-TTN ATmega1284p board with the FTDI-Programmer required 
for programming and a Sensirion SHT2x as an external sensor. This sensor is available as 
a breadboard or equipped with a cable with different interfaces. I am using a wired sensor 
with a I2C interface.
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Figure 7. 126: HSN-TTN ATmega1284p with FTDI-Programmer and external sensor.

For working with the Arduino IDE, it is necessary to install Mightyboard. There is a refer-
ence to the Mighty Core Package in the Preferences under Additional Boards Manager URLs 
https://mcudude.github.io/MightyCore/package_MCUdude_MightyCore_index.json. Then 
the ATmega1284P is available in the Arduino IDE (Figure 7.127).

Figure 7.1 27: Mighty Core Package.

For the board clocked externally with 8 MHz, the Arduino IDE must work with the following 
settings (Figure 7.128).
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Figure 7.128: ATmega1284p Settings.

For working with the HSN-TTN ATmega1284p board, there are further notes on the project 
page mentioned above, to which you should pay attention. This is why I recommend you 
take a look there.

To register at TTS (CE), the DevEUI is required, which I generate with a DS2401 like the 
PaperiNode. The program used for this is ATmega1284_DevEUI.ino and this is in the repos-
itory. I will not go into this further here.

Enter the DevEUI manually and generate the AppKey in the usual way. However, before 
you enter the values in the application program ATmega1284_TTN_OTAA_Sleep.ino, re-
verse the order of the bytes for DevEUI (and AppEUI). I’ve marked this in Figure 7.129. 
You can see the byte order using the LSB or MSB specifications. No change is required for 
the AppKey.
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Figure 7.129: Registration of the HSN-TTN ATmega1284p Node at TTS (CE). 

The ATmega1284_TTN_OTAA_Sleep.ino program uses the libraries listed below:

• https://github.com/mcci-catena/arduino-lmic  
• https://github.com/cpldcpu/light_ws2812  
• https://github.com/jeremycole/Temperature_LM75_Derived  
• https://github.com/LowPowerLab/LowPower  
• https://github.com/SodaqMoja/Sodaq_SHT2x  

I will explain the program itself in sections. Although I am not using LEDs here, I have left 
the WS2812-specific part in the program for later extensions.

In the introductory part of the program, I load the required libraries, declare constants and 
variables and create instances. The included comments should adequately describe this 
part.

/*
 * File: ATmega1284_TTN_OTAA_Sleep.ino
 * 
 * based on https://project-ml.de/ttn-lora-board-v3-atmega1284/
 * adapted 2021-07-08 by Claus Kühnel info@ckuehnel.ch
 * 
 * used libraries
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 * - https://github.com/mcci-catena/arduino-lmic
 * - https://github.com/cpldcpu/light_ws2812
 * - https://github.com/jeremycole/Temperature_LM75_Derived
 * - https://github.com/LowPowerLab/LowPower
 * - https://github.com/SodaqMoja/Sodaq_SHT2x
 */

#include <lmic.h>
#include <hal/hal.h>
#include <SPI.h>
#include <LowPower.h>

//Externer Sensor
#include <Sodaq_SHT2x.h>

//Neopix LED Light2812
#include <WS2812.h>
WS2812 LED(1); // 1 LED
cRGB value;

// LM75 Temperatur Sensor I2C
#include <Temperature_LM75_Derived.h>
Generic_LM75 LM75;

//Stromversorgung NEO, LM, I2C
const int VEXT = 19;  //Digital Pin 19/PC3
const int CHRG = 18;  // PC2/18 Ladeanzeige Pin
int LadA = 1;         // save read value

// DEBUB Switch, uncomment for Serial enabled
#define DEBUG

// Accu Selection, uncommented Lipo else LiFePo
//#define LiFePo

uint16_t volt, exhum; 
int16_t  itmp, extmp;

bool next = false;

The following section contains TTN-specific instructions. The AppEUI is set to zero. For the 
DevEUI, you can see the reverse byte sequence (LSB first), while for the AppKey, the bytes 
sequence is unchanged (MSB first). Then the byte array mydata[8] serves as the storage 
space for the payload. The constant TX_INTERVALL specifies the transfer interval in seconds 
set to five minutes (= 300 s).
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// This EUI must be in little-endian format, so least-significant-byte
// first. When copying an EUI from ttnctl output, this means to reverse
// the bytes. For TTN issued EUIs the last bytes should be 0xD5, 0xB3,
// 0x70.
static const u1_t PROGMEM APPEUI[8] = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00 };
void os_getArtEui (u1_t* buf) { memcpy_P(buf, APPEUI, 8);}

// This should also be in little endian format, see above.
static const u1_t PROGMEM DEVEUI[8] = { 0x84, 0x0B, 0x22, 0x00, 0x0B, 0xA3, 0x04, 0x00 };
void os_getDevEui (u1_t* buf) { memcpy_P(buf, DEVEUI, 8);}

// This key should be in big endian format (or, since it is not really a
// number but a block of memory, endianness does not really apply). In
// practice, a key taken from ttnctl can be copied as-is.
static const u1_t PROGMEM APPKEY[16] = { 0xCB, 0x6E, 0x85, 0x47, 0x4C, 0x87, 
0xF9, 0x83, 0x31, 0xFA, 0xAB, 0x13, 0x09, 0x19, 0x3E, 0x7B };
void os_getDevKey (u1_t* buf) {  memcpy_P(buf, APPKEY, 16);}

static uint8_t mydata[8];
static osjob_t sendjob;

// Sleep Time in Seconds
const unsigned TX_INTERVAL = 300;

The pin mapping is used to specify the I/O pins to which the LoRa transceiver RFM95 is 
connected. The following information applies to the HSN-TTN ATmega1284p board:

// Pin mapping
const lmic_pinmap lmic_pins = {
    .nss = 14,
    .rxtx = LMIC_UNUSED_PIN,
    .rst = 13,
    .dio = {10, 11, 12},
};

The onEvent() function is a state machine processing step-by-step when the connection 
to TTS (CE) is established. Compare the output instructions with the actual output from 
the console.

void onEvent (ev_t ev) {

    Serial.print(os_getTime());

    Serial.print(": ");

    switch(ev) {

        case EV_SCAN_TIMEOUT:

            Serial.println(F("EV_SCAN_TIMEOUT"));

            break;

LoRaWAN Nodes in the IoT 220124 UK V2.indd   206LoRaWAN Nodes in the IoT 220124 UK V2.indd   206 14/03/2022   13:0214/03/2022   13:02



Chapter 7 • LoRaWAN Nodes

● 207

        case EV_BEACON_FOUND:

            Serial.println(F("EV_BEACON_FOUND"));

            break;

        case EV_BEACON_MISSED:

            Serial.println(F("EV_BEACON_MISSED"));

            break;

        case EV_BEACON_TRACKED:

            Serial.println(F("EV_BEACON_TRACKED"));

            break;

        case EV_JOINING:

            Serial.println(F("EV_JOINING"));

            break;

        case EV_JOINED:

            Serial.println(F("EV_JOINED"));

            {

              u4_t netid = 0;

              devaddr_t devaddr = 0;

              u1_t nwkKey[16];

              u1_t artKey[16];

              LMIC_getSessionKeys(&netid, &devaddr, nwkKey, artKey);

              Serial.print("NetId: ");

              Serial.println(netid, DEC);

              Serial.print("DevAddr: ");

              Serial.println(devaddr, HEX);

              Serial.print("AppSKey: ");

              for (size_t i=0; i<sizeof(artKey); ++i) 

              {

                if (i != 0) Serial.print("-");

                printHex2(artKey[i]);

              }

              Serial.println("");

              Serial.print("NwkSKey: ");

              for (size_t i=0; i<sizeof(nwkKey); ++i) 

              {

                if (i != 0) Serial.print("-");

                printHex2(nwkKey[i]);

              }

              Serial.println();

            }

            // Disable link check validation (automatically enabled

            // during join, but because slow data rates change max TX

            // size, we don’t use it in this example.

            LMIC_setLinkCheckMode(0);

            break;

…

        case EV_JOIN_FAILED:
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            Serial.println(F("EV_JOIN_FAILED"));

            break;

        case EV_REJOIN_FAILED:

            Serial.println(F("EV_REJOIN_FAILED"));

            break;

        case EV_TXCOMPLETE:

            Serial.println(F("EV_TXCOMPLETE (includes waiting for RX windows)"));

            if (LMIC.txrxFlags & TXRX_ACK)

              Serial.println(F("Received ack"));

            if (LMIC.dataLen) {

              Serial.print(F("Received "));

              Serial.print(LMIC.dataLen);

              Serial.println(F(" bytes of payload"));

            }

            // Schedule next transmission

            next = true;

           //os_setTimedCallback(&sendjob, os_getTime()+sec2osticks(TX_INTERVAL), do_send);

            break;

        case EV_LOST_TSYNC:

            Serial.println(F("EV_LOST_TSYNC"));

            break;

        case EV_RESET:

            Serial.println(F("EV_RESET"));

            break;

        case EV_RXCOMPLETE:

            // data received in ping slot

            Serial.println(F("EV_RXCOMPLETE"));

            break;

        case EV_LINK_DEAD:

            Serial.println(F("EV_LINK_DEAD"));

            break;

        case EV_LINK_ALIVE:

            Serial.println(F("EV_LINK_ALIVE"));

            break;

…

        case EV_TXSTART:

            Serial.println(F("EV_TXSTART"));

            break;

        case EV_TXCANCELED:

            Serial.println(F("EV_TXCANCELED"));

            break;

        case EV_RXSTART:

            /* do not print anything -- it wrecks timing */

            break;

        case EV_JOIN_TXCOMPLETE:

            Serial.println(F("EV_JOIN_TXCOMPLETE: no JoinAccept"));
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            break;

        default:

            Serial.print(F("Unknown event: "));

            Serial.println((unsigned) ev);

            break;

    }

}

The getValues() function included in do_send()queries the sensors. A separate tab con-
tains the function itself again. The results in integer format are broken down into high and 
low bytes and saved byte by byte into the payload to be finally sent by the LMIC_setTx-
Data2() function.

void do_send(osjob_t* j)
{
  #ifdef DEBUG
  Serial.println(F("Start do_send"));
  #endif

  // Check if there is not a current TX/RX job running
  if (LMIC.opmode & OP_TXRXPEND) Serial.println(F("OP_TXRXPEND, not sending"));
  else 
  {
    // Get sensor values
    getValues();
    
    // Prepare upstream data transmission at the next possible time.
    mydata[0] = highByte(volt); mydata[1] = lowByte(volt);
    mydata[2] = highByte(itmp); mydata[3] = lowByte(itmp);
    mydata[4] = highByte(extmp); mydata[5] = lowByte(extmp);
    mydata[6] = highByte(exhum); mydata[7] = lowByte(exhum);
    
    LMIC_setTxData2(1, mydata, sizeof(mydata), 0);
    Serial.println(F("Packet queued"));
  }
  // Next TX is scheduled after TX_COMPLETE event.
}

The setup() function initializes the I2C bus and GPIO, outputs general information before 
initializing the LMiC library and starting the connection.
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void setup() 
{
  Wire.begin();
  pinMode(CHRG, INPUT); 
  pinMode(VEXT, OUTPUT);  
  
  // Debug Messages
  #ifdef DEBUG
    Serial.begin(9600);
    Serial.println(F(" "));
    Serial.println(F("Start HSN-Node XX"));
    Serial.print(F("CPU ATmega1284P "));
    Serial.print(F("Node "));

    // Akku
    #ifdef LiFePo
      Serial.println(F("w/ LiFePo4 Accu"));
    #else
      Serial.println(F("w/ Li-Po Accu"));
    #endif
  #endif

  // LMIC init
  os_init();
  // Reset the MAC state. Session and pending data transfers will be discarded.
  LMIC_reset();

  // Start job (sending automatically starts OTAA too)
  do_send(&sendjob);
}

The main loop of the program processes the state machine. If a message has been sent 
(EV_TXCOMPLETE), the node can go into deep sleep until the next transfer. Because the 
maximum sleep period of ATmega1284P is eight seconds, several sleep states occur one 
after the other until the next transfer is due.

void loop() 
{
  extern volatile unsigned long timer0_overflow_count;
  if (next == false) os_runloop_once();
  else 
  {
    Serial.println(F("Node goes to sleep."));
    Serial.flush(); // give the serial print chance to complete
    int sleepCycles = TX_INTERVAL / 8; // how often we go to sleep for 8 seconds
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    for (int i = 0; i < sleepCycles; i++) 
    {
      // Enter power down state for 8 s with ADC and BOD module disabled
      LowPower.powerDown(SLEEP_8S, ADC_OFF, BOD_OFF);

      // LMIC uses micros() to keep track of the duty cycle, so
      // hack timer0_overflow for a rude adjustment:
      cli();
      timer0_overflow_count += 8 * 64 * clockCyclesPerMicrosecond();
      sei();
    }
    next = false;
    // Start job
    do_send(&sendjob);
  }
}

Figure 7.130 shows the output after the program starts in Serial Monitor.

Figure 7.130: HSN-TTN ATmega1284 – Console output

Figure 7.131 shows the node’s output in the TTS (CE) console. I copied the decoded pay-
load into the screenshot again.
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Figure 7.131: HSN-TTN ATmega1284 – Output at TTS (CE) Console.

I entered the lines below in the payload formatter. I coded the state of charge into the MSB 
of the battery voltage. If the MSB is set, "not loading" appears, otherwise "loading."

function decodeUplink(input) {
  var vbat = (input.bytes[0] << 8 | input.bytes[1]);
  var load = vbat & 0x8000;
  if (load == 0x8000) load = ‘not loading’; else load = ‘loading’;
  vbat = vbat & 0x7FFF;
  var LM75_t = (input.bytes[2] << 8 | input.bytes[3])/100;
  var SHT2x_t = (input.bytes[4] << 8 | input.bytes[5])/100;
  var SHT2x_h = (input.bytes[6] << 8 | input.bytes[7])/10;
  return {
    data: {
      vbat : vbat,
      load : load,
      LM75_t : LM75_t,
      SHT2x_t : SHT2x_t,
      SHT2x_h : SHT2x_h
    },
  };
}
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Chapter 8 • Glossary

I have put together terms that may not be immediately familiar to every reader in this 
glossary.

8.1 General terms
Term Meaning (see also Wikipedia)

Low Power Wide Area 
Network (LPWAN)

A wireless telecommunication wide area network designed to allow 
long-range communications at a low bit rate among nodes, such as 
sensors operated on a battery. 

LTE Third-generation cellular standard.

Frequency Division Mul-
tiple Access (FDMA)

A communications technology multiplex method with which several 
signals can be transmitted simultaneously on several carriers. The 
carriers are assigned to several different frequencies, so the term fre-
quency division multiplex is also used.

Orthogonal FDMA 
(OFDMA)

Special implementation of the FDM uses several orthogonal carrier 
signals of digital data transmission, in which the crosstalk between the 
multiplexed signals is minimized.

Quadrature Phase 
Shift Keying 
(QPSK)-Modulation

Digital modulation method in communications engineering and a form 
of phase shift keying (PSK). With QPSK per symbol, two bits are trans-
mitted. Compared to the binary phase shift keying (PSK), this doubles 
the utilization of the available bandwidth (spectral efficiency).

NB-IoT

A LPWAN radio technology standard for cellular devices and services. 
NB-IoT focuses on indoor coverage, low cost, long battery life, and 
high connection density. NB-IoT uses a subset of the LTE standard but 
limits the bandwidth to a single narrow band of 200kHz.

8.2 LoRaWAN-specific terms

EUI Extended Unique Identifier Global unique ID

DevEUI Device EUI Device-specific ID, defined by the manufacturer

AppEUI Application EUI ID for the application

AppKey Application Key Used for generation of session keys at OTAA

DevAddr Device Address Device address in network

NwkSKey Network Session Key Used for the encryption of metadata

AppSKey Application Session Key Used for the encryption of the payload

RxDelay Receive Delay Delay between send and receive

CFList Channel Frequency List Frequencies of each channel
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ABP The node is preprogrammed with DevAddr, NwkSKey, and AppsSKey and registered in the 
network. A join procedure (connection establishment) is not required.

The network server is also preconfigured with DevAddr, NwkSKey, and AppsSKey, which 
can recognize the transmissions.

Pro The device does not require the ability or resources to perform a join 
procedure.

The device does not have to decide whether a join request is necessary at 
any point, as this is never necessary.

No scheme is required to specify a unique DevEUI or AppKey.

Contra The scheme for generating NwkSKey and AppSKey needs to ensure that 
they are unique to prevent widespread breaches if a single device is 
compromised. And the scheme has to be secure to prevent the keys from 
being obtained or derived by unauthorized persons.

If the device is compromised at any time, even before activation, the keys 
can be discovered.

Network settings cannot be specified at the time of joining.

Events that justify a key change (e.g., change to a new network, 
compromise of the device, or expired keys) require the device to be 
reprogrammed.
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Ready-to-use devices and self-built
Arduino nodes in the "The Things Network"

LoRaWAN has developed excellently as a communication solution in 
the IoT. The Things Network (TTN) has contributed to this.
The Things Network was upgraded to The Things Stack Community 
Edition (TTS (CE)). The TTN V2 clusters were closed towards the end 
of 2021.

In this book, I will show you the necessary steps to operate LoRaWAN 
nodes using TTS (CE) and maybe extend the network of gateways 
with an own gateway. Meanwhile, there are even LoRaWAN gateways 
suitable for mobile use with which you can connect to the TTN server 
via your cell phone.

I present several commercial LoRaWAN nodes and new, low-cost and 
battery-powered hardware for building autonomous LoRaWAN nodes.
Registering LoRaWAN nodes and gateways in the TTS (CE),  providing 
the collected data via MQTT and visualization via Node-RED, Cayenne, 
Thingspeak, and Datacake enable complex IoT projects and completely 
new applications at very low cost.

This book will enable you to provide and visualize data collected with 
battery-powered sensors (LoRaWAN nodes) wirelessly on the Internet.
You will learn the basics for smart city and IoT applications that enable, 
for example, the measurement of air quality, water levels, snow depths, 
the determination of free parking spaces (smart parking), and the intel-
ligent control of street lighting (smart lighting), among others.
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Ready-to-use devices and self-built 
Arduino nodes in the "The Things Network"
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Elektor International Media BV
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Arduino nodes in the "The Things Network"
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